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Abstract

An increasing number of devices exchanges data via the wireless medium into large scale, decentralized,
and heterogeneous networks, leading to the concept of Internet of Things (IoT). This PhD work
proposes a new practical scheme to perform physical layer security (PLS) in this IoT context.

Wireless communications in IoT networks are prone to passive eavesdropping. Therefore, this work in-
troduces a scheme that guarantees the reliability of a communication from a transmitter (Alice) towards
a legitimate user (Bob), while preventing multiple passive eavesdroppers (Eve) to correctly decode the
data in a worst-cases scenario, thereby considering i) Eve to be noiseless, ii) Eve equipped with an arbi-
trarily large number of antennas, iii) Alice imperfectly estimating Bob’s channel state information (CSI).

To do so, a frequency domain time-reversal (TR) precoder is proposed using orthogonal frequency-
division multiplexing (OFDM) and artificial noise (AN) injection. The scheme exploits the frequency
diversity selective behaviour in multipath channels, and can be incorporated into existing standards,
such as in LTE or 5G networks. Different configurations are investigated, namely, single-input single-
output (SISO), multiple-input single-output (MISO), and single-input multiple-output (SIMO) systems.

The handshake procedures between Alice and Bob are described, both in time-division duplexing
(TDD) and frequency-division duplexing (FDD) systems, highlighting the amount of CSI acquisition at
Eve, which influences the secrecy performances.

Depending on the handshake procedures, different decoding structures are investigated at Eve for
each system configuration, considering a block-fading environment. Closed-form approximations of
the signal-to-noise ratio required at Bob and the maximal CSI error that can be made at Alice, in
order to guarantee a communication ergodic secrecy rate (ESR), are derived. Furthermore, the optimal
amount of AN energy to inject, as well as the maximal number of eavesdropper’s antennas allowed,
considering imperfect CSI, are also given as closed-form expressions. A trade-off on the choice of the
spreading factor of the TR precoder is established between maximizing the ESR and decreasing the
percentage of outage, leading to information leaked to Eve. Finally, thanks to these results, Alice
can be a-priori aware of the ESR over which she can establish a secure communication, assuming
worst-case assumptions regarding the eavesdroppers. The PLS scheme presented in this PhD work
therefore emerges as a promising solution to secure wireless communications in IoT networks.

Keywords— Physical layer security, IoT, artificial noise, time reversal, OFDM, SISO, MISO, SIMO, block-fading,
passive eavesdropping, TDD, FDD, ergodic secrecy rate, outage.
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1.2 Security requirements in wireless networks . . . . . . . . . . . . . . . . . . 3
1.3 Physical layer attack models . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Challenges and objectives of the manuscript . . . . . . . . . . . . . . . . . 5

1.1 General context
As networks flourish worldwide, the problems of transmission, routing, resource allocation, end-to-end
reliability, authentication, and congestion are assigned to different layers of the open systems intercon-
nection (OSI) protocol. When considering securing communications, the physical layer, lying at the
bottom of the protocol architecture and converting bits of information into modulated signals, has
remained almost ignored. However, randomness, a key element in secrecy systems, is intrinsically part
of noise and propagation channel. Therefore, the physical layer emerges as a promising solution to
provide secure wireless communication schemes, [1].

In addition, the wireless medium has become the dominant access to Internet-based services. According
to the Cisco annual Internet Report (2018-2021), the number of global mobile subscribers will grow
from 5.1 billion in 2018 (66 % of global population) to 5.7 billions by 2023 (71 % of global population).
Internet users will grow from 3.9 billion in 2018 (51 % of global population) to 5.3 billion by 2023 (66%
of global population), [2]. New access technologies, such as in 5G networks, have been deployed to
guarantee customers Quality of Service (QoS), and offer a huge amount of beneficial applications for
mobile users. These new generations of wireless networks are large-scale heterogeneous and decentral-
ized, as depicted in Figure 1.1.

However, due to the broadcast nature of radio propagation, the wireless air interface is inherently
unsecure, since it is unbounded and accessible to both authorized and illegitimate receivers. It is
therefore of paramount importance to improve the security of wireless networks which are carrying and
exchanging an increasing amount of sensitive and valuable data, e.g., banking or health data. New
security requirements consequently need to be implemented, without just relying on cryptographic
key-based security schemes, [3, 4]. Classical cryptography systems use public-key cryptography for
authentication, and secret-key distribution and symmetric encryption for data protection. The technol-
ogy is widely employed and mature, few assumptions are made about the messages to be encrypted
and trusted. Nevertheless, it suffers from several main drawbacks, [3, 5–7]:

• The key management process, distribution, and maintenance for the legitimate parties become a
real issue with the deployment of large-scale heterogeneous and decentralized networks involving
different access technologies, such as in 5G networks. It requires a trusted third party as well as
complex protocols and system architectures. It necessitates additional computational power and
therefore causes latency.
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• Longer keys are needed to increase the level of security, which results in more waste of resources.

• The illegitimate parties are assumed to have limited computational capabilities. Indeed, cryptography-
based systems implement one-way functions that are supposed hard to invert. However, with the
fast development in high-computing-power devices, secret keys that were secure decades ago are
nowadays more subject to successful brut-force attacks.

• Cryptographic schemes are based on semantic secrecy and security is measured by the fact that
a given protocol resists or not to attacks. No precise metric is available to quantify the degree of
secrecy.

To circumvent the aforementioned issues, physical layer security (PLS) has emerged as an effective way
to enhance security of wireless communications, [8–11]. No computational limitation is given to the
illegitimate parties, and the information that is leaked can be precisely quantified with information-
theoretic metrics as a function of the channel quality. Nevertheless, PLS also suffers from several
demerits:

• Security relies on average information measures, such that it can be impossible to guarantee a
secure communication with probability one.

• In order to provide security, assumptions are undertaken regarding the communication channel,
which can be inaccurate in practice.

Figure 1.1: 5G network architecture, [12, Figure 1]

As seen, PLS and cryptographic systems have their own merits and demerits. In order to benefit
from higher secrecy performances, PLS schemes can be incorporated into existing security systems.
That is, security at the physical layer should be implemented as part of a layered protocol to perform
cross-layer security. It allows one to exploit the degrees of freedom at different layers, which
therefore increases the robustness of practical systems against potential attacks, while meeting the
requirements of new wireless technologies.

Security in heterogeneous and distributed networks
As explained, a larger number of objects are being connected to the Internet at an unprecedented rate,
leading to the concept of Internet of Things (IoT), [13]. According to the Ericsson Mobility Report of
June 2021, the number of connected IoT devices around the world will rise from 12.4 billion in 2020, to
an expected 26.4 billion by 2026, [14, Figure 11]. IoT systems allow physical objects to communicate,
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monitor, access, and collect valuable data without human-to-human or human-to-computer intervention,
[15]. New emergent services are provided in IoT, such as vehicular communications for autonomous
driving, massive machine-type communications (MTCs), device-to-device (D2D) communications, or
body area network (BAN) communications for instance, with their own constraints and requirements.

In IoT, various networks must interoperate and coexist, and different types of objects access and
exchange data in the networks. From that, IoT devices can benefit from the decentralized, hetero-
geneous, and flexible architecture offered in public 5G networks. Fog/Edge computing appears as a
suitable solution to provide efficient and secure services for IoT. Fog/Edge computing is an architecture
organized by the networking edge devices where the massive amount of data can be processed at the
network edges instead of being transmitted to the centralized cloud infrastructures. Therefore, this
distributed architecture allows one to provide services with faster response and greater quality in
comparison with cloud computing, [16].

IoT devices are composed of objects of compact sizes, power limited, hardware complexity limited,
signal processing restricted, and data rate limited, [3, 15, 17, 18]. These different objects require low
signal overhead, sporadic low data rate, are typically equipped with single antenna sensors. They
exchange data with a multi-antenna controller, or base station (BS), as seen in Figure 1.2. Consequently,
security in IoT networks is unsuitable for classical encryption-based security methods, [3, 15, 17, 18].

From the above discussion, security in decentralized, large scale, and heterogeneous public networks
(such as in 5G networks) appears to be a challenging task that can be addressed thanks to well
designed PLS schemes. Indeed, having everything densely connected, these networks are prone to a
wide range of attacks, as explained in section 1.2. Furthermore, different secure system configurations
need to be considered, i.e., communications between single-antenna user equipments (UEs) (single-
input single-output (SISO) system), downlink (DL) between multi-antenna BS and single-antenna UE
(multiple-input single-output (MISO) system), as well as uplink (UL) between single-antenna UE and
multi-antenna BS (single-input multiple-output (SIMO) system). The security schemes that can be
implemented in the UL (respectively the DL) might indeed become unsuited for the DL (respectively
the UL), [3].

Figure 1.2: Internet of Things network with eavesdropper, [3, Figure 23]

1.2 Security requirements in wireless networks

When considering a secure system, it is assumed that a transmitter (Alice) and a legitimate receiver
(Bob) aim to "securely" communicate over a wireless medium, where an illegitimate receiver (Eve)
can intercept the transmitted data. It is of prime importance to understand the fundamental security
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requirements in wireless networks. Indeed, different desirable properties can be identified, namely data
integrity, availability, authenticity, and confidentiality and reliability, [5], [19, Chapter 8].

Data integrity
Data integrity refers to the fact that Alice and Bob aim to ensure that the content of the transmitted
data is not falsified in transit. A node that is compromised and altered by an adversary is termed as a
compromised node. It is challenging to detect the attacks by compromised nodes since these are nodes
that have valid identities, [15].

Availability
Availability implies that the authorized users can access the wireless network anytime and anywhere
upon request. Denial of service (DoS) refers to the violation of availability, i.e., users are unable to
access the wireless network resulting in unsatisfactory user experience.

Authenticity
Authenticity means that both the transmitter and the legitimate receiver should be able to confirm
their identity, and distinguish authorized users from unauthorized users. At the physical layer, data
authentication can be performed using either the hardware properties of radio frequency (RF) devices,
or the propagation characteristics of wireless channels. As an example, one can implement radio
frequency fingerprint (RFF) authentication schemes, [18]. It is based on the fact that hardware
imperfections in analog circuits result from manufacturing processes, and are permanent and unique
for every device. RFF can therefore be used to authenticate the device. In addition, the channel
properties at the transmitter and the receiver can be compared to provide authentication, by exploiting
the uniqueness of the channel state information (CSI), or by exploiting the angle-of-arrival (AoA)
information, for instance, [5].

Confidentiality and reliability
Confidentiality and reliability suggests that the data is only accessible and understandable by the
transmitter and the legitimate receiver, i.e., reliability, while the leakage of information is prevented
from the illegitimate receiver, i.e., confidentiality. There is a wide range of PLS schemes implemented in
the literature aiming to provide reliability at the legitimate receiver, while preventing the eavesdropper
to accurately decode the data. As it will be explained in next chapters, the idea is to give a
physical advantage to Bob compared to Eve in order to provide positive information-theoretic security
performances.

Conclusion
The confidentiality and reliability requirement is by far the most investigated security requirement at
the physical layer and yet, there is a lack of realistic schemes whereby confidentiality and reliability
can be guaranteed. There is therefore a need to design practical PLS schemes that can be incorporated
into existing communications standards, while being able to guarantee QoS to the different users.

1.3 Physical layer attack models
In addition to requiring different security services, wireless communications are subject to multiple types
of attacks. These can be classified into four categories, namely, impersonation, message falsification,
jamming, and eavesdropping, [6].

Impersonation
Impersonation attempts to the message integrity requirement. In that situation, the attacker is active
and sends a fake message while the source is idle. At the physical layer, to counteract an impersonation
attack, one can implement authentication PLS schemes, [4].
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Message falsification
Message falsification suggests that an internal or an external attacker has the ability to modify some
part of the message during transmission process. It therefore affects the trust of the received message,
[6]. As for the impersonation attack, message falsification destroys the integrity requirement.

Jamming
Jamming attacks aim from preventing authorized users to access the wireless medium by sending
unwanted radio signals that introduce interference and disrupt the communications. Jamming attacks
are also known as DoS attacks. It therefore corrupts the availability requirement. In [5], authors
subdivided the jamming attacks into five categories, namely, constant, intermittent, reactive, adaptive,
and intelligent jamming attacks. These strategies correspond to different trade-off between jamming
efficiency and risks for the jammer to be detected.

Eavesdropping
Eavesdropping it the act of secretly listening to a private communication. Wireless communications
can be overheard by unauthorized users as long as they are located in the transmit area coverage of the
source node, which results to information leakage, [5]. The broadcast nature of wireless communications
makes it prone to eavesdropping attacks. It can be classified into active and passive eavesdropping. An
active eavesdropper is registered in the network as a subscribed user and exchanges messages with the
BS. The transmitter can therefore estimate the active eavesdropper’s propagation channel characteristics
and take it into account to design a PLS scheme. It is often assumed that the objective of an active
eavesdropper is to decode private messages of any legitimate users, [20]. In a passive eavesdropping
scenario, the attacker only listens to the transmission between Alice and Bob, while remaining silent.
He passively eavesdrops the data and Alice cannot have the knowledge of his propagation channel
characteristics. Eavesdropping therefore aims to deny the confidentiality requirement of security.

Conclusion
Eavesdropping is an important attack model that needs to be investigated in the context of IoT.
Indeed, due to the large and increasing number of connected IoT devices in large scale, heterogeneous
and decentralized networks, wireless communications are very prone to be overheard by unauthorized
devices, i.e., there are subject to passive or active eavesdropping. In addition, a passive eavesdropping
scenario reflects the malicious behaviour of an attacker which is not considered as a subscribed user of
the network, which remains silent, undetectable, and unknown to the legitimate communication’s ends.
The issue of designing practical and robust PLS schemes against passive eavesdroppers therefore needs
to be addressed.

1.4 Challenges and objectives of the manuscript

Secure wireless communications need to meet multiple requirements and are subject to various types of
attacks. In addition, secure wireless systems have to be deployed for an increasing number of different
applications with their own constraints in terms of security level, delay, power efficiency, spectral
efficiency, and complexity. To optimize the security performances, wireless communications have to
integrate multi-layered security protocols taking advantage of the various merits and demerits at each
layer of the OSI protocol. In other words, PLS schemes must jointly be designed alongside classical
cryptography-based schemes.

PLS has emerged as a promising solution to enhance the security of communications in the context of
IoT, where a growing number of interconnected devices communicate within decentralized, heteroge-
neous, and large scale public infrastructures, such as in 5G networks. PLS schemes in IoT networks
need to consider different system configurations, namely, SISO, MISO, and SIMO systems. Indeed,
security has to be provided for communications between UEs (SISO system), in the DL between a BS
and an UE (MISO system), as well as in the UL between an UE and a BS (SIMO system). In addition,
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having everything densely connected, communications in IoT networks are prone to be intercepted and
miscellaneously treated by unauthorized and unknown users. Therefore, the design of PLS schemes
against passive eavesdropping in IoT networks has to be handled.

The theoretical limits of physical layer secrecy performances are provided with information theory.
However, practical design of PLS schemes that achieve these theoretical performances are lacking.

The objective of this PhD work is therefore to design and study a practical PLS scheme that can be
incorporated into large scale, heterogeneous and decentralized networks, such as in 5G networks. The
proposed scheme aims to deliver reliable data at the legitimate receiver, while preventing the illegitimate
passive receiver(s) to correctly decode the data. A passive eavesdropping scenario is considered since it
reflects many practical attacking situations encountered in IoT networks. In addition, the PLS scheme
can be implemented for SISO, MISO, and SIMO systems. It is therefore suitable for the different
system configurations present in IoT networks. As it will be seen, designs of PLS schemes that provide
reliability at the legitimate user and confidentiality from the passive eavesdropper(s) are well studied
in the literature. However, there is a lack of studies that allow the transmitter to guarantee a desired
secure QoS. Consequently, analytic models of the secrecy performances are derived in this PhD work.
The goal is to design the communication parameters in order for the transmitter to be a-priori aware
of the secrecy performances of the communication. In doing so, the transmitter is able to guarantee a
desired QoS at the legitimate receiver’s end, while preventing the illegitimate receiver(s) to eavesdrop
the data.

The manuscript is organized as follows.
Chapter 2 introduces the fundamentals of information theory. It allows one to present the two
conventional approaches to implement PLS systems, namely the complexity-based (key-based) and
signal-to-interference-plus-noise ratio (SINR)-based (key-less) approaches. The chapter motivates the
study of a SINR-based PLS scheme. It is shown that a positive secrecy capacity, which quantifies
from an information-theoretic perspective the maximal achievable secure communication’s rate, can be
obtained if a physical advantage is given at Bob compared to Eve. The goal of the thesis is therefore
to ensure giving a physical advantage to Bob’s channel. The chapter ends by highlighting different
metrics that are classically used in PLS. The choice of the metrics that are considered throughout this
manuscript is also justified.

Chapter 3 draws a state-of-the-art of the SINR-based PLS techniques. The chapter highlights the fact
that some channel state information (CSI) knowledge is needed at the transmitter to design a secure
communication scheme, and that the amount of CSI knowledge at the communication’s ends, i.e., at
Alice, Bob, and Eve, strongly impacts the secrecy performances. It is shown that, in practical scenarios,
the transmitter is not able to perfectly estimate the main CSI. The physical reasons of imperfect CSI
estimation are described and a state-of-the-art of PLS techniques that take into account this imperfect
main CSI knowledge is outlined.

Chapter 4 presents the PLS scheme that is considered throughout this study. In particular, different
system configurations are investigated depending on whether Alice or Bob and/or Eve possess one or
multiple antennas. For each configuration, it is shown that, depending on the handshake procedure
between Alice and Bob, Eve can obtain different amount of CSI knowledge. She therefore implements
the most suitable practical decoding structures which leads to different secrecy performances.

Chapters 5 and 6 respectively analyse the secrecy performances of the single antenna system, i.e.,
both Alice and Bob possess one antenna, and the multi-antenna system, i.e., either Alice or Bob
possess multiple antennas, in the presence of passive eavesdroppers. For each investigated practical
scenario, analytic models of the secure communication rate are derived. It allows Alice to design
the communication parameters to know a-priori the secure rate over which she can communicate
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with the legitimate receiver, while preventing the eavesdropper to correctly decode the transmitted
data. Outage constraints are also considered. The worst case assumptions regarding the eavesdropper
are undertaken. By doing so, the transmitter is able to guarantee a desired QoS to the legitimate receiver.

Chapter 7 concludes the manuscript. It gives the main contributions of the work and suggests the
challenges and the perspectives for future research directions.

Remark 1.1: Use of security term

With a slight abuse of language, security refers to confidentiality from Eve and reliability
at Bob in the following of this manuscript. Authentication, integrity and availability schemes are
not investigated in this work. It is considered that these requirements are beforehand fulfilled and
are implemented at the upper layers of the protocol stack.
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2.1 Introduction

Cryptography-based security techniques, implemented at the upper layers of the OSI protocol, can
be unsuitable for new wireless technologies involved in 5G networks. To circumvent these issues,
this manuscript investigates security techniques that are implemented at the physical layer to ensure
reliability at the legitimate receiver and confidentiality from the illegitimate receiver. While the
work presented in the next chapters introduces coding techniques from a communication perspective,
foundation of PLS lies in information theory.

Indeed, secure communication performances can be precisely quantified with information theory metrics
and that is why the objective of this chapter is to introduce PLS from an information-theoretic per-
spective. First, the fundamentals of information theory are presented. Then, using these fundamentals,
the notion of information-theoretic channel capacity is defined, and a mathematical presentation of the
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2.2. INFORMATION THEORY METRICS 10

secrecy capacity is then given. This important information-theoretic concept is used in the following of
this manuscript to model and quantify the secure communication rate of the PLS scheme. Finally,
different PLS metrics are presented with their merits and demerits. It allows to motivate and justify
the metrics that are considered throughout this manuscript to evaluate the level of security of the
proposed PLS scheme.

This chapter consequently introduces the necessary background for the following chapters. It is mainly
based on the reference book from Bloch and Barros, [1].

Notation 2.1

In the reminder of this manuscript, the italic lower-case letter denotes a scalar number. Greek
letter corresponds to a real scalar, the bold lower-case letter denotes a column vector. Bold
upper-case letter corresponds to a matrix; IN is the N ×N identity matrix; (.)−1, (.)∗, (.)H , (.)T
are respectively the inverse, the complex conjugate, the Hermitian transpose, and the transpose
operators; E [.] is the expectation operator; ||.|| is the Frobenius norm of a matrix, |.| is the
modulus operator of a scalar; 0N and 1N are respectively all-zero and all-one column vector of
dimension N ×1.

2.2 Information theory metrics

This section defines some information-theoretic tools that are useful for the reader’s understanding for
rest of the manuscript.

Entropy
Let X ∈ X be a discrete random variable (RV) with probability mass function (pmf) pX(x), i.e.,
X ∼ pX(x). The entropy of X is defined as:

H(X) =−
∑
x∈X

pX(x) logpX(x) (2.1)

It gives the uncertainty about the outcome X, or the measure of the average amount of information
contained in X. The unit for entropy is called a bit, and all logarithms are taken to the base two.

Conditional entropy
Let X ∈ X and Y ∈ Y be two discrete RVs with joint distribution pXY (x,y). The conditional entropy
(equivocation) of Y given X is defined as:

H(Y |X) =−
∑
x∈X

∑
y∈Y

pXY (x,y) logpY |X(y|x) (2.2)

It gives a measure of the remaining uncertainty about the outcome Y given the observation X.

Joint entropy
Let (X,Y )∼ pXY (x,y) be a pair of discrete RVs. The joint entropy of X and Y is defined as:

H(X,Y ) =−
∑
x∈X

∑
y∈Y

pXY (x,y) logpXY (x,y)

= H(X) +H(Y |X)
= H(Y ) +H(X|Y )

(2.3)

it gives a measure of the uncertainty associated with the set of variables (X,Y ).
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11 CHAPTER 2. INTRODUCTION TO PHYSICAL LAYER SECURITY

Mutual information
Let (X,Y )∼ pXY (x,y) be a pair of discrete RVs. The mutual information between X and Y is defined
as:

I(X;Y ) = H(X)−H(X|Y )
= H(Y )−H(Y |X)
= H(X) +H(Y )−H(X,Y )

(2.4)

It gives a measure of the information about X obtained from the observation Y . The mutual information
is a non-negative function and equals zero if and only if (iif.) X and Y are statistically independent.

Conditional mutual information
Let (X,Y,Z)∼ pXY Z(x,y,z) be a triplet of discrete RVs. The conditional mutual information between
X and Y given Z is defined as:

I(X;Y |Z) = H(X|Z)−H(X|Y,Z)
= H(Y |Z) +H(Y |X,Z)
= H(X|Z) +H(Y |Z)−H(X,Y |Z)

(2.5)

Figure 2.1 shows the relationships between the different information-theory quantities defined above.

Figure 2.1: Relationship between information-theory metrics

Data-processing inequality
Le X ∈X , Y ∈ Y , and Z ∈Z be three discrete RVs such that X→ Y →Z forms a Markov chain. Then:

I(X;Z)≤ I(X;Y ) ⇔ H(X|Z)≥H(X|Y ) (2.6)

The data processing inequality means that, on average, processing Y can only decrease the mutual
information with X. In other words, processing Y increases on average the uncertainty about X.
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Remark 2.1: Continuous random variables

For continuous random variables, the notion of entropy is replaced with differential entropy, the
pmf is replaced with the probability density function (pdf), the sum are replaced by integrals. All
the above definitions can be adapted to continuous random variables.

2.3 Channel capacity

2.3.1 Introduction to the point-to-point communication

The point-to-point communication model is of prime importance since it allows to define the fundamental
notion of channel capacity . This notion is then used to define the secrecy capacity in the following
of this chapter.
This communication model introduces the definitions of a discrete memoryless channel (DMC), channel
code for a DMC, achievable transmission rate for a DMC, and capacity of a DMC. A block diagram of
a DMC is depicted in Figure 2.2.

Figure 2.2: Point-to-point communication model, [1, Figure 2.3].

It shows a two-stage communication scheme where it is assumed that the source and the channel are
described by discrete-time random processes. The transmitter and the receiver agree on a common code,
specified by an encoder and decoder pair. The source (U ,pU ) is compressed before being encoded for
transmission through a DMC. At the receiving side, the channel output is decoded and decompressed.
In what follows, the source (U ,pU ) is considered uniform over U , i.e., there is no need to encode the
source since its entropy is maximal. The rest of the chapter only focuses on the channel encoding and
decoding processes.

2.3.2 The discrete memoryless channel

A DMC is denoted as (X ,pY |X ,Y). It consists in a finite input alphabet X with channel inputs X, a
finite output alphabet Y with channel outputs Y , and a conditional probability distribution pY |X , i.e.,
the channel.

2.3.2.1 Channel code for a discrete memoryless channel

A (2nR,n) channel code Cn for a DMC (X ,pY |X ,Y) consists of:

• A message set M =
[
1,2nR

]
, where R is an achievable transmission rate for the DMC and is

defined below, and n is the number of symbols.

• An encoding function f :M→X n, that maps a message m to a codeword xn with n symbols.

• A decoding function g : Yn→M ∪{e}, that maps a block of n channel outputs yn to a message
m̂ ∈M or an error message e.
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13 CHAPTER 2. INTRODUCTION TO PHYSICAL LAYER SECURITY

The codebook of Cn is the set of all possible codewords {f(m) : m ∈
[
1,2nR

]
}. It is assumed that

codebook and the conditional probability distribution pY |X are known to the receiver.

2.3.2.2 Achievable transmission rate for a discrete memoryless channel

The average probability of error is defined as:

Pe(Cn) = P
[
M̂ 6=M |Cn

]
. (2.7)

From (2.7), a rate R is an achievable transmission rate for the DMC (X ,pY |X ,Y), if there exists a
sequence of (2nR,n) channel codes {Cn}n≥1 such that:

lim
n→∞

Pe(Cn) = 0. (2.8)

Equation (2.8) states that messages can be transmitted at rates arbitrarily close to R and decoded
with arbitrarily small probability of error.

2.3.2.3 The channel coding theorem

The capacity of a DMC (X ,pY |X ,Y) is given by:

C = maxpX I(X;Y ) . (2.9)

In other words, if a rate R is such that R < C, R is an achievable transmission rate. In addition,
an achievable transmission rate R must respect R ≤ C. The channel coding theorem shows that it
is possible to design channel codes Cn allowing achievable transmission rate, upper bounded by the
channel capacity C. The channel capacity is defined as the maximum mutual information between the
channel input X and the channel output Y .

2.4 Types of secrecy

Section 2.3 presents the capacity of a point-to-point communication. The key idea of a capacity-
achieving communication is to ensure reliability at the receiver side. This section introduces the notion
of information-theoretic security, where secrecy from the eavesdropper has to be provided in addition to
reliability at the legitimate receiver. Different notions of secrecy are presented with their implications,
which are useful to characterize the secrecy capacity of the system considered in this manuscript.

2.4.1 Shannon’s perfect secrecy

Shannon first formalized the notion of information-theoretic perfect secrecy in [21]. In his model, a
transmitter (Alice) encodes a message M ∈M into codewords X ∈ X thanks to a secret key K ∈ K,
unknown to an eavesdropper (Eve), and transmits it over the legitimate receiver (Bob) and the
eavesdropper channels. The scheme is presented in Figure 2.3. The use of a shared secret-key is
motivated by the fact that the main and the eavesdropper’s channels are noise-free. From that, the
codeword is overheard by Eve whose channel is error-free, which corresponds to the worst case scenario
in terms of security. To possess an advantage over Eve in order to recover the message M , Bob agrees
with Alice over a secure channel on a secret-key that is used to encode and decode the transmitted
message. The codeword is then generated with a function of the message M and the key K. A coding
scheme is a pair (e,d) of encoding and decoding functions such that X = e(M,K) and M = d(X,K).
The key and the message are assumed to be statistically independent.
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2.4. TYPES OF SECRECY 14

Figure 2.3: Shannon’s model of perfect secrecy, [1, Figure 1.1].

Security is quantified by a measure of the average uncertainty at the eavesdropper. It is given by the
conditional entropy of the message given the codeword, called eavesdropper’s equivocation. A coding
scheme is said to achieve perfect secrecy iif.:

H(M |X) = H(M) ⇔ I(M ;X) = 0 ⇔ H(K)≥H(M) , (2.10)

i.e., messages and codewords are statistically independent. The absence of correlation ensures the
there is no algorithm allowing the eavesdropper to retrieve the message. Equation (2.10) ensures no
information leakage to Eve. It has to be pointed out that, in real systems, noise is always present.
Therefore, the theoretical assumption of a noise-free eavesdropper channel corresponds to the existence
of powerful error-correction mechanisms.

The issue with Shannon’s notion of perfect secrecy is that it can only be achieved if the uncertainty
about the key is larger than the uncertainty about the message, i.e., H(K)≥H(M). In other words,
the secret key must contain at least one bit for every information bit. The drawbacks of the perfect
secrecy requirement are listed below:

• Alice must generate and store long keys.

• A key can only be used once.

• The key must be shared over a secure channel.

The notion of perfect secrecy is therefore not applicable in practical scenarios. Nevertheless, one can
affirm that requiring perfect secrecy is much stricter than preventing Eve to decode correctly, such
that relaxed secrecy definitions can be introduced.

2.4.2 Wyner’s asymptotic perfect secrecy

Shannon’s model does not include the noise which is inherent to physical channels. By taking the noise
into account, Wyner introduced the Wyner’s wiretap channel model where there is no more the need
to share a secret key, [22]. The model is depicted in Figure 2.4.

Figure 2.4: Wyner’s model of asymptotic perfect secrecy, [1, Figure 1.2].
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15 CHAPTER 2. INTRODUCTION TO PHYSICAL LAYER SECURITY

From Figure 2.4, Alice encodes a message M into a codeword Xn composed of n symbols, which is
sent over a noisy channel to the legitimate receiver, called the main channel. Bob observes Y n,
and Eve observes Zn, which is a noisy version of Y n. The channel between Alice and Eve is the
eavesdropper’s channel.

Wyner proposed a less stringent definition of secrecy. Instead of imposing exact statistical independence
between the message M and the eavesdropper’s observations Zn, he requires asymptotic statistical
independence, as the codeword length n goes to infinity. With this new secrecy definition, known
as asymptotic perfect secrecy, the equivocation rate 1

nH(M |Zn) must be arbitrarily close to the
entropy rate of the message 1

nH(M), for sufficiently large codeword length n.

With this relaxed security constraint, it can be shown that it exists codes, called wiretap codes, that
asymptotically ensure both reliability, i.e., arbitrarily small decoding probability error at Bob, and
secrecy, i.e., the amount of (or the rate of) information leakage at Eve vanishes. However, the practical
construction of these codes is arduous as mentioned in section 2.6.

The secrecy capacity is the supremum of the transmission rates that respect the above conditions.
It is positive whenever Eve’s observation is noisier than Bob’s one. In other words, if Bob’s channel
induces less errors than Eve’s channel, Bob should still be able to recover messages using a channel
code. On the opposite, Eve should be left with a list of possible codewords and messages. Asymptotic
perfect secrecy is achieved if this list covers the entire set of messages and their probability given that
the received codeword is roughly uniform.

In the following, two definitions of secrecy, that use the concept of equivocation rate instead of the
exact equivocation, are given.

Strong secrecy
Strong secrecy was introduced by Csiszar and implies asymptotic statistical independence between the
message M and Eve’s observation Zn, when the codeword length n goes to infinity, i.e.,:

lim
n→∞

I(M ;Zn) = 0. (2.11)

Equation (2.11) imposes the amount of information leaked to Eve to vanish for sufficiently long
codeword’s length n. This definition of secrecy is less stringent than the perfect secrecy notion where
it is imposed that the information leaked to Eve is strictly zero.

Weak secrecy
Weak secrecy, introduced by Wyner, only requires the rate of information leaked to Eve to vanish for
sufficiently long codeword length n, i.e.,:

lim
n→∞

1
n
I(M ;Zn) = 0. (2.12)

In particular, the weak secrecy condition is less stringent that the strong secrecy condition, since it is
satisfied as soon as I(M ;Zn) grows sub-linearly with n. However, the amount of leaked information
may go to infinity with a scheme that respects weak secrecy only.

Whether a strong or a wear secrecy criteria is assumed, Wyner’s approach requires Eve’s channel being
noisier than Bob’s channel. To meet this assumption, channel coding techniques can be applied as
presented in next chapters.

2.5 Secrecy capacity characterization of the wiretap channel
Previous sections 2.2, 2.3, and 2.4 respectively present the information-theoretic mathematical tools,
the notion of channel capacity, and different definitions of secrecy. The aim of this section is to provide
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the necessary characterization of the secrecy capacity for the system studied in next chapters. As it will
be explained, a block-fading communication in the presence of passive eavesdropper(s) is considered.
First, this section presents the secrecy capacity of the general wiretap channel. Then, the more specific
Gaussian wiretap channel is introduced, which allows one to discuss the secrecy capacity of the even
more specific wireless channel.

2.5.1 Characterization of a secure communication in a wiretap channel

A discrete memoryless wiretap channel (WTC) (X ,pY Z|X ,Y,Z) consists of a finite input alphabet X ,
two finite output alphabets Y and Z, and transition probabilities pY Z|X . The marginal probabilities
pY |X and pZ|X define two DMCs, i.e., the DMC (X ,pY |X ,Y) being the main channel, and the DMC
(X ,pZ|X ,Z) being the eavesdropper channel.

A very important result was found in [23] by Liang et. al. They showed that a secure communication in
a WTC can be characterized only by comparing the main channel (X ,pY |X ,Y) with the eavesdropper’s
channel (X ,pZ|X ,Z). This is useful since it allows to define the secrecy capacity of Wyner’s wiretap
channel by comparing the two DMCs composing it, as explained below.

2.5.1.1 Wyner’s wiretap channel is a physically degraded channel

A DMC (X ,pZ|X ,Z) is physically degraded with respect to (w.r.t.) another DMC (X ,pY |X ,Y) if:

∀(x,y,z) ∈ X ×Y×Z : pY Z|X(y,z|x) = pZ|Y (z|y)pY |X(y|x), (2.13)

for some transition probabilities pZ|X . In other words, (X ,pZ|X ,Z) is physically degraded with respect
to (X ,pY |X ,Y) if X → Y → Z forms a Markov chain.

From that, Wyner’s WTC shown in Figure 2.4, also termed as degraded wiretap channel (DWTC), is
simply a WTC where the eavesdropper’s channel is physically degraded w.r.t. the main channel. As a
consequence from Liang et. al. [23], one can directly compare the main and the eavesdropper channels
of a DWTC to obtain a characterization of its secrecy capacity.

2.5.1.2 Channel code for the DWTC

The wiretap code is defined in this section. A (2nR,n) code Cn for a DWTC consists in:

• A message setM=
[
1,2nR

]
, where R is an achievable transmission rate for the DMC, and is

defined below, and n is the number of symbols.

• A source of local randomness at the encoder.

• An encoding function f :M→ X n, that maps a message m and a realization of the local
randomness r to a codeword xn with n symbols.

• A decoding function g : Yn→M ∪{e}, that maps each channel outputs yn to a message m̂ ∈M
or an error message e.

It is assumed that a (2nR,n) code Cn for a DWTC is known at Alice, Bob, and Eve. However, the
realizations of the source of randomness, used for encoding, are only known at Alice.
The reliability performance of the code Cn is measured in terms of average probability of error:

Pe(Cn) = P
[
M̂ 6=M |Cn

]
. (2.14)

The secrecy performance of the code Cn is measured in terms of information leakage to the eavesdropper:

L(Cn) = I(M ;Zn|Cn) , (2.15)
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or equivalently, in terms of the equivocation, i.e., the uncertainty at Eve:

E(Cn) = H(M |Zn,Cn) . (2.16)

Equation (2.15) measures the information leaked to Eve, while (2.16) measures the uncertainty at Eve.

2.5.1.3 Rate-equivocation pair for the DWTC

The rate-equivocation pair’s definition allows to find an expression of the secrecy capacity of a DWTC.
A rate R is an achievable transmission rate, i.e., it allows one to provide reliability at the legitimate
receiver. An equivocation rate Re is a rate allowing to provide secrecy from the eavesdropper. There
are two definitions of rate-equivocation pair depending on whether a weak or a strong secrecy constraint
is considered.

Weak rate-equivocation pair
A weak rate-equivocation pair (R,Re) is achievable for a DWTC (X ,pY Z|X ,Y,Z) if there exists a
sequence of (2nR,n) codes {Cn}n≥1, such that:

lim
n→∞

Pe(Cn) = 0 ⇒ reliability condition (2.17a)

lim
n→∞

1
n
E(Cn)≥Re ⇒ weak secrecy condition (2.17b)

From that, the weak rate-equivocation region of a DWTC is defined as the set of weak rate-equivocation
pairs that are achievable, i.e.,:

RDWTC = {(R,Re) : (R,Re) is achievable}. (2.18)

The weak secrecy capacity of a DWTC is defined as the supremum of the rates achieving simultaneously
reliability and secrecy, i.e.,:

CDWTC
s = sup

R
{R : (R,R) ∈RDWTC}. (2.19)

Strong rate-equivocation pair
A strong rate-equivocation pair (R,Re) is achievable for a DWTC (X ,pY Z|X ,Y,Z) if there exists a
sequence of (2nR,n) codes {Cn}n≥1, such that:

lim
n→∞

Pe(Cn) = 0 ⇒ reliability condition (2.20a)

lim
n→∞

(E(Cn)−nRe)≥ 0 ⇒ strong secrecy condition (2.20b)

From that, the strong rate-equivocation region of a DWTC is defined as:

R̄DWTC = {(R,Re) : (R,Re) is achievable}. (2.21)

The strong secrecy capacity of a DWTC is defined as:

C̄DWTC
s = sup

R
{R : (R,R) ∈ R̄DWTC}. (2.22)

Condition (2.20b) is more stringent than (2.17b) and would be preferable to be used to define the
secrecy capacity of a DWTC. However, it is more difficult to design channel codes achieving the strong
secrecy condition rather than weak secrecy condition.
Nevertheless, it can be shown that:

RDWTC = R̄DWTC

CDWTC
s = C̄DWTC

s .

It outlines that, even if it is more convenient (but more arduous) to design channel codes achieving
strong secrecy rather than weak secrecy, only the weak secrecy condition can be used to characterize
the secrecy capacity of a DWTC.
⇒ From the rate-equivocation pair definition (weak or strong), it follows:
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• If the pair (R,Re) is achievable, any pair (R,R′e) with R′e ≤Re is achievable as well. In particular,
(R,0) is always achievable.

• If a pair (R,Re) with Re =R is achievable, then R is said to be a full secrecy rate.

From now, it can be stated that the reliability and the secrecy conditions must be simultaneously
satisfied, which is not obvious. Indeed, reliability at the legitimate receiver is met if some redundancy
is introduced. However, introducing too much redundancy is likely to affect secrecy. Nevertheless,
Wyner’s theorem shows that, with appropriate coding schemes, it is possible to control the balance
between reliability and secrecy, and the equivocation-pair region of a DWTC (X ,pZ|Y pY |X ,Y,Z) can
be exactly characterized with information-theoretic quantities. It follows:

0≤Re ≤R≤ I(X;Y )
0≤Re ≤ I(X;Y |Z) ,

(2.23)

where the first line of (2.23) is the reliability condition, and the second line of (2.23) is the secrecy
condition.
A typical rate-equivocation region of a DWTC is shown in Figure 2.5.

Figure 2.5: Rate-equivocation region of degraded wiretap channel, [1, Figure 3.5].

From Wyner’s theorem, and looking at Figure 2.5, at rates R≤ I(X;Y |Z), it is possible to find
channel codes ensuring full secrecy rates. At rates R> I(X;Y |Z), it is possible to transmit but
the equivocation rate saturates, i.e., no more secrecy can be guaranteed above Re = I(X;Y |Z). At full
secrecy rate Re =R, one obtains the secrecy capacity of the DWTC.

Remark 2.2: Full secrecy and secrecy capacity

The secrecy capacity rate is achieved when the equivocation rate is maximal. In other words, the
secrecy capacity is the maximal transmission rate that achieves full secrecy.

From the above remark, the secrecy capacity of a DWTC (X ,pZ|Y pY |X ,Y,Z) is given by:

CDWTC
s = maxpX I(X;Y |Z) = maxpX (I(X;Y )− I(X;Z)) (2.24)

By denoting Bob’s channel capacity as CB = maxpX I(X;Y ), and Eve’s channel capacity as CE =
maxpX I(X;Z), it follows:

CDWTC
s = maxpX (I(X;Y )− I(X;Z))

≥maxpX I(X;Y )−maxpX I(X;Z) = CB−CE
(2.25)

From (2.25), the secrecy capacity is at least as large as the difference between the main
channel capacity and the eavesdropper’s channel capacity. In other words, the secrecy capacity
of a DWTC is at least as large as the difference between the rate of information conveyed to Bob and
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the rate of information leaked at Eve. The inequality is strict if both the main and the eavesdropper
channels are weakly symmetric. In that situation, it is shown in [24] that the secrecy capacity (2.25)
becomes:

CDWTC
s = CB−CE (2.26)

A DMC (X ,pY |X ,Y) is weakly symmetric if the rows of pY |X are permutations of each other, and the
columns of ∑x∈X pY |X are independent of each other. Equation (2.26) is useful because many channels
of interest are weakly symmetric.

2.5.2 Gaussian wiretap channel

In a Gaussian wiretap channel, the secrecy capacity admits an easily computable expression. In
addition, Gaussian channels provide reasonable approximations of the physical layer encountered in
many systems, and are therefore of great interest. It also builds the foundations to study the wireless
channel model, which is of interest for this PhD work.

2.5.2.1 Single antenna system

The Gaussian wiretap channel (GWTC) is a channel model where the codewords transmitted by Alice
are corrupted by additive white Gaussian noise (AWGN). The input-output relationship of the GWTC
for a particular realization i, is given by:

yi = xi+nB,i

zi = xi+nE,i,
(2.27)

where xi is the ith channel input coefficient, the noise at Bob and Eve is nB,i and nE,i, respectively.
The noise sources follow a normal distribution, i.e., nB,i ∼ N(0,σ2

B) and nE,i ∼ N(0,σ2
E). The input

channel is subject to an average power constraint P :

1
n

n∑
i=1

E
[
x2
i

]
≤ P,

where n is the codeword length. One key property of the GWTC compared to the more general WTC, is
that either the eavesdropper’s channel is physically degraded w.r.t. the legitimate receiver, if σ2

E > σ2
B,

or the legitimate receiver is physically degraded w.r.t. the eavesdropper, if σ2
B > σ2

E . Consequently,
the secrecy capacity of such a system is the difference between the main channel capacity and the
eavesdropper channel capacity, i.e., equation (2.26) holds.

It has to be pointed out that the GWTC model presented in equation (2.27), considers real noise sources
but can be extended to the complex GWTC. That is, the noises sources follow a zero mean circularly
symmetric complex Gaussian (ZMCSCG) distribution, i.e., nB,i ∼ CN(0,σ2

B) and nE,i ∼ CN(0,σ2
E). In

addition, one has to introduce the complex channel coefficients hB ∈ C and hE ∈ C, respectively being
the main and the eavesdropper’s channel coefficients.

In [25], Leung-Yan-Cheong and Hellman showed that the secrecy capacity of the complex GWTC is
found to be:

Cs = (CB−CE)+ =
(

log2

(
1 + |hB|

2P

σ2
B

)
− log2

(
1 + |hE |

2P

σ2
E

))+

(2.28)

where (x)+ = max(x,0), |hB |2P
σ2

B
and |hE |2P

σ2
E

are the signal to noise ratios (SNRs) at Bob and Eve,
respectively. From (2.28), secure communication is only possible if Bob’s SNR is higher than Eve’s
SNR, i.e., Bob has a physical advantage compared to Eve.
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2.5.2.2 Multiple-input multiple-output Gaussian wiretap channel

The secrecy capacity derived in section 2.5.2.1 and characterized by (2.28), can be extended to the
multiple-input multiple-output (MIMO) GWTC system. In that situation, Alice, Bob, and Eve
respectively possess NA, NB, and NE antennas, as depicted in Figure 2.6.

Figure 2.6: Communication scheme over MIMO Gaussian wiretap channel, [1, Figure 5.3].

This scenario also refers to a multiple-input multiple-output multi-eavesdropper (MIMOME) GWTC.
In particular, Eve can be considered as a single eavesdropper with multiple colluding antennas, or as
multiple cooperative eavesdroppers with one or multiple antenna(s).
The relationships between the inputs and outputs of the channels at time i are:

yNB
i = HBxNA

i +nB,i
zNE
i = HExNA

i +nE,i,
(2.29)

where xNA
i ∈CNA×1 is the ith channel input vector. HB ∈CNB×NA and HE ∈CNE×NA are respectively

the main and the eavesdropper’s channels, that are considered fixed during the transmission and known
to both terminals. yNB

i ∈ CNB×1 is the ith observation vector at Bob, and zNE
i ∈ CNE×1 is the ith

observation vector at Eve. The noise vectors nB,i ∈ CNB×1 and nE,i ∈ CNE×1 are ZMCSCG random
vectors with covariance matrices KB = σ2

BINB
and KE = σ2

EINE
, respectively. The noise processes

{nB,i}i≥1 and {nE,i}i≥1 are independent and identically distributed (i.i.d.). The input channel is
subject to an average power constraint P :

1
n

n∑
i=1

E
[∣∣∣∣∣∣xNA

i

∣∣∣∣∣∣2]≤ P.
In [26–28], the secrecy capacity of the Gaussian MIMO GWTC is found to be:

CMIMO
s = max

(
log2

∣∣∣∣∣INB
+ 1
σ2
B

HBKXHH
B

∣∣∣∣∣− log2

∣∣∣∣∣INE
+ 1
σ2
E

HEKXHH
E

∣∣∣∣∣
)
. (2.30)

The maximization in (2.30) is performed over all positive semi-definite input covariance matrices KX ,
such that tr(KX)≤ P .

2.5.3 Wireless channel

With all the above considerations taken into account, it is now possible to characterize the secrecy
capacity of the scenario that is considered in this PhD work, namely, a wireless channel in the presence
of a passive eavesdropper. The situation is depicted in Figure 2.7.
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Figure 2.7: Communication scheme over a wireless channel, [1, Figure 5.5].

The relationships between the inputs and outputs of the channels at time i are:

yi = hB,ixi+nB,i

zi = hE,ixi+nE,i.
(2.31)

The input of the channel is also subject to the power constraint P :

1
n

n∑
i=1

E
[
|xi|2

]
≤ P.

In this model, the channel between Alice and Bob (resp. between Alice and Eve) is the main fading
channel (resp. eavesdropper fading channel). hB and hE are the complex coefficients at Bob and Eve,
respectively. The gain at Bob (resp. at Eve) is GB = |hB|2 (resp. GE = |hE |2). nB and nE are the
AWGNs at Bob and Eve, respectively. The noise processes {nB,i}i≥1 and {nE,i}i≥1 are i.i.d. complex
Gaussian, with nB,i ∼ CN(0,σ2

B) and nE,i ∼ CN(0,σ2
E). It is assumed that hB,i, hE,i, nB,i, nE,i are

mutually independent.

In a wireless communication, fading changes over time due to variations in the structure of the medium
or due to the relative movement of the transmitter to the receiver. The coherence time of the channel
is the time interval over which the channel coefficients remain almost constant. The coherence time
allows one to characterize fading.

Two parameters influence the secrecy capacity of a wireless channel:

• The fading model of the channel, related to the coherence time of the channel w.r.t. the duration
of any single symbol from the codeword.

• The CSI knowledge at the transmitter side.

2.5.3.1 Fading models

Fast-fading
In this situation, the coherence time is of the order of the time required to send a single symbol.
The fading coefficients change every N = 1 channel use and a codeword experiences many fading
realizations since N << n. The transmitter is allowed a single channel use per coherence interval, and
the information leaked to the eavesdropper can be consequently arbitrarily large.

Block-fading
In this situation, the time required to send a single symbol is much smaller than the coherence time.
Nevertheless, a codeword of length n is assumed to experience many fading coefficients since the
channel fading coefficients change every N channel uses, and 1<<N << n.
This model is fundamentally different from the fast-fading channel. Indeed, in a block-fading environ-
ment, the coherence interval N is sufficiently large such that asymptotic coding results hold within
each coherence interval.
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The processes {hB,i}i≥1 and {hE,i}i≥1 are i.i.d., but for each realization (hB,i,hE,i), the relationships
between the inputs and outputs of the channels are:

yi,j = hB,ixi,j +nB,i

zi,j = hE,ixi,j +nE,i,
(2.32)

for j ∈ [1,N ]<< n, where N is assumed sufficiently large.

Quasi-static fading
The fading coefficients remain constant during the transmission of an entire codeword, i.e., N = n, but
changes from one codeword to another. The coherence time is of the order of the time needed to send
an entire codeword.

Throughout this manuscript, a block-fading channel model is adopted, as explained and motivated in
chapter 4.

2.5.3.2 Secrecy capacity of block fading channels with passive eavesdroppers

The expression of the secrecy capacity differs depending on the CSI knowledge at the transmitter
side. Indeed, if Alice knows the CSIs at Bob and Eve, i.e., full CSI knowledge, she can access to the
instantaneous fading coefficients and therefore adapt the transmission rate accordingly, thanks to a
power allocation procedure. However, if the eavesdropper is passive, as considered in this study, Alice
does not have access to Eve’s instantaneous fading gains, i.e., she only knows Bob’s instantaneous
fading gains. As a consequence, she is bounded to adopt a power allocation strategy that takes into
account Bob’s instantaneous fading coefficients only, in order to provide positive secrecy performances.

As a reminder, for the block-fading model, the transmitter can code within a coherence interval of length
N << n, since N is assumed sufficiently large for coding results to hold. Therefore, the information
leaked to the eavesdropper cannot exceed the information communicated to the legitimate receiver.
Otherwise, no secrecy can be provided.
Let XN be a coded sequence chosen randomly in the transmitter’s codebook (of length n >>N) and
sent during a coherence interval, and ZN be the observation at Eve. In a block-fading environment, it
holds:

I
(
XN ;ZN

)
≤H

(
XN

)
<+∞, (2.33)

since XN takes a finite number of values, which bounds the information that leaked at Eve.

In [29], Gopala et. al. demonstrate that the secrecy capacity of a block-fading WTC, with CSI at the
transmitter about the legitimate receiver but no CSI about the eavesdropper, is given by, :

Cs = maxγEGB ,GE

(log2

(
1 + γ(GB)GB

σ2
B

)
− log2

(
1 + γ(GB)GE

σ2
E

))+
 , (2.34)

where the power allocation function γ : R+→ R+ is subject to E [γ(GB)]≤ P .
As expected, the power allocation function in (2.34) is applied on Bob’s fading gains only. Equation
(2.34) also shows that an optimization procedure is needed to achieve the secrecy capacity transmission
rate. In addition, (2.34) is called the ergodic secrecy capacity. In order to construct a wiretap code,
the key ideas are to code within each coherence interval in order to bound the information leaked to the
eavesdropper, and to spread the codewords over many realizations of the eavesdropper’s fading gains.
It is interesting to note that the (.)+ operator in (2.34) appears because the information leaked to
the eavesdropper within each coherence interval is bounded. Equation (2.34) indicates that a positive
secrecy capacity may not always be achieved if σ2

E << σ2
B and/or if GB is too correlated with GE .

This therefore suggests that, if nothing is done on the channel, secure communications might not be
possible.
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2.6 Coding for secrecy
Section 2.5 presents mathematical expressions of the secrecy capacity of wiretap channels, which
is defined as the maximal transmission rate that ensures simultaneously secrecy and reliability. In
particular, Wyner’s theorem proves that it is always possible to achieve the secrecy capacity rate
by using appropriate codes, called channel codes or wiretap codes. Thanks to this theory, it is not
necessary to first design the actual code in order to know the maximal rate. However, in practice,
to communicate in a secure and reliable way, such codes need to be designed, which appears to be
a challenging task. Indeed, wiretap codes should jointly provide reliability at the legitimate receiver
and secrecy, preferably strong over weak, from the eavesdropper. On one hand, reliability is provided
by the introduction of redundancy to mitigate the stochastic effect of the noise and the propagation
medium. On the other hand, if too much redundancy is introduced, the secrecy is affected. In addition,
since there is no restriction on Eve’s computational abilities, there is no simple metric to evaluate the
performance of a wiretap code. On the opposite, for capacity-achieving-only codes, where no secrecy
condition is imposed, the bit error rate (BER) can be used to assess the code’s performances. This
considerably eases the design of secret-key distillation strategies, used in Shannon’s model of perfect
secrecy, since reliability and secrecy can be handled separately.

To summarize, two properties are desirable for the wiretap codes.
First, several codewords should represent the same message in order to provide reliability at Bob.
In order to do so, the encoder should select a codeword from a set of codewords, i.e., from a bin of
codewords, representing the same message. That is, a wiretap code should have a binning structure,
also termed as a nested structure.
Second, in order to confuse the eavesdropper, i.e., to provide secrecy, the encoder should introduce
local randomness. In other words, the encoder should randomly select the codeword from the bin to
represent the message. The situation is depicted in Figure 2.8.

Figure 2.8: Binning structure and encoding of a wiretap code, [1, Figure 3.8].

Practically, for a WTC (X ,pY Z|X ,Y,Z), one has to partition the codebook containing 2nR+nRd

codewords into 2nR bins of 2nRd codewords each. The sub-codes are chosen to ensure reliability at
Bob. In addition, it can be proven that each sub-code is implicitly a capacity-achieving code for the
eavesdropper’s channel since its rate Rd respects:

Rd = I(X;Z)− δ(ε), ∀ε > 0. (2.35)

In [30], a sufficient condition for a coding scheme that guarantees secrecy w.r.t. an eavesdropper is
provided. Authors show that, if each sub-code in the set {Ci}2nR stems for a sequence of capacity-
achieving codes over the eavesdropper’s channel as n goes to infinity, then:

lim
n→∞

1
n
I(M ;Zn) = 0. (2.36)

Equation (2.36) is a weak-secrecy condition, but suggests that one needs to design channel codes based
on nested codes and capacity-achieving codes over Eve’s channel. However, practical wiretap code
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constructions are only known for few channels.

In [31], polar wiretap codes are proposed for binary input channels. Authors show that these codes are
secrecy-achieving for long codeword lengths. Authors in [30] provide the construction of low density
parity check (LDPC) codes for binary erasure and symmetric channels, and for Gaussian channels with
binary inputs. Study [32] proposes to design lattice codes for the Gaussian channel with input power
constraint. In addition, authors in [32] prove that their codes achieve strong secrecy for any message, [33].

The research on wiretap codes is still on-going and while it is out-of-the scope of the study presented
in this manuscript, it is interesting to note that, to design a suitable wiretap code, the system needs
to know the secrecy rate. So, any physical technique that aims to ensure Eve’s channel being noisier
than Bob’s channel, should also allow Alice to estimate the secrecy rate for which the wiretap code
should be designed.

2.7 Metrics for physical layer security

One key element when designing a secure communication is the determination of a suitable metric that
accurately reflects the security performance of the scheme, [3, 34]. As a reminder, Wyner’s model of
secrecy, also known as key-less approach or SINR-based approach, is considered in this manuscript.
Several SINR-based metrics are thus presented below.

2.7.1 Secrecy capacity

The notion of secrecy capacity is defined in section 2.5. As a reminder, the secrecy capacity is the
maximum achievable secrecy rate over every input distributions of the transmitted signal X. For
wireless channel, the secrecy capacity is defined as:

Cs = CB−CE , (2.37)

where CB and CE are respectively the main and the eavesdropper’s channel capacities. Depending on
the fading environment, the secrecy capacity can be ergodic or not. Indeed, in fast-fading or block-
fading environments, an ergodic secrecy capacity is more likely to be characterized. In quasi-static
fading environments, the instantaneous secrecy capacity is adopted. The secrecy capacity only gives
achievable bounds on the secure transmission rate. It does not necessarily reflect the actual level of
secrecy in practical transceiver designs, [34].

2.7.2 Secrecy outage probability

The secrecy capacity is extended to secrecy outage probability in [35]. The secrecy outage probability is
a random variable that takes into account the fading in wireless environments. It gives the probability
that the instantaneous secrecy capacity becomes lower than a given secrecy rate threshold Rts:

Pout(Rts) = P (Cs <Rts). (2.38)

In a classical communication with a fixed rate, if the channel capacity drops below the rate, errors occur
and reliability of the communication thus decreases. In a PLS scheme with a communication operating
at a fixed secrecy rate, both errors and leakage can occur. While the secrecy outage probability reflects
those effects, it has three main drawbacks, [3]:

• When outage occurs, it does not quantify the amount of leakage to Eve.

• It does not provide any insight on Eve’s capability to decode the message successfully.

• It cannot be linked to QoS requirements of applications and services.
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2.7.3 Tight secrecy outage probability

The secrecy outage probability definition (2.38) mainly focuses on evaluating the probability that the
secrecy capacity drops below a given secrecy rate. It does not always guarantee secrecy, especially
when the CSI is not known at the transmitter side, [3]. To address this issue, the tight secrecy outage
probability (TSOP) is proposed in [36]. It constraints the information leakage to Eve while guaranteeing
a certain amount of information to Bob.

Pout(Rs) = 1−P
(
{CB ≥RB}

⋂
{CE <RE}

)
, (2.39)

where RB and RE are the rate constraints at Bob and Eve, respectively.

2.7.4 ε-achievable secrecy rate

Another metric that can characterize the outage is the ε-achievable secrecy rate. For any 0≤ ε≤ 1, the
ε-achievable secrecy rate corresponds to the rate that is achievable securely while keeping an outage
probability under ε, i.e., 100ε% of the realizations lead to lower secrecy values, [37]. Consequently,
high ε-achievable secrecy rates are desired for low ε values if one aims to restrict the leakage at the
eavesdropper while guaranteeing a certain amount of information rate conveyed to Bob.

2.7.5 Secrecy throughput

It gives a measure of the average confidential transmission rate:

ST =Rs(1−Pout(Rs)). (2.40)

2.7.6 Practical metrics

The secrecy capacity is a common metric to provide security estimation in a communication. However,
it is difficult to measure in practical communication scenarios where non-Gaussian codes and finite
block length are used. To have more insight on the practical secrecy performance, several practical
metrics are introduced.

Security gap
The security gap is defined in [38, 39]. It does not address the information-theoretic measure, but
quantifies the gap between Bob’s SNR to achieve reliable decoding for a given service, and Eve’s SNR
that is not sufficient to achieve reliable decoding for the same service:

Sg = SNRBmin−SNREmax. (2.41)

This metric depends is unpractical in passive eavesdropping scenario since Eve’s SNR as well as her
decoding capabilities need to be known.

Bit error rate
A cost function depending on the BER can be minimized. If the BER at Bob and Eve is respectively
denoted as BERB and BERE , it comes:

cost = BERB
min(BERE) . (2.42)

The issue with BER-based metrics is that it does not satisfy the secrecy condition (weak or strong).
Indeed, weak (resp. strong) secrecy requires that the rate of information leaked (resp. amount of
information leaked) to Eve must asymptotically vanish to zero as the length of the codeword goes to
infinity. This implies that the asymptotic decoding error probability at Eve must approach unity as
the number of messages goes to infinity. However, the decoding error probability can never be greater
than 0.5, i.e., there is at least half of the information that always leaks to Eve, [34]. In addition, as for
the security gap metric, Eve’s SNR as well as her decoding capabilities need to be known.
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Secure packet error rate
The secure packet error rate (SPER) is introduced in [40]. It is equal to the ratio of erroneously
received packets at Bob (respectively Eve) to the total number of packets sent to Bob (respectively to
Eve). It is a cross-layer metric that allows to take into account the effects of upper layer functionalities,
that is linked and related to QoS requirements, and that can be measured by wireless receivers. To
idea is to make sure that Eve operates above a certain SPER level when her SNR is arbitrarily large,
while maintaining Bob’s SPER below a given threshold, [34].

Conclusion on practical metrics
Practical secrecy metrics can be measured to gain more insight on the actual level of secrecy in scenarios
where non-Gaussian codes and finite block length are used. However, these metrics do not satisfy the
secrecy condition (weak or strong). As an example, when the BER is considered as performance metric,
there is at best half of the information that leaked to Eve. In addition, it requires the knowledge at
the transmitter side of Eve’s decoding capabilities as well as Eve’s SNR, which is therefore unsuitable
in passive eavesdropping situations, as considered in this PhD work.

2.8 Conclusion

In this chapter, the fundamentals of information-theoretic security are presented. It allows one to
mathematically quantify the level of secrecy in a communication. In particular, it is shown that Wyner’s
model of secrecy is adopted since a secure communication between Alice and Bob without secret-key
exchange is considered. The wiretap channel is therefore studied. It has to be pointed out that the
information-theoretic approach of security aims to describe the fundamental limits of communication
systems, without relying on practical limitations.

The notion of secrecy capacity for the wiretap channel is investigated. The secrecy capacity is defined
as the maximal transmission rate that achieves full secrecy (in the weak or strong sense). In order to
communicate at this rate, one needs to design channel codes, called wiretap codes, that simultaneously
respect the reliability and the secrecy conditions. In other words, these codes must allow Bob to decode
the data with an arbitrarily low probability of error, while preventing Eve to correctly decode the data.
In his theorem, Wyner proves that, with a proper design, it is always possible to find wiretap codes
that achieve the secrecy capacity. The secrecy capacity is then characterized as the difference between
Bob and Eve channel’s capacities. Consequently, a positive secure communication rate can be achieved
by providing a physical advantage to the main channel over the eavesdropper’s channel. From that, a
mathematical formulation of the secrecy capacity of a wireless block-fading channel with main CSI
knowledge at the transmitter but no eavesdropper’s CSI knowledge is given in equation (2.34), which
is the system model that is considered in the following of this manuscript. In particular, it shows that
a power allocation optimization procedure needs to be resolved at the transmitter side to achieve the
secrecy capacity rate in such a system.

Consequently, the following of this PhD work aims to design a PLS scheme (on top of which a
wiretap code is to be designed) that ensures an advantage to Bob’s channel over Eve’s channel, while
considering worst-case assumptions regarding the eavesdropper, such as an arbitrarily large SNR at
Eve, for instance. Furthermore, from parameters assumed to be known at Alice, such as Bob’s SNR
for instance, Alice must be able to know the secrecy rate of the communication.

Section 2.7 presents several SINR-based PLS metrics. It is shown that the ergodic secrecy capacity is a
suitable metric in a block-fading environment. This metric is therefore used to quantify the secrecy
of the implemented PLS scheme in next chapters. In addition, outage is convenient to be considered
since it occurs when the instantaneous secrecy capacity is lower than the rate at which Alice actually
communicates, i.e., the ergodic secrecy capacity. Also, it is seen that, in a block-fading environment, the
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transmitter can code within a channel coherence interval, which implies that the amount of information
leaked to the eavesdropper is bounded. As a consequence, it is chosen to study the ε-achievable secrecy
rate as outage metric.

Next chapter 3 draws a state-of-the-art of the SINR-based PLS techniques, i.e., the PLS techniques
based on Wyner’s model of secrecy, which aims to provide an advantage to Bob’s channel w.r.t. Eve’s
channel. The system model considered in this study is presented in chapter 4. The performances of the
communication scheme, in terms of ergodic secrecy capacity and ε-achievable secrecy rate, are assessed
in chapters 5 and 6.

Figure 2.9 shows a visual abstract of this manuscript.

Figure 2.9: Visual abstract of the PhD work

Sidney Golstein



2.8. CONCLUSION 28

Sidney Golstein



3 | Physical Layer Security Techniques:
a State-of-the-Art

Contents
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
3.2 Channel-based adaptation techniques . . . . . . . . . . . . . . . . . . . . . 31

3.2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
3.2.2 Time domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
3.2.3 Frequency domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
3.2.4 Space domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
3.2.5 Conclusion on channel-based adaptation techniques . . . . . . . . . . . . . . . . 36

3.3 Addition of artificial noise to the data . . . . . . . . . . . . . . . . . . . . . 36
3.3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
3.3.2 Time domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
3.3.3 Frequency domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
3.3.4 Space domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
3.3.5 Conclusion on artificial noise injection techniques . . . . . . . . . . . . . . . . . 39

3.4 Imperfect main channel state information . . . . . . . . . . . . . . . . . . . 40
3.4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
3.4.2 Feedback mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
3.4.3 Causes of imperfect main channel state information . . . . . . . . . . . . . . . 42
3.4.4 PLS techniques considering imperfect main CSI . . . . . . . . . . . . . . . . . . 43
3.4.5 Conclusion on imperfect main CSI knowledge . . . . . . . . . . . . . . . . . . . 45

3.5 Conclusions and implemented technique in this work . . . . . . . . . . . . 45

3.1 Introduction

Chapter 2 has highlighted how a degraded wiretap channel can support a secret communication. So, to
provide an advantage to Bob’s channel over Eve’s channel, two approaches can be conducted, namely,
channel-based adaptation transmissions and artificial signals injection. Each approach can
be implemented in the time, frequency, or space domain, or any combination thereof, [3, 15, 41].
The aim of this chapter 3 is therefore to draw a state-of-the-art of existing techniques that introduce
a physical advantage to Bob’s channel over Eve’s channel. As a reminder, the study focuses on a
point-to-point secure communication. Therefore, the presented state-of-the-art only involves single-node
communication PLS techniques. Furthermore, it is considered that Alice aims to communicate with a
single legitimate user such that the state-of-the-art mainly presents single-users PLS techniques.

To implement these techniques, Alice must have some knowledge about the main CSI to provide secrecy.
However, in practical scenarios, the transmitter can never obtain a perfect CSI estimation. This
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motivates the study of a practical communication scheme where Alice misestimates Bob’s CSI to some
extent. The physical reasons of imperfect main CSI estimation are outlined in the following of this
chapter, and a state-of-the-art of PLS techniques involving imperfect main CSI knowledge is also drawn.

Figure 3.1 shows a classification of the SINR-based PLS techniques against passive eavesdropping
that are reviewed in this chapter. Choosing between channel-based adaptation and AN injection
depends mainly whether or not Alice knows Eve’s CSI, respectively. Then, the implementation in
time/frequency/spatial domains is related to several factors including available hardware, modulation
schemes of the chosen communication standard, available propagation channels...
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Figure 3.1: Classification of PLS techniques against passive eavesdropping
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3.2 Channel-based adaptation techniques

3.2.1 Introduction

Channel-based adaptation secrecy schemes were first introduced from an information-theoretic per-
spective in [29, 35, 42]. In these works, it was proven that positive secrecy rate (SR) can be obtained
even if, on average, the channel between Alice and Bob is a degraded version of the one between Alice
and Eve, by optimizing or adapting at the transmitter side the communication parameters. Indeed,
since Bob and Eve are assumed to experience different fading, there are always times where Bob’s
fading gains are larger than Eve’s ones. In doing so, the precoded signal can be optimized for Bob’s
channel but not for Eve’s one, according to the wireless fading conditions. Adaptive transmission-based
techniques require at least some CSI knowledge at the transmitter. This is achieved by the exchange
of feedbacks between Alice and Bob, e.g., pilots in time division duplex (TDD) systems, or explicit
feedbacks in frequency division duplex (FDD) systems. Figure 3.2 shows a typical handshake procedure
for the establishment of a secure channel-based adaption communication.

Alice Bob Eve

Pilot
(in TDD

) or

expli
cit fe

edba
ck (in FDD

) Intercepted by Eve

Alice obtains some CSI
knowledge from Bob. She

can then apply channel-based
coding to ensure security.

Adaptive communication for Bob

Adaptive communication for Bob

Secure communication Eve does not benefit from
adaptive communication
since she experiences

different fading from Bob.

time time time

Figure 3.2: Typical handshake for channel-based adaptive transmission against eavesdropping, [3, Figure 5]

The merits of the channel-based adaptation techniques are the following, [3]:

• It is energy efficient, it increases Bob’s reliability, and it enhances the secrecy of the communication.

• It can be deployed in FDD, TDD, or hybrid division duplex systems.

• Even if Eve is able to intercept the feedback, i.e., some CSI information leaks at Eve, it always
exists designs that do not allow Eve to achieve Bob’s performance. This ensures positive secrecy
capacity, and therefore PLS.

• These techniques allow Bob to implement low-complexity receiving structures, which is suitable
for devices with low capabilities, such as in IoT systems.

Channel-based adaptation transmission schemes can be implemented in time, frequency, or space
domains, as explained below.
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3.2.2 Time domain

In time domain (TD), the information is transmitted over one carrier frequency and at different
time slots. Security is obtained by designing specific waveforms. Works [37, 42–44] show the power
allocation strategies that achieve weak secrecy condition at a certain rate over wireless fading channels,
by adapting the transmission to the channel condition, [3].

In [45], authors design a waveform that minimizes the likelihood that a message is eavesdropped. They
find the optimum waveform and transmit energy to minimize Eve’s SINR while maximizing Bob’s
SINR. In [46, 47], a secure orthogonal transform division multiplexing (OTDM) waveform design is
presented. The idea is to determine Bob’s channel basis functions via OTDM transform, and use them
to modulate and demodulate the data symbols. This differs from classical exponential basis function,
generated by inverse fast Fourier transform (IFFT) and fast Fourier transform (FFT) as in orthogonal
frequency-division multiplexing (OFDM). Authors consider a SISO system with passive eavesdropper.
By using OTDM basis functions, authors prove that the security gap between Bob and Eve, which
is observed via differences in BERs, is significantly enhanced. It is also more robust against channel
impairments. In [47], it is also shown that this waveform design reduces the peak-to-average power
ratio (PAPR) compared to OFDM. In [48], a power adaptation scheme is proposed in SISO wireless
fading environments. Authors formulate the security-driven power adaptation problem for throughput
maximization over fading channels. The normalized average throughput is used as performance metric.
The superiority of the scheme is compared over water-filling. In [49], a channel shortening design is
proposed for TD OFDM systems, in the presence of an active or passive eavesdropper. The underlying
idea is to make the length of the effective channel at Bob lower than the cyclic prefix (CP), while the
length of the eavesdropper’s channel is greater than the CP. This is achieved thanks to the design of
filters at the transmitter side. It concentrates the energy of Bob’s channel into a window of length
being just one sample more than the length of the CP, while the energy of the tails of the filter is
minimized outside the window to prevent Eve from correctly decoding. It is proven that the scheme is
robust against channel imperfections and can provide reliability beside enhancing security. However,
an optimization problem is proposed to design the filter and only the BER is used as a performance
metric.

Another approach to increase the SINR at the intended position is to implement time reversal (TR)
pre-filtering [50–53]. TR can be implemented in the time or frequency domains. In TD, TR is achieved
by up/downsampling the signal and then applying a matched filter (MF). The up/down sampling
factor is denoted as the back-of-rate (BOR) factor, [54–56]. The information signal is then filtered by
the time-reversed version of the main channel before being transmitted. In doing so, thanks to the TR
precoding, the transmitted data benefits from a focusing gain at the intended receiver position only,
thereby naturally offering intrinsic anti-eavesdropping capabilities, [52]. The issue is that the received
signal quality is improved at the expense of spectral efficiency, [50].

The techniques presented in this section either propose optimization procedures to provide Bob with a
physical advantage over Eve, or use security gap metrics to quantify the secrecy of the scheme. Because
of that, the transmitter cannot be a priori aware of the secure rate over which securely communicating
with the legitimate receiver. In addition, security gap metrics do not respect the secrecy conditions
(weak or strong) since, in the worst case scenario, Eve’s BER is equal to 0.5, i.e., half of the information
leaked to the eavesdropper.

3.2.3 Frequency domain

In the frequency domain (FD), the signal is sent in one time slot but over multiple subcarrier frequencies.
In this situation, the PLS techniques are mainly related to adaptation of the communication parameters
in multi-carrier systems, such as in OFDM for instance, [3].
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OFDM modulation is first introduced in [57, 58]. It is a modulation scheme that is used in current
technologies, such as in Long Term Evolution (LTE) or in 5G networks, [15]. The principle is to
divide the bandwidth of a signal that suffers from frequency selective channel into multiple sub-bands.
The sub-bands are designed in such a way that their bandwidths are strictly lower than the channel
coherence bandwidth. In doing so, the sub-channels experience flat fading. From that, the problem of
having a frequency selective channel is replaced to having multiple parallel flat-fading sub-channels,
which eases the mitigation and equalization processes. The sub-channels are transmitted in parallel,
therefore increasing the spectral efficiency of the system. To avoid inter-symbol interference (ISI)
and inter-carrier interference (ICI), a CP, i.e., an extension of the signal, is inserted in TD between
successive OFDM symbols, whose length must be at least equal to the delay spread of the channel,
[59–61]. Figure 3.3 represents an OFDM signal in time and frequency domains.

Figure 3.3: Time-frequency representation of an OFDM signal, [15, Figure 7]

First, Liu and Trappe studied the capacity of an OFDM channel. They demonstrate that, when
the sub-channels are corrupted by AWGN, the optimal power allocation strategy that maximizes
the secrecy rate of the communication is similar to the water-filling strategy, [62, Chapter 1]. In
the following, several PLS techniques using channel-based adaptation strategies in the FD are described.

In [63], the achievable information-theoretic secrecy rate of several precoding techniques is studied, such
as inputs using water-filling, generalized singular value decomposition (GSVD), or optimal power allo-
cation with independent inputs. Authors allow Eve to use sophisticated decoding structure compared
to Bob. However, a full CSI knowledge is assumed at Alice, i.e., she knows Bob and Eve instantaneous
CSIs. In addition, the secrecy capacity is formulated as a maximization problem, but adopts a simple
expression in the high SNR region. In [64], power and rates optimization schemes are considered to
achieve security in K parallel channels. In the power optimization scheme, the message is encoded and
is then split over the K subchannels. In the rate optimization scheme, the secret message is split in K
sub-messages that are transmitted onto different sub-channels. The latter scheme requires multiple
encoder/decoders pairs, while the first scheme only requires one encoder/decoder pair. Authors use
the secrecy outage probability as performance metric to determine the optimal power/rate allocation
strategy over the different sub-channels. Authors compare the optimal strategy performances, obtained
via optimization procedure, with the water-filling, equal power, and single channel power allocation
strategies. The technique requires full main CSI and partial eavesdropper’s CSI at the transmitter
side. In [65, 66], subcarrier index selection techniques are presented. The underlying idea is to use
only the strongest fading gains to convey the transmitted data. The main issue is that it reduces the
spectral efficiency of the scheme since several subcarriers are unused. Both schemes use the secrecy gap
in terms of BER differences between Bob and Eve as performance metric. In [65], an approximated
average BER expression at Bob, and an exact averaged BER expression at Eve are obtained. No
closed-form expressions of the BERs are derived in [66]. Authors in [67] independently transmit,
over uncorrelated fading sub-channels, the in-phase and quadrature components of phase shift keying
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(PSK) or quadrature amplitude modulation (QAM) modulated signals. They adopt a channel-based
interleaving pattern to introduce more frequency diversity gain at Bob than at Eve, therefore leading
to security enhancement. The difference between Bob and Eve’s BERs is also used as performance
metric, and is shown via simulation only. Study [68] presents a PLS technique where the main channel
is pre-compensated before data transmission according to the main CSI. Authors use the difference of
BERs as a performance metric.

In [69], the equivalence between TD TR precoding and FD TR precoding is assessed. The FD TR
precoding is implemented thanks to an OFDM modulation. In order to benefit from TR focusing effect,
each modulated symbol is duplicated (or spread) and transmitted over BOR sub-channels, introducing
frequency diversity. The BOR factor in the FD is equivalent to the up/downsampling factor in the
TD. In the FD, the transmitted signal is filtered with the hermitian transpose of the main channel
frequency response. That is, Alice needs to be aware of Bob’s instantaneous CSI to pre-compensate the
transmitted signal. Considering a perfect main CSI knowledge at Alice, when the transmitted signal
passes through Bob’s channel, each sub-channel component will be affected by a real gain thanks to
the precoding. Since Eve experiences different fading from Bob, she will not benefit from the focusing
gain, as illustrated by the example of two transmitted symbols spread by a factor BOR=4 in Figure
3.4. Anti-eavesdropping capability is therefore inherent to the FD implementation of the TR scheme.
Authors evaluate the secrecy performance of the scheme by comparing the TR focusing gains at Bob
and Eve via the normalized mean square error (NMSE) of the estimated received symbols. They
demonstrate that, increasing the BOR enhances the focusing gain at Bob, while it does not improve
the focusing gain at the unintended position. While this technique is promising, its assessment in
terms of secrecy has not been carried out.

Figure 3.4: Frequency domain time reversal scheme

3.2.4 Space domain

In that scenario, using multiple antennas, the signal is transmitted in one time slot, with one frequency
carrier. Architectures taking advantage of space domain are SIMO, MISO, and MIMO systems.
Information-theoretic studies in [26, 27, 70] characterize the theoretical bounds on the achievable
secrecy capacity of multi-antenna systems. Several space domain channel-based adaptation PLS
techniques are presented below.

In [26], authors propose a power allocation strategy consisting in a GSVD precoding. It allows to
separate the main and the eavesdropper’s channels into two subspaces, i.e., one for the legitimate
receiver, and the other for the eavesdropper. Most of the transmitted energy is dedicated to the first
subspace. In doing so, the secrecy capacity of the MIMO system is improved. However, it requires
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perfect CSI knowledge of both the main and the eavesdropper. Study in [71] designs a beamforming
precoding matrix to minimize the mean square error (MSE) between Alice and Bob, while keeping the
MSE between Alice and Eve above a given threshold. In [72], authors design a linear precoder, including
an optimal regularization parameter and a power allocation scheme, that maximizes Bob’s SINR while
minimizing Eve’s one. Another beamforming approach for MISO systems, when Eve’s CSI is known
at Alice, is termed as orthogonalization-based beamforming, [73, 74]. It allows to find the optimal
beamforming directions for any SNR value, and therefore transmit in these directions. All these studies
consider that Alice has the knowledge of Eve’s CSI, and are therefore not well suited when Eve is passive.

Another kind of space-domain PLS techniques is directional modulation (DM), and is depicted in
Figure 3.5.

Figure 3.5: Illustration of a directional modulation transmitter, [75, Figure 1]

The underlying idea is that a DM transmitter has the capability to project an undistorted signal into
a specified direction to a legitimate receiver, while simultaneously scrambling the constellation in
all other unwanted directions. In such a fashion, only receivers located in the direction(s) of secure
communication are able to successfully recover the data. It was first presented by Daly and Bernhard
in [76]. Another DM transmitter is near-field direct antennal modulation (NFDAM), and is described
in [77, 78]. It consists in integrating reflectors with switches in the near-field of a center-driven dipole
antenna. By opening or closing the switch, the reflector effective length and scattering properties
are modified, which causes the reflected signal to have a different phase and amplitude. Therefore,
each set of switch state combinations on the near field passive reflectors results to an unique far-field
radiation pattern (i.e., of complex amplitude) that can be seen as a constellation point. From that, it
is possible to determine, for each symbol to be transmitted, a switch state combination leading to a
quasi standard constellation symbol in the pre-specified direction of secure communication. Another
DM scheme is antenna subset modulation (ASM), [79, 80]. For each transmitted symbol, a random
subset of antennas are selected to radiate the symbol in a given direction. In doing so, since the subset
always changes, the constellation appears to be scrambled in the other directions than the desired one.
Transmit antenna selection schemes are presented in [81–83] where only a subset of antennas is used to
beam-form the signal to the legitimate receiver. This scheme appears to provide secrecy in MIMO
and massive MIMO systems, even when a passive eavesdropping scenario is considered. However,
spatial resources are waisted since only a subset of antennas is used. No closed-form expression of
the achievable secrecy is derived. In [81], authors show that the scheme achieved weak secrecy when
the total available transmit antennas grows arbitrarily large, regardless of the number of active antennas.

The issue with DM systems is that, if an eavesdropper is located in the same angular direction as the
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legitimate receiver, he has access to the standard constellation pattern. He can therefore demodulate
the signal with a relative low probability of error. Therefore, DM systems cannot achieve secrecy in
range, but only angular secrecy can be achieved. In addition, most studies consider a line-of-sight
(LOS) scenario. Furthermore, the performance metric is the angular BER which does not respect any
secrecy condition since leakage to the eavesdropper occurs.

3.2.5 Conclusion on channel-based adaptation techniques

The channel-based adaptation techniques presented in this section typically provide a physical advan-
tage to Bob compare to Eve. However, some of the information always leaks at Eve. In addition, it is
possible that no secrecy can be achieved in the case of multiple cooperative eavesdroppers. That is, in
some system configurations, little can be done against an eavesdropper with high capabilities. Indeed,
by observing multiple replicas of the signal sent by Alice that have experienced different fading, Eves
could retrieve the data perfectly. Furthermore, none of the above techniques allow the transmitter to
ensure a priori a desired communication secrecy rate. Indeed, either a noisy eavesdropper is considered,
or optimization procedure are required to characterize the secrecy capacity of the scheme. Moreover,
some techniques use the difference in BERs to quantify the secrecy of the communication schemes,
which therefore do not respect the weak or strong secrecy definitions. Also, most of the power allocation
techniques consider that Alice is aware of Eve’s CSI, which does not reflect the practicality of real
scheme where the eavesdropper is often considered as passive. Eve decoding capabilities are not justified
based on the amount of CSI she may potentially extract from practical handshake procedures between
Alice and Bob. Finally, the DM techniques only provide angular-based secrecy, which is a major flaw
since any eavesdropper located in the angular direction of the legitimate receiver is able to correctly
decode the received data.

To circumvent the main limitation of channel-based adaptation techniques which is necessary for Alice
to know Eve’s CSI, the concept of artificial noise injection has been introduced in the literature and is
discussed in the next section.

3.3 Addition of artificial noise to the data

3.3.1 Introduction

The concept of AN addition was first established in [84–86]. The idea is that a trusted node intentionally
degrades Eve’s received signal by adding an artificial signal (which is called an AN signal throughout
this manuscript) to the transmitted signal. This artificial signal is designed in such a way not to degrade
Bob’s communication, i.e., to provide reliability at Bob, therefore leading to security enhancement.
In order to do so, the null space of the main channel is often used to transmit the artificial signal. It
means that the AN component of the signal transmitted by Alice (which also includes data component)
vanishes once having propagated through Bob’s channel. It implies that Bob must have some degrees
of freedom.
The merits of this category of PLS techniques are the following, [3]:

• It is possible to properly design the AN such that one obtains no information leaked to Eve.

• It does not require Bob to implement complex receiving structures, which is suitable for devices
with low capabilities, such as in IoT systems for instance.

• It can be applied in TDD, FDD, or hybrid duplexing systems.

• The AN signal can provide additional benefits alongside secrecy such as reducing the PAPR,
mitigating adjacent channel interference and out-off-band emission, as explained in [87].

PLS techniques that consist in injecting an AN signal to the data can be implemented in the time,
frequency, or space domains, or any combination thereof, as described below.
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3.3.2 Time domain

In this situation, it is considered that the information signal and the AN are sent over one frequency
slot but multiple time slots.

Authors in [88] design a secure TD OFDM precoding technique. They propose an AN injection which
exploits temporal degrees of freedom provided by the CP of OFDM systems to corrupt the eavesdropper.
The idea is that the AN is designed to be function of Bob’s channel by exploiting the redundancy
introduced by the CP. From that, the AN signal gets collected over the CP when it passes through
Bob’s frequency selective channel and is removed when Bob removes the CP. On the other hand,
since Eve’s channel’s response is different, she suffers from interference. Authors jointly optimize the
subcarrier power allocation as well as the covariance matrix of the time-domain AN signal to study
the secrecy rate performances. This scheme is not limited to scenarios where the number of transmit
antennas is larger than the number of receive antennas. An extension of the technique to multi-users
is presented in [89]. The study in [90] uses the approach adopted in [88] but optimizes the transmit
filter which is implemented just before the CP addition process. In doing so, authors maximize the
secrecy of the scheme while maintaining a level of reliability at Bob. In [91], authors design a TD AN
signal that exploits the degrees of freedom inherent to the CP of OFDM modulation for visible light
communication (VLC) wiretap systems. They propose a convex optimization method to restrict the
PAPR increase due to the AN insertion, and to maximize the secrecy rates. Another PLS technique
that use TD OFDM modulation is proposed in [92]. Authors use the degree of freedom provided by the
carrier frequency offset (CFO) in order to secure the communication. CFO is the difference between
the transmitter local oscillator frequency and the receiver local oscillator frequency. In OFDM systems,
CFO introduces ICI, therefore leading to a signal degradation. The idea of the proposed scheme is
to introduce self ICI to pre-compensate the CFO only for the legitimate user. Since Eve experiences
an uncorrelated channel, her performance is expected to be degraded. However, this PLS technique
requires a precise CFO estimation at Alice before transmission.

In [93], an AN signal is introduced after pulse shaping, i.e., after up-sampling, that lies in Bob’s
null space at the output of the matched filter, i.e., after down-sampling. This scheme assumes that
Bob perfectly knows his instantaneous CSI, which is fed back to Alice. No discussion on whether
this feedback can be intercepted or not by Eve is provided. In doing so, Bob’s SINR is maintained
above a certain threshold, while Eve’s performance is strongly degraded. However, it is assumed
that Bob and Eve AWGN levels are similar. Furthermore, no closed-form expression of the secrecy
performance is derived. Study in [94] aims to secure a SISO communication with a single eavesdropper
in quasi-static fading channels. It is assumed that Bob knows his instantaneous CSI. The AN injection
process is a two-phase scheme. First, Bob broadcasts a pseudo-random artificial noise sequence. In
this first phase, Bob does not send any pilot symbols for the channel estimation, such that Alice and
Eve do not know the instantaneous CSI. Then, Alice broadcasts over the medium the information
signal along the pseudo random artificial noise sequence received from Bob. Since Bob knows his
instantaneous CSI and the pseudo-random artificial noise sequence he transmitted in the first phase,
he can recover the data sent by Alice, while Eve is unable to do so. The secrecy rate, the reliability
and the throughput performances of the system are analysed. However, it is considered that, prior
to the two-phase transmission, Alice sends pilots to Bob allowing channel estimation. Consequently,
Eve can intercept these pilots and also know her own CSI, which can potentially strongly degrade
the secrecy performances. Finally, the above system is limited to a single antenna eavesdropper scenario.

In [95–97], TD TR precoders are presented where the AN is added either on all the channel taps or on
a set of selected taps. While the condition for AN generation is given, its derivation is however not
detailed. In [98], a TD TR multi-users single-eavesdropper precoder with AN injection is presented when
the eavesdropper CSI is known or not. A convex optimization problem is solved numerically. It ensures
a minimal signal power transmitted to the legitimate users under a SINR target constraint, while maxi-
mizing the amount of AN energy reaching the eavesdropper by designing the pre-filter and the AN signal.
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The above techniques require optimization procedure to be solved in order to characterize the secrecy
of the schemes. The transmitter is not aware a-priori of the secure communication rate over which he
can communicate with Bob. It also assumes perfect CSI estimation to inject the AN in legitimate user’s
null space. Finally, several PLS techniques require high up-sampling factors to efficiently introduce the
AN.

3.3.3 Frequency domain

In this scenario, the artificial signal is added on top of the information signal over multiple subcarriers
and during a single time slot.

In [99], a fade-avoiding scheme in a passive eavesdropping scenario is presented. The idea is to transmit
the signal only over Bob’s sub-channels that are not in deep fade, while the deep-fade sub-channels are
used to send an AN signal. Since only the deep-fade sub-channels are not used to send information
signal, the main channel capacity is not strongly impacted. However, because Bob and Eve fading is
independent, Eve’s capacity proportionally decreases w.r.t. the number of unused sub-channels, i.e.,
w.r.t. the number of sub-channels filled with AN. The scenario assumes that Eve is not able to obtain
any CSI knowledge about the main channel, which is restrictive. A closed-form expression of the outage
probability is derived, considering a noisy eavesdropper. In the case of noise-free eavesdropper, i.e.,
worst case scenario in terms of secrecy, the outage probability is equal to 1, such that no secrecy can
be guaranteed, see [99, Equation 21]. In [100], an AN signal is inserted in the TD in MIMO-OFDM
systems. However, the AN is removed in the FD at the legitimate receiver. That is, the technique can
generate the AN signal irrespective of the number of transmit antennas and the length of the CP. The
study shows that the implementation achieves a higher secrecy rate when a MIMO-OFDM system is
employed with the number of legitimate receiver’s antennas is higher than the number of transmitter’s
antenna. The eavesdropper is assumed to have the same decoding structure as Bob. The performances
of the scheme are only shown via simulation results.

In [56, 101, 102], FD precoders using OFDM and AN injection are presented. [101, 102] use several
OFDM subcarriers for dummy data transmission. However, the encryption information must be shared
between the transmitter and the legitimate receiver, leading to more processing needed at the receiver.
In addition, the security is enhanced when more subcarriers are used for data obfuscation, at the
expense of the data rate. Furthermore, it is assumed that Eve has no knowledge about the legitimate
link. In [56], a FD TR precoder with AN injection is presented. The AN is transmitted in the null
space of Bob but only limited decoding capabilities are attributed to Eve.

The techniques that introduce an AN signal in the frequency domain alongside data, do not consider
higher decoding capabilities at Eve w.r.t. to Bob’s decoding capabilities. In addition, Eve is assumed
to have no knowledge about the legitimate link, which in turns is not always the case, depending on the
handshake procedure between Alice and Bob. The worst case scenario regarding the eavesdropper is
not always investigated. Indeed, Eve is usually assumed to be corrupted by AWGN. Since in a passive
eavesdropping scenario Alice cannot be aware on Eve’s SNR, the presented techniques can therefore
not guarantee a given secrecy performance.

3.3.4 Space domain

In this situation, the signal and the AN are transmitted via multiple antennas, over one frequency
slot and one time slot. The concept of AN in multi-antenna systems is introduced in the information-
theoretic work [86]. In that paper, authors state two conditions for the technique to work:

• The number of antennas at the transmitter must be greater than the one at the legitimate
receiver. This ensures that the main channel has a non trivial null-space, allowing the transmitter
to introduce the AN in the main channel null space.
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• The number of antennas at the transmitter must be greater than the one at the eavesdropper.
This ensures that Eve is not able to align the AN is the null space of the legitimate receiver.

In [103], authors revisit the study performed in [86] where the effect of the number of eavesdropping
antennas is detailed. They derive a closed-form expression of the average secrecy rate as a function
of the communication parameters, and provide an asymptotic analysis of the instantaneous secrecy
rate. However, it is assumed that Eve’s channel is degraded w.r.t. Bob’s channel, i.e., Eve is noisier
than Bob. The scheme does not bound Eve’s number of antennas, but imposes that Alice possesses
more antennas than Bob. No practical decoding structure is considered at Bob and Eve. Works in
[104, 105] use orthogonal blinding to precode the AN signal for MIMO systems, and achieve positive
secrecy. Alice must have at least two antennas to send the AN into an orthogonal channel of the main
channel. The orthogonal channel is obtained by performing a Gram-Schmidt decomposition of the
main channel. The difference in SNRs at Bob and Eve is used as metric. Study in [70] proposes an AN
transmission scheme, termed as masked-beamforming, in a multi-eavesdroppers MISO scenario when
only Bob’s CSI is known at Alice. The message is sent (assuming it is encoded via wiretap codes)
in the direction of the legitimate receiver, while the AN is sent in Bob’s null space. Eve is therefore
impacted by the AN. Authors achieve near-optimal secrecy rate performances in the high SNR regime,
but do not derive a closed-form approximation of the secrecy rate. An hybrid AN injection, both in the
spatial and temporal dimensions, is presented in [106], for a MISO system with a single-antenna passive
eavesdropper. They investigate the power allocation between the data and the AN, and between the
temporal AN and the spatial AN. They derive a closed form expression of the ergodic secrecy rate in
the limit of large number of transmit antennas. Authors extended their scheme in [107] by considering
a multi eavesdroppers scenario in MIMO systems. Randomized beamforming in MISO wiretap channels
with single antenna passive eavesdropper is described in [108]. If Alice possesses NA antennas, the
first NA−1 elements of the beamforming vector are generated randomly. The last beamforming vector
element is generated in such a way that the added multiplicative noise is cancelled at Bob. Since
Eve experiences different fading, her received signal is corrupted by the multiplicative noise. The
BER is taken as performance metric. Authors in [109, 110] study the secrecy rate performance of the
randomized beamforming scheme presented in [108], by considering a main AWGN channel while that
of the multi-eavesdroppers are fast fading channels. It prevents the eavesdroppers obtaining the CSI,
which is limiting. The multiplicative noise is called artificial fast fading (AFF). They compare the
secrecy rate of the classical MISO AN injection with multi-eavesdroppers, with their AFF scheme. The
eavesdropper is considered passive. When the number of transmitting antennas is higher than the num-
ber of eavesdropper antennas, the classical AN scheme outperforms the AFF scheme. However, when
the number of eavesdropper antennas is higher than the number of transmitting antennas, the secrecy
rate of the AFF scheme is much higher than for the classical AN scheme. Motivated by this conclusion,
they implement an hybrid AN-AFF scheme that further improves the secrecy rate of the communication.
Authors assume that Eve has the knowledge of her instantaneous CSI, as well as Bob’s CSI, while Alice
and Bob only know Bob’s instantaneous CSI. No closed-form expression of the communication secrecy
rate is derived. In [111], a multi-antenna robust beamforming technique is presented. Authors en-
sure a predefined SINR at Bob while maximizing the AN transmitted power to degrade Eve’s conditions.

Several PLS techniques involving different AN injection in the spatial domain are presented. The main
issue with these techniques is that the transmitter needs to possess more antennas than the legitimate
receiver which makes them not suitable for an UL between a single-antenna node towards a multiple
antennas BS, as encountered in IoT for instance. The majority of these techniques use power allocation
strategies alongside AN injection to achieve secrecy. None of the above works allow the transmitter to
know a priori the secrecy rate of the communication. In addition, Eve decoding capabilities are not
discussed.

3.3.5 Conclusion on artificial noise injection techniques

The AN injection scheme allows to achieve secrecy even if Alice does not know Eve’s CSI. This approach
is therefore well-suited to address the passive Eve scenario that is considered in this manuscript. It is
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to be noted that AN injection requires additional resources (power, time, frequency, and/or space)
which makes this technique more suited to applications requiring high level of security (e.g., wireless
transmissions of medical data, highly personal data, military communications,...). In these scenarios,
it is required to guarantee the secrecy offered by the system, which is one of the main bottleneck
identified in the literature. Indeed, if information theory proves a weak or strong secrecy, as mentioned
in chapter 2, thanks to wiretap codes, it necessitates the a-priori knowledge of the SR to build a code
that ensures reliability and secrecy.
The analysis of the state-of-the-art of AN-injection-based techniques highlights a number of shortcomings
that motivates the work presented in the following chapters. Those shortcomings includes:

• The AN design is done with a complex optimization procedure which is power consuming,
especially for IoT nodes.

• Assumptions are undertaken on Eve which are not suited for all applications:

– Eve has the same decoder as Bob, while she could do better.
– Eve has no CSI knowledge at all, while it actually depends on the handshake procedure

which is not discussed in the literature.

• There is no guarantee of a positive SR if Eve is less noisy than Bob and/or if she is equipped
with an arbitrary large number of antennas.

• The worst-case scenario is not considered in terms of SNR at Eve: if a noise is assumed to exist
at Eve, then Alice needs to know Eve’s SNR in order to determine the SR.

• The multi-antenna-based techniques that used the spatial domain only face limitations:

– Since NA should be greater than NB, SIMO configuration for IoT node to base station-UL
cannot be secured.

– NA should be greater than NE , this cannot be guaranteed unless Alice knows Eve’s number
of antennas.

• Finally, since the AN must lie in Bob’s channel null space, Alice must know accurately HB. In
practice, the estimation is prone to errors. The influence of CSI errors on the SR must be thus
studied. Therefore, next section draws a state-of-the-art of PLS schemes that assess the influence
of CSI errors.

3.4 Imperfect main channel state information

3.4.1 Introduction

As seen, channel-based adaptation and AN injection schemes artificially provide a physical advantage
to Bob’s channel w.r.t. Eve’s channel. In order to design PLS techniques, Alice and/or Bob must have
some CSI knowledge about the main link. Indeed, for channel-based adaptation PLS techniques, Alice
must adapt the communication parameters to the main channel conditions to provide an advantage at
Bob as compared to Eve. This is only possible if she fully or partially knows Bob’s CSI. In addition,
the legitimate receiver may be required to know his own CSI to implement a decoding structure that
matches his channel conditions. Furthermore, for AN injection schemes, Alice must also have the
knowledge of Bob’s CSI.

Another important feature to consider when designing a PLS scheme, is the availability of the
eavesdropper’s CSI at the transmitter side, which in turns influences the secrecy performance of the
communication. Indeed, if Alice perfectly knows the instantaneous CSIs of both Bob and Eve, she can
benefit from this knowledge to completely hide the transmitted information from Eve, while maximizing
the reliability at Bob. If she is not aware of Eve’s instantaneous CSI, but only has the knowledge of
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Bob’s condition, she is bounded to transmit an AN signal in Bob’s null space. In the first situation,
Eve is an active eavesdropper. However it does not capture the practicality of a wide range of real-life
schemes where the eavesdropper remains silent and only listens to the medium. For this reason, it is
generally assumed a passive eavesdropping scenario where Alice cannot access to Eve’s instantaneous
CSI, but fully or partially accesses to Bob’s CSI.

3.4.2 Feedback mechanisms

CSI is acquired at the transmitter (respectively at the legitimate receiver) via feedback signaling from
the legitimate receiver (respectively from the transmitter), which results in an overhead. The process
of CSI acquisition via feedback signaling is called a training phase, and usually occurs during the
handshake procedure, and at the beginning of each channel coherence interval, [17].

Different transmission schemes allowing the communication ends to know their CSIs can be considered,
depending on whether Alice or Bob first send pilots. As explained below, these schemes lead to different
secrecy implications. It is also usually assumed that the pilot sequences are known to everyone, i.e.,
Alice, Bob, and Eve.

If Alice first sends pilots to Bob, Bob is then able to estimate his CSI. This phase, called forward
training, also allows Eve from obtaining her DL CSI. Bob can then feedback his CSI to Alice. This
pilot signaling scheme is used in FDD systems where Bob broadcasts a compressed version of his DL
CSI in the UL to Alice. This explicit feedback is also subject to be intercepted by Eve, allowing her
to know Bob’s DL CSI too. Thereafter, Alice can adopt channel-based adaptation and/or AN-based
PLS techniques to provide secrecy, as depicted in Figure 3.6, [112].

Figure 3.6: CSI transmission and feedback over a coherence block: forward training, [112, Figure 1]

Consequently, this feedback signaling scheme does not prevent Eve from obtaining CSI knowledge.

The second situation occurs when Bob first sends pilots to Alice, which is called a reverse training
phase. This enables channel estimation directly at the transmitter. This implicit feedback transmis-
sion is followed by a forward training phase, i.e., Alice sends pilots to Bob corrupted by artificial noise.
The AN injected alongside pilots is motivated since it allows Bob to estimate his CSI, while preventing
Eve to do so. Finally, Alice adopts a PLS technique to provide secrecy in the communication. However,
one needs to use reverse training alongside AN injection, which may not be suitable for all scenarios.
Indeed, it implies that the UL and DL channels are reciprocal. This requirement can be met in TDD
systems with calibrated RF chains, but not in FDD systems requiring explicit feedbacks sent by Bob
to Alice in the UL.

Figure 3.7: CSI transmission and feedback over a coherence block: reverse and forward trainings, [112, Figure 4]
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CSI leakage to Eve can be avoided with this feedback signaling procedure.

It has to be noted that explicit feedbacks introduce larger overhead in terms of time and feedback
control bits than implicit feedbacks, at the expense of CSI leakage, [113].

3.4.3 Causes of imperfect main channel state information

Most of the studies presented in sections 3.2 and 3.3 assume perfect main CSI knowledge at Alice.
However, in real-life scenarios, feedbacks, whether implicit or explicit, can never provide perfect CSI.
In practice, the transmitter only receives partial CSI from explicit feedback in FDD systems, [114,
115], or directly using channel reciprocity in TDD systems, [116–118]. Therefore, in order to design
practical PLS schemes, one has to take into account the effects of Bob’s CSI misestimation at the
transmitter side. The accuracy of the main CSI at the transmitter side strongly impacts the secrecy
performance of the communication. If a transmitter has imperfect CSI, there is high probability of
information leakage to Eve, therefore leading to non-perfect secrecy scheme, [119]. In addition, in a
passive eavesdropping scenario with imperfect main CSI knowledge, Alice is bounded to design an AN
signal that lies in Bob’s estimated null space. As a consequence, some AN energy may leak at Bob
after reception. It is worth mentioning that, from the discussion in section 3.4.2, the accuracy of the
CSI estimation can be improved if more resources are allocated to training. However, this implies
less resources available for secret data transmission, such that a trade-off exists between allocating
resources for CSI estimation and for secure data transmission, [112].

Some causes of imperfect main CSI estimation are outlined below:

One of the main reasons of CSI misestimation at Alice comes from the fact that she suffers from
noise, such as thermal noise for instance. Therefore, she only obtains a noisy version of the main CSI
coming from Bob’s feedback. This is directly related to Alice’s SNR. Indeed, at poor SNR values, she
is more prone to CSI estimation errors.

Another cause of CSI misestimate is the use of finite-rate links to transmit the feedback information.
Indeed, the process of procuring CSI with feedbacks is resource consuming in time-varying fading chan-
nels. FDD systems use lower transmission rates on the reverse side of the link to provide information,
via explicit feedbacks, to the transmitter of the forward side of the link. This information conveys
some notion of the forward link condition such as channel state, received power, interference level, for
instance, and the transmitter uses the information to adapt forward link transmission, [114]. In these
systems, the CSI is first quantized before being fed-back, such that Alice receives only partial CSI
from Bob, [112, 120]. As an example, Long Term Evolution-Advanced (LTE-A) systems use quantized
feedbacks, [112]. Nevertheless, the use of quantized feedbacks allows to reduce the overhead, [121].

A common source of CSI errors is due to delayed feedback. Time variation of a wireless channel
is characterized by its coherence time, which is defined as the time duration over which its impulse
response is considered to not change. Since the exchange of feedback between the receiver and the
transmitter is time consuming, the transmitter only receives partially or fully outdated CSI. So, Alice
bases her transmission strategy on time-delayed channel coefficients, which consequently degrades the
secrecy performance of PLS techniques, [120, 122]. Channel estimation error introduced by devices
movements is another source of imperfect main CSI at the transmitter side, [17]. In moderate mobility
scenarios, channels have relatively high coherence time, and channel reciprocity can be assumed, [123].
However, in high mobility scenario, phase distortion and severe mismatches are observed with chan-
nel feedback, [113]. Device mobility needs to be taken into account to implement robust PLS techniques.

Hardware impairments occur during transmission and are source of imperfect CSI estimation.
These impairments degrade the security of the transmitted data, [15]. Hardware impairments create a
mismatch between the intended transmit signal and the actual transmit signal, and distort the received
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signal in the reception processing, [124]. For example, when the transmit and the received chains are not
perfectly synchronized, CFO and symbol time offset (STO) degrade the communication performances.
Other hardware impairments such as IQ imbalance, phase noise, high power amplifier non-linearities
at the transmitter, or low noise amplifier filter at the receiver need to be considered. Indeed these
impairments introduces signal distortion and therefore decrease the secrecy of the communication, [125].
In addition, the transmit and receive RF chains in transceivers (hardware from digital-to-analog (DAC)
to antenna at the transmit path, and hardware from antenna to analog-to-digital (ADC) at the receive
path) are not reciprocal. To assume reciprocity, inherent to TDD communication schemes, one needs
to compensate the hardware asymmetry by implementing some kind of calibrations (e.g., measuring
transfer functions via feedbacks in the transceiver hardware) which are naturally not perfect, [126].

3.4.4 PLS techniques considering imperfect main CSI

This section presents a state-of-the-art of PLS schemes that include a study of the influence of the
imperfect main CSI.

Estimation error of the main CSI
In every scenario, the main CSI error is modeled as a ZMCSCG variable independent from the main
CSI, with an error variance bounded between 0 and 1.
Study [43] focuses on the secrecy capacity of the wiretap channel with imperfect main CSI. Authors
derive lower and upper bounds of the achievable secrecy capacity in SISO fast fading channel via
optimization, by considering the secrecy loss due to imperfect main CSI estimation. The gap between
the upper and lower bounds is numerically characterized. In this scenario, Alice knows the statistics of
Eve’s channel. In [127], a robust MIMO precoding and decoding scheme is proposed when imperfect
main CSI is available at the transmitter side. Authors implement a precoder and a decoder thanks
to an optimization procedure to compensate for SNR loss due to imperfect CSI. In doing so, they
can achieve full recovering rate and perfect secrecy. In [128], a robust beamforming optimization is
solved for MISO channels when imperfect main and eavesdropper CSIs are available. Authors address
the problem of secrecy rate maximization, which is solved numerically. They illustrate the secrecy
rate performance gains of the scheme compared to suboptimal transmit design strategies. In [129], an
optimization problem is resolved in order to maximize the secrecy throughput under secrecy outage
probability and reliability output probability constraints when imperfect main CSI is available. In
[130], a secure on-off single-antenna wiretap transmission scheme is adopted subject to constraints on
secrecy outage probability, under quasi-static fading channel, with imperfect main CSI, and when the
eavesdropper CSI is known or partially known at the transmitter. Authors in [131] study a robust
beamforming scheme with AN injection to secure MISO multi-eavesdroppers systems. They ensure
QoS, i.e., they provide a minimum SINR at Bob while minimizing Eve’s SINR when imperfect main
CSI is available.

Limited main CSI feedback
Authors in [121] characterize an upper bound of the rate loss in MIMO wiretap channels due to quantized
feedback in FDD systems. They quantify the impact of channel estimation errors, quantization errors,
and outdated quantized CSI on the rate loss. In [132, 133], the impact of having imperfect main CSI
via a limited rate feedback on the secrecy rate of multi-antenna systems is studied. Authors consider
MISO and MIMO systems with AN injection. They show that, due to partial available CSI at the
transmitter side, the AN leaks at Bob and strongly degrades the performance of the scheme. In [134],
an FDD MIMO wiretap system with AN injection and imperfect main CSI due to quantized feedback
is considered. Authors provide the optimal power allocation and training overhead that maximize the
ergodic secrecy rate of the communication. Authors in [135] study the ergodic secrecy capacity in
block-fading wiretap channels when the CSI information is sent over an error-free public channel with
limited capacity.
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Outdated main CSI
In [136], authors derived the connection outage probability, the secrecy outage probability, and the
reliable and secure transmission probability when outdated main CSI is available. The connection
outage probability is defined as the probability that Bob is unable to decode the received signal correctly.
The reliable and secure transmission probability jointly evaluate the connection outage probability and
the secrecy outage probability. They then determined the optimal secrecy rates maximizing the secrecy
throughput under dual connection and secrecy outage constraints. The outdated CSI is modeled as a
correlated random variable from the exact CSI. The autocorrelation coefficient is obtained according
Jake’s autocorrelation model. In [137], a transmit antenna selection beamforming scheme is addressed
when Alice accesses to an outdated version of Bob’s CSI, and when she has no information about Eve’s
CSI. It shows that it is preferable for Alice to use a statistical CSI instead of an outdated CSI for
beamforming design when a fast-fading channel model is considered. Reference [138] studies the effect
of feedback delay to minimize the performance losses of a multi-antenna scheme with AN injection. In
[139], a new secure transmit antenna selection strategy is presented for MIMO systems with outdated
main CSI. Bob and Eve are supposed to possess the same decoding capabilities. That is, they both
implement a maximal-ratio combining (MRC) decoder. Authors derive closed-form expressions for
the exact secrecy outage probability and the probability of non-zero secrecy capacity. They also
characterize the decrease of secrecy diversity order due to the outdated CSI. The scheme requires the
receiver to feed back the index of the optimal transmit antenna and the associated instantaneous CSI in
different time slots. This ensures that the CSI associated with the selected transmit antenna is used for
secure transmission. Authors in [140] focus on the secrecy performance of MIMO multi-eavesdroppers
scheme. A transmit antenna selection strategy and outdated main CSI are considered. Authors study
the scenarios where Alice is or not aware of Eve’s instantaneous CSI. The outdated CSI is modeled
as in [136]. For passive eavesdropping system, they derive an exact and an asymptotic closed-form
expressions of the secrecy outage probability in Nakagami-m fading channels. They also derive the
probability of non-zero secrecy capacity and the ε-outage secrecy rate. The main issue with the
presented work is that authors assume no cooperation between eavesdroppers, and an MRC decoding
structure at Bob. That is, secure data transmission can take place between Alice and Bob as soon
as the quality of the main channel is larger than that of any eavesdropper’s channel. In addition,
authors consider the scenario where Eve is not equipped with a noise-free hardware, i.e., the worst case
scenario is not investigated. Studies [141, 142] particularly show that the secrecy performance of a
communication system is strongly degraded when the CSI is imperfectly known because of mobility of
the transmitter relative to the receiver.

Channel and hardware impairments
Studies in [125, 143] consider the secrecy outage probability of a full-duplex system affected by hardware
impairments. Results show a significant performance degradation due to transceiver impairments. In
[124], the capacity of a massive MIMO under imperfect CSI due to the aggregate impact of different
hardware impairments is studied. It is shown that the large number of degrees of freedom offered by
massive MIMO can be used to mitigate the impairments. The hardware impairments are modelled
thanks to two additive distortion noise terms. That is, an ergodic stochastic process that describes the
residual transceiver impairments of the transmitter hardware, and an ergodic stochastic process that
describes the residual transceiver impairments of the legitimate receiver hardware. These are assumed
to be dependent on the channel, i.e., the noise terms are stationary within a coherence interval, and are
proportional to the signal power at the considered antenna. In [144], authors quantify the secrecy rate
loss of a wiretap system due to IQ imbalance at Bob and Eve, in the case of an ideal transmitter. In
[145], the impact of phase noise on the secrecy performance of downlink massive MIMO systems in the
presence of a passive multiple-antenna eavesdropper is assessed. A MF precoding at the base station
with AN injection is implemented. It is assumed that Eve possesses an ideal phase noise-free hardware,
but Alice and Bob are impacted by phase noise. Phase noise is the inherent noise present in real
oscillators that spreads the power of a signal to adjacent frequencies, leading to noise side-bands. It is
shown in [124] that phase noise is the main contributor in degrading the quality of the CSI estimation,
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needed at the transmitter to precode the data. A closed-form lower bound on the achievable ergodic
secrecy rate of a given user is derived.

3.4.5 Conclusion on imperfect main CSI knowledge

The introduction of imperfect main CSI knowledge at the transmitter side allows to more realistically
characterize the secrecy performances of a communication scheme. It is seen that the CSI misestimation
has different origins. For noisy CSI, the error is modeled as an uncorrelated random variable following
a ZMCSCG distribution, with error variance bounded between 0 and 1. For outdated CSI, the error is
modeled as a correlated random variable from the exact CSI, with autocorrelation coefficient obtained
according to Jake’s autocorrelation model. To model hardware impairments, two noise terms are added,
respectively to take into account the impairments of the transceiver’s hardware’s of the transmitter
and the legitimate receiver. The noise terms depend on the channel and are assumed stationary during
a coherence interval. These terms are also considered to be proportional to the signal power at the
particular antenna.

While most techniques only assess the secrecy loss due to CSI misestimation, it is worth highlighting
that some proposed PLS techniques are robust to CSI errors, i.e., that achieve secrecy. However, to be
able to recover the secrecy loss due to imperfect CSI acquisition, complex optimization procedures
need to be solved numerically, which is power consuming. It is therefore not suited for nodes with
limited computational capabilities, such as encountered in IoT networks for instance. In addition, none
of the PLS schemes allow the transmitter to a-priori guarantee a level of secrecy, depending on CSI
errors, which motivates the work presented in next chapters.

3.5 Conclusions and implemented technique in this work

A state-of the-art of PLS techniques based on Wyner’s model of security is drawn in this chapter.
These SINR-based techniques are subdivided into channel-based adaptation schemes, presented in
section 3.2, and addition of an AN signal alongside to the data, presented in section 3.3.

None of the presented PLS schemes allow the transmitter to a-priori guarantee a given amount of secrecy
in the communication. Indeed, either bounds on the achievable secrecy performances are detailed, or
optimization procedures that need to be numerically solved are characterized, or schemes that do not
consider the worst-case scenario regarding the eavesdropper are investigated, i.e., eavesdroppers have
few CSI knowledge, limited decoding capabilities, or limited number of antennas. In addition, the vast
majority of the techniques presented in sections 3.2 and 3.3 assume at least a perfect CSI knowledge of
the legitimate link at the transmitter side. In practical scenarios, imperfect main CSI knowledge is
unavoidable and strongly impacts the secrecy performances. Consequently, a state-of-the-art of PLS
techniques that take into account imperfect main CSI knowledge at the transmitter is outlined in
section 3.4. While some of the presented PLS schemes are robust to imperfect CSI knowledge at the
transmitter side, it requires complex optimization procedures that need to be solved in order to fully
recover from the secrecy loss. These recovery schemes are therefore unsuited for devices with limited
computing capabilities, such as encountered with IoT objects, for instance.

Consequently, the goal of this PhD is to provide a PLS technique based on channel adaptation and AN
injection that overcomes some of the limitations identified in the state-of-the-art. In particular, the work
presented in the next chapters investigates an approach to guarantee a positive SR with an outage below
a desired threshold. To do so, a frequency domain precoder is designed and the undertaken approach
does sacrifice frequency resources to guarantee a given set of security and reliability performance. So,
the proposed scheme rather targets highly confidential data exchange. To guarantee PLS to some
extent, reasonable assumptions must be considered regarding Eve. At the same time, the system has
to be designed using whatever knowledge can be realistically acquired by Alice. In particular, chapters
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5 and 6 investigate scenarios where PLS performances can be guaranteed when: i) Eve is assumed to
be noiseless, ii) Eve is equipped with an arbitrarily large number of antennas, iii) Alice imperfectly
estimates Bob’s CSI. To achieve these goals, one has to identify what CSI knowledge can be possibly
acquired by Eve and how she can efficiently benefit from this knowledge in her attempt to eavesdrop
the data. This depends on the communication protocol, and specifically on the handshake procedure.
Consequently, the next chapter 4 introduces the different handshake procedures considered in this
manuscript, and highlights the amount of CSI acquisition at Eve which is assumed to be perfect. The
procedures are reviewed in an IoT context and therefore cover different system configurations, namely,
SISO (e.g., node-to-node communication), MISO (e.g., DL from multi-antenna BS to single-antenna
node), and SIMO (e.g., UL from single-antenna node to multi-antenna BS) .
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4.1 Introduction
Chapter 3 highlighted different PLS techniques that can be implemented in order to provide security,
in the sense of reliability at the legitimate receiver and confidentiality from the eavesdropper, in a
point-to-point wireless communication. Some flaws in the literature are outlined. In particular, the
handshake procedure that determines the amount of CSI knowledge at the communication’s ends,
which in turns influences the communication secrecy performances, is overlooked in many studies.

The aim of this chapter is to present, motivate, and justify the PLS scheme that is considered throughout
this study. It therefore establishes the foundations to assess the secrecy performances of the scheme in
next chapters 5 and 6.

As a reminder, a passive eavesdropping scenario is studied to reflect the practicality of many real-life
security schemes. A passive eavesdropper is not detected by the transmitter and silently eavesdrops
the data. So, Alice cannot access to Eve’s CSI.
The general communication scheme is presented in Figure 4.1. The wireless channel between Alice
and Bob is called the main channel (HB). The wireless channel between Alice and Eve is called
the eavesdropper channel (HE). The channel between Bob and Eve is denoted HBE. Different
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system configurations are investigated depending on whether Alice or Bob and/or Eve is equipped
with multiple antennas. In addition, when a DL communication is considered, Alice can be seen as
a BS and Bob as an UE of the network. When an UL communication is considered, Alice can be
seen as an UE of the network, and Bob as a BS. In this works, it is considered that the BS and Eve
can be equipped with multiple antennas, whereas the UE is a single-antenna node. Therefore, the
configurations of interest are SISO, MISO, and SIMO.

Figure 4.1: Security scheme

Section 4.2 justifies and outlines the assumptions undertaken to study the PLS scheme. Then, the
global system model is presented in section 4.3. The modeling of the main CSI misestimation by Alice
is given in section 4.4. Section 4.5 describes the different secrecy scenarios considered in this work, and
section 4.6 highlights the practical handshake procedures.

4.2 General assumptions

Several main assumptions are undertaken for the system model under consideration. The aim of this
section is to justify and motivate these assumptions.

4.2.1 Channel model

A block fading multipath channel is considered. The multiple propagation paths are assumed to
come from multiple reflections in the medium. Each path is associated with a propagation delay and an
attenuation factor that are time-varying. Such a channel belongs to time-varying multipath channels
that present two main characteristics:

• The delay spread introduced in a signal transmitted through the channel, which is due to the
multipath propagation. If an impulse is transmitted at time 1 for instance, the received signal,
i.e. the impulse response, is composed of several pulses, as observed in Figure 4.2.

• The time variations in the structure of the medium, resulting in variations in the structure
of the multipath. If an impulse is transmitted at time different from time 1, say time (i+1) for
instance, the received pulses change in phase, amplitude, delay, and number, as seen in Figure
4.2, [146, Chapter 13].

Figure 4.2 shows classical impulse responses of a time varying multipath channel.
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Figure 4.2: Impulse responses to a time-varying multipath channel

Throughout this work, the channel is considered as a Rayleigh fading channel. These are channels
where every tap of the impulse responses is modeled as zero-mean complex Gaussian RVs, which
approximates the behaviour of rich multipath environments.

Delay spread characterization
One key parameter that characterizes a multipath channel is the delay spread of the channel, denoted
as Tm, associated to the power delay profile (PDP). The PDP gives the power density (per-unit delay
τ) incident onto a local area as a function of propagation delay (τ). It indicates that the signal arrives
with some delay spread at the receiver. The delay spread of the channel characterizes the PDP duration.
The Fourier transform of the PDP gives the coherence bandwidth of the channel (∆f)c. It is defined
as the bandwidth over which correlation is above a given threshold (typically 0.7). The precise relation
between the delay spread and the coherence bandwidth depends on the PDP shape. Typically, it
comes, [147, Chapter 3]:

(∆f)c ≈
1

2πTm
. (4.1)

Therefore, if a signal with bandwidth W is transmitted through a channel such as W < (∆f)c, the
channel is said frequency non-selective, i.e., flat-fading channel. In that situation, all the frequency
components of the signal are affected similarly by the channel. On the opposite, if W > (∆f)c, the
channel is frequency selective, [146, Chapter 13].

Time variation characterization
To characterize the time variations in the multipath propagation, the Doppler power spectrum (DPS)
is often used. The spectral broadening caused by the time varying nature of the channel is defined as
the Doppler spread of the channel, Bd. It is related to the coherence time of the channel (∆t)c as:

(∆t)c ≈
1
Bd

. (4.2)

A channel with large coherence time, i.e., low Doppler spread, slowly varies with time, [146, Chapter 13].

4.2.2 Channel related assumptions

Assumption 1: Frequency selective channel
In this work, an OFDM structure with Q subcarriers is considered. The OFDM block duration is T , i.e.,
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the block bandwidth is W =Q/T . It is usual to have T > Tm, i.e., the channel is frequency-selective
for the whole OFDM block. However, it is considered that W

Q < (∆f)c, i.e., all subcarriers experience
non-correlated fading, [146, Chapter 13].

Assumption 2: Block-fading channel
When considering the actual handshake procedure, one has to study the rate at which the channel
changes compared to the transmission rate. It is considered in this work that the channel remains
constant during the transmission of an OFDM burst, i.e., several successive OFDM blocks. Such a
channel is called a block fading channel. From that, each burst experiences a single state of the
channel and two different bursts experience two different states, [146, Chapter 14]. This assumption
justifies that the channel remains constant during the handshake procedure and the transmission of a
few OFDM blocks.

Discussion
It is to be noted that the flexibility in the communication parameters in current standards such as
5G, offers degrees of freedom that increases the chances that assumptions 1 and 2 are valid. For
instance, flexible numerology in 5G allows for subcarrier spacings from 15KHz up to 240 KHz, which
in turns allows for acting on slot durations to help meeting assumption 2. Also, using resource blocks
in non-contiguous bands can help meeting assumption 1.

4.3 Global system model
This section aims to present the practical secure communication protocol that is investigated throughout
this work, for all investigated scenarios, i.e., SISO, MISO, and SIMO systems.

The PLS techniques presented in chapter 3 particularly show that, in a passive eavesdropping scenario,
Alice is bounded to exploit the null space of the main channel to inject an AN signal that degrades the
performances of the eavesdropper. To do so, the main channel must have some degrees of freedom,
which can be exploited with the help of diversity. Diversity methods are usually used to mitigate
reception errors when the channel is in deep fade. The same information is sent onto different fading
channels such that the probability of simultaneous fading is considerably reduced. Frequency diversity is
a method that consists in sending the same information signal onto multiple carriers, at least separated
by the coherence bandwidth of the channel, [146, Chapter 13].

It is also stated that TR precoding presents intrinsic anti-eavesdropping capabilities due to the focusing
gain it offers at the legitimate receiver’s position. Furthermore, it is seen that in the FD, TR can be
implemented into an OFDM modulation, and can therefore be incorporated into existing standards,
such as in 5G or LTE for instance. To benefit from the focusing effect, each modulated symbol is
transmitted over BOR subchannels, introducing the frequency diversity needed for AN injection.

For the aforementioned reasons, an FD TR channel-based adaptation scheme with AN injection is
considered in this study. The proposed scheme uses frequency diversity inherently present in any
multipath environments, it can be incorporated into practical standards, and have the ability to offer
reliability and secrecy.

Remark 4.1: Investigated scheme optimality

The scheme considered in this PhD work, i.e., FD TR channel-based adaptation scheme with
AN injection, is not optimal but does not require any optimization procedure. In a block-fading
scenario with passive eavesdropping, a power allocation strategy (2.34) maximizes the secrecy
rate. Nevertheless, (2.34) requires a complex optimization procedure and is therefore not suited
for devices with limited capabilities such as encountered in IoT networks.
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The general communication block diagram of the PLS scheme of interest is depicted in Figure 4.3 and
comprises three main blocks:

• The FD TR precoding at Alice,

• The AN injection at Alice,

• The decoding structures at Bob and Eve.

S P +

w

HB +

vB

DB

HE +

vE

DE

x xTR yD
B

yD
E

Data TR Precoding AN Propagation AWGN Decoding

ALICE BOB

EVE

Figure 4.3: General communication block diagram

Alice aims to transmit secure data to Bob. To do so, without loss of generality, it is considered that
she sends one block of useful data x, composed of N <Q symbols xn (with n= 0, ...,N −1). A symbol
xn is a zero-mean RV with unit variance, i.e., E

[
|xn|2

]
= σ2

x = 1. Alice first precodes the useful data
block. It consists in a spreading operation followed by the application of a precoding matrix, as
seen in Figure 4.3. As stated in chapter 3, the spreading/despreading operation in the FD is equivalent
to upsampling/downsampling in the TD, [69].

The useful data block is spread in the FD by a BOR factor U =Q/N thanks to a spreading matrix S
of size Q×N . S is an unitary matrix, i.e., SHS = IN . It is the concatenation of U independent N ×N
diagonal matrices, whose diagonal values are randomly distributed and taken from the set {±1} in
order not to increase the peak-to-average power ratio, as suggested in [54, 148].

S = 1√
UNA



±1 0 . . . 0
0 ±1 . . . 0
... . . . ...
0 0 . . . ±1

...
...

±1 0 . . . 0
0 ±1 . . . 0
... . . . ...
0 0 . . . ±1



. (4.3)

In doing so, each data symbol is transmitted onto U different subcarriers with a spacing of N subcarriers,
thereby introducing frequency diversity. In MISO configurations, the spread sequence is replicated
onto Alice’s NA antennas.

Then, a precoding matrix P is applied to the spread sequence. Finally, an AN signal w is added
before transmission. The AN signal is composed of Q components wq (q = 1, ...,Q), such that
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E
[
|wq|2

]
= σ2

AN = 1
NAU

.

Consequently, the transmitted signal xTR can be expressed as:

xTR =
√
αPS x︸ ︷︷ ︸

useful signal

+
√

1−αw︸ ︷︷ ︸
AN signal

(4.4)

where α ∈ [0,1] defines the ratio between the useful and the total signal power. The spreading matrix
S, the precoding matrix P, and the AN signal are designed such that the transmitted energy remains
constant, whatever the value of α, and equals 1 per transmitted symbol. Equivalently, the transmitted
energy per OFDM block is equal to N .

Remark 4.2: AN injection

Equation (4.4) highlights the fact that the inclusion of the AN signal does not affect the total
transmitted power of the system, which is distributed between the useful signal and the AN signal.
Injecting more AN decreases the useful data energy transmitted but increases the interference at
the eavesdropper’s position. In addition, the AN signal shares the same resources (i.e., spectral
content and time slots) as the useful signal. Therefore, the introduction of an AN signal does not
cause more interference to a separate network than classical information data. For example, if
different legitimate users with their own resources aim to securely communicate with a BS, each
user will communicate at different time and/or frequency slots. The AN from one user will not
leak to another since it is injected on the resources of this particular legitimate link.

At the receiver ends, the transmitted signal propagates through Bob and Eve’s channels respectively.
vB (resp. vE) is the FD complex AWGN at Bob (resp. Eve), with noise’s variance E

[
|vB,n|2

]
= σ2

B

(resp. E
[
|vE,n|2

]
= σ2

E). The received signal at Bob is expressed as:

yB = HBxTR +vB =


hB,1 0 . . . 0

0 hB,2 . . . 0
... . . . ...
0 0 . . . hB,Q



xTR,1
xTR,2

...
xTR,Q

+


vB,1
vB,2
...

vB,Q

 . (4.5)

The received signal at Eve is given by:

yE = HExTR +vE =


hE,1 0 . . . 0

0 hE,2 . . . 0
... . . . ...
0 0 . . . hE,Q



xTR,1
xTR,2

...
xTR,Q

+


vE,1
vE,2
...

vE,Q

 . (4.6)

At the legitimate receiver’s end, a linear decoding matrix DB is applied to the received sequence,
which depends on the system configuration. From that, Bob obtains an estimate yD

B of the transmitted
symbol sequence x, of dimension N ×1. It is assumed that both Bob and Eve know the spreading
matrix S. The amount of CSI Eve can estimate depends on the handshake procedure. Consequently,
depending on the available CSI, she uses the most suitable decoding structure DE to obtain an estimate
yD

E of the transmitted symbol sequence x, of dimension N ×1, as explained in section 4.6. A perfect
synchronization at Bob and Eve is finally assumed.
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Remark 4.3: Spreading factor

The design of the spreading factor U is of prime importance for securing the communication, as
described in next chapters 5 and 6, but results in an overhead, since additional frequency resources
are required. For an OFDM block with a fixed number of subcarriers, i.e., fixed bandwidth, only
N =Q/U useful data symbols are transmitted. If the spreading factor increases, the number of
useful data symbol per block decreases. Security is here obtained at the expense of the data rate.
On the other hand, one can fix the transmission rate, i.e., N useful data symbols sent per OFDM
block with a spreading factor U . Increasing the BOR factor therefore requires more bandwidth
in the system. In the latter, security is obtained at the expense of the total spectral occupancy.
In this manuscript, it is considered that the total bandwidth is fixed as well as the transmitted
energy, and the spreading factor is made variable, i.e., the effective data rate is affected.

4.4 Imperfect channel state information
The amount of available CSI at the communication ends strongly impacts the security performance of
the communication, as explained in chapter 3.

In this work, it is considered that the main CSI Alice estimates from Bob’s pilots is not perfect. The
imperfections arise from noisy preamble estimations, and are modelled as a ZMCSCG distribution with
variance σ. Alice estimation of Bob’s CSI is therefore expressed as [43, 111, 130]:

ĤB =
√

1−σHB +
√
σ∆HB (4.7)

where ĤB is Bob’s CSI estimation made by Alice, ∆HB is the related CSI error, and σ ∈ [0,1] is the
estimation error variance.
Finally, in order to study the worst case scenario in terms of security, it is assumed that the CSI
obtained by Eve is perfect (i.e., no error).

4.5 Considered secrecy scenarios
This section presents the secrecy scenarios that are investigated. In particular, the AN generation and
the expressions of the received signals at Bob and Eve are described.

In the following, three system configurations are considered depending on whether Alice or Bob
and/or Eve possess one or multiple antennas. A single-antenna eavesdropper is denoted by SE, and
a multi-antenna eavesdropper by ME. A multi-antenna eavesdropper can either represent multiple
colluding eavesdropper with one or multiple antennas, or a single eavesdropper that is equipped with
multiple antennas. Since no spatial nor frequency correlations are considered in this manuscript, both
configurations are similarly treated.

Common to all configurations, Alice transmits an FD OFDM block of Q subcarriers. That is, each SISO
subchannel, i.e., a propagation channel between a particular antenna at Alice and a receiving antenna
at Bob or Eve, is considered as a Q×Q diagonal matrix whose diagonal elements are the subcarrier
channel coefficients. It is considered that the channel coefficients are Rayleigh distributed and follow
a ZMCSCG distribution. This corresponds to urban or indoor environments with rich multipath
components. The system dimensions are discussed below. Note that only the multi-eavesdropper(s),
i.e., multiple-antenna eavesdropper or multi-eavesdroppers, scenarios are investigated. The reader can
set the number of eavesdropper’s antennas to one in order to obtain the corresponding single-antenna
eavesdropper situation.
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Remark 4.4: Frequency selectivity impact

Rich multipath environments are considered in this work. However, if frequency non-selective
channels are considered, i.e., flat fading channels, no frequency diversity is introduced by the
FD implementation of TR precoding. Bob and Eve’s channels are then strongly correlated, and
positive secrecy rate may not be achieved, as anticipated from (2.34).

4.5.1 SISO system

If both communication ends possess one antenna (NA =NB = 1), the system is referred as SISO. SISO
systems can be further classified into single-input single-output single-eavesdropper (SISO-SE) systems
if the eavesdropper only has one antenna (NE = 1), and single-input single-output muti-eavesdropper
(SISO-ME) systems if the eavesdropper(s) dispose of multiple antennas (NE > 1). In a SISO-ME
configuration, the channel between Alice and Eve’s kth antenna (k = 1, ...,NE) is denoted HE,k. This
situation illustrates the secure wireless data transmission between two UEs with limited capabilities,
e.g., two IoT nodes in a network, in the presence of single or multi-antenna eavesdropper(s). The
different SISO system configurations are depicted in Figure 4.4.

Figure 4.4: SISO configurations: single-antenna eavesdropper (left), multi-antenna eavesdropper (centre), multi-
eavesdroppers (right).

4.5.1.1 System presentation

The block diagram of a SISO-ME system is shown in Figure 4.5. In this configuration, Bob receives a
signal coming from Alice’s single transmitting antenna. Eve receives NE signals, one at each antenna.

• S is a Q×N spreading matrix defined in (4.3) with NA = 1.

• HB is a Q×Q diagonal matrix, whose elements are hB,q, q = 1, ...,Q, and follow a ZMCSCG
distribution with unit variance, i.e., hB,q ∼CN(0,1) , q = 1, ...,Q. hB,q represents the qth Alice-to-
Bob channel coefficient.

• HE =
[
HE,1, ...,HE,NE

]T is a (Q×NE)×Q SIMO channel, where each SISO subchannelHE,k, k=
1, ...,NE is a Q×Q diagonal matrix whose elements are hE,k,q ∼ CN(0,1) , q = 1, ...,Q. hE,k,q
represents the qth channel coefficient between Alice and Eve kth antenna.

• The precoding matrix P = ĤH

B in Figure 4.3 is a Q×Q diagonal matrix whose elements are
h̃∗B,q ∼ CN(0,1). The precoding matrix allows to implement a MRC at the transmitter side,
equivalent to the FD implementation of a TR precoder.
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• The channel error matrix ∆HB is a Q×Q in (4.7) diagonal matrix with elements ∆hB,q ∼CN(0,1).

• The decoding matrix at Bob is DB = SH , which is the despreading matrix of dimension N ×Q.

• The decoding matrix at Eve is DE = SH
∑NE
k=1DE,k, whose nature depends on the handshake

procedure between Alice and Bob. DE,k, k = 1, ...,NE , is a Q×Q diagonal matrix whose elements
are dE,k,q, q = 1, ...,Q.

S H̃H

B +

w

HB

HE,1

HE,2

HE,NE

+

vB

+

vE,1

+

vE,2

+

vE,NE

SH

DE,1

DE,2

DE,NE

+ SH

x xTR ySISOB

ySISO,D
E

DE

DB

Figure 4.5: SISO-ME block diagram

4.5.1.2 Artificial noise generation

From Figure 4.5, Alice designs the AN signal to lie in Bob’s null space as:

SHĤBw = Aw = 0N , (4.8)

where ĤB is the estimate of HB available at Alice. From (4.8), it can be observed that the AN signal
lies in Bob’s estimated null space. To design an AN signal that meets equation (4.8), a singular value
decomposition (SVD) of A is performed:

A = SHĤB = U
(
Σ 0Q−N×Q

)(VH
1

VH
2

)
, (4.9)

where U ∈ CN×N contains left singular vectors, Σ ∈ CN×N is a diagonal matrix containing non-zero
singular values, V1 ∈ CQ×N contains right singular vectors associated to non-zero singular values, and
V2 ∈ CQ×Q−N contains right singular vectors that span the right null space of A. The AN signal can
finally be expressed as:

w = V2√
U −1

w̃. (4.10)

Equation (4.10) ensures that (4.8) is satisfied for any arbitrary vector w̃ ∈ CQ−N×1. Since Q=NU , as
soon as U ≥ 2, there is an infinite set of solutions to generate w̃ and therefore the AN signal. In the
following, it is assumed that w̃∼ CN(0Q−N ,IQ−N ). The AN signal is then generated thanks to (4.10)
with a normalization factor ensuring a total energy per symbol of 1.
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4.5.1.3 Received signal expressions

Received signal at Bob
From Figure 4.5 and equation (4.4), the received sequence at the intended position can be written as:

ySISOB =
√
αSHHBĤ

H

BSx+
√

1−αHBw+SHvB

=
√
α(1−σ)SH ||HB||2Sx+

√
ασSHHB∆HH

BSx︸ ︷︷ ︸
data

+
√

1−αSHHBw︸ ︷︷ ︸
AN interference

+SHvB︸ ︷︷ ︸
noise

, (4.11)

where the AN has been designed such that SHĤBw = 0N
Equation (4.11) shows that each transmitted data symbol xn is affected by a complex gain√

α(1−σ)
U

U−1∑
i=0
|hB,n+iN |2 +

√
ασ

U

U−1∑
i=0

hB,n+iN∆h∗B,n+iN

at the legitimate receiver position. If Alice perfectly estimates Bob’s CSI (σ=0), the received useful
signal power at Bob benefits from a real gain due to frequency diversity and increases with the BOR
value. Considering a fixed bandwidth, the TR focusing effect is enhanced for higher BORs at the
expense of the data rate. It can be pointed out that the summation over the index i represents the
addition of the U replicas of the nth symbol.
From equation (4.11), some AN leaks at Bob in case of imperfect main channel state information.
Indeed, the AN interference term is given by:

√
1−αSHHBw. (4.12)

However, when Alice perfectly estimates Bob’s CSI, i.e., σ = 0, the AN interference term cancels out.
Indeed, when σ = 0, it comes ĤB = HB. Therefore, the AN interference term (4.12) becomes:

√
1−αSHHBw =

√
1−αSHĤBw = 0N , (4.13)

thanks to (4.8).

Notation 4.1

The subscript n+iN highlights the fact that two subsequent components of a symbol are separated
by N subcarriers. However, to compact the notations, the subscript n+ iN will be written i.
Every subscript referring to a symbol component will be written in its compact form in the
following of this manuscript.

Received signal at Eve(s)
At Eve(s), the received signal is given by:

ySISO,DE =
√
αSH

NE∑
k=1

DE,kHE,kĤ
∗
BSx︸ ︷︷ ︸

data

+
√

1−αSH
NE∑
k=1

DE,kHE,kw︸ ︷︷ ︸
AN interference

+SH
NE∑
k=1

DE,kvE,k︸ ︷︷ ︸
noise

, (4.14)

where the superscript D stands for the particular decoder used in a given handshake procedure.
The nature of the decoding matrix DE depends on handshake procedures detailed in section 4.6.
The gain of the data component in (4.14) is given by:

√
α

U

U−1∑
i=0

NE∑
k=1

dE,k,ihE,k,ih̃
∗
B,i,

and depends on DE and does not generally provide an SNR enhancement. Similarly, the AN component
does not generally cancel out, depending on DE. It is to be noted that, since w is generated from an
infinite and random set of possibilities, even if Eve knows ∑NE

k=1HE,kĤ
H

B and S, she cannot estimate
the AN signal to try retrieving the data.
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4.5.2 MISO system

If Alice has a multi-antenna transmitter (NA > 1) and Bob is a single-antenna legitimate receiver
(NB = 1), the system is said to be MISO. In this scheme, the channel between Alice’s kth antenna
(k = 1, ...,NA) and Bob is HB,k. MISO systems can be subdivided into multiple-input single-output
single-eavesdropper (MISO-SE) and multiple-input single-output muti-eavesdropper (MISO-ME) if the
eavesdropper structure has one or multiple antennas, respectively. The channel between Alice’s kth
antenna (k = 1, ...,NA) and Eve’s lth antenna (l = 1, ...,NE) is HE,lk. The study of the MISO scheme
may correspond to a DL communication between a BS (multiple-antenna Alice) and a UE with limited
capabilities (single-antenna Bob), in the presence of single or multi-antenna eavesdropper(s). The
different MISO system configurations are depicted in Figure 4.6.

Figure 4.6: MISO configurations: single-antenna eavesdropper (left), multi-antenna eavesdropper (centre), multi-
eavesdroppers (right).

4.5.2.1 System presentation

In a MISO-ME system, NA signals are transmitted at Alice towards Bob’s single antenna. The NA

signals are eavesdropped by NE receiving antennas at Eve(s).

• S is a Q×N spreading matrix defined in (4.3).

• HB =
[
HB,1, ...,HB,NA

]T is aQ×(Q×NA) MISO channel, where each SISO subchannelHB,k, k=
1, ...,NA is a Q×Q diagonal matrix whose elements are hB,k,q ∼ CN(0,1), q = 1, ...,Q. hB,k,q
represents the qth channel coefficient between Alice kth antenna and Bob’s single antenna.

• HE =
[
HE,1, ...,HE,NE

]T is a (Q×NE)× (Q×NA) MIMO channel, where each MISO sub-
channel HE,l =

[
HE,l1, ...,HB,lNA

]T
, l = 1, ...,NE , is a Q× (Q×NA) matrix. Each SISO sub-

channel HE,lk, k = 1, ...,NA, l = 1, ...,NE , is a Q×Q diagonal matrix whose elements are
hE,lk,q ∼ CN(0,1), q = 1, ...,Q. hE,lk,q represents the qth channel coefficient between Alice kth
antenna and Eve lth antenna.

• The precoding matrix P =
[
H̃H

B,1, ...,H̃
H

B,NA

]T
in Figure 4.3 is a (Q×NA)×Q matrix where

ĤB,k (k = 1, ..NA) is diagonal matrix whose elements are h̃∗B,k,q ∼ CN(0,1).

• The channel error matrix ∆HB =
[
∆HB,1, ...,∆HB,NA

]T in (4.7) is a (Q×NA)×Q matrix where
∆HB,k (k = 1, ..NA) is diagonal matrix whose elements are ∆hB,k,q ∼ CN(0,1).

• The decoding matrix at Bob is DB = SH , which is the despreading matrix of dimension N ×Q.
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• The decoding matrix at Eve is DE = ∑NE
k=1DE,k , whose nature depends on the handshake

procedure between Alice and Bob. DE,k, k = 1, ...,NE , is a Q×Q diagonal matrix whose elements
are dE,k,q, q = 1, ...,Q.

S H̃H

B,1

H̃H

B,NA

+

w

+

w

HB,1

HB,NA

+ +

vB

SH

HE,1,1

HE,NA,1

HE,1,NE

HE,NA,NE

+

+

+

vE,1

+

vE,NE

DE,1

DE,NE

+ SH

x xTR,1

xTR,NA

yMISO
B

yMISO,D
E

DE

DB

Figure 4.7: MISO-ME block diagram

4.5.2.2 Artificial noise generation

Figure 4.7 shows the block diagram of the considered MISO scenario. To ensure the AN lies in Bob’s
null-space, Alice must design the AN based on the available CSI, such as:

SH
NA∑
k=1

ĤB,kw = Aw = 0N . (4.15)

To design an AN signal that satisfies equation (4.15), an SVD of A is performed, leading to:

A = SH
NA∑
k=1

ĤB,k = U
(
Σ 0Q−N×Q

)(VH
1

VH
2

)
, (4.16)

where U, Σ, V1, and V2 are defined in Section 4.5.1.2. Finally, the AN signal can be expressed as:

w = V2√
NA(U −1)

w̃, (4.17)

where the normalization factor ensures a total energy per transmitted symbol of 1.
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4.5.2.3 Received signal expressions

Received signal at Bob
From Figure 4.7 and equation (4.4), the received signal at Bob is therefore given by:

yMISO
B =

√
αSH

NA∑
k=1

ĤH

B,kHB,kSx+
√

1−αSH
NA∑
k=1

HB,kw+SHvB

=
√
α(1−σ)SH

NA∑
k=1

∣∣∣∣HB,k
∣∣∣∣2Sx+

√
ασSH

NA∑
k=1

HB,k∆HH
B,kSx︸ ︷︷ ︸

data

+
√

1−αSH
NA∑
k=1

HB,kw︸ ︷︷ ︸
AN interference

+SHvB︸ ︷︷ ︸
noise

,

(4.18)

where the AN has been designed such that SH∑NA
k=1 ĤB,kw = 0N .

As for the SISO configuration, equation (4.18) shows that each transmitted data symbol is affected by
a complex gain √

α(1−σ)
UNA

U−1∑
i=0

NA∑
k=1
|hB,k,i|2 +

√
ασ

UNA

U−1∑
i=0

NA∑
k=1

hB,k,i∆hHB,k,i

at the legitimate receiver position. If Alice perfectly estimates Bob’s CSI (σ= 0), the received useful
signal power at Bob benefits from a real gain due to frequency diversity which increases with the BOR
value, and an array gain increasing with NA. Considering a fixed bandwidth, the TR focusing effect is
enhanced for higher BORs at the expense of the data rate.
From equation (4.18), some AN leaks at Bob in case of imperfect main channel state information.
Indeed, the AN interference term is given by:

√
1−αSH

NA∑
k=1

HB,kw. (4.19)

However, when Alice perfectly estimates Bob’s CSI, i.e., σ = 0, the AN interference term cancels out.
Indeed, when σ = 0, it comes ĤB,k = HB,k. Therefore, the AN interference term (4.19) becomes:

√
1−αSH

NA∑
k=1

HB,kw =
√

1−αSH
NA∑
k=1

ĤB,kw = 0N , (4.20)

thanks to (4.15).

Received signal at Eve(s)
At the eavesdropper’s position(s), the received signal is given by:

yMISO,D
E =

√
αSH

NA∑
k=1

NE∑
l=1

DE,lHE,lkĤ
H

B,kSx︸ ︷︷ ︸
data

+
√

1−αSH
NA∑
k=1

NE∑
l=1

DE,lHE,lkw︸ ︷︷ ︸
AN interference

+SH
NE∑
l=1

DE,lvE,l︸ ︷︷ ︸
noise

, (4.21)

where the superscript D stands for the particular decoder used in a given handshake procedure.
The gain of the data component in (4.21) is given by:

√
α

U

U−1∑
i=0

NA∑
k=1

NE∑
l=1

dE,l,ihE,lk,ih̃
∗
B,k,i,

and depends on DE, which does not generally provide an SNR enhancement. Similar to the SISO
system, the AN component does not generally cancel out, depending on DE. Again, since w is
generated from an infinite and random set of possibilities, even if Eve knows ∑NA

k=1
∑NE
l=1HE,lkĤ

H

B,k
and S, she cannot estimate the AN signal to try retrieving the data.
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4.5.3 SIMO system

In a SIMO system, the transmitter has only one antenna (NA = 1), the legitimate receiver is
equipped with multiple antennas (NB > 1), and the eavesdropper possesses one or multiple an-
tennas: single-input multiple-output single-eavesdropper (SIMO-SE) or single-input multiple-output
muti-eavesdropper (SIMO-ME) systems, respectively. HB,k is the channel between Alice and Bob’s kth
antenna (k = 1, ...,NB), and HE,k is the channel between Alice and Eve’s kth antenna (k = 1, ...,NE).
This configuration may illustrate an UL communication between an UE with limited capabilities
(here, a single-antenna Alice) and a BS (here, a multi-antenna Bob), in the presence of a single or
multi-antenna eavesdropper(s). The different SIMO configurations are depicted in Figure 4.8.

Figure 4.8: SIMO configurations: single-antenna eavesdropper (left), multi-antenna eavesdropper (centre), multi-
eavesdroppers (right).

In a SIMO configuration, the signal is transmitted towards NB and NE antennas, at the legitimate
receiver and the eavesdropper positions, respectively. In what follows, two SIMO schemes are introduced
and motivated, depending on the precoding at the transmitter side.

4.5.3.1 Scheme 1: SIMO no precoding

4.5.3.1.1 System presentation
In that situation, Alice only spreads the useful data block and adds AN before transmission. At the
receiving side, Bob recombines the NB received signals with an MRC decoding structure. The MRC
structure that was usually implemented at the transmitter side, thanks to a TR precoding at Alice in
SISO or MISO configurations, is here implemented at the receiving side. The block diagram of the
SIMO scheme without precoding is depicted in Figure 4.9.
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S +

w

HB,NB

HB,1 +

vB,1

+

vB,NB

H̃H

B,1

H̃H

B,NB

+ SH

HE,1

HE,NE

+

vE,1

+

vE,NE

DE,1

DE,NE

+ SH

x xTR
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B
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E

DE
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Figure 4.9: SIMO-ME without precoding block diagram

In this scenario, the system is described as follow:

• S is a Q×N spreading matrix defined in (4.3) with NA = 1.

• HB =
[
HB,1, ...,HB,NB

]T is a (Q×NB)×Q SIMO channel, where each SISO subchannelHB,k, k=
1, ...,NB is a Q×Q diagonal matrix whose elements are hB,k,q ∼ CN(0,1), q = 1, ...,Q. hB,k,q
represents the qth channel coefficient between Alice single-antenna and Bob’s kth antenna.

• HE =
[
HE,1, ...,HE,NE

]T is a (Q×NE)×Q SIMO channel, where each SISO subchannelHE,k, k=
1, ...,NE is a Q×Q diagonal matrix whose elements are hE,k,q ∼ CN(0,1) , q = 1, ...,Q. hE,k,q
represents the qth channel coefficient between Alice single-antenna and Eve’s kth antenna.

• The precoding matrix P in Figure 4.3 is an identity matrix P = IQ, i.e., Alice does not precode
the transmitted data (so P does not appear in Figure 4.9).

• The channel error matrix ∆HB =
[
∆HB,1, ...,∆HB,NB

]T in (4.7) is a (Q×NB)×Q matrix where
∆HB,k (k = 1, ..NB) is diagonal matrix whose elements are ∆hB,k,q ∼ CN(0,1).

• The decoding matrix at Bob is DB = SH
∑NB
k=1 Ĥ

H

B,k, which allows him to implement an MRC
receiver.

• The decoding matrix at Eve is DE = ∑NE
k=1DE,k, whose nature depends on the handshake

procedure between Alice and Bob. DE,k, k = 1, ...,NE , is a Q×Q diagonal matrix whose elements
are dE,k,q, q = 1, ...,Q.

4.5.3.1.2 Artificial noise generation
From Figure 4.9, Alice attempts to design the AN signal such that it lies in Bob’s estimated null space:

SH
NB∑
k=1

∣∣∣∣∣∣ĤB,k
∣∣∣∣∣∣2w = Aw = 0N . (4.22)
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To do so, an SVD of A is performed, leading to:

A = SH
NB∑
k=1

∣∣∣∣∣∣ĤB,k
∣∣∣∣∣∣2 = U

(
Σ 0Q−N×Q

)(VH
1

VH
2

)
, (4.23)

where U, Σ, V1, and V2 are defined in Section 4.5.1.2. Finally, the AN signal can be expressed as:

w = V2√
U −1

w̃, (4.24)

where the normalization factor ensures a total energy per transmitted symbol of 1.

Remark 4.5: SIMO without precoding

Unlike the other communication schemes, the above SIMO scenario requires that Bob knows his
own CSI in order to implement an MRC decoder, as explained in section 4.6.3.4.

4.5.3.1.3 Received signal expressions

Received signal at Bob
From Figure 4.9 and equation (4.4), the received signal at Bob can be expressed as:

ySIMO, no precod
B =

√
αSH

NB∑
k=1

ĤH

B,kHB,kSx+
√

1−αSH
NB∑
k=1

HB,kĤ
H

B,kw+SH
NB∑
k=1

ĤH

B,kvB,k

=
√
α(1−σ)SH

NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2Sx+

√
ασSH

NB∑
k=1

HB,k∆HH
B,kSx︸ ︷︷ ︸

data

+
√

(1−α)(1−σ)SH
NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2w+

√
(1−α)σSH

NB∑
k=1

HB,k∆HH
B,kw︸ ︷︷ ︸

AN interference

+SH
NB∑
k=1

ĤH

B,kvB,k︸ ︷︷ ︸
noise

.

(4.25)

Similar to the SISO and MISO configurations, equation (4.25) shows that each transmitted data symbol
is affected by a complex gain√

α(1−σ)
U

U−1∑
i=0

NB∑
k=1
|hB,k,i|2 +

√
ασ

U

U−1∑
i=0

NB∑
k=1

hB,k,i∆hHB,k,i

at the legitimate receiver position. If Alice perfectly estimates Bob’s CSI (σ= 0), the received useful
signal power at Bob benefits from a real gain due to frequency diversity which increases with the BOR
value, and an array gain increasing with NB. Considering a fixed bandwidth, the TR focusing effect is
enhanced for higher BORs at the expense of the data rate.
From equation (4.25), some AN leaks at Bob in case of imperfect main channel state information.
Indeed, the AN interference term is given by:

√
(1−α)(1−σ)SH

NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2w+

√
(1−α)σSH

NB∑
k=1

HB,k∆HH
B,kw. (4.26)
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However, when Alice perfectly estimates Bob’s CSI, i.e., σ = 0, the AN interference term cancels out.
Indeed, when σ = 0, it comes ĤB,k = HB,k. Therefore, the AN interference term (4.26) becomes:

√
1−αSH

NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2w =

√
1−αSH

NB∑
k=1

∣∣∣∣∣∣ĤB,k
∣∣∣∣∣∣2w = 0N , (4.27)

thanks to (4.22).

Received signal at Eve(s)
At Eve(s), the received signal takes the following form:

ySIMO, no precod,D
E =

√
αSH

NE∑
k=1

DE,kHE,kSx︸ ︷︷ ︸
data

+
√

1−αSH
NE∑
k=1

DE,kHE,kw︸ ︷︷ ︸
AN interference

+SH
NE∑
k=1

DE,kvE,k︸ ︷︷ ︸
noise

, (4.28)

where the superscript D stands for the particular decoder used in a given handshake procedure.
The gain of the data component in (4.28) is given by:

√
α

U

U−1∑
i=0

NE∑
k=1

dE,k,ihE,k,i,

and depends on DE, which does not generally provide an SNR enhancement. Similar to the SISO and
MISO systems, the AN component does not generally cancel out, depending on DE. Again, since w is
generated from an infinite and random set of possibilities, even if Eve knows ∑NE

k=1HE,k and S, she
cannot estimate the AN signal to try retrieving the data.

4.5.3.2 Scheme 2: SIMO precoding

4.5.3.2.1 System presentation
The block diagram of the SIMO scheme with precoding is depicted in Figure 4.10.

S ∑NB
k=1

H̃
H

B,k√
NB

+

w

HB,NB

HB,1 +

vB,1

+

vB,NB

+ SH

HE,1

HE,NE

+

vE,1

+

vE,NE

DE,1

DE,NE

+ SH

x xTR

ySIMO,prec
B

ySIMO,prec
E

DE

DB

Figure 4.10: SIMO-ME with precoding block diagram

In a SIMO configuration, it can be interesting to somehow precode the data at the transmitter side
to further jeopardize data retrieval at Eve, as explained in chapter 6. Since Alice possesses only
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one antenna, she can estimate the sum of the subchannel components between her antenna and the
legitimate receiver’s antennas, thanks to a prior pilot sent by Bob. Therefore, she can precode the
useful data with the sum of the complex conjugate of the subchannel estimates.

The system is described as follow:

• HB =
[
HB,1, ...,HB,NB

]T is aQ×(Q×NB) SIMO channel, where each SISO subchannelHB,k, k=
1, ...,NB is a Q×Q diagonal matrix whose elements are hB,k,q ∼ CN(0,1), q = 1, ...,Q. hB,k,q
represents the qth channel coefficient between Alice single-antenna and Bob’s kth.

• HE =
[
HE,1, ...,HE,NE

]T is a Q×(Q×NE) SIMO channel, where each SISO subchannelHE,k, k=
1, ...,NE is a Q×Q diagonal matrix whose elements are hE,k,q ∼ CN(0,1) , q = 1, ...,Q. hE,k,q
represents the qth channel coefficient between Alice single-antenna and Eve’s kth antenna.

• The precoding matrix P = 1√
NB

∑NB
k=1 Ĥ

H

B,k in Figure 4.3 is a Q×Q diagonal matrix. The
scaling factor 1√

NB
ensures energy normalization at the transmitter side, i.e., it ensures a total

transmitted energy of 1 per symbol.

• The channel error matrix ∆HB =
[
∆HB,1, ...,∆HB,NB

]T in (4.7) is a Q× (Q×NB) matrix where
∆HB,k (k = 1, ..NB) is diagonal matrix whose elements are ∆hB,k,q ∼ CN(0,1).

• The decoding matrix at Bob is DB = SH , which is the despreading of dimension N ×Q.

• The decoding matrix at Eve is DE = ∑NE
k=1DE,k, whose nature depends on the handshake

procedure between Alice and Bob as detailed later on. DE,k, k = 1, ...,NE , is a Q×Q diagonal
matrix whose elements are dE,k,q, q = 1, ...,Q.

4.5.3.2.2 Artificial noise generation
From Figure 4.10, Alice intends to design an AN signal that lies in Bob’s null space as:

SH
NB∑
k=1

ĤB,kw = Aw = 0N . (4.29)

To do so, an SVD of A is performed, leading to:

A = SH
NB∑
k=1

ĤB,k = U
(
Σ 0Q−N×Q

)(VH
1

VH
2

)
, (4.30)

where U, Σ, V1, and V2 are defined in Section 4.5.1.2. Finally, the AN signal can be written as:

w = V2√
U −1

w̃, (4.31)

where the normalization factor ensures a total energy per transmitted symbol of 1.

4.5.3.2.3 Received signal expressions

Received signal at Bob
From Figure 4.10 and equation (4.4), the received signal at Bob is therefore given by:

ySIMO, precod
B =

√
α

NB
SH

NB∑
k=1

NB∑
k′=1

HB,kH̃B,k′Sx︸ ︷︷ ︸
data

+
√

1−αSH
NB∑
k=1

HB,kw︸ ︷︷ ︸
AN interference

+SH
NB∑
k=1

vB,k︸ ︷︷ ︸
noise

. (4.32)
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Similar to the SISO and MISO configurations, equation (4.32) shows that each transmitted data symbol
is affected by a complex gain

α

U

NB∑
k=1

U−1∑
i=0

(√
1−σ |hB,k,i|2 +

√
σhB,k,i∆h∗B,k,i

)
+

NB∑
k=1

NB∑
k′=1
k′ 6=k

U−1∑
i=0

(√
1−σhB,k,ihB,k′,i+

√
σhB,k,ih

∗
B,k′,i

)
at the legitimate receiver position. In addition, Bob’s kth antenna intercepts other subchannel signal
components, which is highlighted by the sum over the k′ index.
From equation (4.32), some AN leaks at Bob in case of imperfect main channel state information.
Indeed, the AN interference term is given by:

√
1−αSH

NB∑
k=1

HB,kw. (4.33)

However, when Alice perfectly estimates Bob’s CSI, i.e., σ = 0, the AN interference term cancels out.
Indeed, when σ = 0, it comes ĤB,k = HB,k. Therefore, the AN interference term (4.33) becomes:

√
1−αSH

NB∑
k=1

HB,kw =
√

1−αSH
NB∑
k=1

ĤB,kw = 0N , (4.34)

thanks to (4.29).

Received signal at Eve(s)
At Eve(s), the received signal is:

ySIMO, precod,D
E =

√
α

NB
SH

NB∑
k=1

NE∑
l=1

ĤH

B,kDE,lHE,lSx︸ ︷︷ ︸
data

+
√

(1−α)
NB

SH
NE∑
l=1

DE,lw︸ ︷︷ ︸
AN interference

+SH
NE∑
l=1

DE,lvE,l︸ ︷︷ ︸
noise

, (4.35)

where the superscript D stands for the particular decoder used in a given handshake procedure.
The gain of the data component in (4.35) is given by:

√
α

UNB

U−1∑
i=0

NB∑
k=1

NE∑
l=1

dE,l,ihE,l,ih̃
∗
B,ki,,

and depends on DE and does not generally provide an SNR enhancement due to a TR effect. Similarly,
the AN component does not generally cancel out, depending on DE. It is to be noted that, since w is
generated from an infinite and random set of possibilities, even if Eve knows ∑NB

k=1
∑NE
l=1HE,lĤ

H

B,k and
S, she cannot estimate the AN signal to try retrieving the data.

4.6 Handshake procedures

4.6.1 Time division duplexing and frequency division duplexing

The system that is considered in this study is a duplex communication system, i.e., a point-to-point
system where the different parties can communicate in both directions. In particular, time-division
duplex (TDD) and FDD communications are investigated. In a TDD communication, the users can
communicate using the whole available spectrum but at different times slots. On the opposite, an
FDD system allows users to communicate at the same time on different frequency slots, i.e., at the DL
frequency (fDL) and the UL frequency (fUL), respectively, as seen in Figure 4.11.
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Figure 4.11: TDD and FDD communication scheme

With TDD, since the channel is reciprocal, Alice can estimate Bob’s CSI with a simple pilot sent by
Bob. That is, Bob does not need to feedback his CSI to Alice. On the opposite, in FDD system, the
transmitter and the legitimate receiver communicate at different frequencies, and the UL and DL
channels are therefore different. Consequently, the legitimate receiver has to feedback his CSI to the
transmitter. In doing so, Alice obtains Bob’s CSI and implements a suitable precoder. However, at the
same time, an eavesdropper can also intercept Bob’s CSI and benefits from this knowledge. It is worth
mentioning that the pilots exchanged during handshake are sequences a priori known from Alice, Bob,
and Eve.

4.6.2 Handshake preliminaries

Before the secure data transmission begins, a handshake procedure between Alice and Bob must take
place. A handshake is a process between two nodes aiming to communicate, that generally occurs
before the actual communication starts. During handshake, both devices exchange signals in order to
agree to several rules, such as the communication protocol that will be used, or the transmission rate,
for instance. Consequently, depending on the protocol and the synchronization of the communication,
different handshake procedures between Alice and Bob may take place.

The handshake processes described below influence the amount of CSI Eve can estimate. In doing so,
Eve can adopt different decoding strategies, which therefore leads to different secrecy performance,
according to the amount of CSI she obtains. Common to all handshake procedures, Alice imperfectly
estimates Bob’s instantaneous CSI. This process depends on the division duplexing, as explained in
Sections 4.6.3 and 4.6.4. On the opposite, the worst case scenario is considered regarding Eve. That is,
it is assumed that the CSI the eavesdropper can estimate is error-free. It is also considered that the
transmitter is not aware of Eve instantaneous CSI who is considered as an external passive node of the
network that tries to eavesdrop the data.

As a reminder, the precoding matrices implemented by Alice may take the following forms:

• SISO system: P = ĤH

B .

• MISO system : P =
[
H̃H

B,1, ...,H̃
H

B,NA

]T
.

• SIMO without precoding system: P = IQ.

• SIMO with precoding system: P = 1√
NB

∑NB
k=1 Ĥ

H

B,k.
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4.6.3 TDD handshakes

All the TDD handshake procedures described below consider a block fading (BF) channel model.
That is, the main and the eavesdropper channels remain constant over a coherence interval and are
independent from one interval to another. During a coherence interval, Alice transmits a burst that is
composed of several OFDM blocks preceded or not by some pilots. Under BF assumption, two bursts
experience different fading. In other words, Alice waits a coherence interval before performing a new
channel estimation and sending a new burst, [1]. It results in an impossibility for Eve to learn some
parameters from the communication, such as the AN variance, since Bob’s channel varies between each
sent burst. It has to be noted that, since the AN signal only depends on the main channel, it can
generated at each new transmitted burst or at each new OFDM block. Generating the AN at each
new burst is more power efficient compared to each new OFDM block, but it introduces less randomness.

Common to all procedures in TDD considered in this section, Bob first sends to Alice an unprecoded
pilot. Therefore, Alice is able to estimate Bob’s channel. The unprecoded pilot sent by Bob also allows
Eve to perfectly estimate HBE, which is of no help for her. Indeed, the received signal expressions at
Eve, depending on the system configuration, and given by (4.14), (4.21), (4.28), and (4.35), do not
depend on the channel between Bob and Eve. Then, Alice has four ways to initiate the communication.
The fourth handshake procedure is specific to the SIMO without precoding system as explained in
section 4.6.3.4.

4.6.3.1 Handshake procedure 1: SDS decoder

In this scenario, Alice sends an OFDM burst only composed of precoded data. Eve therefore cannot
estimate any communication parameter. Indeed, since no unprecoded (resp. precoded) pilot is
transmitted by Alice, Eve is not able to estimate her channel (resp. her equivalent channel due to
the precoding performed by Alice). In addition, under BF assumption, the channel changes between
two subsequent transmitted OFDM bursts. This prevents Eve from learning her own channel, or her
equivalent channel, as well as the AN variance. The scenario is shown in Figure 4.12.

Alice Bob Eve Eve’s knowledgeAlice’s knowledge

unp
reco

ded
pilo

t unprecoded pilot

Bob-to-Eve channelBob’s estimated channel

precoded data

precoded data

time time time

Figure 4.12: BF TDD communication, handshake procedure 1 (SDS decoder)

Having no useful information about the communication between Alice and Bob, Eve is bound to
perform the same decoding structure (SDS) as Bob. The decoding matrix implemented by Eve is thus
given by:

DSDS
E = SH

NE∑
k=1

IQ. (4.36)

It is to be noted that, even if different handshake procedures are used where Eve can acquire useful
CSI as seen in the following sections, she might still be bound to use the simple decoder in equation
(4.36). Indeed, this situation can occur if Eve is a node of the same network as the legitimate receiver,
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i.e., she has the same capabilities as Bob. She therefore may not have the resources to reconfigure her
physical layer features, and is bound to perform (4.36).

4.6.3.2 Handshake procedure 2: OC decoder

If Alice sends an OFDM burst composed of an unprecoded pilot prior to precoded data, as shown in
Figure 4.13, Eve is then able to perfectly estimate her own channel. However, since a BF channel
model is considered, Eve cannot learn some communication parameters such as her equivalent channel,
or the AN variance. She therefore cannot do better but to implement a decoding structure that takes
benefit of her own channel (OC) knowledge.

Alice Bob Eve Eve’s knowledgeAlice’s knowledge

unp
reco

ded
pilo

t unprecoded pilot

Bob-to-Eve channelBob’s estimated channel

unprecoded pilot

unprecoded pilot

Own channel

precoded data

precoded data

time time time

Figure 4.13: BF TDD communication, handshake procedure 2 (OC decoder)

Eve’s OC decoder takes the following form depending on the system configuration.

• In a SISO system (see Figure 4.5), Eve decodes the data thanks to:

DOC
E = SH

NE∑
k=1

HH
E,k. (4.37)

• In a MISO system (see Figure 4.7), Eve decodes the data thanks to:

DOC
E = SH

NA∑
k=1

NE∑
l=1

HH
E,lk. (4.38)

• In a SIMO with precoding system (see Figure 4.10), Eve decodes the data thanks to:

DOC
E = SH

NE∑
k=1

HH
E,k. (4.39)

4.6.3.3 Handshake procedure 3: MRC decoder

If Alice sends an OFDM burst composed of a precoded pilot prior to precoded data, as depicted
in Figure 4.14, Eve is then able to perfectly estimate her equivalent channel due to the precoding
at Alice. Since a BF channel model is assumed, Eve cannot learn the AN variance. However, the
eavesdropper is able to implement an MRC decoding structure. This decoding structure fully benefits

Sidney Golstein



69 CHAPTER 4. SYSTEM MODELS, SCENARIOS, AND HANDSHAKE PROCEDURES

from Eve’s equivalent channel knowledge, which is a term that arises in the expressions of the received
sequences (4.14), (4.21), and (4.35).

Alice Bob Eve Eve’s knowledgeAlice’s knowledge

unp
reco

ded
pilo

t unprecoded pilot

Bob-to-Eve channelBob’s estimated channel

precoded pilot

precoded pilot

Equivalent channel

precoded data

precoded data

time time time

Figure 4.14: BF TDD communication, handshake procedure 3 (MRC decoder)

Eve’s MRC decoder takes the following form depending on the system configuration:

• In a SISO system (see Figure 4.5), Eve decodes the data thanks to:

DMRC
E = SH

NE∑
k=1

ĤBHH
E,k. (4.40)

• In a MISO system (see Figure 4.7), Eve decodes the data thanks to:

DMRC
E = SH

NA∑
k=1

NE∑
l=1

ĤB,kHH
E,lk. (4.41)

• In a SIMO with precoding system system (see Figure 4.10), Eve decodes the data thanks to:

DMRC
E = SH 1√

NB

NB∑
k=1

NE∑
l=1

ĤB,kHH
E,l. (4.42)

4.6.3.4 Handshake procedure 4: SIMO without precoding

This scenario considers a SIMO without precoding configuration, and is presented in Figure 4.15.
The unprecoded pilot sent by Bob to Alice allows her to estimate ∑NB

k=1 ĤB,k, which is useful to design
the AN signal. It also allows Eve to perfectly estimate the channel between her and Bob, which is
of no help. However, since Alice does not implement a precoding of the useful data, Bob must have
the knowledge of his own CSI in order to implement an MRC receiver. This is possible only if Alice
sends an unprecoded pilot to Bob, which also allows Eve to perfectly estimate her own CSI. Finally,
Alice sends unprecoded data to Bob. Since a BF channel model is assumed, Eve cannot learn the
AN variance. From that, she only takes benefits of her own CSI knowledge to implement an MRC
decoding structure. She therefore decodes the data thanks to (see Figure 4.9) :

DMRC
E = SH

NE∑
k=1

HH
E,k. (4.43)
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Alice Bob Eve Eve’s knowledgeAlice’s knowledge
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t unprecoded pilot

Bob-to-Eve channelBob’s estimated channel

unprecoded pilot

unprecoded pilot

Own channel

unprecoded data

unprecoded data

time time time

Figure 4.15: BF TDD communication, handshake procedure 4 (SIMO without precoding)

Notation 4.2

To lighten the notations, the subscripts SISO, MISO, SIMO precod, and SIMO no precod are
voluntarily omitted when considering Eve’s decoding matrix DE. For example, Eve’s decoding
matrix when a MRC decoder is implemented in a MISO-ME system should have been written
DMRC

E,MISO but is instead written DMRC
E . For clarity, the system configuration (SISO, MISO, SIMO

with or without precoding) is always stated so that there is no ambiguity for the reader.

4.6.4 FDD handshakes

Two handshake procedures are presented in FDD configurations depending on whether a BF channel
model, or a slow fading (SF) channel model is considered. In an SF environment, Eve acquires sufficient
statistics from different communications parameters, and could therefore learn these parameters, such
as the AN variance for instance.

Common to both FDD protocols, Alice has to know Bob’s DL CSI in order to design the AN signal
and the FD TR precoder. The handshake procedures, shown in Figure 4.16 and 4.17, can be described
as follows:

• Alice first initiates the communication by transmitting an unprecoded pilot, at f = fDL.

1. It allows Bob to estimate his DL CSI (ĤB).
2. It allows Eve to perfectly know of her DL CSI (HE).

• Knowing his estimated DL CSI, Bob feedbacks it to Alice, at f = fUL.

1. Alice therefore knows Bob’s DL CSI and is able to implement the TR precoder, at f = fDL.
2. However, because Bob feedbacks his estimated DL CSI, Eve intercepts it and can therefore

perfectly know ĤB. With ĤB and HE, Eve has the knowledge of ĤH

BHE.

• Alice finally sends precoded data to Bob at f = fDL.
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1. In a BF configuration, Eve cannot learn the AN variance and is limited to the knowledge of
ĤB, HE, and ĤH

BHE, as depicted in Figure 4.16. She then can implement the following
AN killer decoder:

DAN killer
E = ĤBH−1

E . (4.44)

Replacing (4.44) in the expression of the received signal in a SISO configuration, i.e., in
equation (4.14), shows that the AN killer allows Eve to put the AN component in her null
space. In doing so, the received signal at Eve is no more impacted by the AN. However,
it also shows that the decoder amplifies the AWGN, especially when Eve is in deep fade.
These effects are detailed in chapter 5.

2. Furthermore, in an SF configuration, since Alice sends multiple precoded data blocks without
performing a new channel estimation, Eve could learn the AN variance σ2

AN, as depicted in
Figure 4.17. She can therefore implement a linear minimum mean square error (LMMSE)
decoder as:

DLMMSE
E =

√
αΓHE

(
αΓEΓHE + (1−α) ||HE||2σ2

ANIQ+σ2
EIQ

)−1
, (4.45)

where ΓE = ĤH

BHES. The LMMSE decoder implements a trade-off between suppressing
the AN and amplifying the AWGN at Eve.

Alice Bob Eve Eve’s knowledgeAlice’s knowledge

unprecoded pilot

unprecoded pilot

Own channel: HE

DL
CSI

DL CSI

ĤB Bob’s channel : ĤB

⇒ Equivalent channel: ĤH

BHE
precoded data

precoded data

time time time

Figure 4.16: FDD handshake procedure: Block-fading (AN killer)
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Alice Bob Eve Eve’s knowledgeAlice’s knowledge

unprecoded pilot

unprecoded pilot

Own channel : HE

DL
CSI

DL CSI

ĤB Bob’s channel : ĤB

⇒ Equivalent channel : ĤH

BHE
precoded data

precoded data

precoded data

precoded data

AN variance: σ2
AN

time time time

Figure 4.17: FDD handshake procedure: Slow-fading (LMMSE)
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4.6.5 Handshake summary

Tables 4.1 and 4.2 summarize the different handshake procedures as a function of the system configura-
tions in TDD and FDD environments, respectively.
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Ĥ

B
H
H E
,k

D
M
R
C

E
=
SH

∑ N A k=
1
∑ N E l=

1
Ĥ
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Table 4.1: TDD handshake protocols summary

Scenarios SISO

FDD :
AN killer
decoder

Figure Figure 4.16
Fading block fading

OFDM burst
unprecoded pilot

+
precoded data

Decoding matrix DAN killer
E = ĤBH−1

E

FDD :
LMMSE
decoder

Figure Figure 4.17
Fading slow fading

OFDM burst
unprecoded pilot

+
multiple precoded data

Decoding matrix DLMMSE
E =

√
αΓHE

(
αΓEΓHE + (1−α) ||HE||2σ2

ANIQ+σ2
EIQ

)−1

Table 4.2: FDD handshake protocols summary
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4.7 Conclusions
This chapter presents the different system models that are studied throughout this work.

The design of the investigated PLS scheme is first motivated. In particular, the FD TR channel-based
adaptation scheme is justified by the fact the TR precoding offers intrinsic anti-eavesdropping abilities.
In addition, the FD implementation of TR makes this scheme compatible with existing standards, such
as in 5G or LTE networks. Moreover, this implementation introduces frequency diversity, which is
therefore suitable for AN injection.

It has been stated in chapter 3 that a perfect knowledge of the main CSI at the transmitter cannot be
obtained in practical scenarios. Consequently, an imperfect main CSI is considered and it is assumed
that the misestimate arises from noisy pilots estimation at the transmitter side. This chapter 4
introduces the model of CSI error.

Furthermore, chapter 3 outlined that the eavesdropper’s capabilities to decode the data are not well
discussed in the literature. Eve’s capabilities depend on the amount of knowledge she can acquire
from the communication, which is influenced by the handshake procedures between Alice and Bob.
For that reason, practical handshake procedures are considered in this study, leading to different
decoding structures that can be implemented by Eve. The handshake procedures, both in TDD and
FDD configurations, are detailed in this chapter 4. In addition, several system’s configurations are
investigated, namely, SISO, MISO, and SIMO systems. Eve’s decoding matrices for all scenarios are
given allowing chapters 5 and 6 to derive closed-form approximations of the communication’s ergodic
secrecy rate for all investigated system configurations. Therefore, the advantages and limitations of
the different handshake procedures can be assessed in these chapters.
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The first part of this chapter (single-eavesdropper) is based on the results derived from the Journal
Article [149] under minor reviewing in IEEE Access, and from the Conference paper [56]. The second
part of this chapter (multi-eavesdropper) is based on the Letter [150] in preparation.

5.1 Introduction

This chapter presents the security performance of the SISO system, i.e., both Alice and Bob are
equipped with a single antenna. Throughout this chapter, this SISO configuration is considered in the
presence of a single-antenna passive eavesdropper, i.e., SISO-SE system (section 5.3), or a multi-antenna
passive eavesdropper(s), i.e., SISO-ME system (section 5.4).

Chapter 4 has highlighted that, depending on the handshake procedure between Alice and Bob, Eve
may acquire different amount of CSI knowledge, leading to different security performances. The
implication of the handshake procedure is not well studied in the literature, as observed in chapter 3.
In this work, it is considered that Eve perfectly estimates the CSI she obtains from the handshake.
From that, depending on the handshake procedures in TDD systems, described in section 4.6.3, a
closed-form expression of the communication ergodic secrecy rate (ESR) is derived. It allows the
transmitter to design its communication parameters in order to a-priori know the secure rate over
which communicate with the legitimate receiver. The data leakage is also investigated. In addition, the
ESR performances of the FDD handshake procedures, described in section 4.6.4, are also assessed.
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5.2 Assumptions

As a reminder, the dimensions and the nature of the matrices in a SISO system are given in section
4.5.1. The block diagram of a SISO-ME communication is shown in Figure 4.5. Throughout this
chapter 5, several assumptions are undertaken:

• There are Q subcarriers per OFDM block, with a BOR of U , and N =Q/U data symbols are
transmitted per OFDM block.

• Alice possesses NA = 1 antenna.

• Bob possesses NB = 1 antenna.

• Eve possesses NE = 1 antenna in a SISO-SE configuration, or NE > 1 antennas in a SISO-ME
configuration.

• No frequency correlation amongst Bob’s subcarriers is assumed, i.e., hB,i ⊥⊥ hB,j ∀i 6= j, i =
1...Q, j = 1...Q.

• In a SISO-SE configuration, no frequency correlation amongst Eve’s subcarriers is assumed, i.e.,
hE,i ⊥⊥ hE,j ∀i 6= j, i= 1...Q, j = 1...Q.

• In a SISO-ME configuration, no frequency correlation amongst Eve’s subcarriers nor spatial
correlation between Eve’s antennas is assumed, i.e., hE,ki ⊥⊥ hE,lj ∀(i,k) 6= (j, l), i, j = 1...Q,∀k, l=
1...NE .

• No spatial correlation between Bob’s antenna and Eve’s antenna(s) is assumed, i.e., hB,i ⊥⊥
hE,kj ∀i, j, ∀k = 1...NE .

• No frequency correlation amongst the estimated error’s subcarriers made by Alice and Bob’s
subcarriers is assumed, i.e., hB,i ⊥⊥∆hB,j ∀i, j = 1...Q.

• No frequency correlation amongst the estimated error’s subcarriers made by Alice is assumed,
i.e., ∆hB,i ⊥⊥∆hB,j ∀i 6= j, i= 1...Q, j = 1...Q.

The uncorrelated frequency assumption is justify by the fact that, thanks to the design of the spreading
matrix, the U subcarriers composing one symbol are spaced by N =Q/U subcarriers. If this distance
is larger than the coherence bandwidth of the channel, two components of a transmitted symbol
experience uncorrelated fading, which usually occurs in rich multipath environments, or thanks to
flexible numerology, for instance. The uncorrelated spatial assumption between Bob and Eve holds
as soon as Bob and Eve are spaced by more than a few wavelengths, depending on the environment.
The same holds in what concern the uncorrelated spatial assumption between Eve’s antennas. The
uncorrelated channel errors assumption holds if the subcarriers are not correlated. It is finally assumed
that the noise is white in the frequency domain.

The communication parameters used to study the SISO system are given in Table 5.1:
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Symbol Description Value
α Ratio between the useful and the total signal power. α ∈ [0,1]
σ CSI estimation error variance. σ ∈ [0,1]
σdB CSI estimation error variance in dB. σdB ∈ R−
ε Fraction of outage. ε ∈ [0,1]
∆ Targeted ergodic secrecy rate in bit/channel use. ∆ ∈ R+

Q # of OFDM subcarriers. Q= 256
U Spreading factor. U = 2n, n ∈ {2,4,8,16,32}
N # of symbols per OFDM block. N =Q/U

NA # of antenna at Alice. NA = 1
NB # of antenna at Bob. NB = 1
NE # of antenna(s) at Eve. NE ≥ 1

Table 5.1: SISO communication parameters

5.3 Single-Input Single-Output Single-Eavesdropper

5.3.1 Preliminaries

The expressions of the received signals at Bob and Eve’s positions, the decoding structures implemented
at Eve, as well as the AN generation condition, were given in chapter 4 and are also given in this
section to facilitate the reader’s understanding.

Received signal expressions
From Chapter 4, in a SISO-SE situation, the received signal at Bob is given by (see equation (4.11)):

ySISOSE
B =

√
α(1−σ)SH ||HB||2Sx+

√
ασSHHB∆HH

BSx+
√

1−αSHHBw+SHvB, (5.1)

where S (respectively (SH) is the spreading (respectively) the despreading matrix, HB is Bob’s channel,
∆HB is Bob’s error matrix, x is the data vector, w is the AN vector, and vB is the noise vector at Bob.
At Eve, replacing NE = 1 in equation (4.14) to obtain the correspond the single-eavesdropper scenario,
the received signal is expressed as:

ySISOSE,D
E =

√
αSHDEHEĤ

∗
BSx+

√
1−αSHDEHEw+SHDEvE, (5.2)

where DE is a Q×Q decoding matrix performed at Eve whose nature depends on the handshake
protocol between the transmitter and the legitimate receiver, ĤB =

√
σHB +

√
1−σ∆HB is Bob’s

channel estimated by Alice, HE is Eve’s channel, and vE is the noise vector at Eve.

Decoding structures at Eve
To obtain the expressions of the decoding structures at Eve when a SISO-SE configuration is considered,
one has to set the number of Eve’s antenna to NE = 1 in the decoder’s expressions given in Sections
4.6.3 and 4.6.4.

TDD handshake procedure 1: same decoding structure (SDS) decoder.
Eve is only able to know HBE which is of no help. She implements the same decoding structure as
Bob:

DSDS
E = SH . (5.3)

TDD handshake procedure 2: own channel (OC) decoder.
Eve implements a decoding structure that takes benefit from her own channel knowledge:

DOC
E = SHHH

E . (5.4)
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TDD handshake procedure 3: matched filter (MF) decoder.
Eve can access to the knowledge of her equivalent channel. She implements a MF decoding structure,
which is equivalent to the MRC decoder in the case of single-antenna receiver:

DMF
E = SHĤBHH

E . (5.5)

FDD handshake procedure, block-fading channel: AN killer decoder.
Eve has the knowledge of ĤB, HE, and ĤH

BHE. She implements a decoder that aligns the AN in her
null space:

DAN killer
E = ĤBH−1

E . (5.6)
FDD handshake procedure, slow-fading channel: LMMSE decoder.
Eve has the knowledge of ĤB, HE, Ĥ

H

BHE, and the AN variance σ2
AN. She implements a LMMSE

decoder (see Appendix B.1 for the derivation):

DLMMSE
E =

√
αΓHE

(
αΓEΓHE + (1−α) ||HE||2σ2

ANIQ+σ2
EIQ

)−1
, (5.7)

where ΓE = ĤH

BHES.

AN generation
In a SISO-SE configuration, the AN is generated such that:

SHĤBw = 0N . (5.8)

5.3.2 Ergodic secrecy rate modeling

To evaluate the degree of secrecy in a PLS communication, the ergodic secrecy capacity (ESC) is often
considered, defined as the expectation of the secrecy capacity (SC). As explained in chapter 2, the SC is
the maximum achievable transmission rate that can be supported by the main channel, i.e., reliability
at Bob, while ensuring the impossibility for the eavesdropper to retrieve the data, i.e., secrecy against
Eve, [151]. The ESC is given by:

CS = E
[
[log2 (1 +γB)− log2 (1 +γE)]+

]
, (5.9)

where [x]+ = max(x,0), γB and γE being respectively the instantaneous SINRs at Bob and Eve’s
positions. In this work, the ESR is used as a metric. It was shown in [152], Lemma 1, that an achievable
ESR, i.e., a positive rate smaller than or equal to the ESC, is given by:

RS =
[
E [log2(1 +γB)− log2(1 +γE)]

]+
(5.10a)

⇔RS ≈ [log2(1 +E [γB])− log2(1 +E [γE ])]+ . (5.10b)

Expression (5.10b) is the ESR for the whole OFDM block. Keeping into account the spreading effect,
the ESR per transmitted symbol xn is derived by defining γB,n (resp. γE,n) as Bob (resp. Eve)
instantaneous SINR for a particular transmitted symbol n:

RS,n ≈
1
U

[log2(1 +E [γB,n])− log2(1 +E [γE,n])]+ , (5.11)

where 1
U represents the rate decrease due to the spreading. As a reminder, to implement a TR precoder

in the FD, N data symbols are first spread by a factor U and then sent over one OFDM block of
Q = NU subcarriers. Each data symbol is transmitted via U different subcarriers. At the receiver,
the symbol components are despread, i.e., the U components of each symbol are summed together.
Therefore, only N =Q/U different data symbols are transmitted within one OFDM block, such that it
is convenient to take the spreading effect into account via the 1

U factor.
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Remark 5.1: Rough estimation of effective secrecy rate

The secrecy rate is defined in bit per channel use in this manuscript, i.e., in bit per input symbol
into the channel. It is interesting to compute the effective secrecy rate in bit per second.

In this work, it is considered that, between two successive channel uses, the channel is uncorrelated
in time/frequency. Alice can only use the channel in time/frequency at intervals longer than the
channel coherence time/channel coherence bandwidth. Otherwise, Eve could be able to estimate
some communication parameters based on large statistics. This very stringent condition strongly
decreases the effective secrecy rate.

As an example, in LTE-A, the channel bandwidth can be up to 100MHz.
A typical delay spread in suburban area is about Tm = 0.5µs, which corresponds to a coherence
bandwidth of:

(∆f)c ≈
1

2πTm
≈ 320 kHz.

Therefore, approximatively 100 . 106

320 . 103 ≈ 300 channel uses can be supported at a time.
If the channel coherence time is 100ms, Alice can access the channel 10 times per second.

Consequently, a secrecy rate of 1 bit per channel use corresponds to an effective secrecy rate of
roughly:

Rs ≈ 1×300×10 = 3 kbit/s.

This example shows that the investigated scheme is suited for ultra low data rate ultra secure
communications.

From equation (5.11), one can state that analytic expressions of Bob and Eve’s ergodic signal-to-
interference-plus-noise ratios (ESINRs) must be derived in order to obtain a closed-form approximation
of the communication ESR, which is the aim of next sections 5.3.2.1 and 5.3.2.2 for TDD handshake
procedures.

Remark 5.2: ESINR definition

In this manuscript, the ESINR at Bob/Eve, for a particular investigated scenario, is defined as
the expected value of the ratio between the energy of the data component of the received signal
at Bob/Eve, and the energy of the noise plus the interference components of the received signal
at Bob/Eve.

5.3.2.1 Bob’s ergodic SINR

At Bob, a despreading operation is performed. From (5.1), the ESINR is given by:

E
[
γSISOSE
B

]
= E


∣∣∣BSISOSE

1

∣∣∣2∣∣BSISOSE
2 +BSISOSE

3
∣∣2
 , (5.12)

with:

BSISOSE
1 =

√
α(1−σ)SH ||HB||2Sx+

√
ασSHHB∆HH

BSx,

BSISOSE
2 = SHvB,

BSISOSE
3 =

√
1−αSHHBw,

(5.13)
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being respectively the data, noise, and AN components of the received signal at Bob. From 5.12, an
approximation of the ESINR of the nth symbol is:

E
[
γSISOSE
B,n

]
= E


∣∣∣BSISOSE

1,n

∣∣∣2∣∣∣BSISOSE
2,n +BSISOSE

3,n

∣∣∣2
≈ E

[∣∣∣BSISOSE
1,n

∣∣∣2]E
 1∣∣∣BSISOSE

2,n +BSISOSE
3,n

∣∣∣2


≈
E
[∣∣∣BSISOSE

1,n

∣∣∣2]
E
[∣∣∣BSISOSE

2,n +BSISOSE
3,n

∣∣∣2] =
E
[∣∣∣BSISOSE

1,n

∣∣∣2]
E
[∣∣∣BSISOSE

2,n

∣∣∣2]+E
[∣∣∣BSISOSE

3,n

∣∣∣2] ,
(5.14)

where BSISOSE
1,n , BSISOSE

2,n , and BSISOSE
3,n are respectively the data, noise, and AN (i.e., interference) nth

symbol components of the received signal at Bob’s position, when a SISO-SE system is considered. It
is assumed that the data, noise, and AN symbol components are mutually independent.

Notation 5.1

To lighten the notations, the superscripts SISOSE and SISOME are omitted in the following of
this chapter. For clarity, the system configuration (SISO-SE or SISO-ME) will always be stated
so that there is no ambiguity for the reader. If needed, the superscripts will be denoted.

From (5.13), the received components at Bob are:

B1,n =
√
α(1−σ)
U

U−1∑
i=0
|hB,i|2 +

√
ασ

U

U−1∑
i=0

hB,i∆h∗B,i (5.15a)

B2,n = 1√
U

U−1∑
i=0

vB,i (5.15b)

B3,n =
√

1−α
U

U−1∑
i=0

hB,iwi. (5.15c)

As detailed in Appendices B.2.1, B.2.2, and B.2.3, the components can respectively be derived as:

E
[
|B1,n|2

]
= α [(U + 1)(1−σ) +σ]

U
(5.16a)

E
[
|B2,n|2

]
= σ2

B (5.16b)

E
[
|B3,n|2

]
= (1−α)σ

U
, (5.16c)

where Bob’s noise variance is defined as:

σ2
B = 1

UδB
, (5.17)

where δB is the SNR at Bob in linear scale, and 1/U is the received energy per symbol component.

Remark 5.3: SNR definition

In this manuscript, the SNR at Bob/Eve is defined as the ratio between the energy of the received
symbol component at Bob/Eve, i.e., data component plus AN component (equal to 1/U), and the
energy of the noise component at Bob (respectively, Eve), which equals to σ2

B (respectively, σ2
E).
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Introducing (5.16a), (5.16b), and (5.16c) into (5.14), the per-symbol approximated ESINR at Bob in a
SISO-SE system configuration is given by:

E [γB,n]≈ α [(U + 1)(1−σ) +σ]
Uσ2

B + (1−α)σ . (5.18)

The approximated ergodic capacity (EC) at Bob is therefore expressed as:

CB ≈ log2 (1 +E [γB,n]) = log2

(
1 + α [(U + 1)(1−σ) +σ]

Uσ2
B + (1−α)σ

)
(5.19)

Figure 5.1 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈB)
with the approximated EC at Bob (CB) given in (5.19), for different spreading factor values and CSI
estimation errors made at Alice, and at SNR δB = 10dB. The exact EC is found by Monte Carlo
simulations (100.000 realizations of the instantaneous capacity), and is given by:

ĈB = E [log2 (1 +γB,n)] (5.20)

Figure 5.1: Comparison between approximated EC and exact EC at Bob, δB = 10dB, 100.000 realizations

From Figure 5.1, it can be observed that the approximated EC (5.19) is very close to the exact EC
(5.20). It is therefore used as a closed-form expression for the rest of this study.

5.3.2.2 Eve’s ergodic SINR

The derivation of the ESINR at the eavesdropper is conducted in this section for the three investigated
decoding structures, coming from the TDD handshakes. Depending on the decoder, the ESINR is
given by:

E
[
γDE

]
= E


∣∣∣ED

1

∣∣∣2∣∣ED
2 +ED

3
∣∣2
 , (5.21)
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with ED
1 , ED

2 , and ED
3 respectively being the data, noise, and AN components of the received signal at

Eve. From 5.21, an approximation of the ESINR of the nth symbol is:

E
[
γDE,n

]
= E


∣∣∣ED

1,n

∣∣∣2∣∣∣ED
2,n+ED

3,n

∣∣∣2
≈ E

[∣∣∣ED
1,n

∣∣∣2]E
 1∣∣∣ED

2,n+ED
3,n

∣∣∣2


≈
E
[∣∣∣ED

1,n

∣∣∣2]
E
[∣∣∣ED

2,n+ED
3,n

∣∣∣2] =
E
[∣∣∣ED

1,n

∣∣∣2]
E
[∣∣∣ED

2,n

∣∣∣2]+E
[∣∣∣ED

3,n

∣∣∣2] ,
(5.22)

where ED
1,n, ED

2,n, and ED
3,n are respectively the data, noise, and AN (i.e., interference) nth symbol

components of the received signal at Eve’s position, depending on the investigated scenario, when a
SISO-SE system is considered. It is assumed that the data, noise, and AN symbol components are
mutually independent.

TDD handshake procedure 1: same decoding structure decoder
When Eve implements the SDS decoder, by replacing (5.3) in (5.2), the received signal becomes:

ySDS
E =

√
αSHHEĤ

H

BSx+
√

1−αSHHEw+SHvE. (5.23)

The received nth symbol components can be expressed as:

ESDS
1,n =

√
α

U

U−1∑
i=0

hE,iĥ
∗
B,i (5.24a)

ESDS
2,n = 1√

U

U−1∑
i=0

vE,i (5.24b)

ESDS
3,n =

√
1−α√
U

U−1∑
i=0

hE,iwi. (5.24c)

As detailed in B.3.1.1, B.3.1.2, and B.3.1.3, the expected energy of the components are respectively
given by:

E
[
|ESDS

1,n |2
]

= α

U
(5.25a)

E
[
|ESDS

2,n |2
]

= σ2
E (5.25b)

E
[
|ESDS

3,n |2
]

= 1−α
U

. (5.25c)

Eve’s noise variance is defined as:
σ2
E = 1

UδE
, (5.26)

where δE is the SNR at Eve in linear scale, and 1/U is the received energy per symbol component.
Since it is assumed that Eve perfectly estimates the amount of CSI she can obtain from the handshake
procedure, she is not impacted by the precoding error made by Alice, i.e., there is no dependency in σ
in (5.25a), (5.25b), and (5.25c).
Introducing (5.25a), (5.25b), and (5.25c) into (5.22), the per-symbol approximated ESINR when Eve
implements a SDS decoder, in a SISO-SE system configuration, is given by:

E
[
γSDS
E,n

]
≈ α

Uσ2
E + (1−α) . (5.27)

The approximated EC at Eve when a SDS decoder is implemented is therefore expressed as:

CSDS
E ≈ log2

(
1 +E

[
γSDS
E,n

])
= log2

(
1 + α

Uσ2
E + (1−α)

)
(5.28)
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Figure 5.2 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈSDS
E )

obtained by simulation, with the approximated EC at Eve (CSDS
E ) given in (5.28), for different spreading

factor values and CSI estimation errors made at Alice, and at SNR δE = 10dB. The exact EC is
obtained by Monte Carlo simulations (100.000 realizations) as:

ĈSDS
E = E

[
log2

(
1 +γSDS

E,n

)]
(5.29)

Figure 5.2: Comparison between approximated EC and exact EC at Eve, SDS decoder, δE = 10dB, 100.000 realizations

From Figure 5.2, it can be observed that the approximated EC (5.28) is very close to the exact EC
(5.29). It is therefore used as a closed-form expression for the rest of this study. As anticipated, the
EC is not impacted by the main channel misestimate made by Alice. In addition, one can observe the
little impact the BOR has on the value of the capacity. This can be understood from (5.28) where the
BOR only influences the AWGN variance, which is generally a small quantity.

TDD handshake procedure 2: own channel decoder
When Eve implements the OC decoder, by replacing (5.4) in (5.2), the received signal becomes:

yOC
E =

√
αSH ||HE||2 Ĥ

H

BSx+
√

1−αSH ||HE||2w+SHHH
EvE. (5.30)

The received nth symbol components can be expressed as:

EOC
1,n =

√
α

U

U−1∑
i=0
|hE,i|2 ĥ∗B,i (5.31a)

EOC
2,n = 1√

U

U−1∑
i=0

h∗E,ivE,i (5.31b)

EOC
3,n =

√
1−α√
U

U−1∑
i=0
|hE,i|2wi. (5.31c)

As detailed in B.3.2.1, B.3.2.2, and B.3.2.3, the expected energy of the components can respectively be
expressed as:

E
[
|EOC

1,n |2
]

= 2α
U

(5.32a)

E
[
|EOC

2,n |2
]

= σ2
E (5.32b)

E
[
|EOC

3,n |2
]

= 2(1−α)
U

. (5.32c)
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As for the SDS decoder, Eve is not impacted by the CSI estimation error made by Alice.
Introducing (5.32a), (5.32b), and (5.32c) into (5.22), the per-symbol approximated ESINR when Eve
implements an OC decoder, in a SISO-SE system configuration, is given by:

E
[
γOC
E,n

]
≈ α

Uσ2
E

2 + (1−α)
. (5.33)

The approximated EC at Eve when a SDS decoder is implemented is therefore expressed as:

COC
E ≈ log2

(
1 +E

[
γOC
E,n

])
= log2

1 + α
Uσ2

E
2 + (1−α)

 (5.34)

Figure 5.3 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈOC
E )

obtained by simulation, with the approximated EC at Eve (COC
E ) given in (5.34), for different spreading

factor values and CSI estimation errors made at Alice, and at SNR δE = 10dB.

From Figure 5.3, it can be observed that the approximated EC (5.34) is very close to the exact EC
obtained by Monte Carlo simulations (100.000 realizations). It is therefore used as a closed-form
expression for the rest of this study. Similarly to the SDS scenario, the EC is not impacted by the
main channel misestimate made by Alice, and the BOR value does not influence much the capacity. In
addition, one can observe that (5.34) is very similar to (5.28). In particular, (5.34) leads to slightly
higher SINR values at Eve than (5.28), especially at high σ2

E and when α→ 1, i.e., when Eve is
equipped with a low-noise hardware, and when the majority of the energy sent is dedicated for data
transmission. Relatively low performances at Eve are expected with these decoding structures since
these decoders do not allow to coherently sum up the received symbol components when despreading.
No frequency diversity gain is consequently achieved, leading to sub-optimal decoding performances.

Figure 5.3: Comparison between approximated EC and exact EC at Eve, OC decoder, δE = 10dB, 100.000 realizations

TDD handshake procedure 3: matched filter decoder
When Eve implements the MF decoder, by replacing (5.5) in (5.2), the received signal becomes:

yMF
E =

√
αSH ||HE||2

∣∣∣∣∣∣ĤB
∣∣∣∣∣∣2Sx+

√
1−αSHĤB ||HE||2w+SHHEĤBvE. (5.35)
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The received nth symbol components can be expressed as:

EMF
1,n =

√
α

U

U−1∑
i=0
|hE,i|2

∣∣∣ĥB,i∣∣∣2 (5.36a)

EMF
2,n = 1√

U

U−1∑
i=0

h∗E,iĥB,ivE,i (5.36b)

EMF
3,n =

√
1−α√
U

U−1∑
i=0

ĥB,i |hE,i|2wi. (5.36c)

As detailed in B.3.3.1, B.3.3.2, and B.3.3.3, the expected energy of the components can respectively be
expressed as:

E
[
|EMF

1,n |2
]

= α(U + 3)
U

(5.37a)

E
[
|EMF

2,n |2
]

= σ2
E (5.37b)

E
[
|EMF

3,n |2
]

= 1−α
U + 1 . (5.37c)

As for the the other decoding structures, Eve is not impacted by the CSI estimation error made by
Alice.
Introducing (5.37a), (5.37b), and (5.37c) into (5.22), the per-symbol approximated ESINR when Eve
implements a MF decoder, in a SISO-SE system configuration, is given by:

E
[
γMF
E,n

]
≈

αU+3
U

σ2
E + 1−α

U+1
. (5.38)

It can be outlined that the numerator in (5.38) is about U times larger than in (5.27) and (5.33). This
is due to the fact that, when Eve implements an MF decoder, she benefits from a frequency diversity
gain U . The approximated EC at Eve when an MF decoder is implemented is therefore expressed as:

CMF
E ≈ log2

(
1 +E

[
γMF
E,n

])
= log2

(
1 +

αU+3
U

σ2
E + 1−α

U+1

)
(5.39)

Figure 5.4 shows the accuracy of the approximation on the EC, by comparing the exact obtained
by Monte Carlo simulations (100.000 realizations), with the approximated EC at Eve (CMF

E ) given
in (5.39), for different spreading factor values and CSI estimation errors made at Alice, and at SNR
δE = 10dB.

Figure 5.4: Comparison between approximated EC and exact EC at Eve, MF decoder, δE = 10dB, 100.000 realizations
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As anticipated, it can be observed from Figure 5.4 that the implementation of an MF decoder at Eve
increases the EC compared to when she uses the SDS or the OC decoders. From that, higher decoding
performances are expected at Eve, i.e., lower secrecy performances, when she decodes the data with a
MF decoder.

5.3.3 Guaranteeing secrecy rate

In a practical scenario, Alice needs to a-priori know the per-symbol communication ESR over which
she can securely communicate with Bob. In other words, she must determine the achievable ergodic
secrecy rate that guarantees reliability at Bob and secrecy from Eve. In order to do so, Alice must
design the communication parameters, depending on the investigated scenario, i.e., on the handshake
procedure she establishes with Bob at the beginning of each coherence time. In this Section, derivations
of the required SNR at Bob δDB (Section 5.3.3.1), the maximal main CSI estimation error σDmax (Section
5.3.3.2), as well as the optimal amount of data energy to inject αDopt (Section 5.3.3.3), are conducted
depending on the investigated scenario, to guarantee a targeted ESR = ∆ (in bit/channel use). Three
scenarios are considered:

• Scenario 1: Eve implements the SDS decoder.

• Scenario 2: Eve implements the OC decoder.

• Scenario 3: Eve implements the MF decoder.

Since Eve is a passive eavesdropper, Alice cannot access to her SNR. Therefore, the worst-case scenario
in terms of security is considered. That is, it is assumed that Eve’s SNR →∞, which is obtained
with σ2

E→ 0 in the expressions of Eve’s capacity. This may correspond to the case where Eve is close
to Alice and/or her hardware is low-noise. From that, Alice is able to a-priori guarantee a targeted
per-symbol communication ESR.

5.3.3.1 Required SNR at Bob

As a reminder, the transmitted energy per symbol is 1, i.e., the transmitted energy per symbol
component is 1/U . Since normalized channel realizations are considered, the received energy per
symbol component is also 1/U . From that, Bob’s SNR per symbol component is defined as:

δDB = 1
Uσ2

B
. (5.40)

It is assumed that Alice aims to guarantee a per-symbol ESR = ∆ bit/channel use.

Scenario 1: SDS decoder
Introducing (5.19) and (5.28) in (5.11), and considering σ2

E→ 0, the guaranteed ESR in this scenario
becomes:

RSDS
s,n = ∆ = 1

U

[
log2

(
1 + α [(U + 1)(1−σ) +σ]

Uσ2
B + (1−α)σ

)
− log2

(
1 + α

1−α

)]
. (5.41)

Figure 5.5 represents the guaranteed ESR as a function of the percentage of injected energy dedicated
for information data, i.e., as a function of α, for different BOR values, and for different CSI estimation
errors made by Alice, i.e., no CSI error (σdB =−∞ dB) and 10% of CSI error (σdB =−10dB), when
Eve implements the SDS decoder.
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Figure 5.5: Guaranteed ergodic secrecy rate, SDS decoder, δB = 10dB

First, one can notice the importance of AN injection on the ESR value. It is observed an ESR
enhancement with the addition of AN except for very high (α→ 0) or very low (α→ 1) percentages of
injected AN. Second, it can be seen that the maximal ESR strongly decreases when the BOR increases.
For example, for the error-free scenario, the maximal ESR is equal to 1.5 bit/channel use when U = 2,
i.e., low diversity gain, and decreases to 0.57 bit/channel use when U = 8, i.e., moderate diversity gain,
and to 0.2 bit/channel use when U = 32, i.e., high diversity gain. Indeed, when the BOR increases,
the TR focusing gain increases at the expense of the data rate since less symbols are sent per OFDM
block. This leads to a per-symbol ESR decrease. Third, for all BOR values, the ESR performance
decreases with a CSI misestimate. However, when the diversity gain increases, the PLS scheme is more
robust to the imperfect main CSI estimation made at the transmitter side. In fact, with U = 2, the
ESR decreases by 20.67% (from 1.5 to 1.19 bit/channel use when Alice misestimates Bob’s CSI with
10% of error), it decreases by 15.79% with U = 8 (from 0.57 to 0.48 bit/channel use), and only by
12.5% with U = 32 (from 0.2 to 0.175 bit/channel use).

After manipulating equation (5.41), one obtains the required SNR at Bob to guarantee ESR = ∆, when
Eve implements the SDS decoder:

δSDS
B = α+T SDS

1
α2T SDS

2 +αTSDSSDS
3 +T SDS

4
, (5.42)

where:

T SDS
1 = 2∆U −1
T SDS

2 = (U + 1)(σ−1)
T SDS

3 = (U + 1)(1−σ) +σ(2∆U −1)

T SDS
4 = σ

(
1−2∆U

)
.

Scenario 2: OC decoder
Introducing (5.19) and (5.34) in (5.11), and considering σ2

E→ 0, the guaranteed ESR in this scenario
becomes:

ROC
s,n = ∆ = 1

U

[
log2

(
1 + α [(U + 1)(1−σ) +σ]

Uσ2
B + (1−α)σ

)
− log2

(
1 + α

1−α

)]
=RSDS

s,n . (5.43)

Sidney Golstein



5.3. SINGLE-INPUT SINGLE-OUTPUT SINGLE-EAVESDROPPER 88

It can be seen that the guaranteed ESR when Eve implements the OC decoder is identical to the one
when she implements the SDS. This can be understood from the capacity expressions (5.28) and (5.34)
which are identical when Eve is assumed to have infinite SNR. From that, the results derived for the
SDS decoder also hold for the OC decoder for the rest of Section 5.3.3. The required SNR at Bob to
guarantee ESR=∆ is thus:

δOC
B = δSDS

B . (5.44)

Scenario 3: MF decoder
Introducing (5.19) and (5.39) in (5.11), and considering σ2

E → 0, the guaranteed ESR when Eve
implements the MF decoder is:

RMF
s,n = 1

U

[
log2

(
1 + α [(U + 1)(1−σ) +σ|

Uσ2
B + (1−α)σ

)
− log2

(
1 +

αU+3
U

1−α
U+1

)]
. (5.45)

Figure 5.6 represents the guaranteed ESR as a function of the percentage injected energy dedicated for
information data, when Eve implements the MF. The figure is obtained with the same configurations
as in the SDS scenario.

Figure 5.6: Guaranteed ergodic secrecy rate, MF decoder, δB = 10dB

The same observations can be made regarding the ESR increase with AN injection, the ESR decrease
due to an increase of the diversity gain, and the robustness of the scheme due to imperfect main CSI
estimation. However, it is observed that the scheme requires more AN injection, i.e., smaller α, in order
to provide a maximal security compared to the SDS scenario. As an example, when U = 2 and Alice
estimates Bob’s CSI with 10% of error, the maximal ESR is attained when ≈ 78% of AN is injected for
the MF situation. For the same configuration, Alice must inject ≈ 44% of AN to maximize the ESR if
Eve implements the SDS decoder. Furthermore, more AN needs to be injected in order to maximize
the ESR performance, when the BOR increases. As seen in Figure 5.6, for the noise-free scenario, the
ESR is maximized for 78%, 82%, and 90% of injected AN, when U = 2,8, and 32, respectively. In
addition, as expected, the MF scenario exhibits lower secrecy performances than the SDS scenario.
It is due to the fact that, in this situation, Eve benefits from a frequency diversity gain due to the
MF implementation. This can be seen in (5.35) where each transmitted data symbol is affected by a
frequency diversity gain at Eve. Eve’s SINR is consequently about U times larger compared to the
SDS and OC decoders. As a consequence, Eve has higher decoding performances and the secrecy is
therefore degraded.
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After manipulating equation (5.45), one obtains the required SNR at Bob to guarantee ESR = ∆, when
Eve implements the MF decoder:

δMF
B = αTMF

0 +TMF
1

α2TMF
2 +αTMF

3 +TMF
4

, (5.46)

where:

TMF
0 = U + 2∆UA

TMF
1 = U

(
2∆U −1

)
TMF

2 = 2∆UAσ−U(U + 1)(1−σ)
TMF

3 = 2∆UUσ−2∆UσA+U(U + 1)(1−σ)−σU

TMF
4 = σU

(
1−2∆U

)
,

with A= U3 + 3U + 3.

5.3.3.2 Maximal CSI error allowed

Expressions (5.42), (5.44), and (5.46) give the required SNR at Bob (in linear scale) to guarantee
a per-symbol communication ESR = ∆, when Eve respectively implements the SDS decoder, the
OC decoder, and the MF decoder, as a function of the communication parameters in a SISO-SE
configuration. For a solution to exist, expressions (5.42), (5.44), and (5.46) must be positive, which in
turns imposes a maximal CSI error σDmax that can be made by Alice to possibly reach the targeted ESR.
Determining the maximal CSI error allows to find the domain of validity of the SNR expressions, i.e., it
allows to find an upper bound on Alice’s CSI accuracy to be able to guarantee ESR=∆ bit/channel use.
In other words, when σ < σDmax, Alice can determine a finite SNR at Bob that enables a guaranteed
communication ESR = ∆. When σ = σDmax, Bob’s SNR has to be infinite to allow Alice to target
ESR=∆. When σ > σDmax, Alice is unable to ensure a secure rate ∆.

Scenario 1: SDS decoder
The numerator of (5.46) is always positive, such that one has to focus on the denominator to find
the domain of validity of (5.46). In particular, to obtain possible roots in α, one has to determine
the maximal allowed CSI error that cannot be exceeded by Alice, denoted by σSDS

max . After some
manipulations, it can be found that:

σSDS
max = 1− 2∆U −1

(U + 1) +
(
2∆U −1

) . (5.47)

From (5.47), in order to guarantee a targeted per-symbol ESR ∆→∞, Alice must perfectly estimate
Bob’s CSI. Indeed, in this situation, the maximal estimation error she is allowed to is: σSDS

max → 0.
In addition, when ∆→ 0+, σSDS

max → 1, i.e., it is always possible to ensure a positive ESR when Eve
implements the SDS decoder, whatever the CSI misestimate performed at Alice. Figure 5.7 represents
equation (5.47) as a function of the maximal ESR= ∆ that can be theoretically guaranteed. That is,
if Alice aims to target a communication ESR= ∆, with an error variance σ = σSDS

max in (5.47), Bob’s
SNR has to be infinite. From that, it can be observed that lower CSI errors are allowed to target a
particular ESR when the BOR increases. For example, when 0.3 bit/channel use is targeted, Alice can
make an error of at most σ ≈−14 dB when U = 32 (corresponding to 4% of CSI error) but is allowed
to misestimate Bob’s CSI with an error up to ≈−0.7 dB when U = 2 (corresponding to ≈ 85% of CSI
error). There are two reasons. First, lower ESR values can be achieved when the BOR increases, as
anticipated from Figure 5.5. It leads to lower allowed CSI errors to target the same ESR for higher
BORs than for lower ones. Second, when the BOR increases, the TR focusing gain increases at Bob as
well. Therefore, a CSI estimation error has a greater impact for higher BOR values, leading to more
ESR decrease. As expected, it can be observed that σSDS

dB,max

∣∣∣
∆→0+

= 0dB.
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Figure 5.7: Maximal allowed CSI as a function of the maximal ESR that can be guaranteed, SDS decoder

Scenario 2: OC decoder
Since the guaranteed ESR formula for the OC scenario is identical to the SDS scenario, it follows:

σOC
max = σSDS

max , (5.48)

and all remarks made for SDS decoder still hold for OC decoder.

Scenario 3: MF decoder
The same process as in the SDS scenario is undertaken to determine an upper bound on Alice’s CSI
estimation error that cannot be excessed. Therefore, to ensure a plausible targeted ESR, the numerator
in (5.46) has to be positive. One can show that the condition to meet is: TMF

2 < 0 in (5.46), which
leads to:

σMF
max = 1− 2∆U (U2 + 3U + 3)

2∆U (U2 + 3U + 3) +U(U + 1) . (5.49)

As for the SDS and OC decoding structures, Alice has to perfectly estimate Bob’s CSI if an arbitrarily
large targeted ESR aims to be ensured. However, when ∆→ 0+, σMF

max < 1, i.e., a positive ESR can be
ensured subject to a condition on Alice’s accuracy on Bob’s estimated CSI. Indeed, if a targeted ESR
of ∆→ 0+ wants to be ensured, it comes:

σMF
max

∣∣∣∣∣
∆→0+

= 1− U2 + 3U + 3
2U2 + 4U + 3 = U(U + 1)

2U2 + 4U + 3 . (5.50)

From (5.50), if U →∞, Alice is allowed to misestimate Bob’s CSI with an error up to 50%, which is
equivalent to ≈−3dB of error, to ensure a positive ESR. This behaviour is observed in Figure 5.8.
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Figure 5.8: Maximal allowed CSI error to ensure a positive ESR ∆→ 0+ bit/channel use, MF decoder

Figure 5.9 shows the maximal allowed CSI estimation error as a function of the maximal per-symbol
ESR that can be guaranteed by Alice, for different BOR values, and when Eve implements an MF
decoder. In particular, it represents equation (5.49) as a function of ∆. The same conclusions as for the
SDS and OC decoders can be drawn regarding the CSI estimation accuracy to target a given ESR w.r.t.
the BOR value. However, compared to the SDS and OC decoders in Figure 5.7, when Eve implements
a MF, Alice must be more precise on her main CSI estimation to ensure a given communication ESR.
As an example, when the transmitter aims to communicate at a guaranteed rate of 0.2 bit/channel
use with a diversity gain of U = 32, he can misestimate the main CSI up to ≈−20dB of error (≈ 1%
of CSI error) when the MF scenario is considered, but he is allowed to misestimate the main CSI up
to ≈−5.5dB of error (≈ 28% of CSI error) when the SDS scenario is assumed. Furthermore, for low
ESRs, an increase of the BOR U relaxes the maximum allowed CSI error, as also observed in Figure
5.9 and as opposed to higher ESRs.

Figure 5.9: Maximal allowed CSI as a function of the maximal ESR that can be guaranteed, MF decoder
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5.3.3.3 Optimal amount of data energy to inject

Expressions (5.42), (5.44), and (5.46) give the required SNR at Bob as a function of the communication
parameters and the investigated scenarios. These are convex expressions in α. So, one can minimize
these expressions to determine the optimal amount of data energy to inject. This corresponds to the
amount of data energy that Alice has to inject, which minimizes the required SNR at Bob to ensure
ESR = ∆. It depends on the communication parameters, on the decoding structure implemented at
Eve, and will be denoted as αDopt. To find αDopt, one has to calculate the derivative of SNR expressions
as a function of α, and find the roots of it.

Scenario 1: SDS decoder
By denoting

ASDS
1 = (U + 1)(1−σ)

ASDS
2 = σ

(
2∆U −1

)
ASDS

3 =ASDS
1 +ASDS

2 ,

one can show that:

αSDS
opt =

−2ASDS
1

(
2∆U −1

)
+
√

ΣSDS

2ASDS
1

∣∣∣∣∣
σ≤σSDS

max ,α
SDS
opt ∈[0,1]

(5.51)

with ΣSDS = 4(ASDS
1 )2

(
2∆U −1

)2
−4ASDS

1

[
−
(
2∆U −1

)
ASDS

3 −ASDS
2

]
, and σSDS

max given by (5.47).
Equation (5.51) determines the amount of data that Alice has to inject, in order to minimize the
required SNR at Bob that guarantees a per-symbol communication ESR= ∆ bit/channel use, as a
function of the BOR U , and the main CSI estimation error made at Alice σ, when Eve performs the
SDS decoder. To obtain the corresponding SNR values, the parameter α in (5.42) is replaced with the
values obtain in equation (5.51).

Figure 5.10: Required SNR at Bob as a function of the guaranteed ESR, with optimal AN injected, SDS decoder

Figure 5.10 represents the required SNR at Bob as a function of the targeted ESR, for different
spreading factors, i.e., U = 2, 8, 32, and different main CSI errors, i.e. σdB =−∞dB and σdB =−10dB,
when Eve implements the SDS decoder.
First, one can observe that, a lower SNR at Bob is required to achieve a given ESR for low BORs.
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However, lower SNRs are required with high BOR values when the targeted ESRs are low. The reason
is that at these low rates, the secrecy of the communication is mainly influenced by the diversity gain,
i.e., by the BOR value, instead of the rate decrease due to the diversity gain. As an example, when 0.05
bit/channel use is desired, δB =−4.65dB for the error-free scenario with U = 32, and δB =−2.47dB
for the error-free scenario with U = 2. However, from a certain targeted ESR, the influence of the rate
decrease exceeds that of the diversity gain, and lower BORs are desired to communicate at a given
ESR. In fact, when Alice aims to safely communicate at ∆ = 0.2 bit/channel use, δB = 10.1dB with
U = 32 and σdB =−∞dB, but only equals −0.1dB with U = 2 and σdB =−∞dB. In addition, it can be
outlined that the SNR loss due to imperfect main CSI estimation is higher for high BORs to maintain
a desired ESR. In particular, when one wants to guarantee ESR = 0.25 bit/channel use when U = 32
and σ =−10 dB, the required SNR tends to be very large. This can be anticipated from Figure 5.7
where the maximal allowed CSI error is equal to −9.5 dB when U = 32 and ∆ = 0.25 bit/channel use.
Therefore, a very high SNR at Bob is needed to communicate at this rate with σdB =−10dB.

Scenario 2: OC decoder
The optimal amount of data energy to inject when Eve implements the OC decoder is equivalent to
the SDS decoder, i.e.:

αOC
opt = αSDS

opt

∣∣∣∣∣
σ≤σOC

max , α
OC
opt∈[0,1]

. (5.52)

The optimal required SNR at Bob to guarantee ESR= ∆ is therefore equivalent to the SDS scenario.

Scenario 3: MF decoder
Introducing:

AMF
1 =σ

[
2∆U (U2 + 3U + 3) +U(U + 1)

]
−U(U + 1)

AMF
2 =σ

[
2∆UU −2∆U (U2 + 3U + 3)−U(U + 2)

]
+U(U + 1)

AMF
3 =U + 2∆U (U2 + 3U + 3)

AMF
4 =U

(
1−2∆U

)
,

one finds:

αMF
opt = AMF

1 AMF
4 −

√
ΣMF

AMF
1 AMF

3

∣∣∣∣∣
σ≤σMF

max , α
SDS
opt ∈[0,1]

(5.53)

with ΣMF =
(
AMF

1 AMF
4

)2
+AMF

1 AMF
3 AMF

4

(
σAMF

3 +AMF
2

)
, and σMF

max given in (5.49). As for the SDS
scenario, equation (5.53) determines the amount of data that Alice has to inject, in order to minimize
the required SNR at Bob that guarantees a per-symbol communication ESR= ∆ bit/channel use, as a
function of the frequency diversity gain U , and the main CSI estimation error made at Alice σ. To
obtain the corresponding SNR values, the parameter α in (5.46) is replaced with the values obtained
in equation (5.53).
The same remarks as for the SDS scenario can be drawn from Figure 5.11. However, when Eve
implements an MF decoder, she experiences higher decoding capabilities, leading to poorer secrecy
performances. From that, higher SNRs at Bob are required, compared to the SDS scenario, to guarantee
a given communication ESR. As an example, when ∆ = 0.2 bit/channel use , U = 8 and σdB =−10dB,
20.48dB of SNR is required at Bob when Eve implements an MF decoder, but only 4.21dB is required
when Eve implements the SDS decoder.

Sidney Golstein



5.3. SINGLE-INPUT SINGLE-OUTPUT SINGLE-EAVESDROPPER 94

Figure 5.11: Required SNR at Bob as a function of the guaranteed ESR, with optimal AN energy injected, MF decoder

5.3.4 Secrecy outage consideration

Until now, one can state that it is preferable to communicate at low BOR values to guarantee higher
communication ESRs. However, the analysis did not take into account that outages occur if the
instantaneous secrecy rate that can be supported by the communication is lower than the actual ESR
at which Bob and Alice communicate. This results to information that leaked to Eve. The precise
amount of leaked information cannot be known since it depends on the wiretap codes, but outages can
be characterized. As explained in chapter 2, an BF environment is assumed, allowing Alice to code
within a coherence interval, and thus limiting the amount of leaked information at the eavesdropper
to the amount of information transmitted at the legitimate receiver. As a reminder, it was chosen to
study the ε-achievable secrecy rate (ε-achievable SR), which corresponds to the rate that is achievable
securely while keeping an outage probability under ε. As always, the worst-case scenario in terms of
security is assumed, i.e., Eve has a noise-free hardware. The following results are obtained via Monte
Carlo simulation with Matlab, considering 100.000 realizations of the instantaneous secrecy rate, in
order to observe very low outage percentages.

Scenarios 1: SDS decoder
The left part of Figure 5.12 represents the ε-achievable SR as a function of the fraction of outage, for
different BOR values, and when Alice misestimates Bob’s CSI with an error of 30%, i.e., σdB ≈−5.2dB.
It can be observed that, when Eve implements an SDS decoder, for very low percentages of outage, it
is preferable to communicate at higher BOR values. Indeed, the system exhibit higher ε-achievable
secrecy rates with U = 8 compared to U = 2 when less than 0.13% of outage is allowed. For higher
percentages of outage, lower BOR values are more likely to be used.
The right part represents the 0.2%-achievable SR, as a function of the CSI estimation error made
by Alice, for different BOR values. It is seen that, when Alice well estimates Bob’s CSI, i.e., low
value of σ, low BORs enhance the secrecy performance. On the opposite, when Alice strongly mises-
timates Bob’s CSI, it is more likely to communicate at higher BORs to enhance the outage performance.

From the above discussion, Alice’s choice on the communication BOR factor results from a trade-off.
When low outage percentages are required and Alice strongly misestimates Bob’s CSI, higher BORs
values are needed to increase the outage performances. However, it is more likely to communicate at
lower BORs if Alice aims to increase the ESR. In fact, the trade-off on Alice’s choice on the BOR
factor is expected even when she estimates well Bob’s CSI. However, it is expected to be seen for
outage percentages that are several order lower than when Alice strongly misestimates Bob’s CSI,

Sidney Golstein



95 CHAPTER 5. SINGLE-ANTENNA SYSTEM

which cannot be observed in simulation.

Figure 5.12: ε-achievable secrecy rate performances, δB = 10dB, SDS decoder

Scenarios 2: OC decoder
The left part of Figure 5.13 represents the ε-achievable SR as a function of the fraction of outage, for
different BOR values, and when Alice misestimates Bob’s CSI with an error of 20%, i.e., σdB ≈−7dB.
The same conclusions as for the SISO-SE SDS scenario can be drawn.

Figure 5.13: ε-achievable secrecy rate performances, δB = 10dB, OC decoder

Scenarios 3: MF decoder
Figure 5.14 represents the same situations as Figure 5.12 but with no CSI error made at Alice. First,
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Figure 5.14: ε-achievable secrecy rate performances, δB = 10dB, MF decoder

it is observed from the left part that, when U = 8, the ε-achievable secrecy rate outperforms lower
BOR values until ≈ 9.7% of outage. In addition, when 3% of outage is allowed, no secrecy can be
ensured when U = 2, but 0.2 bit/channel can be provided at U = 8.

From the right part of Figure 5.14, it is observed that the 20%-achievable SR is very low and becomes
zero, i.e., impossible to ensure a positive SR with less than 20% of outage, as soon as σdB > −9
dB (corresponding to ≈ 12.6% of CSI error) with U = 2. Increasing the BOR value allows to keep
higher 20%-achievable secrecy rate for poor channel estimates. In particular, if σdB = −9 dB, the
20%-achievable SR equals 0.18 bit/ channel use with U = 8. To achieve low outage, higher BOR values
are therefore mandatory.

As a consequence, when Eve implements a MF, i.e., when she is able to benefit from high decoding
capabilities, it is observed that Alice’s choice on the BOR value results from a trade-off. Knowing,
the CSI error variance and Bob’s SNR, Alice can choose a BOR value either to maximize the ESR
(by decreasing the BOR value), i.e., higher data rate transmission, or to ensure a given ε−achievable
secrecy rate (by increasing the BOR value), i.e., less data leakage. On the opposite, when Eve
implements the SDS or the OC decoders, there is no trade-off on the choice on the spreading factor
of the communication. It is preferable to communicate at low BOR to guarantee higher data rate
transmission with lower outage, even when Alice strongly misestimates Bob’s CSI.

5.3.5 Strong decoding structures performance

In Section 4.6.4, two handshake procedures considering a FDD communication are described. As a
reminder, if a BF environment is assumed, Eve implements a decoding structure that aligns the AN
signal in her null space, termed as the AN killer, and defined in equation (5.6). In a SF environment,
Eve implements a LMMSE decoder which makes a trade-off between suppressing the AN and amplifying
the AWGN. The LMMSE decoding structure is defined in equation (5.7).
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Figure 5.15: Ergodic secrecy rate as a function of α, δB = 10dB, δE = 10dB, U = 8, σdB =−∞ dB, FDD decoders

The ESR performance of these two decoding is shown in Figure 5.15 via simulation only. It presents
the ESR a function of the injected energy dedicated for information data. It is considered that Bob
and Eve’s SNRs both equal 10dB. It is seen that the LMMSE decoder outperforms the AN killer,
which is expected. Indeed, the LMMSE implements a trade-off between amplifying the AWGN and
reducing the AN. On the opposite, the AN killer strongly amplifies the AWGN, while suppressing
the AN. In addition, both decoders outperform the classical linear decoders implemented in TDD
communications, i.e., they lead to lower secrecy performances. As an example, for the error-free
scenario, with U = 8 and δE = 10dB, a maximal ESR of 0.26 and 0.16 bit/channel use is achieved
for the AN killer and the LMMSE decoders, respectively. When Eve implements a MF decoder and
considering δE = +∞dB, with U = 8 and σdB =−∞dB, a maximal ESR of 0.28 bit/channel use can
be guaranteed, as seen in Figure 5.6. Furthermore, if Eve is equipped with a noise-free hardware,
the ESR becomes zero, i.e., it is not possible to guarantee a given secrecy performance with these
decoding scenarios. Indeed, with the AN killer decoding structure, if σ2

E = 0, Eve’s capacity becomes
infinite since no AN remains. With the LMMSE decoder, the AN is suppressed when there is no AWGN.

From that, one can conclude that no secrecy can be ensured when FDD communications are considered.
Indeed, even with only one antenna, Eve can implement decoding structures that considerably jeopardize
any attempt to secure the communication. This motivates the fact that the secrecy performances
in FDD scenarios, coming from two different FDD handshake procedures, are only assessed for the
SISO-SE system’s configuration.
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5.4 Single-Input Single-Output Multi-Eavesdropper

5.4.1 Preliminaries

The expressions of the received signals at Bob and Eve(s)’s positions, the decoding structures imple-
mented at Eve(s), as well as the AN generation condition, are first reminded in this section to facilitate
the reader’s understanding. As a reminder, only the three scenarios involving a TDD handshake
procedure are investigated.

Remark 5.4: Multi-eavesdropper(s)

As already explained, the multi-antenna eavesdropper scenario can either represent one eavesdrop-
per with multiple antennas, or multiple colluding eavesdroppers with one or multiple antenna(s).
Both cases are treated similarly since no spatial correlation is considered. For the rest of this
chapter, the multi-eavesdroppers are simply denoted as "Eve".

Received signal expressions
At Bob, nothing changes compared to the SISO-SE configuration. The received signal is therefore:

ySISOME
B =

√
α(1−σ)SH ||HB||2Sx+

√
ασSHHB∆HH

BSx+
√

1−αSHHBw+SHvB, (5.54)

At Eve, from equation (4.14), the received signal is expressed as:

ySISOME,D
E =

√
αSH

NE∑
k=1

DE,kHE,kĤ
∗
BSx+

√
1−αSH

NE∑
k=1

DE,kHE,kw+SH
NE∑
k=1

DE,kvE,k (5.55)

where DE,k is a Q×Q decoding matrix performed at Eve(s) whose nature depends on the handshake
protocol between the transmitter and the legitimate receiver.

Decoding structures at Eve
The decoding structures at Eve are given in Sections 4.6.3.

TDD handshake procedure 1: same decoding structure decoder.
The handshake procedure is presented in Figure 4.12. Eve is only able to know HBE which is of no
help. She implements the same decoding structure as Bob:

DSDS
E = SH

NE∑
k=1

IQ. (5.56)

TDD handshake procedure 2: own channel decoder.
The handshake procedure is presented in Figure 4.13. Eve implements a decoding structure that takes
benefit from her own channel knowledge:

DOC
E = SH

NE∑
k=1

HH
E,k. (5.57)

TDD handshake procedure 3: maximum ration combining decoder.
The handshake procedure is presented in Figure 4.14. Eve can access to the knowledge of her equivalent
channel. She implements a MRC decoding structure, which is equivalent to the a MF decoder in the
case of multiple antennas:

DMRC
E = SH

NE∑
k=1

ĤBHH
E,k. (5.58)
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AN generation
In a SISO-ME configuration, the AN is generated similarly as for the SISO-SE configuration:

SHĤBw = 0N , (5.59)

5.4.2 Ergodic secrecy rate modeling

As for the SISO-SE system, the metric of interest is the ESR, defined in (5.11). In order to obtain a
model for the ESR, analytic expressions of the ESINRs are determined. Bob’s ESINR is naturally not
affected by the presence of passive Eve. Therefore, Bob’s ESINR and channel capacity are respectively
given by equations (5.18) and (5.19).

The derivation of the ESINR at Eve is conducted in this section for the three investigated decoding
structures, coming from the TDD handshakes. Depending on the decoder Eve implements, an
approximation of the ESINR of the nth symbol is derived, which is identical to the SISO-SE configuration:

E
[
γDE,n

]
≈

E
[∣∣∣ED

1,n

∣∣∣2]
E
[∣∣∣ED

2,n

∣∣∣2]+E
[∣∣∣ED

3,n

∣∣∣2] , (5.60)

where ED
1,n, ED

2,n and ED
3,n are respectively the data, noise, and AN (i.e., interference) nth symbol

components of the received signal at Eve’s position, depending on the investigated scenario, when a
SISO-ME system is considered.

TDD handshake procedure 1: same decoding structure decoder
When Eve implements the SDS decoder, by replacing (5.56) in (5.55), the received signal becomes:

ySDS
E =

√
αSH

NE∑
k=1

HE,kĤ
H

BSx+
√

1−αSH
NE∑
k=1

HE,kw+SH
NE∑
k=1

vE,k. (5.61)

The received nth symbol components can be expressed as:

ESDS
1,n =

√
α

U

NE∑
k=1

U−1∑
i=0

hE,k,iĥ
∗
B,i (5.62a)

ESDS
2,n = 1√

U

NE∑
k=1

U−1∑
i=0

vE,k,i (5.62b)

ESDS
3,n =

√
1−α√
U

NE∑
k=1

U−1∑
i=0

hE,k,iwi. (5.62c)

As detailed in C.1.1, C.1.2, and C.1.3, the expected energy of the components can respectively be
expressed as:

E
[
|ESDS

1,n |2
]

= NEα

U
(5.63a)

E
[
|ESDS

2,n |2
]

=NEσ
2
E (5.63b)

E
[
|ESDS

3,n |2
]

= (1−α)NE

U
. (5.63c)

As for the SISO-SE configuration, Eve is not impacted by the CSI estimation error from Alice, since
she is able to perfectly estimates the amount of CSI she can obtain.
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Introducing (5.63a), (5.63b), and (5.63c) into (5.60), the per-symbol approximated ESINR when Eve
implements a SDS decoder, in a SISO-ME system configuration, is given by:

E
[
γSDS
E,n

]
≈ NEα

NEUσ2
E +NE(1−α) = α

Uσ2
E + (1−α) . (5.64)

Result (5.64) is very interesting. In particular, it shows that, when Eve implements an SDS decoder,
her performance is not influenced by the number of antennas she is equipped with. Indeed, the array
gain, equal to NE , applies similarly to the data, the noise and the AN components as seen in (5.63).
Thus, the expression (5.64) is identical to the SISO-SE ESINR expression (5.27), i.e., Eve’s ESINR
in a SISO-ME system is identical to Eve’s ESINR in a SISO-SE system. From that, all the results
from the single-antenna eavesdropper scenario hold for the multi-antenna eavesdropper scenario. The
approximated EC at Eve with an SDS decoder is therefore given by (5.28):

CSDS
E ≈ log2

(
1 +E

[
γSDS
E,n

])
= log2

(
1 + α

Uσ2
E + (1−α)

)
(5.65)

The exact EC is by Monte Carlo simulations(100.000 realizations) as:

ĈSDS
E = E

[
log2

(
1 +γSDS

E,n

)]
. (5.66)

Figure 5.16 compares the approximated EC CSDS
E given in (5.65) with the exact EC ĈSDS

E , and given
in (5.66), as a function of α, with U = 2, when considering the error-free scenario, and for different
number of Eve’s antennas. It is first observed that the approximated and the exact capacities are
very close, which validates the approximation in (5.28). In addition, it is seen that the number of
eavesdropper’s antennas does not influence the eavesdropper’s capacity, as anticipated from equation
(5.64). Consequently, when Eve implements an SDS decoder, she experiences the same performance
regardless of the number of antennas she possesses.

Figure 5.16: Comparison between approximated EC and exact EC at Eve, SDS decoder, δE = 10dB, 100.000 realizations

TDD handshake procedure 2: own channel decoder
When Eve implements the OC decoder, by replacing (5.57) in (5.55), the received signal becomes:

yOC
E =

√
αSH

NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 ĤH

BSx+
√

1−αSH
NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2w+SH

NE∑
k=1

HH
E,kvE,k. (5.67)
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The received nth symbol components can be expressed as:

EOC
1,n =

√
α

U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2 ĥ∗B,i (5.68a)

EOC
2,n = 1√

U

NE∑
k=1

U−1∑
i=0

h∗E,kivE,k,i (5.68b)

EOC
3,n =

√
1−α√
U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2wi. (5.68c)

As detailed in C.2.1, C.2.2, and C.2.3, the expected energy of the components can respectively be
expressed as:

E
[
|EOC

1,n |2
]

= αNE(NE + 1)
U

(5.69a)

E
[
|EOC

2,n |2
]

=NEσ
2
E (5.69b)

E
[
|EOC

3,n |2
]

= (1−α)NE(NE + 1)
U

. (5.69c)

As always, Eve is not impacted by the main CSI misestimate. Introducing (5.69a), (5.69b), and (5.69c)
into (5.60), the per-symbol approximated ESINR when Eve implements the OC decoding structure, in
a SISO-ME system configuration, is given by:

E
[
γOC
E,n

]
≈

αNE(NE+1)
U

NEσ2
E + (1−α)NE(NE+1)

U

= α(NE + 1)
Uσ2

E + (1−α)(NE + 1) . (5.70)

Eve’s SINR in a SISO-ME OC scenario (5.70) is not identical to her SINR in a SISO-SE OC scenario
(5.33). Indeed, one can observe the impact of NE in (5.70). However, at large number of received
antennas, i.e., NE →∞, E

[
γOC
E,n

]
→ α

(1−α) , i.e., Eve’s performances are no more influenced by the
number of antennas she possesses. In addition, when NE = 1 in (5.70), one comes back to the single-
antenna eavesdropper derivation (5.33).
The approximated EC at Eve when the OC decoder is implemented is therefore expressed as:

COC
E ≈ log2

(
1 +E

[
γOC
E,n

])
= log2

(
1 + α(NE + 1)

Uσ2
E + (1−α)(NE + 1)

)
. (5.71)

Figure 5.17 compares the approximated EC COC
E given in (5.71) with the exact EC ĈOC

E obtained by
Monte Carlo simulations (100.000 realizations) for the same set of parameters as in the SDS scenario.
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Figure 5.17: Comparison between approximated EC and exact EC at Eve, OC decoder, δE = 10dB, 100.000 realizations

First, the EC approximation’s curves given by (5.71) fit well the exact EC curves. Therefore, it can be
used as a closed-form expression for the rest of the study. One can also observe a slight influence of
the number of eavesdropping antennas on the capacity, especially at high percentages of data energy
injected, i.e., when α→ 1. Indeed, when α→ 1, the numerator of Eve’s SINR is equal to NE + 1, and
the denominator does not depend on NE . The SINR consequently increases with an increase of the
number of antennas. This shows the need of AN injection at the transmitter side, in order not to suffer
from too high decoding capabilities at Eve when she is equipped with a large number of antennas.

TDD handshake procedure 3: maximum ratio combining decoder
When Eve implements the MRC decoder, by replacing (5.58) in (5.55), the received signal becomes:

yMRC
E =

√
αSH

NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 ∣∣∣∣∣∣ĤB

∣∣∣∣∣∣2Sx+
√

1−αSH
NE∑
k=1

ĤB
∣∣∣∣HE,k

∣∣∣∣2w+SH
NE∑
k=1

HE,kĤBvE,k. (5.72)

The received nth symbol components can be expressed as:

EMRC
1,n =

√
α

U

U−1∑
i=0

NE∑
k=1
|hE,k,i|2

∣∣∣ĥB,i∣∣∣2 (5.73a)

EMRC
2,n = 1√

U

U−1∑
i=0

NE∑
k=1

h∗E,k,iĥB,ivE,k,i (5.73b)

EMRC
3,n =

√
1−α√
U

U−1∑
i=0

NE∑
k=1

ĥB,i |hE,ki|2wk,i. (5.73c)

As detailed in C.3.1, C.3.2, and C.3.3, the expected energy of the components can respectively be
expressed as:

E
[
|EMRC

1,n |2
]

= αNE

U
[NE(U + 1) + 2] (5.74a)

E
[
|EMRC

2,n |2
]

=NEσ
2
E (5.74b)

E
[
|EMRC

3,n |2
]

= (1−α)
U + 1 NE . (5.74c)
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Introducing (5.74a), (5.74b), and (5.74c) into (5.60), the per-symbol approximated ESINR when Eve
implements the MRC decoding structure, in a SISO-ME system configuration, is given by:

E
[
γMRC
E,n

]
≈

αNE
U [NE(U + 1) + 2]
NEσ2

E + (1−α)
U+1 NE

=
α
U [NE(U + 1) + 2]

σ2
E + (1−α)

U+1
. (5.75)

First, if one sets NE = 1, one comes back to the single-antenna scenario (5.38). Also, it is observed that
the numerator in (5.75) is about NE U times larger than in the SDS and OC scenarios given in (5.64)
and (5.70), respectively. This results from the fact that, when Eve implements an MRC decoder, she
benefits from a diversity gain U at each of her NE antennas. In addition, it is observed an influence of
the number of antennas on the SINR expression. Indeed, E

[
γMRC
E,n

]
∝NE , i.e., the SINR tends to be

infinite when the number of eavesdropper’s antennas becomes arbitrarily large thanks to the array gain.
The approximated EC when Eve implements a MRC decoder in a SISO-ME configuration is given by:

CMRC
E ≈ log2

(
1 +E

[
γMRC
E,n

])
= log2

1 +
α
U [NE(U + 1) + 2]

σ2
E + (1−α)

U+1

 . (5.76)

Figure 5.18: Comparison between approximated EC and exact EC at Eve, MRC decoder, δE = 10dB, 100.000 realizations

Figure 5.18 compares the approximation (5.76) with the exact EC expression obtained by Monte Carlo
simulations (100.000 realizations), for the same set of parameters as for the previous scenarios. It
can be observed that (5.76) well approximates the exact EC, such that the approximation can be
considered as a closed-form expression for the rest of the study. In addition, Eve’s capacity increases
when her number of antennas increases, which is expected from the discussion about (5.75).

5.4.3 Guaranteeing Secrecy Rate

As for the SISO-SE system configuration, Alice needs to a-priori know the per-symbol communication
ESR over which she can securely communicate with Bob. In order to do so, Alice must design the
communication parameters, depending on the investigated scenario. Similarly to the single-antenna
eavesdropper scenario, derivations of the required SNR at Bob δDB (Section 5.4.3.1), the maximal main
CSI estimation error σDmax (Section 5.4.3.3), and the optimal amount of data energy to inject αDopt
(Section 5.4.3.4), are derived, for the three investigated scenarios. In addition, a study of the maximal
number of Eve’s antennas allowing to guarantee targeted communication ESR = ∆ is conveyed in
Section 5.4.3.2. To be able to guarantee a communication ESR, Eve is assumed to have a noise-free
hardware, like previously.
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5.4.3.1 Required SNR at Bob

As for the SISO-SE configuration, Bob’s SNR is defined as δDB = 1
Uσ2

B
, which is the ratio between the

energy of the received symbol components (data and AN) and the noise components at Bob.

Scenario 1: same decoding structure decoder
Bob and Eve’s SINRs in an SDS SISO-ME scenario are identical to the ones in a SDS SISO-SE
configuration. Therefore, the required SNR at Bob to guarantee a communication ESR=∆ bit/channel
is similar to the SISO-SE configuration, and can be found in Section 5.3.3.1. This is a remarkable
result since a positive ESR can be guaranteed, regardless the number of antennas at Eve.

Scenario 2: own channel decoder
When σ2

E = 0, Eve’s SINR becomes:

E
[
γOC
E,n

] ∣∣∣∣∣
σ2

E=0

= α(NE + 1)
(1−α)(NE + 1) = α

1−α, (5.77)

which is equivalent to Eve’s ESINR in the single eavesdropper case with σ2
E = 0, given by (5.33). One

can conclude that the study of the SISO-ME system can be reduced to the study of the SISO-SE
system when Eve implements the OC decoder, which is also equivalent to the SDS decoder in terms of
required Bob’s SNR. The related discussion be found in section 5.3.3.1, and the secrecy performance
does not depend on the number of Eve’s antennas.

Scenario 3: maximum ratio combining decoder
Introducing (5.19) and (5.76) in (5.11), and considering σ2

E = 0, the guaranteed ESR when Eve
implements the MRC decoder is:

RMRC
s,n = 1

U

log2

(
1 + α [(U + 1)(1−σ) +σ|

Uσ2
B + (1−α)σ

)
− log2

1 +
α
U [NE(U + 1) + 2]

(1−α)
U+1

 (5.78)

Figure 5.19 shows the maximal ESR that can be guaranteed as a function of the main CSI estimation
error σdB, for different numbers of eavesdropping antennas. Between each sub-figure, the BOR value
changes. First, it can be stated that, at low BOR values, the security scheme is less robust to an
increase number of Eve’s antennas. As an example, when σdB =−10dB, i.e., Alice misestimates Bob’s
CSI with 10% or error, a positive ESR is only possible if Eve has NE ≤ 2 antennas with U = 2. However,
when U = 32, Eve can have up to 4 antennas and yet, positive ESR is possible. In addition, when
the BOR increases, for a particular number of eavesdropper’s antennas, the ESR stays positive for
larger CSI estimation errors. Indeed, if NE = 2 and U = 2, one observes null secrecy, i.e., ∆ = 0,
as soon as σdB > −9dB, which corresponds to ≈ 12.5% of CSI error. With U = 32, null secrecy is
obtained as soon as σdB >−6dB, which corresponds to ≈ 25% of CSI error. Furthermore, when the
number of eavesdropping antennas increases, Alice can provide less secrecy. This is clearly visible in
the ESINR expression (5.75) where it is seen that it increases proportionally with NE . The secrecy of
the communication is then reduced.
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Figure 5.19: Maximal guaranteed ESR as a function of the main CSI error, MRC decoder.

Figure 5.20: Guaranteed ergodic secrecy rate, MRC decoder, U = 32, σdB =−∞dB, δB = 10dB.

Figure 5.20 shows the achievable ergodic ESR as a function of the percentage of energy injected
dedicated for information data, considering the error-free scenario, i.e., σdB =−∞dB, and with U = 32.
One observes an ESR decrease due to an increase number of Eve’s antennas. In fact, when NE = 2,
a maximal ESR of 0.061 bit/channel use can be ensured. When NE = 6, only 0.018 bit/channel use
can be provided. In addition, it is seen that when NE increases, more AN, i.e., lower percentage of
data energy, needs to be injected to maximize the ESR. The maximal ESR is attained for ≈ 91.6%
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of injected AN energy with NE = 2, and for ≈ 96% of AN energy with NE = 6. Finally, when Eve
implements the MRC decoder, one concludes that it is crucial to inject some AN since no secrecy can
be provided when only information data is transmitted.

After manipulating equation (5.78), one obtains the required SNR at Bob to guarantee ESR = ∆, when
Eve implements the MRC decoder:

δMRC
B = αTMRC

0 +TMRC
1

α2TMRC
2 +αTMRC

3 +TMRC
4

, (5.79)

where:

TMRC
0 = 2∆U

[
NE(U + 1)2 + (U + 2)

]
+U

TMRC
1 = U(2∆U −1)

TMRC
2 = 2∆Uσ

[
NE(U + 1)2 + (U + 2)

]
−U(U + 1)(1−σ)

TMRC
3 = U [(U + 1)(1−σ)−σ]−2∆Uσ

[
NE(U + 1)2 + 2

]
TMRC

4 = Uσ
(
1−2∆U

)
.

If one sets NE = 1 in (5.79), one comes back to MF SISO-SE scenario (5.46).

5.4.3.2 Maximal eavesdropper antennas allowed

Scenario 1: same decoding structure decoder
There is no condition to determine for the maximal number of eavesdropping antennas allowed to
ensure a per-symbol communication ESR. This arises from the fact that the SDS SISO-ME scenario is
similar to the SDS SISO-SE scenario.

Scenario 2: own channel decoder
There is no condition to determine for the maximal number of eavesdropping antennas allowed to
ensure a per-symbol communication ESR. This arises from the fact that the OC SISO-ME scenario is
similar to the OC SISO-SE scenario when σ2

E = 0.

Scenario 3: maximum ratio combining decoder
As for the SISO-SE system, (5.79) must be positive. This in turns imposes an upper bound on the
maximal allowed number of eavesdropper’s antennas NE,max to be able to guarantee a given targeted
ESR. That is, if NE <NE,max, Alice can determine a finite Bob’s SNR that is needed to target the
desired ESR. If NE =NE,max, Bob’s SNR needs to be infinite to guarantee ∆ bit/channel use of ESR.
To find the upper bound on NE , the condition TMRC

2 < 0 needs to be met, leading to:

NE,max =
⌊
U(U + 1)(1−σ)− (U + 2)2∆Uσ

(U + 1)22∆Uσ

⌋+

, (5.80)

where bxc+ is the maximum between 0 and the nearest integer lower or equal to x. From (5.80), if
Alice perfectly estimates Bob’s CSI, NE,max→+∞, whatever the value of the targeted ESR. That is,
a positive ESR can be guaranteed if Alice perfectly estimates Bob’s CSI, whatever the number of Eve’s
antennas. In addition, if σ 6= 0, equation (5.80) proves that it is not possible to ensure an arbitrarily
large ESR. In fact, in that situation, NE,max = 0, which is not relevant. This behaviour can be observed
in Figure 5.21, where the maximal number of Eve’s antennas is plotted as a function of the maximal
ESR that can be targeted, for different BORs. Between each sub-figure, the main CSI error changes.

Sidney Golstein



107 CHAPTER 5. SINGLE-ANTENNA SYSTEM

Figure 5.21: Maximal number of eavesdropping antennas as a function of the guaranteed ESR ∆, MRC decoder

From Figure 5.21, it is observed that the maximal number of Eve’s antennas decreases with a decrease
of Alice’s accuracy on Bob’s CSI estimation. Relatively low number of antennas are sufficient for Eve
to jeopardize the secure communication if Alice strongly misestimates Bob’s CSI. Indeed, if U = 2 and
σdB =−10dB, i.e., Alice estimates Bob’s CSI with 10% of error, Eve needs only 2 antennas to set a
maximal bound on the ESR to 0.5 bit/channel use. However, if σdB =−30dB, i.e., 0.1% of estimation
error on Bob’s CSI, NE,max = 332 antennas. In addition, except at low ESRs, more antennas are
required at Eve for lower BOR values. It also highlights that, except at low targeted ESRs, lower BOR
values makes eavesdropping more difficult for a given targeted ESR since Eve needs more antennas
(larger NE,max). An illustration of the robustness of the investigated PLS scheme to the number of
antennas at Eve is shown in Figure 5.22. The maximal number of eavesdropping antennas is plotted
as a function of the main CSI estimation error, for different diversity gains, and when Alice aims to
ensure 0.2 bit/channel use of secrecy. It is observed that the PLS scheme is very sensible to Alice’s
accuracy on Bob’s estimated CSI. For instance, when U = 2 and σdB =−20dB, i.e., 1% of CSI error,
NE,max = 49 antennas. When Alice misestimates Bob’s CSI with 2% or error, i.e., σdB ≈−17dB, and
with U = 2, the maximal number of Eve’s antennas drops to only 24.

5.4.3.3 Maximal CSI error allowed

Scenario 1: same decoding structure decoder
The maximum CSI estimation error at Alice is identical to the single-antenna eavesdropping scenario.
That is, the condition is determined in (5.47).

Scenario procedure 2: own channel decoder
The maximum CSI estimation error at Alice is identical to the single-antenna eavesdropping scenario.
That is, the condition is determined in (5.48).
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Figure 5.22: Maximal number of eavesdropping antennas as a function of the CSI estimation’s error, ∆ = 0.2 bit/channel
use, MRC decoder

Scenario 3: maximum ratio combining decoder
To be able to determine the maximal communication ESR that can be guaranteed, one can isolate σ in
equation in (5.80). This in turns imposes a condition on the maximal CSI error σMRC

max that Alice is
allowed to perform to ensure a maximal ESR =∆, as a function of U and NE . In other words, if Alice
aims to communicate at a maximal ESR=∆, with σ < σMRC

max and NE <NE,max), a finite SNR at Bob
can be determined to be able to reach the desired rate. From (5.80), it comes:

σMRC
max = 1− 2∆U [NEU

2 +NE + 2 +U(1 + 2NE)
]

2∆U [NEU2 +NE + 2U(1 + 2NE)] +U(U + 1)

∣∣∣∣∣
NE≤NE,max, σMRC

max ∈[0,1]

. (5.81)

Setting NE = 1 in (5.81), one comes back to the SISO-SE condition (5.49). As expected, (5.81) decreases
when NE increases, i.e., Alice must more accurately estimate Bob’s CSI when Eve is equipped with
a larger number of antennas. As for the single-antenna scenario, there is a condition on σMRC

max when
∆→ 0+, i.e., a positive ESR can be ensured subject to a condition on Alice’s CSI estimation accuracy.
In a multi-antenna eavesdropper scenario, the condition now depends on Eve’s number of antennas.
Indeed, if a argeted ESR of ∆→ 0+ is to be ensured, it comes:

σMRC
max

∣∣∣∣∣
∆→0+

= U(U + 1)
NEU2 +NE + 2 +U(1 + 2NE) +U(U + 1) . (5.82)

Expression (5.82) is shown in Figure 5.23. It is seen from Figure 5.23 that higher CSI estimation errors
are allowed with an increase of the spreading factor when ∆→ 0+. More, Alice must be more precise
on Bob’s CSI estimation, if Eve’s number of antennas increases, which is expected. In addition, from
equation (5.81), if ∆→+∞, σMRC

max → 0, i.e., Alice needs to perfectly estimate Bob’s CSI if she aims to
ensure an arbitrarily large communication ESR. This behaviour is expected, and condition (5.81) is
depicted in Figure 5.24.
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Figure 5.23: Maximal allowed CSI error to ensure a positive ESR ∆→ 0+ bit/channel use, MRC decoder

Figure 5.24: Maximal allowed CSI error as a function of the targeted ESR, MRC decoder

Between each sub-figure, the BOR changes. It is first observed that, lower BOR values are preferable
to achieve higher targeted ESRs. Indeed, at low BORs, Alice is allowed to less precisely estimate Bob’s
CSI, at fixed NE . As an example, when U = 2, Alice is allowed to misestimate Bob’s CSI with an error
up to ≈−16dB, i.e., ≈ 2.5% of error, when ∆ = 0.2 bit/channel use, if NE = 20. With U = 32, for the
same set of parameters, the maximal CSI error is ≈−32dB, i.e., ≈ 0.08% of error. In addition, as it is
expected, Alice must more accurately estimate Bob’s CSI to target a given ESR, if Eve is equipped
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with an increase number of antennas.

5.4.3.4 Optimal amount of data energy to inject

Scenario 1: same decoding structure decoder The optimal amount of data to inject is identical
to the SDS SISO-SE scenario, and is found in (5.51).

Scenario 2: own channel decoder
The optimal amount of data to inject is identical to the OC SISO-SE scenario, and is found in (5.52).

Scenario 3: maximum ratio combining decoder
In order to obtain the optimal amount of data energy to inject, one needs to find the roots of the
derivative of (5.79) as a function of α. In doing so, the amount of AN determined corresponds to the
one that minimizes the required SNR at Bob in order to guarantee ESR=∆. By denoting:

AMRC
1 =

[
2∆U

(
NE(U + 1)2 + (U + 2)

)
+U

][
2∆Uσ

(
NE(U + 1)2 + (U + 2)

)
−U(U + 1)(1−σ)

]
AMRC

2 =U(2∆U −1)
[
2∆Uσ

(
NE(U + 1)2 + (U + 2)

)
−U(U + 1)(1−σ)

]
AMRC

3 =Uσ(1−2∆U )
[
2∆U

(
NE(U + 1)2 + (U + 2)

)
+U

]
+U(1−2∆U )

[
U(U + 1)(1−σ)−Uσ−2∆Uσ

(
NE(U + 1)2 + 2

)]
one can show that:

αMRC
opt =−

AMRC
2 +

√(
AMRC

2
)2 +AMRC

1 AMRC
3

AMRC
1

∣∣∣∣∣
σ≤σMRC

max , NE≤NE,max, αMRC
opt ∈[0,1]

. (5.83)

Equation (5.83) determines the optimal amount of data that Alice has to inject when Eve performs an
MRC decoder. It minimizes the required SNR at Bob that guarantees a per-symbol communication
ESR= ∆ bit/channel use, as a function of the BOR U , the main CSI estimation error made at Alice σ,
the number of eavesdropping antennas. To obtain the corresponding SNR values, the parameter α in
(5.79) is replaced with the values obtain in equation (5.83).

From Figure 5.25, one can state that, increasing the number of eavesdropper’s antennas increases
the required SNR at Bob to target a given ESR. Indeed, if σdB =−20dB, i.e., 1% of CSI error, with
U = 8 for instance, δMF

B = 9.2dB is required to target 0.15 bit/channel use with NE = 2. When Eve
is equipped with NE = 20 antennas, δMF

B = 21.13dB is needed. Also, when the BOR decreases, the
required SNR at Bob decreases as well to target a given ESR at fixed NE . As an example, with
NE = 6 and σdB =−23dB, i.e. ≈ 0.5% of CSI error, δMF

B = 33.1dB for U = 32, δMF
B = 13.27dB for U = 8,

δMF
B = 11.92dB for U = 4, and δMF

B = 11.56dB for U = 2. Also, when σdB increases, δMF
B increases

as well, i.e., the required SNR at Bob increases when Alice estimates Bob’s CSI with larger errors.
Furthermore, when σdB increases, it becomes impossible to ensure 0.15 bit/channel of ESR when the
BOR increases. For instance, when U = 32, it is impossible to ensure 0.15 bit/channel use if Eve is a
multi-antenna eavesdropper and σdB =−13dB, i.e., Alice misestimates Bob’s CSI with ≈ 5% of error.
Finally, for a given number of eavesdropper antennas and a given BOR value, δMF

B increases when σdB
increases. As an example, for NE = 8 antennas and U = 4, δMRC

B = 12.69dB for the noise-free scenario,
δMRC
B = 13.01dB when 0.5% of error is made on Bob’s CSI estimation, δMRC

B = 13.54dB when 1% of
error is made on Bob’s CSI estimation, and δMRC

B = 26.49dB when 5% of error is made on Bob’s CSI
estimation.
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Figure 5.25: Required SNR at Bob as a function of NE , ∆ = 0.15 bit/channel use, optimal amount of AN injected, MRC
decoder

From the discussions in section 5.4.3, one can state that relatively poor secrecy performances can
be provided in a SISO-ME system if Eve implements an MRC decoder. The reason is that worst
case assumptions in terms of secrecy are considered for Eve. Indeed, it is assumed that Eve has a
noise-free hardware, that a multiple colluding eavesdropper scenario is studied, and that Eve can
perfectly estimate the amount of CSI she eavesdrops from the handshake procedure between Alice
and Bob. Although these assumptions are not realistic, these parameters cannot be known by Alice
who cannot do better but to assume the worst if she wants to securely communicate with a given
ESR. Finally, when Eve implements an MRC decoder, her ESINR is proportional to the number of
antennas she is equipped with. From that, little can be done against multiple colluding eavesdroppers.
Regarding Alice, she does not perfectly estimates Bob’s CSI. Consequently, she precodes the data with
an estimate of Bob’s CSI, which does not allow Bob to fully benefit from frequency diversity inherent
from the FD TR PLS scheme. Furthermore, due to the wrong estimate, some AN energy leaks at Bob
after decoding.

5.4.4 Secrecy outage consideration

As for the SISO-SE system, outage considerations are investigated via the ε-achievable SR in this
section. It takes into account that outages occur if the instantaneous secrecy rate that can be supported
by the communication is lower than the actual ESR at which Bob and Alice communicate, resulting to
leakage to Eve. In order to observe low outage percentages, 100.000 realizations of the instantaneous
SR are conducted for the three investigated scenarios. Eve is also considered as noiseless.

Scenarios 1: SDS decoder
Figure 5.26 presents the ε-achievable SR as a function of the fraction of outage, for different number of
Eve’s antennas, different BOR values and when Alice misestimates Bob’s CSI with 30% of error. It can
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be observed that the number of Eve’s antennas does not influence the outage performance. In addition,
the performances are identical to the single eavesdropper scenario, presented in Figure 5.12. The same
conclusions as for the SISO-SE SDS scenario can therefore be drawn. That is, when Alice strongly
misestimates Bob’s CSI are low outage percentages are required, it is more likely to communicate at
higher BOR values to maximize the outage performances.

Figure 5.26: ε-achievable secrecy rate as a function of the fraction of outage, δB = 10dB, SDS decoder

Scenarios 2: OC decoder

Figure 5.27: ε-achievable secrecy rate as a function of the fraction of outage, δB = 10dB, OC decoder

Figure 5.27 presents the ε-achievable SR performances for the same set of parameters as for the SDS
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scenario. It is seen that Eve’s number of antennas influences the performances. In particular, when she
is equipped with a larger number of antennas, the outage performances are enhanced such that it is
preferable for Eve to possess less antennas when she implements a SISO-ME OC decoding structure.
In addition, when Alice strongly misestimates Bob’s CSI and low percentage of outages are allowed,
one observes that higher BOR values are more likely to be used.

Figure 5.28 presents the 1%-achievable SR as a function of Alice’s accuracy on Bob’s CSI estimate,
for different number of Eve’s antennas. Between each sub-figure, the BOR factor changes. It can be
observed that lower BORs are preferable to enhance the outage performances when the accuracy on
the CSI estimation increases.

Figure 5.28: 1%-achievable secrecy rate as a function of the main CSI error, δB = 10dB, OC decoder

The same conclusions as for the corresponding single-antenna eavesdropper scenario can be drawn
regarding the trade-off on Alice’s choice of the communication BOR.

Scenario 3: maximum ratio combining decoder
From section 5.4.3, it was seen that higher BORs are preferable to maximize the ESR when NE

increases. In addition, when Alice estimation error increases, higher BORs must also be used. However,
if Alice estimates well Bob’s CSI, it is more likely to use lower BORs to increase the ESR.

Figure 5.29 presents the ε−achievable secrecy rate as a function of the fraction of outage, for different
number of eavesdropping antennas and when Alice perfectly estimates Bob’s. Between each sub-figure,
the BOR factor changes. First, it is observed that it is more likely to communicate at higher BORs if
one wants to constraint the leakage to Eve. Indeed, when U = 2, it is impossible to obtain non-null
ε−achievable SR as soon as less than 3% of outage occurs, whatever the number of eavesdropping
antennas. On the opposite, if U = 8, a non-null ε−achievable secrecy rate is attained for only 0.13%
of outage, when NE = 1. In addition, it is seen than lower ε−achievable SRs are obtained if Eve is
equipped with a larger number of antennas. This behaviour is expected since in that situations, Eve
exhibits more decoding capabilities, leading to worse secrecy performances.
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Figure 5.29: ε-achievable secrecy rate as a function of the fraction of outage, δB = 10dB, MRC decoder

Figure 5.30: 20%-achievable secrecy rate as a function of the main CSI error, δB = 10dB, MRC decoder

The 20%−achievable secrecy rate as a function of the main CSI estimation error, for different number
of Eve’s antennas is presented in Figure 5.30. The BOR value is made variable between each sub-figure.
As explained, low BOR values are preferred when Bob’s CSI estimation error is low, and when Eve is
equipped with a relatively low number of antennas. However, increasing the BOR allows to obtain
positive 20%-achievable SRs for higher CSI estimation errors and larger number of eavesdropping
antennas.
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5.5 Conclusions

This chapter highlights the secrecy performances of the single-antenna system, in the presence of one
or multiple cooperative and passive eavesdroppers.

FDD scenarios : Main results
Considering the FDD scenarios, the ESR performances of the AN killer and the LMMSE decoders are
assessed via simulations and for a noisy eavesdropper. It is shown that these two decoding structures
considerably outperform the linear TDD decoders and lead to poor secrecy performances. These
schemes therefore jeopardize any attempt for Alice to guarantee a secure communication with Bob,
even if Eve is equipped with only one antenna. No further study of the secrecy performances of the
FDD schemes are consequently conducted in the rest of this manuscript.

TDD scenarios : Analytic derivation methodology
Six scenarios are presented depending on the TDD handshake procedures between Alice and Bob, and
on whether Eve possesses one or more antennas. For each scenario, an approximation of the ergodic
secrecy rate is derived. It is shown that the approximations fit well the exact ergodic secrecy rate
performances obtained via simulations, and are therefore used as closed-form expressions throughout
this chapter to derive a certain number of useful metrics.
The communication parameters are designed in order to guarantee a targeted per-symbol ESR.
To do so, worst case assumptions in terms of secrecy are considered, such has Eve being equipped with
a noise-free hardware and/or is situated close to Alice, i.e., Eve having an arbitrarily large SNR, or
Eve being equipped with an arbitrarily large number of antennas.
The analytic model of the ESR, depending on the investigated scenario, allows Alice to determine
an analytic expression of the required SNR at Bob to guarantee ∆ bit per channel use of secure rate.
Thanks to this expression, Alice is able to derive:

• the maximal allowed main CSI error she can perform,

• the maximal number of allowed eavesdropping antennas,

• the optimal amount of data energy to inject.

TDD scenarios : Main results
For each scenario, it is seen that Alice’s choice on the BOR of the communication results from a
trade-off. Knowing the CSI error variance and Bob’s SNR, Alice can choose a BOR value either to
maximize the ESR (by decreasing the BOR value), i.e., higher data rate transmission, or to ensure a
communication with low outage percentages (by increasing the BOR value), i.e., less data leakage to
Eve1.
When the handshake procedure between Alice and Bob allows Eve to implement an SDS or an OC
decoder, i.e., handshake procedures 1 or 2 (see sections 4.6.3.1 and 4.6.3.2 respectively), this trade-off
arises when low percentages of outage are targeted (less than 0.1% of outage) and/or when Alice
strongly misestimates Bob’s CSI. When she better estimates Bob’s CSI, it arises for even lower outage
percentages (several orders lower), such that it is difficult to observe via simulations.
When the handshake procedure between Alice and Bob allows Eve to implement an MRC decoder,
i.e., handshake procedure 3 (see section 4.6.3.3), this trade-off occurs for larger percentages of outage
(typically more than 1%) and when Alice more accurately estimates Bob’s CSI.

In addition, the analytic derivations prove that, when an SDS or an OC decoder is implemented, Eve’s
decoding capabilities, and so the secrecy performances, do not depend on the number of antennas
she is equipped with. This outcome is of particular interest. Indeed, in the context of IoT, secure

1Alice can be a-priori aware of the variance of the error she performs when estimating Bob’s CSI since it is related on
her SNR and her channel estimator.

Sidney Golstein



5.5. CONCLUSIONS 116

node-to-node communications can therefore be achieved by designing a communication using handshake
procedures 1 & 2, regardless of the number of Eve’s antennas. It makes these scenarios robust against
passive eavesdropping.
However, when Eve is able to implement an MRC decoder, no secrecy can be guaranteed by Alice since
the secrecy performance strongly decreases when Eve’s number of antenna increases.

Table 5.2 summarizes the performances of the SISO system.
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This chapter is based on the Journal Article [153] in preparation.

6.1 Introduction
Throughout this chapter, multiple antenna systems are investigated. That is, the secrecy performances
of MISO (Section 6.2) and SIMO systems (Section 6.3) are assessed, in the presence of a single-antenna
or multi-antenna passive eavesdroppers. The results derived in this chapter directly consider the
multi-antenna eavesdropper scenario. The reader can set NE = 1 in order to obtain the expressions of
the corresponding single-antenna eavesdropping system.

As a reminder, depending on the handshake procedure between Alice and Bob, Eve may acquire
different amount of CSI knowledge, leading to different security performances. It is considered that
she can perfectly estimate the amount of CSI she obtains from the handshake. On the opposite, it
is assumed that Alice is able to estimate Bob’s CSI with an error, modeled by its variance σ. From
that, depending on the handshake procedures in TDD systems, described in section 4.6.3, closed-form
expressions of the communication ESR are derived. A data leakage consideration is also investigated
for the different scenarios in MISO and SIMO systems.
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6.2 Multi-Input Single-Output

6.2.1 Introduction

In this first part of the chapter, the secrecy performances of a MISO system are assessed. As a reminder,
the implemented PLS technique is a channel-based adaptation technique with AN injection into Bob’s
estimated null space. Alice precodes the transmitted data with a FD TR precoder within an OFDM
structure. She benefits from frequency diversity thanks to the spreading operation and can then inject
an AN signal on top of the data signal. Due to the imperfect precoding, some AN energy leaks at
Bob after decoding. Three decoding structures are considered at Eve, depending on the handshake
procedures between Alice and Bob. A MISO secure communication may correspond to a secure DL
communication between a BS (multi-antenna Alice) and a UE with limited capabilities (single-antenna
Bob), in the presence of a single or multi-antenna eavesdropper, as depicted in Figure 4.6.

6.2.2 Assumptions

The dimensions and the natures of the matrices in a MISO system are given in Section 4.5.2. The
block diagram of a MISO-ME communication is shown in Figure 4.7. To study the MISO system,
several assumptions are undertaken:

• There are Q subcarriers per OFDM block, with a BOR of U , and N =Q/U data symbols are
transmitted per OFDM block.

• Alice possesses NA > 1 antennas.

• Bob possesses NB = 1 antenna.

• Eve possesses NE = 1 antennas in a MISO-SE configuration, or NE > 1 antenna in a MISO-ME
configuration.

• No spatial correlation amongst Alice’s antennas is assumed.

• No spatial correlation amongst Eve’s antennas is assumed.

• No spatial correlation amongst Bob’s antenna and Eve’s antenna(s) is assumed.

• No frequency correlation amongst Bob’s subcarriers is assumed, i.e., hB,k,i ⊥⊥ hB,k,j , ∀k =
1...NA, ∀i 6= j, i= 1...Q, j = 1...Q.

• No frequency correlation amongst Eve’s subcarriers is assumed, i.e., hE,lki ⊥⊥ hE,lk,j , ∀l =
1...NE , ∀k = 1...NA,∀i 6= j, i= 1...Q, j = 1...Q.

• No frequency correlation amongst the estimated error’s subcarriers made by Alice and Bob’s
subcarriers is assumed, i.e., hB,k,i ⊥⊥∆hB,k,j , ∀k = 1...NA, ∀i, j = 1...Q.

• No frequency correlation amongst the estimated error’s subcarriers made by Alice is assumed,
i.e., ∆hB,k,i ⊥⊥∆hB,k,j , ∀k′ = 1...NA, ∀i 6= j, i= 1...Q, j = 1...Q.

As for the SISO system, the uncorrelated frequency assumption is justify by the fact that it is possible
to separate two symbol components by more than the coherence bandwidth of the channel. This is
achieved thanks to the spreading operation and/or with flexible numerology in 5G modulation, for
instance. From that, the BOR components of a symbol are spaced enough in frequency domain in order
to experience non-correlated channels. The uncorrelated spatial assumption between Bob and Eve
holds as soon as Bob and Eve are spaced by more than a few wavelengths, depending on the environment.

The communication parameters used to study the MISO system are given in Table 6.3:
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Symbol Description Value
α Ratio between the useful and the total signal power. α ∈ [0,1]
σ CSI estimation error variance. σ ∈ [0,1]
σdB CSI estimation error variance in dB. σdB ∈ R−
ε Fraction of outage. ε ∈ [0,1]
∆ Targeted ergodic secrecy rate in bit/channel use. ∆ ∈ R+

Q # of OFDM subcarriers. Q= 256
U Spreading factor. U = 2n, n ∈ {2,4,8,16,32}
N # of symbols per OFDM block. N =Q/U

NA # of antennas at Alice. NA > 1
NB # of antenna at Bob. NB = 1
NE # of antenna(s) at Eve. NE ≥ 1

Table 6.1: MISO communication parameters

6.2.3 Preliminaries

The expressions of the received signals at Bob and Eve’s positions, the decoding structures implemented
at Eve, as well as the AN generation condition, are reminded, in this section to facilitate the reader’s
understanding.

Received signal expressions
From Chapter 4, in a MISO-ME situation, the received signal at Bob is given by (see equation (4.18)):

yMISO
B =

√
α(1−σ)SH

NA∑
k=1

∣∣∣∣HB,k
∣∣∣∣2Sx+

√
ασSH

NA∑
k=1

HB,k∆HH
B,kSx

+
√

1−αSH
NA∑
k=1

HB,kw+SHvB.

(6.1)

At the eavesdropper’s position, the received sequence is given by:

yMISO,D
E =

√
αSH

NA∑
k=1

NE∑
l=1

DE,lHE,lkĤ
H

B,kSx+
√

1−αSH
NA∑
k=1

NE∑
l=1

DE,lHE,lkw+SH
NE∑
l=1

DE,lvE,l, (6.2)

where DE,l is a Q×Q decoding matrix whose nature depends on the investigated scenario, i.e., on the
handshake procedure between Alice and Bob.

Decoding structures at Eve
Eve’s decoding structures depend on the handshake procedures presented in section 4.6.3.

TDD handshake procedure 1: same decoding structure decoder.

The handshake procedure is presented in Figure 4.12. Eve is only able to know HBE which is of no
help. She implements the same decoding structure as Bob:

DSDS
E = SH

NE∑
k=1

IQ. (6.3)
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TDD handshake procedure 2: own channel decoder.

The handshake procedure is presented in Figure 4.13. Eve implements a decoding structure that takes
benefit from her own channel knowledge:

DOC
E = SH

NA∑
k=1

NE∑
l=1

HH
E,lk. (6.4)

TDD handshake procedure 3: maximum ratio combining decoder.

The handshake procedure is presented in Figure 4.14. Eve can access to the knowledge of her equivalent
channel. She therefore implements an MRC decoding structure:

DMRC
E = SH

NA∑
k=1

NE∑
l=1

ĤB,kHH
E,lk. (6.5)

AN generation
In a MISO-ME configuration, the AN is generated such that:

SH
NA∑
k=1

ĤB,kw = 0N . (6.6)

6.2.4 Ergodic secrecy rate modeling

As for the SISO system investigated in chapter 5, the metric of interest is the ESR which is defined
in (5.11). In order to obtain a model for the ESR, closed-form expressions of the ESINRs must be
determined.

6.2.4.1 Bob’s ergodic SINR

The approximation of Bob’s ESINR is identical to the approximation defined in chapter 5:

E [γB] = E
[
|B1|2

|B2 +B3|2

]
, (6.7)

with:

B1 =
√
α(1−σ)SH

NA∑
k=1

∣∣∣∣HB,k
∣∣∣∣2Sx+

√
ασSH

NA∑
k=1

HB,k∆HH
B,kSx,

B2 = SHvB,

B3 =
√

1−αSH
NA∑
k=1

HB,kw,

(6.8)

being respectively the data, noise, and AN components of the received signal at Bob, in a MISO system.
From 6.7, an approximation of the ESINR of the nth symbol is:

E [γB,n]≈
E
[
|B1,n|2

]
E
[
|B2,n|2

]
+E

[
|B3,n|2

] , (6.9)
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From (6.1), the received components at Bob are:

B1,n =
√
α(1−σ)
NAU

NA∑
k=1

U−1∑
i=0
|hB,k,i|2 +

√
ασ

NAU

NA∑
k=1

U−1∑
i=0

hB,k,i∆h∗B,k,i, (6.10a)

B2,n = 1√
NAU

U−1∑
i=0

vB,i (6.10b)

B3,n =
√

1−α
NAU

NA∑
k=1

U−1∑
i=0

hB,k,iwi. (6.10c)

As detailed in Appendices D.1.1, D.1.2, and D.1.3, the components can respectively be derived as:

E
[
|B1,n|2

]
= α [NAU(1−σ) + 1]

NAU
(6.11a)

E
[
|B2,n|2

]
= σ2

B
NA

(6.11b)

E
[
|B3,n|2

]
= (1−α)σ

NAU
. (6.11c)

Bob’s noise variance is defined as:
σ2
B = 1

UδB
, (6.12)

where δB is the SNR at Bob in linear scale, and 1/U is the received energy per symbol component
(data + AN).
Introducing (6.11a), (6.11b), and (6.11c) into (6.9), the per-symbol approximated ESINR at Bob in a
MISO-ME system is given by:

E [γB,n]≈
α[NAU(1−σ)+1]

NAU

σ2
B

NA
+ (1−α)σ

NAU

= α [NAU(1−σ) + 1]
Uσ2

B + (1−α)σ . (6.13)

The approximated EC at Bob is therefore expressed as:

CB ≈ log2 (1 +E [γB,n]) = log2

(
1 + α [NAU(1−σ) + 1]

Uσ2
B + (1−α)σ

)
. (6.14)

Figure 6.1 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈB) with
the approximated EC at Bob (CB) given in (6.14), for different number of Alice’s antennas, and at
SNR δB = 10dB. Between each sub-figure, U = 2 or U = 8, and the CSI estimation errors made at Alice
change, i.e., 0% and 10% of error, respectively. The exact EC is found by Monte Carlo simulations
(100.000 realizations), and is given by:

ĈB = E [log2 (1 +γB,n)] . (6.15)

From Figure 6.1, it is first observed that the approximated EC, given in (6.14), fits perfectly the
exact EC, given in (6.15). Equation (6.14) can therefore be used as a closed-form approximation
for the rest of the study. Also, it is seen that the EC increases with an increase of the number of
transmitter’s antennas. This is expected since Bob benefits from a higher array gain when Alice’s
number of antennas increases, therefore leading to higher channel capacities. Indeed, he benefits from
an array gain NA, and a frequency diversity gain U , which can be observed on his ESINR expression
(6.13) whose numerator is proportional to NAU . Compared to the SISO ESINR (5.18), the MISO
ESINR (6.13) is about NA times higher. It can also be outlined that the capacity increases with an
increase of the BOR factor.
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Figure 6.1: Comparison between approximated EC and exact EC at Bob, δB = 10dB, 100.000 realizations

6.2.4.2 Eve’s ergodic SINR

The derivation of Eve’s ESINR is conducted in this section for the three investigated scenarios coming
from the TDD handshake procedures. As for the SISO system, depending on the decoder, the ESINR
is given by:

E
[
γDE

]
= E


∣∣∣ED

1

∣∣∣2∣∣ED
2 +ED

3
∣∣2
 , (6.16)

with ED
1 , ED

2 , and ED
3 respectively being the data, noise, and AN components of the received signal at

Eve. From 6.16, an approximation of the ESINR of the nth symbol is:

E
[
γDE,n

]
≈

E
[∣∣∣ED

1,n

∣∣∣2]
E
[∣∣∣ED

2,n

∣∣∣2]+E
[∣∣∣ED

3,n

∣∣∣2] , (6.17)

where ED
1,n, ED

2,n, and ED
3,n are respectively the data, noise, and AN (i.e., interference) nth symbol

components of the received signal at Eve’s position, depending on the investigated scenario, when a
MISO-ME system is considered.

TDD handshake procedure 1: same decoding structure decoder
When Eve implements the SDS decoder, by replacing (6.3) in (6.2), the received signal becomes:

ySDS
E =

√
αSH

NA∑
k=1

NE∑
l=1

HE,lkĤ
H

B,kSx+
√

1−αSH
NA∑
k=1

NE∑
l=1

HE,lkw+SH
NE∑
l=1

vE,l. (6.18)
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The received nth symbol components can be expressed as:

ESDS
1,n =

√
α

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iĥ
∗
B,k,i (6.19a)

ESDS
2,n = 1√

NAU

NE∑
l=1

U−1∑
i=0

vE,l,i (6.19b)

ESDS
3,n =

√
1−α√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iwi. (6.19c)

As detailed in D.2.1.1, D.2.1.2, and D.2.1.3, the expected energy of the components are respectively
given by:

E
[
|ESDS

1,n |2
]

= αNE

UNA
(6.20a)

E
[
|ESDS

2,n |2
]

= NE

NA
σ2
E (6.20b)

E
[
|ESDS

3,n |2
]

= (1−α)NE

UNA
. (6.20c)

Eve’s noise variance is defined as:

σ2
E = 1

UδE
, (6.21)

where δE is the SNR at Eve in linear scale, and 1/U is the received energy per symbol component.
Introducing (6.20a), (6.20b), and (6.20c) into (6.17), the per-symbol approximated ESINR at Eve is
given by:

E
[
γSDS
E,n

]
≈

αNE
UNA

NE
NA
σ2
E + (1−α)NE

NAU

= α

Uσ2
E + (1−α) . (6.22)

Result (6.22) is very interesting. In particular, it shows that, when Eve implements an SDS decoder in
a MISO-ME configuration, the ESINR does not depend on NE nor NA. Therefore, (6.22) is similar to
the corresponding SISO-SE ESINR expression (5.27). In a MISO-ME SDS scenario, Eve benefits from
a gain NE/NA which identically impacts each of her received signal components. Consequently, this
gain simplifies and one comes back to the SISO-SE situation. In addition, it is observed that Eve is
not impacted by Alice’s error on Bob’s CSI estimation.
The approximated EC at Eve, when a SDS decoder is implemented, is therefore expressed as:

CSDS
E ≈ log2

(
1 +E

[
γSDS
E,n

])
= log2

(
1 + α

Uσ2
E + (1−α)

)
(6.23)

Figure 6.2 shows the accuracy of the EC approximation, by comparing the exact EC (ĈSDS
E ) obtained

by Monte Carlo simulations (100.000 realizations), with the approximated EC at Eve (CSDS
E ) given in

(6.23), as a function of the energy dedicated for information data. In each sub-figure, different number
of Eve’s antennas are considered. Between each-subplot, the number of antennas at Alice and/or the
main CSI estimation error are made variable. It is assumed a spreading factor of U = 2, and δE = 10dB.
The exact EC is found as:

ĈSDS
E = E

[
log2

(
1 +γSDS

E,n

)]
(6.24)
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Figure 6.2: Comparison between approximated EC and exact EC at Eve, SDS decoder, U = 2, δE = 10dB, 100.000
realizations

As anticipated from the above discussion, Eve’s capacity does not depend on her number of antennas
nor on Alice’s number of antennas. Furthermore, one can observe that the approximated EC perfectly
fits the exact EC, such that it can be used as a closed-form expression for the rest of the study. In
addition, the EC values observed in Figure 6.2 are identical to the ones obtained in Figure 5.2, which
shows the EC at Eve in a SISO-SE SDS scenario.

TDD handshake procedure 2: own channel decoder
When Eve implements the OC decoder, by replacing (6.4) in (6.2), the received signal becomes:

yOC
E =

√
αSH

NA∑
k=1

NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2 ĤH

B,kSx+
√

1−αSH
NA∑
k=1

NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2w+SH

NA∑
k=1

NE∑
l=1

HH
E,lkvE,l, (6.25)

The received nth symbol components can be expressed as:

EOC
1,n =

√
α

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2 ĥ∗B,k,i (6.26a)

EOC
2,n = 1√

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

h∗E,kl,ivE,l,i (6.26b)

EOC
3,n =

√
1−α√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2wi. (6.26c)
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As detailed in D.2.2.1, D.2.2.2, and D.2.2.3, the expected energy of the components are respectively
given by:

E
[
|EOC

1,n |2
]

= αNE(NE + 1)
UNA

(6.27a)

E
[
|EOC

2,n |2
]

=NEσ
2
E (6.27b)

E
[
|EOC

3,n |2
]

= (1−α)NE

UNA
(NANE + 1). (6.27c)

Introducing (6.27a), (6.27b), and (6.27c) into (6.17), the per-symbol approximated ESINR at Eve in a
MISO-ME system configuration is given by:

E
[
γOC
E,n

]
≈

αNE(NE+1)
UNA

NEσ2
E + (1−α)NE

UNA
(NANE + 1)

= α(NE + 1)
NAUσ2

E + (1−α)(NANE + 1) . (6.28)

Equation (6.28) shows that Eve’s ESINR depends on NA and NE . However, it is interesting to note
that, when NE →+∞, Eve’s ESINR becomes independent of NE . Furthermore, one can state that
when NA→+∞, E

[
γOC
E,n

]
→ 0. That is, Eve’s ESINR decreases when Alice is equipped with a growing

number of antennas. In addition, if one sets NA = 1 in (6.28), one comes back to the SISO-ME OC
scenario.
The approximated EC at Eve when an OC decoder is implemented is therefore expressed as:

COC
E ≈ log2

(
1 +E

[
γOC
E,n

])
= log2

(
1 + α(NE + 1)

NAUσ2
E + (1−α)(NANE + 1)

)
(6.29)

Figure 6.3 shows the accuracy of the EC, by comparing the exact EC (ĈOC
E ) obtained by Monte

Carlo simulations (100.000 realizations), with the approximated EC at Eve (COC
E ) given in (6.29), as a

function of the energy dedicated for information data. In each sub-figure, different number of Eve’s
antennas are considered. Between each-subplot, the number of antennas at Alice and/or the main CSI
estimation error are made variable. It is assumed a spreading factor of U = 2, and δE = 10dB.

From Figure 6.3, one observes that (6.29) fits perfectly the exact EC and is therefore used as a
closed-form approximation for the rest of this study. In addition, it can be stated that there is no
influence of Alice’s CSI estimation error on Eve’s EC, as anticipated from equation (6.29). Furthermore,
the influence of Eve’s number of antennas on the capacity value is minimal. Indeed, there is not
much difference between the different capacity curves when NE increases. Also, it is observed that,
except when a large majority of the transmitted energy is dedicated for data, i.e., except when α→ 1,
increasing the number of Alice’s antennas decreases Eve’s capacity. As an example, when NA = 2,
NE = 16, and α = 0.5, i.e., 50% of the transmitted energy is dedicated for information data, Eve’s
capacity equals 0.59 bit/channel use. With the same set of parameters but NA = 8, Eve’s capacity
equals 0.18 bit/channel use. This can be understood from (6.28) . In fact, except at large α, one
obtains: E

[
γOC
E,n

]
∝ 1/NA. Therefore, it can concluded that Alice can considerably decrease Eve’s EC

if she is equipped with a growing number of antennas.
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Figure 6.3: Comparison between approximated EC and exact EC at Eve, OC decoder, U = 2, δE = 10dB, 100.000
realizations

TDD handshake procedure 3: maximum ratio combining decoder
When Eve implements the MRC decoder, by replacing (6.5) in (6.2), the received signal becomes:

yMRC
E =

√
αSH

NA∑
k=1

NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2 ∣∣∣∣∣∣ĤB,k

∣∣∣∣∣∣2Sx+
√

1−αSH
NA∑
k=1

NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2 ĤB,kw

+SH
NA∑
k=1

NE∑
l=1

HH
E,lkĤB,kvE,l,

(6.30)

The received nth symbol components can be expressed as:

EMRC
1,n =

√
α

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2

∣∣∣ĥB,k,i∣∣∣2 (6.31a)

EMRC
2,n = 1√

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

h∗E,kl,iĥB,k,ivE,l,i (6.31b)

EMRC
3,n =

√
1−α√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2 ĥB,k,iwi. (6.31c)
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As detailed in D.2.3.1, D.2.3.2, and D.2.3.3, the expected energy of the components are respectively
given by:

E
[
|EMRC

1,n |2
]

= αNE

NAU
[2 +NE(NAU + 1)] (6.32a)

E
[
|EMRC

2,n |2
]

=NEσ
2
E (6.32b)

E
[
|EMRC

3,n |2
]

= (1−α)NE

NAU + 1 . (6.32c)

Introducing (6.32a), (6.32b), and (6.32c) into (6.17), the per-symbol approximated ESINR at Eve is
given by:

E
[
γMRC
E,n

]
≈

αNE
NAU

[2 +NE(NAU + 1)]
NEσ2

E + (1−α)NE

NAU+1
=

α
NAU

[2 +NE(NAU + 1)]
σ2
E + (1−α)

NAU+1
. (6.33)

From (6.33), it can be outlined that Eve’s ESINR becomes arbitrarily large when Eve is equipped
with an arbitrarily large number of antennas. One observes that it also increases when NA increases.
In particular, when α 6= 0 or α 6= 1, E

[
γMRC
E,n

]
∝NENAU . This arises from the fact that, when Eve

implements a MRC decoder, she benefits from a diversity gain U at each of her NE antennas, where
each of her NE antennas intercept NA signals coming from Alice, which can be sum up coherently
thanks to the MRC. That is, Eve benefits from an array gain NANE (i.e., TX and RX array gain),
and a frequency diversity gain U .
The approximated EC at Eve, when an MRC decoder is implemented, is therefore expressed as:

CMRC
E ≈ log2

(
1 +E

[
γMRC
E,n

])
= log2

1 +
α

NAU
[2 +NE(NAU + 1)]
σ2
E + (1−α)

NAU+1

 (6.34)

Figure 6.4: Comparison between approximated EC and exact EC at Eve, MRC decoder, U = 2, δE = 10dB, 100.000
realizations
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Figure 6.4 shows the accuracy of the EC, by comparing the exact EC (ĈMRC
E ) obtained by Monte

Carlo simulations (100.000 realizations), with the approximated EC at Eve (CMRC
E ) given in (6.34), as

a function of the energy dedicated for information data. In each sub-figure, different number of Eve’s
antennas are considered. Between each-subplot, the number of antennas at Alice and/or the main CSI
estimation error are made variable. It is assumed a spreading factor of U = 2, and δE = 10dB.

It is observed from Figure 6.4 that (6.34) fits perfectly the exact EC, and is therefore used as a
closed-form approximation for the rest of this study. One can also see the influence of Eve’s number of
antennas on the capacity value. Indeed CMRC

E increases when NE increases, as anticipated from the
discussion about Eve’s ESINR (6.33). It can also be outlined an increase of Eve’s capacity when Alice
is equipped with an increase number of antennas. Finally, it can be stated that Alice’s error on Bob’s
CSI does not influence Eve’s EC.

6.2.5 Guaranteeing secrecy rate

Similarly to the SISO system investigated in chapter 5, in a practical scenario, Alice needs to a priori
know the per-symbol ESR over which she can securely communicate with Bob. In order to do so, Alice
must design the communication parameters that guarantee a targeted communicated ESR, depending
on the handshake procedures with Bob. Three scenarios are investigated:

• Scenario 1: Eve implements the SDS decoder.

• Scenario 2: Eve implements the OC decoder.

• Scenario 3: Eve implements the MRC decoder.

For each scenario, the required SNR at Bob that guarantees ESR= ∆ is derived in Section 6.2.5.1.
Upper bounds on Eve’s number of antennas that are allowed, as well as on Alice’s CSI estimation error,
are derived in Section 6.2.5.2 and 6.2.5.3, respectively. The optimal amount of data energy to inject,
i.e., the amount of data energy that minimizes Bob’s required SNR to target ESR= ∆, is expressed
in Section 6.2.5.4. As usual, the worst case scenario in terms of secrecy is considered. That is, Eve’s
SNR →+∞, which is obtained by setting σ2

E = 0 in Eve’s capacity expressions. This corresponds to
the situations where Eve is close to Alice, and/or Eve is equipped with a noise-free hardware.

6.2.5.1 Required SNR at Bob

As a reminder, the transmitted energy per symbol is 1. Since one symbol is spread over U subcarriers,
the transmitted energy per symbol component is 1/U . In addition, it is considered normalized channels,
such that the received energy per symbol component is 1/U . Therefore, Bob’s SNR per symbol
component is defined as :

δDB = 1
Uσ2

B
. (6.35)

It is also assumed that Alice aims to guarantee a per-symbol communication ESR = ∆ bit/channel use.

Scenario 1: same decoding structure decoder
Introducing (6.14) and (6.23) into the per-symbol ESR expression (5.11), and considering σ2

E = 0, the
guaranteed ESR in a MISO-ME SDS configuration is given by:

RSDS
s,n = ∆ = 1

U

[
log2

(
1 + α [NAU(1−σ) + 1]

Uσ2
B + (1−α)σ

)
− log2

(
1 + α

1−α

)]
. (6.36)

The ESR being independent of NE , the impact of Eve’s number of antennas is therefore not investigated.
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Figure 6.5: Guaranteed ergodic secrecy rate, SDS decoder, δB = 10dB

Figure 6.6: Maximal guaranteed ergodic secrecy rate as a function of the main CSI error, SDS decoder, δB = 10dB
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Figure 6.5 presents the ESR as a function of α, for different number of transmitter’s antennas, at fixed
CSI estimation error of 10%, and with different BOR values between each subplot.
First, it shows that the ESR increases with an increase of NA. In that situation, Bob’s capacity is
enhanced but not Eve’s one. In addition, when NA increases, less AN energy, i.e., more data energy,
has to be injected to maximize the communication ESR. As an example, when U = 4, σdB =−10dB,
the ESR is maximized for α = 0.56 when NA = 2, for α = 0.6 when NA = 8, and for α = 0.62 when
NA = 20. The reason is that, when NA increases, since Bob’s decoding capabilities increase but not
Eve’s ones, one needs less AN to give Bob a physical advantage compared to Eve. Furthermore, due to
the rate decrease factor, when the BOR increases, the ESR decreases.

Figure 6.6 shows the impact of Alice’s main CSI estimation error on the achievable per-symbol
communication ESR. As expected, when Alice more accurately estimates Bob’s CSI, the achievable
ESR increases. It is also observed that, whatever U and NA, positive achievable ESRs can be obtained
for low CSI estimation accuracies. Indeed, the achievable ESR remains positive, for σdB ≈−4dB, i.e.,
Alice misestimates Bob’s CSI with ≈ 40% of error, even for low NA and high spreading factors.
After manipulating equation (6.36), one obtains the required SNR at Bob to guarantee ESR = ∆, when
Eve implements the SDS decoder:

δSDS
B = α+T SDS

1
α2T SDS

2 +αT SDS
3 +T SDS

4
, (6.37)

where:

T SDS
1 = 2∆U −1
T SDS

2 = (NAU + 1)(σ−1)
T SDS

3 = (NAU + 1)(1−σ) +σ(2∆U −1)

T SDS
4 = σ

(
1−2∆U

)
.

Scenario 2: own channel decoder
Introducing (6.14) and (6.29) into the per-symbol ESR expression (5.11), and considering σ2

E = 0, the
guaranteed ESR in a MISO-ME OC configuration is given by:

ROC
s,n = ∆ = 1

U

[
log2

(
1 + α [NAU(1−σ) + 1]

Uσ2
B + (1−α)σ

)
− log2

(
1 + α(NE + 1)

(1−α)(NANE + 1)

)]
. (6.38)

Figure 6.7 shows the ESR as a function of α, for different NE , with U = 4, σdB =−10dB, and with
variable NA between each sub-figure. First, it is observed that, when NE increases, the maximal
ESR saturates. This can be understood from Eve’s ergodic capacity (6.29) which is bounded when
NE→+∞. Second, it is seen that more data energy has to be injected to maximize the ESR when NA

increases. The justification is similar to the SDS situation since, when Alice is equipped with a growing
number of antennas, Bob’s capacity is enhanced but Eve’s capacity is penalized. From that, it can also
be concluded that the per-symbol communication ESR increases when NA increases. Furthermore, one
can see in Figure 6.7 that the maximal ESR slightly increases with an increase of NE , whatever the
value of NA. This can be anticipated from Eve’s ESINR expression (6.28). Indeed, Eve’s ESINR is
proportional to NE+1

NANE+1 when σ2
E = 0. Since NA ≥ 2, one obtains:

1
NA

∣∣∣∣∣
NE→+∞

≤ E
[
γOC
E,n

]
≤ 2
NA+ 1

∣∣∣∣∣
NE=1

. (6.39)
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Figure 6.7: Guaranteed ergodic secrecy rate, OC decoder, δB = 10dB

Consequently, in a MISO-ME OC system, the worst case scenario in terms of secrecy is obtained when
NE = 1, i.e., when Eve is a single-antenna eavesdropper. Only this configuration will be investigated
for the rest of this chapter with this decoding structure. Finally, one can conclude that the OC scenario
exhibits higher secrecy performances compared to the SDS scenario. As an example, when U = 4,
σdB =−10dB, NA = 8, and NE = 1, a maximal ESR of ∆ = 1.68 bit/channel use is ensured for the OC
scenario, but only 1.42 bit/channel use is ensured for the SDS scenario, as seen in Figure 6.5.

Figure 6.8: Maximal guaranteed ergodic secrecy rate as a function of NE , OC decoder, δB = 10dB
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Figure 6.8 confirms that lower ESR values are obtained when NE = 1, whatever the number of antennas
at Alice. However, it is observed that, for fixed NA, U , and σdB values, the ESR not much increases
when NE increases.

Figure 6.9: Maximal guaranteed ergodic secrecy rate as a function of the main CSI error, OC decoder, δB = 10dB

Figures 6.7 and 6.8 show the impacts of α, NA, and NE on the ESR performances while Figure 6.9
presents the influence of the main CSI estimation error made by Alice, as well as the spreading factor.
As expected, when U increases, the ESR decreases. In addition, when Alice more accurately estimates
Bob’s CSI, the achievable ESR increases. It is also observed that, whatever U , positive achievable
ESRs can be obtained for low CSI estimation accuracies.
After setting NE = 1 in equation (6.38), one obtains the required SNR at Bob to guarantee ESR = ∆,
when Eve implements the OC decoder. Indeed, NE = 1 is the worst-case scenario for OC decoder.
That is, the SNR is given by:

δOC
B = αTOC

0 +TOC
1

α2TOC
2 +αTOC

3 +TOC
4

, (6.40)

where:

TOC
0 = 2∆U (1−NA) + (NA+ 1)
TOC

1 = (NA+ 1)(2∆U −1)
TOC

2 = 2∆Uσ(1−NA)− (NA+ 1)(NAU + 1)

TOC
3 =NA+ 1)

(
(1−σ)(NAU + 1) +σ(2∆U −1)

)
−2∆Uσ

TOC
4 = (NA+ 1)

(
1−2∆U

)
.

Scenario 3: maximum ratio combining decoder
Introducing (6.14) and (6.34) into the per-symbol ESR expression (5.11), and considering σ2

E = 0, the
guaranteed ESR in a MISO-ME MRC configuration is given by:

RMRC
s,n = ∆ = 1

U

log2

(
1 + α [NAU(1−σ) + 1]

Uσ2
B + (1−α)σ

)
− log2

1 +
α

NAU
[2 +NE(NAU + 1)]

(1−α)
NAU+1

 . (6.41)
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Figure 6.10: Guaranteed ergodic secrecy rate, MRC decoder, δB = 10dB

Figure 6.11: Maximal guaranteed ergodic secrecy rate as a function of the main CSI error, MRC decoder, δB = 10dB
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Figure 6.10 illustrates the ESR as a function of α, for different NE , with fixed U = 4 and σdB =−∞dB,
and with variable NA between each sub-figure. First, it is observed that the ESR decreases when Eve is
equipped with an increase number of antennas. This can be understood from Eve’s ESINR expression
(6.33), where it is seen that her decoding capabilities are enhanced when NE increases. Second, one can
also outline an ESR increase when NA increases. Third, one can state that when NE or NA increases,
more AN energy has to be injected to maximize the ESR. In particular, when NE is large, the vast
majority of the energy injected must be dedicated for AN. As an example, when NA = 4 and NE = 8,
Alice has to inject 98% of AN to maximize the ESR performances, compared to 83% when NE = 1.
Finally, compared to the SDS and OC scenarios, the MRC scenario presents the lowest ESR perfor-
mances. This is expected since in that situation, Eve benefits from a frequency diversity gain due to the
implementation of the MRC decoder. She is able to coherently sum up her received symbol components .

Figure 6.11 highlights the influence of σdB and U on the ESR performances, when Eve implements a
MRC decoder. It is observed that, for lower number of Eve’s antennas, Alice is allowed to less accurately
estimate Bob’s CSI in order to ensure positive achievable ESR. As an example, for U = 4 and NA = 2, a
positive ESR is achieved as soon as σdB <−4dB when NE = 1, i.e. ≈ 40% of estimation error, as soon
as σdB <−6.61dB when NE = 2, i.e. ≈ 21.8% of estimation error, and as soon as σdB <−10.65dB when
NE = 4, i.e., ≈ 8.6% of estimation error. In addition, less accurate CSI estimation errors are allowed
when U increases, if a positive achievable ESR is aimed. Indeed, for U = 2 and NA = 2, Alice can make
a CSI estimation error up to ≈−16dB, i.e., ≈ 2.5% of error, when Eve has 6 antennas. For the same
set of parameters but U = 32, Alice can misestimate Bob’s CSI with an error up to ≈−12.67dB, i.e.,
≈ 5.4% of error. Finally, lower ESR performances are obtained with higher spreading factors.
After manipulating equation (6.41), one obtains the required SNR at Bob to guarantee ESR = ∆, when
Eve implements the MRC decoder:

δMRC
B = αTMRC

0 +TMRC
1

α2TMRC
2 +αTMRC

3 +TMRC
4

, (6.42)

where:

TMRC
0 = 2∆U

(
NE(NAU + 1)2 + 2(NAU + 1)−NAU

)
+NAU

TMRC
1 =NAU(2∆U −1)
TMRC

2 = 2∆Uσ [(NAU + 1)(2 +NE)(NAU + 1)−NAU ]−NAU(NAU + 1)(1−σ)
TMRC

3 =NAU [(1−σ)(NAU + 1)−σ]−2∆Uσ [NAU + (NAU + 1)(2 +NE(NAU + 1))]

TMRC
4 =NAUσ

(
1−2∆U

)
.

6.2.5.2 Maximal eavesdropper antennas allowed

Scenario 1: same decoding structure decoder
There is no condition to determine for the maximal number of eavesdropping antennas allowed to
ensure a maximal per-symbol communication ESR, since Eve’s capacity is independent of NE .

Scenario 2: own channel decoder
There is no condition to determine for the maximal number of eavesdropping antennas allowed to
ensure a maximal per-symbol communication ESR, since the worst-case scenario is obtained for NE = 1.

Scenario 3: maximum ratio combining decoder
Expression (6.42) gives the required SNR at Bob to guarantee a per-symbol communication ESR = ∆,
when Eve implements a MRC decoder, as a function of the communication parameters in a MISO-ME
configuration. For a solution to exist, (6.42) must be positive. That is, one has to find a condition
on σ in order to obtain plausible roots in α in (6.42). This imposes an upper bound on the allowed
number of eavesdropper’s antennas NE,max to be able to guarantee a given targeted ESR. In other
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words, if NE <NE,max, a finite Bob’s SNR is needed to target the desired ESR. If NE =NE,max, Bob’s
SNR needs to be infinite to guarantee the ESR. If NE >NE,max, it is impossible to target the desired
communication ESR. To find the upper bound on NE , the condition TMRC

2 < 0 needs to be met, leading
to:

NE,max =
⌊
NAU(NAU + 1)(1−σ) + 2∆Uσ [NAU −2(NAU + 1)]

(NAU + 1)22∆Uσ

⌋+

, (6.43)

where bxc+ is the maximum between 0 and the nearest integer lower or equal to x. If NA = 1, one
comes back to the corresponding SISO-ME condition (5.80).
Figure 6.12 presents the maximal number of eavesdropper antennas that is allowed, as a function of the
maximal ESR that can be targeted, for different BOR factors, at fixed σdB =−20dB, i.e., 1% of CSI
error, and with variable NA between each sub-figure. As expected, NE,max decreases when ∆ increases.
In addition, it is seen that NE,max slightly increases when NA increases, to target a given maximal
ESR. As an example, when ∆ = 0.2 bit/channel use can at most be targeted and U = 8, NE,max = 30
when NA = 2, and NE,max = 32 when NA = 16. Furthermore, one can observe that, except at low
ESRs, NE,max increases when U decreases. The reason is that the rate decrease due to the spreading
operation has a greater impact at higher BORs than at lower ones. It is therefore more stringent
to communicate at a given ESR with higher BORs. However, at low targeted ESRs, the frequency
diversity gain has a greater impact than the rate decrease. From that, higher BORs are preferable
than lower ones if one wants to communicate at low rates, and Eve is allowed to be equipped with
more antennas.

Figure 6.12: Maximal number of eavesdropping antennas as a function of the guaranteed ESR ∆, MRC decoder
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Figure 6.13: Maximal number of eavesdropping antennas as a function of NA, MRC decoder

Figure 6.13 outlines the impact of NA and σdB on NE,max, at fixed ∆ = 0.1bit/channel use. It first
confirms that NE,max does not increase much when Alice is equipped with a growing number of
antennas. In addition, it is seen that NE,max is very sensible to Alice main CSI estimation error. As an
example, when NA = 8, U = 8, and ∆ = 0.1bit/channel use, NE,max = 564 if σdB =−30dB, NE,max = 55
if σdB =−20dB, NE,max = 10 if σdB =−13dB, and NE,max = 5 if σdB =−10dB.

6.2.5.3 Maximal CSI error allowed

Expressions (6.37), (6.40), and (6.43) give the required SNR at Bob to guarantee a per-symbol
communication ESR = ∆ when Eve implements respectively an SDS, on OC, and an MRC decoder,
as a function of the communication parameters in a MISO-ME configuration. For a solution to exist,
SNR must be positive, which in turns imposes a maximal CSI error σSDS

max that can be made by Alice to
possibly reach the targeted ESR. Determining the maximal CSI error allows to find the domain of
validity of the SNR expression, i.e., it allows to find an upper bound on Alice’s CSI misestimation to
be able to guarantee ESR=∆ bit/channel use. In other words, when σ < σSDS

max , Alice can determine a
finite SNR at Bob that enables a guaranteed communication ESR = ∆.

Scenario 1: same decoding structure decoder
From (6.37), it can be shown that:

σSDS
max = 1− 2∆U −1

2∆U +NAU

∣∣∣∣∣
σSDS

max∈[0,1]

. (6.44)
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Figure 6.14: Maximal allowed CSI error as a function of the maximal ESR that can be guaranteed, SDS decoder

From condition (6.44), it is observed that σSDS
max → 1 if NA→+∞. In addition, σSDS

max → 1 if ∆→ 0+.
From these, Alice can a priori make any estimation error if she is equipped with an arbitrarily large
number of antennas, or if she aims to ensure a positive ESR → 0+ bit/channel use. However, σSDS

max → 0
if U →+∞, or if ∆→+∞. These behaviours are confirmed in Figure 6.14 where σSDS

max is plotted as a
function of the maximal ESR that can be targeted, for different spreading factors, and with variable
NA between each sub-figure. It is observed that more accurate CSI estimations need to be performed at
Alice if U increases to reach the same ESR performances. Also, Alice can make larger CSI estimation
errors if she is equipped with more antennas.

Scenario 2: own channel decoder
As a reminder, only the situation when NE = 1 is considered since it corresponds to the worst-case
scenario. From (6.40), it can be shown that:

σOC
max = 1− 2∆U+1− (NA+ 1)

2∆U+1 +NAU(NA+ 1)

∣∣∣∣∣
σOC

max∈[0,1]

. (6.45)

The behaviour of σOC
max is similar to σSDS

max , and is presented in Figure 6.15. However, compared to the
SDS scenario, Alice can be less stringent to estimate Bob’s CSI in order to target a given ESR, with
identical communication parameters. As explained, this scenario exhibits better secrecy performances
than the SDS scenario. Therefore, less stricter conditions can be met at Alice to reach the same ESR
performances.

Sidney Golstein



6.2. MULTI-INPUT SINGLE-OUTPUT 140

Figure 6.15: Maximal allowed CSI error as a function of the maximal ESR that can be guaranteed, OC decoder

Scenario 3: maximum ratio combining decoder
From equation (6.43), the upper bound on Alice’s CSI estimation error to possibly reach a targeted
ESR=∆ is:

σMRC
max = 1− 2∆U [NE(NAU + 1)2 + (NAU + 1) + 1

]
2∆U [NE(NAU + 1)2 + (NAU + 1) + 1] +NAU(NAU + 1)

∣∣∣∣∣
NE≤NE,max ,σMRC

max ∈[0,1]

. (6.46)

As for the SISO-ME MRC scenario, σMRC
max < 1 if ∆→ 0+. In addition, σMRC

max → 0 if ∆→ +∞, or
NE →+∞, i.e., Alice must perfectly estimate Bob’s CSI if Eve is equipped with an arbitrarily large
number of antennas, and/or an arbitrarily large ESR aims to be reached.

Figure 6.16 shows the maximal allowed CSI error as a function of NE . In each sub-figure, NA = 4 or
16, and ∆ = 0.1 or 0.2 bit/channel use. The spreading factor differs between each sub-figure. It is
first observed that σMRC

max decreases when ∆ increases, as expected. It also decreases when the BOR
increases. Furthermore, Alice must be more accurate on Bob’s CSI estimation if Eve has more antennas.
In addition, it can be seen that σMRC

max increases with an increase of NA, but not significantly. Finally,
compared to the SDS and OC scenarios, the MRC scenario exhibits significantly stricter conditions
on the maximal allowed CSI error. As an illustration, when NA = 4, NE = 10, U = 4, and ∆ = 0.2
bit/channel use, σSDS

max =−0.18dB σOC
max =−0.17dB, and σMRC

max =−12.9dB.
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Figure 6.16: Maximal allowed CSI error as a function of NE , MRC decoder

6.2.5.4 Optimal amount of data energy to inject

The SNR expressions (6.37), (6.40), and (6.42) are convex expressions in α. So, one can minimize
these expressions to determine the optimal amount of data energy to inject. This corresponds to the
amount of data energy that minimizes the required SNR at Bob to ensure ESR = ∆, as a function
of the communication parameters (U , σ, NE , and NA). It also depends on the decoding structure
implemented at Eve, and will be denoted as αDopt. To find αDopt, one has to derive the SNR expressions
as a function of α, and find to roots of it.

Scenario 1: same decoding structure decoder
By denoting

ASDS
1 = (NAU + 1)(1−σ)

ASDS
2 = σ

(
2∆U −1

)
ASDS

3 =ASDS
1 +ASDS

2 ,

one can show that:

αSDS
opt =

−2ASDS
1

(
2∆U −1

)
+
√

ΣSDS

2ASDS
1

∣∣∣∣∣
σ≤σSDS

max ,α
SDS
opt ∈[0,1]

(6.47)

with ΣSDS = 4(ASDS
1 )2

(
2∆U −1

)2
−4ASDS

1

[
−
(
2∆U −1

)
ASDS

3 −ASDS
2

]
. Equation (6.47) determines the

amount of data that Alice has to inject in order to minimize the required SNR at Bob that guarantees
a per-symbol communication ESR= ∆ bit/channel use, when Eve performs the SDS decoder. To
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obtain the corresponding SNR values, the parameter α in (6.37) is replaced with the values obtained
in equation (6.47).

Figure 6.17 presents the required SNR at Bob as a function of the targeted ESR. For each sub-figure,
U = 2 or 32, and σdB =−10 or −5dB, which corresponds to 10% and ≈ 30% of CSI error. Between
each sub-figure, NA changes. First, the required SNR increases when Alice aims to target a larger
ESR. Second, when the spreading factor increases, the required SNR increases as well, except for low
targeted ESR values. This is expected since, when U increases, it becomes more difficult to target a
given per-symbol communication ESR due to the rate decrease in 1/U . However, at low ESRs, the
diversity gain predominates the rate decrease, such that higher BORs are preferable. Third, when NA

increases, Bob’s required SNR decreases to target a given communication ESR.

Figure 6.17: Required SNR at Bob as a function of the guaranteed ESR, SDS decoder

Scenario 2: own channel decoder
With the terms defined in (6.40), one can show that:

αOC
opt =

−TOC
1 TOC

2 −
√(

TOC
1
)2 (

TOC
2
)2 +TOC

0 TOC
2 (TOC

0 TOC
4 −TOC

2 TOC
3 )

TOC
0 TOC

2

∣∣∣∣∣
σ≤σOC

max,α
OC
opt∈[0,1]

(6.48)

Equation (6.48) determines the amount of data that Alice has to inject, in order to minimize the
required SNR at Bob that guarantees a per-symbol communication ESR= ∆ bit/channel use, when
Eve performs the OC decoder. Again, to obtain the corresponding SNR values, the parameter α in
(6.40) is replaced with the values obtained in equation (6.48).
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Figure 6.18: Required SNR at Bob as a function of the guaranteed ESR, OC decoder

Figure 6.18 presents the required SNR at Bob as a function of the targeted ESR for the same set
of parameters as Figure 6.17. The same conclusions can be drawn. In addition, to reach similar
performances, lower SNR are required in this scenario compared to the SDS scenario, which is expected.

Scenario 3: maximum ratio combining decoder
With the terms defined in (6.42), one can show that:

αMRC
opt =

−TMRC
1 TMRC

2 −
√(

TMRC
1

)2 (
TMRC

2
)2 +TMRC

0 TMRC
2 (TMRC

0 TMRC
4 −TMRC

2 TMRC
3 )

TMRC
0 TMRC

2

∣∣∣∣∣ σ≤σMRC
max ,

NE≤NE,max,

αMRC
opt ∈[0,1]

(6.49)
Equation (6.49) determines the amount of data that Alice has to inject, in order to minimize the
required SNR at Bob that guarantees a per-symbol communication ESR= ∆ bit/channel use, when
Eve performs the MRC decoder. To obtain the corresponding SNR values, the parameter α in (6.42) is
replaced with the values obtained in equation (6.49).
Figure 6.19 presents the required SNR at Bob as a function of the targeted ESR. For each sub-figure,
NE = 4, U = 2 or 8, and σdB = −∞dB or −10dB, which corresponds to 0% and 10% of CSI error.
Between each sub-figure, NA changes. The same conclusions as for the other scenarios can be drawn.
However, as expected, higher SNRs are required at Bob to guarantee a similar ESR compared to
the previously presented scenarios. As an example, to target ∆ = 0.1 bit/channel use, when NE = 4,
NA = 4, U = 8, and σdB =−10dB, one needs δSDS

B =−5.18dB, δOC
B =−7.03dB, and δMRC

B = 17.29dB.
In addition, lower ESRs can be guaranteed when Eve implements the MRC decoder. Finally, the
accuracy on Bob’s CSI estimation strongly impacts the scenario performances.
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Figure 6.19: Required SNR at Bob as a function of the guaranteed ESR, MRC decoder

Figure 6.20 outlines the impact of NE on the required SNR at Bob. As expected, when NE increases,
larger SNR at Bob is required to target a given ESR. It also confirms that the performances are
strongly dependent on Alice’s estimation accuracy. Indeed, when U = 32, with only 0.1% of CSI error,
i.e., σdB =−30dB, it is impossible to ensure 0.2 bit/channel use if Eve is equipped with more than 11
antennas, when Alice has 8 antennas. In addition, to reach this level of secrecy, Bob’s SNR needs to be
equal to 42 dB. For the same set of parameters but with σ = 0% of CSI error, i.e., σdB =−∞dB, Bob’s
required SNR is equal to 29.9dB (not shown in the plot).

Figure 6.20: Required SNR at Bob as a function of NE , MRC decoder
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6.2.6 Secrecy outage consideration

Until now, one can state that it is preferable to communicate at low BOR values to guarantee higher
communication ESRs when Eve implements a SDS or an OC decoder. When she is able to implement a
MRC decoder, it was seen in Figure 6.11 that higher BORs are more likely to be used if Alice strongly
misestimates Bob’s CSI and if NE increases. However, the analysis did not take into account that
outages occur if the instantaneous secrecy rate that can be supported by the communication is lower
than the actual ESR at which Bob and Alice communicate, resulting to leakage to Eve. As a reminder,
the precise amount of leaked information cannot be known since it depends on the wiretap codes, but
outages can be characterized. As for the SISO system, the ε−achievable SR performances for the three
investigated schemes are studied, considering 100.000 realizations of the instantaneous secrecy rate,
in order to observe very low outage percentages. As always, it is assumed that Eve is noiseless. For
the OC scenario, NE = 1 is also considered since it corresponds to the worst case scenario in terms of
secrecy.

Scenario 1: same decoding structure decoder

Figure 6.21: ε-achievable secrecy rate as a function of the fraction of outage, δB = 10dB, SDS decoder

Figure 6.21 presents the ε−achievable SR as a function of the faction of outage, for different number of
Eve antennas, and different BOR factors. Between each sub-figure, the number of Alice’s antennas
and/or the CSI estimation error is made variable. First, it is observed that the number of Eve’s
antennas does not influence the outage performances. In addition, it is observed that higher BOR
values are preferable when low outage percentage are required. The crossing point where higher BOR
values are preferable to lower ones occurs for higher outage percentages when Alice is equipped with
a low number of antennas and/or when she strongly misestimates Bob’s CSI. As an example, Alice
is more likely to communicate with U = 8 instead of U = 2, as soon as less than 0.01% of outage is
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required, when NA = 2 and σdB =−5.2dB, i.e., 30% of CSI error. With NA = 8 and no CSI error, it
is expected from Figure 6.21 that it is preferable to communicate with U = 8 instead of U = 2 for
fractions of outage that are several orders lower than 10−4, which cannot be observed in simulations.
In addition, one can state that better outage performances are obtained when NA increases and/or
Alice’s accuracy on Bob’s CSI increases.

Scenario 2: own channel decoder

Figure 6.22: ε-achievable secrecy rate as a function of the fraction of outage, δB = 10dB, OC decoder

Figure 6.22 presents the ε−achievable SR for the MISO-ME OC scenario, and for the same set of
parameters that are used in Figure 6.21. It can be observed that Eve’s number of antennas influence
the outage performances. This influence is more pronounced at lower BOR values. In addition, higher
performances are obtained when she is equipped with a larger number of antennas. It is therefore
preferable for Eve to possess less antennas in a MISO-ME OC scenario. Otherwise, the same conclusions
can be drawn as for the MISO-ME SDS scenario.

Scenario 3: maximum ratio combining decoder
Figure 6.24 highlights the ε−achievable SR performances of the MISO-ME MRC scenario as a function
of the fraction of outage, for different number of Eve’s antennas, when no CSI error is considered.
Between each sub-plot, the number of Alice’s antennas and/or the BOR factor are made variable. It
is seen that positive ε−achievable SRs are obtained for lower percentages of outage when the BOR
increases. As an example, with NA = 2, NE = 6, σdB =−∞dB, and U = 2, a non-zero ε−achievable
SRs is possible with at least 26.2% of outage occurring. For the same set of parameters but U = 8, it
is attained as soon as 5.8% of outage occurs. Therefore, operating at higher BOR values, although
it decreases the ESR, reduces the percentage of outages. In addition, the ε−achievable SRs is very
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sensible to the number of Eve’s antennas. In fact, for NA = 8, no CSI error, U = 2, and NE = 1, a
non-zero ε−achievable SRs is obtained as soon as more than 0.035% of outage is acceptable, but 9.4%
when NE = 6 for instance. Finally, one can observe that, when NA increases, the ε−achievable SRs
increases as well, for a given outage percentage.

Figure 6.23: 10%-achievable secrecy rate as a function of NE , δB = 10dB, MRC decoder

Figure 6.24: ε-achievable secrecy rate as a function of the fraction of outage, δB = 10dB, MRC decoder
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Figure 6.23 highlights the influence of Eve’s number of antennas on the 10%−achievable SR performances,
for different NA. Between each sub-plot, the BOR factor and/or the CSI estimation error are made
variable. First, one can observe that the 10%−achievable SR decreases when NE increases or NA

decreases. In addition, when the spreading factor increases, the 10%−achievable SR stays positive for
larger number of eavesdropping antennas. In addition, for a given number of Alice’s antennas and
estimation error, higher BOR values allow to keep positive outage performances for higher number of
Eve’s antennas.

6.2.7 Conclusions on MISO system

The first part of this chapter highlights the secrecy performances of the MISO system, in the presence
of one or multiple cooperative passive eavesdroppers.

Analytic derivation methodology
Three scenarios are presented depending on the TDD handshake procedures between Alice and Bob.
For each scenario, an approximation of the ergodic secrecy rate is derived. It is shown that the
approximations fit well the exact ergodic secrecy rate performances obtained via simulations, and are
therefore used as closed-form expressions throughout this chapter to derive a certain number of useful
metrics.
As for the SISO system, the communication parameters are designed in order to guarantee a targeted
per-symbol ESR. To do so, worst case assumptions in terms of secrecy are considered, such has
Eve being equipped with a noise-free hardware and/or is situated close to Alice, i.e., Eve having an
arbitrarily large SNR, or Eve being equipped with an arbitrarily large number of antennas.
The analytic model of the ESR, depending on the investigated scenario, allows Alice to determine
an analytic expression of the required SNR at Bob to guarantee ∆ bit per channel use of secure rate.
Thanks to this expression, Alice is able to derive:

• the maximal allowed main CSI error she can perform,

• the maximal number of allowed eavesdropping antennas,

• the optimal amount of data energy to inject.

Main results
The secrecy performances of the MISO system are similar to the ones obtained with the SISO system,
but are enhanced when Alice’s number of antennas increases. The same conclusions as for the SISO
system can therefore be drawn.

It is shown that Alice’s choice on the BOR value of the communication results from a trade-off.
Knowing the CSI error variance and Bob’s SNR, it is preferable for Alice to communicate at lower
BORs to maximize the secure ergodic communication rate. However, if low outage percentages are
desired, Alice is recommended to communicate at higher BOR values.
When the handshake procedures 1 or 2 are considered, i.e., SDS or OC decoders at Eve, the trade-off
arises when very low outage percentages are allowed (typically lower than 0.1%) and/or if Alice strongly
misestimates Bob’s CSI. When NA increases, lower outage percentages are allowed.
When the handshake procedure between Alice and Bob allows Eve to implement an MRC decoder, i.e.,
handshake procedure 3, this trade-off occurs for larger percentages of outage (typically more than 1%)
and when Alice more accurately estimates Bob’s CSI.

In addition, it is observed that Eve’s number of antennas does not influence the secrecy performances
of the SDS scenario. More, for the OC scenario, the worst-case situation is obtained with NE = 1, i.e.,
it is penalizing for Eve to be equipped with a multi-antenna receiving structure. Therefore, in the
context of IoT, it can be concluded that the SDS and OC scenarios are very promising to secure a DL
communication between a multi-antenna BS and a single-antenna UE. Indeed, it is proven that Alice
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can guarantee a positive ESR while keeping low outage percentages, regardless the number of Eve’s
antennas. These schemes are therefore robust against passive eavesdropping.
However, when the eavesdropper implements an MRC receiver, its number of antennas strongly impacts
the secrecy performances. Indeed, Eve benefits from a frequency diversity gain as well as an array
gain, therefore leading to high decoding capabilities, i.e., to low secrecy performances. No secrecy
performance can therefore be a-priori guaranteed by Alice.

Table 6.2 summarizes the performances of the MISO system.
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6.3 Single-Input Multi-Output

6.3.1 Introduction

In this second part of the chapter, the secrecy performances of a SIMO system are assessed. As a
reminder, two SIMO schemes are investigated depending on whether Alice does precode or not the
transmitted data.

A SIMO system may correspond to a secure UL communication between a single-antenna UE (here,
Alice) and a multi-antenna BS (here, Bob), in the presence of a single or multi-antenna eavesdropper,
as depicted in Figure 4.9.

6.3.2 Assumptions

As a reminder, the dimensions and the natures of the matrices in a SIMO system are given in section
4.5.3. To study the SIMO system, several assumptions are undertaken:

• There are Q subcarriers per OFDM block, with a BOR of U , and N =Q/U data symbols are
transmitted per OFDM block.

• Alice possesses NA = 1 antenna.

• Bob possesses NB > 1 antennas.

• Eve possesses NE = 1 antenna in a SIMO-SE configuration, or NE > 1 antenna in a SIMO-ME
configuration.

• No spatial correlation between Bob’s antennas is assumed.

• No spatial correlation between Eve’s antennas is assumed.

• No spatial correlation between Bob’s antennas and Eve’s antenna is assumed.

• No frequency correlation amongst Bob’s subcarriers is assumed, i.e., hB,k,i ⊥⊥ hB,k,j , ∀k =
1...NB, ∀i 6= j, i= 1...Q, j = 1...Q.

• No frequency correlation amongst Eve’s subcarriers is assumed, i.e., hE,k,i ⊥⊥ hE,k,j , ∀k =
1...NE ,∀i 6= j, i= 1...Q, j = 1...Q.

• No frequency correlation amongst the estimated error’s subcarriers made by Alice and Bob’s
subcarriers is assumed, i.e., hB,k,i ⊥⊥∆hB,k,j , ∀k = 1...NB, ∀i, j = 1...Q.

• No frequency correlation amongst the estimated error’s subcarriers made by Alice is assumed,
i.e., ∆hB,k,i ⊥⊥∆hB,k,j , ∀k = 1...NB, ∀i 6= j, i= 1...Q, j = 1...Q.

The uncorrelated spatial and frequency assumptions are justified similarly to the MISO system(see
section 6.2.2).

The communication parameters used to study the SIMO system are given in Table 6.3:
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Symbol Description Value
α Ratio between the useful and the total signal power. α ∈ [0,1]
σ CSI estimation error variance. σ ∈ [0,1]
σdB CSI estimation error variance in dB. σdB ∈ R−
ε Fraction of outage. ε ∈ [0,1]
∆ Targeted ergodic secrecy rate in bit/channel use. ∆ ∈ R+

Q # of OFDM subcarriers. Q= 256
U Spreading factor. U = 2n, n ∈ {2,4,8,16,32}
N # of symbols per OFDM block. N =Q/U

NA # of antenna at Alice. NA = 1
NB # of antennas at Bob. NB > 1
NE # of antenna(s) at Eve. NE ≥ 1

Table 6.3: SIMO communication parameters

6.3.3 Preliminaries

For both SIMO schemes, the expressions of the received signals at Bob and Eve’s positions, the decoding
structures implemented at Eve, as well as the AN generation condition, are recalled in this section to
facilitate the reader’s understanding.

As a reminder, Bob’s ESINR is given by:

E [γB] = E
[
|B1|2

|B2 +B3|2

]
, (6.50)

with B1, B2, and B3 being respectively the data, noise, and AN components of the received signal at
Bob. An approximation of Bob’s ESINR for a particular symbol n is given by:

E [γB,n]≈
E
[
|B1,n|2

]
E
[
|B2,n|2

]
+E

[
|B3,n|2

] . (6.51)

At Eve, depending on the decoder, the ESINR is given by:

E
[
γDE

]
= E


∣∣∣ED

1

∣∣∣2∣∣ED
2 +ED

3
∣∣2
 , (6.52)

with ED
1 , ED

2 , and ED
3 respectively being the data, noise, and AN components of the received signal at

Eve. From (6.52), an approximation of the ESINR of the nth symbol is:

E
[
γDE,n

]
≈

E
[∣∣∣ED

1,n

∣∣∣2]
E
[∣∣∣ED

2,n

∣∣∣2]+E
[∣∣∣ED

3,n

∣∣∣2] (6.53)

6.3.3.1 Scheme 1 : SIMO without precoding

The block diagram of the SIMO scheme without data precoding is depicted in Figure 4.9.

Received signal expressions
From chapter 4, in a SIMO system without precoding made by Alice, the received signal at Bob is
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given by (see equation (4.25)):

ySIMO, no precod
B =

√
α(1−σ)SH

NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2Sx+

√
ασSH

NB∑
k=1

HB,k∆HH
B,kSx︸ ︷︷ ︸

B1

+
√

(1−α)σSH
NB∑
k=1

HB,k∆HH
B,kw+SH

NB∑
k=1

ĤH

B,kvB,k︸ ︷︷ ︸
B2

+
√

(1−α)(1−σ)SH
NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2w︸ ︷︷ ︸

B3

.

(6.54)

At the eavesdropper’s position, the received sequence is given by:

ySIMO, no precod,D
E =

√
αSH

NE∑
k=1

DE,kHE,kSx︸ ︷︷ ︸
ED

1

+SH
NE∑
k=1

DE,kvE,k︸ ︷︷ ︸
ED

2

+
√

1−αSH
NE∑
k=1

DE,kHE,kw︸ ︷︷ ︸
ED

3

, (6.55)

where DE,k is a Q×Q decoding matrix whose nature depends on the investigated scenario, i.e., on the
handshake procedure between Alice and Bob.

Decoding structure at Eve
It was seen in section 4.6.3.4 that, when Alice does not precode the transmitted data, Bob must know
his CSI in order to implement an MRC receiver. This is possible only if Alice sends an unprecoded pilot
to Bob, which also allows Eve to perfectly estimate her own CSI. From that, she is able to implement
an MRC decoder as well. Consequently, in the SIMO-ME without precoding scheme, only one decoding
scheme is investigated at Eve. That is, Eve implements:

DMRC
E = SH

NE∑
k=1

HH
E,k. (6.56)

The received signal at Eve is therefore expressed as:

ySIMO, no precod
E =

√
αSH

NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2Sx︸ ︷︷ ︸

EMRC
1

+SH
NE∑
k=1

HH
E,kvE,k︸ ︷︷ ︸

EMRC
2

+
√

1−αSH
NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2w︸ ︷︷ ︸

EMRC
3

, (6.57)

AN generation
In a SIMO-ME system without data precoding, the AN is generated such that:

SH
NB∑
k=1

∣∣∣∣∣∣ĤB,k
∣∣∣∣∣∣2w = 0N . (6.58)

6.3.3.2 Scheme 2 : SIMO with precoding

The block diagram of the SIMO scheme with data precoding is depicted in Figure 4.10.
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Received signal expressions
From chapter 4, in a SIMO system with data precoding made by Alice, the received signal at Bob is
given by (see equation (4.32)):

ySIMO, precod
B =

√
α

NB
SH

NB∑
k=1

NB∑
k′=1

HB,kH̃B,k′Sx︸ ︷︷ ︸
B1

+SH
NB∑
k=1

vB︸ ︷︷ ︸
B2

+
√

1−αSH
NB∑
k=1

HB,kw︸ ︷︷ ︸
B3

. (6.59)

As a reminder, the scaling factor 1√
NB

ensures energy normalization at the transmitter side, i.e., it
ensures a total energy per transmitted symbol of 1.
At the eavesdropper’s position, the received sequence is given by:

ySIMO, precod,D
E =

√
α

NB
SH

NB∑
k=1

NE∑
l=1

ĤH

B,kDE,lHE,lSx︸ ︷︷ ︸
ED

1

+SH
NE∑
l=1

DE,lvE,l︸ ︷︷ ︸
ED

2

+
√

(1−α)
NB

SH
NE∑
l=1

DE,lw︸ ︷︷ ︸
ED

3

, (6.60)

where DE,l is a Q×Q decoding matrix whose nature depends on the investigated scenario, i.e., on the
handshake procedure between Alice and Bob.

Decoding structures at Eve
The decoding structures at Eve are given in Sections 4.6.3.

TDD handshake procedure SIMO precoding 1: same decoding structure decoder.

The handshake procedure is presented in Figure 4.12. Eve is only able to know HBE which is of no
help. She implements the same decoding structure as Bob:

DSDS
E = SH

NE∑
k=1

IQ. (6.61)

TDD handshake procedure SIMO precoding 2: own channel decoder.

The handshake procedure is presented in Figure 4.13. Eve implements a decoding structure that takes
benefit from her own channel knowledge:

DOC
E = SH

NE∑
k=1

HH
E,k. (6.62)

TDD handshake procedure SIMO precoding 3: maximum ratio combining decoder.

The handshake procedure is presented in Figure 4.14. Eve can access to the knowledge of her equivalent
channel. She therefore implements an MRC decoding structure:

DMRC
E = SH 1√

NB

NB∑
k=1

NE∑
l=1

ĤB,kHH
E,l. (6.63)

AN generation
In a SIMO-ME system with data precoding, the AN signal is designed such that:

SH
NB∑
k=1

ĤB,kw = 0N . (6.64)
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6.3.4 Ergodic secrecy rate modeling

As for the SISO system investigated in Chapter 5 and the MISO system investigated in section 6.2,
the metric of interest is the ESR, defined in (5.11). In order to obtain a model for the ESR, analytic
expressions of the ESINRs must be determined. In the following, the ESINR expressions for the two
considered SIMO schemes are derived.

6.3.4.1 Scheme 1 : SIMO without precoding

6.3.4.1.1 Bob’s ergodic SINR
From (6.54), the received components at Bob, when no data precoding is implemented at the transmit-
ting side, are:

B1,n =
√
α(1−σ)
U

NB∑
k=1

U−1∑
i=0
|hB,k,i|2 +

√
ασ

U

NB∑
k=1

U−1∑
i=0

hB,k,i∆h∗B,k,i, (6.65a)

B2,n = 1√
U

NB∑
k=1

U−1∑
i=0

ĥ∗B,k,ivB,k,i (6.65b)

B3,n =
√

1−α
U

NB∑
k=1

U−1∑
i=0

hB,k,iĥ
∗
B,k,iwi. (6.65c)

As detailed in Appendices E.1.1.1, E.1.1.2, and E.1.1.3, the components can respectively be derived as:

E
[
|B1,n|2

]
= αNB

U
[UNB(1−σ) + 1] (6.66a)

E
[
|B2,n|2

]
=NBσ

2
B (6.66b)

E
[
|B3,n|2

]
= (1−α)NBσ

U
. (6.66c)

Bob’s noise variance is defined as:
σ2
B = 1

UδB
, (6.67)

where δB is the SNR at Bob in linear scale, and 1/U is the received energy per symbol component.
Introducing (6.66a), (6.66b), and (6.66c) into (6.51), the per-symbol approximated ESINR at Bob in a
SIMO-ME system without precoding is given by:

E [γB,n]≈
αNB
U [UNB(1−σ) + 1]
NBσ2

B + (1−α)NBσ
U

= α [UNB(1−σ) + 1]
Uσ2

B + (1−α)σ . (6.68)

The approximated EC at Bob is therefore expressed as:

CB ≈ log2 (1 +E [γB,n]) = log2

(
1 + α [UNB(1−σ) + 1]

Uσ2
B + (1−α)σ

)
. (6.69)

Bob’s approximated EC in a SIMO without data precoding scheme is identical to Bob’s approximated
EC in a MISO configuration (6.13), with NA replaced by NB. This can be understood since, in both
situations, an MRC decoding structure is considered either at TX (MISO) or RX (SIMO).

Figure 6.25 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈB)
with the approximated EC at Bob (CB) given in (6.69), for different number of Bob’s antennas, with
different spreading factors and/or CSI estimation errors between each sub-figure, and at fixed SNR
δB = 10dB. The exact EC is found by Monte Carlo simulations, and is given by:

ĈB = E [log2 (1 +γB,n)] . (6.70)
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From Figure 6.25, one observes that (6.69) fits well the exact EC and can therefore be used as a
closed-form approximation for the rest of this study. As expected, Bob’s EC increases if he is equipped
with a growing number of antennas. In addition, the channel capacity increases if the BOR factor
increases. Finally, it is seen that the EC is affected when Alice misestimates Bob’s CSI.

Figure 6.25: Comparison between approximated EC and exact EC at Bob: SIMO without precoding, δB = 10dB, 100.000
realizations

6.3.4.1.2 Eve’s ergodic SINR
The derivation of Eve’s ESINR is conducted in this section for the scenario where she implements an
MRC decoder. From (6.57), the received nth symbol components can be expressed as:

EMRC
1,n =

√
α

U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2 (6.71a)

EMRC
2,n = 1√

U

NE∑
k=1

U−1∑
i=0

h∗E,k,ivE,k,i (6.71b)

EMRC
3,n =

√
1−α√
U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2wi. (6.71c)

As detailed in Appendices E.2.1.1, E.2.1.2, and E.2.1.3, the components can respectively be derived as:

E
[
|EMRC

1,n |2
]

= α

U
NE(UNE + 1) (6.72a)

E
[
|EMRC

2,n |2
]

=NEσ
2
E (6.72b)

E
[
|EMRC

3,n |2
]

= (1−α)
NE

(
1 + NE

NB+1

)
U

. (6.72c)
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Eve’s noise variance is defined as:

σ2
E = 1

UδE
, (6.73)

where δE is the SNR at Eve in linear scale, and 1/U is the received energy per symbol component.
Introducing (6.72a), (6.72b), and (6.72c) into (6.53), the per-symbol approximated ESINR at Eve in a
SIMO-ME system without precoding is given by:

E
[
γMRC
E,n

]
≈

α
UNE(UNE + 1)

NEσ2
E + (1−α)

NE

(
1+ NE

NB+1

)
U

= α(UNE + 1)
Uσ2

E + (1−α)
(
1 + NE

NB+1

) . (6.74)

From (6.74), it is interesting to note that Eve’s ESINR depends on Bob’s number of antennas. In
particular, it increases when NB increases.
From (6.74), the approximated EC at Eve is expressed as:

CMRC
E ≈ log2

(
1 +E

[
γMRC
E,n

])
= log2

1 + α(UNE + 1)
Uσ2

E + (1−α)
(
1 + NE

NB+1

)
 . (6.75)

The exact EC is found by Monte Carlo simulations (100.000 realizations) as:

ĈMRC
E = E

[
log2

(
1 +γMRC

E,n

)]
. (6.76)

Figure 6.26 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈMRC
E )

with the approximated EC at Eve (CMRC
E ), for different number of Eve’s antennas, with different

spreading factors and/or CSI estimation errors between each sub-figure, at fixed SNR δE = 10dB, and
at fixed NB = 8.

From Figure 6.26, one observes that (6.75) fits well the exact EC, and can therefore be used as a
closed-form approximation for the rest of this study. As expected, Eve’s EC increases if she is equipped
with a larger number of antennas. In addition, the channel capacity increases if the BOR factor increases.

Figure 6.27 outlines the evolution of Eve’s EC as a function of Bob’s number of antennas. It is observed
that the channel capacity increases when Bob is equipped with more antennas. Indeed, as seen in
(6.72c), the ergodic energy of the AN term is inversely proportional to NB , i.e., Eve EC is proportional
to NB.

Sidney Golstein



6.3. SINGLE-INPUT MULTI-OUTPUT 158

Figure 6.26: Comparison between approximated EC and exact EC at Eve: SIMO without precoding, δE = 10dB, 100.000
realizations

Figure 6.27: Eve’s EC as a function of NB , SIMO without precoding, δE = 10dB

From the definition of Eve’s ESINR (6.74), one can conclude that Eve’s ESINR is an increasing function
in NE , which is upper bounded when NE →+∞. Considering the worst case scenario, i.e., σ2

E = 0, it
comes:

α(NB + 1)(U + 1)
(1−α)(NB + 2)

∣∣∣∣∣
NE=1

≤ E
[
γMRC
E,n

]
≤ αU(NB + 1)

(1−α)

∣∣∣∣∣
NE→+∞

. (6.77)
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Eve’s approximated EC upper bound takes the following form:

CMRC,UP
E

∣∣∣∣∣
NE→+∞

≈ log2

(
1 + αU(NB + 1)

(1−α)

)
. (6.78)

Figure 6.28 compares CMRC
E defined in (6.75), as a function of NE , with the upper bound CMRC,UP

E

defined in (6.78).

Figure 6.28: Eve’s EC as a function of NB , SIMO without precoding, δE = 10dB

It is observed that Eve’s capacity comes close to its bound (6.78) when NE increases, and that the
bound remains an upper one for all values of NE . Therefore, when NE →+∞, Eve has the highest
decoding capabilities, which corresponds to the worst-case scenario in terms of secrecy. Consequently,
only the scenario where Eve possesses an arbitrarily large number of antennas is investigated in next
sections, related to the SIMO-ME scheme without data precoding.

Notation 6.1

To lighten the notations, since only the worst-case is investigated in a SIMO-ME scheme without
data precoding, i.e., NE →+∞, the superscript UP is omitted in the following of this chapter.
Therefore, Eve’s capacity in a SIMO-ME scheme without data precoding, when NE →+∞, is
written CMRC

E instead of CMRC,UP
E .

6.3.4.2 Scheme 2 : SIMO with precoding

6.3.4.2.1 Bob’s ergodic SINR
Bob’s received signal is given by (6.59). Therefore, the received components at Bob, when Alice
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implements a data precoding, are:

B1,n =
√
α√

NBU

NB∑
k=1

NB∑
k′=1

U−1∑
i=0

hB,k,iĥ
∗
B,k′,i, (6.79a)

B2,n = 1√
U

NB∑
k=1

U−1∑
i=0

vB,k,i (6.79b)

B3,n =
√

1−α
U

NB∑
k=1

U−1∑
i=0

hB,k,iwi. (6.79c)

As detailed in Appendices E.1.2.1, E.1.2.2, and E.1.2.3, the components can respectively be derived as:

E
[
|B1,n|2

]
= αNB

U
[U(1−σ) + 1] (6.80a)

E
[
|B2,n|2

]
=NBσ

2
B (6.80b)

E
[
|B3,n|2

]
= (1−α)NBσ

U
. (6.80c)

Introducing (6.80a), (6.80b), and (6.80c) into (6.51), the per-symbol approximated ESINR at Bob in a
SIMO-ME system with data precoding is given by:

E [γB,n]≈
αNB
U [U(1−σ) + 1]
NBσ2

B + (1−α)NBσ
U

= α [U(1−σ) + 1]
Uσ2

B + (1−α)σ . (6.81)

From (6.81), it is seen that Bob’s ESINR does not depend on the number of antennas he is equipped
with. In particular, expression (6.81) is similar to Bob’s ESINR expression in a SISO system (5.18).
The approximated EC at Bob is therefore expressed as:

CB ≈ log2 (1 +E [γB,n]) = log2

(
1 + α [U(1−σ) + 1]

Uσ2
B + (1−α)σ

)
. (6.82)

Figure 6.29 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈB)
with the approximated EC at Bob (CB) obtained be Monte Carlo simulations (100.000 realizations),
for different number of Bob’s antennas, with different spreading factors and/or CSI estimation errors
between each sub-figure, and at fixed SNR δB = 10dB.

From Figure 6.29, one observes a good agreement between (6.82) and the exact EC, which is therefore
used as a closed-form approximation for the rest of this study. As expected from Bob’s ESINR
approximation (6.81), the EC does not depend on NB. However, it increases if the BOR factor
increases, and decreases if Alice estimates less accurately Bob’s CSI. It can also be verified that the
EC values obtained in Figure 6.29 are similar to the ones obtained in a SISO-SE system, presented in
Figure 5.1.
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Figure 6.29: Comparison between approximated EC and exact EC at Bob: SIMO with precoding, δB = 10dB, 100.000
realizations

6.3.4.2.2 Eve’s ergodic SINR
The derivation of Eve’s ESINR is conducted in this section for the three investigated TDD handshake
procedures.

TDD handshake procedure SIMO precoding 1: same decoding structure decoder
When Eve implements an SDS decoder, by replacing (6.61) into (6.60), the received signal becomes:

ySDS
E =

√
α√
NB

SH
NB∑
k=1

NE∑
l=1

HE,lĤ
H

B,kSx︸ ︷︷ ︸
ESDS

1

+SH
NE∑
l=1

vE,l︸ ︷︷ ︸
ESDS

2

+
√

1−αSH
NE∑
l=1

HE,lw︸ ︷︷ ︸
ESDS

3

. (6.83)

From (6.83) , the received nth symbol components can be expressed as:

ESDS
1,n =

√
α√

NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0

hE,l,iĥ
∗
B,k,i (6.84a)

ESDS
2,n = 1√

U

NE∑
l=1

U−1∑
i=0

vE,l,i (6.84b)

ESDS
3,n =

√
1−α√
U

NE∑
l=1

U−1∑
i=0

hE,l,iwi. (6.84c)

As detailed in Appendices E.2.2.1.1, E.2.2.1.2, and E.2.2.1.3, the components can respectively be
derived as:

E
[
|ESDS

1,n |2
]

= αNE

U
(6.85a)

E
[
|ESDS

2,n |2
]

=NEσ
2
E (6.85b)

E
[
|ESDS

3,n |2
]

= (1−α)NE

U
. (6.85c)
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Eve’s noise variance is defined as:
σ2
E = 1

UδE
, (6.86)

where δE is the SNR at Eve in linear scale, and 1/U is the received energy per symbol component.
Introducing (6.85a), (6.85b), and (6.85c) into (6.53), the per-symbol approximated ESINR at Eve in a
SIMO-ME SDS scenario with data precoding is given by:

E
[
γSDS
E,n

]
≈

αNE
U

NEσ2
E + (1−α)NE

U

= α

Uσ2
E + (1−α) . (6.87)

From (6.87), Eve’s approximated ESINR is identical to the one obtained in a SISO-SE SDS scenario
(see (5.27)). Indeed, in a SIMO-ME SDS scenario with data precoding at Alice, Eve benefits from an
array gain NE which similarly impacts her received symbol components (data, noise, and AN) in (6.85).
This gain has therefore no impact on Eve’s EC, and one comes back to the SISO-SE SDS scenario
reported here for convenience:

CSDS
E ≈ log2

(
1 +E

[
γSDS
E,n

])
= log2

(
1 + α

Uσ2
E + (1−α)

)
. (6.88)

Figure 6.30: Comparison between approximated EC and exact EC at Eve: SIMO with precoding, SDS decoder, δE = 10dB,
100.000 realizations

Figure 6.30 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈSDS
E )

obtained by Monte Carlo simulations (100.000 realizations) with the approximated EC at Eve (CSDS
E )

given in (6.88), for different number of Eves antennas, with different number of Bob’s antennas and/or
CSI estimation errors between each sub-figure, at fixed SNR δE = 10dB, and at fixed U = 2.
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As anticipated from the above discussion, Eve’s capacity does not depend on her number of antennas
nor on Bob’s number of antennas. Furthermore, one can observe that (6.88) fits well the exact EC,
such that it can be used as a closed-form approximation for the rest of the study. In addition, the EC
values observed in Figure 6.30 are identical to the ones obtained in Figure 5.2, which shows the EC at
Eve in a SISO-SE SDS scenario.

TDD handshake procedure SIMO precoding 2: own channel decoder
When Eve implements a OC decoder, by replacing (6.62) into (6.60), her received signal becomes:

yOC
E =

√
α√
NB

SH
NB∑
k=1

NE∑
l=1

∣∣∣∣HE,l
∣∣∣∣2 ĤH

B,kSx︸ ︷︷ ︸
EOC

1

+SH
NE∑
l=1

HH
E,lkvE,l︸ ︷︷ ︸

EOC
2

+
√

1−αSH
NE∑
l=1

∣∣∣∣HE,l
∣∣∣∣2w︸ ︷︷ ︸

EOC
3

. (6.89)

From (6.89), the received nth symbol components can be expressed as:

EOC
1,n =

√
α√

NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 ĥ∗B,k,i (6.90a)

EOC
2,n = 1√

U

NE∑
l=1

U−1∑
i=0

h∗E,l,ivE,l,i (6.90b)

EOC
3,n =

√
1−α√
U

NE∑
l=1

U−1∑
i=0
|hE,l,i|2wi. (6.90c)

As detailed in Appendices E.2.2.2.1, E.2.2.2.2, and E.2.2.2.3, the components can respectively be
derived as:

E
[
|EOC

1,n |2
]

= αNE(NE + 1)
U

(6.91a)

E
[
|EOC

2,n |2
]

=NEσ
2
E (6.91b)

E
[
|EOC

3,n |2
]

= (1−α)NE(NE + 1)
U

. (6.91c)

Introducing (6.91a), (6.91b), and (6.91c) into (6.53), the per-symbol approximated ESINR at Eve in a
SIMO-ME OC scenario with data precoding is given by:

E
[
γOC
E,n

]
≈

αNE(NE+1)
U

NEσ2
E + (1−α)NE(NE+1)

U

= α(NE + 1)
Uσ2

E + (1−α)(NE + 1) . (6.92)

From (6.92), Eve’s approximated ESINR is identical to the one obtained in a SISO-ME OC (see (5.70)).
The approximated EC at Eve is therefore expressed as:

COC
E ≈ log2

(
1 +E

[
γOC
E,n

])
= log2

(
1 + α(NE + 1)

Uσ2
E + (1−α)(NE + 1)

)
. (6.93)

Figure 6.31 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈOC
E )

obtained by Monte Carlo simulations (100.000 realizations) with the approximated EC at Eve (COC
E )

given in (6.93). The same set of parameters is considered as for the SIMO-ME SDS scenario, shown in
Figure 6.30.

As anticipated from the above discussion, Eve’s capacity does not depend on Bob’s number of antennas.
In addition, it is observed that Eve’s EC slightly increases when NE increases, mainly when α→ 1,
which can be anticipated from equation (6.92). Furthermore, one can observe that (6.93) fits well
the exact EC, such that it can be used as a closed-form approximation for the rest of the study. In
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addition, the EC values observed in Figure 6.31 are identical to the ones obtained in Figure 5.17, which
shows the EC at Eve in a SISO-ME OC scenario.

Figure 6.31: Comparison between approximated EC and exact EC at Eve: SIMO with precoding, OC decoder, δE = 10dB,
100.000 realizations

TDD handshake procedure SIMO precoding 3: maximum ration combining decoder

When Eve implements a nMRC decoder, by replacing (6.63) into (6.60), her received signal becomes:

yMRC
E =

√
α

NB
SH

NB∑
k=1

NB∑
k′=1

NE∑
l=1

∣∣∣∣HE,l
∣∣∣∣2 ĤH

B,kĤB,k′Sx︸ ︷︷ ︸
EMRC

1

+ 1√
NB

SH
NB∑
k=1

NE∑
l=1

ĤB,kHH
E,lkvE,l︸ ︷︷ ︸

EMRC
2

+
√

1−α√
NB

SH
NB∑
k=1

NE∑
l=1

∣∣∣∣HE,l
∣∣∣∣2 ĤB,kw︸ ︷︷ ︸

EMRC
3

.

(6.94)
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From (6.94), the received nth symbol components can be expressed as:

EMRC
1,n =

√
α

NBU

NB∑
k=1

NB∑
k′=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 ĥ∗B,k,iĥB,k′,i (6.95a)

EMRC
2,n = 1√

NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0

ĥB,k,ih
∗
E,l,ivE,l,i (6.95b)

EMRC
3,n =

√
1−α√
NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0

ĥB,k,i |hE,l,i|2wi. (6.95c)

As detailed in Appendices E.2.2.3.1, E.2.2.3.2, and E.2.2.3.3, the components can respectively be
derived as:

E
[
|EMRC

1,n |2
]

= αNE

U
[NE(U + 1) + 2] (6.96a)

E
[
|EMRC

2,n |2
]

=NEσ
2
E (6.96b)

E
[
|EMRC

3,n |2
]

= (1−α)
U + 1 NE . (6.96c)

Introducing (6.96a), (6.96b), and (6.96c) into (6.53), the per-symbol approximated ESINR at Eve in a
SIMO-ME MRC scenario with data precoding is given by:

E
[
γMRC
E,n

]
≈

αNE
U [NE(U + 1) + 2]
NEσ2

E + (1−α)
U+1 NE

=
α
U [NE(U + 1) + 2]

σ2
E + (1−α)

U+1
. (6.97)

From (6.97), Eve’s approximated ESINR is identical to the one obtained in a SISO-ME MRC scenario
(see (5.75)). Compared to the SDS and OC scenarios, Eve’s ESINR is about NEU times higher. This
arises from the fact that, when she implements an MRC receiver, she benefits from a frequency diversity
gain U and an array gain NE since she is able to coherently sum up her received symbol components.
The approximated EC at Eve is therefore expressed as:

CMRC
E ≈ log2

(
1 +E

[
γMRC
E,n

])
= log2

1 +
α
U [NE(U + 1) + 2]

σ2
E + (1−α)

U+1

 . (6.98)
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Figure 6.32: Comparison between approximated EC and exact EC at Eve: SIMO with precoding, MRC decoder,
δE = 10dB, 100.000 realizations

Figure 6.32 shows the accuracy of the approximation on the EC, by comparing the exact EC (ĈMRC
E )

obtained by Monte Carlo simulations (100.000 realizations) with the approximated EC at Eve (CMRC
E )

given in (6.98). The same set of parameters is considered as for the SIMO-ME SDS and OC scenarios,
shown in Figures 6.30 and 6.31, respectively.

As anticipated from the above discussion, Eve’s capacity does not depend on Bob’s number of antennas.
In addition, it is observed that Eve’s EC increases when NE increases, which can be anticipated from
equation (6.97). Furthermore, one can observe that (6.98) fits well the exact EC, such that it can be
used as a closed-form approximation for the rest of the study. In addition, the EC values observed in
Figure 6.32 are identical to the ones obtained in Figure 5.18, which shows the EC at Eve in a SISO-ME
MRC scenario.

6.3.5 Guaranteeing secrecy rate

As for the SISO and the MISO systems, Alice needs to a priori know the per-symbol ESR over which
she can securely communicate with Bob. In order to do so, Alice must design the communication
parameters that guarantee a targeted communicated ESR, depending on the handshake procedures
with Bob. As a reminder, two SIMO schemes are investigated. In the first one, termed as SIMO without
data precoding, only the scenario where Eve implements an MRC decoding structure is considered. In
the SIMO with data precoding scheme, three scenarios are investigated:

• SIMO precoding, scenario 1: Eve implements the SDS decoder.

• SIMO precoding, scenario 2: Eve implements the OC decoder.

• SIMO precoding, scenario 3: Eve implements the MRC decoder.
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For each scenario, the required SNR at Bob, upper bounds on Eve’s maximal number of allowed
antennas, upper bounds on the allowed CSI error performed by Alice, and the optimal amount of
data energy to inject, to guarantee a per-symbol communication ESR= ∆, are derived in Sections
6.3.5.1, 6.3.5.2, 6.3.5.3, and 6.3.5.4, respectively. As usual, the worst case scenario in terms of secrecy
is considered. That is, Eve’s SNR → +∞, which is obtained by setting σ2

E = 0 in Eve’s capacity
expressions.

6.3.5.1 Required SNR at Bob

As a reminder, the transmitted energy per symbol is 1. Since one symbol is spread over U subcarriers,
the transmitted energy per symbol component is 1/U . In addition, it is considered normalized channels,
such that the received energy per symbol component is 1/U . Therefore, Bob’s SNR per symbol
component is defined as :

δDB = 1 1
Uσ2

B
. (6.99)

6.3.5.1.1 Scheme 1 : SIMO without precoding As a reminder, the worst case scenario in
terms of secrecy is obtained when Eve is equipped with an arbitrarily large number of antennas. From
that, one has to consider Eve’s EC upper bound (6.78).

Introducing (6.69) and (6.78) into the per-symbol ESR expression (5.11), and considering σ2
E = 0, the

guaranteed ESR, in a SIMO-ME scheme without data precoding performed by Alice, is given by:

RMRC
s,n = ∆ = 1

U

[
log2

(
1 + α [UNB(1−σ) + 1]

Uσ2
B + (1−α)σ

)
− log2

(
1 + αU(NB + 1)

(1−α)

)]
. (6.100)

It is interesting to remark that the ESR expression (6.100) can be bounded. The upper bound is found
when NB →+∞, and is given by:

RMRC,UP
s,n = 1

U

[
log2

(
(1−α)(1−σ)

(1−α)σ+Uσ2
B

)]
. (6.101)

The lower bound is found when NB = 2 (which is the minimum number of antennas at Bob since a
SIMO system is considered), and is given by:

RMRC,LO
s,n = 1

U

[
log2

(
Uσ2

B +α(1−σ)(2U + 1) +σ

Uσ2
B + (1−α)σ .

(1−α)
α(3U −1) + 1

)]
. (6.102)

Consequently, RMRC,UP
s,n and RMRC,LO

s,n are respectively the upper and lower bounds on the achievable
ESR, in a SIMO-ME without data precoding scheme, when the worst-case scenario regarding the
eavesdropper is considered, i.e., NE →+∞, and σ2

E = 0.
Figure 6.33 illustrates the ESR as a function of α, for different NB, with fixed σdB =−∞dB, and with
variable U between each sub-figure. The upper bound (6.101) is also shown. First, it can be observed
that the ESR increases when Bob is equipped with a growing number of antennas, but stays below
the upper bound (6.101). In addition, it is seen that the ESR decreases when the spreading factor
increases. When U or NB increase, the ESR is maximized when more AN energy is injected. Finally,
compared to the SISO-ME scenario investigated in Chapter 5 and presented in Figure 6.33, this scheme
exhibits better secrecy performances. Indeed, in a SIMO-ME without data precoding scenario, one can
ensure positive ESRs even with Eve is equipped with an arbitrarily large number of antennas.
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Figure 6.33: Guaranteed ergodic secrecy rate, SIMO without precoding, MRC decoder, δB = 10dB

Figure 6.34: Maximal guaranteed ergodic secrecy rate, SIMO without precoding, MRC decoder, U = 2, δB = 10dB

Figure 6.34 outlines the impact of Alice’s CSI estimation’s accuracy on the ESR performances, at
fixed U = 2, and for different values of NB. It is observed that the achievable ESR decreases when
σdB increases, as expected. However, positive ESRs can be guaranteed even for poor CSI estimation,
whatever the BOR factor.
After manipulating equation (6.100), one obtains the required SNR at Bob to guarantee ESR = ∆,
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when Alice does not precode the transmitted data and Eve implements the MRC decoder:

δMRC
B = αTMRC

0 +TMRC
1

α2TMRC
2 +αTMRC

3 +TMRC
4

, (6.103)

where:

TMRC
0 = 2∆U (UNB +U −1) + 1
TMRC

1 = 2∆U −1
TMRC

2 = 2∆Uσ(UNB +U −1)− (UNB(1−σ) + (1−σ))
TMRC

3 = 2∆Uσ(2−UNB−U) +UNB(1−σ) + 1−2σ
TMRC

4 =−σ(2∆U −1).

6.3.5.1.2 Scheme 2 : SIMO with precoding
As a reminder, when Alice precodes the transmitted data in a SIMO scheme, Bob’s EC is similar to
the SISO EC, found in (5.19).

Scheme 2, scenario 1: SDS decoder
Introducing (6.82) and (6.88) into the per-symbol ESR expression (5.11), and considering σ2

E = 0, the
guaranteed ESR, in a SIMO-ME scheme with data precoding when Eve implements an SDS decoder,
is given by:

RSDS
s,n = ∆ = 1

U

[
log2

(
1 + α [(U + 1)(1−σ) +σ]

Uσ2
B + (1−α)σ

)
− log2

(
1 + α

1−α

)]
, (6.104)

which is equivalent to the SISO-SE SDS scenario, given in (5.41). Consequently, the ESR performances
can be found in Figure 5.5. The required SNR at Bob is given in equation (5.42).

Scheme 2, scenario 2: OC decoder
Introducing (6.82) and (6.93) into the per-symbol ESR expression (5.11), and considering σ2

E = 0, the
guaranteed ESR, in a SIMO-ME scheme with data precoding when Eve implements an OC decoder, is
given by:

ROC
s,n = ∆ = 1

U

[
log2

(
1 + α [(U + 1)(1−σ) +σ]

Uσ2
B + (1−α)σ

)
− log2

(
1 + α

1−α

)]
. (6.105)

Expression (6.105) is equivalent to the SIMO-ME SDS expression (6.104). Therefore, when one studies
the SIMO-ME OC scenario, one comes back to the SISO-SE SDS scenario, given in (5.41). The ESR
performances can be found in Figure 5.5. The required SNR at Bob is given in equation (5.44).

Scheme 2, scenario 3: MRC decoder
Introducing (6.82) and (6.98) into the per-symbol ESR expression (5.11), and considering σ2

E = 0, the
guaranteed ESR, in a SIMO-ME scheme with data precoding when Eve implements an MRC decoder,
is given by:

RMRC
s,n = ∆ = 1

U

log2

(
1 + α [(U + 1)(1−σ) +σ]

Uσ2
B + (1−α)σ

)
− log2

1 +
α
U [NE(U + 1) + 2]

(1−α)
U+1

 . (6.106)

Expression (6.106) is equivalent to the SISO-ME MRC expression (5.78). The ESR performances can
therefore be found in Figures 5.19 and 5.20. The required SNR at Bob is given in equation (5.79).
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6.3.5.2 Maximal eavesdropper antennas allowed

6.3.5.2.1 Scheme 1 : SIMO without precoding
There is no condition to determine on the maximal number of Eve’s antennas that is allowed to be
able to guarantee a communication ESR = ∆. Indeed, it was proven that the worst-case situation is
attained when Eve is equipped with an arbitrarily large number of antennas. That is, it is considered
that NE →+∞ when studying the SIMO-ME scheme without data precoding. In other words, Eve
can possess an infinite number of antennas and a positive ESR is still achievable.

6.3.5.2.2 Scheme 2 : SIMO with precoding

Scheme 2, scenario 1: SDS decoder
There is no condition to determine on the maximal number of Eve’s antennas that is allowed to be able
to guarantee a communication ESR = ∆. Indeed, the SIMO-ME SDS scheme with data precoding is
similar to the SISO-SE SDS scenario.

Scheme 2, scenario 2: OC decoder
There is no condition to determine on the maximal number of Eve’s antennas that is allowed to be able
to guarantee a communication ESR = ∆. Indeed, the SIMO-ME SDS scheme with data precoding is
similar to the SISO-SE SDS scenario.

Scheme 2, scenario 3: MRC decoder
The condition on NE,max is similar to the one derived in a SISO-ME MRC scheme. That is, it can be
found in (5.80). To remind, NE,max is given by:

NE,max =
⌊
U(U + 1)(1−σ)− (U + 2)2∆Uσ

(U + 1)22∆Uσ

⌋+

, (6.107)

where bxc+ is the maximum between 0 and the nearest integer lower or equal to x. The performances
of (6.107) are shown in Figures 5.21 and 5.22.

6.3.5.3 Maximal CSI error allowed

6.3.5.3.1 Scheme 1 : SIMO without precoding
Expression (6.103) gives the required SNR at Bob to guarantee a per-symbol communication ESR = ∆
when Eve implements an MRC decoder in a SIMO without precoding scheme, as a function of the
communication parameters. For a solution to exist, (6.103) must be positive, which in turn imposes a
maximal CSI error σMRC

max that can be made by Alice to possibly reach the targeted ESR. Determining
the maximal CSI error allows to find the domain of validity of the SNR expression, i.e., it allows to
find an upper bound on Alice’s CSI accuracy to be able to guarantee ESR=∆ bit/channel use. In
other words, when σ < σMRC

max , Alice can determine a finite SNR at Bob that enables a guaranteed
communication ESR = ∆. At σ = σMRC

max , Bob’s SNR needs to be infinite to possibly reach the targeted
ESR. From (6.103), it can be shown that:

σMRC
max =−2SMRC

1 SMRC
2 +SMRC

4

2
((
SMRC

1
)2 +SMRC

3

) ∣∣∣∣∣
σMRC

max ∈[0,1]

, (6.108)

where
SMRC

1 =−UNB

(
2∆U + 1

)
+ 2

(
2∆U −1

)
−U2∆U

SMRC
2 = UNB + 1

SMRC
3 = 4

(
2∆U −1

)(
2∆U (UNB +U −1) +UNB + 1

)
SMRC

4 =−4
(
2∆U −1

)
(UNB + 1).
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Interestingly, when Alice aims to target ∆→ 0+, the CSI error she can perform is bounded by:

σMRC
max

∣∣∣∣∣
∆→0+

= UNB + 1
2UNB +U

. (6.109)

From (6.109), a maximal CSI error of 50% is allowed when U = 2, and when ∆→ 0+ bit/channel use
of ESR is aimed. In addition, expression (6.109) can be bounded by:

2U + 1
5U

∣∣∣∣∣
NB=2

≤ σMRC
max

∣∣∣∣∣
∆→0+

≤ 1
2

∣∣∣∣∣
NB→+∞

. (6.110)

Figure 6.35 presents the upper bound on the CSI error allowed at Alice as a function of the maximal
ESR that can be targeted, for different spreading factor, and with variable NB between each sub-figure.
First, it is seen that the maximal CSI error allowed decreases when U increases to reach a given ESR.
This is anticipated from the fact that, due to the rate decrease, it is more stringent to achieve a given
secrecy performance at higher BOR. In addition, σMRC

max decreases when ∆ increases, which is expected.
Furthermore, when Bob is equipped with an increasing number of antennas, Alice can be less accurate
on the CSI estimation. Finally, when ∆→ 0+, the maximal allowed error on the CSI estimation
respects condition (6.109), as seen in Figure 6.35.

Figure 6.35: Maximal allowed CSI error as a function of the maximal ESR that can be guaranteed, SIMO without
precoding, MRC decoder

6.3.5.3.2 Scheme 2 : SIMO with precoding
The condition on σSDS

max , σOC
max, and σMRC

max are respectively similar to the ones obtained for the SISO-SE
SDS, OC, and the SISO-ME MRC scenarios. It is respectively found in (5.47) (Figure 5.7), in (5.48)
(Figure 5.7), and in (5.81) ( Figures 5.23 and 5.24).
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6.3.5.4 Optimal amount of data energy to inject

6.3.5.4.1 Scheme 1 : SIMO without precoding
With the terms defined in (6.103), one can show that:

αMRC
opt =

−TMRC
1 TMRC

2 −
√(

TMRC
1

)2 (
TMRC

2
)2 +TMRC

0 TMRC
2 (TMRC

0 TMRC
4 −TMRC

2 TMRC
3 )

TMRC
0 TMRC

2

∣∣∣∣∣ σ≤σMRC
max ,

αMRC
opt ∈[0,1]

(6.111)
Equation (6.111) determines the amount of data that Alice has to inject, in order to minimize the
required SNR at Bob that guarantees a per-symbol communication ESR= ∆ bit/channel use, when Eve
performs the MRC decoder in a SIMO-ME without data precoding scheme. To obtain the corresponding
SNR values, the parameter α in (6.103) is replaced with the values obtained in equation (6.111).
Figure 6.36 shows the required SNR at Bob as a function of the targetted ESR, for different BORs, at
fixed NB = 8, and with different CSI errors between each sub-figure. As expected, the required SNR
increases when U or σdB increase, when one wants to target a given ESR. It also increases when an
increased ESR aims to be guaranteed.
Figure 6.37 outlines the influence of the number of antennas at Bob on the required SNR, at ∆ = 0.5
bit/channel use, U = 4, and for different CSI errors, i.e., 0%, 1%, 5%, and 10% of error. It can be stated
that the required SNR decreases when NB increases, but saturates at high NB. This is expected since
the highest secrecy performances are obtained when NB →+∞. From that, less stringent conditions
on Bob’s required SNR are allowed to target a given ESR, when NB increases.

Figure 6.36: Required SNR at Bob as a function of the guaranteed ESR, SIMO without precoding, MRC decoder
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Figure 6.37: Required SNR at Bob as a function of NB , SIMO without precoding, MRC decoder

6.3.5.4.2 Scheme 2 : SIMO with precoding
The optimal amount of data energy to inject in SIMO-ME SDS, OC, and MRC scenarios with data
precoding, are respectively similar to the ones obtained for the SISO-SE SDS, OC, and the SISO-ME
MRC scenarios. It is determined thanks to (5.51), (5.52), and (5.83). The required SNR at Bob for the
SDS, OC, and MRC scenarios are presented in Figures 5.10, and 5.25, respectively.

6.3.6 Secrecy outage consideration

The following section studies the ε−achievable SR performance for the two investigated SIMO schemes.
It illustrates that outages occur if the instantaneous secrecy rate that can be supported by the
communication is lower than the actual ESR at which Bob and Alice communicate, resulting to leakage
to Eve. The performances are obtained by Monte Carlo simulations considering 100.000 realizations of
the instantaneous secrecy rate to be able to observe very low outage percentages. It is assumed, as
always, that Eve is noiseless.

6.3.6.1 Scheme 1 : SIMO without precoding

In this scenario, the results are obtained considering NE = 100 in order to simulate an eavesdropper with
a large number of antennas. As a reminder, it corresponds to the worst case scenario in terms of secrecy.

The left part Figure 6.38 presents the ε−achievable SR as a function of the fraction of outage, for
different BORs, at fixed NB=2, NE = 100, and when Alice estimates Bob’s CSI with 30% of error. It
is observed that, even in this configuration where Alice misestimates strongly Bob’s CSI, higher BOR
values lead to lower outage performances. Indeed, a zero secrecy outage is obtained as soon as less than
7.7% of outage occurs with U = 8. With U = 2, the 7.7%-achievable SR equals 0.07 bit/channel use.
The right part of Figure 6.38 confirms that lower BOR values are more likely to be used to enhance
the outage performances, whatever the CSI estimation error made by Alice.
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Figure 6.38: ε−achievable secrecy rate as a function of the fraction of outage, SIMO without precoding, δB = 10dB, MRC
decoder

From the discussions about Figure 6.38, it can be concluded that, even in the worst case scenarios,
i.e., noise-free eavesdropper, large number of Eve’s antennas, low number of Bob’s antennas, and with
perfect CSI estimation made by Alice, it is more likely to communicate at low BORs to enhance the
outage secrecy performances. Alice’s choice on the BOR does not result to a trade-off.

6.3.6.2 Scheme 2 : SIMO with precoding

Scheme 2, scenario 1: SDS decoder

Figure 6.39: ε−achievable secrecy rate as a function of the fraction of outage, SIMO with precoding, δB = 10dB, SDS
decoder
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Figure 6.39 presents the ε−achievable SR as a function of the fraction of outage, when 30% of CSI
error is considered, for different BOR factors, and different number of Eve’s antennas. Between each
sub-figure, the number of Bob’s antennas changes. It is observed that the outage performances do not
depend on NB nor NE . In particular, it is similar to the SISO-SE SDS outage performances presented
in Figure 5.12. The same conclusions can be drawn, i.e., Alice is more likely to communicate with
higher BOR values if she aims to establish a communication with low percentages of outage and if she
strongly misestimates Bob’s CSI. When Alice’s accuracy on Bob’s CSI estimation increases, the point
where she is more likely to communicate with higher BOR values occurs for lower outage percentages.

Scheme 2, scenario 2: OC decoder
Figure 6.40 presents the ε−achievable SR as a function of the fraction of outage for the same set of
parameters as used in the SDS scenario. It can be observed that the performances do not depend on
NB, but depend on NE . Lower number of Eve’s antennas allow higher outage performances, i.e., it
is not convenient for Eve to be equipped for a large number of antennas if she implements an OC
decoder in a SIMO-ME scheme with data precoding. In addition, the outage performances are similar
to the ones obtained in a SISO-ME OC scenario (see Figure 5.27). The same conclusions as for the
SISO-ME OC scenario can be drawn, i.e., Alice is more likely to communicate at higher BOR values if
she strongly misestimates Bob’s CSI and/or she aims to limit the outage occurrence. When Alice’s
accuracy on Bob’s CSI estimation increases, the point where she is more likely to communicate with
higher BOR values occurs for lower outage percentages. In addition, non-zero ε-achievable SRs are
obtained for higher fraction of outage compared to the SIMO-ME SDS scheme presented in Figure
6.39.

Figure 6.40: ε−achievable secrecy rate as a function of the fraction of outage, SIMO with precoding, δB = 10dB, OC
decoder

Scheme 2, scenario 3: MRC decoder
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Figure 6.41: ε−achievable secrecy rate as a function of the fraction of outage, SIMO with precoding, δB = 10dB, MRC
decoder

Figure 6.41 presents the ε−achievable SR as a function of the fraction of outage for different number
of Eve’s antennas and when no CSI error is assumed. Between each sub-figure, the number of Bob’s
antennas and/or the BOR factor changes. It can be stated that larger number of Eve’s antennas
strongly degrades the outage performances. As an example, when U = 2, no CSI error, NB = 2, and
NE = 2, a non-null secrecy outage is achievable as soon as more than 10.9% of outage is allowed. For
the same set of parameters but NE = 4, it can be achieved as soon as 24.2% of outage is allowed. The
performances are similar to the ones obtained in a SISO-ME MRC scenario (see Figures 5.29 and 5.30).
The same conclusions can therefore be drawn, i.e., low BOR values are more likely to be used when
Bob’s CSI estimation error is low, and when Eve is equipped with a relatively low number of antennas.
However, increasing the BOR allows to obtain positive ε-achievable SRs for higher CSI estimation
errors and larger number of eavesdropping antennas.

6.3.7 Conclusions on SIMO system

The second part of this chapter highlights the secrecy performances of SIMO systems. In particular,
two schemes are studied, depending on whether Alice does precode or not the transmitted data signal.

When the transmitter does not precode the data, the MRC that was usually performed at the trans-
mitter side, thanks to the FD TR precoding, is now performed at the receiving side. To do so, Bob
must know his CSI, which is obtained thanks to pilots from Alice. This allows Eve to intercept the
pilots and therefore to perfectly estimate her own CSI. Consequently, she may implement an MRC
receiver as well, which is the most suited decoding structure. It is also assumed that Alice’s estimation
of Bob’s CSI, required to design the AN signal, is not perfect. In addition, Bob’s estimation of his own
CSI is not perfect too, and it is considered that the estimation error is similar to Alice’s one.
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The second scheme occurs when Alice does precode the transmitted data with the sum of Bob’s CSIs
coming from each of his antennas. As always, Alice misestimates Bob’s CSI. In that situation, three
scenarios are investigated depending on the TDD handshake procedures. The amount of CSI knowledge
Eve can obtain from the handshakes is assumed to be perfect.

Analytic derivation methodology
For each scenario, an approximation of the ESR is derived, which is in good agreement with the exact
ESR performances obtained via simulations. As for the SISO and MISO systems, the communication
parameters are designed in order to guarantee a targeted per-symbol ESR. To do so, worst case
assumptions in terms of secrecy are considered, such has Eve being equipped with a noise-free hardware
and/or is situated close to Alice, i.e., Eve having an arbitrarily large SNR, or Eve being equipped with
an arbitrarily large number of antennas.
The analytic model of the ESR, depending on the investigated scenario, allows Alice to determine
an analytic expression of the required SNR at Bob to guarantee ∆ bit per channel use of secure rate.
Thanks to this expression, Alice is able to derive:

• the maximal allowed main CSI error she can perform,

• the maximal number of allowed eavesdropping antennas,

• the optimal amount of data energy to inject.

SIMO without precoding : Main results
When Alice does not precode the data, it is proven that the worst-case scenario, in addition to being
noiseless, is attained when Eve possesses an arbitrarily large number of antennas. Even with this
configuration, it is shown that positive ESRs can be guaranteed. Furthermore, the worst situation
regarding Bob is obtained when NB = 2. Positive secrecy performances can still be achieved with this
configuration, even for poor CSI estimates. Knowing the CSI error variance and Bob’s SNR, Alice is
more likely to communicate at lower BORs to maximize the secure ergodic communication rate, as
well as to maximize the achievable communication rate under outage constraints.

SIMO with precoding : Main results
When Alice precodes the data, it is shown that the ESR performances of the SDS, OC, and MRC
scenarios are respectively similar to SISO-SE SDS, the SISO-SE OC, and the SISO-ME MRC scenarios,
i.e., there is no influence of Bob’s number of antennas. Consequently, the same trade-off arises on
Alice’s choice on the BOR as for the SISO system. To remind, it is preferable for Alice to communicate
at lower BORs to maximize the secure ergodic communication rate, but at higher BORs to minimize
the outage percentage.

In addition, in the context of IoT, the SDS and OC schemes with data precoding are promising to
secure an UL communication between a single-antenna UE and a multi-antenna BS. Indeed, it is shown
that positive ESRs can be guaranteed while keeping low outage percentages, regardless the number of
Eve’s antennas. However, Alice is not able to guarantee some secrecy when Eve implements an MRC
decoder since Eve’s number of antennas strongly degrades the secrecy performances.

Finally, the study of the SIMO configuration with data precoding is motivated since its secrecy
performances (ESR and outage) outperform the performances of the SIMO scenario without data
precoding. In particular, when the SDS or the OC schemes with data precoding are considered, non-zero
ε-achievable SRs are obtained for lower values of ε, i.e., less outage, compared to the SIMO scheme
without data precoding (see Figures 6.39 and 6.40 w.r.t. Figure 6.38). More, the ESR performances
of the SDS and OC schemes with data precoding outperform the ESR performances of the scheme
without precoding (see Figure 5.5 w.r.t. 6.33).

Table 6.4 summarizes the performances of the SIMO system.
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6.4 Conclusion on multi-antenna systems
Under the considered assumptions whereby Eve experiences a Rayleigh channel, uncorrelated to Bob’s
one, it is shown that it is possible to guarantee a positive ergodic secrecy rate for both MISO and
SIMO configurations. This means that a secure communication can occur between a multiple-antenna
base station and a single-antenna user equipment in both DL and UL. To do so, handshake procedures
in TDD relying on reciprocity are required, i.e., Bob must not explicitly feedback his channel estimate
that could be intercepted by Eve. Furthermore, the BOR spreading factor involved in the FD TR
precoder is a relevant degree of freedom which allows reducing the outage occurrence at the expense of
the ESR. Finally, the closed-form expressions obtained for the ESR enables Alice to know a-priori the
rate at which she can communicate while ensuring no data leakage to Eve and reliable decoding at
Bob.
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7 | Conclusions and Perspectives

This PhD work has presented a new practical and promising PLS scheme allowing one to guarantee
the security at the physical layer of a point-to-point communication, in the context of IoT.

Chapter 1 introduces the concept of security in wireless networks, which appears to be multidisciplinary
field. It is shown that cross-layer security protocols are needed to fully benefit from the degrees of
freedom offered at different layers of the OSI protocol, therefore enhancing the robustness of practical
systems against attacks. With the increased number of connected objects, i.e., with the idea of IoT,
PLS has emerged as a promising solution to secure wireless communications and circumvent the
limitations faced with classical cryptography-based schemes. IoT devices can benefit from the flexibility
and the architecture of large scale, decentralized, and heterogeneous networks, such as in 5G. Having
everything densely connected, wireless communications in IoT networks are particularly prone to
passive eavesdropping attacks, which are therefore investigated in this work. Considering the security
in IoT networks, different system configurations need to be studied, namely, SISO systems (for single-
antenna node-to-node communications), MISO systems (for DL communication from a multi-antenna
BS to single-antenna node), and SIMO systems (for UL communications from single-antenna node to
multi-antenna BS).

In this PhD work, security at the physical layer means providing a reliable communication at the
legitimate receiver, while guaranteeing confidentiality from the eavesdropper, i.e., no information
leakage to the eavesdropper. Information theory lays the foundations for PLS, which are discussed in
chapter 2. Wyner demonstrates that a positive secrecy capacity rate is achievable, by designing wiretap
codes, as soon as a physical advantage is provided to Bob’s channel over Eve’s channel. The secrecy
capacity is then simply characterized as the difference between Bob’s and Eve’s channel capacities. It
is shown that, in a block-fading environment with multiple passive eavesdroppers, which is the scenario
considered in this work, the ergodic secrecy rate is a suitable metric to evaluate the PLS performances.
In addition, outage has to be investigated. It highlights the fact that information leakage occurs when
the instantaneous secure rate that can be supported by the communication is lower that the ergodic
secrecy rate at which Alice and Bob actually communicate. Consequently, the joint study of ergodic
secrecy rate and ε-achievable secrecy rate is conducted in this manuscript. However, information theory
describes the fundamental limits of communication systems without relying on the practical limitations.
From that, this work focuses on the design of a practical PLS scheme aiming to provide a physical
advantage to Bob over Eve in a multipath block-fading environment, and on top of which a wiretap
code is to be constructed to achieve the secrecy performances.

Chapter 3 presents a state-of-the-art of PLS techniques that provide an advantage to the main channel
over the eavesdropper’s channel. Two approaches can be conducted to do so, namely, by designing
channel-based adaptation schemes, and/or by injecting artificial noise. It is outlined that the secrecy
performances strongly depend on the amount of CSI knowledge that can be acquired at the different
communication’s ends. In particular, in practical scenarios, Alice is only able to obtain an estimated
version of Bob’s CSI which is subject to errors. Several PLS techniques considering an imperfect main
CSI knowledge at the transmitter are therefore presented. Some shortcomings from the literature are
identified. First, none of the presented PLS schemes allows the transmitter to a-priori guarantee a
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desired secrecy rate, which is however necessary to build wiretap codes allowing to achieve reliability
and confidentiality, as mentioned in chapter 2. Indeed, either bounds on the achievable secrecy perfor-
mances are detailed, or optimization procedures that need to be numerically solved are characterized, or
schemes that do not consider the worst-case scenario regarding the eavesdropper are investigated, i.e.,
eavesdroppers have few CSI knowledge, limited decoding capabilities, or limited number of antennas.
In addition, while some of the presented PLS schemes are robust to imperfect CSI knowledge at the
transmitter side, it requires complex optimization procedures that need to be solved in order to fully
recover from the secrecy loss. These recovery schemes are therefore unsuited for devices with limited
computing capabilities, such as encountered with IoT objects, for instance. Furthermore, the amount
of CSI that can be acquired at the eavesdropper is not well discussed and justified. It depends on the
communication protocol, particularly on the handshake procedure, and in turns, directly influences
the secrecy performances of the communication. It is therefore of prime importance to discuss the
decoding capabilities of the eavesdropper.

Motivated by the aforementioned shortcomings, a practical channel-based adaptation PLS scheme,
with AN injection, and considering imperfect main CSI, is studied in this PhD work. The PLS scheme
is presented in chapter 4. In particular, a time reversal precoder is considered which presents inherent
anti-eavesdropping abilities due to the focusing gain it offers at the legitimate receiver’s position only.
The time reversal precoder is implemented in the frequency domain into an OFDM modulation, which
makes it compatible with existing standards, such as in 5G or LTE networks, for instance. In addition,
to benefit from the focusing gain offered by time reversal precoding, each transmitted data symbol is
spread in the frequency domain by a BOR factor, introducing the frequency diversity needed to inject
an artificial noise signal. The AN injection requires additional frequency resources which makes the
considered PLS scheme more suited for applications requiring high level of security. It is also considered
that the channels are spatially uncorrelated, and that there is no frequency correlation amongst the
channel subcarriers. The channel coefficients are Rayleigh distributed, which corresponds to urban
or indoor environments with rich multipaths. Furthermore, practical handshake procedures between
Alice and Bob are detailed, leading to different decoding structures that can be implemented at Eve,
and so, different security performances. Three handshakes are described for TDD systems in SISO,
MISO, and SIMO configurations, leading to three decoding structures at Eve, namely, SDS, OC, and
MRC decoders. Two handshakes procedures for FDD systems are considered in a SISO configuration,
namely, AN killer, and LMMSE decoders.

The secrecy performances of the considered PLS scheme, in terms of ergodic secrecy rate and ε-
achievable secrecy rate, are studied in chapters 5 and 6, respectively for the single-antenna system
(SISO system), and the multi-antenna systems (MISO and SIMO systems). For scenarios considering
TDD handshake procedures, an approximation of the ergodic secrecy rate is derived. It is shown
that the approximation fits well the exact ergodic secrecy rate performances obtained via simulations,
and is therefore used as closed-form expressions to derive a certain number of useful metrics. The
communication parameters are designed in order for the transmitter to guarantee a targeted ergodic
secrecy rate. To do so, worst-case assumptions regarding the eavesdropper are undertaken. That is,
it is assumed that the CSI knowledge Eve can get from the handshake procedures is perfect, Eve is
equipped with a noise-free hardware and/or is situated close to Alice, i.e., Eve has an arbitrarily large
SNR and can be equipped with an arbitrarily large number of antennas. In particular, the required
SNR at Bob, the maximal allowed main CSI error performed by Alice, the optimal amount of data
energy to inject, as well as the maximal number of allowed eavesdropping antennas (in the case of
multi-antenna eavesdropper) are derived to guarantee a desired ergodic secrecy rate.

Introducing more redundancy/diversity by increasing the BOR factor reduces the ergodic secrecy rate
and results in an overhead. However, it makes the scheme more robust w.r.t. CSI error and it also
decreases the information leakage to the eavesdropper. In particular, it is demonstrated that Alice’s
choice on the BOR of the communication results from a trade-off. When Eve implements an SDS or

Sidney Golstein



183 CHAPTER 7. CONCLUSIONS AND PERSPECTIVES

an OC decoder, for every system’s configuration, i.e., SISO, MISO, or SIMO, knowing the CSI error
variance and Bob’s SNR, Alice can choose a BOR value either to maximize the ESR (by decreasing
the BOR value), i.e., higher data rate transmission, or to ensure a communication with low outage
percentages (by increasing the BOR value), i.e., less data leakage to Eve. The same trade-off arises
when Eve implements an MRC decoder in SISO or MISO configurations. However, in these scenarios,
little can be done if Alice strongly misestimates Bob’s CSI, or if Eve is equipped with a large number
of antennas. Nevertheless, when Alice does not precode the data in a SIMO configuration with Eve
implementing an MRC decoder, it is shown that a positive secrecy rate can be guaranteed, but with
lower outage performances w.r.t. the SIMO-ME SDS and OC schemes with data precoding, even if
Eve is equipped with an arbitrarily large number of antennas.

From the study conducted in chapters 5 and 6, it turns out that the two TDD handshake procedures
leading to the implementation of the SDS or the OC decoding structures are very promising. Indeed,
for every system configuration, i.e., SISO, MISO, and SIMO, it is proven that Alice can design the
communication parameters in order to ensure a positive ergodic secrecy rate, while guaranteeing low
outage percentages (typically below 1%), regardless the number of Eve’s antennas. These scenarios
make the PLS scheme considered in this PhD robust against passive eavesdropping in IoT networks.

Finally, the performances of the FDD scenarios are assessed for the SISO-SE scenario only. The reason
is that, when considering the AN killer or the LMMSE decoders, it is not possible for Alice to a-priori
guarantee a secure communication with Bob. Indeed, when a noise-free eavesdropper is considered,
Eve’s decoding capabilities becomes arbitrarily large which therefore jeopardizes any attempt for the
transmitter to provide a positive secrecy rate, even if Eve is equipped with only one antenna.

At the end of this PhD work, several perspectives can be outlined.
First, the proposed work assumes uncorrelated Rayleigh-fading channels. A study of the secrecy
performances with frequency correlation amongst subchannels has to be undertaken since it is expected
that the ESR may decrease with larger correlation. Second, an optimized precoding scheme can be
implemented that automatically adapts the numerology when spreading the data in order to obtain a
subcarrier correlation as low as possible. In doing so, the scheme benefits from the maximal frequency
diversity in a correlated environment and the secrecy rate is expected to be enhanced compared to
a classical spreading implementation. Third, the ESR expressions should be corrected to take into
account the remaining correlation, either thanks to closed-form expressions or to tables. This will
prevent Alice to communicate at a rate greater than the maximal ESR that ensures no data leakage.
Finally, the impact of spatial correlation amongst the transmitter’s antennas (in a MISO configuration)
or the receiver’s antennas (in a SIMO configuration) has to be carried out.

A natural extension of the work is to provide secure communications in a multi-casting scenario, i.e.,
providing security for multi-users. As an example, considering IoT networks in a node-to-multi-nodes
configuration, if multiple legitimate users share the same resources, the AN can be introduced in all
legitimate user’s null spaces thanks to the design of the BOR factor. Indeed, with a BOR factor of
U, an AN signal that lies in the null space of up to U-1 legitimate users can be generated. If a new
protected link is entering the network, a new AN design procedure must take place to consider this
user. In addition, spatial division multiple access (SDMA) can be used to create focusing beams to
different legitimate users and increase system capacity and transmission quality.

It has been seen that the proposed scheme can only offer very low effective secrecy rate. It can
therefore be implemented as part of a layered architecture to perform cross-layer security. Indeed, the
investigated PLS scheme can securely distillate and update cryptographic keys that are then used by
Alice and Bob to communicate.

Another perspective is to derive closed-form expressions of the outage performance. It allows one to
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jointly optimize the communication parameters to ensure a targeted ergodic secrecy rate, while limiting
the outage percentages below a predefined threshold.

Implementing the proposed PLS scheme into existing standards is also left as a perspective.

An improved AN injection scheme can be considered. Indeed, since Alice estimates Bob’s instantaneous
CSI, she can inject the AN with different energy at each subcarrier, depending on Bob’s sub-channel
fading conditions. In doing so, the ergodic secrecy rate is expected to be enhanced.

Finally, deriving the secrecy performances for the FDD scenarios is left as a perspective too.
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A | Momentum computation of circu-
larly symmetric complex-valued ran-
dom normal variables

A.1 Real-valued random normal variable
For real-valued random variable, the moment-generating function is an alternative specification of its
probability distribution. In particular, it allows to compute the moments of the probability distribution
as:

mn = E [Xn] =M
(n)
X (0) = dnMX

dtn

∣∣∣∣
t=0

(A.1)

For a real normal random variable N(µ,σ2), the moment-generating function is given by:

MX = etµ+ 1
2σ

2t2 (A.2)

Therefore:

E
[
|X|2

]
=M2 = σ2 +µ2

E
[
|X|4

]
=M4 = 3(σ2)2 + 6σ2µ2 +µ4

(A.3)

A.2 Complex-valued random normal variable
A circularly symmetric complex-valued random normal variable is defined as Z = X + iY where
X ∼ N(µx,σ2

x) and Y ∼ N(µy,σ2
y). From that, it comes:

|Z|2 =X2 +Y 2

|Z|4 =X4 + 2X2Y 2 +Y 4 (A.4)

Since X and Y are independent, by taking into account (A.3) and (A.4), the moments of Z are given
by:

E
[
|Z|2

]
= σ2

x+µ2
x+σ2

y +µ2
y

E
[
|Z|4

]
= 3(σ2

x)2 + 6σ2
xµ

2
x+µ4

x+ 2
[
(σ2
x+µ2

x)(σ2
y +µ2

y)
]

+ 3(σ2
y)2 + 6σ2

yµ
2
y +µ4

y

(A.5)

From (A.5), if Z ∼ CN(0,1), it comes: E
[
|Z|2

]
= 1, and E

[
|Z|4

]
= 2.
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B | Single-Input Single-Output Single-
eavesdropper

B.1 Linear minimum mean square error decoder expression

At Eve, the received signal is given by:

yE =
√
αΓEx+

√
1−αHEw+vE, (B.1)

where ΓE = HEHH
BS. The LMMSE decoder minimizes the MSE of the estimated symbol

x̂E = DLMMSE
E yE. (B.2)

It needs to satisfy the orthogonality principle, such that:

E
[
(x̂E−x)yHE

]
= 0N (B.3a)

⇔ E
[
(DLMMSE

E yE−x)yHE
]

= 0N (B.3b)

⇔ E
[
DLMMSE

E yEyHE
]

= E
[
xyHE

]
(B.3c)

⇔DLMMSE
E = E

[
xyHE

](
E
[
yEyHE

])−1
(B.3d)

⇔DLMMSE
E = E

[
x
(√

αΓEx+
√

1−αHEw+vE
)H]

(
E
[(√

αΓEx+
√

1−αHEw+vE
)(√

αΓEx+
√

1−αHEw+vE
)H])−1 (B.3e)

⇔DLMMSE
E =

(√
αE
[
xxHΓHE

]
+
√

1−αE
[
xwHHH

E

]
+E

[
xvHE

])
(
E
[
αΓEΓHE xxH + (1−α)HEwwHHH

E +vEvHE
])−1 (B.3f)

⇔DLMMSE
E =

√
ασ2

XΓHE
(
ασ2

XΓEΓHE + (1−α) ||HE||2σ2
ANIQ+σ2

EIQ
)−1

(B.3g)

⇔DLMMSE
E =

√
αΓHE

(
αΓEΓHE + (1−α) ||HE||2σ2

ANIQ+σ2
EIQ

)−1
(B.3h)
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B.2 Bob ergodic SINR modeling

B.2.1 Data term

E
[
|B1|2

]
=E

[∣∣∣∣∣∣√αSHHBĤ
∗
BS
∣∣∣∣∣∣2] (B.4a)

=E
[∣∣∣√α(1−σ)SH ||HB||2S+

√
ασSHHB∆H∗BS

∣∣∣2] (B.4b)

E
[
|B1,n|2

]
=E

∣∣∣∣∣
√
α(1−σ)
U

U−1∑
i=0
|hB,i|2 +

√
ασ

U

U−1∑
i=0

hB,i∆h∗B,i

∣∣∣∣∣
2 (B.4c)

=α(1−σ)
U2

E
[
U−1∑
i=0
|hB,i|4

]
+E

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,i|2 |hB,j |2




+ ασ

U2E
[
U−1∑
i=0
|hB,i|2 |∆hB,i|2

] (B.4d)

= 1
U2α(1−σ)(2U +U(U + 1)) + ασU

U2 (B.4e)

=α [(U + 1)(1−σ) +σ]
U

, (B.4f)

where the following holds from Appendix A: E
[
|hB,i|2

]
= E

[
|∆hB,i|2

]
= 1, and E

[
|hB,i|4

]
= 2, since

HB ∼ CN(0,1) and ∆HB ∼ CN(0,1).

B.2.2 AWGN term

E
[
|B2|2

]
= E

[∣∣∣∣∣∣SHvB∣∣∣∣∣∣2] (B.5a)

E
[
|B2,n|2

]
= 1
U
E
[
U−1∑
i=0
|vB,n+iN |2

]
= σ2

B. (B.5b)

B.2.3 AN term

E
[
|B3|2

]
= E

[∣∣∣∣∣∣√1−αSHHBw
∣∣∣∣∣∣2] . (B.6)

The AN is generated such that: SHĤBw = 0. In addition, ĤB =
√

1−σHB +
√
σ∆HB, such that

(B.6) becomes:

E
[
|B3|2

]
=E


∣∣∣∣∣∣
∣∣∣∣∣∣−
√

(1−α)σ
1−σ SH∆HBw

∣∣∣∣∣∣
∣∣∣∣∣∣
2
 (B.7a)

= (1−α)σ
1−σ E

[∣∣∣∣∣∣SH∆HBw
∣∣∣∣∣∣2] . (B.7b)
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Let’s rewrite: w =
√

1−σŵ+
√
σw∆, where SH∆HBw∆ = 0N and ŵ⊥⊥∆HB, such that:

E
[
|B3|2

]
= (1−α)σ

1−σ (1−σ)E
[∣∣∣∣∣∣SH∆HBŵ

∣∣∣∣∣∣2] (B.8a)

E
[
|B3,n|2

]
= (1−α)σ

U
E
[
U−1∑
i=0
|∆hB,n+iN |2 |ŵn+iN |2

]
(B.8b)

= (1−α)σ
U

U
1
U

= (1−α)σ
U

. (B.8c)

B.3 Eve ergodic SINR modeling

B.3.1 SDS decoder

B.3.1.1 Data term

E
[
|ESDS

1 |2
]

= E
[∣∣∣∣∣∣√αSHHEĤ

∗
BS
∣∣∣∣∣∣2] (B.9a)

E
[
|ESDS

1,n |2
]

= αE
[

1
U2

U−1∑
i=0
|hE,n+iN |2

∣∣∣h̃∗B,n+iN

∣∣∣2] (B.9b)

= α

U2U = α

U
. (B.9c)

B.3.1.2 AWGN term

E
[
|ESDS

2 |2
]

= E
[∣∣∣∣∣∣SHvE∣∣∣∣∣∣2] (B.10a)

E
[
|ESDS

2,n |2
]

= 1
U
E
[
U−1∑
i=0
|vE,n+iN |2

]
= 1
U
Uσ2

E = σ2
E. (B.10b)

B.3.1.3 AN term

E
[
|ESDS

3 |2
]

= E
[∣∣∣∣∣∣√1−αSHHEw

∣∣∣∣∣∣2] (B.11a)

E
[
|ESDS

3,n |2
]

= 1−α
U

E
[
U−1∑
i=0
|hE,n+iNwi|2

]
= 1−α

U
U

1
U

= 1−α
U

. (B.11b)

B.3.2 OC decoder

B.3.2.1 Data term

E
[
|EOC

1,n |2
]

= αE

∣∣∣∣∣ 1
U

U−1∑
i=0

h∗B,i |hE,i|
2
∣∣∣∣∣
2 (B.12a)

= α

U
E
[
U−1∑
i=0
|hB,i|2 |hE,i|4

]
(B.12b)

= α

U2 2U = 2α
U
. (B.12c)
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B.3.2.2 AWGN term

E
[
|EOC

2 |2
]

= E
[∣∣∣∣∣∣SHH∗EvE∣∣∣∣∣∣2] (B.13a)

E
[
|EOC

2,n |2
]

= 1
U
E
[
U−1∑
i=0
|hE,i|2|vE,i|2

]
= σ2

E. (B.13b)

B.3.2.3 AN term

E
[
|EOC

3 |2
]

= E
[∣∣∣∣∣∣√1−αSH |HE|2w

∣∣∣∣∣∣2] (B.14a)

E
[
|EOC

3,n |2
]

= 1−α
U

E
[
U−1∑
i=0
|hE,i|4|wi|2

]
(B.14b)

= 2(1−α)
U

. (B.14c)

B.3.3 MF decoder

B.3.3.1 Data term

E
[
|EMF

1,n |2
]

= αE

∣∣∣∣∣ 1
U

U−1∑
i=0

∣∣∣h̃B,i∣∣∣2 |hE,i|2
∣∣∣∣∣
2 (B.15a)

= α

U2E

U−1∑
i=0

∣∣∣h̃B,i∣∣∣4 |hE,i|4 +
U−1∑
i=0

U−1∑
j=0
j 6=i

∣∣∣h̃B,i∣∣∣2 |hE,i|2 ∣∣∣h̃B,j∣∣∣2 |hE,j |2
 (B.15b)

= α

U2 (4U +U(U −1)) = α(U + 3)
U

. (B.15c)

B.3.3.2 AWGN term

E
[
|EMF

2,n |2
]

= E
[∣∣∣∣∣∣SHH∗EĤBvE

∣∣∣∣∣∣2] (B.16a)

E
[
|EMF

2,n |2
]

= 1
U
E
[
U−1∑
i=0
|hE,i|2|h̃B,i|2|vE,i|2

]
(B.16b)

= σ2
E. (B.16c)

B.3.3.3 AN term

The component EMF
3,n depends on w and ĤB which are correlated via the AN design (4.8). The

expectation is therefore not straightforward to compute.
As a reminder, the AN is generated such that:

Aw = 0N (B.17)
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with:
A = SHĤB = UΣV1

H ∈ CN×Q (B.18)
Omitting the 1−α as well as the normalization factor in (4.10), the AN term at Eve is given by:

v = A|HE|2w = SHĤB|HE |2w
= UΣVH

1 |HE|2V2w′,
(B.19)

where U ∈ CN×N contains left singular vectors, Σ ∈ RN×N is a diagonal matrix containing non zero
singular values, V1 ∈ CQ×N contains right singular vectors associated to non zero singular values of A,
V2 ∈ CQ×Q−N contains right singular vectors that span the right null space of A, E

[
w̃w̃H

]
= IQ−N.

Note that w′ is independent from the other random variables and has a unit covariance matrix.
Therefore, it can be shown that:

E
(
vvH

)
= E

(
UΣVH

1 |HE |2V2VH
2 |HE |2V1ΣHUH

)
, (B.20)

Let’s rewrite |HE|2 =∑Q
q=1 |hE,q|2eqeTq where eq is an all zero vector except a 1 at row q:

E
(
vvH

)
=

Q∑
q=1

Q∑
q′=1

E(|hE,q|2|hE,q′ |2)E
(
UΣVH

1 eqeTq V2VH
2 eq′eTq′V1ΣHUH

)

=
Q∑
q=1

E
(
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

)
+E

(
UΣVH

1 V2VH
2 V1ΣHUH

)
,

(B.21)

where the second term cancels out since VH
2 V1 = 0. Since all elements of v have same variance, the

following holds:
1
N

E
(
‖v‖2

)
= 1
N

E
(
vvH

)
= 1
N

E

Σ2VH
1

Q∑
q=1

(
eqeTq V2VH

2 eqeTq
)

V1

 . (B.22)

Let’s rewrite V1 =∑l elvH1,l where vH1,l is the l-th row of V1 (of dimension N×1) with only one non-zero
element.

1
N

E
(
‖v‖2

)
= 1
N

Q∑
q=1

∑
l

∑
l′

E
(
Σ2v1,leTl′ eqeTq V2VH

2 eqeTq elvH1,l
)

= 1
N

Q∑
q=1

E
(
Σ2v1,qeTq V2VH

2 eqvH1,q
)
.

(B.23)

Let’s rewrite V2 = ∑
l elvH2,l where vH2,l is the l-th row of V2 (of dimension Q−N × 1) with U − 1

non-zero elements:

1
N

E
(
‖v‖2

)
= 1
N

Q∑
q=1

∑
l

∑
l′

E
(
Σ2v1,qeTq elvH2,lv2,l′eTl′ eqvH1,q

)

= 1
N

Q∑
q=1

E
(
‖v2,q‖2vH1,qΣ2v1,q

)
,

(B.24)

where vH1,qΣ2v1,q := ‖v1,q‖2σ2
n is a scalar. Therefore:

1
N

E
(
‖v‖2

)
= 1
N

Q∑
q=1

E
(
‖v2,q‖2‖v1,q‖2σ2

n

)
. (B.25)
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Since V forms an orthonormal basis, i.e., VHV = IQ, it is found that ‖v1,q‖2 +‖v2,q‖2 = 1. Then:

1
N

E
(
‖v‖2

)
= 1
N

Q∑
q=1

E
[(
‖v1,q‖2−‖v1,q‖4

)
σ2
n

]
. (B.26)

To determine (B.26), the transformations performed by the SVD on A in order to obtain v1,q and σ2
n

need to be determined. One can show that:

σn =

√√√√ U∑
i=1

∣∣∣z(n−1)U+i

∣∣∣2 ,n= 1...N, (B.27)

where zi = zi,x+ jzi,y ∼ CN (0, 1
U ). Therefore:

E
[
σ2
n

]
= 1. (B.28)

Without loss of generality, E
[
‖v1,1‖2

]
and E

[
‖v1,1‖4

]
can be computed since all components of V1 are

identically distributed:

E
[
‖v1‖2

]
= E

[∣∣∣∣ z∗1σ1

∣∣∣∣2
]

= 1
U
. (B.29)

For the moment of order 4, knowing that E
[
|zi|4

]
= 2

U2 :

E
[
‖v1‖4

]
= E

[∣∣∣∣ z∗1σ1

∣∣∣∣4
]

= E

 |z1|4(∑U
i=1 |zi|

2
)2


= 2
U(U + 1) .

(B.30)

Finally, eq.(B.26) can be computed as:

1
N

E
(
‖v‖2

)
= 1
N

Q∑
q=1

[( 1
U
− 2
U(U + 1)

)
1
]

= U −1
U + 1 . (B.31)

Keeping into account the normalization factor in (4.10) and the (1−α) term, it follows:

E
[
|EMF

3,n |2
]

= (1−α) 1
U −1

U −1
U + 1 = 1−α

U + 1 . (B.32)
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C | Single-Input Single-Output Multi-
eavesdropper

Eve ergodic SINR modeling

C.1 SDS decoder

C.1.1 Data term

E
[
|ESDS

1,n |2
]

= E


∣∣∣∣∣∣
√
α

U

NE∑
k=1

U−1∑
i=0

hE,k,iĥ
∗
B,i

∣∣∣∣∣∣
2
 (C.1a)

= α

U2E


NE∑
k=1

U−1∑
i=0

hE,k,iĥ
∗
B,i

 NE∑
k′=1

U−1∑
j=0

hE,k′,j ĥ
∗
B,j

H
 (C.1b)

= α

U2E

NE∑
k=1

U−1∑
i=0
|hE,k,i|2

∣∣∣ĥ∗B,i∣∣∣2
 (C.1c)

= α

U2NEU = αNE

U
. (C.1d)

C.1.2 AWGN term

E
[
|ESDS

2,n |2
]

= E


∣∣∣∣∣∣ 1√
U

NE∑
k=1

U−1∑
i=0

vE,k,i

∣∣∣∣∣∣
2
 (C.2a)

= 1
U
E

NE∑
k=1

U−1∑
i=0
|vE,k,i|2

 (C.2b)

=NEσ
2
E. (C.2c)
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C.1.3 AN term

E
[
|ESDS

3,n |2
]

= E


∣∣∣∣∣∣1−α√U

NE∑
k=1

U−1∑
i=0

hE,k,iwi

∣∣∣∣∣∣
2
 (C.3a)

= 1−α
U

E

NE∑
k=1

U−1∑
i=0
|hE,k,i|2

∣∣∣w2
i

∣∣∣
 (C.3b)

= (1−α)
U

NEU
1
U

= (1−α)NE

U
(C.3c)

C.2 OC decoder

C.2.1 Data term

E
[∣∣∣EOC

1,n

∣∣∣2]= E


∣∣∣∣∣∣
√
α

U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2 ĥ∗B,i

∣∣∣∣∣∣
2
 (C.4a)

= α

U2E


NE∑
k=1

U−1∑
i=0
|hE,k,i|2 ĥ∗B,i

 NE∑
k′=1

U−1∑
j=0

∣∣hE,k′,j

∣∣2 ĥ∗B,j
H

 (C.4b)

= α

U2E

NE∑
k=1

U−1∑
i=0
|hE,k,i|4

∣∣∣ĥB,i∣∣∣2 +
NE∑
k=1

NE∑
k′=1
k′ 6=k

U−1∑
i=0
|hE,k,i|2

∣∣hE,k′,i

∣∣2 ∣∣∣ĥB,i∣∣∣2
 (C.4c)

= α

U2 (2NEU +NE(NE−1)U) = αNE(NE + 1)
U

(C.4d)

C.2.2 AWGN term

E
[∣∣∣EOC

2,n

∣∣∣2]= E


∣∣∣∣∣∣ 1√
U

NE∑
k=1

U−1∑
i=0

h∗E,kivE,k,i

∣∣∣∣∣∣
2
 (C.5a)

= 1
U
E

NE∑
k=1

U−1∑
i=0
|hE,k,i|2 |vEk,i|2

 (C.5b)

= 1
U
NEUσ

2
E =NEσ

2
E (C.5c)
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C.2.3 AN term

E
[∣∣∣EOC

3,n

∣∣∣2]= E


∣∣∣∣∣∣
√

1−α√
U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2wi

∣∣∣∣∣∣
2
 (C.6a)

= 1−α
U

E


√1−α√

U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2wi

√1−α√
U

NE∑
k′=1

U−1∑
j=0

∣∣hE,k′,j

∣∣2wj
H

 (C.6b)

= 1−α
U

E

NE∑
k=1

U−1∑
i=0
|hE,k,i|4 |wi|2

NE∑
k=1

NE∑
k′=1
k′ 6=k

U−1∑
i=0
|hE,k,i|2

∣∣hE,k′,i

∣∣2 |wi|2
 (C.6c)

= (1−α)
U

(
2NEU

1
U

+NEU(NE−1) 1
U

)
= (1−α)NE(NE + 1)

U
. (C.6d)

C.3 MRC decoder

C.3.1 Data term

E
[∣∣∣EMRC

1,n

∣∣∣2]= E


∣∣∣∣∣∣
√
α

U

U−1∑
i=0

NE∑
k=1
|hE,k,i|2

∣∣∣ĥB,i∣∣∣2
∣∣∣∣∣∣
2
 (C.7a)

= α

U2E


√α
U

U−1∑
i=0

NE∑
k=1
|hE,k,i|2

∣∣∣ĥB,i∣∣∣2
√α

U

U−1∑
i=0

NE∑
k=1

∣∣hE,k′,j

∣∣2 ∣∣∣ĥB,j∣∣∣2
H

 (C.7b)

= α

U2E
[
NE∑
k=1

U−1∑
i=0
|hE,k,i|4

∣∣∣ĥB,i∣∣∣4 NE∑
k=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,k,i|2 |hE,k,j |2
∣∣∣ĥB,i∣∣∣2 ∣∣∣ĥB,j∣∣∣2

+
NE∑
k=1

NE∑
k′=1
k′ 6=k

U−1∑
i=0
|hE,k,i|2

∣∣hE,k′,i

∣∣2 ∣∣∣ĥB,i∣∣∣4 +
NE∑
k=1

NE∑
k′=1
k′ 6=k

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,k,i|2
∣∣hE,k′,j

∣∣2 ∣∣∣ĥB,i∣∣∣2 ∣∣∣ĥB,j∣∣∣2
]

(C.7c)

= α

U2 [4NEU +NEU(U −1) + 2NE(NE−1)U +NE(NE−1)U(U −1)] (C.7d)

= αNE

U
[NE(U + 1) + 2] (C.7e)

C.3.2 AWGN term

E
[∣∣∣EOC

2,n

∣∣∣2]= E


∣∣∣∣∣∣ 1√
U

U−1∑
i=0

NE∑
k=1

h∗E,k,iĥB,ivE,k,i

∣∣∣∣∣∣
2
 (C.8a)

= 1
U
E

NE∑
k=1

U−1∑
i=0
|hE,k,i|2 |hB,i|2 |vEk,i|2

 (C.8b)

= 1
U
NEUσ

2
E =NEσ

2
E. (C.8c)
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C.3.3 AN term

The component EMRC
3,n depends on w and ĤB which are correlated via the AN design (4.8). The

expectation is therefore not straightforward to compute.
As a reminder, the AN is generated such that:

Aw = 0N (C.9)

with:

A = SHĤB = UΣV1
H ∈ CN×Q (C.10)

Omitting the 1−α as well as the normalization factor in (4.10), the AN term at Eve is given by:

v = A
NE∑
k=1

∣∣HE,k
∣∣2 w = SHĤB

NE∑
k=1

∣∣HE,k
∣∣2 w

= UΣVH
1

NE∑
k=1

∣∣HE,k
∣∣2 V2w′,

(C.11)

where U ∈ CN×N contains left singular vectors, Σ ∈ RN×N is a diagonal matrix containing non zero
singular values, V1 ∈ CQ×N contains right singular vectors associated to non zero singular values of A,
V2 ∈ CQ×Q−N contains right singular vectors that span the right null space of A, E

[
w̃w̃H

]
= IQ−N.

Note that w′ is independent from the other random variables and has a unit covariance matrix.
Therefore, it can be shown that:

E
[
vvH

]
= E

UΣVH
1

NE∑
k=1

∣∣HE,k
∣∣2 V2VH

2

NE∑
k′=1

∣∣HE,k′
∣∣2 V1ΣHUH

 . (C.12)

Let’s rewrite
∣∣HE,k

∣∣2 =∑Q
q=1 |hE,k,q|2eqeTq where eq is an all zero vector except a 1 at row q:

E
[
vvH

]
=
NE∑
k=1

NE∑
k′=1

Q∑
q=1

Q∑
q′=1

E
[
hE,k,q|2|hE,k′,q′ |2

]
E
[
UΣVH

1 eqeTq V2VH
2 eq′eTq′V1ΣHUH

]
(C.13)
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From that, there are 4 possibilities: k = k′ and q = q′ or q 6= q′, or k 6= k′ and q = q′ or q 6= q′. It comes:

E
[
vvH

]
=
NE∑
k=1

Q∑
q=1

E
[
|hE,k,q|4

]
E
[
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

]
(C.14a)

+
NE∑
k=1

NE∑
k′=1
k′ 6=k

Q∑
q=1

E
[
|hE,k,q|2

∣∣hE,k′q

∣∣2]E[UΣVH
1 eqeTq V2VH

2 eqeTq V1ΣHUH
]

(C.14b)

+
NE∑
k=1

Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
|hE,k,q|2

∣∣hE,k,q′
∣∣2]E[UΣVH

1 eqeTq V2VH
2 eq′eTq′V1ΣHUH

]
(C.14c)

+
NE∑
k=1

NE∑
k′=1
k′ 6=k

Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
|hE,k,q|2

∣∣hE,k′,q′
∣∣2]E[UΣVH

1 eqeTq V2VH
2 eq′eTq′V1ΣHUH

]
(C.14d)

=2NE

Q∑
q=1

E
[
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

]
(C.14e)

+NE(NE−1)
Q∑
q=1

E
[
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

]
(C.14f)

+NE

Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
UΣVH

1 eqeTq V2VH
2 eq′eTq′V1ΣHUH

]
(C.14g)

+NE(NE−1)
Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
UΣVH

1 eqeTq V2VH
2 eq′eTq′V1ΣHUH

]
(C.14h)

=NE

Q∑
q=1

E
[
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

]
(C.14i)

+N2
EE

UΣVH
1

Q∑
q=1

eqeTq V2VH
2

Q∑
q′=1

eq′e′Tq V1ΣHUH

 (C.14j)

=NE

Q∑
q=1

E
[
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

]
+N2

EE
[
UΣVH

1 V2VH
2 V1ΣHUH

]
(C.14k)

where the second term of (C.14k) cancels out since VH
2 V1 = 0. From that, it is observed that equation

(C.14k) is exactly equals to NE times (B.21). As a consequence, the expected energy of the received
AN at Eve when she implements a MRC in a SISO-ME configuration is equal to NE times the expected
energy of the received AN at Eve when she implements a MF in a SISO-SE configuration. That is:

E
[
|EMRC

3,n |2
]

= (1−α)
U + 1 NE . (C.15)
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D | Multi-Input Single-Output Multi-
eavesdropper

D.1 Bob ergodic SINR modeling

D.1.1 Data term

E
[
|B1,n|2

]
=E


∣∣∣∣∣∣
√
α(1−σ)
NAU

NA∑
k=1

U−1∑
i=0
|hB,k,i|2 +

√
ασ

NAU

NA∑
k=1

U−1∑
i=0

hB,k,i∆h∗B,k,i

∣∣∣∣∣∣
2
 (D.1a)

= 1
N2
AU

2E
[√α(1−σ)

NA∑
k=1

U−1∑
i=0
|hB,k,i|2 +

√
ασ

NAU

NA∑
k=1

U−1∑
i=0

hB,k,i∆h∗B,k,i


√α(1−σ)

NA∑
k′=1

U−1∑
j=0

∣∣hB,k′,j

∣∣2 +
√
ασ

NAU

NA∑
k′=1

U−1∑
j=0

hB,k′,j∆h∗B,k′,j

H ]
(D.1b)

= 1
N2
AU

2E
[
α(1−σ)

(
NA∑
k=1

U−1∑
i=0
|hB,k,i|4 +

NA∑
k=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,k,i|2 |hB,kj |2

+
NA∑
k=1

NA∑
k′=1
k′ 6=k

U−1∑
i=0
|hB,k,i|2

∣∣hB,k′,i

∣∣2 +
NA∑
k=1

NA∑
k′=1
k′ 6=k

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,k,i|2
∣∣hB,k′,j

∣∣2)

+ασ
NA∑
k=1

U−1∑
i=0
|∆hB,k,i|2 |hB,k,i|2

]
(D.1c)

= 1
N2
AU

2

[
α(1−σ)(2NAU +NAU(U −1) +NAU(NA−1) +NAU(U −1)(NA−1))

+ασNAU

] (D.1d)

= α

NAU
[(1−σ)U + (1−σ)NA+ (1−σ)(NAU −NA−U + 1) +σ] (D.1e)

= α

NAU
[NAU(1−σ) + 1] ; (D.1f)
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D.1.2 AWGN term

E
[
|B2,n|2

]
= E

∣∣∣∣∣ 1√
NAU

U−1∑
i=0

vB,i

∣∣∣∣∣
2 (D.2a)

= 1
NAU

E

(U−1∑
i=0

vB,i

)U−1∑
j=0

vB,j

H
 (D.2b)

= 1
NAU

Uσ2
B = σ2

B
NA

. (D.2c)

D.1.3 AN term

E
[
|B3|2

]
= E


∣∣∣∣∣∣
∣∣∣∣∣∣√1−αSH

NA∑
k=1

HB,kw

∣∣∣∣∣∣
∣∣∣∣∣∣
2
 . (D.3)

The AN is generated such that SH∑NA
k=1 ĤB,kw = 0N . In addition:

NA∑
k=1

ĤB,k =
√

1−σ
NA∑
k=1

HB,k +
√
σ
NA∑
k=1

∆HB,k

⇔
NA∑
k=1

HB,k =
NA∑
k=1

ĤB,k−
√
σ∆HB,k√

1−σ

(D.4)

From that, equation (D.3) becomes:

E
[
|B3|2

]
= E


∣∣∣∣∣∣
∣∣∣∣∣∣√1−αSH

NA∑
k=1

ĤB,k−
√
σ∆HB,k√

1−σ
w

∣∣∣∣∣∣
∣∣∣∣∣∣
2
 (D.5a)

= (1−α)σ
1−σ E


∣∣∣∣∣∣
∣∣∣∣∣∣SH

NA∑
k=1

∆HB,kw

∣∣∣∣∣∣
∣∣∣∣∣∣
2
 (D.5b)

Let’s rewrite: w =
√

1−σŵ+
√
σw∆, where SH∑NA

k=1 ∆HB,kw∆ = 0N and ŵ⊥⊥∆HB,k, such that:

E
[
|B3|2

]
= (1−α)σ

1−σ (1−σ)E


∣∣∣∣∣∣
∣∣∣∣∣∣SH

NA∑
k=1

∆HB,kŵ

∣∣∣∣∣∣
∣∣∣∣∣∣
2
 (D.6a)

E
[
|B3,n|2

]
= (1−α)σ

UNA
E

NA∑
k=1

U−1∑
i=0
|∆hB,k,i|2 |wi|2

 (D.6b)

= (1−α)σ
UNA

NAU
1

UNA
= (1−α)σ

NAU
. (D.6c)
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D.2 Eve ergodic SINR modeling

D.2.1 SDS Decoder

D.2.1.1 Data term

E
[
|ESDS

1,n |2
]

= E


∣∣∣∣∣∣
√
α

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iĥ
∗
B,k,i

∣∣∣∣∣∣
2
 (D.7a)

= E


 √α
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iĥ
∗
B,k,i

 √α
NAU

NA∑
k′=1

NE∑
l′=1

U−1∑
j=0

hE,k′l′,j ĥ
∗
B,k′,j

H
 (D.7b)

= α

N2
AU

2E

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2

∣∣∣ĥB,k,i∣∣∣2
 (D.7c)

= α

N2
AU

2UNANE = αNE

NA
(D.7d)

D.2.1.2 AWGN term

E
[
|ESDS

2,n |2
]

= E


∣∣∣∣∣∣ 1√
NAU

NE∑
l=1

U−1∑
i=0

vE,l,i

∣∣∣∣∣∣
2
 (D.8a)

= 1
NAU

E

NE∑
k=1

U−1∑
i=0
|vE,l,i|2

 (D.8b)

= 1
NAU

UNEσ
2
E = NE

NA
σ2
E (D.8c)

D.2.1.3 AN term

E
[
|ESDS

3,n |2
]

= E


∣∣∣∣∣∣
√

1−α√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iwi

∣∣∣∣∣∣
2
 (D.9a)

= 1−α
NAU

E

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iwi

NA∑
k′=1

NE∑
l′=1

U−1∑
j=0

hE,k′l′,jwj

 (D.9b)

One must have in (D.9b): i= j, k = k′, l = l′. It comes:

E
[
|ESDS

3,n |2
]

= 1−α
NAU

E

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2 |wi|2

 (D.10a)

= 1−α
NAU

NANEU
1

NAU
= (1−α)NE

NAU
(D.10b)
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D.2.2 OC Decoder

D.2.2.1 Data term

E
[
|EOC

1,n |2
]

= E


∣∣∣∣∣∣
√
α

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2 ĥ∗B,k,i

∣∣∣∣∣∣
2
 (D.11a)

= α

N2
AU

2E

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2 ĥ∗B,k,i

NA∑
k′=1

NE∑
l′=1

U−1∑
j=0

hE,k′l′,j
2ĥB,k′,j

 (D.11b)

One must have in (D.11b): i= j, k = k′, l = l′, or i= j, k = k′, l 6= l′. It comes:

E
[
|EOC

1,n |2
]

= α

N2
AU

2E

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|4

∣∣∣ĥB,k,i∣∣∣2 +
NA∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,kl,i|2

∣∣hE,kl′,i∣∣2 ∣∣∣ĥB,k,i∣∣∣2


(D.12a)

= α

N2
AU

2 [2UNANE +UNANE(NE−1)] (D.12b)

= αNE(NE + 1)
NAU

(D.12c)

D.2.2.2 AWGN term

E
[
|EOC

2,n |2
]

= E


∣∣∣∣∣∣ 1√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,ivE,l,i

∣∣∣∣∣∣
2
 (D.13a)

= 1
NAU

E

NA∑
k=1

NE∑
k=1

U−1∑
i=0
|hE,kl,i|2 |vE,l,i|2

 (D.13b)

= 1
NAU

UNANEσ
2
E =NEσ

2
E (D.13c)

D.2.2.3 AN term

E
[
|EOC

3,n |2
]

= E


∣∣∣∣∣∣
√

1−α√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2wi

∣∣∣∣∣∣
2
 (D.14a)

= 1−α
NAU

E

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2wi

NA∑
k′=1

NE∑
l′=1

U−1∑
j=0

∣∣hE,k′l′,j

∣∣2w∗j
 (D.14b)
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One must have in (D.14b): i = j, k = k′, l = l′, or i = j, k = k′, l 6= l′, or i = j, k 6= k′, l = l′, or
i= j, k 6= k′, l 6= l′. It comes:

E
[
|EOC

3,n |2
]

=1−α
NAU

E
[
NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|4 |wi|2 +

NA∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,kl,i|2

∣∣hE,kl′,i∣∣2 |wi|2

+
NA∑
k=1

NA∑
k′=1
k′ 6=k

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2

∣∣hE,k′l,i

∣∣2 |wi|2 +
NA∑
k=1

NA∑
k′=1
k′ 6=k

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,kl,i|2

∣∣hE,k′l′,i

∣∣2 |wi|2
]

(D.15a)

=1−α
NAU

UNANE
1

NAU
[2 +NA−1 +NE−1 + (NA−1)(NE−1)] (D.15b)

=(1−α)NE

NAU
(NANE + 1) (D.15c)

D.2.3 MRC Decoder

D.2.3.1 Data term

E
[
|EMRC

1,n |2
]

= E


∣∣∣∣∣∣
√
α

NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2

∣∣∣ĥB,k,i∣∣∣2
∣∣∣∣∣∣
2
 (D.16a)

= α

N2
AU

2E

NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2

∣∣∣ĥB,k,i∣∣∣2 NA∑
k′=1

NE∑
l′=1

U−1∑
j=0

hE,k′l′,j
2
∣∣∣ĥB,k′,j

∣∣∣2
 (D.16b)

One must have in (D.16b): i = j, k = k′, l = l′, or i = j, k = k′, l 6= l′, or i = j, k 6= k′, l = l′, or
i= j, k 6= k′, l 6= l′, or i 6= j, k= k′, l= l′, or i 6= j, k= k′, l 6= l′, or i 6= j, k 6= k′, l= l′, or i 6= j, k 6= k′, l 6= l′.
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It comes:

E
[
|EMRC

1,n |2
]

= α

N2
AU

2E
[
NA∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,kl,i|4

∣∣∣ĥB,k,i∣∣∣4 +
NA∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,kl,i|2

∣∣hE,kl′,i∣∣2 ∣∣∣ĥB,k,i∣∣∣4

+
NA∑
k=1

NA∑
k′=1
k′ 6=k

NE∑
l=1

U−1∑
i=0
|hE,kl,i|2

∣∣hE,k′l,i

∣∣2 ∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,i

∣∣∣2

+
NA∑
k=1

NA∑
k′=1
k′ 6=k

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,kl,i|2

∣∣hE,k′l′,i

∣∣2 ∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,i

∣∣∣2

+
NA∑
k=1

NE∑
l=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,kl,i|2 |hE,kl,j |2
∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k,j∣∣∣2

+
NA∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,kl,i|2
∣∣hE,kl′,j∣∣2 ∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k,j∣∣∣2

]

+
NA∑
k=1

NA∑
k′=1
k′ 6=k

NE∑
l=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,kl,i|2
∣∣hE,k′l,j

∣∣2 ∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,j

∣∣∣2]

+
NA∑
k=1

NA∑
k′=1
k′ 6=k

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,kl,i|2
∣∣hE,k′l′,j

∣∣2 ∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,j

∣∣∣2].
(D.17a)

In each term of (D.17a), a factor UNANE can be put outside. It follows:

E
[
|EMRC

1,n |2
]

=αNE

NAU

[
4 +NA−1 + 2(NE−1) +NANE−NE−NA+ 1 +U −1 +NAU −U −NA

+ 1 +NEU −U −NE + 1 + (U −1)(NA−1)(NE−1)
]

(D.18a)

= αNE

NAU
[2 +NE(NAU + 1)] . (D.18b)

D.2.3.2 AWGN term

E
[
|EMRC

2,n |2
]

= E


∣∣∣∣∣∣ 1√
NAU

NA∑
k=1

NE∑
l=1

U−1∑
i=0

hE,kl,iĥ
∗
B,k,ivE,l,i

∣∣∣∣∣∣
2
 (D.19a)

= 1
NAU

E

NA∑
k=1

NE∑
k=1

U−1∑
i=0
|hE,kl,i|2 |hB,k,i|2 |vE,l,i|2

 (D.19b)

= 1
NAU

UNANEσ
2
E =NEσ

2
E (D.19c)

D.2.3.3 AN term

The component EMRC
3,n depends on w and ĤB,k which are correlated via the AN design (4.15). The

expectation is therefore not straightforward to compute.
As a reminder, the AN is generated such that:

Aw = 0N (D.20)
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with:

A = SH
NA∑
k=1

ĤB,k = UΣV1
H ∈ CN×Q (D.21)

Omitting the 1−α as well as the normalization factor in (4.17), the AN term at Eve is given by:

v = A
NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2 w = SHĤB

NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2 w

= UΣVH
1

NE∑
l=1

∣∣∣∣HE,lk
∣∣∣∣2 V2w′,

(D.22)

Equation (D.22) is equivalent to (C.11), such that:

E
[
vvH

]
=NE

Q∑
q=1

E
[
UΣVH

1 eqeTq V2VH
2 eqeTq V1ΣHUH

]
(D.23)

From that, and remembering (B.26), it can be shown that:

1
N

E
[
|v|2

]
=NE

1
N

Q∑
q=1

E
[(
‖v1,q‖2−‖v1,q‖4

)
σ2
n

]

= 1
N

Q∑
q=1

NA∑
k=1

E
[(
|v1,k,q|2−|v1,k,q|4

)
σ2
n,k

] (D.24)

To determine (D.24), the transformations performed by the SVD on A in order to obtain v1,k,q and
σ2
nk need to be determined.

One has:

|v1,k,q|2 = |zk,q|
2

|σ1k|2
(D.25a)

|v1,k,q|4 = |zk,q|
4

|σ1k|4
(D.25b)

One can show that:

σ1k =

√√√√NA∑
k=1

U−1∑
i=0
|zk,i|2, (D.26)

where zk,i ∼ CN (0, 1
NAU

). Therefore:

E
[
|zk,i|2

]
=E

[∣∣∣∣ 1
NAU

ĥB,k,i

∣∣∣∣2
]

= 1
NAU

(D.27a)

E
[
|zk,i|4

]
=E

[∣∣∣∣ 1
NAU

ĥB,k,i

∣∣∣∣4
]

= 2
N2
AU

2 . (D.27b)

From that:

E
[
|σ1k|2

]
= E

NA∑
k=1

U−1∑
i=0
|zk,i|2

= 1
NAU

NAU = 1. (D.28)
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In addition:

E
[
|σ1k|4

]
=E

NA∑
k=1

U−1∑
i=0
|zk,i|2

NA∑
k′=1

U−1∑
j=0

∣∣zk′,j

∣∣2 (D.29a)

=E
[
NA∑
k=1

U−1∑
i=0
|zk,i|4 +

NA∑
k=1

NA∑
k′=1
k′ 6=k

U−1∑
i=0
|zk,i|2

∣∣zk′,i

∣∣2

+
NA∑
k=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|zk,i|2 |zk,j |2 +
NA∑
k=1

NA∑
k′=1
k′ 6=k

U−1∑
i=0

U−1∑
j=0
j 6=i

|zk,i|2
∣∣zk′,j

∣∣2] (D.29b)

=UNA

[
2

N2
AU

2 + NA−1
N2
AU

2 + U −1
N2
AU

2 + (U −1)(NA−1)
N2
AU

2

]
(D.29c)

=NAU + 1
NAU

. (D.29d)

With (D.25), (D.27), (D.28), and (D.29), it follows:

E
[(
|v1,k,q|2−|v1,k,q|4

)
|σ1k|2

]
= 1
NAU

−
2

N2
AU

2

NAU+1
NAU

= 1
NAU

NAU −1
NAU + 1 . (D.30)

Equation (D.24) becomes:

1
N

E
[
|v|2

]
=NE

1
N

Q∑
q=1

NA∑
k=1

E
[(
|v1,k,q|2−|v1,q|4

)
σ2
n,k

]

=NE
1
N

Q∑
q=1

NA∑
k=1

1
NAU

NAU −1
NAU + 1

=NE
1
N
QNA

1
NAU

NAU −1
NAU + 1 =NE

NAU −1
NAU + 1 .

(D.31)

Considering the (1−α) term and the normalization factor in (4.17), the AN term at Eve is finally
given by:

E
[
|EMRC

3n |2
]

=NE
NAU −1
NAU + 1

(1−α)
NAU −1 (D.32a)

= (1−α)NE

NAU + 1 . (D.32b)
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E | Single-Input Multi-Output Multi-
eavesdropper

E.1 Bob ergodic SINR modeling

E.1.1 Scheme 1 : SIMO without precoding

E.1.1.1 Data term

E
[
|B1,n|2

]
=E


∣∣∣∣∣∣
√
α(1−σ)
U

NB∑
k=1

U−1∑
i=0
|hB,k,i|2 +

√
ασ

U

NB∑
k=1

U−1∑
i=0

hB,k,i∆h∗B,k,i

∣∣∣∣∣∣
2
 (E.1a)

= α

U2E
[(1−σ)

NB∑
k=1

U−1∑
i=0
|hB,k,i|2 +

√
σ
NB∑
k=1

U−1∑
i=0

hB,k,i∆h∗B,k,i


√1−σ

NB∑
k′=1

U−1∑
j=0

∣∣hB,k′,j

∣∣2 +
√
σ
NB∑
k′=1

U−1∑
j=0

hB,k′,j∆hB,k′,j

H ]
(E.1b)

= α

U2E
[
(1−σ)

[
NB∑
k=1

U−1∑
i=0
|hB,k,i|4 +

NB∑
k=1

NB∑
k′=1
k′ 6=k

U−1∑
i=0
|hB,k,i|2

∣∣hB,k′,i

∣∣2 +
NB∑
k=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,k,i|2 |hB,k,j |2

+
NB∑
k=1

NB∑
k′=1
k′ 6=k

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,k,i|2
∣∣hB,k′,j

∣∣2]+σ
NB∑
k=1

U−1∑
i=0
|∆hB,k,i|2 |hB,k,i|2

]

(E.1c)

= α

U2

[
(1−σ)

[
2UNB +UNB(NB−1) +U(U −1)NB +U(U1)NB(NB−1)

]
+σUNB

]
(E.1d)

=αNB

U

[
(1−σ)

[
2 +NB−1 +U −1 + (U −1)(NB−1)

]
+σ

]
(E.1e)

=αNB

U
[UNB(1−σ) + 1] . (E.1f)

209



E.1. BOB ERGODIC SINR MODELING 210

E.1.1.2 AWGN term

E
[
|B2,n|2

]
= E


∣∣∣∣∣∣ 1√
U

NB∑
k=1

U−1∑
i=0

ĥ∗B,k,ivB,k,i

∣∣∣∣∣∣
2
 (E.2a)

= 1
U
E

NB∑
k=1

U−1∑
i=0

∣∣∣ĥB,k,i∣∣∣2 |vB,k,i|2
 (E.2b)

= 1
U
UNBσ

2
B =NBσ

2
B. (E.2c)

E.1.1.3 AN term

From Bob’s estimated channel formula, it comes:

√
1−αE

SH NE∑
k=1

HB,kĤ
H

B,kw

=
√

1−αE

SH NB∑
k=1

ĤB,k

(√
1−σĤH

B,k +
√
σ∆HH

B,k

)
w

 (E.3a)

=
√

(1−α)σE

SH NB∑
k=1

HB,k∆HH
B,kw

 (E.3b)

Therefore, it follows:

E
[
|B3,n|2

]
=(1−α)σ

U
E


NB∑
k=1

U−1∑
i=0

hB,k,i∆hB,k,iwi

 NB∑
k′=1

U−1∑
j=0

hB,k,′j∆hB,k′,jwj

H
 (E.4a)

= (1−α)σ
U

E

NB∑
k=1

U−1∑
i=0
|hB,k,i|2 |∆hB,k,i|2 |wi|2

 (E.4b)

= (1−α)σ
U

UNB
1
U

(E.4c)

= (1−α)σNB

U
(E.4d)
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E.1.2 Scheme 2 : SIMO with precoding

E.1.2.1 Data term

E
[
|B1,n|2

]
=E


∣∣∣∣∣∣
√
α√

NBU

NB∑
k=1

NB∑
k′=1

U−1∑
i=0

hB,k,iĥ
∗
B,k′,i

∣∣∣∣∣∣
2
 (E.5a)

= α

NBU2E
[NB∑

k=1

NB∑
k′=1

U−1∑
i=0

hB,k,i(
√

1−σh∗B,k′,i+
√
σ∆h∗B,k′,i)


NB∑
l=1

NB∑
l′=1

U−1∑
j=0

hB,l,j(
√

1−σh∗B,l′,j +
√
σ∆h∗B,l′,j)

H ]
(E.5b)

= α

NBU2E
[
(1−σ)

[
NB∑
k=1

U−1∑
i=0
|hB,k,i|4 + 2

NB∑
k=1

NB∑
k′=1
k′ 6=k

U−1∑
i=0
|hB,k,i|2

∣∣hB,k′,i

∣∣2

+
NB∑
k=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,k,i|2 |hB,k,j |2 +
NB∑
k=1

NB∑
k′=1
k′ 6=k

U−1∑
i=0

U−1∑
j=0
j 6=i

|hB,k,i|2
∣∣hB,k′,j

∣∣2]

+σ

[
NB∑
k=1

U−1∑
i=0
|∆hB,k,i|2 |hB,k,i|2 +

NB∑
k=1

NB∑
k′=1
k′ 6=k

U−1∑
i=0
|∆hB,k,i|2

∣∣hB,k′,i

∣∣2]]
(E.5c)

= α

NBU2NBU

[
(1−σ)

[
2 + 2NB−2 +U −1 + (U1)(NB−1)

]
+σ(1 +NB−1)

]
(E.5d)

=αNB

U

[
(1−σ)

[
2 +NB−1 +U −1 + (U −1)(NB−1)

]
+σ

]
(E.5e)

=αNB

U
[U(1−σ) + 1] . (E.5f)

E.1.2.2 AWGN term

E
[
|B2,n|2

]
= E


∣∣∣∣∣∣ 1√
U

NB∑
k=1

U−1∑
i=0

vB,ki

∣∣∣∣∣∣
2
 (E.6a)

= 1
U
E

NB∑
k=1

U−1∑
i=0
|vB,k,i|2

 (E.6b)

= 1
U
UNBσ

2
B =NBσ

2
B. (E.6c)

E.1.2.3 AN term

From Bob’s estimated channel formula, it comes:

√
1−αE

SH NB∑
k=1

HB,kw

=
√

1−αE

SH NB∑
k=1

(√
1−σĤB,k +

√
σ∆HB,k

)
w

 (E.7a)

=
√

(1−α)σE

SH NB∑
k=1

∆HB,kw

 (E.7b)
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Therefore, it follows:

E
[
|B3,n|2

]
=(1−α)σ

U
E


NE∑
k=1

U−1∑
i=0

∆hB,k,iwi

 NE∑
k′=1

U−1∑
j=0

∆hB,k′,jwj

H
 (E.8a)

= (1−α)σ
U

E

NE∑
k=1

U−1∑
i=0
|∆hB,k,i|2 |wi|2

 (E.8b)

= (1−α)σ
U

UNB
1
U

(E.8c)

= (1−α)σNB

U
(E.8d)

E.2 Eve ergodic SINR modeling

E.2.1 Scheme 1 : SIMO without precoding

E.2.1.1 Data term

E
[
|EMRC

1,n |2
]

= E


∣∣∣∣∣∣
√
α

U

NE∑
k=1

U−1∑
i=0
|hE,k,i|2

∣∣∣∣∣∣
2
 (E.9a)

= α

U2E
[
NE∑
k=1

U−1∑
i=0
|hE,k,i|2 +

NE∑
k=1

NE∑
k′=1
k′ 6=k

U−1∑
i=0
|hE,k,i|2

∣∣hE,k′,i

∣∣2

+
NE∑
k=1

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,k,i|2 |hE,k,j |2 +
NE∑
k=1

NE∑
k′=1
k′ 6=k

U−1∑
i=0

U−1∑
j=0
j 6=i

|hE,k,i|2
∣∣hE,k′,j

∣∣2] (E.9b)

= α

U2UNE(2 +U −1 +NE−1 + (U −1)(NE−1)) = α

U
NE(UNE + 1). (E.9c)

E.2.1.2 AWGN term

E
[
|EMRC

2,n |2
]

= E


∣∣∣∣∣∣ 1√
U

NE∑
k=1

U−1∑
i=0

h∗E,k,ivE,k,i

∣∣∣∣∣∣
2
 (E.10a)

= 1
U
E

NE∑
k=1

U−1∑
i=0
|hE,k,i|2 |vE,k,i|2

 (E.10b)

= 1
U
UNEσ

2
E =NEσ

2
E (E.10c)

E.2.1.3 AN term

The AN should satisfy:
Aw = 0N (E.11)

with:

A = SH
NB∑
k=1

∣∣∣∣HB,k
∣∣∣∣2 = UΣV1

H ∈ CN×Q (E.12)

with U ∈ CN×N contains left singular vectors, Σ ∈ RN×N is a diagonal matrix containing non zero
singular values, V1 ∈ CQ×N contains right singular vectors associated to non zero singular values of A.
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The expected energy per received symbol of the AN at Eve has to be computed. It is given by:

ṽ =
√

1−αSH
NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 w (E.13)

=
√

1−αSH
NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 V2w̃ (E.14)

with E
[
w̃w̃H

]
= IQ−N, V2 ∈CQ×Q−N contains right singular vectors that span the right null space of

A.
In the following we define v by omitting the factor

√
1−α in ṽ. Also, It is found that E

[
wwH

]
= U−1

U IQ.
However, in simulation, it is considered that E

[
wwH

]
= 1

U IQ. Therefore, the final result that will be
derived below should be multiplied by 1

U−1 to fit with the simulations hypothesis.
As a consequence, one has to compute:

1
N

E
[
||v||2

]
= 1
N
tr
(
E
[
vvH

])
(E.15)

where tr(.) is the trace operator. Equation (E.15) is the mean energy per component of the vector v,
defined as:

v = SH
NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 V2w̃ (E.16)

It follows:

E
[
vvH

]
= E

SH NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 V2w̃w̃HV2

H
NE∑
k′=1

∣∣∣∣HE,k′
∣∣∣∣2S

 (E.17)

= SHE

NE∑
k=1

∣∣∣∣HE,k
∣∣∣∣2 V2V2

H
NE∑
k′=1

∣∣∣∣HE,k′
∣∣∣∣2S (E.18)

∣∣∣∣HE,k
∣∣∣∣2 can be rewrite as

∣∣∣∣HE,k
∣∣∣∣2 =∑Q

q=1 |hE,k,q|
2 eqeT

q where eq is an all-zero vector of dimension
Q×1, with a one at row q. Therefore, since ||HE,k||2 is an random variable independent from the
others, it comes:

E
[
vvH

]
=SHE

NE∑
k=1

NE∑
k′=1

Q∑
q=1

Q∑
q′=1
|hE,k,q|2

∣∣hE,k′,q′
∣∣2E[eqeq

TV2V2
Heq′eq′T

]
S (E.19)

=SH
NE∑
k=1

NE∑
k′=1

Q∑
q=1

Q∑
q′=1

E
[
|hE,k,q|2

∣∣hE,k′,q′
∣∣2]E[eqeq

TV2V2
Heq′eq′T

]
S (E.20)

=SH
Q∑
q=1

NE∑
k=1

E
[
|hE,k,q|4

]
E
[
eqeq

TV2V2
Heqeq

T
]
S (E.21)

+SH
Q∑
q=1

NE∑
k=1

NE∑
k′=1
k′ 6=k

E
[
|hE,k,q|2

∣∣hE,k′,q

∣∣2]E[eqeq
TV2V2

Heqeq
T
]
S (E.22)

+SH
Q∑
q=1

Q∑
q′=1
q′ 6=q

NE∑
k=1

E
[
|hE,k,q|2

∣∣hE,k,q′
∣∣2]E[eqeq

TV2V2
Heq′eq′T

]
S (E.23)

+SH
Q∑
q=1

Q∑
q′=1
q′ 6=q

NE∑
k=1

NE∑
k′=1
k′ 6=k

E
[
|hE,k,q|2

∣∣hE,k′,q′
∣∣2]E[eqeq

TV2V2
Heq′eq′T

]
S (E.24)
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=2NESH
Q∑
q=1

E
[
eqeq

TV2V2
Heqeq

T
]
S (E.25)

+NE(NE−1)SH
Q∑
q=1

E
[
eqeq

TV2V2
Heqeq

T
]
S (E.26)

+NESH
Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
eqeq

TV2V2
Heq′eq′T

]
S (E.27)

+NE(NE−1)SH
Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
eqeq

TV2V2
Heq′eq′T

]
S (E.28)

=NE(NE + 1)SH
Q∑
q=1

E
[
eqeq

TV2V2
Heqeq

T
]
S (E.29)

+N2
ESH

Q∑
q=1

Q∑
q′=1
q′ 6=q

E
[
eqeq

TV2V2
Heq′eq′T

]
S (E.30)

=NESH
Q∑
q=1

E
[
eqeq

TV2V2
Heqeq

T
]
S+N2

ESH
Q∑
q=1

Q∑
q′=1

E
[
eqeq

TV2V2
Heq′eq′T

]
S (E.31)

=NESH
Q∑
q=1

E
[
eqeq

TV2V2
Heqeq

T
]
S+N2

ESHE
[
V2V2

H
]
S (E.32)

Going from (E.31) to (E.32) comes from the fact that ∑Q
q=1 eqeq

T = IQ. From that, it comes:
1
N

E
[
||v||2

]
= 1
N
tr
(
E
[
vvH

])
(E.33)

= 1
N
tr

NESH
Q∑
q=1

E
[
eqeq

TV2V2
Heqeq

T
]
S+N2

ESHE
[
V2V2

H
]
S

 (E.34)

= NE

N

Q∑
q=1

tr
(
SHE

[
eqeq

TV2V2
Heqeq

T
]
S
)

︸ ︷︷ ︸
(1)

+N2
E

N
tr
(
SHE

[
V2V2

H
]
S
)

︸ ︷︷ ︸
(2)

(E.35)

The first term of (E.35) is easy to compute:

(1) = NE

N

Q∑
q=1

tr
(
SHE

[
eqeq

TV2V2
Heqeq

T
]
S
)

(E.36)

= NE

N

Q∑
q=1

tr
(
SHE

[
eqeq

T ||v2,q||2 eqeq
T
]
S
)

(E.37)

= NE

N
Q

1
U

U −1
U

=NE
U −1
U

(E.38)

where v2,q is the qth column of V2
H (of dimension Q−N ×1).

For the second term in (E.35), it can be noticed that V2V2
H can be rewritten as:

V2V2
H = IQ−AH

(
AAH

)−1
A (E.39)

with A defined in (E.12). Introducing (E.39) in the second term of (E.35), it comes:

(2) = N2
E

N
tr

(
SHE

[
IQ−AH

(
AAH

)−1
A
]
S
)

(E.40)
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= N2
E

N
tr
(
SHE [IQ]S

)
︸ ︷︷ ︸

(2.1)

−N
2
E

N
tr

(
SHE

[
AH

(
AAH

)−1
A
]
S
)

︸ ︷︷ ︸
(2.2)

(E.41)

Term (2.1) in (E.41) can be computed as:

(2.1) = N2
E

N
tr
(
SHE [IQ]S

)
(E.42)

= N2
E

N
tr
(
SHS

)
= N2

E

N
tr (IN ) =N2

E (E.43)

The second term of (E.41) is given by:

(2.2) = N2
E

N
tr

(
SHE

[
AH

(
AAH

)−1
A
]
S
)

(E.44)

= N2
E

N
E
[
tr

(
SHAH

(
AAH

)−1
AS

)]
(E.45)

= N2
E

N
E

tr
SH NB∑

k=1
||HB,k||2S

SH NB∑
k′=1

∣∣∣∣HB,k′
∣∣∣∣2 NB∑

k′′=1

∣∣∣∣HB,k′′
∣∣∣∣2S

−1

SH
NB∑
k′′′=1

∣∣∣∣HB,k′′′
∣∣∣∣2S




(E.46)

= N2
E

N
E

tr
SH NB∑

k′′′=1

∣∣∣∣HB,k′′′
∣∣∣∣2SSH NB∑

k=1
||HB,k||2S

SH NB∑
k′=1

∣∣∣∣HB,k′
∣∣∣∣2 NB∑

k′′=1

∣∣∣∣HB,k′′
∣∣∣∣2S

−1



(E.47)

= N2
E

N
E

tr

SH NB∑

k=1
||HB,k||2S

2SH NB∑
k′=1

∣∣∣∣HB,k′
∣∣∣∣2 NB∑

k′′=1

∣∣∣∣HB,k′′
∣∣∣∣2S

−1

 (E.48)

= N2
E

N
E
[
tr
(
XY−1

)]
(E.49)

Going from (E.46) to (E.47) holds since tr (MN) = tr (NM) if M and N are squared matrices of same
dimension.
Since X and Y are diagonal matrices in (E.49), the trace of XY−1 is simply the sum of the diagonal
elements of the product XY−1. If we denote λx,i, ∀i= 1...N and λy,i, ∀i= 1...N as the eigenvalues of
X and Y respectively, (E.49) becomes1:

N2
E

N
E
[
tr
(
XY−1

)]
= N2

E

N

N∑
i=1

E
[
λx,i
λy,i

]
=N2

E E
[
λx,i
λy,i

]
(E.50)

One can notice that the matrices X and Y can be written as:

X = X̃X̃H =

SH NB∑
k=1
||HB,k||2S

SH NB∑
k=1
||HB,k||2S

H (E.51)

Y = ỸỸH =

SH NB∑
k=1
||HB,k||2

SH NB∑
k=1
||HB,k||2

H (E.52)

Furthermore, the eigenvalues of X (resp. Y) are the square of the singular values of X̃, (resp. Ỹ).
If we denote σx,i, ∀i= 1...N and σy,i, ∀i= 1...N as the singular values of X̃ and Ỹ respectively, it is
found that:

σx,i =
√
E
[
|x̃i|2

]
, (E.53)

1The diagonal elements of a diagonal matrix are its eigenvalues.
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σy,i =
√
E
[
|ỹi|2

]
(E.54)

where x̃i (resp. ỹi) is the ith diagonal element of X̃ (resp. Ỹ).
Therefore:

σ2
x,i = λx,i = E

[
|x̃i|2

]
=E


∣∣∣∣∣∣ 1
U

U−1∑
i=0

NB∑
k=1
|hB,k,i|2

∣∣∣∣∣∣
2
 (E.55)

= 1
U2E

U−1∑
i=0

NB∑
k=1
|hB,k,i|2

U−1∑
j=0

NB∑
k′=1

∣∣hB,k′,j

∣∣2 (E.56)

= 1
U2E

[U−1∑
i=0

NB∑
k=1
|hB,k,i|4 +

U−1∑
i=0

NB∑
k=1

NB∑
k′=1
k′ 6=k

|hB,k,i|2
∣∣hB,k′,i

∣∣2 (E.57)

+
U−1∑
i=0

U−1∑
j=0
j 6=i

NB∑
k=1
|hB,k,i|2 |hB,k,j |2 +

U−1∑
i=0

U−1∑
j=0
j 6=i

NB∑
k=1

NB∑
k′=1
k′ 6=k

|hB,k,i|2
∣∣hB,k′,j

∣∣2 ] (E.58)

= 1
U2 [2UNB +UNB(NB−1) +U(U −1)NB +U(U −1)NB(NB−1)] (E.59)

=NB(NBU + 1)
U

(E.60)

Similarly:

σ2
y,i = λy,i = E

[
|ỹi|2

]
=E

 1
U

U−1∑
i=0

NB∑
k=1

NB∑
k′=1
|hB,k,i|2

∣∣hB,k′,i

∣∣2 (E.61)

= 1
U
E

U−1∑
i=0

NB∑
k=1
|hB,k,i|4 +

U−1∑
i=0

NB∑
k=1

NB∑
k′=1
k′ 6=k

|hB,k,i|2
∣∣hB,k′,i

∣∣2
 (E.62)

= 1
U

[2UNB +UNB(NB−1)] (E.63)

=NB(NB + 1) (E.64)

With (E.60) and (E.64) into (E.50), it turns out:

(2.2) =N2
E

NBU + 1
NBU +U

(E.65)

Equation (E.41) can then be computed with (E.43) and (E.65) as:

(2) = (2.1)− (2.2) =N2
E−N2

E

NBU + 1
NBU +U

=N2
E

U −1
U(NB + 1) (E.66)

The mean AN energy per received component at Eve, i.e., (E.35), can now be found thanks to (E.38)
and (E.66) as:

1
N

E
[
||v||2

]
= (1) + (2) =NE

U −1
U

+N2
E

U −1
U(NB + 1) (E.67)

=NE
U −1
U

(
1 + NE

NB + 1

)
(E.68)

Finally, taking into account the scaling factor to have E
[
||w||2

]
= 1

U IQ as well as the
√

1−α factor, it
comes:

1
N

E
[
||ṽ||2

]
= 1−α

U
NE

(
1 + NE

NB + 1

)
(E.69)
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E.2.2 Scheme 2 : SIMO with precoding

E.2.2.1 SDS Decoder

E.2.2.1.1 Data term

E
[
|ESDS

1,n |2
]

= E


∣∣∣∣∣∣
√
α√

NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0

hE,l,iĥ
∗
B,k,i

∣∣∣∣∣∣
2
 (E.70a)

= α

NBU2E

NB∑
k=1

NE∑
l=1

U−1∑
i=0

hE,l,iĥ
∗
B,k,i

NB∑
k′=1

NE∑
l′=1

U−1∑
j=0

hE,l′,j ĥB,k′,j

 (E.70b)

= α

NBU2E

NB∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2

∣∣∣ĥ∗B,k,i∣∣∣2
 (E.70c)

= αNE

U
. (E.70d)

E.2.2.1.2 AWGN term

E
[
|ESDS

2,n |2
]

= E


∣∣∣∣∣∣ 1√
U

NE∑
l=1

U−1∑
i=0

vE,l,i

∣∣∣∣∣∣
2
 (E.71a)

= 1
U
E

NE∑
l=1

U−1∑
i=0
|vE,l,i|2

 (E.71b)

=NEσ
2
E. (E.71c)

E.2.2.1.3 AN term

E
[
|ESDS

3,n |2
]

= E


∣∣∣∣∣∣
√

1−α√
U

NE∑
l=1

U−1∑
i=0

hE,l,iwi

∣∣∣∣∣∣
2
 (E.72a)

= 1−α
U

E

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 |wi|2

 (E.72b)

= (1−α)NE

U
. (E.72c)

E.2.2.2 OC Decoder

E.2.2.2.1 Data term

E
[
|EOC

1,n |2
]

= E


∣∣∣∣∣∣
√
α√

NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 ĥ∗B,k,i

∣∣∣∣∣∣
2
 (E.73a)

= α

NBU2E

NB∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 ĥ∗B,k,i

NB∑
k′=1

NE∑
l′=1

U−1∑
j=0

∣∣hE,l′,j∣∣2 ĥ∗B,k′,j

 (E.73b)

= α

NBU2E

NB∑
k=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|4

∣∣∣ĥB,k,i∣∣∣2 +
NB∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,l,i|2

∣∣hE,l′,i∣∣2 ∣∣∣ĥB,k,i∣∣∣2
 (E.73c)

= α

NBU2UNBNE(2 +NE−1) = α

U
NE(NE + 1) (E.73d)
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E.2.2.2.2 AWGN term

E
[
|EOC

2,n |2
]

= E


∣∣∣∣∣∣ 1√
U

NE∑
l=1

U−1∑
i=0

h∗E,l,ivE,l,i

∣∣∣∣∣∣
2
 (E.74a)

= 1
U
E

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 |vE,l,i|2

 (E.74b)

=NEσ
2
E. (E.74c)

E.2.2.2.3 AN term

E
[
|EOC

3,n |2
]

= E


∣∣∣∣∣∣
√

1−α√
U

NE∑
l=1

U−1∑
i=0
|hE,l,i|2wi

∣∣∣∣∣∣
2
 (E.75a)

= 1−α
U

E

NE∑
l=1

U−1∑
i=0
|hE,l,i|4 |wi|2 +

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0
|hE,l,i|2

∣∣hE,l′,i∣∣2 |wi|2
 (E.75b)

= (1−α)
U

1
U
NEU(2 +NE−1) (E.75c)

= (1−α)
U

NE(NE + 1). (E.75d)

E.2.2.3 MRC Decoder

E.2.2.3.1 Data term

E
[
|EMRC

1,n |2
]

=E


∣∣∣∣∣∣
√
α

NBU

NB∑
k=1

NB∑
k′=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 ĥ∗B,k,iĥB,k′,i

∣∣∣∣∣∣
2
 (E.76a)

= α

N2
BU

2E

NB∑
k=1

NB∑
k′=1

NE∑
l=1

U−1∑
i=0
|hE,l,i|2 ĥ∗B,k,iĥB,k′,i

NB∑
k′′=1

NB∑
k′′′=1

NE∑
l′=1

U−1∑
j=0

∣∣hE,l′,j∣∣2 ĥ∗B,k′′,j ĥB,k′′′,j


(E.76b)
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= α

N2
BU

2E
[
NB∑
k=1

NE∑
l=1

U−1∑
i=0

∣∣∣ĥB,k,i∣∣∣4 |hE,l,i|4 + 2
NB∑
k=1

NB∑
k′=1
k′ 6=k

NE∑
l=1

U−1∑
i=0

∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,i

∣∣∣2 |hE,l,i|4

+
NB∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0

∣∣∣ĥB,k,i∣∣∣4 |hE,l,i|2 ∣∣hE,l′,i∣∣2

+ 2
NB∑
k=1

NB∑
k′=1
k′ 6=k

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0

∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,i

∣∣∣2 |hE,l,i|2 ∣∣hE,l′,i∣∣2

+
NB∑
k=1

NE∑
l=1

U−1∑
i=0

U−1∑
j=0
j 6=i

∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k,j∣∣∣2 |hE,l,i|2 |hE,l,j |2

+
NB∑
k=1

NB∑
k′=1
k′ 6=k

NE∑
l=1

U−1∑
i=0

U−1∑
j=0
j 6=i

∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,j

∣∣∣2 |hE,l,i|2 |hE,l,j |2

+
NB∑
k=1

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0

U−1∑
j=0
j 6=i

∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k,j∣∣∣2 |hE,l,i|2 ∣∣hE,l′,j∣∣2

+
NB∑
k=1

NB∑
k′=1
k′ 6=k

NE∑
l=1

NE∑
l′=1
l′ 6=l

U−1∑
i=0

U−1∑
j=0
j 6=i

∣∣∣ĥB,k,i∣∣∣2 ∣∣∣ĥB,k′,j

∣∣∣2 |hE,l,i|2 ∣∣hE,l′,j∣∣2
]

(E.76c)

=αNE

UNB

[
4 + 4(NB−1) + 2(NE−1) + 2(NB−1)(NE−1) + (U −1)

+ (U −1)(NB−1) + (U −1)(NE−1) + (U −1)(NB−1)(NE−1)
] (E.76d)

=αNE

UNB
(2NB +NBNE +UNBNE) (E.76e)

=αNE

U
[NE(U + 1) + 2] . (E.76f)

E.2.2.3.2 AWGN term

E
[
|EMRC

2,n |2
]

= E


∣∣∣∣∣∣ 1√
NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0

ĥB,k,ih
∗
E,l,ivE,l,i

∣∣∣∣∣∣
2
 (E.77a)

= 1
UNB

E

NB∑
k=1

NE∑
l=1

U−1∑
i=0

∣∣∣ĥB,k,i∣∣∣2 |hE,l,i|2 |vE,l,i|2
 (E.77b)

= 1
UNB

UNBNEσ
2
E =NEσ

2
E. (E.77c)

E.2.2.3.3 AN term

E
[
|EMRC

3,n |2
]

= E


∣∣∣∣∣∣
√

1−α√
NBU

NB∑
k=1

NE∑
l=1

U−1∑
i=0

ĥB,k,i |hE,l,i|2wi

∣∣∣∣∣∣
2
 (E.78a)
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It directly comes that E
[
|EMRC

3,n |2
]
is identical to the SISO-ME MRC scenario. It comes:

E
[
|EMRC

3,n |2
]

= (1−α)
U + 1 NE . (E.79a)
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