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Abstract

The long-range (LoRa) technology and the LoRaWAN protocol, which mainly uses the
sub-GHz frequency bands, subject to regional laws, have become widely used as a result
of the rise of the Internet of Things (IoT). To overcome these limitations, Semtech has re-
leased a version of LoRa dedicated to the 2.4 GHz industrial, scientific, and medical (ISM)
band, which, among others, is worldwide available and has no duty-cycle limitations. How-
ever, this frequency band is already used by many wireless technologies, such as Wi-Fi and
Bluetooth (BT), as well as by common devices like microwaves and surveillance cameras. It
is essential to evaluate the feasibility and the possible performance of this frequency band
shift before deploying LoRa on a large scale in the 2.4 GHz ISM band.

This thesis proposes a comprehensive experimental evaluation of LoRa technology in the 2.4
GHz ISM band, including a comparison of its communication range and reliability with the
European sub-GHz band (868 MHz). We also study the coexistence of LoRa and Wi-Fi when
they are overlapping transmissions. To improve the coexistence, we propose and compare
several frequency hopping (FH) strategies for LoRa. Although the latter proposal is based on
simulation, we also propose an original methodology for evaluating a frequency band and
selecting the less noisy channels, which could facilitate the implementation of FH strategies
in future LoRa 2.4 GHz gateways. Our work provides important recommendations for the
deployment and expansion of LoRa in the 2.4 GHz ISM band.



Résumé

L’essor de I'Internet des Objets (IoT) ces dernieres années a favorisé 1’adoption de la tech-
nologie long-range (LoRa) et du protocole LoRaWAN, qui utilisent principalement les ban-
des de fréquences sub-GHz, soumises a des réglementations régionales. Pour surmonter
ces limitations, Semtech a développé une version de LoRa pour la bande 2.4 GHz, qui est,
notamment, accessible mondialement et n'impose pas de cycle d’activité. Cependant, cette
bande de fréquence est déja utilisée par de nombreuses technologies sans fil, telles que le
Wi-Fi et le Bluetooth (BT), ainsi que par des appareils courants, comme le micro-ondes et
les caméras de surveillance. Avant de déployer LoRa a grande échelle dans la bande in-
dustrielle, médicale et scientifique (ISM) 2.4 GHz, il est crucial d’évaluer la faisabilité et les
performances potentielles de cette transition.

Cette these propose une évaluation expérimentale complete de la technologie LoRa dans la
bande ISM 2.4 GHz, notamment en comparant sa portée et sa fiabilité avec celles de la bande
sub-GHz européenne (868 MHz). Nous examinons également la coexistence entre LoRa
et le Wi-Fi lorsque leurs transmissions se chevauchent. Pour améliorer cette coexistence
nous proposons et comparons différentes stratégies de saut de fréquences (FH) pour LoRa.
Bien que cette derniére proposition soit réalisée par simulation, nous proposons également
une méthodologie originale pour évaluer une bande de fréquence et choisir les canaux les
moins utilisés, ce qui pourrait faciliter I'implémentation des stratégies de FH dans les futures
passerelles LoRa 2.4 GHz. L'ensemble de nos travaux fournissent des recommandations

importantes pour le déploiement et I’expansion de LoRa dans la bande ISM 2.4 GHz.



Résumé long

Au cours de la derniere décennie, 'Internet des Objets (IoT) a pris de I'ampleur a I’échelle
mondiale avec pour objectif principal d’améliorer notre vie quotidienne. Les applications
typiques comprennent la surveillance du changement climatique, les compteurs intelligents,
le suivi de matériel et d’équipements, les batiments intelligents et les villes intelligentes.
Long-range® (LoRa), NB-IoT et Ingenu sont des exemples de technologies sans fil dédiées
a I'loT et regroupées sous le nom de réseaux longues distances a faible consommation
d’énergie (LPWANS). Les industriels et les opérateurs de télécommunications du monde
entier déploient ces nouvelles technologies pour plusieurs raisons : (i) elles répondent aux
besoins d'une grande variété d’applications pour I'loT, (ii) elles peuvent transmettre des
paquets de données sur plusieurs kilometres a de faibles débits (quelques centaines de bits
par seconde), ce qui contribue a réduire le cotit de déploiement d'un LPWAN, (iii) la faible
consommation d’énergie, le faible cofit des puces radio et la faible complexité globale des
architectures LPWAN facilitent leur déploiement et leur maintenance.

LoRa, associé au protocole LoORaWAN®), est 1'un des LPWAN les plus représentatifs qui
ont inondé le marché. Ils sont largement utilisés pour la collecte de données IoT a faible
consommation sur de grandes étendues. LoRa fonctionne généralement sur des bandes
sub-GHz sans licence dans le monde entier, ce qui rend son déploiement spécifique a chaque
région. Selon le pays, les réglementations relatives a ces bandes sub-GHz (par exemple 868
MHz en Europe, 915 MHz en Amérique du Nord) spécifient différents canaux de fréquence,
un temps de transmission maximal, une puissance de transmission maximale et différents
mécanismes d’acces au canal tels que le cycle de d’activité ou I'écoute du canal avant trans-
mission (LBT). Ces parametres doivent étre pris en compte dans la conception des com-
posants matériels et des protocoles de communication. Ces spécificités peuvent entraver le
déploiement de la technologie LoRa si les applications ne sont pas conformes aux réglemen-

tations en vigueur.

En 2017, dans un effort pour outrepasser ces spécificités, Semtech a publié une version de
LoRa pour la bande industrielle, scientifique et médicale (ISM) 2.4 GHz. Cette version a
suscité 1'intérét de la communauté scientifique, car elle permet de construire un LPWAN
qui bénéficie d'une interopérabilité mondiale et d'une absence de limitation du cycle de
d’activité. Un autre avantage de la bande ISM 2.4 GHz est qu'une puce LoRa peut étre
déployée partout dans le monde, car ce spectre fréquentiel dispose d'un grand nombre de
canaux partagés par tous les pays, ainsi que de plusieurs parameétres communs de la couche
physique tels que la puissance de transmission maximale.

Cependant, LoRa 2.4 GHz présente également des inconvénients et doit relever plusieurs
défis. En effet, LoRa 2.4 GHz fonctionne dans une bande de fréquences largement utilisée,
notamment par le Wi-Fi et le Bluetooth (BT). Il en résulte un risque élevé d’interférences
entre les technologies. Par conséquent, le principal défi de LoRa 2.4 GHz est la coexistence
avec d’autres technologies radio occupant déja la bande ISM 2.4 GHz. Un autre défi im-
portant est lié au développement d’un nouveau matériel pour permettre le déploiement



a grande échelle des réseaux LoRa dans la bande ISM 2.4 GHz, ainsi que le logiciel qui
I'accompagne. Dans cette thése, nous nous concentrons sur les défis technologiques que
sont l'attribution des canaux LoRa dans la bande ISM 2.4 GHz ainsi que les défis liés a la
gestion des interférences entre LoRa et les autres technologies fonctionnant dans la méme

bande de fréquence.

Motivations de la thése

L’objectif principal de cette these est d’étudier la faisabilité d’un réseau LoRa dans la bande
ISM 2.4 GHz. Nous nous concentrons sur les performances de cette nouvelle version de
LoRa plus précisément en termes de connectivité et de portée de communication dans deux
types d’environnements : intérieur et extérieur. Nous nous intéressons également a la coex-
istence de LoRa et Wi-Fi dans la bande ISM 2.4 GHz.

La LoRa Alliance® a manifesté son intérét pour le déploiement de réseaux LoRa dans des
réseaux privés au lieu des habituels réseaux publics visés jusqu’a présent. Cela implique que
I'environnement de déploiement passe de l'industrie au particulier. Cela constitue égale-
ment 'occasion de transférer la technologie LoRa des bandes de fréquences sub-GHz a la
bande ISM 2.4 GHz.

Nous exposons les questions de recherche qui nous avons soulevées pour répondre a notre

objectif de recherche.

Objectif de la recherche : Etudier la faisabilité d’un réseau LoRa dans la bande ISM de 2.4
GHz.

Questions de recherche : Les questions de recherche suivantes sont générales et ont guidé
cette these. Nous avons détaillé dans chaque chapitre de contributions des questions de

recherche plus spécifiques pour répondre a notre objectif de recherche.

RQ-1: LoRa est-elle capable de communiquer (transmettre et recevoir) des données dans la
bande ISM 2.4 GHz ?

RQ-2: Quelles sont les performances, en termes de connectivité et de portée de communi-
cation, de LoRa 2.4 GHz par rapport a LoRa sub-GHz ?

RQ-3 : Comment LoRa coexiste-t-elle avec les autres technologies sans fil de la bande ISM
24GHz?

RQ-4 : Est-il possible d’améliorer la coexistence de LoRa dans la bande ISM 2.4 GHz en
mettant en ceuvre des mécanismes de gestion des interférences au niveau de la couche
physique ?

Contributions de la thése

Nos contributions présentées dans ce manuscrit de these sont les suivantes :



¢ Nous réalisons la premiére évaluation expérimentale des performances, dans des en-
vironnements extérieurs et intérieurs, comparant la portée et la fiabilité des commu-
nications LoRa 2.4 GHz et LoRa sub-GHz. Nous fournissons la conception et une

évaluation en conditions réelles.

¢ Nous réalisons la premiere étude expérimentale sur I'impact mutuel des transmissions
LoRa 2.4 GHz et Wi-Fi qui se chevauchent. En outre, nous fournissons une méthodolo-
gie pour étudier la coexistence de deux technologies sans fil utilisant la méme bande
de fréquence. Nous présentons la conception et une évaluation en conditions réelles,
ainsi qu’en simulation.

* Nous concevons un algorithme de saut de fréquence (FH) pour améliorer la coexis-
tence de LoRa 2.4 GHz et de Wi-Fi. Nous fournissons la conception, I'implémentation

dans notre propre simulateur développé en Python, et une évaluation par simulation.

* Nous concevons une nouvelle méthodologie pour caractériser un environnement ra-
dio. Nous présentons la conception et une évaluation préliminaire en conditions réelles.

Dans cette thése nous commengons par présenter les principales technologies sans fil sus-
ceptibles d’interférer avec LoRa et de dégrader ses performances dans la bande ISM 2.4
GHz : BT, Bluetooth Low Energy (BLE), la norme IEEE 802.15.4 et I'ensemble des normes
IEEE 802.11. Nous présentons également les caractéristiques générales de la technologie
LoRa et d’un réseau LoRaWAN, avant d’introduire la nouvelle version de LoRa dédiée a la
bande ISM 2.4 GHz.

Les contributions de cette these sont organisées en trois chapitres.

Dans un premier chapitre, nous avons proposé plusieurs expériences pour étudier les per-
formances de LoRa dans la bande ISM 2.4 GHz. Nous nous sommes concentrés sur la
connectivité et la portée de communication obtenues par LoRa dans des environnements
intérieurs et extérieurs. Nous avons évalué de maniere exhaustive I'impact de chaque con-
figuration LoRa possible en faisant varier trois parametres : le facteur d’étalement (SF), la
largeur de bande (BW) et le taux de codage (CR). Nous avons proposé une comparaison
du taux de livraison de trames (FDR) LoRa en fonction de la bande de fréquence utilisée
pour transmettre (868 MHz et 2.4 GHz dans notre cas). Enfin, nous avons analysé I'impact
de 'environnement et des activités de la vie quotidienne, telles que la présence de person-
nes dans le batiment ou l'utilisation de technologies sans fil, sur le FDR LoRa 2.4 GHz.
Nous avons démontré que malgré une portée de communication réduite dans la bande
ISM 2.4 GHz, LoRa est capable de couvrir un batiment de deux étages avec une passerelle
et d’atteindre une distance allant jusqu’a 2 km, en utilisant la configuration ayant la plus
grande portée de communication, dans un environnement extérieur et dans des conditions
de visibilité directe (LoS). En outre, nos résultats montrent que les activités a l'intérieur
d’un batiment (mobilité des personnes et communications sans fil) dégradent la connectiv-

ité LoRa et doivent donc étre prises en compte dans les futurs déploiements LoRa.



Dans le second chapitre de contribution, nous nous sommes concentrés sur la coexistence
de LoRa dans la bande ISM 2.4 GHz. Pour cela nous avons proposé une méthodologie
pour étudier expérimentalement I'impact mutuel de deux technologies sans fil, dans un scé-
nario en intérieur, utilisant la méme bande de fréquences. Nous 'avons ensuite appliqué
a des appareils disponibles dans le commerce (COTS) LoRa et Wi-Fi pour la bande ISM
2.4 GHz. Nous avons examiné plusieurs parametres (parameétres de la couche physique,
topologie, version de la norme IEEE 802.11) afin de fournir les résultats pour les deux tech-
nologies. Cela nous a permis de fournir quelques recommandations pour le déploiement
futur de LoRa 2.4 GHz en intérieur sans mettre en ceuvre des mécanismes de gestion des
interférences. Nous soulignons notamment que (1) la configuration LoRa doit étre choisie
en fonction des applications ciblées (débit de données versus fiabilité), (2) le FDR Wi-Fi peut
subir d’énormes pertes en fonction de la modulation de la norme IEEE 802.11 utilisée, et
(3) le déploiement des noeuds LoRa doit tenir compte de I'emplacement des points d’accés
(APs) Wi-Fi afin de réduire au maximum les interférences entre les transmissions LoRa et

Wi-Fi qui se chevauchent.

Enfin, dans le dernier chapitre de contribution, nous avons présenté une approche visant a
améliorer la coexistence entre LoRa et Wi-Fi. Sur la base de nos résultats expérimentaux,
nous avons extrait un modele théorique des performances de LoRa et de Wi-Fi lorsqu’il
y a des transmissions qui se chevauchent. Nous avons implémenté ce modele dans notre
propre simulateur développé en Python afin d’évaluer trois stratégies de saut de fréquence
(FH) : deux stratégies de base utilisant les trois canaux LoRa proposés par Semtech, et une
nouvelle proposition visant a sélectionner les trois meilleurs canaux de la bande ISM de 2.4
GHz, ce qui correspond aux canaux les moins bruyants. Nous avons également proposé une
nouvelle méthodologie pour caractériser un environnement radio. Notre méthodologie con-
siste a balayer une bande de fréquence sur une largeur de bande représentative et ensuite
associer un signal a une technologie sans fil connue. Nous avons validé notre approche en
l'appliquant a deux signaux enregistrés : Wi-Fi et BT. Notre méthodologie pourrait étre util-
isée pour la caractérisation des canaux afin de sélectionner les canaux de notre stratégie FH
des meilleurs canaux. Nous avons également congu le protocole correspondant a I’écoute et
la sélection des canaux qui serait exécuté par la passerelle LoRa. Nos résultats soulignent
que la stratégie FH a mettre en ceuvre dépend de l'application ciblée et du nombre d’APs
Wi-Fi chevauchant les canaux LoRa.

L’ensemble des contributions de cette these repose sur le principe de reproductibilité. Nous
avons également appliqué ce principe a 1’état de 'art de cette these. Nous avons donné
une description générale de notre méthodologie dans 'introduction du manuscrit de cette
thése et nous avons détaillé I'ensemble du processus d’analyse systématique de la littéra-
ture (SLR) que nous avons appliqué en annexe. Notre travail étant principalement basé sur
des expériences, nous avons rencontré plusieurs difficultés, qui sont également énumérées
en annexe. Les résultats de nos expériences sont extrémement dépendants de 1’endroit ot
nous les réalisons. Par conséquent, le fait de fournir le code mis a disposition du public,

de la passerelle et des noeuds LoRa, ainsi qu'une méthodologie détaillée (références des



équipements, modus operandi, etc.) et les données de nos expériences, permet a la com-
munauté industrielle et scientifique de réutiliser notre travail pour évaluer d’autres types
d’environnements, de métriques ou de parametres. De ce fait, une comparaison équitable
entre les résultats est possible formant ainsi une base commune d’observations pour le dé-
ploiement futur de LoRa dans la bande ISM 2.4 GHz.
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Chapter 1

Introduction

This manuscript aims to answer research questions around the feasibility and performance
of a LoRa 2.4 GHz network. In the next sections, we present the context of this thesis along
with the motivations behind our contributions. We also provide the methodology and the
code used to produce the contributions presented in this manuscript. Finally, we highlight

the outline of this manuscript.

1.1 Context

In the last decade, the Internet of Things (IoT) has gained global momentum. One of the
aims of IoT is to improve our daily lives. Typical applications include climate change moni-
toring, smart metering, asset tracking, intelligent building, and smart cities [1]. Long range
(LoRa)® [2], NB-IoT [3], and Ingenu [4] are examples of wireless technologies dedicated to
the IoT and are grouped under the name Low-Power Wide-Area Networks (LPWANSs). In-
dustries and telecommunication operators around the world are deploying these new tech-
nologies for several reasons: (i) they answer the needs of a large variety of IoT applications,
(ii) they can transmit data packets over several kilometers at low data rates (a few hun-
dred bits per second), which helps reduce the cost of deployment of an LPWAN, (iii) the
low-power consumption, the low cost of radio chips, and the overall low complexity of
LPWAN architectures make their deployment and maintenance easier.

LoRa, combined with the LoRaWAN ® [5] protocol, are one of the most representative
LPWANSs that have flooded the market. They are widely used for low power IoT data
collection in wide areas. LoRa typically operates on license-free sub-GHz bands around
the globe, which makes it region-specific [6]. Depending on the country, regulations for
these sub-GHz bands (e.g., 868 MHz in Europe, 915 MHz in North America) specify differ-
ent frequency channels, maximum transmission time, maximum transmission power, and
different medium access mechanisms such as duty-cycle or listen-before-talk (LBT). These
parameters must be considered in hardware components and communication protocol de-
sign. These specificities can hinder the deployment of LoRa technology if the applications

do not comply with regulations.
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In 2017, in an effort to overcome these problems, Semtech! released a version of LoRa for the
2.4 GHz industrial, scientific, and medical (ISM) band. This version has spurred interest in
the scientific community, as it enables the construction of a LPWAN that benefits from global
interoperability and no duty-cycle limitation. The advantage of the 2.4 GHz ISM band is that
a LoRa chip can be deployed everywhere in the world as this spectrum has a large set of
channels shared by all countries, and also several common physical layer parameters such

as the maximum transmission power.

1.1.1 Hardware characteristics and interests of LoRa 2.4 GHz
The extension of LoRa to the 2.4 GHz ISM band stems from hardware characteristics.

Single hardware and software: LoRa 2.4 GHz enables and simplifies the use of the same hard-
ware everywhere in the world. While LoRa sub-GHz chips can now deal with all
sub-GHz ISM bands, i.e., one chip irrespective of the region of the LoRa sub-GHz network
deployment, the whole system still needs to have different RF configurations and differ-
ent firmwares, because of differences in the LoRaWAN standard depending on the region
of deployment. LoRa 2.4 GHz constructors can design, manufacture, test, stock, and sell a
single system, which ultimately reduces the cost of the devices. Similarly, the software im-
plementation of the network protocol becomes simpler and unique. Hardware and software
certifications become easier to obtain for manufacturers, which reduces their capital expen-
ditures. Also, the users can buy any LoRa 2.4 GHz chip and deploy it anywhere without
having to take into consideration the deployment region beforehand.

Smaller sensor size: The wavelength of the 2.4 GHz ISM band is about a third of the wave-
length of the sub-GHz band, which means the antenna size of LoRa 2.4 GHz devices is
significantly smaller than with LoRa sub-GHz. This reduces the overall size of the
end-device and allows a smaller and better integration of IoT devices, where miniaturization

is a compelling requirement.
The use of LoRa in the 2.4 GHz ISM band also raises technical and scientific interests.

Better channel usage: LoRa 2.4 GHz does not have duty-cycle limitations, contrarily to some
regional regulations for the sub-GHz band (e.g., 1% of the duty-cycle in Europe): a LoRa
2.4 GHz device can send data at any time, or ideally when the medium is free. In a LoRa
2.4 GHz network a device can use a channel to its full extent, regardless of whether the
channel is used or not.

Lower impact of the overhead: The increase in the data rate of LoRa 2.4 GHz, compared to LoRa
sub-GHz, enables the increase of the maximum payload size of packets, thus reducing the

relative cost of the overhead caused by preambles and header.

Robustness to interference: Given the high robustness of the LoRa modulation, it is likely
that LoRa 2.4 GHz communications will be able to be demodulated even in the presence of
interference from other technologies, under specific conditions [7].

ISemtech and LoRa are registered trademarks or service marks of Semtech Corporation or its affiliates.
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1.1.2 New applications for LoRa 2.4 GHz

While LoRa 2.4 GHz and LoRa sub-GHz are very similar, the version of LoRa dedicated to
the 2.4 GHz ISM band allows the support of new applications.

Global roaming and tracking applications: The availability of a worldwide, single radio fre-
quency band with shared configuration parameters eases the emergence of worldwide ap-
plications for LoRa 2.4 GHz. These applications can run anywhere, anytime, with a single
hardware and software, without the adaptations due to regulations on regional radio fre-
quency use. Examples include applications where the devices can operate in multiple re-
gions where a maximum range of a few hundred meters is enough, in opposition to several
kilometers as offered by LoRa sub-GHz. Such applications are global roaming and global
tracking applications (e.g., maritime or air transport), where the location of the monitored
objects (including goods, animals, and persons) is followed regularly. The monitored objects
can now seamlessly cross the boundaries of countries or regions, thus opening the path for

worldwide interoperability for IoT devices and applications.

Lower latency: LoRa 2.4 GHz can achieve low latency in packet transmission, as there is no
duty-cycle limitation. The large latency of LoRa sub-GHz is one of its main drawbacks for
some applications. With LoRa 2.4 GHz, it is possible to consider applications with a typical

latency of up to tens of milliseconds.

Higher data rate: There is no duty-cycle limitation in the 2.4 GHz ISM band and a larger data
rate can be obtained by LoRa 2.4 GHz compared to LoRa sub-GHz. When combining these
two characteristics, it is possible to transmit multimedia content (such as sound or images)

or to implement IoT applications with data rates of a few hundred kilobits per second.

High precision ranging: The use of higher bandwidths (BWs) in LoRa 2.4 GHz enables a highly
accurate ranging mechanism up to 2 m. This enables in turn high accuracy localization, as
well as new localization-based applications, including accurate object tracking [8]. Note that

the accurate ranging feature is native in Semtech’s SX1280 chip [9].

1.1.3 Challenges of LoRa 2.4 GHz

However, LoRa 2.4 GHz also has some disadvantages and has to face several challenges.

LoRa 2.4 GHz works in a widely used frequency band, alongside Wi-Fi and Bluetooth (BT).
This leads to a huge possibility of interference between technologies. Hence, the main chal-
lenge of LoRa 2.4 GHz is the coexistence with other radio technologies already occupying
the 2.4 GHz ISM band. This brings up a series of considerations that can make the success
or break of LoRa 2.4 GHz.

Channel allocation. Semtech has proposed the use of LoRa 2.4 GHz in conjunction with a
protocol emulating LoRaWAN with three mandatory channels. We explain in Section 2.3
that these channels are located in a part of the spectrum outside of Wi-Fi’s most common
channels and between two consecutive Bluetooth Low Energy (BLE) channels. However,
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this choice has not been validated yet and needs to be studied. Moreover, it is still possible
for Wi-Fi channels to completely overlap LoRa 2.4 GHz channels.

Interference mitigation. Cross-technology interference can limit the performance of technolo-
gies working in the same frequency band and having overlapping channels. It is of utter-
most importance to evaluate and characterize the type of interference of other technologies
on LoRa 2.4 GHz and vice-versa, so that we can design appropriate interference avoidance
mechanisms. For example, we can imagine that LoRa transmissions happen during a small

Wi-Fi silent time.

Demodulation. Because the LoRa modulation is robust and largely different from the other
modulations in the 2.4 GHz ISM band, it might be possible for a LoRa 2.4 GHz frame to
be demodulated with a low signal-to-noise ratio (SNR), even if a frame with a higher SNR
is transmitted by another technology. To increase the connectivity (compute as the frame
delivery ratio (FDR)) it will be very useful to design strategies that help recover LoRa signals
in the presence of simultaneous cross-technology transmissions.

Cross-technology transmission. The coexistence of multiple technologies can also have some
benefits. It is possible to modify the physical layer of a given technology to allow a transmit-
ter to send frames that can be detected or decoded by the receiver of another technology. For
instance, Li et al. propose to exploit the frequency hopping of BLE to emulate LoRa 2.4 GHz
chirps [10]. Hence, BLE devices can notify LoRa 2.4 GHz devices of their presence. This type
of exchange can help devices from different technologies make informed decisions and thus

improve their coexistence.

Cognitive radio. To leverage the complexity of the competition in the 2.4 GHz ISM band,
cognitive radios [11] can be used to adapt the physical layer configuration of LoRa 2.4 GHz
to the environment. For instance, the channels could be dynamically shifted to increase the
SNR, and LoRa parameters (spreading factor (SF), BW, coding rate (CR)) could be adapted
based on the information from previous packet transmissions. Dynamically adapting the
length of the data frames also achieves a trade-off between survivability and detectability
as short data frames tend to collide less than long data frames which in turn are typically
easier to detect by other technologies.

Another important challenge is related to the development of new hardware to support the
efficient deployment of LoRa networks in the 2.4 GHz ISM band, as well as the software that
goes with it.

Complex radio front-ends. Designing the radio front-ends for LoRa 2.4 GHz is difficult for
several reasons. First, LoRa 2.4 GHz uses much larger bandwidths (typically, 812 kHz or
1625 kHz) than LoRa sub-GHz (typically, 125 kHz). Second, the available bandwidth in
the 2.4 GHz ISM band is 80 MHz, which is very large and is not likely to be covered by a
single low-cost front-end. A possible design of the LoRa 2.4 GHz gateway is to have several
front-ends, each on a relatively small bandwidth (say 1 MHz), and followed by a base-band
concentrator chip which can detect and demodulate multiple packets of different SFs and
channels in parallel.
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Parallel reception. Current LoRa 2.4 GHz gateways are based on the SX1280 chip [9], and
can only listen to three configurations (SF/BW/channel) at the same time. It is likely that
in the future, gateways will have to be able to receive more transmissions in parallel, as it
is already the case in LoRa sub-GHz with 8, 16, or 64 (United States only with the SX1302
chip [12]) parallel reception paths. Moreover, since downlink communications often limit
the network capacity and can also have a negative impact on uplink communications (LoRa
gateways cannot receive and transmit packets at the same time) [13], full-duplex solutions
should be imagined.

Multi-mode radios. We believe that LoRa 2.4 GHz networks will not replace LoRa sub-GHz
networks, but could complement the actual standard with additional flexibility: on the one
hand, LoRa sub-GHz provides large coverage but uses regional parameters, and on the other
hand, LoRa 2.4 GHz has higher throughput and a single world-wide setting. These two
technologies address different use cases. Semtech recently launched a new LoRa radio chip
(LR1120) [14] that supports both LoRa sub-GHz and LoRa 2.4 GHz (and furthermore the
long-range frequency hopping spread spectrum (LR-FHSS) modulation that targets satellite
communications). The collaborative scenarios between the two bands are still to be assessed
according to applications and use cases. It will require the development of appropriate
software. Studies will have to define how to share and take advantage of the information
learned from using different settings, and also if dual-band devices will need to run two
MAC protocols in parallel.

Relay nodes. While relays are already used in some LoRa sub-GHz networks, these are iso-
lated scenarios (e.g., for underground communication). Relays may become common in
LoRa 2.4 GHz as they will help reach devices far away from the gateways. This will add an
extra degree of complexity to the topology. Note, that the use of relays can be extended to
support device-to-device (D2D) communications. Lumet et al. have already investigated the
gain of using relays in a LoRa sub-GHz network, while keeping a low energy consumption,
thus providing useful insights for LoRa 2.4 GHz on possible data aggregation techniques,

lightweight relaying or even design of new routing protocol [15].

Finally, LoRa 2.4 GHz has a lower communication range compared to LoRa sub-GHz, es-
pecially in indoor scenarios. This comes from the fact that the 2.4 GHz ISM band has a
higher attenuation when penetrating buildings or passing through walls and floors. Still,
its communication range remains larger than other low-power technologies that operate in
the 2.4 GHz ISM band. Presently, there is no amendment to LoRaWAN for the specific use
of LoRa 2.4 GHz, which can be seen as a disadvantage and as an opportunity at the same
time. Indeed, to the best of our knowledge, the LoORaWAN protocol is currently emulated
above the physical layer of LoRa in the 2.4 GHz ISM band through an additional set of

parameters [16].

We summarize all the challenges we presented in Table 1.1. In the rest of this manuscript,
we focus on the channel allocation and the interference mitigation challenges.
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Challenge Category of challenge
Technology coexistence | Hardware related

Channel allocation
Interference mitigation
Cross-technology transmission
Cognitive radio
Complex radio front-ends
Parallel reception
Multi-mode radios
Relay nodes

X| XXX

X| X[ x| X

TABLE 1.1: Challenges of LoRa 2.4 GHz and focus of the manuscript.

1.2 Motivation

The main goal of this manuscript is to study the feasibility of a LoRa network in the 2.4 GHz
ISM band. We focus on the performance of this new version of LoRa more precisely in
terms of connectivity and communication range in two types of environments: indoor and
outdoor. We also focus on the coexistence of LoRa with Wi-Fi in the 2.4 GHz ISM band.

The LoRa Alliance® has shown interest in deploying LoRa networks in private networks
instead of the usual public networks targeted until now. This implies that the environment
of deployment is moved from industry to home. This is also an opportunity to transfer the
LoRa technology from the sub-GHz frequency bands to the 2.4 GHz ISM band.

We outline the research questions that we raise to address our research goal.
Research Goal: To study the feasibility of a LoRa network in the 2.4 GHz ISM band.

Research Questions: The following research questions are general and guide our manuscript.
We detailed in each chapter of contributions more specific research questions to answer our
research goal.

RQ-1: Is LoRa able to communicate (transmitting and receiving) data in the 2.4 GHz ISM
band?

RQ-2: What is the performance, in terms of connectivity and communication range, of LoRa
2.4 GHz compared to LoRa sub-GHz?

RQ-3: How does LoRa coexists with the other wireless technologies of the 2.4 GHz ISM
band?

RQ-4: Is it possible to improve the coexistence of LoRa in the 2.4 GHz ISM band by imple-
menting interference mitigation mechanisms at the physical layer?

1.3 Methodology of the thesis

For several years, the scientific community has shown interest in reproducible science. The
definition of reproducibility is highly dependent on the domain of application [17] [18].
When defining reproducibility, there are four words that are not synonyms:
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* Repeatability: research team 1 can re-run the same experiments with their algorithms
and obtain the same results as before,

* Replicability: research team 2 can run the same experiments using the tools and
equipment, described in a paper, and obtain the same results as the authors of the

paper,

* Reproducibility: research team 2 can collect similar data and obtain the same results
using their own tools that are different from the paper,

* Reusability: research team 2 improves the tools of the paper or reuses them to solve a
different problem.

The difficulty of reproducibility increases from repeatability to reusability. In this manuscript,
we define reproducibility as "the ability of a third party to reproduce the results of a scientific
work published, for example, in a journal" [17].

1.3.1 Reproducibility in experiments

All the results presented in the next parts of this manuscript are obtained through
real-world experiments and simulations. Our simulations are based on our experiment re-
sults. The available studies on LoRa in the 2.4 GHz ISM band are either theoretical or do not
provide sufficient information to be reproducible. Thus, we focus on producing repeatable
and replicable experiments. This rigorous approach to our work implies the use of com-
mercially available hardware, and the provision of all code and experimental data when not
submitted to a proprietary license.

1.3.2 Reproducibility applied to the state of the art

In this manuscript, we focus on the novelty and the coexistence challenges raised by LoRa
for the 2.4 GHz ISM band. As the state of the art (SoA) is very different and sometimes
very limited, we decided to include the corresponding SoA in each chapter. In that way,
the reader will have a reminder of the available literature regarding the topic of each of our

contributions. It also helps keep our message clear throughout this manuscript.

We extend to the SOA our will to produce contributions that are repeatable and replicable.
We searched for a method to select the articles of our SoA that would produce the same
set of articles if someone else applied the same method as we did. Thus, we decided to
apply a systematic literature review (SLR) process [19] to choose the articles that are relevant
depending on the focus of our work.

The different steps of a SLR process are the same irrespective of the literature domain we
apply it on (see Figure 1.1).

First, we search keywords in databases that usually belong to the publishers of our scientific
community, e.g., ACM and IEEE. We search articles corresponding to the combination of the
words that summarize best our focus of interest, e.g., "LoRa" and "interference". We can also
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Initial Manual
Seach 18
(12-2017 to 09-2019) 1
Automated Search 260
(04-2020) Remove Duplicates J

| 49 Selection
Title and Abstract

IEEE Xplore 34
ACM Digital Library | 51

Springer Link 78 Selection 30
: . : full-text
Wiley Online Library | 41
ScienceDirect 64 ¢
Scopus 42 Snowballing | 7 /.89 .
(Search 540) —>_)U Data Extraction
v 1 v

Snowballing Il 1 ) Data Synthesis

(Search 96)

Manual Update
Seach and Selection
(07-2020)

FIGURE 1.1: Example of a SLR process steps [19].

add papers manually that correspond to alerts or RSS feeds. Usually, these alerts are defined
to keep abreast of recent papers published on our focus of interest. We then define inclusion
criteria to select the potential papers of our SoA. In our case, we have different SoA along
the manuscript. Thus, we first define mandatory inclusion criteria for all the papers of our
SoAs, and then add specific criteria depending on the focus of our contribution.

This gives us a certain number of papers but with a possibility of having duplicated pa-
pers. Indeed, the different databases that we interrogate to retrieve papers can reference the
same papers depending on the journals or the conferences where articles are published. We
evaluate only one occurrence of each paper by removing the duplicates.

Second, we manually evaluate each article based on the title and the abstract using exclusion

criteria. The exclusion criteria are defined in the same way as the inclusion criteria.

An optional step is to classify the articles depending on the rank of the conference or the

journal where the study was published, e.g., A* conferences, and Q1 journals.

However, whether we apply the optional step or not, after applying the exclusion criteria
there are two options. If the number of articles is sufficient to highlight the key results of
the literature, we end our SLR process at this point. If we consider that the selected articles

leave uncertainty on some parts of our contribution, e.g., methodology, we also keep the
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non-ranked conferences/journals, or the articles with a high number of citations, and man-
ually evaluate the relevance of the studies. Note that the criteria for the number of citations
is set arbitrarily. In the latter case, we perform a full-text evaluation on all papers. We keep
the studies according to the gap we wanted to fill by defining additional inclusion criteria
and adding these articles in our SoA.

In this manuscript, we considered that 30 articles are sufficient to provide the key results of
the literature. Note that, for each of our SoA, we never had a lower number of articles after
the exclusion step. Thus, we do not need to go through the additional full-text evaluation
step.

To summarize, a SLR process follows five steps, the first three are mandatory: (1) searching
in databases, (2) defining inclusion criteria, (3) defining exclusion criteria, (4) classifying the
papers, and (5) defining new inclusion criteria to fill a gap in the already selected papers.

We describe the general steps of our SLR process in Appendix A. We also highlight the
additional parameters we use to pick the articles we included, or excluded, in our SoA for
each chapter. We decided not to include the different criteria directly in the chapter to keep
the readability of this manuscript.

1.4 Contributions

We summarize our contributions in this manuscript as follows:

1. We make the first experimental performance evaluation, in both outdoor and indoor
environments, comparing LoRa 2.4 GHz and LoRa sub-GHz communication range
and reliability. We provide the design and a real-world implementation of our perfor-
mance evaluation.

2. We make the first experimental study on the mutual impact of LoRa 2.4 GHz and
Wi-Fi overlapping transmissions. Moreover, we provide a methodology to study the
coexistence of two wireless technologies. We provide the design and a real-world, and
simulation, evaluation.

3. We design a frequency hopping (FH) algorithm for improving the coexistence of LoRa
2.4 GHz and Wi-Fi. We provide the design, a homemade simulator implementation,

and an evaluation by simulation.

4. We design an original methodology to characterize a radio environment. We provide
the design and a preliminary real-world evaluation.

1.5 Outline of the manuscript

The remainder of this manuscript is organized into a technical background, three chapters
of contributions, and a conclusive and future work chapter.
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In Chapter 2, we provide the technical background of this manuscript. We start by present-
ing the general features of the 2.4 GHz ISM band. We highlight that this frequency band is
used by many wireless technologies. We present the main wireless technologies that could
interfere with and degrade the performance of LoRa in the 2.4 GHz ISM band: BT®, BLE®,
the IEEE 802.15.4 standard, and the IEEE 802.11 set of standards. Finally, we overview the
LoRa technology, and the LoRaWAN protocol, and introduce the novelty of LoRa 2.4 GHz.

In Chapter 3, we investigate the performance of LoRa, in terms of connectivity and commu-
nication range, and we evaluate the feasibility of a network in the 2.4 GHz ISM band. At
first, we exhaustively study the impact of the LoRa parameters on performance in an indoor
environment. Secondly, as LoRa has been widely studied in the sub-GHz bands, we per-
form experiments in outdoor and indoor environments and compare the results of LoRa in
both frequency bands (sub-GHz and 2.4 GHz). Finally, we assess the impact of the environ-
ment and daily life activities, such as the presence of people in the building or the wireless

technologies usage, on the LoRa communications in the 2.4 GHz ISM band.

In Chapter 4, we investigate the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band. We
conceive a methodology to study the coexistence of two wireless technologies. We imple-
ment it on commercial off the shelf (COTS) devices and we investigate several parameters
(PHY layer parameters, topology, version of the IEEE 802.11 standard) to provide the results
for both technologies. We end the chapter by giving recommendations and highlighting
good practices for future LoRa deployments in the 2.4 GHz ISM band.

In Chapter 5, we propose to improve the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM
band by implementing FH mechanisms for LoRa transmissions. We design a homemade
simulator to evaluate the benefits of our proposal. Based on our experimental results, we
extract a theoretical model of the behavior of LoRa and Wi-Fi when there are overlapping
transmissions. After validating our simulator, we analyze the performance gain of three FH
approaches: a random FH and a round-robin FH using the three LoRa channels proposed by
Semtech for the 2.4 GHz ISM band, and a random FH using the three best channels available
in the frequency band, i.e., the less noisy channels. We also propose an original methodology
to characterize a radio environment that can be used to select the channels of our random FH
best channels strategy. It consists of scanning a frequency band and analyzing the sample
energy to evaluate if there is a signal or not. Then, we manually associate the signal, using
the BW, to a wireless technology of the 2.4 GHz ISM band. We also propose the protocol
that could be implemented on LoRa devices to have a hardware implementation of our

coexistence improvement proposal.

Finally, in Chapter 6, we provide our final conclusions and we highlight future work and

improvements regarding the topic of this manuscript.
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Chapter 2

Technical background

2.1 Introduction

In this chapter, we present the main technical concepts on which our contributions are based.
First, we introduce the general characteristics of the 2.4 GHz ISM band. Then, we empha-
size on the already existing wireless technologies using the 2.4 GHz ISM band, highlighting
Wi-Fi as it is the main wireless technology deployed in this frequency band. We also present
the LoRa technology insisting on the evolution brought by LoRa 2.4 GHz.

2.2 The 2.4 GHz ISM band and its technologies

Contrary to the sub-GHz ISM frequency bands that differ from one region to another, e.g.,
863 to 870 MHz in Europe, and 902 to 928 MHz in North America, the 2.4 GHz ISM band is
publicly available in most countries. The 2.4 GHz ISM band is typically the favorite choice
for deploying wireless technologies without a license.

2.2.1 The 2.4 GHz ISM band

The ISM frequency bands are defined by the International Telecommunication Union (ITU)
Radio Regulations (see article 5 from [20]) for non-communication purposes. Each country
adapts the radio regulations article depending on national, or continental, limitations. For
instance, in the United States, the Federal Communications Commission (FCC) describes
the rules of the ISM bands, and in particular the allowed frequencies and maximum trans-
mission power. In Europe, the European Telecommunications Standards Institute (ETSI) has
the same role as the FCC.

Nowadays, one of the most popular devices using the 2.4 GHz ISM band is the microwave
oven. Other devices are cordless phones, garage door openers, or baby monitors. More re-
cently, the IoT community has shown interest in using ISM bands with technologies such
as Z-Wave [21] and LoRa. Even if the initial purpose of the ISM bands was not for commu-
nication usage, their unlicensed properties make them appealing for telecommunications

applications.
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The counterpart of using the ISM bands is that the technologies must tolerate interference
from (1) other users of the same technology, and (2) users of other technologies in the same
frequency band. This raises coexistence challenges that need to be addressed, especially
as the 2.4 GHz ISM band is known to be an overcrowded frequency band (see Figure 2.1)
mainly used by short-range wireless communications systems.
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FIGURE 2.1: Spectrum occupancy of LoRa and the main wireless technologies
using the 2.4 GHz ISM band.

The 2.4 GHz ISM band range from 2400 MHz to 2483.5 MHz thus offering a total bandwidth
of 83.5 MHz. Figure 2.1 illustrates the characteristics (channels and bandwidth) and the co-
existence challenges of the main wireless technologies using the 2.4 GHz ISM band: BT, BLE,
IEEE 802.15.4, and IEEE 802.11g (the latest IEEE 802.11 standard designed for the 2.4 GHz
ISM band only). We also represent the Semtech proposal for LoRa channels in the 2.4 GHz
ISM band. These five technologies are different in terms of frequency channels, bandwidth,
maximum transmission power, modulation, and MAC layer, as described in Table 2.1. We
notice that these five wireless technologies overlap and thus are exposed to cross-technology
interference. Note that depending on the IEEE 802.11 standard used, e.g., IEEE 802.11b and
IEEE 802.11g, the bandwidth varies.

. . Maximum
Technology Number of | Overlapping Bap dwidth transmission power PHY layer MAC layer
channels channels? (in kHz) .
(in dBm)
203, 406,
LoRa 3 No 812, or 1625 13 CSs Aloha
FHSS
Bluetooth 79 No 1000 20 with GESK TDD
FHSS FDMA
BLE 40 No 2000 10 with GFSK or TDMA
DSSS IEEE 802.15.4
IEEE 802.15.4 16 No 2000 18 with O-QPSK standard
DSSS
IEEE 802.11b 13 Yes 22000 20 with CCK CSMA/CA
IEEE 802.11g 13 Yes 20000 20 OFDM CSMA/CA

TABLE 2.1: General characteristics of the main wireless technologies using the
2.4 GHz ISM band.




Chapter 2. Technical background 13

Regarding the propagation properties of the 2.4 GHz ISM band, due to the higher frequen-
cies used the signal propagation is more subject to attenuation due to obstacles such as walls
and trees. This is explained by the wavelength of the 2.4 GHz ISM band (see Equation 2.1).
The 868 MHz frequency band has a wavelength of approximately 34.5 cm while the 2.4 GHz
ISM band has a wavelength of approximately 12.5 cm, which is almost 3 times shorter and
results in a shorter communication range.

A=— (2.1)
where:

¢ = the speed of light in m/s ~ 3 x 108

f = the wave frequency in Hz

The regulation of the 2.4 GHz ISM band aims to avoid excessive interference. This is possible
by limiting the transmission power or using modulation that minimizes interference. For ex-
ample, Wi-Fi and BT devices have a maximum transmission power of 20 dBm (100 mW). The
first generation of Wi-Fi (IEEE 802.11b) uses a spread spectrum modulation called direct-
sequence spread spectrum (DSSS), while BT uses frequency hopping modulation called fre-
quency hopping spread spectrum (FHSS).

In Table 2.1 we highlight two IEEE 802.11 standards: IEEE 802.11b [22] and IEEE 802.11g [23].
One of the main differences between the two standards is the physical layer (DSSS for IEEE
802.11b and orthogonal frequency-division multiplexing (OFDM) for IEEE 802.11g) but also
the bandwidth they use. The IEEE 802.11b standard defines channels that are 22 MHz wide,
while the IEEE 802.11g standard defines channels that are 20 MHz wide. However, accord-
ing to the American channel plan, both standards have the same three independent chan-
nels: channels 1, 6, and 11 centered at 2412 MHz, 2437 MHz, and 2462 MHz respectively.
More details on the IEEE 802.11 set of standards are provided in Subsection 2.2.2.

In this manuscript, we are interested in LoRa transmissions in the 2.4 GHz ISM band, which
also have their own properties from existing technologies that use this frequency band. For
example, Wi-Fi uses the 80 MHz band of the 2.4 GHz spectrum with 20 MHz bandwidth
channels, while the largest available bandwidth for LoRa is 1625 kHz. In this context,
Semtech proposed three channels for LoRa [16], located 1 MHz away from the Bluetooth
advertising channels, and at the edge of the IEEE 802.11b independent channels.

Analyzing the 2.4 GHz ISM band occupancy is of uttermost importance to validate this
choice of channels for LoRa, as well as to allow a fair deployment for the original users of
this frequency band.
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2.2.2 Technologies of the 2.4 GHz ISM band

We have seen that the 2.4 GHz ISM band is largely used by radio technologies. However,
they are not all equally documented. Except for the main standards for wireless communi-
cations, there are a lot of other proprietary technologies using the 2.4 GHz ISM band, which
are little or not at all documented. This is generally the case for applications such as garage
door remote controls, babyphones, or microwave ovens. Consequently, it is difficult to know
if the 2.4 GHz ISM band is used and by what technology at a given time.

We propose a quick overview of BT, BLE, IEEE 802.15.4, and Wi-Fi (based on the IEEE 802.11
set of standards) as they are the most popular wireless technologies of the 2.4 GHz ISM band.

Bluetooth

Bluetooth [24] is a short-range (less than 10 meters) wireless technology released in 1999. It
was designed to replace the cables connecting fixed electronic devices. Nowadays, BT is a
common technology to connect cellphones with portable stereo speakers. Devices need to
establish a connection to exchange data. The energy consumption of BT is approximately
1W.

The original version of BT is known as basic rate (BR) and offers a data rate of 721.2 kbps. It
includes an optional extension, named enhanced data rate (EDR), providing a data rate of
2.1 Mbps. Data packets are sent using a frequency hopping pattern, which can be adapted to
exclude a portion of the frequency spectrum that is used by interfering devices. BT
sub-divides the physical channel into time units called slots. Data is transmitted in slots

after accessing the medium following a time-division duplex (TDD) scheme.

Bluetooth Low Energy

In 2010, a low-energy version of Bluetooth, named Bluetooth Low Energy, was released.
BLE is designed for Internet of Things applications and is based on the original version of
BT called basic rate. The energy consumption of BLE is comprised between 0.1 and 0.5 W.

BLE uses the same frequency hopping approach as BT. Both sub-divide the physical chan-
nel into time units called events in BLE. Data is transmitted in events after accessing the
medium following either a frequency division multiple access (FDMA) or a time-division
multiple access (TDMA) scheme.

There are four possibilities for the physical layer of BLE, called Low Energy (LE):
* LE 1M, which is mandatory and offers a data rate of 1 Mbps,
e LE 2M, which doubles the data rate of LE 1M thus offering a data rate of 2 Mbps,
¢ LE Coded, which uses a coding scheme:

- S =2 symbols/bit which allows doubling the range of LE 1M at the expense of a
decrease of the data rate to 500 kbps,
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- S = 8 symbols/bit which allows quadrupling the range of LE 1M at the expense
of a decrease of the data rate to 125 kbps.

In Table 2.1 we presented the only difference between BT and BLE regarding the number of
channels and bandwidth: 79 channels of 1 MHz wide for BT and 40 channels of 2 MHz wide
for BLE. Both versions proposed three channels for advertising, which can be compared to
the Wi-Fi beacon, and the remaining channels are for data.

Additional information can be found in the specification of the BT technology [24] which

also contains the BLE specification.

IEEE 802.15.4

The first IEEE 802.15.4 standard was ratified in 2003 [25] and targeted low power consump-
tion, short range, and low throughput devices. The standard defines the PHY layer and the
MAC layer specifications.

The initial version of the standard provided two optional PHY layers dedicated to two dif-
ferent frequency bands and a MAC layer. The last version, ratified in 2020, proposes six PHY
layers with different coding schemes depending on the targeted application. The data rate
also depends on the PHY layer and is between 4.8 and 500 kbps. The features of the PHY
layer are among others the activation and deactivation of the radio transceiver, the energy

detection, and the link quality indication.

The features of the MAC layer are among others the channel access, the association and dis-
sociation, and the acknowledged frame delivery. A device receiving a beacon frame, which
is transmitted by the coordinator of the IEEE 802.15.4 network, can respond with a request
to join the network. Once the device has joined the network, it transmits periodic beacons
to allow neighbor devices to join the same network. Between two beacons there are two
periods of time where devices can communicate: the contention access period (CAP) and
the contention-free period (CFP). The CAP starts immediately after the beacon. During the
CAP the devices can randomly access the medium following a slotted carrier sense multiple
access with collision avoidance (CSMA /CA) mechanism. The slot that starts after the CAP
corresponds to the beginning of the CFP which is composed of portions called the guaran-
teed timeslots (GTSs).

An IEEE 802.15.4 network is composed of two types of devices: full-function devices (FFDs)
and reduced-function devices (RFDs). An FFD is a device capable of acting as a personal
area network (PAN) coordinator and routing packets, while a RFD does not have these fea-
tures. Thus, an RFD is designed for applications with resource and memory constraints such

as a light switch or a passive infrared sensor.

Two topologies are allowed to deploy an IEEE 802.15.4 network depending on the applica-
tion requirements: the star topology and the peer-to-peer topology. In the star topology, the
communication is established between devices and the PAN coordinator. The peer-to-peer

topology adds the possibility for devices to communicate with each other directly as long as
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they are in the range of one another. Thus, the peer-to-peer topology allows more complex
networks such as mesh network topology.

The IEEE 802.15.4 standard is the basis of several protocols, which define the upper layers
that are not covered by the standard, such as ZigBee [26], WirelessHART [27], or 6LowPAN
[28]. Additional information can be found in the IEEE 802.15.4 standard [25].

Wi-Fi

The IEEE 802.11 set of standards defines the PHY and the MAC layers for wireless local
area network (WLAN). It is the basis for wireless network products using the Wi-Fi brand.
The IEEE 802.11 set of standards is intended for indoor networks to allow devices, e.g.,
laptops and printers, to communicate and access the Internet without connecting wires. The
modulation scheme, the channel bandwidth and the data rates change depending on the
version of the standard used.

The IEEE 802.11b (1999) and the IEEE 802.11g (2003) standards are dedicated to the 2.4 GHz
ISM band. The IEEE 802.11b standard uses a DSSS modulation, offers a data rate up to
11 Mbps, and sends data over at least 11 channels that are 22 MHz wide. The IEEE 802.11g
standard uses an OFDM modulation scheme along with 20 MHz bandwidth channels, with
data rates between 6 and 54 Mbps. In Europe, there are two additional channels available
(number 12 and number 13), and in Japan, there is a third additional channel (number 14).

The most recent versions such as IEEE 802.11n (2009) [29] and IEEE 802.11ax (2021) [30] can
communicate either in the 2.4 GHz ISM band or the 5 GHz ISM band. The latest IEEE 802.11
standard is IEEE 802.11be (2023) [31] and can communicate in an additional frequency band:
the 6 GHz. Note that IEEE 802.11be is still at the early stage of consumer deployment. In
our daily life, most of the Wi-Fi access points (APs) are based on the IEEE 802.11n standard
except for the new ones which are based on the latest widely distributed IEEE 802.11 stan-
dard: the IEEE 802.11ax. The IEEE 802.11n standard improves the IEEE 802.11g standard:
(1) an additional bandwidth of 40 MHz is available, (2) the maximum theoretical data rate
goes up to 150 Mbps, and (3) a multi-input multi-output (MIMO) feature, allowing four
simultaneous flows, is implemented.

The IEEE 802.11 set of standards describes mechanisms that ensure the fair sharing of the
medium and guarantee the radio link connectivity. Wi-Fi implements the following mech-
anisms: (1) the CSMA/CA that is used to access the medium, including listening to the
channel to detect if it is free to transmit data, (2) the modulation coding scheme (MCS) that
ensures the connectivity by adapting the transmission data rate and the redundancy of the
data frames; it can also change the modulation depending on the link budget, and (3) the
acknowledgement (ACK) that provides reliability to Wi-Fi transmissions. The Wi-Fi beacon
is always sent with the IEEE 802.11b standard at 1 Mbps as this is the most robust config-
uration. The beacon contains information on the network such as the beacon interval, the
supported rates, and the SSID of the network, i.e., the name of the access point. The beacon
makes a network visible for devices in the range of the AP which send it.
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2.3 LoRa and LoRaWAN

2.3.1 The LoRa PHY layer

LoRa [2] is a proprietary modulation scheme based on chirp spread spectrum (CSS). LoRa
usually uses the sub-GHz bands (i.e., 433 MHz or 868 MHz frequency band in Europe).
We present next the basis of the LoRa technology as well as the LoRaWAN protocol. The
novelties introduced by LoRa 2.4 GHz are detailed in Subsection 2.3.3.

A LoRa signal is encoded using a sequence of chirps (see Figure 2.2) which are frequency
sweeps over a given bandwidth. A chirp is either an up-chirp or a down-chirp, depending
on whether its frequency increases or decreases. The starting frequency of a chirp encodes
the value of the chirp. A frame starts with a preamble to synchronize the receiver with the
sender. The preamble ends with 2.25 down-chirps which serve as the start of frame delimiter
(SFD). The data are encoded in the following chirps. In Figure 2.2, we highlighted with a
dotted rectangle the first chirp of the header. We highlight that apart from the chirps of the
preamble all starting at frequency 0, each chirp of a LoRa frame is different. To demodulate
the frame, the receiver synchronizes with the transmitter, and then it uses the highest peak
of energy, resulting from the Fast Fourier Transform (FFT) of each chirp, to decode the sent
data. Remember that the LoRa modulation and demodulation is proprietary. However,
the research community tried to analyze and describe the process through a mathematical

description [32].
frequency
time
preamble frame
synchronisation ~ network ID SFD header payload

FIGURE 2.2: Example of an uplink LoRa frame. Up-chirps are represented in
black, and down-chirps in green. The 2.25 down-chirps are used for time and
frequency synchronization.

LoRa transmissions are either uplink or downlink and are detailed in Subsection 2.3.2. LoRa
transmissions are a trade-off between energy efficiency, and reliability, and consequently
data rate. This trade-off is controlled by the combination of three physical parameters: the
SF, which contains the number of bits encoded into a chirp, the bandwidth, and the CR,
which is used in LoRa to increase the redundancy of frames, and thus to add robustness.
LoRa chips [33] [34] support different SFs. By increasing the value of the SF, the chirp dura-
tion increases, and so does the energy consumption, as it takes longer to transmit the same
message. However, by increasing the SF, the reception sensitivity increases, which in turn
increases the communication range. Considering the BW, an increased value decreases the
chirp duration, thus being more energy efficient, but having the downside of reducing the
reliability. Finally, the CR controls how many redundancy bits are added to the data in the
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payload. SFs are quasi-orthogonal [35] allowing receiving different uplink transmissions
using different SF values on the same channel without suffering a high level of interference.
In brief, a large value for SF gives more robustness, and thus increases the communication
range, while a small value allows a higher data rate.

2.3.2 LoRaWAN

The upper layers of a LPWAN using the LoRa technology are standardized in the LoRaWAN
standard [5]. Note that currently LoRaWAN is only specified for sub-GHz bands. The
low protocol overhead in a packet, limited to 13 bytes for any data frame, the sleep mode
end-devices if there is nothing to transmit, and the small listening period after a transmis-
sion make LoRaWAN an energy-efficient protocol.

The simplicity of the network allows low-cost implementation of LoRaWAN. LoRaWAN
networks have a star-of-stars topology (see Figure 2.3). The gateways forward the packets
received from the end-devices and add information on the quality of the received signal.
The gateways are connected to a network server that routes the packets received by the
gateways to an application server. The communication is bi-directional but most of the
traffic is uplink, i.e., from end-devices to the application server. An end-device can be in
the range of several gateways. Thus, the network server receives all the packets and is
responsible for the de-duplicating packets process. In case of a downlink transmission, the
network server selects the gateway according to the quality information provided by the
gateways. One of the special features of a LoRaWAN network is that once an end-device is
connected to the network it remains connected unless it becomes out of range of the gateway.

The connection to a LoRaWAN network is made using join request and join respons frames.
After an end-device is connected to the network, mostly data frames are exchanged.

The payload is the application data and is encrypted using AES-128 with a symmetric ses-
sion key that only the end-device and application server know. It ensures end-to-end secu-

rity as the network server cannot decrypt the application data.

End-devices belong to either Class A, Class B, or Class C. The mandatory class is Class A.
Class B and Class C are optional and mutually exclusive, i.e., a Class B end-device cannot
comply with Class C requirements and vice-versa. However, Class B and Class C comply

with Class A. Each end-devices class defines the downlink opportunities.

Class A offers the lowest power consumption. All physical layer parameters are
region-specific [6] [37] to comply with the regulations of the location where the LoORaWAN
network is deployed. Apart from the rules on authorized channels and transmission power,
there are two other constraints to be respected: the duty cycle and the dwell time. The
duty cycle defines the amount of time a device can be busy over a given period. The duty
cycle is set to ensure that devices using the same frequency band do not cause destructive
interference to other devices. In some regions, like in Korea, instead of using a duty cycle,
LoRaWAN end-devices have to implement the LBT mechanism. The dwell time is the time
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FIGURE 2.3: LoRaWAN network architecture [36].

needed to transmit a LoRaWAN message. The dwell time is used to limit the transmission

time.

End-devices send data according to the ALOHA protocol. Each time an end-device has

data to send, it selects a random channel in the list of the available channels, and transmits,

leading to potential collisions as there is no mechanism verifying that the channel is idle.

We summarize the main LoRaWAN channels plans in Table 2.2.

Geographicarea | pygce | Bugs3 | INS65 | KR920 US915
(channel plan)
upstream:
Mandatory channels 868.10 | 433.175 | 865.0625 | 922.10 | 64 (902.3 to 914.9)
(in MHz) 868.30 | 433.375 | 865.4025 | 922.30 | + 8(903.0 to 914.2)
868.50 | 433.575 | 865.985 | 922.50 downstream:
8 (923.3 to 927.5)
upstream:
Maximum number 64 (125 kHz)
e 16 16 16 16 + 8 (500 kHz)
downstream:
8 (500 kHz)
Duty cycle <1% <10% No LBT No
Dwell time [0:63] 400 ms
Jimitation No No No No [64:71] No
Maximum ransmit |y |95 | 430 | 430 +30
power (in dBm)

TABLE 2.2: Main LoRaWAN channel plans characteristics

(extracted from [37]).

After each uplink transmission, the end-device opens two short reception windows, called

RX1 and RX2, for potential downlink transmissions (see Figure 2.4). For example, in Europe

with frequencies between 863 MHz and 870 MHz, the RX1 window uses the same channel,
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and the same SF, as the uplink. The RX2 window uses a different channel and a different SF
(by default SF12 or SF9, BW 125).

lf Uplink transmission J RX1

transmit time on air RX1 delay 1 second time

FIGURE 2.4: LoRaWAN Class A end-device operation [36].

Class B relies on a beaconing process. The network broadcasts a beacon via the gateways at
periodic intervals of 128 s. The end-device must receive one of these beacons to be
time-synchronized with the gateways and so with the network. Based on the beacon syn-
chronization, class B end-devices can open an additional receive window called a ping slot.

Any ping slot can be used by the network server to initiate a downlink communication.

Class C is the most energy-consuming mode but features the lowest latency for down-
link communication. Indeed, the end-devices using this class listen almost continuously
to potential downlinks. The reception window is stopped only during the transmission, i.e.,
uplink transmission, and the following RX1 and RX2 windows. Note that it is possible to
temporarily enable Class C on end-devices for operations such as firmware upgrades over
the air.

The LoRaWAN link layer specification defines a mechanism to dynamically adapt the physi-
cal layer parameters. The adaptive data rate (ADR) mechanism is similar to the MCS mecha-
nism implemented in Wi-Fi. It adapts the radio configuration (SF and transmit power) based

on the link budget to ensure the connectivity between an end-device and the gateway.

2.3.3 LoRa24 GHz

LoRa 2.4 GHz uses essentially the same parameter values as LoRa sub-GHz to achieve
a trade-off between reliability and energy consumption (and by consequence data rate)
namely SF, BW, and CR. Table 2.3 summarizes the values of these parameters for both
LoRa sub-GHz and LoRa 2.4 GHz. One of the most attractive features of the 2.4 GHz ISM
band is the lack of duty-cycle allowing higher data rates than in sub-GHz bands. Also, the
introduction of SF5 and higher bandwidths than in LoRa sub-GHz allows to increase signif-
icantly the data rate (up to 202 kbps) in LoRa 2.4 GHz. The preamble for SF5 and SF6 uses
12 up-chirps instead of 8. Due to the higher bandwidth in comparison with LoRa sub-GHz,
the receiver needs more time for the synchronization when LoRa is used in the 2.4 GHz ISM
band.
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LoRa sub-GHz LoRa 2.4 GHz
SF 6to12 5to12
BW 125, 250, 500 kHz 203, 406, 812, 1625 kHz
CR 4/5,4/6,4/7,4/8
Data rates 183 bps - 62.5 kbps 297 bps - 202 kbps
Link budget 168 dB (5X1276 chip) | 144.5 dB (SX1280 chip)
Tx: 28 mA at 13 dBm | Tx: 24 mA at 12.5 dBm
Energy consumption Rx: 11.5 mA Rx: 7 mA for BW=812
(SX1276 chip) (5X1280 chip)

TABLE 2.3: LoRa parameters and characteristics.

At the time of writing this manuscript, there is no MAC layer standardized yet for LoRa in
the 2.4 GHz ISM band, which represents a key research challenge.

2.4 Conclusions

This chapter introduced the technical concepts to understand the rest of the thesis. We pre-
sented the frequency band of interest: the 2.4 GHz ISM band. We provided a quick overview
of some of the main wireless technologies using the 2.4 GHz ISM band. We also presented
the initial version of LoRa dedicated to sub-GHz frequency bands, as well as the LoORaWAN
protocol, which defines the upper layers of the LoRa technology. Finally, we introduced
the version of LoRa dedicated to the 2.4 GHz ISM band and compared its features with the
sub-GHz version.

In the next chapter, we present our first contribution by making the first experimental per-
formance evaluation of LoRa 2.4 GHz in both outdoor and indoor environments.
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Chapter 3

Exploring LoRa connectivity in the
2.4 GHz ISM band

3.1 Introduction

The widely deployed LoRa technology uses the sub-GHz bands and thus devices are con-
strained, according to the regional regulations, in terms of channels and power transmission
among others. The release of a new LoRa chip [9] dedicated to the 2.4 GHz ISM band brings
the opportunity to have one hardware that could be used worldwide as the 2.4 GHz ISM
band proposes a large common set of properties. However, the success of this new ver-
sion of LoRa relies on its performance, in particular, connectivity and coverage as LoRa
targets long-range communications. LoRa in the 2.4 GHz ISM band differs from LoRa in the
sub-GHz band, as it uses new SFs and BWs. Thus, it is important to study the performance
of LoRa in the 2.4 GHz ISM band.

In this chapter, we experimentally investigate the performance of LoRa in the 2.4 GHz ISM
band under several scenarios. We analyze the connectivity and the coverage of LoRa to
evaluate the feasibility of a network in the 2.4 GHz ISM band. To this end, we also compare
our results with the sub-GHz version of LoRa to study the impact of changing the frequency

band on the communication range.

Our experiments take place in outdoor and indoor environments. LoRa was first designed
for long-range communication and thus has numerous outdoor applications such as smart
cities or smart agriculture [38] [39]. For this reason, we decided to evaluate the version of
LoRa for the 2.4 GHz ISM band in an outdoor context. LoRa built its success on several
characteristics, especially its robustness and good building penetration resulting in various
indoor applications such as smart metering [40]. For this reason, we decided to evaluate the
version of LoRa for the 2.4 GHz ISM band in an indoor context. Another reason why we
decided to evaluate the behavior of LoRa in an indoor context comes from the fact that the
main wireless technologies in the 2.4 GHz ISM band are deployed indoors, e.g., Wi-Fi and
BT. Finally, we wanted to study the impact of the environment on LoRa performance, thus

we evaluate two types of indoor environments: (1) a faculty building where the mobility
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happens at a periodic time, i.e., between two courses and at lunch break, and (2) a work
building where the mobility is smooth over the entire day with activity peaks at lunch break.

Overall, we chose to carry out the following three experiments. The first experiment ex-
haustively investigates the impact of all LoRa parameters on the performance in an indoor
environment (see Section 3.4). The second experiment proposes a performance compari-
son between LoRa sub-GHz and LoRa 2.4 GHz, using a representative subset of parameters
(higher data rate, greatest communication range, and intermediate configurations), for both
outdoor and indoor environments (see Section 3.5). Finally, in the third experiment, we
perform an indoor week-long experiment taking into account the human activity within the
building (see Section 3.6). It is derived from two factors we wanted to evaluate the impact on
LoRa performance: (1) the human body absorbs part of the radio waves just as a wall does,
and (2) the people influx inside a building varies depending on the days and the hours of
the week.

We formalize the study of LoRa connectivity and communication range in the 2.4 GHz ISM
band with the following research questions:

RQ3-1: What is the impact of physical layer parameters (SF, BW, CR) on the communication

performance, i.e., communication range and frame delivery ratio (FDR) of LoRa 2.4 GHz?

RQ3-2: What is the difference, in terms of connectivity and communication range, between
LoRa sub-GHz and LoRa 2.4 GHz?

RQ3-3: What communication range can we expect for LoRa in the 2.4 GHz ISM band in an
outdoor environment?

RQ3-4: What communication range can we expect for LoRa in the 2.4 GHz ISM band in an

indoor environment?

RQ3-5: How does LoRa connectivity vary as a function of the indoor environment (compet-
ing wireless technologies and people activity in the building)?

The experimental results described in this chapter help us to answer each research question

through the subsequent contributions !:

* We make the first experimental indoor exhaustive evaluation of all the combinations
of LoRa parameters (SF, BW, CR) in the 2.4 GHz ISM band to study the impact of
each LoRa configuration on the performance in terms of FDR. From the results, we
give recommendations on which configurations should be preferred depending on
the targeted applications.

* We design and implement on real LoRa hardware a communication protocol between
gateway and end-devices which automatizes our experiments. This communication
protocol ensures the synchronization between LoRa uplink transmissions and gate-
ways in the 2.4 GHz ISM band by guaranteeing that both equipment use the same

configuration.

1This chapter extends the studies published in [41] [42] [43] and presented at [1].
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* We compare LoRa performance in the sub-GHz and the 2.4 GHz ISM band in both
indoor and outdoor environments. This allows us to assess whether, despite changing
the frequency band of operation of LoRa, it still meets its design requirements espe-
cially robust and long-range communications. It also provides useful information on
future LoRa network deployments regarding the number of gateways to ensure the

coverage of a building for example.

* We evaluate the impact of people’s mobility as well as their wireless technologies
usage inside a building on LoRa connectivity. We run a week-long experiment and
highlight peaks of activity thus allowing us to propose periods of time where LoRa
transmissions will be less interfered. This finding highlights an opportunity for LoRa

applications with sparse transmission requirements.

3.2 Performance evaluation of LoRa technologies: SLR process

IoT technologies use either unlicensed or licensed frequency bands. While LoRa and Sigfox
preferred the use of the sub-GHz band, NB-IoT generally operates in the cellular frequency
bands. As LoRa is one of the main technologies for LPWANS, its performance has been
widely studied. However, the version of LoRa dedicated to the 2.4 GHz ISM band still
needs to be evaluated. By changing the frequency band of deployment a set of parameters
also change. For instance, the 2.4 GHz ISM band does not impose a duty-cycle giving the op-
portunity for LoRa to transmit at any time. Also, the wavelength of LoRa in the 2.4 GHz ISM
band is about a third of the wavelength of LoRa in the sub-GHz band, thus LoRa 2.4 GHz
will have a lower building penetration and a lower communication range compared to LoRa
sub-GHz.

We propose to summarize the performance of LoRa in both sub-GHz bands and the 2.4 GHz
ISM band, especially in terms of connectivity and communication range, as this is the focus
of our work. To this end, we apply the SLR process detailed in Appendix A.2 to select the ar-
ticles of our SoA. We synthesized the selected articles in Table 3.1, based on the methodology
used to evaluate the coexistence (i.e., theoretical, network simulation, or real experiments)
and the environment (i.e., indoor, outdoor, or both). The last line of the table highlights the
novelty of our work compared to the existing literature.

The performance of LoRa has been widely studied using different methodologies [87] [88].
Depending on the focus of the paper, the approach is either theoretical, by simulations,
by experiments, or a combination of them. For instance, a paper focusing on the scala-
bility of a LoORaWAN network prefers simulations as it is complex to deploy a large-scale
real-world LoRaWAN network. Meanwhile, theoretical approaches give an upper bound of
the performance as they are based on mathematical models. Even if these models implement
signal propagation formulas, including fading and shadowing effects, they cannot perfectly
represent a real-world deployment, and thus provide optimistic results compared to the
in-field results. Simulations allow to break free from deployment complexity or hardware

limitations. This way, security mechanisms, or MAC protocols can be evaluated. Finally,
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Ref Environment | Theoretical | Simulations | Experiments LoRa
technology
[44] Outdoor X LoRa sub-GHz
3 ][[45]] [[46]] [47] Outdoor X LoRa sub-GHz
[50] [51] [52]
{ ;} { % { } {56% Outdoor X LoRa sub-GHz
[61] [62]
LoRa sub-GHz and
[63] [64] [65] [66] Outdoor X X LoRa 2.4 GHz [66]
[67] [68] Outdoor X X LoRa sub-GHz
[69] [70] [71] Outdoor X X LoRa sub-GHz
[72] Indoor X LoRa sub-GHz
[73] [74] [75] Indoor X LoRa sub-GHz
[76] Indoor X X X LoRa sub-GHz
Indoor and
[77] Outdoor LoRa 2.4 GHz
Indoor and
[78] Outdoor X LoRa sub-GHz
[79] [80] [81] [82] Indoor and X LoRa sub-GHz and
[83] Outdoor Other [81]
Indoor and
[84] Outdoor X X LoRa sub-GHz
Indoor and
[85] [86] Outdoor X X LoRa sub-GHz
o Indoor and LoRa sub-GHz and
Qe omifilbreigian Outdoor 5 LoRa 2.4 GHz

TABLE 3.1: Performance state of the art classification in function of the
methodology and the environment.

experiments provide results from real-world implementation and allow to understand the
behavior of LoRa in a given environment. Note that it is unlikely that a paper focuses only
on one metric. So, the papers we selected using our SLR process also provide insights into
other metrics, than connectivity and communication range, such as throughput, scalability,

or energy consumption.

One way to compare the different wireless technologies dedicated to LPWAN:Ss is to evaluate
them depending on the applications targeted [44]. The authors propose to attribute a score
index to each technology. The first step is to list the requirements of the targeted application
to evaluate whether or not a LPWAN technology can comply with them. For instance, an
application with high throughput or low latency cannot be supported by LPWAN technolo-
gies. Then depending on success factors such as the deployment cost and maintenance, the
interoperability, or the data protection, each LPWAN technology is rated. The technology
providing the highest score is the most suitable for the targeted applications.

LoRa performance is mostly evaluated for two types of environments: outdoor and indoor.

3.2.1 LoRa performance in outdoor environments

LoRa was first designed for long-range communications. This characteristic converts LoRa
into the preferred choice for outdoor applications. Most of the studies propose experimental
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evaluation of LoRa in outdoor environments. However, there are a few studies relying on
theoretical, simulations, or a combination of both approaches.

The estimation of LoRa performance shows that the signal propagation depends on the
fading channel and will not be the same for a Rayleigh, a Ricean, or a Nakagami chan-
nel [45] [63]. For instance, for a targeted bit error rate (BER) of 10~* the minimum required
SNR is 15 dB for a Rayleigh channel, -2 dB for a Ricean channel, and between 10 dB and
51 dB for a Nakagami channel depending on the fading parameters.

A lot of papers focus on the LoRa connectivity as a function of the distance to the gate-
way [51] [53] [54] [68] [69] [84] [85] [86]. The results depend on the propagation conditions:
line-of-sight (LoS) or non line-of-sight (NLoS). In LoS conditions, LoRa achieves a packet
delivery ratio (PDR) of 90% for a distance of 4 km using SF7, while it reaches only 0.1 km
in NLoS. This type of performance evaluation significantly differs depending on the en-
vironment. For example, in an urban scenario LoRa achieves a PDR of 100% and 95% for
a distance up to 1.5 km using SF12 and SF7 respectively. The PDR quickly decreases for
distances exceeding 1.5 km: 68.1% with SF12 and 18.1% with SF7. Overall, the real-world
characterization of the environment is necessary to deploy adequately a LoRaWAN net-
work.

Apart from the distance between the gateway and the end-devices, several other factors can
have an impact on the connectivity of LoRa.

First, the propagation conditions of the environment, such as the presence of vegetation,
and the weather conditions, e.g., temperature, and humidity, have a significant impact on
LoRa connectivity [50] [59] [67]. In LoS conditions, even for a low power transmission of
7 dBm, using SF6, BW 500, CR 4/5, for a distance of 450 m between the end-device and the
gateway the PDR is 95%. The repetition of this same experiment in a forest environment
results in a total loss of connectivity, i.e., PDR of 0%, for a distance of 90 m irrespective of the
transmission power used. he results highlight that the presence of dense vegetation in the
propagation environment decreases the LoRa communication range by a factor of almost 5.

Another factor that degrades LoRa performance is the mobility of end-devices [56] [71] [80].
Due to the long-range communication properties of LoRa, some works study the suitability
of LoRa for mobile IoT applications including vehicular communications. Considering an
end-device on the top of a vehicle whose speed varies between 8 km/h and 24 km/h, and a
gateway located 160 m away from the end-device, the resulting PDR is approximately 98%
and 91% respectively. The PDR decreases up to 62% and 55% approximately by increasing
the distance between the gateway and the end-device to 800 m. The results indicate that

even for a low speed, the packet delivery ratio is significantly impacted.

LoRa targets applications such as agriculture and environment monitoring. In these types of
applications, the sensors can be located underground leading to an important signal attenu-
ation due to the propagation through the soil [58] [60] [62]. The results show that the PDR is
directly linked to the distance between the underground end-device and the aboveground
gateway. For a LoRa end-device buried at 15 cm and a LoRa gateway located 2 m above
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the ground and 100 m away from the end-device, the SF used has little impact and the PDR
is at least 97%. Increasing the distance by 50 m, i.e., 150 m between the gateway and the
end-device, which corresponds to as received signal strength indication (RSSI) of -130 dBm,
only the SFs 10 to 12 achieves a PDR of 100%. Lower SFs provide a maximum PDR of 90%
(SF9) and a minimum PDR of 9% (SF7). The smallest SFs lose entirely the connectivity for a
distance of 200 m which corresponds to a RSSI of -135 dBm, and only the SF12 still provides
a PDR of 100%.

Apart from the environment where the LoRa end-devices are deployed, the LoRa parame-

ters themselves have an impact on performance.

LoRa transmits data following the ALOHA protocol. Thus, the traffic is not necessarily
confirmed. However, some studies evaluate the benefits of implementing confirmed traf-
fic [46] [65]. The results show that for a traffic load below 0.8 pkt/s, the confirmed traffic
provides a better PDR than the unconfirmed traffic. For a traffic load of 0.8 pkt/s both con-
firmed and unconfirmed traffic provide a PDR of 94%. For higher traffic load the trend re-
verses and using unconfirmed traffic achieves higher PDR than with confirmed traffic. This
behavior is explained by studying the reasons for packet losses for a traffic load of 0.8 pkt/s.
The unconfirmed traffic suffers mainly from interference due to the multiple parallel LoRa
transmissions. The confirmed traffic suffers from interference but also from gateway satura-
tion and ACK collisions. Thus for higher traffic load, the addition of the multiple factors that
affect the PDR of the confirmed traffic results in a lower PDR than for unconfirmed traffic.

The SF allocation impacts the communication range of LoRa [47] [64] [70]. A higher SF
provides a lower data rate but also a higher link budget and consequently a higher com-
munication range. The MAC layer of LoRa uses an ADR mechanism to dynamically adapt
the end-devices physical layer configurations to ensure connectivity with the gateway. The
results highlight that using ADR also permits to have a more stable LoRa PDR when the
number of end-devices and the traffic load of the network increases. Without using ADR
for a network of 170 end-devices, the PDR is 92.5% and 88% for a number of 12 pkt/day
and 96 pkt/day respectively. For the same number of end-devices, and the same number of
packets sent per day, with ADR implemented, the PDR is respectively 84.5% and 82%.

The last parameter on which literature focuses is how capacity, i.e., the number of
end-devices served by a single gateway, impacts the connectivity [38] [79]. For a gateway
covering a radius area of 1.5 km, simulations indicate a packet success rate above 95% when
the gateway serves 15 000 end-devices.

While the impact of several parameters and environment conditions have been widely stud-
ied, only a few works comprehensively evaluate the performance of all physical parame-
ters [55] [57] [83]. The results emphasize that some parameters have more impact on LoRa
connectivity and communication range. The LoRa physical parameters should be adapted
in the following order: SF, BW, and CR. Increasing the SF, the transmission power, the CR,
the antenna height and gain, and using narrow BW result in a PDR increasing.
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Finally, as LoRa targets IoT networks, it competes with other wireless technologies using
the same unlicensed frequency band, such as Sigfox, but also with wireless technologies
using licensed frequency bands such as NB-IoT. Consequently, several works propose to
compare the performance of these IoT technologies [48] [49] [52] [61] [81] [89]. The results
show that in an urban scenario, the difference between LoRaWAN and Sigfox networks
performance increases with the distance. For a distance of 100 m between the gateway and
the end-devices, the PDR is 98% and 86% for LoRaWAN and SigFox respectively. When
the distance increases to 400 m the PDR is 76% for LoRaWAN and 40% for Sigfox. The
comparison of LoRaWAN with NB-IoT demonstrates through simulations that depending
on the application targeted the technology chosen will differ. LoRaWAN networks will be
preferred for long-range communications while NB-IoT will target low-latency applications.

3.2.2 LoRa performance in indoor environments

The good building penetration properties of LoRa make the technology suitable for indoor
applications. In the same way, as in outdoor scenarios, the distance between the end-devices
and the gateway has an impact on LoRa connectivity [55] [73] [82] [85]. For an indoor sce-
nario with the gateway and the end-device located at the same floor and 60 m away from
each other, using SF7, BW 125 results in a PDR of 73% thus highlighting the good indoor
propagation of LoRa signals. When the end-device is located several floors away from the
gateway, the connectivity is almost lost using SF7, BW 500 which is the configuration pro-
viding the highest data rate. However, it has been shown that increasing the number of
gateways allows to increase the PDR even for confirmed traffic and thus permits higher
traffic load [72]. For a single gateway that serves end-devices using SF7, BW 125 the maxi-
mum traffic load is 0.6 pkt/s to ensure a PDR of 80%. Increasing the number to ten gateways

increases the maximum traffic load to 4 pkt/s.

The results in indoor scenarios are consistent with the results obtained in outdoor scenarios
regarding the impact of the physical parameters on LoRa performance [76]. Irrespective of
the distance between the end-devices and the gateway, increasing the SF also increases the
PDR. For a fix BW of 125 kHz, using SF7 provides a PDR of 8.7%. The PDR increases to 63%
using SF9, and approaches 100% using SF12. The results demonstrate that the CR has less
impact on the PDR. The PDR using a CR of 4/5 is 60% and increases to 76% for a CR of 4/6.
For higher CRs (4/7 and 4/8) the PDR is 100%. The results thus validate that it is better to
change the SF than the CR to increase the PDR.

Similarly to outdoor scenarios, several studies propose to compare LoRa performance with
other wireless technologies having indoor applications [74] [75] [81]. In the same way, as
for outdoor applications, depending on the targeted applications, one technology will be
preferred among the others. For instance, if the application requires a low power consump-
tion, LoRa is the better option compared to BLE and Wi-Fi. Likewise, LoRa will be preferred
for indoor coverage applications as it provides a PDR of at least 94% when there are seven
floors of difference between the gateway and the end-device. The indoor coverage differ-
ence with other wireless technologies is significant: BLE cannot cover a one-floor difference
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between the transmitter and the receiver which results in a PDR of 0%, and Wi-Fi barely re-
ceives 8% of the packets. In contrast, if the application requires a good localization accuracy,
Wi-Fi is more favorable by providing an accuracy up to 0.52 m while LoRa and BLE provide
respectively an accuracy up to 0.76 m and 1.53 m.

3.2.3 LoRa 2.4 GHz performance

While the performance of LoRa has been widely studied in the sub-GHz bands, it is not at
all the case for its counterpart in the 2.4 GHz ISM band. Only a few works have investi-
gated the performance of LoRa 2.4 GHz in both indoor and outdoor environments [66] [77].
Theoretical results show that LoRa 2.4 GHz can achieve a maximum communication range
of 133 km in a free space scenario, 443 m in an urban scenario, and 74 m in an indoor sce-
nario. Simulations permit to evaluate the maximum outdoor communication range of all the
LoRa parameters (SF, BW, and CR) in the 2.4 GHz ISM band. The results show that there are
24 configurations that achieve the maximum distance while keeping the energy consump-
tion as low as possible. Consequently, the configuration providing the highest data rate (SF5,
BW 1625) achieves a communication range of less than 100 m with an energy consumption
of 0.025 mJ. The greatest communication range is 850 m using SF12, BW 203 with an energy

consumption of almost 3 mJ.

We conclude that there is a lack of experimental evaluation on the performance of LoRa in
the 2.4 GHz ISM band. In comparison with the previously cited studies, our work makes the
tirst experimental study of all the physical parameters of LoRa in the 2.4 GHz ISM band in an
indoor environment over an extended period of time. We also make the first comparison in
terms of connectivity and communication range between LoRa sub-GHz and LoRa 2.4 GHz

to validate theoretical and simulation results provided in the literature.

3.3 Applications, tools and metrics

In this chapter, we carry out various experiments to evaluate the potential of LoRa in the
2.4 GHz ISM band, for indoor and outdoor environments and several configurations (com-
bination of SF, BW, and CR). We focus on the connectivity of LoRa, which allows us to
estimate the communication range of this technology. This is the first milestone for future
LoRa deployment in the 2.4 GHz ISM band as it permits to outline the possible applications
specific to LoRa 2.4 GHz and also the hardware requirements (quantity and location).

In this section, we present all the material and the evaluation metrics used to setup our
experiments. Each setup and scenario will be detailed later, in the corresponding sections.
We design our experiments to be repeatable, as we need to run them many times. We also
need the experiments to be reproducible, which is why we use COTS equipment.

We use a laser meter and Google Maps [90] to calculate the distance between the gateways
and the end-devices in indoor and outdoor environments respectively. We use the Linux
screen [91] utility to display the logs of the LoRa sub-GHz end-devices while saving data
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into a file. Finally, we use the netdownlink utility, which is part of the gateway code owned
by Semtech, to log useful information on the received LoRa frames, i.e., LoRa configuration,
RSSI, SNR, and payload, to analyze the experiment results.

We provided the official gateway [92] and end-device [93] public code. We do not provide
the code we modified for our experiments as we are working on the development branch
of the Semtech code, which is not public. We also make available the experimental data
we collected. We give the repository links in the corresponding sections. We designed our
experiments using a minimal setup to make them easily movable to allow easy deployment
and evaluation in different environments.

3.3.1 Performance evaluation metrics

We count the number of frames received to compute the FDR as a function of the distance
and the LoRa configuration. We also analyze the RSSI and the SNR of each frame as these
metrics give insights into the frame losses. We perform all our experiments using the LoRa
physical layer for two reasons: (1) we want to study the LoRa communication performance
without any mechanisms such as retransmissions or ADR, and (2) there is no standardized
MAC layer for LoRa in the 2.4 GHz ISM band yet.

The FDR is a well-known metric to evaluate communication performance as it computes
the ratio of frames received (and correctly decoded) over the number of frames sent (see
Eq 3.1). The FDR allows to estimate the robustness of a wireless link between two devices.
We compute the FDR by logging frames on both sides of the communication. We also verify
that the received, and decoded, payload is equal to the sent payload. The FDR is taking
value between 0 and 1 and is expressed as a percentage by multiplying the obtained value
by 100.

Number of received frames
FDR = . 1
Number of sent frames 31)

The RSSI is a metric that gives the signal strength of the radio link for each received frame.
If the signal strength is too low, frame losses are likely to occur with regard to sensitivity
and reception antenna gain. However, according to the SX1280 datasheet [9] (LoRa chip
for the 2.4 GHz ISM band), the RSSI (in dBm) is computed as the energy on the reception
bandwidth and not the signal strength of frames received by the gateway. This chip tolerates
a frequency offset, i.e., a crystal error, between the transmitter and the receiver, without
sensitivity degradation of +/- 50 ppm when using a spreading factor 12. The allowed crystal
error implies that the LoRa gateway listens on a wider bandwidth than the one used by the
end-device to send frames. Note that the reception bandwidth is not linear. For example,
for a transmission BW of 203 kHz, the corresponding reception BW is almost doubled, while
for a transmission BW of 1625 kHz, the corresponding reception BW is around 2000 kHz.

The SNR is a metric that allows to quantify interference and noise. The SNR is computed

as the average signal-to-noise ratio of frames received by the gateway. The SNR can be
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expressed using a linear scale, or using a logarithmic scale, i.e., value in Watt or dB respec-
tively (see Equation 3.2). The LoRa gateway stores the SNR according to the logarithmic
scale. LoRa can receive frames under the noise floor. It means that the gateway can success-
fully decode a LoRa frame even with a negative SNR value. The SNR threshold for decoding
depends on the LoRa configuration used to communicate, and especially the SE. An SF12
frame can be decoded if its SNR is -20 dB or higher. An SF5 frame can be decoded if its SNR
is -2.5 dB or higher. We resume all the SNR thresholds for decoding depending on the SF in
Table 3.2.

Psigmzl
R =
SN W P noise
P.;
SNR,5 = 10 x log,(—5"1), (3.2)

noise

<~ SNRdB = Psigi’lllldb - Pnoisedb-

SNR limit

SE value (in dB)
12 -20

11 -17.5

10 -15

9 -12.5

8 -10

7 -7.5

6 -5

5 -25

TABLE 3.2: SNR limit value to correctly demodulate a LoRa signal depending
on the SE. [33]

Both the RSSI and the SNR are required to understand the results of our experiments. In
some cases, frames are lost whereas the RSSI is good enough. The SNR can explain such
losses because it allows to characterize the quality of the radio environment along a trans-
mission.

3.4 Impact of LoRa parameters on indoor performance

In Section 3.2, we established that the state of the art around the performance of LoRa in
the 2.4 GHz ISM band does not provide sufficient real-world implementation, due to the
rather recent release of LoRa 2.4 GHz in 2017. We fill the gap by performing experiments
to exhaustively evaluate the impact of the LoRa parameters on its performance. These ex-
periments focusing on the connectivity of LoRa in an indoor scenario aim to understand the
trade-off brought by the LoRa parameters. 2

2The results presented in this section and in Section 3.6 are derived from the supervision and the collaboration
with an internship student in the Agora team, Carlos Ferndndez Herndndez. Both the code and the data are
available at https://doi.org/10.5281/zenodo.7106073. The code can be used according to the terms of the
Revised BSD License. The results are published in [42] [43].
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3.4.1 Exhaustive experiment setup

To answer the question "What is the impact of physical layer parameters (SF, BW, CR) on the
communication performance, i.e., communication range and frame delivery ratio of LoRa
2.4 GHz?" (RQ3-1) we design an indoor experiment called the exhaustive experiment. We
setup the exhaustive experiment to evaluate how all the physical layer parameters (SF, BW,
and CR) impact the connectivity of LoRa in the 2.4 GHz ISM band. We study all the possible
combinations of these three parameters (as presented in Table 3.3), which results in a total
of 8 X 4 x 4 = 128 combinations.

Parameter Values
Spreading Factor 56,7,8,9,10,11,12
Bandwidth (in kHz) | 203, 406, 812, 1625
Coding Rate 4/5,4/6,4/7,4/8

TABLE 3.3: Physical layer parameters for LoRa 2.4 GHz.

All the experiments were performed in the Inria building in La Doua Campus, Lyon (France).
As we can see in the map from Figure 3.1, the building has a square shape of 20 mx20 m
with an elevator situated in the middle. We place the gateway on the 4" floor in one of the
corners, and the end-devices in the opposite corner of the building (one of each floor), to
maximize the distance from the gateway.
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FIGURE 3.1: Architecture of the building that presents the placement of the
gateway and the three end-devices in our exhaustive experiment.

The office building has several IEEE 802.11 access points as well as Bluetooth devices as any
typical office building today. So, our transmissions are submitted to interference. However,
in this study, we do not evaluate the impact of interference on LoRa transmissions. To reduce
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as much external interference, these experiments were run during the weekend, when there
was almost no one present in the building.

The equipment used for this experiment consists of three end-devices, one gateway, and a
computer that collects and logs all the data received by the gateway. All LoRa devices use
the SX1280 radio chip from Semtech. Each end-device is independently controlled using the
STM32 NUCLEO-L476RG microcontroller, and powered by external batteries. The gateway
is directly connected, and powered, to the computer via USB.

To be able to compare the performance obtained with the different parameter combinations
(which are extracted from the physical layer parameters presented in Table 3.3) we used
the same transmission power of 10 dBm for all end-devices. We also use the same chan-
nel for all LoRa transmissions which is centered at 2403 MHz. This channel is located at
the extremity of the 2.4 GHz ISM band spectrum allowing less interference with, at least,
Wi-Fi and BT. Indeed, the first Wi-Fi channel is centered at 2412 MHz and is, depending on
the IEEE standard used to transmit, 20 or 22 MHz wide. There is also one BT advertising
channel located 1 MHz away from the LoRa channel we use. For each configuration, we sent
N = 50 frames, with a 20 bytes payload. This short payload is intended to model common
LoRa applications.

3.4.2 Gateway to end-devices communication protocol

To put in place such an exhaustive performance evaluation, we needed to design an exper-
imental protocol that would automatize the experimental runs and would be easily repro-
ducible. Each end-device has to run a certain number of configurations (e.g., 128 in our
exhaustive experiment scenario), which has to be repeated several times (to minimize the
variations in the observed data). Moreover, to avoid interference between our end-devices,
we decided that only one end-device would transmit at a given time. The focus of our
study is the connectivity of LoRa and we do not evaluate the impact of concurrent trans-
missions on performance here. Our protocol ensures that the gateway and the transmitting

end-device are using the same configuration, and so can communicate with each other.

The designed communication protocol is presented in Figure 3.2 and allows the initiation of
the communication link between the end-device and the gateway. We implemented a round-
robin scheduling to comply with our design requirement of having only one
end-device transmitting at a time. The gateway activates the end-device by sending a down-
link frame, denoted SRT-Ed (which stands for START-End-device). This downlink activates
the end-device only if the configuration used to send it is the same as the one configured
on the end-device. For example, in our experiment, the first downlink is sent with an SF12,
BW203, CR4/5 as this is the first LoRa configuration we evaluate. Then, the end-device
sends N uplink data frames with the corresponding parameters. In Figure 3.2, Cnfg(i,j)
indicates that the end-device is sending the i-th frame of the j-th configuration. As LoRa
2.4 GHz gateway has three reception paths, we configure the end-devices in series of three
configurations. Once the series of three configurations is finished for an end-device, it sends
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an END-Ed message to the gateway. The gateway proceeds to the next end-device until the
round-robin on the three end-devices is finished. Then, the gateway reconfigures itself on
the next set of three configurations and restarts the process.

Note that a timeout is included in case either the SRT-Ed downlink or the END-Ed uplink is
lost. This allows us to avoid dead times in the experiment, or de-synchronization between
the gateway and the end-devices parameter configurations. Plus, the end-devices are always

in reception mode meaning that they can receive a SRT-Ed message at any time
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FIGURE 3.2: Gateway to end-devices communication protocol for one config-

uration cycle (three different parameter configurations). Red lines represent

downlink end-device activation frames, blue lines represent uplink control
frames and black lines represent uplink data frames for each configuration

The proposed protocol is scalable as it can be modified to activate multiple end-devices ei-

ther to have parallel LoRa transmissions on the same channel or evaluate different channels
in the limit of three different configurations at a time, for now.

3.4.3 Exhaustive experiment results

The experiment ran for approximately 65 hours from Friday afternoon to Monday morning,
with 3 repetitions for each configuration for a total of 19200 frames sent (50 frames per
configuration per repetition). During this experiment, the building was mostly empty, and

thus low interference from people occurred, and as a consequence, there was also a low
Wi-Fi and BT activity.

The FDR results are summarized in Figure 3.3. The figure is composed of four blocks of three
lines. Each block gathers the results depending on the CR evaluated. Each line represents
the floor level evaluated. On the x-axis, we find the (SF, BW) combination used. It increases
from the smallest SF (combined with the narrower BW) to the highest SF (combined with
the wider BW). A color gradient illustrates the corresponding FDR ranging between 70%
and 100%. The lowest FDR (70%) is obtained using the configuration providing the highest

data rate, i.e., SF5, BW 1625 at floor 2 which is not surprising, as it corresponds to the further
distance between the gateway and the end-devices.
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FIGURE 3.3: Heatmap of the LoRa FDR for the three end-devices and all
possible combinations of SF, BW and CR.

The FDR starts degrading when we use a combination of low SF (5, 6, 7) and high BW (812
and 1625 kHz), as well as when we increase the distance from the gateway (2" and 3™
floor). According to the SX1280 calculator [94], the data rate is 15.23 kb/s for configuration
(SF6, BW 203, CR 4/5), while it is 6.98 kb/s for (SF11, BW 1625, CR 4/5). Although these
two configurations yield a similar FDR, the use of a low SF and narrow BW yields a larger
data rate (and hence lower energy consumption), which means it is better to decrease the SF
and the BW, rather than to increase the SF and the BW for a given FDR.

From Figure 3.3 we observe that the CR has little impact on the FDR. For configurations
having already a good FDR like SF8, BW 406, the FDR is always around 100% irrespective
of the CR and the floor evaluated. The impact of the CR is more visible for less robust con-
tigurations. For example, the SF5 has a time on air (ToA) of approximately 1.6 ms. It allows
a higher data rate, as well as a lower power consumption, but it has a lower communication
range and it is more sensitive to interference. In this case, the CR increases the robustness
of the communication. We thus go from a FDR of 95% using SF5, BW 203, to a FDR of 100%
when the CR is 4/8 instead of 4/5. The improvement of using more redundancy, i.e., higher
CR s less visible for the configurations using the wider BW value (1625 kHz). We make the
assumption that in the presence of a wide interference, or burst of interference, the improve-
ment brought by the higher CRs will be more visible on the resulting LoRa FDR. Still, our
conclusions on the CR are consistent with what is observed in LoRa sub-GHz [83].

To see more clearly the impact of the physical layer variable parameters on the reliability of
LoRa in the 2.4 GHz ISM band, we plot in Figure 3.4 the mean FDR for the configurations
with the highest data rate. We analyze the FDR for the end-device located on floor 2, as this
is the floor where the end-devices are the furthest away from the gateway. In each subplot,
we set two parameters on fixed values and we vary the remaining parameter to evaluate all
its possible values. In Figure 3.4a we set the SF and the BW to 5 and 1625 kHz respectively,
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and we evaluate all the possible values of CR. In this case, changing the CR value does not
have a significant impact on performance as the FDR remains between 70% and 80%.
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FIGURE 3.4: LoRa parameters impact on FDR of the highest data rate
configurations at floor 2.

In the same way, in Figure 3.4b we vary the BW for a SF5 and CR 4/5. Here, the relationship
between the SF and the BW is clearly visible. Especially for the highest BW value (1625 kHz)
where the FDR drops from nearly 95% to approximately 70%. This confirms that higher
reliability is achieved using narrow BW even with the less robust SF. A wider BW allows a
higher data rate at the expense of a higher interference level as the interference is spread on
all the BW used to transmit the LoRa frames.

Finally, in Figure 3.4c we vary the SF for a BW 1625 and CR 4/5. The results highlight the
same findings as Figure 3.4b. To counterbalance the large BW it is necessary to use higher
values of SF as it increases the robustness. Thus, using a BW of 1625 kHz with SF5, the FDR
is about 70%. It increases progressively by increasing the SF (approximately 80% with SF6)
until reaching a FDR of 100% with SF11 and SF12.

To further analyze and explain the FDR results, we investigate the RSSI for each end-device
and present it in Figure 3.5. We recall that according to Figure 3.3 the end-device with the
best performance, i.e., with the higher FDR, is the one located on the same floor at the gate-
way (floor 4). The end-device with the worst performance is the one located further from
the gateway (floor 2). The RSSI reflects this perfectly: the end-device located on the same

floor as the gateway always provides a RSSI between -90 and -86 dBm, which demonstrates
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a noisy environment. Still, the RSSI is about 10 dBm higher than the RSSI of the end-devices
located on other floors than the gateway.
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FIGURE 3.5: Heatmap of the RSSI for the three end-devices and all possible
combinations of SF, BW and CR.

We also analyze the SNR, as the ambient noise in the building can impact the good reception
of our LoRa transmissions, in Figure 3.6. As expected, the SNR decreases as the distance
between the end-device and the gateway increases. For SF12, the SNR decreases compared
to the other SF. This is especially noticeable for a BW of 203 kHz, as the SNR drops by
almost 8 dB from the maximum recorded value for that BW. This lower SNR value for SF12
can come from its ToA. SF12 is the higher possible value for LoRa SF, which leads to the
longer ToA when combined with the smallest BW value, i.e., 203 kHz. This way, a LoRa
signal using the combination SF12, BW 203 to transmit data is exposed to interference for a
longer time than other LoRa parameters combination. However, SF12 is the most robust SF
against interference and can correctly receive frames with a SNR of -20 dB or higher.

For the configurations using a wider BW, we observe a negative SNR. Our results show
that for all combinations of SF and CR with a small BW, and for all floors, the LoRa signal

received by the gateway is stronger than the ambient noise in the building.

Note that the lowest SNR value recorded is around -4 dB. From Table 3.2, we extract that
-4 dB is under the SNR limit value of SF5. Consequently, the configurations recording a
value of SNR of about -4 dB but using a SF different of 5 will not suffer much in terms
of FDR. Of course, the wider the bandwidth, the more a signal is submitted to interference,
which can lead to frame losses when collisions occur. As a reminder, a LoRa signal interfered
with another signal can be correctly demodulated if it is 3 dB stronger than the interferer.
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FIGURE 3.6: Heatmap of the SNR for the three end-devices and all possible

combinations of SF, BW and CR.

This experiment provides an answer to the question "What is the impact
of physical layer parameters (SF, BW, CR) on the communication perfor-
mance, i.e., communication range and frame delivery ratio of LoRa 2.4 GHz?"
(RQ3-1). The results highlight that LoRa 2.4 GHz connectivity remains very
good in an indoor environment, as the lowest recorded FDR is about 70%. Ad-
ditionally, using a SF12 combined with any BW and CR value, one gateway
can be enough for a complete LoRa 2.4 GHz coverage. We also emphasize that
there is a clear relationship between the BW and the SNR: the higher the BW,
the lower the SNR. These results also give a first answer to the question "What
communication range can we expect for LoRa in the 2.4 GHz ISM band in an

indoor environment?" (RQ3-4).

3.5 Comparison with LoRa sub-GHz

LoRa was first designed for sub-GHz bands with both outdoor and indoor use cases. For

this reason, in this section, we run a performance evaluation, using the same metrics as in

Section 3.4, for a representative subset of LoRa configurations, i.e., greatest communication

range, intermediate, and highest data rate. These experiments allow us to compare the
connectivity as a function of the distance for both LoRa sub-GHz and LoRa 2.4 GHz in
outdoor and indoor environments, and thus highlight the advantage of LoRa in the 2.4 GHz
ISM band and its limitations 3.

In our case, the term LoRa sub-GHz refers to the version of LoRa using the 868 MHz fre-

quency band, which is used in Europe.

3The results are published in [41] and have been presented at [1].
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3.5.1 Communication range experiment design

We investigate the performance of LoRa sub-GHz and LoRa 2.4 GHz in outdoor and indoor
scenarios, using equivalent configurations for both environments, as shown in Table 3.4.
Recall that we design our experiments to be repeatable and replicable, and we use a minimal
setup to easily move them to study different environments. Using the same setup ensures
the consistency of our results as the devices and the configurations are identical for each
version of LoRa (sub-GHz and 2.4 GHz) while evaluating different scenarios.

] \ LoRa sub-GHz \ LoRa 2.4 GHz \

ﬁlghe“ datarate, SF7, BW=500, CR=4/5 | SF5, BW=1625, CR=4/5
ighest energy efficiency

Intermediate SE8, BW=125, CR=4/5 SF7, BW=812, CR=4/5
configurations SF11, BW=812, CR=4/5
Greatest

SF12, BW=125, CR=4/8 | SF12, BW=203, CR=4/8

communication range

TABLE 3.4: LoRa configurations for communication range experiments.

In Section 3.4, we evaluate all the possible combinations of the LoRa parameters through
real-world experiments resulting in a high time-consuming. Thus, in this section, we eval-
uate the boundary LoRa configurations, that is: (1) the configuration providing the highest
data rate, which is also the most energy-efficient configuration, (2) the configuration pro-
viding the greatest communication range, and (3) intermediate configurations for both the
data rate and the communication range. The intermediate configurations are chosen so that
there is the same difference in the receiver sensitivity between each configuration. In LoRa
sub-GHz, changing the CR leads to a difference of less than 1 dB on the link budget. By
dividing the BW by a factor of 2, the sensitivity is increased by 3 dB. By increasing the SF by
one, the sensitivity is increased by 2.5 dB. Regarding these properties, we demonstrate that
the sensitivity difference between the highest data rate configuration and the greatest com-
munication range configuration is 18.5 dB and 26.5 dB for LoRa sub-GHz and LoRa 2.4 GHz

respectively (see Equation 3.3).

For LoRa sub-GHz: 5 x 2.5+ 2 x 3 = 18.5 dB. (3.3)
For LoRa 2.4 GHz: 7 x 2.5+ 3 x 3 = 26.5 dB. '
To ensure a difference of approximately 9 dB in the receiver sensitivity between each config-
uration, we need one intermediate configuration for LoRa sub-GHz, and two intermediate
configurations for LoRa 2.4 GHz.

Note that for the highest data rate of LoRa sub-GHz, we decided to use SF7 rather than SF6,
as SF7 is much more common than SF6 in LoRa sub-GHz. This comes from the fact that
the LoRaWAN specification does not include SF6 even if it is available on LoRa devices.
Although the CR does not significantly change the link budget of a LoRa configuration, we
still decided to use the highest CR (4/8), i.e., the highest bits redundancy, for the greatest
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communication range configuration, and the lowest CR (4/5) for the highest data rate con-
figuration. In this way, we guarantee that the boundary LoRa configurations are indeed the

two available extreme configurations.

The experiments were carried out between January and March 2022, using Arduino UNOs
with SX1276 radio chip for LoRa sub-GHz, and Nucleo boards with SX1280 radio chip
for LoRa 2.4 GHz (same equipment as in Section 3.4). We deployed all end-devices on
wooden poles outdoor, or table stands indoor, at 1.5 m from the ground (see Figure 3.7). Each
end-device is configured to send frames using one fixed configuration. Each LoRa sub-GHz
gateway can receive and store the logs of a single configuration. On the LoRa 2.4 GHz
side, each gateway can receive and store the logs of three different configurations simul-
taneously. We were not able to connect more than four gateways to the laptop to log the
packets. Hence, we use three gateways and three end-devices for the LoRa sub-GHz evalu-
ation (one Arduino per configuration per end-device/gateway), and one gateway and three
end-devices for the LoRa 2.4 GHz evaluation. To evaluate the fourth LoRa 2.4 GHz con-
figuration, we manually reconfigure one end-device and the gateway. Our communication
range evaluation (see Figure 3.8) is composed of the following equipment:

* One laptop to store the logs of all LoRa gateways,

Three LoRa sub-GHz gateways powered via USB by the laptop,

Three LoRa sub-GHz end-devices powered by batteries,

One LoRa 2.4 GHz gateway powered via USB by the laptop,

Three LoRa 2.4 GHz end-devices powered by external batteries.

We use Varta AA battery to power the LoRa sub-GHz end-devices. To ensure the same level
of battery for each experiment (one experiment corresponds to one measured distance which
depends on the evaluated scenario), we replace the batteries with fully charged batteries
regularly.

Because we are considering LoRa data frames and not LoRaWAN data packets, in addition
to the no-duty cycle characteristics of the 2.4 GHz ISM band, we decided to free ourselves
from the duty cycle limitation. Also, as we run our experiments at the physical layer, there is
no MAC command, like retransmissions, used. We use the same channel for all end-devices.
So, we rely on the almost orthogonal features of SF, and the ToA difference to achieve low
intra-technology interference. Finally, for all settings, we used a MAC payload of 20 bytes
and a transmission power of 13 dBm.

Each experiment consists of 10 series of 50 transmitted frames per configuration. Within
a series, each end-device sends a frame every 2 seconds, and there are 30 seconds of idle
mode between each series. One experiment lasts between 20 min and 40 min depending
on the LoRa configuration used to transmit. It represents a total of 160 min for the outdoor
performance evaluation and 560 min for the indoor performance evaluation. The indoor
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FIGURE 3.7: LoRa devices deployment (outdoor and indoor) for
communication range experiments.

FIGURE 3.8: Overall equipment for the LoRa communication range
evaluation.
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performance evaluation evaluates several floors of a building resulting in a longer experi-
mental time compared to the outdoor performance evaluation.

3.5.2 OQOutdoor scenario

By using LoRa in the 2.4 GHz ISM band, we already know that the communication range
will be lower than with LoRa sub-GHz (for the same antenna gains and transmission pow-
ers), as the frequency is higher. Through our outdoor scenario, we intend to verify if LoRa
2.4 GHz still reaches long-distance transmissions.

To choose the location of our outdoor experiments, we first compute the theoretical maxi-
mum distance reachable using the LoRa configuration providing the greatest communica-
tion range, i.e., SF12, BW 203, CR 4/8. We use the following definitions of signal propagation
in free space:

When the radio signal travels by a distance d, the signal power is P dB.
When the radio signal travels by a distance d * V2, the signal power is (P — 3) dB.
When the radio signal travels by a distance d * 2, the signal power is (P — 6) dB.

We apply these definitions to preliminary outdoor experiment results coming from tests
we run to verify that our experiment setup works. For a distance of 700 m between the
end-device and the gateway, the SNR of the greatest communication range configuration is
above -5 dB. Consequently and according to Table 3.2:

e Atd =2%700 =14km, SNR = —11dB.

e Atd =2%2%x700 = 2.8 km, SNR = —17 dB which is higher than the SF12 SNR limit
value for demodulating a signal.

o Atd =+/2%2%2%700 = 3.9 km, SNR = —20 dB which is equal to the SF12 SNR limit
value for demodulating a signal.

We obtained a theoretical distance of 3.9 km (more details and examples are provided in
Appendix B). To perform our outdoor experiments, we had prerequisites concerning the
location of the measurements: (1) at least 2 km in a straight line, (2) with LoS condition, (3)
without buildings around, i.e., flat and open landscape, and (4) with a possibility to deploy
sensors in a way that pedestrians do not block the LoS. For all these reasons, we chose
the path along the Rhone river, near the city of Lyon (France) which is a flat rural area.
The prerequisites allow us to evaluate several distances to study how the connectivity is
distance-dependent, and also to comply with the computed theoretical distance by choosing

a maximum distance inferior to the theoretical distance.

The gateways had fixed locations and end-devices were located between 0.5 km and 2 km
from the gateways (see Figure 3.9). It was not possible to do experiments farther away
without losing line-of-sight due to a bridge on the southwest side.
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FIGURE 3.9: Location of communication range experiments along the Rhone
river.

We planted the wooden poles, one per device, in the strip of land as far as possible from the
water to avoid signal reflection. We checked that antennas were perpendicular to the ground
(in the up position) to respect the antenna radiation pattern. To ensure the consistency of
our experiments, i.e., the same setup at each evaluated distance, we aligned the end-devices
in the same order from left to right, i.e., from the nearest from the river to the farthest from
the river (see Figure 3.10):

* LoRa 2.4 GHz end-devices in SF ascending order,
* LoRa sub-GHz end-devices in SF ascending order.

On the gateways side, we follow the same order to have face-to-face communication, i.e.,
LoS, between transmitters and receivers using the same LoRa configuration.

We gathered the results in Figure 3.11. As we cannot evaluate the theoretical maximum dis-
tance reachable we compute, without losing the LoS, using LoRa 2.4 GHz configurations, we
decided to plot and analyze only the boundary configurations for both frequency bands. We
expect that the intermediate configurations will have a lower FDR than the greatest commu-

nication range configuration, and a higher FDR than the highest data rate configuration. We
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FIGURE 3.10: End-devices placement during communication range
experiments.

differentiate the FDR obtained with LoRa sub-GHz and LoRa 2.4 GHz. In each plot, the or-
ange bar represents the configuration providing the greatest communication range, and the
yellow bar represents the configuration providing the highest data rate. For each distance,
the median FDR is shown along with the first and the third quartile using whiskers.

Figure 3.11 shows that, as expected, LoRa can transmit further in the sub-GHz band than in
the 2.4 GHz ISM band. However, at 2000 m we lose connectivity for both frequency bands
using the configurations providing the highest data rate.

In Figure 3.11a, we can see that the LoRa greatest communication range configuration, i.e.,
SF12, BW 125, CR 4/8, provides a FDR of 100% for all distances. This shows that the max-
imum range is not reached which is not surprising as LoRa was designed for long-range
communication. Indeed, several experiments have demonstrated a communication range
bigger than 10 km [68] [84]. For the highest data rate configuration, i.e., SF7, BW 500,
CR 4/5, we notice a FDR decrease at a distance of 1500 m. It is likely that the first losses
using this configuration happened before 1500 m, but as we evaluate distance with a 500 m
step, we do not know precisely the maximum communication range of this configuration.
In Figure 3.11b, we observe the same trend: with the greatest communication range config-
uration, LoRa 2.4 GHz provides a FDR of 100% for all distances. However, at 1500 m, the
connectivity is lost for LoRa 2.4 GHz, while LoRa sub-GHz maintains a FDR of about 50%.
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FIGURE 3.11: FDR of LoRa sub-GHz and LoRa 2.4 GHz in the outdoor sce-
nario. Orange bars represent the greatest communication range configuration,

and yellow bars represent the highest data rate configuration.

The RSSI and SNR results are not provided here but are consistent with the trends observed
in the FDR.

@,

This experiment partially answers the question "What is the difference, in terms
of connectivity and communication range, between LoRa sub-GHz and LoRa
2.4 GHz?" (RQ3-2) and responds to the question "What communication range
can we expect for LoRa in the 2.4 GHz ISM band in an outdoor environment?"
(RQ3-3). These results show that using LoRa in the 2.4 GHz ISM band in an
outdoor environment leads to a reduced communication range, in comparison
with the sub-GHz version of LoRa. From our experiments, we guarantee that in
LoS condition and using the greatest communication range LoRa 2.4 GHz con-
tiguration a transmission over 2 km is possible without any losses. This result
implies that using LoRa in the 2.4 GHz ISM band does not allow outdoor appli-
cations over distances of several kilometers. However, the worldwide availabil-
ity of the 2.4 GHz ISM band makes applications such as international tracking

possible using LoRa in this frequency band.

As we performed our experiments in LoS conditions, and the lower building penetration

properties of the 2.4 GHz ISM band, we expect to see a performance decrease in the presence

of constructions and obstacles.

3.5.3 Indoor scenario

From Section 3.4 we obtain a big picture of the performance of LoRa in an indoor environ-

ment in the 2.4 GHz ISM band. Now, we investigate another indoor environment. Moving

our setup and running again our indoor experiments for LoRa 2.4 GHz give us two oppor-

tunities: (1) diversify the indoor environment evaluated (an office building and a university

building respectively), and (2) have an accurate comparison of the indoor communication
range of LoRa 2.4 GHz and LoRa sub-GHz.
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We use the same setup as in the outdoor scenario to repeat our performance evaluation
scenario in an indoor environment. Indeed, LoRa communications in the 2.4 GHz ISM band
will probably face interference with other wireless technologies, such as Wi-Fi and BT, as
this frequency band is widely used for short-range indoor transmissions (WLAN, wireless
personal area network (WPAN)). Additionally, LoRa transmission in an indoor environment
will probably face signal attenuation due to the propagation of a signal in an environment
where there are walls, doors, and people.

The indoor evaluation took place in the building of the Telecommunications department at
INSA Lyon, France, as it is a quite representative faculty building deployment with multiple
IEEE 802.11 access points. The schematic map of the building is shown in Figure 3.12. The
gateways were located in the spot Al of floor 2, at one end of a corridor. End-devices were
either located along this corridor (spots Al to A4) or in a different corridor (spot B). The
same spots were used on floor 1 and floor 0. We choose the different locations to study the

connectivity by covering the entire building.

Floor 2

® .. @
e =~

Floor 1 N
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® &6 6 ¢ ‘
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FIGURE 3.12: Building plan for indoor experiments.

On floor 2, spots Al and A2 are in LoS of the gateway, while spots A3 and A4 are located
behind a security door. Spot B is located in a part of the building hosting the CITI research
laboratory. The CITI research laboratory focuses on computer science, networking, and dig-
ital communications. It implies that when we transmit with our LoRa end-devices at spot B,
we are more susceptible to interfere with other technologies as this is one of the focus of the
CITTlaboratory. We did our experiments when the number of students and staff members in
the corridors was low to cause low disturbance in the propagation, i.e., during class hours.

Figure 3.13 shows the average FDR for each location, for each floor, and for each selected
configuration (see Table 3.4). For both evaluated frequency bands, we plot the LoRa config-
urations from left to right in the following order: (1) the greatest communication range, (2)
the intermediate configurations in SF decreasing order, and (3) the highest data rate. In each
plot, the purple bars represent the results of floor 2, the green bars represent the results of
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floor 1, and the blue bars represent the results of floor 0. The height of the bars represents the
median of the LoRa FDR computed over all the series. We also computed, and displayed,

the first and the third quartile as confidence intervals (even if most are very small).

[l rfloor2 |l Floor1 [ Flooro

g 1
=
= i
(]
2
©
'U -
()
g
=
~ -
spot Al (Om) spot A2 (20m) spot A3 (29m) spot A4 (39m) spot B (34m)
(a) LoRa sub-GHz
g
=
>
oy
Z
5
<
Q
g
]
&

spot Al (Om) spot A2 (20m) spot A3 (29m) spot A4 (39m) spot B (34m)
(b) LoRa 2.4 GHz

FIGURE 3.13: FDR of LoRa sub-GHz and LoRa 2.4 GHz in the indoor sce-

nario. Purple bars represent floor 2, green bars represent floor 1, and blue

bars represent floor 0. The LoRa configurations from left to right are the great-

est communication range, the intermediate configurations in SF decreasing
order, and the highest data rate.

The results show that the performance in an indoor scenario is directly impacted by the
distance, obstacles, and number of floors between gateways and end-devices, whatever the
frequency band is.

In Figure 3.13a, we see that with LoRa sub-GHz, all spots are covered with a high FDR, close
to 100%. The performance drops slightly to 86% in the worst case (spot B, floor 0), with the
highest data rate, which is also the less reliable configuration, i.e., SF7, BW 500, CR 4/5.

However, the results degrade quickly for LoRa 2.4 GHz (see Figure 3.13b). We expect this
difference in performance between LoRa sub-GHz and LoRa 2.4 GHz. Indeed, due to the
frequency band of operation, LoRa sub-GHz has better penetration into buildings and can
reach further distances. When gateways and end-devices are on the same floor (floor 2,
purple bars), the FDR of LoRa 2.4 GHz decreases with the distance, as expected. Still, the
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SF12 configuration guarantees excellent performance with a FDR of 100% for all the spots
on floor 2.

We note particular results in two distances: spot A3 at floor 0 (blue bars) and spot B. This par-
ticularity is more observable in LoRa 2.4 GHz. For example, at floor 0, using an intermediate
configuration (i.e., SF11, BW 812, CR 4/5), and at spot A3 we already lose the connectivity.
With the same LoRa 2.4 GHz configuration and the same floor, we reach a FDR of 44% at a
further distance (spot A4). We explain the results by the architecture of the building. Unlike
the other floors, at floor 0 end-devices are surrounded by concrete columns and the ceiling
is lower. The LoRa signals have to penetrate all these architectural elements thus impacting
the propagation. We can also note that the LoRa 2.4 GHz FDR for spot A3 is lower than
for spot A4 looking at floors 1 and 0 respectively. This comes from the location of spot A3,
which is slightly off from the line of sight.

If we look at spot B, regardless of the floor, the greatest communication range configuration
for LoRa 2.4 GHz is the only one that manages to maintain connectivity with the gateway.
The FDR degrades as we move further away: 64% at floor 1, and 56% at floor 0. Addi-
tionally, using the highest data rate configuration for LoRa 2.4 GHz, we immediately lose
the connectivity at floor 0, unless we place the end-devices just under the gateway position,
located at floor 2.

To explain the frame losses that we observed, we analyzed the RSSI and the SNR of LoRa
2.4 GHz (see Figure 3.14). The color chart and the order of the configurations are the same as
for the FDR results: (1) purple for floor 2, green for floor 1, and blue for floor 0, and (2) from
the greatest communication range to the highest data rate configuration from left to right on
the figure. Each colored dot represents the average RSSI (and SNR respectively) value for
the evaluated LoRa configuration.

Remember that the LoRa gateway does not log the RSSI of each correctly demodulated
frame, but instead stores the RSSI of the channel. It implies that in case an interferer is
located close to the gateway, the gateway stores the RSSI of the strongest signal. Still, in this
experiment, the LoRa equipment are located far away from the potential interference (e.g.,
Wi-Fi APs are fixed to the ceiling). Thus, even if the RSSI stored is the RSSI of the channel,
the signal of the interferer is likely to be weak, and so the logged RSSI corresponds to the
LoRa frame received.

The first observation is that, in Figure 3.14a, as long as the end-devices are located on the
same floor as the gateway, the RSSI is very good with values around -65 dBm. Spot B,
irrespective of the floor where we place the end-devices, is an exception but it is explained by
the building architecture and the multiple walls and doors the LoRa signal has to go through
to reach the gateway. The RSSI quickly decreases through the floors until values below
-90 dBm at spot A4, floor 0, corresponding to the maximum distance between gateways and
end-devices. Usually, a signal with such RSSI value is considered unusable. If we combine
our RSSI analysis with the SNR, we can estimate where losses are happening. Indeed, the

SNR combines the RSSI value and the noise value. LoRa has the particularity to correctly
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FIGURE 3.14: RSSI and SNR of LoRa 2.4 GHz in the indoor scenario.

decode signal under the noise floor. Thus, even with a negative value of SNR, the LoRa

gateway can detect and decode a frame. We take the example of spot A3 at floor 1, where the

RSSI for the highest data rate configuration is about -80 dBm, which is already considered a

bad signal quality. In Figure 3.14b we look at the corresponding SNR value: around -3 dB.

This means that the noise is stronger than the signal. The SNR limit value for SF5 is -2.5 dB

(see Table 3.2) so it is expected that LoRa signals cannot be correctly demodulated by the

receiver. This analysis is consistent with the FDR results: at spot A3, floor 1, with an SF5

configuration for LoRa 2.4 GHz, we receive only 2% of the frames we sent. We reached

the limit of connectivity of the highest data rate LoRa 2.4 GHz configuration in an indoor

environment.
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@ If we compare the results of this experiment with the one provided in Subsec-
- tion 3.4.3, we observe the same trend. Both experiments are run over three-floor
buildings, and in both cases, when the gateway and the end-device are located
two floors from each other, the highest data rate configuration still achieves a
FDR of 80%. This experiment complements the answer to the question "What
is the difference, in terms of connectivity and communication range, between
LoRa sub-GHz and LoRa 2.4 GHz?" (RQ3-2) provided in Subsection 3.5.2. It
also gives an additional answer to the question "What communication range
can we expect for LoRa in the 2.4 GHz ISM band in an indoor environment?"
(RQ3-4). This result shows that using LoRa in the 2.4 GHz ISM band in an in-
door environment we achieve a FDR of 98% for a distance of 39 meters over
a three-floor university building. Consequently, to cover a building of sev-
eral floors with LoRa 2.4 GHz, one gateway is enough using the greatest com-
munication range configuration while multiple indoor gateways are required
using the highest data rate configuration. The plurality of LoRa gateways in
indoor environments is useful for localization applications. Moreover, using
LoRa 2.4 GHz permits to cover the same space as ZigBee or BT which are short-
range wireless technologies with IoT indoor applications, but with fewer an-
chors/access points, thus considerably lowers the cost and complexity of de-

ployment.

3.6 Impact of the building use on performance of LoRa 2.4 GHz

In the previous sections, we evaluate the performance of LoRa in two different indoor envi-
ronments: (1) a faculty building, and (2) a work building. For both buildings, the maximum
distance between the gateways and the end-devices is 3 floors. The results show the same
trends in terms of FDR: LoRa receives at least 70% of the frames over a three-floor building.
The exhaustive experiment, carried out in the work building, was run during the weekend
so the workers are not in the building either. The faculty building indoor experiment was
run during office hours thus avoiding as much as possible people mobility in the corridors

where we perform our experiments.

In this section, we perform a week-long experiment, called long-run experiment, to study
the impact of people mobility and activity in an indoor environment on LoRa performance.
We use the same setup, and the same indoor environment, as in the exhaustive experiment

(see Section 3.4) as well as the same experimental protocol and evaluation metrics.

3.6.1 Long-run experiment results

The long-run experiment aims to answer the question "How does LoRa connectivity vary as

a function of the indoor environment (competing wireless technologies and people activity
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in the building)?" (RQ3-5). To this end, we design an experiment to evaluate how the envi-
ronment and daily life activities, such as the presence of people in the building or the Wi-Fi
and BT usage, impact the LoRa communications in the 2.4 GHz ISM band.

The main differences with the exhaustive experiment reside in the number of LoRa config-
urations we evaluate, as well as the overall duration of the experiments. As it would be too
time-consuming to run all the 128 possible combinations of parameters, we decided to focus
on a representative subset of six configurations extracted from Figure 3.4, corresponding to
two BW (203 kHz and 1625 kHz), three SF (5, 8 and 12), and a fixed CR of 4/5. This way, we
evaluate the narrowest and the widest BW as well as the smallest and the highest SF, and
also an intermediate SF. These combinations of BWs and SF permit us to study the greatest
communication range and the highest data configurations, along with several intermediate
configurations. This small number of configurations runs in about 30 minutes, allowing us
to log 153896 frames and thus have a good granularity for the long-run experiment. The
experiment started on a Monday at 7:21 pm, and ended the next Monday at 4:48 pm, lasting
one full week. This permits to study the day/night and weekday/weekend cycles.

In Figure 3.15 we present the FDR variations as a function of time for the entire duration of
the experiment. We separate the results according to the BW used. The SF are differentiated
by colors: blue for SF12, orange for SF8, and green for SF5. The x-axis is graduated with the
hours for each day. Days are separated by gray dashed vertical lines. The results presented
in Figure 3.15 are for the end-device located on the same floor as the gateway.
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FIGURE 3.15: Evolution of the LoRa FDR as a function of time over a week.

We start by analyzing the results obtained using the narrower bandwidth: 203 kHz. SF5
and SF8 have similar results providing almost all the time a FDR above 80%. As the results
overlap, we notice more variations of the green line, i.e., SF5 configuration. We observe that
the greatest FDR is mostly obtained on the weekend. We noticed an exception on Wednes-
day where we have a very good FDR around 100%. This good performance is probably a
consequence of remote work and the predilection of choosing Wednesdays to do it. The
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performance drops, which are essentially observed on weekdays, are likely due to human
activity in the building but because of the robustness provided by the narrow BW, it did
not affect that much the LoRa performance. The SF12 configuration shows an unexpected
behavior. Indeed, it is the configuration with the poorest performance. For example, on
the fourth day of the experiment at 6 pm, we achieve a FDR down to 40% approximately
while the SF8 and the SF5 configuration achieve a FDR of 100% and 65%. Recall that the
SF12 configuration is supposed to be the more robust configuration resulting in the highest
expected FDR. One possible explanation is related to the size of the frames for this configu-
ration. SF12, BW 203 frames have a very long ToA of 892.94 ms. Because of this, we suspect
that interference are occurring between LoRa 2.4 GHz frames and Wi-Fi frames. This is sup-
ported by the fact that we used a LoRa channel centered at 2403 MHz, which overlaps with
the Wi-Fi channel 1 (centered at 2412 MHz). We investigated this channel overlapping by
using the NetSpot tool [95] which shows the channel distributions of Wi-Fi APs around. We
found out that channel 1 is indeed the channel used for the Wi-Fi networks in the building.
Moreover, a Wi-Fi access point usually sends control traffic (beacon) each 100 ms, thus in-
terfering several times an SF12, BW 203 frame. The distance between the LoRa gateway and
the surrounding Wi-Fi access points, as well as the transmitting power of both technologies
have probably also an impact on LoRa performance. As a reference, an SF8, BW 203 frame
has a ToA of only 68.41 ms, which is almost 13 times lower than with a SF of 12. Hence, SF8
frames might be slightly impacted by Wi-Fi, while the SF12 frames are largely impacted by
Wi-Fi when the BW is 203 kHz.

We now consider the wider bandwidth: 1625 kHz. Again the SF5 and SF8 configurations
follow the same trends. The degradation is clearly seen for weekdays where the FDR some-
times drops below 20% and even falls near to 0%. These drops correspond to two periods
of the day: (1) in the morning, probably when people start arriving at their offices, and (2)
at noon when people leave their offices to go down to the cafeteria to have the lunch break.
This contrasts with the behavior observed during the weekend: the average FDR is the same
for all SF and is about 100%. It confirms the results obtained in the exhaustive experiment:
during the weekend there is little activity registered in the building which leads to a higher
FDR than during weekdays. The analysis of the FDR obtained using a SF12, demonstrates
a clear difference with the results obtained using a BW of 203 kHz. Apart from some small
drops, never below 80%, the FDR is always near 100% for all hours and all days of the ex-
periment. The ToA of an SF12, BW 1625 is smaller than the ToA with a BW of 203 kHz.
That could explain the performance difference. Still, the SF12, BW 203 is supposed to be
the most robust configuration, the one which provides the greatest communication range.
So, the drops observed in the FDR during the long-run experiment are unexpected. Further
investigation including the repetition of the experiment is needed to understand completely
what is happening in this context.
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@ By running the long-run experiment we answer the question "How does LoRa
- connectivity vary as a function of the indoor environment (competing wire-
less technologies and people activity in the building)?" (RQ3-5). Overall, the
best configuration in our indoor experiment is SF8, BW 203. This combination
achieves a high robustness with a data rate of 5.08 Kb/s. Another candidate for
high robustness is SF12, BW 1625, but the achievable data rate is only 3.81 Kb/s.
The results also show a clear pattern of degradation in the times of the day in
which there are activities in the building, that is during weekdays, between
8 am and 7 pm approximately. This means that before deploying a LoRa net-
work in the 2.4 GHz ISM band, the influx of people and the work hours have
to be taken into account.

3.7 Conclusions and engineering insights

In this chapter, we proposed several experiments to evaluate the performance of LoRa in
outdoor and indoor environments in the 2.4 GHz ISM band. We also propose a qualita-
tive comparison with LoRa sub-GHz, underlying the new SF5 and the new BW (812 kHz,
1625 kHz) available. The various experimental results permit to highlight some engineering
insights on LoRa 2.4 GHz performance in both outdoor and indoor environments.

First, the results show that LoRa 2.4 GHz can reach a distance of communication of at least
1 km in an outdoor scenario while maintaining a FDR of 100% irrespective of the LoRa con-
figurations used to transmit frames. Overall, when comparing LoRa sub-GHz and LoRa
2.4 GHz results, the achievable communication range follows the same trend: the highest
data rate configurations have a smaller maximum communication range. Also, both ver-
sions of LoRa (sub-GHz and 2.4 GHz) ensure a FDR of 100% for a distance of 2 km (RQ3-2
and RQ3-3).

Second, we showed that for a three-floor indoor deployment, with the highest data rate
configuration, we achieve a FDR of about 70% when the end-device is placed in the same
location as the gateway but on a different floor. With the most reliable configuration, the
FDR is always around 100% for all floors and all distances evaluated. This clearly shows
LoRa’s robustness and coverage capabilities even in an indoor environment in the 2.4 GHz
ISM band (RQ3-4).

Third, we showed that the FDR is considerably affected by people present in the building as
well as their activities. Nevertheless, using the greatest communication range configuration
enables to keep a FDR close to 100%, even under a peak of activity in the building (RQ3-5).

Overall, these results illustrate that the SF and the BW have a significant impact on the FDR
(see Figure 3.4). Using a combination of parameters with an SF12 generally yields steady
and reliable communication during the whole experiment. To achieve a high data rate with
a robust link, it is better to use a low SF and a low BW, rather than to increase both the SF
and the BW. For example, for a distance between the gateway and the end-device of two
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floors, we recommend to use an SF5, BW 203, CR 4/8 LoRa configuration which delivers
a FDR of 100%. By increasing the SF and the BW to use an SF8, BW 1625, CR 4/8 LoRa
configuration, the FDR decreases to 90% (RQ3-1).

We believe that our results are useful to assess the real performance of LoRa 2.4 GHz tech-
nology, but also to guide the choices for future LoRa 2.4 GHz network deployments. The
performance obtained with LoRa 2.4 GHz indicates that this technology is suitable for sev-
eral indoor IoT applications. While its performance degrades when compared to LoRa
sub-GHz, it still offers the highest range among all technologies operating in the 2.4 GHz
ISM band (BT, Zigbee, Wi-Fi). We showed in Figure 3.13 that the greatest communication
range configuration achieves a communication over 39 m, while the usual wireless tech-
nologies of the 2.4 GHz ISM band have a typical communication range of 10 m. Our results
indicate that for complete coverage of a small multi-floor building, three or four gateways
would be enough for the highest data rate LoRa 2.4 GHz configuration, which is compatible
with an accurate localization. In the actual LoRa 2.4 GHz gateways, a ranging feature is im-
plemented. With three distances we can identify the position of an end-device in an indoor
environment. Adding more gateways increases the accuracy of the localization.

To use the 2.4 GHz ISM band, the first key technical challenge is the coexistence and inter-
ference management with other technologies. Indeed, during the day, we observed in our
experiment that the signal was interfered by other wireless technologies used in the build-
ing thus decreasing the performance. However, we do not know how much the interference
is destructive for the LoRa signal, and neither if the LoRa signal has an impact on the other
wireless technologies using the 2.4 GHz ISM band.

The results obtained in Section 3.6 through the long-run experiment tend to indicate that
the ToA of LoRa frames as well as the location of LoRa devices (gateways and end-devices)
regarding the location of the Wi-Fi APs impact the LoRa performance in an indoor environ-

ment.

Hence, in the next chapter, we propose a methodology to study the coexistence between two
wireless technologies using the same frequency band. We then apply our methodology to
study the mutual impact of LoRa and Wi-Fij, in an indoor scenario, on the performance of
each other.
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RQ answered:

RQ3-1: What is the impact of physical layer parameters (SF, BW, CR) on
the communication performance, i.e., communication range and frame
delivery ratio of LoRa 2.4 GHz? — Subsection 3.4.3

RQ3-2: What is the difference, in terms of connectivity and communi-
cation range, between LoRa sub-GHz and LoRa 2.4 GHz? — Subsec-
tions 3.5.2 and 3.5.3

RQ3-3: What communication range can we expect for LoRa in the
2.4 GHz ISM band in an outdoor environment? — Subsection 3.5.2
RQ3-4: What communication range can we expect for LoRa in the
2.4 GHz ISM band in an indoor environment? — Subsections 3.4.3
and 3.5.3

RQ3-5: How does LoRa connectivity vary as a function of the indoor en-
vironment (competing wireless technologies and people activity in the
building)? — Subsection 3.6.1

RQ raised:

RQ4-*: How does LoRa coexist with other wireless technologies in the
2.4 GHz ISM band? — Chapter 4
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Chapter 4

Addressing the coexistence of LoRa
and Wi-Fi in the 2.4 GHz ISM band

4.1 Introduction

We showed in Subsection 1.1.3 that one of the main challenges of LoRa in the 2.4 GHz ISM
band is the coexistence with other radio technologies such as Wi-Fi, BT, BLE, and ZigBee.

In the previous chapter, we investigated the potential of the LoRa technology in both indoor
and outdoor environments, in the 2.4 GHz ISM band. The results demonstrated that LoRa

is sensitive to its environment (mobility of people and external interference).

As a reminder, in Subsection 2.2.1 we provided an overview of the spectrum occupancy
by the main wireless technologies of the 2.4 GHz ISM band. We focused on the channel
allocation and commented on the choice of the three proposed LoRa 2.4 GHz channels by
Semtech. The proposed LoRa 2.4 GHz channels are located 1 MHz away from the BLE
advertising channels, and the three independent Wi-Fi channels completely overlap the
LoRa channels. Cross-technology interference can limit the performance of the technologies
using the same frequency band and having overlapping channels as overlapping transmis-
sions frequently mainly lead to transmission losses and impact the performance of wireless
technologies. Thus, it is of uttermost importance to evaluate the mutual impact of LoRa and
the other users of the 2.4 GHz ISM band, as LoRa is one of the latest technologies in this

crowded frequency band.

In this chapter, we study the coexistence of LoRa and Wi-Fi in the same frequency band. We
focus on the Wi-Fi technology, among all technologies using the 2.4 GHz ISM band, for two
reasons. First, Wi-Fi is the main and most known technology working in the 2.4 GHz ISM
band. Second, Wi-Fi uses the entire channel bandwidth to transmit frames, which means a
large period of interference with LoRa signals, as LoRa uses narrow bandwidths in compar-
ison with Wi-Fi. We consider the coexistence between these two technologies as follows: we
are interested in overlapping transmissions as it allows us to evaluate how they survive to
interference from each other. To this end, we make a performance evaluation of LoRa and
Wi-Fi interfering with each other transmissions in the 2.4 GHz ISM band. We thus investi-
gate several parameters (e.g., bandwidth, center frequency, topology) on the coexistence of
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LoRa and Wi-Fi to characterize various periods of overlapping transmissions between both
technologies. We designed our experiments to be repeatable and replicable, and so that each
technology is the main source of interference for the other technology being evaluated. Our
experimental coexistence study focuses on the physical layer of LoRa and Wi-Fi especially
because LoRa has no MAC layer standardized yet in the 2.4 GHz ISM band. This way, we
compare the performance of LoRa and Wi-Fi considering the absence of any mechanisms
(e.g., CSMA/CA, MCS, ACKs) that could improve the coexistence of both technologies in

an overlapping transmission scenario.

We formalize the study of LoRa and Wi-Fi coexistence in the 2.4 GHz ISM band with the
following research questions:

RQ4-1: How to study the coexistence of two wireless technologies using the same frequency
band?

RQ4-2: How does Wi-Fi performance vary as a function of the LoRa occupancy channel
rate?

RQ4-3: How does the communication reliability of both technologies vary as a function of
the frequency offset between LoRa and Wi-Fi center frequency channels?

RQ4-4: How does the Wi-Fi communication reliability vary as a function of the used LoRa
bandwidth and therefore of the ToA?

RQ4-5: Does the topology of the experiment, e.g., the distance between equipment using
different wireless technologies, have an impact on the communication performance of both
technologies?

RQ4-6: Does the Wi-Fi standard have an impact on the communication reliability of both
technologies?

RQ4-1 to RQ4-6 can be resumed into one general research question:

RQ4-7: What is the impact when there are LoRa and Wi-Fi overlapping transmissions on
both technologies” communication reliability?

The results described in this chapter help us to answer each research question through the

subsequent contributions !:

* We propose a methodology to evaluate the coexistence of LoRa and Wi-Fi in the 2.4 GHz
ISM band. Our methodology can be applied to study the coexistence of LoRa with
other wireless technologies.

* We make the first experimental evaluation of the coexistence between LoRa and
Wi-Fi. We design and implement an experimental setup where we conceive a gate-
way to end-devices communication synchronization to automatize our experiments.
We then compute the FDR as a metric of connectivity when the medium is shared for

IThis chapter extends the study under review for publication [96]. Parts of the results have been presented
at [3] and [4].
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both evaluated technologies. We also log and analyze the RSSI and the SNR to charac-
terize the radio environment of our experiments. The results permit to characterize the
coexistence and can also serve as a basis for future works to improve the coexistence
between LoRa and Wi-Fi.

* We extend the experimental results through simulations based on our performance
evaluation setup by testing more configurations and parameters than is possible on
real hardware.

* We establish a list of recommendations, especially on the best LoRa configurations, to
improve both LoRa and Wi-Fi performances, and we propose how to choose the LoRa
channel.

4.2 Studying the coexistence: SLR process

The 2.4 GHz ISM band refers to an ISM frequency band in the unlicensed spectrum. It is
quite crowded already: mostly by Wi-Fi, but also by other wireless technologies such as
Bluetooth or IEEE 802.15.4. Since several systems are communicating in the same environ-
ment, the question of coexistence is raised. We define coexistence as how much a technology
is robust to overlapping transmissions, i.e., interfering signal, from another technology. This
problem has already been widely studied as several technologies use the 2.4 GHz ISM band
to communicate, either using network simulations or real testbeds. However, the emergence

of LoRa in this frequency band imposes to study again eventual coexistence issues.

One of the most common devices using the 2.4 GHz ISM band is the microwave oven. At
the end of the 1990s, Wi-Fi and Bluetooth started using the same frequency band leading
to the first coexistence issues, as both technologies use the entire frequency spectrum of
the 2.4 GHz ISM band. As these technologies have been widely studied in terms of per-
formance, coexistence, interference, etc., we decided to apply the SLR process presented in
Appendix A.3 to select the articles for our SoA. Our SLR process aims to collect papers in
order to have an overview of the existing methodologies to study coexistence. Studying the
coexistence of two technologies usually implies evaluating the impact of transmissions from
one technology on the other technology. This kind of study analyzes the destructive impact
of interference between wireless technologies on their performances, e.g., throughput, FDR.
We synthesized the selected articles in Table 4.1, based on the methodology used to investi-
gate the coexistence (i.e., theoretical, network simulation, or real experiments). The last line

of the table highlights the novelty of our work compared to the existing literature.

4.2.1 Methodologies to study the coexistence

The methodologies to study coexistence can be divided into three approaches: (1) theo-
retical, (2) by simulations, and (3) by experiments. The simulations and experiments ap-
proaches can be divided into subcategories. The simulators either implement mathematical

models, e.g., MATLAB simulation, or implement a protocol or are designed to simulate a
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Ref Theoretical | Simulations | Experiments Technology
[97] X Wi-Fi
Wi-Fi [98]
(98] (991 [100] X LoRa sub-GHz [99] [100]
LoRa 2.4 GHz [41] [42]
[41] [42] [89] LoRa sub-GHz [89] [104]
]

[101] [102] [103] X
[104] [105]

[106] [107] [108]

Wi-Fi [101] [105
Other [102] [103]

LoRa sub-GHz [106] [107] [109] [110] [111]

[109] [110] [111] X X
[112] Other [108] [112]
[113] X X Wi-Fi
LoRa 2.4 GHz [7]
[71135] [114] X X Wi-Fi [7] [115]
[115] [116] [117] LoRa sub-GHz [35] [114] [116]
Other [117]
Other [118]
(18] [119] X LoRa sub-GHz [119]
Wi-Fi [120]
[120] [121] X X X Other [121]
[122] X X LoRa sub-GHz
0, Wi-Fi and
Our contribution X X LoRa 2.4 GHz

TABLE 4.1: Coexistence state of the art classification.

specific technology such as the LoRa module in the NS3 simulator. In the same way, the ex-
periments approaches are either real-world experiments based on commercial off the shelf
equipment or run in a controlled environment, or generating a controlled signal, using uni-
versal software radio peripheral (USRP) for example. Note that these three approaches can
be either used independently or combined. From these approaches, the coexistence is gen-
erally characterized in terms of percentage of occupation of a channel, BER or FDR.

Theoretical approaches rely on a mathematical model, which is an abstraction of the real
world. Indeed, the environment and the behavior of the technologies are represented through
mathematical equations. While it gives insights into coexistence, such theoretical approaches
cannot evaluate nor represent unexplained phenomena present in a real deployment. For
example, usually equations only take into account one propagation path whereas in the
real world wireless communication is most of the time a multi-path signal. Theoretical ap-
proaches are also based on assumptions that model real-world signal propagation. For in-
stance, a coexistence model in the time domain assuming that all the wireless technologies
use the same center frequency and the spectrum is always occupied by at least one wireless

technology [97].

Simulations-based approaches are facing the same issues: simulators do not implement a be-
havior that designers are not aware of. However, simulations permit to test configurations,
or architecture that are very costly and time-consuming to implement through real-world
experiments. Theoretical and simulation approaches have the advantage of giving bound-

ary results on the coexistence.

Some studies use mathematics to generate a loss model [99]. Some works perform
real-world measurements like noise measurements, and then use the collected data as the



Chapter 4. Addressing the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band 60

entry to the simulation model. This allows the authors to estimate the probability of losses or
the probability of interference [114] [115]. In several studies, the authors start the coexistence
study using equations or simulations and then run experiments to validate their hypothe-
sis [113]. Very often, when the coexistence study relies on simulations without real-world
experiment validation, the interfering signal is not necessarily associated with a given tech-
nology. They rather evaluate an interferer signal such as a white Gaussian noise [106] [109].
Simulations can also focus on varying one parameter of the interfering signal, such as the

distance between the interfered signal and the interferer [98].

The experiments are complementary to theoretical and simulation approaches. As experi-
ments take place in the real world, they are subject to the variations of the environment but
also to the potential constraints, limitations, and failures of the equipment.

One way to study the coexistence is to evaluate the occupancy of the frequency band. This
means that irrespective of the technology, we focus on how much a frequency band is used,
i.e.,, what percentage of the time the channel is occupied and on what frequency. This allows
to identify the potential risks of interference when a technology is about to be deployed in
a given environment [89]. We can also reverse the previous approach: we evaluate the per-
formance of a technology in terms of communication range for example, and we assume
that the observed losses can be a result of the other technologies present in the environment.
We thus obtain preliminary results that evaluate the relevance of studying or not the co-
existence. We adopted this approach in this thesis by evaluating the connectivity and the
communication range of LoRa in the 2.4 GHz ISM band [41] [42] (details are provided in
Chapter 3) and highlight the need to study the mutual impact of LoRa and other wireless
technologies of the 2.4 GHz ISM band. Using experiments to study the coexistence can take
many forms. We can be interested in the instant at which the interference occurs on the in-
terfered signal (preamble, payload, etc.), as well as in the power difference between the two
interfering signals. A common approach is to study the impact of the frequency channel
offset on performance [117].

Depending on the studies, the impact on the performance of interference can be
intra-technology [119], one technology over another, e.g., IEEE 802.11b/n on LoRa [7], or
mutual [99]. All of these works, based on experiments, evaluate various types of envi-
ronments: controlled, e.g., anechoic chamber [104], or real-world deployments, e.g., in-
door [101].

4.2.2 Coexistence of wireless technologies

As mentioned in the previous subsection, the first step in the study of the coexistence of
wireless technologies using the same frequency band is evaluating the channel occupancy.
The results of a channel occupancy evaluation permit to indicate if the deployment of a new
technology is possible and in which conditions (in terms of transmission time for example).

Regarding the study of the coexistence of wireless technologies, the frequency band of op-
eration is not the focus of interest. We believe that the methods to study the coexistence are
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independent of the frequency band of operation. Thus, we can apply the same methodol-
ogy to study the coexistence of two wireless technologies in the sub-GHz bands as in the
2.4 GHz ISM band. Cognitive radios [123] propose to use the idle times of the spectrum to

transmit on it.

Television white spaces are very attractive for cognitive radios. Not only WLAN could
use it, but also cellular users [121]. It is possible to characterize the WLAN data traffic by
considering the dependency between frequency sub-bands or time domain signals [120].
The authors evaluate the radio activity in an indoor environment through measurement
campaigns. Then using the data collected, the authors derive a Gaussian model to deter-
mine whether or not a WLAN is an opportunity for low-power technologies such as BT and
ZigBee as cognitive radios.

It is also possible to combine the channel occupancy study with the estimation of idle time
of a channel [102]. The spectrum measurement analysis takes into account the bandwidth
of the technologies already using the frequency band as well as the bandwidth of the tech-
nology that aims to be deployed in that frequency band. The authors define a threshold to
determine whether or not a channel is occupied. The duty-cycle is computed over a time
interval of one second. If the sample results in a value greater than 5% of the duty-cycle, the
channel is considered occupied. The measurements last 24 hours per location and evaluate
several bandwidths (5 MHz, 10 MHz, and 20 MHz). The results show that during office
hours, the measurement point located in the library has a high occupancy channel between
10 am and 5 pm. On average, with a 10 MHz BW the channel occupancy is 14.73% with an
average idle time of 28.88 s. In the suburban residential location, the occupancy channel is
high between 8 pm and 11 pm. On average, with a 10 MHz BW the channel occupancy is
24.74% with an average idle time of 3.63 s. Thus, opportunistic transmissions must take into
account both channel occupancy and idle channel time to choose where to deploy a new
technology.

Another approach is to evaluate the quality of channels [103]. BT creates a channel map,
based on the RSSI and the BER, after the connection between two BT devices. However, to
simplify the channel map creation, BluS is proposed. In this proposition, the channel map is
created without a connection between BT devices. The results show that this proposition is
valid for detecting occupied channels and also the difference in channel usage in the case of

several occupied channels.

In the context of IEEE 802.11 transmissions in the 2.4 GHz ISM band, it is possible to deter-
mine when a channel is idle and if it is occupied to differentiate the channel occupancy by
IEEE 802.11 activity of non-IEEE 802.11 activity [113]. The results demonstrate that setting
the sender and the receiver on different channels allows decreasing the total channel occu-
pancy, i.e.,, computed as the sum of the channel occupancy caused by IEEE 802.11 trans-
missions and other wireless technologies or undecodable IEEE 802.11 transmission. For
instance, an IEEE 802.11 frame using a DSSS modulation with a ToA of 3.2 ms and a frame
rate of 10 frame/s, results in a channel occupancy of 5% when the sender and the receiver
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use the same channel. With a difference of 3 channels between the sender and the receiver,
the channel occupancy decreases to 0.8%.

The coexistence of the IEEE 802.11 standards is also studied in the 5 GHz ISM band. The
channel utilization is used to measure the Wi-Fi spectrum occupancy [105]. The authors
evaluate three standards: IEEE 802.11a, IEEE 802.11n, and IEEE 802.11ac. The maximum
achieved throughputs are 29.20 Mbps, 66.28 Mbps, and 79.30 Mbps, respectively. When
there is an overlapping transmission using the same standard, increasing the throughput of
each pair (one transmitter and one receiver) results in a decrease in the achieved throughput
for both pairs. Once the saturation is reached, the throughput of both pairs is constant
and has a similar value. If the overlapping transmissions use different standards, i.e., IEEE
802.11a and IEEE 802.11n, at saturation, the IEEE 802.11n pair accesses the channel and
transmits more often than the IEEE 802.11a pair. For example, at saturation, the throughput
of the IEEE 802.11a pair is 3.3 Mbps while the IEEE 802.11n pair achieved a throughput of
53.3 Mbps.

The impact of interference on wireless technology performances is a focus of interest in the
context of the coexistence study.

Usually, studies evaluate the impact of one or several wireless technologies on a given wire-
less technology. Each technology transmits data with different power and during different
periods of time. The IEEE 802.15.4 standard defines a method to identify neighbors using
the RSSI over the IEEE 802.15.4 channel (2 MHz). According to the RSSI values obtained,
several thresholds are determined to classify the different sources of interference [118]. For
example, if there is no RSSI value greater or equal to -85 dBm, the channel is considered
unused and thus there is only noise in the channel. A WLAN interference is detected using
the beacon periodicity. This classification algorithm returns the main source of interference
(microwave ovens, BT, WLAN) that an IEEE 802.15.4 transmission can suffer from. This is
a preliminary approach to investigate the impact of these sources of interference on IEEE
802.15.4 transmissions. It has been shown that in a ZigBee network, for a distance between
the interferer and the receiver of 4 m, the packet error rate (PER) when a Bluetooth device or
a microwave oven is interfering is constant around 2% [101]. For an IEEE 802.11g interferer,
the distance between the ZigBee transmitter and receiver has an impact on performance.
While for a distance less than 6 m the PER is constant around 2%, it increases up to 4% for a
distance of 10 m.

However, IEEE 802.15.4-based networks are not always the best option for overlapping
transmissions [117]. Depending on the width of the interference, one of the four PHY layers
of BLE should be preferred. For a scenario where there a two pairs of overlapping transmis-
sions with a maximum number of transmission attempts set to 4, the BLE 2M PHY provides
a PER of about 15% while in the same conditions, the IEEE 802.15.4 PHY gives a PER of 75%.

From real-world measurements noise and interference power levels can be computed [115].

Wi-Fi is identified as the main source of interference in a city center. Through simulations,
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the authors compute the PER of IEEE 802.15.4 under Wi-Fi interference. In a city center envi-
ronment, the Wi-Fi interference prevents the use of IEEE 802.15.4 (PER near 100%). Moving
to other locations such as a university campus or a suburban residential area highlights the
availability of multiple channels with a PER under 40% and reach 0% when the transmis-
sion occurs around 2480 MHz which is the edge of the 2.4 GHz ISM band spectrum. We can
conclude that Wi-Fi heavily impacts IEEE 802.15.4 transmissions when there is a lot of APs
in the environment.

The coexistence is sometimes studied for a specific use case such as smart grid home area
network (SG-HAN) [97] [98]. In case of interference from the same wireless technology,
the throughput of the interfered technology decreases when the payload of the interferer
increases. For an interfered technology payload size of 50 bytes, a signal-to-interference-
plus-noise ratio (SINR) of -2 dB, the resulting throughput is almost 30 kbps and decreases
to about 10 kbps for an interferer payload size of 50 bytes and 97 bytes respectively. In
case of interference from other wireless technologies using the 2.4 GHz ISM band (IEEE
802.11b/g/n, BT, microwave oven), for an interferer payload size of 22 bytes, if the SINR
is higher than -2 dB, increasing the interfered technology payload size also increases the
throughput. In the industrial context, ISA100.11a is an open standard using the 2.4 GHz
ISM band. The results in [98] show that increasing the distance between the IEEE 802.11b
transmitter and the ISA100.11a node results in a decrease of the ISA100.11a PER. On the
other hand, the ISA100.11a PER increases with either an increasing number of IEEE 802.11b
APs or an increasing IEEE 802.11b transmitting power. However, the PER of ISA100.11a
never reaches one because the technology transmits following a channel hopping scheme.

Finally, the coexistence of two wireless technologies can be evaluated as the gain of collabo-
rating or competing for accessing the medium [108]. This can be modeled as a
spectrum-sharing game. The results show that the cooperation is valid when networks have
a small number of nodes. Otherwise, competing offers a higher gain to successfully access

the medium to transmit.

Wi-Fi is the main wireless technology using the 2.4 GHz ISM band. We summarize in
Table 4.2 the studies, extracted from our SLR process, on the impact of Wi-Fi on other tech-
nologies of the 2.4 GHz ISM band. The column "Robustness" highlights the impact of Wi-Fi
on other wireless technologies. For example, the third line of the table indicates that ZigBee
has a very good PER when transmissions overlap with IEEE 802.11b transmissions. Over-
all, we conclude that Wi-Fi has a significant impact on the performance of other wireless
technologies. However, there is a lack of studies focusing on the impact of other wireless
technologies on Wi-Fi performance. Our work aims to fill the gap regarding the robustness
of Wi-Fi against LoRa interference.

4.2.3 LoRa coexistence

LoRa sub-GHz robustness to interference has also been widely studied. Before deploy-
ing a new technology in a frequency band, studies focus on the occupancy channel and
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Ref Technology Metric Robustness

IEEE 802.15.4 over IEEE 802.15.4 intra-technology +
571 other wireless technologies over IEEE 802.15.4 Throughput inter-technology - -
[98] IEEE 802.11b over ISA100.11a PER ISA100.11a -

IEEE 802.11g over ZigBee under IEEE 802.11b +++
[101] BT over ZigBee PER under BT +++
Microwave oven over ZigBee under microwave oven +++

[115] WI-Fi (IEEE 802.11a/b/g/n) PER IEEE 802.15.4 - - -

over IEEE 802.15.4

TABLE 4.2: Wi-Fi coexistence studies.

the potential interference present in the frequency band. These approaches are very simi-
lar to the papers we presented in Subsection 4.2.2. For instance, in the city of Aalborg, in
Denmark, measurements have been made to evaluate the probability of interference that
LoRa or Sigfox deployment could suffer from [89]. The results indicate that there is a 22%
to 33% probability of having a signal above -105 dBm in the range of frequency 868.0 MHz
to 868.6 MHz. In this specific case, deploying LoRa and Sigfox networks in the shopping
area or the business park of the city might be an issue especially since it is very likely that
there will be other LoRa and Sigfox networks around, thus generating additional interfer-
ence. Measurement results are then used in simulations to evaluate the capacity and the
coverage, under interference, of LoRa and Sigfox [114]. For an indoor penetration loss of
20 db and without interference, LoRa and Sigfox provide more than 99% coverage. In case
of external interference, LoRa and Sigfox provide 78% and less than 50% coverage respec-
tively.

LoRa uses an unlicensed frequency band to transmit data and is thus exposed to interfer-
ence. But LoRa is also exposed to intra-technology interference. Most of the studies focus
on the impact of the distance between two LoRa networks interfering each other on perfor-
mance [107] [122] or a signal-to-interference ratio (SIR) threshold to allow the demodulation
of two LoRa signals using the same SF [35] [111]. For instance, to ensure a BER higher
than 107> when the distance between two LoRa networks is 0 km, the network capacity is
approximately 1450 end-devices. When the distance between the two LoRa networks in-
creases to 1 km, the network capacity decreases to approximately 250 end-devices. Results
also show that to ensure a BER of 1%, the SIR threshold for same-SF interference is 0 dB. If
the interfering LoRa signals use different SFs, the minimum SIR threshold is -8 dB and is
obtained for an SF7 signal interfering with an SF6 signal. Finally, studies demonstrate that if
the LoRa packets are transmitted simultaneously, with perfect synchronization, increasing

the SIR prevents the preamble detection and thus the decoding of packets [119].

Simulation works have demonstrated the good resilience of LoRa to additive white Gaus-
sian noise (AWGN). Combining AWGN and same-SF interference decrease the symbol error
rate (SER) [106]. To ensure a SER of 1073 with an SF9, the SNR is -10 dB which is 3 dB higher
than when only AWGN is interfering with the LoRa transmission. The impact on BER of
multipath channels is also higher than the impact of an AWGN [109] [110]. Indeed, for a
BER of 10~° under AWGN interference, the SNR is -12 dB. In case of 6-path and 10-path
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channels, the SNR is -10.5 db and -9 dB respectively to ensure the same BER of 10°.

LoRa and Sigfox are usually described as competitors in particular because the two French
technologies were created in 2009 and target IoT applications. Thus, several studies focus
on their performances [99] [109] [112]. Deep learning approach can be used to detect uplink
LoRa transmissions under same-SF and Sigfox interference. The authors proposed two op-
timizations of a previous work [124] using a deep feedforward neural network (DFNN) and
a convolutional neural network (CNN). The results show that the optimized LoRa receivers
using deep learning approaches improve the previous work. For instance, for interfering
LoRa and Sigfox users following a Poisson distribution with parameter A 0.5, for a targeted
SER of 1073, the SNR is -7 dB with the first version of the DFNN while the SNR is -4 dB with
the optimized DFNN. In addition, studies show that the probability of interference between
LoRa and Sigfox, for the same duty-cycle and in a worst case (-130 dBm of RSSI), is 30.3%
and 21% for LoRa using an SF10 and an SF12, and 36% for Sigfox. The distance between the
interfered technology and the interferer, as well as the power transmission, also plays a role
in the performance degradation. For a RSSI of -120 dBm, simply setting a distance of 500 m
between LoRa and Sigfox end-devices decreases the probability of interference from 14% to
7% for LoRa and from 12% to 6% for Sigfox. In this case, adding distance between LoRa and
Sigfox end-devices provides a 50% reduction of the probability of interference.

LoRa also coexists with other technologies such as IEEE 802.15.4. Experiments showed that
LoRa is more robust to IEEE 802.15.4 interference than the contrary. For the same center fre-
quency, using SF9, BW 500, LoRa packet reception rate (PRR) is around 60% while the IEEE
802.15.4 PRR is almost 0% [104]. The variant of the IEEE 802.15.4 PHY such as IEEE 802.15.4
smart utility networks (SUN) suffers from LoRa overlapping transmission as well [116].
The density of LoRa end-devices per km? heavily impacts the packet loss ratio (PLR) of
IEEE 802.15.4-SUN. For two LoRa end-devices per km? transmitting with SF7, BW 125 and
a density of IEEE 802.15.4-SUN end-devices varying between 2 and 8 per km?, the IEEE
802.15.4-SUN PLR is 5%. Increasing the LoRa density from 2 to 8 end-devices per km?,
increases the IEEE 802.15.4-SUN PLR to 18%.

The deployment of LoRa in the 2.4 GHz ISM band brings new coexistence challenges in
particular with Wi-Fi which is one of the main wireless technologies in this frequency band.
Studies showed that for an IEEE 802.11b co-channel interference i.e., same center frequency,
and a power difference of -42 dB between LoRa 2.4 GHz and IEEE 802.11b signals, LoRa can
achieve a BER of 1072 using SF12, BW 125 [7].

We summarize in Table 4.3 the studies, extracted from our SLR process, on the impact of
LoRa on other wireless technologies. We emphasize in the column "Robustness" the com-
munication reliability of LoRa when there are overlapping transmissions with other wireless
technologies. We conclude that the modulation and the communication parameters (SF, BW,
CR) used by LoRa are key factors of its robustness to external interference. However, the ex-
isting studies focus on the impact of other wireless technologies on the performance of LoRa
sub-GHz. We highlight the lack of study focusing on the coexistence of LoRa with other
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wireless technologies in the 2.4 GHz ISM band. In comparison with the previous cited stud-
ies, our work makes the first study of the mutual effects of LoRa and Wi-Fi in the 2.4 GHz
ISM band through real-life experiments, in an indoor environment, in terms of FDR. More
specifically, we evaluate the robustness of LoRa against two IEEE 802.11 standards using
two different modulations.

Ref Technology Metric Robustness

[7] IEEE 802.11b/n over LoRa BER unﬁgéé%%};?giib *
[99] LOR&?S& Sli;gfox Probability of interference Sii;gj I+
[116] | LoRa over IEEE 802.15.4-SUN PLR IEEE 802.15.4-SUN -

TABLE 4.3: LoRa coexistence studies.

4.3 A new methodology for coexistence experiments

In this section, we propose an original methodology to evaluate the coexistence of LoRa and
Wi-Fi in the 2.4 GHz ISM band. We also present the metrics and the networking tools used to
setup our performance evaluation. As in all our experiment designs, we have kept in mind
the will to make our work reproducible. Similarly to Chapter 3, we provide the official gate-
way [92] and end-device [93] public code. We do not provide the code we modify for our
experiments as we are working on the development branch of the Semtech code which is
not public. We make available the experimental data we collected, and the post-processing
scripts 2. As the environment in which our experiments take place has an impact on the re-
sults, we design an experimental scenario using a minimal, easily transportable setup. This
permits us to evaluate different environments at different times of the day. Similarly, our
methodology can be applied to study the coexistence of LoRa with other wireless technolo-
gies. We already started a preliminary study on the coexistence of LoRa and BT that will be
further developed in the future (see Subsection 6.2.3).

4.3.1 Coexistence experiment design

We have shown in Section 4.2 that the few available studies on the robustness of LoRa to in-
terference only consider how the interfering technology affects LoRa performance. The only
paper on LoRa 2.4 GHz in our state of the art on coexistence evaluates through simulations
the impact of IEEE 802.11b and IEEE 802.11n on LoRa BER [7]. Nowadays, Wi-Fi APs are
deployed in every building and used by everyone at universities, in working offices, and in
residential areas. So, we need to experimentally evaluate the feasibility of deploying LoRa
in the 2.4 GHz ISM band where the coexistence with Wi-Fi might be challenging. Indeed, if
the impact of LoRa drastically degrades the reliability of Wi-Fi communication, it is likely

2Both the code and the data will be available upon acceptance of the paper [96]. The code can be used
according to the terms of the Revised BSD License.



Chapter 4. Addressing the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band 67

that LoRa 2.4 GHz will not be used. For this reason, we decided to study the reciprocal
impact of LoRa and Wi-Fi overlapping transmissions on each other. This aims to answer the
question "What is the impact when there are LoRa and Wi-Fi overlapping transmissions on
both technologies” communication reliability?" (RQ4-7).

Before running our coexistence performance evaluation, we propose a methodology to an-
swer the question "How to study the coexistence of two wireless technologies using the
same frequency band?" (RQ4-1).

We design our experiments to have time periods where only one technology is transmitting
without interference from the other technology and considering several LoRa configura-
tions. The free-interference periods aim to setup a baseline for each technology that we
evaluate. This way, we can compare the communication reliability in the presence and ab-
sence of controlled interference and thus analyze how much interference prevents transmis-
sions. Figure 4.1 shows the timeline we designed for our experiments, which allows us to
automatize the experiments through the LoRa gateway to end-devices communication pro-
tocol, and Python scripts for Wi-Fi, described in Subsection 4.3.2. We design the experiments
with four phases: (1) only Wi-Fi is transmitting, to have a benchmark for Wi-Fi performance,
(2) LoRa starts transmitting and thus interferes with the Wi-Fi traffic, (3) Wi-Fi stops trans-
mitting letting LoRa transmitting alone, to have a benchmark for LoRa performance, and
finally (4) Wi-Fi starts transmitting and interferes with the LoRa traffic. These phases allow
us to compute the percentage of frame received, called the FDR, for Wi-Fi alone, the FDR
for Wi-Fi when LoRa is transmitting, the FDR for LoRa alone, and finally the FDR for LoRa
when Wi-Fi is transmitting, for a given LoRa configuration and at a given time. Although,
phases (2) and (4) are similar, we designed our experiments in that way to assess whether
the interfering technology, i.e., the one that starts while the other technology is transmitting,
has a significant impact on the performance of the interfered technology. The duration of
each phase is customizable. We conceived our experimental timeline to guarantee that: (1) a
representative number of frames is sent per LoRa configuration to compute the FDR, and (2)
each phase lasts the same period for each LoRa configuration. For example, if the duration
of Phase 1 is two minutes, Phase 2 also lasts for two minutes per LoRa configuration. Each
LoRa configuration has a different ToA depending on the combination of parameters used,
in particular SF and BW values. Hence, to ensure the same duration for each LoRa config-
uration, we modify the number of frames, and the interval between two frames, during a
period.

For a fair comparison of LoRa and Wi-Fi performances, we evaluate only the communica-
tions at the physical layer for both technologies. Indeed, as discussed in Subsection 2.3, no
MAC layer is standardized for LoRa in the 2.4 GHz ISM band yet. On the Wi-Fi side, we
do not consider the mechanisms ensuring the reliability of the communications mentioned
in Subsection 2.2.2. This way, we focus on the transmissions of both technologies regarding
only the impact of their configurations and modulations on their communication reliability.

We consider our results as a lower bound since results represent the raw performance of
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FIGURE 4.1: Timeline of an experiment divided into four phases: (1) Wi-Fi
only, (2) Wi-Fi + LoRa, (3) LoRa only, and (4) LoRa + Wi-Fi.

LoRa and Wi-Fi in an overlapping transmission scenario considering the absence of inter-

ference mitigation mechanisms.

To evaluate the impact of the LoRa parameters on the performance of overlapping transmis-
sions (RQ4-2), we studied typical LoRa configurations, i.e., the ones providing the greatest
communication range (SF12, BW 203) and the highest data rate (SF6, BW 1625), as well as
intermediary configurations (SF9, BW 812). We refer to a configuration as a triple that con-
tains (1) the spreading factor, (2) the bandwidth, and (3) the coding rate that is used in LoRa
to increase the redundancy of bits in the frames, and thus add robustness.

We mentioned in Subsection 2.2.1, the bandwidth difference between LoRa and Wi-Fi: be-
tween 203 kHz and 1625 kHz for LoRa, and 20 MHz or 22 MHz for the IEEE 802.11g and
IEEE 802.11b standards respectively. Thus, we vary the center frequency of the LoRa chan-
nel to change the overlap between LoRa and Wi-Fi to observe the impact of the chosen LoRa
channel (RQ4-3 and RQ4-4). Our timeline experiment represents the evaluation of various
LoRa configurations for one LoRa center frequency. In our case, one experiment is com-
posed of various repetitions of the timeline where we vary the LoRa channel and evaluate
the same LoRa and Wi-Fi configurations for each LoRa channel.

As the location of LoRa and Wi-Fi equipment has an impact on the results, we designed a
worst case topology (RQ4-5) where the LoRa transmitter is next to the Wi-Fi receiver and
conversely (see Figure 4.2). This is the worst case because each time the LoRa gateway re-
ceives a frame, there is a possibility that a Wi-Fi frame is transmitted simultaneously mean-
ing that our transmissions will suffer from the highest possible interference. LoRa frames
are sent at the maximum transmit power (13 dBm). So if the LoRa end-device sends a frame
and a Wi-Fi frame arrives at the receiver at the same moment, the Wi-Fi frame could be lost
because of a degraded RSSI due to signal propagation losses and interference coming from

the LoRa transmission.

Most of the results presented in the next sections evaluate the IEEE 802.11g standard. We
choose this version of IEEE 802.11 because of a hardware limitation coming from our exper-
imental equipment. We also evaluate the IEEE 802.11b standard and provide the results in
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FIGURE 4.2: Experimental setup composed of two laptops with wireless inter-
faces in monitor mode, one LoRa gateway, and one LoRa end-device. Trans-
mitters and receivers are approximately 10 meters away.

Subsection 4.5.6. However, the IEEE 802.11b and IEEE 802.11g standards provide different
data rates and use different modulations. So, even if we are constrained by our experimental
equipment in the IEEE 802.11 standard choice, we still are able to evaluate two standards
with distinct characteristics. For simplicity, we use the term Wi-Fi to refer to the IEEE 802.11
physical layer (DSSS for IEEE 802.11b and OFDM for IEEE 802.11g) for the rest of this chap-
ter.

The characteristics of LoRa and Wi-Fi are very different. Thus, we must carefully choose
the payload size to use in our experiments. LoRa typical applications have low data rates,
and send small amounts of data over long distances. We set the payload size to have a
reasonable ToA and also to represent a common payload size that can be found in LoRa
applications [125]. So, we use a 20 bytes payload resulting in a ToA between 3 ms and
1054 ms depending on the LoRa configurations. Meanwhile, Wi-Fi typical applications have
high data rates, and send long data frames over short distances. The usual Wi-Fi payloads
vary depending on the type of data sent. We scanned our environment with Wireshark for
a few minutes during office hours and observed a payload size between 190 and 350 bytes
for beacon frames, and a payload size between 1200 and 1460 bytes for data frames. So,
we decided to use 1400 bytes for the Wi-Fi payload size to cover a wide range of Wi-Fi
applications sending data.

Regarding the traffic model, we use a constant bit rate (CBR) for both LoRa and Wi-Fi. To
be fair, and to compare the results of the different LoRa configurations used, we use the
same occupancy channel rate (see Equation 4.2) for each evaluated LoRa configuration. The
typical Wi-Fi control traffic (e.g., beacon) is periodic. In our experiments, we reproduce the
Wi-Fi traffic periodicity by using 100 ms as it is the standard inter-beacon frame time. The
Wi-Fi Wireshark logs confirm that the MAC layer is disabled. By default, a Wi-Fi transmit-
ter retransmits up to 7 times a frame that is not being acknowledged by the receiver. As the
ACK mechanism is not present at the physical layer, it explains why our receiver logs con-
tain 8 frames for each transmitted frame. The first frame is the original one and the seven
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following frames are tagged with a 1-bit value indicating that this is a retry transmission.

So, a frame is transmitted every 1098

= 12.5 ms. However, in our study, we consider only
the original frames. This ensures a period of coexistence between LoRa and Wi-Fi even for
the shortest LoRa frames. The minimal interference period between LoRa and Wi-Fi origi-
nal frame is 1 ms. The shortest LoRa frames last approximately 3 ms while the IEEE 802.11¢g

frames last 1 ms.

time on air X number of frames to send for one LoRa configuration

occupancy channel rate = - . :
pancy test duration of one LoRa configuration

7

4.1
with time on air extracted from [9]
2SP
time on air = W X Nsymbol- 4.2)

4.3.2 Coexistence gateway to end-devices communication protocol

In Subsection 3.4.2, we designed and motivated a gateway to end-devices communication
protocol for the synchronization of LoRa equipment to automatize our experiments. In this

chapter, we reuse the original protocol and adapt it to our coexistence experiments.

To automatize the LoRa experiments, we need a protocol between the gateway and the
end-device to ensure that they are using the same configuration. The end-device has to
run a certain number of configurations depending on the series of experiments, which must
be repeated several times to average the possible variations in the results. The modified
version of the original protocol is presented in Figure 4.3. The main difference with the
original protocol is that in our coexistence study: (1) we use only one LoRa end-device, and
(2) we reconfigure the gateway after the three LoRa configurations we chose to evaluate to
change the center frequency of the LoRa channel. As a reminder, the gateway activates the
end-device by sending a downlink frame. Then, the end-device sends N uplink data frames
with the configured parameters. An end-device can run different configurations, one after
the other. For example, end-device 1 in Figure 4.3 runs three different LoRa configurations.
When the end-device finishes sending all the data frames for each configuration, it informs
the gateway by sending a specific message. Then, the gateway can reconfigure itself and
move to the next center frequency to be evaluated, or to the next set of configurations.

G G G G
’ifw’:{‘ng ’7f(4/:fg(13 /7r 0 f;fg ’7f ’bb(lvgf '
SRT-Ed1 >Time

ID: 0x1 CF: 2404 MHz CF: 2412 MHz
Center Frequency (CF): 2.402 MHz

FIGURE 4.3: Protocol used between the LoRa gateway and end-devices. Red

lines represent downlink end-device activation frames, blue lines represent

uplink control frames and black lines represent uplink data frames for each
configuration.
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Note that, as the LoRa gateway has to send frames to allow the end-device to start transmit-
ting, the downlink activation frames have to be sent with a configuration that is robust to
interference and signal propagation losses. We ran some tests to evaluate which configura-
tion to use to send the activation frames and we concluded that in order to always receive
at least one downlink frame we have to send the activation frame using SF12, BW 203.

The automation of the Wi-Fi part consists of a timer in the Python scripts used to generate
the frame transmissions because we considered a single Wi-Fi configuration. The timer is
chosen to allow the synchronization of the four phases (see Figure 4.1).

For both technologies, the start of the experiment is manual and then the rest of the experi-
ment (transmission periods, idle periods, and gateway reconfigurations) are automatized.

4.3.3 Coexistence evaluation metrics

Our performance evaluation aims to characterize the coexistence between LoRa and Wi-Fi
at the physical level. We are interested in the communication reliability achieved by a tech-
nology under interference, i.e., with overlapping transmissions, from another technology.
We thus look at the number of frames lost and compute the FDR as a metric of reliability
when the medium is shared for both evaluated technologies. We also log and analyze the
RSSI and the SNR to characterize the radio environment of our experiments.

The FDR indicates the proportion of received frames to sent frames and is a commonly
used metric to assess network performance. This metric gives insights into the robustness
of a wireless link between two devices. Based on the FDR it is possible to evaluate the
reliability and the communication range of a transmission between devices depending on
the environment, on the configuration setup, and other physical parameters such as the
antenna reception gain. We compute the FDR by logging frames at the transmitter and
the receiver sides for both technologies. As our experiments take place in an open indoor
environment, we cannot control all the Wi-Fi APs. Thus, even if we scan our environment,
we do not know the volume of data transferred by other interfering traffic. For the Wi-Fi, we
filter the source and destination MAC addresses to count only the frames we are generating.
Note that, we do not evaluate any retransmission mechanism for LoRa or Wi-Fi, as we only
considered the physical layers of both technologies.

The RSSI is a metric that gives the signal strength of the radio link for each received frame.
Frame losses are likely to happen if the signal strength of the radio transmission is too low.
In our case, analyzing the RSSI variations can explain and complement the results obtained
by computing the FDR. The RSSI is a measurement of the power of each received frame
at the receiver side in dBm. Generally, RSSI values vary between -30 dBm and -90 dBm for
Wi-Fi, and between -20 dBm and -140 dBm for LoRa (according to SX1280 Datasheet
“Ranging RSSI section” [9]).

The SNR is a metric that allows to quantify interference and noise. We compute the SNR
as the average signal-to-noise ratio of frames received by the gateway. Due to our topology
where equipment of different technologies are collocated, we expect that analyzing the SNR
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will not provide any added value. Indeed, equipment of different technologies will expe-
rience a similar noise; so the SNR does not give us additional information. However, we
still measure the SNR during our experiments and then analyze it to confirm or deny our

assumption.

4.3.4 Networking tools
To retrieve and compute these metrics, we use the following networking tools.

Scapy: This is a Python library, which permits to forge and send IEEE 802.11 frames through
the wireless interface of a computer. We specify the source and destination MAC addresses
of the frames, the wireless interface to send the frames, the payload size, and the data pay-
load to send. As far as we know, this Python library cannot change directly the IEEE 802.11
standard, or the MCS, used for the transmissions [126]. For instance, the wireless interface
traffic rate can be modified directly in the hardware parameters but not through Scapy. Usu-
ally, Scapy using the IEEE 802.11 layer is used to simulate network attacks, e.g., send a fake
beacon making devices believe that an AP is available or injecting data and forcing the dis-
connection of an AP. However, in our coexistence scenario, we use Scapy to generate the
Wi-Hi traffic. In our configuration, depending on the laptop used to forge the Scapy frames,
Scapy selects either the IEEE 802.11b or the IEEE 802.11g standard although our wireless in-
terface supports more recent standards such as IEEE 802.11n and IEEE 802.11ac. Remember
that to use Scapy the wireless interfaces have to support the monitor mode.

Tepdump: Tcpdump, when used in monitor mode, permits to observe the IEEE 802.11 head-
ers of the Wi-Fi frames and the control frames (beacon, ACK). We use this command line
utility program to monitor and log all the traffic sniffed through the wireless interface of
the transmitter and the receiver. We are especially interested in the IEEE 802.11 traffic that
permits us to analyze our own Wi-Fi traffic. Tcpdump stores, for each frame, information
such as the source and destination MAC addresses, the IEEE 802.11 standard used to send
the frame, the data rate, and the RSSI. By post-processing the file saved through Tcpdump,

we can compute the FDR and observe the RSSI variations over our experiments [127].

Netdownlink utility: The netdownlink utility is part of the gateway code owned by Semtech.
Through the LoRa gateway, the netdownlink utility allows to save each frame received by
the LoRa gateway into a CSV file. It retrieves information such as the LoRa configuration
used to send the frame (SF, BW, CR), the RSSI, the SNR, the payload size and the payload
content. This log permits us to compute the FDR, as we count the number of frames received
by the gateway, and observe the RSSI, and the SNR, variations that can explain the frame
losses.

We use two additional networking tools: Wireshark [128] and Netspot [95]. Wireshark
allows us to visualize the Tcpdump logs. We also confirm that the MCS used for the Wi-Fi
traffic was fixed since the MCS field of the Wi-Fi frames was empty. Netspot allows us to
visualize the Wi-Fi APs present in the environment of our coexistence as well as their RSSI

(min, max, and average values).
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4.4 Coexistence experimental description

Existing coexistence studies evaluate the impact of a few parameters, usually the transmis-
sion channel, and the distance between the source of interference and the interfered tech-
nology receiver, on the interfered technology performance [101]. In our experimental coex-
istence evaluation, we analyze a wide set of parameters that could impact LoRa and Wi-Fi
communication reliability. The parameters to evaluate are chosen to answer the questions
RQ4-2 to RQ4-7 on the performance in indoor environment of LoRa and Wi-Fi overlapping
transmissions in the 2.4 GHz ISM band. To this end, we design and conduct two series of

experiments:

1. General experiment. This experiment is designed to evaluate the impact of the LoRa
traffic load and the choice of the LoRa channel on the performance of both technolo-
gies. In these series, we use three different combinations of SF, BW, and CR, for a LoRa
occupancy channel rate of 10%.

2. Bandwidth experiment. This experiment is designed to evaluate the impact of a given
BW on LoRa and Wi-Fi performances. We focus on the BW for two reasons. First, the
interference is spread over the entire BW of the interfered signal. So, we evaluate the
impact of interference as a function of the BW of the interfered technology. Second,
changing one parameter in a LoRa configuration modifies the time on air of a frame,
and we are studying BW impact, and thus the ToA impact, on the performance of LoRa
and Wi-Fi respectively. For that, we use fixed spreading factor and coding rate values
for a LoRa occupancy channel rate of 18%.

We evaluate a maximum occupancy channel rate of 18% because this is a hardware limit
when the LoRa configuration is SF6, BW 1625. The maximum occupancy channel rate cor-
responds to a number of frames sent over a given period with no inter-frame time, meaning
that the only delay between transmitted frames comes from the hardware operation. The
theoretical number of frames is computed according to the ToA of one frame and the inter-
frame time (see Equation 4.4). Then we experimentally evaluate the effective duration to
send the number of frames computed and adjust it until fitting the targeted phase dura-
tion. In this numerical example, we compute the number of frames to ensure ten minutes of

continuous LoRa transmission.

test duration x targeted occupancy channel rate
time on air

= 34838 frames. (4.4)

theoretical number of frames = (4.3)

_ 600000 ms x 0.18
o 3.1 ms

Both series were run at least three times, to smooth out variations that might arise from a
change in the environment. We do not observe a significant difference between working
days and weekends results so we ran our experiments irrespective of the day of the week.
We start our coexistence study with the General experiment that evaluates a subset of LoRa
configurations with SF, BW, and CR varying. The General experiment was run only by
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night. We use the General experiment to evaluate the impact of the LoRa channel, and the
topology of experiments, on the performance of Wi-Fi and LoRa. From the results obtained
with the General experiment, we design the Bandwidth experiment that only changes the
ToA of the LoRa frames. We use the Bandwidth experiment to evaluate and compare the
results obtained at different running times: by night and day. Changing the time of running
our experiment allows us to evaluate how external wireless technologies usage in the envi-
ronment of the experiments, Wi-Fi in our case, impacts the communications of the evaluated

technologies. The duration of each experiment is about 6 hours.

We summarize the general parameters used for both series of experiments in Table 4.4.
Table 4.5 focuses on the specificities of the LoRa parameters used in the Bandwidth experi-

ments.
Configuration . . Center frequenc Payload size | Time on air
Technology nu%nber PHY Configuration (in MI?IZ) y (1};1 bytes) (in ms)
Wi-Fi / 802.11g, BW 20 MHz 2412 (channel 1) 1400 1
1 SF12, BW 203, CR 4/8 2402, 2404, 1054
LoRa 2 SF9, BW 812, CR 4/8 2406, 2408, 20 38
3 SF6, BW 1625, CR4/5 2410, 2412 3

TABLE 4.4: Parameters of the General experiment.

Configuration | Spreading | Bandwidth | Coding | Time on air
number Factor (in kHz) Rate (in ms)
2.a 152
2 0 | m :
: 812 4/8
3.a 1625 32
3.b 6 8
3.c 4

TABLE 4.5: Parameters of the Bandwidth experiment for LoRa.

4.4.1 Coexistence scenario

In Chapter 3, we studied the performance of LoRa in the 2.4 GHz ISM band in two indoor
environments: a university building where classes are given, and an office building host-
ing the Inria Lyon Centre. These previous experiments give us insights into the impact of
people’s mobility and activity inside the building on LoRa connectivity. In this chapter, we
study the coexistence challenge of LoRa and Wi-Fi in the 2.4 GHz ISM band, by evaluating
a third type of indoor environment: a residential one. Using a residential building to per-
form our experiments allows us to represent a real interference case for LoRa, as one of the
main applications of the IoT is smart home. We analyze how the presence of the residents
in the building, and more precisely the likelihood of external interference caused by peo-
ple using devices in the 2.4 GHz ISM band, as it would probably have an impact on LoRa
transmissions(RQ4-5 and RQ4-6).

All the experiments were performed in an apartment located on the fifth floor of a building
in Lyon (France) in a dense area. As depicted in Figure 4.2, we collocate the LoRa gateway
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with the Wi-Fi transmitter, and the LoRa end-device with the Wi-Fi receiver, to evaluate a
worst case topology.

We use the same equipment as in our previous experiments that consist of one end-device
sending uplinks and one gateway listening to uplink transmissions on the LoRa side. Al-
though our LoRa gateway can listen to three configurations in parallel, our setup only uses
one end-device, so the configurations are tested one after the other.

On the Wi-Fi side, we use two computers in monitor mode: one acts as the transmitter
and the other as the receiver. The transmitter computer generates the Wi-Fi traffic through
Scapy, and both computers monitor and log the traffic. Having logs on both sides of the
Wi-Fi transmission allows us to compute the Wi-Fi FDR by counting the received frames
over the sent frames. The Wi-Fi chipsets used by the computers are Intel Corporation
Wireless 8265 / 8275 (rev 78) [129], or Broadcom Corporation BCM4313 802.11bgn
Wireless Network Adapter (rev 01) [130]. Remember that the monitoring mode does not
aim to generate traffic and thus does not permit to change the transmit power of the wire-
less interfaces of our laptop. Using Netspot we can estimate the RSSI of our Wi-Fi traffic
by taking the average value of the AP present in the apartment. The average RSSI value is
-41 dBm. We chose the payload size within the maximum transmission unit (MTU) of Wi-Fi

and in accordance with the analysis of the wireless environment presented in Section 4.3.

In Table 4.4, we detailed the LoRa configurations we evaluate in our coexistence perfor-
mance evaluation. The LoRa configurations are referred to as configuration numbers 1, 2,
and 3, respectively. Note that while LoRa allows the use of a SF 5, our initial experiments
highlight a hardware limitation: small inter-frame times led to gateway failure, causing it
to shut down. Indeed, the gateway has no time to demodulate incoming frames before
switching to listening for new ones and eventually becomes blocked in a deadlock. Thus,
we decided to use the smallest SF value able to provide a stable operation which is SFé.
The chosen LoRa configurations are set up (i.e., number of frames and inter-frame time) to
ensure a transmission time of five minutes per configuration, corresponding to 29, 791, and
9900 LoRa frames respectively.

20 MHz

2402 2404 2406 2408 2410 2412 2422 Frequency (MHz)

FIGURE 4.4: Evaluated LoRa and Wi-Fi channels.

In Figure 4.4 we visualize the narrow bandwidth properties of LoRa (203, 406, 812 or 1625
kHz) regarding the bandwidth of Wi-Fi (20 MHz). We evaluate different center frequen-
cies for LoRa transmissions, from 2402 MHz to 2412 MHz with a 2 MHz step. Since the
Wi-Fi spectrum is symmetrical around the center frequency, for a given channel, transmit-

ting LoRa frames with a fixed frequency in the first part of the Wi-Fi spectrum will give the
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same results as transmitting on the second part of the Wi-Fi spectrum. This assumption is
true only if there is no wireless communication on the adjacent overlapped channels. Thus,
we evaluate six LoRa channels to cover only the first lobe of Wi-Fi channel 1, which is cen-
tered at 2412 MHz with a bandwidth of 20 MHz. This choice allows us to avoid interference
from Wi-Fi signals on channels 2 to 5, as Wi-Fi channels are separated by 5 MHz. With our
setup, Scapy allows us to use the IEEE 802.11g standard with a 12 Mbps data rate. As the
physical layer of the IEEE 802.11n standard is an improvement of the IEEE 802.11g standard
(see Subsection 2.2.2), our performance evaluation allows us to evaluate a popular Wi-Fi
standard when LoRa is transmitting.

Center frequency (in MHz)

2417 2427 2437 2447 2457 2467
2412 2422 2432 2442 2452 2462 2472 2484

-10
-20
-30

-40

-50
-60
-70
-80
-90 / / \
. A
1 2 3

FIGURE 4.5: Capture of the NetSpot tool showing the distribution of the ac-
cess points of the wireless environment where our experiments take place.
The yellow vertical line highlights the Wi-Fi channel used in our experiments.
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In Figure 4.5, we can see the distribution of the APs in the environment where the exper-
iments take place. Out of the ten APs visible in the figure, four are on channel 1, two on
channel 6, and two on channel 11, which confirms that the default Wi-Fi deployments are
generally on one of the three independent channels. In our experiment, we also evaluate
the Wi-Fi channel 1. Regarding the Wi-Fi APs distribution, we observe that our transmis-
sions will coexist with four other Wi-Fi networks that we considered at external interference.
Three out of the four Wi-Fi APs are located in other apartments and have an average RSSI
value between -72 dBm and -83 dBm. Due to propagation losses, transmissions coming from
these networks might have little impact on our results. The last Wi-Fi AP is located inside
the apartment and has an average RSSI value of -41 dBm. Still, during our experiments, we
did not use this Wi-Fi AP, i.e., we did not generate data traffic, so the only traffic interfering
with our transmissions is the control traffic. We assume that if this control traffic has an
impact on our results, it would be smoothed over the entire experiment and repetitions.
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4.5 Coexistence performance evaluation

In this section, we provide an answer to each of the research questions raised in the intro-

duction to this chapter.

4.5.1 Impact of the LoRa occupancy channel rate

To answer the question "How does Wi-Fi performance vary as a function of the LoRa occu-
pancy channel rate?" (RQ4-2), we start with a first evaluation of the impact of LoRa trans-
missions on Wi-Fi performance. To estimate the effect of the LoRa occupancy channel rate on
the Wi-Fi FDR, we send LoRa frames centered at 2402 MHz for ten minutes for three differ-
ent values of occupancy channel rate: 75%, 50%, and 25%. We imagine that these occupancy
channel rates correspond to a critical IoT application such as emergency advertisement in
the industrial domain. In this use case, the occupancy channel rate is chosen according to
the LoRa end-device resource application requirements and the number of end-devices in
the network. Therefore, for high resource application requirements and a small number of
end-devices, the occupancy channel rate is set to 75%. In the opposite case, i.e., low resource
application requirements and an important number of end-devices, the occupancy channel
rate is set to 25%. For the intermediate case where there is a trade-off between resource ap-
plication requirements and the number of end-devices, the occupancy channel rate is set to
50%. Note that LoRa sub-GHz transmissions are constrained to 1% of duty-cycle in Europe.
So, using LoRa in the 2.4 GHz ISM band leads to the possibility of transmitting more often
than in LoRa sub-GHz.

We do not evaluate the SF6 configuration, because the maximum occupancy rate reachable
with SF6 and BW 1625 is 18% according to Equation 4.2.
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FIGURE 4.6: Wi-Fi FDR for several LoRa occupancy channel rates.

In Figure 4.6 the Wi-Fi FDR is displayed depending on the LoRa occupancy channel rate:
blue lines represent an occupancy channel rate of 75%, orange lines represent an occu-
pancy channel rate of 50%, and green lines represent an occupancy channel rate of 25%.
For each occupancy channel rate tested the total duration of the experiment is 10 minutes
and is divided into periods of 5 minutes. During the first period of 5 minutes there are only
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Wi-Fi transmissions. During the second period of 5 minutes, there are overlapping Wi-Fi
and LoRa transmissions.

In Figure 4.6a, we can see the Wi-Fi FDR as a function of the occupancy rate using LoRa
configuration 1, i.e., SF12/BW203. From these results, we can see that the LoRa occupancy
channel rate has a direct impact on the Wi-Fi FDR. With a LoRa occupancy channel rate
of 75%, the Wi-Fi FDR is about 25%. The same applies to a LoRa occupancy channel rate
of 50% leading to a Wi-Fi FDR about 50%, and to a LoRa occupancy channel rate of 25%
leading to a Wi-Fi FDR about 75%. In Figure 4.6b, we observe that the results obtained by the
intermediate configuration (SF9) are almost identical to those of the greatest communication
range (SF12). The Wi-Fi FDR decreases between the two configurations is approximately
5%. So the LoRa configuration has less impact on the Wi-Fi FDR than the LoRa occupancy
channel rate.

As a LoRa SF12 signal is more robust than a signal using an SF9, we thought we would see
significant variations of the Wi-Fi FDR depending on the LoRa interfering signal configura-
tion. In the next sections, we will further investigate these results.

@ This first evaluation provides an answer to the question "How does Wi-Fi per-
- formance vary as a function of the LoRa occupancy channel rate?" (RQ4-2). The
results show that the higher the occupancy channel rate, the lower the Wi-Fi
FDR. This trend is similar for both LoRa configurations tested. In addition, the
Wi-Fi FDR decrease is directly linked to the intensity of the LoRa traffic rather

than to the LoRa configuration.

4.5.2 Impact of the LoRa center frequency

In Figure 4.4 we hinted that the choice of the LoRa channel may have an impact on perfor-
mance. Depending on the center frequency of the LoRa channel, the LoRa channel is disjoint,
partially overlapping, or fully overlapping with the spectrum of the Wi-Fi AP. This raises
the research question "How does the communication reliability of both technologies vary
as a function of the frequency offset between LoRa and Wi-Fi center frequency channels?"
(RQ4-3) we aim to answer in this subsection.

Figure 4.7 shows the LoRa FDR for a range of center frequencies and for the three config-
urations detailed in Table 4.4. The trends observed in the results are the same for all the
repetitions of the experiment. Hence, to ease the understanding of the results, in Figure 4.7
we display the results of only one experiment.

We conclude from the results that the closer the center frequency of the LoRa channel is from
the center frequency of the Wi-Fi channel (2412 MHz), i.e., the biggest channel overlap, the
higher the impact on the LoRa FDR. For example, for the intermediate configuration (see
Figure 4.7b) until 2404 MHz the FDR is 100%. Then the LoRa FDR decreases from 82% to
35% as we get closer to the Wi-Fi center frequency. When using a less robust LoRa configu-
ration (e.g., small SF combined with high BW, such as configuration 3) the impact on LoRa
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FIGURE 4.7: LoRa FDR depending on the center frequency.

performance appears sooner (at 2404 MHz). For the configuration providing the highest
data rate (see Figure 4.7c), the results show that for all the tested center frequencies, except
2402 MHz, the LoRa FDR without interference is above 92% whereas under interference it
decreases to a minimum of 45%. Finally, for the greatest communication range LoRa con-
figuration (see Figure 4.7a), and thus the most robust configuration, the results indicate that
the Wi-Fi has negligible impact on LoRa performance as we always received 100% of the
transmitted frames. Indeed, LoRa is known to be able to demodulate a signal below the
noise floor: as a high SF and a small BW increase the robustness, the interference from the

Wi-Fi frames is not sufficient to impact the received frames.

We also observe that the LoRa FDR is equivalent regardless of whether we look at the
Wi-Fi + LoRa or LoRa + Wi-Fi bars. There is an exception in Figure 4.7b at 2406 MHz where
the blue bar, representing Wi-Fi + LoRa overlapping transmissions, shows a FDR of 47%
while the green bar, representing LoRa + Wi-Fi overlapping transmissions, show a FDR of
almost 83%. Between these two phases of the experiment, there is a difference of 30 min-
utes according to the timeline of our experiments. There is a chance that during the Wi-Fi +
LoRa phase we suffer from a burst of interference such as a firmware update of the Wi-Fi AP
present in the apartment. Then when the LoRa + Wi-Fi phase starts, and according to the
results, we assume that the interference peak has disappeared validating the assumption on

a possible firmware update on the Wi-Fi AP.

To explain the results we obtained, we computed the RSSI of LoRa. Each LoRa frame re-
ceived by the gateway has a RSSI and a SNR value. To ease the visualization of the results,
we plot the mean RSSI value for each phase of the experiment in Figure 4.8.

As expected, in Figure 4.8a, with or without Wi-Fi interference, the RSSI is very good with
a lowest value of -58 dBm and a maximal value of -50 dBm. These values correspond to the
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FIGURE 4.8: LoRa RSSI variations depending on the center frequency.

LoRa performance using the greatest communication range where 100% of the transmitted
frames are received. The RSSI obtained with the intermediate and the highest data rate
configuration (Figures 4.8b and 4.8c respectively) cannot explain the decrease of the FDR
we observe in Figure 4.7. Most of the RSSI values are around -56 dBm with the lowest RSSI
of -57 dBm. It means that irrespective of the LoRa configuration used, the RSSI is very good,
which is not consistent with the frame losses we observed. Indeed, with these RSSI values,
and taking into account the robustness of LoRa to interference, we expected to receive many
more frames than we monitored. To explain the frame losses we notice, we expected an RSSI

around -80 dBm or less.

Remember that the RSSI stored by the LoRa gateway is the RSSI of the channel at a given
time and not the RSSI of the received frame (see Subsection 3.3.1). In this chapter, we de-
signed a worst case topology for our experiments. Due to the close location of the trans-
mitter and the receiver of overlapping technologies, the stored RSSI will correspond to the
strongest signal transmitting when the LoRa gateway receives a frame. Consequently, we
have to analyze the LoRa SNR to explain the frame losses observed (see Figure 4.9).

We expected to see SNR variations where, for the less robust LoRa configurations, the SNR
limit value is reached (see Table B.2). We observe a very different behavior. The less robust
the LoRa configuration is, the higher the SNR value is. For example, if we compare the
transmissions for a LoRa channel centered at 2406 MHz, under Wi-Fi interference (e.g., blue
and green points), we note a SNR of -4 dB, 11 dB and 13 dB respectively for configurations 1
to 3. Once again, we assume that these values come from the topology of our experiments.
Configuration 3 uses SF6, BW 1625, thus providing the highest data rate, but it is also less
resistant to interference. So, the frames correctly received, and demodulated by the gateway,
have to be much stronger than the Wi-Fi frames interfering. The SNR value observed for
configuration 1, i.e., SF12, BW 203, and especially the negative ones, can be explained by
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FIGURE 4.9: LoRa SNR variations depending on the center frequency.

the ToA difference between LoRa frames and Wi-Fi frames. Indeed, a LoRa frame using the
greatest communication range configuration is interfered by several Wi-Fi frames. In other
words, a LoRa frame with a long ToA experiences more interference from Wi-Fi than a LoRa
frame with a small ToA. The addition of the interfering Wi-Fi frames on the LoRa frame
using configuration 1 can lead to a negative SNR when the LoRa gateway demodulates the
frame. But, as the SNR limit value is not reached, we still receive all the LoRa frames. We
conclude that the analysis of the RSSI and the SNR for LoRa transmissions is not sufficient

to explain the frame losses experienced and focus only on the FDR in the rest of this chapter.

Going back to the objective of this section, we analyze next the Wi-Fi FDR depending on the
LoRa channel in Figure 4.10. The purple bars represent the Wi-Fi FDR without LoRa inter-
ference. Then we distinguished the LoRa configurations for the two periods where we have
LoRa and Wi-Fi overlapping transmissions: the first blue and green bars correspond to LoRa
configuration 1, the second blue and green hatched bars correspond to LoRa configuration
2, and the third blue and green spotted bars correspond to LoRa configuration 3.

The results highlighted here show that the LoRa channel, used in overlapping transmission
with Wi-Fi, has no significant impact on Wi-Fi performance. Indeed, the Wi-Fi FDR is on
average 91%, 87%, and 55% for LoRa configuration 1, 2, and 3 respectively, and irrespective

of the LoRa channel evaluated.
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FIGURE 4.10: Wi-Fi FDR depending on LoRa center frequency. Blue and green
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uration 1, hatched bars for configuration 2, and spotted bars for configuration

3.

The evaluation of the impact of the LoRa channel center frequency on LoRa and
Wi-Fi performances answers the question "How does the communication relia-
bility of both technologies vary as a function of the frequency offset between
LoRa and Wi-Fi center frequency channels?" (RQ4-3). We conclude that for
Wi-Fi, the center frequency of the LoRa traffic has no significant impact on
Wi-Fi performance as the FDR is similar for each LoRa configuration. For LoRa,
the results show that the impact on the LoRa FDR increases with the decrease
in frequency offset between LoRa and Wi-Fi center frequency channels.

This result shows that LoRa channels have to be taken into account for future
LoRa networks deployment to ensure a good coexistence with Wi-Fi. As the
LoRa FDR under Wi-Fi interference is 100% for both LoRa channels at 2402
and 2404 MHz, at least for the greatest communication range and the inter-
mediate configurations, we can validate the choice of these channels. We can
also validate the 2403 MHz LoRa channel as a good option, as proposed by
Semtech, as we validated channels on either side of this frequency. As the other
two channels proposed by Semtech are located at the edge of an independent
Wi-Fi channel (channels 1, 6, and 11), and as the Wi-Fi spectrum is symmetrical
around the center frequency, we assume that the results obtained in our coex-
istence study also apply for the other independent Wi-Fi channels. Thus we
validate the 2425 MHz and 2479 MHz LoRa channels as a good option.
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4.5.3 Impact of the LoRa bandwidth on the Wi-Fi performance

The results obtained by evaluating the impact of the LoRa center frequency channel, high-
light that the ToA difference of LoRa and Wi-Fi frames is a lead to explain the losses we expe-
rienced. Thus, to answer the research question "How does the Wi-Fi communication reliabil-
ity vary as a function of the used LoRa bandwidth and therefore of the ToA?"
(RQ4-4), we designed the Bandwidth experiment presented in Section 4.4, and focus on the
Wi-Fi performance we obtain through both experiments and simulations. Since the LoRa
greatest communication range does not experience frame losses (see Subsection 4.5.1), in
this subsection, we focus on the intermediate and the highest data rate configurations.

Experiment results

In this series of experiments, we fixed the LoRa occupancy channel rate to 18% to be able to
evaluate the highest data rate configuration because, as demonstrated in Equation 4.4, 18%

is (almost) the maximum occupancy channel rate for LoRa using SF6 and BW 1625.

Figure 4.11 shows the Wi-Fi FDR for the LoRa configurations 2.a, 2.c, 3.a and 3.c (see
Table 4.5), i.e., SF9 and SF6 combined with the smallest and the highest available band-
widths. In each subfigure, the purple bar represents the Wi-Fi FDR without LoRa interfer-
ence. It is still possible that external transmissions (from Wi-Fi APs in the environment)
interfered with our Wi-Fi traffic. Then, for the two periods where we have overlapping
LoRa and Wi-Fi transmissions, the Wi-Fi FDR is computed depending on the LoRa band-
width used: the first blue and green solid bars correspond to BW 203 kHz, while the second
blue and green hatched bars correspond to BW 1625 kHz.
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FIGURE 4.11: Wi-Fi FDR for several LoRa bandwidths. Blue and green bars
correspond to the following LoRa bandwidth: empty bars for BW 203 kHz,
and hatched bars for BW 1625 kHz.

Figure 4.11a shows that the LoRa bandwidth has an important impact on the Wi-Fi FDR.
For example, for a LoRa traffic centered at 2410 MHz, using the configuration 2.a, i.e., SF9,
BW 203, the Wi-Fi FDR under interference is 98% for both periods of overlapping transmis-
sions. In the same way, for LoRa using the configuration 2.c, i.e., SF9, BW 1625, the Wi-Fi
FDR is only 82%.

We also observe that for LoRa overlapping transmissions using a channel centered at 2402
MHz, the Wi-Fi FDR is lower than for the other center frequencies. For a LoRa channel
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centered at 2402 MHz, we assume there is possible interference coming from other wireless
technologies, in particular BT /BLE, which use the 2402 MHz frequency as center frequency
for one of their advertisement channels. We use an USRP to analyze this specific channel fre-
quency, and we observed that nearby cellphones are constantly beaconing on the BT/BLE
advertisement channels, thus validating our hypothesis about possible interference. After
validating our assumption on the behavior of BT equipment, we carried out the rest of the
experiments with our BT devices switched off. The results in Figure 4.11a correspond to a
series of experiments where BT devices were switched on. The Wi-Fi FDR for LoRa config-
urations 2.a and 2.c at 2402 MHz are 79% and 72% respectively, while the Wi-Fi FDR is on
average 97% and 80% for the center frequencies from 2404 MHz to 2410 MHz. The results in
Figure 4.11b, correspond to a series of experiments where BT devices were switched off. The
results show that, regardless of the center frequency of the LoRa traffic, the Wi-Fi FDR under
interference is on average 70% for LoRa configuration 3.a, and 28% for LoRa configuration
3.c, i.e., SF6, BW 203 and SF6, BW 1625 respectively. The Wi-Fi FDR difference between the
two figures comes from the LoRa configurations. However, we see that when the BT devices
are switched off, the Wi-Fi FDR for a LoRa channel centered at 2402 MHz is similar to the
FDR obtained for the other center frequencies.

In addition, at 2412 MHz, the Wi-Fi FDR is 80% and 71% for LoRa configurations 2.a and
2.c respectively. We make the assumption that the Wi-Fi FDR decreases when the LoRa
channel has the same center frequency as the Wi-Fi channel, 2412 MHz in our case, the LoRa
transmissions have more impact on Wi-Fi. The Wi-Fi spectrum is not constant and has a
lower power at the center frequency than on the rest of the BW. This could explain why we
observe a FDR decreases at 2412 MHz when LoRa uses this frequency to transmit.

The result clearly shows that for the same LoRa occupancy channel, the LoRa bandwidth
has a significant impact on the Wi-Fi FDR as we observe a FDR under 100% during LoRa
transmissions. Moreover, a low SF combined with a high BW has a higher impact on the
Wi-Fi FDR than a large SF with a low BW. This means that the Wi-Fi FDR decreases as a
function of the LoRa time on air. Thus, to guarantee good Wi-Fi performance, it is better
to use a small bandwidth with an SF value of at least 9. The difference between the Wi-Fi
performance when using SF9 or SF6 can be explained by the time on air of the frames. A
Wi-Fi frame lasts approximately 1 ms for the IEEE 802.11g 12 Mbps standard, and a frame
is transmitted every 100 ms. On the LoRa side, an SF9, BW 1625 frame lasts 24 ms and is
transmitted every 106 ms, whereas an SF6, BW 1625 frame lasts 4 ms and is transmitted
every 24 ms. Approximately one over two Wi-Fi frames interfere with one LoRa SF9 frame,
while a Wi-Fi frame interferes with a maximum of three LoRa SF6 frames. So Wi-Fi traffic is
more likely interfered by LoRa SF6 frames than LoRa SF9 frames.

In addition to Figure 4.11, and to observe the FDR decrease using configuration 3, we also
evaluate the LoRa 812 kHz bandwidth (see Figure 4.12).

The results show that, except for 2402 MHz and 2412 MHz, the Wi-Fi FDR under interfer-

ence is on average 70%. For the two LoRa boundary channels tested, i.e., 2402 MHz and
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FIGURE 4.12: Wi-Fi FDR for LoRa 3.a and 3.b configurations.

2412 MHz, the Wi-Fi FDR decreases to approximately 55%. We conclude that the band-
width, and thus the resulting ToA of LoRa frames has an impact on the Wi-Fi FDR. The
Wi-Fi FDR decreases as the LoRa bandwidth increases.

Simulation results

We extend the experimental results through simulations based on our performance evalua-
tion setup by testing more configurations and parameters than is possible in real world. To
quantify the impact of the LoRa time on air, combined with the occupancy channel rate, on
the Wi-Fi FDR, we used MATLAB simulations. It allows us to study various occupancy rates
(1%, 10%, 18%, and 30%) for all the possible LoRa spreading factors (from 5 to 12). These
simulations compute the theoretical Wi-Fi FDR when the medium is shared with LoRa trans-

missions.

To compute the theoretical Wi-Fi FDR, we make the assumption that if a Wi-Fi frame over-
laps with a LoRa transmission, the Wi-Fi frame is lost irrespective of the arrival time of the
LoRa frame. In other words, even if the Wi-Fi and the LoRa frames partially overlap, the
Wi-Fi frame is lost. This way we give a lower bound FDR for Wi-Fi transmissions interfered
by LoRa transmissions. We then compute the theoretical Wi-Fi FDR in Equation 4.9 (details
are provided in Appendix C).

The time during which LoRa and Wi-Fi frames overlap is:

WiFip
y fry
LoRay

X (WiPiTOA + LORQTOA) (4.5)

The probability that a Wi-Fi frame is interfered by a LoRa frame during a Wi-Fi period is:

WiFi, — WiFigya + LoRap

Piter = 46
mter = ToRa, WiFi, (*6)
WiFip,a + LoRarya
- LUR“TOA (47)
LoRapr
WiFi
= (—=4 1 1) x LoRaog (4.8)

LORQTOA
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The FDR is then computed as:

WiFig4

FDR =1 —
(LORLZTOA

+1) x LoRapr 4.9)
where:

WiFig, 4 = Wi-Fi time on air
WiFige., = Wi-Fi sleep time, i.e., inter-frame time
WiFi, = Wi-Fi period = WiFig, o + WiFigp
LoRag,4 = LoRa time on air
LoRagjeep = LoRa sleep time, i.e., inter-frame time
LoRa, = LoRa period = LoRara + LoRagep
LoRapr = LoRa occupancy channel rate

Piyter = probability of interference

The theoretical Wi-Fi FDR we computed represents the probability that a Wi-Fi frame is
not overlapping with any LoRa frame during the transmission. The results are shown in
Figure 4.13. where each color corresponds to one LoRa occupancy channel rate, and each
point of a given color corresponds to a LoRa configuration, from left to right, represented as
a ToA in the simulations. We choose to evaluate a fix BW of 1625 kHz to have the maximum
frequency overlap between LoRa and Wi-Fi transmissions.
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FIGURE 4.13: Simulated Wi-Fi FDR for several LoRa ToA of frames and chan-
nel occupancy rates. Black lines highlight the experimental Wi-Fi FDR for
LoRa configuration 2.c.

We observe that increasing the SF and thus the ToA of the LoRa frames also increases the
Wi-Fi FDR. Additionally, LoRa frames with a small ToA interfere more frequently Wi-Fi
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frames which also decreases the Wi-Fi FDR. For a LoRa occupancy channel rate of 18% rep-
resented in yellow, as in our experiments, and for a LoRa ToA of 24 ms, which corresponds
to the ToA of the configuration 2.c, i.e., SF9, BW 1625, the Wi-Fi FDR is 81%. In our ex-
periments, we obtained a Wi-Fi FDR of 82%. We conclude that our experiment results are
consistent with the theoretical results.

A way to increase the Wi-Fi FDR is to decrease the LoRa occupancy channel rate. In
Figure 4.13, we see that for a LoRa SF9 configuration, the Wi-Fi FDR increases from 68%
to 98%, by decreasing the occupancy channel rate from 30% to 1% respectively.

(r') These results answer the question "How does the Wi-Fi communication reliabil-
- ity vary as a function of the used LoRa bandwidth and therefore of the ToA?"
(RQ4-4). The time on air of the LoRa frames has a significant impact on the

Wi-Fi performance. For a given LoRa occupancy channel rate, decreasing the

SF and increasing the BW drastically decreases the Wi-Fi FDR until 28% using

the highest data configuration. The theoretical results depicted in Figure 4.13

confirm these experimental results.

454 Impact of the environment

In the previous subsections, we evaluated the coexistence of LoRa and Wi-Fi in the 2.4 GHz
ISM band by varying the physical parameters of LoRa (i.e., configurations, channels, traffic
load). To fully validate the answers to the research questions RQ4-3 and RQ4-4, we now ex-
plore the impact of the time of day when we run our experiments. We aim to study if there
are periods of time where LoRa transmissions will less compete with Wi-Fi transmissions.
Depending on our results, this could be an opportunity for a smooth coexistence between
Wi-Fi and LoRa as each technology will have free from interference period of times. To eval-
uate this, we perform several repetitions of our experiments: by night and by day. We do not
observe a significant difference between working days and weekends results so we regroup
all daytime experiments. We expect that during the night, the Wi-Fi activity is less present
than during the day because, as our experiments take place in a private environment, there
are fewer wireless networking activities, since people are sleeping. With low Wi-Fi activ-
ity, there is less interference, so we conjecture an improvement of the LoRa performance.
Some existing studies show that there are activity peaks in the early morning before people
leave for work, at noon, and in the evening when people come back from work [131][132].
Since the pandemic, working remotely from home has become more popular, resulting in
potential interference throughout the day.

We run the experiments and compute the results, for all the possible intermediate LoRa
configurations detailed in Table 4.5. The concluding remarks on the results are the same,
thus we present as an example the results for a bandwidth of 812 kHz, since this represents
an intermediate LoRa configuration. Figures 4.14a and 4.14b show the LoRa FDR during
night and day experiments respectively. Each point corresponds to a measurement from
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one experiment, and the point’s color indicates the type of transmission: blue and green
represent overlapping transmissions, and orange represents LoRa interference-free trans-
missions. Note that when only point is displayed this indicates that the results of all the ex-
periment repetitions provide the same FDR. Each experiment lasts approximately 6 hours,
corresponding to 348, 9492, and 118800 frames depending on the LoRa configuration used.
This allows us to evaluate a significant period of time where variations in the wireless en-
vironment might happen. We conclude that for both technologies, the performances are
similar. Regardless of the time of the day when we run the experiments, we do not observe
significant changes in the FDR. We assume this comes from the fact that we are not using
the Wi-Fi AP present in the apartment, which constitutes the main external source of inter-
ference for our experiment. This way, our results are not dependent on the time of the day at
which we run our experiments. The main source of interference of LoRa is our Wi-Fi traffic
and reciprocally, and external interference have a negligible effect on LoRa FDR.
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FIGURE 4.14: LoRa FDR for configuration 2.b, for several repetitions during
night and day.

By comparing Figures 4.14a and 4.14b for LoRa channels centered at 2402 and 2404 MHz,
we observe a slight amelioration of the FDR during the night. However, the lowest LoRa
FDR on these channels by day, under interference, is 92% which is still very good. For the
other center frequencies, we observe some variations between the different repetitions of
the same experiment. We assume it comes from the environment of our experiment which
can be different from one day to the next. Overall, by night the FDR varies from 32% to 56%
with an average of 47%, whereas by day it varies from 32% to 54% with an average of 43%.

The FDR variations follow the same trend.

In the same way, we analyze the Wi-Fi FDR by night and by day, when the LoRa transmis-
sions use an SF9 combined with bandwidths of 203 and 812 kHz. It allows us to compare
the low variation of the LoRa FDR with the Wi-Fi FDR. Figures 4.15a and 4.15b show the
Wi-Fi FDR with colors coded as follows: blue and green represent overlapping transmis-
sions, and purple represents Wi-Fi interference-free transmissions. Circles are for the first
LoRa configuration evaluated, i.e., 2.a, and triangles correspond to the second LoRa config-

uration evaluated, i.e., 2.b.

The results show more variations of the Wi-Fi FDR by night (Figure 4.15a) than by day
(Figure 4.15b). We show in Figure 4.5 that transmissions coming from the surrounding Wi-Fi
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FIGURE 4.15: Wi-Fi FDR, for LoRa configurations 2.a and 2.b, for several
repetitions during night and day.

APs that could interfere with our transmissions are sufficiently attenuated by signal propa-
gation to not have a significant impact on our results. So, the only Wi-Fi AP with a potential
impact on our transmissions is the one located inside the apartment where we run our ex-
periments. Remember that we switch off this Wi-Fi AP during our experiments, so only
control traffic interferes with our transmissions. However, during the night there is a pos-
sibility that the Wi-Fi AP in the apartment download updates which leads to an increase of
the Wi-Fi traffic load and eventually causes additional interference with our experiments.
Nevertheless, the average Wi-Fi FDR by night and by day for LoRa configuration 2.a, i.e.,
SF9, BW 203, is 78% whereas for the LoRa configuration 2.b, i.e., SF9, BW 812, the FDR is in
average 73% by night and 72% by day. We conclude the same as for the results of Figure 4.14:
we do not observe significant changes of the FDR between night and day experiments.

@ These results imply that in future deployments of LoRa, interference mitiga-

- tion mechanisms have to be implemented to allow the coexistence of LoRa and
Wi-Fi in the 2.4 GHz ISM band. The good coexistence of these two wireless
technologies is not ensured even with LoRa applications sending frames only
by night, as they would suffer from similar interference as during the day.

4.5.5 Impact of the topology

The way we designed our experiments can have an impact on the LoRa and Wi-Fi perfor-
mances we obtained. This raises the research question "Does the topology of the experiment,
e.g., the distance between equipment using different wireless technologies, have an impact
on the communication performance of both technologies?" (RQ4-5). Hence, we study the
impact of the topology. In addition to the worst case topology, where the transmitter of one
technology is collocated with the receiver of the other technology evaluated, we consider
another topology, called collocated transmitters topology, where both LoRa and Wi-Fi trans-
mitters (and receivers) are collocated (see Figure 4.16) (i.e., one laptop with LoRa and Wi-Fi
transmitters and another laptop for LoRa and Wi-Fi receivers).

Figures 4.17, 4.18, and 4.19 show the FDR of LoRa and Wi-Fi depending on the topology
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FIGURE 4.16: Experimental setup for the topology impact study. One lap-
top with LoRa and Wi-Fi transmitters and one laptop with LoRa and Wi-Fi
receivers. Transmitters and receivers are approximately 10 meters away.

used. We compute the results for both technologies, for the three possible LoRa configura-
tions: greatest communication range, intermediate, and highest data rate (see Table 4.4).
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FIGURE 4.17: LoRa highest data rate configuration FDR for several repetitions
and topologies.

On the LoRa side, the results show that collocating the transmitters of both technologies
leads to significantly increased performance when there are overlapping transmissions be-
tween LoRa and Wi-Fi. This result makes sense as we initially designed our experiments to
have the higher interference between the two technologies evaluated.

We note a significant LoRa FDR increase in Figure 4.17 when comparing the worst case and
the collocated transmitters topologies, for the configuration that gives the highest data rate,
and thus the smaller communication range. This configuration is also less robust to inter-
ference, so the gain obtained by changing the topology is outstanding. We observe that the
FDR increases significantly, for all centered frequencies when using the collocated transmit-
ters topology. For example, for a LoRa traffic under Wi-Fi interference centered between
2404 MHz and 2412 MHz, the FDR in the worst case topology is on average 47%, whereas
in the collocated transmitters topology, the FDR increases to 84%. For a LoRa channel cen-
tered at 2402 MHz, the performance is already extremely good for the worst case topology
(almost 100%) and is still equal when we collocate the transmitters. It means that by simply
changing the topology, the LoRa performance can be significantly improved.
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We observe the same improvement for the two other LoRa configurations we investigated,
i.e, SF12, BW 203 and SF9, BW 812 respectively, although the improvement due to the
change in topology is less impressive (see Figure 4.18).
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FIGURE 4.18: LoRa FDR for configurations 1 and 2, for several repetitions and
topologies.

In both Figures 4.18a and 4.18b the FDR, irrespective of the LoRa channel used, is on av-
erage 100%. This result comes from the robustness of the configuration used: the higher
SF (12) combined with the smallest BW (203 kHz). For the intermediate configuration, i.e.,
SF9, BW 812, the impact of the LoRa channel on FDR is visible for center frequencies from
2406 to 2412 MHz, for the worst case topology. Consistently with the results depicted in
Figure 4.17, by changing the topology, the FDR increases from 36% to 90% on average. This
result also highlights that the highest data rate configuration we evaluate provides better
performance than the intermediate one. Once again, this is explained by the ToA of the in-
termediate configuration: the frame duration is 38 ms every 327 ms, while a Wi-Fi frame
lasts approximately 1 ms and is transmitted every 100 ms. It means that a LoRa frame using
this configuration is interfered by a maximum of three Wi-Fi frames. Contrary to configura-
tion 1, the intermediate configuration is less resistant to interference and suffers from frame

losses.

On the Wi-Fi side, the performance improvement is less noteworthy (see Figure 4.19).
Indeed, the increase of the Wi-Fi FDR is only noticeable for a LoRa traffic centered at 2402
and 2404 MHz. We were expecting that the results of the worst case topology would show
that moving away from the Wi-Fi center frequency channel, would increase the FDR. Our
results demonstrate that this is not the case because the topology of the experiments has
more impact on the performance than the center frequency of the LoRa channel. The results
of the collocated transmitters topology confirm the intuition and expectations we had when
first experimenting with the worst case topology. For example, the results of Wi-Fi FDR,



Chapter 4. Addressing the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band 92

e o o =
» o ® o

frame delivery ratio

o
N

0.0

@® Wi-Fionly @ Wi-Fi + LoRa (confl) A Wi-Fi + LoRa (conf2) %  Wi-Fi + LoRa (conf3)
@ LoRa + Wi-Fi (confl) A LoRa + Wi-Fi (conf2) % LoRa + Wi-Fi (conf3)
ge,e, (00,0, (00 3 (0 ° 1.0] ¢ g4384% 832,00 (00202 (0020 ll’l‘ LN R
% LR R LN ®i o %% e *ox *x x - * * fara
@0-8 * % *x * x * * *
* * 2
*
v * ¥ i P 1*30‘6 * * % *ox *
[
S04
£
©
=0.2
2402 MHz 2404 MHz 2406 MHz 2408 MHz 2410 MHz 2412 MHz 0.0 2402 MHz 2404 MHz 2406 MHz 2408 MHz 2410 MHz 2412 MHz
(a) Wi-Fi FDR for the worst case topology (b) Wi-Fi FDR for the collocated transmitters topology

FIGURE 4.19: Wi-Fi FDR for several repetitions and topologies.

when the medium is shared with LoRa, centered at 2402 MHz, transmitting with the highest

data rate configuration, depicted with blue and green stars in Figure 4.19a, is on average

53%, and it increases up to 99% in the collocated transmitters topology.

@,

The evaluation of the topology impact on LoRa and Wi-Fi performances re-
sponds to the question "Does the topology of the experiment, e.g., the distance
between equipment using different wireless technologies, have an impact on
the communication performance of both technologies?" (RQ4-5). The results
show that depending on the distance between LoRa and Wi-Fi transmitters and
receivers, the communication of both technologies is increased. We can con-
clude that one way to improve the LoRa performance under Wi-Fi interference
is to focus on the deployment, especially considering collocated transmitters
topology. This is achieved by deploying LoRa gateways far away from Wi-Fi
APs to reduce the interference between the transmitted and the received frames
of both technologies. In other words, the network deployment of LoRa in the
2.4 GHz ISM band should consider the location of Wi-Fi devices, especially ac-
cess points, working in the same area. Overall, the impact of LoRa on Wi-Fi
for a given LoRa occupancy channel rate depends, from the higher to the lower
impact, on (1) the LoRa configuration, (2) the LoRa topology deployment, and
(3) the LoRa center frequency channel.

4.5.6 Impact of the IEEE 802.11 interfering standard

To answer the research question "Does the Wi-Fi standard have an impact on the commu-

nication reliability of both technologies?" (RQ4-6), we propose a last evaluation to evaluate
another IEEE 802.11 standard: IEEE 802.11b 1 Mbps which has a different modulation from
IEEE 802.11g.

We use the three LoRa configurations detailed in Table 4.4. We repeated several times the

experiment and we also ran one experiment using the collocated transmitters topology. As

the tendencies are the same for all the repetitions of the experiment, we provide the results

of one experiment at a time for ease of visualization.
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The first observation is that the LoRa performances are very similar irrespective of the IEEE
802.11 standard used (see Figure 4.20). Indeed, with the greatest communication range con-
figuration the FDR is near 100% for all the LoRa channels tested. We can make the same
observation for the intermediate configuration for which the impact of the LoRa centered
frequency appears at 2406 MHz thus decreasing the FDR to 58%. Finally, using the highest
data rate configuration, the FDR starts decreasing for a LoRa channel centered at 2404 MHz
down to 49%. Note that, changing the topology to collocate the transmitters results in a
LoRa FDR of 100% on average for all LoRa configurations and all frequencies.
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FIGURE 4.20: LoRa FDR under IEEE 802.11b interference for a worst case
topology.

By analyzing the Wi-Fi results, for a worst case and the collocated transmitter topologies,
we detect an unexpected behavior (see Figure 4.21): at 2402 MHz and 2408 MHz, the Wi-Fi
FDR using the collocated transmitter topology is lower, for most of the LoRa configurations,
than using the worst case topology. We make two major observations on these results. First,
in Figure 4.21a for the worst case topology, the Wi-Fi FDR suffers from a huge decrease for
all the LoRa configurations interfering at 2412 MHz. The connectivity is almost lost when
the LoRa intermediate configuration competes with Wi-Fi transmissions: only 1% of the
frames are received. In Figure 4.21b, despite the more friendly topology, the Wi-Fi FDR at
2412 MHz is no better. Second, with the collocated transmitters topology, we notice a great
improvement of the Wi-Fi FDR for a LoRa channel centered at 2404 or 2406 MHz. Even for
the configuration 3, the FDR increases from 60% to 98%.

We make the assumption that the Wi-Fi FDR decrease is a result of the modulation used by
the IEEE 802.11b standard. While the IEEE 802.11g standard uses an OFDM modulation, the
IEEE 802.11b standard uses a DSSS modulation. The DSSS modulation is similar to the CSS
modulation used by LoRa as they both spread the signal over the entire bandwidth. The
biggest impact can be observed for a LoRa channel centered at 2412 MHz, which is also the
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FIGURE 4.21: IEEE 802.11b FDR for different topologies. Blue and green bars

correspond to the following LoRa configurations: empty bars for the greatest

communication range configuration, hatched bars for the intermediate con-
figuration, and spotted bars for the highest data rate configuration.

centered frequency of the Wi-Fi channel 1. The spread spectrum modulation used by both
technologies can explain why we observe a higher impact of LoRa on Wi-Fi performance
when both technologies are transmitting on the same channel.

To rule out the hypothesis of an interferer centered at 2412 MHz thus decreasing the Wi-Fi
FDR we obtained, we change our experiments from a residential environment to a single-
family home environment. The results show the same conclusions as previously.

We further investigate the phenomenon depicted in our results by repeating our experiment
and by changing the LoRa center frequency channels: from 2400 to 2404 MHz with a 1 MHz
step. We also reduce the Wi-Fi payload size to ensure the same ToA, below 1 ms, using
the IEEE 802.11b standard as using the IEEE 802.11g standard. The results are shown in
Figure 4.22.

B Wwi-Fionly

B Wi-Fi + LoRa

B LoRa + Wi-Fi

c o o =
A o ®» o

frame delivery ratio

o
N

o
o

2400 MHz 2401 MHz 2402 MHz 2403 MHz 2404 MHz

FIGURE 4.22: IEEE 802.11b FDR for LoRa channel from 2400 to 2404 MHz.

The LoRa channel centered at 2400 MHz is located outside of the IEEE 802.11b spectrum.
Thus, we expected to see a FDR of 100% with or without interference from LoRa trans-
missions. Using a smaller payload size leads to an increase of the Wi-Fi FDR when LoRa
transmits using the highest data rate configuration. From Figures 4.21a and 4.22, we see
that the FDR increases from 60% to 95% at 2404 MHz. This enhancement is comparable
to that obtained by changing the topology of the experiment. It is noteworthy to highlight
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that simply by changing the payload size of the IEEE 802.11b frames, for a LoRa channel
centered at 2402 MHz, the Wi-Fi FDR rises from 40% and 10% to 91% and 82% for LoRa
configurations 2 and 3.

We did not anticipate the result obtained at 2401 MHz. The Wi-Fi FDR drops drastically from
90%, with a LoRa SF12, BW 203 interferer, to 11% with an SF9, BW 812 interferer, and to 0.6%
with an SF6, BW 1625 interferer. To date, we still have no understanding of this result. We
observed that a smart TV is beaconing on its BT advertising channel centered at 2402 MHz,
which is not supposed to interfere at 2401 MHz. Furthermore, we considered a potential
hardware malfunction and hence tested other LoRa equipment, but with no success. Further
investigations are needed to fully evaluate and understand the performances obtained for
IEEE 802.11b and LoRa overlapping transmissions in the 2.4 GHz ISM band.

@ These results answer the question "Does the Wi-Fi standard have an impact on
- the communication reliability of both technologies?" (RQ4-6). We emphasize
that changing the IEEE 802.11 standard has less impact on LoRa performance
than the physical parameters used to transmit LoRa frames. We also have the
intuition that a small Wi-Fi ToA combined with a spread spectrum modulation
schema ensures a friendly coexistence with LoRa in the 2.4 GHz ISM band. Our
results indicate it is better to use an IEEE 802.11 standard using a modulation
different from the spread spectrum technique used by LoRa to ensure an IEEE

802.11 FDR of about 80% irrespective of the LoRa channel center frequency.

4.6 Conclusions and engineering insights

In this chapter, we answer one of the main concerns about the deployment of LoRa in the
2.4 GHz ISM band: the coexistence with other wireless technologies. Through experiments,
we study the mutual impact, on the FDR, of LoRa and Wi-Fi when they are overlapping
transmissions. We have chosen to study Wi-Fi for this study of LoRa coexistence in the
2.4 GHz ISM band because Wi-Fi is the most popular technology in indoor environments.
We evaluated several LoRa configurations, and varied physical parameters such as the cen-
ter frequency of the LoRa channel, and also analyzed the impact of changing some of the
implementation choices we made, e.g., the topology, and the IEEE 802.11 standard. The
results allow us to provide an answer to the research questions RQ4-2 to RQ4-6 we raised
at the beginning of this chapter (summarized at the end of this section). Gathering all the
outcomes of our experiments provides an answer to the question "What is the impact when
there are LoRa and Wi-Fi overlapping transmissions on both technologies” communication
reliability?" (RQ4-7).

The various experimental results presented in Section 4.5 permit to highlight some techni-
cal principles to deploy a LoRa network in a Wi-Fi environment in the 2.4 GHz ISM band
without implementing interference mitigation mechanisms [10] [133]. The following recom-

mendations aim to highlight good practices to ensure a fair coexistence between LoRa and
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Wi-Fi.

The first recommendation concerns the LoRa occupancy channel rate. As LoRa has no im-
posed duty-cycle in the 2.4 GHz ISM band, it can transmit as needed. We show in Subsec-
tion 4.5.1 that the higher the LoRa occupancy channel rate, the lower the Wi-Fi FDR (RQ4-2).
So, one way to ensure a fair coexistence between LoRa and Wi-Fi is to limit the LoRa occu-
pancy channel rate, by configuring the inter-frames arrival time and the maximum number

of frames to send for a given period of time.

The second recommendation is to use high SF values (9 to 12) combined with bandwidths
under 1 MHz (203 to 812 kHz). Indeed, Subsection 4.5.3 shows that the choice of the physical
parameters of LoRa has an impact on Wi-Fi performance (RQ4-4).

The third recommendation is to design a deployment where LoRa gateways are as far away
as possible from Wi-Fi APs, to have the lowest level of interference between LoRa and Wi-Fi
(RQ4-5). We underline this need in Subsection 4.5.5.

Finally, the fourth recommendation is to choose the LoRa center frequency channel farthest
away from the center frequency of the Wi-Fi channel. In Subsection 4.5.2 we show that a
close frequency would decrease both FDR (RQ4-3). Thus, the Semtech proposal of a LoRa
channel centered on 2403 MHz is a good option. The principle applies to the other LoRa
channels (2425 and 2479 MHz) as they are neighbor to a BLE advertising channel and at
the edge of a main Wi-Fi channel. The results obtained with another IEEE 802.11 standard
(RQ4-6), in Subsection 4.5.6 are consistent with the proposed LoRa channels.

In our opinion, the best option to deploy a LoRa network in the presence of Wi-Fi without
implementing interference mitigation mechanisms is to combine all of these recommenda-

tions.

In the next chapter, we focus on improving LoRa and Wi-Fi coexistence in the 2.4 GHz ISM
band by proposing and implementing one interference mitigation mechanism.
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RQ answered:

RQ4-1: How to study the coexistence of two wireless technologies using
the same frequency band? — Subsection 4.3.1

RQ4-2: How does Wi-Fi performance vary as a function of the LoRa oc-
cupancy channel rate? — Subsection 4.5.1

RQ4-3: How does the communication reliability of both technologies vary
as a function of the frequency offset between LoRa and Wi-Fi center fre-
quency channels? — Subsections 4.5.2 and 4.5.4

RQ4-4: How does the Wi-Fi communication reliability vary as a func-
tion of the used LoRa bandwidth and therefore of the ToA? — Subsec-
tion 4.5.3 and 4.5.4

RQ4-5: Does the topology of the experiment, e.g., the distance between
equipment using different wireless technologies, have an impact on the
communication performance of both technologies? — Subsection 4.5.5
RQ4-6: Does the Wi-Fi standard have an impact on the communication
reliability of both technologies? — Subsection 4.5.6

RQ4-7: What is the impact when there are LoRa and Wi-Fi overlapping
transmissions on both technologies” communication reliability? — Sec-
tion 4.5

RQ raised:

RQ5-*: How to improve the coexistence of LoRa and Wi-Fi in the 2.4 GHz
ISM band, in terms of frame delivery ratio, by implementing interference

mitigation mechanisms? — Chapter 5
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Chapter 5

Improving the coexistence of LoRa
and Wi-Fi in the 2.4 GHz ISM band

5.1 Introduction

To increase the reliability of LoRa, as LoRa will compete with other wireless technologies
in the 2.4 GHz ISM band, it is very useful to design strategies that help recover, and make
LoRa signals more robust in the presence of simultaneous cross-technology transmissions,
or design appropriate interference avoidance mechanisms.

In the previous chapter, we investigated the coexistence of LoRa and Wi-Fi, in a typical
indoor environment, in the 2.4 GHz ISM band focusing on the physical layer. The results
demonstrated that LoRa configurations can be leveraged to ensure a good frame delivery
ratio for both LoRa and Wi-Fi, as well as the deployment of the end-devices compared to
the location of the Wi-Fi access points.

To improve the coexistence between LoRa and Wi-Fi in the 2.4 GHz ISM band, we highlight

several approaches to explore:

1. Choose the LoRa channels depending on the percentage of channel occupancy, ob-

tained by a channel characterization,

2. Use specific PHY configurations for LoRa transmissions depending on the target ap-
plication and, on the required trade-off between data rate and robustness,

3. Impose a duty-cycle to LoRa, and therefore improve Wi-Fi performance, but not LoRa

performance,

4. Use cognitive radio approaches and more generally work on the implementation of

MAC layer mechanisms,

5. Use an FH scheme to transmit LoRa frames depending on the percentage of channel
occupancy, which relies on the Wi-Fi traffic model (i.e., chose the LoRa channels where
Wi-Fi traffic is low).

In our opinion, approach number 2 is more about configuration than improving coexistence.

Using specific parameters permits increasing the robustness of LoRa transmissions against
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Wi-Fi overlapping transmissions. Such approaches are environment and network-specific
of the LoRa network deployment contrary to a mitigation collision mechanism that dynam-
ically adapts to the environment. Approach number 3 imposes a duty-cycle to LoRa which
is in opposition with the appealing no duty-cycle constraints of the 2.4 GHz ISM band. Ap-
proach number 4 proposes to work on a MAC layer for LoRa. As no MAC layer is standard-
ized yet for LoRa in the 2.4 GHz ISM band we find it would be complex and time-consuming
to implement our MAC layer proposition on LoRa COTS equipment. Thus we propose to
improve the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band by combining the ap-
proaches number 1 and number 5 presented above as these approaches are implemented at
the physical layer. The channels allowed in the FH scheme are selected according to their
percentage of occupancy. We believe that using a frequency hopping strategy is a good
trade-off between reliability improvement (i.e., FDR increase) and cost of implementation.
Another motivation to evaluate FH in LoRa transmissions is because LoRa sub-GHz and the
LR-FHSS modulation also use FH in their transmissions. We rely on our experimental results
to design and develop a homemade simulator. We preferred simulations to real-world im-
plementation, to enable the evaluation of more parameters than can be implemented on the
COTS equipment. We validate our simulator by comparing the simulation results with the
experimental results. Then, we evaluate three frequency hopping strategies and compare
them. Note that the LoRa 2.4 GHz stack proposes an FH, similar to the one implemented in
LoRa sub-GHz, that randomly chooses a channel to transmit among a list of available chan-
nels. Moreover, using a frequency hopping approach requires communicating the channels
allowed for the frequency hopping between LoRa gateway and end-devices. Implement-
ing and evaluating our frequency hopping strategy through simulations also permits us to
eliminate the deployment cost of such gateway-to-end-device frequency hopping sequence

communication on real hardware.

We formalize the proposal of using FH for LoRa transmission in the 2.4 GHz ISM band with
the following research questions:

RQ5-1: How to design a simulator that can model real-world coexistence experiments?

RQ5-2: Is there a frequency hopping strategy that gives better results than the frequency
hopping proposed in the actual LoRa 2.4 GHz stack?

RQ5-3: Is there a frequency hopping strategy that provides a Wi-Fi FDR, when interfered by
LoRa transmissions, that is at least as good as when interfered by other wireless technologies
(e.g., BT, IEEE 802.15.4)?

RQ5-4: Is frequency hopping a good option to improve LoRa and Wi-Fi coexistence in the
2.4 GHz ISM band?

The results described in this chapter help to answer each research question through the
subsequent contributions:

* We propose a gateway protocol to scan the 2.4 GHz ISM band and select the less noisy
channels that will be used by the end-devices to transmit.
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¢ We design a homemade simulator based on the experimental results obtained in Chap-
ter 4 to evaluate our proposed FH approach for LoRa 2.4 GHz.

* We extend our simulation scenario to a multi-non-overlapping Wi-Fi APs deployment

to evaluate a more complex scenario than in our experiments.

5.2 Improving the coexistence: SLR process

Nowadays, Wi-Fi is the main wireless technology using the 2.4 GHz ISM band and is widely
deployed in indoor environments, e.g., offices, universities, and residential buildings. Thus,
the deployment of LoRa in the 2.4 GHz ISM band raises interest in the coexistence of this
technology with the other wireless technologies already using the 2.4 GHz ISM band. The
study of the mutual impact of LoRa and Wi-Fi overlapping transmissions demonstrates that
several parameters (physical layer parameters, topology, modulation) could decrease the
communication reliability of both technologies and thus prevent the deployment of LoRa in
the 2.4 GHz ISM band (see Chapter 4).

In the literature, there are several propositions to improve the coexistence of different wire-
less technologies in the presence of overlapping transmissions [134] [135]. The two main
approaches are cognitive radio and cross-technology. Cognitive radio proposes to share
the spectrum between two technologies to avoid interference [11]. By sensing the channel,
the secondary technology, i.e., the technology that is deployed in an environment where
there is already a different technology using the same frequency band, is able to detect the
transmission free periods of the primary technology to use these periods of time for its own
transmissions. The coexistence of multiple technologies can also have some benefits. It is
possible to modify the physical layer of a given technology to allow a transmitter to send
frames that can be detected or decoded by the receiver of another technology. Going back to
LoRa, several works propose techniques to allow cross-technology transmissions of LoRa,
and Wi-Fi, BLE, or ZigBee [10] [133] [136] [137] [138] [139] [140].

However, in this chapter, we focus on FH applied to LoRa 2.4 GHz transmissions as this
can be implemented on existing equipment without hardware modification. To evaluate the
improvement of FH on LoRa and Wi-Fi communication reliability, we apply the SLR process
presented in Appendix A.4 to select the articles of our state of the art. Our SLR process aims
to collect papers in order to have an overview of the existing methodologies to improve
the coexistence between two wireless technologies. We focus on studies that evaluate the
benefits of FH transmissions when there are overlapping transmissions as this is the mech-
anism we propose to improve LoRa and Wi-Fi coexistence in the 2.4 GHz ISM band. We
also analyze the papers that propose other interference mitigation mechanisms regardless
of the performance metric to study if the targeted metric to improve defines the interference
mitigation mechanism approach or not. In other words, we want to assess whether or not
we can use the same mechanism to improve energy consumption, battery life, throughput,
or communication reliability. We synthesized the selected articles in Table 5.1, based on the

methodology used to investigate the coexistence (i.e., theoretical, network simulation, or
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real experiments) and the approach used to improve the coexistence. The last line of the
table highlights the novelty of our work compared to the existing literature.

We grouped the approaches into five categories. (1) Cooperative approaches are interfer-
ence mitigation mechanisms based on the communication of information (such as channel
quality) between the two technologies that have overlapping transmissions. Then, based on
this information, the technologies choose either to transmit or not. (2) FH approaches group
all the studies that proposed to implement an FH scheme to improve the performance of
coexisting technologies. It can be a simple FH as implemented in BT, but it can also be an
improvement of the usual FH implemented by a given technology. (3) Packet recovery ap-
proaches refer to studies where the interference mitigation mechanisms propose to detect
and correct the corrupted transmissions. We also group in this category the studies that
propose to embed frames from narrow technologies into frames from wider technologies.
(4) The self-configuration category contains the studies that according to the information
extracted from the channel, or the environment, the devices of the network decide what
configuration to use or what interference mitigation mechanism to rely on. (5) Finally, we
group all the other approaches, e.g., repeating, using a busy tone, in the category "Others".

Ref Approach Theoretical | Simulations | Experiments Technology
[141] Cooperative X Wi-Fi
[142] [143] Cooperative X Wi-Fi
) ) . Wi-Fi [144] [146] [147]
[144] [145] [146] [147] Cooperative X Other [145]
} . Other [148]
[148] [149] Cooperative X X Wi-Fi [149]
[150] Cooperative X X X Wi-Fi
[151] [152] [153] FH X Other [151] [152] [153]
N Other [154] [155]
(1541 [155] [156] FH X LoRa sub-GHz [156]
[157] [158] FH X X Other
[159] FH X X Other
[160] [161] FH X X Other
LoRa sub-GHz [162]
[162] [163] Packet recovery X Other [163]
[164] [165] Packet recovery X X Other
[166] Packet recovery X X X Other
. . Other [167] [169]
[167] [168] [169] Self-configuration X LoRa sub-GHz [168]
[170] [171] Self-configuration X Other
[172] Self-configuration X X LoRa sub-GHz
[173] Others X Wi-Fi
[174] Others X X Other
[175] Others X X Wi-Fi
o Wi-Fi and
Our contribution FH X LoRa 2.4 GHz

TABLE 5.1: Improving coexistence state of the art classification.

5.2.1 Improving the coexistence of wireless technologies

The different wireless technologies using the 2.4 GHz ISM band largely differ from each
other, especially in terms of BW, transmission power, and modulation. Several works pro-
pose to reduce the impact of cross-technology interference between the main wireless tech-

nologies using this frequency band. However, all the studies do not focus on a specific
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coexistence scenario but rather evaluate the destructive impact of overlapping transmis-
sions [151] [169]. By sensing the channel and evaluating the quality of the channel, the de-
vice that performs the channel sensing decides whether or not the channel is usable. Then
the stability of the channel is evaluated and the receiver informs the transmitter to add this

channel in his FH sequence.

In an indoor environment, it is very common to have Wi-Fi and BT deploy next to each
other, thus raising coexistence issues [142] [146] [152] [153] [158] [163] [165]. These tech-
nologies are also very often used jointly, especially in portable devices, e.g., laptops, and
smartphones. BT and Wi-Fi both implement PHY and MAC mechanisms to avoid interfer-
ence due to their proximity. However, the Wi-Fi CSMA /CA mechanism can result in false
detection. Thus, the design of a cooperation mechanism between BT and Wi-Fi seems a good
option to mitigate cross-technology interference [142]. In such a mechanism, BT updates the
channels to use in its FH scheme according to the channel information received from the
Wi-Fi AP. Some studies focus on allowing bi-directional and overlapping transmissions be-
tween Wi-Fi and BLE within the overlapped channel [146] [165]. This approach is different
from dual-radio gateways. In the latter, the Wi-Fi and the BLE downlink packets have to be
time and frequency separated. Experimental results show that the throughput for a commu-
nication distance up to 30 m, the throughput of Wi-Fi and BLE is more than 2 times higher
than the throughput obtained with a dual-radio gateway. For instance, at a distance of 15 m,
Wi-Fi has a throughput of 20 Mbps, and BLE has a throughput of 100 Kbps using a
dual-radio gateway. The throughput increases to 40 Mbps and 250 Kbps for Wi-Fi and BLE
respectively, using the bi-directional approach.

Similarly, in a home environment, it is likely to find both IEEE 802.15.4 and IEEE 802.11
networks. Thus, several works aim to mitigate the detrimental effect on the performance
of cross-technology interference [97] [143] [149] [154] [159] [160] [163] [164] [166] [167] [170]
[171] [173] [174] [175]. Improving the communication reliability of IEEE 802.15.4 and IEEE
802.11 is possible by implementing mechanisms that recover and correct the corrupted trans-
missions [164]. Interference are detected by sampling the RSSI, as interference introduces a
temporary increase in the RSSI. Then the RSSI is compared to a threshold to mark the cor-
rupted data bytes. Finally, the correctly decoded bytes are used in a recovery algorithm to
reconstruct the original frame, i.e., correcting the corrupted bytes. The results show that for
a Wi-Hi traffic saturating the channel, 17% of the correctly received bits within CRC-failed
IEEE 802.15.4 frames are correctly decoded after applying the recovery algorithm. In com-
parison, for microwave oven and BT interference which are narrower interferer compared
to Wi-Fi transmissions, on IEEE 802.15.4 transmissions, 40% of the correctly received bits
within CRC-failed frames are correctly decoded after applying the recovery algorithm. An-
other approach to improve cross-technology interference between IEEE 802.15.4 and IEEE
802.11 is FH. Oppcast is a protocol that proposes to use only three channels for IEEE 802.15.4
transmissions [154]. The channel selection ensures the maximization of the frequency off-
set between the three selected channels. HOPSCOTCH proposes to classify the channels in
two categories (1) clear, and (2) noisy [159]. The noisy channels are blacklisted for channel
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hopping. This channel selection ensures that a clear channel offers a PDR over 50% thus
mitigating cross-technology interference between IEEE 802.11g and IEEE 802.15.4. To im-
prove the coexistence between IEEE 802.11 and IEEE 802.15.4 it is also possible to focus on
one characteristic of one of the two overlapping technology [174]. In case a device does not
receive a beacon frame over a defined time interval, the device scans the channel during an
inactive period. The device defines the channel occupancy. According to this information,
the coordinator determines the number of beacon frames to transmit that ensure a given tar-
geted transmission probability. Simulation results show that for an IEEE 802.11 traffic load
of 0.05 and 0.3 with 2 repetitions of the beacon frame, the beacon delivery ratio is 99% and
71% respectively. There are also several works dedicated to improving cross-technology in-
terference in the context of IoT. RF-SIFTER is an additional layer, transparent for the PHY
and the MAC layer of IoT system, that filters signals based on their BW. The filter allows
IoT signals to pass through and reject signals with a wider BW than IoT signals as they are
considered as interference [163]. Experiment results show that under heavy Wi-Fi interfer-
ence with a channel utilization of 80%, RF-SIFTER provides a PDR above 60% while more
conventional approaches used as baselines comparison provide a PDR below 15%.

As IEEE 802.11 networks usually coexist with IEEE 802.15.4 and BT /BLE networks, studies
also focus on cross-technology interference between IEEE 802.15.4 and BT [145] [148] [154]
[160] [161] [164] [170]. Some of the IEEE 802.15.4 channels overlap with BLE channels. One
proposition to decrease the probability of cross-technology interference is to implement a
mechanism that makes IEEE 802.15.4 and BLE cooperating by avoiding overlapping trans-
missions when they have overlapping channels [145] [148]. Experiments evaluate how such
a time synchronization mechanism can improve the PDR when the IEEE 802.15.4 link is
saturated and BLE is interfered with by the IEEE 802.15.4 traffic. The results show that on
average the PDR is increased and there is no more burst of packet losses. For instance, for
1000 BLE packet transmissions when there are only two BLE channels used, without coexis-
tence 120 packets are lost while only 15 packets are lost using the BLE adaptation mechanism
described above. Another proposition is to enhance the actual FH mechanism implemented
in IEEE 802.15.4 [161]. Experiment results show that when there is no interference the origi-
nal FH mechanism (called TSCH) the average PDR is 100%. In case of interference, the PDR
decreases to 82% using TSCH while using the enhanced FH mechanism the PDR is 92% on

average.

More recently, licensed technologies like long term evolution (LTE) have started to be de-
ployed in unlicensed frequency bands to meet the increasing traffic demand. As LTE can use
a BW of 20 MHz, the coexistence with Wi-Fi transmissions is of interest [141] [144] [147] [150]
[157]. The goal is to ensure a fair allocation between Wi-Fi and LTE to have the lower impact
on throughput and delay in networks using these technologies. The IEEE 802.11 transmit-
ters use the carrier sense to define slots to transmit. Experimental results show that using
energy detection on the IEEE 802.11 is not sufficient. Indeed, the IEEE 802.11 transmit-
ter considers the channel idle 90% of the time even when the LTE duty-cycle is 80% and

the transmit power is -16 dBm. When the LTE transmit power is increased to 4 dBm, the
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IEEE 802.11 transmitter correctly detects the LTE transmissions and increasingly marks the
channel as busy as the LTE duty cycle is increased. Several works also propose a cooper-
ative mechanism to improve the coexistence of Wi-Fi and LTE in the unlicensed frequency
bands [141] [144]. The proposition is to dynamically select the channel and combine it with
an adaptive radio duty cycle. LTE selects the least interfering channels according to the
Wi-Fi APs deployment. For that LTE measures the power on different carrier channels and
compares the energy sensed to a threshold to evaluate if the channel can be used. The ob-
jective for LTE is to be as transparent as possible for Wi-Fi by not interfering with Wi-Fi
transmissions. Hence, LTE uses the unlicensed band only when there is a need for a higher
downlink traffic load. Otherwise, LTE relies on its original operation mode on licensed fre-
quency bands.

5.2.2 Improving LoRa coexistence

As LoRa uses unlicensed frequency bands, it has to coexist with several other wireless tech-
nologies. A few works propose to improve the performance of LoRa in the context of inter-
technology overlapping transmissions [156] [162] [168] [172]. In the sub-GHz band, one
proposition is to allocate a weight per channel based on the probability of usage of the chan-
nel [172]. For that, the network is divided into a set of areas. Then the PDR per channel
and per area is computed periodically and used to estimate the level of interference. The
end-devices use the channel according to the weights assigned to each channel instead of
using all the channels uniformly. Simulation results highlight that the proposed approach
increases the PDR by almost 50% in scenarios with very high interference levels. Regarding
the 2.4 GHz ISM band, the need to ensure a fair coexistence, i.e., the less impact on perfor-
mance, between LoRa and the other wireless technologies using this frequency band is of ut-
most importance [162]. A partial symbol recovery is proposed for LoRa interfered by Wi-Fi
transmissions. The mechanism is implemented at the LoRa receiver where each LoRa sym-
bol is processed. Frequency normalization is applied to trace the frequency changes over
time. In case of interference, the frequency components will vary heavily while they will
remain quite stable when there is no interference. The LoRa receiver uses the non-interfered
chips for correlation detection to decode LoRa symbols. Experiment results analyze the
PDR improvement of the symbol recovery mechanism under different Wi-Fi interference
scenarios. For a low interference scenario, i.e., one Wi-Fi device and one Wi-Fi AP with
an average of 350 packets per second, the standard LoRa SF10 PDR is 61.5% and increases
to 91.7% by implementing the recovery symbol mechanism. The PDR improvement of the
recovery symbol mechanism is extremely noticeable for high Wi-Fi interference, i.e., five
Wi-Fi devices and one Wi-Fi AP with an average of 2600 packets per second. In this case,
the standard LoRa SF10 PDR is only 12.2%. It increases to 67.1% with the recovery symbol
mechanism which is 5.5 times the standard LoRa PDR.

We conclude that several approaches allow to improve the coexistence between two wire-
less technologies. Although a few studies propose to sense the frequency band to select the
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channels on which to transmit, usually based on the channel quality, none of the cited stud-
ies propose to evaluate the benefits of FH for LoRa transmissions in the 2.4 GHz ISM band.
Our work fills the gap by proposing a new frequency hopping strategy based on channel
sensing to select the channel of the FH sequence for LoRa in the 2.4 GHz ISM band. We also
compare our approach with two baseline FH strategies that are based on the FH mechanism
implemented in LoRa sub-GHz and used the LoRa channels proposed by Semtech for the
2.4 GHz ISM band.

5.3 Frequency hopping strategies

In Section 2.3, we presented the operation of LoRa and more specifically the frequency hop-
ping mechanism used to transmit data in the sub-GHz frequency band. The FH is performed
at the frame layer, i.e., the frame is not fragmented to be sent. Recall that, in Europe, by de-
fault each packet is randomly sent on one of the three mandatory LoRa channels: 868.1 MHz,
868.3 MHz, and 868.5 MHz. The number of channels on which performing FH can be in-

creased to eight.

We define three frequency hopping strategies to evaluate: (1) random FH, (2) round-robin
FH and, (3) best channels FH. The first two are used as the baseline to compare with, and
the third strategy is the implementation of the combination of two approaches we high-
light in Section 5.1. As a reminder, the two approaches we combine propose to use an FH
strategy for LoRa transmissions using the less noisy channels, which are also the channels
with less wireless traffic. We summarize the available channels for the baseline strategies in

Figure 5.1.

812 kHz
LoRa

2.4GHz
L e O O I P
2403 2425 2479 MHz

20 MHz

Wi-Fi
IEEE 802.11g
2402 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2480 MHz

FIGURE 5.1: LoRa and Wi-Fi channels (center frequency, and bandwidth) used
in our baseline frequency hopping strategies. The LoRa channels proposed by
Semtech are in orange. The four independent Wi-Fi channels following the
IEEE 802.11g standard in the 2.4 GHz ISM band are in purple. The center
frequencies of Wi-Fi channels are highlighted in bold font.

The random FH strategy is a basic frequency hopping on the three LoRa channels proposed
by Semtech. Each time a frame is transmitted, the end-device randomly chooses to send it
on one of the three 812 kHz channels centered at 2403 MHz (channel 1), 2425 MHz (channel
2), or 2479 MHz (channel 3). The sequence of channels could be for example: 2-3-2-3-3-
1. This frequency hopping strategy is referred to as baseline strategy as it implements a
similar frequency hopping mechanism as in LoRa sub-GHz. The random FH strategy is
already implemented in the LoRa 2.4 GHz stack.

The round-robin FH strategy is a variation of the random FH approach. Instead of ran-
domly selecting one of the three Semtech LoRa channels, the end-device sends each frame
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on the next LoRa channel in the list. The first frame is sent on the 2403 MHz LoRa channel.
The second frame is sent on the 2425 MHz LoRa channel. The third frame is sent on the
2479 MHz LoRa channel. The fourth frame is sent on the 2403 MHz LoRa channel, and so
on. We referred to the round-robin FH strategy as the second baseline strategy. We expect to
obtain similar results with the round-robin FH than with the random FH strategy because
on average sending randomly on three channels is equivalent to sending one-third of the
frames on each of the three channels. However, we evaluate the round-robin FH strategy
because depending on the center frequency of the Wi-Fi overlapping transmissions, using
the round-robin FH strategy might achieve a higher FDR than using the random FH strategy.

The best channels FH strategy is our proposition to improve the coexistence of LoRa and
Wi-Fi in the 2.4 GHz ISM band. We assume that the gateway senses, periodically, the entire
2.4 GHz ISM band, with a 1 MHz step, and assigns a noise level to each channel of the
frequency band. Then, the gateway selects the three less noisy channels and transmits the
list to the end-devices. After that, the LoRa channel used to transmit data is randomly
picked by the end-devices, in the received list, for each frame.

5.4 Event-based simulator design

To answer the research question "How to design a simulator that can model
real-world coexistence experiments?" (RQ5-1) we create a simulator. Our simulator consists
of two parts: (1) generating the LoRa and Wi-Fi frames that will overlap, and (2) managing
the collisions between frames of the different wireless technologies that have been gener-
ated.

The first step in the design of our simulator is to decide the layer at which we are going to
implement our collision mitigation mechanism. Indeed, the robustness of a wireless trans-
mission can be improved by applying mechanisms at the physical or at the MAC layer, but it
can also be directly handled by the application. In our case, we want to provide an improve-
ment of the coexistence of the wireless technologies of the 2.4 GHz ISM band irrespective of
the application the LoRa network is targeting. The version of LoRa dedicated to the 2.4 GHz
ISM band has no MAC layer standardized yet. Plus, we carried out our coexistence study
(see Chapter 4) at the PHY layer. Finally, FH mechanisms are physical layer mechanisms.

For all these reasons, we implement our collision mitigation mechanism at the PHY layer.

Usually, frequency hopping mechanisms are applied at the intra-frame level to ensure more
robustness. Intra-frame FH signifies that the data frame is split into sub-frames, and each
sub-frame is sent on a different channel following a given FH scheme. This is the case for
the last technology released by Semtech: LR-FHSS. Instead, LoRa sub-GHz relies on frame
level frequency hopping. Frame level FH refers to an FH mechanism where the entire frame
is sent on a given channel, and each frame is sent over a different channel following a given
FH scheme. We choose to implement a frame level frequency hopping as it allows us to stay
close to the operation mode of LoRa sub-GHz. In addition, we have several arguments to

validate our choice to implement a frame level frequency hopping:
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* The experimental results showed that LoRa is robust to overlapping transmissions
with Wi-Fi, so we expect that the potential gain of an intra-frame FH is not that sig-
nificant and we estimate that it would be more beneficial to transmit LoRa frames free

from interference,

¢ Implementing an intra-frame frequency hopping (and the resulting coding scheme) is
complex as it requires to have data fragmentation and reconstitution mechanisms,

¢ The current LoRa 2.4 GHz gateways have only three reception paths, which limits
the number of channels on which to perform the frequency hopping and the gain of

implementing an intra-frame frequency hopping,

e The LoRa hardware dedicated to the 2.4 GHz ISM band (SX1280 [9]) does not allow

fragmentation and so intra-frame frequency hopping.

The second step in the design of our simulator is the implementation of the simulator. Based
on our coexistence experiments (see Chapter 4), we extract a theoretical model to implement.
To this end, we analyze the RSSI values stored at the LoRa gateway to use them as an input
in our simulator to generate our frames. As different repetitions of the same experiment
give similar results (see Chapter 4), we have analyzed the RSSI values of two experiments
to derive an average value per configuration and per technology. Remember that the LoRa
gateway stores the channel RSSI and not the frame RSSI. Thus, depending on the SNR value,
the stored RSSI by the LoRa gateway corresponds either to the LoRa signal or to the Wi-Fi
signal. If the SNR value is positive, the LoRa signal is stronger than the Wi-Fi interfering
signal and the RSSI stored corresponds to the LoRa signal. In contrast, a negative SNR
value indicates that the LoRa signal is lower than the Wi-Fi interfering signal and the RSSI
stored corresponds to the Wi-Fi signal. Analyzing the LoRa gateway logs, we can estimate
the average LoRa RSSI free from interference to -55 dBm. We also estimate the average Wi-Fi
RSSI free from interference to -45 dBm/-47 dBm. Note that the used RSSI values contain the
residual noise of the channel. The average RSSI values we extracted from the results of our

experiments are then implemented in our simulator.
Each frame, irrespective of the technology, is generated with the following parameters:

¢ A start time that is calculated from the previous frame (according to the previous start
time and time on air), with an additional random variation that follows a Poisson

distribution, where the A parameter is the period, i.e., inter-frame time,

* An RSSI value according to the average RSSI value, extracted from the LoRa gateway
logs of our coexistence experiments, with an additional random variation; the RSSI
jitter varies between +/-5 dB from the average RSSI value,

* A frequency, which is the center frequency of the channel used to send frames,
* A name to allow to separate frames of the different technologies evaluated.

Frames are generated for a simulation time and stored in a vector corresponding to the tech-
nology they belong to. On the LoRa side, we evaluate several configurations and channels.
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Thus, we have one vector per configuration and channel. We differentiate the frame from
different technologies, and different configurations, according to their ToA and their name.
For example, a Wi-Fi frame lasts approximately 1 ms for the IEEE 802.11g 12 Mbps standard,
and a frame is transmitted every 100 ms, whereas an SF6, BW 1625 frame lasts 4 ms and is
transmitted every 24 ms. After that, we implement two loops: one to compute the LoRa FDR
under Wi-Fi interference, and one to compute the Wi-Fi FDR under LoRa interference. The
frame processing is almost entirely the same for LoRa and Wi-Fi. Each LoRa frame (Wi-Fi
respectively) is evaluated with each Wi-Fi frame (LoRa respectively).

We present the pseudo-code of our collision model implemented in our simulator in
Algorithm 1.

Algorithm 1: Collision model simulator pseudo-code algorithm.

frameyec: set of frames;
for frame in frameye. do
if frequency overlap then
if time overlap then
if LoRa then
if frequency,fsser > 6 MHz then
L change Wi-Fi RSSI to approximate signal attenuation due to frequency, ffsets

computeSIR;
if Wi-Fi then
| computeSIR;
if SIR < SIRthreshold then
L framejos +=1;

compute FDR;

In our simulator, a collision occurs only if a Wi-Fi frame and a LoRa frame overlap in fre-

quency and in time.

We start by verifying that the frames overlap in frequency (line 3). If not, there is no inter-
ference between the technologies. Once the frequency overlap is proved, we verify that the
frames overlap in time (line 4). If two frames have no time intersection, they do not interfere
with each other. In case of time overlap, a collision occurs. The way we evaluate the loss or
the reception of a frame differs for LoRa and Wi-Fi.

To ensure consistency between our simulator and our coexistence experiments, we imple-
ment the same IEEE 802.11 standard as in our experiments: the IEEE 802.11g standard. The
IEEE 802.11g standard uses 20 MHz channel-wide and transmits data following an OFDM
modulation. Due to the wider BW of the IEEE 802.11g standard, the signal strength de-
creases with distance from channel center frequency (see Figure 5.2). We observe that for
a frequency offset of 11 MHz from the center frequency of the Wi-Fi channel, the signal is
attenuated by 20 dB. It implies that a LoRa channel located 11 MHz away from the center
frequency of the Wi-Fi interfering channel, the strength of the interfering signal received by
the LoRa gateway is attenuated by 20 dB.
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FIGURE 5.2: Wi-Fi signal strength attenuation over channel bandwidth [101].
dBr refers to decibel reference and compares the input power P to some refer-
ence power level P,. fc refers to the center frequency channel in MHz.

Theoretically, an interfering signal is attenuated for a frequency offset of at least 9 MHz
from the center frequency of the Wi-Fi channel. When validating our simulator, we obtain
results in the same order of magnitude as our experiment results with a frequency offset of
at least 6 MHz. Thus, if the LoRa channel is at least 6 MHz away from the Wi-Fi channel,
we modify the RSSI of the Wi-Fi frame to approximate the attenuation due to the frequency
offset between LoRa and Wi-Fi center frequencies (lines 5 to 7). Then, as LoRa and Wi-Fi
frames interfere with each other, we compute the SIR (line 8). On the Wi-Fi side, we skip the
attenuation step (lines 9 and 10). This is because a Wi-Fi channel overlapping in frequency
with a LoRa channel always overlaps entirely the LoRa channel. As a consequence, we
directly compute the SIR by extracting the RSSI values of the two collided frames. The last
step before computing the FDR is to identify whether the collided frames are lost or not.
Since we compute the SIR, we can compare this value to the smallest SIR value that allows
frames to be correctly received and decoded (lines 11 and 12). For LoRa the SIR threshold
depends on the configuration and it set according to Table B.2: -20 dB for SF12, -12.5 dB for
SF9, and -5 dB for SF6. For Wi-Fi, we use a fix SIR threshold of 20 dB. We consider a frame
received if the compute SIR is higher than the SIR threshold, otherwise, the frame is lost.
Once each frame is categorized as received or lost, we compute the FDR (line 13).

The values used in the simulator as well as the implementation of the frequency hopping
strategies are detailed in the next sections (see Sections 5.5 and 5.7).

5.5 Validating the simulator

As we develop our own simulator, we need to validate it before implementing the FH strate-
gies we want to evaluate. In this section, we propose several simulations to validate the use
of the simulator for estimating the performance improvement of using FH. We also provide
a first insight into improving the coexistence between LoRa and Wi-Fi for a scenario close to

the one used in our coexistence experiments.
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5.5.1 Simulations using parameters from our coexistence experiments

To validate our simulator, i.e., the accuracy of the results obtained, we run a first set of sim-
ulations using the same LoRa parameters as in our coexistence experiments. We summarize

the parameters in Table 5.2.

Configuration . . Center frequenc Time on Air | Inter-frame time
Technology nu%nber PHY Configuration (in MI?IZ) y (in ms) (in ms)
Wi-Fi / 802.11g 2412 (channel 1) 2 12.5
1 SF12, BW203, CR4/8 2402, 2404, 1054 9650
LoRa 2 SF9, BW812, CR4/8 2406, 2408, 38 327
3 SF6, BW1625, CR4/5 2410, 2412 3 13

TABLE 5.2: Experiments parameters used to validate the simulator.

All of our simulations are run for 300 s (5 minutes) of simulated time. We repeat each sce-
nario 50 times. Then we compute, and plot, the mean for both technologies using the frame

delivery ratio as a performance metric.

In the simulator, a configuration is defined by a ToA and an inter-frame time in ms. The
LoRa ToA is set according to the SX1280 calculator [94]. The inter-frame time has been
found when designing the coexistence experiments. For instance, in our coexistence exper-
iments, each configuration transmits for 5 minutes. We can approximate its value using
Equation 5.1. Note that we evaluate three main configurations. Configurations 1 and 3 are
the ones providing the highest communication range and the highest data rate respectively,

whereas configuration 2 is an intermediate configuration.

Texp

Period = ————
N memes

— ToA — Txpelay, where Txpejqy = 14 ms (5.1)

where:

Texp = total duration of one configuration
Nbrrames = total number of frames sent for one configuration
ToA = ToA of one frame

Txperay = additional delay coming from hardware operation

We compute Txp,,y according to LoRa end-device logs. We extract the inter-frame time
and compare it to the inter-frame time and the ToA we configure (see Equation 5.2). We

approximate the LoRa hardware operation delay, Txpejay, to 14 ms.

Txpelay = logged inter-frame — (configured inter-frame + ToA) ~ 14 ms (5.2)

We compute the Wi-Fi ToA (see Equation 5.3) according to the payload size (1400 bytes) of
the frame and the smallest data rate provided by the IEEE 802.11g standard (6 Mbps).

(1400 x 8)

————~ =0.0019 s =~ 2 ms. .
6 x 106 bps 0.0019 s ms (5.3)
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We set the inter-frame time to the usual Wi-Fi inter-beacon time: 100 ms. Recall that in our
coexistence experiments, we stay at the PHY layer for both evaluated technologies. Thus,
none of the Wi-Fi MAC mechanisms were used. The Wi-Fi Wireshark logs confirm that the
MAC layer is disabled. By default, a Wi-Fi transmitter retransmits up to 7 times a frame
that is not being acknowledged by the receiver. As the ACK mechanism is not present at the
PHY layer, it explains why our receiver logs contain 8 frames for each transmitted frame.
The first frame is the original one and the seven following frames are tagged with a 1-bit
value indicating that this is a retry transmission. To compute the results of our coexistence
experiments, we only kept the original frames. Therefore, to be in line with our experiments,
we implement the same behavior in our simulator. The value of the inter-frame time is
derived from this. An original Wi-Fi frame is transmitted each 100 ms, and in the meanwhile
seven retry frames are transmitted. So, a frame is transmitted on average every %M —
12.5 ms.

Figures 5.3 and 5.4 show LoRa and Wi-Fi FDR for three different LoRa configurations de-
tailed in Table 5.2. The experiment results come from our coexistence experiments in an
indoor environment (see Chapter 4), and are computed for only one experiment, as the
trends observed are the same for every repetition we made. This allows us to have the same
data visualization thus making it easier to compare results between experimentation and
simulations. For each center frequency, bars are colored as follows: blue, orange, and green
represent configuration 1 (highest communication range), 2 (intermediate), and 3 (highest
data rate) respectively. For the simulation results, we plot the mean FDR computed over 50

simulations.
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FIGURE 5.3: LoRa FDR experiment and simulation results comparison.

Experiment and simulation results are quite similar for center frequencies at 2402 MHz and
2404 MHz for all the three LoRa configurations. For example, in the order of the configura-
tions tested, the LoRa FDR at 2402 MHz obtained through experiments is 100%, 100%, and
99.88%. Whereas in simulations we obtained 100%, 100%, and 99.55%. In the same way;, at
2404 MHz we have an experimental FDR of 100%, 100%, and 50%, while in simulations we
have a FDR of 100%, 97%, and 72%.

For configuration 1 (greatest communication range), the results obtained through experi-
ment and simulation are similar. While experiment results always provide a LoRa FDR of
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100%, the simulation results show some losses for center frequencies higher than 2404 MHz.
Still, the FDR is on average never lower than 93%.

For configuration 2 (intermediate), for center frequencies from 2406 MHz to 2412 MHz, the

LoRa FDR is around 40% and 38% for experiment and simulation respectively.

For configuration 3 (highest data rate), for center frequencies from 2406 MHz to 2412 MHz,
we observe optimistic results with our simulator. In Figure 5.3a the LoRa FDR decreases
to a minimum of 45% while in Figure 5.3b the minimum LoRa FDR is 68%. The difference
between the experiment and simulation results for configuration 3 might come from the
difference of environment. Configuration 3 relies on SF6, BW 1625 that provides the highest
data rate but also the smallest communication range. During experiments, signals might
be lost due to the propagation through walls and doors. In our simulations, the signal
propagation is not implemented, so we only evaluate the losses due to frequency and time
overlapping between LoRa and Wi-Fi frames. To summarize, our simulator considers that
if LoRa and Wi-Fi frames do not overlap, the frame is received, which is not the case in the
real world where obstacles can prevent from receiving an interference-free frame.

@ We highlight optimistic results for simulations using the highest data rate con-
- figuration which provides a higher FDR than the intermediate configuration.
The expected results are the opposite: the higher the SF, and therefore the more

robust the configuration is to interference, the higher the FDR. Indeed, the

highest data rate configuration is more subject to destructive interference, thus
preventing the reception of LoRa frames, than the intermediate configuration.

This is probably due to the bandwidth used. The interference is spread on all

the available bandwidth, so a large bandwidth is much more interfered than a

narrow one.

On the Wi-Fi side (see Figure 5.4), irrespective of the center frequency of the LoRa chan-
nel, the results between experiment and simulation are equivalent. In Figure 5.4a, the Wi-Fi
FDR is on average 88%, 85% and 50% for configurations 1 to 3 respectively. Looking at Fig-
ure 5.4b, we observe a Wi-Fi FDR of 89%, 88%, and 63% for the same order of configurations.
Once again, we highlight the optimist behavior of our simulator when using configuration
3, i.e,, the highest data rate configuration. We assume the same as for the LoRa results: in
the simulator, a loss can happen only if two frames from overlapping technologies overlap
in frequency and time, while in the real world some factors can lead to the loss of a frame,
e.g., obstacles, other sources of interference.

@ After analyzing and comparing our experiment and simulation results, we con-
- sider our simulator valid. We keep in mind that the simulation results we could
obtain are a best case scenario because, in our simulator, we do not implement

losses due to signal propagation in the environment.
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FIGURE 5.4: Wi-Fi FDR experiment and simulation results comparison.

5.5.2 Simulations extension using a fixed bandwidth

We decided to extend our simulator, based on our experimental parameters, to evaluate
the same bandwidth for the three LoRa configurations: 812 kHz. Thus we only modify the
greatest communication range configuration and the highest data rate configuration, as the
intermediate configuration already uses a BW of 812 kHz. This bandwidth value is recom-
mended by Semtech. A 812 kHz bandwidth ensures compliance with the FCC regulations
in the 2.4 GHz ISM band. The FCC is in charge of implementing the laws and regulations
for communications in the USA. The FCC 00-312 is an amendment of Part 15 for spread
spectrum devices [176]. This amendment clarifies that for a bandwidth higher than 1 MHz
the maximum output power is reduced proportionally to the increase in bandwidth over
1 MHz. For example, the output power is limited to 1 W and 320 mW for a 1 MHz sig-
nal and a 3 MHz signal respectively. In conclusion, using an 812 kHz bandwidth is a good
trade-off between data rate and maximum output power. Note that the equivalent of FCC
in Europe is ETSI. ETSI allows the same transmission power for every user of the 2.4 GHz
ISM band: 100 mW.

Figure 5.5a shows that when the same BW is used the higher the SF, the higher the FDR.
The major BW impact on LoRa FDR is for the configuration using SF6. In Figure 5.5b, an SF6
combined with a 1625 kHz bandwidth results in an average FDR of 68%. Dividing the band-
width by two, i.e., 812 kHz, decreases the FDR to 30%. The results for the configuration using
SF9 are the same in
Figure 5.5a and Figure 5.5b because we do not change the configuration, i.e., we already
used an 812 kHz bandwidth to validate our simulator. Finally, for the configuration using
SF12, providing the highest communication range, the impact on the FDR by changing the
BW from 203 kHz to 812 kHz is not significant. SF12 provides a good robustness against
interference leading to a minimum FDR around 94% irrespective of the bandwidth.
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FIGURE 5.5: LoRa FDR simulations comparison for fixed and varied band-
widths. On the left BW is fixed to 812 kHz for all SFs. On the right BW
changes depending on the SF: BW 203 kHz in blue, BW 812 kHz in orange,

and BW 1625 kHz in green.

Using the same bandwidth allows to recover the performance decrease linked
to the robustness of the SF observed in our coexistence experiments. High SF
are more robust and thus have better resistance to interference. In Figure 5.5b
we do not observe this feature: the LoRa FDR using an SF9 is lower than a LoRa
end-device using an SF6. Remember that the combination of the SF and the BW
gives a certain ToA and data rate. SF9 is more robust than SF6. But combining
SF9 with an 812 kHz bandwidth results in a longer ToA and a lower data rate
than using an SF6, BW 1625 configuration. Although the interference is spread
over the entire available bandwidth, an SF6, BW 1625 configuration sends its
frames at a high rate, resulting in a small number of losses due to interference.
This is true only for a specific environment such as in our simulator where

signal propagation is not taken into account.

The Wi-Fi FDR using LoRa configurations with a common bandwidth of 812 kHz is depicted

in Figure 5.6a. As expected, the FDR for SF12 and SF9 are similar to the one obtained using

the experimental parameters for all the LoRa channels tested. Using SF6 increases the Wi-Fi
FDR from 63% to 83%. As the LoRa ToA increases using a bandwidth of 812 kHz instead of
a bandwidth of 1625 kHz, LoRa frames interfere less frequently with Wi-Fi frames. A Wi-Fi
frame lasts 2 ms and is transmitted every 100 ms. An SF6, BW 812 LoRa frame lasts 8 ms

and is transmitted every 58 ms. An SF6, BW 1625 LoRa frame lasts 3 ms and is transmitted

every 13 ms. Consequently, approximately one Wi-Fi frame over two coexists with one LoRa
SF6, BW 812 frame, while a Wi-Fi frame coexists with a maximum of six LoRa SF6, BW 1625

frames.
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FIGURE 5.6: Wi-Fi FDR simulations comparison for LoRa fixed and varied
bandwidths.

(r') In Chapter 4, we highlighted that Wi-Fi is more sensitive to LoRa interference
- using wide bandwidth. Our simulations depicted the same conclusion. How-
ever, the increase of Wi-Fi FDR is at the expense of LoRa data rate. Recall that,
the higher the SF and the narrow the BW, the lower the data rate. In other
words, Wi-Fi is less impacted by LoRa transmissions using configurations that
combine high SFs and narrow BWs, such as SF12, BW 203. Ensuring a fair co-
existence implies improving both LoRa and Wi-Fi FDR while taking advantage

of the characteristics of each technology.

5.6 Frequency hopping strategies using coexistence experiments
context
We now explore the three frequency hopping strategies, detailed in Section 5.3, keeping the

same context as in our coexistence experiments: one Wi-Fi AP centered at 2412 MHz, and
several LoRa channels overlapping with Wi-Fi channel (see Figure 5.7).

20 MHz 81ZJ<HZ

L L L L L L L L L L L L L L L O O B
2403 2412 2417 2422 2425 2432 2437 2442 2447 2452 2457 2462 2467 2472 2479 MHz

FIGURE 5.7: LoRa channels for FH strategies using Wi-Fi coexistence experi-
ments context. The best channels FH strategy randomly chooses the first three
channels located outside the Wi-Fi spectrum.

As we use simulations, we can free ourselves of the limitations coming from the implemen-
tation of the best channels FH strategy on real hardware. Thus, we exploit the three LoRa
channels proposed by Semtech for the random and the round-robin FH strategies. We define
the three less noisy channels for the best channels FH strategy through a simple evaluation
of the channel: if the randomly selected LoRa channel is located inside the Wi-Fi spectrum,
we do not validate the use of the channel. Once we have three valid LoRa channels, and
thus generate the first three LoRa frames, we generate the rest of the LoRa frames by ran-
domly selecting one of the three allowed channels. It implies that for each of the 50 runs of
simulation, the selected LoRa channels can differ. For instance, with a Wi-Fi AP centered at
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2412 MHz, the first simulation run can allow the use of LoRa channels centered at 2424 MHz,
2438 MHz, and 2470 MHz. The second simulation run will not necessarily allow the same
LoRa channels, as they are randomly chosen at the condition to be located outside of the
Wi-Fi spectrum. Thus, we can have LoRa channels centered at 2446 MHz, 2447 MHz, and
2448 MHz. For that reason, we labeled the results with "Channel" followed by numbers 1 to
3.

We summarize the parameters used to evaluate the frequency hopping strategies in
Table 5.3.

Configuration Center frequency | Time on Air | Inter-frame time

Technology number PHY Configuration (in MHz) (in ms) (in ms)
Wi-Fi / 802.11g 2412 (channel 1) 2 12.5
1 SF12, BW812, CR4/8 | 2403, 2425, 2479 263 2360
LoRa 2 SF9, BW812, CR4/8 or 38 327
3 SF6, BW812, CR4/8 3 best channels 8 58

TABLE 5.3: Simulations parameters used to evaluate the FH strategies.

The LoRa results are compiled in Figure 5.8. The results of using the random FH and the
round-robin FH strategies are very similar. As the LoRa channels are fixed beforehand, the
only channel overlapping with the Wi-Fi AP is the one centered at 2403 MHz. Thus for the
channels outside of the Wi-Fi spectrum, the LoRa FDR is 100%. The 2403 MHz channel is
located at the edge of the Wi-Fi channel, so the power of the Wi-Fi interference is lower
as it decreases with the increase of the frequency offset. We see that only the less robust
configuration (configuration 3) suffers from frame losses. The LoRa FDR is 75.25% and
75.43% for the random FH and the round-robin FH strategies respectively. These results
are expected because on average, randomly selecting one of three possible channels is the
same as using them one after the other. We also expected the results of the best channels
FH strategy: the LoRa channels are located outside of the Wi-Fi spectrum, i.e., the channels
used by each technology are not overlapping, so no interference occurs providing a LoRa
FDR of 100% for all the configurations tested.

Figure 5.9 presents the Wi-Fi FDR depending on the LoRa configurations and the FH strate-

gies.

As for LoRa, the Wi-Fi FDR is 100%, except for the overlapping channel. Contrary to LoRa,
the impact of the overlapping channel has less impact on the Wi-Fi FDR.

We summarize all the results of this section in Table 5.4 considering one Wi-Fi AP. Note that
the results provided for the LoRa channels centered at 2402 MHz and 2404 MHz, through
experiments and simulations, correspond to a scenario in which no interference mitigation
mechanisms are implemented. As we base our simulator on our experiments, in which we
do not analyze the LoRa channels proposed by Semtech, we study the two channels located
on each side of the 2403 MHz Semtech LoRa channel proposition.
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FIGURE 5.8: LoRa FDR depending on the FH strategy.
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FIGURE 5.9: Wi-Fi FDR depending on the FH strategy.
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1 Wi-Fi AP (2412 MHz)
LoRa channels Semtech LoRa channels Less noisy channels of the
2402 and 2404 MHz (2403, 2425 and 2479 MHz) 2.4 GHz ISM band
Experiments Simulations Simulations
P Extension 812 kHz Random FH | Round-robin FH Best channels FH
2402 MHz | 2404 MHz | 2402 MHz | 2404 MHz | 2402 MHz | 2404 MHz
ésrial 98.83% 100% 100% 100% 100% 100% 100% 100% 100%
CL(:)r{{faZ 99.45% 83.04% 100% 97.25% 100% 97.26% 100% 100% 100%
CL;{EZ 97.61% 49.80% 99.56% 72.00% 98.99% 38.62% 75.25% 75.43% 100%
Wi-Fi
for LoRa | 89.30% 89.78% 89.42% 89.48% 89.40% 89.33% 96.44% 96.39% 100%
Conf 1
Wi-Fi
for LoRa | 86.43% 85.26% 88.45% 88.42% 88.40% 88.42% 96.15% 96.09% 100%
Conf 2
Wi-Fi
for LoRa | 54.33% 53.85% 64.00% 64.08% 83.87% 83.65% 94.63% 94.61% 100%
Conf 3

Q

TABLE 5.4: Simulated FDR synthesis using the coexistence experiments con-

text.

We conclude that using a basic frequency hopping strategy, i.e., using the LoRa
channels proposed by Semtech, which is simple to implement, allows to signifi-
cantly improve the LoRa FDR. This conclusion is more visible for the less robust
configuration. In fact, in our coexistence experiments, the LoRa configuration 3,
under Wi-Fi interference, gives a FDR of nearly 50%. Using the random (or the
round-robin) FH strategy, the FDR increases to 75%. The Wi-Fi FDR is also im-
proved for all configurations but more significantly for the LoRa configuration
3: we increase the FDR from 54% to 94% by implementing a frequency hopping
strategy.

These results validate Semtech’s choice to implement random frequency hop-
ping on the proposed channels in the LoRa 2.4 GHz stack. We also respond
to the research question "Is there a frequency hopping strategy that gives bet-
ter results than the frequency hopping proposed in the actual LoRa 2.4 GHz
stack?" (RQ5-2). Indeed, running simulations using the same context as in our
coexistence experiments demonstrate that the best channels FH strategy always
provide a FDR of 100% for both LoRa and Wi-Fi, and thus is better than the ran-
dom FH strategy proposed in the actual LoRa 2.4 GHz stack.

5.7 Frequency hopping strategies comparison

In this section, we evaluate the same three FH strategies, as in the previous section, for a

variable Wi-Fi environment. In the following series of simulations, we use the LoRa config-

urations presented in Table 5.3. Figure 5.10 introduces the four Wi-Fi cases we evaluate in

this section.

Usually, when we talk about Wi-Fi independent channels, we think of channels 1, 6, and 11
which are centered at 2412 MHz, 2437 MHz, and 2462 MHz. Indeed, most of the
Wi-Fi APs are deployed by default on one of these three channels. However, recall that
in Subsection 2.2.2 we presented the difference between the different standards of the IEEE
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FIGURE 5.10: LoRa and Wi-Fi channels for FH strategies study. Dark orange

ellipse arcs are the LoRa channels proposed by Semtech. Light orange el-

lipse arcs are the LoRa channels located outside the four independent Wi-Fi

channels. Purple rectangles represent the four independent channels in IEEE
802.11g.

802.11 family. The IEEE 802.11b standard transmits over 22 MHz bandwidth channels and
uses a DSSS modulation. The three independent channels are channels 1, 6, and 11. A fourth
independent channel is channel 14 centered at 2484 MHz but is only available in Japan. In
comparison, the IEEE 802.11g (and n) standards transmit over 20 MHz channels and use
an OFDM modulation. Note that in the USA, channels 12 and 13 are not used, i.e., they
are not part of the FCC list of authorized channels. In our case, we base our simulation on
the ETSI regulations. Hence, instead of three independent channels as in the USA, we have
four independent channels: 1, 5, 9, and 13 centered respectively at 2412 MHz, 2432 MHz,
2452 MHz, and 2472 MHz.

To evaluate the gain of the three considered FH strategies, we define the following evalu-
ation scenarios. The LoRa channels are fixed at 2403 MHz, 2425 MHz, and 2479 MHz for
the random and the round-robin FH strategies. In the best channels FH strategy, the LoRa
channels randomly take any frequency as long as they do not overlap with Wi-Fi access
points. This implies that the more Wi-Fi APs the less choice for LoRa channels. Contrary
to Subsection 5.5.1, evaluating the case of a single Wi-Fi AP, the centered frequency is no
longer fixed to 2412 MHz. The Wi-Fi AP randomly peaks a center frequency in the list of the
four independent channels of the IEEE 802.11g standard. With a single Wi-Fi AP there is a
possibility that none of the LoRa channels of the random (and the round-robin) FH strate-
gies are overlapped. Indeed, LoRa channel 1 overlaps with Wi-Fi channel 1, LoRa channel
2 overlaps with Wi-Fi channel 2, and LoRa channel 3 overlaps with Wi-Fi channel 4. Note
that the LoRa channels are located at the edge of one Wi-Fi channel. In the same way, using
the four independent Wi-Fi channels, let only three possible LoRa non-overlapped channels:
2400 MHz, 2401 MHz, and 2483 MHz, colored in light orange in Figure 5.10.

For each frequency hopping strategy, we evaluate a number of Wi-Fi AP from 1 to 4. In
each run of 50 simulations, the Wi-Fi AP can take a different center frequency. In the case
of several APs, the center frequency follows a random selection without replacement, i.e.,
each AP has a different center frequency. We make this choice because, although we know
that in a real environment, it is unlikely to have only 4 APs, which are independent of each
other, implementing the possibility of having several APs on the same frequency makes it
harder to assess the impact of interference on the FDR. More, our simulator is based on our
coexistence experiments, in which we only evaluated the case of one independent access
point interfering (and interfered) with LoRa transmissions.

Extending the number of Wi-Fi APs from 1 to a maximum of 4, implies to modify the LoRa
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channel selection algorithm of the best channels FH strategy. We take a closer look at the
pseudo-code of this selection mechanism in Algorithm 2.

Algorithm 2: LoRa channel selection simulator pseudo-code algorithm.

Lenanner: list of LoRa channels; if LoRa then
if Lopanner-size() < 3 then
while Lq,01-5ize() < 3 do
flag = OK;
freq = random(ISM);
for y in range(Nb 4p) do
if freq not in mnge(wchannel []/} — 10, Wenannel [.]/] +10) then
| flag=0K;
else
flag = KO;
L break;
if flag = OK then
if freq not in Lejzpy0 then
L Lenanner-append(freq)

else
| freq=random(Lcpanner)

The first LoRa frame generated is assigned to a random frequency in the range of the 2.4 GHz
ISM band (2400 MHz to 2483.5 MHz). The LoRa channel is evaluated to decide if it is valid
or not regarding the spectrum of the first Wi-Fi AP, i.e., we verify that both channels are
not overlapping. If the LoRa channel overlaps with the Wi-Fi channel, LoRa tries another
channel. If the channel is valid for the first Wi-Fi AP, we test it for the second Wi-Fi AP. We
loop until we find three LoRa channels valid for all the Wi-Fi APs. Once the condition has
been met, we generate the rest of the LoRa frames using one of the three previously validated
frequencies. The rest of the processing is the same as the one presented in Algorithm 1. On
the LoRa side, we measure the FDR per configuration and per channel. We also compute the
overall FDR for a configuration, regardless of the channel used. Wi-Fi FDR is quite similar.
Instead of evaluating the FDR per LoRa configuration and per channel, we calculate the
Wi-Fi FDR depending on the LoRa interfering configuration and per AP. We also compute
the global Wi-Fi FDR for a LoRa configuration, regardless of which AP is interfered.

We present the results of the random FH, round-robin FH, and best channels FH strategies
depending on the number of Wi-Fi access points in the following subsections.

5.7.1 Evaluation of random frequency hopping

We start by analyzing the random FH strategy. The channel allocation of this FH strategy
means that depending on the IEEE 802.11 standard used, the LoRa channels are either at the
edge of the most common used Wi-Fi channels, or outside the Wi-Fi spectrum.

Figure 5.11 shows that increasing the number of Wi-Fi APs decreases the LoRa FDR except
for the most robust configuration.
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FIGURE 5.11: LoRa random FH strategy FDR depending on the number of
Wi-Fi APs.

If we analyze the configurations one by one, we highlight a common trend by adding Wi-Fi
APs. Configuration 1 is the one providing the highest communication range and is also the
most robust against interference. We observe that irrespective of the LoRa channel or the
number of Wi-Fi APs, the FDR is always 100%.

This is not the case for the two other configurations that suffer from losses. For example,
the intermediate configuration, when one Wi-Fi AP is interfering (see Figure 5.11a) provides
a FDR of nearly 96% and 90% for the LoRa channels centered at 2425 MHz and 2479 MHz
respectively. The FDR decreases to nearly 68% for both channels but with four Wi-Fi APs
interfering (see Figure 5.11d). The same FDR decrease is observed, when the number of
Wi-Fi APs increases, with the LoRa configuration providing the highest data rate and thus
the less robust to interference. For the 2403 MHz LoRa channel, the FDR decreases from
96% to 75% when the number of Wi-Fi APs is increased from 1 to 4. For the 2425 MHz LoRa
channel, the FDR decreases from 90% to 30% when the number of Wi-Fi APs is increased
from 1 to 4. For the 2479 MHz LoRa channel, the FDR decreases from 79% to 30% when the
number of Wi-Fi APs is increased from 1 to 4.

We observe that irrespective of the number of Wi-Fi AP, configuration 2 using the LoRa
channel centered at 2403 MHz always received 100% of the frames sent (orange bars in
Figure 5.11d). We can explain the difference of FDR between the three LoRa channels by
their frequency offset with the corresponding overlapping Wi-Fi AP. As mentioned before,
LoRa channel 1 overlaps with Wi-Fi channel 1. The frequency offset between their center
frequencies is 9 MHz. LoRa channel 2 overlaps with Wi-Fi channel 2, and LoRa channel 3
overlaps with Wi-Fi channel 4. Both LoRa channels have a frequency offset of 7 MHz with
their respective overlapping Wi-Fi channel. As the LoRa configuration 2 is an intermedi-
ate configuration, i.e., uses the median spreading factor, an additional frequency offset of
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2 MHz, compared to the other LoRa channels, seems to be sufficient to ensure a FDR of
100%. Recall that, the higher the frequency offset between LoRa and Wi-Fi center frequen-
cies, the higher the Wi-Fi signal is attenuated at the LoRa receiver, and thus the higher the
LoRa FDR.

(;) From these results, we highlight that the relation between SF and robustness
- to interference is satisfied. This indicates that our simulator provides consis-
tent results compared to a real LoRa transmission under interference. Plus, the
LoRa FDR decreases as the number of access points increases. For example, the
configuration 2 on the 2479 MHz channel, suffers from a progressive decrease
in its FDR, with values of 90%, 82%, 76%, and 68% respectively for a number of

APs increasing from 1 to 4.

We analyze the results of the Wi-Fi FDR depending on the LoRa configurations interfering
and the AP interfered in Figure 5.12.
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FIGURE 5.12: Wi-Fi FDR under LoRa random FH strategy and several APs.

The results show that the Wi-Fi FDR is independent of the number of APs we use. For
example, using one AP interfered by the most robust LoRa configurations, i.e., SF12, BW 812,
the Wi-Fi FDR is 97.91%. When we increase the number of APs from 1 to 4, the resulting
Wi-Fi FDRs under the same LoRa interference are in the same order of magnitude, about
97%. We observe the same trend for the other LoRa configurations with a slightly higher
impact using the highest data rate LoRa configuration as it interferes more often with the

Wi-Fi transmissions.
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(r) We conclude that the number of APs using a random FH strategy for LoRa
- transmissions has no impact on the Wi-Fi FDR. We see that irrespective of the
number of APs and the LoRa configurations, the lower Wi-Fi FDR is 95% (con-
figuration 3 AP number 2 in Figure 5.12c). These results are explained by the
fact that the LoRa channels are located far away from the center frequency of the
Wi-Fi APs leading to a weak power of interference. Plus, we only consider in-
dependent access points meaning that there is no intra-technology interference.
In other words, we assume that there is no interference between the different
Wi-Fi APs. Note that in a real deployment, intra-technology interference has to

be taken into account.

5.7.2 Evaluation of round-robin frequency hopping

We now evaluate the second baseline FH strategy: the round-robin FH. Instead of randomly
choosing one of the three LoRa channels, each frame is sent on the next available channel
starting at 2403 MHz. This means that exactly one frame over three is sent on the 2403 MHz,
2425 MHz and 2479 MHz LoRa channel respectively.

Figures 5.13 and 5.14 show the LoRa and Wi-Fi FDR depending on the LoRa channels, the
LoRa configurations, and the number of Wi-Fi APs.
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FIGURE 5.13: LoRa round-robin FH strategy FDR depending on the number
of Wi-Fi APs.

In Figure 5.13, we observe the same trend as using the random FH strategy for the config-
uration 1: irrespective of the LoRa channel used to transmit, and the number of Wi-Fi APs,
the LoRa FDR is always 100% as it is the most robust to interference LoRa configuration.

Here also, configuration 2 using the 2403 MHz channel gives a FDR of 100% whatever the
number of Wi-Fi APs interfering. This conclusion has been explained in the previous section:
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due to a sufficient distance between LoRa and Wi-Fi center frequencies, the Wi-Fi interfering
signal arrives at the LoRa receiver with a weak power thus allowing the good reception
and demodulation of the LoRa signal. For the other channels, the FDR decreases with the
increase of the number of Wi-Fi APs. For example for channel 2479 MHz, the LoRa FDR is
respectively 94%, 83%, 76%, and 68% for a number of Wi-Fi APs increasing from 1 to 4.

Configuration 3, which is the less robust to interference, depicts the same trends. For the
LoRa channel centered at 2479 MHz, the FDR gradually decreases from 87% to 30% by in-
creasing the Wi-Fi APs from 1 to 4.

B configuration1 [ Configuration2 [l Configuration 3

°c o =
o ®©® o
o o =
o © o

o
S
o
'Y

frame delivery ratio

o
N

frame delivery ratio

o
N

)
=)
o
o

AP 1 ' AP 1 AP 2
(a) Wi-Fi FDR with 1 AP (b) Wi-Fi FDR with 2 APs
1.0 1.0
%0.8 % 0.8
§0.6 '§0.6
§0A4 % 0.4
€ 1S
o2 Eo2
0.0 AP 1 AP 2 AP 3 0.0 AP 1 AP 2 AP 3 AP 4
(c) Wi-Fi FDR with 3 APs (d) Wi-Fi FDR with 4 APs

FIGURE 5.14: Wi-Fi FDR under LoRa round-robin FH strategy and several
APs.

The Wi-Fi results exhibit the same conclusions as using a random FH strategy for LoRa
transmissions. Configuration 3 impacts a bit more the Wi-Fi FDR due to the occurrence
of its transmissions: a LoRa SF6, BW 812 interferes with one over two Wi-Fi frames. In
comparison, a LoRa SF9, BW 812 frame is interfered by a maximum of three Wi-Fi frames.
The higher number of periods where LoRa transmissions, using configuration 3, overlap

with Wi-Fi transmissions result in a Wi-Fi FDR average of 96%.

Generally speaking, regardless of the LoRa configuration used and the number of access
points, the Wi-Fi FDR is between 97.60% (configuration 1, AP number 1 in Figure 5.14b) and
95.47% (configuration 3, AP number 2 in Figure 5.14d).

(;) On average using a round-robin FH strategy or a random FH strategy gives the
- same results. Thus we conclude the same as in Subsection 5.7.1: (1) LoRa FDR
decreases by increasing the number of Wi-Fi access points, and (2) the Wi-Fi
FDR is on average the same irrespective of the LoRa configurations interfering

and the number of APs used.
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5.7.3 Evaluation of best channels frequency hopping

The last FH strategy we evaluate is the best channels FH. The proposition of this frequency
hopping strategy is to sense the entire 2.4 GHz ISM band and select the less noisy channels.
In our simulator, this is implemented by selecting the first three LoRa channels which are
located outside of the spectrum of all the Wi-Fi APs.

As it can be seen in Figure 5.10, even with four non-overlapping Wi-Fi APs, there are still
three LoRa channels outside the Wi-Fi APs spectrum. For that reason, and because the re-
sults are obvious, we jointly analyze the LoRa and Wi-Fi results represented in
Figures 5.15 and 5.16. Note that as the LoRa channels are randomly selected at the beginning
of each run of simulation, we labelled the results with Channel [1 to 3] instead of giving the
center frequency as in the random and round-robin FH results.
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FIGURE 5.15: LoRa best channels FH strategy FDR depending on the number
of Wi-Fi APs.

As expected, both LoRa and Wi-Fi FDR are 100% irrespective of the LoRa configuration, the
LoRa channel, and the number of Wi-Fi APs.
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FIGURE 5.16: Wi-Fi FDR under LoRa best channels FH strategy and several
APs.

(;) Note that in the case where three LoRa channels are not available outside the

- Wi-Fi spectrum, the best channels, keeping the four independent Wi-Fi access

points, seem to be located at the beginning of Wi-Fi channel 1 and at the end of

Wi-Fi channel 4, as well as at the intersections of Wi-Fi channels 1 and 2, and 2

and 3. In other words, the less noisy channels, when overlapped by Wi-Fi APs

are 2402 MHz, 2422 MHz, 2442 MHz, and 2482 MHz. This implies that in the

case of IEEE 802.11b traffic, which is 22 MHz wide, further investigations are

necessary to evaluate the improvement of the best channels FH strategy. This

is true especially for the Wi-Fi channels intersections where although the inter-

fering signal arrives with low power, the interfered signal will be interfered by

two different channels. Thus, additive interference must be taken into account,

and studied, when evaluating the gain of using frequency hopping for LoRa
transmissions.

We summarize the results of the entire section in Table 5.5. The difference with the re-
sults analyzed in the previous subsections is that the we compute a global FDR per tech-
nology. Global LoRa FDR represents the FDR per configuration regardless of the channel
used, which means that the configuration variations are smoothed. Global Wi-Fi FDR rep-
resents the FDR for a given LoRa configuration whatever the AP interfered by the LoRa

transmission.

These global results emphasize that for both random and round-robin FH strategies, the
LoRa FDR decreases as the number of Wi-Fi APs increases. For example, using the random
FH strategy, the less robust configuration, i.e., configuration 3, results in a LoRa FDR of 88%
when one Wi-Fi AP is interfering. The LoRa FDR decreases up to 45% when the number of
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‘ Random FH Round-robin FH Best channels FH

‘ 1AP 2 AP 3 AP 4 AP ‘ 1 AP 2 AP ‘ 3 AP 4 AP 1 AP 2 AP 3 AP 4 AP
](é(cﬁ? 1 100.00% | 100.00% | 100.00% | 100.00% 100.00% | 100.00% 100.00% | 100.00% | 100.00% | 100.00% | 100.00% | 100.00%
Ié(;I:I? 2 95.48% | 89.78% | 83.74% 78.73%  94.53% | 89.65%  83.74% 78.71% | 100.00% | 100.00% | 100.00% | 100.00%
Ié((’)i? 3 88.67% | 73.16% | 58.77% | 44.99%  86.16% | 73.08% | 57.27% | 45.09% | 100.00% | 100.00% | 100.00% | 100.00%
Wi-Fi 97.91% | 97.29% | 97.33% 97.33%  97.38% | 97.42%  97.22% 97.33% | 100.00% | 100.00% | 100.00% | 100.00%
perLoRa 97.72% | 97.11% | 97.08% 9711%  97.17% | 97.16%  97.00% 97.11% | 100.00% | 100.00% | 100.00% | 100.00%
confs 96.90% | 95.86% | 95.87% 95.90%  95.95% | 96.02%  95.74% 95.93% | 100.00% | 100.00% | 100.00% | 100.00%

TABLE 5.5: LoRa and Wi-Fi FDR depending on the FH strategy and the
number of APs.

Wi-Fi APs increases up to 4. By analyzing the LoRa FDR depending on the channel used
(see Figure 5.11) we find that the global FDR is improved thanks to a better reception on
LoRa channel 2403 MHz. Here also, we clearly see the equivalence of using a random or a

round-robin FH strategies as the computed FDR are in the same order of magnitude.

On the Wi-Fi side, the results are quite similar for all the LoRa configurations and whatever
the number of APs there are, using the random or the round-robin FH strategies for LoRa
transmissions. We insist on the fact that the Wi-Fi FDR obtained under LoRa interference
using FH strategies is as good as in an interference-free scenario, according to our experi-
mental results. More, in our coexistence experiments, we underlined that the addition of
LoRa and BT interference, coming from the transmission of the BT beacon, results in a Wi-Fi
FDR of 80% for a LoRa channel centered at 2402 MHz which is also the center frequency of
one of the BT advertising channel. Notice that in our coexistence experiments, LoRa frames
were transmitted on a fixed channel. This indicates that implementing an FH strategy in
LoRa 2.4 GHz ensures a coexistence with Wi-Fi as good as before the LoRa deployment in
the 2.4 GHz ISM band.

Finally, we point out that using the best channels FH strategy ensures a FDR of 100% for
both technologies even when there are four Wi-Fi access points covering almost the entire
spectrum of the 2.4 GHz ISM band.
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@ The study of the best channels FH strategy provides an answer to the question
- "Is there a frequency hopping strategy that guarantees a Wi-Fi FDR, when inter-
fered by LoRa transmissions, that is at least as good as when interfered by other
wireless technologies (e.g., BT, IEEE 802.15.4)?" (RQ5-3). It also underpins the
answer to the question "Is there a frequency hopping strategy that gives better
results than the one proposed in the actual LoRa 2.4 GHz stack?" (RQ5-2) given
in Subsection 5.5.1.
These results show that the gain of using a more costly frequency hopping pro-
tocol is a good option when the number of Wi-Fi access points is high. Indeed,
even for the less robust configuration and using the random FH strategy, the
LoRa FDR is 88.67% when there is one Wi-Fi AP, and a FDR of 96.90% is guar-
anteed for Wi-Fi transmissions. The FDR improvement by implementing the
best channels FH strategy is very significant, compared to the random and the
round-robin FH strategies, for a number of Wi-Fi APs of at least three. In this
case, the LoRa FDR, depending on the baseline FH strategy applied, for the less
robust configuration increases from 58.77%, and 57.27% respectively to 100%.

5.8 Implementation proposal for our solution

The results presented in this chapter are obtained through simulations. However, we de-
sign a proposition to implement our solution on COTS hardware. We propose an original
methodology to select the channels used in the best channels FH strategy !. We also propose
to implement our methodology into a LoRa gateway.

5.8.1 Methodology for wireless technology detection

As LoRa takes place in a congested frequency band, our methodology for wireless technol-
ogy detection aims to indicate what is happening on a channel at a given time. Indeed, we
want to (1) evaluate if the future LoRa deployment will be impacted, and (2) if the technolo-
gies already using the 2.4 GHz ISM band will be impacted by the future LoRa deployment.

The existing literature encompasses several works on measurements and analysis of spec-
trum occupancy. For example, Hoyhtya et al. make measurements in the 2.4 GHz ISM band
to estimate the idle time of the channels to potentially use those inactivity periods for cogni-
tive radios, especially LTE [102] [178]. In both papers, the authors highlight the difficulty of
differentiating a radio signal from a noise. Thus, they introduce a threshold to evaluate if the
data collected is noise or signal. The authors obtain an amount of time when the spectrum
is occupied, and they make assumptions of what applications it could correspond to, e.g.,

cameras or amateur radio services.

Contrary to existing works, we do not estimate the idle time of channels. Instead, we pro-

pose an original methodology to characterize the use of a frequency band. Characterizing

IThis section extends the study published in a short paper [177] and presented at [2].
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the use of a frequency band means being able to analyze the spectrum and associate poten-
tial signals to known technologies using this frequency band. To demonstrate the validity
of our method, we also apply the proposed methodology to two recorded signals and verify
that we are able to associate the signals to the right technology (Wi-Fi and Bluetooth).

Our methodology for wireless technology detection resulting from the characterization of
the radio environment of the 2.4 GHz ISM band consists of the following steps:

1. We sense the radio environment, for approximately one minute, and we capture the
wireless signals that are present using a software-defined radio (the USRP B200 mini
[179] in our case) connected to a laptop. We used the GNURadio software [180], which
allows us to visualize the I/Q signals and save them into binary files.

2. We perform a Fast Fourier Transform (FFT) on the obtained signal, to convert it into
individual spectral components. We apply Parseval’s theorem to compute the energy
hence we can output a heatmap of energy distribution. Parseval’s theorem demon-
strated that the energy of a function in the time (or space) domain is equal to the
energy of its representation in the frequency domain.

3. We compute a threshold to define if the observed energy is either a noise or a radio
signal from a wireless technology. We compare each energy sample to this threshold,
and we store the result in a gradient matrix: 0 if the energy sample is below the thresh-
old, otherwise 1, 2, or 3 depending on how many times the energy sample is above
the threshold value. For example, if the energy e is such that 2 x threshold < e <
3 x threshold, the corresponding stored value is 2.

4. We convert the matrix into a figure to visualize the energy levels. According to the

bandwidth containing the signal, we associate the result to a wireless technology.

For all the post-processing of data (steps 2 to 4), we use Python programming combined
with the JupyterLab software [181].

One question that arises is how much of the recorded bandwidth should we analyze.
Remember that, from Figure 2.1, we note that LoRa uses a narrow bandwidth in compari-
son with the other technologies in this frequency band. To be able to identify a LoRa signal
(bandwidths from 203 kHz to 1625 kHz), a Bluetooth signal (bandwidth equal to 1 MHz), a
Bluetooth Low Energy signal (bandwidth equal to 2 MHz), and a Wi-Fi signal (bandwidth
equal to 20 MHz for the IEEE 802.11g standard), we claim that a 4 MHz recorded bandwidth
is sufficient. Indeed with a 4 MHz recorded bandwidth, we can detect and map a signal
to the right wireless technologies if we split the recorded bandwidth into sub-channels of
200 kHz. The sub-channels bandwidth allow detecting the narrowest LoRa signal, i.e., a
LoRa signal using a 203 kHz bandwidth. Plus, the LoRa bandwidth values are multiples of
200 kHz which motivates our choice of using 200 kHz bandwidth sub-channels. We sum-
marize in Table 5.6 the number of 200 kHz channels, over the 4 MHz recorded bandwidth,
corresponding to each wireless technology that can be detected with our methodology. Note



Chapter 5. Improving the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band 130

that we cannot differentiate the IEEE 802.11 standard use by a Wi-Fi signal with our method-
ology.

Technology | Number of 200 kHz
detected channels
Wi-Fi 20
BLE 10
BT 5
LoRa 1/2/4/8

TABLE 5.6: Technology identification according to the number of occupied
channels.

According to Equation 5.5, one sample of energy is measured every 0.25 us. We choose to
compute the FFT on 1000 samples, which results in a time granularity of 250 us. This is an
arbitrary value, chosen after several tests, we estimate to be sufficient to have a fine time
granularity to correctly see the variations of the observed BW.

o 1
Period (ins) = (o  idth (in Hz) (54)

1

One of the main challenges of the proposed methodology is to compute the threshold value.
To this end, we worked on two captures: one with no signal in it, and one with only the BT
beacon. The choice of the capture containing the signal is arbitrary meaning that we could
have used a capture with Wi-Fi signal. After applying the FFT on the recorded channel,
we plot its energy distribution. We observed two lobes in the energy distribution whether
or not there is a signal in the capture analyzed. The difference between a capture with no
signal and one with a signal is the amplitude of the lobes. For example, in a capture of a
Wi-Fi signal, we observe a higher amplitude for the second lobe, while in a capture with
no signal the two lobes have approximately the same amplitude. We make the assumption
that the first lobe could be a Gaussian noise. Thus, we decide to compute the threshold with
a higher value than the first lobe. In the capture with no signal, we notice that between
the 10% of the smallest energy values and the 99.5% of the smallest energy values, there is
a factor of 2. We estimate that this is a reasonable assumption to consider that 10% of the
smallest energy values are noise. So, we compute the threshold as the 10% of the smallest
energy values multiplied by two.

Next, we apply the proposed methodology to two different captured files of one minute
each.

5.8.2 Validation of signal identification

We present here two results: the detection of a Bluetooth signal (see Figure 5.17) and the de-
tection of a Wi-Fi signal (see Figure 5.18). These figures represent the output of our method-
ology (the heatmap which is the gradient matrix with energy levels), where each line rep-
resents 250 us and each rectangle represents 200 kHz. The line number represents the x-th
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interval of time of 250 yus since the beginning of the capture. For instance, the line 50000 is
the interval of time between 12.5 s and 12.5 s + 250 ps after the beginning of the capture.

In Figure 5.17, we observe that lines 50888 and 50889 have a sample energy at least three
times above the threshold value. Six consecutive rectangles are detected as a signal. This
means a signal of about 1200 kHz bandwidth was detected. Since Bluetooth uses 1 MHz of
bandwidth, we can associate this signal to the Bluetooth technology. Note that our method-
ology does not give exact results: for the BT signal the bandwidth colored, and highlighted
with a blue ellipse, in the figure is slightly wider than the real signal. Also, we almost al-
ways have the two center channels colored in brown. This comes from the USRP: a constant
energy is present at the listening frequency which is not a permanent signal but rather an
electromagnetic noise generated by the USRP itself.
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FIGURE 5.17: Heatmap of a Bluetooth signal centered at 2402 MHz.

Figure 5.17 corresponds to the record of a Bluetooth advertisement on channel 37 centered
at 2402 MHz. Bluetooth periodically advertises on three channels (37, 38, and 39). The
interval between two consecutive advertisements varies from 20 ms to 10 s. After each
advertisement, a random delay (between 0 and 10 ms) is added to avoid collision on the
medium. Thus, thanks to our methodology, we are able to detect a Bluetooth signal and its
periodicity.

In our second example, we apply our characterization methodology to the recording of a
Wi-Fi signal using channel 11 centered at 2462 MHz. Usually, a Wi-Fi access point sends a
beacon every 100 ms. The duration of a beacon depends on the IEEE 802.11 standard used

to transmit.

In Figure 5.18, we observe that lines 54297, 54303, 54321 and 54324 have all the rectangles
colored. This means that there is a signal using at least 4 MHz of bandwidth. As the other
main wireless technologies using the 2.4 GHz ISM band have narrower bandwidths, we can
associate these four wide signals to Wi-Fi. We make the assumption that lines, where most
rectangles are filled with color, are also Wi-Fi signals, e.g., line 54318. The observed empty
rectangles are probably a result of how we compute the threshold value. We also recall that
a Wi-Fi spectrum is not uniform on a given bandwidth. This can explain some of the empty
rectangles as well.
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FIGURE 5.18: Heatmap of a Wi-Fi signal centered at 2462 MHz.

The main challenge in this type of work, i.e., identifying a wireless technology only based
on its signal footprint, is to distinguish between the noise and the signal. We considered a
threshold to differentiate between them, but it impacts the resulting energy heatmap after
applying the FFT on each recorded sample. Plus, the energy of a signal is not constant over
time, so it might happen that in some cases, we have an energy higher than the threshold on
one sub-channel and not on the adjacent sub-channel, making the signal mapping impossi-
ble because of insufficient information. Also, since the LoRa signal can be decoded under

the noise level, more work is needed to have a good signal identification in this case.

However, going back to our motivation for this work (the study of the use of the 2.4 GHz
ISM band), the proposed methodology gives us a fundamental building block to investi-
gate the coexistence between LoRa and the other wireless technologies. We can now gather
important information for studying interference detection and propose mitigation schemes.

5.8.3 Gateway channel selection protocol

We highlighted in Section 5.3 that to implement our frequency hopping strategies on real
hardware, we needed to design a protocol to choose the channels on which to perform the
frequency hopping and to communicate them to all the users of the network. In LoRa net-
works end-devices cannot directly communicate with each other. As each LoRa end-device
is directly connected to a gateway, downlink communication, i.e., from the gateway to the
end-device can be broadcast to the entire network. For instance, a firmware update will be
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broadcast to all the end-devices of the network, while an ACK will be sent only to the end-
device requiring confirmed traffic. Hence, the selection protocol has to be implemented at
the gateway side. Figure 5.19 summarizes our proposition of channel selection by the LoRa
gateway and communication to the end-devices.
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FIGURE 5.19: LoRa gateway channel selection protocol, and communication
to end-device.

The application of frequency hopping strategy on LoRa hardware is divided into two parts:
(1) the gateway part, which is in charge of the selection of the channels to use for the fre-
quency hopping, and to communicate them to the end-devices, and (2) the end-device part,

which is in charge of updating the channels allowed to send frames.

The gateway starts by scanning the 2.4 GHz ISM band. As the gateway is plugged into
the electrical network, the energy consumption of such an operation is not an issue. The
scan of the frequency band is a periodical operation, thus at the beginning of each scanning
procedure a timer is triggered. For each sensed channel, the RSSI is stored in a file, i.e., one
RSSI value per frequency scanned. According to the RSSI values, the gateway can extract
the less noisy channels. The permitted channels are stored in a list and sent to the end-
devices of the network. Note that even if the allowed channels list does not change between
two scanning procedures, the list is still sent to the network. It allows for to prevent from

potential failures, e.g., end-devices dead battery, non-reception of the channels list.

Remember that current gateways can only receive three parallel configurations. With the
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proposed protocol, and to guarantee communication with all network end-devices, a com-
mon channel has to be set for all nodes joining a network. In this way, frequency hopping
will be possible on two channels rather than three. The remaining channel will be used
by the gateway to scan the frequency band and to send the allowed channel list to the
end-devices. It is expected that in the future LoRa 2.4 GHz gateways will have more recep-
tion paths thus permitting the implementation of our proposition of FH on three channels.
In LoRaWAN sub-GHz (EU868 regions specific constraints) a common join channel is used
for all the join requests and responses. It is likely that our channel selection protocol will be
implemented in the future LoRaWAN protocol dedicated to the 2.4 GHz ISM band. Hence,
likewise LoRaWAN for the sub-GHz bands, the information on the channels to be used for
frequency hopping could be transmitted jointly with the ACK or ADR commands either in
a Data Downlink message or a Join Accept message.

We design the gateway channel selection protocol according to our coexistence experiments
operation. Indeed, in our experiments, the gateway sends a message to the end-device
which allows the end-device to start sending frames. The downlink message contains the
configuration, i.e., channel, SF, BW, on which the gateway is listening. This allows the
end-device to adapt its own configuration to be able to communicate with the gateway. Our
gateway selection protocol adds in the downlink message the list of the allowed channels
on which the end-devices can transmit.

After receiving the update from the gateway, the end-device refreshes its configuration.
Then the end-device starts sending frames following the frequency hopping strategy im-
plemented. Each end-device has a number of frames to send per configuration evaluated.
Once the end-device has sent all the frames in the queue, it sends a message to the gateway
to inform that it has no more frames to transmit. When the timer triggered at the beginning
of the scanning procedure expires, the gateway starts over the operation. Otherwise, the net-
work is on standby waiting for the timer to expire or for end-devices to transmit data. Note
that the end-device process described here is specific to our coexistence experiments imple-
mentation where each end-device has an amount of frames to transmit before switching to
another configuration and/or channel. We can adapt the end-device operation to more com-
mon LoRa applications, where traffic is generally sporadic. In this case, the end-device part
of the protocol will change. The end-device will still update the list of channels allowed to
transmit according to the gateway downlink message. It will also update its SF depending
on the ADR command. Then, each frame sent from the end-device to the gateway contains
information on whether or not the end-device still has data to transmit.

The refreshment of the channels to use for the frequency hopping depends on the applica-
tion. For instance, an application such as the temperature of a building does not need a high
quality of service (QoS) and neither frequent updates. So, the timer could have a value such
that the channel selection happens twice a day.

In the same manner, the time during which each channel is sensed must be correctly di-
mensioned. The value has to be large enough to be able to detect if a channel is busy or
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not. A channel is considered busy if the average RSSI over the channel sense period is poor.
We assume that a poor RSSI corresponds to the presence of a signal in the channel. On the
contrary, a channel is considered idle if the average RSSI over the channel sense period is
good. The threshold to define whether a channel is idle or busy can be set according to our
methodology for signal association (see Subsection 5.8.1). Additionally, the sensing period
has to be set to avoid as much as possible false negatives (false positives respectively). A
false negative corresponds to a channel labeled "busy" when it is not. A false positive is
an opposite situation: a channel is labeled "idle" when it is not. These two mistakes may
happen when the amount of time for the scan is not sufficient. For example, if the sensing
procedure is not long enough, the gateway may detect a signal on a given channel and thus
store a poor RSSI value. Thus, the channel will not be used for frequency hopping. But in
reality, the signal detected may be the end of a transmission, and so with a longer listening
time the channel would have been classified as "idle". Similarly, the gateway may listen too
briefly to each channel and miss the start of a transmission, thus considering a channel "idle"
instead of "busy". This can lead to the use of noisy channels for LoRa frequency hopping
and result in losses rather than FDR improvement.

5.9 Conclusions

In this chapter, we designed a simulator to evaluate several frequency hopping approaches
in an effort to improve the coexistence of LoRa and Wi-Fi in the 2.4 GHz ISM band. Gath-
ering all the conclusions from our results analysis provides an answer to the remaining re-
search question "Is frequency hopping a good option to improve LoRa and Wi-Fi coexistence
in the 2.4 GHz ISM band?" (RQ5-4). We summarized at the end of this section, the research
questions we raised around the improvement of using FH in a coexistence scenario, which
we have answered throughout this chapter.

Our main contribution in this chapter is the design of an algorithm to improve the coex-
istence of LoRa 2.4 GHz and Wi-Fi (RQ5-1). We propose an original methodology and an
implementation on the LoRa gateway to select the less noisy channels to use for frequency
hopping. Our motivation was two-fold: (1) confirming that the LoRa channels proposed by
Semtech were a viable solution for a fair coexistence between LoRa and Wi-Fi in the 2.4 GHz
ISM band, and (2) quantifying the gain of using a frequency hopping strategy more complex
than the one proposed in the LoRa 2.4 GHz stack.

We demonstrate that depending on the targeted application, implementing the best chan-
nels FH strategy is not recommended (RQ5-2). In fact, for a temperature measurement
application in a building, a reception rate of 75% seems to be sufficient. On the other hand,
for an application requiring a higher QoS, the best channels FH strategy will be preferred.
Note that in our simulator, the protocol overhead and the energy consumption of such fre-
quency hopping strategies are not represented. It should also be noted that in a real-world
implementation, Wi-Fi APs would use CSMA /CA and MCS mechanisms to deliver the best
data rate depending on the environment (interference, noise). Using the best channels FH
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strategy could therefore have a greater impact on Wi-Fi link quality. Indeed, to ensure a
good link quality, Wi-Fi APs would decrease their data rates under heavy LoRa interference
resulting in a degraded user experience. Generally speaking, the best channels FH strategy
is highly recommended for LoRa, since in an indoor environment there is rarely only one
Wi-Fi AP, and in the case of multiple Wi-Fi APs, there are several APs per channel.

We conclude that despite using a frequency hopping strategy for LoRa transmissions allows
to improve the coexistence in terms of FDR when there are Wi-Fi overlapping transmissions,
the number of Wi-Fi APs can drastically decrease the LoRa FDR. Indeed, the LoRa FDR can
be as low as in our coexistence experiments where frequency hopping techniques are not
used (RQ5-3).

This chapter concludes our scientific contributions. In the next chapter, we emphasize some
general outcomes and present future work perspectives that close this manuscript.

RQ answered:

o * RQ5-1: How to design a simulator that can model real-world coexistence
experiments? — Section 5.4

* RQ5-2: Is there a frequency hopping strategy that gives better results than
the frequency hopping proposed in the actual LoRa 2.4 GHz stack? —
Ssection 5.6 and Subsection 5.7.3

* RQ5-3: Is there a frequency hopping strategy that provides a Wi-Fi FDR,
when interfered by LoRa transmissions, that is at least as good as when
interfered by other wireless technologies (e.g., BT, IEEE 802.15.4)? — Sub-
section 5.7.3

* RQ5-4: Is frequency hopping a good option to improve LoRa and Wi-Fi
coexistence in the 2.4 GHz ISM band? — Sections 5.6 and 5.7
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Chapter 6

Conclusion

In this chapter, we conclude this manuscript by summarising our contributions and provid-

ing future work perspectives.

6.1 Conclusions

The main research goal of this work was to study the feasibility of a LoRa network in the
2.4 GHz ISM band. More precisely, to analyze the performance in terms of connectivity and
communication range as well as identify the opportunities and the challenges brought by
this new version of the LoRa technology.

In Chapter 2 we made a detailed presentation of LoRa and Wi-Fi that would set up the tech-
nical background for the rest of the manuscript. We emphasized the worldwide available
set of frequencies and the common regional parameters of the 2.4 GHz ISM band. We also
underlined that this frequency band is overcrowded and we proposed a comparison of the
main wireless technologies using the 2.4 GHz ISM band in terms of number of channels,
bandwidth, and power transmission. Finally, we presented the general characteristics of the
LoRa technology and a LoRaWAN network, before introducing the new version of LoRa
dedicated to the 2.4 GHz ISM band.

The next three chapters constitute the scientific contributions of this thesis. In Chapter 3,
we did several experiments to investigate the performance of LoRa in the 2.4 GHz ISM
band. We focused on the connectivity and the communication range achieved by LoRa in
indoor and outdoor environments. We exhaustively evaluate the impact of each possible
LoRa configuration by varying three parameters: the spreading factor, the bandwidth, and
the coding rate. We did a comparison of the LoRa frame delivery ratio depending on the
frequency band used to transmit (868 MHz and 2.4 GHz in our case). We ended our experi-
ments by analyzing the impact of daily life activities, i.e., presence of people in the building
and the wireless usage, on LoRa 2.4 GHz FDR. We demonstrated that despite a shorter
communication range in the 2.4 GHz ISM band, LoRa is able to cover a two-floor building
with one gateway and also reach a distance up to 2 km, using the greatest communication
range configuration, in an outdoor environment under line-of-sight conditions. Moreover,
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our results show that activities inside a building (people mobility and wireless communica-
tions) degrade the LoRa connectivity and thus have to be taken into account in future LoRa
deployments.

In Chapter 4 we focused on the coexistence of LoRa in the 2.4 GHz ISM band. We proposed a
methodology to experimentally study the mutual impact of two wireless technologies in an
indoor scenario using the same frequency band. We then applied it on LoRa and Wi-Fi in the
2.4 GHz ISM band. This permitted us to provide some guidelines for future LoRa 2.4 GHz
indoor deployment without implementing any interference mitigation mechanisms. Among
others, we highlighted that: (1) the LoRa configuration has to be chosen depending on the
targeted applications (data rate versus reliability), (2) the Wi-Fi FDR can suffer from enor-
mous losses depending on the modulation of the IEEE 802.11 standard used, and (3) the
deployment of LoRa end-devices need to take into account the location of Wi-Fi APs to have
the lowest level of interference between LoRa and Wi-Fi overlapping transmissions.

Finally, in Chapter 5, we presented an approach to improve the coexistence between LoRa
and Wi-Fi. We extracted a theoretical model of interference from our experiment results and
implemented it in a homemade Python simulator. We then evaluated three frequency hop-
ping strategies: two baseline strategies using the three LoRa channels proposed by Semtech,
and a novel proposition to select the three best channels of the 2.4 GHz ISM band which cor-
responds to the less noisy channels. We also proposed an original methodology to sense a
frequency band on a representative bandwidth and then associate a signal to a known wire-
less technology. We validated our approach by applying it to two recorded signals: BT and
Wi-Fi. Our methodology could be used for channel characterization to select the channels
of our best channels FH strategy. We also designed the corresponding protocol of sensing
and selecting channels that would be executed by the LoRa gateway. Our results emphasize
that the FH strategy to implement depends on the targeted application and the number of
Wi-Fi APs overlapping with LoRa channels.

For the most part, we followed the principles of openness and reproducibility in our contri-
butions. We also applied these principles to the SoA of this manuscript. We gave a general
description of our methodology in the introduction of this manuscript (see Subsection 1.3.2)
and we detailed the entire systematic literature review process we applied in Appendix A.
Since our work is mostly based on experiments, we faced several difficulties, which are
enumerated in Appendix D. The results of our experiment are extremely dependent on
the location where we run them. Consequently, providing the LoRa official gateway and
end-device public code along with a detailed methodology (equipment references, modus
operandi, etc.) and experiment data allows the industrial and scientific community to reuse
our work to evaluate other types of environments, metrics, or parameters. This way, a fair
comparison between results is possible and forms a common basis of observations for future
LoRa deployment in the 2.4 GHz ISM band.



Chapter 6. Conclusion 139

6.2 Perspectives

The work presented in this manuscript constitutes a first milestone in understanding LoRa
operation in the 2.4 GHz ISM band. In Subsection 1.1.3 we identify some challenges that
need to be investigated before deploying LoRa networks in the 2.4 GHz ISM band. In the
following, we discuss future research directions that arise from the contributions of this

manuscript.

6.2.1 Around channel characterization

In Subsection 5.8.1, we proposed a methodology to identify a wireless technology only based
on its signal footprint. We highlighted the difficulty of choosing a good threshold value to
distinguish between the noise and the signal, particularly because the energy of a signal is
not constant over time. Mapping a signal to LoRa could be even more complicated as LoRa

can decode signals under the noise level.

Future work will include fine-tuning of the threshold value, the automation of the technol-
ogy identification process, and an improvement to our methodology to allow the detection
of concurrent transmissions with signals from different wireless technologies. We also con-
sider using our methodology as a tool that we can combine with interference mitigation

mechanismes.

6.2.2 Around LoRa 2.4 GHz indoor connectivity and applications

We dedicated Chapter 3 to the study of the LoRa connectivity and communication range in
indoor and outdoor scenarios. As the communication range is decreased when LoRa uses
the 2.4 GHz ISM band instead of sub-GHz bands, and the main wireless technologies of the
2.4 GHz ISM band are designed for short-range indoor applications, we propose some leads

to explore in an indoor environment.

Short-term future work includes enhancing our indoor experiments by changing more pa-

rameters:

* Environment change: One application of LoRa in the sub-GHz bands is smart meter-
ing, we thus need to evaluate deep indoor environments for LoRa in the 2.4 GHz ISM
band. We can also evaluate industrial environments where steel structures are present
and will probably affect LoRa transmissions.

* Gateway coverage: We demonstrate that in our scenario one LoRa gateway covers
a two-floor building with a high frame delivery ratio for the greatest communica-
tion range configuration, which is also the more robust LoRa configuration. To allow
higher data rate, or a trade-off between data rate and robustness depending on the

targeted application, it would be useful to evaluate a multi-gateways deployment.

In addition, we underline another possible research direction around LoRa in the 2.4 GHz

ISM band: hardware improvement, especially the gateway evolution. At the time of this
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manuscript writing, LoRa 2.4 GHz gateways can receive only three different configurations
in parallel. The sub-GHz LoRa gateways allow to receive either 8, 16 (and even 64) con-
figurations at the same time. Thus, we can reasonably assume that a new version of LoRa
2.4 GHz gateways will authorize at least the reception of 8 different configurations simulta-
neously as there are 8 different SF in LoRa 2.4 GHz (from 5 to 12).

6.2.3 Around LoRa coexistence in the 2.4 GHz ISM band

In this manuscript, we particularly focused on the main challenge raised by the deployment
of LoRa in the 2.4 GHz ISM band: the coexistence with other wireless technologies using the

same frequency band.

In Chapter 4, we presented the results of a worst case topology coexistence between LoRa
and Wi-Fi in the 2.4 GHz ISM band. Nevertheless, there are several extensions that would be
interesting to investigate to have more insights on the coexistence of LoRa in this frequency
band.

First of all, we evaluated two IEEE 802.11 standards along with one data rate and one modu-
lation per standard. It could be interesting to study the latest widely distributed IEEE 802.11
standard: IEEE 802.11ax. The modulation in IEEE 802.11ax is similar as in IEEE 802.11g but
the IEEE 802.11ax standard allows higher data rates and various bandwidths. A coexistence
study between LoRa and IEEE 802.11ax would give useful insights on a potential LoRa net-
work deployment as the IEEE 802.11ax standard is currently deployed. This study implies
having a library similar to Scapy allowing to choose the IEEE 802.11 standard to generate
the IEEE 802.11ax traffic. The objective of repeating our coexistence experiments and testing
other IEEE 802.11 standards is to study the impact that different traffic loads have on the
performance of LoRa in the 2.4 GHz ISM band. Also, we highlighted an unexpected behav-
ior in the study of LoRa and IEEE 802.11b concurrent transmissions. More investigations
are needed to understand what happens when the two technologies interfering with each
other use the same modulation, spread spectrum in this case. We plan to start preliminary
work on this point by generating a Dirac with a signal generator to check if the results of the
study between LoRa and IEEE 802.11b could come from spectrum aliasing.

Another interesting study to conduct would be to repeat the same coexistence performance
evaluation, this time implementing the Wi-Fi MAC layer. Indeed, Wi-Fi implements mech-
anisms such as the MCS, backoff timer, and acknowledgements, to increase the robustness
against interference. In our study, we decided to implement only the PHY layer of Wi-Fi
because LoRa has no standardized MAC layer in the 2.4 GHz ISM band yet, allowing a co-
existence study in the same conditions for both technologies. We expect the Wi-Fi results to
be better by implementing the MAC layer mechanisms as the MCS will decrease the data
rate, if necessary, to ensure the connectivity of the transmission link. The acknowledgement
mechanism also certifies that the transmitted frames are well received, by retransmitting the

frames if necessary.
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Finally, the methodology presented to study the coexistence of two wireless technologies
in the same frequency band could be applied to evaluate the coexistence of LoRa with
other wireless technologies operating in the 2.4 GHz ISM band, such as Bluetooth and BLE.
Indeed, BT is the second most used technology in the 2.4 GHz ISM band. We use it to con-
nect headphones, computer mouse, wireless keyboard, etc. We carried out a quick perfor-
mance evaluation of LoRa and BT by supervising three Erasmus interns [182]. Preliminary
results tend to confirm our intuition: as long as LoRa is not transmitting on the advertising
channels of BT, there is no impact on the frame delivery ratio when there are concurrent
transmissions. We make the assumption that the FH scheme implemented by BT makes
the technology robust to interference. In addition, BT changes its frequency channel every
625 pus which results in a very short period for potential concurrent transmissions with LoRa
2.4 GHz. Still, we need to further investigate the coexistence of LoRa and BT in the 2.4 GHz
ISM band to validate our first observations. We also want to apply our coexistence method-
ology to explore the coexistence of LoRa 2.4 GHz and IEEE 802.15.4 as the latter is a widely

used standard, especially for industrial actuators networks.

6.2.4 Around frequency hopping in LoRa 2.4 GHz

In Chapter 5 we proposed several approaches to improve the coexistence of LoRa and Wi-Fi
in the 2.4 GHz ISM band. We decided to evaluate through simulations the gain of imple-

menting frequency hopping strategies for LoRa transmissions.

We based our simulations on our experiment results. Remember that in our coexistence
study, we were in an apartment surrounded by Wi-Fi APs that we could not control. Addi-
tionally, we consider that Wi-Fi APs do not interfere with each other. Finally, we evaluated
only one Wi-Fi AP on a fixed channel. For all these reasons, future work is to repeat the
coexistence experiment in a controlled environment and then add several Wi-Fi APs to in-
vestigate the interference impact on LoRa performance. Furthermore, in our simulations, we
consider only Wi-Fi APs deployed on non-overlapping channels. It is important to assess
the impact on LoRa performance when the LoRa channel is located at the intersection of two
independent Wi-Fi channels. In the same way, evaluating how LoRa reacts to interference
from several Wi-Fi APs located on the same channel, e.g., three APs using the Wi-Fi channel
1, is crucial to better modeled real-world Wi-Fi deployment. The experiment results could
then be implemented in our simulator to study the scalability of our approach. We believe
that our simulator will scale easily for this new scenario with several APs using overlapping
channels.

During the validation of our simulator we saw that for some LoRa configurations, the sim-
ulator gives optimistic results compared to experimentation. We assume that this comes
from the fact that in our simulator we do not implement signal propagation degradation
due to walls, doors, and external interference. Thus, an improvement of our simulator is
to implement signal propagation models. Another interesting change in the simulator is to
vary the LoRa and Wi-Fi configurations to study different data rates, periods of concurrent
transmissions, and IEEE 802.11 standards.
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Finally, improving the coexistence of LoRa with other wireless technologies in the 2.4 GHz
ISM band raises multiple research opportunities, such as using cognitive radios and devel-
oping a new MAC protocol. In the future, a focus on energy efficiency will be needed to

comply with the IoT requirements.
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Appendix A

SLR process

In this appendix, we provide the general SLR process used in the different SoA of this
manuscript. We also detail the varying criteria we applied depending on the chapter of

contributions it refers to.

A.1 General step of our SLR process

First, we searched within five online databases (namely, IEEE Xplore !, ACM Digital
Library 2, Springer Link 3, Wiley Online Library 4, and ScienceDirect °) articles correspond-
ing to the combination of the words that summarize the best our focus of interest, e.g.,
"LoRa" and "interference". We also added papers manually that correspond to Google
Scholar © alerts containing the words "LoRaWAN", "LoRaWAN sub-GHz", "IoT LoRaWAN",
"LoRa 2.4" or "interference 2.4". These alerts were defined to keep abreast of recent papers
published on these subjects. We define two mandatory inclusion criteria to select the poten-

tial papers of our state of the art:
e Studies in the English language,

e Studies that are peer-reviewed (i.e., no application notes, white papers, or papers from

arXiv).

This gives us a certain number of papers but with a possibility of having duplicated papers.
Indeed, the different databases that we interrogated to retrieve papers can reference the
same papers depending on the journals or the conferences where articles are published. We

evaluated only one occurrence of each paper by removing the duplicates.

After that, we manually evaluated each article based on the title and the abstract. The exclu-
sion step aims to remove papers that are not exactly in the scope of our topic. The mandatory
exclusion criterion was to eliminate all the studies published before 2012. This corresponds

Ihttps://iecexplore.icee.org/Xplore/home. jsp
2https://dl.acm.org/
Shttps://link.springer.com/
4https://onlinelibrary.wiley.com/
Shttps://www.sciencedirect.com/
Shttps://scholar.google.com/
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to the year in which Cycleo (creator of LoRa technology) was acquired by Semtech (current
owner of the technology).

Then, we classified the articles depending on the rank of the conference or the journal where
the study was published according to CORE [183] and Scimago [184]. We kept the works
published in A+, A, and B conferences, as well as Q1 and Q2 journals. Finally, we syn-
thesized each SLR process in a table to highlight the methodology used to investigate the
focus of our contributions. The resulting tables of our different SoA are presented in the
corresponding chapter.

To summarize, we apply the same SLR process for the different SoA of this manuscript. We
start with common inclusion and exclusion criteria for all our topics of interest. We then add
criteria depending on the focus of the contribution studied. We only modify the keywords
used to search papers in the online databases mentioned earlier.

A.2 LoRa performance: SLR process criteria
¢ Searched keywords: "LoRa", "LoRaWAN" or "LoRa 2.4 GHz" with "performance" or
"coverage",
e Additional inclusion criteria:

— Studies that propose techniques to evaluate performance, e.g., delivery ratio, cov-
erage,

- Studies that focus on indoor or outdoor applications,
— Studies that make the comparison of LoRa with, at least, another IoT technology,

— Studies that focus on the performance of LoRa in terms of connectivity or com-

munication range.
* Number of papers including the duplicated entries: 239 papers,
¢ Number of papers after removing the duplicated entries: 208 papers,
¢ Additional exclusion criteria:

— Studies that target small/specific networks such as wireless body area networks
(WBAN:Ss), as the main characteristic of LoRa is long-range communications and

so aims to cover at least a home (WPANSs), and more often a bigger area (WLANSs),

— Studies that propose to improve performance by combining LoRa with another
technology such as cellular networks, as we aim to evaluate the connectivity and
the communication range of LoRa to assess the possibility of deploying LoRa in
the 2.4 GHz ISM band,

— Studies that evaluate critical environments, e.g., snow, ice,
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- Studies that were not about LoRa; the keywords searched in databases may re-
turn articles containing only one of the requested keywords.

e Number of paper after the exclusion step: 88 papers,

¢ Number of paper after rank classification: 44 papers.

A.3 Wireless technologies coexistence: SLR process criteria

¢ Searched keywords: "LoRa" or "2.4 GHz" with "interference" or "coexistence",
¢ Additional inclusion criteria:

- Studies that propose techniques to characterize the coexistence/interference be-
tween at least two technologies,

- Studies that focus on LoRa coexistence/interference regardless of the frequency
band,

- Studies that focus on the coexistence/interference of wireless technologies re-

gardless of the frequency band.
* Number of papers including the duplicated entries: 274 papers,
¢ Number of papers after removing the duplicated entries: 221 papers,
¢ Additional exclusion criteria:

- Studies about improving the coexistence or mitigating interference, as we focus
on the link quality in terms of frame delivery ratio with overlapping transmis-

sions,

— Studies that compared a licensed technology with an unlicensed technology, e.g.,
LTE and Wi-Fi, because regulations are not the same and so the methodology to
conjointly evaluate this type of coexistence differs from when both technologies
are using the same frequency band,

- Studies targeting small/specific networks (e.g., WBANSs), as we focus on WPANs
and WLANSs indoor applications that are already supported by Wi-Fi,

- Studies focusing on designing hardware,

- Studies that were not about coexistence or interference; the keywords searched in
databases may return articles containing only one of the requested keywords.

¢ Number of paper after the exclusion step: 93 papers,

* Number of paper after rank classification: 33 papers.
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A.4 Improving coexistence: SLR process criteria

* Searched keywords: "interference mitigation" with "channel hopping", "LoRa" or "2.4
GHz",

e Additional inclusion criteria:

- Studies that propose techniques to improve the coexistence of LoRa with other
wireless technologies in the same frequency band regardless of the interference

mitigation mechanism implemented,

- Studies that evaluate the gain of implementing frequency hopping regardless of

the performance metric evaluated,

— Studies that propose techniques to improve the coexistence between two wireless

technologies regardless of the performance metric evaluated.
¢ Number of papers including the duplicated entries: 218 papers,
* Number of papers after removing the duplicated entries: 203 papers,
¢ Additional exclusion criteria:

— Studies that propose techniques to detect interference or evaluate the impact of

interference on performance, as this was the focus of our work in Chapter 4,

- Studies that propose to improve coexistence but without implementing any mech-
anisms, e.g., modifying the hardware to increase receiver sensitivity, or adapting
the transmission parameters to add robustness to interference,

— Studies that target specific networks (e.g., WBANSs), as we focus on WPANs and
WLANSs indoor applications that are already supported by Wi-Fi,

— Studies that target licensed networks (e.g., cellular networks), as the resource al-

location is not the same in licensed and unlicensed frequency bands,

- Studies that focus on cognitive radio approaches, as our study aims to improve
the performance of LoRa and Wi-Fi when there are overlapping transmissions,
which is not the mode of operation of cognitive radios,

— Studies that propose to improve LoRa performance but not in a coexistence sce-
nario, e.g., intra-technology interference.

* Number of paper after the exclusion step: 59 papers,

¢ Number of paper after rank classification: 35 papers.
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Appendix B

Estimation of the maximum

communication range of LoRa

In this appendix, we provide some reminders on signal propagation, and detail the compu-
tation of the theoretical LoRa maximum communication range, based on preliminary out-
door experimental results. We used this estimation to chose the location of our outdoor

experiments in Chapter 3.

B.1 Reminder

During a transmission, the signal is submitted to the environment. Phenomenons like peo-
ple between the transmitter and the receiver, walls, doors, or other transmissions from the
same technology or from another wireless technology can interfere with our transmission.
Thus the SNR gives insight on the noise level, i.e., the power of all the interference. Also, as
we transmit in a real-world environment, the signal suffers from losses due to the distance

to cover.

B.1.1 Power signal formulas

conversion

SNRw = £

SNRdB = 10 % loglg(%)
=10 * loglO(Ps) — 10 % lOglo(Pn)

where:

SNRypy = SNR in Watt
P; = signal power in Watt
P, = noise power in Watt

SNR,5 = SNR in dB
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Noise Power

P,(ap) = —174+10 % log(BW) + NF

where:
P, (4p) = noise power in dB
BW = bandwidth in Hz
NF = noise figure in dB

The noise figure for LoRa devices is usually between 5 and 7 dB.

(r) The noise power is proportional to the bandwidth.
- Multiplying by a factor of 2 in the logarithm scale is equal to adding 3 in the dB
scale.
Dividing by a factor of 2 in the logarithm scale is equal to subtracting 3 in the
dB scale.

B.1.2 Receiver sensitivity

The receiver sensitivity for a couple SF/BW is given by the datasheet of LoRa end-devices [9].
With the receiver sensitivity, it is possible to compute the SNR. We summarize the value of
SF12 for different BW in Table B.1.

SNR = sensitivity — P,4p) where NF = 5dBin P, gp)

SF BW Sensitivity | SNR
(inkHz) | (indBm) | (in dB)
203 -130 -14
1 406 -128 -15
812 -126 -16
1625 -120 -13

TABLE B.1: Sensitivity and SNR for SF12 and various BWs.

O When the BW increases, the noise becomes stronger. To guarantee the same

- SNR, the receiver sensitivity is decreased.

LoRa has the particularity to be able to correctly demodulate a signal received under the
noise floor. This means that even for a negative SNR value, depending on the configuration
used to transmit, the connectivity can be maintained.

For SF12, the SNR limit value to demodulate a signal is -20 dB [33]. For other SF, the SNR
limit value is decreased by 2.5 dB per SF (see Table B.2) .
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SE LoRa demodulator SNR
(in dB)

12 -20

11 -17.5

10 -15

9 -12.5

8 -10

7 -7.5

6 -5

5 -2.5

TABLE B.2: SNR limit value to correctly demodulate a LoRa signal depending
on the SF.

B.1.3 Impact of the distance on the signal power

In free space:

When the radio signal travels by a distance d, the signal power is P dB.

When the radio signal travels by a distance d * v/2, the signal power is (P — 3) dB.
When the radio signal travels by a distance d * 2, the signal power is (P — 6) dB.

\.

What is the signal power for a distance of 2 km?

At 1.4 km, the signal power is P dB. Compute the signal power at d = 2 km.
signal power to compute 2

ratio = signal power of a known distance — 14 — L4

A distance of 2 km is equals to 1.4 x /2.
At 2 km, from the free space statements, the signal power is P — 3 dB.

B.2 Applying on our experimental performance evaluation scenario

In our case, and to choose the location to perform our outdoor experiment, we need to
evaluate the maximum communication range of the most robust LoRa configuration we

want to use.

B.2.1 Compute SF12 maximum operating distance

From our preliminary outdoor experiment, we observe a SNR above —5 dB at 700 m, using
SF12, and BW = 203 kHz to transmit. According to the free space statements:

e Atd =2%700 =1.4km, SNR = —11dB.

e Atd =2%2%700 = 2.8 km, SNR = —17 dB which is higher than the SF12 SNR limit
value for demodulating a signal.

o Atd =+/2%x2%2%700 = 3.9 km, SNR = —20 dB which is equal to the SF12 SNR limit
value for demodulating a signal.
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@ The theoretical reachable distance with SF12, BW 203 kHz is 3.9 km.

B.2.2 SF allocation to guarantee the connectivity depending on the distance

Which  has a communication range of 1.4 km with a of 203 kHz?

At 1.4 km for SF12 and BW 203 kHz, SNR = —11 dB.
This is higher than the SF9 SNR limit value for demodulating a signal(—12.5 dB) and
lower than the SF8 SNR limit value for demodulating a signal (—10 dB).

O At 1.4 km, using a 203 kHz bandwidth, the lower SF value to guarantee
- the connectivity is SF9.

| r

Which  has a communication range of 700 m with a of 406 kHz?

At 700 m for SF12 and BW 203 kHz, SNR = —5 dB. So, the lower SF value to be used
is SF6.

Here, the bandwidth is doubled in comparison with the previous example. Therefore
SNIR = 1P = (N =8 = =5 —3 = —Bclz,

This is lower than the SF7 SNR limit value for demodulating a signal (—7.5 dB).

(;) At 700 m, using a 406 kHz bandwidth, the lower SF value to guarantee
- the connectivity is SF8.

Which  has a communication range of 2 km with a of 406 kHz?

At 1.4 km for SF12 and BW 203 kHz, SNR = —11 dB.
By applying P — 10  logio(ratio®), with ratio =
—14 dB.

The bandwidth is doubled. Therefore SNR = —14 — 3 = —17 dB.

This is higher than the SF11 SNR limit value for demodulating a signal (—17.5 dB).

2, weobtain P—3 = —11 -3 =

(r') At 2 km, using a 406 kHz bandwidth, the lower SF value to guarantee
- the connectivity is SF11.
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Appendix C

Theoretical Wi-Fi FDR computation

In this appendix, we provide the assumption, define the variables, and detail the computa-
tion of the theoretical Wi-Fi FDR we used in the simulations of Chapter 4.

Assumption

When LoRa and Wi-Fi frames have overlapping ToA, the Wi-Fi frame is lost.

Variables definition

WiFit,» = Wi-Fi time on air
WiFigjeep, = Wi-Fi sleep time, i.e., inter-frame time
WiFi, = Wi-Fi period = WiFig4 + WiFige),
LoRat,s = LoRa time on air
LoRag..p = LoRa sleep time, i.e., inter-frame time
LoRay, = LoRa period = LoRar,a + LoRagje,p
LoRapr = LoRa occupancy channel rate

Pinter = probability of interference

During a WiFi,, the number of LoRa frames is:

1 —_—

7 LoRay, _ WiFi)
= —*Lt =

Wity LoRay

The time during which LoRa and Wi-Fi frames overlap is:
y = x X (WiFigya + LoRag,4)
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What is the probability that a Wi-Fi frame is interfered by a

period?

Pipter = %Plp
x X (WiFig,s + LoRar,4)

- WiFi,

WiFi, " WiFit,a + LoRag,4

LoRa, WiFi,

. WiFit,4 + LoRap,a

LoRar, 5
LoRapgr

WiFigA
LOREITO A

== ( ale 1) X LoRapgr

@ FDR = 1 — Py,
w FDR = 1 — (Wifima 4 1) x LoRapg

LoRaTDA

frame during a Wi-Fi
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Appendix D

Experiment issues

In this appendix, we enumerate the main difficulties we faced when running the different
experiments of this manuscript. We consider that providing our experiment issues and how
we fix them participate in making our work reproducible. Additionally, this contributes to
the will of the scientific community to share experiments experiences, as in the FAILSAFE 1
workshop collocated with the ACM SenSys conference. Note that the experiment issues

listed in this appendix are not exhaustive.

D.1 Environment-related issues

The first category of experiment issues comes from the environment of our experiments.

1. Weather. When we setup our outdoor experiments we ran a series of test to verify
that our experiments were running. Through the repetitions of our tests, we observe
a significant variability in our results. Our analysis showed that the results variability
was a consequence of the weather. Indeed, our LoRa end-devices are highly sensitive
to humidity and temperature. To fix this issue, we postponed our outdoor experi-
ments to a period of the year when the weather is more stable, i.e., we postponed our

experiments from January to March. In the meantime, we ran the indoor experiments.

2. Laptop batteries. For all our outdoor experiments we had to take into account the
laptop battery autonomy as we could not charge it during the experiments. To fix this
potential issue, we decided to use two laptops thus allowing battery autonomy for at
least half a day.

3. Influx of people. At first, for our indoor experiments that are run in the faculty build-
ing, we started our experiments irrespective of the time of the day. This lead to have
running experiments during the inter-course or at the lunch break. In such cases, we
observed a high concentration of people in the corridors and the hall of the building
resulting in a decrease of our performance as our transmissions had to pass through a
higher number of obstacles. We fixed this issue by scheduling our experiments when
the number of people in the corridors was as low as possible, i.e., when students were
in class. Note that this experiment issue is not a problem in our office building indoor

LEAILSAFE 2017 (first edition) and FAILSAFE 2020 (second edition)


http://wp.doc.ic.ac.uk/failsafe2017/dates/
http://wp.doc.ic.ac.uk/failsafe/
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experiments as one series is run during the week-end and the second one is a long-run
experiment that aims to observe the performance variations due to the presence, and

the mobility, of people inside the building.

4. External interference. During our coexistence experiments we observe a performance
decreases for the 2402 MHz LoRa center channel frequency compared to the other
channels evaluated. We observed this decrease in performance for period where LoRa
and Wi-Fi transmissions overlap but also when Wi-Fi is transmitting alone. We ana-
lyzed our environment using an USRP and observed a high peak of energy centered at
2402 MHz corresponding to a BT beacon. An in-depth analysis showed that when our
cell phone is not in standby mode, the BT beacon is sent with the maximum power,
resulting in external interference for our experiments and therefore a decrease in per-
formance. We fixed this issue by turning off the BT of the surroundings devices during

our experiments.

5. Change in the environment. During our coexistence experiment campaign, we eval-
uate two IEEE 802.11 standard. As the results obtained for the IEEE 802.11b stan-
dard were confusing, we repeated our experiments in another indoor environment: a
single-family home environment. Recently, in the context of a future work, we wanted
to repeat our experiment to increase the distance between transmitters an receivers.
For that, we decided to run our experiment in the same single-family home environ-
ment as before. Unfortunately, we were not able to repeat our experiments. Every time
we ran our experiments, they failed at 2406 and 2408 MHz. Note that, between the first
series of experiment and the recent one more than a year has passed. We analyzed the
logs and concluded that something has changed in the environment. We assume that
a device is interfering on these two frequencies. We also assume that the device is not
located inside the home where we run our experiments. Indeed, we try to turn off all
the wireless networks inside the house, i.e., Wi-Fi APs, BT transmitters, and surveil-
lance cameras, and observed the same experiments failure. Further investigation are
needed, probably using a spectrum analyzer, to find what device and what technology
are causing the destructive interference we observed.

D.2 Hardware and software-related issues

The second category of experiment issues comes from the equipment, and the correspond-

ing tools, we used to setup our experiments.

1. USB port number. Remember that in the experiments where we compare the perfor-
mance of LoRa sub-GHz and LoRa 2.4 GHz, we use three LoRa sub-GHz gateways
and three LoRa sub-GHz end-devices, as well as one LoRa 2.4 GHz gateway and three
LoRa 2.4 GHz end-devices. All the gateways were powered via USB by our laptop
thus requiring four USB ports. Our laptops have only three USB ports. To fix this
issue, we use a port multiplier to have sufficient USB ports for each device.
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2. End-devices batteries. All our LoRa sub-GHz experiments use Arduino UNOs with
SX1276 radio chip powered by batteries. In this series of experiment, we evaluate sev-
eral distances which depend on the evaluated scenario, i.e., outdoor or indoor. When
repeating our experiments, we observed a performance decrease even for the highest
communication range configurations and at distance where we previously obtained
a good connectivity with a FDR around 100%. We assume that comes from how AA
batteries discharge. We fixed this issue by replacing the batteries with fully charged
batteries regularly and thus ensuring the same level of battery for each experiment.

3. screenis terminating. When we setup our first experiments we needed to know when
the end-devices have finished to send their frames. The easiest way for that was to read
the USB port on which we plug the gateways. This is possible using the Linux screen
utility. Unfortunately, during our test to verify that our experiments were running,
we randomly had a message screen is terminating. Even if it was not an issue
for these experiments as we know exactly the number of frames sent and thus only
needed the gateways logs to compute the FDR, we had to find a solution for our future
experiments. We fixed this issue by using cat and redirecting the information read on
the USB port into a text file.

4. Gateway deadlock. In our coexistence experiments, we configured the number of
frames and the inter-frame time to ensure the same period per LoRa configuration.
Our initial experiments highlighted a hardware limitation: by continuously sending
LoRa frames using a SF5, BW 1625 configuration results in the gateway shut down.
We assume that the small inter-frame times led to gateway failure. Further analysis
showed the gateway had no time to demodulate incoming frames before switching to
listening for new ones and eventually became blocked in a deadlock. We fixed this
issue by finding the smallest SF providing a stable operation that is SF6.

5. Scapy parameters. When we designed our coexistence experiments, we wanted to
evaluate different Wi-Fi MCS to quantify the impact of the MCS on LoRa transmis-
sions. Even if the MCS is a MAC mechanism, we wanted to implement it but without
using the adaptive part of the mechanism. Instead, we wanted to fix the MCS value
and to vary it over repetitions of our experiments. However, we were not able to find
how to easily change the MCS value and thus decide not to use it. As far as we know,
there might be the possibility to change the MCS value by modifying the Radiotap
header used by Scapy. Additionally, we recently found that the wireless interface traf-
fic rate can be modified directly in the hardware parameters but not through Scapy.
Varying the traffic rate can be seen as a kind of MCS mechanism where the modulation
is fixed and only the traffic rate changes.

6. Transmission synchronization. The design of our coexistence experiments requires
to have periods of time where Wi-Fi and LoRa transmissions overlap and other peri-
ods of time where only one technology is transmitting. We thus need to synchronize
the different technologies. As we generate our Wi-Fi traffic using Scapy, we had to
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put our computers in monitor mode to send the Wi-Fi traffic but also to be able to vi-
sualize the IEEE 802.11 frames in Tcpdump/Wireshark. Therefore, we had to design a
synchronization process to respect our coexistence experiments timeline. We fixed this
issue by modifying the LoRa gateway to end-devices communication protocol used in
previous experiments, and Python and Bash scripts with timers for Wi-Fi.

7. Reconfiguration frames. The design of our gateway to end-devices communication
protocol requires the LoRa gateway to send downlink activation frames to allow the
end-device to star transmitting. Thus, these downlink frames have to be robust to in-
terference and signal propagation. We ran some tests to evaluate which configuration
to use to send the activation frames. As in our coexistence experiments we started by
evaluating a LoRa channel centered at 2402 MHz, and we observed a repetitive loss of
the downlink frames using a SF9, BW 203 configuration for example. We solved part
of the issue by turning off the BT of the surrounding devices as they were beaconing
on their three advertising channels, 2402 MHz being the center frequency of one of
them. We completely solved the issue by concluding that in order to always receive
at least one downlink frame we have to send the activation frame using the most ro-
bust configuration, i.e., SF12, BW 203. As a consequence to this issue and our solution
to fix it, in our Bandwidth experiment we could only test two different BW during
an experiment as the actual LoRa 2.4 GHz gateways can receive only three different
configurations in parallel.
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