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Résumé substantiel en langue francaise

Introduction

L'intégration de l'Internet des objets (loT) dans le secteur de la santé marque une étape
cruciale dans I'évolution des pratiques médicales. L'Internet des objets médicaux (IoMT), qui
englobe un réseau de dispositifs médicaux, d'applications logicielles et de services de sante,
joue un role fondamental pour améliorer les soins aux patients, optimiser le fonctionnement
des cliniques et gérer les finances. Avec le nombre d'appareils connectés prévu pour atteindre
22 milliards d'ici 2025, le marché de I'loMT est sur le point de connaitre une croissance
significative, annoncant une multitude d'innovations et de tendances dans l'industrie des soins
de santé [1]. Cette augmentation de la connectivité facilite non seulement la prolifération des
capteurs et des sources de données qui recueillent les informations médicales vitales, mais
aussi le développement de passerelles et de réseaux pour une transmission efficace des
données, principalement grace a des réseaux 4G/5G avanceés. Les avantages de I'loT dans
les soins de santé, allant de la réduction des colts et de I'amélioration des résultats du
traitement a la surveillance a distance et a l'amélioration de l'efficacité, soulignent sa
contribution essentielle a l'avancement des services de santé et des résultats pour les
patients.

Ainsi, l'intégration des technologies loT dans les soins de santé n'est pas seulement un ajout
au domaine médical, mais une force transformatrice qui autonomise les patients et les
professionnels, favorisant un avenir ou les soins de santé sont plus accessibles, précis et

centrés sur le patient.

Description du Sujet

L'Internet des objets (IoT) est un concept technologique qui établit la connectivité entre
divers appareils et Internet, leur permettant d'échanger des données et de communiquer
entre eux. Dans les soins de santé 10T, les réseaux corporels sans fil (WBAN) peuvent étre
intégrés a d'autres appareils 10T, tels que des passerelles ou des serveurs cloud, pour
permettre la surveillance a distance et I'analyse des données de santé des patients. Cette
intégration peut offrir aux fournisseurs de soins de santé un acces en temps réel aux
données des patients, leur permettant de prendre des décisions éclairées sur les soins aux

patients. De plus, I'loT peut permettre I'application d'analyses de données et d'algorithmes



d'apprentissage automatique aux grandes quantités de données générées par les WBAN,
conduisant a une meilleure diagnostic et traitement des affections médicales [2].

Un réseau corporel sans fil (WBAN) utilise des capteurs implantables et portables, placés a
la fois a l'intérieur et a l'extérieur du corps humain, dans le but de surveiller les parametres
physiologiques et biochimiques des patients. Les données recueillies sont ensuite transmises
a un centre de soins de santé, permettant aux professionnels de la santé de surveiller les
signes vitaux. La technologie WBAN a un large éventail d'applications dans les domaines
médical, des services d'urgence, de I'électronique grand public, de I'aptitude physique et du
suivi du mode de vie, de la défense, du divertissement et de la santé personnelle [3]. La
communication WBAN nécessite des attributs spécifiques, notamment des exigences de débit
de données minimal, une distance de transmission limitée, une consommation d'énergie
réduite et I'évitement des perturbations des autres équipements électroniques et médicaux,
tout en assurant une livraison rapide et fiable des données. Les normes PAN existantes ne
répondent pas aux demandes uniques des WBAN [3]. La responsabilité de proposer une
norme de communication pour le réseau corporel (BAN) a été confiée au groupe de travail 6
de I'lEEE, qui devrait développer la norme IEEE 802.15.6. La norme prendra en compte les
exigences de transmission a courte portée et de qualité de service (QoS), notamment la
fiabilité et la latence, ainsi que la faible consommation d'énergie des appareils BAN [4].
L'utilisation des WBAN dans les soins de santé IoT présente plusieurs avantages. Les WBAN
sont non invasifs et confortables a porter pour les patients sur une période prolongée,
permettant une surveillance continue de la santé des patients. La surveillance en temps réel
des données de santé des patients peut fournir aux prestataires de soins de santé des
informations opportunes et précises, permettant une détection précoce des problemes
médicaux et des interventions en temps opportun. De plus, l'intégration des WBAN avec
d'autres appareils 10T peut permettre I'application d'analyses de données et d'algorithmes
d'apprentissage automatique aux données, conduisant a une meilleure diagnostic et
traitement des affections médicales. L'un des défis critiques dans la conception des WBAN
pour les systemes de soins de santé 10T est d'assurer une transmission de données fiable et
économe en énergie. La fiabilité de la transmission des données est essentielle pour garantir
gue les prestataires de soins de santé recoivent des informations précises et opportunes sur
la santé des patients, tandis que l'efficacité énergétique est cruciale pour prolonger la durée
de vie des appareils de soins de santé IoT [5]. La conception multicouche est une approche
qui a été proposée pour relever ces défis en permettant la coopération des différentes couches
de la pile de protocoles réseau afin d'optimiser les performances du réseau. En utilisant la
conception multicouche, les différentes couches de la pile de protocoles peuvent travailler

ensemble pour optimiser les performances du réseau plutét que de fonctionner



indépendamment. Cela peut conduire a une utilisation plus efficace des ressources réseau, a

de meilleures performances réseau et a une durée de vie prolongée des appareils.

Objectifs

Les principaux objectifs de cette étude sont :

Examiner I'état actuel de I'art de la conception multicouche pour les soins de santé IdO
et identifier les lacunes et les défis de recherche dans ce domaine.

Proposer un cadre de conception multicouche pour les soins de santé 1dO qui puisse
répondre aux exigences de fiabilité, d'efficacité énergétique et de mise a I'échelle de
différentes applications de soins de santé 1dO.

Evaluer les performances et l'efficacité du cadre de conception multicouche proposé
a travers des simulations et des expériences.

Comparer les performances de l'approche de conception multicouche proposée avec
les approches existantes et identifier les avantages et les limites de Il'approche
proposée.

Fournir un apercu approfondi des défis et des opportunités de la conception
multicouche dans les systemes d'Internet des objets pour les soins de santé, et
proposer des solutions permettant d'améliorer ces systémes.

Analyser les implications et I'applicabilité en contexte réel des modéles proposés, en
tenant compte des défis potentiels et des opportunités d'intégration dans d'autres

techniques.

Contributions

Pour relever ces objectifs, les principales contributions de ce travail sont résumées
comme sulit :

Un examen approfondi des techniques de conception multicouche a la pointe de la
technologie pour les soins de santé IdO met en évidence les lacunes et les défis de la
recherche. Cet examen constituera une base pour approfondir la recherche dans ce
domaine.

Faire progresser le domaine de la conception multicouche pour les soins de santé 1dO
en fournissant un cadre complet, en évaluant ses performances et en offrant des
perspectives sur ses défis et opportunités pour une mise en ceuvre pratique.

Mettre en ceuvre et développer le protocole PHY/MAC dans le cadre de la norme
IEEE 802.11ah afin d'améliorer I'efficacité du réseau, d'assurer une transmission fiable

des données et d'atténuer l'impact des pertes de trajet du corps.



e Améliorer la fiabilité et les performances de la communication entre les appareils
portables et les points d'acces, garantissant ainsi une transmission de données

précise et opportune.

Etat de I’art dans le domaine

La nature des ressources limitées des appareils 10T présente des défis importants, notamment
en termes de consommation d'énergie et de qualité de service (QoS). Les protocoles de
communication multicouches ont émergé comme une solution prometteuse pour relever ces

défis en optimisant les interactions entre les différentes couches de la pile réseau.

Dans une conception multicouche pour les soins de santé IdO, la couche physique peut étre
utilisée pour collecter les données des capteurs sur le corps du patient, tandis que la couche
réseau peut étre utilisée pour transférer ces données aux praticiens de santé en temps réel.
La couche application peut ensuite étre utilisée pour présenter les données aux fournisseurs

de soins de santé d'une maniére facile a comprendre et a exploiter.

Cette revue de la littérature explore les avancées récentes dans les protocoles de
communication multicouches pour la santé 10T, en se concentrant sur |'efficacité énergétique

et la qualité de service

Les auteurs dans [6] ont discuté des défis posés par les réseaux 1dO (Internet des Objets) a
contraintes énergétiques et peu fiables. lls ont présenté une conception a couches croisées
fiable pour les applications de santé électronique IdO afin d'étendre la durée de vie des
appareils 1dO et de transmettre les données avec une grande fiabilité. Les auteurs ont proposé
d'intégrer la couche liaison de données (MAC) et la couche réseau, en incorporant des
paramétres liés a la fiabilité dans le processus de découverte de la route. Cela a renforcé la
robustesse du réseau, permettant une surveillance précise des informations de santé des
patients. Cependant, I'étude n'a pas pris en compte l'impact de plusieurs appareils 1dO ou la
mise a l'échelle du réseau. De plus, elle n'aborde pas les problemes potentiels de
confidentialité et de sécurité associés aux applications de santé électronique 1dO, qui sont

des considérations cruciales dans les milieux de soins de santé.

Dans [7], les auteurs ont proposé une technique d'optimisation de la conception a couches
croisées (CLDO) qui dépend de la durée de vie des WBAN (réseaux corporels sans fil) sur
plusieurs couches. Ce schéma optimise l'efficacité énergétique, la fiabilité de la transmission
et la durée de vie des WBAN en choisissant des nceuds de relais optimisés, en améliorant la
puissance de transmission des nceuds et en déterminant des tailles de paquets appropriées

pour les différents liens du réseau. Le schéma CLDO améliore la fiabilité de la transmission



de plus de 44,6 % et prolonge la durée de vie jusqu'a 33,2 %. L'article présente une approche
globale pour optimiser les performances dans les WBAN. Cependant, le travail n'a pas
mentionné les limites du schéma CLDO ou les défis et les inconvénients potentiels associés

a sa mise en ceuvre.

Dans [6], les auteurs ont proposé un protocole a couches croisées pour les réseaux de
I'Internet des Objets (1oT), en particulier dans le domaine des soins de santé, afin de résoudre
le probléme des interférences causées par le corps humain et les mouvements sur le signal
transmis par le noeud capteur. Le protocole utilise des mesures d'énergie de balise dans la
couche physique du nceud pour détecter les interférences, qui sont ensuite utilisées par la
couche MAC pour prendre des décisions sur la transmission des paquets. Les résultats des
expériences démontrent |'efficacité du protocole proposé pour atténuer les interférences
causées par le corps humain, ce qui peut améliorer les performances et la fiabilité des réseaux
IoT dans le domaine de la santé. Cependant, l'article n'analyse pas l'impact du protocole
proposé sur d'autres métriques de performance, comme la consommation d'énergie ou la
latence, et les expériences menées pour évaluer les performances du protocole étaient
limitées a un scénario spécifique qui ne représente peut-étre pas fidelement les conditions du monde

réel.

Selon [7], les auteurs ont proposé la création d'un systéme d'évaluation de la sécurité en tant
gue service (SAaaS) pour le secteur des soins de santé, qui peut identifier les vulnérabilités,
évaluer et atténuer les menaces dans un écosystéme de soins de santé 0T exposé a des
appareils et interfaces externes. Le systeme SAaaS vise a fournir un environnement controlé
et conscient de la cybersécurité qui assure la confidentialité, la sécurité et la confiance, méme
dans des appareils et des environnements non fiables. Cependant, le travail n'a pas abordé
les limites ou les défis potentiels qui pourraient survenir lors de la mise en ceuvre pratique du

systeme SAaaS.

L'enquéte dans [8] a passé en revue diverses méthodologies utilisées pour optimiser les
performances des WBAN a travers une conception de protocole multi-couches. La recherche
a discuté de l'importance des WBAN pour surveiller divers parameétres de santé, tels que la
fréquence cardiaque, la température corporelle, la respiration et la pression artérielle, en se
concentrant sur l'avantage des WBAN pour surveiller la santé sans affecter I'activité du patient
et en insistant sur l'optimisation des performances des WBAN grace a la conception multi-
couches. L'étude présente une étude comparative des méthodologies utilisées pour optimiser
les performances et met en évidence la comparaison des performances des protocoles.
Cependant, le travail a prété peu d'attention aux défis et aux limites de la conception de

protocoles multi-couches dans les WBAN.



L'enquéte [9] se concentre sur les spécifications MAC, PHY et de sécurité de la norme IEEE
802.15.6. La recherche couvre différents modes de communication et mécanismes d'acces.
Elle examine les spécifications de communication a bande étroite (NB), a ultra-large bande
(UWB) et de communication par le corps humain (HBC) en termes de structure de trame, de
modulation et d'autres parametres essentiels. L'étude met en évidence les services et le
paradigme de sécurité de la norme IEEE 802.15.6, fournissant des informations sur les
protocoles et les spécifications de sécurité essentielles pour les WBAN. Cependant, I'étude
n'a pas fourni d'analyse des performances de la norme IEEE 802.15.6 dans des scénarios
réels, ce qui pourrait limiter son applicabilité pratique. De plus, elle n'a pas fourni d'analyse de
cette norme par rapport aux autres normes existantes pour les WBAN, ce qui pourrait limiter

la compréhension de ses avantages et de ses inconvénients.

Dans [10], les auteurs ont proposé un algorithme de calcul de confiance cross-layer léger pour
détecter les attaques Man-in-Middle (MIMA) dans les systemes de santé IoT. Cet algorithme
a deux principales contributions : un regroupement (clustering) efficace sur le plan énergétique
et la détection d'attaques cross-layer. L'algorithme de regroupement sélectionne le Chef de
Grappe (CH) optimal en utilisant une approche de calcul et d'évaluation de probabilité.
L'approche d'évaluation de la confiance cross-layer introduit une évaluation des nceuds pour
détecter les attaquants MIMA dans le réseau. Le calcul de la confiance de chaque nceud est
effectué en utilisant les paramétres du nceud capteur dans différentes couches, telles que les
couches réseau, physigue et MAC. La valeur de confiance agrégée de chaque noceud capteur
est ensuite comparée a la valeur de seuil pour déterminer si le nceud est un attaquant.
L'approche proposée montre que IC-MADS présente de meilleures performances contre les

attaques MIMA avec un minimum de surcharge et de consommation d'énergie.

Dans [11], les auteurs ont proposé une approche cross-layer pour la confidentialité de la
localisation des appareils cellulaires de e-santé. Cette approche s'appuie sur le beamforming
et le bruit artificiel pour protéger la confidentialité de la localisation des appareils cellulaires
de e-santé, leur permettant de communiquer de maniére sécurisée avec la station de base.
Le systéme proposé comprend un patch de détection, un module d'algorithme, une plateforme
cloud et un terminal mobile. Le systéme proposé peut fournir un niveau élevé de confidentialité
de la localisation, méme en présence de plusieurs eavesdroppers, et est robuste aux
changements environnementaux. De plus, les techniques de beamforming et de bruit artificiel
réduisent la consommation d'énergie des appareils cellulaires de e-santé, ce qui se traduit par

une autonomie accrue.



Proposition d'une technique d'optimisation de la conception a couches croisées (CLDO) pour
les WBAN, optimisant I'efficacité énergétique, la fiabilité de la transmission et la durée de vie
des WBAN.

Reference| Description Routing Energy QoS
Mechanism :
Effeciency
[2] Proposition de conception a v v X

couches croisées pour les
applications de santé électronique
IdO afin d'étendre la durée de vie
des appareils et d'assurer une

transmission fiable des données.

[5] Proposition  d'une  technique v V4 X
d'optimisation de la conception a
couches croisées (CLDO) pour les
WBAN, optimisant [l'efficacité
énergétique, la fiabilit¢ de la
transmission et la durée de vie des

WBAN.

[6] Protocole a couches croisées X N4 X
pour résoudre les interférences
dans les réseaux loT de santé

causées par le corps humain et

les mouvements.

Création d'un systéme d'évaluation
[7] de la sécurité en tant que service v X X
(SAaaS) pour le secteur des soing
de santé, visant a identifier les
vulnérabilités et atténuer les
menaces.




3 Revue des méthodologies pour
[€] optimiser les performances des
WBAN via la conception de
protocole multi-couches.

9 Focus sur les spécifications MAC, v
[9] PHY et de sécurité de la norme |IEEE] X 4
802.15.6 pour les WBAN.

Algorithme de calcul de confiance
cross-layer léger pour détecter les
attaques Man-in-Middle  (MIMA)
dans les systémes de santé loT.

[10]

Approche cross-layer pour Ia
confidentialité de la localisation des
appareils cellulaires de e-santé
utilisant le beamforming et le bruit
artificiel.

[11]

Cette Création d'un nouveau protocole &
recherche |couches croisées pour atténuer
I'impact de l'affaiblissement du signal
d( au corps dans les réseaux |IEEE
802.11ah. Amélioration de la fiabilité
et des performances de
communication entre les dispositifs
portables et les points d'acces,
garantissant une transmission de|
données précise et en temps
opportun.
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ABSTRACT

Wireless Body Area Networks (WBANSs) are wireless sensor networks that consist of
small, low-power wearable or implantable devices placed on or inside the human body
to monitor physiological signals such as heart rate, blood pressure, and body temper-
ature. WBANSs have emerged as a potentially transformative technology in healthcare,
enabling the continuous monitoring of patient health, remote diagnosis and treatment,
and personalized healthcare services. WBANSs in [oT healthcare offer several advantages,
including noninvasive monitoring, real-time data transmission, and integration with other
IoT devices for data analytics and machine learning. However, designing WBANs for
IoT healthcare systems presents challenges such as ensuring reliable and energy-efficient
data transmission. A cross-layer design is an approach that has been proposed to address
these challenges by enabling the cooperation of different layers of the network protocol
stack to optimize network performance.

This dissertation aimed to enhance 10T healthcare by implementing and developing a
new PHY/MAC protocol within the IEEE 802.11ah framework. This protocol aims to im-
prove the network efficiency, extend the sensor life, and ensure the quality and reliability
of data transmission. It adapts to varying data types by modifying the superframe struc-
ture based on the adaptive modulation features of IEEE 802.11ah. This study explores
the intricacies and potential of cross-layer design in IoT healthcare, offering innovative
solutions to boost system performance and efficiency. By conducting simulations and
experiments, this study will assess the effectiveness of this approach by comparing it
to existing methods. Ultimately, it seeks to provide actionable strategies for developing
IoT healthcare systems that fulfil the demands of reliability, energy conservation, and
scalability in diverse healthcare scenarios.



RESUME

Les réseaux sans fil pour les zones corporelles (WBAN) sont un type de réseau de capteurs
sans fil composé de petits dispositifs portables ou implantables a faible puissance, placés
sur ou a I’intérieur du corps humain pour surveiller des signaux physiologiques tels que
la fréquence cardiaque, la tension artérielle et la température corporelle. Les WBAN
se sont révélés €tre une technologie potentiellement transformative pour les soins de
santé, permettant une surveillance continue de la santé des patients, un diagnostic et un
traitement a distance, ainsi que des services de soins de santé personnalisés. L' utilisation
des WBAN dans les soins de santé de I’IoT présente plusieurs avantages, notamment la
surveillance non invasive, la transmission en temps réel des données et I’intégration avec
d’autres dispositifs de 1I’IoT pour I’analyse des données et I’apprentissage automatique.
Cependant, la conception des WBAN pour les systemes de soins de santé de 1’'loT
présente des défis, tels que la garantie d’une transmission fiable et économe en énergie
des données. La conception en couches croisées est une approche qui a été proposée
pour relever ces défis en permettant la coopération entre différentes couches de la pile
de protocoles réseau afin d’optimiser les performances du réseau.

Cette these vise a améliorer les soins de santé de I’loT grace a la mise en ceuvre et
au développement d’un nouveau protocole PHY/MAC dans le cadre de la norme IEEE
802.11ah. Ce protocole vise a améliorer I’efficacité du réseau, a prolonger la durée de
vie des capteurs et a garantir la qualité et la fiabilité de la transmission des données.
Il s’adapte aux différents types de données en modifiant la structure de la supertrame
en fonction de la fonction de modulation adaptative de I’lEEE 802.11ah. La recherche
explorera les subtilités et le potentiel de la conception en couches croisées dans les soins
de santé de I'IoT, en proposant des solutions innovantes pour améliorer les performances
et I'efficacité du systeme. En effectuant des simulations et des expériences, 1’étude
évaluera I’efficacité de cette approche, en la comparant aux méthodes existantes. En fin
de compte, elle vise a fournir des stratégies opérationnelles pour le développement de
systtmes de soins de santé de I'loT répondant aux exigences de fiabilité, d’économie
d’énergie et de dimensionnement dans divers scénarios de soins de santé..
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1.1 THESIS CONTEXT

The integration of the Internet of Things (IoT) into the healthcare sector marks a
pivotal evolution in medical practices, enhancing patient care and operational efficiency.
The Internet of Medical Things (IoMT), encompassing a network of medical devices,
software applications, and healthcare services, plays a fundamental role in patient care,
clinic optimization, and financial management. With the number of connected devices
projected to reach 22 billion by 2025, the IoMT market is on course to expand sig-
nificantly, indicating a broad spectrum of innovation and trends within the healthcare
industry [1]. This surge in connectivity facilitates not only the proliferation of sensors
and data sources that capture vital medical information but also the development of
gateways and networks for efficient data transmission, predominantly through advanced
4G/5G networks. The benefits of IoT in healthcare, ranging from cost reduction and im-
proved treatment outcomes to remote monitoring and enhanced efficiency, underscore
its critical contribution to advancing healthcare services and patient outcomes. Thus, the
integration of IoT technologies in healthcare is not merely an addition to the medical
field but a transformative force that empowers patients and professionals alike, fostering
a future where healthcare is more accessible, accurate, and patient-centric.

1.1 THESIS CONTEXT

The Internet of Things (IoT) is a technological concept that establishes connectivity
between various devices and the Internet, enabling them to exchange data and commu-
nicate with each other. In IoT healthcare, wireless body area networks (WBANSs) can be
integrated with other IoT devices, such as gateways or cloud servers, to enable remote
monitoring and analysis of patient health data. This integration can offer healthcare
providers real-time access to patient data, enabling them to make informed decisions
about patient care. Additionally, IoT can enable data analytics and machine learning
algorithms to be applied to the large amounts of data generated by WBANS, leading to
improved diagnosis and treatment of medical conditions [2].

A Wireless Body Area Network (WBAN) utilizes implantable and wearable sensors,
positioned both internally and externally on the human body, for the purpose of mon-
itoring the physiological and biochemical parameters of patients. The gathered data
is subsequently transmitted to a healthcare center, allowing healthcare practitioners to
monitor vital signs. WBAN technology has a wide range of applications in the do-
mains of medical, emergency services, consumer electronics, health fitness and lifestyle
monitoring, defense, entertainment, and personal health [3].



1.2 MOTIVATIONS

WBAN communication requires specific attributes, including minimal data rate re-
quirements, limited transmission distance, reduced power usage, and avoidance of disrup-
tion to other electronic and medical equipment, coupled with the assurance of prompt and
dependable data delivery. The existing PAN standards fall short of meeting the unique
demands of WBANS [3]. The responsibility of proposing a communication standard for
the Body Area Network (BAN) has been assigned to the IEEE Task Group 6, which is
expected to develop the IEEE Standard 802.15.6. The standard will consider the short-
range transmission and Quality of Service (QoS) requirements, including reliability and
latency, as well as the low energy consumption of BAN devices [4]

The use of WBANs in IoT healthcare has several advantages. WBANs are non-invasive
and comfortable for patients to wear for an extended period of time, enabling ongoing
patient health monitoring. Real-time monitoring of patient health data can provide health-
care providers with timely and accurate information, leading to early detection of medical
conditions and timely interventions. Additionally, the integration of WBANSs with other
IoT devices can enable data analytics and machine learning algorithms to be applied to
the data, leading to improved diagnosis and treatment of medical conditions. One of the
critical challenges in designing WBANSs for 10T healthcare systems is to ensure reliable
and energy-efficient data transmission. The reliability of data transmission is essential to
ensure that healthcare providers receive accurate and timely information about patient
health, while energy efficiency is crucial to extending the lifetime of IoT healthcare
devices [5]. Cross-layer design is an approach that has been proposed to address these
challenges by enabling the cooperation of different layers of the network protocol stack
to optimize network performance. By using cross-layer design, the different layers of
the protocol stack can work together to optimize network performance rather than oper-
ating independently. This can lead to more efficient use of network resources, improved
network performance, and extended device lifetime.

1.2 MOTIVATIONS

The motivation for this work is to investigate the cross-layer design for IoT healthcare
and to develop a cross-layer protocol between the physical layer (PHY) and medium
access control (MAC) layer to mitigate pathloss and increase the throughput of the
network that relies on the IEEE 802.11ah standard, improve the lifetime of the network
and sensor nodes, ensure service quality, and provide reliable transmission. Based on the
adaptive modulation supported by this standard, the protocol considers the transmission
requirements for various data types and modifies the superframe. The physical (PHY)
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and media access control (MAC) refer to two important layers of the OSI (Open Systems
Interconnection) reference model, which is a conceptual framework used to describe the
functions of a networking system [6].

PHY (Physical Layer)

The Physical Layer (often abbreviated as PHY) is the lowest layer in the OSI model. It is
responsible for the physical connection between devices, including the transmission and

reception of raw bitstreams over a physical medium. Key functions and characteristics
of the PHY layer include:

* Transmission Media: Specifies the physical medium through which data is trans-
mitted, such as copper cables, fiber optics, or wireless signals.

» Data Encoding: Converts data into signals suitable for the transmission medium.
This can involve modulation techniques for analog transmission or line coding for
digital transmission.

* Bit Rate Control: Manages the speed at which data is transmitted, which can vary
depending on the medium and the technology used.

* Synchronization: Ensures the transmitter and receiver are synchronized to interpret
the bitstream correctly.

* Interface Standards: Defines electrical, mechanical, procedural, and functional
specifications to ensure interoperability between different devices and systems
(e.g., Ethernet, USB, Bluetooth).

MAC (Medium Access Control) Layer

The Medium Access Control (MAC) layer is a sublayer of the Data Link layer (Layer
2) in the OSI model. It is responsible for controlling how devices on a network gain
access to the medium and permission to transmit data. Key functions of the MAC layer
include:

¢ Access Control: Determines how devices share the medium and avoid collisions,
using protocols like CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) in Ethernet networks or CSMA/CA (Carrier Sense Multiple Access
with Collision Avoidance) in Wi-Fi networks.

* Frame Delimiting: Defines the start and end of frames, which are units of trans-
mission at the Data Link layer.
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* Addressing: Uses MAC addresses to uniquely identify devices on a network,
ensuring that data is sent to the correct destination.

* Error Detection: Incorporates mechanisms like CRC (Cyclic Redundancy Check)
to detect errors in transmitted frames.

* Flow Control: Manages the rate of data transmission to prevent overwhelming a
receiver, ensuring efficient and reliable communication.

This study aims to contribute to the development of IoT healthcare by providing
insights into the challenges and opportunities in cross-layer design and proposing solu-
tions that can improve the performance and efficiency of IoT healthcare systems. The
study also evaluates the performance and efficiency of the proposed cross-layer design
approach through simulations and experiments and compares the results with existing
approaches. The ultimate goal of this research is to provide practical guidance for the
design of IoT healthcare systems that can satisfy the reliability, energy efficiency, and
scalability requirements of different healthcare applications.

1.3 OBIJECTIVES

The primary objectives of this study are as follows:

* Review of the current state-of-the-art of cross-layer design for IoT healthcare and
identify research gaps and challenges in this area.

* Propose a framework for cross-layer design in IoT healthcare that can address
the reliability, energy efficiency, and scalability requirements of different IoT
healthcare applications.

* Evaluate the performance and efficiency of the proposed cross-layer design frame-
work through simulations and experiments.

* Compare the performance of the proposed cross-layer design approach with exist-
ing approaches and identify the benefits and limitations of the proposed approach.

* Provides insights into the challenges and opportunities in cross-layer design for [oT
healthcare and proposes solutions that can improve the performance and efficiency
of IoT healthcare systems.
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* Discussion of the implications and real-world applicability of the proposed mod-
els, considering potential challenges and opportunities for integration into other
techniques.

1.4 CONTRIBUTIONS

To address these objectives, the main contributions of this work are summarized as
follows:

* A comprehensive review of the state-of-the-art cross-layer design techniques for
IoT healthcare highlights research gaps and challenges. This review will provide
a foundation for further research in this area.

* Advance the field of cross-layer design for IoT healthcare by providing a com-
prehensive framework, evaluating its performance, and offering insights into its
challenges and opportunities for practical implementation.

1.5 THESIS OUTLINE

The remainder of this thesis is organized as follows:

Chapter 2 presents an overview of Iol' healthcare and its applications. It reviews
existing cross-layer design approaches for IoT healthcare, analyzes the state of the art in
cross-layer design, and identifies research gaps and challenges that need to be addressed.

Chapter 3 describes the features of the IEEE 802.11ah standard, which is a pivotal
technology in the realm of IoT for healthcare. This study aimed to provide a comprehen-
sive understanding of how this standard can be utilized to address the unique demands of
healthcare applications. We examined the standard’s network architecture, explored the
motivations behind its development, and identified specific healthcare use cases. Addi-
tionally, the chapter details the physical (PHY) and medium access control (MAC) layer
designs, highlighting how they cater to the requirements of long-range communication,
low power consumption, and efficient channel management. The insights gained form
the foundation for implementing IoT solutions that are both effective and sustainable in
healthcare environments.
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Chapter 4 focuses on addressing the challenges posed by body-path loss in 802.11ah
networks, particularly in healthcare IoT applications. Our approach involves a novel PHY-
MAC cross-layer design aimed at mitigating the effects of body-path loss. This chapter
outlines the body path loss problem, introduces the cross-layer design concept, and
explores methods for enhancing the performance of 802.11ah networks in this context.
We also discuss the assumptions and considerations underlying our approach, followed
by a detailed presentation of the simulation results to demonstrate the efficacy of the
proposed solutions. The chapter concludes with an analysis of the findings and their
implications for future IoT healthcare network designs.

In Chapter 5, we present a practical approach to implementing Cross-Layer Design
Adaptive Modulation and Coding (AMC) for IEEE 802.11ah, tailored for IoT healthcare
applications, using Universal Software Radio Peripheral (USRP) and GNU Radio. The
focus is on bridging the gap between theoretical design and real-world applications. We
explore the background and significance of this implementation, describe the architecture
of the platform, and delve into the system design and programming. This chapter details
the specific steps of the cross-layer implementation and evaluates the prototype through
the implementation of different transceivers: BPSK, QPSK, and GMSK.

Finally, the conclusions of this study and some perspectives are presented in section
6.
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2.1 INTRODUCTION

2.1 INTRODUCTION

This chapter explores the dynamic field of IoT healthcare, beginning with an overview that
encapsulates applications revolutionizing patient care and medical processes. We then
narrowed our focus to the role of Wireless Body Area Networks (WBANS) as a critical
component in IoT healthcare, enabling real-time patient monitoring and data collection.
A critical review examined existing cross-layer design approaches that enhance the
efficiency and reliability of IoT healthcare systems.

In an analysis of state-of-the-art cross-layer design, we scrutinize the latest method-
ologies and their contributions to the field. Finally, we identify and discuss the research
gaps and challenges that persist, setting the stage for future innovations in IoT healthcare.
This chapter comprehensively synthesizes the current trends and future directions in
cross-layer design for IoT healthcare applications.

2.2 OVERVIEW OF IOT HEALTHCARE

The Internet of Things (IoT) is a network of interconnected devices that communicate
over the Internet without human intervention. It has revolutionized various industries,
including healthcare, where it offers cutting-edge solutions for remote patient monitoring,
real-time health tracking, and improved healthcare delivery. The loT-enabled healthcare
sector has the potential to revolutionize patient outcomes, enhance care quality, and
reduce costs. For instance, a sleep monitoring system device based on IoT can track
and analyze sleep patterns, providing valuable insights into sleep quality [7]. Wearable
technologies such as fitness trackers and smartwatches can collect data on health metrics,
enabling remote monitoring and analysis. The integration of IoT and cloud computing
in healthcare has also gained traction, allowing for the digital monitoring, assessment,
and secure storage and analysis of health data [8]. Overall, IoT has revolutionized the
healthcare sector by enabling a wide range of applications and solutions.
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2.2.1 Benefits of IoT in Healthcare

The integration of IoT in healthcare has the potential to enhance the quality of care,
improve patient outcomes, and reduce healthcare costs. Table 2.1 represents the different
benefits of IoT healthcare [9].

2.2.2 IoT Applications in Healthcare

Integrating the Internet of Things (IoT) into healthcare has led to a paradigm shift in the
delivery of medical services, ushering in novel avenues for enhancing patient outcomes
and introducing economically viable healthcare solutions. Moreover, the application of
IoT in healthcare has catalyzed the emergence of intelligent hospitals, wherein medical
apparatus and equipment are seamlessly interconnected via a central network. This
interconnected facilitates real-time surveillance and administration of hospital assets,
encompassing bed occupancy rates, equipment availability, and patient flow dynamics.
In turn, this engenders a more streamlined and effective mode of dispensing healthcare
services [10]. Additionally, IoT integration within the healthcare domain engenders the
automation of diverse processes and workflows, thereby alleviating the burden healthcare
professionals bear while ensuring punctual and accurate execution of tasks. Figure 2.1
shows the different applications of IoT in healthcare.

IoT applications in healthcare can be described as follows [12].

* Remote Patient Monitoring: monitoring of vital signs and health parameters using
wearable devices and sensors.

 Telemedicine: Facilitating remote consultations, diagnostics, and treatment through
IoT-enabled telehealth services.

* Smart Hospitals: Connecting medical devices and equipment to a central network
for real-time monitoring and management.

* Medication Management: Ensuring timely and accurate medication adherence
through IoT-enabled reminders and tracking.

* Health and Wellness Tracking: Monitoring fitness, activity levels, and health met-
rics for proactive health management.

11
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Table 2.1: benefits of IoT healthcare
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* Disease Management: Personalized treatment plans based on IoT-generated patient
data for chronic disease management.
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Figure 2.1: Applications of IoT in healthcare [11]

2.2.3 loT Healthcare Architecture

One promising next-generation technology that provides data-driven insights to improve
healthcare systems is health-related IoT [13]. To allow information flow and accurate
decision-making, e-health design must incorporate various devices in an interoperability
system, apps, and back-end systems. Data flow architecture focuses on data sources,
destinations, and paths. The data is saved locally or delivered immediately to the sink
without storage. The path includes a gateway that processes and stores the data [14]. The
IoT architecture for e-health applications is shown in Figure 2.2.

2.2.4 1oT Network Topology

IoT network topology is divided into three categories: point-to-point network, star topol-
ogy, and mesh topology. The IoT should be mobile to provide advantages to the system.
Most low-power wide-area network (LP-WAN) technologies are used in star network
topology, despite the existence of cellular networks and Wi-Fi [15].
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Figure 2.2: IoT architecture for e-healthcare application

* Point-to-point topology is a network configuration in which two nodes are con-
nected directly through a shared link, enabling the transmission between them to
utilize the entire bandwidth of the link. This connection can be established using
the physical length of a wire or cable; however, it can also be achieved through
alternative means, such as satellite or microwave links.

* In star topology, there is a central access point that connects and communicates
with all stations in the network. The benefit of this configuration is that the access
point manages the intricacies of the network, requiring each station to transmit its
signal at an appropriate time or within its designated frequency range. However,
one limitation of the star topology is that radio communication between the access
point and stations can become lengthy, resulting in increased power requirements
for transmitting messages as the distance between a station and the access point
increases.

* The mesh topology is a network configuration in which all access points and sensor
devices are interconnected. In this topology, the connections between nodes are
established randomly. Figure 2.3 illustrates IoT network topologies [15].

2.3 WIRELESS BODY AREA NETWORK (WBAN)

WBAN is a wireless communication network that revolves around the human body as the
central focus of communication. Advancements in microelectronics, integrated circuits,
system-on-chip design, wireless communication, and low-power sensors have signifi-
cantly contributed to the development of WBAN. WBAN can be seen as an evolution
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Figure 2.3: IoT network topologyies

of wireless sensor networks, specifically tailored for wearable and implanted technolo-
gies, and has become increasingly important in the field of networking. WBAN offers
a valuable solution for the remote and seamless monitoring of the human body. Numer-
ous studies and research papers have discussed various aspects of WBAN, including its
definitions, architectures, and applications [[16], [17], [18]]. The growth of WBAN has
been driven by various trends, such as an increasing population. However, most existing
studies in this field have primarily focused on theoretical performance improvements. To
standardize WBAN, the IEEE 802 organization established a Task Group known as IEEE
802.15.6 in November 2007. The main objective of this group is to develop a communi-
cation standard specifically optimized for low-power and high-reliability applications in
BANs (Body Area Networks) [19].

24 WBAN ARCHITECTURE

2.4.1 WBAN Components

The development of a Wireless Body Area Network (WBAN) has introduced a novel
technology that functions as a three-tier body network, as shown in Figure 2.4. These
tiers are:

* Tier 1 (Intra-BAN): Data are collected by the body sensor nodes (BSN) and
forwarded to the coordinator in this tier.
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* Tier 2 (Inter-BAN): The data received in this tier are processed by the coordinator
and transmitted to the sink node.

* Tier 3 (Extra-BAN): In this tier, packets are transmitted from the sink to the health
center through the internet [20].

\
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Figure 2.4: WBAN architecture

2.4.2 WBAN Type of Nodes

In WBAN, sensors have the capability to monitor, process, and transmit various infor-
mation about the human body and vital signs, providing feedback to both the user and
the medical entity. There are three types of nodes, based on their functions.

1. Sink or Coordinator: This node serves as the interface between users and sen-
sors/actuators. It acts as a gateway connecting the WBAN to the external world or to
another WBAN. It is often referred to as a personal device, such as a watch or phone
[179].

2. Sensors: These nodes are responsible for measuring body parameters and forward-
ing them. Sensors can be placed either inside or on the human body. These can be
categorized as end nodes or routers. The end nodes perform specific applications and
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communicate directly with the gateway. Routers, however, act as intermediate nodes that
relay messages between other nodes and the gateway.

3. Actuators: Actuators are intelligent sensors that are equipped with electromechan-
ical devices. They can perform actions based on the information received from sensors.
For example, a system may consist of a sensor that detects blood sugar levels and an
actuator that delivers insulin.

2.5 WBAN CLASSIFICATION

WBAN for healthcare systems can be divided into two groups [20].

* Vital Signs Monitoring: Sensors that monitor vital parameters are employed in
these applications to identify emergencies and allow caregivers to respond effi-
ciently. These sensors are wearable (on-body), implanted (in-body), or mounted
on a patient’s body (off-body). Furthermore, they are used to monitor various vital
indicators, including electromyography (EMG), temperature, electroencephalo-
gram (EEQG), electrocardiogram (ECG), heart rate, blood pressure, respiration
rate, glucose level, walking and running, and mental status.

* Remote Health Care Surveillance: This term refers to non-essential services that
do not require the continuous presence of a healthcare expert. For example, body
sensors have been used to collect clinically relevant information for rehabilitation,
monitor older people, and provide advice and support to people with disabilities
[20].

2.6  WBAN TECHNOLOGIES

WBANSs are designed for communication between small, low-power devices located
on the human body or near it. These networks enable the monitoring and exchange of
vital information for healthcare, fitness, and other applications. To support seamless and
efficient communication in WBANS, specialized technologies and standards have been
developed.

17
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* IEEE 802.11ah standard

This standard operates at frequencies below 1 gigahertz. It is designed for IoT
applications that require long-range connectivity, low power consumption, and
the ability to support several devices. The standard, also known as Wi-Fi Hallow,
provides broader coverage compared to previous Wi-Fi standards like 802.11n or
802.11ac, making it suitable for rural applications, industrial automation, smart
homes, and other IoT deployments [21]. IEEE 802.11ah offers improved penetra-
tion through walls and other obstacles by utilizing the sub-1 gigahertz frequency
spectrum, enabling reliable connectivity over longer distances. It aims to achieve
low data rates, allowing devices to conserve power and operate for extended peri-
ods on battery power.

IEEE 802.15.6 standard

The IEEE working group has established a standard for the physical power, (PHY)
layer, and data link layer (Medium Access Control (MAC)) for wireless body area
networks (WBAN)[22]. This standard was designed for low-power short-range
communication in and around the human body. It supports a data rate of 971.4
Kbps across 79 channels. The modulation techniques used in WBAN include
binary phase-shift keying (BPSK), quadrature phase-shift keying (QPSK), and
Gaussian Minimum Shift Keying (GMSK). WBAN can operate in frequency
bands of 400 MHz, 800 MHz, 900 MHz, and 2.4 GHz.

IEEES802.15.4 and ZigBee standard

IEEE 802.15.4 is a standard designed for low-rate wireless personal area net-
works (LR-WPAN5). It specifies physical layer (PHY) and medium access control
(MAC) protocols for low-cost wireless communication between fixed, portable,
and moving devices with no batteries or very limited battery consumption. Zig-
Bee is a suite of high-level communication protocols built on top of the IEEE
802.15.4 standard. It was designed to create personal area networks with small,
low-power digital radios, such as home automation, industrial control, medical
device data collection, and other low-power, low-frequency needs. Devices com-
patible with ZigBee are sometimes referred to as supporting point-to-point or
point-to-multipoint topologies. ZigBee defines the network and application layers
for LR-WPANSs. The maximum supported data rate using this standard is 250 kbps.
It provides a robust communication infrastructure suitable for WBANs[23].
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* Bluetooth Low Energy (BLE) standard

Bluetooth Low Energy (BLE) is a set of short-range wireless communication proto-
cols developed by the Bluetooth Special Interest Group (SIG) as a wireless sensor
network (WSN) standard with low power requirements, operating within the 2.4
GHz band used by classic Bluetooth [24] [25]. BLE, also known as Bluetooth
Smart, is another widely used protocol for WBANS. It is designed for low-power
consumption and short-range communication. BLE is particularly well-suited for
wearable devices, as it enables seamless connectivity with smartphones and other
devices. However, BLE uses different channels and a lower rate of 200 kb/s com-
pared to 1-3 Mbps per second achieved by classic Bluetooth. It should be noted
that BLE does not support mesh networks but only supports a single packet type.
BLE uses the direct sequence spread spectrum (DSSS) as its spreading technique
and provides three profile definitions for applications: healthcare, sports, and con-
sumers. It is important to note that BLE is not compatible with classic Bluetooth.
However, Bluetooth 4.0’s dual-mode capability facilitates a direct interface be-
tween the two standards, where the protocols share a single physical radio and
antenna.

e JPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN stan-
dard)

6LoWPAN, also known as IPv6 over Low-Power Wireless Personal Area Net-
works, is a protocol designed to enable the transmission of IPv6 packets over
low-power wireless networks, including WBANs (Wireless Body Area Networks).
Its purpose is to seamlessly integrate WBANS into the Internet of Things (IoT)
ecosystem. By implementing 6LoWPAN, efficient communication is ensured, and
interoperability with existing network infrastructure is facilitated. These protocols
provide specific specifications for communication, data exchange, and interoper-
ability within WBANs. They are tailored to address the unique challenges pre-
sented by low-power, short-range networks. As a result, healthcare professionals,
researchers, and consumers can take advantage of the advancements in wearable
technology and remote monitoring, benefiting from the capabilities offered by
6LoWPAN [26].

Table 2.2 provides a comparative analysis between these standards In this analysis,
we will examine the key features and advantages of IEEE 802.11ah in comparison with
other prominent wireless standards used in the IoT ecosystem.
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Table 2.2: Comparative Analysis of IEEE 802.11ah and Other Wireless Standards for IoT

20

Feature IEEE Bluetooth LoRaWAN Zigbee
802.11ah Low En-
ergy (BLE)
Frequency Band Sub-1 GHz | 2.4 GHz Sub-1 GHz 2.4 GHz
(864-868
MHz, 902-928
MHz)
Range Upto 1 km Upto100m | Upto 15 km Up to 100 m
Data Rate Up to 347 | Up to 2| UptoS50kbps | Upto 250 kbps
Mbps Mbps
Power Consumption | Low Very Low Ultra-Low Low
Network Topology | Star, Mesh Star, Mesh | Star, Mesh Star, Mesh, Clus-
ter Tree
Security 128-bit  AES | 128-bit 128-bit  AES | 128-bit AES en-
encryption AES en- | encryption cryption
cryption
Application Focus | Smart Meter- | Wearables, | Long-range, Home/Building
ing, Surveil- | Personal Low-power Automation,
lance, Indus-| IoT IoT Personal IoT
trial IoT

27 WBAN COMMUNICATION LAYERS

The physical layer

The physical layer in a WBAN has unique characteristics related to radio propaga-
tion and mobility that differ from those of typical large-scale sensor networks. These
characteristics are influenced by the movement of the human body and the placement of
sensors, both on the body and implanted. The wearer’s posture and sensor location affect
the antenna performance. It is essential to minimize the transmission power to conserve
energy and minimize the interference with the wearer. Three factors, namely body path
loss (BPL), receiver noise Figure (RNF), and Signal-to-Noise Ratio (SNR), affect the
transmission power of sensor nodes when wirelessly transmitting data. SNR depends on
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the quality of the communication link, RNF is device-dependent, and BPL is influenced
by the antenna type and radiation pattern [27].

The responsibilities of the physical layer include the frequency selection, signal de-
tection, modulation, and encryption. For on-body sensors, frequency bands such as 13.5
MHz, 5-50 MHz, 400 MHz, 600 MHz, 900 MHz, 2.4GHz, and 3.1-10.6 GHz are used.
The Federal Communication Commission (FCC) has allocated a frequency band of 402-
405 MHz for Medical Implant Communication Services (MICS) [28]. This frequency
band was chosen because it is ultra-low power, unlicensed, and does not interfere with
other radio spectrum users.

The Media Access Control layer (MAC )

The MAC (Media Access Control) layer plays a crucial role in Wireless Body Area
Networks (WBANS). It is responsible for managing the access to the shared wireless
medium and ensuring efficient communication between the various devices within the
WBAN. The MAC layer coordinates the access to the shared wireless channel among the
different devices, such as sensors, actuators, and the central coordinator or gateway, using
mechanisms like CSMA/CA or TDMA [29]. Additionally, the MAC layer is responsible
for managing the power consumption of the WBAN devices, implementing techniques
like duty-cycling to conserve energy. It also provides support for different Quality of
Service (QoS) requirements, ensuring low latency for real-time applications and high
reliability for critical data. Furthermore, the MAC layer is responsible for maintaining
synchronization among the WBAN devices, which is necessary for implementing sched-
uled access mechanisms and coordinating activities like data collection and transmission.
Finally, the MAC layer can also play a role in implementing security measures, such as
device authentication and data encryption, to protect the WBAN from unauthorized ac-
cess and ensure the confidentiality of the transmitted data. The specific implementation
of the MAC layer in WBANSs can vary depending on the particular WBAN standard or
protocol used, but it remains a crucial component for the efficient and reliable operation
of Wireless Body Area Networks.

The network layer

The network layer in a Wireless Body Area Network (WBAN) plays a crucial role
in the overall functionality and performance of the network. It typically employs spe-
cialized routing protocols that consider the unique characteristics of the body-centric
environment, such as limited device power, dynamic topology, and user mobility. These
protocols aim to optimize energy efficiency, minimize latency, and ensure reliable data
delivery. The network layer is also responsible for assigning and managing the unique
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addresses of WBAN devices, enabling communication and identification within the
network [30]. Additionally, the network layer implements Quality of Service (QoS)
mechanisms to prioritize and manage different types of data traffic, ensuring that critical
data is delivered in a timely and reliable manner. Given the limited power resources
of WBAN devices, the network layer plays a crucial role in managing and optimizing
power consumption, using techniques like duty cycling, energy-aware routing, and the
coordination of sleep/wake cycles to extend the overall lifetime of the WBAN. Finally,
the network layer must enable seamless integration with other networks, such as the
Internet or healthcare information systems, to facilitate the exchange of data and the
connectivity of WBAN devices, which may involve the use of gateway devices or the
implementation of standardized protocols and interfaces.

In WBAN, nodes are typically not required to route packets to other nodes in the
network layer. However, recent research suggests that multihop routing in WBAN is
more suitable [31] to ensure low transmission power, energy efficiency, and efficient
data routing by distributing the routing load across the network. Additionally, routing is
possible when multiple WBANs communicate via their coordinators. WBAN coordina-
tors can leverage cooperative and multihop body-to-body communication to extend the
end-to-end network connectivity.

2.8 WBAN ROUTING PROTOCOLS

Routing is a significant challenge in WBANS, particularly in critical and emergency
scenarios, and has garnered considerable research attention [32]. Over the past decade,
numerous routing protocols have been proposed. Many of these protocols are adaptations
of the traditional strategies to suit the WBAN context. One of the primary concerns in
WBAN is minimizing power consumption when transmitting data between sensors and
the sink (or vice versa). Therefore, an efficient routing protocol is crucial for addressing
this issue. A comparative analysis of energy-efficient routing ina WBAN was presented in
[33]. This analysis can be conducted based on various parameters, and routing protocols
can be categorized according to their objectives into different categories [34]: posture-
based routing, temperature-based routing (in-body), cluster-based routing, QoS-based
routing, and cross-layer-based routing protocols, and cluster-based routing protocols.
Moreover, these protocols can be divided into two categories: intra-WBAN routing
protocols and inter-WBAN routing protocols [35]. Figure 2.5 shows these protocols.
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Classification of Routing protocols
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Figure 2.5: Classification of WBAN Routing protocol

2.8.1 Postural-Mobility-Aware Routing Protocols

The structure of Wireless Body Area Networks (WBANSs) can experience division as
a consequence of body movements or limited transmission ranges of short-range RF
signals. Such network division can lead to communication disruptions between nodes and
create challenges for data routing. To tackle these issues, researchers have devised various
protocols that consider the cost factor of communication. This cost factor evaluates power
consumption, which is calculated as the ratio of the total power consumed in the network
to the average packets delivered to the sink [36]. These protocols focus on minimizing the
cost of data packet transmission between the patient’s body and the coordinator. Different
protocols contradict advanced and other basic protocols based on power consumption,
average access time, mobility, and PDR (Packet Delivery Ratio). These protocols are
shown in Table 2.3

2.8.2 Temperature-Based Routing protocols

The increase in temperature caused by the processing and communication in devices can
pose a risk to the surrounding tissues and harm the human body. Where The Specific
Absorption Rate (SAR) [40] represents the quantity of radiation density that the tissue
absorbs per unit weight, as calculated by a specific equation 2.1.
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Table 2.3: Postural-Mobility-Aware Routing Protocols

Ref | Protocol Objective Energy Avg. Latency PDR
consumption
[35] | Posture aware- | Efficient and | 0.1 mW Very low Average 73.63%
dynamic data | dynamic data
delivery (PA- | delivery
DDD)
[36] | Distance vec- | average 0.75 mW 2.38s 81-89%
tor routing pos- | latency de-
tural link costs | creasing
(DVRPLC)
[37] | Opportunistic | Enhancement | 1.5 mW Not applicable | Not applicable
in the network
lifespan
[38] | Prediction- Reduction in | 2 mW High Up to 80%
based secure | security and re-
and reliable | liability
(PSR) routing
framework
[39] | Network man- | Dynamic 0.5 mW High Not applicable
agement cost | environment
minimization | topological
framework fracture treat-

(NCMD)

ment
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2
sar — ZIE

(W/Kg) (2.1)

Where o refers to the electrical conductivity of the tissue. E relates to the electric field
that 1s generated as a result of radiation, and p is the tissue’s density.

Additionally, prolonged exposure to high temperatures can damage devices used for
long-term monitoring. To address this issue, a set of protocols [[41], [42]] has been
proposed to minimize the heat generated by these devices. Thermal-aware routing pro-
tocols are specifically designed to ensure that the temperature increase remains within
a predefined threshold. This means that data transmission among sensors should be
dispersed across the network rather than relying on a single route. The primary objec-
tive of the temperature-based routing method is to prevent nodes from experiencing
temperature increases or promptly lowering their temperature. This was achieved by
avoiding high-temperature nodes and establishing suitable paths. Figure 2.6 shows a
routing schematic.

Oﬁ?O‘*‘#
.4—0—»0 O\

e Normal temperature node  5: source node

° High-temperature node D: destination node
Figure 2.6: Temperature-sensing routing

In conclusion, every temperature-sensitive routing protocol aims to minimize the
temperature increase in implanted body nodes. Table 2.4 presents a comparison with
other advanced techniques based on factors such as temperature rise, latency, packet
discarding mechanism, address scheme, packet distribution ratio, and energy usage.
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Reference | Protocol Objective Energy Temperature Delay
consumption | rise

[40] Thermal aware | Reducing 1.6 mW High High
routing algo-| the  over-
rithm (TARA) | heating

[43] Adaptive Reducing 0.4 mW Low Medium
least temper- | latency
ature routing
(ALTR)

[44] Trust thermal | Avoid 0.5 mW low Low
routing proto- | hotspot
col (TTRP) creation

[45] Mobility adap- | Reducing 0.32 mW Low Low
tive threshold | energy
thermal usage and
multihop pro- | rise in temp
tocol (MAT-
TEMPT)
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2.8.3 Cluster-Based Routing protocols

Clustering is a method of dividing a network into distinct subnetworks or clusters, with
each cluster having a designated cluster head responsible for gathering sensor data from
its cluster and transmitting it to the sink node [46]. Cluster-based routing in Wireless
Body Area Networks (WBANS) is inspired by Wireless Sensor Networks (WSNs) and
has proven effective in addressing global constraints. Through clustering, network con-
nectivity is ensured, energy consumption is managed, and overall network robustness
is improved. In this approach, body nodes are divided into groups based on specific
criteria, with a designated cluster head in each group responsible for collecting data
from nodes and transmitting it to the coordinator. Communication between body nodes
is only possible through the cluster head. The comparison of cluster-based protocols is
provided in Table 2.5.

2.8.4 QoS-Based Routing

QoS routing is vital in resource-constrained WBANs, addressing challenges and con-
sidering various quality criteria such as data prioritization, energy efficiency, link and
transmission reliability, low latency, node temperature, and data security. The objective
of QoS-aware routing protocols in WBAN is to enhance the QoS for specific network
traffic. Therefore, routes are selected based on traffic priorities, and the highest priority
packets are allocated more reliable routes. Table 2.6 presents a comparative overview of
recently developed routing protocols that consider quality criteria such as network size,
network throughput, mobility, congestion, PDR, and energy utilization.

2.8.5 Cross-layer Routing Protocol

The concept of cross-layer design involves exchanging data between different layers to
enhance the adaptability of the model and make efficient use of network resources. It
has several advantages, including improved network design, scalability, interoperability,
and flexibility [53]. In cross-layer design, each layer in a system has its own specific
parameters and control elements. These parameters are utilized by the layers to determine
the most suitable adaptation rules for their respective control elements considering the
current network conditions. Cross-layer design often requires solving an optimization
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Table 2.5: Cluster-Based Routing

Reference | Protocol Objective Energy Delay PDR
consumption
[47] CBBAP - Cluster | Reduced 0.316 low | Not applicable
Based Body Area | node-
Protocol to-sink
communi-
cation
[48] Dual Sink Clus- | Reduce Low 0.5s 90-95 %
tering  Protocol | shadow ef-
(DSCP) fect impact
[49] EERDT - Energy | Energy 0.528 mW low | Not applicable
Efficient and Re- | efficiency

liable Data Trans-
fer Protocol for

WBAN

and reliable
data trans-

fer
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Table 2.6: QoS-Based Routing

Reference | Protocol Objective Energy Delay PDR
consumption

[50] Localized Multi- | Assistance | 0.72mW low Low
objective Routing | for data
(MOR) protocol | design QoS

[51] Energy peering | Reducing 0.5 mW Not applicable | High
routing (EPR) | network
protocol congestion

[52] Quality of Ser-| QoS based | 0.48 mW Not applicable | Medium
vice aware Rout- | on priority
ing Protocol (IM- | routing
QRP)
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problem that incorporates the variables and constraints from multiple layers. By solving
this problem, the optimal values of the control components in each layer can be obtained.
Although cross-layer design offers many benefits, it is important to recognize that it may
not be a universal solution for all network-design challenges. While there are significant
advantages to departing from the traditional architecture, improvements in network speed
must be weighed against potential compatibility issues that may arise from the successful
implementation of these solutions. The interactions between the layers change, but the
decision to move away from the standard paradigm should be justified based on the
benefits and comprehensive evaluation of the potential drawbacks. [54].

Methods of Cross-layer Design for IoT

The cross-layer architecture enhances security levels compared to the simple-tiered
approach. Cross-layered methods utilize connectivity across different layers, whether
adjacent or non-adjacent, to improve energy efficiency and routing decisions. Recent
research has demonstrated that cross-layer design significantly impacts the performance
of IoT networks [53]. The primary methods used in cross-layer design are as follows:

1. Creation of New Interfaces
In this strategy, the layer makes judgments based on the parameters in the lower
layer to improve performance. This approach can be classified into three types:

» Upward flow
In the flow approach, the higher layer of the system must obtain information
from the lower layer during runtime. To facilitate this, a new interface was
created from the lower to the higher layer.

* Downward flow
In this approach, the new interface transfers data from a higher layer to a
lower layer to configure the parameters of the lower layer.

* Forth and Back Flow
At runtime, the two layers collaborate to complete separate duties in this
method. This is observed in an iterative loop between layers [55]. For example,
as part of the overall QoS, a MAC layer can connect directly to the application
layer to transmit latency requirements and establish packet priority.

2. Merge Adjacent Layers
This approach generates a new layer by combining multiple levels [56]. The
conventional stack structure is still used for cross-layer techniques between the
MAC and physical layers. Creating a layer that unifies the functionality of these
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layers without overhead is an efficient technique for boosting efficiency. This union
relies on the existing protocol stack interfaces between two-layer services and does
not require new interfaces.

. Vertical Calibration

This approach modifies the parameters that extend across the layers of the protocol
stack. The parameters of all layers determine any specific layer’s performance in-
crease. Co-optimization boosts the individual performance benefits of this strategy.
The authors of [57] proposed incorporating AMC into the PHY layer to reduce
transmission rates and boost reliability through error control codes. The author
proposed using an automatic repeat requests (ARQ) mechanism at the MAC layer
to restrict the number of re transmissions to alleviate channel fading and improve
system throughput. When the ARQ at the MAC layer and AMC at the PHY layer
are considered separately, the CLD can outperform the ARQ and AMC, which
operate in isolation across their layers.

. Layering Optimization Decomposition

This method decouples the traditional stack effectively and changes it to a single
integrated solution by providing a CLD framework. According to [58], this theory
implements asynchronous parallel processing over a network to indirectly handle
a modeling optimization problem in the network. The links between layers re-
veal multiple techniques for modulating and disseminating centralized computers.
The connections of the layers are mapped to separate the vertical decomposition
function of the optimization problem in terms of Network Utility Maximization
(NUM).

. Vertical Decomposition

The protocol stack is decoupled from network protocol services, such as routing,
congestion management, energy sensing, and error control, as part of the modules
that execute the same activities as distinct layers. Vertical decomposition was
utilized by the authors of ref [58] to improve and control the interaction between
distinct levels. Vertical calibration occurs throughout the layers in this method,
defining the past knowledge collected from the layers or updated depending on the
runtime parameters. The decomposition process entails the creation of modules
that maintain layer connections, which may help explain why a cross-layer design
is required. Figure 2.7 presents different cross-layer design methods.

Cross-layer Interactions Approaches

The approaches of cross-layer interaction implementation are classified as follows.
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Figure 2.7: Cross-layer design methods for IoT

1. Direct Communication

This method is appropriate when running-time information exchange between
layers is required, as in CLD, which relies on dynamic vertical calibration or new
interfaces. Direct communication includes creating variables in one layer during
run time. Furthermore, in a multilayered design, each layer manages variables
that are irrelevant to the other layers. In refs [59], the authors propose CLASS
(Cross-Layer Signaling Shortcuts) as a direct communication technique. These
concepts are intriguing when only a few cross-layer data points are required. The
problem with implementing this method is determining how to deal with the
memory locations shared between the layers.

2. Shared Database Across-Layers
This approach is particularly suitable for vertical calibration across layers, as it
enables simultaneous communication between all layers through a shared database
using an optimization program [60]. Similarly, a shared database can construct
interfaces between the layers.

3. Completely New Abstractions
The new operating mechanism of this method was designed without additional
protocol layers. This method is adaptable and allows for interactive communica-
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tion. The authors of ref [61] propose a novel method for organizing protocols.

This protocol organization is desirable because it allows interactions among basic
blocks. Consequently, they have the potential to provide considerable flexibility in
terms of design and runtime. However, because of how protocols are built, they
change the fundamental nature of the situation and may necessitate an entirely

new system-level implementation. Figure 2.8 shows different cross-layer interac-
tion methods.

C—V'
* shared

data
base

A - Straightforward communication between the layers "
B- A shared database

New abstraction

C-Completely new abstractions

Figure 2.8: Cross-layer interaction methods

Cross-layer design for IoT healthcare

Cross-layer design for IoT healthcare refers to an innovative approach in networking,
where interactions and optimizations are made across different layers of the networking
protocol stack, rather than strictly adhering to the traditional layered architecture (such
as the OSI model). This method allows for more flexible and efficient communication
protocols, which is particularly beneficial in the context of Internet of Things (IoT)
healthcare applications. The primary goal of cross-layer design in IoT healthcare is to
enhance the performance, reliability, and energy efficiency of healthcare systems that
utilize IoT devices for patient monitoring, data collection, and delivery of healthcare
services [62].
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A cross-layer design in IoT healthcare increases the efficiency of healthcare services
by integrating several layers of communication protocols. An example is the use of a
cross-layer design in IoT healthcare to improve patient monitoring and management.
Different levels of communication protocols are combined in this technique to enable
real-time patient health monitoring and to allow healthcare personnel to respond swiftly
to any changes in the patient’s condition. For example, the physical layer may collect
data from sensors on a patient’s body. In contrast, the network layer may transfer these
data to healthcare practitioners in real time. The application layer can then be utilized
to offer data to healthcare providers in an easy-to-understand manner. A few cross-layer
approaches include the application layer, and even fewer have the entire protocol stack
to provide a customized solution for real-time applications [63].

Many schemes can demonstrate significant energy-efficiency improvements by opti-
mizing more layers classified as loosely and tightly coupled. Loosely coupled protocol
designs optimize the parameters at the lower layer to improve performance at the higher
layer. For example, as part of the routing algorithm, the network layer can use channel
conditions from the physical layer. In the protocol stack, the parameters are accessible
only to the next layer to make better decisions and increase performance gains. Tightly
coupled designs should outperform loosely coupled designs because they do not incur
communication overhead [64].

Objectives of cross-layer design for IoT healthcare

Several issues have led to questioning the standard layered design strategy of networks,
particularly in relation to the specific requirements of cross-layer design for IoT e-health.

* Channel Conditions

The link capacity in WBANSs may vary due to conventional wireless links issues
such as node interference and other variables. However, due to RF signals’ char-
acteristics, such as attenuation and absorption signals in and around the human
body, route losses vary depending on the propagation direction. Channel condi-
tions can be affected by antenna orientation, physical stature, patient posture, and
garment type [65].Cross-layer approaches can adapt to variations in channel con-
ditions by incorporating link adaptation to accommodate changes in the channel
characteristics.

» Network Heterogeneity
A heterogeneous IoT system comprises different sub-systems, including con-
strained resources and powerful nodes. Regarding integration into a defined struc-
ture, the protocol stack standard may adequately satisfy the needs of heterogeneous
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networks, but this affects energy efficiency and performance. For example, if rout-
ing paths are built between nodes via different networks, the protocol selects the
available path based on the lowest cost or the shortest distance. However, the rout-
ing protocol considers MAC-layer interactions if the node wants to discover a path
with sufficient bandwidth. A standard protocol stack does not support this form of
cross-layer interaction [66].

Performance

The tightly coupled standard layer maintains protocol interoperability, although
this may affect performance. The data are transmitted between layers, regardless
of the role of the protocol in data transmission or reception [67].

Quality of Service

Data transmission without delay is referred to as QoS. This term refers to real-time
communication, in which on-time delivery and reception are critical. Owing to
their applications, WBANs have a distinct demand for QoS level. A high packet
delivery ratio, short packet transmission latency, reduced collisions, an effective
balance of energy efficiency, retransmissions, and dependable transmissions are
all crucial in the WBAN context [68]. Traditional layered systems may be unable
to ensure certain service levels, limiting the QoS. Consequently, the cross-layer
design is regarded as a superior solution for meeting all these objectives.

Cross-layer Design Methodologies in IoT Healthcare

The primary goal when designing IoT healthcare networks is to increase the
lifetime of a node and reduce power consumption. Therefore, a cross-layer design
methodology can be employed to ensure optimal performance by considering the
interlayer protocol stack interactions. This approach achieves energy conservation,
network reliability, and reduced latency. For example, the cross-layered protocol
between PHY and MAC can potentially create an optimal solution because the
design between them is more typical. The principal goal of the MAC layer can
take the form of link adaptation or channel modulation techniques to coordinate
access to the PHY layer [69].

The principle method of cross-layer design routing protocol must address all
individual strategies and requirements because there are numerous constraints
when dealing with IoT systems, particularly healthcare ones. In terms of power
consumption, performance, memory, and traffic matching, as well as the ability to
deal with changes and conserve transmitter power [70]. According to the literature,
the cross-layer approach can be used with WBANSs. Collaboration across layers

35



2.8 WBAN ROUTING PROTOCOLS

can save energy, provide tailored services, better serve priority data, and achieve
higher performance.

Routing Mechanism

Routing is one of the most effective ways to address network requirements. By
incorporating two or more levels, the cross-layer routing protocol is utilized in
WBANS to boost the efficiency and compatibility between techniques and proto-
cols. The cross-layer concept is critical in routing and power control strategies.
To compute a reliable path utilizing a cross-layer, the standard (AODV) routing
protocol can be utilized along with a reliability-related parameter [71].

The Expected Transmission Time (ETT) is a metric used in networking and com-
munication systems to estimate the time it takes for a data packet to be transmitted
from a source to a destination. It is a routing indicator that provides insight into
network quality.

The ETT is calculated as the ratio of the forward packet delivery rate (Pdr) to the
reverse packet delivery rate (Pvr). This calculation takes into account factors such
as the packet size and available bandwidth, as well as link quality measurements
like the Expected Transmission Count (ETX) and Signal-to-Noise Ratio (SNR)
[72]. The ETT defines by the equation 2.2:

Py, Py, - (Tss — Tl
ETT:ETX-t:ETX-(l>:ETX-<f (T5: )> 2.2)

BL Pls

Where: ETX (Expected Transmission Count) is a metric that represents the ex-
pected number of transmissions required to successfully deliver a packet. ¢ is the
time it takes to transmit a single packet. Py; is the frame size in bits. BL is the link
bandwidth in bits per second. T5s; is the time to send a single frame. T1 is the time
for the link layer protocol to process a frame. Pls is the physical layer rate in bits
per second. The ETX is defined by equation 2.3:

1

ETX =
Pdr'Pvr

(2.3)

ETT modifies the ETX value based on link fluctuations. ETT information is con-
tained in an AODV (Ad-hoc On-Demand Distance Vector) protocol control packet,
specifically the RREQ (Route Request) packets. After the ETT information was
found through RREQ, and nodes adjusted their transmission range by modifying
their transmission power. Figure 2.9 depicts this process.
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Figure 2.9: The route discovery process

Cross-Layer Routing Parameters

Cross-layer routing relies on multiple protocol levels to exchange information,
achieving the desired network performance advantages [73]. The three lower layers
are involved in the cross-layer routing decision. By incorporating the characteris-
tics of the network (NET), MAC, and PHY layers during routing decisions, the
routing protocol becomes more robust against interference and congestion. Wire-
less channel characteristics, such as (SINR) are available at the PHY layer play a
significant role in determining interference. At the MAC layer, node characteristics
factors such as the re transmission count [74] and buffer space may help reduce
packet loss and congestion. These metrics and traditional path characteristics, such
as ETE and hop count, must be considered to achieve high network performance.
Consequently, picking the next hop or route at the NET layer mitigates the above
mentioned issues.

Cross-Layer Routing Methods

Increased average life and health costs and developments in downsizing electronic
devices, sensors, batteries, and wireless communication technology, have fueled
the development of WBANs. Routing protocol design is a critical component
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of IoT e-health systems, notably in WBAN, where it plays a critical role in the
communication stack and impacts performance. Through a summary and analysis
of the literature, the WBAN routing protocols are classified into temperature,
posture, QoS, cluster, and cross-layer-based routing [75]. In this study, we focused

on cross-layer and QoS-based routing protocols. Figure 2.10 shows the cross-layer
WBAN protocol.

WASP

CICADA
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TICOSS
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Cross-Layer WBAN Routing Protocol

BIOCOMM
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—

COMR
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Figure 2.10: Cross-layer WBAN protocol

Wireless Autonomous Spanning Protocol (WASP)

The WASP protocol employs a spanning tree to avoid loops in network topologies,
thereby improving throughput and reducing delay in WBANS. This tree allocates
slots and routes data to the sink. The protocol uses cross-layer techniques to
enable the efficient distribution of wireless links. The authors in ref [76] proposed
a (WASP) protocol that incorporates slotted MAC and the automatic setup of
different nodes.Every node utilizes a unique WASP message to communicate with
its children regarding the time slots available for transmitting their data. The node
receives the Listening scheme from its parent node (higher level), whereas the child

38



2.8 WBAN ROUTING PROTOCOLS

nodes provide all the necessary information for the node to construct this scheme
(lower level). Figure 2.11 shows the different elements of the WASP scheme.

A
I S

Figure 2.11: WASP protocol, redrawn from [76]

The network topology is indicated by the lines connecting the nodes. All commu-
nication was performed wirelessly. A tree is constructed so the nodes can only
hear each other (children, siblings, and parents). The network traffic is controlled
by building a broadcast message scheme and spanning a tree, which the children
and parents use.

Cascading Information Controlling Access Dynamic Slot Assignment Proto-
col (CICADA)

CICADA is a cross-layer protocol designed for TDMA scheduling depending on
the multi-hop in the MBAN. This protocol was built on a spanning tree, similar to
the WASP protocol in Ref. [76]. The authors of [77] proposed the CICADA system
for WSN energy efliciency; each node in this protocol executes two guesstimates
to obtain data from child nodes; for sending data, the time slot number and wait
duration are computed. This protocol separates the transmission cycle into two
sub-cycles: data and control. The data sub-cycle specifies the duration of the data
and the waiting period. The control sub-cycle specifies the length of the sub-
cycle, tree depth level, and sequences used to communicate the control schemes
to the nodes. The data period is utilized to deliver packets to the parental contract
based on the waiting period and sub-nodes (position- sleep) to save power. This
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protocol distributes a spanning tree to transfer data access without collisions. Due
to each cycle’s specified length, the time slots are spread and allocated, simplifying
slot synchronization. When child nodes communicate, the parent nodes must be
notified.

Time-zone Coordinated Sleeping Scheduling (TICOSS)

TICOSS is a cross-layer protocol that connects the routing and MAC layers [56].
This system is based on the MAC efficient routing localization integrated (MER-
LIN) protocol, explained in ref [78], and enables multi-hop transmission in the
802.15.4 standard by separating a network into separate time zones. The benefits
of the TICOSS protocol are as follows:

— To save energy, A node can alternate between active and inactive times.
— It eliminates packet collisions caused by the hidden terminals.

— It finds the shortest routing path for packets to the nearest gateway. Time is
given to the network nodes to reduce power consumption, which exchange
basic information with the network. The authors of [79] employed TICOSS
in WBAN to determine the shortest path by manipulating sensor nodes as
FDD (Full Functional Devices). The timetable conserves the sensor node
energy while minimizing closed-end collisions. Furthermore, this strategy
promotes mobility in high-traffic areas and increases service life.

BIOCOMM and BIOCOMM-D

BIOCOMM, a cross-layer protocol designed for biomedical networks, offers sev-
eral benefits such as preventing hotspot formation, reducing network traffic, and
prolonging the lifespan of implanted biomedical sensor nodes [80]. The protocol
achieves improved network performance through a Cross-layer Messaging Inter-
face (CMI), which facilitates communication and information exchange between
the network and MAC layers. The Neighbor Status Table (NST) is used to keep
track of the status of neighboring nodes in both the MAC and network layers. The
MAC layer determines whether a neighboring node is blocked (B) or free (F),
and notifies the network layer of any changes in status by sending corresponding
messages (BLOCKED or FREE) through the CMI.

Likewise, the network layer informs the MAC layer about the available free slots
through the CMI, enabling the MAC layer to transmit frames. Each node in the
network employs a hop-count algorithm to determine the shortest path for packet
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transmission. To prevent infinite routing, the hop count is associated with the
packet; if the number of hops exceeds a predefined threshold, the packet is dropped.
A modified version of BIOCOMM, called Biocomm-D, was introduced to address
delays in transmitting sensitive data packets. Figure 2.12 shows the BIOCOMM
protocol.
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Figure 2.12: BIOCOMM protocol architecture, redrawn from [80]

Priority Cross-Layer Routing Protocol (PCLRP)

Delay is a critical concern in WBAN networks for high-priority data. PCLRP has
consistently shortened the time it takes to allocate and transmit vital data between
patients and processing units [81]. The PCLRP includes communication between
the PHY, MAC, network, and application layers. The active healthcare applica-
tion’s physical parameters and QoS standards were considered in this protocol
by configuring the MAC slot for routing protocols. Elhadj et al. [64] proposed a
PCLRP combined with a PCLMAC protocol for various healthcare applications.
This protocol divides the data into three categories based on priority: emergency
data (EM), delay-sensitive data (DS), and general data (GD). Data are transmitted
based on importance, where priority is given to the critical data. This protocol pro-
vides tailored QoS for latency, power consumption, and PDR. The beacon mode
is the protocol’s operating mode and is transmitted at the start of the super frame.
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A back-off mechanism was employed throughout the competition stage to reduce
the data emergency time. Figure 2.13 depicts the MAC super frame division stage,
which includes the following components: beacon (B), Downlink Period (DL),
Children Contentions Free Phase (CCFP), Children Competition Access Period
(CCAP), Neighbor Contention-Free Period (NCFP), Neighbor Contention Access
Period (NCAP), and INACTIVE period. The PCLRP protocol uses cooperative re-
lay mode during the routing phase. During the beacon phase, the coordinator uses
ACK information to determine the relay node, node location, time slot, and energy.
The authors of ref [82] developed a priority routing algorithm to save energy by
avoiding congestion depending on queue length and hop number. However, the
algorithm reduces energy waste and ensures less path loss. However, transmission
delays in non-emergency data have not been examined.

Children Contentions Children Contentions Neighbors Period
Free Period: CCFP Access Period: CCAP NCFP+NCAP

B DL | cFP1 CFP2 CFP3 NCEM ucps | UCGM NCFP NCAP INACTIVE

Active Period

Optional Portion

Figure 2.13: Super frame structure of the PCLRP protocol, redrawn from [83]

Cross-Layer Opportunistic MAC/Routing Protocol (COMR)

The COMR protocol was introduced to enhance power efficiency, minimize latency,
and improve the Packet Delivery Ratio (PDR) during node data transmission. In
their work cited as a reference [82], the authors proposed the COMR protocol,
which utilizes a timer-based selection approach to enhance network reliability.
The timer values were determined based on signal strength indicators and residual
energy. Among all nodes, the relay node selected in this protocol is the node closest
to the sink and possesses the highest residual energy. Any node in the network
can serve as a relay node. Data transmission in the COMR protocol is achieved
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through a handshake mechanism involving request-to-send (RTS) and clear-to-
send (CTS) messages. As the payload size increases, the PDR decreases, but the
overall lifetime of the network increases. In addition, the energy consumption is
higher in the receiving or idle states than in the transmission mode. Figure 2.14
provides a visual representation of the COMR protocol.

Source | ois [TRTS [ pata |
Potential Relays: Channel Idle Td uﬁh SIFS | SIFS m
Td Backoftinterval
Potential Relays: Channel busy 1
~ NAV (RTS [ DiFs
Other Node _NA"H ) | |
NAV(CTS) : ~\
NAV Data | :
Contention
Defer Access

Figure 2.14: COMR protocol architecture, redrawn from [82]

Cross-Layer Re-Transmit Strategy (CLRS)

CLRS is a cross-layer protocol based on the IEEE 802.15.6 standard, as proposed
in reference [100]. Unlike previous Body Area Network (BAN) routing systems,
this protocol focuses on retransmitting lost packets. The main causes of data trans-
mission failures in CLRS are shadow and collision effects [82]. In the Medium
Access Control (MAC) layer, packet failures are detected by analyzing the wave-
form characteristics of the data frames, which then triggers the retransmission
technique. The superframe structure of the protocol is illustrated in Figure 2.15.

During the MAP1 phase, modes B and D are employed to prevent high-priority
data from consuming all available transmission resources. The Time Division
Multiple Access (TDMA) technique is utilized in the MAP1 phase to enhance
transmission by allowing channel access. In the case of data transmission failure
owing to collisions, the resources for retransmission are allocated based on the
superframe structure.

If data transmission fails during MAP, the data will be retransmitted in the sub-
sequent period. Similarly, in the EAP and RAP phases, if data transmission fails,
retransmission occurs and the priority of the data determines the random time
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back-off. In the event of a communication failure caused by human shadows, the
retransmission of data is suspended until the shadow effect ends, after which the
data can be retransmitted.

B MAP RAP ’ EAP ‘ MAP1

D. Mixed Retransmit Model

B MAP RAP l EAP

C. Hybrid Model

B ‘EAP ‘ RAP ‘ MAP1

B. Competitive Retransmit Model
B ’ EAP ‘ RAP

A. Competitive Model

Figure 2.15: CLRS protocol super frame classification, redrawn from [100]

Cross-Layer Design Optimal Protocol (CLDO)

The CLDO scheme was designed to enhance the reliability of transmission and
energy efficiency in WBANSs by optimizing the MAC/PHY and network layers. In
their work cited as a reference [84], the authors introduced the CLDO approach,
which focuses on improving network parameters through collaboration between
these layers. This approach involves determining the optimal packet size, relay-
node selection, and transmission power. The authors demonstrated that selecting
the best relay node leads to successful packet delivery while reducing the energy
consumption and errors. In the routing stage, the selection of the next hop considers
the power consumption and efficiency rate of the node. If the residual energy of
a node falls below a certain threshold, the node transmits its own information to
ensure transmission reliability.
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Simple Opportunistic Routing Protocol (SOR)

The SOR protocol is a wireless sensor network (WSN) model designed to select the
node closest to the target node for forwarding data. This protocol takes advantage
of the broadcasting capabilities of WSNs, which helps to improve the efficiency,
throughput, and reliability of sensor networks. In the SOR scheme, a nearby node
assists the source node by relaying packets to the sink node. Data transmission often
requires multiple hops, and relay nodes are selected using a handshake method.
The source node broadcasts an RTS packet, and a relay node that successfully
contends for the transmission responds randomly. In a study by the authors of
[37], they proposed a straightforward opportunistic routing method that supports
the mobility of Wireless Body Area Networks (WBANS) to prolong their lifespan.
This algorithm involves the use of a sensor node, sink node located on the wrist,
and relay node positioned on the waist. As a person walks, the wrist moves back
and forth. If the sink node is in front of the body, the sensor node directly sends data
through a single-hop path known as line-of-sight (LOS). However, if the sink node
is on the back side of the body, the relay node is used to forward the data from the
sensor to the sink node. If the sink node relies on LOS communication, a low-power
RTS packet is sent such that only the sensor node can receive it. When a sensor
node is available, it sends an acknowledgement (ACK) and establishes a connection
with the sink node. After successful communication, received acknowledgement
(RACK) was provided to the sensor node. If RACK is not received, the operation is
repeated. In another study by the authors of [85], they investigated SOR techniques
for WBANSs. They analyzed the selected node and relay selection approaches to
determine whether these metrics can enhance the reliability of WBAN networks.

Auto correlation-based Adaptive Transmission (ATT)

The auto-correlation-based Adaptive Transmission scheme (AAT) is a technique
designed to enhance the reliability of transmission and reduce the power consump-
tion in Wireless Body Area Network (WBAN) systems. In a study conducted by
the authors of [86], they proposed a method that combines multi-hop cooperative
transmission, autocorrelation coeflicient, and dynamic scheduling for cross-layer
adaptive power transmission. This technique involves three stages: link quality pre-
diction, transmit power control, slot sequence rearrangement for the shortest path,
and relay node selection. The hub node dynamically adjusts the transmission power
based on the expected channel state to achieve optimal energy efficiency. The MAC
superframe structure of the ATT protocol is illustrated in Figure 2.16. The carrier
sense multiple access with collision avoidance (CSMA/CA) mechanism was em-
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ployed to gain access to RAP1 (Relay Access Point 1). The multi-hop access point
(MAP) is divided into two phases: the Data Transmission Phase (DTP) and Relay
Transmission Phase (RTP). Each node completes information transmission within
an appropriate slot. If data are sent, the relay node continuously transmits in the
RTP slot and receives it in the DTP slot. In terms of power consumption and rate
of successful data delivery, this protocol demonstrates a high level of transmission
reliability compared to other protocols.

Direct Transmission (DT) - Relay Transmission (RT) 1

RAP1 T51 T52 753 154 | .
; S TSm-2 TSm-1| TSm

MAP

Beacon Period | Super frame)

Figure 2.16: ATT protocol

Cross-Layer Optimization Protocol Guaranteed CLOPG

The CLOPG protocol was introduced in ref [87] as a cross-layer protocol based
on bandwidth allocation and an adaptive routing system that includes topology
discovery and load balancing. During the topology discovery step, each sensor
sends a welcome message to the neighbor and maintains the neighbor’s schedule

based on requests for communication, data transfer, and termination information.

The sensor transmitter chooses high-power sensors, which is the quickest way
for the coordinator. Priority data are used to allocate high bandwidth. During
transmission to the sink, a high bandwidth allocates emergency data and terminates
non-emergency data. In the load-balancing routing phase, accepted and unaccepted
messages are used, where sensors get the other sensors’ requests for forwarding
data. The wastage of power in this protocol is exceptionally high because of table
maintenance and route selection, which reduces network performance.
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Cross-Layer Optimization Based on Prediction (CLOBD)

This protocol promotes seamless communication and interaction between different
layers. In [88], the authors presented an approach for cross-layer optimization based
on link quality prediction. Considering the capacity disparity between coordinators
and nodes, two types of link quality prediction algorithms were devised, each with
varying levels of complexity. These algorithms are specifically designed to predict
the link quality between any two nodes and the connections between coordinators

and nodes. The equations representing these algorithms are shown in Equation 2.4.

Rjj(t) = B(R;j(t —=1) + (1 = B)(Ryj)) | Ris(t) = Rg) — ECF; (24)

In this context, R(#) represents the link quality between coordinators s and i.

E CF(t) denotes the error correction factor and f is a weight factor. This protocol
uses a multthop mode to accommodate a mobile network environment. Because
using a fixed transmission power in a mobile context can result in packet loss
or excessive energy consumption, this study incorporates adaptive transmission
power adjustment for nodes. When the expected link quality value surpasses a
threshold, the transmission power is reduced to conserve energy. Additionally,
by increasing the data priority and combining the random back-oft duration of
the MAC layer with higher power transmission, the protocol ensures the reliable
transfer of high-priority data.

Cross-Layered Broadcast Protocol (CLBP)

The cross-layer broadcast protocol (CLBP) was developed for Wireless Body
Area Networks (WBANS) to enhance node synchronization and medium access,
as described in [89].

This protocol is designed to be more adaptable to different human body postures
and is well suited for multi-hop topologies and mobile scenarios. The operation
of this technique is illustrated in Figure 2.17.

Before initiating the broadcast process, the sink node undergoes a prepossession
step, where it allocates transmission slots and defines a communication graph, as
illustrated in Figure 2.18. In the network, the nodes are identified as those whose
links have transmission probabilities greater than 0.5. Broadcast packets consist of
both data and control information, including slot assignments and synchronized
data. Only sender nodes that have been assigned a current slot are allowed to
transmit previously approved packets. The sink node is responsible for sending
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Figure 2.17: Different postures WBAN protocol [89]

data, synchronizing the strategy packets, and managing medium access. A slot
assignment technique was employed to mitigate issues such as idle listening, colli-
sions, overheating, and energy consumption. This technique aims to optimize the
utilization of slots and reduce undesirable effects.

Comparison and Analysis

The proposed protocols, known as cross-layer protocols, have been suggested to
enhance the efficiency of wireless networks. These protocols aim to coordinate
multiple protocols and integrate additional layers without disrupting their original
functionality. This section compares between these protocols.

As described by Braem [76], the WASP protocol establishes fixed intervals for data
transmission. However, owing to the unlimited resources required for on-demand
requests, this protocol exhibits relatively high power consumption. In addition,
WASP necessitates the provision of faulty frame acknowledgements to the sender
node. Although it does not facilitate end-to-end package delivery, it allows for the
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inclusion of new nodes in the network. One limitation of this protocol is that any
node within the network can exit without notifying others.

The CICADA protocol, which is an extension of the WASP protocol as presented
by Latrémoliere [90], utilizes a technique called "waiting period" to keep the radio
signal off while the node is waiting. As a result, the power consumption in this
protocol is moderate compared to that of WASP. However, both the WASP and
CICADA protocols face the same challenge when a child or parent node leaves
the network without alerting the sink node, as mentioned in Braem [76].

The TICOSS [78] protocol follows the MERLIN protocol [56], the concept of
scheduling time slots, and all nodes in this protocol ensure the exact moment to
wake up to save power while sending and receiving data. TICOSS outperforms
the CICADA protocol regarding PDR and power usage [90] . The protocol’s
drawbacks include latency and lower data reliability. The Biocomm [80] protocol
architecture was proposed to communicate routing and the MAC layer through the
CML. This protocol avoids dropping data, keeps it away from congested nodes, and
assigns reliable pathways to higher-priority data. In addition, [80] indicates the
linkages and hotspot nodes before data transmission, in contrast to [WASP [[91]-
TICOSS [78]]. The Biocomm-D protocol expands the Biocomm [80] protocol,
which delivers good energy consumption results. The CLOPG [92] protocol uses
more energy when choosing pathways. In the emerging data case, this causes net-
work performance degradation [80]. CICADA, BIOCOMM, and TICOSS operate
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in the MAC and network layers. The BIOCOMM protocol outperformed the other
cross-layer protocols, but the CICADA protocol mitigated the power consumption
over packet delivery ratio. AAT [93]and CLDO [92] have an edge regarding reli-
ability measures. In theoretical studies, CLDO provides dependability; however,
this approach adds latency and fails to deliver improved performance. The PCLRP
[64] and CLRS [88] protocols use a back-off time technique in the MAC layer
based on data priority, ensuring reliable transmission and minimal latency. The
distinction is that the CLRS addresses data dependability and reduces transmission
time. Consequently, the CLRS protocol outperforms the PCLRP protocol in terms
of reliability and latency. The downside of CLRS is that the transmission ceases
due to the shadow effect, resulting in a long delay. Therefore, adaptive power
management is critical. This is mentioned in the CLRS, COMR, and AAT proto-
cols. AAT is determined by the channel state estimate, COMR by the transmission
state, and CLRS by link quality prediction. Each strategy is worth investigating;
its purpose is to improve energy efficiency and reliability through power regula-
tion. CLBP enhances media access and node synchronization. The advantages of
SOR are realized successfully by providing high efficiency and various concurrent
flows.

Cross-layer Challenges and Future Research Directions

A cohesive communication protocol is necessary for a cross-layer design to ensure
dependable and efficient communication in IoT networks. This protocol should take
into account routing, transport, and MAC (Media Access Control) characteristics,
while also considering the effects of the physical layer. However, several research
challenges remain open to the development of systematic approaches to cross-layer
design problems.

Some of these issues include security and privacy concerns in Wireless Body
Area Networks (WBANS), the necessity for increased standardization, accurate
modeling of delays, and mobility considerations. In the following section, we
discuss specific cross-layer design problems that require further investigation.

1. Lack of Standardization

Standardization involves implementing and developing technical specifica-
tions to ensure compatibility, interoperability, and the quality of services and
systems. Standardization is essential for cross-layer design in IoT, which aims
to optimize the performance and reliability of IoT applications by integrat-
ing layers such as physical, data link, network, transport, and applications.
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However, there needs to be more agreement on which standards best support
the individual layers or IoT scenarios. Although various standards exist for
communication, data handling, security, and service discovery, no framework
unifies or harmonizes these protocols and standards for cross-layer design.
This can cause compatibility and interoperability issues among heteroge-
neous IoT devices and platforms using different technologies [94].

. Hard to Redesign

Developing cross-layer protocols and algorithms that strike a balance be-
tween the advantages and drawbacks of cross-layer design is crucial. This
entails considering the limitations of IoT devices and networks, such as re-
source constraints and heterogeneity. One approach is to employ lightweight
or distributed cross-layer solutions, which can reduce the computational and
communication costs associated with the cross-layer design. Another option
is to utilize cooperative or collaborative cross-layer solutions by leveraging
the diversity or redundancy of IoT devices or networks to enhance the perfor-
mance or reliability of the cross-layer design. Given that most IoT protocols
follow a traditional design integrated with wireless devices, it is necessary
to introduce a dynamic cross-layer design to optimize the transmission of
data between layers. However, this is a complex problem to address because
it has implications for other subsystems and requires redesign or adaptation,
as mentioned in the study by [95].

. Connectivity with the Realistic Physical Layer

Recent experiments have demonstrated that the impact of wireless channel
impairments on the upper layer of communications cannot be ignored. In
particular, channel fading plays a significant role in determining link avail-
ability, which directly affects wireless transmissions. In addition, the mobility
of nodes must be considered. The network is prone to frequent reconfigura-
tion owing to events such as node join, node mobility, and node departure.
Consequently, connections are formed and dissolved on a regular basis. In
light of these factors, there is a need for new analytical models that incor-
porate both mobility and fading channels to accurately estimate connection
conditions.
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4. Accurate Delay Modeling

In the context of IoT e-health applications, a cross-layer design can help
solve the problem of accurate delay modeling by integrating the network
layer and data link layer (MAC layer). In the proposed cross-layer model,
reliability-related parameters are included in the route discovery process,
and MAC-based power control techniques make use of routing information
to obtain suitable transmission power [96]. This approach helps to prolong
the lifetime of IoT devices and ensures reliable data transfer in IoT e-health
applications.

Therefore, the development of a model for describing end-to-end delays
caused by interactions between different layers is required. This is crucial for
IoT e-health applications that require real-time data transfers

5. Context Awareness

The context concept refers to the patient’s condition and environment (mental
state, temperature, humidity, and other information that helps to characterize
the patient’s position). Context awareness in the MAC and application layers
is an open research question regarding WBANS. The authors of [97] proposed
applying context-aware techniques employing a cross-layer design to handle
mission mistakes, power consumption, and QoS limits via efficient parameter
communication between the application layer and MAC. The authors state
that more research is required on this topic.

6. Adaptive Duty Cycles

The cross-layer design can help optimize adaptive duty cycles for IoT in
e-health applications by enabling physical layer parameters, such as signal
strength and interference levels, to dynamically adjust sensor sampling sched-
ules based on real-time connectivity conditions. MAC layer protocols can
also prioritize low-latency transmissions of critical alerts and alarms over
more efficient uploads of non-urgent data. Network routing algorithms can
leverage application insights into treatment plans and disease progression to
select the best paths for the timely delivery of important patient readings ac-
cording to clinical context and needs. An adaptive MAC protocol for Wireless
Body Area Networks (WBANs) was proposed in several studies. This proto-
col aims to address the challenges of fluctuating business traffic and energy
consumption in WBANs. The proposed protocol sets data priorities based
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on the type of service, and adjusts the superframe structure accordingly [98].

It also utilizes a TDMA approach and well-defined synchronization scheme
to avoid collisions and improve network performance [99]. Most solutions
establish a duty cycle fixed for sleep frames, and a poor duty cycle choice
increases the delay and power consumption. Therefore, future cross-layer
systems should develop algorithms that are capable of predicting sleep and
wake times.

. Security In WBAN

Transferring patient data and vital signs necessitates a highly secret and
protective method which requires various encryption algorithms and more
data processing and energy consumption. Practical cross-layer solutions for
WBAN must meet security and privacy requirements while ensuring the net-
work’s longevity. A few articles reviewed in this survey discussed security
issues and data management in WBAN, such as [100], where the authors
presented a cross-layered CICADA-S security protocol with low power con-
sumption based on the CICADA protocol. The authors proposed controlling
authentication codes to address security concerns such as intrusive nodes join-
ing the network while preserving power consumption and WBAN throughput.
Therefore, these issues are critical for WBAN networks and warrant further
investigation.

. Cross-Layer Simulators

Current network simulator technologies, such as NS-2, OPNET, Omnet++,
GloMoSim, and J-Sim, may make it challenging to develop a cross-layer
protocol. Consequently, new simulator software based on the development
paradigm is required to facilitate the creation and testing of algorithmic
solutions for cross-layer protocol solutions.

. Coexistence With Other Wireless Protocols

The coexistence of numerous cross-layer implementation ideas with diverse
wireless protocols and the proliferation of cross-layer routing protocols have
generated problems. These concerns affect the stability and reach of the
network. In an across-route network, several methods are deployed across
multiple locations. However, covering a dynamic network is difficult. As a
result, the availability of numerous incompatible protocols is inappropriate
for various applications [101].
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2.9 CONCLUSION

This chapter provides a comprehensive overview of the burgeoning field of IoT
in healthcare, focusing particularly on its applications and the pivotal role of
Wireless Body Area Networks (WBANSs) in revolutionizing patient monitoring
and care. Through a thorough review of existing cross-layer design approaches for
IoT healthcare, we explored the advancements and state-of-the-art methodologies
that underscore the potential for enhancing network efficiency, reliability, and
energy conservation in healthcare applications. Moreover, our analysis highlighted
the innovative strides made in cross-layer design, showcasing its significance in
addressing the multifaceted demands of IoT healthcare systems. Despite these
advancements, this chapter also identifies several research gaps and challenges,
including the need for more robust security measures, greater scalability, and
improved interoperability among IoT devices. These identified gaps underline the
necessity for ongoing research and development to fully harness the transformative
power of the IoT in healthcare, ultimately paving the way for more personalized,
efficient, and accessible patient care solutions.
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3.1 INTRODUCTION

3.1 INTRODUCTION

This chapter presents a detailed examination of the IEEE 802.11ah standard, a
pivotal advancement tailored for the Internet of Things (IoT) sector. It begins
with an outline of the standard’s network architecture, which supports many IoT
devices and applications. The motivation for the IEEE 802.11ah development is
scrutinized, highlighting its role in overcoming the constraints of previous wireless
technologies. The chapter then dissects the Physical (PHY) layer, emphasizing
operation in the sub-1 GHz bands for extended range and penetration, essential for
IoT connectivity.

Furthermore, we analyze the PHY layer’s design features that enable long-distance
communication and power efficiency. The MAClayer discussion follows, address-
ing innovations such as Time-Slotted Channel Hopping for interference mitigation,
Restricted Access Window for improved channel access, and Target Wake Time for
enhanced power management. These sections offer a comprehensive understand-
ing of the design considerations of the IEEE 802.11ah protocol and its operational
benefits in [oT environments.

3.2 1EEE 802.11AH OVERVIEW

IEEE 802.11ah, also known as Wi-Fi HalLow, is a wireless networking protocol
introduced in 2017. It operates on the 900 MHz frequency, which doesn’t require
licensing, and offers extended range compared to traditional Wi-Fi networks using
the 2.4 GHz and 5 GHz channels. Wi-Fi HalL.ow is energy-efficient, allowing
multiple stations or sensors to connect and share signals, making it suitable for
the Internet of Things (IoT). It has comparable power consumption to Bluetooth,
LoRa, and Zigbee, but provides faster data speeds and wider coverage range [102].
This chapter provides a comprehensive overview of the key features of the IEEE
802.11ah standard, with a focus on the physical (PHY) and medium access control
(MAC) layers.
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3.2.1 IEEE802.11ah Architecture

The architecture of the IEEE 802.11ah standard maintains the structure of earlier
IEEE 802.11 systems. This preservation of network architectures ensures compat-
ibility and allows for the use of existing network configurations. Additionally, the
IEEE 802.11ah standard supports various applications, including point-to-multi-
point, fixed, and outdoor applications [103, 104].

Moreover, it introduces support for a relay architecture, where the Access Point
(AP) is expanded through a two-hop relay approach. Figure 3.1 provides a simpli-
fied representation of this approach. The diagram illustrates that the relay consists
of a relay-STA connected to the Root AP and a relay-AP connected to the end
STAs. This configuration enables the transmission of frames in both directions.
These relays extend the coverage area of the Basic Service Set (BSS) and can
reduce energy consumption and packet delivery time.

R:st Relay
Relay 1 Relay2 . STA
STA 1 STA2 STA3 STA 4

Figure 3.1: IEEE 802.11ah Relay Architecture [104]

The 802.11ah standard allows for the establishment of multiple Basic Service

Sets (BSSs) that can operate on either the same or different carrier frequencies.
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The specific frequencies used are determined by the regulatory guidelines in the
region where the system is deployed. Additionally, these BSSs have the flexibility
to operate on different channel bandwidths ranging from 1MHz to 16 MHz, in
accordance with the channelization policy of the respective country.

3.2.2 Motivation of IEE802.11ah Development

The wireless sensor network market has experienced significant growth, leading to
the need for new standards that can address requirements not covered by the existing
IEEE 802.11 amendments. Owing to its focus on personal computers (PCs), the
original 802.11 standard did not adequately support low-powered devices. This
necessitated the use of amendments.

The IEEE 802.11ah standard aims to achieve several goals. It seeks to provide
long-range transmission capabilities of over 1 km at speeds exceeding 100 kbps,
while minimizing energy consumption and supporting large networks. In addi-
tion, it aims to offer cost-effective wireless sensor network solutions for various
applications, including building automation, smart metering, surveillance, and
challenging environments.

IEEE 802.11ah aims to achieve these goals by minimizing changes to the existing
IEEE 802.11 standard. The physical (PHY) and medium access control (MAC)
layers presented in this study are built upon the IEEE 802.11ac amendment, which
focuses on enhancing the efficiency by reducing the control frames and shortening
the MAC header.

Standardizing sub-1GHz WLANS offers several advantages.

— It is highly user-friendly in outdoor settings and exhibits exceptional sig-
nal transmission properties at lower frequencies across various installation
scenarios within the Industrial, Scientific, and Medical (ISM) bands.

— A high sensitivity and a high link margin enhanced the reliability of the
standard.
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3.2.3 IEEE 802.11ah Use Cases

The support provided by IEEE 802.11ah encompasses various applications, such
as industrial and home automation, healthcare, smart metering, and agriculture.
These applications typically involve wireless sensor nodes that monitor the envi-
ronment and collaborate to transmit aggregated data to the network. Figure 3.2
illustrates the architecture of IEEE 802.11ah for different use cases. This standard
introduces an efficient scheduling and polling method to ensure scalability for a
large number of stations (STAs) that operate in infrastructure mode only. Addi-
tionally, an advanced power-saving mechanism has been proposed to address the
power consumption issue found in traditional Wi-Fi technologies. [105].
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Figure 3.2: IEEE802.11 ah uses [106]

1. Smart sensors and meters

The performance of the battery is an important factor in selecting a standard
when a large number of nodes are deployed to cover large areas. Sensor
networks are among the use cases endorsed by TGahs. Owing to increased
penetration through obstacles and other walls at low frequencies, more nodes
deployed in a single leap. The diversity provided by IEEE 802.11ah bene-
fits many sensor network applications [106, 107] such as: smart meters,
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smart grids, indoor healthcare and fitness system, automation of industrial
processes, and environmental monitoring.

. Backhaul networks

The IEEE 802.11ah TGah standard also addresses the establishment of a back-
haul network that connects sensor devices to remote servers. The extensive
coverage of frequencies below 1 GHz enables a simple network configu-
ration for connecting access points (APs) operating within this frequency
range, such as wireless mesh networks. These networks typically operate in a
multi-hop system, where traffic loads are unevenly distributed. Nodes located
closer to the sink node experience higher uplink traffic loads. Consequently,
power consumption and traffic load are influenced by location, and nodes
with heavy traffic loads can limit the network’s lifespan as they require more
power consumption [108].

. Extended range of Wi-Fi for traffic off-loading

Mobile carriers have faced a significant surge in traffic loads due to the
widespread usage of mobile devices. This increased consumption necessi-
tates a higher capacity in wireless networks to meet user demands for high-
speed access anytime and anywhere. To enhance bandwidth, operators have
implemented technologies like HSPA and LTE. However, achieving higher
speeds may not always be cost-effective due to limited bandwidth availability,
even with 4G networks [109].

The IEEE 802.11ah task group has adopted cellular traffic offloading as a
use case. While 802.11n technology could improve offloading by providing
higher bandwidth, the low power consumption and long-range capabilities of
IEEE 802.11ah make it particularly suitable for supporting battery-powered
mobile devices. As a result, the technical requirements for a WiFi-based
solution are effectively met by IEEE 802.11ah, which led to its selection by
the task group over alternative amendments.

. M2M communication

With the proliferation of M2M (machine-to-machine) standards being de-
veloped in different standardization bodies, IEEE 802.11ah can play a vital
role in establishing a foundation for M2M standards that incorporate cloud
computing capabilities [110]. This standard is particularly relevant for appli-
cations like smart metering, security sensing, and fleet management. IEEE
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802.11ah addresses the necessary functionalities for these applications, in-
cluding support for a large number of devices, low power consumption, and
both short- and long-range data transmission.

3.3 PHY LAYER DESIGN

The physical layer design for the 802.11ah standard is based on the previous mod-
ifications of the 802.11 standard. Building upon the design of 802.11ac, which op-
erates at bandwidths of 20MHz, 40MHz, S0OMHZ, and 160MHz, IEEE 802.11ah’s
PHY was adapted to support these bandwidths. A 1 MHz channel was specified in
addition to 802.11ah for extended coverage. In the next section, we will present the
features of the 802.11ah PHY layer concerning the modulation and transmission
schemes described by the authors in [111].

3.3.1 Channelization

The allocation of channels varies by country, leading to distinct sub-1 GHz ISM
bands for 802.11ah across countries [111], such as Europe, the United States,
Singapore, China, South Korea, and Japan. Figure 3.3 illustrates the accessibility of
frequency spectrums and channel allocation in significant geographical locations.
In South Korea, the operational ISM bands extend from 917.5 MHz to 923.5 MHz,
providing a 6 MHz band with a 0.5 MHz for offset to avoid disruption to older
wireless systems operating at lower frequencies. Europe is allocated a 5 MHz
frequency range, from (863 MHz to 868 MHz), with a guard band equal to 600
KHz. China implements a channelization model that spans from (755 MHz to 787
MHz). The Effective Radiated Power (ERP) in the range of 755 MHz to 779 MHz
is restricted to a limit of 5 mW, while the limit increases to 10 mW in the range
of 779 MHz to 787 MHz. Consequently, a total bandwidth of 32 MHz is available
within this range. In Japan, the channelization model covers a frequency range
of 916.5 MHz to 927.5 MHz, resulting in a bandwidth of 11 MHz. This model
includes 0.5 MHz allocation for designating center frequencies instead of using
start/stop bands.

The channelization model in Singapore allows for the operation of the standard
within specific frequency bands, namely (866 to 869) and (920 to 925), which
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adds up to a total of 8 MHz bands. The United States leads to band availability by
adopting a range of 26 MHz bands, specifically from ‘902 MHz to 928 MHz). As
a result, the U.S. is the only country that can operate using a 16 MHz bandwidth.
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Figure 3.3: Sub-1 GHz Bandwidth in Strategic Locations [111]

3.3.2 Transmission Modes

The PHY layer design is addressed according to the framework specified in the
standard (TGah group) in two groups:

— Transmission bandwidth setting for a 1 MHz channel
In this scenario, the modulation methods used were identical to those found
in IEEE 802.11ac’s Fast Fourier Transform (FFT). The physical layer makes
use of a 64-subcarrier OFDM waveform separated by 31.25 KHz.

— Transmission bandwidth setting for a 2 MHz channel
In this case, the spacing of the subcarrier is 31.25 KHz, and the OFDM
consists of 32 tones.

Table 3.1 describes the PHY layer specifications.

These transmission patterns are considered to operate in various (MCS) to attain
two performance scenarios: communication for long-range and capabilities for
high data rate. The standard supports different modulation such as BPSK, QPSK,
and QAM. It takes 64 FFT to construct the OFDM symbol for a 2 MHz through a
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Table 3.1: PHY Layer Specifications

Characteristics

Value

Clear Channel Assessment(CCA) Time | 40 pus

Short Inter-frame Space(SIFS) Time 160 ps

Slot Time

52 us

Air Propagation Time

6 us

single spatial stream, but only 52 of those subcarriers are used for data transmission.
Table 3.2 lists the different modulations (MCSs) for 2MHz Bandwidth Channels
with the data rates transmission mode.

Table 3.2: MCS Index Modulation and Coding Scheme

MCS I Coding | NSS | N N N OFDM cp
Index Rate SS | SCDT | DBPSCS | DBPS | SD

MCS-0 | BPSK 172 1 52 1 26 40 us | 0.65
MCS-1 | QPSK 1/2 1 52 2 52 40 us 1.3
MCS-2 | QPSK 3/4 1 52 2 78 40 us 1.95
MCS-3 | 16-QAM 172 1 52 4 104 40 us 2.6
MCS-4 | 16-QAM 3/4 1 52 4 156 40 us 3.9
MCS-5 | 64-QAM 2/3 1 52 6 208 40 us 52
MCS-6 | 64-QAM 3/4 1 52 6 234 40 us 5.85
MCS-7 | 64-QAM 5/6 1 52 6 260 40 us 6.5
MCS-8 | 256-QAM 3/4 1 52 8 312 40us |78
MCS-9 | 256-QAM 5/6 - - - - - -
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3.4 MAC LAYER DESIGN

The MAC layer of IEEE 802.11ah has been designed to enhance the MAC protocols
and frame formats, with the primary objective of reducing the power consumption
of client devices. It also supports a large number of clients for sensing applications
and Internet of Things (IoT) deployments in both indoor and outdoor environments.
The specific MAC layer features are discussed in the subsequent section.

3.4.1 Organization of Associated Stations

According to the IEEE 802.11ah standard [110], three types of stations are spec-
ified, and each type has its own set of rules to govern their access to the shared
channel. The station types were as follows:

— Traffic Indication Map (TIM) Stations: These stations receive traffic indi-
cation maps, which inform them of the presence of data frames destined for
them in the access point’s buffer. TIM stations have specific rules to follow
when accessing the shared channel.

— Non-TIM Stations: These stations did not receive traffic indication maps.
They have different rules for accessing shared channels compared with TIM
stations.

— Non-scheduled Stations: These stations operate in a contention-based man-
ner without a specific timing schedule. They contend for channel access using
contention protocols such as Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA).

Each station type in IEEE 802.11ah has unique characteristics and access
rules to ensure efficient and fair utilization of the shared channel.

3.4.2 MAC Frame Types

The conventional MAC frame structure follows a consistent arrangement of fields
in all frames. A typical MAC frame is depicted in Figure 3.4. The frame consists of
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several fields, including the Frame Control field, Duration/ID field, address fields,
and the concluding field known as the Frame Check Sequence (FCS). These fields
form the basic frame format that is shared by all frames, encompassing different
subtypes and types. However, there are additional fields specific to particular frame
types and subtypes [112].

Octets:2 2 6 6 6 2 6 2 4 0-7951 4

Address
1

Address
2

Duration
/1D

Frame
Control

Address
3

Address
4

Sequence
Control

QoS
Control

HT
Control

Frame
Body

FCS

MAC Header

Figure 3.4: MAC format

In the 802.11ah standard, modifications have been made to the elements within the
Frame Control field, particularly concerning combinations of type and subtype.
Notably, a significant alteration was implemented in PS-Poll format. The original
IEEE 802.11 format along with the format adopted by TGah illustrates Figure 3.5.

Octets: 2 2 6 6 4 Octets: 2 2 6 6 4
Frame BSSID TA FCS Frame Duration BSSID TA
F
Control| AID (RA) Control /AID (RA) o
MAC Header

Figure 3.5: Frame formats for PS-Poll in IEEE 802.11 and IEEE 802.11ah

The duration/ID field serves different purposes depending on the context in which
the PS-Poll frame is sent. When the PS-Poll is the first frame in a Speed Frame
exchange initiated by a station (STA), the duration/ID field holds the duration value.
However, in other cases, the duration/ID field contains an Association Identifier
(AID). In addition to the existing frame types, IEEE 802.11ah introduces a novel
frame called the Null Data Packet (NDP). The NDP is designed to reduce the MAC
protocol overhead within an IEEE 802.11 Basic Service Set (BSS).
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3.4.3 Support of Large Number of Associated Stations

A significant challenge in adopting the traditional IEEE 802.11 is the limited
capacity for multiple stations to be concurrently associated with a single AP.
Therefore, TGah introduced an innovative hierarchical approach that organizes
stations into groups, enabling support for more devices. The configuration of each
device group may vary based on the specific application, power requirements, or
targeted Quality of Service (QoS) (TGah).

— The creation of a novel (AID) system that categorizes stations into blocks
(referred to as TIM groups) sub-blocks, pages, and station indexes within
sub-blocks.

— The subdivision of a partial bitmap is associated with the TIM element into
bitmaps, each corresponding to a TIM group.

During the association phase, the AP assigned a unique AID to stations. The struc-
ture of AID is illustrated in Fig. 3.6. This AID, consisting of 13 bits, significantly
enhances the maximum supported stations from (2,007) in 802.11 to (8,191) in
802.11ah.

2 bits 3 bits 5 bits 3 bits

A

Page ID TM Group Index Sub-Index Block STA Position
Indexin a
Sub-Index
Block

Figure 3.6: structure of AID frame
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3.43.1 Relay

The IEEE 802.11ah standard supports relay mechanism which enhances the access
point (AP) coverage area through a two-hop relay mechanism. As depicted in the
Figure 3.1, the relay comprises a relay station and relay access point (relay-AP)
[113]. The relay is linked to Root AP, while the relay-AP linked to the STAs end.
This allows for bidirectional transmission of frames. Including relays expands the
area coverage of the basic service set (BSS) and reduce energy consumption and
transmission time and when delivering packets successfully.

3.4.3.2 Sectorization of Group

Group Sectorization uses spatial division multiple access (SDMA) with time
division multiple access. It divides the coverage area of BSS into subregions (geo-
graphical areas), with each subregion including a subset STAs to mitigate hidden
station problems, interference and traffic congestion. This division is achieved by
transmitting or receiving the Montreal Protocol through multiple air links encom-
passing multiple sectors of the enterprise support system.

3.4.4 TIM stations Power Saving

IEEE 802.11ah includes a power-saving mode, often referred to as awake or sleep
mode, which aims to minimize energy consumption in sensor devices. This mode
utilizes power-saving features of the network interface by turning off the radio
module during periods of low traffic.

During awake mode, the radio is active, allowing the wireless interface to establish
data connections or remain idle. On the other hand, in the sleep state, the radio is
deactivated, rendering the wireless interface unable to monitor or detect network
activity. This power-saving mode is defined as Power Saving Mode (PSM) in the
IEEE 802.11 standard.

In the PSM, the Access Point (AP) buffers incoming frames for mobile stations
until the stations wake up and request the delivery of the buffered traffic. Once the
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reception is complete, the station returns to the PSM. The IEEE 802.11ah standard
incorporates two types of signaling-beacon frames to address this functionality.

— The Delivery-Traffic Indication Map (DTIM) provides information about sets
of STAs that have pending data.

— Traffic Indication Map (TIM): The TIM and DTIM beacons inform a group
of STAs at the AP about which STAs have pending data. The structures of
the TIM and DTIM beacons are based on the Short Beacon Frame (SBF)
and Information Elements (IE), each serving specific purposes. Figure 3.7
represented these structures.

BTIM SBF DTIM IE TIMEIE | RAW IE
Beacon

TIME

Beacon SBF TIME IE

Figure 3.7: Structures of DTIM and TIM.

— SBF: The primary purpose of the AP is to announce its presence and syn-
chronize the stations (STAs) within its network.

— DTIM IE: The capability enables stations (STAs) to determine their alloca-
tion within Traffic Indication Map (TIM) groups and the intervals at which
they should wake up.

— TIM IE: The Access Point (AP) partitions the partial bitmap associated with
one or multiple TIM Groups to indicate which stations within the TIM Group
have pending data to receive.

— RAW IE: The RAW IE (Restricted Access Window Information Element)
is responsible for signaling important information regarding the periods in
which selected STAs contend for the channel. This Information Element,
known as the RAW IE, includes details such as the duration from the beacon
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to the Restricted Access Window (RAW), the duration of the RAW itself, and
the methods used for creating sub-slots within the RAW period.

TGah has categorized STAs For 802.11ah into three types[111]:

— TIM STAs: STAs listen to TIM and DTIM beacons to enable efficient data
transmission and reception, similar to IEEE 802.11 Power Saving Mode
(PSM) concept.

— Non-TIM STAs: STAs listen to beacons of DTIM for data exchange. TIM
IE excludes buffering, assuming that there is no periodic requirement for
them to awaken for beacon receiving.. This design allows STAs to remain in
the Power Saving Mode (PSM) for extended periods without the concern of
beacon reception, indicating an ultralow power mode.

— Unscheduled STAs: STAs are not required to listen to beacons and can engage
in data transmission or reception at all times

In the IEEE 802.11 Power Saving Mode (PSM), the TIM beacon contains an
Information Element (IE) field that provides information about the buffered packets
for STAs in PSM. STAs in PSM periodically wake up upon receiving beacons to
check if there are packets addressed to them. When data is present, the STA sends a
Power Saving (PS)-Poll Frame to the AP to request the transmission of the buffered
packets. Any STA can enter PSM when it determines from the TIM beacon that
no data is specifically intended for it.

3.4.4.1 Page Segmentation and TIM

IEEE 802.11ah uses a TIM and Page Segmentation technique to reduce channel
contention time and maximize inactivity for stations. It organizes stations into
hierarchical TIM groups (TGah) for scheduling, signaling, and channel resource
allocation. This allows only TIM groups to compete simultaneously, resulting in
energy savings. The system includes TIM beacons for station-level signaling.

— DTIM beacons are utilized for signaling purposes and indicate that TIM
groups, whether unicast or multicast, have pending data at the AP. These bea-
cons also provide detailed information about the properties of the Restricted
Access Window (RAW), including the duration of segments and sub-slotting
methods.
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— TIM beacons enable stations to enter a power-saving state during a restricted
access window if they have no packets to transmit. This is possible when
the station detects no incoming traffic addressed to its TIM group or detects
incoming traffic aimed at its TIM group but not indicated in its TIM beacon.

3.4.4.2 Advanced Modes of Signaling

The IEEE 802.11ah standard includes two advanced signaling modes in the TIM
and Page Segmentation scheme, which are activated when there are more than one
network pages [106]:

— Non TIM offset: In this mode, the signaling for a specific TIM group is repeat-
edly transmitted within the same beacon, with each repetition corresponding
to the number of network pages. This mode is the default in IEEE 802.11ah.

— TIM offset: In this mode, a 5-bit field is included in the DTIM beacon, al-
lowing for the scheduling of TIM groups from separate pages using their
own TIM beacons. Although the TIM offset mode consumes less energy
compared to the non-TIM mode, it may have limitations in terms of the max-

imum number of supported stations, network efficiency, and packet delivery
ratio (PDR).

3.4.5 Channel Access

The 802.11ah standard uses TIM stations’ channel access method, which combines
AP-centralized time allocation with CSMA/CA mechanism of Distributed Coordi-
nation Function. The limited access window, consisting of downlink, uplink, and
multicast segments, restricts access between consecutive TIMs [114]:

— Uplink: In IEEE 802.11ah uplink transmission, stations monitor TIM groups
to determine channel contention time, using Distributed Coordination Func-
tion (DCF) mechanism. Primary access method and handshaking technique
can be used for channel access and collision avoidance.

— Downlink: IEEE 802.11ah requires stations to monitor their TIM beacons
and initiate contention using the Distributed Coordination Function (DCF).
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When a station’s backoff period expires, it sends a Power Saving (PS)-Poll
frame to request relevant data, as illustrated in Figure 3.8.
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Figure 3.8: IEEE 802.11ah access mechanism.

3.4.5.1 Target Wake Time(TWT)

Non-TIM STAs are permitted by the access point (AP) to either send uplink traffic
or request buffered downlink traffic upon waking up. However, this simplistic
approach can lead to network performance issues, particularly when many STAs
wake up simultaneously, resulting in uncontrolled traffic and contention that may
cause excessive collisions or access delays[115]. To address this challenge, TGah
has introduced an approach where AP coordinates the of STAs waking up at
predefined times, temporally spreading out channel access. This mechanism relies
on a newly defined function called TWT (Target Wake Time). This time allows
the access point (AP) to designate precise time intervals for each station (STA)
to utilize the communication channel. The AP transmits TWT data to each STA
using a newly introduced Information Element (IE) known as TWT IE, as seen in
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Figure 3.9. The structure of the Request Type field is depicted in Figure 3.10. The
interchange of these elements occurs during the association request and response
frames, and they dictate the timing and frequency at which STA wakes up for
uplink and transmissions.

NDP
Paging

Target Wake
Time

TWT
Channel

Element
ID

Request
Type

TWT Group
Assignement

Nominal Minimum
Wake Duration

Length Control Wake Interval

Octets 1 1 1 2 8 3 2 2 1 4

Figure 3.9: TWT format.

‘Wake Interval

TWT TWT Command | Direction | Implicit | Flow Type | TWT Flow
Request Reply ID Exponent
Bits 1 3 1 1 1 3 6

Figure 3.10: Request Type format.

When a TWT (Target Wake Time) element is sent from a TWT requesting station
to a TWT responding station, the TWT Request subfield is set to 1. Conversely,
if the TWT element is sent from a TWT responding station to a TWT seeking
station, the TWT Request subfield will have a value of 0.

In cases where the Access Point (AP) has buffered packets for a Station (STA), it
can send a Null Data Packet (NDP) frame to the STA, allowing the STA to request
the delivery of the buffered data. If the AP does not send the NDP paging frame,
the STA can still transmit uplink frames.

3.4.5.2 Restricted Access Windows

The TGah standard retains existing contention-based channel access procedures for
TIM STAs, but introduces a new contention-free strategy to address hidden node
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problems. The Restricted Access Window (RAW) optimizes medium utilization
by minimizing collisions, providing exclusive access to specific STAs, reducing
contention and improving performance[116].

The Resource Allocation (RA) frame is proposed to optimize medium utilization
and reduce collisions by dynamically learning the designated time slot for medium
access for STAs. This approach allows STAs to transmit only ready-to-transmit
stations, avoiding unnecessary allocation to all TIM stations. The structure and
timing diagram are illustrated in Figure 3.11.

Beacon RAW

. " Slot2 for Slot3 for Slot 4 for
Slot 1 for

STA 1 STA?2 STA3 STA4
D - poll/trigger : data I - ACK

Figure 3.11: RAW Mechanism.

3.4.5.3 Distributed Coordination Function (DCF)

The DCF in IEEE 802.11 ah uses Basic Access and RTS/CTS techniques for
packet transmission as shown in Figure 3.12. A station monitors a channel and
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sends a new packet if it remains unused for a specific period. The back-off time
is a random integer multiple of a primary time slot, preventing collisions. If the
channel becomes busy, the countdown is paused until another idle DIFS period is
observed. The back-off rules determine the next available time slot for transmission.

AP STA
o DIFS
Authentication Request | =~ ©
SIFS [*—
ACK ”
DIFS -
Betkol Authentication Response
L SIFS
= ACK
_— DIFS
Association Request Backoff
SIFS |=—
ACK »
Backof Association Response
" SIFS
ACK

Figure 3.12: Distributed coordination function (DCF) mechanism

3.4.5.4 Long Sleeping Periods

Stations that operate under the Page Segmentation and TIM scheme are obligated
to listen to DTIM beacons, even during extended periods when they are unlikely
to send or receive data. In IEEE 802.11ah, all types of stations are allowed to
set substantially longer doze times, particularly during their primary interaction
with the Access Point (AP) [117]. However, these extended doze times can lead to
significant clock drift, which presents a challenge for synchronization. To mitigate
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potential synchronization delays with the network, a station needs to wake up
earlier as the duration of its inactivity (sleep) increases. This ensures that the
station remains synchronized with the network and avoids any detrimental impact
caused by clock drift.

3.4.5.5 Support for Small Transmission

To mitigate the impact of high overheads and low performance associated with
small data transmissions in wireless sensor networks, TGah introduces three key
enhancements. IEEE 802.11ah decreases the size of the MAC header from 28 to
18 bytes by using association IDs instead of regular MAC addresses, in contrast
to IEEE 802.11. Furthermore, TGah specifies many null data packet frames that
consist solely of a single PHY header. These frames are used to condense the
existing IEEE 802.11 signaling frames, including ACKs, block ACKs, CTSs, and
PS-Polls. Finally, a speed frame exchange method is implemented to indicate
the successful receiving of frames by broadcasting a data frame instead of a
conventional acknowledgment (ACK) [118].

3.5 1Eee802.11 AH SIMULATION AND PERFORMANCE EVALUATION

In this section, the PHY/ MAC layers of the 802.11ah are analytically modelled
using MatLab. The goal is to provide a rationale for the advancement of this
technology. Employing various performance metrics on diverse real-life scenarios
makes assessing the network’s performance feasible.

3.5.1 Model Environment

This section aims to assess the infrastructure of the Basic Service Sets (BSSs). We
assume there is one access point (AP) at least in the network, which it serving a
number of stations (STASs).
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3.5.2 Network Topology

The topology suggested is point-to-point, where stations (STAs) directly exchange
packets with the access point (AP) without intermediate nodes. By using this strat-
egy, the AP is certain to receive packets in a single hop. Single-hop transmissions
have reliability compared to multi-hop transmissions because they introduce less
delay, which is particularly critical for applications in the medical field. In this
evaluation, we assume an ideal channel without consideration for hidden nodes.

3.5.3 Access Mechanism

The 802.11ah standard, designed for low-power and long-range IoT applications,
employs the DCF as fundamental access mechanism, utilizing CSMA/CA with a
random backoff timer. DCF incorporates enhancements tailored to these applica-
tions, such as a longer contention window, reduced inter-frame space (IFS), and
power-saving capabilities [119]. Additionally, 802.11ah supports the RTS/CTS
methods to mitigate collisions caused by hidden nodes to improve the overall per-
formance of the network. The IEEE802.11ah evaluation employs DCF with two
access mechanisms: basic, and RTS/CTS access. as illustrated in Figure 3.13 and
Figure 3.14.

DIFS

DATA SIFS

Transmiter

ACK

Receiver

Figure 3.13: Basic Access Mechanism
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Figure 3.14: RTS/CTS Mechanism
3.5.4 Channel model

A channel model is crucial for wireless communication system design, as it charac-
terizes the effects of various environmental factors on a transmitted signal. IEEE
802.11ah, intended for various applications ranging from in-home to outdoor urban
environments, needs a versatile channel model to represent the diverse deployment
scenarios.

The standard path loss model for 802.11ah is based on the TGah model as refer-
enced in articles [120—122], and can be represented by equation (3.1), presuming
an antenna height of 15 meters above for the outdoor scenario.

Pioss = 8 + 37.6logy(d) 3.1)

Where d is the distance between the transmitter and receiver at a frequency of
900MHz. A correction factor 21 log; (W) should be applied for other fre-
quencies.

The path loss for the outdoor scenario after correction is calculated as:

Pioss = 23.3 4 36.7 log;,(d) (3.2)
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Where the distance and frequency are the same as the conditions regarding equation
(3.1).

The TGah path loss model for the indoor is derived by scaling down the frequency
operations in TGah. It comprises a model for free space with a slope of up to 2 for
a specific distance known as the breakpoint distance (dgp). Beyond this distance,
the model transitions to a slope of 3.5. Two scenarios are considered: one is a
large indoor with (NLoS) conditions for open space (Model C) and a breakpoint
distance of 5 meters, and the other is a scenario with (LoS) conditions represented
by (Model D) and a breakpoint distance of 10 meters. Both channel models are for
indoor environments.

LFS (d) =20 loglo <47ch> ’ if d < dBP

L(d) =
Lps(dBp) + 35 10g10 (%) , ifd > dgp

(3.3)

Where c is the speed of light in m/s, and f, is the center of the carrier frequency
in MHz. Figure 3.15 shows theoretically the path loss expected in an outdoor envi-

|IEEE802.11ah Theoretical Pathloss Comparison: Indoor vs. Qutdoor
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Figure 3.15: Comparison IEEE802.11ah path loss for indoor and outdoor

ronment compared to an indoor one for the IEEE 802.11ah standard, where path
loss is associated with increasing distance between the transmitter and receiver.
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3.6 PERFORMANCE METRICS

Performance metrics for network evaluation are essential for the QoS. The primary
objective of utilizing these metrics is optimizing user satisfaction by effectively
utilizing the existing resources to support various applications with specific QoS
demands. The subsequent section will assess the following performance metrics.

— Average delay
— Theoretical Maximum throughput(TMT).
— Saturation throughput.

— Energy efficiency.

3.6.1 Average Delay

The theoretical delay provides insights into a node’s time from transmitting a
request (RTS) to beginning transmission to acknowledgment receiving, assuming
ideal conditions. Figure 3.16 illustrates that MCS1 exhibits significant delays
compared to MCS4 as the size of the data packet increases.

A higher MCS (Modulation and Coding Scheme) index corresponds to higher data
rates, resulting in shorter frame transmission durations (lower delay) and reduced
energy consumption.

3.6.2 Theoretical Maximum Throughput(TMT)

The theoretical maximum throughput (TMT) refers to the highest possible data
transfer rate that can be attained in an IEEE 802.11 network. It focuses exclusively
on the actual data transfer rate offered by the MAC layer. Hence, the TMT can
be precisely described as the upper limit of MAC service. The TMT is calculated
for different access mechanisms, such as RTS/CTS and Basic Access, under ideal
conditions for transmission [123]. Then, the throughput expression: To calculate
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Minimum Delay vs Data packet size (IEEE802.11ah Basic Access)
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Figure 3.16: Average delay

the TMT for 802.11ah , the MAC SDU (MSDU) divides by the time required for
its transmission.

MSDU size

TMT =
Delay per MSDU

3.4)

Control frames are consistently transmitted at 1Mbps to maintain compatibility
with older systems. Figures 3.14 and 3.15 mentioned above explain the trans-
mission of data packets using Basic access and RTS/CTS methods. This pattern
repeats in a definite cycle when consecutive traffic is sent from the transmitting
node. It is important to note that the timing diagram differs between these ac-
cess methods, and the duration of the block varies based on the spread spectrum
technology and introductory data rates in use. The contention window (CW) does
not grow exponentially in scenarios without collisions. Instead, the CW always
remains equal to the CW_min, which can vary depending on the specific spread
spectrum technology employed [124]. The backoff time is determined randomly,
following a uniform distribution between 0 and CW_min, resulting in an expected
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CW_min2 value. Equation (3.5) illustrates how to calculate this backoff delay as
a constant.

CWmin

~ 2 % SlotTime (3-5)

Tso

The overall delay is determined by adding up all the individual delay elements
within a complete transmission cycle using the access scheme. The delay for
CSMA/CA and RTS/CTS can be computed using equations (3.6) and (3.7), re-
spectively.

Delay per MSDUyg, ;. = Tpo + DIFS + ACK + DATA + SIFS (3.6)

Delay per MSDUgrgcrs = To + DIFS 4 RTS + CTS + ACK + DATA + (3 x SIFS)

(3.7)

We can calculate TMT by taking the ratio of the number of bits in MSDU to the
combined delay for the access mechanism.

TMTB o Lpayload (3 8)
€ Tpo + DIFS + ACK + DATA + SIFS '

Lpayload
T T — payloa )
MTgrs Tgo + DIFS + RTS + CTS + ACK + DATA + (3 x SIFS) (3:9)

According to IEEE 802.11ah, it is specified that control frames should be trans-
mitted using the most MCS available. However, any available MCS can be used
for data packets, so the data rate is considered when determining the data packet
duration. The control frames’ duration and data were calculated using the method
described in the reference [125].
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The length of the DATA frames is calculated by:

Tcontrol_frames - ’V

TbATA = {

Lpayload + MAC

Lcontrol_frames

Lbasic_datarate
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w X Toym + PHY (3.10)

R

basic_datarate

X Lbasic_da.tara.te

w X Toym + PHY (3.11)

Where R represents the datarate according to the MCS, and Lyggic_datarate FEpresents
the data bits per OFDM symbol. Table 3.3 represents these values.

Table 3.3: Variable Definitions

Variable | CW1 | CW2 | CW4 | CW8 CWwle Description
Subcarriers
Nsp 24 52 108 | 234 468
in OFDM symbol
Total number of useful
Ngt 26 56 114 | 242 484
subcarriers in OFDM symbol
pilots Number
Nsp 2 4 6 8 16
per OFDM symbol
Highest subcarrier
Nsr 13 28 58 122 250
per OFDM
Ar 31.25kHz Frequency spacing

Figure 3.17 presents the computed TMT (Throughput Metric) for the Basic Access
and RTS/CTS mechanisms across five distinct Modulation and Coding Schemes
(MCS) within the IEEE 802.11ah standard. The figures demonstrate the benefits
of the Basic Access mechanism over the RTS/CTS system under ideal conditions
without collisions or errors. This advantage stems from the RTS/CTS mechanism
necessitating the transmission of a larger number of control frames compared to
the Basic Access mechanism, thereby enhancing overall performance.
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Comparison of TMT: Basic Access vs RTS/CTS in IEEE 802.11ah
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Figure 3.17: Comparison of IEEE 802.11ah Maximum Theoretical Throughput

3.6.3 Performance analysis for IEEE802.11ah

This analysis aims to assess the performance quality of the IEEE802.11ah stan-
dard when the network is operating at its maximum capacity and utilizing all
available resources. This scenario holds significance as it allows us to evaluate
the network’s capabilities under heavy load, particularly relevant for real-world
applications. Throughout this analysis, we will explore different performance in-
dicators, including throughput, latency, and energy efficiency. These metrics will
measure how well IEEE802.11ah manages a substantial amount of data traffic, the
speed of data packet processing, and the efficiency of energy resource utilization.

* Markov model: is a mathematical model representing system progression at
discrete time intervals. It is used in IEEE 802.11ah networks to address issues
like the mobility of nodes, traffic patterns, and node quantities. It provides accu-
rate representation, examination, and enhancement of network activity, enhancing
performance and quality. However, its effectiveness depends on model precision
and network algorithm execution [126]. In this section, we used the Markov model
suggested in the references [127], [124] to analyze and improve the performance of
IEEE 802.11ah in various network situations. This model is represented in Figure
3.18.
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Figure 3.18: Model Markov chain. [126]

Figure 3.18 illustrates a discrete-time Markov chain. All nodes have access to the
medium, but when the medium is occupied, the system duplicates the contention
window (CW) and calculates the backoff time [127].

From the model, we can define the parameters as follows:
— m': represents the maximum number of backoff stages.
— W: denotes the contention window (CW).
— p: represents the probability of transmission failure.

The IEEE 802.11ah parameters include a CW,,;, value of 15 and a CW,,x value
of 1023. As a result, we can conclude that:

2IW ifi <m'
W, = , (3.12)
W, — 2" W ifi>m'
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Where
W =CWpyin +1

o (3.13)
2" W = CWpax +1

For IEEE 802.11ah, the value of m is set to 6. It’s important to note that, unlike

Bianchi’s approach [127], m’ represents the maximum backoff stage in this context.

According to 802.11, this value is more significant than m.

In this case, the parameter m also represents the maximum count of retransmission,
which varies for data frames (5) and RTS frames (7). This is a distinction from
Bianchi’s approach [127]. which needs to differentiate between these two cases.
The critical difference lies in our Markov model based on [128], which considers
the impact of the frame retransmission limit. From the Markov model, we can
represent the transition probabilities of only non-null one-step by:

;

Piklijr1 =1 if k € [0,W; —2],i € [0, m]
1 _
p0k|i0:( p) ifk € [0,Wy—1],i €[0,m—1]
h i 3.14)
Puio= gy ifkE0Wi—1]i€ [1m G
1 .
PO,klm,O = WO ifk € [0, W() - 2]

These transition probabilities correspond to the following factors: 1. The transition
probabilities affect the back-off timer. 2. The back-off timer for the new packet
begins from the current back-off stage. We also consider that after a successful
transmission. 3. In an unsuccessful transmission case, the transition probabilities
reflect the increase in back-off stages. 4. When the back-off stage reaches its
maximum value, the transition probabilities indicate that the contention window
(CW) will reset if the transmission fails; conversely, if the transmission succeeds,
the new packet’s back-off stage restarts.

Let the Markov chain stationary distribution be denoted as b; k. So:

b 10-p=0; forO<i<m
=10 " P = Yi0 = (3.15)
bi—l,O = pl . bo,o for0<i<m
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Due to the symmetry of the Markov chain, we can observe that for every k €
(0, Wi_1), the following holds:

m—1
Wi—k | (Q=p) ) big+byo fori=0
bik = ];) e (3.16)
1
pbi—l,O forO0<i<m

From equation (3.14) and considering chain transitions, we can simplify equation
(3.15) as:

big for0<i<m (3.17)

Hence, by applying the normalization condition to the stationary distribution, we
obtain:

m .
W :Zbi'o 5 (3.18)

The T probability of a station (STA) transmitting in a randomly selected slot time
is represented as follows:

m 1 — p(m+1)
T = Z bi,O = + : bo,o (3.19)
i=0 p

In the stationary-state, the probability that a station (STA) transmits a packet,
denoted as p, can be expressed as:

p=1—(1-7)"* (3.20)
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Where:

2(1-p)(1-2p) /
by — J WACP P —p F (-2 (1) form = m
' 2(1-p)(1-2p) form > m’
W(1=(2p)"+1) (1=p)+(1-2p) (1—p" 1)+ W2 pm+1(1-2p) (1—pm=")

(3.21)

We can write the above equation in simpler terms as:

2(1—p)(1 —p)
bop = (3.22)
(1=2p)(W+1) +pW(1 - (20)")
And the probability of T as:

boo _ 2(1—p) (3.23)

Tl-p (A-2p)(W+1)+pW( - (20)")

Moreover, the calculation of the p value is performed using the following equation:

p=1—¢F (3.24)

Where p; is calculated as:

pi = AT (3.25)

Where T represents the time required to transmit the packet, while A denotes the
average packet length within a one-second interval.
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Performance analysis:

This section evaluates the 802.11ah performance under saturation conditions. The
evaluation focuses on various metrics, including the saturation throughput, repre-
senting a maximum system load achievable under stable conditions as the offered
load increases. Energy efliciency, average delay, and packet error rate.

1- Saturation throughput analysis:

The saturation throughput refers to the maximum system throughput that can be
achieved under stable conditions when the system is operating at maximum load.
In order to evaluate the throughput, we utilized the model proposed by [127]
to analyze the behavior of a single station (STA) and determine the probability
of successfully transmitting a packet within a randomly chosen slot time. This
probability remains unchanged regardless of the specific access mechanism used,
whether it is Basic or RTS/CTS. The throughput of both access modes is deter-
mined by examining the possible events that can occur within a slot time and is
presented as a function of the calculated value of .

In this model, it is assumed that there are multiple competing STAs. The stochastic
process b(t) represents the back-off window size for a particular station at a given
slot time t. The slot time is denoted by the constant value , which represents the
variable time interval between two consecutive reductions of the back-off time
counter. One of the fundamental assumptions in this model is that the states of the
STAs, represented by states(t), do not affect the probability p of a packet collision
occurring.

We can represent the normalized throughput (S) of the system as the ratio:

S = LPayload — P trP S LPayload
Length of aslottime (1 — Py)o + PyPsTs + (1 — Ps) Py T,

(3.24)

where: S is the throughput, is the slot duration, Tc is the Collision Time, and
Ts is the time of successful transmission. P, = Transmission probability, Ps =
transmission success.  And calculated from equations below:

Pp=1—-(1-7)N (3.25)

Nt(1—1)N-1
P, = N
1—(1-1)

(3.26)
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The average interval during which the channel is occupied due to either a successful
transmission or a collision. The payload refers to the mean length of a packet, while
represents the duration of a time slot that is not occupied. T;, Ts: represent the
average times the channel is sensed as busy due to a successful transmission or
collision. The Payload refers to the average packet length, and denotes the duration
of an empty time slot.

The time for basic access is calculated as:

stasic-mechanism = DIFS + Tpata + Tack + Teuy (3.27)

Té)asic—mechanism — DIFS + Tpata + Teuy (3.28)

And for RTS/CTS mechanism calculated as:

= DIFS + TRTS —+ TCTS -+ TDATA -+ TACK + (3 X SIFS) + Timeout + TPHY
(3.29)
TRTSCTS) — DIFS + Tpata + Timeout + Tppy (3.30)

From the above equations, the interval of control frames (Trrs, Tcts, and Tack)
and the Data frame duration (Tpara ) are determined as:

Leontrol frames
Teomokframe = [L—m] % Tym + PHY G331)
Lpayioad + MAC
T = payToa : x T, PHY 3.32
DATA ’VRbasic data rate X [ basic data rate sym T ( )

2. Average delay: This refers to the time delay while transmitting data from the
source to the destination. When analyzing the frame transmission process, we de-
fine the start of transmission as when the frame becomes the head STAs queue. The
transmission is considered complete upon receiving a positive acknowledgment
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[129]. This analysis assumes the frame drop probability to be extremely low and
negligible. Under the assumption that the probability of frame drops is extremely
low and disregarded, the average frame delay can be expressed as:

m—1
Wi mow, 1
Average delay = (slot time length ,';o P 12+1 + 1]9_ ; m2+ ) (3.33)

We can write the average delay in a simplified form:

_ Pye(1—P;)Te + (1 — Py)o + (PsPy Ty)

Del
i PP,

(3.34)

3. Energy efficiency: Energy calculations are a crucial performance metric in the
Wireless of Area body area networks (WBANS). Since the radio component of
a WSN node typically accounts for a significant portion of its energy consump-
tion, energy efficiency becomes particularly important. The energy consumption
required to transmit a data packet can be determined using the following formula:

Ptr(1 - PS)TC + (1 - Ptr)(7+ (PsptrTs)
PP trlpayload

Eg = (3.35)

Development of a New Markov model: The Markov parameter was integrated
with a Poisson distribution for traffic load to assess the performance and analysis
of the 802.11ah standard network in real-life scenarios. According to the model
[127], we assume that each station can send one packet, and there is a consistent
probability q that at least one packet will arrive per state. In this new model, we
create states (0, k) for k [0, W-1]. These states reflect a node that has dispatched a
packet but currently has no packets waiting. It is worth noting that in these states,
(0, k) is always equal to O since any i = 0 indicates a collision, and thus, there must
be a packet waiting for transmission. Next, we establish relationships between the
collision probability, the stationary distribution, the transition matrix of the Markov
chain, and the probability of transmission per station. We can predict the network
throughput by solving these relationships for p and . Authors in [127], considering
the probability of the medium being idle equal to (1—) (n — 1). Consequently, our
probabilities of transition rely solely on q and p values.
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1 PW(W +1)
(b(0,0)> =D g

2
9W+1) <1 - E’lqu)w +p(1—q)—q(1 —p)2>

2(1—9¢)
g W .
] G LD I UL
/(1=2p)—(1—p)) (3.36)
And
. b(o,o)qz

T =

W
1—9g ((1—P)(1—(1—q)w) —(1P)> (3.37)

By considering specific values for W and ¢, we obtain the values of p and by
solving equations (3.36) and (3.37).

System Evaluation
The evaluation was conducted through three simulation scenarios:

1) Variations in the number of nodes and slot duration. 2) Changes in the distance.
3) Considering collision probability.

The analysis includes the delay, energy consumption, and throughput. These param-
eters offer valuable insights into the performance analysis of the IEEE 802.11ah
network for real-life networks.

Result and Discussion:

This section evaluated the parameters of delay and throughput based on the perfor-
mance of IEEE 802.11ah. The goal was to develop a protocol suitable for real-life
applications in Wireless Body Area Networks (WBANS5).

(1) Average delay

* Delay with distance change:

The average delay of IEEE802.11ah depends on the variations in distance and the
node number described in Figure 3.19.

The result showed that we obtained a minor delay equal to 0.01025 s for the number
of nodes 50 when the distance between the node and AP was 100 m. The highest
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Figure 3.19: Average Delay with changes in node and AP distance

delay value is 0.24 s for the number of nodes 400, at a distance equal to 900 m.

This demonstrates that a queue forms when the number of nodes connected to the
AP increases, leading to eventual delays. Additionally, when the distance between
the AP and nodes increases, the time required for communication with the AP also
increases, resulting in further delays. It can be inferred that both the number of
nodes and the distance between the nodes and AP significantly impact the average
delay value.

* Delay with RAW Slot Duration Change
Figure 3.20 illustrates how variations in the time of RAW slots and the number of
nodes impact the delay.

From the figure we can observed that the smallest delay value was 0.041 s, occur-
ring when there were 50 nodes and the 100 ms slot duration of RAW. Conversely,
the maximum value of delay was 743,128 s, observed when there were 400 nodes
and RAW was 400 ms. The findings indicate that, as the number of transmitted
packets increases and the RAW slot length, nodes experience queuing in the RAW,
leading to delayed packet transmission and subsequent delays. It is crucial to ob-
serve that there is a relationship between the number or density of nodes and
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Figure 3.20: Delay with RAW slot duration change

the length of the RAW slots. As the number of connected nodes increases, the
duration of the RAW slot tends to be extended. Hence, the number of nodes and

the time of each RAW slot exhibit a direct correlation with the delay parameter.

The differences in the duration of RAW and the number of nodes have a major
impact on the performance of the IEEE 802.11ah network, especially in terms of
the delay value.

2. Throughput
* Throughput with changing RAW slot duration:
The figure 3.21 illustrates the relationship between the throughput and the number

of nodes in a network for different RAW (Restricted Access Window) slot durations.

The three curves represent different RAW slot durations: 100 milliseconds (blue
line), 200 milliseconds (red line), and 400 milliseconds (yellow line). We can
observe that For all three slot durations, throughput decreases as the number of
nodes increases. This suggests that the network becomes less efficient as more
nodes are added, likely due to increased contention and collisions. For a given
number of nodes, the throughput is highest for the 100 ms slot duration and lowest
for the 400 ms slot duration. This indicates that shorter RAW slot durations result
in higher throughput. At 50 nodes, the throughput for all slot durations starts
at approximately 2.1 x 10° bps. As the number of nodes increases to 400, the
throughput for the 400 ms slot duration drops below zero, indicating a highly
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inefficient network. The throughput for the 100 ms slot duration remains the
highest throughout the range of nodes, suggesting it is the most efficient among
the three configurations.

«10% Throughput vs. Number of Nodes
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Figure 3.21: Throughput with RAW Slot Duration change

From equation (3.23), the duration value of the RAW slot is found in the de-
nominator, indicating an inverse relationship with throughput. In simpler terms,
increasing the slot duration RAW leads to a throughput decrease. Considering
Equations (3.25) and (3.26), both Ps and Ptr values are also found in the denom-
inator. This suggests that when the node’s number increases, Ps Ptr also tends to
increase, resulting in a drop in throughput due to their inverse correlation with
it. In conclusion, the number of nodes and the duration value of the RAW slot
significantly impact the performance of the IEEE 802.11ah network.

* Throughput with change of distance:

The Throughput of IEEE802.11ah depends on the variations of distance and the
number of nodes is described in Figure 3.22. According to Figure 3.23, the highest
throughput recorded was 201396.2 bps at a distance of 100 m, and the node
number was equal to 50. Conversely, the most minor decrease of 1901286.3 bps
in throughput was observed when there were 400 nodes and the distance between
the node and AP was 900 m. These findings indicate that the node’s quantity and
also the distance impact the throughput value. Specifically, the throughput value
tends to decrease as the node’s quantity increases. As the number of nodes rises,

95



3.7 CONCLUSION

e 105 Throughput vs. Number of Nodes

100m

=
5]

1k

Throughput (bps)

50 100 150 200 250 300 350 400
Number of Nodes

Figure 3.22: Throughput with changes in node and AP distance

the channel becomes congested, making it more challenging to enable node access
to the channel, thus reducing the overall throughput value. Furthermore, when the
distance between increases, the value of throughput decreases due to delayed data
transmission caused by the longer distance.

3.7 CONCLUSION

This chapter focused on evaluating the characteristics of the IEEE 802.11ah where
the standard offers extensive coverage, extremely low power usage, and the capa-
bility to accommodate a significant (STAs) number, with 100 kbps data rates of
at least. The next chapter will build upon this foundation to propose and evaluate
cross-layer design principles tailored to the IEEE 802.11ah standard in the context
of Wireless Body Area Networks.
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4.1 INTRODUCTION

4.1 INTRODUCTION

This chapter introduces a focused investigation into improving the performance of
the IEEE 802.11ah protocol by addressing the body path loss problem, which is a
significant challenge in wearable and implantable healthcare devices. The chapter
progresses by outlining a PHY-MAC cross-layer design that promises to mitigate
path loss issues and enhance data transmission efficiency. An overview of this
design sets the foundation for understanding its application in the healthcare IoT.

The enhancements proposed for the 802.11ah standard are then thoroughly ex-
amined, with explicit assumptions and considerations considered to ensure the
relevance and applicability of the improvements. Simulation methodologies are
described, and empirical results are presented to substantiate the effectiveness
of the proposed cross-layer design enhancements. The chapter culminates with a
conclusion that synthesizes the findings, reaffirming the potential of cross-layer
strategies in advancing IoT healthcare communications.

4.2 BODY PATHLOSS PROBLEM

WBAN is a developing technology that can be seamlessly integrated with innova-
tive sports and e-health using wearable devices. Enhancing the user experience and
quality of service (QoS) is vital for a wearable network. The limited energy avail-
able from batteries and the path loss during body mobility are significant research
challenges in extending the lifetime of the WBAN network [130]. IEEE 802.11ah
provides expanded range and power efficiency. This feature enables direct commu-
nication between sensor nodes and an access point, eliminating the requirement for
a coordinator device. One of the main challenges for IEEE 802.11ah for WBAN is
to achieve high throughput and reliability due to shadowing, fading, and path loss.
Prior research has suggested techniques to enhance energy efficiency and mitigate
path loss to increase the life of these networks [131, 132]. However, there are
still constraints on effectively handling the dynamic adaptive features of channel
conditions and energy distribution. In this chapter, we describe the development of
a cross-layer PHY/MAC protocol to mitigate path loss and increase the throughput
of the network that relies on the IEEE 802.11ah standard. This protocol aims to
improve network and sensor nodes’ lifetime, ensure service quality, and provide
reliable transmission. Based on the adaptive modulation that is supported by this
standard, the protocol considers the transmission requirements for various data
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types and modifies the superframe. In several ways, the human body can influence
wireless signals. The presence of a sizable human body between the antennas of the
transmitter and receiver may impair radio frequency (RF) performance. Primarily
composed of water, the human body is a highly efficient absorber of radio frequency
(RF) radiation, which increases with body mass (Pos) [133]. Attenuation occurs
when wireless signals pass through or are near the human body; this phenomenon
is called body path loss. This effect is especially pronounced in environments with
high human activity, where communication channels become degraded and unsta-
ble. It is critical to resolve this concern because 802.11ah-compliant IoT devices
may be worn or placed near humans [92].

4.2.1 Cross-Layer Design Overview

Cross-layer design facilitates collaboration and information sharing between pro-
tocols from different layers [134]. This includes transmission power, available
resources, and link interference. The objective is to select the optimal route by
considering energy consumption and performance requirements. For example, in-
formation from the physical layer about the BER and neighboring node’s signal
strength can help routing algorithms at the network layer figure out which node
is following the path. The PHY and MAC layers’ functions are traditionally kept
apart. While the MAC layer controls access to the transmission medium, the PHY
layer handles the actual transmission and receiving of signals. On the other hand,
a cross-layer design promotes the exchange of data and capabilities between these
layers to increase flexibility and adaptability.

4.2.2 Enhancing 802.11ah Performance using CLD

4.2.2.1 System Model

The model makes the assumption that the AP in the network and the STA (sensor)
only have a single antenna and are unable to send and receive simultaneously.
This model also assumes optimal feedback channels and perfect channel state
information (CSI); Figure 4.1 illustrates this model.
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Figure 4.1: The Model

4.2.2.2 Network topology

In this model we consider the point-to-point topology, where stations (STAs)
directly exchange packets with the access point (AP) without any intermediate
nodes. This approach ensures packets travel to the AP or STA in a single hop.
Single-hop transmissions are favored over multi-hop transmissions in terms of
reliability because they introduce less delay, which is particularly critical for
applications in the medical field. In this evaluation, we assume an ideal channel
without consideration for hidden nodes.

4.2.2.3 Body pathloss model

To analysis body path loss, the TG6 In 2010 established WBAN channel models
comprising seven scenarios depend on the positions of transceiver nodes [135].
These scenarios include Implant to Implant, Implant to Body, Implant to External,
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Body to Body (Line and Non-Line of-Sight), Body to External (Line and Non-
Line-of-Sight) scenarios. Table 4.1 shows the possible scenarios.

Table 4.1: The possible scenarios. TG6

Scenarios Description Frequency Band Channel Model
S1 Implant to implant (402-405) MHz CM1
S2 Implant to body (402-405) MHz CM2
S3 Implant to external (402-405) MHz CM2
$4.55 Body to Body (13.5, 50, 400, 600, 900) MHz CM3

(LOS) and (NLOS) | (2.4, 3.1-10.6) GHz

Body to external 13.5, 50, 400, 600, 900 MHz
S6,S7 CM4

(LOS) and (NLOS) | 2.4,3.1-10.6 GHz

Each of these scenarios comes with an explanation and the associated frequency
range. These situations are organized according to where the communicating nodes
are situated, encompassing the implant, the body’s surface, and external nodes.
Additionally, these situations are clustered into groups that can be described using
identical Channel Models (CM).

The TG6 group has established three categories of nodes to describe the charac-
terization of the propagation of electromagnetic waves originating from devices
in proximity to or within the human body:

— Implant node: A node located within the body. This can be immediately
under the skin’s surface or deeper within the bodily tissue.

— Body surface node: A node located on the human skin or no more than 2 cm
away.

— External node: A node not in contact with the skin of the human and is
located between a few centimeters and 5 meters from the human body.

Four types of channels between different nodes are possible. Figure 4.2 describes
these potential types (TGO).
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Figure 4.2: The potential types (TG6).

In this research, we studied the path loss models of body surface to external
CM4 for 900MHz . The path loss model expressed in decibels (dB) between the
transmitter and receiver as a function of the distance (d), is defined using Friis
formula, just as it would be in free space [ 136, 137]. The body path loss represent
as:

_Pt'Gr

PL(d) =~

4.1)

Where:

Py : The transmit power
G; : The receive antenna gain

P, : The received power

The path loss (PL) between the transmitter and receiver, which depends on the
distance (d) between them, is calculated as:

PL(d) = PLy + 10nlog,, (dio) +5(f,d) 4.2)
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Where:

PLy : The path loss at a reference distance d

n : The path-loss exponent, which can be much larger than traditional models

n can be much larger than traditional models, often in the range.

S(f,d) is a body-small shadowing (fading) term that depends on the frequency
and distance. The body shadowing is more complex as it takes into account the
reflection, absorption, and diffraction by the human body. Small-scale fading is
characterized by the Ricean distribution, where the K factor diminishes as the path
loss increases. The distribution of the delay spread follows a normal distribution.
Table 4.2 concisely overviews the model and its relevant parameters [138].

Table 4.2: Delay Spread Parameters

Parameter Value
Ko 30.6
My 0.43
(% 3.4

Mean value delay spread parameters

Distance [cm] trms [0S]
45 16
15 6

Parameters of the 90% cumulative value of the delay spread

Distance [cm] trms [0S]
45 22

15 11
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Scale fading (Kgg) = Ko — Pagmy + ny0y (4.3)

where: Ko: The correlation between the measured data and K factor for the path
loss.

P;B: Path loss mk : The correlation between K and the data measured

ny: Zero mean random variable with Gaussian distribution

k: The variance of the data measured between K factor and path loss in logarithmic
form.

Figure 4.3 represents the delay spread, a measure of time dispersion in signals
due to multipath propagation, and the cumulative probability of observing a delay

spread where the cumulative distribution function (CDF) values range from O to 1.
The delay spread is generally lower for the 15-cm distance compared to the 45-cm.

15 cm & 45 cm separation

1r - — - - . -

09r

== =i5cm
45 cm

0.7 T

06

05

CDF

0.4

03r

AL g

0T

D ‘ i 1 1 1 i
0 5 10 15 20 25 30
Delay Spread [ns]

Figure 4.3: The CDF vs delay spread

As a result, increasing the distance between the STA and AP may lead to more
pronounced multipath effects, resulting in higher delay spreads.
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Figure 4.4 illustrates a clear inverse relationship between scale fading and path
loss, with additional variability caused by the delay spread, which conforms to a
normal distribution.

K versus Pathloss
30

25

20 r Dﬂﬂg

K [dB]
g
1]

101 Ba

0 . . . . : . . . ]
20 25 30 35 40 45 50 55 60 65
Pathloss [dB]

Figure 4.4: The relationship between scale fading and path loss

This emphasizes the interaction that impacts the strength of wireless signals.

Equation 4.4 presents a body propagation loss model that integrates two types of
propagation channels: the on-body channel and the free-space channel [[139].

Py = 10(n — 2) logo(d1) + 201log,(d) + S + C (4.4)

Where d; is the distance within the body, d is the air distance. S is a constant for
body shadow, and C is the system loss constant.

In order to utilize this path loss model for the 802.11ah standard operating at a
frequency of 900 MHz, it is necessary to modify it by incorporating a correction
factor that accounts for the specific frequency.

Py = 10(n — 2)log,,(d1) +201og;,(d) + S + C +201log;, (%) (4.5)
24
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Where 201log;, (%) is the correction factor for IEEE802.11ah. fpg and fr4

are specific frequencies (0.9 GHz and 2.4 GHz respectively). It represents the
frequency of the transmitted signal in the lower frequency band (The carrier
frequency used in IEEE 802.11ah can vary within the Sub-1 GHz band. However,
the standard specifies a few specific center frequencies that are commonly used
[140]: 902 MHz: This is one of the center frequencies defined in the IEEE 802.11ah
standard. It is often used as a carrier frequency in the Sub-1 GHz band for Wi-
Fi HalLow applications. 928 MHz: Another center frequency specified in the
standard, 928 MHz is also commonly used in IEEE 802.11ah deployments. The
carrier frequency used in a specific IEEE 802.11ah implementation may depend on
factors such as the region of deployment, available spectrum, and local regulations
[106].

Pathloss Comparison for IEEE802.11ah
BD T T T T T T T T Wﬂw
—— Outdoor Model
——— Body Model

s ﬂﬁmﬁﬂ’ﬁ o

R i

Pathloss (dB)

1 2 3 4 5 5] 7 B 9 10
Distance between TX and RX (m)

Figure 4.5: Pathloss Body model and IEEE802.11ah outdoor model.

Figure 4.5 illustrates a comparison between the body pathloss and the original
pathloss from IEEE802.11 ah depend on the distance between the transmiter (TX)
and the receiver (Rx). The body pathloss is evidently greater by 25 dB than the
typical pathloss specified by TGah by assumes that all other parameters remain
constant.
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4.3 CROSS LAYER DESIGN USING ADAPTIVE MODULATION AND CODING
SCHEME

To enhance 802.11ah performance, we proposed a cross-layer adaptive modulation
model that integrates Adaptive Modulation and Coding (AMC) with the Automatic
Repeat Request (ARQ) protocol for the IEEE 802.11ah standard. The goal is to
maximize throughput by minimizing the packet error rate (PER). This model
enables the exchange of specific parameters across different layers.

Specifically, as depicted in Figure 4.6, the design process will determine specific
parameters in the PHY layer, denoted as Xg‘l’{tY (AM switching thresholds or a
set of useful AM modes), whereas at the MAC layer, denoted as Yf,lpgc (average
packet arrival rate). The aim is to increase the average system throughput (77) while
simultaneously satisfying predefined Quality of Service (QoS) requirements.

Application

MAC

Physical

t t
X;I;n" Y;;JAC =m)

QoS requirements

Figure 4.6: Cross-layer perspective
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4.3.1 Adaptive Modulation and Coding (AMC)

The primary goal of AMC is to optimize the data rate by adapting transmission
parameters to channel fluctuations while simultaneously ensuring a predetermined
packet error rate. By manipulating transmission parameters at the PHY layer, we
may adapt to changes in the channel and ensure that the BER remains below a
specific, predetermined threshold. The IEEE 802.11ah standard has a physical
layer that can accommodate data rates from 150 kbps to 78 Mbps, covering a
distance of up to 1 km. The system can operate in various modes, each utilizing
different coding rates.

4.3.2 Automatic Repeat Request (ARQ)

Automatic Repeat Request (ARQ), also called automatic repeat query, is an error-
control technique for transmitting data reliably over an unreliable communication
channel. It relies on acknowledgements sent by the receiver to confirm the correct
reception of a message, as well as timeouts that define the maximum time al-
lowed for receiving an acknowledgement. ARQ is particularly useful in situations
where the capacity of the communication channel is uncertain or fluctuates [141].
If the sender does not receive an acknowledgement within the specified timeout
period, it initiates a retransmission of the message. This process continues until
the sender either receives an acknowledgement or reaches a predetermined limit
on the number of retransmissions. Different variations of ARQ protocols exist, in-
cluding Stop-and-wait ARQ, Go-Back-N ARQ, and Selective Repeat ARQ. These
protocols typically employ sliding window mechanisms to assist the sender in
determining which packets, if any, need to be retransmitted. These ARQ protocols
are typically implemented at the OSI model’s data link or transport layers (layers
2 and 4).

4.3.3 Physical layer design

For physical layer design, we can consider different transmission modes; these
modes and the coding rate depend on IEEE 802.11ah and are listed in Table 4.3.
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Table 4.3: The different transmission modes

Mode 1 | Mode 2 | Mode 3 | Mode4 | Mode5 | Mode 6
Modulation Schemes | BPSK | QPSK | QPSK | 16 QAM | 16 QAM | 64 QAM
Coding Rate R¢ % % % 12 ?I %
an 1.1378 | 0.3451 | 0.2297 | 0.2181 0.1836 0.1987
by, 7.5656 | 3.2643 | 1.5343 | 0.6350 0.3584 0.0971
Rate R, (bits/sym.) 0.5 1.0 1.5 2.25 3.0 4.5

From Table 4.3: a,, and b,,, the coefficients used in the calculations relate to the
modulation schemes. Different modulation schemes have varying coding rates and
corresponding a, and by values. The table provides a comparison of the efficiency
and performance of each modulation scheme based on the rate R,,.

* Signal -to-Noise Ratio calculation

The received SNR for each block is treated as a random variable that follows a
gamma function as described in ref [142]. The gamma function that characterizes
the probability of receiving SNR per block as a random variable is as follows:

———exp (_m_’:) , fory >0 (4.6)

Where: - - represents the average received SNR (IE[7y]) - T'(m) represents the
Gamma function and is calculated by fooo e tt"=1dt - m is the parameter of
Nakagami fading and is greater than or equal to % The Rayleigh fading channel
can be considered as a specific instance of the Nakagami-m model, where the
value of m is equal to 1.
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4.3.4 MAC layer design

At MAC layer, we used the Automatic Repeat Request (ARQ) protocol to mitigate
the negative impact of a high Frame Error Rate (FER) caused by body pathloss
and shadow effects on the throughput by combining Automatic Repeat Request
(ARQ) that are supported by IEEE 802.11ah and Forward Error Correction (FEC).
We use the notation FSN to represent the serial number for the data frame being
sent and FRN to represent the serial number for the data frame being received at
STA and AP, respectively. The incremental redundancy frame serial number that
the STA transmitted is denoted as IN (Increment redundancy). This process are
explained as follows: The STA transmits a new frame with a sequence number
(FSN) of i. If the AP successfully receives and decodes this frame, it sends an
acknowledgement (ACK) frame back to the STA with a sequence number (FRN)
of i+1 , indicating a successful transmission. The STA will transmit the next new
frame with a sequence number of i+1 in the next time slot. However, suppose the
AP receives the frame but fails to decode it correctly. In that case, it will discard
the frame and send a negative acknowledgement (NACK) with a sequence number
of i requesting the STA to retransmit the data frame with sequence number i. The
access point (AP) will drop the frame with serial number FSN= 1 if it cannot
decode it accurately before reaching the maximum number of retransmissions,
denoted as L. Figure 4.7 is shown the flow chart of this process.

The joint outage probability of the STA-AP link is:

2R 1
PR(STA-AP) = Prl {1og2(1 + SNR|hgtaap|?) < R} = pil {|hSTA_Ap|2 < ® }

4.7)

Where: L is the maximum number of bits transmitted, R is the rate, and hsTa-Ap
is the coefficient of channel gain. We used convolutional code as error correction
code, which are typically defined by their base code rate and the encoder’s depth
or memory, denoted as: [n,k,K]. The base coding rate is commonly expressed as
n/k, where n represents the raw data rate for input and k represents the data rate for
output channel encoded stream. n is smaller than k due to the inclusion of redundant
information in the input bits through channel coding. A binary convolutional code,
abbreviated C(i) is used at the MAC layer as the error-correcting technique for
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FSN =i
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Failure
at AP
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Dropping
FRN =FSN + 1 &
FRN = FSN
FSN = FRN
I

Figure 4.7: ARQ process

ARQ [143]. The code has a coding rate of RH. The total bits in the packet, including
the added CRC bits, is represented as L.

L

N. = —
7 RH

(4.8)
Where: L: The bits transmitted. Once modulation and coding are applied using
mode n with a rate of R;;, the codeword packet is then mapped toward symbol
frame that consists of N./ R, symbols. Finally, the frame is sent at the physical
layer together with pilot symbols and additional control information.
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4.3.5 Cross-layer design

4.3.5.1 Design requirements

To meet specific QoS requirements, we need to impose some constraints on the
design: - C1: The maximum number of retransmissions N'2% allowed for each

retransmit
packet. - Cy: The packet loss probability after N7 . is limited to Piog;.

The N mic €an be determined by equation (4.9):

max __ The maximum allowable system delay 4.9)
retransmit = qelay required for each transmission ’

Pyoss can be determined based on the required BER and the packet size (L), using
the following equation:

Poss = 1 — (1 — BER)® (4.10)

Given that the average bit error rate (BER) after decoding is P, if the packet is
not accurately received after Ni7~ . transmissions, we establish the assumption

that the packet is considered dropped. For C», the following inequality needs to be
fulfilled:

max

P(Nrelransmil) S PlOSS (411)

Where Pjgs depends on the body path loss model described by equation (4.5). In
particular,

Nmax .
P S Pl retransmit — Ptarget (412)

0ss

To fulfill equation (4.11), the desired value of Pyreer imposes a specific BER
requirement for the mode selected at the physical layer. As the C; codeword
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only comprises information bits, whereas C; (i > 2) codewords include both
redundancy and information bits, so the BER imposed by Pirger on the AMC
scheme at the PHY layer has two separate scenarios: one for C; and another for
C;,(i>2).

In case 1: concerning Cq, we suppose that each bit in the output after the process of
demodulation and decoding with AMC has an equal Bit Error Rate (BER). Given
that Cy only consists of information bits, we can express the relation of the Packet
Error Rate (PER) to the BER by the following equation:

P =1— (1 —-BERM)E (4.13)

P represents the PER of C;. BER( is the Bit Error Rate after the process of
demodulation and decoding. If p) equals BER,rget, then the BER target required
on AMC for code C; is determined by the following equation:

BER'Y. =1 — (1 — Pyrger) /1) (4.14)

target —

In case 2: In the case of C; (i > 2), due to the non-independence of errors arising
from the decoder associated with C;, it becomes challenging to find a particular
relationship between BER and PER following C; decoding. To address this, we
employ an upper bound on PER as provided in [144]. The upper bound on PER
for a packet of length L encoded by C; is determined by:

P <1-(1-p)L=p0 (4.15)

p® represents the PER decoding using C; code. PLSZ') denotes the error probability
of the first event union bound associated with code C;. The union bound can be
approximated as [145]:

P = Y Py (4.16)
d:dfree
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Where: dgee represents the free distance of code C;. P; is the incorrect path
probability at a distance d. a is the total count of error events characterized by a
weight of d. The probability P; can be expressed as follows:

Py~ (4p(1 —p))@/?) (4.17)

From equations (4.14), (4.15), and if the:

PY) = Parge (4.18)

We can achieve the desired Bit Error Rate (BER) for AMC at the physical layer.

4.3.5.2 AMC Mode Selection

The mode selection depends on the feedback from the MAC layer, which is deter-
mined by:

MCS = f(Py) (4.19)

where P is the probability of packet retransmission reported by the MAC layer.
The function f determines the modulation method based on the rate of retransmis-
sion. Since feedback on retransmissions is provided by the MAC layer, we may
modify our modulation using the following function:

Algorithm 1: AMC Adjustment

Input: An index Py

Begin
Define constant 'THRESHOLD_LOW’
Define constant ’'THRESHOLD_HIGH’
If \( P_{\text{re}} \) is less than ’'THRESHOLD_LOW'’
Then Return '16-QAM’
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Else If \( P_{\text{re}} \) is less than 'THRESHOLD_HIGH’
Then Return ’'QPSK’
Else
Return ’BPSK’
End

Output: A modulation scheme ("16-QAM’, ’QPSK’, or ’BPSK”)

Similar to references [142, 143], the entire range of SNR is obtain by:

BER, () ~ a, exp(—bn7) (4.20)

The index n corresponds to the AMC mode. The parameters a, and b, can be
determined by appropriate equation (4.20) to the actual Bit Error Rate (BER) of
mode n. From (4.20), we obtain:

1 =0,
i _ 1 n _
TYn —b—ln —(l) ’ n—l,...,N, (421)
" BER(arget
T = +eo.

With 'y,(qi) specified by the above equation, AMC will work with the real BER
fulfilling:

Pﬁll) < BER(i) (4.22)

target

4.3.5.3 Summary of steps of cross-layer design:

Step 1: Calculate the value of Prarger based on equation (4.12), by using Cq and Cp
as inputs.
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Step 2: To obtain the desired Pirget, calculate the corresponding BERt(;zget for the

i-th transmission using equations (4.12), (4.13), (4.14), and (4.15).

Step 3: To calculate the BERt(;zget, determine ’y,(f) of AMC mode 7 from equation
(4.22).

4.3.6 Performance Analysis and results

This section focuses on obtaining the SNR, BER, average system Packet Error
Rate (PER), spectral efficiency, and throughput of our cross-layer design.

4.3.6.1 SNR Estimation

The transmitter sends N symbols during each frame interval using BPSK, QPSK,
16-QAM, or 64-QAM modulation. This means that N - k bits are sent in each group,
where k can be 1, 2, 4, or 6. The system adjusts itself to maintain a desired level of
performance. The specific switching levels {I, I, 13,14} are selected for different
modulation schemes to achieve a target Bit Error Rate (BER) in a channel affected
by Additive White Gaussian Noise (AWGN). The receiver estimates the signal-
to-noise ratio (SNR) and provides this information to the transmitter, allowing it
to select the appropriate modulation scheme. The assumption is that the channel
experiences slowly varying Rayleigh fading.

4.3.6.2 Bit Error Rate Analysis

The performance of adaptive modulation, considering the perfect estimation of
Signal-to-Noise Ratio (SNR), can be represented by the Bit Error Rate (BER) as
described in reference [121].
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R = [ [ Pl [ D)
+2 [ Py fr | D

214 (4.23)
+4 ; P16qam(7)f(’7 | F)d')/

3

Is
+6 [ Poaqun(1)f (v | D)y

where T represents the average Signal-to-Noise Ratio (SNR), f(-y | ') denotes the
probability distribution of SNR for a specific average value, Pypsk, Popsk, Pi6gam,
and Pg4qam represent the probabilities of bit error for BPSK, QPSK, 16-QAM,
and 64-QAM, respectively, at a given SNR value. Additionally, B represents the
average number of bits per symbol, given by [146].

1

B Dy + 2 fOr | D)y + 4 F(y | Dy +6 [ £(7 | Ty
(4.24)

p

In equation (4.23), it is assumed that the signal-to-noise ratio (SNR) is perfectly
known. We can express equation (4.23) in an alternative form as follows:

Py(T) = % [ [ Prcaopk | 1) P (1) | D)ty
+2 /0 " Praoa (apsk | 1) Papsc(7) £ (7 | )by

- (4.25)

! /0 Proa(16qam | ) Prqam (7) f (7 | T)dey

+6 /0 Panod (64qam | ) Pagam (7) £ (7 | T)dy

The probability of selecting modulation scheme k (where k can be BPSK, QPSK,
16QAM, or 64QAM) given a specific SNR value 7y is denoted as Ppoa(k | 7).
When the SNR estimation is perfect, the probability of using BPSK can be ex-
pressed as:
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Proa(bpsk | 7) = [u(y — 1) —u(y — I2)] (4.26)

The unit-step function u(x) is used in perfect SNR estimation, while imperfect
SNR estimation requires different modulation schemes and spectral efficiency. The
probabilities of utilizing different modulation schemes can be formulated using a
similar approach, considering the corresponding switching levels. Additionally, the
spectral efficiency, represented by S, is adjusted to accommodate these adaptations.

B=1 [ Paoalbpsk | 1) (v | Ty
+2 [ Pusa(apsk | 7) - f(y | T)doy
+4 [ Puoa(16qam | 7)f(y| T)dy

+6 | Pua(64qam | 7)f (7 | D)y

(4.27)

Now, we can establish the probability of employing modulation scheme k as the
likelihood that the estimated SNR, 4, falls within the range associated with that
specific scheme, assuming the actual SNR is -y. To illustrate, consider the case of
BPSK.

I
Puca(bpsk | 71) = [ £(7 [ 1)d4 @28)

Here, f(§ | ) represents the probability of the SNR estimate, ¥, given that the
actual SNR is 7.

Figure 4.8 represented the probability density compared to the estimated signal-
to-noise ratio (SNR).

The figure illustrates how the probability density function (PDF) of the SNR
estimate varies with changes in pilot length and the number of noise samples. The
actual SNR is assumed to be 5 dB.
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Figure 4.8: Probability density vs estimated SNR

The figure 4.9 shows the Bit Error Rate (BER) performance of different modulation
schemes for IEEE 802.11ah wireless communications, plotted against the Signal-
to-Noise Ratio (SNR). The modulation schemes shown are BPSK (Binary Phase-
Shift Keying), and 16-QAM (16-Quadrature Amplitude Modulation).

The key observations from this figure are that BPSK consistently demonstrates
superior BER performance across all SNR values, achieving a BER of 1074 at 10
dB SNR, owing to its simple and robust modulation scheme. QPSK follows with
slightly degraded performance, reaching approximately 10~ 3 BER at 10 dB SNR,
while 16-QAM exhibits the highest BER among the three. This performance
hierarchy illustrates the fundamental trade-off between spectral efficiency and
error resilience in wireless communications. While BPSK offers the lowest BER,
it provides the least spectral efficiency. Conversely, 16-QAM enables higher data
rates at the cost of increased susceptibility to noise and interference, particularly
at lower SNR values. These distinct performance curves underscore the potential
benefits of adaptive modulation in IEEE 802.11ah systems, allowing for dynamic
optimization between reliability and throughput as channel conditions vary.
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BER vs. SNR for IEEE 802.11ah Modulations
! ' ' —e—BPSK
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Figure 4.9: BER vs. SNR for IEEE 802.11ah Modulations
4.3.7 Packet Error Rate Analysis

Analyzing packet error rates in fading channels helps assess the dependability and
throughput of systems. An appropriate PER model should be used, depending on
how fading impacts the signal transmission. Distinct symbols from each packet
with N symbols in fast-fading channels undergo particular fading effects [121].

The average packet error rate, denoted as PER, is calculated based on the symbol
error rate, denoted as SER [146], as:

PER(7) = 1 — (1 — SER(7))N (4.29)

7 represents the SNR on the receiver, and SER is based on the modulation used.

Conversely, in fading conditions, the value of the packet error rate is determined by
calculating the average of the instantaneous PER in an AWGN channel, considering
all values of the SNR (7).
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Given a distribution of vy, denoted as f.,:

PER(7) = [ PER(Y)f,(1)d7 (430)

As stated in reference [20], the average PER for uncoded schemes in a Rayleigh
block fading channel may be accurately estimated using the equation:

PER = 1 — exp (—%) 4.31)

where 7 denotes the average SNR at the receiver, and <y, represents the SNR
threshold, depending on the decoding algorithm.

The average PER for uncoded schemes in the case of Rice block fading can be
determined using the following formula [121]:

— 2K Yth
PER = 1 — = T 432
Q ( 2(K+1) 7 ) 432

where Q; represents the Marcum Q function, whereas K represents the Rician
fading factor.

For an AMC system, the SNR threshold 7y, is necessary to determine the average
PER, which is calculated from [146]:

1
(1 —SER(7yw))N = 5 (4.33)

Where N is the number of symbols per packet, and SER represents the symbol
error rate of the modulation.

The results from Figure 4.10 demonstrate the correlation between packet size,
transmit powers, and PER performance.
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Average PER vs. Distance AP-ST
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Figure 4.10: 802.11ah PER performance

As anticipated, the PER performance decreases as the packet size increases, and the
transmit power decreases. The PER performance requirement is met for distances
less than 450m when using a transmit power of 10 mW. However, with transmit
powers of 250 mW and 1W, the standard is met over all distances up to 1 km.

4.3.7.1 Spectral Efficiency

By utilizing the mean PER obtained from the physical layer, we can now assess
the spectral efficacy of the cross-layer design. Given that the upper limit on re-

transmissions is NI~ . the typical amount of data sent per packet N can be
obtained from:

2 Jmax 1 _ FNrne]tﬁnsmit—’_l
Nicansmission = 1+ P 4 P~ + ... 4 P rewansmit — (4.34)

1-P

Furthermore, the AMC mode n will be selected with a probability as [147]:
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T(m, myn/%) — T(m, myni1/7)

b= T(m)

(4.35)

The average spectral efficiency is determined by the maximum transmission num-
ber for each packet, which is equivalent to the average of transmissions per bit and
calculated as:

inzy:l RNPy,

S =

(4.36)

Where Ry = RyRc log, (M, ) represents the rate of the transmitted symbol.

Figure 4.11 displays the average spectral efficiency of a cross-layer system, with

U . .. max
variation in the maximum retransmission number retransmit*

Average spectral efficiency (bits/symbol)

D i i i i i
0 5 10 15 20 25 30

SNR(dB)

Figure 4.11: Average spectral efficiency vs SNR

: . max . .
The spectral efficiency is improved as NZ7 .. increases. A higher value of the

maximum number of retransmissions NJi* . results in a reduced bit error rate
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(BER) requirement. A system with a higher N7~ ... while maintaining the same

SNR, can select an AMC mode with a higher rate.

4.3.7.2 Beacon Signal Utilization

The IEEE802.11ah standard has two modes for managing power consumption:
activation and low power consumption [120]. During activation mode, the STA
allows for continuous transmission of data. Conversely, in low power consumption
mode, the STA alternates between sleep and activation mode. During sleep, the
STA deactivates and ceases to receive signals. Consequently, even if AP need to
transmit data to the STA, the data can only be temporarily stored by the AP. Upon
awakening, the STA transitions to active mode and initiates a request, prompting
the AP to relay the stored data to the STA. The ah STA average power consumption
calculated as:

Paverage = (Ttx X PTotal) + Trx(PMC + Prx) + Tsleep X Psleep (4~37)

The IEEE 802.11ah in sensor network applications is in sleep mode for 99.8% of
the time. Within the remaining 0.2%, the majority of the time, 0.1% is spent on
transmitting, 95.7% is spent on receiving, and 4.2% is spent in idle states [110].

In our model, and using the AMC function above, the physical layer continuously
examines the power of beacon signals received from the 802.11ah Access Points
(AP). Through the analysis of these beacon signals, we can gather information

about the current channel conditions and determine the impact of body pathloss.

Table 4.4 represented the physical layer parameters.

In the MAC layer of the sensor node employ the beacon received power from the
PHY layer. The STA will measure the power received from the beacon, denoted
as Pp. If the power received is less than the threshold, that means we have body
pathloss, and STA will delay its transmission to avoid packet loss. When the level of
received power exceeds the threshold, STA will have a much greater likelihood of

reaching the access point (AP). The transmission of STA will recommence [148].

The probability of body path loss was examined by [131, 138], which is determined
by the attenuation resulting from body shadowing. Where the placement of sensor

nodes (on the wrist, neck, or head) impacts the likelihood of body attenuation.
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Table 4.4: PHY Model Parameters

Parameter Values
Carrier frequency 900 MHz
Noise Figure (F) 3dB
N 100
Modulation MCS 0: BPSK
MCS 1-2: QPSK

MCS 3-4: 16-QAM
MCS 5-7: 64-QAM
MCS 8-9: 256-QAM

Bandwidth (B) 1 MHz

Fade margin 3.84 dB

Table 4.5 displays the parameters that determine the likelihood of body shadowing
according to the 802.11ah standard [149]. We can determine the average packet
error rate (PER,yg) during transmission under pathloss as [147]:

PERavg — (Pbody pathloss X PERBPL) + ((1 - Ppathloss) X PERSPL) (438)

Where: PER,y, is the packet error rate when AP transmission during body pathloss.

PERgpy is the packet error rate of the system during body pathloss.

The PER is derived using the Block Rayleigh approximation, as explained in
reference [149]. It is a function of the symbol error rate (SER) and signal-to-noise
ratio (SNR). The receiver has a noise temperature of -145.22 dB, noise figure of
+5 dB, and gain of +3 dB.

Due to the larger body pathloss compared to the standard pathloss, the PERgpy,
(Packet Error Rate of Body Pathloss) is higher than the PERgpy, (Packet Error Rate
of Standard Pathloss). Consequently, an increase in Pyody pathloss Will result in a
greater PER .
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Table 4.5: Displays the parameters

Parameter Values
Time slot 52 us
TSIFS 160 us
DIFS 264 us
CWinax 1023
CWin 31
Lpata 100 bytes
Rumax 7
PS-POLL 14 bytes
Body Shadow Probability (ppody) | Glucose Monitor: 5%
ECG: 7%
Blood Pressure: 10%
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The performance of our cross-layer solution implemented is assessed by measuring
the throughput between the Access Point (AP) and theStation (STA) using equation

8L

S= Tﬂ (1= Prody) - (1 — PERyyg) (4.39)
message

TDATA = TPreamble & Header (TSym ’ Nsyrn) (4.40)

Figure 4.12 illustrates the relationship between the average Packet Error Rate
(PER) and the distance between the Access Point (AP) and Station (STA).
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—+— Body pathloss 10%
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Figure 4.12: PER analysis with different pathloss

The graph compares the performance of the cross-layer method to the non-cross-
layer method using various probability of body (loss) values. It is postulated
that the AP will emit its beacon at 20-millisecond intervals. The duration of the
simulation is one thousand seconds. Whether or not there is body attenuation is
determined by calculating the probability of body path loss. PER and throughput
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are computed per beacon interval and distance in meters. Pathloss is interchanged
between regular pathloss and body pathloss according to the outcomes of random
probability calculations. In the simulation, body pathloss is set to 5%, 7%, and
10%. A marginal enhancement of 70% is attainable for a distance of 220 meters.
However, this enhancement will incur expenses due to a decline in throughput.
Figure 4.13 depicts a simulation of throughput for the values of these values of
body pathloss. A throughput reduction of 4% occurs at a distance of 220 meters
and 7% for the probability of pathloss = 10%.

%10°

T T
Throughput CLD
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Body pathloss 7%
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Average Throughput (bps)
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100 200 300 400 500 600 700 BOO 900 1000

Distance STA-AP (m)

Figure 4.13: The throughput with different pathloss

From Figure 4.12 and Figure 4.13, the PER can decrease by 70% at a distance of
220 meters and a body of 7%. This improvement is because the cross-layer method
avoids sending data when there is a high probability of packet errors. However,
it is important to understand that this Packet Error Rate (PER) reduction comes
at the cost of a decrease in throughput. The outcomes for other sensors exhibit a
comparable pattern.

Figure 4.14 presents the relationship between average throughput (in kbps) and
the distance between the station and access point (STA-AP) for three different
healthcare communication scenarios: CLD for blood pressure, CLD for ECG, and
CLD for glucose monitoring. At a distance of 300 meters, the throughput values for

the three scenarios are approximately 92 kbps, 81 kbps, and 73 kbps, respectively.
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As the distance increases to 1000 meters, the throughput values decline to around
36 kbps, 33 kbps, and 31 kbps, respectively. This decline in throughput with
increasing distance is an expected phenomenon due to signal attenuation and path
loss in wireless communication systems.

The CLD for blood pressure scenario consistently maintains the highest throughput
across the entire distance range, followed by the CLD for ECG and the CLD for
glucose monitoring scenarios. This suggests that the communication requirements
and the underlying data transmission protocols for these healthcare applications
have varying sensitivity to the distance between the STA and AP. The rate of
throughput decline is not uniform across the scenarios, with the CLD for blood
pressure scenario experiencing a relatively steeper decline compared to the other
two scenarios.

CLD for Blood Pressure
---------- CLD for ECG
""" CLD for Glucose Monitoring
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Figure 4.14: Throughput for ECG, Blood pressure, and Glucose monitoring

In conclusion, the results indicate that the proposed cross-layer method can reduce
PER by approximately 85%.

4.3.7.3 Cross-layer for CW Optimization

Our method involves modifying the contention window function (CW) of the DCF
protocol at the MAC layer. The MAC layer adjusts the CW based on feedback from
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the PHY layer. This ensures reduced collisions and retransmissions, especially
during high body path loss conditions. The proposed modification to the DCF
procedure revolves around mechanisms that lead to packet loss and consumption
of bandwidth, where packet loss occurs due to collisions in the channel contention
process. After these collisions, retransmissions happen, which use more bandwidth
and cause packet latency.

Within the DCF procedure, the backoff mechanism serves to mitigate the occur-
rence of collisions [149]. However, it does not eliminate this issue. In the event
of a collision (indicated by the absence of an ACK packet response), a backoff
will be created randomly. After each collision, the window size is increased to
decrease the likelihood of future collisions. The CW values in the conventional
solution will vary within the specified range of CWyi, and CW e values. Upon
successful transmission of a packet, the congestion window (CW) is reset to its
minimum value.

The foundation of our solution rests upon two key concepts. Increasing the con-
tention window (CW) will result in a larger CW and a subsequent larger backoff,
leading to higher overhead. However, a decreased CW value will result in a smaller
CW and increased collisions.

The basic DCF backoff time is given by: f; - SlotTime, where B; is calculated as:

Bi = p(k+i) _q (4.41)

Here, i is the transmission attempt number, originally set to 1. The value of k
is determined by the PHY layer kind, and SlotTime is a function that depends
on the parameters of the physical layer. The flow chart in Figure 4.15 represents
the proposed solution algorithm. Once the i value reaches a predetermined upper
limit, the range of CW,,ax remains constant. Additionally, when a packet is sent
successfully, the contention window (CW) is reset to its minimum value, CW,,in.
The variable i ranges from 1 to 6, specifically taking the values {1,2,3,4,5,6}.
For instance, when 7 equals 6, the corresponding value of CW is 1023 [TGah].

Figure 4.16 illustrates the capacity of the IEEE 802.11ah MAC technology across
various Contention Window (CW) sizes. It indicates a clear trend where capacity,
measured in bits per second (bps), increases as the transmit power, measured
in dBm, is raised from -50 dBm to 20 dBm. The curve shows that the rate of
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Backof f Time =
Slot time * Random (CW i, CW 105)

Channel Access
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Figure 4.15: Flowchart of algorithm

capacity increase becomes more pronounced as the transmit power approaches
higher values. Increased power improves signal quality up to a certain threshold.

To increase throughput, modifications in the 802.11ah standard apply to the header
include a reduction of 4 bytes in MAC addressing and 2 bytes for AID (Association
Identifier). The throughput of DCF determines by equation 4.42 [147].

8Ldata

S= (4.42)
Tmessage
The Lgata represents the size of the payload in bytes. Equation (4.43):
TDATA - TPreamble + (TSym - N, sym) (4-43)

where Ngym represents the number of symbols in different MCS, and Ty, is the
duration of a symbol using convolution code.
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Figure 4.16: IEEE 802.11ah MAC capacity
Equation (4.44):
8§ -K-(L +L + 14+ (K—1) - (Lgeli - 8
NsymAH _ [ ( Header data) : ( ) ( deli )-| ( 4.4 4)

where Ngyman represents the number of symbols in AH, K is a constant, Lyeader
and Lg,, represent the sizes of the header and data in bytes, respectively, and Lgej;
represents the size of the delimiter in bytes.

Timessage = DIFS + SIFS + Tyata + Tack + TBACKOFE + 20 (4.45)

where DIFS and SIFS are specific time intervals, Tga, ITack, and TBACKOFE
represent the transmission times for data, ACK, and backoff signals, respectively,
and o represents the time of propagation.

Equation (4.45) shows that in an ideal scenario, the contention window (CW)
doesn’t grow exponentially. However, real-world scenarios involve errors, increas-
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ing throughput, and the Packet Error Rate (PER), causing retransmission and
exponential increase in CW as shown in equation (4.46) [147].

Teackorr = Y, PDR(i) Toackofr(7) (4.46)
i=0
where Tyackoft (1) is defined by Equation (4.47):
207D (CWpyin+1)—1 :
_ oin cTgor, forl <i < CW, 2
Thackorr (i) = 5 Siot, for1 < i< mor CWpax/ 447)
CWhin * Tslot, fori > m
Equation (4.47):
PDR(i) = (1 —PER) - PER(™1) (4.48)

where PDR(i) represents the Packet Delivery Ratio for i attempts, and PER
represents the Packet Error Rate. The value of m, representing the maximum
back-off attempts, is 6. Figure 4.17 shows the curve of the throughput results as a
function of payload size.
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Figure 4.17: Throughput vs Payload size for 8§02.11ah

Using IEEE 802.11ah allows for reduced overhead by implementing shorter MAC

headers. However, when employing these shortened headers along with NDP ACK,
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we observed only marginal improvements in throughput, specifically less than 2%.
The figure depicts the throughput results using long headers and regular ACK. The
throughput of IEEE 802.11ah increases as the payload size grows, reaching a peak
of 70 Mbps with a 0% error rate and subsequently declining to 40 Mbps with a 30%
error rate. Error rates significantly influence this performance, emphasizing the
importance of effective error management in network design. The findings indicate
that adopting robust error-correction techniques is crucial when interference levels
fluctuate.

4.4 CONCLUSION

This chapter has highlighted the dynamic nature of the Medium Access Control
(MAC) layer, which is engineered to adjust the Contention Window (CW) in re-
sponse to feedback from the Physical (PHY) layer. This adaptive mechanism is
instrumental in reducing collisions and the subsequent need for retransmissions,
particularly in high-body path loss scenarios. The Distributed Coordination Func-
tion (DCF) and its application to Wireless Body Area Networks (WBANSs) have
been scrutinized for their efficiency in addressing packet loss that leads to band-
width waste and increases packet latency between nodes. The DCF is based on
the CSMA/CA protocol and has two access methods: the primary access method
and the Request to Send/Clear to Send (RTS/CTS) procedures. The RTS/CTS pro-
cedures control the STA’s transmission times through a back-off algorithm based
on the Contention Window (CW). The PHY-MAC cross-layer design emerges as
a potent strategy for overcoming the challenges of body path loss in 802.11ah
networks. This allows the network to become more agile in response to fluctu-
ating conditions and ensures that the full potential of the 802.11ah standard is
harnessed. This augments the network’s responsiveness and fortifies the efficiency
and robustness of Iol communications, establishing a solid foundation for the
future of interconnected devices.
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5.1 INTRODUCTION

5.1 INTRODUCTION

In this section, we discuss the development of a cross-layer AMC system for
802.11ah using Software Define Radio (SDR) and GNU Radio for the physical
layer, along with a custom MAC layer. The effectiveness of the prototype was eval-
uated by implementing BPSK, QPSK, and GMSK transceivers. A comparative
analysis measures the platform against existing standards. The chapter concludes
by addressing challenges and suggesting directions for future research to enhance
the platform’s capabilities in the healthcare technology landscape. Some of the
challenges encountered include synchronizing the software and hardware com-
ponents, managing timing constraints, and evaluating performance over realistic
channel models.

5.2 BACKGROUND AND SIGNIFICANCE

Technological advancements, such as software-defined IEEE 802.11b receivers
and Channel Impulse Response (CIR) measurement tools, have emerged to ad-
dress the increasing need for channel analysis in cross-layer wireless networks. An
example of this progress is a system using USRP and GNU Radio, which proves
the feasibility of integrating such technologies in complex network environments
[150]. The combination of GNU Radio and USRP has been pivotal in develop-
ing various protocol layers, as evidenced by its application in IEEE 1609.3 and
1609.4 standards for managing applications and the physical layer akin to 802.11p
[151]. Furthermore, GNU Radio has been instrumental in constructing a compre-
hensive orthogonal frequency-division multiplexing (OFDM) receiver for IEEE
802.11a/g/p networks, a crucial development in IoT applications in healthcare
[152]. The development of a testing framework based on GNU Radio and USRP
for IEEE 802.11p is vital for tackling challenges such as high Doppler frequency
shifts and rapid handoffs, which are significant concerns in IoT healthcare settings
[153]. Additionally, a cross-layer protocol for PHY/MAC designed for body path
loss in IEEE 802.11ah IoT networks is of particular importance in healthcare.
This protocol enhances Packet Error Rate (PER) performance while maintaining
throughput, demonstrating its potential in healthcare IoT applications [154].
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5.3 ARCHITECTURE OF THE PLATFORM

This section describes the platform used for the implementation. GNU Radio, a
freely available software toolkit, was chosen as the platform for implementing the
SDR system. GNU Radio operates under the GNU General Public License and is
primarily used by academics, researchers, hobbyists, and commercial companies
for prototyping and testing various implementations. It was initially developed
in 2001 by John Gillmore and Eric Blossom, and has since gained popularity,
attracting a growing number of contributors and an extensive source code base.
GNU Radio modules are designed to handle infinite streams of data, with complex,
short, and floats being the most common types. GNU Radio boasts a vibrant
and engaged community, offering numerous examples, reference systems, and
applications for various communication technologies such as the Global System for
Mobile Communications (GSM), OFDM, and High-definition television (HDTV).

Requirements of GNU Radio

1. Software-defined radio (SDR) Software-defined radio (SDR) is a radio com-
munication system that replaces traditional analog hardware components,
such as mixers, filters, amplifiers, modulators/demodulators, and detectors,
with software implemented on a computer or an embedded system [155].
Software-defined radio (SDR) applications aim to replace traditional signal-
processing systems with software running on standard computers. However,
these applications require interfaces for wireless data transmissions. As de-
picted in Figure 5.1, the primary element of the Software-Defined Radio
(SDR) system is the baseband processor.

A basic SDR system typically consists of a personal computer with a sound
card or an analog-to-digital converter, along with an RF front-end. Instead of
relying on specialized hardware circuits, a significant portion of the signal-
processing tasks are offloaded to a general-purpose processor. The radio
functionalities, including receiving and transmitting different radio protocols
or waveforms, are determined solely by the software employed.

GNU Radio (GR) is specifically designed to address the demands of complex
applications involving real-time signal processing, which is crucial for effec-
tive SDR implementations. Although simple GNU Radio applications can
run on any computer, more advanced applications often require additional
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Figure 5.1: Software-defined radio concept [155]

hardware to convert the software-generated digital signal into an analog
signal at the desired frequency.

2. The USRP (Universal Software Radio Peripheral) USRP is a hardware com-
ponent that is used together with the GNU Radio software to build software
radios, Figure 5.2 reresnts the USRP B200. It consists of two boards: the
motherboard and the RF daughterboard. When an RF signal is received by
the USRP daughterboard, it is down-converted to an intermediate frequency
(IF), which can then be digitized by oversampling using the ADC on the
motherboard.

The received complex signal is then processed by the FPGA, which acts
as a digital down converter (DDC). Subsequently, the I and Q signals were
decimated to match the data-rate capabilities of the USB. The processed
signal was then transmitted to the host computer via the USB. This process
is reversed when transmitting from the host computer to the USRP. In this
case, the complex signal is interpolated from the USB, digitally upconverted
by the digital upconverters (DUCs) on the mixed-signal processor, converted
into analog form by the DAC, and eventually transmitted as an RF signal. A
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Figure 5.2: USRP B200

visual representation of the signal flow within the USRP is shown in Figure
5.3, which illustrates the main components of the USRP motherboard.
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Figure 5.3: The USRP motherboard

3. GNU Radio’s graphical interface
The GNU Radio Companion (GRC) is an extension of GNU Radio (GNU)
that offers a graphical user interface (GUI) for creating GNU Radio ap-
plications. This provides a visual environment in which users can easily
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add modules, configure their parameters, and interconnect them. GRC is a
time-saving tool that helps prevent errors by simplifying the system setup
and providing real-time verification of parameters. This also facilitates the
testing of the new modules. However, it is important to note that GRC is pri-
marily focused on working with pre-existing modules and their parameters,
and does not provide extensive customization options. Therefore, it is not
recommended to implement entirely new modules, because making modifi-
cations to enable control from GRC requires adjustments to the underlying
files. GRC has particular utility in educational settings, where quick learn-
ing and successful application creation are desired. However, in research
environments where researchers typically add and customize modules, GRC
may be less suitable. GRC can serve as a valuable tool for constructing test
applications and generating Python code, which can be used as a starting
point for more intricate and customized applications.

54 SYSTEM DESIGN AND PROGRAMMING

5.4.1 System description

Our system aims to develop a system that can monitor vital signs such as ECG
and SPo2 (saturation oxygen in the blood) in real-time, the processed data will
be displayed to healthcare professionals, and this system will provide healthcare
professionals with a simple, cost-effective, and accurate method for monitoring
vital signs in real-time, ultimately leading to improved patient outcomes. One
way of solving this problem is that monitoring these signals is difficult if not
appropriate cross-layer designs are designed. For instance, if I have 1000 sensors
all of them will collide, then cross-layer designs avoid collisions, and consequently,
the monitoring is possible. Perhaps this is important because we are developing
a testbed to assess different cross-layer designs. The need for such a system
arises from the fact that vital sign monitoring is a crucial aspect of healthcare,
particularly in critical care settings such as intensive care units (ICUs). Timely
and accurate information on a patient’s vital signs can help healthcare professionals
identify any abnormalities and take appropriate action to prevent adverse outcomes.
However, traditional vital sign monitoring systems are often complex, expensive,
and require specialized expertise to operate. This project aims to develop a system
that is simple, cost-effective, and can be easily integrated into existing healthcare
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workflows. The system uses a Universal Software Radio Peripheral (USRP) device
to collect data from ECG and SpO2 sensors, which will be processed and analyzed
using GNU radio (software developed in Python). The processed data will be
displayed to healthcare professionals in a user-friendly format, allowing for quick
and accurate assessment of the patient’s vital signs. The use of USRP in the system
design offers several advantages. Firstly, USRP devices are relatively inexpensive
and can be easily configured to interface with various sensors.

Secondly, USRP devices can handle large amounts of data, making them ideal for
real-time data transfer and analysis. Finally, USRP devices are highly versatile,
allowing for customization and development of software to suit specific require-
ments.

5.4.2 System Objective

The main objective of this experiment is to design and evaluate a wireless com-
munication module that allows integrating different sensors and a receiver USRP
that allows collecting these data from sensors. This module recreates a realistic
environment and allows one to carry out experimental evaluations because we
have control and repeatability features. The experimental evaluation of cross-layer
design requires all these features.

The problem

Using a pulse oximeter commercial device to transmit the data to the USRP is not
feasible and more complicated, and we also have no control over the parameters
of the commercial device. Because we need to collect 1,000 packets, this process
takes a lot of time (sensing with the finger, waiting to get variables, and seeing if
signals are collecting or not).

The solution

The proposed solution uses a prototype that emulates the transmitter of this kind of
signal by controlling the experiment’s parameters for transmitting it and selecting
the best one because the experiments have been repeatable many times. For this
reason, we will use real commercial devices in the last step once I check the pro-
totype working with our approach for one case (because it doesn’t allow changing
the length of the packet, channel frequency, sample rate, or time configuration)
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to show that our approach is also working with commercial devices in real-time.

5.4 SYSTEM DESIGN AND PROGRAMMING

Figure 5.4 depicts typical components of our system.
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Figure 5.4: system block diagram

From figure 5.4, the microcontroller senses the signal of SpO2 and converts it to
a digital signal (using an ADC with a given sample rate), then adds a header and

sends it to the RF front-end, which uses another sample rate and carrier frequency.

The data are formatted as a Protocol Data Unit (PDU) for the MAC layer. The
sensor data stream occupies the MAC buffer for transmission (Tx). As the MAC
layer program runs, data from the buffer are selected and sent to the access point
using the 802.11ah network. Finally, the USRP (receiver side) sets the sample rate
and carrier frequency equal to those used by the RF front-end.

The SpO2 sensor operates in a specific frequency range, typically approximately
1-3 MHz, with a sample rate of approximately 100 samples/s (SPS) and a few
ksps. We set the sample rate and bandwidth of the SDR to capture the SpO2
signal (the SpO2 signal is a low-frequency signal typically ranging from 1-3
MHz). Therefore, if we need to capture this signal, a sample rate of at least 10-20
MHz is typically required with a bandwidth of 2-4 MHz. The SDR filter settings
determine the range of frequencies captured and filtered by the SDR. We must
select a filter that is appropriate for the frequency range of the SpO2 signal. The
appropriate filter for the SpO2 signal depends on the specific characteristics of the
signal. In general, a low-pass filter is commonly used to filter out high-frequency
noise and interference while preserving the low-frequency SpO2 signal. We can
use a Butterworth or Chebyshev filter with a cutoff frequency of approximately
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3-5 MHz to capture the SpO2 signal. The filter settings vary depending on the
characteristics of the SpO2 signal and the noise level in the environment.

5.5 CROSS-LAYER IMPLEMENTATION

5.5.1 Physical layer

In the IEEE 802.11ah standard, the PHY layer converts MAC frames into signals
and transmits or receives them through the communication medium. The PHY layer
of IEEE 802.11ah utilizes orthogonal frequency-division multiplexing (OFDM)
for data communication. The TGah PHY incorporates several features such as
Forward Error Correction (FEC), OFDM modulation, and receiver synchroniza-
tion [156]. In the physical layer, the data handling process involves environmental
signal collection, scrambling, convolutional encoding, and data interleaving. Data
interleaving is designed to enhance the effectiveness of Forward Error Correction
(FEC) by spreading burst errors over time. This is achieved through a two-step
permutation process, in which adjacent coded bits are mapped to distant subcar-
riers and alternated on significant bits. The first step is defined by the following
equation :

N
my, = ( 16’;”5) kmod12 + L%J (5.1)

The second variation is defined by :

. m 12-m
]k — {_kJ + |:mk + Ncbps — \‘ kJ:| IIlOd (S) (52)
S Ncbps
For k = 0,1,..., where Ncpps denotes the count of coded bits per subcarrier,

corresponding to values 1, 2, 4, or 6 for modulation schemes BPSK, QPSK, 16-
QAM, or 64-QAM; k represents the coded bit’s index before the initial permutation;
my signifies the index post the first but before the second permutation; and jj is
the index after the second permutation, immediately before modulation mapping.
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5.5.2 MAC Layer

To incorporate the cross-layer functionality, channel access was maintained using
CSMA/CA. The MAC layer implementation was modified by integrating the algo-
rithms from [154] and [ 157]. This integrated approach combines the idle-to-receive
state transition of the original MAC protocol and the acknowledgment mechanism
with the enhanced backoff algorithm and the continuous medium monitoring of
the proposed method. This ensures efficient data transmission while conserving
energy, minimizing signal collisions, and reducing delays resulting from body bath
loss. The proposed method can be summarized as follows: Figure 5.5 the initial
design of the MAC layer in a broad sense, along with our specific alterations.

@ -
Yes
= Random Backoff
Sense the medium g Time
Sense the medium s
=]
]
[
An
Random Backoff improved
Time backoff
algorithm
Collisio
n?
Frame Transmission Successful Frame Transmission Successful

Figure 5.5: cross layer algorithm

An enhanced backoff algorithm improves the data transmission ability compared
with the original method, which involves retransmission and random backoff time
in the DCF protocol. The proposed method can be summarized as follows:

— The system started in an idle state and monitored the status of the medium.

— If a new packet is ready for transmission, the system checks if the medium is
busy.
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% If the medium is idle, the system checks the PHY layer buffer for received
data.

% If data are found, they are saved in the receiver buffer, and an acknowl-
edgment is sent.

* If no data is found, the system initiates packet transmission.

— If the medium is busy, the system waits for the Network Allocation Vector
(NAV) and distributed interframe space (DIFS) to prevent signal collisions.

— Once the medium becomes idle, the system starts measuring the time in units
of slot time.

— If the second carrier sense indicates that the medium is not idle, a collision
occurs.

* The system applies an enhanced backoff algorithm function, freezing
the original random backoff time.

* Transmission uses an enhanced backoff algorithm. All other operations
continue to use the original random backoff time function

— In the case of transmission, the Wi-Fi physical hierarchy module in GNURa-
dio receives data from the MAC and other transmitting stations/APs.

The original MAC protocol starts in an idle state and transitions to the receiving
state. MAC checks the PHY layer buffer for the received data, saves it in the
receiver buffer, and sends an acknowledgment. If no data are found, the system
returns to an idle state. If data are found, MAC initiates the CSMA/CA proto-
col. The system waits for the Network Allocation Vector (NAV) and distributed
interframe space (DIFS) to conserve energy and prevent signal collisions. The
cross-layer modification introduces an if-else selection before checking the MAC
Tx buffer for transmission, in our cross-layer design, we merged the transmitter and
receiver into a single transceiver unit. The primary GNU Radio module employed
is the Wi-Fi physical hierarchy, which can receive data from the MAC layer and
external transmitting stations or access points. Figure 5.6 illustrates the transceiver
design, adapted from the source [158], with frequency, encoding, and sample rate
modifications to align with the 802.11ah standard. The frequency was below 1
GHz and varied according to the regional frequency ranges. We adapted Bastian’s
basic 802.11/a/g/p WiFi OFDM source code to align it with the 802.11ah standard.
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This involved altering the bandwidth choices to 1 MHz, 2 MHz, and 4 MHz, with
2 MHz being mandatory and 1 MHz and 4 MHz being optional. Additionally,
changes were made to the transmitter code MCS uses.
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Figure 5.6: transceiver design

The OFDM modulator in the Python file ofdm.py connects C++ blocks and pro-
duces a complex modulated signal at the baseband. It has a send function that
facilitates the transmission of payloads. The send function converts the payload
into a data packet using make packet, which adds the Cyclic Redundancy Check
(CRC) and header. The send function does not return any value but invokes insert
tail, placing the data at the end of the queue. The modulator’s initial components
include the "pkt input" module, which maps bytes to complex symbols, the pream-
bles module, the iFFT module, and the "cpadder" module [159]. The OFDM
signal is transmitted through the uppermost layer of the application using the
USRPs at a 2.5 GHz transmit frequency. An OFDM-based transceiver is realized
using real-time signal processing frameworks (IEEE 802.11ah Blocks) in GNU
Radio Companion (GRC), with the Ettus USRP N200 processing symbols over the
wireless radio channel. The FER Error Rate (FER) is assessed for each sub-carrier
using standard OFDM modulation techniques like BPSK, QPSK, 16, and 64-QAM,
coupled with various punctuated coding rates. This setup also allows for the obser-
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vation of real-time signal constellations and OFDM signal spectra to analyze the
impact of multipath signal propagation through both flat and frequency-selective
fading channels. Techniques such as least squares (L.S) and training-based adaptive
least mean square (LMS) algorithms are employed in the receiver. The simulation
is practically demonstrated in GRC, transforming it into a set of Software-Defined
Radios (SDR) functioning as a concurrent transceiver[159]. The OFDM block
produces OFDM symbols depending on parameters such as fft length, occupied
tones, cp length, and the chosen modulation type, among others. The voltage of
the signal transmitted to the antenna, as a function of time for any given OFDM
symbol, is characterized as.

Nyged

S(t) — ejzﬂfct i ak . ejZT[kAf(f—Tg) (53)

__ Nuged
k—_ -2

Where t represents the time elapsed from the start of the specific OFDM symbol,
constrained by 0 < t < T, a; denotes a complex number corresponding to
the data transmitted on the carrier with a frequency offset index of k during the
aforementioned OFDM symbol. This complex number a; maps to a point in a
QAM constellation. Tg is the guard time, T; is the total duration of the OFDM
symbol inclusive of guard time, and Af signifies the spacing between carrier
frequencies.

The frequency offset index is determined based on its carrier index, as outlined in
equation 5.4.

Nuse - . Nuse
ke = 4 8 Ka <7 (5.4)
kci - % + 1/ if kci > Nuzsed

The frequency offset index is determined based on its carrier index, as outlined in
the following equation.

out[nD + k] = symbol table[in[n]D + k|, k=0,1,...,D—1 (5.5)

The sequence of gr_packed_to_unpacked_XXand gr_chunks_to_symbols_XY
is used to convert a stream of bytes or shorts into floats or complex symbols.

The polyphase Resample block functions as a filtering mechanism, receiving
a complex stream and producing a singular complex stream, thereby obviating
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the necessity for additional connecting elements. It aligns with other polyphase
filter banks (PFBs), adeptly handling multi-rate signal processing tasks. This
block facilitates arbitrary resampling through the use of N filters and rational
resampling, achieving an arbitrary rate by interpolating between two points. Table
5.1, estimation of SNR with changes in the multiplied constant value. The channel

Table 5.1: Delay Spread Parameters

Multiply Constant value Estimated SNR Value

1 1.00134

10 10.3085

50 52.209883
100 108.347

model block is a fundamental simulator for channel modeling, useful in assessing,

designing, and experimenting with different signals, waveforms, and algorithms.

It allows users to adjust the voltage of an AWGN noise source, set a normalized
frequency offset and a sample timing offset, and use a noise seed to randomize the
AWGN noise source. In this model, the estimation of multipath effects is possible
through the use of a filter that represents the multipath delay profile. The MPSK
SNR estimator is a block dedicated to calculating the signal-to-noise ratio (SNR)
of a signal. This block is useful for monitoring and obtaining SNR estimates of
the signal. It’s designed to integrate into a flow graph, transmitting all received
data to its output. The estimated SNR value tends to rise with an increase in
the multiply constant block value, as shown in Table 5.1. The frequency lock
loop uses a band-edge filter to cover digitally modulated signals’ upper and lower
bandwidths, determined by the modulated signal’s excess bandwidth. The filters
are large for accurate comparisons and have a flat-phase response. The Polyphase
Clock Sync block executes timing synchronization for PAM signals, enhancing

signal-signal noise ratio (SNR) and reducing Inter-Symbol Interference (ISI) [160].

The Costas loop is capable of producing two types of output streams. The first
stream consists of the baseband I and Q signals, while the second stream displays
the loop’s normalized frequency. The digital version of the Costas loop includes
several key components: a Direct Digital Synthesizer (DDS), a Low Pass Filter
(LPF), a Phase Discriminator (PD), and a Loop Filter (LF). It’s important to note
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that this setup assumes the input signal to be a baseband signal, which is modulated
by an intermediate frequency carrier [161].

x(t) = M(t) - cos(w,t) (5.6)

The outputs of the in-phase and quadrature branches from the local Direct Digital
Synthesizer (DDS) are as follows, respectively:

Vi = cos(wct + Ag)
Vog = sin(wct + A¢) (5.7)

Where A¢ represents the phase difference between the input signal and the local
signal of the DDS. Subsequently, the outputs from the multipliers in both the
in-phase and quadrature branches are as follows:

Zi(t) = M(t) - cos(wct) - cos(wct + Ag)
Zy(t) = M(t) - cos(wct) - sin(wct + Ag) (5.8)

Following the low-pass filtering process, the respective outputs are as follows:

() = SknM(t) cos(a9)

Yq(t) = %kle(f) sin(A¢) (5.9)

Where k;; and kj, represent the coefficients of the low-pass filter. Once y;(t) and
yq(t) have been processed through the phase discriminator and loop filter, the
following equation is used:

Vi(t) = ékpkllklz Sin(2A¢) = ky sin(2A¢) (5.10)

5.5.3 Channel Coding

In digital communications, channel code refers to the combination of forward
error correction code and interleaving used in scenarios where the medium of
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communication or storage is treated as a channel. The purpose of a channel code is
to safeguard the data transmitted across it or stored within it, even in the presence
of disturbances like noise (errors). The concept of channel coding applies to both
the transmitting and receiving ends of a digital communications system. Channel
coding encompasses three main strategies: randomization, FEC (Forward Error
Correction), and interleaving.

5.6 EVALUATION OF PROTOTYPE

A real-time software-defined radio (SDR) system was set up using laptops equipped
with 8 GB RAM and an Intel Core™ i7 operating at 2.50 GHz, as illustrated in
Figure 5.7. The USB 3.0 connection interface of the system was connected to a
USRP N210 device.

Figure 5.7: Test Bed Setup for Software-Defined Radio Development.

The concatenated OFDM signal is transmitted over the air in a lab environment
using the TX/RX antenna of the USRP RF front end and received by the RX2
antenna. Incorporated one-way and two-way data file transmissions, employing
modulation technologies supported by TGah, including BPSK, QPSK, and GMSK.
We conducted a detailed analysis of the effectiveness of each transmission mode
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through the configuration and execution of the software-defined radio environment.

This part goes into more detail about how the experiment was set up and how our
findings have affected the creation of energy-efficient transmission methods for IoT
e-health using IEEE802.11ah, which is a key part of making healthcare delivery
systems last longer and work better. The figure 5.8 presents the results of an
experimental evaluation of an IEEE 802.11ah transceiver implementation using
the GNU Radio software-defined radio platform and USRP.
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Figure 5.8: Spectrum in 900 MHz; (a) Signal frequency domain; (b) Signal in time demain.

The top panel shows a waterfall plot, which visualizes the time-frequency char-
acteristics of the 802.11ah signal. The y-axis represents time, the x-axis shows
frequency, and the color scale indicates the signal power. This plot allows the
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identification of the occupied frequency bands, as well as the temporal evolution
of the signal’s spectral content, which is crucial for verifying compliance with the
802.11ah channelization and modulation schemes.

The middle panel displays the time-domain waveform of the 802.11ah signal, cap-
tured using an oscilloscope-like scope plot. This representation enables the analysis
of the signal’s amplitude, frequency, and potential distortions in the time domain,
complementing the frequency-domain information provided by the waterfall plot.

The bottom panel shows the Fast Fourier Transform (FFT) of the 802.11ah signal,
which provides a detailed view of its frequency spectrum. The x-axis represents
frequency, and the y-axis shows the signal power. This FFT plot is essential for
validating that the frequency content of the implemented 802.11ah transceiver
matches the expected channel allocations and modulation characteristics defined
by the standard.

The various trace colors and labels in the figures correspond to different test
configurations or parameter settings, such as the use of different 802.11ah physical
layer modes e.g., OFDM.

802.11ah operates within a frequency range of 863.5 MHz to 927.5 MHz, although
the specific allocation of frequencies may differ between countries. Numerous
groups use this sub-GHz frequency range, with cellular systems and amateur radio
operators being two notable examples. To ensure a seamless experiment, we opted
to select a frequency range that is relatively free from other signals that could
potentially interfere with our own signal. In order to identify a suitable channel
with minimal interference, we conducted a spectrum sweep. We used a step size,
considering that the B200 device has a maximum bandwidth of S6MHz. In our
laboratory environment, we discovered that the 900MHz frequency exhibited less
congestion compared to other frequencies.

5.6.1 BPSK Tranceiver

BPSK is used in many communication systems, especially in IoT applications,
due to its simplicity, low cost, and good performance under noise. In order to
implement BPSK using SDR and GNU radio, the signal must first be generated.
The signal is generated using a signal generator or a computer with a sound card.
In this experiment, we generate signals in a Matlab program. The BPSK GNU flow
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graph shown in Figure 5.9 represents the steps in implementing a Binary Phase
Shift Keying (BPSK) modulation system. The graph consists of four main blocks:
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Figure 5.9: The BPSK flowgraph.

a source block, a modulator block, a channel block, and a demodulator block. The
source block generates a binary signal, which is then sent through a modulator
to produce the BPSK signal. The BPSK signal is transmitted through a channel,
which introduces noise and interference. Finally, the demodulator block decodes
the received signal and recovers the original information. The BPSK modulator
was created using USRP. With the help of MATLAB and GNU radio software. The
GNU tool has signal processing blocks built in other processing software, which
are used to construct the modulator as data flow graphs. Its crucial feature permits
real-time data processing with a high sampling rate and quick computation, SPO2
DAT files were investigated and effectively implemented. The system was tested
in a laboratory environment and was able to successfully transmit and receive
medical data with a low bit error rate. The constellation diagram of the receiver
is shown in figure 5.10. We also demonstrated the ability to adapt to changing
environments and interference by adjusting the receiver’s gain and frequency. In
this figure, because we used an attenuator, an ideal channel, and raised cosine
filtering (to avoid spectral spreading), we can observe that the symbol error rate =
0, BER = 0, and PDR =100% at gain above 10 dB. This is very important in IoT
health applications.

Figure 5.11 represents the performance of BPSK modulation. From the figure,
we observed that with the BER decreasing rapidly as the SNR increases until it
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Figure 5.10: Constellation diagram of receiver.

reaches a minimum value, which is affected by the modulation scheme, channel
characteristics, and receiver design.
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Figure 5.11: The performance of BPSK modulation.

Our implementation has effectively attained a minimum bit error rate (BER) and
higher signal-to-noise ratio (SNR) values, indicating the reliability and efficiency
of the communication system. Moreover, implementation demonstrates robustness
against radio-frequency interference, ensuring improved quality in transmitting
medical information.
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The figure presents a graph illustrating the Bit Error Rate (BER) performance of
SPO?2 transmission using BPSK modulation over a range of E; /Ny values. The
figure shows that as the Ej/ Ny ratio increases, the BER decreases significantly,
indicating an improved performance. Around an Ej,/ Ny value of 10 dB, the BER
approaches 102, which is considered a good performance for our system.

5.6.2 QPSK Transceiver

Quadrature Phase Shift Keying (QPSK) is a widely used digital modulation scheme
in wireless communication, known for its balance between spectral efficiency and
robustness. QPSK modulates the phase of a carrier wave to transmit two bits per
symbol, with four distinct phase states (0, 90, 180, and 270 degrees) representing
four possible bit combinations (00, 01, 10, 11).

— The key aspects of QPSK theory include:

1. Phase Modulation: Unlike BPSK, QPSK uses four phase shifts to repre-
sent data, doubling the bit rate for a given bandwidth.

2. Spectral Efficiency: QPSK is more spectrally efficient than BPSK while
maintaining a comparable level of robustness to noise and interference.

3. Symmetry: The four-phase states of QPSK are symmetrically spaced,
offering a uniform error probability.

— Designing QPSK GNU Flow Graph

Figure 5.12 shows the QPSK flow graph. The first stage entails the trans-
mission of a QPSK signal. This process involves the creation of a sequence
of binary digits and converting this sequence into a complicated pattern of
points in space.

Figure 5.13 shows the performance of QPSK using a matched filter.

The Qpsk_stagel.grc flowgraph transmits a signal using Quadrature Phase
Shift Keying (QPSK) modulation (Barry Dugan). It visually represents the
transmitted signal and elements of the receiving chain through time-domain,
frequency-domain, and constellation diagrams. The Root Raised Cosine
(RRC) filter is applied to constrain the signal’s transmit bandwidth within the
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preferred range. Without a shaping filter, the transmitted signal would resem-
ble square waves, causing significant energy spillage into adjacent channels.
However, a consequence of using the RRC filter is the introduction of inter-
symbol interference (ISI), which degrades the quality of the received signal
by merging symbols together. This aspect will be further analyzed in the
timing recovery section.
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— Channel Impairments

The initial phase of the simulation involved transmitting a Quadrature Phase
Shift Keying (QPSK) signal and analyzing the impact of channel and signal
distortions during the transmission and reception processes. This incorpo-
rates noise, specifically Additive White Gaussian Noise (AWGN), and differ-
ing clocks. Due to these imperfect clocks, the received signal deviates from
its target, Figure 5.14. Determining the ideal sampling point is also challeng-
ing because the two radios operate at dissimilar speeds, rendering the precise
sampling point indeterminate. In the simulation’s second phase, adjustments
can be made to additive noise, frequency offset, and timing offset, enabling
observations of the signal under various levels of these disturbances.
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Figure 5.14: Channel Impairments.

— Polyphase Clock Sync
The Polyphase Clock Sync serves three primary roles. 5.15 represents the
performance of using polyphase filter.

Initially, it executes clock recovery. Next, it acts as the receiver’s matched filter
to eliminate intersymbol interference (ISI). Finally, it down-samples the signal,
decreasing the samples per symbol.

The constellation exhibits residual noise due to intersymbol interference (ISI) even
after passing through the 32 filters. However, this noise is attenuated by increasing
the channel’s noise voltage setting beyond 0,

* Body pathloss during multipath
Multipath occurs because, in many communication settings, there is not just one
path for the signal to travel from the transmitter to the receiver. In our model, the
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Figure 5.15: Polyphase filter performance.

multipath effect arises from body path loss due to the shadow effect. This leads to
new paths between the sensor node (STA) and the access point (AP), depending
on the distance between the transmitter and receiver. To counteract the impact
of multipath, we employed an adaptive algorithm. This algorithm utilizes the
Constant Modulus Algorithm (CMA) type, a blind equalization effective only on
signals with a constant amplitude or modulus. Consequently, digital signals such
as QPSK are suitable for this algorithm, as their characteristics include points
solely on the unit circle.

Description algorithms

The Constant Modulus Algorithm (CMA), developed by Godard in 1980, is the
foremost technique in blind equalization. Blind equalization, or self-recovering
equalization, entails independently setting equalizer taps without using a training
sequence or symbol decisions. CMA closely resembles the Least Mean Square
(LMS) algorithm. The critical difference between them lies in the performance
function. While the LMS algorithm uses the squared error as its performance
function, CMA adopts an alternative approach [162]. In various equalizers, like
maximum likelihood sequence estimation, the channel response is known at the
receiver (Rx) through a channel estimation process that depends on a training
sequence. For adaptive equalization methods such as Least Mean Square (LMS)
equalizers or Decision Feedback Equalization (DFE), the tuning of equalizer taps
initially uses training sequence symbols and subsequently symbol decisions. How-
ever, in many cases, the receiver must obtain equalizer coefficients without assis-
tance from the transmitter (Tx) regarding known symbols. This non-data-aided
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approach is essential in mobile communication systems where the receiver might
lose the signal due to channel fading or

blockage, necessitating blind acquisition once the signal is restored. Other appli-
cations include general-purpose radios for demodulating various wireless signals,
military radios, signal monitoring, and point-to-multipoint networks. The equation
depicted in the image is as follows:

2
1N )
Nm; (Iy[mH —1> 5.11)

The expression |y[m]|? represents the energy of the symbol-spaced samples dis-
tributed over the constellation. The value 1 represents the intended energy con-
centrated within a circle in the constellation, Figure 5.16. The latter stages of the

derivation strongly resemble the LMS algorithm.
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Figure 5.16: CMA equalizer.

From figure 5.17 the convergence of the CMA algorithm can be observed. It is im-
portant to note that since the clock sync and equalizer blocks operate concurrently,
they converge independently, yet the convergence of one influences the other. This
results in an interaction as both blocks lock on the signal. Ultimately, we can
discern the impact on the time-aligned multipath signal and post-equalization.
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Pre-equalization, the signal appears distorted, even in the absence of noise. How-
ever, the equalizer compensates for and neutralizes the channel effects, producing
a clear signal. Additionally, the channel’s response can be examined, revealing
how it becomes notably more uniform following the equalization process.
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Figure 5.17: CMA equlizer performance.

After equalizing the channel, we still face the challenge of phase and frequency
offsets. Equalizers typically have a slow adaptation rate, making them less effective
against rapid frequency changes. Additionally, using only the CMA equalizer,
which aims to converge to the unit circle, does not provide phase accuracy. It
needs constellation awareness; it may lock onto any phase during convergence.
Thus, we must address both phase and frequency offsets. This stage involves
two considerations. Firstly, a second-order loop tracks both phase and its time
derivative, frequency. Secondly, this stage is designed for fine frequency correction,
presupposing that the frequency is already reasonably close to the ideal. If the
discrepancy is too large, the loop will fail to converge, causing continuous drift.
Coarse frequency adjustments can be made using tools like the FLL._Band-Edge
block.

Frequency and Phase Correction

We employed the Costas Loop for this operation. The Costas Loop block can
synchronize BPSK, QPSK, and other signals Figure 5.18 representss the QPSK
flowgraph using Costas loop. It operates on a second-order loop, determined by a
loop bandwidth parameter, and it requires the specification of the PSK modulation
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5.19 represents the constellation plot of QPSK after using Costas
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Figure 5.19: Costas loop performance .

Following the equalization process, the symbols are positioned on the unit circle;
however, they are subject to rotation owing to the frequency offset. Once processed

through the Costas loop block, the constellation is observed to be stable and locked,

similar to its original state, except for some added noise. Figure5.20 represent the

constellation block.
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* Decoding

The final stage is shown in Figure 5.21. The signal decoding involves placing a
Constellation Decoder post-Costas loop, which may cause ambiguity within the

constellation.
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Figure 5.21: Decoding flowgraph .

To address this, differential symbols are transmitted instead of constellation points.
A differential decoder converts the differentially coded symbols back to their
original state, but post-decoding accuracy isn’t guaranteed. Demodulation involves
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interpreting symbols based on established mappings. Figure 5.22 represents the
constellation plot of QPSK after decoding signal.
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Figure 5.22: conestellation plot .

Figure 5.23 presents the Bit Error Rate (BER) performance of a QPSK modulation
scheme for SPO2 data transmission over a range of Ej, / Ny values. The results show
a clear inverse relationship between the BER and E; / Ny; as the E; / Ny increases
from 6 to 15 dB, the BER correspondingly decreases from approximately 10~ to
below 10~°. This indicates a significant improvement in transmission quality with
increasing signal-to-noise ratio.

The performance curve demonstrates that the system achieves a lower error rate as
the energy per bit relative to the noise power spectral density (Eb/No) is increased,
which is characteristic of a well-implemented modulation scheme in a digital com-
munication system. The steep slope of the curve between 6 dB and 10 dB suggests
that within this region, even small improvements in Eb/No yield significant gains
in reducing the BER. Beyond 10 dB, the improvements continue but at a slower
rate, indicating that we are approaching an error floor or other system limitations
that are not improved by further increasing the Eb/No. This behavior is typical for
digital modulation schemes where, after a certain point, factors other than signal-
to-noise ratio begin to dominate error performance. For healthcare applications
where data integrity is critical, operating in the region where BER is minimized is
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Figure 5.23: BER performance of a QPSK modulation scheme for SPO2 data.

essential, and these results can inform system design for SPO2 data transmission
in an IoT healthcare environment

5.6.3 GMSK Transceiver

Gaussian Minimum Shift Keying (GMSK) is a modulation technique that resem-
bles the standard minimum phase shift keying method. The main distinction is that
a Gaussian filter shapes the digital data stream before applying it to a frequency
modulator. GMSK belongs to the category of continuous-phase frequency-shift
keying (FSK), wherein a constant envelope is achieved through phase changes
between symbols. In the context of SPO2 data transmission, GMSK modulation
was employed to transmit the packetized SPO2. The GNU Radio tool allows for
the convenient reconfiguration of data transmission parameters, such as data size,
transmission rate, and gain, owing to its flexibility. To implement GMSK using
an SDR and GNU Radio, we used the GNU Radio Companion (GRC) to create
a flowgraph that includes blocks for the GMSK Modulation and Demodulation.
Figure 5.24 shows a flow graph. A "Variable Frequency Oscillator" block was
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Figure 5.24: GMSK transceiver flow graph.

added and set the frequency to the desired center frequency of the GMSK signal, a
"GMSK Modulator" block, and connected the output of the VFO to the input of the
modulator, a "USRP Source" block. Moreover, the modulator output is connected
to the input of the SDR. A "USRP Sink" block was added on the receiver side,
and the frequency and gain were set. Furthermore, a "GMSK Demodulator" block
connects the SDR output to the demodulator input. Last, a "Sink" block was added
and connected to the demodulator’s output.

Result and Discussion

The GNU Radio and USRP platforms are used to transmit the SPO2 signal in real
time by employing GMSK modulation. The first step entails receiving the SPO2
signal from the sensor, then creating packets using MATLAB software. Figure
5.25 provides a visual representation of the transmitted SPO2 signal generated
by the GNU Radio. The figure shows the captured SPO2 signal obtained directly
from the sensor.

From Figure 5.26, 5.27, and 5.28 the utilization of the GMSK modulation tech-
nique ensures that the only parameter that undergoes change is the phase, while
the amplitude remains constant. This is evident in Figure 5.26, where it can be ob-
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Transmitter
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Transmitter

Figure 5.25: Input SPO2 signal from transmitter end.

served that the amplitude remained consistent throughout, the frequency exhibited
variation, and there were no interruptions in the phase.

The time-domain representation of the SPO2 signal depicted provides valuable
insights into the impact of the GMSK modulation technique on the signal pa-
rameters. By employing this modulation technique, the amplitude of the SPO2
signal remains constant while the phase varies. Maintaining a constant amplitude

Transmitter

Amplitude

~Data0
T T
400 500

Figure 5.26: Time Display of Transmitted SPO2 signal.

Time (us)

Transmitter

is desirable for signal transmission, as it ensures the integrity of the signal strength
throughout the communication process. This consistency in amplitude helps pre-
serve the quality of the SPO2 signal, which is crucial for the accurate monitoring
of oxygen saturation levels in medical applications.

On the other hand, the variation in phase indicates changes in the instantaneous
frequency of the transmitted signal. This frequency modulation allows for effi-
cient utilization of the available bandwidth and helps mitigate interference from
other signals or noise sources. By dynamically adjusting the phase of the sig-
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nal, the GMSK modulation technique enables effective signal transmission while
minimizing the impact of channel impairments.

The absence of disruptions or interruptions in the phase, as observed in Figure
5.26, further demonstrates the reliability of the GMSK modulation technique. The
consistent and smooth phase transitions indicate the robustness of the modulation
scheme, ensuring the reliable transmission of the SPO2 signal without any sig-
nificant distortions. The modulated signal’s constellation diagram is displayed in
Figure 5.27.

Transmitter

T .

/,
\//

o
In-phase

Figure 5.27: Constellation of Modulated SPO2 signal.

The demo of the Spo2 transceiver is illustrated in Figure 5.28. Overall, the analysis
of the time-domain representation reinforces the advantages of using the GMSK
modulation technique for the transmission of SPO2 signals. This technique main-
tains a constant amplitude, allows for frequency variation, and ensures the integrity
of the phase, resulting in reliable and accurate communication of vital oxygen sat-
uration information in medical applications.

Effect of Distance on Time Delay

In the implemented system, it has been observed that the distance between the
transmitter and receiver antennas impacts both the time delay and the quality of
the received SPO2 signal. Table 5.2 provides an overview of the effects of distance
on time delay and signal quality.

Figure 5.29 illustrates the SpO2 transmission performance using three metrics: Bit
Error Rate (BER), Packet Error Rate (PER), and Symbol Error Rate (SER). As
expected, all error rates decreased with an increase in Eb/No, which indicates that
a higher signal-to-noise ratio leads to a more reliable transmission. As expected,
all error rates decreased with an increase in Eb/No, which indicates that a higher
signal-to-noise ratio leads to a more reliable transmission.
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Figure 5.28: SPO2 transceiver.

Table 5.2: Effects of distance on signal quality.

Distance between Tx and Rx | Time delay | Quality of the SPO2 received
5 cm 3 Sec Good Quality

15cm 7 Sec Moderate distortions

25 cm 9 Sec High Distortions

¢ Discussion

The performance of a SpO2 monitoring system is highly dependent on the Eb/No
ratio, which is a critical parameter in wireless communication systems. The re-
sults show robust system performance, particularly considering the PER and SER

metrics.

— BER Performance: The BER performance indicates that, at lower Eb/No
values, the system is susceptible to bit errors. However, the BER decreases
significantly with modest increases in Eb/No, showing the system’s capacity
to correct bit errors effectively.

— PER Robustness: The PER’s consistently low rate suggests that packet-level
protocols and error correction mechanisms are highly effective. Even when
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Figure 5.29: SPO2 transmission performance.

individual bits are erroneous, the overall packet integrity is maintained, which
is crucial for reliable SpO2 data transmission in e-health applications.

SER Consistency: Zero-error SER across the board is an outstanding feature
of this system. This implies that the chosen symbol structure and error
correction at the symbol level are more than adequate even under conditions
of relatively low Eb/No.

Implications for IoT e-health: In the context of 10T e-health, where power
efficiency and reliable long-range communication are paramount, the results
suggest that the system can operate reliably at lower power levels, thereby
extending the battery life of wearable SpO2 sensors.

Limitations: Although the results are promising, they are based on Eb/No
levels that may not encompass extremely challenging communication envi-
ronments, such as those with high levels of interference or multipath prop-
agation effects. In conclusion, the transmission performance of the SpO2
monitoring system, as presented in the plot, is highly satisfactory, demon-
strating the system’s capability to provide reliable data transmission under
various Eb/No conditions. This indicates a well-designed system that can
be effectively deployed in IoT e-health applications with stringent reliability
requirements.
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Cross-layer design for monitor (SPO2) using commercial device

In this experiment, we implemented a cross-layer design (between the PHY, net-
work, and application layers) for an [oT healthcare system that monitors a patient’s
vital signs (SPO2) using a commercial device. Figure 5.30 represent the imple-
mentation method.

At the application layer, the data processed and analyzed to

determine the patient's vital signs. The application layer would Application
also alert healthcare providers if any vital signs fall outside of layer
normal ranges

At the network layer, the data is transmitted using a Bluetooth Network
protocol. The network layer would also be responsible for layer
ensuring that the data is transmitted reliably and securely

At the physical sensor layer, the SPO2 sensor collects the data PHY layer
from the patient and send it to the next layer.

Figure 5.30: SPO2 using Commercial device.

The measurement range for this device ranged from 70% to 100%. The resolution of
the measurements was set to 1%. The accuracy was within + 3% for measurements
between 70%and 100% .

The measurement method

The device continuously monitors the pulse rate (PR) and the oxygen saturation of
the blood. Vital indicators appear in real-time on the system display, and alarms
sound when PR or SpO2 moves outside the preset limits, which are customize to
each patient’s needs. Figure 5.31 shown the monitoring system using commercial
device.

Result and discussion

The results were taken at different frequency ranges because Bluetooth uses fre-
quency hopping technology. The channels are listened to to see which one is
better to transmit. This is one of the important advantages of implementing IoT ap-
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Figure 5.31: Monitoring system using commercial device.
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Table 5.3: Analysis SpO2 Result

Sp02%o Bpm Yo Observation

95% or more 40-100 Normal reading

91%-94% 101-109 Mild hypoxemia

86%-90% 110-130 | Moderate hypoxemia

85% or less | 131 or more | Severe hypoxemia

plications in healthcare. Figure 5.32. The experiment conducted in the laboratory
environment, including active WiFi signals, demonstrated a notable peak at 2449.8
MHz within the Bluetooth frequency band, signifying successful SPO2 data trans-
mission. The presence of WiFi introduces observable interference in the signal,
as evidenced by the variability in the time-domain signal and spectral spread in
the frequency domain. The spectral analysis validates the potential of using the
2449.8 MHz Bluetooth band for transmitting SPO2 data in an IoT e-health context.
Despite the clear carrier signal, the interference from the lab’s Wi-Fi signals under-
scores the challenges faced in a typical usage scenario. This interference may affect
the SNR and, thus, the integrity of the SPO2 data. Mitigation techniques such as
selective channel avoidance, adaptive frequency hopping, and the implementation
of robust error correction codes should be considered to enhance transmission
reliability in environments with competing wireless technologies.
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Figure 5.32: The SPO2 using Blutooth Spectrum

The figure 5.33 represents the signal transmit and received using GMSK mod-
ulation. As shown in Figure the transmission of SpO2 packets using Gaussian
Minimum Shift Keying (GMSK) modulation has been successful, as evidenced by
the clarity of the constellation diagram. This clarity indicates a low bit error rate
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(BER) and suggests that the GMSK modulation scheme effectively preserved the
integrity of the transmitted signal. Precise dot patterning within the constellation
reflects a good signal-to-noise ratio and minimal phase distortion, which are crit-
ical for accurate and reliable SpO2 data communication in e-health applications.
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Figure 5.33: The SPO2 commercial device performance.

5.7 CONCLUSION

This chapter describes the implementation of a cross-layer design featuring Adap-
tive Modulation and Coding (AMC) for IEEE 802.11ah, a critical standard in
the Internet of Things (IoT) for healthcare applications. Utilizing the Universal
Software Radio Peripheral (USRP) and GNU Radio, an open-source toolkit, this
work illustrates practical approaches to modulating and coding techniques, such
as Binary Phase-Shift Keying (BPSK), Quadrature Phase-Shift Keying (QPSK),
and Gaussian Minimum Shift Keying (GMSK), and conducts a comparative anal-
ysis to evaluate their performance in the context of IoT healthcare. Through this
analysis, the chapter identifies prevailing challenges and provides future directions
for research in this burgeoning field, ultimately contributing to the enhancement
of e-health systems by using the IEEE 802.11ah protocol.
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6.1 CONCLUSIONS

6.1 CONCLUSIONS

This research focuses on enhancing IoT applications in healthcare by implementing
cross-layer design Adaptive Modulation and Coding (AMC) for IEEE 802.11ah
using USRP and GNU Radio. The study encompasses a thorough literature re-
view and practical implementation using USRP and GNU Radio. It specifically
addresses the challenges of body-path loss in healthcare scenarios.

The performance of the 802.11ah protocol with body path loss in indoor and
outdoor environments was evaluated through theoretical analyses, simulations,
and experiments. The analysis primarily examined Packet Error Rate (PER) and
throughput. It is observed that the body path loss increases PER and decreases
throughput owing to the absorption of electromagnetic signals by the human body.

To mitigate the impact of body path loss, a cross-layer algorithm was proposed.
This algorithm detects the received power of the beacon and defers data transmis-
sion when body shadowing is likely to occur. The cross-layer method reduces the
transmitted data compared with the non-cross-layer method by deferring transmis-
sion. Simulation models created using MATLAB demonstrate that the cross-layer
method outperforms the non-cross-layer method in terms of PER while maintain-
ing throughput, albeit with a reduction in the average throughput.

Experimental tests were conducted for body path loss scenarios and the attenuation
caused by body path loss was also verifiedto validate the research findings. The
implementation of 802.11ah PHY/MAC in Software-Defined Radio (SDR) is
carried out because there are no off-the-shelf products available. .

To create a comprehensive IoT' environment in healthcare, a proof-of-concept is
implemented using SDR, sensors, a microcontroller, and an internet-connected
server. This setup successfully enabled the observation of sensor data on the
internet.

6.2 FUTURE RESEARCH DIRECTIONS

Future research in this field can explore several directions to further advance
wireless communication systems for IoT in healthcare.
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— Advanced Modulation Techniques
Investigating more complex modulation schemes and coding techniques to
further enhance the data rate and reliability of IoT healthcare devices while
maintaining low power consumption.

— Investigating the Effects of Parameters:
The effects of varying the packet size and transmission power on the perfor-
mance of 802.11ah should be studied to optimize the system’s efficiency and
reliability.

— Addressing Hidden Terminal Problems
The impact of hidden terminal problems, which are common in decentralized
systems such as 802.11ah networks, needs to be addressed. Strategies to
mitigate interference and improve network efficiency should be investigated.

— Machine Learning in AMC Exploring the use of machine learning algorithms
in AMC design to dynamically adjust modulation and coding parameters in
real-time, based on changing network conditions and device requirements.

— Integration with 5G and Beyond
Examining how the IEEE 802.11ah standard and the developed cross-layer
design can be integrated with emerging technologies such as 5G and beyond
to create more robust, efficient, and scalable IoT networks.

— Energy Harvesting Technologies
Investigating the integration of energy harvesting technologies with AMC
to develop self-sustaining IoT devices is particularly critical in healthcare
applications for uninterrupted monitoring.

— Security Enhancements
Given the sensitivity of healthcare data, future research should also focus on
enhancing security protocols within the AMC design to safeguard against
data breaches and cyber threats.

— Interdisciplinary Collaboration
Collaborating with healthcare professionals and industry experts to tailor
communication solutions to specific medical needs and to ensure that the
developed technologies align well with clinical workflows. By pursuing these
future research directions, the field can continue to advance towards more
efficient, reliable, and versatile wireless communication systems, supporting
the ever-growing needs of the IoT in healthcare and beyond.
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