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Abstract

Today, we are surrounded by digital technologies and highly complex systems, where safety-critical cyber-physical
systems have taken central place in our lives and in various industrial sectors to improve human lives and boost
economies by solving key issues in a variety of domains, including defense, transportation, space, healthcare and
biomedical, agriculture, manufacturing, smart grids and energy, and everyday living. With great utility, however,
safety-critical cyber-physical systems brought very important issues in their development, particularly in system mod-
elling, security and privacy, heterogeneity, composition, and certification, which could jeopardize our well-being as
well as the development and reliability of cyber-physical systems. Our increased reliance on safety-critical cyber-
physical systems also prompted us to consider the ethics of these systems and how future technologies might limit
risks related to failure, safety, privacy, responsibility, liability, and other issues.

We argue that addressing some of these essential questions requires combining formal approaches with key do-
mains like domain knowledge engineering, system modelling, and certification for rigorous formal engineering of
safety-critical cyber-physical systems. Formal methods play a key role to model such complex systems correctly.
Domain knowledge engineering is useful for specifying essential elements that can be used to develop domain mod-
els and establishing relationships between system models. System modelling enables the development of generic
frameworks, modelling and designing patterns, formal theories and proofs, and implementation for addressing design
challenges. Finally, certification methods aid in the certification of complex safety-critical cyber-physical systems and
their components.

This manuscript synthesises our research efforts on the development and investigation of methods for dealing with
formal engineering processes such as modelling, refinement and simulation, domain knowledge engineering, design
automation, heterogeneity, composition, safety, and certification issues for safety-critical cyber-physical systems. Our
first contribution focuses on domain knowledge engineering for dealing with their various core concepts. The next
contribution focuses on system modelling, covering various approaches such as automatic refinement, modelling and
designing framework, patterns and theories, reflexive meta-modelling, environment modelling and automatic code
generation. The last contribution focuses on certification and the development of assurance cases. Finally, we de-
ploy these approaches to the design of safety-critical cyber-physical systems from various domains. We conclude by
describing the perspectives of our research, which include two main directions: (i) perspectives on theories, models,
patterns, and tools, and (ii) perspectives on safety-critical cyber-physical systems.
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CHAPTER 1

Introduction

1.1 Context and motivation

Today, we are surrounded by digital technologies and highly complex systems, such as cyber-physical systems (CPS),
that play an important role in our lives and economies. Cyber-physical systems integrate cyber systems (computational
systems such as microprocessors and digital communication networks) with other physical systems (electromechan-
ical, chemical, structural, and biological systems) [Lee 2008, Lee 2016]. There are several CPS examples, including
driver-less trains, smart buildings, household appliances, medical devices, and everyday items such as cleaning robots,
wearable bands, and electric rollers and bikes. Cyber-physical systems enable us to improve our quality of life in a
variety of domains, including defence, transportation, space, healthcare and biomedical, agriculture, manufacturing,
smart grids and energy, and everyday living.

As previously stated, cyber-physical systems are used in our daily lives to improve our quality of life, so there
is an increasing demand for new technology, which forces the rapid adoption of commercial firmware and software
for them. Rapid adoption of CPS increases vulnerabilities, which could lead to catastrophic system failures. Failure
of these systems could result in loss of life, as well as reputation and financial damage. For example, in the med-
ical domain, the USA Food and Drug Administration (FDA) has issued several recalls for cardiac pacemaker and
implantable cardioverter-defibrillator (ICD). These recalls have resulted in a large number of serious illnesses and
deaths. According to the FDA report, between 1900 and 2002, 17,323 devices (8834 pacemakers and 8489 ICDs)
were ex-planted and 61 deaths (30 Pacemaker patients, 31 ICD patients) were reported due to erroneous behaviour.
Similarly, the FDA has issued a number of recalls in which insulin infusion pump (IIP) failures have been linked to
a large number of serious illnesses and deaths. According to the FDA, 17000 adverse events were reported between
2006 and 2009, including 41 deaths caused by faulty IIPs. The FDA determined that the deaths and adverse events
associated with cardiac pacemakers, ICDs and IIPs were caused by product design and engineering flaws, including
firmware issues [Maisel 2006, Chen 2014][1][98]. Similarly, in the transportation domain, car accidents claim thou-
sands of lives each year and cause permanent disabilities, resulting in annual costs in the billions of dollars in the
United States alone [Zaloshnja 2004]. Although human error is responsible for the majority of these car accidents,
failures in hardware or software components can cause accidents and endanger human life [Peters 2003][15].

Traditional CPS development employs effective methods and tools for designing both computation and physical
systems borrowed from other domains such as embedded systems, the internet of things, autonomous vehicles, and
so on. In fact, system designers used ad hoc approaches to design CPS, with system designers having a hazy notion
of requirements based on physical environment that were encoded in computation algorithms. There were no design
patterns that could be used to develop other CPS. CPS development has recently enabled us to create new systems with
complex dynamics and high reliability by adhering to some standard guidelines and designing patterns that support
the basic foundation for CPS, specifically in dealing with the complex nature of computational and physical systems.
In particular, Model-based System Engineering [Dori 2016], DevOps [Hegedus 2021] , V-model [Gr’aBler 2021],
Scrum [Wagner 2014] are most common development life-cycles that adapted by industries for designing complex
cyber-physical systems.

Over the past fifty years, formal techniques have shown some promising results in several domains, including
healthcare, automotive, avionic and nuclear by identifying possible errors through formal reasoning. The formal rea-
soning has great impact in developing the system requirements or checking the correctness of functional requirements.
In the current industrial practices, formal methods have been used to meet the standard requirements or certifica-
tion requirements. For example, ISO 26262 [Organization 2011] standard has adopted the formal methods to design
a passenger vehicle, particularly to meet safety requirements of Automotive Safety Integrity Level (ASIL) D. Val-
idation of requirements specification is an integral and essential part of the requirements engineering. Validation
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is a process of checking, together with stakeholders, whether the requirements specification meets its stakeholders’
intentions and expectations [McDermid 1991]. Similarly, avionic standards DO-178B [RTCA/DO-178B 1992] and
DO-278A [DO-278 011] permitted formal methods without addressing specific process requirements; however, DO-
178C [RTCA/DO-178C 011] is accompanied by a new Radio Technical Commission for Aeronautics (RTCA) Guide-
line DO-333 [RTCA/DO-333 011] "Formal methods supplement to DO-178C and DO-278A" to meet certification
objectives [Gigante 2012, Rushby 1993].

Formal methods have been used extensively in the development of cyber-physical systems to ensure the desired
safe behaviour in accordance with the given requirements and operating environment. Academics and industry have
used a variety of formalisms and rigorous techniques (e.g., VDM [Bjgrner 1978, Jones 1986], Z [Spivey 1989], AS-
TREE [Cousot 2007], SCADE [Berry 2007], Event-B [Abrial 2010a], B Method [Abrial 1996], ASM [Borger 2003],
CSP [Hoare 1985], Circus [Woodcock 2002], UNITY [Chandy 1989], PVS [Owre 1992], Coq [Bertot 2010], Is-
abelle/HOL [Nipkow 2002], Alloy [Jackson 2002], SPIN [Holzmann 1997], PAT [Sun 2009], NuSMV [Cimatti 2002],
Uppaal [Bengtsson 1996]) in the development of CPS. Intuitively, formal methods have been used to identify pre-
cise and unambiguous requirements for developing complex critical cyber-physical systems, such as the ADGS-
2100 Adaptive Display and Guidance Window Manager [Whalen 2005]; an airborne collision avoidance system
(ACAS X) [Jeannin 2015]; the DARPA HACMS [Fisher 2017] program for developing high assurance software
for vehicles, such as quadcopters, helicopters, and automobiles; machine-checked verification of the sel.4 micro-
kernel [Klein 2009]; Siemens transportation systems [Badeau 2005]; formal verification of avionics software prod-
ucts [Souyris 2009]; model checking techniques for avionics and automotive systems development [Miller 2010]; rail-
way interlocking systems in Prover iLock [iLock ]; formal verification of medical systems [Bowen 1993, Jetley 2004][1];
and space and avionic system [Rushby 1993, Butler 1996, Su 2014a][74]. Formal verification of industrial systems,
on the other hand, is extremely difficult. Due to limits of formalisation and practical limits [Kneuper 1997], it can
only be used to validate certain operations of the selected system.

The past several years of development experiences, including evidence, show that the separation of information
science and physical science has resulted in a divergence in scientific foundations and technologies, which has become
severely limiting to progress in the design of CPS [Lee 2008]. For example, system modelling and programming
languages lack a mechanism to represent time and physical characteristics, aggregating all required physical design
considerations. On the physical side, there is also a lack of computation and communication platform features (e.g.,
scheduling, network delays, and so on) that are required in the core of system development. Research communities
of cyber and physical systems are working apart due to resulting barrier between them leads to work into isolated
disciplines and resulting in compartmentalised design flows that lead to difficulties and failures of CPS due to growing
complexity [Sztipanovits 2019].

Now we are on the edge of our knowledge of how to combine cyber and physical systems, as well as design a safe
and secure CPS in various domains. If we continue to rely on existing methods and tools, soon we will be incapable
to address all aspects of CPS and risk endangering our living communities, and the environment with unsafe and
unpredictable systems. These shortcomings are related to technical constraints, the core foundation for developing
different types of CPS in various domains, standard requirements, and certification. Due to their complexity and
heterogeneity, CPS currently pose significant challenges in modelling, designing, and coordinating physical and cyber
systems, domain engineering, safety, privacy, certification, and other areas. Some of them are discussed below.

Modelling and simulation

Modelling and simulation [DODD-5000.61 018] are fundamental activities in all engineering disciplines, including
CPS. Modelling allows us to define a desired cyber-physical system by limiting the system’s components and features
that are relevant to the given goal, whereas simulation allows us to run a model to interpret and perform a series of
tasks to examine the predicted behaviour of a cyber-physical system while taking into account various aspects of the
physical system. The designed model can be improved during the CPS design process by including necessary details
such as functionalities and properties. If the CPS design model is sufficiently accurate, the developed CPS model can
be used to analyse dynamic behaviour and predict correct functionalities while eliminating unwanted behaviour, and
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simulation can be used to analyse only specific aspects of CPS rather than the entire system, so it is never complete in
the same way that testing techniques are [Fitzgerald 2016]. Note that testing techniques are not exhaustive, but they
have many types of testing to uncover potential defects, but it cannot satisfy an absence of bug.

Different types of modelling approaches exist, such as behaviour modelling, which allows a system designer to
model the behaviour of a CPS, and architecture modelling, which considers the architecture of a CPS. These modelling
approaches play an important role during CPS design by allowing deep analysis on various system characteristics and
assisting engineers in making the best optimum choices for selecting different hardware and software components
while taking system constraints into account. The architecture modelling allows for the representation of key con-
nections between various components of a cyber-physical system that play an important role in the organisation of
software and hardware. Graphical modelling notations such as SysML [Friedenthal 2008], UML [Rumbaugh 2004],
and others are the most commonly used approaches for describing complete CPS architecture. Note that such graphi-
cal notations can be used to illustrate the core organisation of the CPS as well as how the CPS components interact and
share data. The behaviour modelling is essential for realising and predicting potential desired cyber-physical system
behaviour. This modelling approach is both faster and less expensive than developing a physical prototype. As we
all know, a cyber-physical system is made up of both cyber and physical systems, different modelling notations are
required to represent them. To model physical systems and cyber systems, the two main approaches are continuous-
modelling formalism and discrete-modelling formalism, respectively. The continuous modelling formalism represents
physical processes using a set of differential equations, whereas the discrete modelling formalism uses automata to
represent sequential behaviour and control flow. In fact, CPS can be modelled as a hybrid system because it has both
continuous and discrete dynamics, and the continuous dynamics can switch depending on aperiodic internal or exter-
nal discrete events. The required communication services of a CPS are modelled considering the network topology
and communication protocol, in which the packets are transmitted in discrete time [Fitzgerald 2016].

Another important modelling challenge in CPS is dealing with real-time concepts. Continuous-time is essential
for describing physical models and predicting physical activities accurately. All internal and external interactions
and computation results in CPS are tightly coupled with time; if interaction activities and results are not computed
in a timely manner, the system is rendered useless [Kopetz 2011]. Because there is no way to estimate how long
an operation will take when an actual system executes, time passing phenomena is mostly abstractly specified in
modelling. There are two sorts of CPS real-time performance requirements: soft real-time system and hard real-time
system. The soft real-time system considers physical time for accuracy but does not have severe implications, whereas
the hard real-time system does have serious effects if the provided real-time criteria do not meet. Hard real-time
systems are always linked to physical CPS equipment, and any failure results in a catastrophic failure [Kopetz 2011].

Treating the various components of a CPS independently in modelling is a challenge for engineers to evaluate
the trade-off between design options incorporating diverse configurations of both cyber and physical components.
There is a crucial need for new modelling and simulation approaches that can be used to support a framework for
unifying cyber and physical systems, as well as handle architecture, behaviour, and timing concepts of various classes
of cyber-physical systems.

Domain engineering

CPS is made of cyber and physical systems. Most of modelling languages handle only cyber systems and engineers
characterise physical systems abstractly assuming some hypothesis. It is extremely important to explicitly specify
domain knowledge with a system in order to improve the quality of the development process and to accept new changes
in CPS requirements [Ait-Ameur 2016]. Consideration of domain knowledge in software engineering processes is seen
as a significant step in the field of system modelling and analysis.

The triptych [Jackson 1993, Zave 1997, Bjgrner 2017] method covers three main phases of the software devel-
opment process: domain definition, requirements prescription and software design. D,S — R expresses a formal
notation, in which D represents domain concepts in the form of properties, axioms, relations, functions and theories; S
represents a system model; and R specifies desired system requirements. This notation indicates that the domain de-
scription (D) and system model (S) are valid in relation to the requirements (R). The proposed structure must respect
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the separation between system and physical environment, and the simulated system must accomplish the environment
properties [Jackson 1993].

To develop a shared understanding of the components and concepts that comprise CPS, and to expose the CPS
specific functions to domain experts, a domain model is necessary. This model may offer only key characteristics,
functionalities, and potential interactions that can be used for building a cyber-physical system. To share common
understanding among different stakeholders, ontology can be used to represent various core elements of the CPS,
such as communication, sensors, actuators, controllers, and so on [Hildebrandt 2018]. Such domain models can
be developed once and can be reused in the development of other CPS. Due to the increasing complexity of CPS
in different domains, there is a clear need for domain models of physical systems as well as a domain model for
characterising abstract behaviour, including different kinds of cyber system properties.

Design automation

Design automation and deployment are already present in computer-aided design technologies, but supporting partial
or full automation in the development of CPS is lagging behind due to the complex interaction of cyber and physical
systems, as well as different types of needs by a class of CPS belonging to different domains such as avionics, medical,
transpiration, and so on. Currently, tool and technology companies primarily provide automation solutions for a limited
set of problems that cannot be scaled to handle the development of complex CPS. CPS is a heterogeneous system
composed of several physical systems and various models of computation and communication. The heterogeneity
nature of different class of CPS leads software and system engineers to make product specific design-flows, which
is bad indication for design automation. In fact, the software and system engineers must consider low-level product
specific design decisions, thus there is a lack of interest by tooling industries. We are unable to meet productivity and
time to market targets for CPS due to a lack of design automation.

Today, we are capable of using computers in all aspects of problems; thus, we should be able to leverage tools and
processes used in complex engineering disciplines such as embedded systems across a broad range of CPS covering
domains such as transportation, medical, avionics, and so on. All engineering disciplines share core design principles
such as abstraction and refinement, but they have different tools and techniques for different applications. Off course
there are pros and cons with each of them [CPS Steering Group 2008]. The increasing demand for new methods and
tools for developing CPS necessitates the investigation of new methodologies, including supporting tools for dealing
with complex CPS and certification standards requirements by unifying existing methods, development strategies,
including techniques and tools from other engineering disciplines.

Heterogeneous systems

Heterogeneity exists in all types of complex systems. Cyber-physical systems inherit heterogeneity as a result of the
composition of different components and their interoperability, as well as the requirement for essential design to meet
requirements and design decisions. Furthermore, CPS has a wide range of physical requirements, including those for
specifying dynamics, power, and physical size, as well as system-level requirements such as safety, security, and fault
tolerance.

It should be noted that the concepts of ‘separation of concerns’ have played an important role in managing multi-
objective design problems, when design views are orthogonal, which means that design decisions in one view do not
influence design decisions in other views. It is not feasible in the case of CPS due to complex interactions between
system layers and design views that are frequently not modelled [CPS Steering Group 2008]. Physical dynamics, sen-
sors, actuators, software, controller, and communication network are all parts of CPS design that must work together
appropriately for the systems to perform well. Modelling formalisms, analysis techniques, and tools for develop-
ing these numerous aspects originated independently and remain different and diverse. For example, integration of
discrete-event and continuous-time modelling paradigms. There is no unifying formalism capable of modelling all
of these elements equally effectively. In fact increasing heterogeneity in CPS, the current modelling approach and
design methods produce poor results; and we don’t have any key solution that can directly deal with modelling het-
erogeneity. However, interoperability and model-based design have shown some promising results in dealing with
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complex CPS [Bhattacharyya 2020]. More sophisticated solutions, methodologies, and approaches that can handle
CPS heterogeneity from requirement engineering through deployment are required.

Composition

Composition is an essential operation in all engineering disciplines for dealing with complexity and meeting goals
within given constraints associated to hardware, software, cost and so on. Compositionality and composability are
two important operations that enable computing system properties from local component properties and component
properties that do not change during interaction with other components, respectively. Inaccuracy in these factors
causes unwanted behaviour and introduces irregularities in core components functionalities.

Component-based design is widely accepted as a first-class citizen in engineering disciplines, where homogeneity
in terms of the properties composed and the semantic framework used in modelling is a feature shared by all successful
compositional design frameworks. As a CPS is made up of both cyber and physical systems, designing one presents
new challenges due to the intertwined nature of digital control with physical processes and the environment. In
this case, there is a growing need to formally develop new modelling techniques that can assist system designers in
developing a closed-loop model of a cyber system and a physical system. This closed-loop modelling approach ensures
not only individual behaviour of both cyber and physical systems, but also emergent behaviour that may emerge as a
result of the systems’ composition. Furthermore, this can be an effective approach to ensuring the correctness of the
functional behaviour and CPS requirements [14].

Note that the cyber system also includes sensors, actuators, a controller, a computing platform, and a communica-
tion network, there is a need to ensure the overall correctness of the cyber system. If there is any undesirable behaviour
in CPS, the system enters a hazardous state, which can lead to accidents. To avoid such an unfavourable outcome, we
must ensure overall correctness prior to deployment; otherwise, discovering an error late in the development life-cycle
may result in a significant financial loss. To perform reasoning on a composite system, cyber and physical systems,
as well as individual components, compositional methods are required to ensure the correctness of a cyber-physical
system [Sztipanovits 2007].

Security and privacy

Security and privacy are important for establishing trust in CPS. To manage both technical and nontechnical details,
there is a direct link between trust and CPS. In the case of CPS, physical systems may be attacked via cyberspace, and
cyberspace can be attacked via physical devices. An attacker may cause serious failure, resulting in massive financial
losses, or may create a panic scenario, endangering human lives. Most CPS are designed as stand-alone units, with no
distributed computer-based control to ensure reliability. The massive network infrastructure, including protocols, de-
signed to support multimedia and entertainment is unsuitable for the development of secure cyber-infrastructure. Using
existing network services but enhanced with security to develop distributed CPS may have serious consequences if the
CPS under attack cannot be easily recovered. As a result, we must investigate the area of security and safety in order
to design safe and secure CPS by understanding the various types of failures associated with CPS and empowering our
knowledge to protect against these failures [CPS Steering Group 2008].

Certification

Certification is a major challenge in developing a safety-critical cyber-physical system. Today, we may certify
computer-based systems by first constructing them and then testing them in accordance with standards that place
requirements on the development process as well as testing-based evidence. The safety-critical standards establish
development process objectives in a manner akin to software engineering principles, thus the acceptance criteria are
always in favour of the development process rather than the product being made. Of course, this ensures the utilisation
of "excellent" methods but not the "good" output [Maibaum 2008]. This approach is not scalable, and the cost of
certifying complex systems, such as medical or avionics, can be prohibitively expensive.
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Regulators, for instance the U.S. Food and Drug Administration (FDA), have been dissatisfied with the frequency
of the recalls of many of the products evaluated in such a process based regime. Of course, we can make our standards
specify the product-focused evidence that is required, as well as the acceptance criteria for this evidence. However,
software engineering has a poor track record in this area. One approach is to identify critical properties of a system
that are required to achieve tolerable risk in terms of the system’s safety, security, and reliability. Assurance Cases
are gaining popularity as a means of documenting such claims about these critical properties of a system, along with
evidence and supporting reasoning for why the claims are valid. To help improve the quality of products submitted
for approval, the FDA has turned to assurance cases [U.S. Food and Drug Administration 2010]. Assurance cases
are one method of documenting a convincing argument about the trustworthiness of the resulting system, based on the
identification of specific pieces of evidence and the fulfilment of explicit acceptance criteria involving both product and
process [16]. To address this issue, we can look into compositional certification, which allows us to certify different
parts of a complex cyber-physical system separately before combining them, as well as the development of Assurance
Case Templates, which provide explicit guidance on how to write an effective assurance case for a specific CPS.

1.2 Research direction

A cyber-physical system has a wide range of application areas and is dependent on various technologies related to
cyber systems, physical systems, and networking. There are several research avenues that could be pursued in order
to design safety-critical cyber-physical systems. Some of the most significant challenges have been described above,
and we have used some of them to pave our research.

In recent years, our research has focused on modelling, designing, and implementing safety-critical cyber-physical
systems using software engineering principles and techniques, as well as formal methods. We have three broad re-
search areas in this direction:

1. Domain knowledge engineering;
2. System modelling;

3. Software and system certification;

Our research agenda revolves around three main questions:
1. What is domain knowledge, and what is the relationship between domain model and system model?

2. How should a complex system and its environment be designed using a correct by construction state-based
method?

3. What can be done to assist with software and system certification?

In each question, we ask how software engineering methods, development processes, and certification standards
are used and contested in the design of safety-critical cyber-physical systems.

1.3 Organisation of the manuscript

This manuscript synthesises our research contributions on domain knowledge engineering, system modelling, and
certification, for developing safety-critical cyber-physical systems. It is organised in four chapters.

Chapter 2 summarises our work on domain knowledge engineering for dealing with various core concepts of
safety-critical cyber-physical systems. In this work, we study the concepts of implicit and explicit modelling at high
level, and then use these concepts as well as domain concepts, to develop a refactoring methodology for complex for-
mal models that supports modularity, domain knowledge integration, re-usability, and maintainability. The refactoring
methodology is evaluated by refactoring a complex formal model of an ECG clinical assessment protocol from the
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medical domain. Furthermore, we propose a unified framework that integrates domain knowledge, system specifi-
cations, and safety requirements in Event-B formal modelling setting and proof system. In this work, we show how
explicit domain knowledge representation as ontologies can benefit formal system design models. We develop an
Event-B meta-theory that describes an ontology based on generic and abstract datatypes and operators. A complex
avionic case study, Traffic Collision Avoidance System (TCAS), validates the proposed framework and theories.

Chapter 3 summarises our work on the fundamental concept of system modelling for designing safety-critical
cyber-physical systems. Our main focus throughout this work was on developing generic formal frameworks, mod-
elling patterns, architecture patterns, approximation patterns, refinement automation, simulation, environment mod-
elling, and code generation, all with the goal of modelling, designing and verifying safety-critical cyber-physical
systems using state-based methods like Event-B. All of these concepts are applicable to any type of system. Two re-
finement strategies are proposed to automate the process of formalising system requirements from tabular expressions
using a correct-by-construction approach. Further, a generic and extensible reusable formal framework, consisting of
a method and a set of tools, is proposed for developing and verifying critical systems. This framework consists of a
large set of theories that extend Event-B with mathematical features required to model continuous behaviours (e.g.,
differential equations). Finally, three formal patterns for hybrid system design are defined: approximation, centralised
control with multiple plants, and distributed hybrid systems. The development life-cycle for rigorous development
of critical systems is proposed supporting requirement analysis to code generation. In addition, we propose a formal
framework, F3FLUID (Formal Framework For FLUID), and the structuring of Event-B models using model-view-
controller (MVC) to address the key challenges of safety-critical interactive systems. Furthermore, we present the re-
flexive EB4EB framework, which enables users to explicitly manipulate Event-B features through the use of reflection
and meta-modelling concepts, as well as the extension of this framework to improve Event-B reasoning mechanisms
for expressing deadlock freeness, invariant weakness analysis, reachability and temporal properties. We also propose
the development of a virtual environment model, closed-loop modelling, a virtual environment model for verification,
simulation and clinical trials, supporting techniques and tools. Finally, we propose a new extension of the code gen-
eration tool, EB2ALL, by developing a new plug-in, EB2Sol, for generating Solidity code from Event-B models for
the Ethereum platform, as well as extending existing plugins (EB2C, EB2C++, EB2]J, and EB2C#) to incorporate new
modelling constructs. Several applications are also discussed to demonstrate our approaches.

Chapter 4 summarises our work on certification and the development of assurance cases for safety-critical cyber-
physical systems. Our main focus throughout this work has been on developing an integrated verification framework
that can be used to aid in the certification process. The research focuses on the integrated verification of system
design models for transportation systems, specifically railway systems. It was accomplished as part of RATP’s B-
PERFect project, which aimed to apply formal verification using the PERF approach to integrated safety-critical
models of embedded software expressed in a single unifying modelling language: High Level Language (HLL). If
manufacturers want to market their products, certification bodies have recommended that they submit an Assurance
Case. The reasoning was that it would assist manufacturers in developing safer and more reliable systems, as well as
provide certification bodies with a better foundation for evaluating these submissions. We have been investigating the
use of Assurance Case Templates to guide the development of a software-intensive critical systems. A template of this
type will also provide explicit guidance on how to write an effective assurance case for a specific product within the
scope of the template’s identified product scope. We believe that a product-domain-specific template can serve as a
standard for developing and certifying a safety-critical cyber-physical system in that specific product-domain.

Chapter 5 summarises various applications pertaining to safety-critical cyber-physical systems. Our main goal
is to demonstrate the usability, reliability, maintainability, portability, efficiency, correctness and scalability of our
proposed methods, techniques, and tools for domain knowledge engineering, system modelling, and certification and
assurance case on a variety of complex safety-critical cyber physical systems. We focus on three types of systems
in particular: Hybrid Systems, Interactive Systems and Medical Systems. Several case studies are developed for each
domain to demonstrate the application of proposed methods and techniques related to domain knowledge engineering,
system modelling, and certification.

Finally, in Chapter 6, we conclude by presenting the perspectives for future research that our previous work has
opened.
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Biographical note

Since completing my PhD, the work presented in this manuscript has been the primary focus of my research. In the
interest of thematic consistency, some of my works have been omitted. Appendix A contains a complete list of my
contributions.

Prior to beginning work on the modelling, design, and implementation of safety-critical cyber-physical systems, I
completed a PhD in the area of formal modelling and design of critical device software systems using the correct by
construction approach. I proposed a new development life-cycle, as well as a set of related techniques and tools for de-
veloping highly critical systems using formal techniques ranging from requirements analysis to automatic source code
generation. I then spent a year and a half as a postdoc researching the development of formalisms, techniques, and tools
for the correct construction and reasoning of Safety-Critical Java (SCJ) programs, before moving on to requirement
engineering, formal development, functional safety standards, safety cases, and certification of critical systems in a
variety of domains, including nuclear power generation, medical systems, and automotive in my second postdoc. The
research presented in this manuscript is a continuation of my PhD and postdoctoral work. My diverse background in
a variety of domains, including modelling, designing, simulation, and implementation, has been extremely beneficial
as I begin to investigate the core challenges of safety-critical cyber-physical systems, specifically cyber and physical
systems modelling using correct by construction approaches, domain knowledge engineering, meta-modelling, safety
cases development, certification and so on.



CHAPTER 2

Domain Knowledge Engineering

This chapter covers the work in papers [38, 40, 43, 54, 59][12][19]. This work was done in collaboration
with Yamine Ait-Ameur (INPT-ENSEEIHT, France), Régine Laleau (Université Paris-Est Créteil, France),
Dominique Méry (University of Lorraine, France), Philippe Palanque (Toulouse III - Paul Sabatier Univer-
sity, France); and with following students: Ismail Mendil (PhD student at INPT-ENSEEIHT/IRIT, France
under co-supervision of Yamine Ait-Ameur, Dominique Méry, Philippe Palanque and myself), and Peter
Riviere (PhD student at INPT-ENSEEIHT/IRIT, France under co-supervision of Yamine Ait-Ameur and
myself).

This chapter summarises our work relating to domain knowledge engineering for safety-critical cyber-physical
systems. Our main focus throughout this work was to investigate implicit and explicit modelling, model refactoring,
and Event-B theories for handling domain knowledge. Domain knowledge engineering is essential in the design of
complex systems. During system development, such knowledge is always encoded implicitly while some assumptions
are taken into account. We believe that one of the primary causes of system failure or missing requirements is a lack
of domain concepts in the development of safety-critical CPS. As a result, domain engineering concepts and their
integration with systems must be carefully reconsidered. Further, we investigated the use of domain concepts for
model refactoring in the formal methods area to support modularity, domain knowledge integration, re-usability, and
maintainability. In similar vein, we propose the development of Event-B theories for handling domain knowledge. In
this work, we present an Event-B meta-theory for describing an ontology model and formalising an ontology modelling
language.

In the remainder of the chapter, we sequentially describe our contributions to implicit and explicit modelling,
model refactoring, and Event-B theories for handling domain knowledge along with applications.

2.1 Implicit and Explicit modelling and Refactoring

2.1.1 Context

Domain analysis is a subset of domain engineering that provides background information to system engineers so that
they can understand the problem and analyse system requirements [Bjgrner 2009]. System engineers may employ a
variety of languages to analyse complex system requirements. They must perform various types of verification and
validation activities based on the selected languages and the associated analysis techniques. Analysing requirements
is a time-consuming and lengthy process in which engineers elaborate their models using complex design descriptions
but fail to explicitly model relevant domain-related information. Domain knowledge is not explicitly addressed in the
system development process in general. Such knowledge is always encoded implicitly during system development,
while some assumptions are taken into account. It is highly desirable to explicitly define domain knowledge with
a system to improve the quality of the development process and to accommodate new changes in system require-
ments [Ait-Ameur 2016]. Consideration of domain knowledge in software engineering practices is regarded as an
important step in system modelling and analysis.

In this direction, the triptych [Jackson 1993, Zave 1997, Bjgrner 2017, Bjgrner 2019] approach covers three main
phases of the software development process: domain description, requirements prescription and software design.
D,S — R represents a formal notation in which D represents domain concepts in the form of properties, axioms,
relations, functions and theories; S represents a system model; and R represents the intended system requirements.
Similarly, Jackson’s structure [Jackson 1993] £,S F R describes the requirements, where £ represents the given
environment, S represents the specification, and R represents the requirement. These proposed structures always
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keep the distinction between system and the physical environment, as well as ensuring that the identified environment
properties are satisfied by the modelled system.

In the system engineering process, identifying and analysing the requirements that the system must meet is the
first step in developing a formal specification for a system. There are several requirements engineering methods such
as KAOS [van Lamsweerde 2009], i* [Yu 1997], Problem Frames approach [Jackson 1995] and Problem Oriented
Software Engineering (POSE) [Hall 2008], but they agree that understanding and describing the domain in which the
system will behave correctly is required in order to express the right requirements and, as a result, build the right
specification that meets the requirements. In [van Lamsweerde 2009], the authors introduced the concepts of expecta-
tion and hypothesis, which are specific cases of prescriptive and descriptive statements, respectively, and both must be
satisfied by the system environment. There are various mathematical analysis approaches and modelling languages to
support domain modelling concepts in the form of models, meta-models, ontologies, and so on. In [Ait-Ameur 2016],
the authors proposed annotating design models with domain-specific knowledge for state-based methods. Recently, the
textbook [Ait Ameur 2021] reviewed many cases of system models exploiting explicit models of domain knowledge
in medical systems [59][12], e-voting systems [Gibson 2021], distributed systems, and other areas.

As previously stated, domain knowledge is mostly encoded in system models (implicitly), and there is no distinc-
tion between domain and system models. This may result in the development of complex models as well as a lack of
reuse of domain models when developing another systems. Furthermore, such modelling mechanisms do not explicitly
consider the triptych approach, implying that the domain model must be explicitly defined. To address this issue, we
borrowed refactoring principles.

Refactoring is a popular programming approach that allows us to restructure source code without changing the
system’s functional behaviour. This technique aids in the systematic cleaning up of developed code by replacing
complex instructions with simple instructions, reducing the risk of introducing bugs, introducing modularity, and
improving the code’s readability and maintainability [Fowler 1999, Opdyke 1992, Du Bois 2004]. The initial idea of
refactoring was proposed by Opdyke [Opdyke 1992] and Griswold [Griswold 1992] in their dissertations. Fowler et
al. [Fowler 1999] described the code refactoring approaches, methods, and tools.

Refactoring techniques are not limited to programming languages. They have been adopted by formal specification
modelling languages: [Kobayashi 2016] for Event-B, [Yaghoubi Shahir 2012] for ASM, [Gheyi 2004] for Alloy, and
[McComb 2004] for Object-Z. Whiteside et al. [Whiteside 2011] proposed a proof script refactoring approach for
constructing, restructuring, and maintaining the development of formal proofs to support complex proofs. Kobayashi
et al. [Kobayashi 2016] proposed the refactoring approach to restructure the refinements in Event-B. The main
contribution is refinement decomposition based on a slicing strategy of a large model.

Our main goal is to guide refactoring by explicitly modelling domain knowledge in a system model, reducing the
complexity of proof structures, improving the maintainability of the developed formal model, exposing any existing
bugs, and improving the readability and reusability of the explicit domain model.

2.1.2 Our contributions

In this context, we propose the domain concepts based on ontology to integrate with the system model in an explicit
way [12][54]. We use the Event-B language to develop a domain model using ontologies as well as a system model.
Furthermore, the four step modelling methodology [Ait-Ameur 2016] is extended for model refactoring and identify-
ing a set of modelling patterns applicable for refinement-based formal development [59], as well as a complete model
analysis that reveals intuitive messages on how to perform refactoring on large complex models. The four step mod-
elling methodology and refactoring approach, and the main results derived from them, are presented in the following
section.

Four step modelling methodology

This section presents a four step modelling methodology borrowed from [Ait-Ameur 2016] to formalise a complex
medical protocol [12]. Fig. 2.1 depicts the modelling methodology, which includes domain modelling, system mod-
elling, model annotation, and model verification. These modelling steps are as follows:
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Figure 2.1: Four steps modelling methodology

* Domain Modelling. Domain knowledge is required when making assumptions about a given system. The
required information for a domain can usually be considered hypothetically based on prior experiences and
domain knowledge. It should be noted that by defining concepts, entities, relationships, constraints, and rules,
an ontology modelling language can be used to characterise and formally specify domain knowledge in the form
of domain ontology. We use the Event-B [Abrial 2010a] modelling language to formalise the required domain
concepts derived from the domain ontology, which can be described in Event-B context using sets, constants,
axioms and theorems.

» System Modelling. Developing a safe system while taking into account all of the necessary functionalities is a
challenging problem. To design a safe system, we can use any formal modelling language to describe a desired
behaviour under the given specification. The chosen modelling language and verification approach enable us to
validate the required behaviour. In our approach, we also use the Event-B modelling language for modelling a
system model, which allows us to gradually develop the system behaviour while satisfying the required safety
properties using machines and contexts.

¢ Model Annotation. Model annotation is a mechanism for describing design model entities and ontology con-
cepts in order to establish a relationship between the domain model and the system model. The self-contained
annotation mechanism can be used to annotate the system and domain models. These models can be constructed
using either the same or different formal notations. An independent annotation mechanism, such as a plugin, can
be used to connect the domain model and the system model. We do not have a specific annotation mechanism in
our approach because we use the same modelling language (Event-B) for both domain and system models. As
a result, we have a free implicit annotation mechanism (i.e. see context relationship) for integrating domain and
system models. To integrate the domain model and system model in Event-B, we use the domain model as a set
of contexts for describing the desired properties and functional behaviour while developing the system model.

* Model Verification. This is the final step in the modelling methodology and can be completed after annotating
a system model with a domain model. The ontology-expressed domain properties enrich the annotated design
model. The annotated model should be verified in two steps. The first verification must be performed prior to
annotation on the designed system model (which may no longer be correct after annotation) to ensure consis-
tency, and the second verification must be performed after annotation to ensure overall consistency while taking
domain knowledge into account. It is worth noting that the verification in the second step also allows us to check
the new emerging properties as a result of the integration of the domain model and the system model via the
annotation mechanism.

The refactoring methodology described in the following section is developed using the four-step modelling method-
ology.
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Figure 2.2: Generic Refactoring Methodology

Refactoring Methodology

Refactoring techniques, which allow changing the structure of a model without changing the system functionali-
ties and behavioural objectives of the model, are a common way of restructuring, introducing modularity, min-
imising the complexity of proof structures, and improving the maintainability and readability of a formal specifi-
cation [Fowler 1999, Opdyke 1992, Du Bois 2004]. In general, there are two types of refactoring techniques: struc-
tural refactoring and behavioural refactoring. Structural refactoring modifies the structure of a formal model without
changing its behaviour or reachable states. This structuring mechanism allows a developer to transfer the same safety
properties to the new refactored model because this refactoring ensures observability equivalence. The behaviour of a
formal model may change as a result of behavioural refactoring. In fact, when using this approach, there are partially
reachable states when compared to the formal model prior to refactoring [Mitsch 2014]. In our work, we employ
structural refactoring.

We propose using structural refactoring to express domain knowledge explicitly in a formal model. The graphical
layout of the input and output of the defined structural refactoring moving source models to target models is shown in
Fig. 2.2. The upper part of this figure depicts the source models (system models (SM) and ontology).

We believe that ontologies' exist but they are not used by system models SM because they do not explicitly
refer to the domain model (ontology). The target models are represented in the lower part of the Fig. 2.2 by domain
models (D M) derived from the ontology and refactored system models (SM’). The horizontal lines represent model
dependencies (e.g., visibility, extension) between models, while the vertical lines represent refactoring operations. For
example, the target domain models (D M) are developed by formalising ontologies. The target system models (SM")
are refactored from the source system models SM.

There is a set of refactoring operations identified. The approach we propose consists in determining whether a
refactoring operation can be applied to any complex formal model developed progressively using a correct by con-
struction approach, and whether domain-specific conceptual knowledge is implicitly formalised in a system model.
Each refactoring operation can be viewed as a before-after predicate that preserves the properties of the source models
while making explicit domain knowledge in the target models (refactored models).

To aid in the refactoring of system models SM, we identified a set of structural development operations that
correspond to specific model mappings. These mappings must meet the characteristics of ontologies, particularly the
unique referencing mechanism. We have identified the following operations.

¢ Formalise_DM. The process of developing a domain model by selecting relevant ontologies associated with

I'Several ontologies and domain models have proposed by several organisations, standards, companies, etc. The process of building these
ontologies is beyond the scope of this chapter.
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Figure 2.3: Refactoring Methodology for Event-B

the studied system is defined as DM. This DM may be formalised as a context or a theory, depending on
the formal method used. The consistency of DM must be guaranteed (axioms providing definitions of domain
concepts shall be inhabited).

¢ Factorise_SM_2_DM. The operation moves from the system model SM to the ontology or DM via the defini-
tions of concepts (e.g. definitions related to variables, invariants, or theorems) of SM . If these concepts are not
available, they are elevated to the ontological level; otherwise, they are added as redundant concepts (derived
concepts using ontology modelling operators).

 Transform_SM_2_SM’. A target system model SM’ is created from a source system model SM by adding
relationships to the DM model, such as direct references to DM concepts or mappings between SM and DM
concepts. This operation may require the rewriting of both static (axioms, theorems, and so on) and behavioural
concepts (guards, before-after predicates, substitutions, etc.).

Note that in this case, the newly emerging invariants and theorems can be expressed in the SM’ model. Domain
knowledge explication entails them.

The previous operations mention the concept of model mapping. Ontology engineering provides several types of
mappings such as equivalence, subsumption, and algebraic mappings that can be formalised in Event-B. Finally, after
refactoring, the SM models must be verified to ensure that the refactored model is correct in relation to the original
model.

In the context of the Event-B modelling language, we use the generic refactoring methodology to develop the
domain model and system model together. Fig 2.3 depicts an extended graphical layout of the generic refactoring
methodology to show the various components of the Event-B models. In the extended figure, the system model S M
is composed of the context model C'M and the machine model M M. Similarly, the refactored system model SM’ is
made up of the context model C M’ and the machine model M M.

2.1.3 Application

We revisited the ECG clinical protocol [90] to demonstrate the four step modelling methodology [12] as well as the
refactoring methodology [59]. In this section, we recall ECG and develop the domain model, context model and
system model progressively using refactoring methodology.

An electrocardiogram (EKG or ECG) [Khan 2008] signal presents an electrical activity of the human heart in
continuous form to show the depolarisation and re-polarisation phenomena. A typical cycle of ECG (see Fig. 2.4)
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Figure 2.4: ECG Deflections

represents a sequence of waves and intervals, which is denoted as P-QRS-T-U. These waves and intervals are defined
as: P-wave - a small deflection caused by the depolarisation of atria before contraction to show an electrical wave
propagation from the SA node through the atria; PR interval - an interval between the beginning of the P-wave to the
beginning of the Q-wave; PR segment- a flat segment between the end of the P-wave and the start of the QRS interval.
ORS interval - an interval between the P-wave and T-wave with greater amplitude to show the depolarisation of the
ventricles; ST interval - an interval between the end of the S-wave and the beginning of the T-wave; ST segment - a
flat segment starts at the end of the S-wave and finishes at the start of the T-wave; T-wave - a small deflection caused
by the ventricular re-polarisation, whereby the cardiac muscle is prepared for the next cycle of ECG; and U-wave - a
small deflection immediately following the T-wave due to re-polarisation of the Purkinje fibers.

In this work, we adapt existing works [Khan 2008, Gongalves 2007, ECG Ontology , Gongalves 2011] for design-
ing and developing the ECG domain model. It should be noted that the developed ECG domain model, which is based
on existing ontologies, contains very abstract information about the heart and ECG while hiding the main complexi-
ties. It is important to include complex details in order to consider every aspect of domain knowledge. To keep things
simple, the domain model developed is only used to realise the case study of the ECG protocol. Using the refactoring
methodology, we develop the domain model from available ontologies and the existing system model. There are sev-
eral databases and ontologies that we are aware of that represent the ECG. We have used the OBO (Open Biomedical
Ontologies) Process Ontology to describe the conceptual knowledge of the biological process of the ECG, which is
classified as the fundamental relation, spatial relation, temporal relation, and participation relation [Bittner 2007]. The
two most important fundamental relations in this work are ¢s_a and part_of.

Ais_a B = Vzlinst(z, A) = inst(z, B)]
Apart_of B = Vz[inst(z, A) = Jy(inst(y, B) & x part_of_inst y)]

The is_a relation states that every instance of class A is an instance of class B and the second relation states that
A part_of B holds if and only if: for every individual z, if x instantiates A then there is some individual y such that y
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Figure 2.5: ECG ontology
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Figure 2.6: Basic Diagram of Assessing Rhythm and Rate [Khan 2008]

instantiates B and x is a part of y. In the previous definitions, inst is a relation between a class instance and a class
which it instantiates and the part_of_inst is a relation between two class instances. Other relations are defined in
ontology modelling languages. All of them are rigorously defined in Event-B.

Fig. 2.5 presents a high level description of the ECG using the OBO relations for deflections known as waves and
segments. The elementary concepts are represented using the is_a and part_of relationships. There is the part_of
relationship between the elementary entity and the wave and segment entities. In a typical ECG cycle, there are two
kinds of segments, PQ Segment and ST segment. The is_a relationships are used to denote the relations between
Segment, and ST segment and PQ segment. Similarly, the Wave entity is also divided into the different types of waves:
P wave, QRS wave, T wave and U wave. These waves are also related to the Wave entity using the is_a relationship.
There is the part_of relationships between the QRS Wave and Q wave, R wave and S wave. In a similar way, the Cycle
entity and different waves (P wave, Q wave, R wave, S wave, T wave and U wave) entities and segments (PQ segment
and ST segment) are connected with the part_of relationship. The initial set of axioms are defined by applying the
Formalize_DM refactoring operation (see Fig. 2.2 and Fig. 2.3).

We describe the stepwise development of the domain model and system model covering the given requirements.
This is a generic development where the domain model and system model evolve progressively. Fig. 2.6 depicts a
standard clinical procedure for analysing the ECG. The initial assessment step allows us to check the sinus rhythm
and the heart rate (state of the heart), formally defined in the abstract model using domain knowledge and the required
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Model Old Model Refactored Model

Total number | Automatic | Interactive || Total number | Automatic | Interactive

of POs Proof Proof of POs Proof Proof

Abstract Model 41 33(80%) 8(20%) 43 22(52%) 21(48%)
First Refinement 61 54(88%) 7(12%) 49 36(74%) 13(26%)
Second Refinement 41 38(92%) 3(8%) 39 32(82%) 7(18%)
Third Refinement 51 36(70%) 15(30%) 47 39(83%) 8(17%)
Fourth Refinement 60 35(58%) 25(42%) 50 36(72%) 14(28%)
Fifth Refinement 43 22(51%) 21(49%) 36 29(81%) 7(19%)
Sixth Refinement 38 14(36%) 24(64%) 30 22(74%) 8(26%)
Seventh Refinement 124 29(23%) 95(77%) 114 74(65%) 40(35%)
Eighth Refinement 52 30(57%) 22(43%) 53 33(63%) 20(37%)
Ninth Refinement 21 9(42%) 12(52%) 15 12(80%) 3(20%)
Tenth Refinement 67 43(64%) 24(36%) 65 54(84%) 11(16%)
Total 599 343(58%) 256(42%) 543 391(73%) 152(27 %)

Table 2.1: Proof Statistics

domain specific clinical properties. The clinical properties use the domain knowledge to specify the ECG assessment
protocol. These clinical properties are introduced in the context model using the refactoring operations Transform_-
SM_2_SM’ (see Fig. 2.2 and Fig. 2.3). Note that these properties were introduced implicitly in the previous model of
the ECG protocol [90].

In the abstract model, we define state variables to represent sinus state, heart rate, and heart state, including a set of
safety properties. The defined safety properties are modified according to the refactoring operation Transform_SM_-
2_SM’ (see Fig. 2.2 and Fig. 2.3). The ECG protocol abstract model includes three events that assess the heart state
by analysing the heart rhythm and normal or abnormal heart rate. These events specified the required behaviour using
domain model knowledge and the clinical properties provided.

The abstract model is further enriched by gradually introducing the necessary assessment steps in a sequence of
refinements, which corresponds to the standard analysis step of the ECG protocol [Khan 2008]. A detailed formal
development of this ECG protocol is available on the website?.

Model Verification

This section describes the proof statistics of the developed model using refactoring approach. As we know that this
development is based on the Event-B modelling language, which allows us to check the consistency checking and
refinement checking. Table 2.1 presents the proof statistics of the progressive development of the old ECG model
and the refactored ECG model. In this development applying the proposed refactoring approach, we achieve 543
(100%) proof obligations, in which 391 (73%) POs are proved automatically, and the remaining 152 (27%) are proved
interactively using the Rodin provers, while the old development has more POs. Note that the generated POs of new
refactored model also include other possible POs related to refactoring operations. The old model has more POs,
including more manual interactions, due to the complex predicates and implicit domain knowledge. This refactoring
approach has simplified the modelling constructs and development process that allows us to automate the several proof
strategies of the refactored model. Moreover, the interactive proof obligations are also very simple that are proved with
the help of SMT solver.

First, we would like to point out that our approach has been deployed on a non trivial development issued from
the medical domain. Note that the obtained new refactored ECG model is simpler than the old ECG model. Some of
the states and behavioural properties that were previously defined implicitly in the old ECG model are now defined
explicitly in the new refactored ECG model. The new obtained model refers to shared ontological definitions.

Zhttp://singh.perso.enseeiht.fr/Conference/ICECCS2018/ECGModels. zip
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Moreover, according to the Table 2.1, the proof efforts have been reduced when compared to the previous formal
model developed in [90]. In particular, the number of interactive proofs has been drastically reduced. Indeed, the
domain model properties are proven once and for all in DM, and they are used as hypotheses to prove the system
model SM properties.

The results shown in Table 2.1 indicate that using a refactoring approach with explicit domain knowledge signifi-
cantly improved the formal development process and produced new simplified proof strategies.

In this study, we have discovered several anomalies in the ECG interpretation protocol, which we divide into three
main categories: ambiguity, inconsistency and incompleteness. Ambiguity is a well-known anomaly that can represent
more than one possible meaning of a fact, potentially leading to decision confusion. In our work, for example, we had
to determine whether the terms “ST-depression” and “ST-elevation” have the same meaning. For similar data/input,
an inconsistency anomaly always results in a conflicting result or a different decision. For example, in our work, we
have discovered an inconsistency in the form of applicable conditions, which state that the given conditions apply to
both "male" and "female" subjects, but elsewhere in the protocol it is advised that the given conditions do not apply
to "female" subjects. Incompleteness is caused by either a missing piece of information or a lack of information in
the original document. For example, the original protocol includes "normal variant" factors to be considered when
assessing T-wave. However, the meaning of “normal variant” is not defined in the protocol. Note that we have not
listed all anomalies. In our work, we have identified these anomalies which may help for improving the quality of
medical protocols.

Summary of our contribution to model refactoring:

We propose a refactoring approach that allows us to refactor a complex formal model, where the for-
mal model is developed using a correct by construction approach and the domain concepts are modelled
implicitly. We propose a set of operations that allows us to refactor a system model while considering
domain specific knowledge in the form of ontology to produce the domain model and system model while
preserving the correctness system’s functional behaviour. Our main contributions include: developing a
refactoring technique related to the correct by construction approach; explicitly using domain specific
knowledge in a system model; defining a set of modelling patterns; and defining a restructuring mecha-
nism in formal development. Finally, a complex medical case study, ECG clinical assessment protocol, is
used to evaluate the proposed approach.

Project: IMPEX — Implicit and Explicit Semantics Integration in Proof-based Developments of Discrete
Systems (funded by ANR)

Publications: [12][40, 54, 59]

Software: Refactoring patterns, ECG protocol, and models

2.2 Event-B Theories for Handling Domain Knowledge

2.2.1 Context

In order to achieve high confidence, safety-critical cyber-physical systems must employ a variety of verification and
validation techniques, including certification and standard processes. Formal methods have been proven to be a back-
bone for tackling complex problems such as specifying and reasoning functional behaviour of complex systems. They
advocate for the development of a formal model that specifies the desired system behaviours as well as a set of required
safety properties. There are several formal methods and tools available to support both system modelling and verifica-
tion using model checkers (e.g., Promela/SPIN [Holzmann 1997], NuSMV [Cimatti 2002], Uppaal [Bengtsson 1996])
or interactive theorem provers (e.g., Isabelle/HOL [Nipkow 2002], Coq [Bertot 2010], PVS [Owre 1992]).
Addressing domain knowledge for safety-critical CPS is an another challenging problem. If we consider a system
specification .S and a set of property requirements R, then property verification consists in demonstrating that the
requirements can be proven from the specification by establishing S - R. In this case, the designed formal model
associated to a specification .S must make explicit all the knowledge required to write a specification, in particular the
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domain knowledge provided by the domain and the context where the system is supposed to evolve i.e. S encapsulates
the whole formal system description needed to establish R. As previously stated, the triptych approach, as well
as other seminal works [Jackson 1993, Zave 1997, Bjgrner 2017, Bjgrner 2019], can be used to explicitly describe
domain knowledge using D,S — R.

In general, system engineering approaches, particularly formal methods, lack explicit constructs that enable the
designer to define formal models of domain knowledge, as well as mechanisms for importing other existing models.
In [Calegari 2016], the authors proposed formalisation of domain knowledge to standardised it using formal modelling
languages and/or meta-models. Transformations are frequently required in the set up of formal method to reuse
previously defined domain knowledge. As a result, heterogeneous formalisations emerge, posing a risk to sharing and
reuse.

We believe that ontologies, as an explicit shared specification of a conceptualisation [Gruber 1993], meet the re-
quirement of domain knowledge sharing and reuse. We advocate that domain knowledge should be formally modelled
as datatypes theories with axioms, theorems and reasoning mechanisms, once and for all, in the system development
formal method. In addition, we assert that this formalisation will have no impact on system modelling languages and
models. Note that, in order to avoid semantic heterogeneity, ontologies, system specifications, and requirements must
all be formalised in a single mathematical setting.

2.2.2 Our contributions

In this context, we propose to use the Event-B [Abrial 2010a] proof and refinement formal method to express both
domain knowledge as ontologies formalised using Event-B theories, and system specification and requirements for-
malised as Event-B models (machines and invariants) [19]. As ontologies constructs are not present as first order
concepts in Event-B, we introduce an Event-B meta-theory, based on generic and abstract datatypes and operators,
describing an ontology model formalising an ontology modelling language (e.g. OWL [Antoniou 2004]), further in-
stantiated to derive specific domain ontologies. These ontologies become shareable, reusable and referenceable by
any Event-B model using typing, operators and properties guaranteed by proving both ontology instantiated theorems
and Well-Definedness (WD) Proof Obligations (POs).

Core Event-B and Theory Extension

Event-B [Abrial 2010a, Abrial 2010b] is a modelling language based on set-theory that enables to model a system by
supporting a correct by construction approach, which allows to design a complex system using stepwise refinement
by introducing the required system behaviour and desired functionalities in a new refinement step. Each refinement
step is verified by generated proof obligations corresponding to an abstract model and new refined behaviour. The
stepwise modelling process finally lead to a concrete implementation of system. In the Event-B language, context
and machine are two important components, which describe static behaviour and dynamic behaviour, respectively.
The static properties can be described using carrier sets, enumerated sets, constants, theorems and axioms, while a
machine can be described using variables, invariants, events and theorems. A list of events can be used to modify
state variables by providing appropriate guards to characterise the dynamic behaviour of a system. In order to preserve
the desired behaviour of a system, we define a list of safety properties using invariants and theorems. Moreover, to
introduce the convergence properties in the model, we can use variant clause in a machine. In refinement step, an
event can be refined by (1) keeping the events as it is; (2) splitting the event into several new events (3) strengthening
the guards and actions (to make non-deterministic to deterministic). However, a new refinement level also allows to
introduce a new event by modifying the new state variables.

To handle more complex and abstract concepts beyond set theory and FOL, an Event-B extension for externally
defined mathematical objects has been proposed in [Abrial 2009, Butler 2013]. Formally, a theory is a set of type-
generic data-types together with constructive and/or axiomatic operators and properties, encapsulated in a special
component that can then be referenced in Event-B models.

Rodin [Abrial 2010b] is an open source, Eclipse-based Integrated Development Environment (IDE) for modelling
in Event-B. It offers resources for model editing, automatic PO generation, project management, refinement and proof,
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model checking, model animation and code generation.

Ontologies as Event-B Theories

We define our ontologies in Event-B using data-types based on set theory and first order logic using defined ontology
modelling languages (OML) like OWL [Antoniou 2004] or PLIB [Pierra 2004]. Our approach proposes a formal
parameterised theory that serves as a meta-theory for the OML, with each ontology described as a theory instance
of this meta-theory. More precisely, the ontologies we use are based on an OWL? in which domain knowledge is
formalised as collections of classes, properties, and instances.

Listing 2.1 shows an extract of OntologiesTheory theory allowing the formalisation of OWL-based ontologies.
It is parameterised by C, P, and I which stand for classes, properties and instances. The Ontology(C,P,I) data
type is built using the consOntology constructor based on seven components: classes, properties, instances
(i.e. set of classes, properties and instances respectively), classProperties for associating classes to properties,
classInstances for relating instances to classes, classAssociations defining a set of property-named binary as-
sociations and instanceAssociations for representing the associations between instances. To manipulate, access,
and update an ontology, a set of operators is defined. To ensure correct use and the preservation of a valid ontology
structure during instantiation, all defined operators are associated with well-defined (WD) conditions. When an oper-
ator is used, the generated WD proof obligations must be proven. As a result, depending on the OML used, Event-B
theories allow for the modelling of complex domain knowledge. The developed theory is successfully proved in Rodin.
The whole development of this theory is described in [43][19].

THEORY OntologiesTheory
TYPE PARAMETERS
C, P, 1
DATATYPES
Ontology(C, P, I)
CONSTRUCTORS
consOntology(classes: P(C), properties: P(P), instances: P(I), classProperties: P(C X P), classInstances: P(C x I),
classAssociations: P(C x P x C), instanceAssociations: P(I X P x 1))
OPERATORS
isWDClassProperites ...
getClassProperties . ..
isWDInstancesAssociations . ..
getInstanceAssociations . ..
isWDOntology ...
instanceHasPropertyValuei . . .
getInstancesOfaClass ...

THEOREMS
isATransitivityThm: Vo, c1, ¢2, ¢3 - 0 € Ontology(C, P, I)A
cleCAnc2e CAc3eCA
ontologyContainsClasses(o, {cl, c2, c3})
= (isA(o, cl,c2) NisA(o, c2,c3) = isA(o,cl, c3))

Code Snippet 2.1: Excerpt of ontologies theory OML

Domain Ontology for Critical Interactive Systems

The DisplayabilityTheory Event-B theory (IO ontology - Listing 2.2) is used to define a generic domain knowl-
edge model for interactive objects (IOs) by instantiating the ontology theory (see Listing 2.1). It axiomatises a collec-
tion of specific operators with WD conditions entailing displayability properties of critical IOs. In addition, several
new domain specific operators, such as visible, hidden, critical, safe, are defined as instances of I0Instances,
with hasVisibility, hasCriticality as elements of I0Properties. All the defined operators are associated with

3https://www.w3.org/TR/owl-features/ theory



20 Chapter 2. Domain Knowledge Engineering

THEORY DisplayabilityTheory
IMPORT OntologiesTheory
AXIOMATIC DEFINITIONS
100ntology
TYPES
IOClasses, IOProperties, IOInstances
OPERATORS
isIOOntologyWD . . .
visible . . .
hidden . . .
critical . . .
safe . . .
isVisiblei . . .

AXIOMS

axm5 : Vo, ipv,i-0 € ... = (isVisiblei(o, ipv,i) <=
instanceHasPropertyValuei(o, ipv, i, hasVisibility, visible)

axml8: Vo, ipv,i-0 € ... = (setCriticaliW D (o, ipv, i) <=
i € dom(dom(ipv)) A isVisiblei(o,ipv,i))
axml9 : Vo, ipvl,ipv2,i-0 €
Ontology(I0Classes, IO Properties, IOInstances)A
ipvl € P(IOInstances X IO Properties X IOInstances)A
ipv2 € P(IOInstances X IO Properties X IOInstances)A
i € IOInstances = (ipv2 = setCriticali(o, ipvl, i) <
ipv2 = (ipvl \ {i — hasCriticality — safe})U
{i — hasCriticality — critical})

Code Snippet 2.2: Exerpt of Displayability theory

WD conditions. Note that a large part of ARINC 661 [ARINC 2019] standard describing Cockpit Display Systems
(CDS) interfaces used in all aircrafts has been formalised.

Further, the Displayability Theory can be instantiated in the Event-B context to define the specific IOs con-
cepts and properties used in the HMI models. We have used the developed theories on TCAS case study described in
the next section.

2.2.3 Application

The development of a critical interactive system (CIS): TCAS - Traffic Collision Avoidance System - demonstrates
the importance of system design model annotation based on explicit formalised domain knowledge. TCAS is an
airborne avionics system that serves as a last-resort safety net to reduce the risk of midair collisions. TCAS mon-
itors aircraft in the surrounding airspace, using position data sent by their transponders to detect potential colli-
sions. When an impedent collision is detected, TCAS sends a Resolution Advisory (RA) to the flight crews of the
affected aircraft. These advisories instruct them to climb or descend at a specific vertical rate in order to avoid col-
lisions [EUROCAE 2013, EUROCONTROL 2017]. TCAS computes a virtual protected volume that includes the
positions of nearby aircrafts. This volume is affected by the aircraft’s speed and trajectory. It is constantly updated.
Some volume-related information is displayed on a cockpit screen for use by the flight crew.

We formalise the required domain model and system model of TCAS in Event-B. The domain model is developed
based on theories of OntologiesTheory and DisplayabilityTheory. The developed models address safety critical
properties such as TCAS must display the current status of all aircrafts on the PFD (Primary Flight Display) cockpit
screen, and critical aircrafts must always be visible. This safety requirement is presented in Listing 2.3 from the
extracted Event-B machine TheoryOperatorsBasedModel. A detailed description is presented in [43]. A set of new
POs is generated while adhering to the defined domain model and is used in the development TCAS model. To ensure
the correctness of the developed system models, all generated POs are successfully discharged.

There are several advantages to using Event-B theories to handle domain knowledge when developing domain
models. It advocates 1) explicit modelling of domain knowledge using ontologies as a well-accepted formal modelling



2.2. Event-B Theories for Handling Domain Knowledge 21

MACHINE TheoryOperatorsBasedModel
SEES InstantiationContext
VARIABLES system
INVARIANTS
invl : isVariableO fOntology(aircraftOntology, system)
INITIALISATION
THEN
actl : system : |system’ C instanceAssociation
EVENT CorrectAircraftStatusUpdate
ANY ¢
WHERE
grdl : ontologyContainsInstances(aircraftOntology, {i})
grd2 : isVisibleW Di(aircraftOntology, system, i)
grd3 : isVisiblei(aircraftOntology, system, i)
grd4 : isSafeW D(aircraftOntology, system, i)
grd5 : isSafe(aircraftOntology, system, i)
grd6 : isW D SetCriticali(aircraftOntology, system, i)
THEN
actl : system := setCriticali(aircraftOntology, system, i)

Code Snippet 2.3: Ontology theory based annotated model

framework, and 2) separation of domain and system models. The proposition yields three important advantages in
formal modelling state-of- the-art. Indeed, it becomes possible to 1) refer to (annotation) domain models concepts
(types, operators, etc.), 2) automatically bring, in the system model, checking of well-definedness proof obligations for
robustness purposes, and 3) allow asynchronous evolution of both domain and system models thanks to the separation
of concerns.

Summary of our contribution to handle domain knowledge: We propose a uniform framework that
integrates domain knowledge, system specifications, and safety requirements in a unique formal modelling
setting and proof system offered by Event-B. This work demonstrates how explicit handling of domain
knowledge, represented as ontologies, can benefit formal system design models. We develop an Event-
B meta-theory describing an ontology based on generic and abstract datatypes and operators. To model
both the system models and domain model, we use the Event-B modelling language and theories. Our
main contributions include: developing meta-theories for ontology; and developing domain specific meta-
theories for interactive systems. Finally, a complex avionic case study, TCAS, is used to evaluate the
proposed approach.

Project: FORMEDICIS — Formal Methods for the Development and the Engineering of Critical Interactive
Systems (funded by ANR)

Student supervision: Ismail Mendil (PhD, 2018 —2023)

Publications: [38, 43][19]

Software: Domain specific meta-theories (ARINC 661), models

Models: https://wuw.irit.fr/“Ismail.Mendil/recherches
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CHAPTER 3

System Modelling

This chapter covers the work in papers [20, 22-25][35, 36, 39, 41, 42, 44-48, 51-53, 55-58, 61, 65, 69—
72, 74, 75, 77, 84]1[14, 15][8, 9]. This work was done in collaboration with Yamine Ait-Ameur (INPT-
ENSEEIHT, France), Arnaud Dieumegard (IRT Saint Exupéry, France), Alexei Iliasov (Newcastle Uni-
versity, UK), Fuyuki Ishikawa (National Institute of Informatics, Japan), Eric Jenn (IRT Saint Exupéry,
France), Tsutomu Kobayashi (Japan Science and Technology Agency, Japan), Mark Lawford (McMaster
University, Canada), Thomas S. E. Maibaum (McMaster University, Canada), Dominique Méry (Uni-
versity of Lorraine, France), David Navarre (Toulouse III - Paul Sabatier University, France), Philippe
Palanque (Toulouse III - Paul Sabatier University, France), Marc Pantel (INPT-ENSEEIHT, France),
Alexander B. Romanovsky (Newcastle University, UK), Paulius Stankaitis (Newcastle University, UK),
Hao Wang (Norwegian University of Science and Technology Gjgvik, Norway), and Alan Wassyng (Mc-
Master University, Canada); and with following students: Guillaume Dupont (PhD student at INPT-
ENSEEIHT, France under co-supervision of Yamine Ait-Ameur, Marc Pantel and myself), Romain Geniet
(Master student at University of Rennes 1, France, under co-supervision of Yamine Ait-Ameur and my-
self ), Yanjun Jiang (Master student at McMaster University, Canada under co-supervision of Thomas S.
E. Maibaum and myself), Ismail Mendil (PhD student at INPT-ENSEEIHT, France under co-supervision
of Yamine Ait-Ameur, Dominique Méry, Philippe Palanque and myself), Peter Riviere (PhD student at
INPT-ENSEEIHT/IRIT, France under co-supervision of Yamine Ait-Ameur and myself), and Sasan Vakili
(Master student at McMaster University, Canada under co-supervision of Mark Lawford and myself).

This chapter summarises our work on the fundamental concept of system modelling for designing safety-critical
cyber-physical systems. Our main focus throughout this work was on developing generic formal frameworks, mod-
elling patterns, architecture pattern, approximation patterns, refinement automation, simulation, environment mod-
elling, and code generation, all with the goal of modelling, designing and verifying safety-critical cyber-physical
systems using state-based methods like Event-B. All of these concepts are applicable to any type of system. Two re-
finement strategies are proposed to automate the process of formalising system requirements from tabular expressions
using a correct-by-construction approach. Further, a generic and extensible reusable formal framework, consisting of
a method and a set of tools, is proposed for developing and verifying critical systems. This framework consists of a
large set of theories that extend Event-B with mathematical features required to model continuous behaviours (e.g.,
differential equations). Finally, three formal patterns for hybrid system design are defined: approximation, centralised
control with multiple plants, and distributed hybrid systems. The development life-cycle for rigorous development
of critical systems is proposed supporting requirement analysis to code generation. In addition, we propose a formal
framework, F3FLUID (Formal Framework For FLUID), and the structuring of Event-B models using model-view-
controller (MVC) to address the key challenges of safety-critical interactive systems. We also present the reflexive
EB4EB framework, which enables users to explicitly manipulate Event-B features through the use of reflection and
meta-modelling concepts. In addition, we propose the development of a virtual environment model, closed-loop mod-
elling, a virtual environment model for verification, simulation and clinical trials, supporting techniques and tools.
Finally, we propose a new extension of the code generation tool, EB2ALL, by developing a new plug-in, EB2Sol,
for generating Solidity code from Event-B models for the Ethereum platform, as well as extending existing plugins
(EB2C, EB2C++, EB2J, and EB2C#) to incorporate new modelling constructs. Several applications are also discussed
to demonstrate our approaches.

In the remainder of the chapter, we sequentially describe our contributions to the development of automatic re-
finement, modelling & designing framework and patterns, meta-modelling reflexive EB4EB framework, environment
modelling, and code generation.
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3.1 Automatic Refinement

3.1.1 Context

Requirement engineering (RE) provides a framework for a better understanding of system requirements by simplifying
system complexity using formal and informal techniques. It plays an important role in analysing system requirements,
and functional and non-functional system behaviours to achieve the properties of consistency, unambiguity and com-
pleteness. Tabular expressions [Parnas 1992] support a technique for requirement engineering that uses (potentially
complex) relations for documenting and analysing system requirements, in order to define them precisely and con-
cisely. Tabular expressions have been used successfully in software development for more than thirty years. It is a
visual representation of a function in a tabular layout that has a precise semantics and a formal notation. Moreover,
this tabular representation of system requirements satisfies the important properties of disjointness and completeness.
In other words, a tabular expression is well-formed only when the input domain is covered completely (completeness),
and when there is no ambiguity in the behaviour described by the tabular expressions (disjointness). Unfortunately, it
is difficult to use tabular expressions in a straightforward way to check the correctness of functional requirements of
combined tables and to check the given safety properties of a system.

On the other hand, Formal methods play a significant role in verifying the system requirements, and in guarantee-
ing the correctness, reliability and safety of developed system software. These methods have been applied successfully
to design and develop critical systems, such as avionics, medical and automotive [1][Lee 2006, Bowen 1993][94]. In
particular, formal methods have been used to check functional requirements and safety requirements by developing
system models. There are many tools that support formal methods in specific, limited areas, such as C code anal-
ysis using different tools, for example, CBMC [Kroening 2014], BLAST [Beyer 2007], and Frama-C [Cuoq 2012],
open source operating system (OS) microkernel verification using Isabelle/HOL [Klein 2009], model checking tools
for SCADE and Simulink models, compiler certification using Coq (CompCert) [Stewart 2015], development and
verification of a specification using B [Lecomte 2017, Lecomte 2007] or VDM [Overture , Jones 1986]. In formal
modelling, refinement plays an important role for handling a large complex system by developing the whole system
incrementally, in which each incremental step can be used to introduce new functionalities while preserving the re-
quired safety properties. Note that most formal methods lack refinement processes, so we must design the entire model
once, which can be a very large and complex model with difficult to check all the required properties.

Practicalities of performing automatic refinements are largely an open problem. It is, clearly, unrealistic to carry
out such refinements entirely by hand, which is well illustrated by the complexity of the examples in [Iliasov 2010,
Kobayashi 2014][74]. Some refinement steps are, however, inherently difficult to automate. Our work highlights how
automation to guide the refinement process is feasible.

3.1.2 Our contributions

In this context, we propose two different refinement strategies that can help to automate the process of formalising
system requirements from tabular expressions using a correct-by-construction approach [61][25][8][102].

The proposed refinement strategies can be used to generate both a single formal model and multiple formal models
from tabular expressions. The single formal model contains a formal description of the system requirements without
using refinement, while the multiple formal models contain an abstract model and a series of refinement formal models
of the given system requirements. We show how the refinement strategies can be used to transform tabular expressions
into formal models that aid in determining the correctness of functional behaviour and modelling structure of a system.
In particular, we discuss how different stages of the refinement may take advantage of automation. The refinement
strategies directly reflect particular refinement based model designs that encapsulate the way in which system is refined
from abstract to concrete behaviours to meet safety properties, which is how refinement laws of Event-B are applied.
The refinement approach allows us to build a formal model incrementally, where the first model represents only
abstract behaviour, and the incremental models are enriched by more concrete behaviours. The generated formal
models are used later to define safety properties and to check system consistency using formal verification. We chose
to use the Event-B modelling language, because it allows an incremental refinement approach based on a correct-by-
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Abstract Refinement1

Co,1 |-+ | Coq] res: Co,1 |-+ | Coq] res: Co,1 |-~ [ Co.q] res:
C Cy res C Cy res C 1 Cy res
Co0 1,1 9 2 Co,0 1,1 9 2 Co,0 1,1 | 2
Cp,1 |+ | Cp,q]resp Cp1 | " [ Cp,a]resp Cox | | Soal 765,
Cn,O e Cn,q res, Cn,U vee Cn,q res, ee ven vee CI’\,U vee Cn,q res,
Tabley Table, Tablem,

Figure 3.1: First Refinement Strategy

construction that facilitates generating formal models from tabular expressions. The proposed refinement strategies,
and the main results derived from them, are presented in the following section.

Refinement Strategies

A common way of constructing a formal specification is to start from a very simple abstract model that captures only
basic system behaviour, and to add new features or system requirements to the abstract model to develop a concrete
system by satisfying the additional requirements. To find a correct abstract model is not easy. Often we need to
change an abstract model many times, so that an extension of a system, by providing concrete details, satisfies the
abstract requirements. An extension is a set of new features and system requirements that always zoom into a detailed
system behaviour without changing the original abstract behaviour. We refer to this type of modelling method as
superpositioning [Back 1996].

Superposition seems to be a good candidate in the field of formal modelling, because it allows us to construct
a complicated formal specification by incremental refinement steps. Each new refinement step always focuses on a
single design decision. In other words, it permits us to tackle one issue at a time, rather than having to make a joint
design decision and settle a number of interrelated design questions [Back 1996].

This section describes two new refinement strategies for generating formal models from documented system re-
quirements. The documented system requirements are described in tabular expressions that satisfy the completeness
and disjointness properties. Our objective is to formalise tabular expressions and then define safety properties for the
developed models to verify the documented system requirements. To produce formal models from tabular expressions
is not an easy task due to there being no refinement relation between the tables, lack of techniques to support table
compositions and implicit information about correct ordered system behaviour. In order to produce formal models
from tabular expressions, we propose two refinement strategies that allow us to construct a model progressively by
traversing tabular requirements using a correct-by-construction approach. The proposed strategies are suitable for
any formal language that can support refinement based development. As mentioned, we use the Event-B modelling
language, which supports refinement based progressive development. A formal definition of the transformation rule
for the proposed refinement strategies is given below.

Definition 1 Ler T be a set of tabular expressions, each of which satisfies the properties of disjointness and com-
pleteness. Then a transformation rule R is a function that produces a collection of machines M, defined in Event-B
language syntax for the given input tabular expressions T':

R:T—M
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Note that R is defined as a total function, which means that for each input table ¢ of T, it generates an Event-B
model m of M, i.e., when t € dom(R).

The following refinement strategies are based on formulating our behaviour specifications in HCTs with a prede-
fined structure, namely condition columns, as shown in Fig. 3.1. Here we are stipulating that all rows have multiple
columns, and the same number of columns. This is easy to achieve, even if it may look clumsy.

First Refinement Strategy

The first refinement strategy is depicted in Fig. 3.1. To construct an abstract model and successive refinement models,
the refinement strategy for producing formal models from tabular expressions takes into account system requirements
defined in tabular expressions. A formal definition of the transformation rule using the first refinement strategy for
producing formal models from tabular expressions is defined below.

Definition 2 A refinement strategy is a transformation rule Ry : T — M that constructs Event-B models M, for input
tabular expressions. The generated model M, is defined as,

M.=AM C CM, CCM,C ---C CM,
AM =Vt € T, Tl res(t)

CM; = AM U (Vt € T, I, yes(t))

CMy = CM; U (Yt € T, 0, yes(t))

CM,=CM,;_1 UVt € T, res(t))

where AM is an abstract machine, CMy,CMa, ..., CM, are a series of concrete machines, 11 is a projection rela-
tion to select table’s column defined later for event derivation, cy, c1, 2, . . ., cq are columns of the table (t), res is the
set of output columns, and T denotes a refinement relation. It is important to know that each table t of T contains a
set of required variables, including type definition, to describe system requirements in tabular form, which can be used
during the process of model generation (AM,CM; ... CM,).

Deriving abstract model. A formal model generated using the first refinement strategy consists of an abstract model
and a list of refined models. An abstract model is important because it tells us exactly what the system is supposed to
do without telling us how. An abstract model can be produced from a set of tabular expressions by observing the first
condition column and the output column of each table by defining the required variables, constants, and events. Each
row of each table is an event. The guard of that event is the first column in that row, and the action of that event is the
result column. If there are multiple results rows for the condition column row, they are combined with a disjunction.
As a result, the event’s actions are either deterministic or non-deterministic.

We can use this approach iteratively to traverse the first condition column and output column to create a list of
events from a set of tabular expressions to achieve the first initial model AM. This first initial model covers the
first condition column and output column of all the tabular expressions that is formally defined in Definition 2 as
AM =Vt € T, Il res(t).

Deriving refined models. The abstract level events are based on the first condition column that can be refined in this
refinement level by splitting the abstract event into more events to equal number of rows of the second column. We can
now generate a set of successive refinement levels by analysing the remaining condition columns and output column
of tabular expressions, which are defined in Definition 2 as CM;,C My, ..., CM,. These refinements are based on
events: (1) keeping an event as it is; (2) splitting an event into more than one event; and (3) guard strengthening of an
event. These three kinds of refinements are used in the transformation rule ;. Guard strengthening allows us to enrich
guard predicates, in which a concrete event must be enabled only if the corresponding abstract event is enabled. Action
simulation enables to make an action deterministic, which means that if a concrete event’s action assigns a value to a
variable that is also declared in the abstract machine, it must be proven that the concrete event’s behaviour corresponds
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Abstract _> Refinement1 _> ..... _) Refinement

CO,I CO,q res, CO,l COq resy CO,l COq resy

Coo Ci1 |- | C1,q]res; Co0 Cy1 |-+ |C1,q]res: Co0 Cy1 |-+ |C1q]res:

Cp1 || Cp,a]resp Cp,1 | > | Cp.a]res, Cp,1 |- | Cp,a]resp

Ch,0 C.r:llq res, Ch,0 C-n.,'q res, Ch,0 C-n.,'q res,
Tableg Table, Tablen,

Figure 3.2: Second Refinement Strategy

to the abstract behaviour. Instead of creating a new event in a refinement level, an abstract event can be extended. In
this case, the refined event contains all the guards and actions of the abstract event. The new refined event can be used
to add new guards and actions, and this specific technique is useful when additional features or system requirements
are gradually introduced into a model by refinement. By applying these simple refinement rules on the abstract model,
we can construct a set of successive refinement models from tabular expressions. To obtain the first refinement model,
we observe the second condition column and respective output column defined as CM; = AM U (Vt € T, 11, res(t))
in Definition 2. In Fig. 3.1, the first refinement, C' M7, derives from the second column of each tabular expression.
The given conditions of the second column become new guard predicates of the refined events, and these new guards
allow strengthening of the abstract guards. If the action is already deterministic, the action of each refined event will
be similar to the action of the abstract event. If a refined event’s action is non-deterministic, the new action will be
either deterministic or non-deterministic. Note that if an output column groups more than one row with distinct values,
the action will always be non-deterministic.

To obtain the next refinement levels, we can repeat a similar process as per the total number of condition columns
to construct the final concrete model from tabular expressions. To do this we can use the same refinement principles
related to guard strengthening and action simulation. It is important to know that each row can have one or more
columns, but for applying this approach to produce a formal model, we need to repeat the iterative process of adding
information from condition columns until all the condition columns are covered. The abstract model and total number
of refinements will be equal to the maximum number of columns. In the last refinement, we can get all the possible
rows from each table, where each row results in an event. The guards of each event contain possible conditions, and
the actions of each event contain possible output values.

Second Refinement Strategy

The second refinement strategy also generates formal models from tabular expressions, but this approach has two
benefits: first, this approach can be used for developing Event-B models in an "on-the-fly" manner; and second, this
approach is an effective approach for formalising a very large and complex system, if the system requirements are
presented in several tables. In this approach, we observe each tabular expression in a sequential order to construct
a concrete formal model. A formal definition of the transformation rule using this refinement strategy for producing
formal models from tabular expressions is defined below.

Definition 3 A refinement strategy is a transformation rule Ry : T — M that constructs Event-B models M, for input
tabular expressions. The generated model M, is defined as,

M,=AM ECM, CCMy E---C CM,,
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AM = to € T, Hco__p,res(tO)
CMI == AM U (tl G T, Hconq,’r‘es(tl))
CM2 = CM] @] (tg S T‘7 Hco“r,res(tQ))

CM,y, =CMy_1 U (ty, € T 1, res(tm))

where AM is an abstract machine, CMy,CMs, . ..,CM, are a series of concrete machines, 11 is a projection rela-
tion to select table’s column, ty,t1,to, ..., t,, are a set of tables, cy. p, Co..q» Co..r» - .-, Co..s are a set of columns of
different tables (i.e., tg, t1), res is a set of output columns and T denotes a refinement relation. It is important to know
that each table t of T contains a set of required variables, including type definition, to describe system requirements
in tabular form, which can be used during the process of model generation (AM,CM, ...CM,). Note that this
translation strategy only works if the tables do not share variables, which means that output variables should not be
modified by two tables, otherwise, all of these tables must be included in the same refinement level.

Deriving abstract model. In this approach, we can start to design an abstract model from any table, and then we
can select other tabular expressions in a sequential order to introduce a new system behaviour by applying refinement
laws, and preserving abstract behaviour. In Fig. 3.2, each tabular expression is introduced at a new refinement level
that is defined in Definition 3 as CM; = AM U (ty € 1,11, , res(t1)). The skip refinement allows us to introduce
other events to maintain state variables. Importantly, a new refinement level allows us to introduce a set of new events.
In this refinement strategy, we do not use any guard strengthening and action simulation refinement laws, like to our
first refinement strategy. By using skip refinement, we introduce a new set of events corresponding to the tabular
expressions. To design a formal model from tabular expressions, we traverse a tabular expression, in which condition
columns are used for defining the guard predicates and output columns are used for defining actions of the events.
Each row of a tabular expression that corresponds to the last condition column generates an event.

Deriving refined models. At each refinement level, we always select a new tabular expression to introduce new
features and system requirements. It should be noted that the total number of refinements will depend on the total
number of tabular expressions, and sometimes a small number of tables can be formalised together. In fact, if each
table in a set of tables produces the same output variable, we must input all these tables (have same output variables)
together in the refinement process. Moreover, to satisfy the refinement relation between two consecutive models, to
develop a consistent model, and to prove all the generated proof obligations related to refinement, we need to identify
a dependency order between the tables that can be used further to generate the formal models. In order to address this
issue, we chose an ad hoc approach that takes into account all related tables in a single refinement step. However,
there are other solutions like merging multiple tables, providing dependency information in advance, and constructing
tables without sharing results variables in the output column.

Note that our above proposed refinement strategies that can be used for developing different types of systems are
significantly different from each other. A list of differences is given in Table 3.1, which can assist software engineers
in choosing a suitable refinement strategy for their system development.

Safety Properties

Informally, a safety property stipulates that “bad things” do not happen during system execution. A formalised
specification that satisfies a safety property involves an invariance argument. It should be noted that the generated
formal model in Event-B only includes type invariants for each refinement, which are derived directly from the selected
tabular expressions. There are no required safety properties in the generated models. We can introduce local safety
properties, global safety properties, or both to check the required safety behaviour in the generated model. These
safety properties must be added manually because they are completely missing from the tables. However, we can
provide additional safety properties for each table that can be used as safety invariants for each refined model, which
can be generated automatically.
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First Refinement Strategy Second Refinement Strategy

(1) Complete abstract model (1) Partially abstract model

(2) Only few refinement steps (total number of condition columns) | (2) Many refinement levels (total number of tables)

(3) High complexity (3) Low complexity

(4) Good for developing a small system (4) Good for developing a large system

(5) Analyse global behaviour of a system (5) Analyse specific behaviour of a system

(6) Introduce only global safety properties (6) Easy to introduce local or table specific safety
properties

(7) Does not support "On-the-fly" development (7) "On-the-fly" development of Event-B models

Table 3.1: Difference Between Refinement Strategies

In our work, every tabular expression satisfies the properties of disjointness and completeness, which can be
checked by our tool TX2EB [Jiang 2015] before generating the Event-B models. The Event-B model should satisfy
the same properties, i.e., disjointness and completeness by construction (at the last level of refinement), hence we
do not generate POs corresponding to these properties in the Event-B models. In addition, we want to check the
correctness of global functional behaviour as well as table-specific function behaviour, which can be provided by
introducing global and local safety properties, respectively.

Formal Model Generation from Tabular Expression

In this section, we provide a list of translation rules that are sufficient for translating tabular expressions into Event-B
models. We start with a formal definition of the transformation rule (see Definition 1) that is adopted in this work
for generating formal models from tabular expressions. The refinement strategies are defined in Definition 2 and
Definition 3. The formal definition is used to traverse the tabular expressions systematically to identify the events,
actions, guards and associated variables.

The translation process generates formal models from tabular expressions as a Rodin dependent project, which
contains context and machine files together in a project folder. A name for the generated Rodin project is derived
from the name of the tabular expressions. The context and machine files are used to store the static and dynamic
properties of a given system that is generated from system requirements documented in tabular expressions. A set of
supported symbols, datatypes and expressions of the translation process is given in Table 3.2, which shows a set of
tabular expression syntaxes equivalent to the Event-B modelling language. A detailed discussion on the translation
rules is available in [Jiang 2015]. A brief description of the translation rules for transforming the tabular expression
components into Event-B modelling components is given below:

— Tabular Definition: Table 3.2 presents the translation rules for tabular expressions. Each table mainly consists
of two parts: variable declarations and function definition. The declared variables can be categorised as input,
output, controlled, global, monitor, private and local types. The function definition shows the condition and
result columns in tabular form. We consider these two components in the model generation process to generate
formal models.

— Variable: The defined variables of tabular expression are parsed and translated to Event-B variables, in which
all the variable names are defined in the VARIABLE clause of the machine. Our treatment of all input, out-
put, controlled, global, monitor, and private variables is the same, and the local variables are defined within
the context of the event for simple intermediate computation. To determine variable classes and maintain a
direct relationship between tabular expression and Event-B variables, all generated variable names are prefixed
according to the naming convention.To determine variable classes and maintain a direct relationship between
tabular expression and Event-B variables, all generated variable names are prefixed according to the naming
convention. These prefixes are: ¢_ - controlled variables, f_ - internal functions, g_ - global variables, i_ - input
variables, k_ - constant, m_ - monitored variables, o_ - output variables, p_ - private variables, y_ - complex type
and e_ - enumerated token. All of these prefixes are followed by a variable name.
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Tabular Expression Event-B Language Comments
z OR x :int T (VARIABLES) Datatype
T E€EZ (INVARIANTS)
T:€Z (INITIALISATION)
x : bool T (VARIABLES) Datatype
x € BOOL (INVARIANTS)
x:€ BOOL (INITTALISATION)
x: ESet partition(ESet, {a1}, {a2},{as}) (AXIOMS) Enumeration Type
T (VARIABLES)
x € ESet (INVARIANTS)
x:€ ESet (INITIALISATION)
z:{t:int|t >0} x (VARIABLES) Subtype
ze{t|teZAN(t>0)} (INVARIANTS)
x:e{t|teZAN(t>0)} (INITTALISATION)
T_1 T Previous State
T4y x4y Addition
T—y T—y Subtraction
T*y T*y Multiplication
xz/y Ty Division
T ~=Yy T F#Y Not Equal To
r==y =1y Equal
=y Ti=y Assignment
T >y T >y Greater Than
T >=y T >y Greater Than or Equal To
T <y <y Less Than
<=y x<y Less Then or Equal To
~x —(x =TRUE) NOT
x&&y (x =TRUE) A (y=TRUE) AND
x|y (x=TRUE)V (y=TRUE) OR
EXIST [st],st € bool | 3x.x € BOOLANx =TRUE ANz = st Existential Quantifier

Table 3.2: Tabular Expressions (tables) to Event-B translation syntax

— Variables Types: Table 3.2 shows the translation rules for different types supported by tabular expressions. We

categorise these types as : 1) primitive datatypes (integer, reals, booleans); 2) enumerated types; and 3) arrays.
For primitive datatypes and enumerated types, we can easily find the direct corresponding types in Event-B. The
array type in Event-B is essentially a function with a range of integers for the domain and a proper range type.
Note that the user defined type is not covered in this paper, but it is easily supported by tabular expressions and
Event-B. All these datatypes are defined in the context of a model as static properties using the AXIOMS clause,
or it can be defined in the machine of a model as dynamic properties using the INVARIANT clause.

The user defined enumeration class of a tabular expression is translated as the enumerated set of Event-B con-
text. The enumerated type is translated as the carrier set, the enumerated values are translated as the constants,
with an axiom added to show the partition relation.

Event: To define a list of events from a tabular expression, we select each row of the table to translate equiv-
alent to an ordinary event (all non-initialisation events are called ordinary events) in an Event-B model. The
expression in a table cell is parsed into an abstract syntax tree (AST), which is then recursively translated to an
Event-B expression. However, an initialisation event is mandatory in an Event-B model, so this event can be
generated using deterministic or non-deterministic action predicates without any guard.

— Event Name: An event name of the generated model is always derived from the cell number of a grid and
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sub-grid of a tabular expression.

— Event Guard: Table 3.2 presents the translation rules for guard predicates. If the current mode is not a re-
finement, the event guards are generated by traversing the conditions from root grid (cell in the first column)
to leaf grid (cell in the last column). In refinement mode, the event guards are also generated by traversing the
conditions from root grid to leaf grid using refinement strategy (see Definition 2 and Definition 3). According to
Definition 2, each condition column represents a new refinement layer, and according to Definition 3, each new
table represents a new refinement layer. Note that sometimes we need to use more than one table in the same
refinement level due to dependency between tables.

— Event Action: Table 3.2 presents the translation rules for action predicates. If the current mode is not a refine-
ment, an event action is generated through parsing the result column. In the multiple outputs mode, each action
is generated from left to right through parsing, and its name is encoded as actionX, where X is the top grid
column number (see Definition 1, Definition 2 and Definition 3). However, in refinement mode, the event action
is slightly different and can be generated in the form of deterministic and non-deterministic action predicates. In
the last refinement, the non-deterministic actions become deterministic as similar to the “no refinement mode”
by introducing new guards and refining abstract events.

— Expressions and Predicates: Table 3.2 presents the translation rules for expressions and predicates, which can
be used by both the guard predicates and action before-after predicates. These expressions and predicates use
unary and binary operators to express the rules. In the case of operations, for all the unary and binary numerical
expressions, relational expressions and logical expressions, we can find the obvious corresponding operators in
Event-B. In case of assignment in event’s action, there is an assignment operator in tabular expressions to form
variable assignment statement, which can directly translate into action predicate using Event-B’s assignment
operator.

To support this refinement strategies for producing formal models from tabular expressions, we have developed a
model generation tool TX2EB [Jiang 2015]. A detailed discussion on the translation rules is available in [Jiang 2015].
This tool generates an abstract model and a series of refinement models from tabular expressions automatically. Note
that all the input tables must be successfully parsed and checked with TET tool [Eles 2011]. The generated formal
specification can be analysed by the existing tool, Rodin [Abrial 2010b], for verifying the required functional be-
haviours and the given safety properties. Note that the safety properties can be added by a user for each refinement in
the generated model.

3.1.3 Applications

The application of the refinement strategies exemplified by the development of several complex case studies, including
the Insulin Infusion Pump (IIP) [25][9]. The refinement strategies are used to formalise and to formally verify an
Insulin Infusion Pump (IIP) using incremental refinement in Event-B. The IIP requirements are described in tabular
expressions that are used to produce the formal models. In the IIP case study, we verify functional behaviours including
various system operations, that are required to maintain insulin delivery, user profile management, and the calculation
of required insulin. The complete formal development builds incrementally-refined models of IIP formalising the
required functional behaviour by preserving its required safety properties. The primary use of the models is to assist
in the construction, clarification, and validation of the IIP requirements. We also use the Rodin [Abrial 2010b] tool
to check the generated formal models. To automate the task of refinement strategies, we have used our developed
tool TX2EB [Jiang 2015], which allows us to generate Event-B models from tabular expressions. The complete
formal specification is available for inspection in the appendix of report [102], which is more than 1500 pages long.
Moreover, this case study is elaborated in Chapter 5.
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Summary of our contribution for automatic refinement:

We propose two refinement strategies that can automate the process of formalising system requirements
from tabular expressions using a correct-by-construction approach. We use these refinement strategies to
transform tabular expressions into formal models that determine the correctness of functional behaviour
and modelling structure of a system. We also highlighted challenges for automation: primarily, composi-
tion of tabular expressions, use of sequential ordering of tables, and table traversing complexities. Due to
the variety of layouts of tabular expressions, there are still open issues related to the automation of tables
that ought to be supported, and hence we do not claim completeness at this stage. On the other hand,
our results showed that the proposed refinement strategies can largely be automated to generate formal
models from tabular expressions. Moreover, the proposed approach is scalable to handle large and com-
plex systems, in which system requirements are presented in tabular form. In order to apply the proposed
refinement strategies, we selected the Event-B modelling language, which allows incremental refinement
based on a correct-by-construction approach, for generating formal models from tabular expressions. Fur-
ther, the Rodin tools can be used to verify formally the produced model. To assess the effectiveness of our
proposed refinement strategies, we have developed several case studies from different domains.

Project: Certification of Safety Critical Software-Intensive Systems (funded by Ontario Research Fund
— Research Excellence (ORF-RE), and IBM), Centre for the Engineering of Complex Software-Intensive
Systems, NECSIS (funded by Automotive Partnership Canada (APC))

Student supervision: Mischa Geven (M.A.Sc., 2014), Nicholas Proscia(M.A.Sc., 2014)

Publications: [61][25][8][102].

Software: TX2EB, models

3.2 Modelling & Designing Frameworks and Patterns

3.2.1 Context

As our lives become increasingly reliant on various types of embedded systems, there is a growing demand for safety-
critical cyber-physical systems that improve reliability, safety, performance, and autonomy. Such systems cover a wide
range of domains such as avionics, transportation, nuclear, and medical applications, among others. Today’s critical
systems employ highly sophisticated interactive systems made of both hardware and software components, as well
as their complex dynamics exhibit both continuous and discrete behaviour while interacting with the physical envi-
ronment via sensors and actuators. Moreover, human safety is a global challenge that requires practical knowledge
and technical skills in embedded systems, and software engineering including human factors and systems engineer-
ing [Carayon 2009]. To ensure the safety of operations, the intended behaviour of these critical systems must comply
with usability, dependability, and security. A failure in these systems could result in loss of life, including reputation
and economical damage. Developing such complex critical systems was known to be a difficult and time-consuming
task in the 90s [Myers 1993] and this has become even more complex due to complex system characteristics and user
requirements capturing key aspects of human behaviour, system components, functionalities, and operating environ-
ment. Beyond that, the complexity lies in gathering data about operators such as requirements, needs, functionalities
and tasks [Maiden 1993], particularly because different application domains necessitate different methods and tech-
niques [Sutcliffe 2020]. Furthermore, there is an increasing demand for developing embedded safety-critical cyber-
physical systems to improve reliability, safety, performance and autonomy. Traditional techniques, like testing and
simulation, become more crucial, time-consuming and expensive when used to deploy safety-critical cyber-physical
systems. Verification and validation activities can be carried out to aid in the certification process, ensuring that the
developed product is safe for use in the real world.

Since a long time, formal methods play an important role for the modelling and analysis as well as ensuring
the correctness of functional behaviour by checking system requirements [Gray 1999, Harrison 1990]. As a result,
the formal methods community has proposed a number of modelling techniques and tools to handle different issues
related to designing safety-critical systems. Since software plays an important role in different safety-critical do-
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mains, regulatory agencies, like the FDA, need effective means to evaluate the software embedded in the devices in
order to certify the developed systems, and to assure the safe behaviour of each system [Chen 2014, Keatley 1999,
NITRD 2009, Lee 2006]. These methods are divided into two categories: model checking and proof-based ap-
proaches. However, model checking approaches always suffer from the classical state explosion problem. Proof-
based approaches, on the other hand, are based on proof techniques and symbolic verification and can be used to
characterise any type of critical systems. There are many tools that support formal methods in specific, limited
areas, such as C code analysis using different tools, for example, CBMC [Kroening 2014], BLAST [Beyer 2007],
HyTech [Henzinger 1997] and Frama-C [Cuoq 2012], open source operating system (OS) microkernel verification
using Isabelle/HOL [Klein 2009], model checking tools for SCADE and Simulink models, compiler certification
using Coq (CompCert) [Stewart 2015, Bertot 2010], development and verification of a specification using Event-
B [Su 2014b, Butler 2016] and B [Lecomte 2017, Lecomte 2007] or VDM [Overture , Jones 1986]. Regulatory agen-
cies are striving for rigorous techniques and methods to provide safety assurance. We also note that many formal
techniques need to be much better targeted at practical software development and certification than they seem to be at
present [Wassyng 2013].

There are a few challenging case studies that have been developed through scaling formal methods approaches.
In [Jeannin 2015], the authors present a formal verification of ACAS X, an airborne collision avoidance system, using
a hybrid systems theorem prover. In [Klein 2009], the authors present the formal, machine-checked verification of the
seL4 microkernel. This approach is applied to produce a C code implementation from an abstract specification under
the assumption of the correctness of hardware, assembly code and compiler. Miller et al. [Miller 2010] present an
example of using model checking techniques in the model-based development of avionics and automotive systems to
demonstrate the applicability of formal methods in industrial settings. In a similar vein, [Souyris 2009] presents an
experience in the formal verification of avionics software products using different tools that can scale to industrial re-
quirements. Prover iLock [iLock ] is a commercial tool for producing fully documented, tested and verified application
software for railway interlocking systems. C.L. Heitmeyer et al. [Heitmeyer 2009, Heitmeyer 2008] have used formal
methods to meet the criteria for software certification. They describe how formal methods are applied to safety-critical
software systems for the production of certification evidence. The evidence includes top-level specification, functional
behaviour, safety properties, proofs and source codes annotated with pre-and post-conditions. In [Heitmeyer 1996],
the authors describe a technique for formal analysis of consistency checks, and error detection in requirement specifi-
cations. The specifications for the requirements are expressed in the tabular notation SCR (Software Cost Reduction).

The software life-cycle was introduced during the 1950s and 1960s to support the design and development of a
software system that primarily involves software development activities related to planning, organising, coordination,
staffing, budgeting and management [Scacchi 2002]. Since the 1960’s, several kinds of software development life-
cycle models have emerged, such as the waterfall model [Boehm 1976], stepwise refinement model [Wirth 1971],
incremental model [Sommerville 2004], spiral model [Boehm 1988] , Agile Software Process [Cockburn 2006], and
V model [Sommerville 2004], motivated by increasing system complexities, rapid development and to tackle different
classes of critical and non-critical systems [Boehm 1976, Sommerville 2004]. Formal verification of industrial systems
is very challenging and difficult. It can be applied to validate only certain operations of the selected system due to
limits of formalisation and practical limits [Kneuper 1997].

A research report [Rushby 1995] is presented by John Rushby that describes the certification issues for advanced
technology. This report summarises the use of formal methods for developing and verifying the software and hardware
requirements, designs, and implementations. Moreover, it includes the benefits, weaknesses, and difficulties for ap-
plying these methods for developing critical systems, including guidelines for applying formal methods in support of
certification for critical systems. [NITRD 2009] presents an approach for developing a final product using intermediate
steps, where we need several methods and techniques that can provide intermediate products in the form of evidence,
facts and reports to aid certifying the final product. For example, requirement specification, formal design, verification
report for checking the requirements and testing reports are required to assist in certifying critical systems. Regula-
tory agencies are striving for rigorous techniques and methods to provide safety assurance. Many people believe that
formal methods have the potential to develop dependable, safe and secure systems that are also more amenable to
certification with required features that can be used to certify dependable critical systems.
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In fact, the scope of formal methods is limited in the current software development process in industries, par-
ticularly, for developing safety-critical systems. This is due to the complex nature of formal methods and software
engineers require high mathematical skills for developing a specification and conducting proofs. Rigorous verification
and validation techniques must be enabled in the engineering process of designing complex and safety-critical systems.
In this direction, we believe that two major requirements must be addressed in order to handle this challenge. First,
compositional and incremental design, verification, and validation techniques must be defined in order to handle the
complexity of such systems. A critical issue that still needs to be addressed is the construction of incrementally cor-
rect systems through the composition/decomposition/refinement of other correct components. Second, these designs
must be reusable to avoid redundant verification and validation activities. This requirement refers to the definition
of a reusable framework for the development of critical systems. A systematic procedure that allows a designer to
produce correct system designs must be established. Furthermore, there is a crucial need for new methods and better
tool support for the development of safety-critical systems and to guarantee the functional correctness of the developed
systems. In addition, there is also a need for a new framework to address safety and security issues related to the design
and engineering of complex safety-critical systems. None of the existing life-cycles models uses formal methods at
every phase of the system development, as well as there is no environment model for critical systems, which can be
used for simulating and testing the system requirements at an early stage of the system development during design
and development. The availability of new methods and tools could significantly save time and cost for developing and
certifying safety critical systems.

3.2.2 Our contributions

In this context, we propose a generic formal framework [20, 23][41, 44-46, 48, 53, 55, 56], development life-
cycle [25], F3FLUID (Formal Framework For FLUID) formal framework, and Event-B model structuring pattern
using model-view-controller(MVC) [22, 24][42, 47, 51, 58] for modelling, designing and verifying various classes of
critical systems. The proposed framework is generic and extensible, and it consists of a method and a set of tools that
engineers can apply and use when developing such systems. These frameworks and patterns includes a large set of
theories that extend Event-B with mathematical features required to model discrete and continuous behaviours, and a
series of patterns based on refinement that allow for easier design. The formal frameworks, patterns and results are
summarised below.

A Generic Formal Framework for Designing Hybrid Systems

Fig. 3.3 depicts a generic formal framework, derived from refinement patterns, to design complex hybrid systems [20].
This framework addresses two common design patterns: structural and behavioural. The structural patterns are de-
fined to model different class of architecture patterns: single-to-single, single-to-many, and many-to-many. These
architecture patterns are used to represent one controller with one plant (single-to-single) [55, 56], one controller with
many plants (single-to-many) [48], and many controllers with many plants (many-to-many) of hybrid systems [46].
On the other hand, the behaviour patterns allow the system’s behaviour to be formalised by approximating continuous
behaviour to obtain a real behaviour of the system under the given constraints [44, 46].

There are four main components in the proposed framework: theories, extended theories, generic, and system
specific, which are separated by horizontal and vertical lines. Theories is a collection of mathematical theories to
define reals, continuous functions, and differential equations for designing hybrid systems in the top-left corner. This
collection is also enriched by the addition of approximation theories. Furthermore, in the bottom-left corner, the
domain-specific theories are provided that are extended from the core theories. We provide a set of generic architec-
ture patterns and approximation models in the top-right corner, which are equipped with basic variables, parameters,
and bare-bone functionalities (i.e., sensing, actuating) for designing complex hybrid systems using the refinement ap-
proach. Note that these generic models use theories to define core components of the generic models. Finally, the
system specific component in the bottom-right corner can be used to derive a system specific abstract model by instan-
tiating generic models. Domain specific theories are also used in the system specific formal model to express domain
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Figure 3.3: A Generic Formal Framework for Designing Hybrid Systems

specific requirements and properties. Note that each component of the framework can be extended by adding new
components to its core. For example, other generic models for modelling different hybrid system structures can be
defined. New patterns can also be defined as a generic refinement of an existing model, possibly supported by new the-
ories. A detailed description about this framework, including core components, theories, domain theories and generic
patterns, is provided in [20][Dupont 2021]. Below, we describe essential components to support this framework.

Hybrid Modelling Features

Hybrid systems deal with time and interleaving nature of discrete and continuous behaviour. As we know, the Event-B
modelling language supports only discrete modelling thus we extend it to handle the required hybrid features by using
Event-B theories plugins [Butler 2013]. In this section, we describe essential ingredients required for modelling hybrid
systems.

Time. Time can evolve in a discrete (“step-wise") or continuous manner in a system. In the case of a hybrid system, we
need a time to define continuous behaviour, which is represented as dense time ¢ € R* to model continuous evolution
(without any “jump").

System state. There are two different kinds of states variables: continuous state and discrete state. Discrete state
is an Event-B native state variable that can be updated using the Event-B before-after predicate (BAP). On the other
hand, we define a new operator, continuous before-after predicate (CBAP), for updating continuous state variables.
The CBAP operator is defined below, along with continuous assignment and continuous evolution operators.

Operator 1 (Continuous Before-After Predicate) Let ¢,t' € RT two time points with t' > t. Let z, € Rt — S
a continuous state variable. Finally, let P C (RT + S) x (RT + S) a predicate on the before and after values
of the state variable and H C S an evolution domain constraining the evolution of x,. The continuous before-after
predicate modelling the change of x,, on time interval [t,t'] following predicate P and constrained by evolution domain
H, denoted xp, :|—v P & H, is defined as so:

Tp i Py, ) & H = [0,t[<z), = [0,t[<z, (PP)
AP([0,t] < ap, [t,t] < a,) (PR)
AV € [t t'], 2, (t") € H (LI)
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Using the domain restriction operator <, the continuous before-after predicate operator ensures that the past of the
continuous variable remains unchanged (past preservation, PP) while its future is modified to correspond to the given
predicate P (predicate, PR). This assignment also ensures time is progressing along with the physical plant, going
from time ¢ to ¢’ > ¢, and that on the resulting interval [¢, ¢'] nothing else happens with regard to given invariant H
(local invariant, LI) [Dupont 2021].

Operator 2 (Continuous Assignment) Let t,t' € R two time points, with t' > t. Let a continuous state variable
z, € RT = S, a function f € Rt — S and an evolution domain H. The continuous assignment of f to x,, with
evolution domain H, denoted x), :=;_,v f & H, is defined as so:

Tp =iy f&H = xpi|ime x; =f&H 3.1
It “appends” a piece of an (explicit) function to the continuous state variable.

Operator 3 (Continuous Evolution) Let t,t' € RT two time points, with t' > t. Let a continuous state variable
z, € RT = S, adifferential equation € and an evolution domain H. The continuous evolution of x,, along differential
equation € with evolution domain H, denoted x, :~_ € & H, is defined as so:

Tpivisp E&H = xp =,y n& H (3.2)
where 1 is any solution of £ on [t,1'] that does not violate evolution domain H.

A Theory of Approximation. A theory of approximation is required in order to use approximation refinement in
Event-B. The approximation operator is presented below, along with the definitions of the expansion and shrinking
operators.

Operator 4 (Approximation) Let§ € R" (i.e. § € Rand § > 0) and x,y € E. x is approximately equal to y by §
(or x is a §-approximation of y), denoted x ~=° vy if:
§
xry = dz,y) <0

Operator 5 (5-Expansion) Let § € R™ and S C E. The §-expansion of S is denoted E5(S) and is defined as,

E(S)={y e E | e Say} ={yc E|e S dy) <)
Operator 6 (5-Shrinking) Let § € RT and S C E. The 6-shrinking of S is denoted S5(S) and is defined as,

S5(S)={z €S| irElf\Sd(x,y) >0t={xeS|VyeFE\Sdxzy) >4}
ye

Theory Implementation

All the required theories related to continuous functions, differential equations and approximation, including prop-
erties, are implemented using Event-B theory plugins [Butler 2013]. The complete formal development is available
athttps://irit.fr/“Guillaume.Dupont/models.php.

All the developed theories are categorised as: general algebra, reals, functions, differential equations, approxima-
tions and domain theories. These theories are built in a modular fashion, allowing any theory to be extended by adding
new operators and their properties without affecting the core development of any other theories. Listing 3.1 presents
an excerpt of the developed theory for differential functions. The main operators are:

* DE(S) type for differential equations which solutions are valued in set S;

 ode(f,no,to) represents the Ordinary Differential Equation (ODE) n(t) = f(n(t),t) with initial condition
1(to) = no (note that we could define other constructors for other types of dynamics);


https://irit.fr/~Guillaume.Dupont/models.php
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* solutionOf(D, n, &) is the predicate stating that function 7 is a solution of equation £ on subset D;

» Solvable(D, £, H) is the predicate stating that equation £ has a solution defined on subset D so that the
solution satisfies the constraint H;

e An encoding of the Cauchy-Lipschitz theorem, that allows to demonstrate the solvability of a given equation
under some specific conditions;

The development of theories consists of more than 150 operators and 350 properties.

THEORY DiffEq
TYPE PARAMETERS E, F
DATATYPES
DF (F)
CONSTRUCTORS
ode(fun : P(R X F x F),initial : F, initial Arg : R)
OPERATORS
solutionOf predicate (D : P(R),n : Rt -+ F, € : DE(F))...
Solvable predicate (D : P(R), £ : DE(F))
direct definition
Jz -z € (RT - F) A D C dom(z) A solutionOf (D, z, £)
AXIOMS
CauchyLipschitz:
VE,D,Dp - £ € DE(F) A... = Solvable(D, &)

Code Snippet 3.1: Differential Equation Theory Snippet

In similar fashion, approximation theories are developed, including the approximation, shrinking and expanding
operators. Furthermore, the required domain knowledge for particular hybrid systems can be encoded by developing
domain theories that can extend the theory of differential equations (or approximation). Such domain theories may
contain specific constants, control functions, domain specific properties, as well as the required axioms and theorems
that may aid in the formal development and proof the hybrid systems.

A Generic Model for Hybrid Systems

The controller-plant loop architecture pattern, which includes the controller, actuator, plant, and sensor, governs the
majority of hybrid system behaviour. In this architecture, controller controls the plant characterised by continuous
behaviour or differential equations. A sensor monitors and measures physical aspects of an environment and plant
and sends an electrical signal to the controller, whereas an actuator uses the controller’s electrical signal to perform a
physical action. All of these components are linked together to form a closed loop model. We are interested to design a
correct controller for hybrid systems as well as a correct integration of various components (discrete and continuous).
We derive a generic model of hybrid systems based on this controller-plant loop architecture pattern to represent the
core components of a controller. Furthermore, this generic model can be instantiated and refined for the development
of complex controllers as well as the adaptation of various architectural patterns.

In this generic model, we define three state variables to represent time ¢, discrete states x,, and continuous states
xp using typing invariants (¢inv1-inv3). An extra invariant is defined in ¢nv4 to ensure that the continuous states are
defined from the origin of time to the current time. These defined variables are initialised by the INITTALISATION
event. In this event time ¢ is set to 0 and the discrete and continuous state variables are not-deterministically assigned.
Note that these state variables can be further refined in order to define more precise discrete and continuous behaviour.

The generic model includes four core abstract events: Transition, Actuate, Sense, and Behave. The Transition
event allows for changes in the current discrete states to be caused by controller decisions or any input from the plant,
environment, or user. The guard of this event states that input states are defined (grdl) and the action allows to
updates the discrete states (act1l) non-deterministically. The Actuate event is a type of continuous event that allows
only continuous states to be updated using the continuous before after predicate operator. This event’s action (actl)
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MACHINE Generic EVENT Actuate
VARIABLES ¢, 2., z,, e e
INVARIANTS ¢, 8, H, b
invl: t € RY — WHERE
inv2: z. € STATES EVENT Transition grdl : t" >t
inv3: CRT S ANY s grd2 : eq € DE(S)
T"V4j ”’OP dca WHERE grd3 : Solvable([t, t'], z,, eq, H)
E‘;']‘EVN'T[S +t] € dom(zy) grdl : s € P1(STATES) grdd : s C STATES
THEN grds:xs € s
INITIALISATION
THEN actl : x5 :€ s grdé : HC S
it 0 END grd7 :z,(t) € H
actl : t:= THEN
act2 : x4 :€ STATES . .
actl : xp :|y_, eq& H
act3 : zp:€ {0} = S END
END

Code Snippet 3.2: Generic model events

updates continuous states (x,,) that comply with a differential equation (plant dynamics) under the solvability condition
(grd2 - grd3) and a constraint H on the plant evolution domain (grd6 - grd7). Furthermore, there are more guards to
satisfy mode automaton (grd4 - grd5) and the time is advanced (grdl).

EVENT Sense EVENT Behave
ANY s ANY s
WHERE WHERE
grdl : s € PI(STATES) grdl :t' >t
grd2 :p € P(STATES X R x S) grd2: eq € DE(S)
grd3: (zs — t > zp,(t)) €p grd3 : Solvable([t, t'], xp, P, T)
THEN THEN
actl : x4 :€ s actl 1 xp iy eq& T
END END END

Code Snippet 3.3: Generic model events

The Sense event is a type of discrete event used to model the hybrid system’s sensing behaviour. The event’s
action enables non-deterministic updating of discrete states (actl) by observing both discrete and continuous states
with respect to time (grdl - grd3). At this abstract level, sensing is considered instantaneous, but a delay can be
introduced through refinement. The last event Behave is also a continuous event that updates continuous states similar
to the Actuate event. This event allows the plant to express any behaviour (outside of normal control) caused by
environmental factors such as wind, heat, pressure, and so on. The event’s action (act1) updates continuous states ()
that comply with a differential equation (plant dynamics) under the solvability condition (grd2 - grd3) without any
constraint T (means anything can be happened) on the plant evolution domain, and time is advanced (grd1l).

All of the above generic model events are abstractly defined in order to capture the core functionalities of hybrid
systems. The generic model and events can be refined to develop any complex hybrid system using any architecture de-
sign pattern. We have used this generic model for implementing different architecture patterns [20] and approximation
patterns [41].

Hybrid Model Simulation

Our goal is to provide a simulation environment for the generic formal framework. So far, there is no mechanism
for simulating or animating an Event-B hybrid model. Note that the ProB [Leuschel 2003] tool only supports model
checking and animating the Event-B discrete model. We propose a simulation framework for animating and simu-
lating Event-B hybrid systems in order to validate our hybrid models and ensure that controller and plant behaviour
are correct. The proposed framework enables the transformation of hybrid Event-B models into Simulink/Stateflow
models [MathWorks 2021]. The translation mechanism is straightforward and simple, with the discrete part of the
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Figure 3.4: Simulink model

hybrid model developed in Stateflow and the continuous part modelled in Matlab user defined function. Our prime
focus regarding the approach is to preserve the separation between the discrete and the continuous aspects.

Fig. 3.4 shows a simple simulink model with required components derived from Event-B hybrid models. The
Stateflow model is made up of several states (modes) that are linked together by transitions that correspond to Event-B
guards. The goal of these modes is to transition between different states. The switch is determined by the plant states
detected by sensors. The discrete variables in each state can be updated using entry, exist and during actions, which
can be identified from the Event-B model. An initial state of the stateflow model can be determined corresponding to
the initial state of the Event-B model. Plant dynamics is a differential equation associated with each state describing
the physical evolution of the continuous variables. In the translated model, the continuous behaviour of a plant is
represented by a Simulink block: Matlab user defined function. In this block, we encode dynamic behaviour of the
plant described in the Event-B model in Matlab. Finally, the output of this simulink block is connected to the Stateflow
model as an input to the model, as well as a sink block, Scope, to display the simulation result. The proposed translation
schema with examples is described in [36].

In the Simulink environment, we can simulate the translated model. In the simulation, we can simulate the entire
behaviour of the hybrid system by using a range of input values. Moreover, the hybrid system simulation assists in
validating the given invariants and determining the possible range of system input and output that satisfy the possible
safety properties. The use of simulation plays a key role in the development of hybrid systems. By analysing simulation
results, we can validate the discrete and dynamic behaviour of the hybrid Event-B model. This simulation emulates
the required behaviour based on the results of the formal models, allowing them to be used effectively to evaluate the
developing hybrid system. Moreover, the simulation results may aid in identifying potential flaws in the developed
model. If an error will be discovered during simulation, we can modify the hybrid Event-B model. This process can
be applied iteratively to obtain a correct hybrid model satisfying continuous and discrete behaviour. It is important to
note that the generation of Simulink models is cost effective and it leads to a system implementation that can be used
to deploy a real system.

Moreover, we develop an approach to use the completeness and disjointness properties of well-formed tabular
expressions to aid us in establishing those properties in Stateflow models in [71]. From the Stateflow models, we
generate a new kind of tabular expression that includes extended output options. We use the informal Stateflow
semantics from MathWorks documentation as the basis for generating our tabular expressions. The generated tabular
expressions are then used to guarantee completeness and disjointness. We provide a transformation algorithm that we
are implementing in a tool to automatically generate tabular expressions from Stateflow models.

A Formal Approach to Rigorous Development of Critical Systems

In this section, we propose a framework based on formal methods for developing safety-critical systems. This frame-
work is depicted in Fig. 3.5, which is adopted from our previous work [1][32][83][98]. In this new framework, we
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Figure 3.5: A Formal Framework for Developing Critical Systems

introduce a new step for documenting system requirements using tabular expressions that are used to automate the task
of formal modelling. Note that the presented framework in [1][32][83] does not support the requirement documenta-
tion and refinement automation to produce a formal model in Event-B automatically. Further, verification, validation
and interactive simulation processes can be used to check the generated formal model. Finally, source code can be
produced from the corrected and proved formal specifications. All these steps of the system development are shown in
Fig. 3.5. This development framework assists in automation of the development process. In addition, to automate the
development process of the proposed framework, we also develop a set of required tools to support various steps from
requirement analysis to implementation. A detailed description of these steps is described in the following sections.

Informal System Requirements

Software requirements specification is widely used in a restricted form of natural language that is produced by most
of the industries today. A natural language representation consists of functional and non-functional requirements that
is also convenient for different stakeholders, such as technical and non-technical, to comprehend the system require-
ments. This is the first step in our framework for developing system requirements in natural language following basic
guidelines given in [Sommerville 2004] to describe essential ingredients, for example, functional requirements, non-
functional requirements, system evolution, exceptional events requirements, validation criteria, assumptions, trace-
ability, and system data, needed for building a system without considering design and implementation.
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Requirements Model Development

In our proposed framework, to deal with inconsistent and incomplete requirements, we use tabular expressions to
specify the system requirements from natural language informal requirements. A tabular expression presents a relation
between input and output, and control variables for describing the system requirements unambiguously. The presented
layout of these tables is clearly readable but yet still formal, which can help software engineers and other stakeholders
to check the completeness and disjointness of the given requirements. In our work, we use horizontal condition table
(HCT) to generate requirements models. For documenting the system requirements and to check the correctness of
produced tables together with satisfying the required properties of disjointness and completeness, we use the TET
tool [Eles 2011]. This tool is integrated with a tabular expression editor and requirements checking tools, such as a
SMT solver, ATP and PVS.

Formal Development

In our framework, we propose a new refinement-based method to constructing the Event-B model for formal verifi-
cation from the requirements model defined in tabular expressions. In order to produce formal models from tabular
expressions, we can use refinement that allows us to construct a model progressively by traversing tabular requirements
using a correct-by-construction approach [61][9]. The proposed strategy is suitable for any formal language that can
support refinement based development. It should be noted that in this work, we use the Event-B modelling language,
which supports refinement based progressive development. A detailed description of the refinement automation, in-
cluding tools support, is provided in Section 3.1.

Formal Verification

Formal verification is an important step for proving and disproving the correctness of intended behaviour of a for-
malised system under the given safety properties and assumptions. To check the consistency and correctness of the
generated formal model, we can use an automated theorem prover in the process of system verification. The formal
verification ensures that the model is designed correctly, the developed formal specification has required properties and
the generated models do not contain errors, oversights, or bugs. In our framework, this formal verification step allows
introducing a list of safety properties in the generated models. The safety properties can be introduced either in each
refinement level or in the last concrete model. Introduction of safety properties is essential to check the correctness of
system behaviour. We can use the Rodin development framework [Abrial 2010b] for project management and model
verification through syntactical checking and refinement checking. In addition, this tool can be used for proving the
generated proof obligations. In case of finding any inconsistency in the model during the system verification process,
we can modify the model obtained from the previous step of the development process. We can do it iteratively to get
a correct model.

Formal Validation

Formal validation is a process to determine the formalised model is an accurate representation of the real world from
the perspective of the intended user. It uses a small data set for validating and analysing the formalised requirements.
The validation process ensures that the generated and formally verified models fulfil the intended requirements by
the methods employed and the results obtained. Model checkers allow for verifying systems requirements clearly
and to make the formal techniques easier to use while offering a high degree of automation. In our framework, we
emphasise using the tools of model checking to validate the verified and developed formal models. In fact, we use
the ProB [Leuschel 2003] model checker in our framework to validate the generated formal models. The selected
tool ProB allows for checking the Event-B models. If this tool finds any counterexample or a model does not satisfy
the desired behaviour, then the model obtained from the previous step can be modified. This iterative process can
be applied by satisfying the required safety properties until it finds a correct formal model (without any error or
counterexample).
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Interactive Simulation

The use of formal methods for rigorous reasoning and validation using a model checker is not enough for designing
safety-critical systems, when stakeholders do not have an adequate understanding of mathematical reasoning, such as
typical domain experts in the medical domain. In our development framework, we use an interactive simulation [93]
for retrieving data from the system environment and use this retrieved data for performing the model animation of the
developed formal model. This model animation can be used by domain experts to understand the desired functional
behaviour without understanding the developed formal models of the given system. The simulation framework is
depicted in Fig. 3.6, where Data Acquisition is used to measure the physical phenomena or physical property in form
of input data, Features Extraction is used to extract the required features from input data, Disk can used to store
the extracted features, Brama Plug-in is used to interface between the Event-B model and a visual animator. Visual
Animation is a dynamic graphical animation to show system behaviour or system activities, and the Event-B model
is a model of the formalised system that can be used to animate with the help of an interface plug-in. A detailed
description of this architecture is available in [93]. Note that the same architecture can use Functional Mock-up
Interface (FMI) [Blochwitz 2011, Savicks 2014] in place of Brama Plug-in for developing an interactive simulation.

This interactive simulation performs the required behaviour as per the results of the formal models so that they
can be used effectively to evaluate a system and to correct the sources of faulty behaviours. Such technique can
be useful when domain experts are involved in the system development. In our framework, we use the interactive
simulator for checking the correctness of system behaviour according to domain experts. If any error is discovered
by the domain experts, then the feedback approach allows us to modify the previous development steps. In this phase
of the development, most of the errors can be discovered by the domain experts. This interactive simulation can be
applied iteratively until the final correct simulation model is accepted by the domain experts.

Code Generation

This is the last stage of our proposed framework. It produces a target language source code for system implementation
from the formalised, proved and validated formal models. This development phase involves the major executable
components, definitions of concrete data structure, and some auxiliary structures or functions that may be assumed in
a design. In our proposed framework, we use our developed tool EB2ALL! [88] to generate source code in a desired
programming language from the verified formal specification. The code generation tool EB2ALL is a collection of

Thttp://singh.perso.enseeiht.fr/eb2all/
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plug-ins that allows producing code in C, C++, Java, C# and Solidity in Rodin IDE [Abrial 2010b]. In order to
produce a correct code, we need to apply pre-processing to refine the developed system to make it more concrete and
deterministic by removing the abstract variables and by providing the language-dependent data range for each variable.
The new refined model must be proved before applying the code generation process. A set of contexts and concrete
machine can be identified from the selected project, that can be further used for code generation through parsing,
and syntactical and semantic analysis of the Event-B model. The code generation process successfully translates the
Event-B concrete model by supporting the defined constants, enumerated sets, functions, variables, arrays, parameters,
events, guards and actions with arithmetic and logical operations. An Event-B model is a collection of events, where
each event is converted into an equivalent function. A generated file contains appropriately generated constants, local
and global variables, arrays, functions, and events which are generated from an Event-B model using lexical and
syntactic analysis. In addition, this tool provides flexibility to choose to generate optimised or sequential code.

Supporting Tools

We provide a tool-chain to support the rigorous development framework. It should be noted that we have used existing
tools and developed some new tools to support this framework. For example, with respect to existing tools, we use
Rodin [Abrial 2010b] and ProB [Leuschel 2003] tools support for model development, including verification and vali-
dation, and with respect to our developed tools, we use the TET [Eles 2011] tool for documenting system requirements
in tabular expressions, TX2EB [Jiang 2015] for generating Event-B models from the documented system requirements
in tabular expression form, and EB2ALL [88] for code generation in various programming languages. In addition, the
prime motivation for our work is to pave the way for automated tool support for the proposed framework.

F3FLUID: A Formal Framework for Developing Safety-Critical Interactive Systems in FLUID

Due to the complex nature of interactive systems, particularly safety-critical interactive systems, their engineering has
resulted in the development of several notations, techniques and methods for the design of high-quality interactive
systems that have been borrowed from various disciplines like psychology, cognitive science, ergonomy, and com-
puter science. These methods and techniques are designed to address different stages of the development cycle. They
are intrinsically heterogeneous, resulting in heterogeneous models due to different semantics and abstraction levels.
To address the disadvantages of heterogeneity, we propose developing a modelling language that incorporates spe-
cific characteristics related to the design, verification, and validation of safety-critical interactive systems at a higher
abstraction level. This work is carried out in the ANR funded project, FORMEDICIS. The goal of this project is
to propose a suite for developing and designing safety-critical interactive systems. This suite consists of the inte-
gration of a unified formal framework, F3FLUID [22][42, 47], and associated tools. This framework is based on
the FLUID (Formal Language of User Interface Design) core pivot modelling language, which is a domain-specific
language for describing safety-critical interactive systems at a higher abstraction level. It enables the description of
specific interactive domain properties by associating domain concepts with state variables and events, user scenarios
recording so-called "story boards," and logic-based behavioural properties via annotation. The framework’s associated
formal modelling techniques and tools aid in the design of models at various abstraction levels, such as the analysis of
interaction properties, domain properties, and graphical simulation of models.

The F3FLUID modelling framework supporting the correct by construction approach is depicted in Fig. 3.7. For-
mal verification and validation techniques (right part of Fig. 3.7) are linked to a FLUID model (left part of Fig. 3.7)
in this framework. The results of the analyses provide feedback on the original FLUID model, which is depicted by
dashed arrows. Finally, the models associated with these verification and validation techniques can be used to develop
an application.

We chose Event-B [Abrial 2010a], ProB [Leuschel 2003], and Interactive Cooperative Objects [Navarre 2001a,
Hamon 2013] that can support the F3FLUID for handling modelling, refinement, verification, animation, simulation,
and implementation. Note that the F3FLUID is not dependent on the selected tools, but it can be used with other
techniques and tools such as Smala/Djnn [Magnaudet 2018] and Electrum [Brunel 2018].
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Figure 3.7: F3FLUID framework

A FLUID model is translated into an Event-B model, as shown in Fig. 3.7. To ensure the correctness of trans-
lated models as well as the defined properties, all generated proof obligations must be satisfied. On this Event-B
model, two additional verification techniques are used. First, the ProB model checker, which is linked to Event-B, is
used to validate other properties, specifically those expressed using temporal logic. ProB is also used for validation
due to its ability to perform Event-B model animation and use this animation to check the scenarios expressed in
FLUID. Second, the Event-B models are transformed into Interactive Cooperative Object Petri net models to check
additional properties, as well as animating the modelled interactive system where interactive objects are linked to Petri
nets [Murata 1989, Barboni 2003].

Stepwise design of the FLUID pivot model

When dealing with complex interactive systems, developing a FLUID model may necessitate multiple iterations.
Starting with a basic model, it is gradually enhanced by adding design decisions and handling requirements. It is
important to ensure that the enriched model retains the behaviours and properties expressed in the original model. We
use the Event-B refinement mechanism to meet the requirement of preserving behaviour and properties. As a result,
the framework of Fig. 3.7 has been extended to handle the stepwise FLUID model design process. The resulting
framework is shown in Fig. 3.8.

In the framework of Fig. 3.8, we define a series of layers issued from Fig. 3.7. Event-B refinement is used to check
FLUID model extensions as follows.

According to Fig. 3.8,

* a FLUID model FLUID Model i is transformed into Event-B Model i for which analyses are performed;

* a FLUID model FLUID Model j is defined by the designer as a possible enrichment or extension of the FLUID
Model i and another Event-B Model j is obtained after transformation;

* the designer shall check that Event-B Model j refines Event-B Model i. If this refinement is proved, then, we
can guarantee that the behaviours and properties are preserved, else, the feedback returned by the analysis of
Event-B Model j is used to update the FLUID Model j.

The above process is repeated until the designed model handles the expression, verification and validation of the
system requirements.
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Note that the progressive safe FLUID enrichment allows to add the required safety properties and low level system
requirements related to interactive system. These refinements preserve the relations between an abstract model and
its corresponding concrete model, while introducing low level details and new properties to specify more concrete
behaviour of the system. Thanks to the correctness of the Event-B refinements, this incremental development guar-
antees the correctness of concrete behaviour of an interactive system with respect to the abstract model. The abstract
and refined Event-B models are checked with the Rodin tools. The analysed models provide feedback to the original
FLUID model shown in Fig. 3.8 as dashed arrows.

The generated Event-B model employs the Rodin tool to check the syntactical correctness and consistency of the
modelled system under the given safety properties. The generated proof obligations (POs) must be discharged to es-
tablish the correctness of the Event-B model. These generated POs can be discharged automatically or interactively
through simplification. The ProB [Leuschel 2003] tool is used for model validation and model animation. ProB sup-
ports automatic consistency checks, constraint-based checks and can also detect potential deadlocks. Note that the
Event-B model produced is directly used in ProB. We use ProB to show the absence of errors (there is no counterex-
ample) and the absence of deadlock. Furthermore, we can describe the properties of the FLUID model defined in LTL
formulas to check the correctness of interaction properties of the produced model. Finally, the proven Event-B model
can be used to derive the ICO model. We extract the Petri nets model of the Event-B model, which is crucial in the
development of the ICO model. It should be noted that other ICO model components, such as the presentation part,



3.2. Modelling & Designing Frameworks and Patterns 45

Tagect @ Datatype and Constant declaration
translation function

Tst . State variables translation function

Tevt . Events translation function

Tyra :  Event’s guards translation function

Tact . Event’s actions translation function

Tozm - Axioms translation function

Texp :  Expressions translation function

Tprop @ Properties translation function

Table 3.3: Transformation function

INTERACTION Component_Name
DECLARATION
Tueet (SETS 5) /iSets
Tiect gCONSTANT c) //Constant
STATE
Tst (v) //Variable without @tag
Tst gv@tag) /[Variables with domain-specific Qtag
EVENTS
INIT
Teve ( /[Events
Event evtQtag|z]
where
Tyrd (G(s7 c,v,a;,v@tag,;v@tag)) //Guard
then
Tact ((v, v@tag) : |(BA(s, c,v,xz,v’,vQtag, xQtag, v'@tag)) //Action
end
ASSUMPTIONS
Tazm (A(s, c)) //Axioms
REQUIREMENTS
PROPERTIES
Tprop (Prop(s, c,v,v@tag)) //Safety properties
END Component_Name

Table 3.4: FLUID Model transformation

rendering, and activation functions, can be provided for animating the ICO model.

FLUID to Event-B Transformation

The core concepts of the transformation process from FLUID to Event-B are straightforward. Table 3.3 shows a set
of transformation functions corresponding to FLUID clauses (see Table 3.4). These transformation functions are used
to produce the Event-B context and machine. In the Event-B generated model, the context and machine models are
produced corresponding to the static and dynamic properties of the FLUID model. Note that the supported symbols,
datatypes and expressions of the transformation process is straight forward because the FLUID language operators and
syntax are close to the Event-B modelling language. The FLUID language is underpinned on the basic formal syntax
of Event-B modelling language extending modelling features to capture domain specific requirements and properties
for critical interactive systems.

This translation process has been implemented, Fluid2EB?, as an Eclipse plugin using the Xtext language mod-
elling facilities and the Xtend model manipulation language [Bettini 2013]. It relies on the FLUID and Event-B
language implementations done with Xtext that share parts of their expression and action sub-languages. These com-
mon parts allow to ease the implementation of the translation process and focus on the FLUID specific elements and
especially the management of the domain-specific metadata (the tags).

2See the development forge at https://sourcesup.renater.fr/projects/anr-formedicis
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Event-B to ICO Transformation

As both modelling techniques are state based, the Event-B notation is particularly suitable for translation into an ICO
notation. There are several similarities between the two modelling languages, in fact they are based on the same
kind of semantics: transition systems. Ultimately, every finite Event-B model can be represented unambiguously by a
reachability graph that provides all possible states that can be reached from the original model initial state using the
allowed transitions. Similarly, the underlying reachability graph of the ICO model represents the state space consisting
of all the marking configurations and the transitions between states resulting from the firing of the transitions in the
original Petri nets. We develop an algorithm that allows an ICO model to be derived from an Event-B model. The
algorithm must produce a readable and editable Petri nets since the final result will be analysed and even modified by
engineers using the Petshop environment [Barboni 2003].

The translation process is divided into three steps. To begin, identify a set of Event-B variables and create clusters
based on their appearance to create a Petri subnets. Second, determine the composition relationships among the
constructed Petri subnets. The guard-body relationship is a precedence relationship derived from the appearance of
variables in the model events’ guards and bodies. For example, if a subnet has some variables included in the guard
of some events, the event will proceed to all subnets whose variables are updated by the same event. Finally, we need
to set the initial marking for the entire Petri nets. The initialisation event is appropriate for this purpose. In fact, this
event will determine where a token will be placed and will also provide the initial state of the Petri net. The process
allows to derive an object Petri nets from an Event-B model. However, in order to fully produce an ICO model, the
other components, namely the presentation part, the activation function, and the rendering function, must be developed
manually. Petshop [Barboni 2003] can be used to analyse the generated ICO models.

A detailed description about this framework, including transformation strategy for producing Event-B models,
ICO models, and the required tool support, is provided in [22][42, 47].

MVC Pattern for Structuring Event-B Models of WIMP Interactive Applications

Another important contribution is to propose the structuring of Event-B models of interactive systems using model-
view-controller (MVC) [Krasner 1988] and to demonstrate the benefits from doing so [24][58]. Here, we describe
a formal approach for structuring and developing an interactive application using a correct by construction process.
This development approach is derived from the MVC architecture [Krasner 1988]. In fact, the core architecture of this
developing approach is similar to MVC but each component of the MVC is defined progressively using refinement
calculus [Back 1998, Abrial 2010a]. This development approach is depicted in Fig. 3.9. In this proposed architecture,
we show the classical scheme of MVC with possible interaction protocol and refinements for each MVC component.
In Fig. 3.9, each triangle represents possible refinements corresponding to the MVC components. Note that these
triangles are overlapped with other triangles due to some shared variables and functional behaviours between the
MVC components. Such refinement strategy allows us to analyse and reasoning a complex behaviour of an interactive
application under the given constraints. Initially, an interactive application can be defined abstractly and then it can be
refined by introducing more concrete behaviour using new state variables, events and properties.

In this development approach, first, we formalise the model component, which describes a very high level of
abstraction of an interactive application in form of system modality. The system modality can be introduced in several
refinement layers. Each refinement step introduces system level modality related to subsystem for analysing the
required safety properties and for guaranteeing the correctness of modes transitions of an interactive application.
The next step of the development is to introduce the controller component and the required controller behaviour.
Similar to the previous development, the controller components can be introduced progressively for each subsystem.
In this development, we define static and dynamic properties. The static properties related to the controller can be
defined by extending the context of the model, while the controller components and dynamic properties can be defined
by introducing a set of new events and by refining the abstract events. In each refined model, the required safety
properties can be introduced to meet the desired behaviour of the interactive application corresponding to the defined
controller. After introducing the model and controller components in the developing interactive system, we introduce
the view component. In this refinement, we introduce all visual and graphical elements, such as buttons, radio buttons,
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Figure 3.9: MVC structuring for Event-B models

labels, of an interactive system. These graphical elements can also be introduced in several refinements as similar
to the previous developments. Note that these newly introduced elements must be linked to the mode and controller
components in order to specify the interactive system. By adding the view components, we can prove the correctness
of the request functions and responses of the controller. A set of required safety properties can be introduced in
the progressive development to check the functional correctness of each visual elements. When all the elements are
designed and integrated, the interaction properties of each component are introduced to check the correctness of the
system interaction behaviour. Note that the formal development of the view is complex, and we need to add several
guards in different events to meet the desired properties of interaction behaviour for each view component of the
interactive systems.

We show that using architecture patterns such as MVC is of great help to define a refinement chain to support
the modelling activities involved in the design of an interactive system. Supporting this activity is very important
as the identification of a chain of refinements is cumbersome and has a great impact on proving systems correctness
and thus on meeting system requirements and safety properties. The novel presented approach consists in defining
a refinement strategy according to the MVC pattern and made of several refinement steps, each of them handling
one or more requirements. Modelling a system using a refinement approach requires to iterate multiple times until
the concrete model obtained meets the requirements and proofs, and safety properties. This is very time consuming
and usually little guidance is proposed to identify which parts to refine, how much to refine them and when. When
considering specifically interactive systems our MVC-based approach is of great support for each of these tasks.
Beyond, structuring models according to the MVC pattern supports the activity of composition and decomposition
of requirement as, for instance, the view and the controller components may share common required properties. To
the best of our knowledge, this work goes far beyond the state of the art, as there is no standard refinement approach
(directed by the defined requirements) for developing interactive systems. For non interactive systems, some related
work has highlighted the complexity and difficulty of identifying efficient refinement strategies and the associated
high cost (in term of resources at development time) [Su 2017]. On the contrary, the benefits of using MVC as a
development pattern is well known by developers but the formal methods community is not yet exploiting it enough
in the formal development of interactive systems.

A detailed description on the refinement strategy using model-view-controller (MVC) to structure and design
Event-B formal models of the interactive application is provided in [24][58].
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3.2.3 Applications

This section presents a list of applications developed in the context of hybrid systems as well as interactive systems,
taking into account the proposed generic framework based on extended Event-B that supports continuous features via
Theory plugin, and the F3FLUID framework, and MVC structuring for Event-B models.

The generic formal framework has been exemplified through the development of numerous complex and simple
case studies, such as a car with automatic braking system [56] and signalised left-turn assist system [55] [23], different
types of water tank controllers taking into account single-to-single, single-to-many and many-to-many architecture
design patterns [20][46, 48]. Furthermore, the approximation pattern [41] is demonstrated by the development of an
inverted pendulum [44] and a robot [45]. In addition, the generic framework is also used to model a complex hybrid
train speed controller [53]. The development life-cycle for rigorous development of critical systems is demonstrated
through the development of an Insulin Infusion Pump case study [25]. Similarly, the F3FLUID framework has been
exemplified through the development of an industrial case study issued from aircraft cockpit design, complying with
the ARINC 661 standard [ARINC 661 specification 2002]: Multi-Purpose Interactive Applications (MPIA) [51], and
to demonstrate the effectiveness, scalability, reliability and feasibility of the MVC Pattern for Structuring Event-B
Models, we use two different case studies [58][24]. Moreover, all these case studies are elaborated in Chapter 5.

Summary of our contribution for modelling & designing framework and patterns:

We propose a generic formal framework, development life-cycle, F3FLUID (Formal Framework For
FLUID) formal framework, and Event-B model structuring pattern using model-view-controller (MVC)
for modelling, designing and verifying various classes of critical systems. The proposed framework is
generic and extensible, and it consists of a method and a set of tools that engineers can apply and use
when developing complex systems. These frameworks and patterns includes a large set of theories that
extend Event-B with mathematical features required to model discrete and continuous behaviours, and a
series of patterns based on refinement that allow for easier design. To demonstrate the usability of our
framework and patterns, we use several complex case studies.

Project: ANR-DISCONT, IRT-INGEQUIP, ANR-FORMEDICIS

Student supervision: Ismail Mendil (PhD, 2019 —2023), Guillaume Dupont (PhD, 2017 —2021), Romain
Geniet (MS, 2017), Sasan Vakili (M.A.Sc, 2015)

Publications: [20, 22-24][41, 42, 44-48, 51, 53, 55, 56, 58, 71, 74, 75][15][103]

Software: Fluid2EB, Theories, domain-specific theories, approximation, modelling and designing pat-
terns, simulation framework, and models.

Models: https://wuw.irit.fr/~Guillaume.Dupont/models.php

3.3 Meta-modelling: Reflexive Event-B

3.3.1 Context

Meta-modelling is an engineering activity that enables the description of the core abstractions and properties to
which models must adhere together with model analysis techniques. It has been widely adopted in the field of soft-
ware engineering, particularly in model-driven engineering. Nowadays, formal methods have adopted such meta-
modelling techniques for developing theories axiomatising metamodels to represent higher level reasoning concepts
used in the specification, development and verification of complex systems [Bertot 2010, Sozeau 2020, Mufioz 1999,
Fallenstein 2015].

There are several modelling languages that enable abstract reasoning about model properties while also work-
ing on concrete models. It is referred to as a reflexive relationship. Several formal techniques have already ad-
dressed the reflexive relationship, such as in Abstract State Machine (ASM) [Borger 2003] as ASM-Metamodel
(AsmM) [Riccobene 2004] to represent core modelling constructs and semantics; Coq [Bertot 2010] with the syn-
tactic representation of Coq in Coq with Template Coq [Anand 2018] and the semantics in MetaCoq [Sozeau 2020].
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A similar approach exists for VDM [Jones 1986, Bjgrner 1978] with MURAL [Jones 1991], an interactive mathe-
matical reasoning environment extended to support VDM [Bicarregui 1991] specifications based on meta-modelling
of VDM concepts. The reflection principle [Fallenstein 2015] is also implemented in Isabelle/HOL [Nipkow 2002]
to build a HOL model within HOL to analyse and reason about various modelling concepts such as infinite hierar-
chy of large cardinals, polymorphism, verifying systems with self-replacement functionality, etc. In PVS, Miltra et
al. [Mitra 2005] proposed strategies concepts for proving abstraction relation between automata, based on theories
and templates. Ebner et al. [Ebner 2017] described the meta-programming framework used in Lean [Moura 2021],
which is an interactive theorem prover based on dependent type theory. This framework provides a mean for re-
flecting object-oriented expressions into a metalanguage by extending Lean object language based on Lean mod-
elling constructs. In [Paul van der Walt 2012], the authors presented reflection in Agda [Stump 2016] in the style of
Lisp [McCarthy 1959], MetaML [Taha 1997], and Template Haskell [Sheard 2002], as well as several typed program-
ming applications.

In the case of Event-B, the formalisation of contexts (and only contexts) in the Event-B language has been
proposed using structural embedding [Bodeveix 2021]. In the same context, the B method has been embedded in
PVS [Muiioz 1999], allowing users to benefit from B modelling power while also gaining access to the proving power
of the PVS theorem prover [Owre 1992]. However, this embedding is not formalised, and leads to the use of two
separate methods.

Event-B [Abrial 2010a] is a state-based formal method supporting the development of complex systems following
a correct-by-construction approach. It is based on set theory and first-order logic, and it uses the Rodin integrated
development environment. Currently, the core modelling features of the Event-B language enable abstract system
modelling as state-transitions systems, refinement based development, and interactive and automatic proofs. There are
also a number of other RODIN plugins available to help with other modelling requirements, such as composition/de-
composition [Silva 2012], Theory plug-in [Abrial 2009, Butler 2013], code generation [88][Fiirst 2014] etc. Among
these plugins, the Theory plug-in offers powerful means to extend Event-B enabling for the development of additional
data types, theories, and operators to extend the core modelling concepts and features of Event-B [37]. For example,
Dupont et al. [44][20][Dupont 2021] have developed a set of theories to integrate continuous features in the Event-B
modelling language for modelling differential equations.

Currently, Event-B framework only offers standard proof obligations (POs) that are generated automatically: in-
variant preservation, theorems proofs, variant decreasing, simulation, event feasibility, guard strengthening, etc. For
additional verifications, such as deadlock freeness, liveness, event scheduling, reachability, and domain specific prop-
erties, the designer relies on other tools based on interactive proof systems and model checkers. They require ad hoc
modelling from the designer for each formalised model. This process may be fastidious and must be repeated for
each model to be analysed, making it not-reusable. Bacause, there is a lack of access to and explicit manipulation of
Event-B concepts, it is impossible to express generic properties at a higher order level associated with extra reusable
POs in a theory that permits automatic generation of such POs for any designed model.

3.3.2 Our contributions

In this context, we propose the first framework for reflexive Event-B: EB4EB [39]. EB4EB is an Event-B-based
modelling framework that enables the explicit manipulation of Event-B features through the use of meta modelling
concepts. To cover Event-B modelling language semantics, this framework relies on a set of Event-B theories that
define data-types, operators, well-defined conditions, theorems, and proof rules. It allows for the manipulation of
static and dynamic aspects of Event-B modelling features, to encode new proof obligations related to other types of
properties once and for all. Deep and shallow modelling approaches are proposed to exploit this framework based
on the instantiation of the introduced features at the meta level. In addition, a case study demonstrating the use of
our framework using the deep and shallow embedding approaches is developed. The Rodin platform, which handles
Event-B models and proofs, underpins the entire framework.
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The EB4EB Framework

The main objective of the EB4EB reflexive framework is to provide explicit manipulation of the Event-B components
as first-order objects, making it possible to reason on these objects and define new analysis techniques. In order to
develop this framework, the concept of Event-B machine is formalised as a data-type in a theory (a meta-theory), to-
gether with a set of axiomatised operators. These axiomatic definitions formalise the state-based semantics of Event-B
models (contexts and machines). In addition, the meta-theory is equipped with relevant proved (once and for all) the-
orems useful for discharging the generated POs. There are two possible instantiations, shallow and deep embeddings,
that can be used to obtain an Event-B model by instantiating the defined meta-theory to define states, events, guards,
invariants, variant and related properties. Furthermore, we must ensure the correctness of the instantiated models, so
during instantiation, a set of POs related to well-definedness conditions is generated. These POs ensure the Event-
B machine is consistent, including invariant preservation, event feasibility, variant progress, theorems hold, etc. as
defined in the Event-B semantics.

THEORY EvtBTheo
TYPE PARAMETERS
STATE,EVENT
DATATYPES
Machine(STATE, EVENT)
CONSTRUCTORS
Cons_machine(
Event : P(EVENT),
State : P(STATE),
Init: EVENT,
Progress : P(EVENT),
AP . P(STATE),
Grd : P(EVENT x STATE),
BAP :P(EVENT x (STATE x STATE)),
Inv : P(STATE)
Thm : P(STATE))
Variant : P(STATE X Z),
Ordinary : P(EVENT),
Convergent : P(EVENT),

Code Snippet 3.4: Event-B Machine Datatype

Meta-Theory for Event-B

The Event-B meta-theory EvtBTheo introduces the STATE and EVENT type parameters in Listing 3.4 to represent
machine’s states and events. These type parameters are used to define an Event-B machine in the DATATYPES clause,
and then a constructor Cons_machine is defined in the CONSTRUCTOR clause to represent each machine compo-
nent, such as events (Event, states (states), initial event(Init), progress events (Progress), after-predicates (AP), guards
(Grd), before-after predicates (BAP), invariants (Inv), theorems (Thm), variants (Var), ordinary events (Ordinary), and
convergent events (Convergent). Further, a set of operators is defined to ensure the correctness of machines. For
example, Listing 3.5 excerpts some of the operators: BAP_WellCons to check that all progress events are associated
with defined BAP; Grd_WellCons to check that progress events are possibly guarded; Event_WellCons to check that
the initialisation event belongs to machine events; Variant_WellCons to check that the variant states are convergent;
Tag_Event_WellCons to check that machine events are composed of an initialisation and progress events. At last,
Machine_WellCons operator is defined as a conjunction of the operators to ensure a machine is well-structured.

The machine data-type offers operators to access and manipulate machine concepts. To complete the definition
of a consistent machine, we need to introduce the well-definedness conditions that encode the behavioural semantics
and correctness criteria. The other POs associated to Event-B machines are formalised as operators in the meta-
theory, as shown in Listing 3.6. In general, these operators are defined inductively on the structure of a machine (for
initialisation and progress events). All the POs of an Event-B machine are gathered in a conjunction in the check_-
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BAP_WellCons < predicate > (m : Machine(STATE, EVENT))
direct definition
dom(BAP(m)) = Progress(m)
Grd_WellCons < predicate > (m : Machine(STATE, EVENT))
direct definition
dom(Grd(m)) = Progress(m)
Event_WellCons < predicate > (m : Machine(STATE, EVENT))
direct definition
partition(Event(m), {Init(m)}, Progress(m)
Variant_WellCons < predicate > (m : Machine(STATE, EVENT))
direct definition
Inv(m) < Variant(m) € Inv(m) — Z
Tag_Event_WellDefined < predicate > (m : Machine(EVENT,STATE))
direct definition
partition(Event(m), Ordinary(m), Convergent(m), Init(m) € Ordinary(m)

Machine_WellCons < predicate > (m : Machine(STATE, EVENT))
direct definition
BAP_WellCons(m)A
Grd_WellCons(m)A
Event_WellCons(m)A
Tag_Event_WellCon(m)A
Variant_WellCons(m)A

Code Snippet 3.5: Operators of well-defined datatypes

Machine_Consistency. This operator formalises the machine’s behavioural semantics and general correctness. When
this operator is used in a theorem clause, a well-definedness is automatically generated, together with the PO associated
to the proof of the theorem. Proving the theorem ensures the consistency of the machine, defined as an instance of the
meta-theory.

Finally, in recent work [35], we extended EB4EB framework to support new analysis, possibly non-intrusive,
mechanisms associated to different properties not expressed in core Event-B. In this work, we present three properties,
deadlock freeness, invariant weakness analysis and reachability, to demonstrate extension of reasoning mechanism
using the reflexive Event-B. For reasoning about different properties of the Event-B model at the meta level, the
EB4EB framework theories can be instantiated using either a deep or shallow embedding approach. Furthermore,
our reflexive framework EB4EB has been extended to formalise and operationalise the automatic generation of proof
obligations associated with liveness properties expressed in LTL. Moreover, we used the trace-based semantics to
demonstrate the soundness of this formalisation, and provide a set of intermediate and generic theorems to increase
the rate of proof automation for these properties [34].

3.3.3 Application

We have demonstrated the approach on the clock model developed in both core modelling language and deep and
shallow modelling. Both deep and shallow instantiated clock models preserve the required safety properties and
functional behaviour encoded in theories. In addition, our developed theories have been applied on several case
studies [38] to assess the expressiveness, effectiveness, portability, and scalability of our approach. On various case
studies, we used both deep and shallow embedding approaches, as well as extended reasoning mechanisms. The use of
deep and shallow modelling approaches resulted in the generation of several new POs. The most of the generated POs
are associated with an extended reasoning mechanism and well-defined conditions for each operator. All the generated
POs are successfully discharged. Note that most of POs are discharged interactively simplifying the complex predicate.

Note that the EB4EB modelling concepts are formalised once and for all, meaning that they are reusable and don’t
need to be proven again. However, these theories must be instantiated in new developments, and the generated WD
POs must be discharged to check instantiation is correct. Moreover, it is possible to conduct non-intrusive analysis
for Event-B models in Event-B without resorting to another formal method requiring additional proofs to guarantee
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Mch_INV_Init < predicate > (m : Machine(STATE, EVENT))
direct definition
AP(m) C Inv(m)
Mch_INV_One_Ev < predicate > (m : Machine(STATE,EVENT),e: EVENT)
well-definedness
e € Progress(m)
direct definition
BAP(m)[{e}][Inv(m) N Grd(m)[{e}]] C Inv(m)
Mch_INV < predicate > (m : Machine(STATE, EVENT))
direct definition
Mch_INV_Init(m) A (Ve - e € Progress(m) = Mch_INV_One_Ev(m,e))
Mch_FIS_Init < predicate > (m : Machine(STATE, EVENT))
direct definition
Inv(m) N AP(m) # @
Mch_FIS_One_Ev < predicate > (m : Machine(STATE, EVENT), e : Event)
well-definedness
e € Progress(m)
direct definition
Inv(m) N Grd(m)[{e}] C dom(BAP(m)[{e}])
Mch_FIS < predicate > (m : Machine(STATE, EVENT))
direct definition
Mch_FIS_Init(m)A
(Ve - e € Progress(m) = Mch_FIS_One_Ev(m,e))
Mch_NAT_One_Ev < predicate > ...
Mch_NAT < predicate > ... Mch_VARIANT One_Ev < predicate > ...
Mch_VARIANT < predicate > ...
Mch_THM < predicate > ...

check_Machine_Consistency < predicate > (m : Machine(STATE, EVENT))
well-definedness
Machine_WellCons(m)
direct definition
Mch_INV (m)A
Mch_FIS(m)A
Mch_NAT(m)
Mch_VARIANT(m)A
Mch_THM(m)

Code Snippet 3.6: Well-defined datatype operators and machine consistency

the correct embedding of Event-B. In addition, we have enriched the RODIN prover with relevant and proved rewrite
rules, included in tactics, leading to a high proof automation rate.

Summary of our contribution for reflexive Event-B:

We propose the EB4EB framework that allows users to manipulate Event-B features explicitly using re-
flection and meta-modelling concepts. It relies on Event-B theories that define data-types, operators, WD,
theorems and proof rules to formalise the semantics of Event-B. The developed theories enable manipula-
tion of the static and dynamic properties of Event-B, including new POs associated to deadlock freeness,
liveness, reachability, composition/decomposition, and so on. Deep and shallow embedding are used to
instantiate the defined theories of the EB4EB framework in the Rodin development environment. In addi-
tion, we extend the core reasoning mechanism of Event-B by developing new theories based on Event-B
meta-modelling concepts to express deadlock freeness, ill-events and invariant strengthening, reachability,
generation of new proof obligations associated with liveness properties expressed in LTL. Finally, the re-
flexive EB4EB framework is evaluated using various case studies.

Project: EBRP — Enhancing EventB and RODIN: EventB-RODIN-Plus (funded by ANR)

Student supervision: Peter Riviere (PhD, 2020 — continue)

Publications: [21][37, 39][34, 35]

Software: EB4EB framework, meta-theories, models

Models: https://www.irit.fr/ Peter.Riviere/research
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3.4 Environment Modelling

34.1 Context

Patient safety is a global challenge that requires practical knowledge and technical skills in clinical assessments,
embedded systems, and software engineering including human factors and systems engineering (HFE). Many incidents
related to patient safety are due to lack of attention to HFE in the design and implementation of technologies, processes,
and usability [Carayon 2009].

The medical device manufacturers use an artificial environment model for simulating and testing the functionalities
and effectiveness of medical devices. Such type of environment models are very expensive and critical to use for
testing and validating the medical devices. These models are based on complex mathematical equations, that require
high computation and large memory for simulating the environment. However, these models are not able to simulate
and to check the overall functionalities of a device. For example, an IIP requires an interactive glucose homeostasis
environment to verify the correctness of system behaviour. Medical devices are tightly coupled with the biological
environment in which they are designed to work. They use actuators and sensors to respond to abnormal behaviours in
the biological environment, and we can observe the resulting behaviour in the biological environment (by observing
the behaviour of the model) to ensure that the system behaves correctly under the required conditions. This approach is
clearly dependent on the fidelity of the model of the biological environment. If the model is accurate, this approach can
help to provide us with assurance that the behaviour of the device is safe within that environment, and will effectively
achieve its purpose. It is important to know that, these models are also not applicable to use at the early phases of
the development life-cycle for testing or verifying the requirements. We need to develop the closed-loop model by
using an abstract model of the virtual environment. The closed-loop model is a combined model of the medical device
model and the environment model, where both models interact to each other using sensors and actuators. The designed
abstract model should capture all the essential features.

Clinical models are used for identifying and predicting the various stages of diseases like diagnostics, control,
progression, complication etc. Bolie et al. [Bolie 1961] presented the first mathematical model based on differential
equations to model the glucose and insulin concentration, illustrating the dynamics of insulin-glucose for diagnostic
purpose and evaluating several parameters of the diabetic and pre-diabetic conditions. Silber et al. [Silber 2007] pro-
posed an integrated insulin-glucose model for analysing the diabetic condition using a bidirectional insulin-glucose
feedback mechanism. Chay et al. [Chay 1985] proposed the theoretical treatment of the effect of external potas-
sium on oscillations in the pancreatic S-cells, which can be used to demonstrate that insulin infusion may be use-
ful for mimicking pancreatic insulin secretion. Several other models have been developed that incorporate different
physiological processes associated with insulin-glucose dynamics and different variations [Ajmera 2013, Han 2012,
De Gaetano 2000, Drozdov 1995].

The literature suggests that existing models, with their mathematical constraints and higher order differential equa-
tions, are not easy to express in first order logic, and thus make it difficult to express the system requirements for veri-
fication purpose. Moreover the existing models have been developed for specific purposes that cannot support desired
global behaviours. We want to describe the complete system by introducing the abstract notions of possible features
that can be later extended for any particular use. However, we are motivated and encouraged by our previous work on
heart modelling [89][1][98] that presents an abstract notion of complex heart behaviours. We have adopted the same
methodology to design an efficient and optimum environment model for the GH system using formal techniques. To
our knowledge, there does not exist any environment model for homeostasis system based on formal methods that can
be used for validation/verification at the early stage of system development.

3.4.2 Our contributions

In this context, we propose the development of a virtual environment model [52, 69, 77], closed-loop modelling [14], a
virtual environment model for verification, simulation and clinical trials [65][8], supporting techniques and tools [61].
A virtual environment model, Glucose Homeostasis (GH), for verification, simulation and clinical trials are sum-
marised below. In addition, several applications are also discussed to demonstrate our approaches.
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A Virtual Environment Model for Verification, Simulation and Clinical trials

We propose an abstract development of virtual environment model of the glucose homeostasis for diabetes patients
to analyse the patient specific medical devices, such as an Insulin Infusion Pump (IIP) [52, 65, 77][8]. This research
focuses on a methodology to develop an environment model for the GH system that is based on logico-mathematical
theory and allows for the verification and validation of system requirements [89][1][98]. The model is developed
using an incremental refinement approach that helps to introduce several properties in a progressive way, and to verify
the correctness of the GH model under normal and abnormal behaviours (hyperglycemia, hypoglycemia or diabetic
complications).

Glucose Homeostasis System

Glucose is the major metabolic fuel of the human body. To maintain an appropriate level of glucose in the body and
to provide normal functionality, we need a regular supply of glucose to the body. Failure of the glucose level causes
several diseases such as diabetes mellitus, galactosemia and glycogen storage diseases [Ajmera 2013].

Fig. 3.10 depicts the normal GH system?, which presents the structural flow of the hormones and a functional
behavioural pattern of the different organs. It is vital for the body to maintain an appropriate glucose concentration, so
both low and high glucose levels are serious, life-threatening problems. The body regulates its glucose concentration
using the pancreas and liver. The pancreas produces two main hormones insulin and glucagon to control the GH
system. The body cells use the available glucose whenever the body receives glucose from the infusion or hepatic
function. There are two different type of cells that use the glucose. For instance, the brain and nervous system cells
use glucose without insulin, while other type of cells like muscle and fat use glucose with the help of insulin. The
glucose concentration level fluctuates in the body, and is maintained in the plasma through the pancreatic secretion of
glucagon and insulin. In general, the body attempts to maintain an appropriate level of glucose in the body, but there
are some natural stable oscillations that occur in the glucose and insulin concentrations [Li 2006].

High Plasma Normal Glucose Low Plasma
Glucose Level |Level Maintained| Glucose Level

Glucose \ / Glucose
Level Drops N / Level Rises

Glucose Utilization Liver Converts

and Storage in Liver Glycogen to
as Glycogen Glucose
Insulin Glucagon
Release Release

Figure 3.10: The GH System (adopted from [Ajmera 2013])

Low and high glucose levels are the two main biological responses that the body uses to maintain an appropriate
plasma glucose concentration. When the glucose level drops, then the a-cells in the pancreas produce glucagon,
which is transformed into glucose with the help of the liver. This process helps to increase the glucose concentration
in the body. Similarly, when the plasma glucose level goes higher than expected, then the 3-cells in the pancreas are
stimulated to lower the glucose concentration [Ajmera 2013]. This stimulation process can be completed within 5 to 15

3The ‘normal GH system’ is when the GH system functions as it should, i.e., there are no abnormal behaviours exhibited by the system.
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minutes, and during this period the insulin is produced by -cells of the pancreas. The secreted insulin can be used by
insulin dependent cells to utilize the available glucose, and to stop the natural hepatic glucose production for reducing
the glucose concentration in the blood. The liver is the central organ for regulation of glucose and glycogen and
behaves as a distributor of nutrients through blood to other tissues. The presence of insulin inhibits the transformation
of glucagon to glucose.

Formalising GH

Our proposed method describes a GH model based on logico-mathematics to help the formal community verify the
correctness of IIP models. The GH model is mainly based on the glucose regulation system of the body. This method
uses advance capabilities of the combined approach of formal verification and behaviour simulation, in order to achieve
considerable advantages for GH system modelling. Fig. 3.10 shows the main components of the GH system. The
system comprises different states of the glucose level in the blood and biological organs, in order to control the
glucose level. To formalise the GH system, we consider eight significant landmark nodes (Hi, No, Lo, Ac, Bc, Li, St,
Tr) in the homeostasis functional network as shown in Fig. 3.11, which can control the GH system. We have identified
these landmarks through a literature survey [Ajmera 2013, Li 2006, Bolie 1961, Silber 2007], and use them to express
an abstract functionality of the system. We introduce the necessary elements to formally define the GH systems as
follows:

Definition 4 (The GH System). Given a set of nodes N, a transition T, is a pair (i, j), with i, j € N . A transition is
denoted by i ~~ j. The GH system is a tuple GHS = (N, T, Ny) where:

e N = { Hi, No, Lo, Ac, Bc, Li, St, Tr } is a finite set of landmark nodes in the GH network;

eTCN X N={Hi— Bc, Lo — Ac, Bc — Li, Ac — Li, Li — St, Li — Tr, St — No, Tr — No, St — Hi, Tr — Lo, Tr
— Hi, is a set of transitions to present data flow between two landmark nodes. It should be noted that the last three
transitions are possible when we consider the case of failure of the GH system;

e Ny = No is the initial landmark node (normal glucose level);

Glucose
Level Drops

Insulin
Release

Glucagon
Release

Figure 3.11: The GH Automata

The automata shows the flow of the GH system, where by default the GH system is considered to be in its normal
state (Vo). The normal state indicates that there is an appropriate glucose level in the blood. Whenever the glucose
level fluctuates in the blood, resulting in a high or low glucose level, the GH system controls the fluctuated glucose
level with the help of the pancreas and liver. The high and low states are presented by [ and Lo nodes (see Fig. 3.11).
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The pancreas has two type of cells: a-cells and S-cells, which are indicated by the Ac and Be nodes, respectively.
The liver is denoted by the L: node that is used to convert the glycogen to glucose using glucagon, and to store the
glucose as glycogen in the liver with the help of insulin. If the liver is well behaved, then the glucose level either rises
or drops according to whether there is a low or high glucose level in the blood, respectively. Eventually, the glucose
level returns to an appropriate level.

Diabetes or Abnormal Homeostasis System. Fig. 3.12 presents abnormal behaviours of the GH system. The liver
plays a central and crucial role for regulating the glucose level in the blood. The main task of the liver is the continual
supply of required glucose energy sources to the body. Failure of the GH system causes several diseases, and in
particular, diabetes. There are two type of diabetes: insulin-dependent diabetes (also know as type 1 diabetes) and non
insulin-dependent diabetes (also know as type 2 diabetes). Insulin-dependent diabetes may be caused by insufficient
or no insulin secreted due to §-cells defects. In non insulin-dependent diabetes, insulin is produced, but the insulin
receptors in the target cells do not work due to insulin resistance in the cells, so the insulin has no effect. In both cases
there can be a very high glucose level in the blood. Low glucose level can be caused by «a-cell defects or abnormal
glucagon release, which can be further classified as insufficient or no glucagon secretion, excess insulin, and excess
glucagon secretion. Excess glucagon secretion and defects in 3-cells may also indicate a persistent high glucose level,
which can be classified as hyperglycemia-induced diabetes complications [Ajmera 2013].

Hyperglyoemia-induced
Diabetes Complications

High Plasma Normal Glucose | Low Plasma 1
Glucose Level |Level Maintained| Glucose Level

1 1
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/ \ \ / / \ \
\ /
/
. . Beta-Cells Defect; Insufficient or Excess Insulin Excess
Insuh?anaesIllitance Insufficient or no no Glucagon [—| or Extream Glucagon
Insulin Secretion Secretion Exercise Secretion

Alpha-Cells Defect;
Insulin Abnormal
Release Glucagon Release

Figure 3.12: Abnormal GH System (adopted from [Ajmera 2013])

Blood Sugar Concentration. The blood sugar concentration or blood glucose level is an amount of glucose (sugar)
present in the blood of the body. The body naturally regulates blood glucose levels as a part of metabolic homeostasis.
The glucose level fluctuates many times in a day. In general, the glucose level is always low in the morning, and it
can rise for about an hour after having a meal. There are two types of tests used to detect abnormal behaviours: FPG (
Fasting Plasma Glucose) Test and the OGTT (Oral Glucose Tolerance Test) [MD 1975]. The FPG test is used to detect
diabetes and prediabetes. The FPG test measures blood glucose in a person who has fasted for at least 8 hours and is
most reliable when given in the morning. The OGTT can be used to diagnose diabetes, prediabetes, and gestational
diabetes. This test is applied when a person has fasted for at least 8 hours and 2 hours after the person drinks a liquid
containing 75 grams of glucose dissolved in water. The normal glucose level should be within the range of 70 mg/dL
to 99 mg/dL for a non-diabetic person using the FPG test, while the glucose level should be within the range of 70
mg/dL to 139 mg/dL for a non-diabetic person using the OGTT [MD 1975]. In the case of low glucose level, for
both FPG and OGTT tests the glucose level should be within the range of 0 mg/dL to 70 mg/dL. Similarly, for a high
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glucose level, readings should be greater than 126 mg/dL in the FPG test, and greater than 140 mg/dL using the OGTT.
A blood sugar level outside of the normal range indicates an abnormal glucose concentration. A high level of glucose
is referred to as hyperglycemia and a low level of glucose is referred to as hypoglycemia.

Property 1 (Glucose level in blood). The blood glucose level defines different stages, such as hyperglycemia, hypo-
glycemia and normal. We say that the glucose level is low (hypoglycemia) if FPG € 0 ..69 or OGTT € 0 .. 69,
and the glucose level is high (hyperglycemia) if FPG > 126 or OGTT > 200, and the glucose level is normal if
FPG € 70..99 or OGTT € 70 ..139. We classify pre-diabetes to be the range where FPG € 100 .. 125 or
OGTT € 140 .. 199.

Formalisation of the GH System. To develop a virtual biological environment of GH based on formal techniques,
we use the Event-B modelling language [Abrial 2010a] that supports an incremental refinement to design a complete
system in several layers, from an abstract to a concrete specification. Initial model captures the basic behaviour and
biological requirements of the GH system in an abstract way. The subsequent refinements are used to introduce a-cells
and S-cells of the pancreas, functional behaviour of liver to convert and to store the glucose, abnormal conditions of the
pancreas, diabetic conditions, and diabetes complications, and blood sugar concentration for assessing diabetes. The
developed system results the dynamic behaviours of virtual GH biological environment that covers the both normal and
abnormal behaviours (hyperglycemia, hypoglycemia or diabetic complications). A list of safety properties is defined
at each incremental level to guarantee the correctness of designed virtual biological environment model for GH. A
detail formalisation process of the virtual biological environment model is available in [77].

Model Validation and Analysis. This section presents validation of the developed model through animation, using
a model checker tool ProB [Leuschel 2003], and the generated proof obligations. Validation, in this context, is a
process that shows consistency between formal models and requirements. This tool enables us to validate the GH
model according to the glucose fluctuation in the body. We have validated different kinds of scenarios of normal
and abnormal glucose levels. In order to test the abnormal behaviour of the GH system, we have also validated the
diabetics, prediabetics, and diabetics complication conditions.The ProB tool is not only used for animation, but it also
verifies an absence of error, for example (no counter example exists) and no deadlocks at each level of developed
model from abstraction to the final concrete model.

Model Total number | Automatic | Interactive
of POs Proof Proof
Abstract Model 16 16(100%) 0(0%)
First Refinement 13 6(46%) 7(54%)
Second Refinement 7 6(86%) 1(14%)
Third Refinement 25 24(96%) 1(4%)
Fourth Refinement 62 60(97%) 2(3%)
Total 123 112(91%) 119%)

Table 1. Proof Statistics

Table 1 shows the proof statistics of the development in the RODIN tool. In order to guarantee the correctness
of the system behaviour, we established various invariants in the incremental refinements. This development results
in 123(100%) proof obligations, in which 112(91%) are proved automatically, and the remaining 11(9%) are proved
interactively using the Rodin prover. These proofs are quite simple, and can be achieved with the help of simplifying
predicates. An incremental refinement of the GH system helps to achieve a high degree of automatic proof.

The main usability of environment modelling for developing an IIP as follows: Verifying patient safety in closed-
loop; checking functional requirements; analysing clinical requirements; and finding essential safety properties.

Development of Glucose Homeostasis Simulator

In this modern age, computer simulations have become a standard approach for medical application, particularly for
understanding the biological organ behaviour and research in medical domain. Our objective is to use the generated
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code from the verified formal model to design a simulation for GH. Fig. 3.13 depicts a GH simulation framework. The
proposed simulation framework may allow us to cover the basic functionalities of GH and the required physiological
behaviour of biological organs, such as liver, pancreas.

GH Model

Physical Process
Modelling
(i.e. Physiology of
GH, pancreas and
liver, glucose
dynamics)

Modeling and
Computational
Tools

GH Interface

Simulation
Kernel

Figure 3.13: GH Simulation Framework

The liver and pancreas play a central role to control the glucose level in the blood. These are the compound organs
with a unique structure, essential for digestion and hormonal regulation in the body. The muscles of the liver and pan-
creas are the main components of the GH simulation which can be modelled as solid and fluid mechanics models. More
robust and widely accepted tools are computational fluid dynamic (CFD) [CFD-ACE+ , COMSOL Multiphysics ] and
finite element analysis (FEA) [COMSOL Multiphysics , Smith 2009]. The use of CFD tool helps modeller to under-
stand and mimic the fluid flow physical system and the FEM can be used to solve the physical systems related to
the physical structure, stress and strain. CFD and FEA software tools can be used together to model any physical
biological system. In our simulation framework, these tools can be used to design and develop the physical model of
GH. The physical process modelling is defined through the physiology of GH, physiology of the pancreas, physiology
of the liver, insulin-glucose dynamics, glucagon-glucose dynamics, GH abnormality, and physiology of pancreatic
a-cells and S-cells represented in the round rectangular box. This physical process model is derived from the use of
modelling and computation tools, and the generated source code of GH. Note that the use of computation tools and
generated code of GH can be used for deriving any specific simulation model related physical process of GH. The
simulation kernel is the heart of the proposed simulation framework that plays a central role for simulating a physical
model. The simulation model is designed and supervised by the simulation kernel, which arbitrates their communi-
cation between the components. The part which coordinates the top level objects is provided by the user. The user
defined coordination involves possible execution order of the models and the required interfacing scenarios. It allows
the user to properly interpret the semantics of the top level objects and the required interfacing scenarios based on
the specific application that the simulation is being developed for. The user interface of GH allows us to display the
possible simulations and possible interactions for basic user input and output operations. This user interface shows the
required behaviour as per the results of the developed formal model and the given properties to evaluate the physical
behaviour of GH. Note that the developed simulation using this framework can be used to simulate a complex model
of GH considering various complex scenarios. These complex scenarios represent dynamic functions of the different
components of GH.

Implementation of the GH System

Fig. 3.14 depicts an implementation framework of GH on a hardware platform. The modelling and implementation
unit of GH is represented in the rounded rectangular box, which is derived from both the formal specification of GH
and GH simulation, which contain the formal and simulated models of the physical processes in form of discrete and
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Figure 3.14: Hardware Implementation of GH

continuous behaviour. The formal models contain an abstract model and a set of refined models that can be further
enriched through the introduction of complex expressions. The modelling and implementation blocks use existing
tools like Matlab [MATLAB ] or Labview [LabVIEW ] to implement the GH, and then further it can be embedded
on a hardware platform, such as FPGA [FPGA ], Arduino [Arduino ], Snickerdoodle [Snickerdoodle ]. This block
also communicates with a hardware platform, and the block of user interface. The user interface and visualisation of
GH component provides an interface for basic user input through the haptic interface tools and basic output through
visualisation tools according to the embedded GH model on the hardware platform.

In addition, we also need to develop a GUI interface for GH model to animate and to visualise the required
functional behaviour, physiological activities of pancreas, liver, 3-cells and a-cells, and dynamics of insulin-glucose
and glucose-glucagon dynamics. The virtual environment model of GH implemented on a programmable hardware
platform allows the user to use directly it with the medical devices, such as IIP, for the clinical trial. The virtual
GH model is embedded in the micro-controller to imitate the desired patient specific conditions. The signal can
output through the selected hardware platform (i.e. FPGA, Arduino) to an IIP, in which the IIP reacts similarly to
the way a real medical device would react. The approach will provide the complete dynamics of an entire system
that can be assessed in the testing or checking the patients’ data for analysing the patient specific conditions. For
instance, any patient can have diabetes for any specific cause, and we need several patients to assess the possible
conditions. However, the developed virtual GH model can provide all possible scenarios in a single model. This
allows comprehensive testing of the GH model to assist in the development of algorithms accordingly. Moreover, this
developed virtual GH hardware platform can be used with other devices to visualise and check the required feature or
behaviour of the system.

3.4.3 Applications

The GH virtual environment model is used for verifying an Insulin Infusion Pump (IIP) [25][9] developing the closed-
loop model. The developed closed-loop formal model assist for validating the system requirements, finding missing
requirements, validating assumptions and strengthening the existing requirements during the process of requirement
engineering of IIP.
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Summary of our contribution for developing medical systems:

We propose the formal development of a GH virtual environment model, simulation framework and hard-
ware implementation. The formal model is used for checking the IIP requirements. The proposed simu-
lation framework can be used to develop a simulation model of GH based on complex expressions using
linear and nonlinear equation and the developed formal model. The hardware implementation architecture
can be used to implement the GH on the hardware platform using the developed formal and simulation
models. The GH virtual environment model can be embedded on the hardware platform used as a test
bench for IIPs that can be used for clinical trials. This is the first computational model based on logical
concepts to simulate the GH behaviour in order to analyse the normal and diabetic conditions. The de-
veloped model highlights a different aspect of the problem, making different assumptions and establishing
different properties concerning the variation in glucose levels, normal and diabetic conditions, and mal-
function of biological organs like liver and pancreas.

This is a promising simulated biological environment model that can be used during the development of the
product life-cycle. Moreover, this developed virtual environment model may aid in certification process
for the medical devices related to the homeostasis system, such as IIPs. This environment model can also
be used as a diagnostic tool to diagnose or understand the patient requirements.

Project: Certification of Safety Critical Software-Intensive Systems (funded by Ontario Research Fund
— Research Excellence (ORF-RE), and IBM), Centre for the Engineering of Complex Software-Intensive
Systems, NECSIS (funded by Automotive Partnership Canada (APC)).

Student supervision: Mischa Geven (M.A.Sc, 2014), Nicholas Proscia (M.A.Sc, 2014)

Publications: [25][14][52, 61, 65, 69-72, 77, 84][9]

Software: models.

3.5 EB2ALL: Code Generation

3.5.1 Context

Formal methods aim to produce zero-defect software by controlling the entire software development process, from
specification to implementation, by providing a solid mathematical foundation for system requirements descriptions.
The ability to perform formal and automated verification of safety properties in formal models prior to code transfor-
mation has added significant value to industrial systems, including hardware and software systems.

Due to the limited size of memory for translating from formal specifications to given target programming lan-
guages, several constraining requirements exist, particularly in the embedded domain. Furthermore, due to the expres-
siveness of formal specifications, developing safety-critical systems is extremely difficult, as is producing equivalent
source codes that can meet the required properties and the defined specifications. To overcome such issues, a bal-
ance must be struck between the expressiveness of the formal implementation language and the ease of the translation
process.

Event-B [Abrial 2010a] is a correct-by-construction modelling language that allows for the progressive design of
complex systems by refining an abstract model into several refined models to obtain a concrete model that is very close
to source code and can easily be transformed into code. Currently, the B [Abrial 1996] and Event-B [Abrial 2010a]
languages are successfully used in the core development of safety critical systems [Butler 2020], so there is an in-
creasing demand for automatic code generation. In this direction, several code generators have been proposed. Bert
et al. [Bert 2003] develop a method for producing efficient code from B models for the target domain, such as smart
card applications, by adapting the BO language to include language types and optimisations. In [Steve 2009], the
authors propose the development of the B2C tool for generating C source code from Event-B models. Edmunds et
al. [Edmunds 2011, Edmunds 2010] propose code generator for concurrent programs from Event-B using tasking and
shared machines with the use of refinement and decomposition. This work is also extended in [Dalvandi 2019]. Os-
troumov et al. [Ostroumov 2011] present an approach for generating VHDL code from Event-B models by analysing
the Event-B model’s core structure and hardware description language instructions in order to obtain the same be-
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EB2ALL

Figure 3.15: EB2ALL Extension plug-ins

haviour of generated VHDL code with respect to the Event-B model. In [Fiirst 2014], the authors present an approach
to generating program code from Event-B models that ensures correctness by combining well-definedness constraints,
refinement, and assertions, as well as the introduction of a scheduling mechanism. In [Rivera 2017], the authors
present code generation from Event-B to JML-annotated java program, including tool development.

Most of the approaches mentioned above lack tool support, or the developed tools are no longer maintainable to
support the current version of Rodin IDE.

During my thesis work, I developed the EB2ALL* tool set, which includes the EB2C, EB2C++, EB2J, and EB2C#
plug-ins for generating source codes for the C, C++, Java and C# programming languages. This is one of the most
well-known and up to date plug-ins for the current Rodin IDE [88].

3.5.2 Our contributions

In this context, we propose a new extension of the EB2ALL [86, 88, 91][1] by developing a new plug-in, EB2Sol 7,
for generating Solidity code from Event-B models [11] for ethereum platform, as well as extending existing plugins
(EB2C, EB2C++, EB2J, and EB2C#) to integrate new modelling constructs and to keep all plug-ins up to date with
respect to new Rodin IDE changes. Since 2010, I have worked as a sole developer to improve and correct reported
errors. The development of EB2Sol and the integration of advanced modelling constructs are summarised below.

EB2ALL - Past, Present, and Future

In 2011, I developed the EB2ALL [86, 88, 91][1] tool as part of my thesis work. The initial version of the tool
includes four main plugins: EB2C, EB2C++, EB2J, and EB2C#, which generate code in C, C++, Java, and C#.
Since 2011, all of these plugins have evolved by incorporating advanced features and more modelling constructs. The
current state of the EB2ALL is depicted in Fig. 3.15, where gray colour ovals represent plugins that were developed
and new features and modelling constructs were added over the last ten years, and white colour ovals represent new
plugins. The new plug-ins are EB2Sol, EB2Ada, and EB2Py, which generate code in the Solidity, Ada, and Python
programming languages, respectively. It should be noted that EB2Sol, EB2Ada and EB2Py are fully developed and
integrated into the core of EB2ALL. In addition, we are continue extending the EB2Py plugin to support remaining
modelling elements of the Event-B language to support animation for Event-B models of any scale. Furthermore, we

“http://singh.perso.enseeiht.fr/eb2all
Shttp://singh.perso.enseeiht.fr/eb2all/eb2sol
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also intend to add more programming languages denoted by "..." in the near future. The following section describes
the core development of EB2Sol as well as the extension of existing plug-ins.

EB2Sol: Event-B to Solidity Smart Contract

Ethereum [Wood 2014] is an open-source computing platform, also known as the Ethereum Virtual Machine (EVM),
for blockchain technology with contract functionality. The blockchain technology has been adopted successfully in
different business sectors, such as e-commerce, banking, finance, insurance, energy trading, healthcare services, and
asset management. Manipulation of critical transactions, as well as management of digital assets, making them attrac-
tive targets for security threats and attacks, which may result in financial losses and data leakage. EVM, on the other
hand, executes bytecode of smart contracts written in Solidity [Solidity Documentation 2023, Solidity Github 2023],
a JavaScript-like language, on a simple stack machine to handle and transfer digital assets, which is extremely difficult
due to Ethereum’s openness, allowing both programs and anonymous users to call into the public methods of other
programs. In such cases, the use of trusted and untrusted code together in a large and complex application, particularly
one involving financial management or privacy data, can be dangerous. For example, TheDAO is hacked by an attacker
by examining EVM semantics to transfer 50 million USD in Ether [Zhao 2017].

Following several attacks [Atzei 2017, Zhao 2017] in recent years, formal methods are now regarded as first-class
citizens for mitigating potential risks through formal reasoning on defined contracts. Several approaches based on for-
mal methods for the development of smart contracts have been proposed in recent years. Palina et al. [Tolmach 2021]
provided a comprehensive overview of formal models and smart contract specifications. They also highlighted some
of the identified challenges and gaps in order to guide future research in the area of formal methods for developing
trustworthy smart contracts. In [Hildenbrandt 2018], the authors proposed EVM semantics in the K Framework based
on the ERC20 Standard Token for formalising and analysing smart contracts. Hirai et al. [Hirai 2017] defined EVM
in Lem language that can be translated into many standard interactive theorem provers. In particular, they prove in-
teresting safety properties of Ethereum smart contracts in Isabelle/HOL. The ConCert framework [Annenkov 2021]
was developed for verifying smart contracts in Coq in order to detect vulnerability. In [Le 2018], the authors pro-
posed a lazy approach to determining input conditions under which the contract terminates or not by statically proving
conditional termination and non-termination of a smart contract. This is accomplished by ensuring in advance that
both the current state and the contract’s input satisfy the termination conditions. Wang et al.[Lahiri 2018] presented
VERISOL, a formal verification tool for smart contracts verification based on semantic conformance of smart con-
tracts against a state machine model with access-control policy. They discovered some previously unknown bugs in the
published smart contracts, then fixed the bugs and would be able to perform model checking-based verification with
VERISOL. In [Alt 2018], the authors described an SMT-based formal verification module integrated with the Solidity
compiler for identifying potential bugs during the compile time, such as arithmetic overflow/underflow, unreachable
code, trivial conditions, and assertion fails. In [Bhargavan 2016], the authors presented a framework for analysing
and verifying the run-time safety properties as well as functional correctness of Ethereum contracts using the F* func-
tional programming language. In [Grishchenko 2018], the authors showed small-step semantics of EVM bytecode in
F*. They validated the executable code against the Ethereum test suite. Furthermore, they identified some bugs and
defined several security properties to prevent them, such as call integrity and atomicity. In a similar vein, [Zhu 2020]
presented a mechanism for translating Solidity contracts to Event-B models by defining transfer functions covering a
subset of the Solidity language. Further, the produced Event-B model can be refined at different abstraction levels to
verify properties associated with Solidity contracts using Rodin [Abrial 2010b].

A structured approach to smart contracts verification based on refinement in the Event-B modelling language
proposed in [Banach 2020]. Our work is also in this vein, as we propose a framework based on Event-B formal
methods for specifying, analysing, verifying, and implementing smart contracts through refinement by preserving the
required safety properties [11]. In addition, we have developed a prototype tool, EB2Sol, to generate Solidity smart
contracts from verified Event-B models. As far as we know, this is the first tool for translating Event-B models into
Solidity smart contracts.

In the following section, we will go over technical details about implementation as well as design decisions made
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during prototype development of EB2Sol.

Solidity

Solidity is a programming language designed specifically for developing smart contracts that compiled into byte-code
executable by Ethereum platform’s execution engine, often known as Ethereum Virtual Machine (EVM). Smart Con-
tracts are programs that execute on a decentralised network without the intervention of a central authority. Solidity
enables developers to create self-enforcing business logic via smart contracts, resulting in a trustworthy and author-
itative record of transactions. The syntax of Solidity is quite similar to those of scripting languages like JavaScript,
and it is heavily influenced by C++, Python. Solidity extensively utilises programming techniques derived from other
languages. It features variables, static typing, functions, libraries, and interfaces. In addition, it offers a range of
control structures such as for, while, do-while, and if-else. In case of an object-oriented programming language like
Java, programmers work with classes, whereas Solidity programmers deals with contracts. Each contract can define
various Solidity constructs such as state variables, functions, function modifiers, events, errors, structure types, and
enum types. This subsection outlines the major Solidity constructs that are relevant to our goal. More information
about Solidity programming language can be found in [Solidity Documentation 2023].

Solidity Types, Special Functions and Variables. Solidity is a statically typed programming language, which
means that variable types are declared explicitly and thus determined at compile time. In Solidity, numerous ele-
mentary types exist that can be combined to form more sophisticated types. Solidity offers an extensive range of
types, notably value types, reference types such as arrays and structures, mapping types, user-defined types and it also
supports elementary type conversion. Solidity does not support undefined or null values, newly declared variables
always have a default value based on their type. Table 3.5 summarises the most frequently used value types.

Value Types Keyword Description
Boolean Type bool possible values true and false
Integer Types inth sigr?ed intf:gers where X Varies_ from 8 to 256 in §teps of 8
uintX unsigned integers where X varies from 8 to 256 in steps of 8
Address Types address Ethc.élieum address of .20 bytes
address payable | additional members like transfer and send
Byte Arrays (Fixed Size) bytesX X varies from 1 to 32
- bytes similar to bytesl|] but skips paddin
Byte Arrays (Dynamic Size) si/rmg similar to bztes, Eut don’tpaHI:)w lefgth or index access
Enumerated Type enum default value is the first member

Table 3.5: Solidity Value Types

In the global namespace, special variables and functions exist at all times and are primarily used to relay in-
formation about the blockchain or to perform general-purpose utility operations. Table 3.6 lists some of the most
frequently used variables and functions from the global namespace of Solidity. Additionally, solidity supports various
denomination of Ethereum cryptocurrency such as wei, gwei, and ether, as a suffix to number literals.

Errors are handled in Solidity using state-reverting exceptions. This exception nullifies any state changes made
during the execution of the code and notifies the caller of an error. The assert and require functions enable programmers
to check for conditions and throw exceptions if they are not met. The assert function should be preferred exclusively
to check for internal errors and invariants. The require function supports optional error message and should be used to
ensure the existence of valid conditions that must be identified during contract execution. This includes conditions on
input values or the return values of external contract calls. The revert function is another mechanism available in the
global namespace for reporting errors and undoing state changes during contract code execution. Additionally, this
function accepts and returns an optional message containing details about the error to the caller.
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Type Variable/Function Description

address msg.sender sender of the message (current call)

uint msg.value number of wes sent with the message

- assert(bool) used for internal errors

- require(bool, [message)) used for checking condition on input

- revert([message]) abort execution and revert state changes

uint < address > .balance balance of the address in wei

- < address payable > .transfer(uint) | send given amount of wei to Address

bool < address payable > .send(uint) send wei to address, returns false
on failure

Contract this refers to the current contract

uint now current block timestamp

address payable | tx.origin sender of the transaction

Table 3.6: Frequently Used Special Variables and Functions

Function Modifiers. Modifiers in Solidity are analogous to the Object-Oriented Programming decorator patterns.
A modifier controls how a function behaves at run-time. In the example provided in Code Snippet 3.7, the modifier
validate(int) restricts the execution of the increment function if the parameter value of increment function is less
than one.

pragma solidity >=0.6.0;

;3 contract ModifierExample {

int public number;

modifier validate (int value){
require (value>0, "value,of,incrementBy_ must be greater than,0");

-

}

function increment (int incrementBy) validate(incrementBy) public{
number += incrementBy;

}

Code Snippet 3.7: Modifier Example

Multiple modifiers can be applied to a function or constructor by specifying them in a whitespace-separated list
and are evaluated from left to right. Modifiers are inheritable properties of contracts and may be overridden by derived
contracts. The symbol ’_;" in modifier body returns the flow of execution to the original function code. It applies
to various contexts, such as providing an easy-to-understand approach to express certain guards, confirming specific
conditions after the function execution.

EB2Sol development

In this section, we describe the development architecture for our developed tool EB2Sol, which is an extension of
EB2ALL [EB2ALL 2022], developed as a new plugin for generating Solidity smart contracts from Event-B models.
Fig. 3.16 depicts the overall architecture of the EB2Sol automatic code generation tool. The given boxes show dif-
ferent steps of the code generation process. The first block is associated with the Event-B model, which serves as an
input to the code generation tool.
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Figure 3.16: Development architecture of EB2Sol

Pre-processing and generated POs. Most of the time, systems fail due to a run-time error. Overflow and underflow
of bounded integers, for example, are types of run-time errors that should be checked before producing the Solidity
code. There is a pre-processing step in the code generation process that allows for the introduction of a context file
based on the Solidity language to provide a deterministic range for data types in order to make the Event-B model
deterministic [Sites 1974]. To obtain the deterministic model, we can use vertical refinement to refine the previous
concrete model, which provides deterministic definitions of constants and variables. For this, we can introduce a So-
lidity context file which contains bounded integer data types. Table 3.7 shows a map between Event-B and Solidity
types for signed and unsigned integers. Note that the Solidity context file is an Event-B context file, which is required
to generate correct code. Adding a new context file may generate new set of POs that must be proved before generating
the Solidity code as well as to verify the specification in order to ensure the system’s consistency.

Event-B type | Formal Range Solidity type
tl_int8 —97.2" 1 int8
tl_intl6 N | int16
tl_int24 —9223 9% _ int24

tl_int256 —2255 9255 _ int256
tl_uint8 0.2%5 -1 uint8

tl_uintl6 0.21% -1 uint16
tl_uint24 0.2 -1 uint24
tl_int256 0..2%%6 — 1 uint256

Table 3.7: Signed and Unsigned Integers
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Translation of Event-B to Solidity. The main objective is to translate the Event-B model into a semantically obser-
vationally equivalent standard Solidity smart contracts. The developed translator is based on a set of transformation
rules that map between the Event-B and Solidity constructs. In fact, the transformation functions allow to produce
code in target language applying a set of rules when matching the inputs from the source language. We define a set of
transformation functions to generate Solidity code from the Event-B model. These transformation rules are given in
Table 3.8.

Taect :  Datatype and Constant declaration translation function
Tst . State variables translation function

Towm : Axioms translation function

Tprea @ Predicate translation function

Tinm - Theorem translation function

Teot . Events translation function

Tyra :  Event’s guards translation function

Toct . Event’s actions translation function

Tezp @ Expressions translation function

Table 3.8: Transformation function

A set of supported symbols of EB2Sol tool is given in Table-3.9. This table shows a subset of Event-B syntax to
equivalent Solidity smart contracts. All constants defined in a model’s context must be replaced with their literal values.
We consider Event-B formal notations available at [Abrial 2010a] and capture the Event-B grammar in a Abstract
Syntax Tree (AST). This translation tool accepts conditional, arithmetic, and logical formal model expressions. Event-
B model that contains machines and contexts are translated to Solidity contracts. Below we provide the translation
process for dealing with context and machine models.

Context models. The context of an Event-B model consists of sets, enumerated sets, constants, arrays and functions,
all of which are associated with their respective type. For translation purposes, the translation tool supports all types
of context components. The observational equivalence is based on the equivalence of Event-B values and the values
of Solidity smart contracts. This equivalence on values is naturally extended to context instances. In Table-3.10, the
observational equivalence between Event-B sets and Solidity smart contracts types is given.

Constants, sets and enumerated sets of the Event-B model are translated into constants, type declaration and
enumerated sets of the Solidity contracts using the translation function T..; and Ty,,,. An Event-B enumerated sets
are semantically equivalent to Solidity contracts enumerated types, thus it is simple to translate.

For the efficiency of the generated code and the correctness of the translation, the link between Event-B and
Solidity contracts for integer values have been regarded significant. We recommend to use preprocessing step by
introducing Solidity context file. Similarly, the Event-B constant are also directly translatable due to direct typing
correspondence between Event-B integer types and Solidity language integer types. For example, if Event-B use a
data type given in Table 3.7.

The translation for the declaration of Event-B array type and the Solidity array type is not straightforward. In
Event-B, an array can be defined as a total function, whereas in Solidity, they relate to a contiguous memory zone
(coded as the beginning address of the array and its size). The semantical correspondence between an array element
arr(i) in Event-B and the value at the position arr/i] in Solidity, can be easily translate.

The translation for the Event-B function into Solidity function is also very complex. Only the Event-B total func-
tion is supported by the current prototype tool. Solidity function input and output arguments can be easily identified by
looking at the left and right sides of the total function symbol (—) in the Event-B function specification. The Event-B
function definition can be translated in a Solidity function structure.

The context model elements are declared global in the generated code. The type information for context elements
is derived from the context axioms used for type definition, such as it can be used to express as integer ranges, specif-
ically supported bit-map types, or arrays of the defined mapping functions.



x>y) A (x>2)
x>y) V (x>2z)

a:=a< {x—y} < {i—j}
fune Nx N—-N

if (x>y) && (x>=2){ ...}
if () || >=2) { ...}

a[x]=y; alil=j;
function fun_name(uint256 argl,
uint256 arg2) public returns(arg)

(..}

Conditional statement
Conditional statement

—x<y if(lx<y){ ...} Logical not
X=Y ifOX | Y{ ...} Logical Implication
XsY (X | Y) && (Y || X){ ...} Logical Equivalence
X:=y+z X=y+z Arithmetic assignment
X:=y-2 X=Yy-2z; Arithmetic assignment
X:=y*z x=y*z; Arithmetic assignment
X:=y+z x=y/z Arithmetic assignment
x = a(y) x =alyl; Array assignment
X:i=y X=Yy; Scalar action
a:=a< {x—=y} a[x]=y; Array action

Array action

Function definition
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Event-B Solidity Comment
const_x € N A cons_x=120 int256 constant const_x = 120 Constant declaration

XEZL int256 x Signed integer variable declaration
xeN uint256 x Unsigned integer variable declaration

x € tl_int16 intl6 x; Signed integer variable declaration

b € BOOL bool b; Boolean variable declaration

X €En.m— Z int [m+1] x; Array declaration

X=y if(x==y) { ...} Conditional statement
X#£Yy if(x!=y) { ...} Conditional statement
x<y if(x<y) { ...} Conditional statement
x<y if(x<=y) {...} Conditional statement
X>y ifx>y) { ...} Conditional statement
X>y if(x>=y) {...} Conditional statement

Table 3.9: Event-B to Solidity

Machine models. A machine model consists of variables, invariants, events. The Event-B variables can be used to
generate Solidity attributes, and the Event-B invariants can be used to extract typing information. All the generated
variables or attributes have default property public. Note that the Event-B machine may also contain function and
array declaration that can also translate similarly to translation rule for function and array given in context model. The
required typing information can be extracted from the Event-B invariants.

There are two types of variables in the Event-B specification: global variables and local variables. Global variables
are produced directly from the variable declarations, and all of these variables have global scope. Local variables are
derived from any clause of an event and are completely local to the corresponding event. All local variable declarations
are placed as a list of input arguments of the function when the function structure is generated.

The translation tool uses a recursive method to generate Solidity contracts for each event of the Event-B specifica-
tion. The translation tool always checks for the 'null’ event (i.e. the guard of a false condition), never generates the
source code for such event, and inserts a relevant note into the generated code for traceability. For example, if an event
has a single guard with a false condition, the Solidity code does not produce for that event. This automatic reduction
occurs to avoid the production of inaccessible run-time code.

The initialization event of Event-B machine is translated as a constructor, and all variables are initialized with
default values in the constructor body which are directly derived from the action predicates of the Event-B initialization
event.
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Event-B types Solidity language
Enumerated sets Enumerated types

Basic integer sets Predefined integer types
Event-B array types | Solidity array type
Function Solidity function structure

Table 3.10: Equivalence between Event-B and Solidity smart contracts

Guard handling in Event-B is extremely ambiguous due to different meanings, such as local variable type defini-
tion, assignment of a value to a local variable, condition statements using negation (—), conjunction (A), disjunction
(V), implication (=), and equivalence (<) operators. We build a recursive technique for parsing and identifying
different elements of the Event-B guard for translation purposes. For example, an implication (=-) and equivalence
(<) operator, the translator tool automatically rewrites the predicate in an equivalent form using conjunction (land),
disjunction (V), and negation (—) operators, an equal relation may signify an assignment or equality comparison, and
the precise meaning (and thus the resulting translation) deduced from the type and scope of implication (=).

Another interesting point to discuss is the definition of a functional-image relation, which can be used to represent
a data array or an external function. Once the guards of an event have been classified, the guards that confer local
variable type information are utilized to generate variable declarations in the function, while the remaining guards are
used to generate local assignment and conditional statements. In addition, local variable type information is derived
in the same way as global variables from guard information.

Event-B events are translated into functions, and event parameters are passed as function and modifier arguments.
In order to effectively call each function, modifiers are added to each generated function. These associated modifiers
are also defined as a function using required/assert statements derived from Event-B guard predicates.

Actions are triggered concurrently in Event-B, and any state modification in the actions is only valid in the whole
event post-condition. As a result, dependency checks must be conducted to guarantee that no state variable used as an
action assignee has been updated to its post-condition before to usage. As a guard statement, a similar kind of parsing
is used on the Event-B action statement. At last, the event actions are directly translated in the form of assignment
statements in the function body. Assignments to scalar variables, override statements acting on array-type variables,
and arithmetic complicated expressions are all supported through an action translation.

Code generation using EB2Sol

In this section, we will use our developed tool EB2Sol to generate Solidity smart contracts from the formal Event-B
model of smart purchase. EB2Sol is an Eclipse-based plug-in for code generation in the Solidity language for the
Rodin platform. A screen shot of the EB2Sol in the Rodin environment is shown in Fig. 3.17. After installing this
plug-in successfully, the menu Translator/EB2Sol and a tool button on the toolbar will appear. To generate Solidity
source code for any formal model, a user can select it from the EB2Sol menu or tool button, and a dialog box will
appear. This dialog box displays a list of currently active projects. Any project can be chosen by the user to generate
Solidity contracts, including a log file containing information about the code generation process.

In our case study, we generate Solidity source code from the proven smart purchase model using the EB2Sol
plug-in. Before using this tool, we refine our concrete model by introducing a new context containing Solidity type
definitions (see Table 3.7) and removing the abstract operations and non-supported symbols via data refinement. By
defining some glueing invariants, this refinement makes the smart purchase model deterministic. All new generated
POs must be discharged before generating smart contracts.

Smart contract generation from an Event-B model is straightforward. The EB2Sol tool generates Solidity smart
contract files from the concrete model. Constants, type definitions, variables, modifiers, and functions are all included
in the generated smart contracts that are extracted from the smart purchase model. The translated constants, type
definitions, and variables are taken from the generated code shown in code snippet 3.8.

I enum ProductState {InStock,Booked,Packed,Transite,ReturnReq,
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int256 constant _timeInSec = 10;

//Solidity datatype declaration
int256 constant balance = 500;
//Solidity datatype declaration

uint256 price;

//Solidity datatype declaration
uint256 returnWindow;
//8olidity datatype declaration

when constant is given
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when variable is given

w

Path
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Code Snippet 3.8: Generated type declaration
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The formalised smart purchase model yields a set of functions. These functions are generated from events by
analysing various elements such as local parameters, guards, and actions. Event-B events are converted into functions,
and event parameters are used as function arguments. Modifiers are added to each generated function in order to
effectively call it. These associated modifiers are defined as a function as well, using required/assert statements

derived from Event-B guard predicates.

The event actions are directly translated equivalent to Solidity assignment expressions. To execute a set of actions
in any function, all of the given modifiers must be TRUE. If the given modifiers do not satisfy, the function body
statements are skipped. The only excerpt from the generated code equivalent to the given events is given in code

snippet 3.9.

modifier MOD_initiateSeller {
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}

uint256 value = msg.value/3;
require ((msg.value==3*value)&&(seller!=msg.sender));

-

7 modifier MOD_confirmPurchase{

require ((state==InStock)&&(msg.value==3*price));

-

; function initiateSeller () MOD_initiateSeller public{

// Actions

seller = msg.sender;
price = msg.value / 3;
returnWindow = _timelInSec;

}

function confirmPurchase() MOD_confirmPurchase public{
// Actions
state = ProductState.Booked;
buyer = msg.sender;

Code Snippet 3.9: Generated modifiers and functions

Improvement and Extension in EB2ALL

This section describes the previous development and integration of new modelling constructions into EB2ALL.

EB2ALL code refactoring and compatibility with new Rodin IDEs. The first version of EB2ALL was developed
in 2011. Since then, the Rodin IDE has greatly improved by adding several new features and making them compatible
with new Java releases and other dependent repositories. Because of the new Rodin IDE release, we must also update
the EB2ALL plugins to avoid errors and make them compatible with the new Rodin release. As, I am the sole developer
of EB2ALL plugins, I refactor the source codes of all plug-ins, compile them, and then test their compatibility with
new Rodin releases. This is a time-consuming and iterative process that I engage in on a regular basis. In addition,
new errors reported by the Event-B community and active users are also fixed.

Integration of quantifiers (3 and V). EB2ALL plug-ins were initially developed without regard for quantifiers. The
quantifiers exist (3) and forall (V) are now carefully implemented in the revised version of the EB2ALL plug-ins.
For implementing the both forall (V) and exist(3d) quantifiers, we use for loops (determining the fix number of
steps) to check the given predicates. The equivalent code generation from the quantified Event-B predicate is shown
in Table 3.11. The provided pseudo-code is applicable to any target programming language. The current version of
EB2ALL plug-ins are now capable of generating code for quantified predicates.

Event-B BAP assignment. The first version of EB2ALL generates code for event actions in sequential order, as-
suming no side effects. It means that no action expression is dependent on any previously computed actions of the
same event. However, event actions of Event-B are atomic, thus we modify the core algorithms of code generation
for event actions in order to support the atomic action of Event-B. Before handling any action predicates, each event
introduces a set of new temporary variables to store all values. All actions are then rewritten to preserve the semantics
of atomic action, and all core state variables are finally updated at the end of event actions. This has been successfully
implemented in the most recent version of the EB2ALL plug-ins.
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Event-B

Pseudo-code for any target language

Vi.i€1..100= fun(i) < 50

FOR i =1 to 100
IF NOT (fun(i) < 50)
return FALSE
END IF
END FOR

Vp,k,lp€ 1. 500Al € 1..100 Ak € 1..50=
((p+k)+1)=5

FOR p =1 to 500
FOR k = 1 to 100
FOR 1 =1 to 50
IF NOT ((p + k)/1 = 5)
return FALSE
END IF
END FOR
END FOR
END FOR

Ji.i€1..100 A fun(i) < 20

BOOL exist_tf = FALSE
FOR i = 1 to 100 AND NOT exist_tf
IF fun(i) < 20 AND NOT exist_tf
exist_tf = TRUE;

ELSE IF i = 100 AND NOT exist_tf
return FALSE
END IF

END FOR

Ji,ji€1..100Aj € L..50 A Afun(i) >
10 A fun(i) < fun(j) + 2

BOOL exist_tf = FALSE
FOR i = 1 to 100 AND NOT exist_tf
FOR j =1 to 50 AND NOT exist_tf
IF fun(i) > 10 AND fun(i) < fun(j) + 2 AND NOT exist_tf
exist_tf = TRUE;
ELSE IF i = 100 AND j = 50 AND NOT exist_tf
return FALSE
END IF
END FOR
END FOR

Table 3.11: Quantifiers transformation

Future planned extensions.

In the near future, I plan to expand the development of the code generation tool,

EB2ALL, to support a wider range of programming languages. As previously illustrated in Fig. 3.15, two planned
extensions are currently under development: EB2Ada and EB2Py. Moreover, our goal is support the code generation

for hybrid systems developed in Event-B.

Certified code generation.

Code generation is an essential component in the design of safety-critical systems. Our

long-term goal is to develop an industrial version of EB2ALL that can generate certified code that meets certification
standards for industrial applications. In this direction, we will concentrate on generating Frama-C [Cuoq 2012] code

from proven Event-B models.
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3.5.3 Applications

EB2ALL [86, 88, 91][1] plugins are used in a variety of applications to generate source code in various languages. We
produce source code for cardiac pacemaker [1][88], cardiac pacemaker resynchronization therapy [70], insulin infusion
pump [25], cruise controller [24], multi-purpose interactive application [22, 24] and so on. Furthermore, these plug-ins
are downloaded and used for research as well as evaluation purposes when compared to other code generation tools. A
new plugin, EB2Sol, has recently been added to the family of EB2ALL, which has been successfully used to generate
smart contracts in Solidity[11]. The use of EB2ALL plugins are elaborated in Chapter 5.

Summary of our contribution for EB2ZALL: code generation: In 2011, We developed the EB2ALL [86,
88, 91][1] tool that that includes four main plugins: EB2C, EB2C++, EB2J, and EB2C#. Since 2011, all
of these plugins have evolved by incorporating advanced features and more modelling constructs, such
as integration of quantifiers, BAP assignment and so on. Several new plug-ins, EB2Sol [11], EB2Py,
and EB2Ada, are introduced to generate code in the Solidity, Python, and Ada programming languages,
respectively. Note that EB2Sol, EB2Ada and EB2Py are fully developed and integrated into the core of
EB2ALL. Furthermore, we intend to add more programming languages to EB2ALL in the near future, as
well as develop an industrial version of EB2ALL that can generate certified code that meets certification
standards for industrial applications. To demonstrate the usability of EB2ALL, we use several complex
case studies from a range of domains.

Project: ANR-EBRP, ANR-FORMEDICIS

Student supervision: Ismail Mendil (PhD, 2019 — 2023), Romain Geniet (MS, 2017), Sasan Vakili
(M.A.Sc, 2015)

Publications: [22, 24][70][11][1]

Software: Revised EB2ALL: EB2C, EB2C++, EB2J, EB2C#, EB2Sol, EB2Ada, EB2Py.

Models: http://singh.perso.enseeiht.fr/eb2all
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CHAPTER 4

Certification and Assurance Case Templates

This chapter covers the work in papers [26, 28][49, 50, 68][16]. This work was done in collaboration
with Yamine Ait-Ameur (INPT-ENSEEIHT, France), Morayo Adedjouma (McMaster University, Canada),
Valentin Cassano (McMaster University, Canada), Abderrahmane Feliachi (RATP, France), Mark Law-
ford (McMaster University, Canada), Thomas S. E. Maibaum (McMaster University, Canada), Julien Or-
dioni (RATP, France), Joannou, Paul (McMaster University, Canada), Hao Wang (Norwegian University
of Science and Technology GjA,vik, Norway), and Alan Wassyng (McMaster University, Canada); and
with following students: Anas Charafi (Master student at INPT-ENSEEIHT/IRIT, France under my su-
pervision), Mischa Geven (Master student at McMaster University, Canada under under co-supervision
of Alan Wassyng, Mark Lawford and myself), Silviya Grigorova (PhD student at McMaster University,
Canada, whom I informally advised for the work presented here), Alexandra Halchin (PhD student at
INPT-ENSEEIHT/IRIT, France under co-supervision of Yamine Ait-Ameur, Julien Ordioni, Abderrah-
mane Feliachi and myself), and Nicholas Proscia (Master student at McMaster University, Canada under
under co-supervision of Alan Wassyng, Mark Lawford and myself).

This chapter summarises our work on certification and the development of assurance cases for safety-critical
cyber-physical systems. Throughout this work, our main focus was to work on developing integrated verification
framework that can be used to aid in the certification process. As we all know, a minor flaw in a safety-critical CPS
can lead to catastrophic failure and even death. Many people believe that formal methods have the potential to develop
safety-critical cyber-physical systems that are also more amenable to certification with required features. The work
presented here addresses the problem of integrated verification of system design models for transportation systems,
in particular railway systems. It has been achieved in context of the B-PERFect project of RATP (Parisian Public
Transport Operator and Maintainer) aiming at applying formal verification using the PERF approach on the integrated
safety-critical models of embedded software expressed in a single unifying modelling language: High Level Language
(HLL).

In the past few years, the certification bodies introduced a recommended practice asking manufacturers to submit
an Assurance Case if they want to market their products. The reasoning behind this was that it would help manufac-
turers develop safer and more reliable systems, and that the certification bodies would have a better foundation for
evaluating these submissions. We have been exploring the use of Assurance Case Templates that can be used to drive
development of a software-intensive critical system. Such a template will also provide explicit guidance on an effective
assurance case for a specific product within the template’s identified product scope. We believe that a product-domain
specific template can serve as a standard for development and certification of a safety-critical CPS in that specific
product-domain.

In the remainder of the chapter, we sequentially describe our contributions to the development of integrated verifi-
cation framework and template development for assurance cases.

4.1 Integrated Verification Framework for Certifying Critical Systems

4.1.1 Context

Nowadays, complex critical systems include both hardware and software components that must be developed using
high-quality development processes. In fact, when working with critical applications such as transportation, aviation,
and medicine, such systems must establish robust testing and confirmation protocols. Moreover, when developing
such systems, several stakeholders are involved in a single task or multiple tasks associated with different development
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processes. Note that each development process includes a number of development activities and models that are shared
and distributed among the other stakeholders, resulting in heterogeneity. In fact, each stakeholder may use a variety of
modelling techniques, programming languages, design processes, validation and verification procedures, and so on to
deliver the hardware and software components, but prime issue of ensuring the global correctness is the foremost and
challenging task.

To address the issue of heterogeneity, RATP developed the PERF (Proof Executed over a Retro Engineered Formal
Model) [Benaissa 2016] verification methodology, which allows the evaluation of any software system regardless of
its development processes or languages. The approach enables the development and analysis of all product component
models in a single shared PERF pivot modelling language with efficient formal verification procedures. The PERF
pivot language, HLL [Ordioni 2018], is a synchronous data-flow language, close to Lustre [Halbwachs 1991], allowing
to specify both system behaviour and safety properties together in the same model. In fact, the source model must
be translated to an HLL model. This translation must be sound and semantically correct. Once model translation is
complete, the obtained shared models can be used for (integrated) verification and validation. By using the source code
of the developed software as the verification target, it ensures complete language agnostic and non-interference with
the software supplier, which drastically reduces any bias. Furthermore, maintaining multiple validation techniques in
different domains can be costly, especially when automated assistance is not available.

When the source and target languages have different semantics, one of the most difficult problems is verifying
the transformation process. Several researchers have proposed formal verification and certification of translators.
Many compiler verification strategies have emerged to reduce the difficulty of the verification processes, such as
translation validation, certified compilers, and transformation by proofs. In [Blech 2007], an automated generation of
correct translation of the program is defined. Source and target code semantic equivalence is demonstrated using a
simulation-based proof. The CompCert compiler [Leroy 2009] is a formally certified translator that uses Coq proof as-
sistant [Bertot 2010] to produce assembly code from the C language. The generated code is extracted from the theorem
prover directly. The formal verification of the compiler is provided using LUSTRE in [Bourke 2017, Biernacki 2007].
[Strecker 2002] uses Isabelle/HOL to systematically confirm the transformation of Java program to Java byte code.

In [Besnard 2009], the authors presented a formal approach for translating source of imperative programming
languages, such as C and C++, into synchronous language Signal [Gamati 2009]. Model-checking is used in this work
to check the required properties. A transformation validation technique capturing the clock semantics in the models
is shown in [Ngo 2015]. There, a refinement relation between the source specification and the generated code is
proved using SMT solvers. Pop et al. [Pop 2009] presented non-standard denotational specification of the SSA form,
including translation from imperative languages to SSA, and vice versa. A similar approach to SSA formalisation
is provided in [Blech 2004]. Synchronous versus sequential code validation based on the proof strategy is presented
in [Ryabtsev 2009, Pnueli 1999].

Many other approaches [Tatibouét 2003, Storey 1994] concentrate on code generation particularly from B specifi-
cation to different programming languages like C, Ada and Java. [Bert 2003] shows an optimised transformation from
B specifications to C executable code to meet hardware constraints. The general architecture of the transformation
process is presented together with optimisation techniques. However, they do not address the formal certification of
the transformation. For example, a set of translation rules is presented in [Mammar 2006] to generate Java/SQL code
from B models for designing and analysing database systems. A tool B2Jml [Catafio 2012] is developed to generate
JML specifications from B models. Bonichon et al. [Bonichon 2015] have developed a tool, b2llvm, for generating
LLVM executable code from B models. A transformation based on SSA register assignment from a functional to an
imperative language is shown in [Schneider 2015]. The transformation is validated via a bi-simulation relation proven
in COQ. In [Ning Ge 2017], the authors proposed a set of translation rules for generating HLL models from Event-B
models. In fact, the main objective of this work is to use an intermediate HLL representation to produce C code from
the Event-B specification. They use equivalence proof to check the correctness of the code generation process. To our
knowledge, the proposed translation approach from Event-B to HLL is not automated yet. In [Petit-Doche 2015], the
authors reported a posteriori approach for applying formal methods to the developed software by translating SCADE
code into HLL code.

As previously stated, RATP employs the PERF framework for verifying and validating various software systems
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obtained from different manufacturers. As HLL is the pivot language of the PERF framework for verification and vali-
dation, they require a standard framework for dealing with all types of source programming and modelling languages.
They have currently developed several transformations to handle various programming languages, but they are not
certified. Furthermore, in a number of RATP projects, the B method is used to develop complex software systems
using the correct by construction approach, and the developed specifications are manually checked with respect to the
given documented informal requirements. This manual process is based on either an analysis of the manufacturer’s
documentation (who is responsible for delivering the system and software) or a critical reading of code to evaluate the
software developed in B. Currently, there is no mechanism for integrating B methods in PERF framework.
Our primary goal is to develop a certified framework for PERF as well as to integrate B methods into PERF.

4.1.2 Our contributions

In this context, we address the problem of integrated verification of system design models in the context of trans-
portation systems, in particular railway systems. It has been achieved in context of the B-PERFect project of RATP
(Parisian Public Transport Operator and Maintainer) aiming at applying formal verification using the PERF approach
on the integrated safety-critical models of embedded software related to railway domain expressed in a single unifying
modelling language, HLL [49]. In particular, we use the B method [Abrial 1996]. It presents a certified translation
of B formal models to HLL models [26]. The proposed approach uses Isabelle/HOL as a unified logical framework
to describe the formal semantics and to formalise the transformation relation between both modelling languages. The
developed Isabelle/HOL [Nipkow 2002] models are proved in order to guarantee the correctness of our translation pro-
cess. Moreover, we have also used weak-bi-simulation relation to check the correctness of each translation step [50].
We also show that, when models are translated into this unified modelling language, it becomes possible to handle the
verification of properties expressed across different models. The main results and our formal framework for certified
translators are described below; all details are available in the student thesis [Halchin 2021].

Formal framework

In this study, our goal is twofold: first, we want to certify PERF, and second, we want to integrate B methods into the
PERF framework. A posteriori and non-intrusive verification are achieved in the context of integrated development of
safety-critical software by expressing high-level properties in an independent language like HLL. To support this task
for B software, we use the B2HLL tool [Charafi 2017], which is a prototyping approach that transforms B into HLL. A
crucial part of our approach is demonstrating that the translation in HLL preserves the semantics of B. Fig. 4.1 depicts
a formal framework of certified translators that is aligned with other approaches [Blech 2007, Blech 2004, Leroy 2009]
in terms of checking semantic preservation and/or semantic equivalence using simulation relationship defining an ob-
servational equivalence. This relation compares states of the two models at each execution steps. To our knowledge,
there is no work related to verification and certification for heterogeneous system meeting our stated objectives. Our
work is the first integrated verification framework for modelling and verifying large complex heterogeneous systems
under given requirements formalised as logic properties in a non-intrusive manner. Moreover, our method is transpar-
ent compared to the other methods, it does not rely on any specific modelling language. Below, we describe important
steps of our framework.

* First, we provide a formal semantics description of the source and target modelling languages in a denotational
style using Isabelle/HOL (see upper part of Fig. 4.1). State transitions systems formalise and unify the semantics
of the B and HLL models. As new state variables and new transitions emerge in the HLL state transitions system,
new properties can be expressed to observe these new variables and transitions.

¢ An equivalence relation enabling to semantically compare B programs with HLL models is formally defined
(see middle part of Fig. 4.1). In our case, two programs are semantically equivalent if their output traces are
identical. We establish an equivalence criterion and prove that variables and data flows in B and HLL models
have corresponding values during each execution step (transition). An equivalence theorem is stated and proved
once and for all.
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* B and HLL models are checked to be equivalent. Both B and HLL specific models are defined as instances of the
formal semantic models (Instance of relation on Fig. 4.1). Then, the equivalence theorem has to be checked for
these two instances by discharging the associated proof obligations successfully. Further, we use the animation
approach, including proof steps to validate the formalised models. The associated proofs related to equivalence
checking certify that functional representation in modelling languages satisfies the translator specification of the
original model.

* Finally, an export tool (lower part of.Fig. 4.1) generates Isabelle/HOL models for the specific input B models
and HLL models generated by the B2HLL tool.

Isabelle/HOL

B Modelling
Language

HLL Modelling
Language

Equivalence
Criterion

instance of instance of

Equivalence
Checking
B Model HLL Model
B2HLL
B Model > HLL Model

Figure 4.1: A formal framework of certified translator

In summary, the developed framework allows for the definition of a set of sound transformation rules from B to
HLL, the guarantee of semantic preservation of the transformation of B models to HLL that can be used for tool
certification, and the development of a tool that implements the desired transformation from B to HLL.

Translation of B to HLL

In this section, we describe the general transformation strategy that allows us to obtain an equivalent HLL code from
concrete formal models based on B language. The detailed transformation rules can be found in [26][50][Halchin 2021].
The transformation of B models to HLL models is difficult due to the semantic mismatch. The imperative style
is used on the B side, while the data flow paradigm with single static assignment form (SSA) is used on the HLL
side. In our translation rules, we address variables to data streams transformation, sequential to SSA form trans-
formation, variables tracing, and semantic preserving transformation. We begin by introducing the transformation
environment, which will be used to store correspondences (mappings) between B variables and HLL flows, and then
we define a set of transformation functions to handle various modelling components. For transformation environ-
ment, we define a mapping function, Mapping : Varg — (Labely, x Labelyyy,), to maps B variables to pairs
of HLL (read and write streams). Moreover, we define a composition operator (®) to compose two environments as
® : Mapping x Mapping — Mapping.

A set of transformation functions is defined based on a set of transformation rules mapping source language
constructs to target ones. We define a general transformation function T(.) with a B model and a transformation
environment M apping as input parameters and computes the corresponding HLL model and the updated environment
M apping. Specific transformation functions are defined on the syntax tree structure.

Let model_B and model_HLL be the syntactic constructs of B and HLL modelling languages, respectively.
Then, for each syntactic B construct in Synt € model_B, we define a transformation function 7T’s,,, that associates
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a B construct to its corresponding HLL construct as Tsy,: : model_B x Mapping — model_HLL x Mapping.
This function takes into account the previously defined translation environment for variables and streams.

The following notation Tsynt(Se)mp = (Surr, Murr) is used to describe applications of the transformation
function T’sy,,; with B and HLL environments Mp and Mpgr. We defined several transformation functions to
cover different components of B model, such as states, data definitions, sets, properties, variables, invariants, expres-
sions, predicates, instructions etc. Some of the transformation rules related to static and dynamic clauses are given in
Tables 4.1 and 4.2. Complete formal description of each transformation rule is provided in [Halchin 2021].

B Construct HLL Construct
Let CreateFresh(c, M) = curr , GetType(c) = type and GetValue (c) = value in

Test(CONSTANTS c)pq =
( Constants: type cyrr := value; , Mc— curr])
LetTp(R)M = (RHLL,M)in

Tprop(PROPERTIES R)pm =
( Constraints: Rgrr;, M)
Let Ts(A)m = (Amrnr, M) and GetType(A) = type in

Tset (SETS A)p =
(Types: type Agrr;, M)
Let CreateFresh(z, M) = zgrr and GetType(x) = type in

Tyar(CONCRETE_VARIABLES x)p =
( Declarations: type zgrr; , Mz — L))
LetTp(I)m = (Iurrp,M)in

Tinv(INVARIANTS I)pq =
( Proof Obligations: Igrr;, M)

Table 4.1: Rule: Static Clauses Transformation

B Construct HLL Construct

Let Ty (v)m = (varne,M)andTg(E)am = (FurLn, M) in

Tinit(UNITIALISATION v := E)p =
( Definitions: vy rr) = Ewrn;, M)
LetTI(S)M = (SHLL’M )and

Tops(OPERATIONS ous « opName(yin) = S)pm = Namenpr(opName, M) =opNamepry in

( Namespaces: opNamegrr { Surr }, M’)

Table 4.2: Rule: Dynamic Clauses Transformation

Based on this transformation rules, we developed a prototype tool B2ZHLL [Charafi 2017]. The current version of
the B2HLL tool handles the implementation level of B models including imperative programming constructs corre-
sponding to 5000 lines of B code. This approach allowed us to realise a first proven tool before its transfer. Indeed,
industrialisation of B2ZHLL is ongoing at RATP targeting the translation of the entire B language based on our results.
In order to automatise the entire verification chain, automatic export tools from B and HLL languages to Isabelle/HOL
are under development. We also provide proof of the correctness of the transformation rules implemented by the
B2HLL tool.

Certified Model Transformation of B to HLL

This section presents a certified translation from source modelling language to target modelling language, in which
we use Isabelle/HOL as a unified logical framework to describe the formal semantics of both languages and formalise
the translation relationship between them. The Isabelle/HOL models developed are validated to ensure the correctness
of our translation process. We present the weak-bisimulation relation for validating translation steps and the proof
process. In our work, we use the B as a source modelling language and HLL as a target modelling language to realise
the proposed idea.

Both B and HLL semantics are formalised in a big-step semantics style. Syntactic constructs are defined as
datatypes. State changes are recorded using interpretation functions associated to each syntactic construct in a cur-
rent state. Different types of variables for both modelling languages are implemented using datatype definition. Is-
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abelle/HOL data-types modelling features and constructs of B and HLL (states, flows, expressions, modelling state-
ments) are defined. A state, accessed using an environment env function, is defined as a total function that maps vari-
able names to variable values. Primitive types, like integer and boolean are defined as T'val. varname = namexTval
associates a variable to its type (possible values). The val datatype defines values for B and HLL datatypes. The rela-
tion between B variables and HLL variables is given by the mapping type.

B Semantics in Isabelle/HOL. For defining B Semantics in Isabelle/HOL, we use a deep embedding approach
where B models are manipulated as first class objects. This work rely on the work of [Badeau 2004]. The semantics
of B models is described using a semantic function. This function is defined on the structure of the B models. Each
syntactic B construct is interpreted by this function. For example, specific data-types for arithmetic expressions aexp,
boolean expressions bexp and B statements instruction (a block of instructions in sequence, skip, assignment, and
conditional) are defined. The semantics of B constructs is defined using primitive recursive functions encoded in
Isabelle/HOL. Listings 4.1 shows the formalisation of this semantic function, where B expressions are interpreted by
the total function meaning_exp € exp — env — wval. An expression is evaluated in the environment env. A B
expression is interpreted in a given state and denotes a value in val. Two intermediate meaning functions are introduced
for arithmetic (meaning_a) and Boolean (meaning_b) expressions defined on their type constructors. Literal values
are directly interpreted by their corresponding Isabelle/HOL values. The semantics of binary expressions (+, -, ¥, =, <,
>) is defined from the interpretation of their operands. Similarly, State changes are formalised by the state transition
function meaning_instruction € instruction — env — enw that produces the next state after execution of a given
B statement. It updates the environment env with the effect of the interpreted instruction.

fun meaning_exp :: "exp = env = val" where
"meaning_exp (Bexp ex) o = B o meaning_b ex o"
| "meaning_exp (Aexp ex) o = I o meaning_a ex o"

fun meaning_a :: "aexp = env = int" where
"meaning_a (Value i) _ = 1i"
"meaning_a (AVar vname) o = (case o vname of (I v) = v)"
"meaning_a (Plus aexpl aexp2) o = (meaning_a aexpl o + meaning_a aexp2 o)"

|

|

[

fun meaning_b:: "bexp = env = bool" where

"meaning_b (Value b) _ =b"

"meaning_b (Bvar vname) o (case o vname of (B v) = v)"

"meaning_b (Not bexpl) o (— meaning_b bexpl o)"

"meaning_b (And bexpl bexp2) o (meaning_b bexpl o A meaning_b bexp2 o)"

Code Snippet 4.1: Semantics of B expressions

HLL Semantics in Isabelle/HOL. HLL is a declarative and synchronous language with a SSA form. Several formal
models of synchronous languages with single state assignment [Schneider 2001, Yang 2013] have been proposed. We
rely on the SSA based semantics to define HLL semantics. A HLL model can be defined as a set of order independent
flow (stream) assignments. In HLL, each sequence is defined as a total function mapping a natural number to a
polymorphic datatype, ’a [Bourke 2017]. HLL variable names are defined as (name x Tval) x nat. Each variable is
uniquely identified. Uniqueness indexing of variables ensures that once translated, no B model identifier is assigned
twice in the obtained HLL model (i.e. single assignment property). As for B, where we define the values and state
variables as Isabelle/HOL datatypes, we proceed with HLL in the same way by defining HLL flows (streams) as total
functions mapping naturals on a polymorphic data-type. HLL stream variables are defined as vname = (name X
Twal) x nat. Each variable is associated to a unique identifier defined by a natural number. Similar to B, specific
data-types for arithmetic expressions aexp, boolean expressions bexp and statements instruction are defined. Since,
HLL conditional is an expression, a particular attention is paid to the flows resulting from conditional expressions.
HLL instructions are blocks of assignments. The Isabelle/HOL definitions of these constructs are given in Listings
4.2. Like for B, the HLL semantics is given by semantic functions defined structurally on the corresponding syntactic
constructs. The semantic rules for evaluating expressions are defined by interpretation function meaning_exp €
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exp — env — val. As for B, it is defined for arithmetic expressions with meaning_a and boolean expressions with
meaning_b (see Listing 4.2). The semantics of if expression in a state o produces stream values resulting from the
recursive evaluation of branch expression depending on the given condition.

fun meaning_a :: "aexp = env = int stream" where
"meaning_a (Value i) _ = i"
|" meaning_a (AVar vname) o = (Ai. (case o vname of (I v) =v i))"

I"meaning_a (Plus aexpl aexp2) o = (Ai.meaning_a aexpl o i + meaning_a aexp2 o i)"

fun meaning_b :: "bexp = env = bool stream" where
"meaning_b (Value b) _ = b"
"meaning_b (Bvar vname) o = (case o vname of (B v) = v)"
"meaning_b (Not bexpl) o = (Ai.— meaning_b bexpl o i)"
"meaning_b (And bexpl bexp2) o = (Ai.meaning_b bexpl o i A meaning_b bexp2 o i)"

|

|

|

[

fun meaning_exp :: "exp = env = val" where

"meaning_exp (Bexp ex) o = B (meaning_b ex o)"
| "meaning_exp (Aexp ex) o = I (meaning_a ex o)"

I "meaning_exp (If ¢ bl b2) o = (let (vall, val2) =
((meaning_exp bl o), (meaning_exp b2 o)) in (case (vall, val2) of
((I bl), (I b2)) =1 (Ai.(if meaning_b ¢ o i then bl i else b2 i))
I ((B bl), (B b2)) =B (Ai.(if meaning_b ¢ o i then bl i else b2 i))))"

Code Snippet 4.2: Semantics of HLL Expressions

Certification of the translation. Once the B and HLL semantics are encoded in Isabelle/HOL, the specification
of the B2HLL translation [60] shall be defined in Isabelle/HOL. Semantic preservation by defining an equivalence
relationship is defined later. The transformation function from B to HLL is defined on the syntactic constructs identified
for both B and HLL. First, we address the mapping of B state variables to HLL flows, and then we provide mapping
between B modelling components to HLL modelling components.

At this stage, it is possible to define an equivalence relationship on states and flows. This relation, namely = is
defined on state variables using an observational relation [Sangiorgi 1998] between states of a B model and corre-
sponding HLL flows obtained after transformation. We prove that a variable and a data-flow stream have the same
value by checking that each stream value of the HLL model is equal to the value of corresponding variable of the
B model. This definition defines the basic property to check semantic preservation. It relates states to flows. A bi-
simulation relationship can be defined to relate B models to HLL models. All the ingredients to write the equivalence
theorem are available. This theorem states that the two state transition systems (for B and for HLL) are bi-similar.

theorem Equivalence:

1. fixes codeB::"b.instruction" and op::"b.env"

2. and codeHLL::" hll.instruction" and ogrr ::" hll.env"
3. and n m::mapping

4. assumes * : "(codeHLL, m) = Transformation codeB n"
5. and # : "op ¥, ogrr"

6. and $ : "finite (dom n)"

7. and @ : "well_defined codeB n"

8. and &: "well_defined_mapping n"

9. and ~ : "well_defined_state ogrr"

shows

10. "(b.meaning_instruction codeB op) = ,, (hll.meaning_instruction codeHLL omrr)"

Code Snippet 4.3: Equivalence Theorem

Listing 4.3 describes the global equivalence theorem defining the semantic preservation property. Informally,
this theorem states the bi-simulation relation between two state transitions systems. The proof of the equivalence
theorem of Listing 4.3 is performed using the Isabelle/HOL theorem prover. The powerful tactics available in this
prover allowed us to complete the whole proof of this theorem. Most of the proofs are interactive (semi-automatic),
they are completed through user interaction with the theorem prover of Isabelle/HOL. In addition, we perform an-
imation, offered by the Isabelle/HOL models animator, to check and validate the generated HLL models from the
B models. We perform model execution combined with formal proof to link the B2ZHLL tool with the certified
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translation rules as defined in Isabelle/HOL. More details on certified model transformation approach can be found
in [26][49][Halchin 2021].

4.1.3 Applications

The certified translator has been exemplified by developing simple as well as complex models. We have considered
simple examples, such as a room reservation model, simulating pixel movement and so on. Further, our approach
is applied to several case studies provided by RATP. We are especially interested in the development of the CBTC
(Communications-based train control) system [I[EEE-Std-1474.1 1999], specifically the TRPL (Train Reference-Point
Localisation) function. This case study is described in [Halchin 2021], including identified unitary requirements and
safety requirements. The B model associated to the TRPL is composed of several machines and refinements. All the
properties verified in this B model are safety properties to ensure the correct functionality of TRPL function. We have
used this model to produce HLL model using our tool B2ZHLL. All the given properties in B model are successfully
expressed in the generated HLL model. Further, we use our developed certification framework to ensure that the
transformation of the B model to HLL model is semantic preserving using the defined equivalence theorem. We
instantiate the formal specification defined and proven in Isabelle/HOL theorem prover. We show that the state of the
obtained HLL model is equivalent to the original B state with respect to the specified model in both B and HLL. The
evaluation of expressions is achieved using term substitutions in the proof goal using the Isabelle’s simplifier built-in
term rewriting engine. At this level, it becomes possible to observe step by step states evolution (i.e. traces) after
expanding the corresponding definitions. Moreover, we also use model animation to show that the output HLL model
computed by the B2ZHLL tool is equivalent to the source B model in terms of the defined transformation rules.

Summary of our contribution for integrated framework for certifying critical systems:

Our interest for developing this framework is twofold. First, it offers an independent verification approach
to B models that does not rely on B tools and, second, it supports an integrated verification framework
with HLL in a single modelling language. In addition, the certification process summarised here asserts
the correction of the transformation in terms of semantic preservation. The work presented here addresses
the problem of integrated verification of system design models for transportation systems, in particular
railway systems. It has been achieved in context of the B-PERFect project of RATP aiming at applying
formal verification using the PERF approach on the integrated safety-critical models of embedded software
expressed in a single unifying modelling language: HLL. We propose an integrated verification framework
that can be used to aid in the certification process. Our work define a formal technique, related to model
translation, to verify and to validate the safety critical software developed using the B modelling language.
HLL language is used as a basis for safety properties verification in order to bridge the gap between the
software specification, such as the formal development in B, and the verification techniques on system
level. In addition, our work propose a formal framework to guarantee the correctness of the translation
from B models to HLL models. The correctness of the translation rules is proven in Isabelle/HOL theorem
prover. A proof of equivalence between B and HLL semantics based on a bi-simulation relationship
has been set up. It guarantees that the translation rules implemented in the B2HLL tool are correct i.e.
semantic preserving according to the defined equivalence relation. The formalisation and the associated
proofs presented in this work can be easily extended to other transformation from state-based language to
HLL.

Project: CIFRE-RATP

Student supervision: Alexandra Halchin (PhD, 2016 — 2021), Anas Charafi (MS, 2017)

Publications: [26][49, 50][Halchin 2021, Charafi 2017]

Software: B2HLL, HLL and B semantics in Isabelle/HOL, and models




4.2. Assurance Case Templates 81

4.2 Assurance Case Templates

4.2.1 Context

Cyber-Physical Systems are extremely complex systems that combine components with both physical and cyber inter-
faces and potentially complex interactions between these parts. They are also often both security and safety-critical if
the physical system being controlled can harm people. It is imperative that these systems be developed and certified
to be safe, secure and reliable — hence the focus on safety-critical cyber-physical Systems. Current safety-critical or
high-integrity standards primarily set out objectives on the process, as is typical in much of software engineering.
Thus, the acceptance criteria in these standards apply to the development process much more than to the product being
manufactured. Having manufacturers use these “good" processes is, indeed, advantageous. However, their use does
not guarantee a “good" product, except in a statistical sense. We need to evaluate the quality of the product, not only
the process by which it was built [Maibaum 2008].

Regulators, for instance the U.S. Food and Drug Administration (FDA)' and the National Highway Traffic Safety
Administration (NHTSA)?, have been dissatisfied with the frequency of the recalls of many of the products evaluated
in such a process based regime. Of course, we can make our standards specify the product-focused evidence that is
required, as well as acceptance criteria for this evidence. However, software engineering does not have a good track
record in this regard. One approach we can take is to identify critical properties of a system that are necessary in order
to achieve tolerable risk regarding the safety, security and reliability of that system. Assurance cases have been gaining
traction as a way of documenting such claims about these critical properties of a system, together with evidence and
associated reasoning as to why the claims are valid. Not surprisingly, the FDA have turned to assurance cases to
help improve the quality of products submitted for approval [Keatley 1999]. Assurance cases provide one way of
documenting a convincing argument regarding the trustworthiness of the resulting system — built on the identification
of specific items of evidence, and the satisfaction of explicit acceptance criteria involving both product and process.

An assurance case [Kelly 1998] provides a structure in which the developer of a product makes a claim regarding
critical properties of the product (e.g., safety, security, reliability), and then presents an argument that validates that
claim through the decomposition of that claim into sub-claims that are eventually supported by evidence. There are a
number of notations and tools for assurance cases, the most popular notation being Goal Structuring Notation (GSN),
developed by Tim Kelly [Kelly 1998]. On the one hand, there are many benefits of assurance cases, such as the explicit,
detailed documentation of the ‘case’, to the traceability of evidence to a specific claim facilitated by the structure of
the ‘case’, and a well-structured assurance case can facilitate the identification of gaps between claims, arguments,
and evidence in the constructed ‘case’. On the other hand, there are some drawbacks, such as the argument linking
claims to sub- claims and eventually to evidence is not explicit [28][16], every assurance case is structured differently
that is extremely difficult for evaluation [Wassyng 2011], development of assurance cases for regulators after system
development [Kelly 2001], and a lack of support for the incremental development of assurance cases [68].

A number of solutions to limiting the variety of assurance cases have been proposed. Two of these are closely
related — safety case patterns [Kelly 1998], and assurance case templates [Wassyng 2011]. Safety case patterns were
originally described as “A means of documenting and reusing successful safety argument structures” [Kelly 1998].
(Again, the structure may be present, the argument is not.) The idea here is that an assurance case could be composed
primarily of well-known (decomposition) patterns. This is reminiscent of design patterns [Gamma 1995], which are
widely used in software design. An extension of this idea is an assurance case template, which is an almost complete
assurance case structure that can be determined before development starts, in which missing details are provided during
development, and some elements may be modified during development.

4.2.2 Our contributions

In this context, we address the problem of developing assurance cases for aiding regulators as well as manufactures
for developing and evaluating the assurance cases for certifying safety-critical cyber-physical systems. In addition

Thttps://www.fda.gov/
Zhttps://www.nhtsa.gov/



82 Chapter 4. Certification and Assurance Case Templates

to assurance case researchers exhorting developers to build the assurance case early in the development cycle, our
interest in using the assurance case in the way we describe in [28] [16], was inspired by the work of John Knight
and colleagues on Assurance Based Development (ABD) [Strunk 2008]. Interestingly enough, after working on using
assurance case templates and exploring their potential to replace standards, we were informed of a talk given by John
Knight [Fitzgerald 2008], in which he outlined the use of an assurance case as an alternative to the avionics standard
DO-178B. We do believe our assurance case templates are somewhat different from the fit for purpose assurance case
patterns used in ABD and other assurance case development. We have been exploring the use of Assurance Case
Templates that can be used to drive development of a software-intensive critical system. Such a template will also
provide explicit guidance on an effective assurance case for a specific product within the template’s identified product
scope. We believe that a product-domain specific template can serve as a standard for development and certification
of a safety-critical CPS in that specific product-domain.

To use an assurance case template as a standard, we have to develop the template in much the same way we do
standards. We need contributions from all stakeholders — industry, academia, and regulatory bodies. Each assurance
case template has to reflect the expectations of the domain, and in particular, must result in compliance with the re-
quirements imposed by the appropriate integrity level. It must also result in compliance with ALARP. There are real
benefits in having the template developed as a community effort. Templates evolved through community development
should benefit from input from a larger group of experts. Members of industry can provide valuable input on practical
development processes, members of academia can enhance the templates with the latest ideas and research, and mem-
bers of regulatory agencies could use the vast data collected from adverse events to further enhance them. Flaws found
in a template can be promptly corrected to prevent multiple occurrences of similar mistakes. Every developer, from a
multi-national to a small entity, would use the latest approved template. The principal benefits are thus similar to those
that apply to community development of standards, namely that communal expertise can be more than the expertise
of a chosen few, and that industry is more likely to ‘buy-in’ to the effort required to comply as well as recognise the
benefits of compliance. Specifically for assurance case templates, there is important and much needed consensus to
obtain as to what evidence to produce and the acceptance criteria to be used.

Our observation of assurance case patterns is that they are assurance case design artefacts that can be instantiated
for a specific situation, and that are used within an overall assurance case. The assurance case template, is a complete
assurance case, in which claims are specialised for the specific situation, and the evidence for terminal claims is de-
scribed together with acceptance criteria for the evidence, and as development progresses the evidence is accumulated
and checked against its acceptance criteria. The concepts are, indeed, very similar but these templates are not the same
as current patterns. Patterns could prove to be useful within assurance case templates.

Probably the best way of describing an assurance case template is to show an overview example of the process
that led us to believe that assurance case templates could be a productive and important step in being able to develop
reliable, safe and secure CPS.

To start, let us assume we have successfully developed a product (system) and also documented an effective
assurance case for the product. This product is creatively called “Product 1", and the assurance case decomposition
structure is shown in Fig. 4.2. In the interests of clarity, assumptions, contexts, strategies, etc., are not included in the
figure, and the “1" in the top-level claim box simply indicates that this is the top level-claim and assurance case for
Product 1. Now let us further assume that we follow up our success by developing another product, which we call
“Product 2". Product 2 is a product different from Product 1, but is related in that it is within the same product domain
as Product 1. For instance, perhaps Product 1 is an insulin pump, and Product 2 is an analgesic infusion pump. Or,
perhaps Product 1 is a car and Product 2 is a mini-van. We again document an assurance case for Product 2, and we
are so expert at developing assurance cases that the new assurance case differs from that for Product 1 only where
absolutely necessary. The assurance case for Product 2 is shown in Fig. 4.3.

Fig. 4.3 also highlights the differences between the two assurance cases by explicitly showing which components
have been added, removed or modified in the assurance case for Product 2 as compared with the assurance case
for Product 1. Now, consider what the figure would look like if we developed Product 2 before Product 1 and then
highlighted the differences in the assurance case for Product 1. It should be clear that components added in the case for
Product 2 would be shown as components removed in the case for Product 1. In other words, the difference between
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Legend:
[] - Claim or sub-claim
O - Evidence
A B -Ais claim
B is premise

Figure 4.2: Assurance Case Structure for Product 1

“added" and “removed" is one of time — it depends on whether (the assurance case for) Product 1 is developed before
or after (the assurance case for) Product 2.

So now we get to the heart of the idea of an assurance case template. We want to develop an assurance case for
both Product 1 and Product 2 — before we actually develop the products themselves. Of course, since an assurance case
must be product/system specific, we cannot actually build a single assurance case that precisely documents assurance
for both products. What we can do is build a template that has a structure that will cater for both products, but
in which the content of components will need to be different for the two products. If our template has to handle
only the two products, Product 1 and Product 2, then a template that may achieve this is shown in Fig. 4.4. The
idea here is that claims and sub-claims can often be parameterised, similarly as is done in assurance case argument
patterns [Denney 2013, Yamamoto 2013], so that the claim can reflect the specific product the assurance case deals
with. The details are not visible in the figure, but we will discuss this aspect of the template later in this chapter.

Fig. 4.4 now needs some explanation. There are two specific aspects of the template we discuss at this stage.

» Optional paths: The paths shown in grey in the figure are optional, depending on the specific product for which
the assurance case is being instantiated. The numbers next to the optional paths show the multiplicity of the
paths.

— Optional 0-1: This is a single path that may or may not be required for a specific product.
— Exclusive-Or 1: One of the paths (there can be more than 2) must be instantiated for a specific product.

— Non-exclusive-Or 1-n: One or more of the paths can be instantiated for a specific product.

* Evidence nodes: The actual evidence for products will differ from product to product. That is why all the
evidence nodes in Figure 1.4 are shaded. If this were not true we would not need to develop an assurance case
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Figure 4.3: Assurance Case Structure for Product 2

at all! Since this is a template, the content of the nodes in the template will not be the actual evidence. What
will it be? The answer is simple, and reflects one of the benefits of building an assurance case template. Each
evidence node must contain:

— A description of the required evidence.

— Acceptance criteria for that item of evidence, i.e., what must be true of that evidence to raise the level of
confidence that the critical properties that the system must have are true.

Characteristics of an Assurance Case Template

We believe the following characteristics are essential for any state of the art assurance case: explicit assumptions,
explicit context, explicit argument, explicit strategies, and explicit justification. Assurance Case Template makes
explicit all essential components of assurance cases, allowing us to evaluate the soundness of each component more
easily and accurately, allowing us to build high-quality systems. In addition, the Assurance Case Template must
meet the following characteristics: (1) adequate descriptions of evidence to be provided; (2) acceptance criteria for
evidence; and (3) arguments that cope with optional paths. The template we envisage will be product-domain specific
and support for the different development processes. Moreover, it may help us to to design assurance case structures
that are robust with respect to change in order to address the problem of incremental development of assurance cases.

Finally, we believe that the developed templates can be used to replace some existing standards because they pro-
vide explicit, consistent, and understandable guidance, the opportunity for incremental safety, the ease of developing
expertise in evaluating safety, security, and reliability, valid arguments built by experts, avoid confirmation bias, and
publicly available examples of good assurance cases.
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Figure 4.4: Assurance Case Template Structure

An in-depth explanation of the development of assurance case templates, as well as their benefits, is provided
in [28][16].

4.2.3 Applications

We used different types of insulin pumps to demonstrate the development of the assurance case templates. In order to
illustrate the different kinds of optional paths we foresee for assurance case templates, we have three brief examples
drawn from our experience with insulin pumps. Here, we have presented three cases identified for optional paths as
follows:

* Optional 0-1: Some insulin pumps include a built-in light that helps the user read the pump’s screen in the dark.
This has impact on the assurance case in a number of ways, including access to data from the pump, and battery
usage. These paths in the assurance case would not exist at all if the pump did not have this feature.

e Exclusive-Or 1: Some pumps use a standard Luer connector for their infusion sets, while others do not. The
pumps definitely need to use some sort of connector for the infusion set, and there are different pros and cons
depending on what connector is used. Use of a Luer connector is not mandatory. The assurance case has paths
that depend on the connector since it affects both the safety and effectiveness of the delivery of insulin to the
patient. However, these paths are different because of the different pros and cons of the connectors. The template
therefore will include a number of paths, depending on the number of connectors likely to be used in commercial
pumps. Only one of those paths will apply for a particular instantiation of the template.

* Non-exclusive-Or I-n: Some pumps allow you to input glucose readings directly from an associated meter, or
to input those readings manually. The assurance case then has to handle the situation where both options are
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present in a single pump, as well as the situations where only one of the options is available for a specific pump.
Note that this is not a situation where redundancy is being used to increase reliability. The pump that allows
both modes of input does so for ease of use — only one mode is used at any one time. The arguments for safe,
secure and effective are different in the two modes. An easy difference to note is that there is (probably) less
chance of a security problem arising when the manual mode is used.

Summary of our contribution for developing assurance case templates:

We propose using a product/system-domain specific assurance case template as a standard for the develop-
ment and certification of products/systems within that product domain. Assurance cases have been growing
in acceptability as an excellent way of determining the confidence we have that a system fulfils the need
for which it was intended, and possess the critical properties it is required to posses. The assurance case
template we envisage is the structure of a complete assurance case with (optional) sub-claims and require-
ments on generated evidence. The template is to be produced, much like a standard, through consensus of
experts in the relevant domain. Such an approach promises to deliver significant benefits. Moreover, this
work is to be able to cope with the complex, multi-disciplinary, connected nature of all class of critical
cyber physical systems. Developing and certifying such systems, so that they are dependably safe, secure
and reliable, seems to call out for a significant change in the way we guide people through the development
and certification of these systems. We believe that a concerted effort in understanding how to produce ef-
fective assurance case templates for this purpose will be one effective step in meeting the challenges of the
(near) future. Luckily, they should be just as useful for less complex systems as well.

Project: Certification of Safety Critical Software-Intensive Systems (funded by Ontario Research Fund
— Research Excellence (ORF-RE), and IBM), Centre for the Engineering of Complex Software-Intensive
Systems, NECSIS (funded by Automotive Partnership Canada (APC)).

Student supervision: Mischa Geven (M.A.Sc., 2014), Nicholas Proscia(M.A.Sc., 2014)

Publications: [28][68][16]
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CHAPTER 5

Deployment of Safety-Critical Cyber-Physical
Systems

This chapter covers the work in papers [20, 22-25, 30][36, 41, 42, 44-48, 51-53, 55-58, 61, 65, 67, 69—
72,74,75,77, 80, 84][14, 15][8, 9]. This work was done in collaboration with Yamine Ait-Ameur (INPT-
ENSEEIHT, France), Alan Burns (University of York, UK), Michael J. Butler (University of Southamp-
ton, UK), Ana Cavalcanti (University of York, UK), Arnaud Dieumegard (IRT Saint Exupéry, France),
Alexei Iliasov (Newcastle University, UK), Fuyuki Ishikawa (National Institute of Informatics, Japan), Eric
Jenn (IRT Saint Exupéry, France), Tsutomu Kobayashi (Japan Science and Technology Agency, Japan),
Mark Lawford (McMaster University, Canada), Thomas S. E. Maibaum (McMaster University, Canada),
Dominique Méry (University of Lorraine, France), David Navarre (Toulouse III - Paul Sabatier Univer-
sity, France), Philippe Palanque (Toulouse III - Paul Sabatier University, France), Marc Pantel (INPT-
ENSEEIHT, France), S. Ramesh (Global GM R&D, Warren, USA), Alexander B. Romanovsky (New-
castle University, UK), Manoranjan Satpathy (Indian Institute of Technology Bhubaneswar, India), Colin
F. Snook (University of Southampton, UK), Paulius Stankaitis (Newcastle University, UK), Hao Wang
(Norwegian University of Science and Technology Gjgvik, Norway), Alan Wassyng (McMaster Univer-
sity, Canada), and Andy J. Wellings (University of York, UK); and with following students: Guillaume
Dupont (PhD student at INPT-ENSEEIHT, France under co-supervision of Yamine Ait-Ameur, Marc Pan-
tel and myself), Romain Geniet (Master student at University of Rennes 1, France, under co-supervision
of Yamine Ait-Ameur and myself ), Mischa Geven (Master student at McMaster University, Canada un-
der co-supervision of Alan Wassyng, Mark Lawford and myself), Yanjun Jiang (Master student at Mc-
Master University, Canada under co-supervision of Thomas S. E. Maibaum and myself), Ismail Mendil
(PhD student at INPT-ENSEEIHT, France under co-supervision of Yamine Ait-Ameur, Dominique Méry,
Philippe Palanque and myself), Nicholas Proscia (Master student at McMaster University, Canada under
co-supervision of Alan Wassyng, Mark Lawford and myself), Sasan Vakili (Master student at McMaster
University, Canada under co-supervision of Mark Lawford and myself).

This chapter summaries various applications pertaining to safety-critical cyber-physical systems. Our main goal
is to demonstrate the usability, reliability, maintainability, portability, efficiency, correctness and scalability of our
proposed methods, techniques, and tools for domain knowledge engineering, system modelling, and certification and
assurance case on a variety of complex safety-critical cyber physical systems. We focus on three types of systems in
particular: Hybrid Systems, Interactive Systems and Medical Systems.

Table 5.1 provides a summary of methods and techniques used in the development of safety-critical cyber-physical
systems from various domains. The table’s first column contains a list of methods and techniques described in various
chapters, while the first and second rows are dedicated to the system domain and selected case studies, respectively. If
the developed case studies used the listed methods and techniques, the table grids are filled with a ‘X, otherwise the
grid is empty.

In the remainder of the chapter, we sequentially describe our contributions to the deployment of Hybrid Systems,
Interactive Systems and Medical Systems.
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Methods and Techniques Hybrid Systems Interactive Systems | Medical Systems
Train Controller | ARP | LGS | MPIA TCAS P CRT

Implicit and Exphclt modelling X X X X X x

and Refactoring

Event—.B Theories for Handling X % X

Domain Knowledge

Automatic Refinement

Modelling & Designing Frameworks X X % % x X X

and Pattern

Meta-modelling: Reflexive Event-B

Environment Modelling X X

Automatic Code Generation-EB2ALL X X X X X

Integrated Verification Framework for %

Certifying Critical Systems

Assurance Case Template X X

Table 5.1: A summary of the methods and techniques used in the development of safety-critical cyber-physical sys-
tems.

5.1 Hybrid Systems

5.1.1 Context

Today, we are surrounded by various hybrid systems that play a pervasive role in our daily activities. They include, for
example, avionics, transportation, nuclear, and medical applications. A hybrid system is a complex dynamic system
that exhibits both continuous and discrete behaviour while interacting with the physical environment via sensors and
actuators. The continuous behaviour can be represented by differential equation and the discrete behaviour can be
represented by a state machine or automaton. The main feature of hybrid systems is that they rely on feedback
mechanisms on actual plant behaviour, where sensors, controllers, and actuators play an important role in ensuring
proper system functionality. A key challenge in modelling hybrid systems is that physical plants exhibit continuous
behaviour, whereas the software controller defines discrete computations. Furthermore, the interleaving nature of
hybrid systems’ continuous and discrete behaviour is an open problem in case of developing them for safety-critical
domains. Verification and validation activities can be carried out to aid in the certification process, ensuring that the
developed product is safe for use in the real world.

Formal methods play an important role for designing and checking hybrid system requirements. There are sev-
eral modelling techniques and tools proposed by the formal methods community to handle different issues related to
designing safe hybrid systems. These methods are divided into two categories: model checking and proof-based ap-
proaches. Hybrid automata [Alur 1995, Henzinger 2000] and model checking tools such as HyTech [Henzinger 1997],
d/dt [Asarin 2002], PHaVer [Frehse 2008], Flow*™ [Chen 2013], iSAT [Frinzle 2007], SpaceEx [Frehse 2011], and
iSAT-ODE [Eggers 2011] have been used to characterise linear and non-linear differential equations of hybrid sys-
tems. However, model checking approaches always suffer from the classical state explosion problem. Proof-based
approaches, on the other hand, are based on proof techniques and symbolic verification and can be used to characterise
any type of hybrid system. The main proof based approaches for modelling hybrid systems are KeYmaera [Platzer 2008,
Quesel 2016], continuous action systems [Back 2000], Event-B [Su 2014b, Butler 2016], Hybrid Event-B [Banach 2013,
Banach 2015], HybridCSP [Jifeng 1994, Liu 2010], and Coq [Bertot 2010].

Despite several approaches for dealing with the complex hybrid system design problem, designing safe hybrid
systems in a system engineering context remains a major challenge and looking for better solutions. Rigorous verifi-
cation and validation techniques must be enabled in the engineering process of designing complex and safety-critical
hybrid systems. we believe that two major requirements, compositional and incremental design and verification, and
validation techniques, must be addressed in order to handle the complexity of such systems. Such requirement refers



5.1. Hybrid Systems 89

to the definition of a reusable framework for the development of hybrid systems. A systematic procedure that allows
a designer to produce correct hybrid system designs must be established.

In this context, our proposed the reusable formal framework for designing and verifying hybrid systems [20,
23][41, 4446, 48, 53, 55, 56] is used for developing complex hybrid systems. The proposed framework is generic and
extensible, consisting of method and a set of tools that engineers can apply and use when developing such systems.
This framework consists of a large set of theories that extend Event-B with mathematical features required to model
continuous behaviours (e.g., differential equations), a generic model that encodes a generic hybrid system, complete
with its controller and continuous plant, and a series of patterns based on refinement that allow for easier design.
In particular, we define three formal patterns, inspired by general practice in hybrid system designs: approximation,
centralised control with multiple plants, and distributed hybrid systems. This work is illustrated in greater detail in
Guillaume’s thesis [Dupont 2021]. Several case studies related to hybrid systems are developed using our formal
framework and modelling patterns. Some of them are summarised below.

5.1.2 Our contributions

This section presents a list of applications developed in the context of hybrid systems, taking into account both the
generic framework based on extended Event-B that supports continuous features via Theory plugin and the refinement
approach in classical Event-B.

Note that we chose three complex hybrid system applications to demonstrate our approach. The first case study is
a cyber-physical railway signalling system[53], which demonstrates how we applied our approaches related to implicit
and explicit modelling (see Section 2.1), Event-B theories for dealing with domain knowledge (see Section 2.2), con-
tinuous behaviour (ODE) modelling and designing generic framework (see Section 3.2), and certification framework
(see Section 4.1). The second and third case studies are automatic rover protection [67] and aircraft landing gear
systems [74, 75], respectively, to demonstrate our developed approaches related to implicit and explicit modelling (see
Section 2.1), modelling and designing framework, and refinement pattern for discrete behaviour (see Section 3.2), and
automatic code generation (see Section 3.5).

In addition, several other complex applications, such as stop sign controller [56], signalised left-turn assist [55],
water tank[20][46, 48], inverted pendulum [44], plannar robot [45], and stop-and-go adaptive cruise control [15], are
also developed using the Event-B and theory plugin extension.

Hybrid train speed controller [53]

Requirements. The signalling system is comprised of trains, communication centres, interlocking boxes and field
elements. The former are continuously communicated a safe distance they are allowed to travel, also known as the
end of a movement authority (EoA). The speed controller of the train must ensure that at all times the train remains
within the movement authority. The other sub-systems of the signalling system must ensure that the communicated
EoA guarantees a safe train separation and prevents train derailment by passing over unlocked/moving railway track
switches.
The total rolling stock resistance is comprised of the mechanical and air resistances, and commonly expressed as
a second-order polynomial (Davis Resistance equation Ry, (t) in Equation 5.1), where A, B, C are fixed parameters
and v(t) is the speed of a train at time ¢ [Rochard 2000].
{ tu(t) = f—(A+B- tu(t)+C tu(t)?) 5.0)
tp(t) = to(t) '

The train speed controller we consider is continuously issued with the end of movement authority (EoA) which is
updated discretely in the time by the communication centre. We assume that the speed controller is able to sense its
distance to EoA and, in particular, determine if with a given current speed and acceleration it can stop before EoA.
The stopping distance calculus is generally done by a complex algorithm on the on-board computer, whereas in our
train model, we abstract the algorithm by a stopping distance function (StopDist) which takes the current acceleration
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7 (

free p(t) + StopDist > EOA‘ restricted
O=f—(A+B-ov(t)+C-v(t)?) o=f—(A+ B -v(t)+C-v(t)?)
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/ p(t) + StopDist < EoA \.

Figure 5.1: Hybrid automaton model of rolling stock speed controller

MACHINE TrainMach REFINES  Generic
VARIABLES ¢, tp, tv, ta, f, EoA

INVARIANTS
invd: frin < fAf < frmae
safy : VE* - t* € [0,¢] = tp(t™) < EoA
safy : VE* £ € [0, 8] = tu(t*) > 0

Code Snippet 5.1: Excerpt of Train model invariants and safety properties

and speed as parameters, and returns the distance needed by the train to stop, together with necessary assumptions,
provided as axioms.

The train speed controller has two modes: free and restricted. If the stopping distance of the train is shorter than
the EoA, then the train is said to be in a free mode and it can choose arbitrary values for f. Once the stopping distance
of the train becomes shorter than the EoA, the train enters a restricted mode in which it is required to provide values
for f such that it can stop before the EoA. The train speed controller hybrid automata model is visualised in Figure 5.1.
The railway signalling model is based on radio-based communication and in-cab signalling systems, which typically
contain three types of objects: trains, interlocking boxes, and communication centres. The communication centre is
the only subsystem that assigns EoA to rolling stock based on information received from trains (e.g., position) and
interlocking boxes (e.g point locking and direction status). A centre contains and continuously updates an internal
railway network map with junction locations (also their status: free or locked) and rolling stock positions.

The objective of the railway signalling model is ensuring a safe spatial separation of trains and preventing train
derailment by guaranteeing that only locked switches are crossed by train.

Formal development. The railway signalling system is developed using the generic framework presented in Chap-
ter 3, and we use Event-B’s refinement to instantiate it. We describe the modelling and verification of the railway
signalling system Event-B model, and then, discuss simulation of the train speed controller model.

Modelling the railway signalling system starts by formally defining static information. Common properties of the
train are gathered in the Train domain Event-B theory. This theory defines the coefficient a, b and ¢ for a traction force
of f, with initial condition p(¢p) = pg and v(tg) = vo. This equation corresponds to Equation 5.1. In Event-B Context,
we define the Davis coefficients (a, b, c¢) as well as some bounds on the train’s traction power (fiins fmaz), including
the minimum traction power for deceleration (fjec_min). Moreover, the train stopping distance function StopDist is
introduced as a function of the current speed and acceleration with associated function constraining axioms. Finally,
we introduce train controller modes free_move and restricted_move by refining the STATES set with an enumerated
set.

The abstract model of the railway signalling system is obtained by refining the generic hybridised Event-B model.
Two refinement steps are defined. The first one models the speed controller where the end of the movement authority
is regularly updated. At this refinement level, it is left abstract and under specified. Furthermore, we introduce several
new events by instantiating generic events to capture the hybrid automata depicted in Figure 5.1. The train is modelled
using its position, speed and acceleration (¢p, tv and ta respectively), as well as its traction power (f). Additionally,
the end of authority is modelled by a real variable, EoA, and the required safety properties are expressed in invariants
(saf; and saf).

Several events are introduced to specify the restricted move and free move of trains. The Transition_restricted_move
event models the change in the speed controller by adjusting trains traction effort when the train is in the restricted
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EVENT Actuate_move REFINES Actuate
EVENT Transition_restricted_move REFINES T'ransition ANY t’

WHERE WHERE

grdl : xs = restricted_move grdl : tp(t) + StopDist(ta(t), tv(t)) < EoA
WITH grd2:t <t

s: 8 = {restricted_move} WITH
THEN THEN

actl : f :| tp(t) + StopDist(f’ — tv(t)) < EoA actl : ta, tv, tp :i~, . (tv = ta = f — (a + btv + ctv?), tp = tv)
END & tp + StopDist(ta, tv) < EoA Atv >0

END

Code Snippet 5.2: Excerpt of Train model

move mode. The event is guarded by a single predicate which enables the event if and only if the status variable xq
is set to restricted_move. To control train’s speed we introduce Variable f denoting the traction force. It is modified
by the action such that the stopping distance would not overshoot the end of the movement authority. Then, one must
prove an open proof obligation that such traction force value can be found.

The Actuate_move event is the main continuous event of the model. It models the dynamics of the train, using the
CBAP operator together with the Davis equation defined in the Train theory. The proposed evolution domain ensures
that 1) the train remains before the end of authority, and 2) the train’s speed remains positive, in accordance with the
system’s safety invariants.

The second refinement step extends TrainMach machine by introducing other signalling sub-systems: interlock-
ing, communication centres and field elements and their communication protocol. At this step, we are interested in
proving safety of the cyber-physical railway signalling system, more specifically, proving that the issued EoA en-
sures safe rolling stock separation and prevents derailment. Based on Event-B communication modelling patterns
[Stankaitis 2019] new events and variables are introduced to model message channels and capture message exchanges
between different sub-systems.

To prove safety properties of the hybrid train speed controller, we strengthen local invariants of the actuation
event which in turn allows to automatically prove invariant preservation of invariants sa f; 5. The resulting CBAP
feasibility proof obligations requiring proof of solution existence, are translated to JuliaReach [Bogomolov 2019]. The
model is proved by discharging all the generated proof obligations. Corresponding proofs statistics are summarised in
Table 5.2, where 55 POs for the speed controller model and 85 POs for the communication model. Most of POs are
related to discrete behaviour and the available automated theorem proving tools (e.g. [Iliasov 2016, Déharbe 2014])
are able to discharge them automatically. The introduced gluing invariant linking the first and second refinement
models preserves the already proven proof obligations of the first refinement model.

Model Total number | Automatic | Interactive
of POs Proof Proof
Speed Controller Model 55 36(65%) 19(35%)
Communication Model 85 71(83%) 14(17%)
Totall 140 107(76 %) 33(24%)

Table 5.2: Proof statistics for the cyber physical railway signalling Event-B model

Train Model Simulation and Validation. We describe the Simulink/Stateflow model translated from the train’s hy-
bridised Event-B model. Discrete and continuous parts of the train model are generated in form of Stateflow block
and a user defined matlab function block, respectively. The Stateflow model contains two modes: restricted and free.
These modes can be switched between based on various parameters such as end of authority (EoA), stopping distance
(SD), engine power (f), position (p) and speed (v). Several Matlab functions are defined within the Stateflow model
to calculate EoA, engine power and SD. For calculating SD, we use the equation 5.2, where U is the speed of the
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Figure 5.2: TGV train simulation (engine power f,.. = 50, Davis equation coefficients for TGV: @ = 25, b = 1.188
and ¢ = 0.0703728, moving authority (MA) = 10, time delay t4= 2 second.

train when the break command was issued; a is the acceleration provided by the braking system; b is the acceleration
provided by gravity; and ¢4 is the train’s brake delay time [Barney 2001].

SD = —(U +bxtq)*/2(a+b) = Uty —bxt7/2 (5:2)

In each state, we use the entry and during actions to update the concrete variables. Similarly to Event-B models, the
restricted mode is chosen as an initial state in the Stateflow model. The dynamic part of the train model is represented
by a user defined matlab block in which we encoded the Davis equation 5.1 to calculate the train’s acceleration, speed
and position. The output of this Simulink block are connected as input to the Stateflow model. We use two scopes to
display the train’s position and speed. A step block is connected to the Stateflow model as input to define the power
engine (f).

The train simulation results show the evolution of the train position and speed in Fig. 5.2. For this simulation, we
use the standard coefficients for the Davis equation collected from [Rochard 2000], to simulate the dynamic behaviour
of TGV. Moreover, we use a range of values for different parameters to analyse the dynamic behaviour of the train
system. We simulate the train model using other standard passenger train coefficients to test scalability and coverage
of other classes of trains. The train simulation results ensures the correctness of train dynamic behaviour as well as
animation allows to validate the abstract functions of the hybrid train model.

Discussion. This case study demonstrates how the hybrid Event-B framework provides a rigorous and comprehensive
formal system development approach by integrating a generic modelling framework, designing and approximation
patterns, domain theories for continuous functions, and system simulation techniques. This generic model designs
and patterns enable the integration of model features (variables and parameters) by refining its many ways to design
different classes of controller-plant hybrid systems (i.e, distributed systems). Furthermore, the development of a
simulation model is important for validating the developed hybrid model by running simulations with a wide range
of possible values. The proposed methodologies have simplified modelling complexity, proof strategies, integrating
domain specific properties in the development of hybrid systems, and may aid in the certification of the respective
systems by meeting safety and certification standards.

The instantiation method enables us to create any class of hybrid systems that can always guarantee the core
requirements of a hybrid system as well as preserving the required properties. Furthermore, such frameworks encap-
sulate domain-specific physical properties that can be reused in the future for the development of other systems, and
such models only need to be proven once. Moreover, at the generic model level, the proof obligations associated with
the systems are realised once and for all, leaving only proofs relating to model instantiation. The generated proof
artefacts, and simulation results can be used as evidence in the development of safety cases.

Note that our modelling and designing framework guide novice and expert users to developing complex hybrid
systems using in progressive manner. In summary, our frameworks have several advantages, including ease of use,
reduced proof efforts, support for the correct by construction approach, encapsulation of domain specific properties,
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re-usability of domain theories, integration of continuous and discrete features, and ease of maintenance for devel-
oped theories and models,model validation using both proof and simulation, and assist in certification by providing
evidences like proofs and simulation results.

Automatic rover protection [67]

Requirements. The Automatic Rover Protection (ARP) is a self-adaptive system that implements a collision avoid-
ance function for TwlRTee [67]. TwlRTee is a three-wheel rover developed by IRT Saint-Exupery for the INGEQUIP
project, specifically for evaluating various types of hardware and software techniques and tools, such as formal mod-
elling, system design, requirement engineering, simulation and co-simulation, code generation, and hardware integra-
tion. ARP is a self-adaptive autonomous system comprised of a collection of small rovers that are supervised by a
single supervision station, with each rover acting autonomously by controlling the required speed and brake. Each
rover is associated with a priority and is surrounded by three dynamic zones: warning, caution and info(see Fig. 5.3).
These areas can change depending on the speed of the rover. All of the rovers must be separated in time and space.
If they are not separated, they are in conflict, which can be resolved by taking a stop or break action based on their
priority. In an emergency, the supervisor may take over control of any rover.

Caution Area

Info Area
Warning Area

(mass * speed * speed)/ MAX(brake)
((mass * speed * speed)/(2 * MAX(brake))) + const
(2 * mass * speed * speed)/MAX(brake)

Figure 5.3: Rover zones (warning, caution and info)

The primary goal is to ensure safe rover operations by following a set of protocols in the case of an emergency
situation. The unique supervision station supervises regularly each and every tasks of each rover, including position
and speed. Moreover, it also maintains a global information of overall system that can be used by any other rovers, and
every rover has partial view of the state of the other rovers. In addition, this supervision station can also override any
task that can be performed by any rover locally. For example, it can perform stop or brake event on any rover in case
of any emergency or any technical difficultly. [67] provides a detailed description of the ARP informal requirements.

Formal development. 'The ARP self-adaptive system is formalised in classical Event-B using a correct-by-construction
approach. We have one abstract model and seven refinements in this development. The first abstract model describes
controller operating modes by modelling each rover’s possible changing states/modes using mode automata (see 5.4).
The first refinement introduces space segregation and rover positioning. This refinement, in particular, abstractly mod-
els a set of spatial ranges and positions for each rover, including the necessary safety properties, such as warning area
is a subset of caution area, and caution area is a subset of info area. The following four refinement levels are used to
model an ARP controller using physical properties (such as mass, brake, and speed), domain modelling, dynamic con-
troller, and a clock. These refinements provide possible dynamic behaviour of the rovers, in which it covers complex
calculations of physical equations of required spatial range based on a rover’s given speed, mass, and brake in order to
stop safely within the given time interval. The final two refinements are used to model rover conflict detection and res-
olution, in which time domain and space domain separation are used to detect conflicts among the rovers and priority
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order is defined for conflict resolution. We incrementally introduce the safety properties in the stepwise refinements
to ensure the correctness of the system behaviour.

~

Conflict '

Remove

Figure 5.4: Rover operating modes

/

Rodin tools are used to formalise, verify, and validate the ARP requirements. The development produced 723
(100%) POs, 444 (62%) of which are proved automatically, and the remaining 279 (38%) are proved interactively
using the Rodin prover and SMT solvers. These interactive proof obligations are mainly related to refinement and
complex mathematical expressions, which are simplified through interaction, providing additional information for
assisting the Rodin prover. Some proofs are quite simple that are achieved by simplifying the predicates. Furthermore,
we use ProB model checker [Leuschel 2003] to identify the desired behaviour and ensure the deadlock freedom of
ARP models in various scenarios. The complete formal development is available for download at'.

Model Total number | Automatic | Interactive
of POs Proof Proof
Abstract Model 242 153(64%) 89(36%)
First Refinement 108 50(47%) 58(53%)
Second Refinement 70 70(100%) 0(0%)
Third Refinement 111 62(56%) 49(44%)
Fourth Refinement 22 22(100%) 0(0%)
Fifth Refinement 163 82(51%) 81(49%)
Sixth Refinement 2 0(0%) 2(100%)
Seventh Refinement 5 5(100%) 0(0%)
Totall 723 444(62%) 279(38%)

Table 5.3: Proof statistics for the automatic rover protection Event-B model

Discussion. Stepwise refinement is always important in designing a complex and large system systematically and
incrementally by gradually providing the system requirements and required safety properties. It is always interesting
to practitioners to know the decisions for introducing system behaviours in each new refinement level when applying
the refinement steps. In fact, there is no specific rule of thumb or correct pattern to follow during system development.
However, when developing a new system, previous experience always helps to make better decisions, improve the
quality of the developed models, and reduce manual proof efforts.

Thttp://singh.perso.enseeiht.fr/Conference/ICECCS2016/ARPModels.zip
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Initially, we use relation and modes-based approaches to develop ARP models using classical refinements. We
discovered that the relation-based approach is very simple for expressing system requirements, but proofs were diffi-
cult, and more interactions with proofs were required to discharge the generated proof obligations. On the other hand,
the modes-based ARP models approach had sufficient proof automation, and we needed fewer human interactions
to prove the generated POs. Note that these manual proof interactions are very simple and can be obtained simply
by simplifying predicates. During the development of ARP, we identified the following generic refinement chain: 1)
possible controller operating modes, 2) space segregation and position, 3) introduction of physical quantities such as
mass and speed, 4) space and time domain separation, 5) introduction of controller, 6) introduction of clock, 7) conflict
detection, and 8) conflict resolution. This obtained refinement chain can be used to develop other similar autonomous
systems such as autonomous vehicles, swarms, robots, and so on, as well as to guide us to model by introducing
required behaviour and safety properties. Moreover, the final concrete model is closed to source code that can be used
to generate code for target platforms.

Aircraft landing system [74, 75]

Requirements. A landing gear allows an aircraft to land safely and supports the entire weight of the aircraft dur-
ing landing and ground operations. The basic engineering and operational behaviour of the landing gear are com-
plex. [FAA 2012]. The landing system controls the maneuvering landing gears and associated doors. Figure 5.5
depicts the architecture of a landing gear system. A landing gear system is made up of three different landing sets that
correspond to the front, left, and right of the aircraft. A landing gear system is composed of three major components:
1) mechanical system, 2) digital system, and 3) pilot interface. The mechanical system consists of three landing sets,
each of which includes a landing gearbox and a door with latching boxes. The landing gears and doors move with the
assistance of cylinders. The cylinder position is used to identify the various door states and landing gear positions.
The cylinders are controlled by hydraulic power via electro-valves. A digital system controls these electro-valves (see
Fig.5.6).
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Figure 5.5: Landing Gear System

Figure 5.6: Digital Architecture
The digital system is made up of two identical computing modules that run concurrently. The digital system is
only in charge of controlling mechanical components such as gears and doors and detecting anomalies. A set of light
indicators and an Up/Down handle are included in the pilot interface. The pilot uses the handle to extend and retract
the landing gear sequence. A set of light indicators displays gear and door positions, as well as other system states.
The landing gear system is described in detail in [FAA 2012, Boniol 2014].
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The landing gear is an embedded complex critical system, with each operation dependent on the physical de-
vice’s state and temporal behaviour. The main challenge is to model the system behaviour of the landing gear and to
demonstrate the safety requirements while taking physical behaviour of hydraulic devices into account.

Formal development. The formal development is gradually designing a landing system by analysing core system
requirements described in [Boniol 2014]. The aircraft landing system [Boniol 2014] is formally developed in Event-
B modelling language using correct-by-construction [74, 75]. The general process starts by an abstract model by
capturing elementary behaviours (see Fig. 5.7) of the landing system. The abstract model formalises the up and
down movement of the landing system, while the following two refinements describe a general automaton that models
the possible dynamic behaviour of doors and gears, respectively. In the following refinement, we model the sensor
reading, computing module, and abstract failure detection based on digital architecture (see Fig. 5.6). We introduce
sensors to collect sensing values from various components. These sensors are used to detect current activities or states
of various components of the landing system, such as the handle, analogical switch, gear extended, gear retracted,
gear shock absorber, door open, door closed, and circuit pressurised. In the fifth refinement, we investigate a method
for formalising the behaviour of physical mechanical systems such as electro-valves used to control the movement
of cylinders. Then, in the following refinement, we integrate the cylinders’ behaviour according to the electro-valves
circuit and control the system process by computing the system’s global state using sensor values. The next refinement
simulates the detection of various potential failures or anomalies, such as analogical switch monitoring, pressure
sensor monitoring, door motion monitoring, gear motion monitoring, and so on. The timing requirements and health
monitoring process of the landing system are introduced in the following refinement by enriching abstract events with
timing constraints. The pilot interface is introduced in the final refinement of our development. The pilot has a set of
lights that indicate the current positions of the gears and doors, as well as the system’s health and the required inputs
for these lights are provided by the computing module that monitors the system’s health.
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Figure 5.7: Abstract operations of gears and doors

At each refinement level, the required safety properties are introduced. The whole development is done in the
core Event-B language, and the Rodin prover is used for verifying and validating the formalised specifications. The
complete development of the landing system resulted in 495 (100%) proof obligations, of which 414 (84%) are auto-
matically proven. The Rodin prover is used to prove the remaining 81 (16%) proof obligations interactively. Many
proof obligations are generated in the models as a result of the introduction of new functional and temporal behaviours.
The majority of proof obligations are automatically discharged, and the remaining proof obligations are discharged
interactively by simplifying complex predicates or assisting the Rodin prover by providing additional information.
Moreover, the ProB [Leuschel 2003] tool is used for model checking and animating the abstract and refined models
under some constraints. These constraints include parameter selection for testing the given models and avoiding state
explosion. More detailed formal development is provided in [103].

Discussion. The landing gear system is also developed in classical Event-B using the correct by construction ap-
proach, which allows for the progressive design of a system by introducing system requirements and the required
safety properties. Our main goal in this development is to formalise and reason about the operational and tempo-
ral behaviour of a landing system. We obtained the model of the landing gear system after several iterations. In
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Model Total number | Automatic | Interactive
of POs Proof Proof
Abstract Model 10 10(100%) 0(0%)
First Refinement 33 33(100%) 0(0%)
Second Refinement 44 44(100%) 0(0%)
Third Refinement 264 252(96%) 12(4%)
Fourth Refinement 19 19(100%) 0(0%)
Fifth Refinement 49 20(41%) 29(59%)
Sixth Refinement 11 10(90%) 1(10%)
Seventh Refinement 56 23(41%) 33(59%)
Eighth Refinement 9 3(33%) 6(67%)
Total 495 414(84%) 81(16%)

Table 5.4: Proof statistics for the landing gear system Event-B model

our first attempt, we proposed a series of refined models that were closest to the description of requirement docu-
ments [Boniol 2014]. In this development, the proof was difficult. Furthermore, we attempted to provide a global
view of the system and a very abstract model, but we soon discovered an error in further refinements of not accounting
for counter orders. We revised our abstract model based on abstract automation to capture the essential behaviours,
and then we refined the abstract model to include the systematic operations or counter orders of door movement, such
as locking and unlocking operations. We introduced concrete elements such as gears, sensors, computing modules,
and other necessary components based on this model. The timing requirements were added in the seventh refinement,
which was then equipped with lights as the pilot interface in the final refinement. The developed model can be refined
further to reach an implementation level.

The approach is concerned with separation: first, it proves the basic behaviour of the landing system at an ab-
stract level, and then it introduces the peculiarity of the specific properties. We demonstrated in the beginning that the
fundamental properties, namely retraction, extension, doors opened and closed, and solution uniqueness, were main-
tained during the refinement process (provided, of course, the required proofs are done). Later refinements address
the system’s complex behaviours in order to obtain a final implementable concrete model. However, the developed
model is complex, and the domain-specific knowledge is fully modelled within the system model. We may create a
domain-specific theory to simplify the modelling and proof process. Furthermore, certain physical properties are not
encoded in the model that can be introduced in theory.

5.2 Interactive Systems

5.2.1 Context

The Interactive Systems (IS) are the primary interfaces through which users interact with complex critical systems.
Today’s critical systems employ highly sophisticated interactive systems made of both hardware and software com-
ponents. To ensure the safety of operations, the intended behaviour of these interactive systems must comply with
usability, dependability, and security. In such systems, any component failure or operator error may lead to catas-
trophic consequences. Developing an interactive application was known to be a difficult and time-consuming task in
the 90s [Myers 1993] and this has become even more complex due to complex system characteristics and user require-
ments capturing key aspects of human behaviour, system components and operating environment. Beyond that, the
complexity lies in gathering data about operators such as requirements, needs, and tasks [Maiden 1993], particularly
because different application domains necessitate different methods and techniques [Sutcliffe 2020]. Finally, the de-
velopment process of interactive systems differs from traditional software development processes [Shneiderman 2016],
and necessitates dedicated phases such as task analysis and modelling, usability evaluation, or training program design
and construction [Martinie 2012].
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Since a long time, formal methods play an important role for the modelling and analysis of interactive sys-
tems [Harrison 1990, Palanque 1997, Campos 2008, Bolton 2011, Ait-Ameur 1998b], and it is widely accepted that
they are the only way to integrate interactive systems in critical systems [Gray 1999]. Moreover, formal techniques
are being introduced as part of the standard development process for designing interfaces, such as Ansys SCADE
Display?. In particular, formal methods have been used to check functional requirements and safety requirements
by developing models for interactive systems [Harrison 2017]. As interactive systems become more complex, their
formal description faces scalability issues [Massink 2012].

Several techniques for modelling, designing, verifying, and implementing interactive systems have been devel-
oped in recent years. Many methods have been successfully used, such as Petri net [Palanque 1996], process alge-
bra [Eijk 1989] and model checking [Abowd 1995], to test HMI’s intended behaviour. Petri nets and finite automata
are used to describe and analyse mouse behaviour related to clicking and dragging actions [Henry 1990]. Palanque
et al. [Palanque 1994, Palanque 1996] proposed the development and implementation of HMI using the formalism of
Interactive Cooperative Objects (ICO) and PetShop [Palanque 2009]. In [Navarre 2001b], the authors also proposed
a framework for analysing interactive systems by combining user task models and system models, to test whether
the system model supports a user task. In [Campos 2008], the authors proposed a framework that supports a model
checking approach to analyse a set of generic properties for interactive systems that can aid in visualisation and im-
plementation of usability requirements. Bolton et al. [Bolton 2011, Bolton 2009] proposed a method for evaluating
human errors and system failures using formal techniques by integrating task models and erroneous human behaviour.
LIDL (LIDL Interaction Definition Language) is a modelling language proposed in [Lecrubier 2016] to describe in-
teractions of an interactive system by defining the static nature of the HMI with interfaces and the dynamic nature of
the HMI with interactions. In [Ge 2017], the authors proposed a formal development process for designing interactive
systems in the LIDL modelling language, followed by formal verification of the required interaction behaviour using
the S3 solver [Breton 2016]. The CHI+MED [Curzon 2014] project proposed a set of integrated model-based engi-
neering methods that support formal and semi-formal techniques to aid in the certification process for critical medical
devices. In [Harrison 2014], the authors presented an approach for modelling medical interactive systems in Modal
Action Logic (MAL) for specifying interaction behaviour, and the PVS theorem prover [Owre 1992] was used to ver-
ify the modelled system. In [Harrison 2014], the authors presented a methodology for designing a user interface that
complies with use-related safety requirements using formal methods. To check the required properties of executable
model of interactive software in the Djnn framework presented in [Chatty 2015], interactive components are described
hierarchically, with descriptions of low levels such as graphics, behaviours, computations and data manipulations to
exploit HMI low-level properties.

In formal modelling, refinement plays an important role for handling this complexity by developing models incre-
mentally, in which each incremental step can be used to introduce new functionalities while preserving the required
safety properties [Abrial 2007] within and between incremental models. An incremental development of an interac-
tive system using B methods presented in [Ait-Ameur 1998b, Ait-Ameur 1998a] to describe interaction requirements
and the properties of reachability, observability and reliability. In [Ait-Ameur 2000, Ait-Ameur 2006], a development
lifecycle was proposed to produce source code from a formalised model of an interactive system for implementation
purpose.

All of the approaches discussed above face a number of challenges, including a lack of abstraction or formal de-
sign patterns for dealing with various aspects of interactive systems, validation of possible nominal and non-nominal
scenarios, expressing domain specific required properties, and domain-specific information related to widgets. Nev-
ertheless, the main contribution of the aforementioned research and studies is to address specific problems of an
interactive system, such as interaction management, task analysis, various types of HMI properties, and so on. To
our knowledge there is no work related to modelling, refinement, designing patterns, simulation, domain knowledge
integration and management, scenarios, task analysis together for developing interactive systems.

In this context, our proposed framework, such as F3FLUID (Formal Framework For FLUID) and structuring of
Event-B models using model-view-controller (MVC), is used for designing, verifying as well as tackling the core chal-
lenges of interactive systems [22, 24][42, 47, 51, 58]. The proposed framework is generic and extensible, consisting

Zhttps://www.ansys.com
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of method and a set of tools that engineers can apply and use when developing interactive systems. This framework
consists of theories that extend Event-B with modelling features required to model domain specific behaviour, ARINC
661 standard conformance, widget properties for an interactive system, and modelling patterns based on refinement
that allow for easier design as well as structuring of Event-B models. Several case studies related to interactive systems
are developed using our formal framework and modelling patterns. Some of them are summarised below.

5.2.2 Our contributions

This section presents a list of applications developed in the context of interactive systems, taking into account both the
F3FLUID framework, and MVC structuring for Event-B models, including standard conformance and Event-B theory
extensions.

Note that we chose two complex interactive system applications to demonstrate our approach. The first case study
is Multi-Purpose Interactive Applications (MPIA) [22, 24], which demonstrates how we used our approaches related
to implicit and explicit modelling (see Section 2.1), Event-B theories for dealing with domain knowledge and standard
conformance (see Section 2.2), MVC structuring and F3FLUID modelling and designing generic framework (see
Section 3.2), and automatic code generation (see Section 3.5). The second case study is Traffic Collision Avoidance
System (TCAS) [19] to demonstrate the use of our proposed approaches related to implicit and explicit modelling
(see Section 2.1), Event-B theories for dealing with domain knowledge and standard conformance (see Section 2.2),
F3FLUID modelling and designing generic framework (see Section 3.2), and meta-modelling reflexive framework
(see Section 3.3).

Multi-Purpose Interactive Applications (MPIA) [22][51]

Requirements. 'The Multi-Purpose Interactive Applications (MPIA) [51] an industrial case study issued from aircraft
cockpit design, complying with the ARINC 661 standard [ARINC 661 specification 2002]. Fig. 5.8 depicts a real User
Application (UA) of the MPIA interactive system that handles many parameters of the flight. This system provides
a tabbed panel with three buttons, WXR for controlling Weather Radar information, GCAS for Ground Collision
Avoidance System parameters and AIRCOND for handling air conditioning settings. The crew leader can turn to
either mode (see Fig. 5.8) using tabs. These tabs have three separate programs that can be operated by the pilot and
the co-pilot utilising any input system. The MPIA window in each tab consists of three major parts: information area,
workspace area and menu bar. The information section is the top bar of every tab that splits into two sections to show
the current status of the task on the left hand side and the error notices, activities in progress or incorrect modification
as appropriate on the right. The workspace area depicts adjustments to the chosen virtual control panel. For example,
the WXR workspace displays all the modifiable parameters of the weather radar system, the GCAS workspace displays
some of the operating modes of the GCAS, and the AIRCOND workspace displays the selected temperature within the
aircraft. The menu bar section includes three sections for accessing the WXR, GCAS and AIRCOND digital control
panels.

Formal development. The MPIA system is developed using the F3FLUID framework as well as the MVC structuring
pattern presented in Chapter 3. We describe the modelling and verification of MPIA models in FLUID and Event-B,
and then, discuss interactive simulation.

This development demonstrates the effectiveness of our proposed framework to the development of such interac-
tive systems. Consequently, we elaborate system requirements of MPIA in natural language, which are used to develop
an initial FLUID model of MPIA that consist of functional behaviours, states, assumptions, expectations, interactions,
properties and scenarios. In[43], we present the formalisation of standard concepts and rules as an ontology, as well
as the formalisation of an engineering domain, using an Event-B theory consisting of data types and a collection of
operators and properties. The ARINC 661 standard is formalised as an Event-B theory and the conformance check-
ing is accomplished by annotating the system model with typing conditions. Moreover, this development involves
the development of the FLUID model and its Event-B model generation using refinement for the formalisation and
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Figure 5.8: Snapshots of the MPIA (from left to right: WXR, GCAS and AIRCOND)

reasoning of the interaction behaviour of MPIA; interactive graphical simulation of the MPIA model in ICO; and vali-
dation of the model using ProB using the verified and proven formal MPIA model. We have used the proposed formal
framework and associated tools to model and design of MPIA using several refinement layers. Each refined model has
been proven to ensure that the required safety properties are preserved. The initial model captured the basic behaviour
of MPIA and subsequent refinements were used to formalise the concrete behaviour of the resulting MPIA, which
includes a detailed design of interactive systems. The generated Event-B model uses the Rodin tool [Abrial 2010b] to
check the syntactical correctness and consistency of the modelled MPIA with respect to its safety properties. Several
proof obligations (POs) are generated and all of them have been proved to establish the correctness of the Event-B
MPIA model. Here, we summarise the POs of WXR model provided by the Rodin prover. The complete formal
specification of MPIA contains 1 constant, 6 enumerated types, 7 axioms, 9 variables, 21 invariants and 9 events for
specifying the system requirements. The stepwise development results in 67(100%) proof obligations, in which all
the generated POs are proved automatically using the Rodin provers, such as SMT solvers and standard B prover (see
Table 5.5). Note that the progressive development using MVC increases the proof automation.

Model Total number | Automatic | Interactive
of POs Proof Proof
Abstract Model 5 5(100%) 0(0%)
First Refinement 11 11(100%) 0(0%)
Second Refinement 21 21(100%) 0(0%)
Third Refinement 8 8(100%) 0(0%)
Fourth Refinement 22 22(100%) 0(0%)
Total 67 67(100%) 0(0%)

Table 5.5: Proof Statistics of MPIA

Model validation and model animation are carried out using the ProB [Leuschel 2003] model checker. ProB
supports automatic consistency checks, constraint-based checks and can also detect potential deadlocks. Note that the
Event-B model produced is directly used in ProB. In this study, we use ProB to show the absence of errors (there is no
counterexample) and the absence of deadlock. We describe the properties of FLUID model defined in LTL formulas
to check the correctness of interaction of the produced model. Model animation allows to investigate the traces of
the Event-B models with respect to the given properties. We also use ProB for animating the models to validate the
built MPIA model. This validation approach means gaining confidence that the models built are consistent with the
requirements. The ProB animation helps to identify the desired behaviour of the model in different scenarios.
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Animation with PetShop. Each Event-B model is used for producing ICO models for task analysis, animation and
validation of expected visual properties for each defined widget. The concrete model of Event-B and ICO model
can be used for implementing a desired user interface satisfying the required properties. Fig. 5.9 presents the PetShop
execution of the MPIA models. Note that, the Petri nets models can be modified at runtime and these modifications are
directly rendered on the associated user interface. This support prototyping activities when the correctness of models
is validated with stakeholders. Detection of models not behaving as expected can result in immediate modification
that can be checked right away.
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Figure 5.9: Screenshot of the Petshop main user interface

A complete formal development of the MPIA case study can be found on website?, as well as the MPIA ICO
models are available on *.

Implementation. We also use EB2J 3 tool, a code generation plugin for EB2ALL ¢ [88][1], to generate Java code
from the Event-B model. EB2J generates Java files corresponding to the concrete models of interactive system.
The generated constants and variables are extracted from the context and machines sections of the Event-B model,
respectively. Similarly, the datatype for each variable is also extracted from the invariant section of the model. All
the events of the formalised model are translated into equivalent Java functions, in which guards are represented as a
nested ’if” structure in a separate ’if” statement, and action predicate of an event is translatable into Java assignment
expression. A detailed description about code generation is given in [88][1], and these code generation plugins are
improved by adding new functionalities, new operators, and support for a new programming language.

Discussions. The outcomes of MPIA development using the proposed F3FLUID framework and MVC structuring
patterns can aid the HMI community in the progressive development of interactive systems. Our proposed framework

3http://singh.perso.enseeiht.fr/Journal/JSEP2021/MPIA_Models.zip
“https://sites.google.com/view/mpia-application-ico-models/home
Shttp://singh.perso.enseeiht.fr/eb2all/eb2j.html

Ohttp://singh.perso.enseeiht.fr/eb2all
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has the potential for improving system safety and quality, including to aid in the process of system certification for
interactive systems. F3FLUID is the first integrated formalised framework for formal development of interactive sys-
tems. The prime benefits of these approach are to improve the process for specifying interactive system requirements
abstractly, separation of concerns, integrating HMI specific domain knowledge and domain theories, formal develop-
ment using correct by construction, improving error detection through rigorous analysis and interactive simulation,
certifying interaction behaviour, and user interface implementation. Applying iterative process for developing an in-
teractive system from specification to user interface implementation allows us to carry out rigorous analyses that can
verify the important properties of consistency, deadlock-freedom, interaction behaviour, nominal and non-nominal
scenarios, and domain-specific properties. Furthermore, the proof obligations associated with the theories are realised
once and for all, which may reduce overall proof effort. Moreover, the generated proof artefacts and simulation results
may aid in gaining confidence, which may aid in the certification process.

In order to design a complex interactive application, it is always essential to identify a good abstraction and
a sequence of refinements. There may be no ‘correct’ pattern to follow universally. However, we identified the
development order for designing complex interactive applications using MVC patterns. The identified MVC patterns
for structuring Event- B models allows us to systematically build a complex interactive application by analysing
interaction behaviour. Changing orders of MVC components in the identified progressive development pattern is not
suitable for developing complex interactive systems. It leads to complex modelling structure and complex proofs.
Moreover, it allows easy maintenance and re-usability of the developed models.

Traffic Collision Avoidance System (TCAS) [19][42]

Requirements. The Traffic Alert and Collision Avoidance System (TCAS) is an airborne avionics system that op-
erates independently of ground-based air traffic control (ATC) to reduce the risk of mid-air collisions. It monitors
aircraft in the surrounding airspace, using position data from their transponders to detect potential collisions. TCAS
issues a Resolution Advisory (RA) to the flight crews of affected aircrafts when an impedent collision is detected.
These advisories instruct them to climb or descend at a specific vertical rate to avoid collisions [EUROCAE 2013,
EUROCONTROL 2017].

RA
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Figure 5.10: TCAS protected volume

TCAS creates a virtual protected volume (Fig. 5.10) that includes the positions of nearby aircraft. This volume
is subdivided into three layers: Caution Area (CA), Warning Area (WA), and Collision Area (CO). The volume of
the aircraft is affected by its speed and trajectory. Some volume-related information is displayed on a cockpit screen
for use by the flight crew. Any critical aircraft detected in CA, WA, or CO must be displayed on the screen, while
non-critical aircraft cannot. If the aircraft is within range, it must display on the grid; otherwise, it may display on the
screen edge. There are some important safety requirements, such as: every detected aircraft must be either within or
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THEORY DisplayabilityT heory
IMPORT OntologiesTheory
AXIOMATIC DEFINITIONS 70OOntology Aziomatisation :
TYPES IOClasses, IO Properties, IOInstances
OPERATORS
isIOOntologyWD < predicate >
(0 : Ontology(IOClasses, IO Properties, IOInstances))
visible < expression >: IOInstances
hidden < expression >: IOInstances
critical < expression >: IOInstances
safe < expression >: IOInstances
hasVisibility < expression >: IO Properties
hasCriticality < expression >: IO Properties
visibility < expression >: IOClases
criticality < expression >: IOClases
isWDSetCriticali < predicate > ...
setCriticali < expression >
(0 : Ontology(IOClasses, IO Properties, [OInstances),
ipv : P(IOInstances X IOProperties X IOInstances),
i : IOInstances)
well-definedness isW DSetCriticali(o, ipvs, i)

AXIOMS
IOProperties: {visibility, criticality} C IOClasses
IOInstances: {visible, hidden, critical, safe} C IOInstances
isVisibleWD: Vo, ipv, i - 0 € Ontology(IOClasses, IO Properties, IOInstances)A

ipv € P(IOInstances X IOProperties X IOClasses) A i € IOInstancesA

1sIOOntologyW D(o0) =

(isVisibleW Di(o, ipv,i) <=
isVaribaleO fOntology(o, ipvs) A i € dom(; dom(ipvs)))

THEOREMS
setCriticaliThm : Vo, ipvsl, ipvs2,i - o € Ontology(IOClasses, IO Properties, IOInstances)A
ipvsl € P(IOInstances X IO Properties X IOInstances)\
ipvs2 € P(IOInstances X IO Properties X IOInstances)A
i € I0Instances A isIOOntologyW D(o) A isW DSetCriticali(o, ipvsl,i) =
(ipvs2 = setCriticali(o, ipvsl,i) =
(V7 - j = hasCriticality — critical € ipvs2 =
j — hasVisibility — visible € ipvs2))

Code Snippet 5.3: Displayability Theory

outside of the current range, but never both; every detected aircraft must be either displayed or hidden, but never both;
critical aircraft must be displayed on the screen edge if they are out of current range; and critical aircraft must always
be visible regardless of the pilot’s range level.

Formal development. Initially, we develop an OntologiesTheory using Event-B theory plugins. Further, this is
used for developing the first domain theory, DisplayabilityTheory (see Listing 5.3), which axiomatises a collection
of specific operators with WD conditions to characterise the displayability properties of interactive critical systems.
Several operators are defined with WD condition to express interactive components properties like isI00ntologyWD,
visible,hidden, critical, safe, hasVisiblity, hasCriticality, visibility, criticality, setCriticali,
and isWDSetCriticali, and so on. Additional axioms, such as IOProperties, I0Instances, and isVisibleWD,
and theorems like setCriticliThm are also introduced to encode domain-specific rules, as well as to ensure the
correct use of the defined operators. More details about this theory can be found in [19].

Finally, this theory is employed for developing the TCAS case study. First, the DisplayabilityTheory is instan-
tiated to define the specific I/O concepts and properties required for modelling the TCAS. The instantiated context is
further used for describing the dynamic behaviour of TCAS. The Event-B model of TCAS TheoryOperatorsBasedModel



104 Chapter 5. Deployment of Safety-Critical Cyber-Physical Systems

MACHINE TheoryOperatorsBasedModel
SEES InstantiationContext
VARIABLES system
INVARIANTS
invl : isVariableO fOntology(aircraftOntology, system)
INITIALISATION
THEN
actl : system : |system’ C instanceAssociation
EVENT CorrectAircraftStatusUpdate
ANY 4
WHERE
grdl : i € dom(dom(system))
grdl : ontologyContainsInstances(aircraftOntology, {i})
grd2 : isVisibleW Di(aircraftOntology, system, i)
grd3 : isVisiblei(aircraftOntology, system, i)
grdd : isSafeW D(aircraftOntology, system, i)
grd5 : isSafe(aircraftOntology, system, 1)
grd6 : isW D SetCriticali(aircraftOntology, system, i)
THEN
actl : system := setCriticali(aircraftOntology, system, i)

Code Snippet 5.4: Ontology theory based annotated model

(see Listing 5.4) specifies the safety requirements stated as a critical aircraft must be visible formalised using invl.
A set of events is introduced to correct update the aircraft status, make the aircraft visible, make the aircraft hidden,
and ensure the aircraft safe. The first event makeAircraftCritical encodes the updating of system variable where
some aircraft becomes critical, making it visible to preserve the invariant. The required guards are provided based on
defined theory operators. Other events, makeAircraftVisible, makeAircraftHidden, and makeAircraftSafe,
are defined in similar manner using the defined operators provided by DisplayabilityTheory.

Table 5.6 shows proof statistics of the TCAS model. The complete development of the TACS resulted in 73 (100%)
proof obligations, of which 13 (17%) are automatically proven. The Rodin prover is used to prove the remaining 60
(83%) proof obligations interactively. There are too many interactive proofs, but they may decrease in the long run
because theories are developed once and for all, and theorems of the theory must be proved when they are used in
model development. Note that the majority of the proofs follow the same pattern, which can be easily automated using
proof rules.

Model Total number | Automatic | Interactive
of POs Proof Proof
OntologyTheory 21 0(0%) 21(100%)
DisplayabilityTheory 16 0(0%) 16(100%)
InstantiationContext 4 1(25%) 3(75%)
SetTheoriticOperationsModel 10 2(20%) 8(80%)
TheoryOperatorsModel 22 10(45%) 12(55%)
Total 73 13(17 %) 60(83%)

Table 5.6: Proof Statistics of TCAS

Discussions. TCAS development exemplifies the use of ontology for describing domain knowledge, as well as the
explicit use of well-founded operators to transfer domain properties when designing any complex system. However, the
safety properties are no longer proven inductively for each event, but are encoded in theory as a combination of working
hypothesis and theorems. The modelling and verification process is systematic, and the ontology modelling language
provides a unified framework for describing domain knowledge. Classical modelling, on the other hand, results in
disparate descriptions of domain knowledge. Furthermore, such a modelling approach allows for the separation of
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concerns in order to preserve triptych structure (K, S - R), as well as the reusability and sharability of domain and
system models. Furthermore, the modular architecture of our approach allows for more flexible evolution of both
domain knowledge components and system models. Due to the use of theory, there is a lack of proof automation.
The majority of the proof are interactive, but they can be discharged by instantiating and simplifying the predicate.
Furthermore, we have developed a set of proof rules that can be used for unfolding, rewriting, and simplifying complex
predicates for discharging POs.

5.3 Medical Systems

5.3.1 Context

Patient safety is a global challenge that requires practical knowledge and technical skills in clinical assessments, em-
bedded systems, and software engineering including human factors and systems engineering (HFE). Many incidents
related to patient safety are due to lack of attention to HFE in the design and implementation of technologies, pro-
cesses, and usability. The main objective of HFE is to improve system performance including patient safety and
technology acceptance [Carayon 2009]. A failure in these systems could result in loss of life, including reputation and
economical damage. In fact, any failure in the medical domain is a serious public health problem and poses a threat
to patient safety. For example, the USA Food and Drug Administration (FDA) has reported several recalls in which
pacemaker, implantable cardioverter-defibrillator (ICD), and Insulin Infusion Pump (IIP) failures are responsible for
a large number of serious illnesses and deaths. According to the FDA, 17,323 devices (8834 pacemakers and 8489
ICDs) were ex-planted during 1990-2002, and 61 deaths (30 pacemaker patients, 31 ICD patients) were found to be
due to device malfunction, and 17000 adverse-events were reported during 2006-2009, where 41 deaths were found
to be due to malfunctioning IIPs [31, 33][77][Chen 2014]. The FDA found that these deaths and other adverse-events
were caused by product design and engineering flaws including firmware problems [Maisel 2006]. Critical systems,
such as the pacemaker and IIP, need to be better designed to provide the required level of safety and dependability.
Moreover, there is an increasing demand for developing embedded safety-critical medical systems to improve relia-
bility, safety, performance and autonomy. Traditional techniques, like testing and simulation, become more crucial,
time-consuming and expensive when used to deploy safety-critical medical systems.

Since software plays an important role in the medical domain, regulatory agencies, like the FDA, need effective
means to evaluate the software embedded in the devices in order to certify the developed systems, and to assure the
safe behaviour of each system [Chen 2014, Keatley 1999, NITRD 2009, Lee 2006]. Moreover, over the past few years,
formal methods have also been used in the medical domain to check the correctness of operating modes, functions and
desired behaviour of medical devices [Bowen 1993, Jetley 2004][1][98]. Regulatory agencies are striving for rigorous
techniques and methods to provide safety assurance. Many people believe that formal methods have the potential to
develop dependable, safe and secure systems that are also more amenable to certification with required features that
can be used to certify dependable medical systems [Lee 2006, Bowen 1993][1][14][94].

There is a crucial need for new methods and better tool support for the development of safety-critical medical
systems. In addition, there is also a need for a new framework to address safety and security issues related to the
design and engineering of complex safety-critical medical systems. None of the existing life-cycles models uses formal
methods at every phase of the system development, as well as there is no environment model for medical systems,
which can be used for simulating and testing the system requirements at an early stage of the system development
during design and development. The availability of new methods and tools could significantly save time and cost for
developing and certifying safety critical medical systems.

In this context, our proposed framework that can automate the process of developing safety-critical medical sys-
tems from requirement analysis to code generation [25] as well as tackling the core challenges of medical domains.
In addition, our other contribution is the development of a virtual environment model [52, 69, 77] that can be used for
supporting closed-loop modelling [14]. Moreover, we propose a virtual environment model for verification, simulation
and clinical trials [65][8]. Several case studies related to medical systems [70, 72] are developed using our proposed
formal framework, virtual environment model, and closed-loop model. Some of them are summarised below.
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Result
Condition POST
{ POST completed without problem } Pass
{ POST completed and problems are detected } Fail

Table 5.7: Tabular Expression for POST

5.3.2 Our contributions

This section presents a list of applications developed in the context of medical systems using the proposed framework,
virtual environment model, and closed-loop modelling approach based on Event-B.

Note that we chose two complex medical system applications to demonstrate our approach. The first case study is
Insulin Infusion Pump (IIP) [25][70, 72], which demonstrates how we used our approaches related to automatic refine-
ment (see Section 3.1), formal framework to model, design and implement the functional behaviour (see Section 3.2),
environment modelling (see Section 3.4), automatic code generation (see Section 3.5), and assurance case template
(see Section 4.2). The second case study is Cardiac Resynchronization Therapy (CRT) [14][70] to demonstrate simple
system modelling and closed-loop modelling, as well as their verification in Event-B using classical modelling and
the correct by construction approach. Furthermore, we summarise the implementation of a cardiac pacemaker using
concurrent programming languages. This case study will also demonstrate the use of various approaches related to
implicit and explicit modelling (see Section 2.1), formal framework to model, design and implement the functional
behaviour (see Section 3.2), environment modelling (see Section 3.4), automatic code generation (see Section 3.5),
and assurance case template (see Section 4.2).

Insulin Infusion Pump (IIP) [25][9]

Requirements. An insulin pump is a small, software-intensive medical device that allows controllable, continuous
subcutaneous infusion of insulin to patients. It delivers physiological amounts’ of insulin between meals and at meal
times. An insulin pump is composed of the physical pump mechanism, a disposable reservoir, and a disposable
infusion set. The pump system includes a controller and a battery. The disposable infusion set includes a cannula for
subcutaneous insertion and a tubing system to interface the insulin reservoir to the cannula. An IIP device can manage
system functions such as stopping insulin delivery, managing reminders, and creating, validating, editing, and setting
parameters for basal, bolus, and temporary basal profiles. If there is a problem, the device must stop all active basal
or bolus delivery. Furthermore, only one profile can be active at a time, and it must keep a log of all operations. A
detailed description about this informal requirements is provided in [25][72]

Formal development. We developed the IIP using the proposed framework described in Chapter 3. Based on this
framework, we first elaborate and precisely document the system requirements of an Insulin Infusion Pump (IIP)
in tabular expressions, and further, we use our developed tool TX2EB [Jiang 2015] to automate the task of formal
model generation from tabular expressions. There are 49 tabular expressions in total to describe IIP requirements.
In particular, we use refinement strategies in Event-B [61, 72] to generate formal models and formally verify the
IIP requirements. We select a set of tabular expressions (see Table 5.7 and 5.8) related to power status from the
developed tabular specification for developing an abstract model of IIP. This abstract model describes the power status
functionalities by changing the system states on/off. In order to develop a formal model from these tabular expressions,
we need to identify sets, constants, enumerated types and axioms from the given type definitions in tabular specification
to define statistics properties of IIP in a context model that is done automatically using TX2EB. Three enumerated sets
e_pwrStatus, e_basicResp, and e_postResult are defined in axioms (axml1 - axm3).

For the dynamic behaviour of IIP model, a list of variables is extracted from the given tabular specification, which
are defined by invariants (invl - inv5). A variable POST is used to state the result of power-on-self-test, where the

"Dosage is prescribed by the doctors
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Result
Condition c_pwrStatus
c_pwrStatus_; = Standby EXIST[ M_pwrReq ] POST
I EXIST[ M_pwrReq ] NC
c_pwrStatus_; = POST [ POST | = Pass Ready
POST = Fail Standby
c_pwrStatus_; = Ready EXIST[ M_pwrReq ] OffReq
! EXIST[ M_pwrReq | NC
c_pwrStatus_; = OffReq M_pwrResp = Accept Standby
M_pwrResp = Cancel Ready

Table 5.8: Tabular Expression for Power Status

invl : POST € e_POST

inv2 : post_completed € BOOL
inv3 : c_pwrStatus € e_pwrStatus
invd : M_pwrReq € BOOL

invd : M_pwrResp € e_basicResp

azml : partition(e_pwrStatus, { Standby_pwrStatus}, { POST_pwrStatus},
{Ready_pwrStatus}, {Of f Req_pwrStatus})

axm?2 : partition(e_basicResp, { Accept_basicResp}, {Cancel_basicResp})

axm3 : partition(e_POST, {Pass_POST}, {Fail_POST})

Code Snippet 5.5: Excerpt of IIP Model context model and invariants

result Pass means the system is safe to turn on, and the result Fail means it is unsafe for the system to start. The next
variable post_completed holds the POST state of the system. The variable c_pwrStatus shows the current power status
of the system. The variable M_pwrReq is used to model the request for power on or power off from the user, and the
last variable M_pwrResp is used for modelling the response to the system prompt from the user.

To define functional behaviour abstractly, 10 events are derived for controlling the power status of IIP system, in
which 2 events are generated from Table 5.7 and 8 events are generated from Table 5.8. These generated events include
guards for enabling the given actions, and the actions define the changes to the states of power status (c_pwrStatus)
and power-on-self-test (POST). Here, we provide only two events related to the power status and power-on-self-test in
order to demonstrate the basic formalization process. An event POST_Completed assigns Pass_POST to POST, when
post_completed is TRUE. This event is generated from Table 5.7, where the condition and result columns of Table 5.7
show the conditions and actions that are translated equivalently to event POST_Completed.

EVENT POST_Completed EVENT PowerStatus1
WHEN WHEN
grdl : post_completed = TRUE grdl : c_pwrStatus = Standby_pwrStatus
THEN B T%{r;iziz Jdz-x € BOOLANx =TRUE ANz = M_pwrReq
E:]t)1 : POST := Pass POST actl : c_pwrStatus := POST_pwrStatus
END

Code Snippet 5.6: Excerpt of IIP Model events

Similarly, another event PowerStatusl is used to set POST_pwrStatus to c_pwrStatus, when power status is
standby, and there exists a power request from the user. The condition and result columns of Table 5.8 present the
conditions and actions that are translated equivalently to event PowerStatusl. The remaining events are formalized in
a similar way that are translated from the remaining rows of Table 5.7 and Table 5.8.

Here, we summarise each refinement step of IIP development and omit detailed formalization and proof details.
The first refinement introduces user operations that may be performed by the user to operate the system for delivering
insulin, including other system activities related to creating, removing, activating, and managing the basal profile,
bolus profile and reminders. The second refinement is related to basal profile management that controls storage and
maintenance of basal profiles defined by the user. The third refinement introduces temporary basal profile management
that covers activating, deactivating and checking the validity of a temporary basal profile. The fourth refinement is
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related to bolus management that allows for creating a new bolus preset, removing an existing bolus preset, checking
the validity of a created bolus preset, and activating a selected bolus preset. The fifth refinement is related to bolus
delivery enables us to start bolus delivery, to calculate the required dose for insulin delivery, and to check the validity
of a calculated bolus and a manually entered bolus. The sixth refinement is related to reminder management that
stores and maintains reminders. The last refinement is related to insulin output calculator that calculates the insulin
required throughout the course of the day, by tracking the insulin delivery of the selected basal profile, temporary basal
profile and preset bolus. In addition, we introduce several safety properties to ensure the correctness of I[IP. We use the
Rodin [Abrial 2010b] tool for syntactical and consistency checking in our generated formal specification by defining
a list of safety properties. The complete formal specification is available in the appendix of technical report [102],
which is more than 1500 pages long.

The IIP formal model includes 16 complex data types, 15 enumerated types, 25 constants, and 263 events that are
used to describe static and dynamic properties in the form of system requirements. The formal development of IIP is
presented through one abstract model and seven refinement models based on the given system functionalities. Note
that each refinement is a collection of tabular expressions, which are introduced in several layers. In this development,
we have total 43 refinements for describing functional behaviour of IIP. The generated proof-obligations are related to
well-definedness, feasibility, invariants, simulation and guard strengthening. This development results in 444 (100%)
proof obligations, of which 342 (77%) are proved automatically, and the remaining 102 (23%) are proved interactively
using the Rodin prover and other associated tools, such as SMT solvers (CVC4 [Barrett 2011], Z3 [de Moura 2008],
and veriT [Bouton 2009]). Most of the interactive proof obligations are generated from the complex expressions,
predicates and preservation of refinement relation between two successive models. To discharge these types of proof
obligations, we use Rodin tool interactively by simplifying complex expressions, rewriting expressions, applying
proper argument instantiation, and selecting the required proof strategies like PP, ML and SMT solvers. We have
successfully discharged all the generated proof obligations that guarantee the consistency checking and refinement
checking by achieving the required functional behaviour and safety properties for IIP models. In this work, we also
use the ProB tool for validating the IIP requirements by executing abstract and successive refinement models.

Model Total number | Automatic | Interactive
of POs Proof Proof
Abstract Model 3 3(100%) 0(0%)
First Refinement 22 22(100%) 0(0%)
Second Refinement 98 82(83%) 16(17%)
Third Refinement 26 25(100%) 1(0%)
Fourth Refinement 52 45(87%) 7(13%)
Fifth Refinement 54 54(100%) 0(0%)
Sixth Refinement 66 60(91%) 6(9%)
Seventh Refinement 123 51(42%) 72(58%)
Total 444 342(77 %) 102(23%)

Table 5.9: Proof Statistics of TCAS

Interactive simulation. For developing an interactive simulation for the IIP models, we use our proposed architec-
ture that supports simulating the developed Event-B models in the form of visual animation by hiding mathematical
complexity of the formalised specification. To connect our formalised IIP models with visual animation, we use the
existing tool Brama [Servat 2006] that is a plug-in for Rodin. This Brama tool provides an interface protocol to com-
municate between flash-based visual animation and Event-B model in Rodin. We connect the IIP models with the
developed visual animation according to the architecture to facilitate simulation. This visual animation shows insulin
delivery activities of IIP according to the physical requirements of a patient by monitoring the desired level of blood
glucose level. This graphical animation is very useful for domain experts, such as doctors and physician, to validate
the formalised models. If the visual animation does not satisfy the expected behaviour according to domain experts
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then we can rework on our previously developed models to correct them.

Implementation. 'We use our developed tool EB2ALLS [88][1] for generating source code from the formal model
of IIP. In our case study, we use the EB2C® code generation tool to generate source code into C language from the
formalised and verified ITP model. Before applying this tool, we refine our concrete model by introducing a new
context that contains type definition according to the C language, and by removing the abstract operations and non-
supported symbols through applying the data refinement. During the code generation process, the EB2C tool generates
source code files corresponding to the concrete machines. The generated file contains constants, type definitions,
variables and functions. The generated constants, type definitions and variables are extracted from the contexts and
machines of IIP model. A set of functions is extracted from the formalised ITP model. These functions are equivalently
translated from the model events.

Discussions. The IIP development exemplifies the use of formal framework that can help the community to develop
safety-critical medical systems and to analyse system requirements precisely, including to aid in the process of system
certification. The prime benefits of this approach are to improve the process for documenting system requirements,
minimising error introduction through automation of refinement, formal development and code generation, improving
error detection through rigorous analysis and interactive simulation, and minimising development cost. Applying an
iterative process for developing a system from requirement analysis to code generation allows us to carry out rigorous
analyses that can verify the important properties of completeness, disjointness, consistency, deadlock-freedom, a satis-
faction of high-level requirements, functional correctness, and desired system behaviour according to domain experts
through the graphical animation of the formal models.

However, it is desired to have some prior experience in documenting system requirements using tabular expres-
sions. To apply this approach to automatic refinement, the system requirements must be developed in tabular ex-
pressions that requires less effort than the stepwise formal development. For example, most of the time we spent
documenting the IIP system requirements in tabular form as discussed previously. Moreover, tabular expressions are
not easy to maintain for handling large systems. Moreover, in our work, we have used existing software tools to
manage different phases of development, which need careful analysis for each phase to ensure the consistency of the
system for each phase of development, as we manage several parts of the process manually. The low-level system
design depends on the generated code, which is a collection of functions. These functions can be organised according
to the architecture prescribed for the implementation of the system. The current code generation tool does not take into
account the requirements of safety critical safety system standards. We need to improve our automatic code generator
so that it can meet such standards. Otherwise, the source code in the target language can be produced manually from
the concrete model following the preferred standards.

Cardiac Resynchronization Therapy (CRT) [14][70]

Requirements. 'The Cardiac Resynchronization Therapy (CRT) or multi-site pacing device is one of the advanced
pacemakers that is designed to maintain heart rate by treating a specific form of heart failure — poor synchronization
of the two lower heart chambers. We describe the system requirements of biventricular sensing with biventricular
pacing (BiSP), which allows pacing and sensing in the right atrium, left ventricle and right ventricle. Biventricular
pacing coordinates the left ventricle (LV) and right ventricle (RV), and intra-ventricular regional wall contractions, by
synchronizing with the sinus rhythm. There are various intrinsic activities related to pacing and sensing events that can
reset escape intervals, such as atrioventricular interval (AVI) and ventriculoatrial interval (VAI). Biventricular pacing
controls the heart rate using various combinations of the timing form events in either LV or RV. For example, the first
ventricular sense either from the left or right ventricular chamber can reset the ventriculoatrial interval (VAI) and the
heart rate depends on intervals between the first ventricular events in each cycle.

8http://singh.perso.enseeiht.fr/eb2all
“http://singh.perso.enseeiht.fr/eb2all/eb2c.html
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Delays between RV and LV pacing introduce complications in biventricular timings. These timings allow multiple
definitions of atrioventricular (AV) and ventriculoatrial (VA) escape intervals. The pacing rate is the sum of the VA
and AV escape intervals for dual chamber timing. This definition can be preserved for biventricular timing if the VAI
and AVI refer to pacing either the RV for RV-based timing or the LV for LV-based timing. Then the pacing delay can
be represented by the RV-LV interval. This interval can be negative, positive or zero as per the occurrence order of the
stimulations in both ventricles.
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Figure 5.11: Possible scenarios of the biventricular ARP  PVARP

sensing and pacing. AS = atrial sensed; AP = atrial
paced; LVS = left ventricular sensed; LVP = left ven-
tricular paced; RVS = right ventricular sensed; RVP =

right ventricular paced.
Fig. 5.11 depicts the possible scenarios in a sequential order for biventricular sensing and pacing [Wang 2002].

The possible scenarios are described as follows, assuming normal pacing and sensing activities in the right atrium
chamber:

Figure 5.12: Biventricular sensing and pacing (BiSP)
with a RVS event

* Scenario A shows a situation in which the pacemaker paces in both ventricles after an AV interval in which no
intrinsic heart activity is detected.

* Scenario B shows a situation in which the pacemaker paces in LV only after an AV interval, while RV pacing is
inhibited due to sensing of an intrinsic activity in RV.

* Scenario C shows a situation in which the pacemaker paces in RV only after an AV interval, while LV pacing
is inhibited due to sensing of an intrinsic activity in LV.

* Scenario D shows the case where pacing activities are inhibited in the ventricles due to sensing of intrinsic
activities in both LV and RV.

There are various possible scenarios to show biventricular sensing and pacing in order to capture possible be-
havioural requirements. For example, Fig. 5.12 presents a scenario for biventricular sensing and pacing, in which an
event sense related to the right ventricle resets all the pacing intervals for both the right and left ventricles, so pacing
is not allowed in the right ventricle or in the left ventricle following a RVS, and a RVS event resets the timing cycle
and starts a new VAL The complete system requirements of CRT is described in [14][70].

Formal development. An abstract model of the CRT pacemaker specifies only pacing and sensing behaviour of
three electrodes for each chamber (RA, RV, LV). The CRT pacemaker delivers a pacing stimulus in the RA, RV,
and LV as per the patient needs through sensing the intrinsic activities of the heart. The first refinement introduces
the timing requirements by defining a logical clock. The pacemaker sensor starts sensing intrinsic activities during
certain intervals to avoid sensing errors. A pacemaker actuator delivers a small intense electric pulse whenever the
natural pace is absent and intrinsic activity is not detected by the sensor. A sensor can detect an intrinsic activity when
the threshold value of the detected signal is greater than or equal to the standard threshold constant or pre-specified
threshold by a physiologist!®. In the second refinement, we introduce the threshold for right atrium, left ventricle and

10Standard threshold constant values of atria and ventricular chambers are different.
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Model Total number Automatic Interactive
of POs Proof Proof
Abstract Model 0 0(0%) 0(0%)
First Refinement 102 101(99%) 1(1%)
Second Refinement 23 23(100%) 0(0%)
Third Refinement 59 57(98%) 2(2%)
Total 184 181(98.37%) | 3(1.63%)

Table 5.10: Proof Statistics

right ventricle. In the last refinement, we introduce refractory and blanking periods for atrial and ventricular chambers.
These blanking and refractory periods are used to suppress device-generated artefacts and unwanted signal artefacts.
These periods are designed to promote appropriate sensing of intrinsic activities, and to prevent over sensing activities
in another chamber. This incremental development preserves the required behaviour of the system in the abstract
model as well as in the correctly refined models. In order to guarantee the correctness of the system behaviour, we
have established various invariants in the incremental refinements.

The Event-B language is used to develop the CRT formal model, and the Rodin platform [Abrial 2010b] is used
for verification and validation. This development results in 184(100%) proof obligations, in which 181(98.37%) are
proved automatically, and the remaining 3(1.63%) are proved interactively using the Rodin prover (see Table 5.10).
These proofs are quite simple, and can be achieved with the help of simplifying predicates. We also used the ProB
model checker tool [Leuschel 2003] to analyse and validate the developed models of the CRT pacemaker. ProB ani-
mation helps to identify the desired behaviour of the CRT pacemaker in different scenarios and validates the developed
formal models. This tool assists us in finding potential problems, and to improve the guard predicates of events. The
ProB model checker is able to animate all the possible machines from abstract to concrete level, and to prove the
absence of errors (no counter example exist).

Closed-loop model. The CRT model is further extended for developing a closed-loop formal model of the CRT and
heart [14], in which the formal model of the heart is used as a virtual environment, and the formal model of the CRT
is used to response according to intrinsic activities of the heart (see Fig. 5.13). The main objective of this closed-loop
model is to verify and validate the complex properties of CRT pacemaker under the virtual environment, identifying
new emergent behaviours and strengthening the given system requirements. As far as we know, this is the first closed-
loop formal model of the CRT pacemaker and heart to analyse the functional behaviour of the CRT pacemaker under
the virtual environment by satisfying the required safety properties. For developing the closed-loop model, we use the
previously developed and verified formal models of the CRT [71] and heart [89][1][98]. In fact, we use our previous
works as the basis for developing a closed-loop model of the CRT pacemaker and heart using stepwise refinement
from scratch. To check the correctness of the closed-loop system, we introduce several safety properties and discharge
all the generated proof obligations at each refinement level.
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Figure 5.13: The Closed-loop Model'!
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Model Total number | Automatic | Interactive
of POs Proof Proof
Abstract Model 29 25(86%) 4(14%)
First Refinement 138 126(91%) 12(9%)
Second Refinement 36 27(75%) 9(25%)
Third Refinement 72 68(94%) 4(6%)
Total 275 (246(90%) 29(10%)

Table 5.11: Proof Statistics

Table 5.11 shows that the closed-loop model generates 275(100%) proof obligations (POs), in which 246(90%)
POs are proved automatically with the help of inbuilt RODIN provers, and the remaining 29(10%) POs are proved
interactively by simplifying the predicates using the Rodin provers. It should be noted that the simplifying predicates
are quite simple. An integration of the heart model and CRT model generates some extra POs related to the joint
behaviour of the closed-loop system and by sharing some common variables by both the heart and CRT models. For
example, the current clock counter variable (now) is shared, which has been used in the events of the CRT and heart
models. The CRT pacemaker shows functional properties of pacing and sensing modes under the virtual biological
environment of the heart. The heart model represents normal and abnormal states of the heart, which is estimated by
the physiological analysis. A list of safety properties is introduced in the incremental refinements to guarantee the
correctness of the functional requirements of the closed-loop model of the heart and CRT pacemaker.

Implementation. In [84][30], we present the development of cardiac pacemaker to evaluate the concurrency model
of two programming language subsets that target safety-critical systems development: Safety-Critical Java, SCJ (as
subset of the Real-Time Specification for Java), and Ravenscar Ada (a subset of the real-time support provided by
Ada 2005). In this experiment, we consider complex operating modes, including automatic switching in different
modes. The implementation of operating modes are provided in RTSJ, SCJ and Ravenscar Ada languages. These
implementations are based on formalised and demonstrated Event-B models. Note that the simple codes of cardiac
pacemaker and CRT are automatically generated using our tool EB2ALL [88], while the concurrent codes of them are
derived manually. The complete implementation in different programming languages is provided in [84][30].

Discussions. Refinement is always important for managing system complexity by enabling progressive system devel-
opment. Thus, in the design of complex systems in the medical domain, as well as other domains, classical modelling
using correct by construction is always important. On the other hand, using the closed-loop modelling approach for
developing complex systems has shown many benefits: exposing errors that would not have been detected without
the environment model; validating the given assumptions; increasing confidence and decreasing failure risks; and
promoting the use of the closed-loop modelling approach for identifying emergent behaviour and improving system
requirements for developing quality safety-critical systems. Furthermore, by simulating the desired behaviour, this
approach allows for the consideration of feedback from domain experts. The closed-loop modelling approach has
scientific and legal applications for better understanding, identifying desired functional behaviour, improving system
requirements, and meeting certification requirements for developing safety-critical systems.

We conclude from the experiments of concurrent cardiac pacemaker and CRT implementation that for SCJ, the
lack of explicit support for watch-dog timers results in a software architecture in which the time at which significant
events occur must be saved, and polling must be used to detect their absence. In contrast, Ravenscar Ada supports for
primitive timing events allow the construction of a highly optimised reactive solution. In addition, we identify an ease-
of-use issue with Ada for developing small reactive systems [30]. The issue is that Ada defines program termination
solely in terms of whether all tasks have terminated. To avoid this unexpected premature program termination, our
work proposes simple changes to the program termination conditions in the language so that the environment task of

"'The image of CRT pacemaker is adapted from: http://www.amayeza.co.za/files/content/images/img331. jpg


http://www.amayeza.co.za/files/content/images/img331.jpg

5.3. Medical Systems 113

an active partition terminates when all its dependent tasks have terminated and the partition has no active timing events
and no handlers are attached to interrupts that are to be serviced by the partition.

Summary of our contribution for developing case studies:

This chapters summaries the development of safety-critical cyber-physical systems to address the core
challenges of hybrid systems, interactive systems, and medical systems. These systems are built using our
proposed generic, reusable, and extensible formal modelling framework, design patterns, and correct-by-
construction approach. The methodologies associated with domain knowledge engineering, system mod-
elling, and system certification have been successfully used in the development of various types of systems.
We have used the Event-B modelling language as well as its plugins extensions related to theory develop-
ment and code generation. Most of the case studies are taken from the real-world industrial examples. The
development of different classes of systems from various domains ensures that the approaches, including
techniques and tools, proposed in the various chapters are usable, reliable, maintainable, portable, efficient,
correct, and scalable.

Project: ANR-DISCONT, ANR-FORMEDICIS, IRT-INGEQUIP, ORF-RE-Certification of Safety-
Critical Software-Intensive Systems, NSERC-NECSIS, EPSRC-HiJaC

Student supervision: Ismail Mendil (PhD, 2019 —2023), Guillaume Dupont (PhD, 2017 —2021), Romain
Geniet (MS, 2017), Sasan Vakili (M.A.Sc, 2015), Yanjun Jiang (M.A.Sc, 2015), Mischa Geven (M.A.Sc,
2014), Nicholas Proscia (M.A.Sc, 2014)

Publications: [20, 22-25, 30][14, 15][41, 42, 44-48, 51, 53, 55, 56, 58, 61, 67, 69-72, 74, 75, 77, 80,
84][9][103]

Software: EB2ALL, TX2EB, Fluid2EB, CZT, theories, domain-specific theories, approximation, mod-
elling and designing patterns, simulation framework, and models.

Models: https://www.irit.fr/~Guillaume.Dupont/models.php
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CHAPTER 6

Conclusion and Perspectives

Today, we are surrounded by digital technologies and highly complex systems, where cyber-physical systems have
taken central place in our lives and in various industrial sectors to improve our lives and boost economies. However,
while they brought significant improvements to our lives and economies, they also brought a number of important
issues in their development, particularly modelling of cyber and physical systems, composition, safety and security,
and certification, which could jeopardise our well-being as well as the development and reliability of cyber physical
systems. According to [NIST 2002], as software errors have a significant economic impact, formal verification has
gradually become part of the development process. However, formal methods have mostly been used for niche pur-
poses, such as behaviour analysis of a complex system, exposing flaws in system requirements, finding ambiguities
in system specifications, and articulating implicit assumptions, and so on. In fact, the current software development
process in industries, particularly for developing safety-critical cyber-physical systems, limits the scope of formal
methods. This manuscript summarised our contributions to the development and investigation of methods for dealing
with formal engineering processes such as modelling, refinement and simulation, domain knowledge engineering, de-
sign automation, heterogeneity, composition, safety, and certification issues for safety-critical cyber physical systems.

In this manuscript, we presented how formal methods, including techniques and tools, can be used to address
various challenges in safety-critical cyber-physical systems. Our contributions are focused on the development of new
analysis methods, with three main areas: domain knowledge engineering (reported in Chapter 2), system modelling
(reported in Chapter 3), and certification and assurance case templates (reported in Chapter 4). These theoretical
and applied contributions are required to address key issues from various domains of safety-critical cyber-physical
systems. Note that all of the methods we proposed have not only been proven correct, but have also been implemented
and validated through the development of complex examples from various domains (reported in Chapter 5).

The first part of our research is motivated by Question 1: What is domain knowledge, and what is the relation
between domain model and system model?. This was the case for our work to understand domain concepts, and
implicit and explicit modelling concepts in order to identify a set of modelling patterns applicable for refinement-
based formal development as well as for model refactoring (Section 2.1) in order to support modularity, domain
knowledge integration, re-usability, and maintainability. Moreover, this was also the case when Event-B theories were
applied to handle domain knowledge as ontologies (Section 2.2) to represent explicit domain knowledge for complex
systems. This approach enables model re-usability, reduces modelling effort, improves safety concepts, and aids in
asynchronous evolution in both domain and systems models.

The second part of our research is motivated by Question 2: How should a complex system and its environment be
designed using the correct by construction state-based method? This was the case when we proposed generic formal
frameworks, modelling patterns, architecture patterns, approximation patterns, refinement automation, simulation,
environment modelling, and code generation, for modelling, designing and verifying safety-critical cyber-physical
systems. The proposed generic framework consists of a large set of theories that extend Event-B with mathematical
features required to model continuous behaviours (e.g., differential equations). In particular, we defined three for-
mal patterns, inspired by general practice in hybrid system designs: approximation, centralised control with multiple
plants, and distributed hybrid systems (Section 3.1). The development life-cycle is proposed for rigorous development
of critical systems, from requirement analysis to code generation. In a similar vein, to address the key challenges and
modelling issues of safety-critical interactive systems, we contributed a formal framework, F3FLUID (Formal Frame-
work For FLUID), as well as the structuring of Event-B models using model-view-controller (MVC) (Section 3.2)
pattern. Furthermore, we also presented the reflexive EB4EB framework, which allows users to explicitly manipulate
Event-B features through the use of reflection and meta-modelling concepts, as well as the extension of this framework
to improve Event-B reasoning mechanisms for expressing deadlock freeness, invariant weakness analysis, reachabil-
ity, and generation of new proof obligations associated with liveness properties expressed in LTL (Section 3.3). To
design an environment model, we proposed the development of a virtual environment model, as well as its application
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for verification, simulation, and clinical trials, including techniques and tools (Section 3.4). Finally, we contributed to
the development of the code generation tool, EB2ALL, by developing a new plug-in, EB2Sol, for generating Solidity
code from Event-B models for the Ethereum platform, as well as extending existing plugins (EB2C, EB2C++, EB2J,
and EB2C#) to incorporate new modelling constructs like quantifiers (Section 3.5).

The third part of our research is motivated by Question 3: What can be done to assist with software and system
certification?. This was the case when adapting formal methods for developing integrated verification framework that
can be used to aid in the certification process. It was accomplished as part of the RATP (Parisian Public Transport
Operator and Maintainer) B-PERFect project, which aimed to apply formal verification using the PERF approach to
integrated safety-critical models of embedded software related to the railway domain expressed in a single unifying
modelling language, HLL. The proposed approach employed Isabelle/HOL as a unified logical framework for de-
scribing formal semantics and formalising the transformation relationship between both modelling languages. The
developed Isabelle/HOL models were validated to ensure the accuracy of our translation process (Section 4.1). An-
other contribution to address certification challenges, we proposed the assurance case template. The assurance case
template is a key tool for assisting in the certification process of safety-critical cyber-physical systems. It provides
explicit guidance to regulators and manufacturers on how to write an effective assurance case for a specific product, as
well as developing and evaluating assurance cases for certifying safety-critical cyber physical systems (Section 4.2).

Finally, we demonstrated the usability, reliability, maintainability, portability, efficiency, correctness, and scal-
ability of our proposed methods, techniques, and tools for domain knowledge engineering, system modelling, and
certification and assurance cases on a variety of complex safety-critical cyber physical systems. We focused on three
types of systems, including several examples: Hybrid Systems, Interactive Systems, and Medical Systems.

All of these are much broader research challenges, for which Chapters 2, 3, 4 and 5 only provide preliminary and
some ground-breaking results to answer the raised questions; however, there are significant prospects for our research
in the coming years. We conclude this manuscript with some sparkling ideas for future research, both short and long
term.

6.1 Perspectives about theories, models, patterns and tools

The increasing complexity and use of software in safety-critical cyber-physical systems motivates the development
of new methodologies and software engineering principles, as well as scaling them for sophisticated and advanced
systems in the future by incorporating other engineering methods such as machine learning, swarm intelligence,
blockchain, and so on. Our current research works address some key issues related to domain knowledge engineering
(reported in Chapter 2), system modelling (reported in Chapter 3), and certification and assurance case templates (re-
ported in Chapter 4). In this direction, we present some perspectives on modelling theories, design patterns, simulation,
certification and tools.

Extending systems and domains theories

In our work for system and domain modelling, we defined some theories to characterise various aspects of cyber phys-
ical systems. For example, ordinary differential equation theories for dealing with continuous behaviour, ontology-
based theories for dealing with interactive systems, standard conformance theories, and so on. It should be noted that
once defined and proven, these theories can be reused in any other system for specifying and verifying them. These
theories are currently being developed on an ad hoc basis to meet our objectives; however, they are not yet complete.
For example, partial order differential equations, which are highly required in complex cyber physical systems, are
not defined in current ODE theories. As a result, we would like to extend these theories to cover a broader range of
systems and domains. Furthermore, a set of libraries can be developed as a package of domain specific theories and
system theories to reduce modelling and proofs effort, and advanced users do not need to rework on them. These
libraries, which contain generic properties, are required to handle a wide range of complex applications such as au-
tonomous driving, trains, robotics, drones, and airplanes. This is an important step toward modelling safety-critical
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cyber-physical systems, which may aid in the certification process as well as the incorporation of standard guidelines
into product development.

Reflexive EB4EB framework

As Event-B lacks support for checking liveness and temporal properties, there is a strong desire among research
communities to include such property verification in the core of the modelling language. Our work, presented in
Chapter 3, provides initial concepts and vision by introducing the reflexive EB4EB framework that allows explicitly
manipulation of Event-B features using meta modelling concepts. This framework is easily extended for advanced
level reasoning such as checking liveness and temporal properties, reachability, deadlock free, non-intrusive analysis,
and so on [34, 35]. In this direction, we intend to analyse and identify Event-B refinement operations and their
semantics for inclusion in the EB4EB framework. Furthermore, this framework can be extended to include a reasoning
mechanism for dealing with domain-specific analyses of Event-B models, such as continuous behaviours, human
machine interaction, and so on. From an application standpoint, this framework can be used to analyse and certify
existing plug-ins, such as code generation and composition/decomposition, among others. There is also the possibility
of importing and exporting the meta theories and models into other proof assistants for certification purposes, such as
Coq [Bertot 2010], PVS [Owre 1992], and Isabelle/HOL [Nipkow 2002].

Simulation and animation

Simulation and animation are traditional and widely used techniques for designing complex systems to validate the
correctness of the behaviour. Regardless of whether we use formal techniques or not, we must use such techniques to
simulate the desired behaviours of both cyber and physical systems. The life-cycle process is presented in Chapter 3,
where simulation and animation is considered as a potential step for detecting unwanted functional behaviour. The
use of simulation and animation techniques remains a challenge due to the continuous nature of safety-critical cyber-
physical systems. It is important in current system development to simulate and animate discrete and continuous
controllers for hybrid systems resulting from various refinement levels, as well as to design new tool support for
animating and simulating hybrid systems. In this context, we have proposed a hybrid Event-B model transformation
into Simulink/Stateflow models [MathWorks 2021], with the discrete part developed in Stateflow and the continuous
part modelled in Matlab [MATLAB ] user defined functions. Our framework has been applied to a variety of control
theory problems, including computer-assisted cars, the European Train Control System (ETCS), water tanks, robots,
and inverted pendulums. This work can be extended to analyse reachability, as well as adapted to work on continuous
Event-B models to generate Simulink models and to work on discretisation to convert a continuous model to a discrete
one.

The ProB [Leuschel 2003] model checker is important for model checking and animating discrete Event-B models.
There is no support for dealing with continuous nature. In this direction, the ProB [Leuschel 2003] model checker can
be extended to support continuous features for model checking, as well as the simulation and animation of cyber
physical system models. Another potential work is the development of a co-simulation approach to simulate CPS
models using Functional Mock-up Interface (FMI) [Blochwitz 2012]. The proposed approach can be implemented as
an extension of the Rodin platform allowing for the heterogeneous composition and simulation of continuous Event-B
and FMI models.

In Chapter 3, we have presented a promising simulated biological environment model that can be used during
product development as well as a diagnostic tool to diagnose or understand patient needs. The basic concepts have been
described, and we intend to develop the simulation using linear, nonlinear, and ODE equations before implementing it
on a hardware platform to use as a test bench for developing medical devices and clinical trials.

Modelling and design patterns

The Chapters 3 has presented several frameworks, including modelling and design patterns, to deal with modelling
problems of various components of safety-critical cyber-physical systems such as controllers, physical systems, human
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machine interfaces, and so on. These defined frameworks can be extended, and new patterns can be introduced to
address specific problems. We thus wish to explore these framework further in order to extend different classes of
modelling and design patterns. We now describe potential extensions that appear promising to us.

The hybrid modelling framework presented in Chapter 3 only addresses abstract modelling of continuous and
discrete behaviours, with no special treatment for transforming continuous behaviour into discrete behaviour. Thus,
we wish to define discretisation operations that can be used to transform a continuous model into a discrete model
while preserving all of the required properties defined at the abstract level. The defined discretisation operations must
provide a generic implementation that can be used with real numbers.

Refinement is important because it enables us to build a complex system by introducing system requirements
incrementally. Applying refinement to the design of a complex system is difficult, and the practicalities of performing
automatic refinements are largely unknown. In Chapter 3, we have presented refinement strategies, including tool
support TX2EB, for automating the process of generating Event-B formal models from tabular expressions. However,
the presented approach only supports horizontal condition tables (HCT) and limited expression types such as FOL.
There is no support for natural language, which is also widely used in tabular expressions. Thus, we would like to
extend our refinement strategies to include support for natural language expressions as well as other tabular layouts.
Furthermore, we would like to include these extensions in our TX2EB developed tool.

Refactoring operations allow us to restructure the formal model, specifically domain knowledge and system be-
haviour, without changing the functional behaviour of a system. In Chapter 2, we have presented refactoring approach
that refactors complex models to extract domain specific knowledge and systems specific dynamic properties. We want
to provide a semantic description and formalisation of the proposed refactoring operations, as well as investigate the
refactoring laws in order to modify the refinement strategy for restructuring the formal development and optimising
the refinement levels. Furthermore, there is an obvious need for tool development to support proposed refactoring
operations in order to automate the process of refactoring complex formal models.

Certification

One of the primary goals in the field of safety-critical cyber-physical systems is certification, which ensures the safe
use of the developed product. There are several methods for assisting with the certification process. Chapter 4 has
introduced an integrated formal framework (PERF methodology) for certifying critical systems, as well as assurance
case templates that can help regulators and manufacturers develop safe systems and certify them. There are numerous
new research avenues in both approaches, some of which are described here.

An integrated formal framework is used on concrete B models, but this verification approach, which includes
transformation, can be used at higher abstraction levels of B models, allowing us to optimise our verification approach
by reducing state variables and focusing on precise abstract properties rather than addressing code level properties. In
addition, we want to extend our B2ZHLL tool to support different B language modelling constructs, as well as extend
the defined semantics of B and HLL in Isabelle/HOL to characterise the B and HLL semantics for validating the
transformation from B to HLL at any level. In this work, the encoding of B and HLL models into Isabelle/ HOL is
done by hand. We intend to develop a tool that transforms B and HLL models into Isabelle/HOL so that the models
can be easily checked and a certificate confirming the correctness of the B to HLL transformation for a given model
can be generated directly. We have used S3 solvers [Breton 2016] to verify the HLL code, which has a state explosion
problem, so there is another interesting extension to restructuring models using composition/decomposition techniques
and reducing state space problem. This can be accomplished by introducing operations (functions and procedures) as
abstracted black boxes defined by their before-after predicates.

The development of assurance cases is one of the practices recommended by regulators and manufacturers in
the development of safety critical systems. In Chapter 4, we have presented the development of an assurance case
template as a standard to meet the needs of regulators and stakeholders by focusing attention on critical parts and
assisting in the certification process. One of the driving forces behind this work is the desire to be able to deal with the
complex, multi-disciplinary, interconnected nature of today’s and tomorrow’s CPS. Developing and certifying such
systems to ensure their safety, security, and dependability appears to necessitate a significant shift in how we guide
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people through the development and certification of these systems. We believe that a collaborative effort to understand
how to create effective assurance case templates for this purpose will be one effective step toward meeting future
challenges. Another important challenge is the development of incremental safety cases. If any changes are made to
the developed safety cases, it is economically and logistically impossible to rebuild the safety cases from the ground
up. Our proposal is to create explicit safety cases. These will serve as the foundation for analysing how incremental
design changes affect existing safety artefacts. Then, flaws in the safety case can be identified and strategies to address
the deficiencies, establishing the groundwork for eliciting the desired engineering principles. This hypothesis must be
carefully developed and systematised in future work so that it can be evaluated in carefully conducted experiments.

Extending EB2ALL for code generation

EB2ALL! [EB2ALL 2022] is a collection of code generation plugins that allow us to generate source code from
Event-B formal specifications in a variety of target programming languages such as C, C++, Java, and C#. The
first prototype was developed in 2010 as part of my thesis work. Since then, it has been improved by adding new
features and fixing bugs reported by users. We recently added new plugins, EB2Sol [EB2Sol 2021], EB2Ada and
EB2Py, to generate Solidity code contracts, Ada code and Python code from an Event-B specification. The EB2ALL
is still in development, and we have identified several new challenges. In the near future, we intend to expand the
development of the code generation tool, EB2ALL, to support a wider range of programming languages. The current
version of EB2ALL does not take the requirements of safety-critical safety system standards into account. As a
result, we would like to improve the automatic code generator so that it can meet such standards, as well as provide
an industrial version for generating certified code. Furthermore, the EB2ALL can be extended to generate code for
complex interactive systems from an Event-B specification, particularly for designing graphical interfaces. Similarly,
it can also be extended for controller implementation generated from an Event-B model with continuous and discrete
modelling features.

Finally, it is important to ensure that the translation process, including the generated code, is correct. Hence,
we intend to use the integrated formal framework developed in Chapter 4 to certify the code generation process of
EB2ALL plugins, as well as to guarantee the correctness of the generated code in accordance with the formalised
and proven Event-B models. Such an approach will be useful in meeting regulatory requirements and obtaining
certification when designing safety-critical cyber-physical systems.

Theories consistency and proof processes

All developed theories for basic and advanced mathematical properties, domain knowledge, discrete and continuous
systems, and standards are axiomatically defined and supported by numerous axioms. These axioms are defined for
describing complex and sound properties. There is no standardised mechanism in Event-B theory plugin for validating
all defined axioms. As a result, there is potential work that needs to be done in order to validate all of these defined
axioms as well as identified imprecise and inconsistent axioms. This can be accomplished by identifying a minimal
set of axioms and embedding them in other interactive theorem provers such as Coq, HOL/Isabelle, PVS, and so on.
The Event-B supports both proof automation and manual interaction proof processes. Proof automation allows
us to discharge a large number of POs for discrete systems, but proof automation is lacking for theories development
and continuous models, and most POs can be discharged manually. In fact, the manual interaction is inevitable in the
proof process due to the current state of theorem prover technology. Thus, we want to improve the proving process
by adding new theorem provers and SMTs, as well as new rules. We can introduce solvers for analysing continuous
behaviour represented in differential equations in the case of continuous modelling. These solvers are already included
in Mathematica, Matlab, Maple, SymPy, and a variety of other advanced engineering software. To improve proof
automation, we intend to integrate these solvers into the core of the proof process. This is an important step toward
improving the proving mechanism for cyber-physical systems, particularly for verifying continuous behaviour.

Thttp://singh.perso.enseeiht.fr/eb2all
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6.2 Perspectives about safety-critical cyber physical systems

Our main research topic has been, and continue to be, software engineering principles and techniques, including
formal methods to design and implement safe secure cyber physical systems. The Chapters 2, 3, and 4 describe our
main contributions to address different kinds of key issues for developing safety-critical cyber-physical systems to
cover various domains. We have only addressed a few aspects of CPS, but there are many more to consider. In the
future, we would like to extend our approaches to cover other range of issues as well as chosen application domains.

AI/ML integration in safety-critical cyber-physical systems

Recent advancements in Artificial Intelligence/Machine Learning (AI/ML) enable the solution of highly complex
classification and recognition problems (e.g., image classification, speech recognition, object detection etc.) and in-
corporating intelligence and autonomy [4]. There are several applications of safety-critical cyber-physical systems
that require a high level of intelligence as well as autonomy in an uncertain environment to perform complex tasks
such as perception, planning, and control. On the other hand, there are numerous applications, such as autonomous
driving, robot surgery, unmanned underwater vehicles, aircraft collision avoidance systems, and so on, that cannot
be imagined without incorporating AI/ML into the main development life cycle of safety-critical cyber-physical sys-
tems [Urban 2021].

The integration of AI/ML in safety-critical cyber-physical systems is a significant challenge due to a lack of trust
in AI/ML learning algorithms [Spiegelhalter 2020] and a lack of predictive accuracy [Szegedy 2014], and a very
high level of insurance is required to ensure the reliability and proper functionality of safety-critical cyber-physical
systems. However, the primary barriers to AI/ML adoption are that real-world deployment requires trust in both soft-
ware and hardware. Without trust, AI will not reach its full potential, particularly in safety-critical domains such
as avionics, robotics and automation, transportation, healthcare, banking, and so on. Formal methods have been
successfully used in the design of critical software systems [Woodcock 2009, Berry 2007, Liu 1995], such as avion-
ics [Julian 2016, Britt 1994], microprocessor [Miller 1995], medical systems [Harrison 2017][1]. In contrast, the use
of formal methods for developing machine learning algorithms as well as integration of machine learning components
in cyber physical systems is extremely limited [Urban 2021]. However, some solutions have been proposed, such
as the use of SMT solvers for neural network verification [Pulina 2010, Pulina 2012] and run-time verification for
learning-enabled components [Wu 2021], and so on. The authors of [Urban 2021] describe a comprehensive survey
of the use of formal methods in machine learning.

Our research vision is to make Al trustworthy through tight integration of formal methods (FM) and programming
languages (PL) with AI/ML. Thus, we want to explore state based formal methods for verifying machine learning
software, as well as the integration of machine learning components into the design of safety-critical cyber-physical
systems. In this direction, we have identified some of the core AI/ML areas that can be investigated further in order to
meet our long-term goal of integrating AI/ML for safety-critical cyber physical systems.

Knowledge reasoning. Chapter 2 discussed our work on domain knowledge engineering, specifically describing
domain concepts in the form of theories composed of operators, well-defined conditions, theorems, and proof rules.
This work can be easily extended to develop theories for logical formalism used in designing the strategic behaviour
of intelligent agents, such as fuzzy logic, dynamic logic, and description logic. Developing a set of theories allows the
formal community to directly use them in the formal development process to specify AI/ML components, including
required behaviour related to classification and decision making as well as reasoning about core properties. Moreover,
this theory extension will be generic and reusable, allowing it to be used in the design of strategic behaviour in a
complex system.

Training data analysis and validation. The quality of machine learning approaches is solely dependent on data,
thus training data validation is very important. For example, verification methods detect vulnerabilities in data such
as duplicate, missing or incorrectly tagged data, and tempered data. As a result, developing formal models based on
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refinement for analysing data properties and qualities is an important future direction. In this context, we can extend
our simulation framework [25][1] to develop data preparation software based on formal techniques. Furthermore,
there is another possible direction for deriving the inference of assumptions from training data in order to determine
best abstractions that can be used for testing data validation and improving data preparation software.

Robust, trustworthy, scalable and verified AI/ML. Traditionally, formal verification approaches have been used
to build trust in Al systems. The wide adoption of AI/ML systems introduces new challenges such as lack of gener-
alisation, non-interpretability, and non-explainability, where formal methods could make foundational contributions.
Our goal to address these issues by developing a formal framework by extending the framework proposed in Chapter 3
by integrating the machine learning software and components in the standard development process. In this line of
work, we need to develop new theories for discovering and encapsulating domain-specific precise abstractions. Fur-
thermore, the defined operators of these theories ensure the correct definition based on well-defined conditions as well
as semantic-aware solutions that will allow the design of learning software and components by correct by construction
synthesis. In addition, these theories and their operators enable the design of robust training processes by focusing on
the relevant input space and imposing constraints on the training process to ensure that the required properties are met.
Note that the verification methods should be able to verify the core behavior of trained models for any input space,
which can be accomplished by exploring approximation theory to obtain another closed model from the original refer-
ence model. If the verification fails, the source of the fault must be identified in order to localise and guide any repairs.
Such mechanisms enable the interpretability of models such as neural networks.

Certifying AI and ML components. Certifying AI/ML components in the context of critical systems is a challenge.
Assurance cases [Kelly 1998] have been used successfully for certification purposes to elaborate safety cases concepts
in structured form. The use of AI/ML components in critical systems introduces new challenges for introducing and
integrating new safety concepts in safety cases. In Chapter 4, we presented Assurance Case Templates that can be used
to guide the development of a software-intensive critical system. In this line of work, we will extend the Assurance
Case Templates to support safety cases for AI/ML components in order to provide a structured argumentation to
demonstrate safety in the future. Furthermore, the extended Assurance Case Templates can be used as a standard for
designing safety cases for any system with AI/ML components by providing core evidences and other artefacts related
to dataset, training specification, training and testing models, environment, coverage, stability and robustness, testing
completeness, and so on.

Swarms of safety-critical cyber-physical systems

Swarm intelligence is a multi-agent framework inspired by swarm behaviour. Each agent in a swarm intelligence
system acts autonomously, reacts to dynamic input, and collaborates with other swarm members without centralised
control. The entire system, as a collection of multiple agents, is expected to exhibit global patterns and behaviours.
Swarm intelligence is set to dramatically transform our world by bringing numerous benefits to many sectors such
as industrial production, autonomous driving, smart traffic, healthcare, military activities, exploration and emergency
response, space missions, and so on [Schranz 2021].

Natural disasters such as floods, tsunamis, earthquakes, fires, and major accidents in multi-story buildings and
transportation may be life-threatening and have serious consequences such as death due to a lack of resources or
inaccessibility of the affected areas. Furthermore, there is a growing demand for such systems in other areas, such
as battlefield surveillance and reconnaissance, where drone swarms are required [Lukina 2018]. The deployment of
swarms of cyber physical systems to these areas always ensures quick management and response to deal with the
situation. In this direction, we have identified some of the core areas that can be investigated further in order to meet
our long-term goal of designing swarms of safety-critical cyber physical systems.

Swarm specific domain knowledge. This is an active research area aimed at identifying generic domain knowledge
in order to design a class of swarm systems. The SWARMs ontology [Li 2017] is defined to interconnect a number
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of domain-specific ontologies, such as mission and planning, networking and communication, robotic vehicle, and
environment and sensing ontologies. This ontology play a crucial role for reasoning about core functionalities as
well as uncertainty. The work of Chapter 2 can be used to formally describe the swarms ontology using Event-
B theory, which can be used to specify swarm behaviour, interaction mechanism, centralised/decentralise controls,
communication, mission planning and domain specific knowledge.

Formal framework for swarm development. Swarms are distributed multi agent autonomous systems, where sev-
eral challenges exist related to mission planning, behaviour and coordination and architecture. Our mission is to
advance and design a unifying framework for designing swarms of safety-critical cyber-physical systems by extend-
ing the development life-cycle, including techniques and tools, presented in Chapter 3. The unifying framework will
cover fundamental areas of swarm and autonomous systems through integrating domain knowledge, modelling and
verifying continuous and discrete behaviour, coordination and communication protocol, composition, simulation, and
code generation for a target platform.

Swarm certification. Swarms are now used in both critical and non-critical domains. They must be certified if they
are used in public to ensure the correct behavior. In this line of work, we can use our certification framework presented
in Chapter 4 to analyse swarm functionalities, path planning, and networking protocols. Furthermore, we can use
Assurance Case Templates for any class of swarm, such as unmanned aerial/ground vehicle robots, medical surgery
robots, and so on, from different domains to develop assurance safety cases for specific products within the identified
product scope.

Blockchain technology integration in safety-critical cyber-physical systems

Today, we are surrounded by various types of critical and non-critical cyber-physical systems, and these systems are
changing the way we interact with physical systems. The centralised approaches for safety-critical CPS are incapable
of handling the unique challenges of CPS due to the complexity, heterogeneity, constraints and dynamic interactions.
In fact, decentralised approaches are required to solve the particular problems [Dedeoglu 2020]. There are several
complex safety-critical cyber physical-systems, such as smart grids, healthcare, industrial production processes, au-
tonomous vehicles and drones, home automation, and so on, that require decentralised methods to address complex
issues, such as safe interactions among distributed CPS components. Blockchains, with their inherent combination
of consensus algorithms, secure protocols, and distributed data storage, can be used to support decentralised frame-
work for building safe, robust and reliable safety-critical cyber-physical systems [Rathore 2020]. The incorporation
of blockchain technologies into CPS reduces the risks associated with centralised architecture. We have identified
new promising research avenues that can be pursued in order to achieve our long-term goal of integrating blockchain
technologies for the decentralisation of safety-critical cyber physical systems.

Integrating blockchain concepts. Integrating blockchain technologies and their inherent characteristics to support
a decentralised framework for designing complex safety-critical cyber-physical systems is an intriguing problem, as is
using them in the development of safety-critical CPS such as smart grids, healthcare, industrial production processes,
autonomous vehicles and drones, home automation, and so on. Such integration will have a significant impact in
the future, as well as dealing with security and scalability issues caused by CPS’s centralised architecture. This
approach allows for greater transparency, trust, security, and immutability, as well as complete control for the safety
critical cyber physical systems. These objectives can be met by developing new theories related to the blockchain
technologies proposed in Chapter 2. Furthermore, these theories and their operators enable the design of decentralised
systems with the necessary properties. In addition, we can scale this approach for security modelling as well as formal
analysis.

Validating smart contracts. Smart contracts are self-executing code that follows some predefined rules, and dis-
covering any errors late can be very costly. To improve the validation process, we may use the meta modelling EB4EB
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framework proposed in Chapter 3 for validating contracts through formal reasoning of process mining in the future.
This can be accomplished by transforming event logs into formal models and then performing formal verification to
check (non)conformity in smart contracts as well as other required properties. In the same vein, we can transform
smart contracts into formal models for checking deadlock freeness, bad-events, invariant preservation, reachability,
temporal properties, and so on, using meta modelling framework EB4EB.

Designing smart contracts. Ethereum [Wood 2014] is an open-source blockchain computing platform with contract
functionality. To manage digital assets, it executes byte code on a simple Solidity? [Solidity Documentation 2023]
stack machine, which is difficult due to Ethereum’s openness that allows both programs and anonymous users to call
into the public methods of other programs. In such cases, combining trusted and untrusted code for large applications
can be risky and lead to catastrophic failure. For example, TheDAO [Zhao 2017] is hacked by an attacker by examining
EVM semantics to transfer 50 million USD in Ether. There is also a strong need for the use of formal methods
for developing smart contracts that can be used by decentralised safety-critical cyber-physical systems. Thus, our
another research avenue is for analysing, verifying, and implementing smart contracts using the correct by construction
approach. The use of refinement enables the progressive development of smart contracts as well as the verification of
the required properties. We have done some preliminary work in [10, 11]. This is the fundamental building block that
must be formally designed and proven in order to incorporate blockchains into safety-critical cyber-physical systems.

Zhttps://github.com/ethereum/solidity
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Str@se(2020-2022)). It should be noted that I am a Co-Principal Investigator or Co-Investigator on all funded projects.
Furthermore, I have received two CIFRE Ph.D grant funded by RATP and one university PhD grant funded by ED
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Teaching and advising

I had the privilege of teaching both undergraduate and graduate students over the ten years. I have taught courses
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I had a great deal of autonomy to give lectures, preparing tutorials and practical exercises, including projects, exams,
and grading papers.

I have eight years of teaching experience assisting in undergraduate and graduate courses at the INPT-ENSEEIHT
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C Language. I teach NSEN10A - Compilers and Formal Semantics to second-year students (60 students majoring in
computer science and software engineering), and N9EN12B - Formal System Development in Event-B to third-year
students (60 students majoring in computer science and software engineering). In addition, I teach master students
(60 students) a course on N9EN25C - Safety-Critical Embedded Systems. In each of these courses, I had a great
deal of autonomy to give lectures, preparing tutorials (TD - travaux dirig$§ (TD)) and practical exercises (TP - travaux
pratiques), including projects, exams, and grading papers.
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Advisory committee member of the SN department council (since 2023)

In charge of third-year software engineering students (since 2023)

Advisory committee member of the apprenti (work-study) students (since 2019)
Teaching tutor for three apprenti (work-study) students for every year (since 2016)

Course coordinator of the following courses: N9EN12B - Formal System Development in Event-B; NSENO5B
- Automatic (Cyber Physical System); and NSANO2A - Programming Methodology (since 2016)

Participated for developing the following undergraduate courses: “Programation Imperative” and “Automa-
tique"

Participated for developing the course of Master degree “Performance in Software, Media and Scientific Com-
puting (PSMSC)"
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Involve in defense committee for more than 50 master undergraduate students (since 2016)

Since my start at ENSEEIHT, I have advised students at all levels (see also list in pages 6-7 of my detailed CV):

Ph.D Student Advising
In Progress

Yanins Benabbi(Jan. 2023 - Present), INPT-ENSEEIHT/IRIT, Toulouse, France: “Formal verification and
validation of railway systems using PERF" - Funding CIFRE Grant with RATP - Co-supervision with Yamine
Ait Ameur.

Abhishek Kumar Saxena (Jul. 2021 - Present), Amity University, Lucknow, India: “Latency Optimization of
edge learning through dimension reduction” - Funding PhD Scholarships - Co-supervision with Rajiv Pandey.

Completed

Guillaume Dupont (Oct. 2017 - Apr. 2021), INPT-ENSEEIHT/IRIT, Toulouse, France: “Correct-by-Construction
Design of Hybrid Systems Based on Refinement and Proof” - Funding ANR-DISCONT Project - Co-supervision
with Yamine Ait Ameur and Marc Pantel - Working as Maiter de Conférences at INP-ENSEEIHT/IRIT, Toulouse,
France.

Alexandra Halchin (Oct. 2016 - Dec. 2021), INPT-ENSEEIHT/IRIT, Toulouse, France: “Development of a
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RATP - Co-supervision with Yamine Ait Ameur, Abderrahmane Feliachi, and Julien Ordioni - Working as
Research Engineer at RATP (Régie autonome des transports parisiens).

Ismail Mendil (Dec. 2019 - Oct. 2023), INPT-ENSEEIHT/IRIT, Toulouse, France: “A Framework for Explicit
Modelling of Domain Knowledge in State-Based Formal Methods: the Case of Interactive Critical Systems" -
Funding ANR-FORMEDICIS Project - Co-supervision with Yamine Ait Ameur, Philippe Palanque, and Do-
minique Mery - Working as Research Engineer at Huawei.

Peter Riviere (Oct. 2020 - Jun. 2024), INPT-ENSEEIHT/IRIT, Toulouse, France: “Automatic generation of
proof obligations parameterised by domain theories implementation in Event-B: The EB4EB Framework" -
Funding EDMITT Grant (French doctoral scholarship) - Co-supervision with Yamine Ait Ameur.
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Masters & Undergraduate Advising

Clement Torti, undergraduate final project, “A Framework for Automating Testing Process", 2023, INP-ENSEEIHT/IRIT

Mathieu Teissedre, undergraduate final project, “Input-Output Simulators for Aeronautical Bus", 2022, INP-
ENSEEIHT/IRIT
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2021, INP-ENSEEIHT/IRIT

Thomas Salinas Broutee, undergraduate final project, “Development of VoIP analysis tools", 2020, INP-ENSEEIHT/IRIT
Hasnae Dada, undergraduate project, “Cloud Services Integration Optimisation", 2017, INP-ENSEEIHT/IRIT
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2016, INP-ENSEEIHT/IRIT, co-advised with Yamine Ait Ameur

Mohamed Anas Charafi, undergraduate project, “Transformation of B model to HLL", 2016, INP-ENSEEIHT/IRIT

Yanjun Jiang, M.A.Sc,“A Tabular Expression to Event-B Language Transformation Tool", 2015, McMaster
University, co-advised with Tom Maibaum

Sasan Vakili, M.A.Sc., “Design and Formal Verification of an Adaptive Cruise Control Plus (ACC+) System",
2015, McMaster University, co-advised with Mark Lawford

Mischa Geven, M.A.Sc., 2014, McMaster University, co-advised with Alan Wassyng and Mark Lawford

Nicholas Proscia, M.A.Sc., 2014, McMaster University, co-advised Alan Wassyng and Mark Lawford



Neeraj Kumar Singh

CONTACT
INFORMATION

RESEARCH
INTERESTS

EpucaTioN

RESEARCH
EXPERIENCE

F-301, INP-ENSEEIHT/IRIT Mobile: +33(0)768777292
2 Rue Charles Camichel, 31000 Off. Phone: +33(0)534322182
Toulouse, France E-mail: neeraj.singh@toulouse-inp.fr

iit.neeraj@gmail.com

Web Page: https://sites.google.com/site/singhnne

Logic in computer science, refinement and proofs, programming languages & formal methods

Formal verification of safety-critical cyber-physical systems, human machine interfaces (HMI),
and medical protocols

Development life-cycle and software certification
Domain engineering and environment modelling

Simulation and automatic code generation

Ph.D in Computer Science, Université Henri Poincaré Nancy 1, France (2008-2011)
Title: “Reliability and Safety of Critical Device Software Systems”

Advisor: Prof. Dominique Méry, LORIA, University of Lorraine, Nancy, France

Referee: Prof. Yamine Ait-Ameur, INP-ENSEEIHT/IRIT, Toulouse, France

Referee: Prof. John Fitzgerald, Newcastle University, UK

Thesis is published by Springer. Available at : http://www.springer.com/computer/
theoretical+computer+science/book/978-1-4471-5259-0.

M.S in Optimization of System and Security (OSS), Université de technologie de
Troyes, France (2007-2008)
Title: “Use of statistical mechanics methods to assess the effects of sensory perturbation and
aging on stability during upright stance & Classification and detection of an increased risk of
falling in elderly a Fuzzy Neural Network (FNN)”

Adviser: Prof. David Hewson

MCA (Master of Computer Applications) in Computer Science with Distinction,
Uttar Pradesh Technical University, India (2003-2006)
Title: “Modeling, Classification and Fault Detection of Sensors using Artificial Intelligence &
Blind Source Separation using ICA Algorithms”.

Advisor: Prof. P. K. Kalra, IIT Kanpur, India.

B.Sc in Computer Science, Lucknow University, India (2000-2003)
Associate Professor September, 2015 - Present
Department of Science and Numeric, INP-ENSEEIHT/IRIT, Toulouse, France

Postdoctoral Researcher August, 2013 - August, 2015
Department of Computing and Software, McMaster University, Canada

Research Associate January, 2012 - July, 2013
Department of Computer Science, University of York, UK

Graduate Researcher October, 2008 - December, 2011

INRIA Nancy - Grand Est Research Centre, LORIA, France
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PROFESSIONAL
EXPERIENCE

AWARDS AND
HoNOURS

PROJECTS AND
FUNDINGS

e Research Assistant August, 2007 - September, 2008
System Modelling and Dependability Laboratory, University of Technology of Troyes, France

Project Associate January, 2006 - July, 2007

Electrical Engineering Department, Indian Institute of Technology, Kanpur, India.

Senior Instructor August, 2000 - June, 2003

Center of Development of Advanced Computing(C-DAC), Lucknow, India

e Industrial Intern July, 2010 - September, 2010
General Motor, India Science Lab, Bangalore, India

Senior Programmer August, 2000 - June, 2003

Center of Development of Advanced Computing(C-DAC), Lucknow, India

. Received PEDR(Prime d’Encadrement Doctoral et de Recherche) in 2019 (4+ years

grant).

Best Paper Awards at,
- TECS 2023 - ACM Transaction on Embedded Computing System Award 2023
- ICFEM 2021 - International Conference on Formal Engineering Methods 2021
- BIOSIGNALS 2009 - International Conference on Bio-inspired Systems and Signal Pro-
cessing 2009

3. Received IDEX! University of Toulouse Programme “Nouveaux Entrants” grant, 2015.

4. Received an Erasmus teaching grant to teach a two-week course on Dependable Software

System (DESEM) for M.Sc students in Nancy, France, 2015.

5. Postdoctoral Research Fellowship, McMaster University, Canada, August, 2013 for three years.

6. Postdoctoral Research Associate Fellowship, University of York, UK, from January, 2012 for

10.

three years.

Received Qualification from the French Ministry of Research and Education (Conseil National
des Universités).

Awarded French Ministry Scholarship, LORIA, University of Henri Poincare Nancy 1, Nancy,
France for PhD study, 2008.

Awarded Scholarship from the PARAChute research project, University of Technology of
Troyes, France for Master study, 2007.

Appreciation Certificate for excellent services in short term course on Application of Matlab
in Engineering, Indian Institute of Technology Kanpur, India, 2006

Current Research Grants

e Interoperable and Confident Set-based Proof Assistants (ANR-ICSPA)

HDEX - Initiative d’excellence (Excellence Initiative)
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Sponsor

Programe

Role

Duration

Total amount

Share

Students
Publications
Software and Models
Website

Sponsor

Programe

Role

Duration

Total amount

Share

Students
Publications
Software and Models
Website

Sponsor

Programe

Role

Duration

Total amount

Share

Students
Publications
Software and Models
Website

Title

Sponsor

Programe

Role

Duration

Total amount
Students
Publications
Software and Models
Website

o Reflexive Event-B

: French National Research Agency (ANR)
: PRCE

: Co-Investigator

: 2022-2026

: EUR 665,600

: EUR 89,152

: 1 PhD (hiring)

: Not yet

: Models

: http://icspa.inria.fr/

e Enhancing EventB and RODIN: EventB-RODIN-Plus (ANR-EBRP)
: French National Research Agency (ANR)

: PRC

: Co-Investigator

: 2019-2023

: EUR 651,400

: EUR 329,400

: 1 PhD (Peter Riviere)

: [J2, C1, C2, C7, C8]

: Context instantiation plugins and Theory plugins for Rodin
: https://www.irit.fr/EBRP

e Correct Integration of Discrete and Continuous model (ANR-DISCONT)
: French National Research Agency (ANR)

: PRC

: Co-Principal Investigator

: 2018-2023

: EUR 814,677

: EUR 163,080

: 1 PhD (Guillaume Dupont)

: [J4, J7, C6, C11, C14, C15, C16, C18, C20, C24, C26, C27]
: Development patterns, theories, models and case studies

: https://discont.loria.fr

e Formal verification and validation of railway systems using PERF
: Formal verification and validation of railway systems using PERF
: RATP (Régie autonome des transports parisiens)
: CIFRE

: Co-Principal Investigator

: 2022-2025

: 60K EUR + Ph.D scholarship

: 1 PhD (Yannis Benabbi)

: Not yet

: Not yet

: https://www.ratp.fr
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Sponsor : EDMITT (Ecole Doctorale Mathématiques, Informatique,
Télécommunications de Toulouse)

Programe : French doctoral scholarships

Role : Principal Investigator

Duration : 2020-2023

Total amount : EUR 108,000 (3 x 12 x 3000)

Share : EUR 108,000

Students : 1 PhD (Peter Riviere)

Publications : [J2, C1, C2, C7, C8]

Software and Models : Reflective Event-B, Meta theories for Event-B

Website : https://ed-mitt.univ-toulouse.fr/as/ed/edmitt/page.pl

Past Research Grants

e Formal Methods for the Development and the Engineering of Critical Interactive
Systems (FORMEDICIS)

Sponsor : French National Research

Programe : PRC

Role : Co-Investigator

Duration : 2017-2022

Total amount : EUR 943,337

Share : EUR 155,520

Students : 1 PhD (Ismail Mendil) + 1 Master (Romain Geniet)

Publications : [J1, 33, J5, C5, C9, C10, C12, C13, C17, C21, C25]

Software and Models : Methodologies, domain theories, models and industrial case studies
Website : https://forge.onera.fr/projects/formedicis

e Strategic Software Englneerlng & Tools (Str@se)

Sponsor : SCCH (Software Competence Center Hagenberg)
Programe : COMET project (following the IntegR COMET project)
Role : Co-Investigator

Duration : 2020-2022

Total amount : EUR 50,000

Share : EUR 50,000

Students : 1 PhD (Nassima Djema)

Software and Models : Models and case studies

Website : https://wuw.scch.at/scch/comet/comet-program

e Elaboration d’une méthodologie de vérification formelle de spécifications B dans
I’atelier de preuve PERF

Sponsor : RATP (Régie autonome des transports parisiens)

Programe : CIFRE

Role : Co-Principal Investigator

Duration : 2016-2020

Total amount : 40K EUR + Ph.D scholarship

Students : 1 PhD (Alexandra Halchin)

Publications : [J8, C19, C22, C29]

Software and Models : B2HLL tool, certification framework, models, and case studies
Website : https://wuw.ratp.fr

e Integration of Rigorous Methods & Tools (IntegR)
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TEACHING
EXPERIENCE

Sponsor : SCCH (Software Competence Center Hagenberg)

Programe : COMET project

Role : Co-Investigator

Duration : 2018-2020

Total amount : EUR 48,000

Share : EUR 48,000

Students : 1 PhD (Sarah Benyagoub)

Publications : [C33]

Software and Models : Models and case studies

Website : https://wuw.scch.at/scch/comet/comet-program

Implicit and Explicit Semantics Integration in Proof-based Developments of Discrete
Systems (ANR-IMPEX)

Sponsor : French National Research (ANR)
Programe : PRC
Role : Participant
Duration : 2015-2017
Publications : [B3, C12, C23, C34]
Software and Models : Models and case studies
Website : http://impex.gforge.inria.fr
The INGEQUIP PI‘OJeCt Modelling and Formal Verification in Action
Sponsor : Institut de Recherche Technologique Antoine de Saint Exupery (IRT)
Role : Co-Investigator
Duration : 2015-2016
Publications : [C31)
Software and Models : Methodology, modele, and case study
Website : http://www.irt-saintexupery.com

INPT-ENSEEIHT, France (2015 — Present)

N9EN12B Formal System Development in Event-B (Undergraduate course in Science and Nu-
meric Department (60 Students), Fall 2016, Fall 2017, Fall 2018, Fall 2019, Fall 2020, Fall 2021,
Fall 2022, co-developed with Yamine Ait-Ameur, Involvement and duties: 3 CM (60 Students),
4 TD (30 Students), 4 TP (20 Students), 5 Project (20 Students)?)

N8EN10A Compilers and Formal Semantics (Undergraduate course in Science and Numeric De-
partment (60 Students), Spring 2020, Spring 2021, Spring 2022, Spring 2023, Involvement and
duties: 10 TD (30 Students), 10 TP (30 Students), 4 Project (30 Students))

N5ENO03B Imperative Programming in Ada (Undergraduate course in Science and Numeric De-
partment (195 Students), Fall 2015, Fall 2016, Fall 2017, Fall 2018, Fall 2019, Fall 2020, Fall 2021,
Fall 2022, Involvement and duties: 10 TD (30 Students), 2 x 10 TP (15 Students), 4 Project (30
Students))

N5ANO2A Programming Methodology (Undergraduate course in Science and Numeric Depart-
ment (28 Students), Fall 2015, Fall 2016, Fall 2017, Fall 2018, Fall 2019, Fall 2020, Fall 2021,
Fall 2022, Involvement and duties: 18 TP (28 Students), 17 Project (28 Students))

NG6ENO05A Object-Oriented Technology (Undergraduate course in Science and Numeric Depart-
ment (195 Students), Spring 2017, Spring 2018, Spring 2019, Spring 2020, Spring 2021, SPring
2022, SPring 2023, Involvement and duties: 2 x TP (15 Students))

NDI13C Cyber-Physical Systems (Undergraduate course in Science and Numeric Department (90

2Cours Magistraux (CM): Lectures, Travaux Dirigés (TD): Tutorials, Travaux Pratiques (TP): Practical Tutorials
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INVITED LECTURES

Students), Fall 2016, Fall 2017, co-developed with Marc Pantel, Joseph Gergaud, Involvement
and duties: 2 CM (105 Students), 2 x 5 TP (30 Students))

N5ENO05B Automatic (Undergraduate course in Science and Numeric Department (195 Students),
Fall 2018, Fall 2019, Fall 2020, Fall 2021, Fall 2022, co-developed with Marc Pantel, Joseph
Gergaud, Involvement and duties: 2 CM (195 Students), 5 TP (30 Students))

N5EN03C C Language (Undergraduate course in Science and Numeric Department (195 Stu-
dents), Fall 2018, Fall 2019, Fall 2020, Fall 2021, Fall 2022, Spring 2023 Involvement and duties:
6 TP (30 Students))

NIEN25C Software development security (Master course in Science and Numeric Department
(60 Students), Fall 2016, Fall 2018, Fall 2019, Fall 2020, Fall 2021, Fall 2022, Involvement and
duties: 2 CM (60 Students), 2 TD (30 Students), 2 TP (20 Students))

P22AT14 Computer science (Python introductory course at La Prépa des INP, Toulouse (90 Stu-
dents), Fall 2016, Fall 2017, Fall 2018, Spring 2018, Fall 2019, Spring 2019, Fall 2020, Involvement

and duties: 7 TP (30 Students))

McMaster University, Canada (2014 — 2015)
e Software Design 1
Guest lecturer, undergraduate level (instructor: Prof. Alan Wassyng)

e FEngineering Computation
Guest lecturer, graduate level (instructor: Prof. William Farmer)

o Real-time system
Guest lecturer, graduate level (instructor: Prof. Prof. Douglas Down)

Université Henri Poincaré Nancy 1, France (2010)

Algorithm for Parallel and Distributed Systems
Teaching assistant(“moniteur”) in CS department

Indian Institute Of Technology Kanpur, India (2006)

Application of MATLAB in Engineering
Lectures and laboratory sessions, Quality Improvement Programme (QIP) Short term Course

Center of Development of Advanced Computing(C-DAC), India (2000 — 2003)

Programming languages, data structure database systems, computer architecture, etc.
Part-time instructor, diploma program

o A Proof and Refinement Based Development for Cyber-Physical Systems

Invited guest lectures under the Global Initiative of Academic Networks (GIAN) program by the
Indian Institute of Technology Patna (IITP)(Organiser: Prof. Raju Halder), India, (20 June -

01 July, 2022).
e Development of Medical Devices: Techniques € Tools and Case Studies

Invited guest lectures under the Erasmus Mundus program for Dependable Software System
(DESEM) by University of Lorraine (Organiser: Prof. Dominique Méry), France, (25 May - 29

May, 2015).
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PH.D STUDENT
ADVISING

In Progress

02/2023 — Present
Enrolment
Funding

Thesis
Supervision
Publications

07/2021 — Present
Enrolment
Funding

Thesis topic
Supervision
Publications

Completed

10/2017 - 04/2021
Employment
Funding

Thests

Supervision
Publications

10/2016 — 12/2021
Employment
Funding

Thesis

Supervision

Publications

12/2019 - 10/2023
Enrolment
Funding

Thesis topic

Supervision

Publications

10/2020 — 06/2024
Enrolment
Funding

Thesis topic

Supervision
Publications

: Yannis Benabbi

: INP-ENSEEIHT/IRIT, Toulouse

: CIFRE (60K EUR + Ph.D scholarship)

: Formal verification and validation of railway systems using PERF
: Co-supervision with Yamine Ait Ameur

: Not yet

: Abhishek Kumar Saxena

: Amity University, Lucknow, India

: PhD Scholarships

: Latency Optimization of edge learning through dimension reduction
: Co-supervision with Rajiv Pandey

: [C4]

: Guillaume Dupont
: Maiter de Conférences at INP-ENSEEIHT /IRIT, Toulouse
: DISCONT project
: Correct-by-Construction Design of Hybrid Systems Based on
Refinement and Proof
(Léopold ESCANDE thesis prize)
: Co-supervision with Yamine Ait Ameur and Marc Pantel
: [J1, J4, J7, C1, C2, C6, C7, C11, C14, C15, C16, C18, C20, C24, C26, C27]

: Alexandra Halchin

: Research Engineer at RATP (Régie autonome des transports parisiens)

: CIFRE (40K EUR + Ph.D scholarship)

: Development of a Formal Verification Methodology for B specifications
using PERF formal toolkit

: Co-supervision with Yamine A1t Ameur, Abderrahmane Feliachi,
and Julien Ordioni

: [J8, C19, C22, C29]

: Ismail Mendil

: INP-ENSEEIHT/IRIT, Toulouse

: FORMEDICIS project

: A Framework for Explicit Modelling of Domain Knowledge in State-Based
Formal Methods: the Case of Interactive Critical Systems

: Co-supervision with Yamine Ait Ameur, Philippe Palanque
and Dominique Méry

: [J1, J3, C5, C7, C9, C10, C13]

: Peter Riviere

: INP-ENSEEIHT/IRIT, Toulouse

: EDMITT Grant - French doctoral scholarships

: Automatic generation of proof obligations parameterised by domain theories
implementation in Event-B: The EB4EB Framework

: Co-supervision with Yamine At Ameur

. [J2, C1, C2, C5, C7, C8]
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PuD
COMMITTEE

MASTERS &
UNDERGRADUATE
ADVISING

UNDERGRADUATE
WORK-STUDY
STUDENT
SUPERVISION

Book
PUBLICATIONS

Brajesh Kumar Shukla, Ph.D, “Development of an Instrument of Sit-to-stand for measurement
of Sarcopenia in Older Indians”, Indian Institute of Technology Jodhpur (ITTJ), Jodhpur, India,
October 2020

Clement Torti, undergraduate final project, “A Framework for Automating Testing Process”,
2023, INP-ENSEEIHT//IRIT

Mathieu Teissedre, undergraduate final project, “Input-Ooutput Simulators for Aeronautical
Bus”, 2022, INP-ENSEEIHT/IRIT

Mickael Dalbin, undergraduate final project, “WebApp: SSO Authentication and Permissions
Management”, 2021, INP-ENSEEIHT /IRIT

Thomas Salinas Broutee, undergraduate final project, “Development of VoIP analysis tools”,
2020, INP-ENSEEIHT/IRIT

Hasnae Dada, undergraduate project, “Cloud Services Integration Optimisation”, 2017, INP-
ENSEEIHT/IRIT

Romain Geniet, M.Sc, “Verification of critical interactive systems through refinement and proof
using Event-B”, 2016, INP-ENSEEIHT/IRIT, co-advised with Yamine Ait-Ameur

Mohamed Anas Charafi, undergraduate project, “Transformation of B model to HLL”, 2016,
INP-ENSEEIHT/IRIT

Yanjun Jiang, M.A.Sc,“A Tabular Expression to Event-B Language Transformation Tool”, 2015,
McMaster University, co-advised with Tom Maibaum

Sasan Vakili, M.A.Sc., “Design and Formal Verification of an Adaptive Cruise Control Plus
(ACC+H) System”, 2015, McMaster University, co-advised with Mark Lawford

Mischa Geven, M.A.Sc., 2014, McMaster University, co-advised with Alan Wassyng and Mark
Lawford

Nicholas Proscia, M.A.Sc., 2014, McMaster University, co-advised Alan Wassyng and Mark Law-
ford

Yanis Kouidri, Thales Alenia Space France, 2022-2025

Arnaud Fleury, Airbus Operation, 2021-2024

Clement Torti, EDELIC, 2020-2023

Matieu Teissedre, Rockwell Collins France, 2019-2022

Mickael Dalbin, Dimension Data France, 2018-2021

Thomas Salinas Broutee, Orange Direction Conception-Engineer, 2017-2020

[E1l] Neeraj Kumar Singh “Using Event-B for Critical Device Software Systems”, Springer,

ISBN: 978-1-4471-5259-0, I-XVIII, 1-326, 2013.

144



Book EDITOR

CONFERENCE
PROCEEDINGS
EbpITOR

PREPRINTS

Book
CHAPTERS

[BE1]
[BE2

[BE3]

[BE4]

Dominique Méry and Neeraj Kumar Singh, “Vol-I: Modelling Software-based Systems”,
Wiley-ISTE, 2024 (in process).

Dominique Méry and Neeraj Kumar Singh, “Vol-II: Modelling Software-based Systems”,
Wiley-ISTE, 2024 (in process).

Rajiv Pandey, Sunil Kumar Khatri, Neeraj Kumar Singh, Parul Verma “Artificial Intelli-
gence and Machine Learning for Edge Computing”, Academic Press, ISBN: 978-0-12-824054-0,
2022.

Rajiv Pandey, Nidhi Srivastava, Neeraj Kumar Singh, Kanishka Tyagi, “Quantum Com-
puting: A Shift from Bits to Qubits”, to be published in book series “Studies in Computational
Intelligence”, Springer Singapore, ISBN: 978-981-19-9529-3, 05 May 2023.

[CPE1]

Klaus-Dieter Schewe, Neeraj Kumar Singh “Model and Data Engineering - 9th International
Conference, MEDI 2019, Toulouse, France, October 28-31,2019, Proceedings”, Lecture Notes
in Computer Science, Springer, Vol-11815, ISBN: 978-3-030-32064-5.

[PP1]

[PP2]

[PP3]

[PP4]

[PP5)

Domnique Cansell and Neeraj Kumar Singh, “Correct-by-Construction Synthesis of Se-
quential Algorithms, 2024 (Submitted).

Peter Riviere, Neeraj Kumar Singh, Yamine Ait-Ameur and Guillaume Dupont “FEzxtending
the EB4EB framework with parameterised events, 2024 (Submitted).

Peter Riviere, Tsutomu Kobayashi, Neeraj Kumar Singh, Fuyuki Ishikawa, Yamine Ait-
Ameur and Guillaume Dupont “On-the-Fly Proof-Based Verification of Reachability in Au-
tonomous Vehicle Controllers Relying on Goal-Aware RSS, 2023 (Submitted).

Neeraj Kumar Singh, Mark Lawford, Tom Maibaum and Alan Wassyng “Refinement Au-
tomation and Proof-based Development using Tabular Expression”, 2024 (Submitted).

Neeraj Kumar Singh, “A virtual environment model for verification, simulation and clinical
trials: Glucose homeostasis”, 2024 (Submitted).

[B1]

Neeraj Kumar Singh, Akshay M. Fajge, Raju Halder, and Md. Imran Alam*“Formal Ver-
ification and Code Generation for Solidity Smart Contracts”, In R. Pandey, S Goundar, and
S. Fatima (Eds.), ”Distributed Computing to Blockchain: Architecture, Technology, and Ap-
plications”, Elsevier, 2022.

Raju Halder, Md. Imran Alam, Akshay M. Fajge, Neeraj Kumar Singh and Agostino
Cortesi, “Analyzing Information Flow in Solidity Smart Contract”, In R. Pandey, S Goundar,
and S. Fatima (Eds.), ”Distributed Computing to Blockchain: Architecture, Technology, and
Applications”, Elsevier, 2022.

Neeraj Kumar Singh, Yamine Ait-Ameur, and Dominique Méry “Formal Ontological Anal-
ysis for Medical Protocols”, In Y. Ait-Ameur, S. Nakajima and D. Méry (Eds.), ?Implicit
and Explicit Semantics Integration in Proof Based Development of Discrete Systems”, Lecture
Notes in Computer Science, 2020.
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REFEREED
JOURNAL
PUBLICATIONS

[B4]

[BS]

[B7]

Neeraj Kumar Singh, Mark Lawford, Thomas S. E. Maibaum, and Alan Wassyng “ Verifying
Trustworthy Cyber-Physical Systems using Closed-loop Modelling”, In A. Romanovsky and F.
Ishikawa (Eds.), ”Trustworthy Cyber-Physical Systems Engineering”, CRC Press Taylor &
Francis Group, New York, pp. 462, ISBN 978149874245, 2016.

Sasan Vakili, Neeraj Kumar Singh and Mark Lawford “Stop and Go Adaptive Cruise
Control: A Case Study of Automotive Cyber-Physical Systems”, In A. Romanovsky and F.
Ishikawa (Eds.), ”Trustworthy Cyber-Physical Systems Engineering”, CRC Press Taylor &
Francis Group, New York, pp. 462, ISBN 9781498742450, 2016.

Alan Wassyng, Neeraj Kumar Singh, Mark Lawford, Thomas S. E. Maibaum“New Stan-
dards for Trustworthy Cyber-Physical Systems”, In A. Romanovsky and F. Ishikawa (Eds.),
" Trustworthy Cyber-Physical Systems Engineering”, CRC Press Taylor & Francis Group, New
York, pp. 462, ISBN 9781498742450, 2016.

Dominique Méry, Manamiary Bruno Andriamiarina and Neeraj Kumar Singh “Incremental
proof-based development for resilient distributed systems”, In A. Romanovsky and F. Ishikawa
(Eds.), "Trustworthy Cyber-Physical Systems Engineering”, CRC Press Taylor & Francis
Group, New York, pp. 462, ISBN 9781498742450, 2016.

Dominique Méry and Neeraj Kumar Singh “Event-B”, in Formal Methods Applied to
Industrial Complex System: Implementation of the B Method, John Wiley & Sons, 253-298,
2014.

Dominique Méry and Neeraj Kumar Singh “Fvent-B”, Jean-Louis Boulanger. Mise en
oeuvre de la méthode B, HERMES, Apr. 2013, Informatique et SystA "mes d’Informations,
ISBN:978-2-7462-3810-7.

Ismail Mendil, Yamine Ait-Ameur, Neeraj Kumar Singh, Guillaume Dupont, Dominique
Meéry, and Philippe Planque,“. Formal domain-driven system development in Event-B: Ap-
plication to interactive critical systems” Journal of Systems Architecture, Volume 135, ISSN
1383-7621, 2023.

Peter Reviere, Neeraj Kumar Singh, and Yamine Ait-Ameur, “Reflexive Event-B: Semantics
and Correctness The EB4EB framework” , IEEE Transactions on Reliability, p. 1-16, 2022.

Neeraj Kumar Singh, Yamine Ait-Ameur, Ismail Mendil, Dminique Méry, David Navarre,
Philippe Palanque and Marc Pantel, “Framework for Developing Critical Interactive Systems
in FLUID”, Journal of Software: Evolution and Process,p. €2439,2022).

Guillaume Dupont, Yamine Ait-Ameur, Neeraj Kumar Singh, and Marc Pantel “Formally
Verified Architectural Patterns of Hybrid Systems Using Proof and Refinement with Event-B”
Science of Computer Programming, Vol. 216, p. 102765, 2022.

Neeraj Kumar Singh, Yamine Ait-Ameur, Romain Geniet, Dominique Méry and Philippe
Palanque “On the Benefits of Using MVC Pattern for Structuring Event-B Models of WIMP
Interactive Applications”, Interacting with Computers, Volume 33, Issue 1, January 2021,
Pages 9-114. https://doi.org/10.1093/iwcomp/iwab016

Neeraj Kumar Singh, Mark Lawford, Tom Maibaum and Alan Wassyng “A Formal Ap-
proach to Rigorous Development of Critical Systems”, Journal of Software: Evolution and
Process, 2021,33:e2334. https://doi.org/10.1002/smr.2334
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[J7] Guillaume Dupont, Yamine Ait-Ameur, Neeraj Kumar Singh, and Marc Pantel “Event-B
Hybridation:A Proof and Refinement Based Framework for Modelling Hybrid Systems”, ACM
Transactions on Embedded Computing Systems, 20, 4, Article 35 (June 2021), 37 pages.
https://doi.org/10.1145/3448270.

[J8] Alexandra Halchin, Yamine Ait-Ameur, Neeraj Kumar Singh, Julien Ordioni, and Abder-
rahmane Feliachi “Handling B Models in the PERF Integrated Verification Framework: For-
malised and certified embedding”, Science of Computer Programming, Volume 196, p. 102477,
2020. https://doi.org/10.1016/j.scico.2020.102477

[J9] Neeraj Kumar Singh “Detection of Postural Balance Degradation using Fuzzy Neural Net-

work”, "International Journal of Bioinformatics Research and Applications (IJBRA)”, Vol.
15, No. 4, 2019. https://dx.doi.org/10.1504/IJBRA.2019.103788

[J10] Alan Wassyng, Neeraj Kumar Singh , Mischa Geven, Nicholas Proscia, Hao Wang, Mark
Lawford, Tom Maibaum “Can Product-Specific Assurance Case Templates Be Used as Medical
Device Standards?”, IEEE Design & Test 32(5): 45-55, 2015.

[J11] Manamiary Bruno Andriamiarina, Dominique Méry and Neeraj Kumar Singh “Revisiting
Snapshot Algorithms by Refinement-based Techniques”, Computer Science and Information
Systems, 11(1):251-270, 2014.

[J12] Andy Wellings, Alan Burns, Ana Cavalcanti and Neeraj Kumar Singh “Programming Sim-
ple Reactive Systems in Ada: Premature Program Termination”, ACM SIG Ada Letters, Vol-
33(2), 75-86, 2013.

[J13] Dominique Méry and Neeraj Kumar Singh “A Generic Framework: from Modeling to
Code”, Journal of Innovations in Systems and Software Engineering, Springer London, 1-9,
2011.

[J14] Dominique Méry and Neeraj Kumar Singh “Formal Specification of Medical Systems by
Proof-Based Refinement”, ACM Transaction on Embedded Computing Systems, Vol-12(1),
15:1-15:25, January 2013.
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India Science Lab, Bangalore, India, 29 July 2010.

[T31] “Formal Development of Cardiac Pacemaker using Refinement Approach”, SORIN GROUP

Pacemaker Industry, Paris, 30 March 2010.

[T32] “Development of Pacemaker Operating Modes using Refinement Approach”, A Pre-FM2009

workshop on Pacemaker challenge, Eindhoven, 1 November 2009.

[T33] “Formal Model of Pacemaker”, RIMEL, Paris, 29 June 2009.

Teaching and Internal Responsibilities

Advisory committee member of the SN department council (since 2023)

In charge of third-year software engineering students (since 2023)

Advisory committee member of the apprenti (work-study) students (since 2019)
Teaching tutor for three apprenti (work-study) students for every year (since 2016)

Course coordinator of the following courses: NO9EN12B - Formal System Development in Event-
B; NS5ENO05B - Automatic (Cyber Physical System); and NSANO2A - Programming Methodology
(since 2016)

Participated for developing the following undergraduate courses: “Programation Imperative” and
“Automatique”

Participated for developing the course of Master degree “Performance in Software, Media and
Scientific Computing (PSMSC)”

Involve as a jury member for undergraduate students (since 2016)

Involve in defense committee for more than 50 master undergraduate students (since 2016)

Program Chair

9th International Conference on Model and Data Engineering (MEDI 2019), 2019, INP Toulouse,
France
https://www.irit.fr/MEDI2019

Publication Chair
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e 17th International Symposium on Theoretical Aspects of Software Engineering (TASE 2023),
2023, Bristol, United Kingdom
https://bristolpl.github.io/tase2023/index.html

Publicity Chair

e 24th International Conference on Formal Engineering Methods (ICFEM 2023), 2023, Brisbane,
Australia
https://formal-analysis.com/icfem/2023/

Guest Editor

e Science of Computer Programming: Special issue of the 17th international symposium on Theo-
retical Aspects of Software Engineering

e International Journal of Embedded Systems - Inderscience Publishers

Scientific Evaluation Committees
e Natural Sciences and Engineering Research Council of Canada (NSERC 2023)
e Agence National de la Recherche (ANR 2016)

Conference/Event Organiser

e The 11th Rodin User and Developer Workshop, June, 2024, Bergamo, Italy (Role: Workshop
co-organiser)

e The 27th International Conference on Engineering of Complex Computer Systems (ICECCS
2023), INP Toulouse, France (Role: Local conference organiser, and web chair)

e The 10th Rodin User and Developer Workshop, 30th May, 2023, Nancy, France (Role: Workshop

co-organiser)

e The 9th International Conference on Model and Data Engineering (MEDI 2019), INP Toulouse,
France (Role: Local conference organiser, financial chair and web site administrator)

e The 7th International Workshop on Formal Methods for Interactive Systems (FMIS 2018), INP
Toulouse, France (Role: Local workshop organiser)

e Ecole jeunes chercheurs en programmation 2017 (EJCP 2017), INP Toulouse, France (Role: Local
EJCP program co-organiser)

Program Committee Member
e The 28th International Conference on Engineering of Complex Computer Systems (ICECCS
2024)
e 10th International Conference on Rigorous State-Based Methods (ABZ 2024)
e 7th International Conference on Signal Processing and Machine Learning (SPML 2024)

e 8th International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2024)

e The 5th International Conference on Information Systems and Software Technologies (ICI2ST
2024)

e International Conference on Innovative Intelligent Industrial Production and Logistics (IN4PL
2024)

e 17th Theoretical Aspects of Software Engineering Conference (TASE 2023)

e The 27th International Conference on Engineering of Complex Computer Systems (ICECCS
2023)
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9th International Conference on Rigorous State-Based Methods (ABZ 2023)
The 12th International Conference on Model and Data Engineering (MEDI 2023)

The 4th International Conference on Information Systems and Software Technologies (ICI2ST
2023)

International Conference on Innovative Intelligent Industrial Production and Logistics (IN4PL
2023)

7th International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2023)

6th International Conference on Signal Processing and Machine Learning (SPML 2023)

2nd International Workshop on Formal Engineering of Cyber-Physical Systems (FE-CPS 2023)
16th Theoretical Aspects of Software Engineering Conference (TASE 2022)

The 11th International Conference on Model and Data Engineering (MEDI 2022)

The 6th Workshop on Formal Co-Simulation of Cyber-Physical Systems (CoSim-CPS 2022)

The 3rd International Conference on Information Systems and Software Technologies (ICI2ST
2022)

6th International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2022)

1st International Workshop on Formal Engineering of Cyber-Physical Systems (FE-CPS 2022)

International Conference on Innovative Intelligent Industrial Production and Logistics (IN4PL
2022)

5th International Conference on Signal Processing and Machine Learning (SPML 2022)
The 5th Workshop on Formal Co-Simulation of Cyber-Physical Systems (CoSim-CPS 2021)
IEEE International Conference on Smart Data Services (IEEE-SMDS 2021)

The 10th International Conference on Model and Data Engineering (MEDI 2021)

International Conference on Innovative Intelligent Industrial Production and Logistics (IN4PL
2021)

2021 4th International Conference on Signal Processing and Machine Learning (SPML 2021)
3rd ICSE Workshop on Software Engineering for Healthcare (Collocated to ICSE21) (SEH 2021)

5th International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2021)

International Conference on Innovative Intelligent Industrial Production and Logistics (IN4PL
2020)

The 4th Workshop on Formal Co-Simulation of Cyber-Physical Systems (CoSim-CPS 2020)
2020 3rd International Conference on Signal Processing and Machine Learning (SPML 2020)

The IEEE International Conference on Smart Data Services (SMDS 2020) (formerly the IEEE
Big Data Congress)

4th International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2020)

2nd International Workshop on Software Engineering for Healthcare (co-located with ICSA 2020)
(SEH 2020)

The 10th International Conference on Model and Data Engineering (MEDI 2020)
The 3rd Workshop on Formal Co-Simulation of Cyber-Physical Systems (CoSim-CPS 2019)
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The 6th International Symposium on Big Data Principles, Architectures & Applications (BDAA
2019)

The 5th IEEE International Conference on Big Data Intelligence and Computing (IEEE DataCom
2019)

The 11th International Symposium on UbiSafe Computing (UbiSafe 2019)
2019 2nd International Conference on Signal Processing and Machine Learning (SPML 2019)
Workshop on Practical Formal Verification for Software Dependability (AFFORD 2019)

3rd International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2019)

1st International Workshop on Software Engineering for Healthcare (co-located with ICSE 2019)
(SEH 2019)

IEEE International Congress on Big Data 2019 (BigData Congress 2019)
The 2018 International Conference on Signal Processing and Machine Learning (SPML 2018)
Workshop on Practical Formal Verification for Software Dependability (AFFORD 2018)

The 18th IEEE International Conference on Computer and Information Technology (IEEE CIT-
2018)

2nd International Workshop on Cybersecurity and Functional Safety in Cyber-Physical Systems
(IWCFS 2018)

The 2nd Workshop on Formal Approaches for Advanced Computing Systems (FAACS 2018)
21st Brazilian Symposium on Formal Methods (SBMF 2018)

9th EAI International Conference on Big Data Technologies and Applications (BDTA 2018)
The 8th International Conference on Model and Data Engineering (MEDI 2018)

The 2nd Workshop on Formal Co-Simulation of Cyber-Physical Systems (CoSim-CPS 2018)
The 16th International Conference on Software Engineering and Formal Methods (SEFM 2018)
The IEEE 2018 7th International Congress on Big Data (BigData Congress 2018)
Workshop on Practical Formal Verification for Software Dependability (AFFORD 2017)
The 5th International Conference on Enterprise System (ES 2017)

The 7th International Conference on Model and Data Engineering (MEDI 2017)

The 1st Workshop on Formal Co-Simulation of Cyber-Physical Systems (CoSim-CPS 2017)
20th Brazilian Symposium on Formal Methods (SBMF 2017)

The 1st Workshop on Formal Approaches for Advanced Computing Systems (FAACS 2017)
The 13th IEEE Colloquium on Signal Processing and its Applications (CSPA 2017)

The 17th IEEE International Conference on Computer and Information Technology (IEEE CIT-
2017)

The 3rd IEEE International Conference on Big Data Intelligence and Computing (IEEE DataCom
2017)

Formal Verification for Practicing Engineers (FVPE 2016)
19th Brazilian Symposium on Formal Methods (SBMF 2016)
The 6th International Conference on Model and Data Engineering (MEDI 2016)

The 2nd IEEE International Conference on Big Data Intelligence and Computing (IEEE Data-
Com 2016)
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International Conference on Cancer Diagnostic and Medical Treatment Approaches (ICCDMTA
2016)

International Workshop on Software Engineering in Healthcare Systems (SEH 2016)

A Multidisciplinary View on Digital Support for Healthy Living and Self-management for Health
(DIGITAL HEALTHY LIVING 2016)

The 1st IEEE International Conference on Big Data Intelligence and Computing (IEEE DataCom
2015)

Foundations of Health Information Engineering and Systems (FHIES 2012)
4th International workshop UML and Formal Methods (UML&FM 2011)

Book referee

Springer
Academic Press
CRC Press

Journal referee

ACM Transactions on Embedded Computing Systems

Science of Computer Programming (SCP) (Certificate of Outstanding Contribution in
Reviewing, 2017, 2021)

Future Generation Computer Systems (FGCS)
Formal Methods in System Design

International Journal on Software Tools for Technology Transfer (STTT)
The Computer Journal Formal Aspects of Computing
Frontiers in Computer Science

Journal of Software: Evolution Process

Transactions on Network Science and Engineering
Journal of Information and Telecommunication
Journal of Universal Computer Science

Journal of Information Security and Applications
Journal of Systems Architecture

Oxford Journal

Computer Standard & Interface

Computer Languages, Systems and Structures

IEEE Software

IEEE Design & Test

Simulation Modelling Practice and Theory

International Journal of Intelligent Information and Database Systems

Conferences referee

FM (2009, 2012, 2014, 2015, 2016, 2018, 2019), ICFEM (2009, 2010, 2011, 2012, 2014, 2015, 2018)
SEFM (2010, 2018), ABZ (2010, 2014, 2023, 2024), iFM (2009, 2010, 2012, 2013, 2016, 2018), AFDL
(2010), FHIES (2011, 2012), PSI(2011), B (2011), TASE(2012, 2013, 2020, 2021, 2022, 2023) , UML
& FM(2012), ISoLA (2012), ICTAC (2013, 2015, 2016, 2019, 2020), ICECCS (2013, 2018, 2019,
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2020, 2022, 2023, 2024), IEEE-SMDS (2021), MedicalCPS (2014), Model (2014), ASSURE (2014),
DataCom (2015, 2016, 2017), MEMOCODE (2015), DIGITAL HEALTHY LIVING (2016), SEH
(2016, 2019, 2020, 2021), EuroSPI (2016), MEDI (2016, 2017, 2018, 2019, 2021, 2022, 2023), FVPE
(2016), SBMF (2016, 2017, 2018), CSPA (2017), IEEE-CIT (2017, 2018) , SCSS (2017), AFFORD
(2017, 2018, 2019), Co-Sim-CPS (2017, 2018, 2019, 2020, 2022), ES (2017), FAACS (2017, 2018),
MISP (2017), SCSS (2017), FMIS (2018), BDTA (2018), IEEE BigData (2018, 2019, 2020, 2021),
SPML (2018, 2019, 2020, 2021, 2022, 2023, 2024), IWCFS (2018, 2019, 2020, 2021, 2022, 2023, 2024),
UbiSafe (2019), SMDS (2020), FOSSACS (2019, 2020), IN4PL(2020, 2021, 2022, 2023, 2024),FE-
CPS (2022, 2023), ICI2ST (2022,2023,2024).
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