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Abstract

Cellular networks provide digital communications for more than five billion people around
the globe. Besides, their openness to the general public, opaqueness, and complexity have
exposed cellular networks to attacks that have tremendously grown over the previous decades.
According to the Communication Fraud Control Association’s 2021 report, worldwide mobile
network operators are experiencing as much as $39.89 billion annually due to illegal activities
on their surfaces. Among such illegitimate activities, SIMBox international bypass fraud is
one of the most prevalent, having a severe impact manifold.

SIMBox fraud involves diverting international cellular voice traffic from regulated routes
and rerouting it as local calls in the destination country from a VoIP-GSM gateway (i.e., SIM-
Box). Affecting countries worldwide, this problem impairs operators’ revenues, network qual-
ity, networking research, and national security. Mainly in developing countries, up to 70% of
incoming international call traffic is terminated fraudulently. Even worse, SIMBox fraud allows
international terrorists to conduct covert activities, masquerading as national subscribers.

In this context, many challenges are added. First, while mobile network datasets (i.e.,
Charging Data Records or CDRs) are the primary data type leveraged for operators’ fraud
detection, they are intrinsically private. CDRs hold sensitive information about subscribers’
habits, hardening their shareability to the research community and, at the same time, curbing
fraud detection investigations. Second, fraudsters’ behavior changes over time to adapt to the
target solutions, making detection lag behind. In particular, SIMBox fraud increasingly mimics
human communication behavior regarding traffic, mobility, and social habits perceptible in
CDRs. Third, considering the low related investment, the fraud is quickly profitable. Therefore,
the detection time is crucial for effective long-term mitigation.

This thesis tackles international bypass fraud understanding and mitigation while address-

ing the aforementioned challenges.

« It first deeply surveys both existing literature and the major SIMBox manufacturers to
shed light on the SIMBox fraud ecosystem uncovering fraudulent techniques and their

constant evolution through time.

« Second, it significantly contributes to unleashing the barrier of real-world CDRs exploita-
tion for research on SIMBox fraud. This includes releasing a scalable simulation environ-
ment, i.e., FraudZen, that generates realistic CDRs, with fraudulent and legitimate users.
To this end, FraudZen incorporates (i) SIMBox fraud modeling for fraudulent users and
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(ii) generative modeling capturing real-world communication behaviors for legitimate
users. Applying FraudZen capabilities to the in-depth evaluation of ML-based fraud
detection literature reveals that the tackled fraud model variation causes a significant
discrepancy in detection performance.

« Third, itinvestigates the use of cellular signaling data for the real-time detection of bypass
fraud through experimental analyzes with real SIMBox appliances.

Through in-depth evaluations, we validate this thesis’s contributions to accomplish a
pipeline to handle the fraud: from Fully understanding SIMBox frauds and detection limitations
to Long-term fraud mitigation by anticipation and rapid retort.

Keywords: Cellular networks, Human mobility and communication behaviors, Deep gen-
erative modeling of behaviors, Charging Data Records (CDRs), SIMBox fraud modeling and
detection, Cellular signaling



Résumeée

Les réseaux cellulaires fournissent des services de communication numérique a plus de cinq
milliards de personnes dans le monde. En outre, leur ouverture au grand public et leur com-
plexité ont exposé les réseaux cellulaires a des attaques qui se sont considérablement dévelop-
pées au cours des derniéres décennies. D’apres le rapport de 2021 de la Communication Fraud
Control Association, les opérateurs de réseaux mobiles subissent chaque année des pertes
s’élevant a 39,89 milliards de dollars en raison d’activités illégales sur leurs surfaces. Parmi ces
activités illégitimes, la fraude de contournement internationale a la SIMBox, est 'une des plus
répandues, ayant un impact séveére multiple.

La fraude a la SIMBox consiste a détourner le trafic vocal cellulaire international des routes
réglementées et a le réacheminer sous forme d’appels locaux dans le pays de destination a partir
d’une gateway VoIP-GSM (c’est-a-dire une SIMBox). Touchant des pays du monde entier, ce
probléme porte atteinte aux revenus des opérateurs, a la qualité des réseaux, a la recherche
sur les réseaux et a la sécurité nationale. Principalement dans les pays émergents, jusqu’a 70%
des appels internationaux entrants sont terminés frauduleusement. Pire encore, la fraude a
la SIMBox permet aux terroristes internationaux de mener des activités cachées, en se faisant
passer pour des abonnés nationaux.

Dans ce contexte, de nombreux défis s’ajoutent. Tout d’abord, tandis que les jeux de données
des réseaux mobiles (Charging Data Records ou CDRs) sont le principal type de données
exploité pour la détection de la fraude par les opérateurs, ils sont intrinsequement privés.
Les CDRs contiennent des informations sensibles sur les habitudes des abonnés, ce qui rend
leur partage difficile & la communauté scientifique et, en méme temps, limite la recherche
sur la fraude. Deuxiémement, le comportement des fraudeurs évolue au fil du temps pour
s’adapter aux solutions, maintenant la détection en arriére. En particulier, la fraude SIMBox
imite le comportement de communication humain concernant les habitudes de trafic, mobilité
et sociabilité perceptibles dans les CDRs. Enfin, dii au faible investissement correspondant, la
fraude a la SIMBox est rapidement rentable. Ainsi, le temps de détection est crucial pour une
mitigation efficace a long terme.

Cette these s’intéresse a la compréhension et a la mitigation de la fraude a la SIMBox tout
en adressant les défis susmentionnés.

« Tout d’abord, elle étudie en profondeur la littérature existante et les principaux fabri-
cants de SIMBox afin de mettre la lumiére sur '’écosysteme de la fraude en révélant les
techniques frauduleuses et leur évolution constante dans le temps.
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« Ensuite, elle contribue significativement a relacher la barriére d’exploitation des CDRs
réels pour la recherche sur la fraude a la SIMBox. Cela comprend la publication d’'un
environnement de simulation scalable, FraudZen, qui géneére des CDR réalistes, avec des
utilisateurs frauduleux et 1égitimes. A cette fin, FraudZen intégre (i) une modélisation
de la fraude SIMBox pour les utilisateurs frauduleux et (ii) une modélisation générative
capturant les comportements de communication réels pour les utilisateurs légitimes.
L’application de FraudZen a I’évaluation approfondie de la littérature sur la détection de
la fraude réveéle que la variation du modéle de fraude abordé entraine un écart important

dans les performances de détection.

« Troisiemement, elle étudie I'utilisation des données de signalisation cellulaire pour la
détection en temps réel de la fraude par contournement, par des analyses expérimentales
avec de véritables appareils SIMBox.

Par des évaluations approfondies, nous validons les contributions de cette theése pour accomplir
un pipeline traitant la fraude : de la compréhension compléte des fraudes SIMBox et des limites
de détection a l'atténuation de la fraude a long terme par l'anticipation et la riposte rapide.

Mots-clés : Réseaux cellulaires, Comportements humain de mobilité et communication, mo-

deles génératifs profonds de comportements, Charging Data Records (CDRs), Modélisation et
détection de la fraude a la SIMBox, Signalisation cellulaire
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CHAPTER

Introduction

1.1 Context

Since the first mobile phone was invented in 1973 [60], the past half-century has seen in-
creasingly rapid advances in the innovation of mobile devices and mobile communication
technologies. Nowadays, mobile devices are almost indispensable for business and personal
lives. As illustration, mobile devices and connections have reached 14.9 billion in 2021; they
will be 18.22 billion in 2025 [49].

The ever-higher penetration rate of mobile devices and their continuous interaction with
the cellular network infrastructure give mobile network operators the possibility to easily
record time-stamped and geo-referenced events of a vast population at a small cost for billing
or network management purposes [115]. Human footprints in most operator-collected datasets
come from CDRs - Charging Data Records [150], triggered by subscribers’ generation of the
so-called charging network events, i.e., voice calls, text messages, internet browsing, etc.

In this well-monitored communication environment, mobile network operators are still
losing about USD 39.89 Billion annually [35] due to fraudulent and illegal activities. Interna-
tional voice bypass fraud, commonly known as Subscriber Identity Module (SIMBox) fraud, is
by far one of the most prevalent frauds affecting the telecommunication market, being in the
top four of phone system frauds that cause a significant loss to mobile network operators [35].

Fraudulent voice carriers divert the international voice traffic from the regulated routes,
through VoIP established links. The diverted traffic is received at the level of a SIMBox (i.e.,
VoIP to GSM gateway equipped with a bundle of SIM cards) in the destination country and
re-originated as a national mobile call to its recipient (see Fig. 3.1). Hence, the destination
cellular operator does not receive international call termination charges but instead the much
lower local termination charges. Beyond a growing revenue loss for operators estimated to
$2.7 Billion in 2019 [34] and $3.11 Billion in 2021 [35], SIMBox fraud negatively impacts the
network quality of experience for legitimate consumers as well as the national security. In
particular, by creating network hotspots through the injection of vast volumes of hijacked calls
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CHAPTER 1. INTRODUCTION

into under-provisioned cells, the fraud directly impacts network availibility and reliability.
More significantly, SIMBox fraud allows attackers to act as national subscribers, which inter-
national terrorists could easily exploit to conduct hidden activities. SIMBox devices also give
the possibility to eavesdrop on call conversations [55] impeding users’ privacy and giving the
possibility to do international espionage. The induced possibilities of terrorist activities attest
to the severity of SIMBox fraud.

SIMBox fraud development is facilitated by some regulatory, contextual, and contractual
factors explaining its prevalence in the developing world: About 78% of African countries and
60% of Middle Eastern countries are fraud destinations [19], and as much as 70% of incoming
international call traffic is terminated fraudulently in some of these countries [135].

« First, the fraud is fuelled by the huge difference between calls’ International Termination
Rates (ITRs) and Local Termination Rates (LTRs). Notably, in emerging countries, such
a marked difference is due to the general propensity of governments to set high ITRs for the
domestic network’s development, combined with low LTRs urged by local competition.

« Second, easy access to prepaid SIM cards — contrary to postpaid subscriptions — allows fraud-
sters to manage multiple call flows while limiting their traceability. From this standpoint,
Africa and the Middle East are the areas most concerned with, on average, 94% and 80% of
prepaid mobile subscriptions, respectively [154].

 Third is the manifold corruption of the telecom industry. For instance, fraudsters may collude
with re-seller kiosks to acquire huge amounts of SIM cards using fake identity cards (IDs).
Also, to be hired by mobile operators, anti-fraud companies may boost SIMBox fraud traffic
before a solution demonstration to inflate the apparent size of the fraud and ensure instant
results of their proposed solution. Even worse, the operator’s fraud-prevention team can be
corrupted not to block fraudulent SIM cards when detected.

« Last but not least, the prevalence of different telecommunications regulatory policies impedes
any states’ cooperation for fraud mitigation. Indeed, the notion of legal can greatly vary from
one state to another: on the one hand, there may be a broad regulation enabling to send traffic
through VoIP legally, and on the other hand, a strict regulation considering the traffic of
only a few legacy operators as legitimate (e.g., USA and India as in [96]). This explains why
SIMBox manufacturers are free to produce and publicly advertise for their appliances asin [7,
133]. Furthermore, even at a national level, operators usually cannot share their pricing terms,
routing options, or fraud-related findings due to privacy concerns and competition [138]. Also,
sometimes, a competing operator can profit from the losses and the bad reputation induced
by the fraud. For all these reasons, SIMBox fraud detection investigation involves only the

destination operator experiencing losses.



1.2. CHALLENGES

1.2 Challenges

Besides the striking impact of SIMBox frauds and the related nationwide threat, several chal-

lenges are added, making their mitigation complex.

The scarcity of cellular traffic datasets with fraudulent and legitimate users. SIMBox
fraud traces in cellular networks are captured in datasets (e.g., CDRs or Audio records) holding
sensitive information of users’ habits, thus intrinsically private. Hence, access to this data is
not uniform and generally scant in the research community and often occurs behind restrictive
Non Disclosure Agreements (NDAs). The result is that the potential of mobile traffic datasets
to feed fraud detection innovation is curbed. This explains why there is very little research in
the area: we identified only 14 fraud detection approaches since 2011 (cf. Table 4.1), which is
relatively low for a topical security problem of this importance.

Furthermore, research on SIMBox fraud requires ground-truth knowledge to guide ana-
lyzes. Ground truth describes the known fraudulent and legitimate users in cellular datasets.
Mobile operators are generally aware of no or a relative low percentage of fraudulent users
compared to the total amount of users in CDRs (cf. Table 4.1), due to their limited detection
capabilities. The remaining large percentage of users, non identified as fraudulent, is consid-
ered legitimate. Thus, detection approaches built from such partial ground truth and wrongly
considered as the whole CDRs ground truth likely cause many false negatives.

While another option to obtain required datasets is setting up an environment to generate
frauds through the acquisition of SIMBox appliances, there are some considerations to bear
in mind. First is the legal aspect of manipulating SIMBox appliances for research. Ethically
and due to interference with deployed operator networks, SIMBox experimentation should
be carried out inside a shielded environment (e.g., a Faraday or Anechoic shield). Hence
experimentation requires not only the acquisition of SIMBox appliances (accessible in online
commercial platforms) but also the set up of a complete mobile operator architecture test-bed, with
running call, SMS, and data services. Second, even with such a caliber, it remains challenging
to scale regarding the amount and models of legitimate or fraudulent devices.

The continuous fraud evolution. Asin most security problems, the behavior of fraudsters
changes over time to adapt to the target detection solutions. Specifically, SIMBox appliance’s
functionalities are constantly refined to evade existing detection solutions, most of which
analyze users’ behaviors in cellular network traces (e.g., CDRs) to distinguish fraudulent from
legitimate subscribers. Fraudsters counteract by developing advanced strategies to mimic
human communication behavior.

As a result, SIMBox fraud is still present despite existing literature detection approaches’
very high accuracy level (reported in Table 4.1). Indeed, until now, literature detection works
have been trained from operators’ past detection inside considered-to-be CDRs ground truth.
Such methodologies, therefore, do not advance — but only automate - detection capabilities
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CHAPTER 1. INTRODUCTION

and fail to uncover newly developed fraud strategies. Besides, no information is given on fraud-
sters’ behavior in the analyzed datasets. Such omission directly impacts the interpretation and
leveraging of developed detection methods. Precisely, it is unclear whether the obtained per-
formances are due to the tackling of a naive fraud, easily detectable and expected to evolve, or
the efficiency of detection designs in the choice of parameters robust to the fraud evolution.

The need for quick detection. Considering the low investment required to conduct SIM-
Box fraud (i.e., one-time purchase of SIMBox appliances, estimated to $550 per SIMBox gateway,
and regular purchase of cheap SIM cards), fraudsters quickly benefit from this malicious ac-
tivity, easily generating gains of $100/day per SIMBox gateway [78]. Accordingly, the time
required to acquire relevant insights for detection and achieve SIMs blocking - currently from
a day to a week - is enough for fraudsters to cause damage. The obtained substantial gain
fosters fraud continuity in substituting blocked SIM cards. Therefore, efficient SIMBox fraud
detection should provide a quick response to distinguish the fraudsters with high precision.

1.3 Contributions

This thesis’s contributions aim at proposing solutions to the aforementioned problems while

opening some lines of discussion. We organize them in a progressive way as shown in Fig. 1.1.

1.3.1 Revealing the SIMBox fraud ecosystem

First, a clear understanding of what is SIMBox fraud is missing from the literature due to the re-
lated investigation barriers. Accordingly, we provide all the necessary elements to understand
the SIMBox fraud problem in its entirety (cf. Chap. 3, P1). Precisely:

« We deeply explore beyond the scientific literature, public sources such as articles from
private anti-fraud companies, manuals of SIMBox manufacturers, fraud businesses, as-
sociation reports, and articles from news organizations (cf. Table 3.1) to provide com-
prehensive knowledge on the fraud ecosystem and the system behind the SIMBox.

« We thoroughly review the functionalities of all 50 appliances from the major SIMBox
manufacturers of the international market [58] and acquire some SIMBox appliances
that we deeply investigate in an in-laboratory deployment. The gotten practical informa-
tion helps us provide a taxonomist organization of current SIMBox functionalities into
configuration units common to all SIMBox architectures.

« We further examine the temporal evolution of SIMBox fraud strategies related to human
behavioral simulation yielding to the fraud’s evolutionary perspective.

The results listed above are presented in the following publication(s):

P1 SIMBox bypass frauds in cellular networks: Strategies, evolution, detection, and future
directions. Anne Josiane Kouam, Aline Carneiro Viana, Alain Tchana. IEEE Communi-
cations Surveys and Tutorials, 2021.



1.3. CONTRIBUTIONS

0,

Revealing the SIMBox fraud ecosystem
Publications: (P1)

implemented in

FraudZen simulator: Generation of realistic cellular network traces
Output: CDRs of both /egitimate and fraudulent users
Publications: (P2), (P3) [Under review]

legitimate USerSm—t—fraudulent users

Zen: Modeling legitimate communications Modeling SIMBox frauds for effective detection
Publications: (P4), (P5), (P6) Publications: (P3) [Under review]

| |

I targeting real-time detection I

1 |

1 |

Cellular signaling-based fraud detection
Publications: (P7) [Under review], (P8) [Ongoing]

Figure 1.1: Progressive organization of contributions

1.3.2 Generation of realistic cellular network traces

Second, we tackle the barriers related to the exploitation of real-world cellular datasets (i.e.,
CDRs) for research on SIMBox fraud. We propose FraudZen: an environment for the scal-
able simulation of numerous real fraud strategies. FraudZen overcomes current limitations (i)
through the generation of CDRs traces of both legitimate and SIMBox fraudulent users in real-
istic cellular scenarios and (ii) by allowing to reproduce, investigate, and foresee SIMBox frauds
without purchasing hardware or setting up architectures. (cf. Chap. 4, P2, P3). Specifically:

« FraudZen implements a realistic cellular networks architecture, reproducing multiple
operators’ radio-access topology and core networks to provide call/SMS/data services.
The implemented architecture allows the creation and configuration of all parties in-
volved in SIMBox fraud realization, i.e., SIMBox appliances and legitimate users’ devices.
This enables the generation of innumerable frauds calibrated by the combination of 122
real-world parameters.

« On top of this realistic context, FraudZen allows the simulation of various scenarios
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involving fraudulent and legitimate users’ interaction according to input communication
behaviors indicating the type (i.e., what), the timing (i.e., when), the social interaction
(i.e., whom), and the location (i.e., where) related to network events generation. Such
communication behaviors are modeled separately for legitimate and fraudulent users in

the following two contributions.

« FraudZen outputs realistic CDRs associated with each simulation scenario, which iden-
tifies legitimate and fraudulent users to be used as ground-truth in SIMBox fraud on-

line/offline detection investigations.
The results listed above are described in the following publication(s):

P2 Simulating SIMBox frauds for detection investigation. Anne Josiane Kouam, Aline
Carneiro Viana, Alain Tchana. ACM International Conference on emerging Networking
EXperiments and Technologies (CoNEXT) Student Workshop, 2022.

P3 [Under Review| SIMBox bypass frauds at hand for effective detection. Anne Josiane
Kouam, Aline Carneiro Viana, Alain Tchana. ACM RAID, 2023.

1.3.3 Modeling legitimate communications

Third, we contribute to modeling legitimate users’ behaviors in producing Zen. Zen is the first-
in-the-literature framework capturing real-world legitimate users’ communication behaviors.
It thus covers the legitimate users’ segment of FraudZen (cf. Chap. 5, P4, P5, P6). Aiming
CDRs that reliably reproduce real-world CDRs’ distributions, we make the following:

« Leveraging on a real-world fully anonymized CDRs describing users’ traffic behavior
we propose two modeling of CDRs traffic: first using statistical methods (P4) and then
improving it through deep generative techniques (P5). We detail in this thesis only
the latter modeling, which captures long-range and inter-features correlations while
addressing the population heterogeneity.

« Mobility behaviors of individuals are emulated according to the infrastructure of a real-
world metropolitan city. Here, we leverage city planning, transportation information as
well literature investigations on laws dictating human mobility [6, 62, 110] to extensively
enhance the literature Working Day Mobility (WDM) model [45] into En-WDM.

« We combine the previous models along with a statistical representation of individual
social ties to generate complete CDRs describing individual mobility, traffic, pairwise
communications, and reproducing daily cellular behaviors of the urban population.

The results listed above are described in the following publication(s):

P4 Génération de traces cellulaires réalistes. A. J. Kouam, A. C. Viana, A. Garivier,
A. Tchana. Rencontres Francophones sur la Conception de Protocoles, I’Evaluation de
Performance et UExpérimentation des Réseaux de Communication (CORES), 2022.
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P5 LSTM-based generation of cellular network traffic. A. J. Kouam, A. C. Viana, A. Tchana.
IEEE Wireless Communications and Networking Conference (WCNC), 2023.

P6 On the intricacies of per individual cellular network datasets generation. A. J. Kouam,
A. C. Viana, A. Tchana. Poster presented at NetSci-X, 2023.

1.3.4 Modeling SIMBox frauds for effective detection

Fourth, we lay the groundwork for SIMBox fraud substantive research by addressing the chal-
lenges related to the fraud evolution. We propose the first-of-the literature SIMBox fraud
modeling, grasping fraudsters’ intents and enabling fraud design and forecast. By extracting
information used to think like a fraudster, we thus provide a framework to define meaningful
SIMBox fraud models, as input to FraudZen simulations (cf. Chap. 6, P3). Specifically:

« We methodically unravel SIMBox appliance’s capabilities, obtained from our in-depth
SIMBox market study (cf. §1.3.1), and extract intuitive and easy-to-interpret traits encom-
passing the fraud action areas, i.e., traffic, mobility, and social communication behaviors.
The result is a seminal definition of a SIMBox fraud model giving degrees of freedom for
SIMBox fraud design, reproducibility or anticipation.

« We design a metric to capture a fraud model’s efficiency, from FraudZen generated traces,
i.e., the fraud capability in making fraudulent users blend into legitimate real-world users’
crowd, referred to as in-crowd-blending capability. The more efficient the fraud model is,
the better it mimics human behaviors, i.e., legitimate users’ habits in communication.

« Through realistic SIMBox fraud models (from a naive to an advanced one), our designed
metric is leveraged to investigate the influence that each fraud model’s trait has on fraud
efficiency. Results show an average in-crowd-blending capability of 99.6% for the ad-
vanced fraud model compared to 12.6% for the naive one, validating our framework’s
ability to define SIMBox fraud models of different efficiency levels.

« Further, we use our SIMBox fraud model’s formalization as a proxy for the in-depth eval-
uation and interpretation of the 10 ML-based literature works’ detection performances.
Therefore, we provide takeaways for future detection improvements through insights on

what detection should be aware of and how to react to new fraud models.

The results listed above are described in the following publication(s):

P3 [Under Review| SIMBox bypass frauds at hand for effective detection. Anne Josiane
Kouam, Aline Carneiro Viana, Alain Tchana. ACM RAID, 2023.

1.3.5 Cellular signaling-based fraud detection

Our latest contribution addresses the need for quick fraud detection. We investigate cellular
signaling’s potential in providing quickly exploitable insights on network devices for SIMBox

7
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fraud detection. Hence, we present SigN, a novel SIMBox detection method to be deployed at
the cellular network edge (cf. Chap. 7, P7, P8). Precisely:

« We deploy inside a shielded Faraday cage environment with real cellular core and access
networks, local and distributed SIMBox architectures from the top market manufacturer,

and mobile phones from various brands representing legitimate devices.

« SigN analyzes the standardized cellular network signaling messages exchanged between
user devices and the network in various scenarios and infers a real-time distinction be-
tween fraudulent and legitimate devices. In particular, we propose a lightweight and
fraudster-unalterable detection approach exploiting UEs (user equipment) signaling la-
tency during the network attachment procedure.

+ Preliminary experimental analyses show a SIMBox latency overhead in the distributed
architecture, on average 40X greater than mobile phones. This paves the way for real-
time detection of SIMBox appliances at the attachment to the network and thus before
any damage.

The results listed above are described in the following publications:

P7 [Accepted] Signalisation cellulaire pour la détection des fraudes de contournement. A. J.
Kouam, A. C. Viana, P. Martins, C. Adjih, A. Tchana. CORES, 2023.

P8 [Under Review] You left a SigN in your cellular traffic: International bypass fraud mit-
igation. Anne Josiane Kouam, Aline Carneiro Viana, Philippe Martins, Cedric Adjih,
Alain Tchana. ACM CCS, 2023.

1.4 Thesis Outline

The rest of this dissertation is organized in six chapters, as described in the following:

Chapter 2 explains the prerequisite notions about the telephony ecosystem where SIMBox
frauds are deployed.

Chapter 3 provides a global understanding of SIMBox fraud and its context. It makes a
the comprehensive review presentation of both the fraud system (i.e., the SIMBox), the fraud
strategies and the literature’s detection contributions. It ends discussing the temporal evolution
of the SIMBox fraud and the related detection capability.

Chapter 4 details our contribution providing simulation means for the generation of re-
alistic cellular network datasets to unleash research on SIMBox fraud detection. It provides a
description of the FraudZen simulator including components and operation.

Chapter 5 discusses our contribution to legitimate users behavior modeling. It details our
methodology for capturing traffic, mobility and social aspects of users communication behavior
as well as the evaluation of obtained generated CDRs for practical use cases.

Chapter 6 focuses on fraudulent users behavior modeling, essential to simulate meaningful
frauds. It presents our formal definition of SIMBox fraud fraud model and how it is leveraged

at the evaluation of literature’s detection performances with related lessons learned.



1.4. THESIS OUTLINE

Chapter 7 describes our contribution on SIMBox fraud detection based on cellular sig-
naling data analysis and addressing the need for quick detection approaches. It details SigN
methodology and presents the related experimental analyzes attesting to its relevancy.

Concluding this dissertation, Chapter 8 summarizes our findings, details our short-term
future works, and discusses long-term perspectives derived from our contributions.
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This chapter presents the key elements of telephone networks necessary for understanding
SIMBox fraud. We focus on the call service by first discussing how calls are provided in mobile
cellular and VoIP networks as well as the interface between these two networks. Then, we
discuss legitimate call routing in cellular networks, including stakeholders, routing schemes,
and money flow. We next elaborate on network operators’ collected traces (i.e., CDRs and
cellular signaling), describing their applicability. At last, we outline our findings.

2.1 Mobile telephony networks

2.1.1 Callsin cellular networks

Call routing is a service provided by 2G, i.e., GSM networks, based on establishing a direct
circuit between interacting subscribers. Although newer generations of wireless technologies
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offer access to a wide range of high-speed data services, they still rely on the 2G circuit-switched
architecture to route telephone calls. Therefore, we mainly mention GSM networks through-
out the manuscript, but more recent generations are also concerned.

For a mobile customer, the Mobile Equipment is the entry point to the cellular network.
It is uniquely identified by its International Mobile Equipment Identity (IMEI) and requires a
Subscriber Identity Module (SIM) card to access the operator’s network services. The SIM card
is uniquely identified on the network by its International Mobile Subscriber Identity (IMSI) and
contains a cryptography key assigned by the operator to encrypt communication.

2.1.2 Calls in VoIP networks

Voice over IP (VoIP) is the technology used to transmit voice over wired (cable/ADSL/optical
fiber) or wireless (satellite, Wi-Fi, UMTS or LTE, etc.) IP networks. VoIP network is based on
VoIP servers, providing authentication, management and routing services to VoIP clients, and
optionally VoIP gateways allowing interconnection with other telephone networks (i.e. Public
Switched Telephone Network (PSTN) and cellular).

VolIP clients are IP hard-phones, IP soft-phones and even analog PSTN phones combined
with an Analog Telephone Adapter. In companies, they are managed by a central component
called IP Private Branch Exchange (IP Private Branch Exchange), which allocates an IP phone
number to each station and connects internal calls (see Figure 2.1).

VoIP is provided as a cellular network data service through mobile applications referred
to as Over-The-Top (OTT) apps (e.g., Skype, Discord, Whatsapp). These apps, developed on
the top of VoIP protocols, provide cheap call services that attract more users and are seen as a
threat by mobile operators [132]. VoIP calls are cheaper than cellular ones because they rely
on an IP network’s existing service and infrastructure (e.g., the Internet or an Intranet). Voice
data is compressed and encapsulated as IP packets before its transmission over the network;
this is done by specific algorithms called codecs, which determine the sound quality related to
the bandwidth usage. On the other hand, VoIP calls quality is generally poor due to bandwidth
sharing (for services other than VoIP) and IP network latency. As a result, they are affected by
packet losses, delay, and jitter, which cause gaps in the audio flow.

2.1.3 VoIP to GSM gateway

Despite the growing trend of OTT applications, cellular phone calls are still widely used by
customers and are, in some cases, requisite. Therefore, to exchange with the cellular network
(e.g., a call to a customer or an employee on a mission), companies use VoIP GSM gateways,
also known as SIMBox. A SIMBox manages a set of SIM cards from various mobile operators
to ensure the live broadcast of the audio signal from the IP network to the cellular one and vice
versa, which significantly extends the voice communication coverage (see Figure 2.1). Hence,
each time a call is made from the company’s IP hard/soft-phone to the cellular network, a
SIM card is automatically allowed by the SIMBox to transmit the flow as a cellular phone call

12
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Figure 2.1: Gateway from a company’s internal VoIP network to the cellular network

to the called party. For instance, in Figure 2.1, using two SIM cards, the SIMBox allows the
simultaneous routing of two VoIP calls to subscribers of two different cellular networks.

In large companies and businesses, SIMBox equipments have a strong market, for economic
and operational reasons, but with a controlled usage by licensed telecommunication providers
and regulators. Companies can significantly reduce their telephone expenses to the cellular
network with these devices by avoiding roaming charges.

2.2 Call routing in cellular networks

Call routing schemes and involved stakeholders can vastly vary depending on if the call is
domestic (within the country) or international; on-network or off-network. A phone call is said
to be on-network (on-net) when the caller and the called parties are both customers of the same
mobile operator, on the contrary of off-network (off-net) calls.

2.2.1 Stakeholders

The following parties may play a role in the termination of a phone call.

End-users emit and receive calls. Using multi-SIM devices,they may have two or three SIM
cards from different providers. This is common in developing markets as it helps end-users
always get the best offer from competing network operators.

Mobile Operators provide call routing through the traffic relay from the radio access net-
work by the base station to the core network. At the core network level, the Mobile Switching
Center (MSC) establishes a route to the called party. In the case of an off-net call, it transfers
the call traffic to the Gateway MSC for interconnecting with the destination mobile operator.
The interconnection can be a direct link or through intermediate carriers.

Intermediate carriers are public (e.g., Tata Communications' in India) or private companies
(e.g., Belgacom ICS? and Telia Carrier?) offering routes to termination or transit countries that
they buy and acquire through partnerships and resell to others. They mainly intervene in inter-
national call routing when there is no direct link between the originating and the destination

Thttps://www.tatacommunications.com/
Zhttps://bics.com/
Shttps://www.teliacarrier.com/
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operators. Therefore, the route followed by the international call traffic is carrier-to-carrier
hops from the originating mobile operator to the destination one.
The interconnection between carriers and operators is governed by agreements that provide the
various terms and conditions, including the traffic measurement, the Points of Interconnection
between carriers, and the quality of service standards [27]. There are numerous technolo-
gies of transport links a carrier can use to convey received traffic: satellite links, submarine
communication cables, fiber rings, or such, impacting the pricing and the quality of the route.
Increasingly carriers also rely on VoIP technology to transmit voice as data packets. Therefore,
a hop (in the international termination route) is considered legal if the carrier provides a li-
cense in its country to use a regulated transport link technology. VoIP links are challenging
to regulate and control and therefore present some challenges and risks; Depending on the
regulations, they can thus be considered illegal. Admittedly, there are three types of inter-
national termination routes: white, grey, and black [24] . A route is considered white when
there is no illegal (black) hop all over the interconnection path. On the contrary, grey routes
are arrangements where one hop is illegal, i.e., the originating operator sends the traffic to
a legitimate carrier, but the traffic is terminated at the destination by an unlicensed carrier.
This is the case of most calls from the USA to India [96]. In black routes, both source and
destination use unconventional interconnections.
The telecommunication market is dynamic. A mobile operator usually has interconnections
with several (maybe hundreds) carriers for each destination country and has to choose be-
tween them for the termination path. Besides, the quality and the price of these routes may
vary weekly for the same carrier. To keep up with changes, Least Cost Routing algorithms [37]
at the level of the Gateway MSC automatically select the most efficient route regarding quality
and pricing to ensure the efficient use of the existing network infrastructure and maximize
the operators’ income.

Regulators, either public (e.g., ministries) or private, rule mobile operators’ activities and
partnerships in some countries. Indeed, governments usually consider telecommunications
an essential public service and want to ensure services are supplied consistently with the na-

tional perception of the public interest.

2.2.2 International call

In Figure 2.2 an international call flow is depicted. Phone X calls Phone Y, a customer of
operator B abroad. The originating operator (Operator A) transfers the call request through two
intermediate carriers, with carrier 1 automatically chosen through least cost routing. Carrier
2, with a direct connection, sends the traffic to operator B’s core network, which establishes
the call route until Phone Y. This example draws a white call routing as all carrier-to-carrier
links are conventional, well-monitored connections specified by contractual engagements. The
example assumes there are only two intermediate hops between operator A and operator B,
but this value is unknown in practice as call routing is often opaque. Indeed, each carrier only

14



2.3. CELLULAR NETWORK DATASETS

.--C1 L--C2---. --C3-~. .-- C4
I, N ,, \\ ,/ \\ ,/ \\
= — v ' 1 T
' U 1 1 \
! / Conventional Y, A A \
R | link Transit Transit @
A 0 erator A ) . Operator Bﬁ%
G < p Carrier 1 Carrier 2 P
Phone X Phone Y
Originating country Destination country

Figure 2.2: International call scheme

knows the previous and the next hops of the termination route, as well as the originating and
destination phone numbers [138]. Besides, the originating number can sometimes be missing

or incorrect.

2.2.3 Money flow

In all call routing schemes (domestic on-net/off-net and international), the caller pays the call
termination fees; however, international calls are generally more high-priced than domestic
calls. This is because an international call may travel over multiple intermediate operators
before reaching its destination. Therefore, each transit operator gets a share from the call
revenue for passing over the call traffic, referred to as settlement rate; and the destination
operator receives the call termination fee for terminating the international call on its network.
In Figure 2.2, the green dashed line represents an example of money flow. Operator A bills the
end customer a collection charge c;, including what it retains plus the sum c, it pays to carrier
1 for routing the call. Similarly, each transit carrier bill includes its fees and the sum required
to ensure call routing to the destination. Lastly, the destination operator (Operator B) charges
(c4) represent the termination fees.

2.3 Cellular network datasets

In the following, we describe two data types related to cellular network traffic that we exploit
throughout this manuscript.

2.3.1 Charging Data Records (CDRs)

With mobile devices becoming proxies for human presence and activity, datasets collected by
mobile operators, i.e., Charging Data Records (CDRs), are acknowledged as a common tool
for studying human mobility, infrastructure usage, and traffic behavior on a large scale [84].
CDRs describe time-stamped and geo-referenced event types (i.e., data, calls, SMS) generated
by each mobile device interacting with operator networks (cf. Table 2.1). They comprise city-,
region-, or country-wide areas and usually cover long periods (months or years); no other
technology currently provides an equivalent per-device precise scope.
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As such, CDRs datasets have been leveraged in various domains. Especially for SIMBox
fraud investigations, CDRs are the de facto means used in the literature to distinguish fraudu-
lent users from legitimate ones, allowing the inference of manifold communication behaviors.
While a powerful asset, this also represents a weakness due to CDRs’ inherent accessibility

and usability issues limiting their exploitation and research reproducibility.

CDRsvalue recognition. Generated by the continuous interaction of a urban-wide population
with cellular networks, CDRs represent a rich source of knowledge, valuable to many research
communities [115]. For a quantitative appreciation, Fig. 2.3 identifies as many as 14 different
research domains leveraging CDRs, among 100 items selected from a 5-year sample set of 1022
CDR-related publications (gotten from Google Scholar). This clearly shows a great diversity
of domains on this sample only (~ 10%) and considering the 5-year period.

Limitations in CDRs exploitation.

Unlike WiFi networks, cellular networks are mobile operators’ exclusive property, hard-
ening outside access to collected CDRs. CDRs access is usually granted through NDAs and is
often hardly available for most researchers, time demanding, or imprecise due to privacy laws,
bringing accessibility issues.

Though strongly necessary, privacy compliance asks for CDRs information aggregation,
which hardens their usability and limits the exactness of related investigation. Aggregation
usually concerns flows, space, time, and event information in CDRs. For instance, the CDRs
available at [80] describe aggregated flows of individuals and their number of generated events
per intervals of 10 min and square grids of size 235 meters. This points a lack of information
precision in available CDRs.

Not surprisingly and justifying the regular CDRs’ imprecision issue, personal details of in-
dividuals’ life habits, inferred from CDRs, calls for privacy-strict exploitation rules and impairs
data shareability: e.g., when reconstructed [36] or not [107], majority of individuals’ trajecto-
ries in CDRs (i.e., higher than 80%) can still be precisely identified, even if anonymized and
being sparse in space and coarse in time.

Restricted access to CDRs impacts the flexibility of scaling up or adapting CDRs’ research
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Figure 2.4: 4G (LTE) mobile network protocol stack

results in terms of the population size, the duration, or the covered geographical area, thus

limiting advanced research requiring such data richness.

2.3.2 Cellular signaling

As illustrated in Fig. 2.4, the communication between User Equipment (UEs) and the mobile
core network is framed by a 3-layered protocol stack, i.e., physical, data link, and network
layers. Signaling messages are exchanged between UEs and the network, according to such
well-defined protocols, with the aim to control the UEs, manage access to the network and
services, and monitor terminals in case of mobility.

Mobile network protocols are distributed according to the Access Stratum (AS) and the Non-
Access Stratum (NAS). The AS (RRC, PDCP, RLC, MAC, and PHY) manages the signaling
between UEs and base stations for radio resource management, handover, and data encryp-
tion/compression. The Non-Access Stratum (EMM and EPS in LTE) manages the signaling
between UEs and the core network, including establishing data or call sessions and mobility.

The network attachment procedure, for instance, involves the AS and the NAS. It establishes
a new connection between a UE and the network that occurs when the UE is powered on,
moves into a new tracking area, or after losing network coverage. In 4G (LTE), the attachment
procedure consists of several steps aiming the (i) UE Identity (i.e., IMSI/IMEI code) acquisition,
(ii) the mutual UE and network authentication, (ii) the NAS security setup, (iv) the UE location
update, and (v) the EPS (Evolved Packet System) session establishment [1].

2.4 Summary

The telephony ecosystem has enormously evolved in recent decades and interconnects billions
of user devices worldwide. This chapter showed that such a well-monitored environment
builds upon several telephone networks (PSTN, VoIP, GSM, and upper cellular network gen-
erations) and specialized equipment able to switch from these networks to others, forming
a complex architecture. Not surprisingly, the growing impact of these technologies on con-
sumers has sparked governments’ interest in their role of protecting the population’s rights
and the national economy. However, leading to a large number and variety of operators and

service providers, it is impossible to ensure transparency while preserving competition and
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liberalization good for the economy. All these hazards of the cellular network ecosystem, chal-
lenging to overcome, have favored the proliferation of numerous frauds. In the next chapter,
we explore, in particular, SIMBox bypass fraud related to the routing of international calls.
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This chapter reports a comprehensive overview of the SIMBox fraud from an in-depth
review of the scientific literature and specific information collected from various sources, as
summarized in Table 3.1. First, we give a general description of the SIMBox fraud while
explaining the fraud schemes, benefits, and factors (§3.1). Then we explore the system behind
the SIMBox by commenting on its components, and report SIMBox functionalities developed to
reduce detection effectiveness (§3.2). Next, in §3.3, we discuss and introduce a categorization
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3.1. GENERAL DESCRIPTION

Table 3.1: Classification of surveyed information sources on SIMBox fraud

Category Sources Total
Global information on 4] 4
Scientific literature | SIMBox fraud 96,137, 121]
SIMBox fraud 46,132, 102] 14
detection contributions | [4, 114, 140, 139, 88, 86, 87, 153, 158, 5, 75]
135, 26]

Private anti-fraud companies

[2
[
[
[
[
[98, 99, 38, 18, 129, 29, 103]
[
[5
[
(3
[

SIMBox manufacturers 151, 8,143, 15, 145, 130, 41, 14, 9, 42, 44, 11, 144, 13, 12, 17, 160, 16, 146] | 19
SIMBox fraud businesses 5 6] 53, 59] 4
Association reports and news organizations 1 1]9[§21t[i?)]8 66] 6
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Figure 3.1: Possible schemes of an international call flow in case of a SIMBox fraud

of SIMBox detection research conducted in the literature. In §3.4, we uncover and discuss the
fraud evolution and its impact on fraud detection capabilities. At last in §3.5, we summarize
our findings. All such elements thus provide a complete introductory guide to SIMBox fraud

investigations.

3.1 General description

SIMBox frauds build upon two main telephone systems’ inherent characteristics. First, the
possibility of interconnection between VoIP and cellular networks is the cornerstone for SIM-
Box fraud. This cannot be circumvented as it provides many benefits for companies besides
extending the voice communication range. Second, the variety of operators and services offered
(transit carriers and VoIP providers) in telephony makes it challenging to ensure each service
provider/carrier has good purposes. This point is difficult to tackle without undermining com-
petition and liberalization, thus slowing down service improvement. These root characteristics
are the cause of weaknesses exploitable for the spread of fraudulent schemes and techniques.

3.1.1 Fraud schemes

SIMBox fraud consists of deviating call traffic from the conventional routing routes to a VoIP
network using the appropriate gateway, i.e., the SIMBox. Its scheme can be broken down
into four steps, summarized in Fig. 3.1. (1) a call is emitted from one country to another
and transits through regulated routes until a fraudulent carrier. (2) The fraudulent carrier
uses a gateway to route the traffic through the VoIP network to the destination country where
fraudsters’ partners have a SIMBox, and the traffic is received at the SIMBox level. (3) The
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SIMBox reconverts the traffic to a mobile call using a SIM card as the call’s origination. As
distinguished in Fig. 3.1 the re-originated call can be on-net (step 3-1) call or off-net (step 3-2).
(4) The call re-originated by the SIMBox is terminated to the call recipient.

Domestic on-net. This is the most recurrent case. An on-net termination indicates the SIM
card used to re-originate the call is provided by the destination operator (Operator B). It is the
most cost-effective case for fraudsters as on-net calls can be almost free charged; minimizing
the cost of terminating calls through the SIMBox maximizes their revenues.

Domestic off-net. Here, fraudsters use a SIM card from a competing operator to re-originate
the call in domestic termination. It may reduce fraudsters’ financial outcomes in case of off-net
termination charges; however, it makes it harder for operators to track fraudulent activity.

3.1.2 How do fraudsters benefit?

The primary motivation for the SIMBox fraud is financial; as estimated in [78], fraudsters can
easily generate over $100/day per SIMBox gateway. They are attracted by the difference between
International Termination Rates (ITRs) and Local Termination Rates (LTRs), which can be
tremendously high in emerging countries (e.g., 2.8 to 28 times higher in Cameroon [118]). To
obtain a share of the termination fees, fraudsters develop techniques to insert themselves into
the voice traffic termination route before sending it to the SIMBox.

As in Fig. 3.1, the most classical technique consists of hijacking operators’ voice traffic
through unfair carrier service. Fraudsters advertise very cheap rates for a destination number
range by which they attract operators or transit carriers’ international traffic. This is facilitated
by a lack of due diligence in agreements between carriers and a lack of transparency in telephony
networks that precludes the verification of a carrier’s connectivity to reach a number range.

Besides, other bypassing techniques allow fraudsters to divert the traffic directly from sub-
scribers. For instance, fraudsters have been using override services apps (e.g., RebTel [133]) that
offer low-cost calls by selling minutes or charging monthly. They may also use international
calling cards, i.e., prepaid cards that give international calling minutes to end consumers at
discounted rates.

3.2 The SIMBox architecture

Understanding the SIMBox architecture and internal functioning is a required step towards
comprehending the fraud strategies it can form. There are various SIMBox models on the
international market, depending on the manufacturer. These models may differ according to
the components’ appellation, size, or functionalities. We carried out a comprehensive market
review encompassing all 50 SIMBox appliance from the six major SIMBox manufacturers [59],
from which we acquired, deployed, and tested five, as summarized in Table 3.2. Our study
reveals an organization and functional architecture common to SIMBox models. We describe
in what follows such an organization including components, deployment, and functionalities.
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Table 3.2: Specifications of reviewed mar-

ket SIMBox models . -
. Control Server

2 — (Config. Unit] (SIM server)
Manufacturer # gateways # SIMBank Control Soft S‘Wlt(?h L

server NPT SIM
Hybertone 10 2 1 . Lt S odul .. Card
Dinstar 6 1 (with SIM slots) ™~~._ - module ™~
Anfrax 3 3 1 Gateway || Gateway/ || SIMBank
Ejoin 8 2 1 === e
Portech 6 2 3 EEEE= jﬂ'\ﬂ% ===="
2N VoiceBlue | 2 0 0 | radio___, ™

Acquired devices I link ellular networ

Hybertone ‘ 3,i.e.,[73] ‘ 1,i.e., [74] ‘

=

Figure 3.2: SIMBox distributed architecture

3.2.1 SIMBox components

The SIMBox is a standard appliance operating as a VoIP GSM gateway. It receives diverted call
traffic as a VoIP client and terminates it by re-originating cellular mobile calls using numerous
SIM cards (e.g., the GoIP324 SIMBox model [73] has 128 SIM slots). The SIMBox continuously
creates “virtual” UEs by associating SIM cards and GSM modules. In this association, the GSM
module provides wireless communication with the network and the SIM card identifies and
authenticates the formed UE. The SIMBox operates through the interaction of three types of
hardware components:

» The gateway is a rack with a set of GSM modules maintaining the wireless communication in-
side a given frequency range corresponding to different generations of wireless technologies
(2G/3G/4G) (e.g., the GoIP324 model [73]). It receives incoming VoIP traffic and distributes
it to the GSM modules.

+ The SIMBank is an appliance with numerous SIM slots that remotely holds a bundle of SIM
cards (e.g., the SMB32 model [74]). It handles the SIMBox SIM cards, i.e., their addition,
removal, and the transfer of their data and status to other components.

« The control server is a web server providing the SIMBox control functions, i.e., the binding
of SIM cards to GSM modules and the whole architecture’s configuration. It can be hosted
online to ease remote access from a web GUI client.

From such components we distinguish two SIMBox architectures: standalone and dis-
tributed. In the standalone architecture the SIMBox consists of a unique gateway equipped
with SIM slots, which can thus handle all components’ functions at once. The distributed
architecture involves several appliances: at least one gateway, at least one SIMBank, and the
control server. Fig. 3.2 depicts a distributed architecture with two gateways and one SIMBank.

3.2.2 SIMBox deployment

In practice, fraudsters usually follow some conventions when deploying a SIMBox architecture
in a city for fraudulent termination. First, they have to choose where to locate the different
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gateways. Gateway locations must ideally be crowded, such as city centers, market areas,
densely residential districts, or call-center areas. Such overcrowded places enable the camou-
flage of SIMBox traffic by the massive flows of calls made in these areas. Fraudsters rent offices
or apartments, at these spots, with stable power and Internet access for continuous gateway
operation and connection with the SIMBox architecture.

On the other hand, the architecture’s SIMBank(s) do(es) not emit a cellular signal and
can be located anywhere in the country or abroad. Still, the IP connection’s quality should
be good beyond a certain threshold to allow smooth communication with the gateways. For
instance, the Hybertone manufacturer [143] requires a packet delay of less than 300ms and a
packet loss rate of less than 1%. The control server is usually hosted on a private server, and
its configuration interface is accessible online. Finally, the fraudulent carrier manages the

Soft-Switch emitting incoming VoIP calls to the SIMBox architecture.

3.2.3 SIMBox functionalities

SIMBox fraudsters intercept international calls and then rely on their appliance functionali-
ties to control and re-originate local calls the most indistinguishable from legitimate traffic, to
avoid being detected. They therefore designed features to mimic the human communication
behavior, known in the literature as Human Behavior Simulation (HBS) [121].

HBS functionalities are set and applied within configuration units of the SIMBox architec-
ture, namely groups of SIM cards (i.e., SIM groups) or of GSM modules (i.e., GSM groups).
We classify SIMBox functionalities with similar intent into ten categories, from C; to C;,, and
report in Table 3.3 their configurations. Specifically, we distinguish:

C; - SIM activity limitation. This category’s purpose is to control fraudulent SIM cards from
being used excessively or at unusual periods, which would ease their detection. Limitations
are of three types. First, parameter limitation enforces thresholds to metrics related to SIMs’
call behavior (e.g., #calls, total/avg. call duration, etc.). Second, parameter limitation per period
automatically block SIMs exceeding the threshold value until the end of a specified period.

Third, time limitation ensures a SIM group operates only at a specified day or week interval.

C, - SIM-to-module allocation. This category controls the association between SIM cards
and GSM modules for the generation of virfual mobile devices. To this end, we distinguish
three-fold policies: (i) a rotation trigger defining when to change an allocated SIM card to
discard the virtual mobile device, (ii) a rotation policy defining the next SIM to allocate to a
GSM module, and (iii) a SIM migration policy determining whether a SIM can be allocated
based on its history.

C; - IMEI modification. The IMEI (International Mobile appliance Identity) is a unique
identification code for mobile devices. This category allows modifying the from-factory and
easily detectable IMEI specific to each GSM module. It also helps limiting the number of
different mobile devices to which a SIM card is associated in case of mobility, by simulating
the whole User Equipment (i.e., SIM card and GSM module) movement. IMEI codes are,
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Table 3.3: SIMBox HBS functionalities, Parameters, and Illustrations

HBS functionality Parameter Value Illustrations
C1- SIM activity limitation Type of Parameter limitation Hybertone [145], Dinstar [42], Ejoin [44], Portech [130]
and limitation Parameter limitation Antrax [14, 9], Dinstar [42]

C6- Channel control activity

per period

Time limitation

Hybertone [145], Antrax [14, 9], Ejoin [44], Dinstar [42],
Portech [130]

C2- SIM to module
allocation

Rotation trigger

Threshold method

Hybertone [145], Antrax [14, 9], Portech [130]

Activity script method

Antrax [14, 9]

Rotation policy

round-robin method

Hybertone [146], Antrax[15]

random method

Hybertone [145], Portech [130]

statistic-based factor

Hybertone [145], Antrax [15], Dinstar [41]

statistic-based factor
per period

Antrax [15]

SIM migration
policy

Manually fixed method

Hybertone [145]

Any except previous

Antrax [11], Hybertone [145]

Any except previous
Zone ID

Hybertone [144]

Any gateway

Antrax [11]

Specified order

Antrax [11]

C3- IMEI modification

Generation rule

Fixed frequency

Antrax [13], Dinstar [42], Hybertone [145]

Threshold on call activity

Dinstar [42]

At counts of SIM rotations

Antrax [13], Dinstar [42]

Manual modification

Hybertone [145], Ejoin [44], Antrax [13]

Random IMEI Antrax [13], Hybertone [145]
Change policy | Prefix-based IMEI Ejoin [44], Antrax [13]
IMEI from a database Antrax [13]
gggx{\blzzznlﬁECIOde Antrax [13], Dinstar [42], Hybertone [145]
Internet (web browsing) Ejoin [44], Dinstar [42], Antrax [12]
C4- Network activity Generated Hybertone [145], Ejoin [44], Dinstar [42], Antrax [17],
generation services USSD commands Portech [130]
2N voiceblue [160]
Hybertone [145], Ejoin [44], Dinstar [42], Antrax [16],
SMS Portech [130]
2N voiceblue [160]
Calls Ejoin [44]
Manually Portech [130]
Default by the network Hybertone [145], Ejoin [44], Portech [130], Dinstar [42]
C5- Base station selection Selection policy | Fixed Hybertone [145], Dinstar [42]
Random Dinstar [42]
Poll Hybertone [145], Ejoin [44]
Advanced Hybertone [145], Dinstar [42]
C7- Call routing Phone number | Allow-list Hybertone [145], Dinstar [42]
authentication lists Block-list Hybertone [145], Dinstar [42], Antrax [10]
First-released GSM
Choice of the module Hybertone [145]
C8- Routing policy GSM module Balance Hybertone [145]
to route the call | Round-robin Hybertone [145]
Random Hybertone [145]
Unconditional Hybertone [145], Dinstar [42]
. Forwarding Busy Hybertone [145], Dinstar [42]
C9- Call forwarding conditions Unreachable Hybertone [145], Dinstar [42]
No reply Hybertone [145], Dinstar [42]
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therefore, related either to each GSM module (if set in a GSM group) or SIMBox SIM (if set in
a SIM group). The defined generation rule triggers the change of the IMEI in either case and
the change policy determines the new IMEI value.

C, - Network activity generation. These functionalities generate network traffic other than
the SIMBox outgoing calls to reproduce human behavior. For instance, SIM cards can automat-
ically initiate calls to each other, web browse, and send SMS. The chosen application trigger
initiates the operation of the activated applications (i.e., call/sms/data).

Cs - Base station selection. This category simulates virtual devices’ neighborhood movements
by connecting GSM modules to their surrounding cell towers. The change trigger initiates
movements and the selection policy determines to which cell tower GSM modules connect.

C¢ - Channel activity control. This category controls the quality of the radio channels through
appropriate metrics such as the average call duration, or the number of rejected calls, as some
detection methods are based on the identification of voice call signal degradations. GSM
modules with metrics exceeding a fixed threshold are blocked or allocated to others SIMs.

C; - Call routing authentication. It defines how the SIMBox handles incoming call traffic
from international. GSM modules can accept calls only to a specific format of numbers (e.g.,
referring to an operator) or make filtering related to block- and allow- lists of numbers. Besides,
phone numbers are automatically added to the block-list based on their calling patterns.

Cg - Routing policy. The routing policy is common to all GSM groups and determines the
available virtual mobile device to route an incoming call based on the traffic history.

Cy - Call forwarding. The call forwarding policy allows a call intended for a SIMBox SIM
card to be forwarded to another phone number so that a human agent can reply.

C - Voice and codec configuration. Configurations to voice and codecs used in the SIM-
Box intend to improve the call quality as some detection methods are based on audio call
pitfalls (packet losses and jitter) identification. They allow fraudsters to select from a variety
of supported codecs, as well as to handle jitter buffer or audio silence suppression.
Additionally, the SIMBox provides CDRs (Call Detail Records) for accounting management,
which enables specific queries on SIM card traffic. Unfortunately, fraudsters often use these
provided CDRs to refine their strategies by exploiting publicly available detection techniques.

3.3 SIMBox fraud detection in the literature

Here, we discuss existing literature approaches for SIMBox fraud detection, all summarized
in Table 3.4. Such approaches are organized in Fig. 3.3 into two categories expressing their
operation mode, i.e., active or passive. Active methods (§3.3.1 - §3.3.2) require a permanent
human action and significant material resources to be implemented. They represent the first
response of mobile operators to the fraud. On the other hand, passive methods are designed to
automatically detect fraudulent entities in an operator network, with little human monitoring.
We further categorize passive methods into three sub-groups depending on the analyzed data
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Figure 3.3: Categorization of existing SIMBox fraud detection methods.

type: CDR analysis-based approaches (§3.3.3), audio analysis-based approaches (§3.3.4), and
signaling data analysis-based approaches (§3.3.5).

3.3.1 Test Call Generation (TCG)

TCG consists of setting up test phone numbers in a target mobile network and making calls
to those test numbers from different countries using different interconnect voice routes. This
way, a local Calling Line Identification (CLI) indicates a SIMBox number and can be acted upon
accordingly. The call campaign maximizes detection by concentrating on routes detected to
have a high volume of SIMBox terminations. TCG is known for not making false positives,
which explains its wide adoption by anti-fraud services [38, 18, 129, 29, 103]. Yet, it is expensive
requiring to make several calls, each call being associated with some resource consumption.
TCG worked successfully for many years. Yet, between 2012 and 2013, its effectiveness
significantly dropped as fraudsters figured out how to avoid detection. Specifically, they analyze
the voice call traffic coming toward their SIMBox appliances. Based on usage patterns, they
can differentiate calls to real subscribers from those originating from a TCG campaign. They
can either block such test calls or reroute them to a legitimate carrier. Fraudsters can also
allocate pools of SIM cards to be sacrificed by allowing their detection. This makes mobile
operators feel confident and deceive their vigilance. Furthermore, the sacrificed SIM cards
are chosen to refrain from using HBS techniques and, therefore, have an apparent fraudulent
profile (i.e., high call traffic and no mobility) that cannot be leveraged to identify other SIMs.

3.3.2 Rule-based method (RBM)

Rule-based method consists of establishing basic rules for subscriber profiling to identify
fraudulent SIM cards (e.g., done in [5]). This involves the analysis and monitoring of call
patterns (e.g., outgoing call count, cell ids counts, incoming to outgoing call ratio, SMS origi-
nating/terminating counts, etc.) of a set of subscribers, looking for an abnormal behavior. Any
case identified and validated can then be used to profile and uncover other similar SIM cards.
This approach is less costly and has better coverage than TCG because once a profile is estab-
lished, it can be extended over all available subscribers for a wide detection range. However,
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Table 3.4: Summary of existing detection work on SIMBox fraud detection classified by category

Category E:;t;f;ilon Year Principle Countermeasure Year
HBS
Generation test calls from abroad -C7
Active TCce ~2010 to a target network and CLI verification - C9. . 2012
Sacrifice of naive
SIM profiles
HBS
RBM / Basic rules establishment for subscriber profiling -C1 2011
-C2
Data Preparation | Model building | Detection
Selected features | and evaluation | time
HBS
[140] 2013 Call behavior ANN A day -C1 2011
-C2
CDR- HBS
based [139] 2014 Call behavior SVM A day -C1 2011
Passive -C2
- Call behavior Linear comb. 12315
[114] 2014 - Mobili (RF, ADTree, A week 2011
-C2
- Entity properties | FTree) 3
HBS
- Call behavior
[102] 2015 | - Mobility Fuzzy logic / 1.ClL 2011 (1-2)
- Network usage 2.C2 2013(3)
& 3.C4
. HBS
(88] 2015 | - Callbehaviorf opp Real-time | - C1 2011
- Mobility
-C2
- ANN
- Call behavior SB\olz/éted HBS
[4] 2016 . . A day -C1 2011
- Entity properties | Trees L2
- Logistic
Classifier
. HBS
i f/lilllaﬁih o -ANN -4hours ) 1.Cl 2011 (1-3)
[86] 2018 - Networi usage -RE -Aday 2.C2 2013 (4)
- Entity pro efties -SVM -Amonth | 3.C3
Y prop! 4. C4
- ANN
[87] 2019 |/ _SVM / / /
HBS
- Call behavior - ANN 1.C1
[153] 2020 | - Mobility -RF ) fﬁgf’r‘;r 2.C2 ;gg 833)
- Network usage -SVM 3.C3
4.C4
[158] 2020 Call behavior CEP Real-time HBS 2011
C1
HBS
Audio- [132] 2015 Detection of call audio degradation Real-time | -C6 /
based -C10
[46] 2017 Recognition of call speakers voices / /
i;‘(’;zzhng_ / / Intuition: detection of SIMBox fingerprint / /
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it has several limitations. First, it causes a non-negligible rate of false positives and requires
continuous monitoring and field expert intervention. Second, through time, the whole process
of analyzing data gets more complex as rules are added to the system. It increases the detection
latency, allowing fraudsters to make enough profit before being blocked.

RBM have been effective in detecting SIMBox fraud before the integration of HBS tech-
niques (discussed in Section 3.2.3) into SIMBox appliances. Such techniques significantly
increases the false positive rate, paralyzing the decision to block a suspected SIM card.

3.3.3 CDR-based approaches

Such approaches analyze the content and the occurrences of CDRs, unlike Rule-based methods
that only focus on the latter. Most of SIMBox fraud detection solutions leverage CDR-typed
datasets through Machine Learning or Complex Event Processing (CEP). Machine Learning
CDR-based solutions correspond to a classification problem where the entity to classify is either
the SIM card or the mobile device generating traffic. A standard methodology is thus applied
consisting of a data preparation step followed by model building and evaluation.

Data preparation includes feature selection and any form of data preprocessing. A CDRs
dataset has several fields, some of which may not be meaningful for SIMBox fraud detection.
Aggregating useful CDRs fields yield detection features to distinguish fraudulent from legiti-
mate users in terms of call behavior (e.g., #outgoing calls, ratio of outgoing to incoming calls
[140, 139], #called contacts, etc.), mobility (e.g., #visited cells [114], #calls with no displace-
ment), network usage (e.g., ratio of #calls to #other services), or entity properties (e.g., #SIM
cards per IMEI, account age [114, 86, 153]). Moreover, data preparation often includes sam-
pling to reduce the input data’s size to ensure a proper proportionality between fraudulent
and non-fraudulent entities, leading to better results. In this vein, the proportionality of 66%
normal cases versus 34% fraudulent cases is commonly adopted as in [140, 139, 114].

Model building and evaluation consists of training a machine learning classifier to cap-
ture users’ communication behaviors from given features and accordingly categorize them
as fraudulent or legitimate aiming the lowest error. Several models have been used in the
literature for that purpose; [140], [86] and [153] perform a performance comparison of Artifi-
cial Neural Network (ANN) and Support Vector Machine (SVM) models. [86] and [153] also
consider a Random Forest (RF) model in such a comparison. [114] presents another approach
consisting of the linear combination of three models: a Random Forest (RF), a Functional
Tree (FTree) [50], and an Alternating Decision Tree (ADTree) [71]. The final decision of the
classification model is a linear combination of individual model decisions (0/1) according to
weight coefficients found by minimizing the classification error in the training dataset. We
also note approaches based on Fuzzy logic [102] and Complex Event Processing [158, 88].

3.3.4 Audio-based approaches

Audio records hold valuable information to obtain attributes such as the origin of a call and to
perform analysis and profiling on packet loss and noise. Two research works used audio record
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analysis to detect SIMBox fraud to the best of our knowledge. Reaves et al. [132] leveraged
the fact that calls performed over the VoIP network suffer from audio degradation in terms of
packet losses and jitters (as discussed in §2.1.2). Therefore, the authors try to detect calls with
such degradations as an indication of a bypass over the VoIP network using a SIMBox. The
system is designed for deployment at the base station level for the detection of ongoing fraud-
ulent calls. This work is a refinement of the PindrOp system [22] that combats large telephony
frauds through audio “fingerprints” built from noise characteristics and indicators of different
codecs used by a call routing networks. Elrajubi et al. [46] proposed a voice-recognition-based
approach to fraud detection. The solution is based on the fact that fraudulent SIMs are used to
terminate traffic that may originate from several different callers to local numbers. Therefore,
a SIM associated with a number of unique speakers beyond a given threshold is identified as
fraudulent. Although the idea is promising, the system was not implemented due to privacy

issues in telephone calls.

3.3.5 Signalling data-based approaches

The analysis of signaling data to detect SIMBox fraud has not yet been exploited in the liter-
ature. It was mentioned in a 2015 white paper [78] is described as with high potential. The
authors in [78] argue that SIMBox components generate a specific set of signaling messages
that constitute a fingerprint allowing for their distinction. These messages’ data and param-
eters can be analyzed in real-time. For instance, the SIMBox signature may be identified at
the SIM card attachment to the network, preventing any use. This technology is, therefore,
promising as it may stop fraud before any revenue is lost.

3.4 Fraud evolution

The SIMBox has evolved, both in terms of hardware and functionality. We try in this Section
to build a chronological sequence of this evolution which is useful threefold: (1) it gives bet-
ter visibility on the pace at which the SIMBox (and therefore, fraud) evolves, (2) it provides
insights on the motivations for this evolution, which helps us guess how the fraud can further
improve (3) it allows getting a global view of the potential of the SIMBox (and therefore, fraud)
positioned in time, which can be opposed to the detection potential (detailed in Table 3.4).

Very little information is available on the evolution of SIMBox appliances. We have been
able to collect the data presented in Fig. 3.4 by reporting news about the addition or update of
components on the websites of the leading SIMBox suppliers. The Figure gathers the upgrades
of four different manufacturers (Hybertone, Dinstar, Ejoin, and Antrax). Each line represents
upgrades from one category (hardware or functional) provided by one manufacturer. The name
and the category of the upgrades are indicated below the line. For the [Antrax: functional]

line’s updates, the text is right-aligned for space reasons.
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Figure 3.4: Timeline of the SIMBox evolution from material and functional points of view.
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3.4.1 Hardware evolution

The SIMBank appears to be the first update for each supplier. Its first occurrence is in 2012
by Hybertone, with the capacity of only 32 SIM slots. Over time its size, i.e., the number of
simultaneous SIM cards, evolved very quickly, to the peak of 256 SIM slots from 2015 by Ejoin.
The presence of the SIMBank allows the deployment of distributed SIMBox architectures.
Therefore, since 2012, fraudsters can manage their gateways remotely and carry out simulated
SIM card mobility using at least two gateways.

On the other hand, gateways’ evolution is seen in the number of modules and SIM slots
and the supported cellular technologies. Similarly to SIMBank, the number of GSM modules
evolves from the value eight by Hybertone in January 2012 to the peak of 32 in 2012 by Dinstar
provider. Therefore, since 2012, itis possible to terminate 32 calls simultaneously using a gateway.

Over time gateways support new generations of cellular network technologies. In 2013
we had GSM and CDMA gateways, WCDMA in 2015, and LTE in 2016. The more cellular
technologies a gateway supports, the more features it offers. For instance, GSM gateways
cannot enable data services contrarily to CDMA and WCDMA gateways, and LTE gateways
allow higher data rates. We deduce that since 2013 with the providing of CDMA gateways by
Dinstar, fraudsters can make usage of other mobile data services. Hence manufacturers are
providing gateways that support multiple cellular technologies (e.g., Dinstar and Ejoin).

3.4.2 Functional evolution

Information on functional evolution is more challenging to obtain. We were only able to
collect them for two manufacturers: Hybertone and Antrax. Both providers make a point of
IMEI modification and SIM activity limitation. Indeed, since 2011 both features are already
supported by Hybertone devices. This is expected as the IMEI, if not changed, makes it easy to
determine all SIM cards operating in a SIMBox’ GSM module. Similarly, if the call traffic is not
regulated and distributed to the different SIM cards of the architecture, the SIM cards will be
easily identifiable. Antrax started its activity later in time (in 2015); it added in 2016 the Call
routing authentication feature to register and block numbers used by operators for test calls
and developed many other features above-mentioned. Furthermore, since 2017, the Antrax
SIMBox model can record audio tracks of calls routed through the SIMBox. It represents a
real intrusion because fraudsters can eavesdrop on bypassed calls without the call sender and

recipient’s permission.

3.4.3 Evolution pace

The evolution of the SIMBox, both from a hardware and functional point of view, is significant.
We notice that during the period we were able to collect information from each provider, the
updates are frequent. There is on average one update every six months within a provider,
with a maximum of 2 updates per month (e.g., Hybertone from Sept 2011 to Oct 2011) and a
minimum of one update per year (e.g., Antrax from Sep 2017 to Jan 2019). With a comparable
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evolution rate, we assume that SIMBox nowadays (and therefore, fraud) supports many more
features, more accurate than what is available in the literature (i.e., provider websites). For
instance, one of the latest functional updates made by Antrax is the possibility to analyze CDRs
generated by the SIMBox. It paves the way for a wide range of advanced HBS features based
on current Al advances.

3.5 Summary

The SIMBox fraud is tricky as it involves economic, technical, and even character factors (peo-
ple’s mentality). Moreover, it evolves by adapting to existing detection solutions and is a real
challenge. This chapter surveyed significant public sources, including the SIMBox manufac-
turer’s community, to highlight the fraud schemes and various strategies and the scientific
literature regarding fraud detection.

We, therefore, report the limitations of existing solutions clarifying why fraud continues
to be rampant. First, we notice that CDR-based detection methods are restricted. They are
based on prior detection knowledge provided by mobile operators, i.e., ground truth used to
train machine learning models. Such ground truth is unfortunately limited as coming from
active detection methods that fraudsters know to delude. This explains why most CDR-based
detection solutions do not consider HBS features (yet existing long before, as shown in Table
3.4) but still achieve excellent detection accuracy. Therefore, CDR-based solutions currently
detect only fraudulent SIM cards with apparent fraudulent behaviors (e.g., limited mobility, a
large number of outgoing calls, etc.) Second, Audio-based solutions are thorny and challenging
to explore as they deal with private data. Although they allow real-time detection, our survey
reveals that fraudsters have access to call audio recordings and could modify them to avoid
detection. Moreover, recent SIMBox appliances support various codecs, which makes these
approaches challenging to scale. Third, although virtually unexplored, signaling data-based
solutions promise more efficient and accurate SIMBox fraud detection regardless of the strategy
used. This provides a great incentive to investigate solutions based on this data type.

In the next chapter, we leverage all information described on SIMBox architecture and
fraud strategies to the implementation of a scalable simulator of SIMBox fraud in a realistic
mobile network environment. We claim such a tool is key to research advances in this field for
its ability to generate datasets valuable for detection investigation, whose access is currently
curbed. We thus discuss its functioning and the potential it unleashes for future works.

33



CHAPTER

FraudZen: cellular networks dataset
generation

Contents
4.1 Overview: usage and flexibility . ... ... ... ... ... .. ..... 36
4.2 FraudZen Design . . . . . . . . . i e 36
4.2.1 The SimulationManager . . . . . . . . . ... ... 38
4.2.2 The NetworkManager . . . . . ... ... ... 39
4.2.3  The TrafficManager . . . . . ... ... ..., 39
4.2.4  The MobilityManager . . . . . . ... ..., 40
4.3 Comparison with state-of-the-art simulators . . . ... ... ... .... 40
44 SUMMATY . . . ..o o e e e e e 41

This chapter introduces the design of the FraudZen as a solution to tackle the scarcity of
cellular network datasets required for SIMBox fraud mitigation (cf. §2.3.1). FraudZen repro-
duces the realistic cellular network architecture of a SIMBox fraud’s target area (the destination
country in Fig. 3.1), and simulates the network usage and interactions of legitimate and SIM-
Box fraudulent users on top of this architecture. FraudZen’s resulting CDRs convey users’
communication behavior at individual fine-grained precision.

Researchers and mobile operators can use this tool to (i) inject fraudulent traffic to their
CDRs and check the validity of their designed solutions, (ii) analyze the impact of the so-far-
unreachable STMBox ecosystem, i.e., SIMBox architecture and fraud parameters, (iii) reproduce
and explore off-net fraud mechanisms, and (iv) design and investigate new fraud schemes. The
full control and flexibility related to the simulation environment guarantee complete and large
fraudulent CDRs ground truth for detection models’ training. Moreover, FraudZen allows
anticipating the fraud evolution, freeing research from the past/current fraud capabilities and
allowing the incorporation of not-yet-existing SIMBox functionalities in foresight.
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Table 4.1: Literature’s SIMBox fraud detection

#
Id Reference Date Datatype #Total users Fraudulent  Reported

users Avg. Accuracy
1 [140] 2013 CDRs 6415 2126 98.71%
2 [114] 2014 CDRs 93500 500 99.95%
3 [139] 2014 CDRs 6415 2126 98.8%
4 [132] 2015 Audio Public Audio data corpus [51] 87%
5 [102] 2015 CDRs Unspecified 0 No evaluation
6 [88] 2015 CDRs 2487556 40 99.99%
7 [4] 2016 CDRs 30198 19816 83.34%
8 [76] 2017 CDRs Unspecified No evaluation
9 [46] 2017 Audio No test data available No evaluation
10 [86] 2018 CDRs 25 million 5000 83.2%
11 [75] 2019  CDRs 720 20 99.9%
12 [87] 2019 CDRs 8745 50 99.3%
13 [158] 2020 CDRs No test data available No evaluation
14 [153] 2020 CDRs 20000 5000 95.55%
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Figure 4.1: FraudZen pipeline: from SIMBox architecture implementation to ground-truth
CDRs generation.

We will release FraudZen’s code and generated datasets for broad use in the research com-

munity.

In the following, we first give in §4.1 an overview of FraudZen discussing its practical usage.
Then in §4.2 we present FraudZen design and components. We next discuss in §4.3 the related

works and we summarize our findings in §4.4.
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4.1 Overview: usage and flexibility

As depicted in Fig. 4.1, FraudZen intakes from a configuration file, the choices of legitimate
users’ traffic and mobility behaviors, the fraud model (i.e., policies) to be simulated, along with
a set of scenario parameters (e.g., network topology, duration, number of operators). From
these configurations, FraudZen outputs realistic CDRs of legitimate and fraudulent commu-

nication behaviors aiming to be used as ground-truth in SIMBox detection investigations.

We use experimentation as well as our in-depth survey of the fraud ecosystem reported
in chapter 3 to bring high fidelity to our simulation. Precisely, the related insights on SIM-
Box functionalities are used to calibrate the simulator, which goes beyond experimentation’s
scalability and accessibility limits.

As to ensure high simulation performance, we build FraudZen to meet the following prop-
erties: (i) flexibility to generate multiple frauds, (ii) modularity to facilitate extension with new
fraud functionalities, (iii) efficiency to generate, in a short time, CDRs covering a significant
period, and (iv) ease of use to facilitate the configuration of simulation scenarios. Therefore,
FraudZen has been written in C++, using the object-oriented paradigm as an event-driven
simulator. Currently, the simulator comprises 90 classes, 247 files, and approximately 19,000
lines of code. In addition, it offers a configuration file of 122 parameters, allowing for the sim-
ulation countless frauds. Fig. 4.2 shows the UML (Unified Modeling Language) class diagram
of the most important classes implemented, highlighting their most important methods and
variables. Note that SIMBox-related classes are represented with a dashed border.

To ensure ease of use, running a simulation only needs filling in a user configuration file,
whose parameters are provided in the appendix (cf. Fig. A.1). Although FraudZen configura-
tion file has several parameters to provide great flexibility, default values allow a naive user to
modify only the essential parameters, i.e., (i) legitimate users’ mobility and (ii) traffic models
(cf. Fig. A.2), (iii) SIMBox architecture (cf. Fig. A.2), and (iv) SIMBox strategy given by SIM
and GSM groups creation and configuration (cf. Figs. A.3 and A.4). These parameters’ value
is set by a keyword referring to a model/class implemented in the simulator. For instance,
the “trace-based” value for the parameter "regularTrafficStrategy” calls for the traffic strategy
class that reads an external traffic file. Similarly, extending the simulator only needs inheriting

existing classes and referencing the corresponding keywords in the configuration file.

4.2 FraudZen Design

FraudZen is constituted by four modules : the SimulationManager, the NetworkManager, the
TrafficManager, the MobilityManager. Each module performs a key role in the simulation, as
described in Table 4.2. While the SimulationManager and the NetworkManager each corre-
spond to a class with a single instance, following the Singleton design pattern, TrafficManager
and MobilityManager modules consist of a set of classes. We use the notations Class::object
and Class::function() to indicate an object attribute and a function() defined into the Class.
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Figure 4.2: FraudZen simulator class diagram (better seen in color)
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Table 4.2: FraudZen simulator modules and description

Module Functions Important methods/classes Method description
- Creates/Handles/Ends an event Creates a new event and
. L (method) schedule . .

; . - Manages simulation time insert into the calendar
Simulation Executes the earliest
Manager (method) processOneEvent

calendar event
(method) run/ stop Starts/ Ends the simulation
Gives the current
(method) now simulation date and time
- Creates the network infrastructure | (method) createSIMBoxArchitecture Creates all equ.l pment of
Network . . a SIMBox architecture
Manager and devices (Mobile Operators, Set legitimate users’
Cells, UEs, SIMBox architecture, etc.) | (method) setMobilityStrategy mobility model
legiti ? traffi
(method) setTrafficStrategy Set eglt.lmate users’ traffic
generation model
(class) TrafficManager Handle n etwork events
Traffic scheduling for each user
- Handles regular and fraudulent > .
Manager . Define legitimate users
traffic generation (class) TrafficStrategy .
traffic generation
(class) InterTrafficManager .Handlfz legitimate intl. .
incoming traffic scheduling
Generate fraudulent intl.
(class) SoftSwitch incoming traffic routed
to the SIMBox
Handle mobility (i.e., handovers)
Mobility - Handles regular and fraudulent (class) RegularMobility SCh.efjuhng for each
Manager mobility legitimate user
(class) ArchitectureMobilityStrate, Define the mobility of the
u RL & | sIMBox architecture
Handle mobility (i.e., handovers)
(class) SIMBoxMobility scheduling for each
SIMBox gateway

A FraudZen simulation is done by reading the configuration file in the following steps. (i)
First, SimulationManager and NetworkManager singleton objects are created. (ii) The Simula-
tionManager configures the simulation duration and sets the stop time accordingly. (iii) The
NetworkManager creates all network cells and simulation operators. (iv) NetworkManager’s
setMobilityStrategy() and setTrafficStrategy() methods are used to define traffic and mobility
models of legitimate users. Follows the creation of the RegularInterconnect object for incom-
ing international traffic scheduling. (v) Then, the NetworkManager creates all User Equipment
(UEs) and SIM cards to form regular devices. (vi) Next, the NetworkManager creates the SIM-
Box architecture and sets its configurations and policies. Finally, SimulationManager::run()
method launches the chronological execution of events scheduled in the calendar through the
steps above. We hereafter, describe each FraudZen module.

4.2.1 The SimulationManager

FraudZen is event-driven. It chronologically executes timestamped events created by simu-
lation objects throughout the simulation duration. The SimulationManager::Calendar sorts
events in chronological order, according to their timestamps. SimulationManager::Schedule()
adds a new event in the calendar and SimulationManager::ProcessOneEvent() executes the
earliest event in the calendar. An event execution runs a function into a specific object (e.g.,
mobility::handover()) and can generate the scheduling of new events.
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4.2.2 The NetworkManager

This module is responsible for creating the cellular network infrastructure, the user devices,
and the fraud architecture (cf. Fig. 4.1), all described in the following.

Network infrastructure. The mobile cellular network, as designed in FraudZen, is multi-
operator. Each operator provides its subscribers with communication services through voice,
text messages, and mobile data to or from external networks (i.e., local or international op-
erators). The network architecture deployed by each operator is based on the standards. It
comprises two main sections: the Radio Access Network (RAN), and the core network. The
RAN provides wireless access to mobile devices. It is constituted by a set of base stations, each
deployed in a network cell; here, we make the realistic assumption that the RAN is shared
by all operators who therefore have the same network topology. The function of each base
station is to transmit service initiation requests to the core network and to perform paging,
i.e., indicate the position of a device in its cell as well as its status (idle or active). The core
network provides, in addition to network communication services, control operations, namely
authentication and mobility management. Each operator’s core network continually records
in a file timestamped network service usage events yielding CDRs.

Network devices. A network device is formed by adding a SIM card to a user’s cell phone.
Such a partition between SIM cards and user equipments allows for distinguishing legitimate
devices from virtual devices SIMBox created. Each legitimate device has a mobility component
and a traffic component. The mobility component keeps up-to-date devices’ connected base
station by scheduling handovers, i.e., movements between the network cells, according to the
chosen mobility model. Similarly, the traffic manager schedules each device’s traffic generation
according to the defined traffic model. Devices abroad (emitting or receiving international

calls) have no mobility or operator; they generate traffic according to an input policy.

SIMBox architecture. From inputs such as the number of SIMBank, gateways, and SIM/GSM
groups, FraudZen builds a SIMBox architecture and creates related configuration units (i.e.,
SIM and GSM groups). The SIMBox operates with SIM cards provided by the simulation
operators, from which it forms SIMBox SIM cards (i.e., SimbSIMCard). Each SimbSIMCard
has a state (e.g., Free/Blocked) and a set of parameters related to its traffic (e.g., call count, total
call duration), allowing the control of its activity. Each SIM and GSM group works according to
a set of functionality configurations given as the fraud strategy/model (cf. Fig. 4.1). Once the
SIMBox architecture is formed and configured, it continually receives, with a fixed frequency,
international traffic to be routed as local calls to legitimate users.

4.2.3 The TrafficManager

This module handles traffic generation for legitimate and fraudulent devices. For legitimate
devices, traffic events are repeatedly generated according to the input traffic model. Each
traffic event has the attributes: timestamp, event type (call, international call, SMS, or data),
metric (i.e., call duration or data size), and contact if applicable. FraudZen currently includes
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a trace-based traffic model, reading traffic events from an input file. For legitimate users, the
TrafficManager::scheduleNewEvent() method repeatedly requests the next traffic event genera-
tion. This is done by calling the TrafficStrategy::getNewEvent() recursive method, returning a
traffic event with the attributes timestamp, event type (call, international call, SMS, or data),
metric (i.e., call duration or data size), and contact in case of a call. The TrafficStrategy class
implements the legitimate users’ traffic generation model and can be inherited to define new
algorithms. The current version of FraudZen simulator includes a trace-based TrafficStrategy.
Based on the returned event type, legitimate devices transmit a call/SMS/data service request
to their connected base station. Fraudulent devices make use of these same requests to gener-
ate traffic; however, this is coordinated by SIMBox architecture’s network activity generation

and routing policies.

4.2.4 The MobilityManager

This module handles legitimate and fraudulent devices (i.e., users) cell-granularity displace-
ments during the simulation. Legitimate users have a mobility attribute implementing the
input specified mobility model. On the other hand, the mobility of a fraudulent device matches
the movements of its belonging gateway. Such movements are governed by a strategy defined
at the level of the whole SIMBox architecture. As this can be easily extended, FraudZen cur-
rently includes mobility models/strategies for both legitimate and fraudulent users based on

existing mobility traces.

4.3 Comparison with state-of-the-art simulators

Fraud simulations are mandatory to conduct research in domains where datasets are intrinsi-
cally private and hard to get, such as cellular networks. However, despite a large number of

available cellular network simulators, none is intended for cellular fraud simulation.

As part of the development and standardization of 4G(LTE/LTE-A) and 5G networks, sev-
eral open-source mobile network simulators have been proposed in the literature to test and
optimize algorithms and procedures. The objective of these tools is to evaluate network per-
formance either at the radio link level [104, 77, 61, 111, 91, 127] or the network application
level ([128, 159, 23,117, 126, 83]). In the former, these simulators model the PHY or MAC pro-
tocol layers with a high level of fidelity to measure physical layer quantities, such as signal-to-
interference-to-noise ratio (SINR) or spectral efficiency as a function of physical layer designs.
Evaluations are typically performed in an individual cell, with one or many UEs potentially
moving around a base station. In the latter, simulations are instead aimed at the performance of
application-level metrics (e.g., end-to-end delay, user transaction throughput, packet loss rate,
etc.) based on upper-layer designs (e.g., an admission control scheme or a radio scheduling al-
gorithm). These simulators provide more network features and include models of application
logic, Layer 4, Layer 3, and Layer 2 protocols, and network equipment running these protocols.
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The test scenarios are based on a network layout with multiple cells, mobile UEs, and traffic
generators.

Our FraudZen simulator differs from the above-mentioned in that it does not aim at test-
ing the network’s performance but allows to obtain realistic spatio-temporal characterizations
of the network usage that can be leveraged for many use cases, especially SIMBox fraud in-
vestigations. For instance, most simulators employ user mobility and network traffic as load
generators. Therefore, they use non-realistic models such as random direction or random
walk for mobility and constant bit rate for traffic. Conversely, our simulator is not designed
to represent detailed transmissions between UEs and the network through the implementa-
tion of layered protocol stacks. FraudZen abstracts these aspects to reproduce network users’

behavior when generating traffic on the top of these layers.

4.4 Summary

In this chapter, we identified and discussed limitations related to real-world CDRs exploitation
and their impact fraud SIMBox fraud investigations. To fill this gap, we proposed a simulation
framework, i.e., FraudZen, designed for realistic CDRs self-generation by the research com-
munity. We believe FraudZen is indispensable for research in this field, where raw datasets
are intrinsically private. FraudZen simulator surpasses this fundamental need by enabling
the advancement of fraud detection capabilities so far restricted to past operators’ detection
automation. Through fraud anticipation and results reproducibility, mobile operators and
researchers have within their grasp the capability to investigate the whole fraud ecosystem
and get relevant insights for long-term fraud mitigation.

We conduct two-fold FraudZen validation in the next chapters:

« On the one hand, we need to validate FraudZen ability to generate realistic legitimate CDRs.
As shown in Fig. 4.1, FraudZen legitimate users’ communication behaviors highly depend
on the input mobility and traffic models, which can be trace-based. We have adopted this
design to allow mobile operators to replay their CDRs traces in the simulator while injecting
only fraudulent traffic. Accordingly, in the next chapter, we present traffic and mobility
input models to FraudZen that experimenters with no CDRs may use. And we validate their
ability to generate realistic, legitimate CDRs by comparison with real-world CDRs.

+ On the other hand, validating FraudZen fraud generation does not fit with the classical
approach of comparing FraudZen generated fraudulent CDRs to real-world ones to prove
their "realisticness." Indeed, this would demand real-world fraudulent CDRs with multiple
fraud behaviors without the reach of mobile operators due to their limited detection. Besides,
it would not guarantee FraudZen capability to advance fraud-related research with novel
fraud models. Faced with this, we instead want to validate the ability of FraudZen to generate
efficient frauds. We pursue this objective in chapter 6. Although seemingly simple, this task
requires defining frauds meaningfully, raising the question: what is the intent of SIMBox
fraud? And how to measure fraud effectiveness?
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CHAPTER 5. LEGITIMATE COMMUNICATION MODELING

As the previous chapter introduces, the ability for self-realistic CDRs generation is our pro-
posed solution to the challenging access to real-world CDRs for research. First, a high-fidelity
reproduction of SIMBox appliances’ functionalities allows the generation of realistic fraudu-
lent CDRs. However, producing realistic, legitimate CDRs is a more complex task reflecting the
hard-to-predict trends of human communication behavior as captured in CDRs.

From another point of view, "legitimate CDRs", which we will refer to as "CDRs" through-
out this chapter, offer a wide range of possible applications beyond SIMBox fraud research
(cf. §2.3.1). Accordingly, to ensure such broad applicability and reliably reproduce real-
world CDRs, we should conform to essential attributes, namely, completeness, realisticness,
fine-grained description, and privacy. Unfortunately, those attributes make the generation of
realistic CDRs challenging and complex (cf. §5.1.3).

This chapter presents Zen, the first-of-the-literature modeling framework for the gener-
ation of realistic, legitimate Charging Data Records (CDRs) datasets that fulfills the above-
mentioned attributes. First we give an overview in §5.1, then discuss Zen’s components from
§5.2 to §5.5. In §5.6, we validate Zen CDRs ability of reproducing daily cellular behaviors of
the urban population and its usefulness in practical networking applications such as dynamic
population tracing, Radio Access Network’s power savings, and SIMBox fraud as compared to
real-world CDRs. At last we discuss the related works and summarize our findings.

5.1 Zen Overview

In the following, we provide an overview of Zen architecture and describe the different real-
world datasets we leverage. We then elaborate on the requirements generated CDRs should
meet to ensure broad applicability and reliably reproduce real-world CDRs and discuss how

Zen’s generated CDRs meet such requirements.

5.1.1 Architecture

Mobile traffic generation involves synthesizing timestamped datasets (from x; to x7) only
from a given context taken as a parameter, which is much complex traffic prediction, i.e.,
estimating the next data value at time T based on records from t = 0 to T — 1. Hence, a
generative framework should be expressive enough to fully learn from provided datasets as a
training phase, infer the inherent data distributions, and produce new datasets with identical
distributions, i.e., realistic.

According to an input context, Zen generates realistic CDRs through four phases, each
implemented in a module of its architecture (cf. Fig. 5.1). Zen architecture consists of (1) a
traffic module, (2) a mobility module; (3) a social-ties module, and (4) a CDR-combiner module.

The traffic module (§5.2) leverages Long-Short-Term Memory neural networks (LSTM) jointly
with statistical analysis to model users’ traffic behavior from real-world CDRs. It provides an-
swers to what, when, with whom, and how to generate events. The mobility module (§5.3)

(i) emulates users temporal displacements on a real-world geographical map over a selected
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Figure 5.1: Zen architecture.

period, and (ii) associates corresponding users positions with a real-world cellular topology.
This dataset feeds the social-ties module (§5.4) that builds the network social structure on top
of which users’ communication interactions occur by building users’ phonebooks, i.e., list
of phone numbers a user is likely to contact. Finally, all the previous modules’ outputs are
provided as input to the FraudZen simulation framework combining them to produce realistic
CDRs per network operator over a specified duration and particular urban area (§5.5).

5.1.2 Real-world reference datasets

Zen models real-world datasets to produce realistic outputs. In particular, as depicted on top
of Fig. 5.1, Zen uses three real-world reference datasets described in what follows.

RefCDRs are used by both the traffic and the social-ties modules. RefCDRs refer to a fully-

anonymized CDRs dataset collected by a major mobile network operator in Africa. They de-
scribe 1-month (from 2018-06-01 to 2018-06-30) per-user traffic resulting in about 3 million
timestamped events generated by 186,738 distinct phone numbers, where about 17,000 are
from the RefCDRs’ operator. RefCDRs are incomplete; they lack mobility features and incoming-
SMS traffic type (i.e., only have outgoing SMS). Still, there is no information on the size of
sessions in the data traffic type. RefCDRs provide each user’s operator network code. We lever-
age this information to identify the list of operators appearing in the datasets.
On the other hand, the mobility module leverages the ChineseDB [6] and Geolife [166] datasets,
by extracting statistics of real-life mobility behavior of users. ChineseDB (non-public and fully
anonymized mobility CDRs) contains trajectories of 642K users during two weeks. In particu-
lar, we did not have access to ChineseDB but only to related statistics available in [6]. Geolife
(public and anonymized GPS dataset) contains trajectories of 182 users during 64 months.

5.1.3 Zen CDRs attributes

We present hereafter the positioning of Zen generated CDRs with respect to our goals:

Completeness: Complete CDRs comprise mobility and traffic features and should, thus, in-
clude, in addition to user positions (i.e., network cell 1ds), all event types, namely data, call,
and SMS. Achieving CDRs completeness thus requires (i) either real-world complete CDRs
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datasets (hard to obtain) describing mobility, traffic, and pairwise users communications or
(ii) to cope with the difficulty in modeling the intrinsic correlations between information de-
scribing users’ behaviors in space, time, and social communication. Here, the limited access
to complete real-world CDRs hardens the modeling and reproduction of complete CDRs. Zen
circumvents this limitation and provides complete CDRs by jointly modeling individual CDRs
features to capture the implicit correlations between them: e.g., the choice of whom to com-
municate with is generally time (when) and event (what) dependent. Hence, Table 5.1 shows
Zen yields complete CDRs compared to most state-of-the-art contributions instead providing

only one CDRs feature, either mobility or an event type.

Realisticness: CDRs directly reflect the collecting network topology (users’ cell-tower locations)
and organization (operators). Hence, there is a strong dependency between operators’ CDRs
and their network architecture, which has to be captured to produce realistic CDRs. Achieving
CDRSs’ realisticness thus implies considering real-world cellular network complexities (archi-
tecture and topology) at all levels of the generation process. Related to that, Zen modeling
integrates a real telecom network topology (inducing users’ cell-tower locations) as opposed to a
biaised theoretical one (with identical hexagonal-shaped cells). In addition, Zen considers a re-
alistic network organization in multi-operators allowing to capture inter-operator interaction’s

patterns. valuable for SIMBox fraud investigation for instance [93].

Fine-grained description: This relates to the realistic reproduction of the individual users
behaviors in terms of mobility and traffic, beyond the global behavior of the population. While
mobility modeling and reproduction is well covered in literature, individuals’ cellular traffic
reproduction still lacks detailed investigations. In particular, daily individuals’ cellular traffic
presents a notable heterogeneity that challenges its reproductions. As an illustration, Fig. 5.2
(left) shows a daily traffic (i.e., sequence of events per user) of 100 randomly selected users
from a real-world CDRs. We can see a great diversity of users regarding events generation. For
instance, while some users make predominantly local calls, others make only data; some do
not make international calls, and others make it frequently. Statistical approaches (see Fig. 5.2
(center)), as commonly used in the state-of-the-art [92, 149, 109], are limited in reproducing
such traffic dynamics as they do not allow per-user modeling but per-user profile (i.e., group of
users with similar behavior). Improving this result, the approach we use in Zen better captures
such individuals heterogeneity (see Fig. 5.2 (right)).

Privacy compliance: Generated traces should be privacy-compliant to avoid backtracking real
users’ identities, most often done through their mobility information. Here, Zen leverages
refCDRs with no geographical information associated with traffic events. From such CDRs,
Zen uniquely captures and reproduces individuals’ traffic behavior in time, which can be then
associated with any modeling of individuals’ daily urban mobility. In Zen, mobility behavior is
emulated as realistically as possible. Such disjoint modeling hides real individuals’ spatiotem-
poral daily-life habits in routine and leisure times (e.g., home/work, nightlife), bringing the
privacy-preserving capability to the produced CDRs.
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Figure 5.2: Temporal event sequences of 100 users for: (left) a real-world, (center) a statistically-
and (right) the Zen-generated CDRs.

5.2 Traffic module

We describe here the generative modeling used to reproduce CDRs traffic behavior. Our gen-
erative model has enough expressive power to capture inter-CDRs feature correlations while
considering individual users’ behavior. In particular, we leverage an enhanced recurrent neural
network (RNN), named Long-Short-Term Memory (LSTM), known for its ability to generate
complex, realistic long-range sequences [70].

Our model is trained from RefCDRs which report a set of timestamped events generated
by several users. Each CDRs’ event (or a line) includes the following information: start time,
user id (i.e., phone number), event-type (i.e., data, SMS, call), corresponding user id (for calls
and SMS), call duration (for calls only), and data volume (for data only).

We organize RefCDRs by user: the set of events chronologically generated by the user u
throughout the trace forms a sequence of events (e, €5, €3, ...ey, ) of size Ny, which is the model
basis. Hence, data reproduction is done in a sequential order, iu.e., from time step 1 to N,,. The
generation of an event in a sequence is a four-stage process, where each stage relies on the
previous output.

u

Stage 1: at step ¢, we predict the next event-type e’ |

model (cf. §5.2.1).

a user will perform, using the event-type

Stage 2: given the event-type, the inter-event time (IET) model generates the IET value used to
deduce the starting time for the predicted event-type e, ; (cf. §5.2.2).

Stage 3: the correspondent model predicts which of its correspondent a user will interact with

(§5.2.3). This model is executed only if e . is a call or SMS, i.e., the only

for the next event e* 41

t+1
events requiring correspondent interactions.

Stage 4: Finally, the metric model refers to how the events are generated: For call events, it
generates its duration, while for for data events, it produces the data volume (§5.2.4). Note
that the temporal information is not constant throughout the pipeline. From stages 1 to 2, we
use the temporal information of the event-type at step ¢ to predict the one of the event-type at
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step t + 1, then used in stage 3.

5.2.1 Event-type modeling

The event-type model predicts the next event-type a user will generate from four types of events:
data, local calls (uniquely outgoing), international calls (outgoing or incoming), and local SMS
(uniquely outgoing). Local incoming calls and SMS are modeled here as they are induced from
outgoing calls and SMS during the generation. Modeling international calls separately from
local calls, rather than having a unique "call” event-type and determining probalistically if it
is local or international, allows distinguishing different user behaviors towards international
calls. As shown in Fig. 5.2, some users may not make international calls while others make
them frequently. Finally, we did not model international SMS event-type because it is rare and
not present in RefCDRs.

The event-type model. We model sequences of event-types using an LSTM. Atstep ¢, the LSTM
takes as input a vector of features x, and generates a vector of four scores, y; = (ytl, ytz, yf , y;‘).

These scores parameterize a multinomial distribution Pr(e}|y,) for the next event-type &}’ ,,
exp(yy)

T expO)’
When training, the true previous event-types at step ¢ are encoded as input for the next step.

through a softmax function: Pr(&}|y;) =

Network parameters’ training is done according to the standard approach of minimizing the
negative-log-likelihood of the training data. We compute the gradient of this loss with respect
to our network parameters through backpropagation.

Features x,. At step ¢, we distinguish four features for predicting e, ;: the event-type at step
t (one-hot encoded) and its temporal features, i.e., Day-of-Week (DOW, one-hot encoded),
Hour-of-Day (HOD, one-hot encoded), and Second-of-Day (SOD, cyclical encoded). A one-
hot encoding represents the ith of N features using a N-sized vector of all zeros, except for
the ith element, which is set to 1. A cyclical encoding maps a continuous inherently-cyclical
feature into two dimensions using a sine and cosine transformation. The HOD and DOW
features capture the seasonality and regularity of mobile traffic (less activity at night and during
weekends [30]). The fine-grained encoding of time as SOD is used to capture the very short

temporal difference between consecutive events (e.g., tens of seconds for data events).

5.2.2 Inter-event time modeling

The IET model returns the possible time values between a sequence’s events with a confidence
interval. It works in two steps: first, we use an LSTM to parameterize a multinomial distribu-
tion over a discrete set of time bins. Then, we use statistical methods to sample a continuous
value inside a predicted time bin. In the following, we present our considerations for dis-
crete IET estimation, then the detail of our LSTM network, and finally, our methodology for
sampling an IET value given an IET bin.

Discrete IET estimation. IET are divided into discrete bins, by, .., by, representing J consecu-
tive intervals of time. To determine the bin boundaries, [97] recommends setting boundaries
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at evenly-spaced quantiles of time in training data. We found that, in our case, such a setting
results in tiny intervals for the smallest values of IET due to the IET’s heavy-tailed distribu-
tion. For instance, considering the 4-quantiles, there are as many elements in [1s — 20s[ as in
[20s — 72s[. A division at the 20s could distort the model’s accuracy while being acceptable
for realistic CDRs. Thus, we chose the IET bins empirically to make the model less complex
and easier to train without increasing the reconstruction error in mapping back to continuous
values. We, therefore, divide IET into three intervals: [0s — 30min] ]30min — 24h], and > 24h.

The IET LSTM model. The LSTM network takes at each step, t, as input a feature vector, x; and
generates as output a vector of scores y;, with one score for each possible IET bin. As with the
event-type model, these scores are used as logits in a softmax to get a multinomial distribution
over the time bins. To train the network parameters, we minimize the negative-log-likelihood
of the training data.

Features x;. At each step t, we consider as features, the temporal information of e’ (§5.2.1) as

u

10 one-hot encoded.

well as the predicted event-type e

Continuous estimation. Generating CDRs traffic requires knowing the precise starting time
of the next event of the sequence, which is used for further predictions. Therefore, we convert
the predicted discretized IET bins to real-values. We apply to each IET bin the KS statistic test
to estimate the distribution and related parameters best fitting the corresponding empirical
distribution in RefCDRs. Table 5.2 shows the fitted distributions to sample an IET value per
bin. The model returns the median value and the confidence interval of the values obtained
after n sampling (by default n = 1).

5.2.3 Correspondent modeling

The correspondent model applies only for event-types requiring interaction with a correspon-
dent (i.e., SMS and local or international calls). We first define the notion of friendship degree
(fd), intuitively capturing the friendship strength of a user with each of its correspondents. Let
u be a user, with #c, correspondents over the considered period, we then call #e the number
of events the user u had with his correspondent c. We increasingly order the correspondents
of u according to their corresponding number of events such that #e]' < #e5 < .. < #e;‘ <
W < #egcu. The friendship degree of the correspondent ¢ of u is the rank j of ¢ in this order.

—~u
Hence, at step ¢, the correspondent model returns a predicted friendship degree fd, for the

correspondent with whom the event e’ is done.

Correspondent LSTM model. The correspondent model is also a LSTM network that takes
as input at step ¢, a feature vector x; per user. It generates as output the predicted friendship
degree f?ir The network parameters training minimizes the Mean Absolute Error (MAE) of
the training data.

Features x;. At step t, the features are: the temporal information of e}’ (cf. §5.2.1) except the
SOD, the one-hot encoded event-type e;', and the number of correspondent of u, #c,. This
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later is constant throughout a user sequence and is essential to help the model captures that
—~Uu
fd, < #c,. Accordingly, it is not encoded and is left to its actual value.

5.2.4 Metric modeling

This section presents the models used to generate the metrics (i.e., a model per metric) associ-
ated with events generation, namely the call duration and the data volume.

Call duration We use a statistical method to model the call duration. In fact, contrary to
the previously modeled parameters, we found no explicit feature dependency or variability
(and therefore, no complexity) regarding call durations, which implies that a used RNN could
hardly train. Precisely, Fig. 5.3 shows a minor variation of the average call duration per hour
and per friendship degree over the entire dataset. We can see that overall, call duration does
not vary much, and thus, there is no particular correlation between these parameters. More-
over, the per-user behavior regarding call duration (easily assessed through the average call
duration per user) closely depends on the number of calls each user makes over the CDRs
duration, which is opportunely already captured by the IET model. Accordingly, the call du-
ration model corresponds to the estimation of the parameters of the continuous distribution
that best fits the empirical distribution of call duration, as shown in Fig. 5.4. Applying the
Kolmogorov-Smirnov statistical test, we found this distribution to be Lognormal of parameters
o =129, u =3.78,x, = —0.47.

Data volume. The data volume model returns a data volume value for each data event. Ac-
cording to 3GPP standards, each data-typed CDRs line corresponds to the generation of a data
session by a user. Unfortunately, as RefCDRs lack this information, we rely on the study done
in [109] to design the data volume model. To the best of our knowledge, [109] is the only work
that conducts a thorough characterization of data volume usage per session and per user over
time extracted from real-world CDRs, as well as designs a generator of realistic CDRs that
conforms to these characterizations.

Oliveira et al. ([109]) profiled users’ data usage over time according to their generated amount
of data (volume profile, i.e., Light, Medium, or Heavy) and to how often they generate data
sessions (frequency profile, i.e., Occasional or Frequent). Besides, it extracted from real-world
CDRs the distributions of data session volume according to a user’s profile and the day period
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(peak or off-peak hours) and the percentage of users per profile. We use such percentages to
first assign a volume profile to each user in Zen. As the frequency profile could be inconsistent
with the frequency of data event-type as predicted by the event-type model, we attribute to each
user, in Zen the Occasional frequency profile. In fact, the distribution of the number of data
sessions per day and user from RefCDRs shows the majority of the population to be of this
latter profile. Finally, we sample from the distributions found in [109] to get a data session
volume.

5.3 Mobility module

The Zen’s mobility module produces realistic CDRs mobility traces in three steps each covered
by a sub-module. The mobility-generator (§5.3.1) emulates a population urban mobility in a
real-world city map, with users displacements generated according to public sources [123] and
describing city planning and transportation information [81]. Next, from the input city map,
the topology-builder (§5.3.2) builds a realistic cellular topology using cell towers’ positioning
of mobile operators deployed in the considered real-world city, gotten from OpenCellID [122].
This topology is then used in the position-to-cellld module (§5.3.3) to map the mobility traces
produced by the mobility-generator to the cell granularity.

5.3.1 Mobility generator

The mobility-generator inherits the highly configurable capability of the Opportunistic Network
Environment (ONE) [89] simulator. Specifically, it enhances the Working Day Mobility model
(WDM) [45] of ONE into a model named En-WDM, and generates CDRs of format <Timestamp,
userld, lat,lon>.

Our motivation to use WDM as a foundation is twofold. First, contrary to similar models [141,
161], WDM originality comes from the combination of various mobility aspects present in
people daily life (e.g., home and workplaces, day periods). Second, WDM closely reproduces
wireless interactions (i.e., inter-contact and contact time) distributions found in two real-world
measurement experiments (i.e., iMote and Dartmouth), asserting modeling generality.
Nevertheless, WDM is limited in capturing some fine-grained real mobility habits or fine-
tuning. En-WDM tackles such limitations and strengthens the model with additional litera-
ture’s intuitions on laws dictating human mobility behavior, such as preferential attachment,
regular daily behavior, transportation-dependent shortest-path preferences, and most impor-

tantly, uncertainty (i.e., novelty-seeking behaviors) and heterogeneity. Specifically:

« Inherited functionalities: En-WDM models week working days’ movements into three activ-

ities and their transitions, i.e., ’home”, working”, and “night activity”. The night activity
corresponds to leisure-related times spent in preferred spots of friends groups.

 Exploration profiling: Users in En-WDM simulation decide in a probabilistic-way whether
to go home or to a night activity. To setup such probabilities, we rely on the exploration
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phenomenon profiling conducted in [6] and define three mobility profiles: scouters are more
inclined to explore and discover new places to visit, routiners rarely explore and prefer to stay
among their familiar and few known places, and regulars constantly alternate between ex-
ploration and routine. We then accordingly classify users given by the ChineseDB dataset [6]
in these three profiles. Results describe a population with 20.27% of scouters, 54.75% of
regulars, and 24.98% of routiners. After this classification, we assign to users in each profile,
a probability indicative of their propensity to go for a “night activity”: 0.8 for scouters, 0.5

for regulars, and 0.2 for routiners.

+ Clusters and popularity: Rather than considering home/office locations’ (lat, lon) coordi-
nates, En-WDM associates each location coordinate to the center of a cluster of rectangular
shape and configurable size. A user is first assigned a home/office cluster and then, chooses
her exact home/office location randomly inside the cluster. Moreover, we added the notion
of cluster popularity, which represents the probability for a user to choose a given cluster as
a home/office cluster or, in the case of night activity spots, the probability of going to this
location for her evening activity.

« Distance-based profiling: En-WDM enables the definition of cities’ artificial communes or
districts (hereafter, areas) to replicate the real world. Accordingly, we associate each user
to one of the three profiles representing area displacements: Profilel inside a single area,
Profile2 among two areas, and Profile3 in the whole map. To get the population percentage
to be considered in each profile, we profile Geolife’s users resulting in: Profilel including
72% of users whose maximum distance is less than 1/3 of the maximum observed distance
Dypax (* 2.49 X 103km). Profile2 with 19% of users with a maximum distance between 1/3
and 2/3 of D,,,, and Profile3 including 9% of users with a maximum distance greater than
2/3 of Dpygy-

« Simple parameterization: We report all the key configuration parameters needed for En-
WDM simulation. Table 5.3 summarizes them. We use italic style for those we used the
default value and regular one for those we modified. We fixed all temporal parameters, i.e.,
workDayLength, officeMinWaitTime, officeMaxWaitTime, minAfterShoppingStopTime to be
close to real-world scenario. The parameters for which minimum and maximum values are
set are uniformly random sampled in the interval unless another distribution is mentioned
(e.g., the office waiting time follows a Pareto distribution). Parameters in bold (homeRange
and officeRange) are those we added for clusters implementation. In particular, the ratio
between the worldSize, officeSize, and cluster sizes as well as the ProbOwnCar parameter
may vary depending on the simulated city. These parameters values in Table 5.3 are adapted
for a simulation in the city of Helsinki.
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Table 5.3: Description and settings of parameters for En-WDM simulation.

En-WDM Parameter Description Used value  Default
workDayLength length of time spent at work each day 28800s = 8h | 28800s = 8h
officeWaitTimeParetoCoeff coefficient of the Pareto distribution giving users’ pause time inside the office | 0.5 0.5
officeMinWaitTime minimum value for users’ pause time inside the office 3600s = 1h 10s
officeMaxWaitTime maximum value for users’ pause time inside the office 28800s =8h | Inf
officeSize size of the office squared-shaped side 50 40
minGroupSize minimum size of a friends group for evening activities 1 1
maxGroupSize maximum size of a friends group for evening activities 5 3
minAfterShoppingStopTime | minimum value for evening activities duration 3600s = 1h 3600s = 1h
maxAfterShoppingStopTime | maximum value for evening activities duration 14400s = 4h | 7200s = 2h
walkingSpeed (minimum, maximum) value of speed when walking 0.8, 1.4) m/s | (0.8, 1.4) m/s
probOwnCar probability for a user to own a car 0.19 0.5
busSpeed, carSpeed (minimum, maximum) value of speed by car or bus (7, 10) m/s (7, 10) m/s
busWaitTime (minimum, maximum) of bus wait time at a stop (10, 30) s (10, 30) s
worldSize (width, height) in meters of the simulation area (10000, 8000) | (10000, 8000)
homeRange (width, height) in meters of a home cluster (50, 30) N/A
officeRange (width, height) in meters of an office cluster (1000, 900) N/A

5.3.2 Topology builder

The topology-builder uses the geographical positions of base stations (BS) in the emulated area,
as given by OpenCellld [122], and performs a Voronoi tesselation. The tessellation produces a
cellular network topology with heterogeneous cell sizes close to reality, containing each input
BS. Each Voronoi cell defines the communication boundaries of an input BS. For generality
and simplicity reasons, we include all operators’ base stations given by OpenCellld in a bigger
architecture to derive the Voronoi topology. This unique topology is assigned to all operators
considered in Zen’s process. In practice, sharing BSs between different operators is commonly
done for cost savings.

5.3.3 Position-to-cellld module

The position-to-cellld module assembles the modeled users’ mobility and the designed Voronoi
cellular topology. For this, each user’s geographical position given by the mobility-generator
traces is mapped to the corresponding OpenCellld’s BS identifier, i.e., cellID, in the Voronoi
topology. It outputs mobility CDRs in the format <Timestamp, userID, ce1l1ID> describing
users’ spatiotemporal daily mobility in a real city map and adapted to a real network topology.
Despite the realism given by such leveraged real-world information, the generation of users’
mobility has a realistic and not a real nature since no ground-truth information on users’
real-life routine is available. This brings privacy benefits to Zen CDRs.

5.4 Social ties module

Zen CDRs generation lays on the social-ties module providing the network social structure.
This structure yields phone numbers from users of the mobility CDRs and builds the network
social graph by creating per user’s phonebook, i.e., list of correspondents.

Mobility users to phone numbers. From the number of network’s operators and the users
distribution per operator (taken as parameter or induced from OpenCellld[122]), the social-ties
module assigns an operator per user and generates a phone number in the format <MCC><MNC>

53



CHAPTER 5. LEGITIMATE COMMUNICATION MODELING

<5 random digits>, where MCC and MNC describe the mobile code for country and the
operator network code within the country, respectively.

Network social graph. Reproducing the social graph of users’ interactions implies answering
the following three questions.

(Q1) how many correspondents does each user have? To answer this question, the social-
ties module relies on the distribution of correspondents per user from RefCDRs. Let u € U be
a user with #c, correspondents; we consider the non-parametric distribution Py, = P(#c, =
#c) V #c € [1, MAX]. Thus, for each generated user u’, its number of correspondents #c,, is
obtained with the multinomial distribution of parameters P,.

We then define four disjoint categories of correspondents: international correspondents (¢; er ),
outgoing local correspondents (c,,,), incoming local correspondents (c;,,), and both outgoing
and incoming local correspondents (cpo,). Thus, V u € U, #c, = #Cipperu + #Courn +
#einy + Hepornu = Kinteru + Xouru + Xinu + Xpotnu) X #cy,. We export the average values
Xearu V cat €{inter, out, in, both}. Then, we use the multinomial distribution of P = X4, ,,

to induce the number of correspondents, in each category, of each user.

(Q2) how do we choose these correspondents? We create user phonebooks by implement-
ing a variant of the configuration model algorithm [162], which allows building a graph from
given users degrees. We apply this algorithm by correspondents’ category so that each user is
an c;, correspondent of its c,,; correspondents and a ¢y, of its cp,;), correspondents. More-
over, we add a heuristic to choose users’ correspondents based on their relationship type, (i.e.,
neighbors, colleagues, or friends) extracted from the generated mobility dataset (cf. §5.3) as
follows. users located inside the same home/work cluster between 1am to 4 am and 10 am to
2 pm, over the whole dataset duration, are considered neighbors and colleagues, respectively.
As well, users in the same group for night activities, when they occur, are considered friends.
Hence, a user’s correspondents are selected according to defined probabilities (taken as param-
eters) from its list of neighbors, colleagues, friends, and other users until we reach the fixed
number of the user’s correspondents.

At last, the social-ties module outputs each user’s list of correspondents organized in the
categories Cyy;»> Chorh» a0d Ciprer, While ¢;,, category is induced from the c,,,; one.

(Q3) how does a user interact with all of its correspondents? While (Q1) and (Q2) are
tackled by the social-ties module, question (Q3) is addressed through the correspondent model
of the traffic module detailed in section 5.2.3.

5.5 CDRs generation inside FraudZen

FraudZen integrates all modules’ outputs to produce realistic CDRs, as follows. First, the sim-
ulation is initialized with network users creation. Each user includes its list of correspondents
per category as indicated by the social-ties module.

Using event-type and IET models from the traffic module, FraudZen generates timestamped
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sequences of events over the total considered duration. For each call/SMS event-type, the cor-
respondent model indicates the correspondent to reach for the event processing. In particular
for calls events, the call duration metric relates only to available correspondents of users. We
do not consider unavailable users’ correspondents (i.e., already in an ongoing communication)
at the caller-callee association. Hence, for available correspondents, a call duration value is
sampled from the call duration model distribution. As well, for data events, the data volume
metric is assigned according to the data volume model.

Following, FraudZen integrates at each event-type generation the spatial information, i.e.,
corresponding users’ cell Ids at the corresponding timestamp (resulting from the mobility
module). Users’ network event generation are recorded per network operator resulting in
complete and realistic CDRs traces in the format specified in Table 2.1.

5.6 Evaluations

This section confirms Zen’s validity by evaluating traffic and mobility modeling separately,
then their merging into CDRs.

5.6.1 Traffic module

Hereafter, we evaluate the accuracy and the performance of predictions resulting from the
traffic module’s stages. As there is no similar contribution in the literature, we compare Zen’s
models to designed baseline predictors. Table 5.4 summarizes all comparison metrics and
provides their distributions on the right of each evaluation result.

5.6.1.1 Experimental datasets

We train and evaluate our models on RefCDRs after some data handling. First, we only consider
events of users subscribed to the operator network collecting RefCDRs. Then, we filter out users
having less than 3 generated events in the whole period of 4 weeks and those with more than
one event at the same timestamp. Those manipulations result in the selection of nearly 6000
users totalizing 1,782,829 events or CDRs entries, i.e., 77.8% of the RefCDRS’ initial size. We
then use as training set the first two weeks of the dataset, the 3rd week as validation set, and
the 4th week as the test set. Because our traffic predictions are user-based, the non-filtered
remaining users compose all the three previous sets and only their event sequences varies
according to the week considered in each set.

5.6.1.2 Models training and Hyper-parameters

We used a 2-layer LSTM with 50 hidden units per layer for the event-type model and 100 hidden
units per layer for the two other models. To avoid over-fitting the training dataset, we used a
dropout regularization with p = 0.2. The LSTM losses are iteratively minimized using mini-
batch gradient descent with the Adam optimizer. Each mini-batch contains 64 sequences of

events (i.e., users). We chose event sequences’ lengths of 302 for training, 157 for validation,
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Table 5.4: Traffic LSTM models evaluation results.
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159 for test, sampled from the distribution of the number of events generated by users in each
experimental set. Therefore, we pad all sequences to the sequence length in each experimental
set to homogenize datasets and ease the training. We use a masking layer to tag added values
in each sequence to ignore them in the loss calculation. Besides, we fixed a gradient clip value
of 0.01 to avoid "exploding gradients” prone to affect RNN.

5.6.1.3 Event-type model

We compare our event-type model’s predictions (cf. §5.2.1) to the ones of the following baselines:
Uniform - each event-type is equally likely to occur at each time step; Multinomial - each event-
type probability is given by its empirical count in training data; RepeatEvt - the next event-type
is always predicted to be the same as the previous one. We use the following evaluation
metrics: (NLL) Negative-log-likelihood of next-step probabilities, and (Accuracy) next-step
1-best correct classification rate (for this metric, the traditional Multinomial approach always
output the most frequent event-type). Results are presented in Table 5.4. Selecting event-type
according to Multinomial is significantly more predictive than the Uniform, but worse than
RepeatEvt. Our Zen’s event-type model works the best. For both NLL and Accuracy, Zen is
much better than RepeatEWt, i.e., the most probable event-type is not always the prior one.

5.6.1.4 IET model

As before, we compare the acuteness of our model in predicting the next IET Bin (cf. §5.2.2)
with the corresponding above-defined baselines. Table 5.4 shows that for both metrics, NLL
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and Accuracy, the performance of Zen’s IET model is much higher than RepeatBin (that simply
repeats the previous IET Bin), followed by the Uniform and the Multinomial baselines. Dis-
regarding the prediction approach, we compute the discretized probabilities of IET Bins and
map them to IET values in a continuous domain: named Bin sampling mapping. To evaluate
how efficient Zen’s and baselines’ Bin sampling are, we compare them to the Overall sampling
mapping, both described next.

- Bin sampling: At each Bin, the IET value is obtained after averaging n = 500 samplings of
the corresponding continuous IET distribution (see §5.2.2). We apply this approach to all the
previously Bin-based models, i.e., Zen’s IET model, Uniform, Multinomial, and RepeatBin
predictors.

- Overall sampling: We perform a fitting of the empirical IET distribution (i.e., with no bins)
and obtain a Lognormal distribution with ¢ = 2.67,u = 4.97,x, = 1. Then, we straightly
predict continuous values by sampling the resulted fitted IET distribution. We name this
prediction Lognormal.

The Mean Absolute Error (MAE) of the IETs in minutes is used as the comparison metric. It
estimates the average distance between actual and predicted IET. From Table 5.4, we can notice
that the Bin-sampling of Multinomial and RepeatBin have comparable MAE performances,
followed by the Overall-sampling Lognormal predictor. This behavior is also verified per Bin
(three last columns). Overall, Zen works the best. In the first bin ]0, 30min], which is the most
sensitive, we note that except for the Zen, all models on average predict an IET value outside
the initial interval.

5.6.1.5 Correspondent model

At last, we evaluate the correspondent model (cf. §5.2.3) by comparing its predictions to the
following baselines:

- RangedUniform: Per user u, correspondents ¢;, Vi = 1,2,..., #c, are equally likely to be
predicted at each sequence step.

- RangedMultinomial: Per user u, each correspondent c; is chosen with a probability (p;',1 <
i < #c,) extracted from the procedure as follows:
Let U be the set of users and u a user in U. We recall that #e; refers to the number of events u
made with his correspondent ¢;. From this definition, we derive P¢, the proportion of events
made by u with its correspondent ¢; : P = #eg / 3. #eg..
Foralli =1,2,..., MAX(#c,) we extract the mean values P_q = P_g Yu € U. Hence, for a user
u, the probabilities (p;', i = 1,2, ..#c,) is obtained by normalizing the first #c, mean values
(P_cl_,i =1, 2,..#c,) such that Zi =1

The evaluation metric is the MAE of the predictions ]/"c\it in the test dataset. We found that as we

train the correspondent model with chronologically-separated experimental windows (defined
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Figure 5.5: Mobility metrics compared with initial WDM: (a) Inter-contact time CCDF (b)
Normalized number of contacts per hour (c) Contact duration CCDR (d) Radius of gyration
CDF (e) Return probability (f) Per-cell repetitiveness CDF

in §5.6.1.1), the MAE loss value continually increases in the validation dataset. This is due to
the fact that in the training period (i.e., first two weeks), users only interact with some of their
correspondents, making it difficult for the model to generalize. To fix this issue, we instead
split training, validation, and test datasets by selecting users traffic over the whole dataset
period (4 weeks). The training dataset includes 60% of the users, while the validation and test
datasets each represent 20%. Results in Table 5.4 show the RangedMultinomial predictor has
significantly better results compared to the RangedUniform predictor.

Overall, Zen is the modeling that best performs, showing its ability to capture users interac-
tion with their correspondents. In particular, the detailed distribution plots show Zen presents
for 80% of users (i) more than 95% and 75% of accuracy for respectively, the event-type and IET
models, and (ii) less than 6.68% and 12.5% of MAE maximum values for respectively, the IET
and correspondent models.

5.6.2 Mobility module

We validate our En-WDM mobility model by comparing it to its original version, the WDM [45].
We rely on WDM results closely following real-world measurement datasets distributions
(i.e., iMote [142] or Dartmouth [148]). Since En-WDM adds new functionalities in modeling
mobility to WDM, we are not looking for identical results from both models but for similarities
in terms of distributions and curve behaviors.

Fig. 5.5 shows well-known metrics for characterization of wireless networking meetings
(inter-contact and contact time) and the tendencies in human mobility, i.e., confinement (ra-
dius of gyration) and repetitiveness (probability to return to previously visited places). As for
WDM, we emulate a scenario with 1000 and 6000 users, moving in the Helsinki city center
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area with roughly 7x8.5km for 5.10°s and with the same arrangement of home/work and POIs.
We use the same representation of results for comparison reasons.

We can see that En-WDM’s inter-contact time distribution (cf. Fig. 5.5a) closely follows
the ones of WDM, attesting the realistic modeling of such metric at population scale and
the capability of reproducing heterogeneity to mobility decisions. The number of contacts
per hour (Fig. 5.5b) follows the same cyclical trend. However, En-WDM’s off-peak periods
are more downward, as a larger percentage of the population (routiners and regulars) do
little activity at night. Interestingly, realistic mobility profiling of users adds heterogeneity to
mobility decisions and consequently conducts to real-life daily repetitiveness and temporal
regularities as well as to better opportunities for opportunistic data exchanges (Fig. 5.5c).
Atlast, we evaluate the capability of the two models in reproducing seminal literature analytical
human mobility laws [62, 6, 110]. The radius of gyration (Fig. 5.5d) estimates the area size
mostly covered by daily displacements of a user. In En-WDM, the radius of gyration is globally
smaller due to routiners and regulars (79.73% of the population) who have more confined
displacements, consistent with real-life mobility behavior [6]. Moreover, the average return
probability (Fig. 5.5e) and per-cell repetitiveness (Fig. 5.5f) results show that users have a
regular and periodical spatial mobility behavior with a higher probability of returning to a
previous small set of visited locations, as shown in [62, 110].

5.6.3 Zen CDRs use cases

We evaluate the complete CDRs resulting from Zen framework as compared to RefCDRs when
applied to three use cases. As RefCDRs lack ground-truth in mobility information, we enrich
them with Zen CDRs’ emulated user trajectories as described in ref. §5.5; we name it M-
RefCDRs. Based on the confirmed Zen performance in reproducing human mobility laws, we
focus our use-cases analysis on the reproduction of cellular traffic behavior for which we have
a ground-truth. We generate Zen CDRs with 6000 users, corresponding to the same number
of users in RefCDRs (see §5.6.1.1) and consider a week-long period.

Dynamic urban tracking. Real-time population density tracking is a key functionality to
support adaptive urban and transport planning. As shown in [90], such density at time ¢ can
be derived from the corresponding network activity load at t computed as the mean number
of network events (here ongoing calls, exchanged SMS, and established data sessions) per
individual. Following this methodology, Fig. 5.6 shows the spatial distribution (values in the
color bar) of people presence in network cells of an Helsinki area (2.2km X 3.6km), at four
representative time hours of individuals’ routine, obtained with M-RefCDRs and Zen CDRs.
As in M-RefCDRs, we see that people presence at the office period (8h-12h) is concentrated
in specific zones corresponding to defined Helsinki business neighborhoods. In contrast, the
after-work period (18h-22h) includes displacements times and night activities not made at
specific spots (e.g., groups of users can walk down the streets for their night activity), explaining
people presence is spread over a broader zone. Besides, we notice that people presence is
captured equivalently in M-RefCDRs and Zen’s CDRs, especially in working period (8h-12h).
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Figure 5.6: Dynamic people presence estimated at four daily time in Helsinki for real-world
and Zen traffic.
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Figure 5.7: Power consumption per cell (a) for always-active micro BS and (b) with a cell-
sleeping strategy.

We believe the resulting few dissimilarities, particularly for the after-work period (18h-22h),
are mainly due to the non-deterministic association of user’s traffic to trajectories in Zen.

Data-Driven Micro BS Sleeping. Numerous works studied power savings in Radio Access
Networks (RAN). Inspired by [164], we investigate how a traffic-aware Base Station (BS) on/off-
switching strategy [157] performs when informed with Zen CDRs compared to M-RefCDRs.
We assume an heterogeneous RAN deployment where each cell is served by a separate micro
BS, whereas macro BSs provide umbrella coverage to a larger area. Specifically, we consider a
grid tessellation of 5X5 macro BSs in the considered zone. The power needed to the operation
ofaBS at time ¢ is P(t) = Ny (Po + ApPpqxp(t)), 0 < p(t) < 1, where p(¢) is the relative traffic
load at time ¢ with Py, Ny, Pqx and A, being constants defined for micro and macro BSs in
[164]. Then, if p(t) < ppin = 0.37 as considered in [39] the micro BS offloads its local traffic
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to the macro BS and goes into sleep mode, where it consumes negligible power. Accordingly,
Fig. 5.7 shows the power consumption (P(t) values in the color bar) of each cell’s micro BS at
two hours in Helsinki (a zoomed-in area of 2.2km X 1.6km) with and without such a strategy
implemented. We can see that comparable cells are kept on, while the strategy brings similar

energy savings.

Anomaly detection. Beyond global population-related applications, the fine-grained state of
Zen CDRs allows for the investigation of per-user spatiotemporal behavior for cellular anomaly
detection. Such anomalies can be unusual events possibly generated by some security inci-
dents (e.g., stolen account, malware device infection) [52] or users with a fraudulent behavior
profile. As an instance of the latter, we assess the utility of Zen CDRs for investigating SIM-
Box fraud by applying a user profiling method where traffic or mobility users’ behaviors are
leveraged to classify a user as fraudulent or not. To this end, we apply for both Zen and real
ones, a DBSCAN clustering to a set of per-user traffic-related features specific to detect SIMBox
fraudulent behavior as described in Table 1 of [139]. Results show a similarity between Zen
CDRs and real-world ones: while M-RefCDRs’ estimated number of clusters and outliers are
10 and 1241, Zen CDRS’ confidence intervals for these metrics are 9.1 +1.66 and 1122.3+35.02
for 10 samples of Zen CDRs’ call duration feature (ref. §5.2.4).

5.7 Related works

CDRs’ inaccessibility has pushed researchers to generate their own synthetically, commonly
using features modeling. This leads to either mobility- or traffic-specific CDRs, often with
grouped-based analysis of individuals’ behavior. Zen tackles such lacks by empowering the sci-
entific community with the autonomy needed for the generation of realistic, complete, precise,
and flexible CDRs.

Traffic-related: Instead of aggregated network traffic generation as done in [100, 164, 163], we
focus here on per-individual CDRs generation that tackles different challenges. In this domain,
literature’s synthetic CDRs lack completeness in describing both call [113, 149, 72] and mobile
data [109] usages, and to the best of our knowledge, pay no attention to SMS usage. Murti¢
et al. [113] used Social Network Analysis to reproduce call behaviors’ features (i.e., temporal
likelihood of calls and call duration distribution) per user profile, extracted from real-world
CDRs. Nevertheless, the work did not include any validation. In the same vein, Songailaité et
al. [149] statistically model key parameters from real CDRs to produce realistic CDRs. Calling
behaviors is simulated based on the empirical fitting of call duration, call count, call likelihood
per hour, and weekdays similarity in behaviors. However, simulation relies on a simplistic and
randomly-built network social structure leveraging static parameters such as the maximum
number of friends and acquaintances. Using a GAN generative model, Hughes et al. [72] show
the deep learning models’ capability to learn inherent and complex distributions from real
CDRs. Unfortunately, real and generated CDRs included only two features: the starting call
hour and duration in minutes, revealing a limited extent of modeled features compared to
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complete CDRs. Finally, Oliveira et al. [109] focused on the data-traffic profiling, modeling,
and generation from real CDRs. Their model allows generating data usage’s timestamped
records per profiled user. Although providing flexible settings for profiles’ granularity, this
work also has the drawback of modeling only data traffic features, lacking thus real-world
CDRs’ completeness.

Mobility-related: Synthetically generated mobility traces are regular in literature and fre-
quently extracted from models implemented in ONE [89], BonnMotion [20], or SUMO [101]
realistic simulators. Several works on mobility modeling actually focus on the generation
of synthetic traces that capture specific features in human mobility that are often domain-
specific: e.g.,, MANETS and DTNs (e.g., inter-contact and contact time) [141, 112], Disaster
Management [124, 21] or Sociology [28]. Still, a few works such as [45, 64, 125, 85] aim to
model real-life mobility and propose more complex models, valuable for more applications.
This paper leverages the [45]’s originality in combining various mobility aspects and realis-
tically modeling them. Other strategies rely on recurrent neural networks [95] or statistical
generative models based on real mobility traces such as Markov models [32], spatiotemporal
empirical distributions [79] or travel demand [167]. Yet, only a few works [105, 65] address

the privacy issues of generated mobility traces, which is however crucial.

5.8 Summary

This chapter presented Zen, the first framework allowing the autonomous generation of com-
plete and realistic CDRs in an individual basis. To this end, we relied on a fully anonymized
and incomplete (only traffic-related) CDRs datasets and provide the first literature modeling
that captures long-range and inter-CDRs traffic features correlation, individuals heterogeneity
and social-ties in communication. The disjoint modeling of realistic emulated mobility and
captured real-world traffic behaviors hides real individuals’ daily-life habits in routine and
leisure times (e.g., home/work, nightlife, etc.), bringing the privacy-preserving capability to
the produced Zen CDRs. Finally, we validate Zen CDRs (i) realisticness in reproducing daily
cellular behaviors of urban population and (ii) usefulness in practical networking applica-
tions such as dynamic population tracing, network power savings, and anomaly detection as
compared to real-world CDRs.

In the next chapter, we elaborate on FraudZen validation with respect to SIMBox fraud
generation. Specifically, we propose and validate a SIMBox fraud modeling leveraged at the
deep evaluation of literature detection approaches.
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The FraudZen framework enables the simulation of numerous SIMBox frauds by tweaking
SIMBox-implemented functionalities. In this chapter, we deal precisely with how such SIMBox
functionalities can be exploited to create meaningful and ready-to-test frauds. Depending on the
chosen functionalities, the generated fraud can be more or less elaborate in human behavior
mimicking, directly affecting its detectability and accordingly, the efficiency of the applied
detection techniques. This leads us to investigate the questions of what characterizes a SIMBox
fraud and how such characteristics can impact fraud efficiency, as follows.
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1. First, we name the notion of fraud model as a way for implementing a specific fraud, i.e., the
set of functionalities that can be chosen to perform a SIMBox fraud. Hence, by scrutinizing
the intuition behind the SIMBox functionalities (cf. §3.2.3), we provide in §6.1 a formal
definition of a SIMBox fraud model given by its characteristics.

2. Second, in §6.2, we define realistic fraud models from naive to advanced ones, following
our formalization. Such fraud models are designed to enable the investigation of each fraud

model’s characteristic on its effectiveness.

3. We introduce in §6.3, the in-crowd-blending metric as a practical tool to measure the effec-
tiveness of a SIMBox fraud model from FraudZen’s generated CDRs. Our designed metric
captures “how effective are the means employed by a thief to escape the police control”, which
for SIMBox fraud means "the capability of a fraudster to blend into the crowd of legitimate
users”. We use this metric at the evaluation of our defined fraud models to (1) validate
FraudZen’s capability of efficient frauds generation and (2) assess the impact of each fraud

behavioral feature on the fraud efficiency.

4. Following, we leverage FraudZen and our fraud modeling to conduct an in-depth evaluation
of current literature detection. We first identify the main features in their design. We then
vary such features to obtain a set of detection approaches that we apply to SIMBox fraud
models of different in-crowd-blending capabilities. Based on the obtained results, we provide
quantitative and qualitative insights takeaways for future detection improvements on what
detection should be aware of and how to react to new fraud models (§6.4).

5. At last we discuss the related works in §6.5 and summarize our findings in §6.6.

6.1 Formalizing SIMBox fraud models

Fraudsters aim to maximize their profit by committing efficient frauds. Here, fraud efficiency
means mimicking human communication behavior as well as possible, blending among legiti-
mate telecom users while being undetectable. Accordingly, human communication behavior,
commonly inferred from operators’ CDRs [40, 68], has always driven SIMBox functionalities.
Henceforth, we identify, in Table 6.1, the four main components in human communication
behavior that also characterizes the fraud behaviors the SIMBox functionalities try to repro-
duce. For clarity reasons, we only reference in the table the most detailed literature works,
which are also considered in §6.4.

(1) Traffic behavior. User traffic behavior relates to the type of generated network events (ETy
i.e., incoming or outgoing, national, or international calls and SMS, data), the timing of these
events (ETi i.e., when they occur), and the associated metrics (EM i.e., call duration or data
session size). For instance, a user generating only outgoing calls or with important traffic at
night would be easily identified as fraudulent. Fraudsters define these patterns using SIM
activity limitation and network activity generation functionalities.
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Table 6.1: SIMBox fraud models description and examples.

Behavioral . SIMBox functionalities | SIMBox mimicked fraud models’
. Traits-related features . R P
traits for traits mimicking traits’ options examples
Traffic behavior
- ratio of incoming calls to
outgoing calls [102, 86, 114]
- nb. of outgoing calls
for users not making other
events (out_calls_no_evt) [102]
[ lt;);alﬁg' g; O;;' ;2131]5 ETyl- outgoing calls only
Event types P - Network activity ETy2- out.&in. calls only .
(ETy) - total nb. of in. calls generation ETy3- all event types, i.e - fd_naive
[139, 114, 88, 86, 153] . CT ETyl1+ETil+EM1
- total nb. of outgoing intl. out.&in. calls, sms, data +SP1+SD1+MU1
calls [114] +CN1+4RI1+DU1
- total nb. of in. intl. calls [114]
- ratio of intl. calls to total - fd_traffic
calls [114] ETy3+ETi2+EM2
- total nb. of outgoing SMS [86] +SP1+SD1+MU1
- nb. of calls at night +CN1+RI114+DU1
(0-5AM) [102, 139] e ETil- no restriction
Event time - total night call duration[139] IS\IIé\f‘:l;rtll(v;tc};il‘llﬁl;anon ETi2- no activity at night - fd_mobility
(ETi) - total nb. of unique . and inter-event time ETyl+ETil+EM1
contacts called at night [139] generation distribution +SP3+SD2+MU2
- average inter-call time [86] +CN1+RI1+DU1
. - total call duration [139, 153] . EM1- no call duration limit
Event metrics . - SIM activity .
(EM) - avg. call durathn [139] limitation EM2- max. nb. of calls per - fd_socufl
- max. call duration [88] day ETyl+ETil+EM1
Mobility behavior +SP1+SD1+MU1
SP1- gateways located in +CN2+RI12+DU1
. .. popular cells
Stay Points ilnltzl c;fgug;c]]ue visited cell Ids SP2- gateways are associated | - fd_all
Do - SIM to module in groups of 2 corresponding | ETy3+ETi2+EM2
(SP) - ratio of the nb. of cell Ids to . .
the nb. of calls[86] allocatlon. to home and w9rk locations | +SP3+SD2+MU2
- Base station (BS) SP3- each gtw. is moved by | +CN2+RI2+DU2
selection car
SD1- gateways are static
- nb. of calls without SD2- gateways are at home
Stay Duration | mobility [102] in 7pm-8am, at work in
(SD) - nb. of calls in the 9 am-7pm, and make small
most recurrent cell Id [88] movements in the neighbor-
hood from 7-8pm
Mobility . - SIM to module allocation | MU1- all SIMs are in the
) - avg. nb. of users making .
Uniqueness calls in the same cell Id [102] - BS selection ) same gtw.
(MU) - SIMBox architecture MU?2- 2 SIMs per gtw.
Social behavior
- Routing policy
Contact Nb. - total nb. of unique called - Incom%ng .intl. call CN1- no maximum
(CN) [139, 88, 86] . authentlcatlor.l . CN2- max. nb. of contacts
- total nb. unique callers [88] - Network activity
generation
. . - ratio of the nb. of unique - Routing policy RI1- none
g;l)a tionships contacts called to the total - Network activity RI12- cliques of fraudulent
nb. of calls [139] generation SIMs
Device type
Device Un- - nb. of SIM per device (IMEI - IMEI modification DU1- no IMEI modification
iqueness (DU) | identified) [114] DU2- one SIM per IMEI
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(2) Mobility behavior. User mobility is identified in operators’ traces by the position of the
cell tower relaying a generated event and the trajectory formed by a sequence of these positions.
Therefore, a user’s mobility behavior is reflected by the charge (relative high traffic or not) and
the number of network cells where the user appears (SP), as well as his visiting duration at
each cell related to the time of the day (SD). Such elements must be meaningful with respect
to the daily habits commonly governing people mobility (e.g., commuting to work, shopping,
meeting friends), which are mirrored in CDR-like trajectories of people. Accordingly, a user
appearing in an individual cell or a small number of nearby cells over a long period has a
dubious mobility behavior. Fraudsters set such behavior through base station selection and
SIM to module allocation functionalities. They can also transport gateways by car or bike.
A latter important aspect of the mobility behavior is the uniqueness amongst others is an
individual trajectory (MU), which is an indicator of the fact that the individual most of the
time moves alone and not with a group as with a SIMBox (i.e., a box of SIM cards). Fraudsters
can alter this by setting the number of SIM cards allocated to each SIMBox gateway: the more
it is, the more the SIMBox generates group mobility.

(2) Social behavior. Calls and SMS events directly reveal inter-user interaction and social
life. Specifically, the number of contacts a user has (CN) and the weight and direction (out-
going/incoming) of its interactions with these contacts are indicative of its social behavior.
Further, such interactions, generally modeled in the literature as mobile call graphs [82, 165],
often reflect meaningful relationships between users (RI e.g., family, group of friends) through
the identification of cliques of varying sizes [116]. Fraudsters use three strategies for build-
ing such behavior. First, with routing policy and call routing authentication functionalities
(cf. §3.2.3), calls from international users can be preferentially terminated by specific SIMBox
users, limiting users’ number of contacts. Besides, network activity generation functionalities
allows inter-calls and SMS of SIMBox users, simulating close users groups.

(3) Device type. The device type refers to the number of SIM cards a user’s device operates
with, which is limited to one or two for legitimate users. Accordingly, each SIMBox user has to
mimic a usage in a unique mobile device (DU). For instance, a SIM card (identified by an IMSI
code) connected to several mobile devices in a short period is likely to be fraudulent, reveal-
ing the presence of a SIMBox with hardware capability to manage many SIMs having many
GSM modules. Fraudsters leverage IMEI modification functionalities to hide such noticeable
behavior.

6.2 Defining SIMBox fraud models

In practice, a multiplicity of SIMBox fraud models can be formed following the formalization
given in §6.1. An Internet-available SIMBox equipment, can be purchased and configured by
non-expert and beginner fraudsters giving rise to naive strategies as well as by traffic termi-
nation businesses such as [7, 57] giving rise to advanced strategies close to legitimate users’
behavior. Accordingly, we introduce five fraud models, designed for evaluating the significance
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of each behavioral feature introduced in the previous section, at the fraud efficiency.

Table 6.1 shows how we build such fraud models from the SIMBox functionalities im-
plemented in FraudZen. Precisely, we vary the configurations of the STMBox functionalities
associated to each fraud model’s behavioral feature (cf. third column in Table 6.1), to generate
examples of attacks from simple to advanced ones (cf. forth column of Table 6.1). Some of
these configurations are based on statistics from a real-world anonymized CDRs of legitimate

users, described in §6.3.1.

This results in five representative fraud models (cf. last column of Table 6.1). From
the simplest to the most advanced model, they are named: fd_naive, fd_traffic, fd_mobility,
fd_social, and fd_all. 1t is worth mentioning behavioral features related to device type have
been little investigated and considered in fraud detection literature. Therefore, we opt to not
consider them in our fraud models’ design. We hereafter elaborate on each fraud model.

Jd_naive. performs fraud with no effort to mimic human behavior. The SIMBox is therefore
limited to routing incoming international calls, generating only outgoing call events at all day
periods as long as there is traffic to terminate. Concerning mobility, the SIMBox gateways are
each installed in a crowded place in the city, and SIMs are allocated only once to each GSM
module resulting in virtual devices that never move. In addition, all SIMBox SIM cards are
installed in a unique gateway. The social behavior doesn’t limit the number of contacts SIMBox
devices can have. Finally, the device type configuration keeps the factory IMEI assigned to
each GSM module.

Jd_traffic. simulates a traffic behavior close to human behavior while keeping the other be-
havioral features naive. Thus, the SIMBox virtual devices generate, in addition to outgoing
calls, data traffic, SMS, and incoming calls through inter-calls and SMS. Moreover, concerning
events timing, they make no traffic at night and respect legitimate users’ Inter-Event Time
distributions in generating traffic (incoming calls, data, and SMS) during the active period.
Finally, these devices are configured to make a maximum number of calls per day set to the
mean of the distribution of the number of calls per day for legitimate users.

Jd_mobility. adopts for each SIMBox architecture’s gateway, mobility modeled on human
behavior based on the realistic Working Day Mobility model (WDM) [45] and keeps the other
behavioral features naive. Therefore, each gateway moves by car between its associated home
and workplaces occupied according to the time of day. Besides, the fraud model creates some
reduced movements (in the neighborhood) in the evening that errands or activities could
induce. To ensure mobility uniqueness, this fraud model allocates only two SIM cards to each
SIMBox gateway.

Jd_social. solely modifies the social behavior of users. Hence, an history-based call routing
policy is used to limit the number of fraudulent call destinations, i.e., contacts. Similarly, the
number of contacts making inter-calls is restricted from legitimate users’ contacts statistics.

Jd_all. at last, includes all advanced configurations related to each behavioral feature.

All such fraud models are included in FraudZen as scenarios given by configuration files.
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6.3 SIMBox fraud model effectiveness

This section presents the in-crowd-blending capability as a metric to estimate the effectiveness
of a SIMBox fraud model from FraudZen’s generated CDRs (§6.3.1). We use this metric in
§6.3.3 at the evaluation of our defined fraud models to (1) validate FraudZen’s capability of
efficient frauds generation and (2) assess the impact of each fraud behavioral feature on the
fraud efficiency.

6.3.1 In-crowd-blending capability

The In-crowd-blending capability of a SIMBox fraud model refers to its ability to make fraudu-
lent users blend in the crowd of legitimate ones. It comes from the intuitive idea that the more
a fraud model yields fraudulent users’ behaviors close to human ones, the harder it is to detect
such fraudulent users. To infer such capability, we consider the FraudZen CDRs generated
from a given fraud model fm. From these traces, we get for each user a vector of features
reflecting its communication behavior:

V¢ = {P1 g1y - PrETy> PLETI> - » PLETI PLEM -+ » P EMS
P1sp; s Pnsp, P1sps > Ppsps Prmus - » Pgmus

P eNs - Prens Piris -5 Psris P1pus > Prput

where P; pr refers to ith feature of the behavioral trait BT (cf. Table 6.1). In particular, we use a
comprehensive list of features reported from the SIMBox detection literature in 2nd column of
Table 6.1. We then apply a multi-variate unsupervised clustering (e.g., DBSCAN) to the gotten
users’ feature vectors to group users with similar cellular communication behavior. The users
populating the same behavioral group define a particular cluster.

Asin Fig. 4.1, we distinguish three categories of fraudulent users: (i) isolated users (named
outlier cluster, i.e., OC), (ii) users in the same clusters as legitimate users (named hybrid cluster,
i.e., HC), and (iii) users in a cluster of only fraudulent users (named fraudulent-only cluster, i.e.,
FC), described hereafter. The distribution of users into the three aforementioned categories
reveals how efficient each SIMBox fraud model fm is in blending into the legitimate crowd.
We compute such in-crowd-blending capability, ICB(fm), as:
|HC|

ICB =
(Um) = e+ [Fc £ 100

(6.1)

- Hybrid cluster - HC: shows its fraudulent users’ behaviors are similar to legitimate ones.
Such users have a high in-crowd-blending capability, making them hardly detectable. A fraud
model’s best efficiency is thus a majority of fraudulent users in the hybrid cluster.

-Fraudulent-only cluster - FC: identifies fraudulent users with similar behaviors isolated
from legitimate ones. Such users have a low in-crowd-blending capability, making them easily
detectable. A sparse fraudulent-only cluster thus reveals an efficient fraud model.
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Figure 6.1: (a)-(e) In-crowd-blending metric per fraud model. (f) SIMBox rejected calls per
hour in 3% scenario and 200 Fraudulent users. (g) fd_traffic to fd_mobility comparison in 3%
scenario and 200 Fraudulent users.
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Figure 6.2: Average relative importance of trait-related features per fraud model.

- Outlier cluster - OC: similarly to the fraudulent-only cluster, fraudulent outliers are isolated,
thus vulnerable and not resilient to detection, having thus, a low in-crowd-blending capability.
Hence, a low number of outliers is also indicative of an efficient fraud model.

6.3.2 Experimental setup

For the numerical assessment of define fraud models, we constitute 40 FraudZen simulation
scenarios differently configured to simulate heterogeneous behaviors of legitimate and fraud-

ulent users, as shown in Table 6.2.

Generating legitimate behavior. At the generation of legitimate cellular traffic, we lever-
age the traffic behavior as described in real-world, non-public, and fully anonymized CDRs
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Table 6.2: FraudZen simulation scenarios.

Parameter Value(s) Numb?r of
scenarios
Local traffic model
Legitimate behavior | Inter. incoming traffic model Trace-based from real-world traffic CDRs 1
Mobility model Trace-based from WDM realistic simulation in Helsinki EU city Total=40
SIMBox fraud model fd_naive, fd_traffic, fd_mobility, fd_social, fd_all 5
Fraudulent behavior | % inter. incoming calls 3% =>one call/7min, 12% =>one call/2min 2
Number of fraudulent SIMs | 50, 100, 150, 200 4

from a major telecom operator, i.e., RefCDRs as presented in §5.1.2. It describes one month
of per-user traffic (local and international outgoing calls and SMS, data) in about 3 million
time-stamped events generated by 28K users from the provider operator. We filter out users
interacting with other operators’ phone numbers (i.e., 7000 users), and build our simulation
scenarios with a unique operator and 21K legitimate users.

Because the leveraged CDRs lack daily spatiotemporal mobility information of users (i.e.,
users’ cell ID positions), we assign realistic trajectories to every 21K users generated by our
En-WDM mobility emulator (cf. §5.3). This association is made according to the algorithm
presented in §5.5. Accordingly, we end up with complete CDRs describing real-world users’
traffic, mobility, and social behaviors.

Note that the lack of mobility information in the used raw CDRs and its enrichment with
as-realistic-as-possible spatiotemporal trajectories do not impact the numerical assessment of
fraud models presented next. Indeed, the configuration offered by WDM brings the flexibility
to add physical organization and daily behaviors of an actual city and its inhabitants, which
constitutes the underlying structure required to play the designed fraud models, (mostimportantly)

leveraging in-market SIMBox functionalities.

Generating fraudulent behavior. We simulate each of the five fraud models of §6.2 in 8
scenarios, obtained through different values of the (i) percentages of incoming international
traffic and (ii) numbers of SIM cards in the fraudulent architecture. First, the percentage of
incoming international traffic varies from operator to operator and impacts the number of calls
the SIMBox has to route. We consider in the simulation two percentage values (i.e., 3% and
12%) inspired by a statistical report [134] of a victim telecom operators. Hence the percentage
of international traffic diverted to the SIMBox is deduced by deducting from the considered
rates (i.e., 3% and 12%) the actual rate of international incoming in our legitimate CDRs. From
such values, the fixed frequency of diverted international incoming calls is 7min and 2min,
respectively. Second, the number of SIM cards in the fraudulent architecture directly impacts
the efficiency of the implemented fraud. Therefore, we consider four values of SIM cards’
number in our analyzes: 50, 100, 150, and 200 (cf. Table 6.2).

6.3.3 Assessment results and discussion

Fig. 6.1 shows the in-crowd-blending capability per fraud model and under the scenario con-
figurations described in Table 6.2. Besides for explainability, Fig. 6.2 presents per fraud model
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the average impact, over all implemented scenarios, of each feature P; gy (cf. 2nd column
of Table 6.1) on the clusters generation. To get such result, we train a Random Forest with
the behaviors of users composing each cluster as described by the corresponding trait-related
features. Then, we estimate the relative importance of each feature P; gy in determining the
clusters composition using the Gini importance metric. The Gini importance measures the
contribution of each feature in a decision tree or random forest model by calculating how
much each feature reduces the amount of uncertainty or randomness in the model. However,
it can favor features with many unique values or categories with high cardinality due to the
more significant number of possible splits.

The insights drawn from both Fig. 6.1 and Fig. 6.2’s results are as follows.

Jd_naive (Fig. 6.1a) This fraud model makes no human mimicking effort; however, we ob-
serve that for 3% of incoming international traffic, the value of hybrid_metric increases when
the number of fraudulent SIMs grows. This is because the same amount of incoming diverted
traffic is distributed to more fraudulent users, i.e., each user makes less traffic. With 12%,
we observe the same pattern but with much more generated traffic (1 call/2min), which ex-
plains why despite the increase in the number of users, we have a majority of outliers. Fig.
6.2a confirms this interpretation: the most important features are the ratio of unique stay
points to the number of outgoing calls (ratio_sp_calls) and the average inter-call duration
(avg_inter_call_dur). Since for all naive users, the number of unique stay points is fixed at one
as they are static, the values of ratio_sp_calls increase with the number of fraudulent users
and approach those of legitimate users. Similarly, the values of avg_inter_call_dur increase as
the number of individual calls decreases.

Jd_traffic (Fig. 6.1b) As shown in the figure, the results produced by this fraud model are
counter-intuitively worse than those of fraud model fd_naive, in which there is no effort to de-
fraud. When the number of fraudulent users is low, with 3% and 12% of incoming international
calls, the fraud model simulates a human-like behavior as shown by its large hybrid cluster.
When the number of users increases, all these users form a fraudulent-only cluster making
them easily detectable. Fig. 6.2b shows this is mainly due to the mobility behavior which
remains naive: the value of avg_users_in_cell) is very high for all fraudulent users compared
to the legitimates because they are all allocated to a single gateway that never moves.

Jd_mobility (Fig. 6.1c) The results of this fraud model are very similar to those of fd_naive
but are improved: more populated hybrid cluster and less fraudulent-only’s overall. Hence,
improving mobility rather than traffic has a better impact on the effectiveness of fraud strategies.
To better explore this, we make bubble plots of legitimate users (not outliers), fd_traffic users,
and fd_mobility users for traffic behavioral features (Fig. 6.1g). fd_traffic users are concentrated
in a density different from legitimate users distribution. On the contrary, fd_mobility users are

spread with majority remaining similar to the density of legitimate users.

Jd_social (Fig. 6.1d) The results of this fraud model are the worst in terms of human behavior
reproduction. The more fraudulent users there are, the greater is the fraudulent-only cluster;
but there is no hybrid cluster compared to the fd_naive fraud model. The feature with the
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Table 6.3: Designed SIMBox fraud detection models and evaluation parameters.

Hyper-parameter values used Detection Aggregation Evaluation
ML model . ? .
for tuning features set period metrics
- #hidden layers: 1, 2, 3
-# in hi 1 15,91 ;
ANN [139, 86, 153] nod.es in hidden layers: 5, 9, 18 - traffic_detection - accuracy
- learning rate: 0.1, 0.3, 0.6, 0.9 R
L. - traffic+social -aday[139, 86, 153] | - f1 score
- optimizer: RMSProp, SGD, Adam o ..
- - traffic+mobility | - a week [114] - precision
- kernel: RBF, polynomial .
- pamma:0.125. scaled - all_detection - recall
SVM [139, 86, 153] & 180 - training time
- degree: 2,3
-C: 1,10, 100, 1000
RF [114, 86, 153] #trees: 1, 2, 5, 10, 20, 50, 100, 200, 500
Gradient Boosting - #trees: 1, 2, 5, 10, 20, 50, 100, 200, 500
Decision Trees (GBDT) | - learning rate: loguniform(0.01, 1)

greatest impact on this classification, as depicted in Fig. 6.2d, is avg_users_in_cell as in the case
of the fd_traffic fraud model. But differently, the feature total_in_calls has more impact. With
further investigation, we found this is because, although generating a number of callers for
fraudulent users (total_callers) that is similar to legitimate, the fd_social fraud model does not
control the incoming traffic generated, the value of total_in_calls becomes too large, allowing
its distinction.

Jd_all (Fig. 6.1e) This fraud model yields all fraudulent users in hybrid clusters regardless
of the scenario. This proves that it is possible, with the current in-market SIMBox function-
alities, to generate frauds very close to human behavior. We can see from Fig. 6.2e that this
result is mainly based on features ratio_sp_calls, total_out_calls, ratio_called, and unique_sp
(i.e., unique number of stay points), which relate to all the behavioral features of a SIMBox
fraud model. We also note that some features are of little importance, i.e., (ratio_night_dur,
total_inter_calls, total_in_inter_calls, and total_out_sms); it is therefore not essential to include
them in the SIMBox fraud model for effective fraud.

On the other hand, Fig. 6.1f shows that configurations associated with the fd_all fraud model
cause the SIMBox to reject the majority of fraudulent calls from abroad. This is due to fraud
model’s restrictions on the event time (i.e., no operation at night) and parameters (i.e., maxi-
mum number of calls per day). In comparison, the fd_naive fraud model routes all incoming
calls as it has no restrictive policy. Therefore, although the fd_all fraud model is effective, it allows
fraudsters to make limited financial gains due to rejected calls, given the level of investment (e.g.,
an architecture with 200 SIMs requires 100 gateways to maintain a fair mobility uniqueness,
i.e., 2 SIMs/gateway).

6.4 Building efficient SIMBox fraud detection

This section relies on FraudZen to provide an in-depth evaluation of literature SIMBox fraud
detection techniques, giving essential insights to improve future research on the domain. Pre-
cisely, we analyze detection’s performance metrics (cf. last column of Table 6.3), while varying
parameters of detection and fraud models.
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While the analysis of detection parameters guides the choice of the best options for design-
ing efficient fraud detection, fraud-related parameters allow assessing how detection performs
in different fraud scenarios, uncovering detection’s weaknesses. Thus, from our literature
review in §6.4.1, we identify and consider three detection parameters: the ML model, the ag-
gregation period, and the feature set (cf. §6.4.2, 6.4.3, and 6.4.4). Besides, we consider three
fraud-related parameters: the fraud model, the frequency of incoming traffic, the SIMBox
mobility behavior (cf. §6.4.5, 6.4.6, and 6.4.7).

6.4.1 Literature on SIMBox fraud detection

CDR-based literature SIMBox fraud detection approaches typically use ML classification mod-
els on supervised CDRs preprocessed into detection features describing users communication
behavior. We narrow our selection to some of the most recent or high-ranked published works
providing description of the used parameters, allowing reproduction. Hereafter, we discuss
the identified detection parameters reported in Table 6.3.

ML classification model. At the core of detection approaches, ML models are trained from
a set of fraudulent and legitimate users in the CDRs ground truth. They capture users’ com-
munication behaviors and accordingly categorize them as fraudulent or legitimate aiming the
lowest error. Our review reports comparative analysis of the following models: Artificial Neu-
ral Network (ANN) and Support Vector Machine (SVM) [140, 86, 153]; Random Forest (RF) [86,
153, 114]; as well Alternating Decision Tree [114, 71]. Focusing on the models’ classification
performance, we consider in our analysis the Gradient Boosting Decision Tree (GBDT) model,
an evolution of the Alternative Decision Tree (no longer used in literature). GBDT combines
several decision trees using the boosting method. Because the unfeasible replicability of the se-
lected detection approaches (i.e., unavailable training datasets), we conduct a hyper-parameter
tuning to determine the best model in each scenario.

Aggregation period. It defines the amount of timestamped data in CDRs to be considered
for the detection features computation, i.e., how frequent a detection will be carried out (e.g.,
daily, weekly). This period directly impacts the amount of information collected to differentiate
between fraudulent and legitimate users. On the other hand, the lower the detection frequency,
the higher the fraudsters’ profit due to more extended fraud operations.

Detection features set. Classification features are obtained by aggregating CDRs fields to
capture users’ communication behavior. Considered features define the representation of
each user provided to the classification model; a representation that is not good enough to
distinguish fraudulent from legitimate users, limits the classification performance. Literature
works considered various sets of features (cf. Table 6.1). Here, we focus on the impact of
communication behavior (i.e., traffic, mobility, or social) to the detection. Accordingly, we
group all detection features by behavior, which bring us to distinguish four sets (cf. Table 6.3):
traffic features only (traffic_detection), traffic with social features (traffic+social) [139], traffic
with mobility features (traffic+mobility) [114], and all features, i.e., traffic with social and
mobility (all_detection) [86, 153]. Hence, each feature set targets the detection of the behaviors
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Table 6.4: Detection models’ performance per fraud model, 3% of intl. calls, and all_detection
feature set.

#frau fd_naive fd_all fd_traffic fd_mobility fd_social
Model - - - - -
dulent | balan- | preci- | re- | balan- | preci- | re- | balan- | preci- | re- | balan- | preci- | re- | balan- | preci- | re-
users | ced acc | sion call | cedacc | sion call | cedacc | sion call | ced acc | sion call | ced acc | sion call
ANN 200 0.99 0.95 0.99 | 0.57 0.21 0.16 | 1 1 1 0.57 0.5 014 | 1 1 1
50 1 1 1 0.5 0 0 0.89 0.67 0.8 | 0.98 0.94 0.96 | 0.99 1 0.98
SVM 200 0.98 0.82 0.97 | 0.56 0.37 014 | 1 1 1 0.62 0.76 0.24 | 0.99 0.99 0.99
50 0.97 1 0.94 | 0.49 0 0 0.99 0.84 1 0.98 0.88 0.96 | 0.97 0.96 0.94
RF 200 0.94 0.93 0.88 | 0.80 0.82 0.64 | 1 1 1 0.66 0.63 0.34 | 0.99 0.99 0.98
50 0.97 1 0.94 | 0.49 0 0 0.99 0.97 1 0.96 0.98 0.92 | 0.98 0.93 0.96
GBDT 200 0.99 0.94 0.99 | 0.70 0.88 041 |1 1 1 0.62 0.82 0.25 | 0.99 0.99 0.99
50 0.98 0.92 0.96 | 0.5 0 0 0.99 0.92 1 0.97 0.94 0.94 | 0.97 0.92 0.94

it considers.

Evaluation metrics. we consider five evaluation metrics obtained with a 10-fold cross valida-
tion: (1) The balanced accuracy - rather than the classical one, as legitimate users outnumber
fraudulent ones - is defined as the average of recall obtained on each class. (2) The recall is the
ability of the classifier to find all the scenario’s fraudulent users, giving its capacity to resolve
the fraud. (3) The precision is the ability of the classifier to not label as fraudulent a user that
is not one, giving the confidence level in blocking a detected fraudulent user. (4) The F1-score
indicates the overall performance of the classifier. (5) The training time of each model is a
relative indicator of the required resources for operation, a critical metric when dealing with
hundreds of thousands of subscribers.

6.4.2 Impact of the detection model

Considering the all_detection features set, Table 6.4 shows the evaluation metrics’ results
for the five fraud models (cf. Table 6.1), for 50 and 200 fraudulent users, and considering
3% of incoming intl. traffic. With the fd_naive fraud model, all detection ML models have
comparable performance and do quite well for 50 and 200 fraudulent users, with at least 97% of
accuracy and 82% precision. With the fd_all fraud model, all ML models poorly perform when
there are 50 fraudulent users, with 0 recall and precision, indicating that all fraudulent users
are misclassified as legitimate and no user is classified fraudulent. However, when the number
of users is higher, RF and GBDT perform better than ANN and SVM. Although GBDT precision
is higher than the RF one, the balanced accuracy and recall of RF are globally higher: the RF
detects more fraudulent users (i.e., 64%) than other ML models, with a pretty good precision
(i.e., 82%). These tendencies are also moderately observable with fd_traffic, fd_mobility, and
fd_social fraud models.

Furthermore, we report in Fig. 6.3 the distribution over all scenarios of considered detec-
tion models’ training time. We can see that the GBDT is unsurprisingly the best model w.r.t.
the training time as it combines shallow decision trees that are easy to train. On the other
hand, the ANN model is relatively the longest to train due to the high number of layers and,
therefore, parameters it may have. At the same time, the SVM can present very high training
time values depending on the scenario.
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Figure 6.5: Evaluation metrics w.r.t. the features set in 3% scenario and 200 Fraudulent users.

1st Insight: A combination of simple decision rules (as done in RF and GBDT) based on individ-
ual’s behavioral features is more efficient than classifying users based on their global behavior (as
done in SVM). We therefore recommend for an efficient detection to leverage tree ensemble

models or a linear combination of such models which however, requires more training time.

6.4.3 Impact of the aggregation period

As shown in Fig. 6.4, increasing the aggregation period from 1 to 7 days impacts the detection
performance of SVM (of average performance) and GBDT (efficient) models. Such results
consider the fd_all fraud model with 100 fraudulent users and 3% of incoming intl. traffic. For
SVM, we see a significant performance increase only after five days. Unfortunately, considering
the low initial investment on SIM cards acquisition, such time is enough for fraudsters to
generate substantial gains before replacing the SIMs detected as fraudulent. Also, for both
models we notice that beyond five days, the performance (e.g., the precision), slightly decreases
each day. Indeed, by increasing the aggregation period we include more legitimate users of
heterogeneous communication behaviors, increasing their probability of being misclassified.
2nd Insight: Aggregation period enlargement does not straightly improve detection performances.
Accordingly, we recommend to apply detection while considering many aggregation periods;
for instance, (i) daily features and (ii) 3 to 5 days aggregated ones. Such a design can increase
detection precision for more efficiency.
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Figure 6.6: Evaluation metrics w.r.t. the percentage of fraudulent incoming traffic. #Fraudu-
lent users: 200 Model: SVM.

6.4.4 Impact of the features set

Fig. 6.5 shows the impact of detection features on the detection performance of both SVM and
RF models, for 3% of incoming intl. traffic and 200 users. We consider all fraud models but the
fd_social one, as it causes no dynamics to fraud detection (cf. § 6.3.3). Overall, results show
the values of balanced accuracy, precision, and recall are the lowest with traffic_detection and
traffic+social feature sets: the addition of social features to the detection add no difference.
Instead, the addition of mobility detection features creates a shift in the detection performance,
according to the fraud model: for fd_traffic, the performance increase is the most important,
followed by fd_naive, fd_all, and finally, fd_mobility, for which there is almost no influence.
We also notice the impact of the mobility detection features is more important for the precision
metric than for the balanced accuracy and recall. Finally, the detection made with all_detection
features slightly increases evaluation metrics compared to the traffic+mobility features.

3rd Insight: Compared to traffic and social behaviors, users’ mobility behavior presents the

best facet to distinguish between fraudulent and legitimate users. We therefore recommend a

deeper exploitation of detection features based on mobility behavior.

6.4.5 Impact of the frequency of incoming traffic

We can see from Fig. 6.6 how detection performances vary when we increase the amount of
incoming international traffic the SIMBox has to route, from 3 to 12%. The results are presented
for an SVM detection with traffic_detection and all_detection feature sets in a scenario with
200 fraudulent users. As for previous section, we do not consider the fd_social model in results
computation. Globally, the upsurge of incoming traffic increases all the evaluation metrics for
all the fraud models. In particular, for the fd_naive and fd_mobility fraud models, we observe
a change from 62% to 83% accuracy when the detection is only on the traffic features. For the
fd_all and fd_traffic fraud models, there is no impact in traffic_detection. However, there is
a slight increase of accuracy with all_detection due to impact on the fraud mobility behavior.
Indeed, as the inter-call time is reduced due to a higher call frequency, the number of unique
cell ID positions recorded in CDRs for each fraudulent user tends to diminish, denoting a lack of

mobility. Such an effect is more apparent for fd_all users as they make very few calls to simulate
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fraud model: fd_all. Features set: all_features. Scenario 3%. #Fraudulent users: 200

real users’ traffic behaviors. Yet, enabling to configure a minimum inter-call time value in the
SIMBox could make this effect disappear.
4th Insight: The more calls the SIMBox has to route, the more difficult it is to disguise the resulting
traffic while imitating human behavior. Although this is within fraudsters’ reach, it requires more
resources (i.e., SIM cards and gateways) in the architecture.

6.4.6 Impact of the SIMBox fraud model

Figure 6.7 shows the performance of the SVM model (middle performing) against our five
fraud models while varying the number of fraudulent users. We fix in FraudZen the incoming
traffic to 3% and report metrics with all_detection features.
Results for fd_naive and fd_mobility fraud models are highly correlated with statistics obtained
in §6.3.3 with the in-crowd-blending metric: As the number of fraudulent users increases,
fraudulent users blend in with legitimate ones, and the detection accuracy and recall drop,
though the precision value is maintained high (> 80%). On the other hand, for fd_all and
fd_traffic fraud models, the increase of fraudulent users causes an overall improvement in detec-
tion performances. At last, the fd_social fraud model is easily detectable compared to fd_naive.
5th Insight: The variation of the tackled fraud model causes an important discrepancy in detec-
tion performance; attesting fraudsters have genuine control over their traceability.

At last, Fig. 6.7f gives an idea of how the detection could be in real-world scenarios where
the data includes several attack patterns that are not a priori known. Here, we apply the RF
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model with the all_detection feature set, to a dataset containing 5000 legitimate users and 200
fraudulent users per fraud model, i.e. 1000 fraudulent users. RF is trained on 80% of the dataset,
without any knowledge on the fraud model’s choice. We report the classification performances
on each fraud model in the test set, i.e., the remaining 20%. The results show poor precision
for all fraud models but a significant recall, especially for the fraud models fd_all and fd_traffic.
These latter two models generate fraudulent users with homogeneous behaviors, compared to
the other fraud models (cf. Figs 6.1b, 6.1¢). The detection thus mostly learn their behaviors as
fraudulent, which also explains why many legitimate users are misclassified.

6th Insight: Considering several fraud models at once negatively impacts detection performances,
especially in the presence of advanced fraud models inducing a loss in precision. This result
suggests to handle separately each fraudulent behavior in detection. FraudZen offers the means
to generate enough data to train detection models before applying them to uncontrolled scenarios.

6.4.7 Fraud model mobility uniqueness

Following the 3'? insight drawn in §6.4.4, we deeper investigate the impact of the fraud’s
mobility behavior on detection. Here we consider fd_all and vary only the number of SIMs
per gateway of the architecture, referring to the fraud model’s mobility uniqueness (cf. Table
6.1). Precisely, this parameter directly influences the mobility detection feature avg of users in
cell ID whose average value for legitimate users in our scenarios is 2.06. Note that such a value
is lower than in real-world scenarios as we simulate mobility with a lower population density
than in Helsinki city to meet the number of users of our provided CDRs.

Hence, we perform SVM and GBDT detection on the fd_all fraud model while varying the
number of SIMs per gateway from 2 to 5 in a scenario with 200 fraudulent SIMs and 3% of
incoming international traffic. Results in Fig. 6.7g show that although there is no impact on
SVM detection, the GBDT model is very sensitive and reaches a balanced accuracy of 100% for
5 SIMs per gateway. Hence, the smaller is this parameter, the better it is for fraudsters.

7th Insight: The number of SIMs per gateway parameter defining the fraud model’s mobility
uniqueness can largely influence fraud detection. Moreover, fraudsters can hardly control its
impact, which varies with the mobility zone and the behavior of the legitimate users in this zone.
Hence we recommend future detection to increase features distinguishing this fraud behavior.

6.5 Related works

As most security problems are evolving, a lot of works in the literature leverage an attack
formalization identified as "threat model” [31, 69, 156, 136] or "attack model” [25, 155, 43].
Such formalization is essential to define the attacker’s capabilities and evaluate related defense

efficiency. Regarding SIMBox bypass frauds, this work presents the first attempt in attack
modeling.
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6.6 Summary

Despite its huge impact on operators’ revenue and national security, SIMBox bypass fraud is
an open issue in cellular networks. This chapter addressed one major challenge hindering its
investigation: the difficulty of leveraging detection due to a lack of clarity on fraud behavior in
analyses. By methodically unraveling the SIMBox appliances’ functionalities, we extracted in-
tuitive and easy-to-interpret traits encompassing the fraud action areas and defining a SIMBox
fraud modeling. Henceforth, we established the groundwork for fraud detection evaluation
by using our SIMBox fraud modeling as a proxy for performance investigation of literature de-
tection approaches. Our provided detection-related insights attest to the FraudZen capability
of generating efficient SIMBox fraud traces allowing new venues for future fraud detection
investigations.

In the next chapter, we explore a novel cellular data type in the SIMBox detection literature:
cellular signaling data. Through experimental analyses, we show its usefulness for real-time
SIMBox fraud detection. Therefore, we propose a detection framework exploiting such insights
to be deployed at the network edge.
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At this level, we consider two findings from previous studies: First, CDR-based methodolo-
gies, as currently designed, are unfortunately not robust to the constant fraud evolution. Sec-
ond, the time required to infer detection insights from CDRs datasets leads to coarse-grained
detection frequency (e.g., at most once a day), giving time to fraudsters to profit from their light
initial investment. As a bridge to the gap of such limitations, this chapter explores a relatively
novel data type in the SIMBox fraud detection literature, i.e., cellular signaling traces valuable
for their (i) robustness to the fraud evolution and (ii) ability for real-time detection.

We introduce SigN, a novel SIMBox detection system intended to be deployed at the cellular
network edge. SigN analyzes the standardized cellular network signaling messages exchanged
between user devices and the network, from a real cellular core and access networks deployed
inside a Faraday Cage. From such analyzes it infers a real-time distinction between fraudulent
and legitimate devices based on the latency of the network attachment procedure.

In the following sections, we elaborate on SigN methodology and the related experimental
analyses as a follow-up to an overview of cellular signaling-based detection.
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7.1 Cellular signaling-based detection

This section introduces the analysis of signaling messages for SIMBox fraud detection. It first
discusses the corresponding motivation, then elaborates on related literature limitations to
spotlight the requirements of signaling-based detection.

7.1.1 Motivation

Cellular signaling, unlike call audio, has the advantage of being easily accessible as logs recorded
at multiple nodes in an operator network. Besides, it is framed by the 3GPP standards for mo-
bile network security and operation and conveys user devices’ information that, although not
private, can serve to identify the fraud. Such thorough standardization causes fraudsters to have
limited control over such datasets, mainly involving the operators’ components (i.e., Operator-
provided SIM cards inside the SIMBox and Operator’s cellular antennas). Furthermore, sig-
naling data is generated at the network protocol level, prior to any traffic (call/SMS/data)
generation and thus to any induced communication behavior. Therefore, unlike CDRs, cellu-
lar signaling is utterly resilient to all advanced fraud techniques that aim to disguise fraudulent
users’ communication behavior. At last, cellular signaling procedures are speedy in the range
of milliseconds so as not to be perceptible to the end-users, paving the way for "real-time”
detection to stop the fraud before any damage.

7.1.2 Literature limitations

Here we narrow our focus to the only work of the literature that similarly considers signaling
data for SIMBox fraud detection. Oh, et al. [120] has been recently published in a top-ranked
security venue and proposes a fingerprint-based prevention methodology to mitigate STMBox
appliance (i.e., precisely gateways) access to the network. In the following, we use the term
"ACL" to refer to this methodology.

7.1.2.1 Description

ACL analyzes signaling messages generated during the LTE attachment procedure. From the
extraction of as many as 31,118 Mobile Equipment (ME) models software and firmware-related
features inside the "Attach request” and "UECapabilityInformation” messages, it empirically
shows that smartphones are fingerprintable. Likewise analyzing LTE SIMBox gateways and
IoT devices, the paper concludes that “without the supplier’s support or using the same chipset
of smartphones” reproducing smartphones’ fingerprints will be difficult for fraudsters. Yet, the
impersonation of IoT devices is more accessible. Based on that, the authors propose a two-
stage access-list policy strictly enforcing IoT devices to get registered at the operator before
attachment. First, the approach compares ME fingerprint and IMEI codes to those recorded
in a database. Then, in phase 2, ACL rejects non-registered IoT devices with voice call sub-
scriptions.
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Table 7.1: Fingerprint differing field’s values
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7.1.2.2 Limitations

We identified a set of limitations to ACL effective capability to mitigate the fraud, discussed
hereafter:

« First, ACL considers a mild threat model in which fraudsters cannot collaborate with the
SIMBox appliance providers, thus limiting their capabilities to modify their fingerprint. Such
collaborations are, however, regular in practice. For instance, GoAntiFraud [57] is a cloud-
based service assisting SIMBox termination businesses. Since 2013 they have helped over
2000 fraudsters in more than 31 countries. In addition, they have partnerships with various
SIMBox manufacturers from which they can obtain and configure such devices’ software
according to their client (i.e., SIMBox fraudsters) needs. More critically, Antrax [7] is a
company that covers all stages of the international termination business, from SIMBox man-
ufacture to the hiring and assistance of SIMBox fraudsters. They provide “specially tailored
world-known hardware and software for ready-made call termination business” and thus can
modify both SIMBox firmware and software, adjusting their generated fingerprint.

 The previous more severe yet actual threat model considers fraudsters can access any phone’s
fingerprint using an open-source LTE stack and an SDR-based eNB as done in [120]. SIM-
Box fraudsters are thus able to precisely determine what to modify to reproduce a specific
phone’s fingerprint, which would guarantee not to be detected by ACL. Accordingly, al-
though ACL fingerprint includes device’s capabilities information that might cause network
communication failure if modified, we assess how feasible it would be for a fraudster to copy
a phone fingerprint.

ACL’s fingerprint includes "[NAS] attach request,” relating to the core network ME’s func-
tions, and "[RRC] UECapabilityInformation,” relating to the ME’s radio-access capabilities,
such as the supporting radio frequency, carrier aggregation (CA) configuration and radio
resource scheduling. As highlighted in [120], the latter capabilities are the best facet to distin-
guish SIMBox appliances, with a unique antenna per baseband, compared to smartphones,
supporting carrier aggregation (CA), i.e., multiple frequencies simultaneously. From such
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Figure 7.1: Distribution of release year of ACL’s tested phones.

observation, we reason that SIMBox fraudsters would, therefore, preferably copy old or "non-
smart” phones not supporting advanced radio-access capabilities. Furthermore, as Fig. 7.1
confirms that all ACL’s tested phones were released from 2013 to 2021, we compared, using
the testbed described in §7.2.2, the fingerprint of (i) a 2012-released phone (i.e., Samsung
Galaxy S3/S3), (ii) a 2012-released SIMBox gateway (i.e., Hybertone LTE GoIP8/GoIP8) and
(iii) a 2020-released phone in the device set of ACL (i.e., Samsung ZFold 5G/ZFold). Table
7.1 reports fields with differing values for the 2012-phone and the 2012-SIMBox gateway.
First, apart from two bits, all NAS-mandatory information in ACL’s fingerprints are similar
for both MEs. Regarding RRC, the difference is light regarding the number and content of
the fields relative to the 2020-phone. Generally, the 2012-phone-supported capabilities are
included in the SIMBox gateway ones, easing required adjustments by the fraudulent parties.
Also, the last column highlights that the 2020-phone supports many more capabilities than
the 2012-phone, including 63 more CA-related features, justifying conclusions drawn in
[120]. Our study demonstrates it is manageable for SIMBox fraudsters to reproduce an old

phone fingerprint and thus circumvent ACL control.

Third, a significant limitation of ACL is that the considered fingerprint is based on 3GPP
specifications, [3] for NAS and [2] for RRC, which are constantly evolving. Such an evolution
directly impacts ACL’s scalability, whose first phase is manually checking these specifica-
tions to identify the information expected from UEs. Specifically, a study of these specifi-
cations updates in the last five years, as depicted in Fig. 7.2, shows an update on average
every three months. Therefore, the manual checking of specifications implies searching at
each update through the whole voluminous document or its numerous references to the
introduced modifications. Moreover, several releases of a specification can be maintained
simultaneously, as shown in Fig. 7.2b, giving each UE a choice to dock to a release that
ACL should be able to track. All these considerations make ACL implementation difficult

in practice.

At last, ACL is vulnerable to unknown cases. Indeed, it relies on a database of fingerprints
with corresponding device model identifiers (i.e., the first eight digits of the IMEI, called
Type Allocation Code/TAC). Unfortunately, the detection decision is incapacitated if an
attaching device model’s TAC and corresponding fingerprint are not yet in the database.
Hence, using new SIMBox models not yet known in the market or simply modifying to new
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existing fingerprints is enough for fraudsters to evade ACL.

7.1.2.3 Summary

From the above analysis, we conclude that although exploiting cellular signaling, ACL method-
ology has two main shortcomings: (i) it relies on features that fraudsters can alter, i.e., the
network capabilities of the SIMBox appliances they produce, and (ii) it is complex to implement
requiring constant maintenance in terms of protocol specifications and phone models updates,
without which its effectiveness is significantly reduced.

Given these limitations, the following section highlights the requirements for a suitable
signaling-based SIMBox fraud detection solution.

7.1.3 Goal

The threat model we consider does not limit fraudsters’ hardware and software adaptation
capabilities. Therefore we aim to develop detection solutions with in mind the following
properties: (1) solutions should remain efficient regardless of fraud enhancement, thus relying
on factors beyond the reach of fraudsters. (2) solutions should be based on properties whose
ease of modification severely limits the fraud effectiveness, thus facilitating its detection. (3)
solutions should be simple and require little nonconstant effort on the operator side to be
widely deployed on the network surface.

7.2 SigN prevention system

Responding to highlighted detection goals, we propose SigN, a SIMBox fraud detection system
based on the cellular signaling latency perceived at the network edge. This section first presents
SigN intuition describing how it meets identified goals, then describes our experimental setup,
and at last discusses obtained results.

7.2.1 Intuition

Our detection intuition is based on SIMBox appliances signaling having relatively high latency
compared to regular devices due to the SIMBox architecture.
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Indeed, UEs in cellular networks are a combination of the ME and the SIM with an active
subscription for interaction with the cellular network. For the SIMBox UEs, the combination
of the ME (gateway) and SIM cards is either manual in the standalone SIMBox architecture
or logical at the level of the SIM server in the distributed architecture. Yet, most SIMBox
deployments are distributed due to the limitations induced by SIMBox standalone architecture
described below. Thus, as shown in Fig. 7.3, the communication latency of SIMBox UEs
ty = tg_q + t;_, where t,_; = t,0 = f,1 is the regular latency due to signaling operations
processing and wireless signal propagation within the cell. On the other hand, ¢,_, is the
latency overhead experienced by SIMBox due to the interaction of its components in an IP
network.

Such latency overhead may be identified at the network’s base station. Thus SigN detection
method based on signaling latency analysis fulfills goals (1), (2), and (3) as follows.
(1): Fraudsters can hardly prevent their signaling latency overhead, depending on parameters
out of their reach, such as the size of standardized cellular signaling messages or the required
number of signaling exchanges between the ME and the SIM card. Moreover, vagaries related
to Internet link quality between SIMBox appliances may also impact.
(2): Although such a detection intuition is based solely on the distributed architecture of SIM-
Box, switching to a standalone architecture would be very costly for fraudsters. Not only does
this limit the number of calls that can be hijacked to the features of a single SIMBox gateway,
but it also makes it impossible for fraudsters to apply human mobility simulation to their SIM
cards [54], yielding straightforward detection through literature CDR-based approaches.
(3): Inspecting signaling latency is straightforward and has already been implemented as timers
for other purposes in LTE. For instance, the timer T300 [2] is used by the eNodeB to keep track
of the RRC Connection Request messages it receives from the UE and determine whether it
should initiate the RRC connection setup procedure. Such SigN lightness guarantees its ease

of implementation at the eNodeB nodes.

In an effort to validate such detection intuition, we experimentally analyze cellular signal-
ing latency per UE to build the SigN detection approach. Precisely, SigN focuses on the UEs’
latency during the network attachment procedure, that fraudster should mandatorily carry
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out to connect to the network.

7.2.2 Experimental setup

The tesbded used in this study relies on a 4G Amarisoft suite deployed inside an 30m? Faraday
shield. The specifications of used components are detailed in Table 7.2. We use a single PC to
host the base station and core network nodes (MME, IMS, and SGW). This PC is in charge of
the baseband processing, while the Software-Defined Radio (SDR) processing is handled by a
USRP B210 [48] connected to the the PC through an USB3 interface. The baseband processing
communicates with SDR via a libuhd 4.3.0 TRX APIL

The testbed deploys a single 4G cell which radio parameters are described in Table 7.2.
Using a VIAVI Radio spectrum analyzer [147], we validate the Reference Signal Received
Power (RSRP) at the level of UEs to be around -71dBm (cf. Fig. 7.4) reflecting an excellent
signal quality in real urban scenarios measurements [94].

Our testbed includes 12 phones from six distinct vendors and 7 SIMBox appliances from
two manufacturers. Such devices are equipped with Sysmocom programmable SIM cards [152],
whose PLMN is set to the one of the shielded LTE network. SIMBox control server software
is hosted in LAN-connected Ubuntu-Server and Windows 7 PCs according to Hybertone and
Portech requirements. Such PC hardware specifications are described in Table 7.2. We use
the acronyms SIMBoxHYB_std and SIMBoxPOR_std to refer to the deployment of the stan-
dalone architectures of the Hybertone and Portech SIMBox models respectively, as well as
SIMBoxHYB_dis and SIMBoxPOR_dis for the corresponding distributed architectures.

7.2.3 Network attachment latency

Methodology. For each phone type and SIMBox architecture, we carry out 50 executions
of the attach procedure. The generated cellular signaling logs from such attach procedures
are collected at the level of the eNodeB. For each message we use the following associated
fields for latency computation: time layer direction ue_id message. The direction, i.e.,
Uplink/Downlink, indicates the message originator as the UE/the network, respectively. We
consider NAS-layer messages only, as they provide information of the signaling between the
UE and the core network during the attach procedure (cf. Table 7.3). Therefore, we compute
the latency of each step as L; = T; — T;_y, i.e, the delta time between the arrival of a message i
and its previous one i — 1. Depending on the message direction, L; refers to the network’s or
the UE’s processing time along with the message transmission time to the eNodeB. The total
attach procedure latency of an UE is thus zi1=ol T, —T;_;.

Results. Table 7.3 reports the obtained latency’s average values and standard deviation for
each step of the network attach procedure. A particular interest is on the lines where the
UE responds to a network request (text in column 2 in red), enabling us to determine and
compare the processing time per UE type. Note that some UEs (e.g., SIMBoxPOR) may not
execute the identity request if their attach request already includes the UE’s identifier (IMSI).
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Table 7.2: Testbed components specifications

Parameters Values

Host PC (BS, MME, SGW) | Intel(R) Core(TM) i9-10900K CPU@3.70GHz, 16GB RAM, Gigabit Ethernet controller
Bandwidth 5MHz FDD

Cell | Configuration SISO
Frequency Downlink center frequency: 1845 MHz, Band 3

Programmable SIM card SysmoSIM-SJS1 de Sysmocom
Samsung Galaxy Note 4 (x3)

Samsung Galaxy S3

Xiaomi Redmi Note 9

Xiaomi 10 Lite 5G (x2)

Mobile phones FairPhone 4 5G

OnePlus Nord Model 5G

Sony XPERIA

Samsung galaxy Z Fold2 5G

Samsung Galaxy A90 5G

Hybertone

- SIMBank: SMB32

- Gateway: GoIP8 (x2)

SIMBox appliances - Server v. 2022-5-11 (Host PC: Intel(R)
Core(TM) i5-4590 CPU @ 3.30GHz,
8GB RAM, Gigabit Ethernet controller)
Portech

- SIMBank: SBK-32

- Gateway: MV-374

- Server SS-128 (Host PC: Intel(R)
Core(TM) i7-4610M CPU @ 3.00GHz,
16GB RAM, Gigabit Ethernet controller)

Similarly, the network determines the ESM information request inclusion in case of the need
for additional information about the UE, such as its supported EPS bearers or QoS parameters.
Regardless of the phone type, all phones have comparable latencies per step, similar to the
SIMBox standalone architectures. However, distinguishing from those mentioned above, the
latency overhead in distributed architectures of the two SIMBox types is significantly higher
compared to the related standalone architectures (x 9% for Hybertone and ~ 5X times for
Portech). Such overhead emerges at step 4 (authentication response), which consists of mutual
authentication of the network and UE, following the AKA procedure in LTE [131]. It requires
the UE to send in response to the network the authentication vectors (RAND, AUTN, XRES,
KASME) from an internal computation of the SIM card (in the SIMBank) as requiring its
secret key K;. In this step, the time t,_, of inter-SIMBox component IP communication is thus
necessarily imputed, explaining the overhead.

7.2.4 Prevention algorithm

SigN implementation in an operator network monitors user devices’ authentication response
latency. According to LTE specifications [47], this is already done through the timer T3460
attesting to the lightness of SigN methodology and guaranteeing its potential for real-time
large-scale deployment. In the following, build upon LTE timing mechanisms to propose a
SigN algorithm adapted to SIMBox fraud mitigation.

In LTE, the network initiation of an authentication procedure is associated with the start
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Table 7.3: Latency (in ms) per UE model reported per network attachment step
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0. Attach request UE=¢eNB | 0 0 0 0 0 0 0 0 0 0 0 0 0
1. Identity request | UE <eNB | 1+0 1+0 1+0 821 1+0 1+0 1+0 1+0 1+0 1+0 gz * / /
. 383x | 31.0% 318+ | 25.0+ 318+ | 310+
2. Identity response | UE=eNB | 310 | 276 23 104 310 | o, 64 31£0 | 3120 | S0 43 /
3. Authentication | g _oNg | 100 140 | M0F | 120 140 |1x0 |120 |1x0 |140 |120 | %0 09+ 140
request 0.3 0.3 0.1
4. Authentication | - 1576+ | 741+ |845% | 6795 | 702+ | 698% | 691+ | 699+ | 679% | 717+ | 21227+ | 712% | 1640.2%
response 114|221 |365 |122 |182 [100 |59 8.2 162|108 | 309.9 107 | 2867
5. Security mode UE«eNB | 120 | 140 |10 | 1401 |1201 |1£0 |120 |1£0 |140 |1+0 |%9% 140 |1+0
command 0.3
6. Security mode UE = eNB 20.5+ | 193+ | 37.0+ | 33.0+ |21.8+ | 313+ | 19.6+ | 219+ |21.8+ | 224+ |20.1+ 19.7+ | 211+
complete 3.2 1.6 6.3 9.5 143|125 |26 46 105 |59 37 27 5.8
7- ESMinformation | yp _ong | 140 120 | O0F |y 140|120 |1x0 |1x0 | %% |1x0 |10+0 |/ /
request 0.2 0.1
8. ESM information 197+ | 373+ 228+ | 262+ | 19.6x | 226 | 207+ | 229+ | 206+
response UE=eNB | 19+0 2.6 5.5 ! 21.4 9.3 2.3 5.6 4.2 5.8 3.9 / !
504+ | 487+ | 662+ | 569+ | 500+ | 665+ | 509+ | 488+ | 493+ | 469+ | 43.7% 507+ | 579+
9- Attach accept UE <eNB | o 2.5 6.8 8.7 44 143 |59 3.9 43 103 |93 6.8 261
324+ | 328+ | 497+ | 601+ | 343+ | 355+ | 545+ | 388+ | 335+ | 573+ 785+ | 52.2+
10. Attach complete | UE=eNB | | o 34 7.1 11 6.0 8.2 6.4 39 41 101 | 32295 68 47
Total 215.0% | 225.6% | 3168+ | 251.9% | 234.2% | 256.6% | 242.8% | 237.1% | 228.2% | 257.1% | 2295.5+ | 253.9% | 1773.5+
213|382 | 655 |424 |646 |448 |295 335 |385 |427 |3417 313 | 3233

of the timer T3460, whose default value is 6s. Therefore the UE shall respond with an "authen-
tication response” message within T3460. On the first expiry of the timer T3460, the network
retransmits the "authentication request” message as well as resets and starts timer T3460. This
retransmission is repeated four times, i.e., on the fifth expiry of timer T3460, the network
aborts the authentication procedure and releases the NAS signaling connection. To the best
of our knowledge, LTE standards give no support to the default T3460 value of 6s, which can
be easily modified by any operator. For instance, Amarisoft 4G suite provides a configuration
file in which the value of T3460 can be set.

According to our experimental evidence, such a default value is large enough for a seam-
less connection to the network of SIMBox fraudulent devices. Hence, the algorithm 1 in-
troduces a threshold range of [T3460, = 500ms, T3460, = 1000ms] for authentication re-
sponse latency. The network operator initiates the authentication procedure with T3460 set
to T3460, = 1000ms. It next sends a maximum of 5 authentication requests waiting in case of
timer expiry and then stops the signaling connection. However, if an authentication time is
more than 73460, = 500ms, instead of a direct authentication, it makes three other authenti-
cation requests and counts the number of times such authentications take more than 500ms.
If this number exceeds 2, the UE can be considered dubious and is refused to join the network.

Here, we choose the value of 500ms as being the maximum phone-related time (transmis-
sion and processing combined) in our measurements. Similarly, the timer value of 1000ms is
empirically defined by all SIMBox authentication times greater than 1000ms. The adjustable
threshold frame is, therefore, to minimize possible (yet unlikely) false positives. As a result,
such an algorithm has a 100% accuracy, recall, and precision from our testbed measurements.
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Algorithm 1 SigN authentication procedure

1: procedure AUTHENTICATIONPROCEDURE(T3460, = 500ms, T3460, = 1000ms)
2 retry < 0
3 timeoutCount < 0
4 while retry < 5 do
5: startTime < CURRENT_TIME
6 SEND_AUTHENTICATION_REQUEST
7 response < WAIT_FOR_RESPONSE(T3460,)
8 elapsedTime < CURRENT_TIME - startTime
9: if response is not None and elapsedTime < T3460, then
10: return response
11: else if response is not None and elapsedTime > T3460; then
12: i<0
13: whilei < 3 do
14: SEND_AUTHENTICATION_REQUEST
15: response; < WAIT_FOR_RESPONSE(T3460,)
16: if response; is None then
17: timeoutCount « timeoutCount + 1
18: end if
19: i—i+1
20: end while
21: if timeoutCount > 2 then
22: return None
23: else
24: return response;
25: end if
26: end if
27: retry < retry + 1
28: end while
29: return None
30: end procedure
7.3 Discussion

The preliminary experimental analyses of UE’s network attachment latency confirm a SIMBox

latency overhead in the distributed architecture, primarily at the authentication phase. Despite

be

ing straightforward, SigN algorithm and results are impactful as described in the following:

First, despite relying only on the UE’s authentication computation, SigN ensures multi-
ple opportunities to detect SIMBox appliances. Indeed, SIMBox distributed architectures
generate regular attach procedures to the network. Precisely, each simulation of human
movement by logically binding a SIM card to another cellular antenna triggers a new con-
nection to the network. Such simulated movements occur several times weekly for a realistic
mimicking of human mobility, evading CDR-based literature detection. In addition, an op-
erator network has the flexibility to initiate at any time an authentication procedure when
a signaling connection exists [47].
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« Second, SigN related facilities of implementation and wide deployment for the operators
are enormous and will allow important economic spin-offs as compared to state-of-the-art
solutions.

« Second, although SigN intuition is uniquely related to distributed SIMBox architectures,
the standalone architecture is very costly for fraudsters. Not only does it limit the number
of calls that can be diverted to the capabilities of a single gateway, but it also prevents the
application of SIMBox SIM card migration and rotation techniques, ensuring direct detection
by CDR-based approaches in the literature.

» Last but not least, SIMBox fraudsters can hardly evade this solution. SigN robustness relies
on parameters out of fraudsters’ reach, such as the standardized number of SIMBox compo-
nents interactions and processing as well as the quality of the Internet connection between

such components, which varies depending on the provider and the location.

The future steps of this work are to inspect SigN pinpointed latency overhead to provide
explainability and verify its generability regardless of the considered SIMBox model. On the

other hand, we plan to delve deeper into legitimate signaling latency to spotlight its boundaries.

7.4 Summary

This chapter presented practical evidence of cellular signaling data relevance for SIMBox fraud
detection, highlighting its capabilities for real-time distinction and resilience to SIMBox human
behavior simulation functionalities. Through an in-depth investigation of the related work
limitation, we came out with essential requirements of a cellular signaling-based detection
solution, namely (i) to rely on fraudsters-unalterable properties, (ii) to rely on properties costly
to circumvent, and (iii) simplicity. We subsequently proposed SigN as a straightforward and
efficient detection system of SIMBox frauds in the network edge based on the cellular signaling
latency during the authentication phase. Future work will investigate the generality of SigN
efficiency in broader realistic scenarios.
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This thesis has focused on SIMBox bypass frauds in cellular networks, tackling its under-
standing and mitigation. Hereafter we draw the related conclusions.

8.1 Contributions summary

Faced with the severe impact of SIMBox bypass fraud on several scales (network operator
revenues, network quality and research, humanitarian risk related to covert terrorism), this
thesis’ contributions can be summarized in three main objectives:

Goal 1: Facilitate research on SIMBox fraud. We first identified that research on the do-
main was paralyzed by the inherent privacy of the datasets holding SIMBox fraud traces. The
induced difficulty in such datasets sharing has hindered the fraud’s in-depth knowledge and
the development of detection solutions.

Thus, we surveyed significant sources beyond the scientific literature to provide all the
elements for an utter understanding of the fraud ecosystem. This survey revealed how fraud
techniques evolve over time to oppose detection. Active detection methods (i.e., Test call
generation and Rule-based management) are mastered and manipulated by fraudsters to their
advantage (cf. §3.3). And, fraudsters have been innovating in the artificial reproduction of
human communication behavior known as Human Behavior Simulation, to counter passive
detection techniques.
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This led us to focus on the Charging Data Records (CDRs) datasets primarily used in
the literature for SIMBox fraud investigations. Accordingly, we implemented a scalable SIM-
Box simulation environment, i.e., FraudZen, to provide broad access to CDRs with realistic,
legitimate, and fraudulent profiles. The faithful reproduction of SIMBox appliances’ function-
alities and their related strategies guarantee the realism of the fraudulent traffic generated in
FraudZen. Moreover, we designed, traffic and mobility models of legitimate users, i.e., Zen,
based on real-world traffic CDRs and mobility traces. Using Zen modeling inside the simulator,
we validated the ability of FraudZen to generate realistic, legitimate traffic valuable for real
applications beyond SIMBox fraud research.

This contribution equips the scientific community with complete CDRs traces free of past/current
fraud strategies, giving the flexibility to anticipate the fraud evolution to advance research.

Goal 2: Develop detection resilient to the fraud evolution. We pointed out one major
challenge to the fraud investigation, which is the constant evolution of SIMBox appliances
capabilities making it difficult to leverage the proposed detection approaches. To fill this gap,
we introduced a new paradigm that considers detection methods not only in terms of accuracy
and precision but also values their resilience to the evolution of fraud. For this purpose, we pro-
posed the first-of-the-literature SIMBox fraud modeling as a framework allowing the definition
of a fraud’s behavior ahead of its simulation in FraudZen. Furthermore, by calibrating the
efficiency of defined fraud models by our conceived “in_crowd_blending capability” metric, we
evaluated the impact of various fraud and detection parameters on the detection performances.

For instance, the distinction of each assessed behavior (traffic, mobility, and social) in fraud
detection showed us that compared to traffic and social behaviors, users’ mobility behavior
presents the best facet to distinguish between fraudulent and legitimate users (cf. §6.4.4).
We further highlighted that the mobility uniqueness behavioral trait is a vulnerability to fraud,
being hardly counterfeited by SIMBox architectures (§6.4.7). We therefore recommend a deeper
exploitation of detection features based on such mobility behaviors.

Added to that, we could assess how the percentage of fraudulent incoming traffic (cf. §6.4.5)
and the tackled fraud model efficiency (cf. §6.4.6) affects fraud detectability. We also studied
how detection performs in realistic scenarios where datasets may include several attack pat-
terns that are not a priori known. Our study revealed that considering several fraud models at
once negatively impacts detection performances, especially in the presence of advanced fraud
models inducing a loss in precision. Therefore we suggested exploiting FraudZen capabilities
to handle each fraudulent behavior in detection separately.

Goal 3: Introduce manageable real-time solutions to the fraud. Motivated by the critical-
ity to consider the in detection design as a response to the rapid fraud earnings, we explored
a novel type of data in the SIMBox fraud detection literature. Precisely, we experimentally
investigated on-top-of an established Faraday cage test-bed a detection track based on cellu-
lar signaling latency. Using 10 mobile phones from five different vendors and three SIMBox
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appliances from the most prevalent manufacturer of the international market, we built proof-
of-concept validations of such tracks while discussing their applicability in real-world deploy-
ments. Our study revealed that the SIMBox distributed architectures have an average latency
40 times higher than conventional phones, allowing distinguishing such devices at the cellular

network attachment easily.

8.2 Limitations

Despite their broad applicability, this thesis’s contributions present some limitations we want
to highlight in this section.

Complete datasets unavailability: The work we conducted in modeling and validating legit-
imate and fraudulent CDRs exploited an incomplete CDRs dataset missing mobility context
(cf. §5.1.2). Indeed, mobility-related data contain potentially sensitive professional and per-
sonal information; they are among the most sensitive data currently being collected [106]. For
instance, solely relying on location data, a person’s home location, attendance to a particular
religious or political building, or presence in a motel or abortion clinic can be inferred [106].
As such, even anonymized mobility information is scarcely shared, preventing us from bene-
fiting from their related preciseness in the framework of our study. The direct implication in
Zen CDRs generation is that our modeling could not capture the implicit correlations between
mobility and traffic information. We separately built realistic and well-validated models for
users’ traffic and mobility. However, the combination of such separated models was based
on simplistic heuristics and ought to be improved in future works. In the same vein, such
simplification impacts fraud-related analyses to some extent. Even though mobility-related
insights compared fraudulent and legitimate users relative to the same (simplified) context,
there is still a reasonable bias, related to the realisticness of users’ mobility decisions according

to their traffic behavior, with a bounded effect on our conclusions.

Lack of fraudulent ground truth: A bounce-back effect of limited operator detection capa-
bility is that they are often unable to indicate any ground truth knowledge on which users
are fraudulent in the provided dataset. Accordingly, our FraudZen contribution (combined
with our SIMBox fraud modeling) could not undergo a first-step validation of analogizing the
generated CDRs to real-world fraudulent ones. This would have, however, served as a direct
attestation of the high fidelity of SIMBox appliances implementation inside FraudZen. Yet,
we could circumvent this shortcoming by showing that the generated CDRs for the advanced
fraud models effectively counter the most prominent detection of the current literature. Con-
sidering the nowadays operators’ incomplete awareness of fraudulent behavior presence in
their CDRs, FraudZen is the first and unique (to the best of our knowledge) way to investigate
SIMBox fraud evolution and implication on implementable detection strategies.

Experimentation generality: In spite of the evidence of drawn conclusions regarding the
timely distinction between SIMBox appliances and legitimate ones by leveraging cellular sig-
naling data, one can still question the generality of such results. Indeed, our experiment set
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included a unique SIMBox vendor, gateway, and SIMBank models. Although such a vendor is
acknowledged as the most prevalent in the international market, there is no strict guarantee
that other vendors or models will yield the same results. As underlined in the related chap-
ter (cf. chap 7), our analyses, therefore, serve as a proof-of-concept that still compels to be
generalized in future works.

8.3 Short-term perspectives

Capturing real-world mobility to traffic correlations: As mentioned early, the mobility
generation in Zen modeling is still open for improvement. Notably, the generation of complete
CDRs, including a realistic correlation of users’ trajectories to traffic generation habits, has
never been tackled in the literature. Such an interesting problem requires generative models
with enough expressive power (i) to track both users’ mobility and traffic sequences, (ii) tackle
CDRs mobility temporal and spatial heterogeneity, and (iii) adapt to irregularities in telecom
network topologies and population lifestyle context.

Leveraging gotten detection insights: Following our second goal, i.e., develop detection re-
silient to the fraud evolution, we shed light on several insights for future research guidance.
The next step consists of leveraging such experience in designing and validating efficient de-

tection approaches.

Exploiting the "box of SIMs" architecture in detection: As shown in our studies, one of the
fraud weaknesses is the rugged camouflage of multiple SIMs handling, from which the appel-
lation SIMBox derives. However, until now, the literature on detection has always been built
on distinguishing each fraudulent user individually, even though they are part of a set. There-
fore, we envision a future direction to exploit the utter controllability offered by FraudZen to
introduce a new approach in SIMBox fraud research: Considering that one or a few fraudulent
SIM cards have been detected, how can it be exploited to uncover other SIM cards of their
belonging architecture?

Alternative modeling approaches: LSTMs are perhaps the simplest neural network architec-
ture (in terms of manual tuning) that can reliably model long-term dependencies and has the
flexibility to be used jointly with other more complex architectures. For example, a Generative
Adversarial Network (GAN) [164, 67] uses paired generator/discriminator networks to enable
very realistic output. Our work provides the generator neural network that can be used inside
the GAN in future investigations.

8.4 Long-term perspectives

Privacy vs individual precision: Although presenting ground truth modeling and validation
opportunities, individual-based mobility modeling of real-world CDRs brings important pri-
vacy issues: As users’ actual habits in mobility can be captured in the model, the generated
CDRs have the weakness of revealing aspects in users’ daily-life routine, such as important
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locations (e.g., home/work), regular trajectories (e.g., preferred places for leisure, etc). Accord-
ingly, to what extent model extraction attacks, in which an adversary can collect data through
query access to a victim model, can be effective to such human mobility generative models is
worth investigating. Also, the tradeoff between privacy compliance and preciseness in mobility

modeling of CDRs is a relevant topic we let for future work.

Assessing the generality of SIMBox fraud modeling: Our proposed modeling of SIMBox
frauds proved effective for generating advanced fraud models with an in-crowd-blending ca-
pability of 99.6% on average. However, such a result was obtained while comparing generated
fraudulent behavior with a "unique crowd" of legitimate users from the CDRs dataset we
analyzed. Therefore, further investigation would assess the generality of such modeling by
applying it to legitimate users’ datasets collected in different contexts. This will help uncover
whether and to what extent fraudsters must adapt their communication behaviors to a target
zone or if a fraud model’s efficiency is identical regardless of the considered legitimate crowd.

Boosting with adversarial ML defenses: In adversarial machine learning terms, SIMBox
fraudsters are persistantly generating adversarial examples [63] to fool trained detection models
with fraudulent users profiles seemingly legitimate. Faced with this, our proposed SIMBox
fraud modeling, capturing the fraud action areas, can be leveraged in future works for the
application of well-known literature defenses such as adversarial training, i.e., train the model
to distinguish adversarial examples, or defensive distillation, i.e., train "distilled” models based

on detection uncertainties.
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APPENDIX

FraudZen simulation parameters

Figures A.1, A.2, A.3, and A.4 present JSON configuration lines of a FraudZen simulation

scenario.

10 1,

Figure A.1: General FraudZen simulation parameters
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APPENDIX A. FRAUDZEN SIMULATION PARAMETERS

11 "interCallStrategy": "trace-based”,

12 "regularMobilityStrategy": "trace-based",
13 "regularTrafficStrategy": "trace-based",
14 "simbox fraud": true,

15 "frauded call frequency": 3,

16 "simbox architecture": {

17

18 "gatewaysl": [8, 8],

19 "gateways2": [],

20 "gateways2 sims": [1],

21 "simbanks": [54],

22 "fillingPercentages":[1],

23 "controlServer": true,

24

25 "fraudulentMobilityStrategy": "trace-based:static",
26 "groupSize": 0,

27

28 "routingPolicy": "inTurn",

29

30 "probabilisticCalls": true,

Figure A.2: FraudZen simulation parameters related to (Lines 11-13) Legitimate users’ mobility
and traffic and (Lines 14-30) SIMBox architecture creation

32 "nbSimGroup": 1,

33 "simGroup@":

34 {

35 "location”: [[©, 54,111,

36 "unblockFrequency": 20,

37 "parameterLimitation”:{

38 "state": false,

39| "parameters” : ["callCount", “"totalCallDur"],
40 "values" : [-1, -1, 61]
41 .

42 "timeParameterLimitation":
43 > L

68 | | )

69 > "timeLimitation":{-

85 | .

86 > "rotationTrigger™:{-

90 }.

91 "rotationPolicy":

92 » =

96 s

97 "migrationPolicy":

98 » =

162 .

103 "imeiGenerationRule":

1604 > i

114 }.

115 "networkActivityGeneration":
116 > -

145 L}

146 s

Figure A.3: FraudZen simulation parameters related to SIMBox’ SIM groups creation and
configuration

116



148 "nbGSMGroup": 2,

149 "GSMGroup@" :

150 {

151 "location": [[®, 8, 1]],
152 "simCheckFrequency": 20,
153 "imeiGenerationRule":
154 > U=

163 e

164 "baseStationSelection":
165 > {-

174 j

175 "copy": false,

176 “copyFromGroupId": @
177 i

178

179 "GSMGroupl":

180 > {-

206 i

207 "linkage": [[®0, 0], [1, ©]]
208 IF

Figure A.4: FraudZen simulation parameters related to SIMBox’ GSM groups creation and
configuration
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SIMBox, Signalisation cellulaire

Résumé : Les réseaux cellulaires fournissent des
services de communication numérique a plus de cing
milliards de personnes dans le monde. En outre,
leur ouverture au grand public et leur complexité
ont exposé les réseaux cellulaires a des attaques
qui se sont considérablement développées au cours
des derniéres décennies. D’aprées le rapport de 2021
de la Communication Fraud Control Association, les
opérateurs de réseaux mobiles subissent chaque
année des pertes s’élevant a 39,89 milliards de dol-
lars en raison d’activités illégales sur leurs surfaces.
Parmi ces activités illégitimes, la fraude de contour-
nement internationale a la SIMBox, est 'une des plus
répandues, ayant un impact sévere multiple.

La fraude a la SIMBox consiste a détourner le trafic
vocal cellulaire international des routes réglementées
et a le réacheminer sous forme d’appels locaux dans
le pays de destination a partir d’'une gateway VolP-
GSM (c’est-a-dire une SIMBox). Touchant des pays
du monde entier, ce probléme porte atteinte aux re-
venus des opérateurs, a la qualité des réseaux, a
la recherche sur les réseaux et a la sécurité natio-
nale. Principalement dans les pays émergents, jus-
gu’a 70% des appels internationaux entrants sont ter-
minés frauduleusement. Pire encore, la fraude a la
SIMBox permet aux terroristes internationaux de me-
ner des activités cachées, en se faisant passer pour
des abonnés nationaux.

Dans ce contexte, de nombreux défis s’ajoutent.
Tout d’abord, tandis que les jeux de données des
réseaux mobiles (Charging Data Records ou CDRs)
sont le principal type de données exploité pour la
détection de la fraude par les opérateurs, ils sont in-
trinséquement privés. Les CDRs contiennent des in-
formations sensibles sur les habitudes des abonnés,
ce qui rend leur partage difficile a la communauté
scientifique et, en méme temps, limite la recherche
sur la fraude. Deuxiemement, le comportement des
fraudeurs évolue au fil du temps pour s’adapter aux
solutions, maintenant la détection en arriére. En par-
ticulier, la fraude SIMBox imite le comportement de

Titre : Fraudes de contournement dans les réseaux cellulaires : compréhension et mitigation

Mots clés : Réseaux cellulaires, Comportements humain de mobilité et communication, modéles génératifs
profonds de comportements, Charging Data Records (CDRs), Modélisation et détection de la fraude a la

communication humain concernant les habitudes de
trafic, mobilité et sociabilité perceptibles dans les
CDRs. Enfin, di au faible investissement correspon-
dant, la fraude a la SIMBox est rapidement rentable.
Ainsi, le temps de détection est crucial pour une miti-
gation efficace a long terme.

Cette these s’intéresse a la compréhension et a la mi-
tigation de la fraude a la SIMBox tout en adressant
les défis susmentionnés.

- Tout d’abord, elle étudie en profondeur la littérature
existante et les principaux fabricants de SIMBox
afin de mettre la lumiére sur I'écosystéme de la
fraude en révélant les techniques frauduleuses et
leur évolution constante dans le temps.

- Ensuite, elle contribue significativement a relacher
la barriere d’exploitation des CDRs réels pour la re-
cherche sur la fraude a la SIMBox. Cela comprend
la publication d’un environnement de simulation
scalable, FraudZen, qui génere des CDR réalistes,
avec des utilisateurs frauduleux et légitimes. A
cette fin, FraudZen intégre (i) une modélisation
de la fraude SIMBox pour les utilisateurs fraudu-
leux et (i) une modélisation générative capturant
les comportements de communication réels pour
les utilisateurs légitimes. Lapplication de FraudZen
a I'évaluation approfondie de la littérature sur la
détection de la fraude révele que la variation du
modele de fraude abordé entraine un écart impor-
tant dans les performances de détection.

- Troisiemement, elle étudie I'utilisation des données
de signalisation cellulaire pour la détection en temps
réel de la fraude par contournement, par des ana-
lyses expérimentales avec de véritables appareils
SIMBox.

Par des évaluations approfondies, nous validons les
contributions de cette these pour accomplir un pipe-
line traitant la fraude : de la compréhension complete
des fraudes SIMBox et des limites de détection a
l'atténuation de la fraude a long terme par I'anticipa-
tion et la riposte rapide.




Title : Bypass frauds in cellular network: understanding and mitigation

Keywords : Cellular networks, Human mobility and communication behaviors, Deep generative modeling of
behaviors, Charging Data Records (CDRs), SIMBox fraud modeling and detection, Cellular signaling

Abstract : Cellular networks provide digital commu-
nications for more than five billion people around the
globe. Besides, their openness to the general public,
opaqueness, and complexity have exposed cellular
networks to attacks that have tremendously grown
over the previous decades. According to the Com-
munication Fraud Control Association’s 2021 report,
worldwide mobile network operators are experiencing
as much as $39.89 billion annually due to illegal acti-
vities on their surfaces. Among such illegitimate acti-
vities, SIMBox international bypass fraud is one of the
most prevalent, having a severe impact manifold.
SIMBox fraud involves diverting international cellu-
lar voice traffic from regulated routes and rerouting
it as local calls in the destination country from a
VolP-GSM gateway (i.e., SIMBox). Affecting countries
worldwide, this problem impairs operators’ revenues,
network quality, networking research, and national se-
curity. Mainly in developing countries, up to 70% of
incoming international call traffic is terminated fraudu-
lently. Even worse, SIMBox fraud allows international
terrorists to conduct covert activities, masquerading
as national subscribers.

In this context, many challenges are added. First,
while mobile network datasets (i.e., Charging Data
Records or CDRs) are the primary data type levera-
ged for operators’ fraud detection, they are intrinsi-
cally private. CDRs hold sensitive information about
subscribers’ habits, hardening their shareability to the
research community and, at the same time, curbing
fraud detection investigations. Second, fraudsters’ be-
havior changes over time to adapt to the target solu-
tions, making detection lag behind. In particular, SIM-
Box fraud increasingly mimics human communication
behavior regarding traffic, mobility, and social habits

perceptible in CDRs. Third, considering the low re-
lated investment, the fraud is quickly profitable. The-
refore, the detection time is crucial for effective long-
term mitigation.

This thesis tackles international bypass fraud unders-
tanding and mitigation while addressing the afore-
mentioned challenges.

- It first deeply surveys both existing literature and
the major SIMBox manufacturers to shed light on
the SIMBox fraud ecosystem uncovering fraudulent
techniques and their constant evolution through
time.

- Second, it significantly contributes to unleashing the
barrier of real-world CDRs exploitation for research
on SIMBox fraud. This includes releasing a scalable
simulation environment, i.e., FraudZen, that gene-
rates realistic CDRs, with fraudulent and legitimate
users. To this end, FraudZen incorporates (i) SIM-
Box fraud modeling for fraudulent users and (ii) ge-
nerative modeling capturing real-world communica-
tion behaviors for legitimate users. Applying Fraud-
Zen capabilities to the in-depth evaluation of ML-
based fraud detection literature reveals that the ta-
ckled fraud model variation causes a significant dis-
crepancy in detection performance.

- Third, it investigates the use of cellular signaling
data for the real-time detection of bypass fraud
through experimental analyzes with real SIMBox
appliances.

Through in-depth evaluations, we validate this thesis’s
contributions to accomplish a pipeline to handle the
fraud: from Fully understanding SIMBox frauds and
detection limitations to Long-term fraud mitigation by
anticipation and rapid retort.

Institut Polytechnique de Paris
91120 Palaiseau, France
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