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ABSTRACT

The ongoing globalization and specialization of the integrated circuit (IC)
supply chain has led semiconductor companies to share their valuable
intellectual property (IP) assets with numerous parties for means of
manufacturing, testing, etc. As a consequence, sensitive IPs and ICs are
being exposed to untrusted parties, resulting in serious piracy threats
such as counterfeiting or reverse engineering. In this thesis we develop
methods to secure analog and mixed signal IPs/ICs from piracy threats
within the supply chain.

We propose an anti-piracy methodology for locking mixed-signal ICs
via logic locking of their digital part. The capabilities of the technique
are demonstrated on a XA ADC in a hardware experiment and in a
real-world audio-application. Furthermore, we propose an obfuscation
methodology towards analog IP protection against reverse engineering.
Obfuscation is achieved by camouflaging the effective geometry of layout
components via the use of fake contacts. We apply and evaluate the
technique on an operational amplifier and an RF XA ADC. Finally, we
propose an attack to break all analog circuit locking techniques that act
upon the biasing of the circuit. The attack is based on re-synthesizing the
biasing circuits and requires only the use of an optimization algorithm. It
is put to test on a locked voltage regulator using a genetic algorithm.

This thesis demonstrates that establishing security and trust for analog
and mixed signal IPs and ICs, while still in its infancy, is feasible. The
presented techniques have the potential to protect analog and mixed-
signal circuits against a large subset of all the possible risk scenarios
while inflicting low overheads in terms of area, power and performance.
The changes carried out in the ICs” analog sections are subtle, a key
requirement for the adoption of our techniques by analog designers.

RESUME

La mondialisation et la spécialisation actuelles de la chaine d’appro-
visionnement des circuits intégrés (CI) ont conduit les entreprises de
semi-conducteurs a partager leur précieuse propriété intellectuelle (PI)
avec de nombreuses parties pour les faire fabriquer, tester, etc. En consé-
quence, les Pl et les CI sensibles sont exposés a des parties potentiellement
malveillantes, ce qui entraine de graves menaces de piratage telles que la
contrefagon ou la retro ingénierie. Dans cette thése, nous développons



des méthodes pour sécuriser les PI/CI analogiques et mixtes contre les
menaces de piratage dans la chaine d’approvisionnement.

Nous proposons une méthodologie anti-piratage pour verrouiller les
circuits intégrés mixtes via 'application de logic locking a leur partie
numérique. Les capacités de la technique sont démontrées sur un ADC
LA dans le cadre d'une expérience matérielle et dans une application
audio. En outre, nous proposons une méthodologie d’offuscation pour
la protection de la propriété intellectuelle analogique contre la rétro-
ingénierie. L'offuscation est réalisé en camouflant la géométrie effective
des composants de layout par 1'utilisation de faux contacts. Nous ap-
pliquons et évaluons la technique sur un amplificateur opérationnel et
un RF ZA ADC. Enfin, nous proposons une attaque pour contourner
toutes les techniques de verrouillage des circuits analogiques qui agissent
sur la polarisation du circuit. L'attaque est basée sur la ré-synthése des
circuits de polarisation et ne nécessite que 1'utilisation d"un algorithme
d’optimisation. Elle est démontrée sur un régulateur de tension verrouillé
a l'aide d"un algorithme génétique.

Cette these démontre qu'il est possible d’établir la sécurité et la confiance
pour les CI analogiques et mixtes, bien que ca soit qu'un début. Les tech-
niques présentées ont le potentiel de protéger les circuits analogiques et
mixtes contre une grande partie de tous les scénarios de risque possibles
tout en infligeant de faibles cofits en termes de surface, de puissance et
de performance. Les changements effectués dans les sections analogiques
des CI sont subtils, ce qui est une condition essentielle pour ’adoption
de nos techniques par les concepteurs de circuits analogiques.
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To explain all nature is too difficult a task

for any one man or even for any one age.

"Tis much better to do a little with certainty,
and leave the rest for others that come after you,
than to explain all things

— Isaac Newton, 1704
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INTRODUCTION

1.1 GLOBALIZATION AND ITS THREATS
1.1.1  The Ever-Changing Supply Chain

In the early days of the semiconductor industry, all the tooling, know-
how and facilities required to build end-to-end a functional integrated
circuit (IC) were to be found within single corporations. Such vertically
integrated companies united all the different competences of the semicon-
ductor supply chain, from silicon-wafer fabrication, over circuit design,
manufacturing, packaging and testing, up to sales. Companies that oper-
ate a wafer foundry and have competences in the physical production
of ICs are referred to as integrated device manufacturers (IDMs). Today,
few IDMs in the possession of a wafer fab exist and mostly they are
prominent and large corporations such as Intel, Samsung or Texas In-
struments. IDMs for a long time dominated the IC market in terms of
revenue and still do until today, however this is slowly changing [1], [2].
In the last decades, globalization changed the way the semiconductor
industry functions by allowing IC companies to outsource large parts
of their supply chain. For instance, many IC companies are founded
or have transitioned to be ‘fabless’: they outsource the manufacturing
step of their IC design to offshore foundries, many of which are located
in separate continents [3]. This is an important advantage in terms of
risk management and necessary capital that plays out advantageous for
fabless companies. Thanks to globalization, they do not need to bear the
enormous costs of building, maintaining and updating a manufacturing
site, the costs of which additionally rise dramatically with each new
technology node that is visited. While many large corporations such
as Qualcomm, AMD or Apple have chosen this horizontally integrated
business model, outsourcing has also allowed smaller companies with
lower capitalization to enter the semiconductor market, oftentimes in
niche-market segments, which has consequently led to a diversification
of the market.

The rise of the System-on-Chip (SoC) has led to further embodiments
of fabless companies. A SoC is a single silicon die on which a multitude
of general and specialized functions are monolithically integrated, e.g., a
microcontroller with a number of Analog-to-Digital Converters (ADCs) on
the same chip. Formerly, for building such a complex system a number of
standalone ICs and possibly discrete components were required. Backed
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by the appearance of SoCs new companies with distinct business models
have seen the light of day: (a) Intellectual Property (IP)-providers: design
houses building specific functions and assembling them in IP blocks; (b)
3rd party IP-vendors: platforms for finding and selling said IP blocks; (c)
SoC-integrators: companies specialized in integrating numerous IP blocks
in a single SoC design, thus building a complex system from them; (d)
other business models combining flavors of the above-mentioned fabless
companies.

In conclusion, IDMs with their self-owned production facilities still
dominate the semiconductor market, although globalization has led to
the appearance of numerous companies following business models that
largely rely on outsourced services as well as on external IP blocks.
Growth figures of fabless companies persistently trump those of IDMs,
suggesting that the trend to alternative business models is continuing,
gaining market share to the detriment of established IDMs [1], [2].

1.1.2 Actors in the Supply Chain

The supply chain of an IC is divided into the steps of design, fabrication,
testing and deployment. In the design phase the circuit is designed as
to perform within its specifications, either through the creation and use
of in-house IP, integration of externally sourced IPs or a combination of
both. The actors involved in the design phase are thus the IP providers
and the entity integrating the IPs to a final design, e.g., a SoC integrator.
The design phase ends when the circuit layout is taped-out and sent to
the next actor in the supply chain, the fabrication plant, aka the foundry.
In the fabrication phase, the foundry produces bare die ICs according to
the layout. After production, the dies are packaged and tested. Packaging
and testing steps may be carried out by further actors, namely test and
packaging facilities. Finally, the chips that successfully passed production
testing are deployed in the field in the end-user’s application. By their
end-of-life, the ICs are discarded, thereby ending their life-cycle.

1.1.3 Threats to an IP within the Supply Chain

Fundamentally, fabless companies, just as any company that outsources
parts of its supply chain, expose and share their most valuable assets,
in the form of their IPs, with potentially malicious parties for means of
manufacturing, testing, etc. Depending on where in the supply chain
the malicious party is located, the threats to an IP are different. In a first
effort, these threats can be divided into four main classes:

1. Hardware Trojan injection

2. Side-channel & fault injection attacks
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3. Reverse engineering
4. Counterfeiting

Below these threats will be defined in detail.

1.1.3.1 Hardware Trojan Injection

Hardware Trojans are malicious design modifications carried out by an
attacker within a hardware IP. Trojans may be used to reveal secret in-
formation, such as cipher keys, or influence the functionality of the IC,
leading for instance to its denial of service [4], [5]. A hardware Trojan
implemented in an IP will lead it to present some malicious, undocu-
mented functionality that only is activated under certain, oftentimes rare
conditions allowing the Trojan to avoid detection and allowing for a
well-timed activation. The activation mechanism is commonly referred
to as trigger, while the Trojan’s effects on a system’s functionality are
referred to as payload [6].

Hardware Trojans received major attention in the scientific community
throughout the last two decades. This is caused by the fear that a well
placed Trojan within hardware responsible for driving, e.g., critical mili-
tary, medical or electricity infrastructure poses severe risks with possibly
disastrous outcomes. The actual threat of hardware Trojans on the other
hand is indeed hard to assess. So far, this risk vector seems rather aca-
demic with only very few actual implementations having been identified
[7]. For an attacker, it appears much more efficient in terms of cost and
effort to attack a system on software rather than hardware level. The
threat model for hardware Trojans therefore assumes a technologically
powerful opponent for whom economical efficiency is not an issue. Such
a threat model would therefore exclude private, profit-driven companies
as attackers and would in turn lead to the suspicion that state controlled
instances are possible adversaries: an arguably challenging threat that
may only apply to the minority of ICs that are critical enough to be the
target of a state-run attack.

1.1.3.2 Side-channel & Fault Injection Attacks

Side-channel & fault injection attacks impair an IC’s integrity at runtime
and apply when an IC is already deployed. By observing physical char-
acteristics of the running IC or by transitioning it into a state where it
malfunctions, possible goals of these attacks are to gather secret infor-
mation, cipher keys, etc. Conceptually, side-channel and fault injection
attacks target the data processed and stored by an IC, while not explicitly
targeting the proprietary information needed to produce the design itself.

Side-channel attacks are passive attacks that record and analyze informa-
tion leaked by the attacked IC. The information is gathered non-invasively,
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by recording side-channels or by exploiting, e.g., an IC’s design-for-test
infrastructure. Side channels can include power consumption, electromag-
netic radiation, timing information, etc. and are a result of the physical
implementation of mathematical functions.

In contrast, fault injection attacks are active attacks that try to override
and wrongfully set an internal state in the attacked IC, thus tampering
with its functionality. For instance, making an IC incorrectly execute
an encryption algorithm may be the goal: an otherwise mathematically
strong encryption method such as AES can be weakened when injecting
a fault that leads to a reduction in the number of rounds the algorithm
executes [8]-[12].

1.1.3.3 Reverse Engineering

Reverse engineering refers to the extraction of an IP’s or an IC’s pro-
prietary information. Depending on the intents of the attacker, he may
derive different levels of abstractions of an IP/IC, such as architecture,
netlist, layout, etc. The attacker’s goal can be to level out his technolog-
ical shortcomings vis-a-vis a competitor by gathering the information
necessary to produce an identical or similar IP/IC or to locate the IC’s
root-of-trust to extract secret information such as cipher keys. Reverse
engineering can under certain jurisdictions be legal. At the same time,
reverse engineering is oftentimes the first step towards illegal practices, in
particular if used to extract the required proprietary information needed
to produce a counterfeit IC, which is elaborated in Sec. 1.1.3.4

The procedure of reverse engineering consists of a physical and a log-
ical layer. In the physical layer the attacker prepares the sample IP/IC
by depackaging it and proceeding by delayering and carefully imaging
the chip’s layers. In the logical layer he uses software to stitch together
the prepared images, thereby recovering a layout. Through image pro-
cessing algorithms, such as pattern recognition, circuit elements can be
recognized, allowing the attacker to generate a netlist [13], [14].

1.1.3.4 Counterfeiting

A counterfeit is a pirated IP/IC that is similar or identical to the original
IP/IC. Different types of counterfeits are the result of a multitude of
potential security breaches within the supply chain. To understand the
different variants of counterfeits we provide a finer taxonomy of possible
counterfeits and their origins below:

* Cloned IPs/ICs are partial or complete copies of a design obtained
through reverse engineering or theft of a design’s blueprints such
as layouts or schematics.
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GOVERNMENT

INDUSTRY

CONSUMER

National security
and civilian safe-
ty risks

Law enforcement
costs

Loss in tax rev-
enue

Costs of risk miti-
gation
Replacement of
failing parts and
products

Sales losses

Loss in brand val-

* Replacement of

failing products
¢ Reliability issues
¢ Safety risks

ues

Table 1.1: Impacts of counterfeit ICs [15].

* Querproduced chips are ICs that are manufactured over-quota and
thereafter sold on the gray market, taking advantage of the original
mask set the rogue foundry has access to.

* Remarked 1Cs have their inscriptions altered so they appear of, e.g.,
higher quality so they can be sold at higher prices on the gray
market.

* Out-of-spec ICs are units that were rejected during post-manufactur-
ing test due to faulty or insufficient performances and are sold on
the gray market by the rogue test facility.

* Recycled ICs are original, possibly used ICs that instead of being
disposed and destroyed at their end-of-life are sold as new, leading
to high failure rates.

1.1.4 Impact of IP/IC Piracy

Illegitimate reverse engineering and counterfeiting constitute IP/IC piracy.
The injection of counterfeits into the market has effects that range from
revenue and tax losses up to safety risks when low-quality ICs are built
into products. The impact of such practices are listed in Table 1.1.

Counterfeiting concerns all types of electronic circuits, although accord-
ing to Guin et al. [15], numbers from 2011 suggest that analog ICs, digital
microprocessors and memory ICs are among the most concerned types
of circuits. Why analog ICs are such an interesting target is discussed in
section 1.2.2.
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1.1.5 Focus on Piracy

This thesis sets its focus on proposing countermeasures against IP/IC
piracy. We argue that while it is absolutely justified to research Hardware
Trojans, fighting piracy is of an even larger interest to governments,
industry and societies, as outlined in Section 1.1.4. This has to do with
the attacker’s motivation to pirate and counterfeit a design, which is
in fact simple in its nature. At the core of such malicious activities lies
the interest of the attacker to generate revenue from illegal sales or
alternatively to reach the capacity to compete in the market with the help
of the pirated material. Both are common and widespread threats that
concern all branches of industry working with intellectual property.

The immense importance industry gives to the protection of intellectual
property against piracy can also be observed when looking at the ever-
increasing numbers of submitted patents. Intellectual property rights
including copyrights or patents play an important role in protecting IPs,
although they are slow to enforce and only helpful in countries where
intellectual property laws are taken seriously. Copyright and patent
infringements also need to be detected and followed up on, which can
prove itself difficult for certain threats such as reverse engineering. After
all, patents are an important lever for IP authors, although they should
ideally be complemented by other layers of protection, such as hardware
security.

The threat model with regard to the competences of a possible attacker
as well as the effort in time and resources he is willing to invest to reach
his goals may therefore also be considered to be less severe than for,
e.g., hardware Trojans or fault injection attacks. Even a simple protection
method may thus already be sufficient to deter an attack. This is of
course no reason to underestimate the attacker. The pace at which reverse
engineering and thereby piracy capabilities are growing is remarkable
and especially a higher level in automation allows for speedy reverse
engineering cycles even for complex ICs [13], [14], [16].

1.2 THE NEED FOR SECURITY AND TRUST
1.2.1  From Software to Hardware Security

In recent years, security breaches have reached from electronics counter-
feiting rings in Guangdong, China [17], over infiltrating and scanning
industrial networks for infrastructure equipment in the US [18], forcing
power outages on entire regions in Ukraine [19] up to the destruction of
Iranian uranium enrichment centrifuges [20]. While all of the above cases
have attracted mayor attention from researchers and the broader public
they have something substantial in common: these security breaches were
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not only data breaches, but much more targeted - and sometimes even
destroyed - physical electronic systems [21], [22]. While the most spec-
tacular threats undermine the attacked systems via software [18]-[20],
the hardware on which those systems operate is more and more being
recognized as a potential playground for security breaches [23]-[26].

Hardware security refers to understanding the threats to an IP/IC dur-
ing its life-cycle and presenting countermeasures to secure the hardware
against the threats classified in Section 1.1.3. Addressing these security
breaches is considered of utmost importance, especially for critical ICs
deployed in sensitive sectors, such as infrastructure, military, health or
telecommunications.

1.2.2  Analog Hardware Security

In the last decade, extensive research has been carried out to understand
trust and security threat scenarios in digital ICs. While the search for
solutions that are easy to implement and resist attacks is still ongoing,
the body of work proposing solutions for digital circuits is extensive.

Analog, mixed-signal (AMS) and RF ICs on the other hand have so far
received far less attention and as a consequence the number of proposed
solutions is little. There are multiple reasons why AMS and RF ICs have
so far been less looked into. Therefore, in the following it is outlined
what makes proposing solutions for AMS/RF hardware difficult, what
differentiates analog from digital hardware and why analog ICs are
susceptible to piracy.

» Wide-spread application. While digital circuits exploit discretized
electrical signals for the means of logic operations, signals in analog
circuits are continuous in time, voltage and current, such as is nature
around us. At the very least, analog circuits are therefore required
at any interface a digital circuit may have with the real world. This
includes all wired and wireless communication, sensors, actuators,
etc. Analog circuits are therefore very common and serve as a bridge
between the digital and analog world. Moreover, analog circuits
can be enhanced by digital assistance circuitry, e.g., to compensate
the effects of process variations. Thereby, the possibility arises to
secure a mixed-signal IC via the protection of its digital part, where
a larger variety of security techniques is available. This approach is
elucidated in Chapter 3.

* Valuable IP. The design of analog circuits is to this day very chal-
lenging. Even with advancements in CAD tools, analog IC designs
are mostly handcrafted, require experienced engineers and long
design-cycles and tend to be more error-prone than their digital
counterparts. All these factors make analog IPs very valuable and
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give reason to carefully protect the know-how implemented in such
an IP.

Difficulty to automate. The design of a digital circuit is largely assisted
by automated CAD tools, e.g., allowing a designer to automatically
synthesize millions of transistors from a high-level description of a
circuit. In analog design, no such standardized hardware descrip-
tion language (HDL) exists and furthermore no automated synthesis
tools for generating complex analog circuits have reached market
maturity. Implementing security primitives in an automated fashion
into analog hardware may thus be hard to achieve.

Few components. While on the one hand in analog circuits the com-
ponent count is generally quite low, on the other hand the foot-
prints of said components, especially passive components such
as resistors, inductors and capacitors, are big. Analog transistors
are oftentimes sized larger than the minimum feature size of a
given technology would allow. Larger feature sizes are required
to achieve good matching between components and performances
with regard to, e.g., noise, linearity, intrinsic gain, etc. [27]. Having
only few components to identify that are at the same time large is
beneficial to an attacker carrying out a reverse engineering attack.
Compared to last-generation digital ICs with very low feature sizes,
this enables attacks from less well-equipped and less automated
reverse-engineering laboratories.

Operating point. The functionality and performance of an analog
circuit is largely determined by its operating point, which is set via
biasing currents and voltages. Setting the operating point of the
analog circuit allows it to perform according to its specifications,
whereas setting another operating point will result in a non-foreseen
performances trade-off. For instance, the same amplifier circuit, de-
pending on how it is biased, may be a class-A or class-B amplifier
and thus perform entirely different in terms of, e.g., linearity and
current consumption. For an attacker, this makes reverse engineer-
ing analog ICs harder, because in order to derive a meaningful
and functional design he also must recover said biases. Security
techniques for analog that leverage the biasing of analog circuits
will be examined in Section 2.2.1.

Failing gracefully. Analog circuits are designed to be robust so they
function under the influence of process variations and effects such
as noise, temperature, radiation, etc. If the magnitude of said ef-
fects exceeds the circuit’s operating specifications, in the case of a
digital circuit this would lead to catastrophic failure. However an
analog circuit will, at least to a certain extent, continue to produce
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meaningful results and it is thus said that analog, contrarily to
digital, «fails gracefully». To illustrate this with an example: an
analog amplifier operated outside its temperature specification will
see its performances such as linearity or gain reduced, but will
still accomplish its basic task, namely to amplify the input signal,
thus not entirely breaking the signal processing chain it is a part of.
A digital processor operated outside its temperature specification
will suffer from effects such as timing violations, inducing incorrect
computations that in turn lead to errors that propagate along the
processing chain. Hence, the robustness of analog designs must
be taken into account when proposing security mechanisms that
function by generating errors within the analog circuit; offsetting
the analog circuit a little may not be enough to fully break the
circuit’s or the system’s functionality.

* Sensitive. If adding security features requires additional components
within the analog circuit’s core, this will find the circuit designers
reluctant. Many parts of analog circuits are sensitive to added par-
asitics, such as capacitance, and would consequently suffer from
performance degradation. Security methods must take into account
the sensitivity of analog circuits and be as non-invasive as possible.
If security techniques penalize performance they will find the dis-
approval of designers and, as stated above, analog design being a
very manual task, such a technique would be unsuccessful.

* Supplying a key. Related to the sensitivity is the issue of how a strong
key, possibly in the form of a digital bit-sequence, can be supplied
to the analog circuit. Given the sensitivity of the circuit it would be
prohibitive to add an important amount of components within the
analog core circuit. Any sort of key mechanism must therefore be
small in terms of area to allow for a sufficiently strong key.

1.3 THESIS STRUCTURE

This thesis proposes a variety of countermeasures for the protection of
analog IPs/ICs against piracy. Furthermore, it proposes an attack to
remove and, consequently, break biasing locking techniques. The thesis is
structured as follows: in Chapter 2, we investigate the previous work in
analog hardware security with regard to piracy. In Chapter 3, we present
MixLock, a technique to secure mixed-signal ICs against piracy. In Chapter
4, we present an obfuscation technique for analog circuits to fight against
reverse engineering. In Chapter 5, we present an attack against analog
biasing locking techniques and in Chapter 6, we conclude and provide an
outlook to further developments in the field of analog hardware security.

11
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2.1 HARDWARE TROJANS IN AMS/RF ICS
2.1.1  Analog/RF Trojans

With most hardware Trojans implemented in the digital domain [5], [6],
for an attacker to integrate a hardware Trojan in an AMS/RF IC can
pay off in a unique way. As outlined in Sec. 1.2.2, AMS and RF ICs
oftentimes operate at interfaces, such as in communication systems for
wired and wireless data transmission. A cleverly implemented Trojan in
a communication system has the potential to leak secret information by
exploiting its host’s infrastructure, i.e., the attacker can leverage the data
transmission capability of the Trojan-infected device to establish a side-
channel, without the need to gain physical access to the infected-device.

Elaborating [28] in [29] and [30], Liu et al. demonstrate a hardware
Trojan implemented within the RF section of a wireless cryptographic IC.
The circuit’s digital section is modified in a way, so it forwards bit-by-bit
the content of the secret key register of the crypto-core to the Trojan,
which is located in the ultra-wideband transmitter. Two types of Trojans
are implemented, where the first one leaks the key-bits by modulating the
amplitude of the regular transmissions of the cryptographic IC, whereas
the second one modulates their frequency. The authors also show that the
modulated transmissions stay well within the transmission specifications,
thus making the modifications invisible during production testing.

In [31], Subramani et al. present a hardware Trojan that is inserted in
a transceiver circuit to leak sensitive data, derived from the baseband
processor. The hardware Trojan consists of a pair of resistors, one with a
higher, the other with a lower ohmic resistance that are connected to the
input of the transmitter’s power amplifier (PA) via a switch. The switch,
actuated by the sensitive data, electrically connects one or the other
resistor to the PA’s input, impacting the impedance matching and thereby
the transmitted signal power. [32] extends this work by proposing a
second Trojan in the transceiver that operates by manipulating the gain of
the variable gain amplifiers (VGAs) which precede the RF PA. As function
of the sensitive data-bits the transmitted signal is amplitude modulated
by varying the gain of the VGAs.

In [33], Lin et al. establish multi-bit sensitive data leakage through
a power side-channel of a digital crypto-processor while remaining
stealthily below the noise floor. In [34] and [35], the authors present

13



14

PRIOR ART ON ANALOG HARDWARE SECURITY

how to leverage spread spectrum techniques to hide illegitimate wireless
data transmissions in the ambient noise while not impairing legitimate
transmissions.

In [36], another Trojan is presented that resides in a digital IP within a
SoC. It is triggered in the digital IP, while infecting an analog IP via the
common test bus and the built-in self-test (BIST) interface of the analog
IP. The payload consists in transitioning the analog IP to test mode,
thereby activating BIST procedures, which are normally used to increase
test coverage for, e.g., detecting defects that disrupt the analog IP’s
functionality. In the case study the Trojan exploits a Low-Dropout (LDO)
voltage regulator’s BIST infrastructure to impair the entire SoC, the LDO
is integrated on.

2.1.2  Analog Triggers

For a hardware Trojan to avoid detection during manufacturing test, its
triggering condition should rarely occur throughout normal operation
of the infected IC. In the digital domain, for example, rare input com-
binations or counters can constitute trigger mechanisms, while in the
analog domain, triggering may be achieved through means of charge
accumulation on capacitors. Analog trigger circuits are attractive for the
attacker since with their small footprint and their incompatibility and
thus invisibility to digital functional testing and verification techniques,
they can avoid detection.

To give an example, the authors in [37] propose an analog trigger circuit
based on a switched capacitor circuit. Charge is siphoned from nearby
toggling wires to load a capacitor while leakage currents discharge it. If
the toggling frequency is high enough and the capacitor is sufficiently
charged to pass a certain threshold voltage, a comparator triggers the
payload. In [38], Bidmeshki et al. propose new circuit configurations for
capacitor-based analog triggers.

2.1.3 Trojans States

Furthermore, Trojans in analog ICs can be present in a very inconspicuous
way, i.e., without the requirement for additional circuit components and
thus undetectable. Fundamentally, in the presence of positive feedback
loops, analog circuits present multiple DC operating points, which an
attacker can exploit to alter the output characteristics of a multitude of
basic analog circuits, such as current mirrors, filters, oscillators, bandgap
reference sources and operational amplifiers. [39]-[43].
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2.1.4 Hardware Trojan Defenses

Defenses to hardware Trojans can be divided into pre-silicon and post-
silicon hardware Trojan detection methods, as well as Design-for-Trust
(DfTr) techniques. Detection methods try to reveal the presence of a
potential Trojan, whereas DfTr techniques are mostly methods that try
to either facilitate Trojan detection or hinder Trojan insertion [10], [44],
[45]. While many of the presented detection methods are set in the digital
domain, they may still be relevant for the detection of analog Trojans, e.g.,
in the case of an infected mixed-signal circuit, where the Trojan trigger is
located in the digital and the payload in the analog domain. Given that
the prior art for hardware Trojan detection is especially large, we report
a representative, albeit not exhaustive, state of the art below.

2.1.4.1 Pre-Silicon Methods

Pre-silicion methods for Trojan detection include functional validation
[46], as well as formal verification [47]. In [46], Waksman et al. propose
a method using Boolean functional analysis to identify suspicious nets
at design time within soft digital IPs to expose possible Trojan triggers.
In [47], Bidmeshki et al. propose a formal verification method, applying
information flow tracking, to discover information leakage, applicable to
analog, mixed signal and digital circuits.

2.1.4.2 Post-Silicon Methods

Post-silicon, i.e., post-production, methods include, (a) optical inspection
[48], closely related to reverse-engineering; (b) functional testing that tries
to expose the hardware Trojan through the application of suitable test
vectors [49]; (c) examining compliance of an IC’s transmission profile with
the spectral mask specifications; (d) analyzing I/Q constellation diagrams;
(e) examining performances such as Signal-to-Noise Ratio (SNR), Error
Vector Magnitude (EVM) or Bit Error Rate (BER); (f) channel estimation [31];
(g) statistical side-channel fingerprinting that aims at exposing a hardware
Trojan through its systematic distortion in parametric measurements, such
as power, delay, temperature, etc. [30], [35], [50].

In [31] the authors leverage adaptive channel estimation (ACE) to iden-
tify Trojans in a WLAN transmitter. By removing channel fading and
Gaussian noise from the channel estimates, which can be achieved due
to the slow-fading characteristics of indoor communications, ACE can
distinguish between channel impairments and hardware Trojan activity.
In [48] the authors present a low-effort method to inspect a digital circuit
for hardware Trojan infection via optical inspection of only the uppermost
metal layer. In [49] the authors propose a methodology to identify hard-to-
excite, and thus suspect, signals in a digital circuit, aiming at identifying
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a Trojan’s triggering condition and observing the Trojan’s payload. In [30]
the authors propose statistical side-channel fingerprinting, consisting in
training a one-class classifier in a feature space, composed of parametric
measurements, i.e., transmitted power, with golden Trojan-free devices.
The Trojan-infected devices have a feature vector that lies outside the
classification boundary and, thereby, can be distinguished from Trojan-
free devices. In [35] the authors analyze the frequency spectrum of the
transmitted signals to identify a Trojan, whereas in [50] golden ICs” power
traces are used for fingerprinting to subsequently statistically identify
Trojans.

2.1.4.3 Design-for-Trust Methods

Methods leveraging DfTr can be based on runtime monitoring or sensors,
such as [51] or [52] and also on prevention methods that make Trojan
insertion difficult for an attacker, i.e., techniques such as locking, obfusca-
tion, split manufacturing, etc. that will be treated in Sections 2.2.1, 2.2.2
and 2.2.3, respectively.

In [51] the authors propose carrying out minor changes in a digital
circuit to obtain ring oscillators (ROs), while changes in the ROs’ frequen-
cies can be traced back to Trojan insertions. In [52] the authors propose
inserting an array of current sensors in a digital design, allowing for
precise monitoring of current consumption, which, in turn, can be used
to analytically identify Trojans.

2.2 PIRACY COUNTERMEASURES FOR ANALOG ICS

The previous work on hardware security to harden specifically analog
circuits against piracy threats can be classified in the following manner:

¢ Analog locking
— Analog locking via calibration locking
- Analog biasing locking
— Compound techniques

¢ Obfuscation

¢ Split manufacturing

* Recycling protection

Relative to the whole body of work, the largest number of publications
is based on analog locking, an attractive approach which, depending on
the implementation, allows the IP/IC owner to fight a majority of threats
from within the supply chain. By inserting a lock mechanism in the
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circuit, the original design is transformed into a design that is functionally
equivalent but requires a secret key to unlock the correct functionality.
The fashion in which the mechanism and key are implemented can be
classified as proposed above. Obfuscation techniques specifically aim at
reducing an attacker’s capabilities to reverse engineer a protected design.
The approach of split manufacturing tries to hinder a rogue foundry
from recovering the blueprint of a circuit. Using this classification, an
in-depth analysis of the prior art in piracy countermeasures for analog
and mixed-signal ICs is given below.

2.2.1  Analog Locking

2.2.1.1  Analog Locking via Calibration Locking

Calibration locking mechanisms insert locks in programmable or config-
urable parts of the circuit. Compensation or calibration structures that are
already available in the IC are modified and leveraged for lock insertion.

In [53] the authors propose exploiting the naturally available pro-
grammability fabric of a highly-digitized analog IC in order to lock it. It
is argued that inserting additional circuitry is not strictly necessary, since
the configuration settings can serve as secret key-bits. Furthermore, the
calibration algorithm to determine the circuit’s correct configuration is
kept secret. For the approach to be successful said calibration algorithm
must be sufficiently complex, so it cannot be reverse engineered. More-
over, the circuit’s performances must be highly sensitive to an incorrect
configuration, since otherwise multiple keys will unlock the circuit’s
functionality.

In [54], Nimmalapudi et al. propose hindering the use of illegitimately
acquired analog ICs by leveraging analog floating gate transistors (AFGTs)
which serve to calibrate the IC. When correctly programmed, the AFGTs
in the operational transconductance amplifier (OTA) case-study eliminate
the offset of a differential pair that arises due to process variations.
When starting the unlocking procedure, the tuning range of the AFGTs is
reduced and their full tuning range is only unlocked, when a number of
secret waypoints is followed. To follow these waypoints, the AFGTs must
be programmed in a certain order and with certain voltages, verified via
a comparator, a finite state machine and internally generated reference
voltages. The waypoints, i.e., their secret order and voltage level, therefore
constitute a secret key in the analog domain. As soon as all waypoints
have been tracked, the complete programming range of the AFGTs is
unlocked, thus allowing the differential pair’s offset to be eliminated. For
the approach to be feasible, AFGTs must be available in the manufacturing
process and the possibly high voltages applied for Fowler-Nordheim
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tunneling for programming the floating gates must be taken into account
during design.

In [55], Jayasankaran et al. propose logic locking the digital optimizer
block as part of a BIST calibration feedback loop. The feedback loop
maps an analog circuit’s performances to selected tuning knobs, such
as resistors or capacitors, which can be set to reduce the impact of
process variations on the performances of the analog circuit. Stripped
Functionality Logic Locking (SFLL) is used as logic locking method that
was presented in [56]. Given that SFLL only protects a subset of possible
input patterns, the protected patterns and the tuning knobs must be
carefully selected so that no approximate functionality can be established
with an incorrect key or that the performance degradation due to an
incorrect key is acceptable for the attacker. Furthermore the technique
suffers from the threat posed by a removal attack, i.e., the removal of the
protected optimizer block. This problem arises since (a) the protected
block is not in the signal processing chain, thus removing the calibration
loop altogether renders the circuit functional with reduced performances,
since the tuning knob values will remain in their default settings [55]
and (b) given the simplicity of the locked optimizer block, the design of
a replacement circuit is easy to achieve.

2.2.1.2  Analog Biasing Locking

The majority of analog locking techniques propose the insertion of a
lock into the biasing circuitry of the analog IC. Shown in Fig. 2.1 (a) is
the standard configuration of an analog core circuit being biased with
currents or voltages, all of which are generated in the biasing block.
Providing the correct biases to the analog core is essential, given that the
core will only function as foreseen if operated in the regime, i.e., the DC
operating point, it was originally designed for.

The underlying principle of biasing locking, on the other hand, is to
redesign the biasing circuits so that they present a non-well-behaved
programmability via a key, normally in the form of a k-bit digital key. An
incorrect key offsets the biasing, leading to functionality corruption of
the analog circuit in that one or more performances are pushed outside
their specified range. For biasing locking to be effective, the locking
mechanism must (a) allow the key size k to be large enough to make
brute-force attacks fail and (b) assure no incorrect keys can transition
the analog circuit in a sufficiently well-performing operating state. Two
types of approaches can be found in the literature, namely expanding
the biasing circuit, as shown in Fig. 2.1 (b) [57], [58], and the design of a
standalone block that generates the desired bias, as shown in Fig. 2.1 (c)
[59], [60].

In [57], the authors apply the principle of expanding the biasing on
current biasing transistors. The authors suggest replacing a current source
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Figure 2.1: An analog core circuit having its operating point set by a biasing
circuit shown in (a). Analog biasing locking via the expansion of
the biasing circuit [57], [58] shown in (b) and via the design of a
standalone block [59], [60] shown in ().

transistor, such as Y in Fig. 2.2 (a), with an array of parallel-connected
transistors. The number of conducting transistors is controlled by a key,
which controls the gate voltage of each transistor. Thereby, in the case of
a correct key, the aggregate width of the active transistors equals that of
the replaced transistor Y, whereas a wrong key can lead to a different
aggregate width, generating an incorrect current. The approach in [57] is
problematic since (a) no care is taken to assure that only one key leads to
the correct biasing current and (b) it is not assured that all incorrect keys
result in sufficient performance degradation. The authors try to eliminate
both drawbacks in [61] using a Satisfiability Modulo Theory (SMT) solver,
shown before in [58] and explained below.

In [62], extending [57], a transistor is replaced with a number of parallel
and series-connected transistors, thereby creating a mesh. The authors
propose sizing each transistor in the mesh differently and controlling
each transistor with a key-bit. The aggregate width and length of such a
mesh of transistors is then a function of the key.

In [58], Wang et al. propose a locking method based on controllable
current mirrors that is exemplified in Fig. 2.2 a) and b). A non-locked
current mirror transistor Y is locked with 4 key-bits qi, i =1,---,4 by
replacing Y with an array of 4 branches. Each branch consists of an
(analog) NMOS current mirror transistor X; with an individual current
mirroring ratio «; and a pass device Qj, controlled by key-bit q;. The
current I the array drives depends on which pass devices are “on” and
conductive and thereby on the key. The authors suggest introducing a
number of pass devices per branch and, additionally, the use of PMOS
current mirror devices to ensure a non-monotonic relationship between
key and Ig. An SMT solver is leveraged to find a configuration of mirroring
ratios «; and pass-device connectivity so that Iy lies outside a designer-
defined range for all but the correct key.

In [59], Hoe et al. propose securing a sense amplifier by using memristor-
based circuitry to program a matched transistor pair’s body-biasing volt-
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Iref

Figure 2.2: Locking a current mirror using the technique from [58].

age, used to eliminate the offset of the amplifier arising due to process
variations. A memristor crossbar is programmed via a secret key allowing
in turn the programming of a voltage divider that generates the body
biasing. When applying an incorrect key the breakdown voltage of the
emerging technology device can be reached, thus limiting the number
of trials an attacker has for an attack. Other than the use of an eccentric,
hard-to-integrate technology, the technique’s requirement to program
every single memristor in a multi-step process prior to activation will
result in prohibitive efforts during activation and calibration.

In [60], the authors propose the implementation of an on-chip neural
network. Receiving as input an analog key in the form of DC voltages,
the neural network in turn generates output biases. In the case-study,
the authors lock an RF amplifier requiring three bias voltages using this
approach. The neural network is therefore trained to present an impulse
function at the correct key, i.e., only when the correct input voltages are
provided at the key inputs will the neural network generate the correct
biases at its output, while otherwise remaining constantly at an incorrect
level. Storing precise analog voltages for key and the model’s weights is
a challenge and the authors propose storing the model’s weights in (non-
volatile) AFGTs and providing the key directly, via pins, as digital key in
combination with a Digital-to-Analog Converter (DAC) or AFGTs. This
work presents the first application of an analog key to lock an analog/RF
circuit in the literature.

Opverall, analog biasing locking can be considered an attractive defense
for analog circuits, since (a) it can be applied to all analog circuits, because
they all require biasing; (b) analog circuits are sensitive to incorrect
biasing, providing a leverage for their protection; (c) the methods in Fig.
2.1 (b) and (c) are applied outside the sensitive analog core circuit, thereby
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avoiding performance penalties if a method were to operate within the
core circuit. Still, these defenses do not provide holistic security, given
that they can easily be identified and removed by an attacker, a weakness
that will be elaborated in Chapter 5.

2.2.1.3 Compound Techniques

The authors in [63] propose a compound technique where a mixed-signal
circuit is locked via logic locking of its digital part and analog biasing
locking of the analog section via the technique proposed in [57]. The
authors argue that making analog and digital section receive their key
from the same key-bits, and thus sharing an identical key, stops an
attacker from breaking the analog and digital block’s locking mechanism
independently.

2.2.2  Obfuscation

In [64], Ash-Saki et al. take a different approach and apply methods of
physical design obfuscation to hinder an attacker from reverse engineer-
ing an analog design. In analog IC processes, multiple types of transistors
are available in Process Design Kits (PDKs), defined by different threshold
voltages Vi, such as high, normal and low Vy,. The authors suggest
replacing a number of normal-V4y, transistors in a design with low or high
Vi transistors and redesign the concerned circuit blocks to meet their
specifications. In a reverse engineered design the analog transistors do
not reveal their Vi, since the threshold voltage is a function of channel
doping, which is not visible through classic optical imaging. The reverse
engineering process thus reveals a partially ambiguous design to the
attacker. The search space for the attacker for, e.g., 3 Vy, flavors, is 3™,
while n is the number of transistors that are potentially obfuscated. n is
obtained after deducting from the total transistor count those transistors
that must, for instance, be of the same type or require a certain Vi,
such as matched transistors or certain switches. Overall, this defense
mechanism is expensive for the IC owner since he will have to invest
additional design time and possibly accept performance penalties due to
changes in the analog core.

2.2.3  Split Manufacturing

In [65], Bi et al. suggest the application of split manufacturing to analog
and RF designs. The principle of split manufacturing is to divide the
manufacturing of ICs between two foundries: an untrusted front-end-
of-line (FEOL) foundry fabricating the lowest layers of the IC, including
transistors, and a trusted back-end-of-line (BEOL) foundry fabricating

21



22

PRIOR ART ON ANALOG HARDWARE SECURITY

the IC’s upper layers, such as metal layers and interconnects. The FEOL
foundry only receives a reduced layout, containing information merely up
to a certain metal layer, up to which it processes the IC. The trusted BEOL
foundry thereafter completes the manufacturing step by processing the
upper metal layers of the IC. Thereby, a rogue FEOL foundry is stripped
of the necessary information to pirate or reverse engineer a design. In
RF designs, contrarily to digital design, metal layers not only serve for
establishing inter-device connectivity, but also for forming electrically
active devices such as capacitors or coils. The authors therefore argue
that an untrusted foundry not knowing coil and capacitor sizings, grants
a higher level of security of split manufacturing for RF, than for digital
designs. Process design rules, such as the exclusion of metal layers below
coils and capacitors, on the other hand, may provide hints about size and
location of said devices, which leads the authors to create empty zones
in the original design, thereby obfuscating the reduced layout meant for
the rogue FEOL foundry.

2.2.4 Recycling Protection

In [66] the authors propose two types of sensors for deducing the age of
an IC. The first sensor is based on the implementation of two ROs on an
IC, the first RO being always-on, thus aging and reducing its frequency,
whereas the second RO is only turned on when serving as a reference to
compute the frequency difference between the two oscillators. The greater
the frequency difference, the longer the IC has been in service. The second
class of aging sensors is based on anti-fuse, one-time programmable
memory, where in certain intervals, such as a number of clock cycles, an
anti-fuse is programmed, allowing for deduction of the chip’s operating
time at a later point.

In [67], Huang et al. propose detecting recycled ICs with the help of
statistical tools in the form of one-class classifiers and degradation curve
sensitivity analysis (DCSA). Both methods are based on silicon aging
effects that make parametric measurements of an IC, such as quiescent
current and maximum oscillation frequency [44], drift with the time the
IC is in use. Using a reference point in time, the methods try to detect
recycled ICs. The DCSA approach is more robust to the effects of process
variation, since instead of using absolute parametric measurements, it
uses their sensitivity. This is advantageous for detecting recycled chips,
as the performance degradation of a brand-new chip is distinct from,
and normally higher than, that of an already used chip. At the same
time the degradation itself is mostly independent of process variations,
thereby allowing to compare different chips, even in the presence of these
variations.
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The authors of [68] suggest the implementation of hardware sensors
that allow the deduction of the age of an IC based on aging effects that
appear due to electromigration. Leveraging an aging model for intercon-
nect wires under DC current stress enables the authors to design wire
structures that will fail, i.e., increase their resistance, after a predictable
amount of time.
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MIXLOCK: SECURING MIXED-SIGNAL CIRCUITS VIA
LOGIC LOCKING

This chapter deals with hardware trust and security aspects specifically
for mixed-signal ICs, which is a large subclass of analog ICs, includ-
ing data converters, Phase Locked Loops (PLLs), Radio Frequency (RF)
transceivers, etc. In particular, we develop a locking methodology for
mixed-signal ICs, called MixLock [69], that prevents IC piracy. Locking
aims at transforming the original design into one that is functionally
equivalent, but requiring a secret key to unlock the correct functionality.
Applying an invalid key will result in dramatically degraded mixed-
signal performance.

3.1 INTRODUCTION TO MIXLOCK

In MixLock, locking is achieved via logic locking (aka logic encryption) of
the digital section of the mixed-signal IC. For this purpose, we employ
two recent logic locking techniques, namely Stripped Functionality Logic
Locking (SFLL) [56] and Dishonest Oracle (DisORC) in conjunction with
Truly Random Logic Locking (TRLL) [70]. Metrics are proposed to quantify
the analog security level, i.e., the mixed-signal functionality corruption for
invalid keys. The digital security level is expressed in terms of resilience
to all known logic locking attacks. We show that MixLock is capable of
co-optimizing security in the analog and digital domains. In addition,
MixLock presents several appealing properties. It is non-intrusive for the
analog section, it incurs reasonable area and power overhead, it can be
fully automated, and it is virtually applicable to a wide range of mixed-
signal ICs. We demonstrate MixLock on a ZA ADC via simulations and in
a hardware experiment. Finally an audio demonstrator using MixLock in
the signal processing chain of an audio application is shown.

The chapter is structured as follows. In Section 3.2, we provide an
overview of MixLock. In Sections 3.3 and 3.4, we discuss the threat model
and the attack resilience analysis. In Section 3.5, we discuss logic locking.
In Section 3.6, we present our simulational case study, while in Section
3.7 we present our hardware experiment. In Section 3.8 we discuss our
demonstrator for MixLock in an audio application. Finally, Section 3.9
concludes the chapter.
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3.2 THE PROPOSED TECHNIQUE: MIXLOCK

MixLock aims at locking a mixed-signal IC via a logic locking mechanism
embedded into its digital section, as illustrated in Fig. 3.1. Only when
the valid secret key is provided, referred to as common key K¢, the
correct functionality is unlocked, that is, the digital section implements
the correct function for any input. Logic locking will be discussed in
more detail in Section 3.5.
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Figure 3.1: Mixed-signal IC locked with MixLock.

The common key K¢ can be stored directly in a tamper-proof memory,
as shown in Fig. 3.1(a) [71]. Alternatively, the locking system in Fig. 3.1(b)
can be used [72], which employs a chip identification key K¢y that is
unique for every IC and can be generated, for example, by a Physical
Unclonable Function (PUF) [73]. The unique user key Ky, for the IC that
is finally given to the user is the one that, when XORed with the chip
identification key K¢y, generates the common key K¢. The common key
K¢ and chip identification key K¢ are kept secret and should not be
shared with an untrusted party.



3.3 THREAT MODEL

The digital section is typically part of a signal-processing chain or
part of a feedback loop and, according to the mixed-signal IC type, can
perform different whole functions or subfunctions. The underlying idea
is that logic locking of the digital section becomes a means for corrupting
the mixed-signal IC performance trade-off. The objective is that unless
the valid key is provided, the performance trade-off is locked, that is, one
or more performances lie outside their acceptable specification range.

MixLock presents several appealing properties:

* NON-INTRUSIVE. It is non-intrusive since it does not alter the
analog section and since any performance degradation in the digital
section can be easily absorbed with no degradation in the mixed-
signal performance. This is key for its wide adoption by analog
designers.

* LOW-OVERHEAD. Typically die area and power consumption in a
mixed-signal IC is largely dominated by the analog section. The
area and power overhead in the digital section introduced by logic
locking is already affordable considering the digital section alone;
this overhead, when projected to the entire mixed-signal IC, will be
even easier to justify.

®* FULLY AUTOMATED. Typically, design-for-X (DfX) techniques for
mixed-signal ICs, where “X" can be test, reliability, calibration,
diagnosis, etc., require significant extra design effort. DfX also needs
to be revisited for every new product or new technology node. In
contrast, the proposed Design-for-Trust (DfTr) MixLock technique
is fully automated since it is based on logic locking of the digital
section, which is fully automated.

* WIDE APPLICABILITY. It can be virtually applied to a wide range
of mixed-signal ICs that have a large digital section, including
data converters, PLLs, RF transceivers, etc. It also fits well the
general trend towards digitally-assisted analog designs and digital
centric mixed-signal architectures, where the goal is to make a
thoughtful shift of functionality from the analog into the digital
domain, in order to alleviate analog design complexity and enable
post-manufacturing tuning, self-calibration, and reconfigurability.

3.3 THREAT MODEL

MixLock is intended to serve as a countermeasure against mixed-signal
IC piracy, which can be broken down into several distinct threats. These
threats, the assumptions on the capabilities of the adversary, and the
conditions under which MixLock delivers resilience are described next.
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®* REVERSE ENGINEERING. We assume that the adversary has full ca-
pabilities to extract the architecture, netlist, layout, etc. Even in this
case, the adversary will not be able to reveal the exact functionality
as the common key is unknown. Of course, a smart adversary can
quickly realize by tracing the key bits structurally that the digital
section is locked. In this case, the digital section can be removed
and replaced with a “fresh" one with no locking mechanism. But
this requires that the adversary has the required design expertise
and is willing to spend some significant design effort, given also
that the design of the digital section is closely tied to that of the ana-
log section. The requirement for significant redesign effort clearly
goes against the original incentive of the adversary; thus, MixLock
provides good resilience against this threat.

®* CLONED COUNTERFEITS. The common key is unknown; thus, with
MixLock in place, a cloned counterfeit is practically unusable.

®* RECYCLED COUNTERFEITS. MixLock does not provide any protec-
tion, unless the scheme in Fig. 3.1(b) is used and the user key is
reloaded every time the IC is powered up. But arguably there are
simple techniques to detect recycled ICs, for example, through the
use of on-chip lightweight sensors [74].

®* OVERPRODUCED COUNTERFEITS. MixLock provides protection as
long as one of the following approaches is used: (a) The test is
performed in a trusted test facility; (b) The ICs after fabrication
are sent from the fab to the trusted party, i.e., the design house,
that loads the common key using the scheme in Fig. 3.1(a) and
sends them back to the untrusted facility for testing; (c) The trusted
party remotely activates the chip for testing using asymmetric

cryptography [75].
3.4 SECURITY ANALYSIS

The security level of MixLock is defined in terms of security level of the
underlying logic locking, called digital security level, and the security level
of performance trade-off locking, called analog security level. An attacker
can try to unlock explicitly the digital section without caring about the
analog section, or can try to unlock directly the performance trade-off,
i.e., achieve a satisfactory performance trade-off, which perhaps can be
achieved with an incorrect common key.

The digital security level is measured by the effort that the designer
must spend for identifying the common key. It is dictated by the resilience
against known attacks, as will be explained in more detail in Section 3.5.
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Figure 3.2: Simple application of logic locking.

We propose to measure the analog security level using different metrics
in the analog domain, namely, error rate, mean absolute error, and minimum
error. Error rate is the percentage of incorrect keys resulting in violation of
one or more performance specifications. The error rate may be misleading
if for incorrect keys the violated performance(s) is (are) slightly outside
the(ir) specification(s). To account for this scenario, we also use the
mean absolute error metric defined as the average absolute performance
difference between the unlocked mixed-signal IC and locked versions.
Minimum error is the minimum observed performance difference between
the unlocked mixed-signal IC and locked versions, indicating the worst-
case locking. These metrics can be quantified by putting to a test a large
set of random incorrect keys.

Attacks to unlock directly the performance trade-off are not known
at this point. A possible scenario is that the attacker uses optimization
algorithms, such as gradient descent, simulated annealing, etc., to search
for a common key that brings the performances within the acceptable
specification range. Such an attack is very unlikely to succeed since the
mixed-signal performances are not related to the key through a well-
behaved and smooth function. The optimization is likely to “zigzag"
endlessly. Especially if the key width is large and if the minimum error
defined above is large, this attack is doomed to fail.

3.5 LOGIC LOCKING

Logic locking protects the digital circuit by modifying it and adding new
logic into it, such that its functionality is controlled by a key with Fig.
3.2 showing a simple example of the modification. The earliest tradi-
tional logic locking techniques, e.g., Random Logic Locking (RLL) [75],
Fault analysis-based Logic Locking (FLL) [76], and Strong Logic Lock-
ing (SLL) [77], aimed at inserting key gates into the design that are
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Figure 3.3: SFLL architecture.

controlled by key-bits, which compose the key. The best key gate lo-
cations are determined while balancing the security objectives and the
implementation overhead. However, the SAT attack [78], which is based
on a Boolean satisfiability solver, was able to break all these techniques
and recover the secret key with very reasonable effort. Techniques to
thwart SAT attack, e.g., SARLock [79] and Anti-SAT [80], were shown to
be susceptible to removal attacks [81], which aim to identify and isolate
the protection logic. These SAT-resilient techniques can be combined with
traditional logic locking for improving the output corruptibility [79], yet
such integration can be circumvented using the approximate attacks, e.g.,
AppSAT [82] and Double-DIP [83], which reduce the security level down
to the one provided by the SAT-resilient technique and extract a key that
establishes an incorrect but approximate functionality.

3.5.1 Stripped Functionality Logic Locking

A powerful logic locking technique is SFLL [56] that achieves holistic
security against SAT, removal, and approximate attacks in a quantifiable
manner. As illustrated in Fig. 3.3, in the SFLL architecture, a part of
the original circuit functionality is stripped away using a checker. In
particular, for all input patterns that are Hamming distance (HD) h away
from the secret key, the output of the original circuit is flipped. Only
upon supplying the valid secret key, the restore unit cancels the errors
introduced by the functionality-stripped circuit, recovering the original
output.

Let k be the number of key-bits composing the key and let n be the
number of inputs of the digital circuit. It can be shown that SFLL is
sISAT-secure against SAT attack, where sISAT = k — [log, (;)], meaning
that the SAT attack effort required to extract the secret key is equivalent
to breaking a k — [log, (]ﬁﬂ—bit key in a brute-force way [56]. It can also
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be shown that SFLL is sIREM-resilient against removal attacks, where
SIREM = (}i) -2 is the number of protected input patterns, meaning
that the larger the number of protected input patterns, the more intricate
the changes to the original logic are, and, thereby, the harder it is for
the removal attack to succeed [56]. Finally, it can be shown that SFLL is
k
sLAPX-resilient against approximate attacks, where sLAPX = (zlk) is the
error rate [56], meaning that the higher the error rate, the more difficult
it is to find a key that establishes approximate functionality. Therefore,
SFLL allows a designer to trade-off the desired security level against
different attacks by choosing appropriately k and h [56].

3.5.2 Dishonest Oracle and Truly Random Logic Locking

The most powerful attacks on logic locking are oracle-guided [70], where
an oracle is a fully functional and unlocked chip. In an oracle-guided
attack on a logic locked digital circuit it is generally assumed that an
attacker has (i) access to the locked circuit’s netlist; (ii) access to the
primary inputs and outputs of the oracle; (iii) access to the oracle’s test
infrastructure, i.e., the scan chains.” As a consequence of (iii) the attacker
can apply test patterns to the scan chains, wich grants him deep access to
the design’s internal flip-flops. Oracle-guided attacks, such as SAT-based
attacks, make massive use and thus require access to a design’s scan
chains.

On the other hand, mixed-signal ICs do not always include scan chains
into their digital section. When the amount of logic is large enough,
using scan chains is a recommended test practice so as to increase defect
coverage and diagnosability. However, even then, scan chains are not
always used for various reasons. For example, the mixed-signal IC will
be, after all, tested as a whole; inserting scan chains affects speed; many
analog designers are not familiar with scan chains, etc. If scan chains are
absent, only oracle-less attacks apply, easing the requirements on the logic
locking technique and thus allowing the implementation of traditional
logic locking techniques to achieve strong analog security with small
overheads. If scan chains are present on the other hand, then achieving
strong digital security becomes another dimension of the problem.

A new logic locking method named Dishonest Oracle (DisORC) was
recently proposed in [70] and its concept is shown in Fig. 3.4. DisORC
protects digital circuits against oracle-guided attacks, even in the presence
of scan chains, through the addition of circuitry around the logic locked
design. The technique introduces a test mode that revokes an attacker’s
access to the oracle by withdrawing the secret key from the locked circuit

A scan chain is a design-for-test methodology which allows reading and writing all of a
digital circuit’s internal registers.
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upon activation of the circuit’s test mode, i.e., when access to the scan
chains by setting the Scan-enable bit is detected. As soon as Scan-enable
is high, the Corrupt signal will follow, making the key-multiplexer select
another, user-supplied key that is applied to the locked digital circuit.
While scan chain access is now allowed, the incorrect, user-supplied key
leads the digital circuit to present a modified functionality. The user or
attacker may thus probe and structurally test the digital circuit, but has
lost access to the oracle. Once Scan-enable is set, the only way to recover
the circuit’s correct functionality is by resetting the chip via the Chip Reset
signal or by restarting the chip.
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Figure 3.4: DisORC architecture.

While DisORC “cripples” the oracle, it does not modify the digital core
circuit itself, but is rather placed around the circuit. Therefore a logic
locking technique is required to lock the core circuit itself and thereby
ensure functionality corruption for any incorrect key. Traditional logic
locking techniques such as RLL [75], FLL [76], SLL [77] ensure good output
corruption, but recently machine learning-based, oracle-less attacks were
proposed on these schemes which may recover the key-value only from
a locked netlist [84], [85]. A naive integration of these locking schemes
together with DisORC may thus leave the circuit susceptible to these
attacks. For that reason we complement DisORC with a logic locking
technique called Truly Random Logic Locking (TRLL) [70] that allows
thwarting oracle-less attacks. TRLL's leitmotif is that it is truly random,
i.e., there is no methodology determining where key-gates are inserted in
the digital circuit and the type of key-gate inserted (e.g., XOR followed or
not by an inverter) does not allow any conclusion to be drawn about the
corresponding key-value. Thereby, in a TRLL-locked netlist no patterns or
structures are left behind that an attacker could learn or infer information
about the key from, and thus, contrarily to other schemes such as RLL,
decouples the key-bit values from the key-gate types.
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3.6.1 Case Study
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Figure 3.6: The analog 4th order LC bandpass A modulator.

To demonstrate MixLock, we used as case study a bandpass (BP) XA
ADC which converts a band B = 25 MHz centered at fy = 2.4 GHz with
a sampling frequency f; = 3.2 GHz [86]. The block-level schematic is
shown in Fig. 3.5.

The analog section of the YA ADC is a 4th order LC BP ZA modulator,
shown in Fig. 3.6. The ZA modulator converts the analog input signal to
an oversampled low-resolution 1bit digital signal with frequency f;.

The digital section of the XA ADC, shown in Fig. 3.7, is composed
of a Digital Down-Conversion (DDC) mixer and a multi-stage multi-
rate decimation filter. The decimation filter removes the out-of-band
noise from the LA modulator output and down-samples it, with a factor
OSR=73 = 64, to convert it to a high-resolution 28 bit digital signal
sampled at the Nyquist rate. The decimation filter is composed of a
comb filter COMB, a first half-band filter HBF1, and a second half-band
filter HBF2, with down-sampling factors of 16, 2, and 2, respectively. The
DDC mixer offers an additional down-sampling factor of 2, thus the total
down-sampling factor is 128.
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Figure 3.7: The digital DDC mixer and decimation filter.

The aim is to lock the SNR performance of the ZA ADC via locking its
digital section. Any incorrect key should result in an SNR performance
that violates the specification, rendering the XA ADC unusable. The XA
ADC has a nominal SNR of 70 dB with a specification set at 65 dB.

3.6.2  Setup

A pure sinusoidal signal with f;,, = fo + Af, where Af = 20kHz, is
applied at the input of the ZA ADC and 2?° samples are recorded at the
output of the ZA modulator, which is simulated via a system-level model
in Simulink, corresponding to 13 input signal periods. This recorded
output bitstream is used as input to the digital section.

We study several logic locking techniques in terms of their impact on
digital and analog security. The digital section is transformed into the
locked digital section at RT-level VHDL. The locked digital section is
synthesized using the Encounter RTL Compiler with a 65 nm CMOS low-
threshold voltage library and appropriate timing constraints, in order to
compute estimated area, power consumption, and performance overhead
compared to the original version.

Evaluating the SNR for a given key involves loading the key into the
digital section, simulating the digital section at RT-level VHDL using the
recorded A modulator output bitstream as input, and performing a Fast
Fourier Transform (FFT) at the output of the decimation filter to calculate
the SNR.

The analog security level metrics defined in Section 3.4 are calculated
based on 10° randomly generated incorrect keys. This calculation is fully
automated and evaluating a locked decimation filter takes around 40
minutes on a Intel(R) Core(TM) i5-4690 CPU @ 3.5 GHz with 8 GB of
RAM.
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3.6.3 Results & Security Analysis

We implement the SFLL technique [56], using a secret key of k = 128
bits. With SFLL, we lock the Most Significant Bit (MSB) of the COMB
filter’s output. In this context, locking a bit line means that we strip the
functionality of the sub-circuit that drives the bit line. We selected this
bit line aiming to introduce high functionality corruption early in the
digital signal processing chain. We chose h = 15 since it leads to a strong
64 bit resilience against the SAT attack, and also strong resilience against
removal and approximate attacks, according to the formulas in Section
3.5.1.

For this choice of SFLL parameters, we observed that not all secret keys
result in functionality corruption that is high enough to achieve 100%
error rate. This can be explained by the fact that SFLL protects a subset
of input patterns, as discussed in Section 3.5. For a sinusoidal input
signal, such as the one specified in Section 3.6.2, the number of input
patterns generated at the input of the functionality-stripped sub-circuit
is limited and, thereby, for a random key it is likely that not enough
of these input patterns are protected to achieve 100% error rate. To this
end, we crafted a secret key to achieve 100% error rate for the selected
sinusoidal input signal. The number of keys that meet this objective is
very high and, in any case, the selected sinusoidal input signal based on
which the key is crafted is unknown to the attacker. Note also that in
a real application, inputs are not well-structured and well-behaved like
a sinusoidal. For example, ZA ADCs are the most popular choice for a
variety of precision measurement applications and for voiceband and
audio applications. Real-application signals are time-varying in nature,
their spectral contents vary with time, they are rich in frequencies, etc. For
these high-activity signals, the number of input patterns generated at the
input of the functionality-stripped sub-circuit will be large, and, thereby,
any key will result in recurrent functionality corruption, a property we
will exploit in our audio demonstrator in Section 3.8. Note that in [56],
SFLL with h = 0 was used to lock a microcontroller designed using
the ARM Cortex-Mo microprocessor. Choosing h = 0 implies only one
protected input pattern, but still this was enough to break functionality.

We also implement the basic RLL technique [75] using the same secret
key and locking the same sub-circuit. We observed that RLL achieves
100% error rate regardless of the secret key that is chosen.

Fig. 3.8 shows the trade-off between the analog security level, defined
using the error rate metric, and the digital security level against the most
powerful and lethal SAT attack. As it can be seen, RLL results in error
rate of 100%, but it offers no resilience against the SAT attack in the
case where scan chains are present. For the SFLL technique, the different
points on the curve are produced by varying h. For h = 15, the sweet
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Figure 3.8: Trade-off between analog security level in terms of error rate and
digital security level against SAT attack for different logic locking
techniques.

trade-off point 100% error rate and 64 bit resilience against the SAT
attack is obtained. Regarding the other metrics for analog security, we
obtain 54.5 dB mean absolute error and 54.5 dB minimum error. Choosing
h > 15 will increase functionality corruption and, thereby, will improve
turther the mean absolute error and minimum error metrics, at the expense
of decreased resilience against the SAT attack.

To increase functionality corruption, we can alternatively implement a
compound technique. For example, a first SFLL mechanism with k = 128
and h = 15 can be intertwined with a second SFLL mechanism with
k = 32 and h = 16, which locks the MSB-1 bit of the COMB filter’s
output. We refer to this SFLL version as 1.5xSFLL. In fact, SFLL can be
combined with other techniques too; for example, we can intertwine
SFLL with RLL with k = 32. In theory, these compound techniques can
be reduced to the first SFLL mechanism by applying AppSAT [82] or
Double-DIP [83], as mentioned in Section 3.5, so they are appropriate
only for the naive attacker.

Fig. 3.9 plots the SNR for 103 incorrect keys and the correct key using
the 1.5xSFLL technique. The unlocked ZA ADC stands out with a correct
SNR of 70dB. Locked versions have an SNR below the specification
of 65dB. Besides the 100% error rate, locking results in 70.6 dB mean
absolute error and 65 dB minimum error. In fact, unless the correct key is
provided, the input signal gets completely buried under the noise floor.
Fig. 3.10 considers an arbitrarily selected incorrect key and compares the
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Figure 3.9: SNR for 103 incorrect keys and the correct key.

transient and frequency responses of the unlocked and a locked XA ADC.
The locked LA ADC presents a large amount of glitches in its transient
response, which translate to a high noise floor in the frequency response,
resulting in corrupted SNR.

3.6.4 Implementation Cost

Table 3.1 shows the overhead using the different underlying logic locking
techniques SFLL, RLL, 1.5xSFLL, and SFLL+RLL. MixLock incurs over-
head only for the digital section. This overhead is projected to the entire
ZA ADC considering that the digital section occupies about 30% of the
die area and is responsible for about 30% of the total power consump-
tion. The slack reserve in the critical path of the digital section is large
enough to accommodate the additional gates; thus, the delay penalty gets
easily absorbed and does not translate to an SNR performance penalty.
Regardless of the employed logic locking technique, the unlocked A
ADC has an SNR of 70 dB, that is, there is no performance degradation
due to locking. If scan chains are absent, then the basic RLL technique
can be used since it provides lower overhead compared to SFLL. If scan
chains are present, then SFLL achieves optimal all-around analog and
digital security levels with an area and power overhead of 6.7% and
9.8%, respectively, which are very reasonable. For higher functionality
corruption, one can use 1.5XSFLL or SFLL+RLL at the expense of slightly
higher area and power overhead.
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Figure 3.10: Transient and frequency responses of the 1.5xSFLL locked XA ADC
for an incorrect and the correct key.

3.7 HARDWARE EXPERIMENT RESULTS WITH DISORC AND TRLL

3.7.1  Case Study

To prove the case for MixLock we implemented the technique in a hard-
ware experiment where the silicon implementation of a state-of-the-art
BP RF ZA ADC, recently published in [87], served as case-study. The
architecture of the ADC is the same as in Section 3.6.1 and is depicted
in Fig. 3.5, except that the ZA modulator in this study is a 2nd order LC
BP ZA modulator, shown in Fig. 3.11. Said modulator is implemented as
packaged silicon IC, manufactured in a 65 nm CMOS process.

The ADC'’s digital section, depicted in Fig. 3.12, is identical to that
of Section 3.6.1, although the processed signal frequencies are different.
The decimation filter is implemented in hardware on a Xilinx Kintex-7
FPGA operating at a frequency of 187.5 MHz. Logic synthesis is carried
out using the Nangate 45nm open source cell library. The Nangate
library’s Verilog behavioral description is modified in a way so it is
compatible with the following physical synthesis step by removing any
non-synthesizable constructs such as timing statements and adapting
flip-flop functionality definition. The final hardware implementation on
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TECHNIQUE SFLL RLL 1.5XSFLL SFLL+RLL

Digital Section

Area [%] 20.1 5.6 24.4 21.1
Power [%] 29.5 9.3 35.3 30.9
Delay [%] 19.5 3.76 22.2 21.8
A ADC

Area [%] 6.7 1.9 8.1 7.0
Power [%] 9.8 3.1 11.8 10.3
Performance [%] o 0 o} 0

Table 3.1: Overheads using different underlying logic locking techniques.
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Figure 3.11: The analog 2nd order LC bandpass XA modulator used for the
hardware experiment.

the Kintex-7 FPGA is carried out with Xilinx’s Vivado Design Suite, Fig.
3.13 showing the FPGA implementation’s architecture.

The complete ADC has a tunable center frequency fy from 1.5 GHz
to 3.0 GHz and a corresponding sampling frequency fs from 6.0 GHz to
12.0 GHz, converting a band of 47 MHz and 93 MHz centered around fy,
respectively.

The goal of this second study is to prove that locking the ZA ADC'’s
SNR is also feasible in hardware. This is achieved via locking of the ADC’s
digital section, thus any incorrect key should break the converter’s SNR
performance.

3.7.2  Setup

To allow for the generation of comparable results from hundreds of
repetitions of the same experiment in which different keys are applied,
we record the ZA modulator’s high-frequency output for a defined input
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Figure 3.12: Architecture of the digital section, including DDC mixer and deci-
mation filter.
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Figure 3.13: Implementation of the decimation filter of the XA ADC on a Xilinx
Kintex-7 FPGA.

waveform. We excite the input of the YA ADC with a sinusoidal of
frequency fi, = fo + Af = 1.5 GHz + 300kHz, corresponding to an f;
of 6 GHz. In a first step we then record 524 288 samples of the output
bit-stream of the ZA modulator, corresponding to 12 full input signal
periods. Subsequently we down-convert the measured bit-stream to the
baseband with the help of a system level DDC mixer.

This down-converted bit-stream is transformed to a memory initializa-
tion file and committed to the read-only memory (ROM) of the FPGA, as
shown in Fig. 3.13. In each repetition of the experiment the ROM provides
said bit-stream to the locked decimation filter which then processes it. A
PLL generates the three different clock frequencies required for the deci-
mation filter’s sub-stages. Fetching the key, as well as the acquisition of
the 28 bit decimation filter output, is achieved via a JTAG-USB interface
with the control PC. After each experiment 4096 data samples are sent to
the control PC for SNR evaluation.

A single experiment thus consists of the following steps:

1. The FPGA loads a key via the USB interface and applies it to the
locked decimation filter.
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2. The decimation filter processes the pre-recorded bit-stream which
is retrieved from the ROM memory.

3. The integrated logic analyzer acquires the decimation filter’s output
and allows exporting it as a comma-separated values file to the
control PC via the USB connection.

4. On the control PC a fast Fourier transform is performed on the
captured data and its SNR is derived.

3.7.3 Results & Security Analysis

For our study we leverage the locking techniques DisORC in conjunction
with TRLL, as presented in Section 3.5.2, to lock the digital section of the
ZA ADC. In particular DisORC and TRLL are applied at gate-level to
lock the first sub-filter stage of the decimation filter, i.e., the comb filter.
We implement a secret key k with 128 bit, which is, contrarily to the
approach in Section 3.6.3, not crafted to present a sufficient amount of
errors but instead chosen at random.

Given that the circuit is locked with DisORC it presents a very strong
128 bit security level against SAT attack while, thanks to TRLL and
DisORC, it is not susceptible to known removal attacks.

With the circuit’s SNR specification set to 30 dB we start the hardware
experiment. The FPGA implementation of the digital section processes the
same input signal for 1000 randomly generated 128 bit keys as well as the
secret key. Running the hardware experiment for all keys on the Kintex-
7 FPGA takes approximately 20 minutes with the entire experiment,
except for the SNR computation, being automated. Fig. 3.14 shows the
converter’s performance for the above hardware experiment.

40 T T T T T

X

0 200 400 600 800 1000
Key index

Figure 3.14: SNR for 103 incorrect keys in green and the correct key in orange
applied to the DisORC & TRLL locked XA ADC hardware case-
study.
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METRIC VALUE
Error rate 100 %
Mean absolute error 45.4 dB
Mean SNR of failing keys —15.4 dB
Minimum error 35.1dB

Table 3.2: Analog security metrics for 1000 random keys with respect to the SNR
specification set at 30 dB for the hardware case-study.

We achieve the strong analog security metrics shown in Table 3.2,
where notably a perfect analog security level of 100 % is achieved, i.e.,
any random key breaks the circuit’s functionality. The SNR of the filter
unlocked with the correct key is identical to that of the nominal, non-
locked filter with 34.8 dB, thus locking the circuit does not induce any
performance penalty.

Fig. 3.15 depicts the transient and frequency responses recorded at
the ADC’s output, where an incorrect key leads to important levels of
distortion in the transient domain while in the frequency domain this
distortion is visible in the form of an important increase in the noise level.
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Figure 3.15: Transient and frequency responses of the DisORC & TRLL locked
ZA ADC measured for an incorrect and the correct key.
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DIGITAL SECTION OVERHEAD XA ADC OVERHEAD
Area [%] 10.7 Area [%] 3.6

Power [%] 21.3 Power [%] 7.1

Delay [%] 13.4 Performance [%] o

Table 3.3: Overheads for locking the digital section with DisORC & TRLL when
projected to the digital section (left) and when projected to the entire
ADC (right).

3.7.4 Implementation Cost

Table 3.3 presents the overheads with regard to the nominal design that
locking the ZA ADC induces. On the left hand side the overheads with
respect to only the ADC’s digital section are given, on the right hand
side the overheads are projected to the entire ADC. While we cannot
compare the absolute numbers from the SFLL case-study with above’s
numbers, because the circuits are not identical, they still allow us to see
that the DisORC technique in combination with TRLL does not cause
any performance penalty in terms of SNR and results in overheads that
are relatively lower compared to SFLL's overheads from Table 3.1.

3.8 MIXLOCK DEMONSTRATION IN AN AUDIO APPLICATION
3.8.1  Demonstrator Configuration and Setup

Hereafter we demonstrate MixLock in an audio application [88], in order
to evaluate the impact of locking on a real-world application. We hereby
aim to complement the prior results that had used ideal sine-wave inputs.
In essence this demonstrator allows us to listen to the effect of locking. The
methodology is illustrated in Fig. 3.16. An audio sample is read from the
microphone of the PC and thereafter it is captured and sampled using the
Matlab function audioread. Upsampling based on linear interpolation
is used to artificially smoothen the signal so that it can be presented
to the oversampling XA ADC for a second digitization. The output of
the ZA ADC can be heard directly from the speaker of the PC using
the Matlab function audiowrite. The XA modulator in this demonstrator
is a system-level model of a second-order low-pass continuous-time
2 A modulator. The modulator is modeled and simulated in Simulink,
while the decimation filter is modeled with VHDL and is simulated in
Modelsim.

For locking the decimation filter we use two methods presented in
Section 3.5, namely SFLL and DisORC in combination with TRLL:
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Figure 3.16: MixLock demonstration in an audio application.

¢ In the first application, we employ the same setup as was presented
in Section 3.6.3. First, a single SFLL mechanism with k = 128 and
h = 15 is used to lock the MSB of the comb filter’s output within
the decimation filter. This approach provides a 64 bit resilience
against the SAT attack and sufficient resilience against removal and
approximate attacks, as dictated by the formulas in Section 3.5.1.
As another flavor of SFLL we also implement 1.5xSFLL, i.e., above’s
SFLL mechanism combined with a second SFLL mechanism with
k = 32 and h = 16 that locks the MSB-1 bit of the comb filter’s
output. 1.5XSFLL increases significantly the number of protected
patterns and the error rate, i.e., it increases functionality corruption.
In theory, however, 1.5xSFLL can be reduced to the single SFLL
mechanism, as put forward in Section 3.6.3, so it is appropriate only
for the naive attacker.

¢ In the second application the mechanism used to lock the decima-
tion filter is DisORC & TRLL, as elaborated in Section 3.5.2. It is
applied to the comb filter so as to make the ADC require a 128 bit
key to unlock it. We assume the attacker to have loaded a key and
to have set the circuit in operating mode. The audio samples put
to test are shown in Table 3.5. All samples are evaluated with the
correct and two incorrect keys with Hamming distances of 12 and
63 with respect to the 128 bit correct key. While the former is quite
favorably chosen for the attacker, the latter key with a Hamming
distance of 63 is chosen at random.

In this demonstrator, the SNR metric cannot be used for quantifying
analog security as it was used in Sections 3.6 and 3.7. The reason is that
SNR requires a sinusoidal input, while audio signals are time-varying in
nature; their spectral contents vary with time, they are rich in frequencies,
etc. For this purpose, we use the root-mean-square error (RMSE) as metric
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AUDIO SAMPLE DURATION [s] SAMPLE RATE
[Hz]
English voice recording 4 8192
Bob Marley - No Woman No Cry 15 16384
Benny Goodman - Bugle Call Rag 15 16384
Kenny Ball - I Wanna Be Like You 15 16384
John Coltrane - Nature Boy 15 16384
Beethoven - Symphony No. 9 15 16384

Table 3.4: Audio samples processed with a LA ADC locked with MixLock

to evaluate the error between two waveforms processed by an unlocked
and a locked converter for the same input:

N
1
RMSE = | = ) ] xi —yil%, (3.1)
n=

where N is the total number of samples in the processed waveforms, x;
is the i-th sample of the output waveform processed by the unlocked
converter having the correct secret key applied and y; is the i-th sample of
the output waveform processed by a locked converter having an incorrect
key applied.

While RMSE allows to quantify the error in the processed audio sam-
ples, it does not allow us to understand in what kind of way an audio
sample is impacted, i.e., two RMSE values with similar magnitude may
be derived from erroneous audio samples that sound differently. Even so,
unless the valid secret key is applied to the converter, locking introduces
errors that get translated into audible glitches or noise that deteriorate
the output signal, which can be measured via the RMSE metric.

3.8.2 Results

Our experiment involves processing the audio samples listed in Table 3.4
through the system in Fig. 3.16 and examining the effect of locking on the
audio quality. Audio samples include a speech recording in English and
professional music recordings of various genres with different duration
and sampling rates. Table 3.5 shows the results of the experiment. The
second to fifth columns show the RMSE of the audio samples for a locked
ZA ADC using the locking approaches discussed in Section 3.8, namely
SFLL, 1.5xSFLL and DisORC & TRLL. The fourth and fifth column show
the RMSE for DisORC & TRLL when an incorrect key of Hamming
distance 12 and 63 from the correct key is applied. RMSE is computed
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AUDIO SAMPLE SFLL 1.5XSFLL DISORC & TRLL

HD=12 HD=63

English voice recording 0.000 0.209 0.341 0.379
Bob Marley - No Woman No Cry  0.004 0.286 0.184 0.354
Benny Goodman - Bugle Call Rag 0.002 0.241 0.156 0.333
Kenny Ball - I Wanna Be Like You 0.008 0.245 0.167 0.335
John Coltrane - Nature Boy 0.005 0.252 0.161 0.349
Beethoven - Symphony No. 9 0.041 0.231 0.177 0.298

Table 3.5: Impact of locking with MixLock on audio quality measured in RMSE
between the nominal waveform and the respective waveform pro-
cessed by converters locked with different techniques.

according to Eq. (3.1) by using every available sample point, i.e., the
metric is calculated over the complete duration of the respective audio
file.

The interested reader can also download and listen to the output audio
samples via this link: https://nuage.lip6.fr/s/QNHoQWmcCbRyR24. The
downloadable archive includes the output audio samples for an unlocked
design, where the valid key is applied, as well as for locked designs using
SFLL, 1.5xSFLL and for DisORC & TRLL as listed in Table 3.5.

DisORC & TRLL lead to a corruption of the audio output in a way that
is comparable to white noise. The impact of corruption becomes greater,
the higher the provided key’s Hamming distance from the correct key is,
or, to put it in simpler words, the more the provided key is incorrect. The
sound is comparable to that of a miss-tuned car radio for low Hamming
distances and for higher Hamming distances that of the same radio
for when the car goes through a tunnel. Quite similarly to the latter
technique, 1.5XSFLL corrupts the audio quality dramatically, audible in
very frequent glitches. In fact, the recording gets buried under the noise
level and is hardly recognizable. SFLL on the other hand results in a
number of glitches for the music recordings that can be heard as single,
loud “cracks". However, for the home-made voice recording, no glitches
are noticed.

These results can be explained as follows:

e SFLL by default corrupts the output of the targeted digital circuit for
some and not all input patterns. In our case, we have n = k = 128
and h = 15, thus the number of protected patterns is () - 2" % ~
1.32-10", which is a very small subset of all possible 2128 ~ 34.
10%8 input combinations. An analog input, i.e., an audio signal in
our case, gets translated into a sequence of patterns at the input
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Figure 3.17: Differences in the impact on the time domain signal of SFLL, 1.5x5-
FLL and DisORC & TRLL with HD = 12.

of the protected digital block within the decimation filter. Since
music recordings have higher signal activity compared to voice
recordings, it turns out that they get translated to a larger number
of distinct patterns at the input of the protected digital block. Thus,
the probability of hitting protected input patterns is higher, resulting
in a higher probability of audio quality corruption. Note that short
duration samples were recorded for practical purposes and that for
longer duration samples SFLL is expected to also result in glitches
when voice is processed.

* 1.5xSFLL is not sensitive to the the nature of the input. Most of the
errors it induces are generated by the second SFLL mechanism that
is set up in a way that it maximizes error-rate.

* DisORC & TRLL is also not sensitive to the recording’s input type.
Given that the locations where TRLL modifies the comb filter’s gate-
level netlist are chosen randomly, the errors that are induced due
to an incorrect key are not restricted to the MSB or MSB-1 such as
was the case for both SFLL variants. Errors in fact appear anywhere
in the comb filter circuit, thereby inciting faults of reduced scale,
albeit in very elevated numbers. While both SFLL and 1.5xSFLL
are independent of the user provided key used to unlock a locked
circuit, for DisORC & TRLL we observe a dependence of the RMSE
metric on the key. The closer a key is to being correct, the fewer
errors are induced. E.g., for HD = 12 where 116 out of 128 key-bits
are set correctly, the RMSE and the audible noise power is lower
than for a random key where HD = 63 and only 65 out of 128
key-bits are set correctly.

Fig. 3.17 shows a short excerpt of the sampled output of the ADC
for Beethoven’s Symphony No. g processed by the nominal converter
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and converters locked with SFLL, 1.5xSFLL and DisORC & TRLL. While
the SFLL waveform closely follows the nominal waveform, at sample
18 a single glitch occurs. Both, 1.5xSFLL and DisORC & TRLL behave
similarly in that they result in the corresponding waveforms being in
error at nearly every sample.

At this point it is important to recall the purpose of hardware locking
and hardware obfuscation in general. The aim is not necessarily to encrypt
the data that is processed by the hardware, i.e., corrupt audio quality to
bare random noise. The aim is to render the hardware low-quality and
unusable unless the valid secret key is known; i.e., glitches occurring at
regular and frequent intervals are sufficient.

3.0 CONCLUSION

Hardware security vulnerabilities have been addressed through various
methods in the digital domain while similar solutions are largely missing
in the analog domain. We proposed MixLock which protects mixed-
signal ICs via locking their digital part. We developed security metrics
to connect IC locking notion to intentional disruption of mixed-signal
performance. We adapt and use SFLL as well as DisORC & TRLL as part of
MixLock to enable effective trade-offs between analog and digital security,
delivering a holistic protection on a given mixed-signal IC. We illustrate
the application of MixLock on a LA ADC in simulation. Furthermore
we conducted a hardware experiment using a silicon ZA modulator
and a locked, FPGA-implemented decimation filter to show MixLock’s
capabilities. We show that MixLock thwarts all known attacks in the digital
domain while delivering perfect analog security levels. This is achieved
without degrading the mixed-signal performance and at very reasonable
area and power overheads. Finally we demonstrated the effect of locking
a mixed-signal circuit that is part of the signal processing chain in an
audio application leveraging the MixLock locking technique. The effect
of locking is measured via the RMSE, but it can be also clearly heard in
audio samples that are provided. We demonstrate that locking results
in disturbing glitches and noise, rendering the device low-quality and
unusable unless the valid secret key that unlocks the design is known. To
the best of our knowledge, this the first demonstrator showing the effect
of locking on a circuit in a way that can be perceived by humans via a
sense.
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In this chapter we treat the problem of analog IC obfuscation towards
analog IP protection against reverse engineering, thereby providing pro-
tection against subsequent piracy threats [89]. Obfuscation is achieved
by camouflaging the effective geometry of analog layout components
via the use of fake contacts, which originally were proposed for gate
camouflaging in digital ICs. We present a library of obfuscated layout
components, we give recommendations for effective camouflaging, we
discuss foreseen attacks and the achieved resiliency, and we propose
security metrics for assessing the hardness of reverse engineering. The
proposed methodology is demonstrated on an operational amplifier and
an RF ZA ADC.

4.1 INTRODUCTION TO CAMOUFLAGING

A well-known physical obfuscation mechanism is based on fake contacts®
between metal layers and polysilicon, diffusion or metal layers [90]. True
contacts span the entire dielectric to connect the two layers, whereas fake
contacts have a thin gap creating an open-circuit. Fake contacts are 100%
CMOS compatible requiring no foundry process changes [90]. An at-
tacker cannot differentiate between true and fake contacts as they appear
identical under a microscope and by slicing the die it will be unlikely
to pass through the thin gap. Besides, fake contacts are distributed at
different heights and this would require slicing the die in several pieces
which is infeasible. Another approach is to make true contacts with mag-
nesium (Mg), which displays very good electrical conductivity, and fake
contacts with magnesium oxide (MgO), which is a perfect insulator [91].
When delayering a protected IC the Mg contacts oxidize within minutes
to MgO, thereby destroying the information where real and where fake
contacts are placed in the layout. A remedy for the attacker could be to
delayer in an oxygen-free environment, an approach that would make
costs and efforts soar prohibitively. Generally, fake contacts can be lever-
aged to inconspicuously blend extra circuitry into the IC which, however,
is inactive and completely irrelevant for the functionality of the IC. In
[92], fake contacts are used to design a camouflaged cell that can perform
either as an XOR, NAND, or NOR gate according to which contacts are

For the sake of simplicity but without loss of generality we will refer to all types of
interconnects, including vias, as contacts.
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true and fake. The designer can replace some standard gate cells with
this camouflaged cell to obfuscate the functionality.

In this Chapter, we propose an analog IC camouflaging technique
based on the use of fake contacts. Compared to gate camouflaging, the
proposed analog IC camouflaging works differently. Gate camouflaging
hides the gate functionality, whereas analog IC camouflaging hides the
correct sizing of the components, such that the extracted netlist from the
reverse-engineered circuit has deceiving sizing and, thereby, unacceptable
performance trade-off. Gate camouflaging requires camouflaging a large
percentage of gates so as to increase the reverse engineering hardness,
which inevitably results in large area, delay, and power overheads [93].
In contrast, in analog IC camouflaging it suffices to obfuscate a small
number of components, thus the overheads can be well-controlled and
can be practically negligible. In gate camouflaging the attacker can rec-
ognize the camouflaged gates, which can be informative for launching
attacks, whereas in analog IC camouflaging the attacker will have to
consider every component as potentially obfuscated, which increases
dramatically the hardness of reverse engineering. We present a library of
obfuscated analog layout components that is sufficient for camouflaging
virtually any analog IC and we provide recommendations to designers
for best camouflaging practices. We also discuss foreseen attacks and
the resiliency offered by the proposed technique. Finally, we propose
security metrics specific to analog ICs to quantify the hardness of reverse
engineering. The technique is demonstrated on two case studies, namely
a Miller operational amplifier (op-amp) and an RF XA ADC.

The rest of the Chapter is structured as follows. In Section 4.2, we
provide an overview of the analog IC camouflaging technique. In Section
4.3, we present the library of obfuscated analog layout components. In
Section 4.4, we provide recommendations for best camouflaging practices.
In Section 4.5, we discuss foreseen attacks and the achieved resiliency. In
Section 4.6, we develop security metrics for quantifying the hardness of
reverse engineering. In Section 4.7, we present our experimental results
on the chosen two case studies. Section 4.8 concludes the Chapter.

4.2 ANALOG IC CAMOUFLAGING
4.2.1  Threat Model

The proposed analog IC camouflaging is a defense against reverse-
engineering attempted by a malicious end-user. In our threat model,
the attacker legally purchases a functional chip from the market. We
assume that the attacker has access to the technology PDK and has full
capabilities to reverse-engineer the chip and resolve geometries down to
sub-gate-level sizes, thus recovering an exact schematic and layout. The
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attacker can also purchase a second chip that can be used as an oracle,
i.e., for applying inputs and observing the outputs.

The proposed analog IC camouflaging does not protect an IP block
from a malicious SoC integrator or a malicious foundry that fabricates
the IC, since the IP/IC owner inevitably shares with these potentially
untrusted parties the blueprint of the IP/IC, e.g., GDS-II file, whereby
fake contacts are directly revealed.

4.2.2  Sizing Camouflaging

The proposed analog IC camouflaging consists in inconspicuously hiding
by means of fake contacts the active geometry of layout components and,
thereby, the actual sizing of schematic components extracted from reverse-
engineering. The methodology takes advantage of the special handcrafted
layout techniques used in analog designs for improving component
matching, tolerating process variations, and achieving compact layouts
[94].

In particular, non-minimum size transistors are most often laid out
as several sub-transistors connected in parallel and sharing diffusion
strips, known as gate fingers. Common-centroid layouts are also pre-
ferred for transistor pairs that are required to be well-matched. Similarly,
resistors are laid out in a serpentine serial connection of unit resistors
and capacitors are laid out as capacitor banks consisting of several unit
capacitors.

The underlying idea is to use fake contacts so as to add seemingly
connected yet in reality inactive and electrically disabled gate fingers,
unit resistors, and unit capacitors. In this way, the nominal sizing of
components, i.e., the effective width of transistors and the values of
resistors and capacitors, is camouflaged.

In Section 4.3, we will present in detail camouflaged layout versions
of analog components using fake contacts. These camouflaged layout
versions can be parametrized into PCells to compose a library of cam-
ouflaged PCells that is combined with the library of standard PCells
and is seamlessly integrated into the design flow. A camouflaged PCell
combines the functionality of the standard PCell while also adding extra
electrically disabled instances. Building the library of camouflaged PCell
is a one-time effort for each technology node and thereafter can be reused
for readily obfuscating any design. Moreover, the same design principle
can be reused for every technology node. For a target component to be
resized, the designer will simply have to replace the standard PCell with
the camouflaged PCell and set the parameters of the camouflaged PCell.
This set of parameters includes the active sizing, as well as the number of
extra inactive instances and their locations, i.e., the arrangement of active
and inactive instances.
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4.2.3 The Defender Perspective: Design Flows with Camouflaging

We can distinguish two design flows, namely camouflaging of an existing
design, shown in Fig. 4.1a, and involving camouflaging already from the
design phase, shown in Fig. 4.1b.

Defender Defender ;
P ———" o : Schematic
perspective Original perspective desi —
netlist esign
i
Resize - Resize
—* components — components
Resized Resized
netlist netlist
No No
Simulate Simulate
resized netlist resized netlist
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components Selected components components elected components
resized resized
netlist netlist
]
Standard Original [, | Camouflaged Standard Camouflaged
PCells layout PCells PCells PCells
Obfuscated Obfuscated
layout layout
All-true contact Nominal All-true contact Nominal
design obfuscated design obfuscated
(resized netlist) design (resized netlist) design
Post-layout Post-layout
simulation simulation
) )
Passes Passes
specifications? ———No— specifications? ———N0—
Yes Yes

(a) Defender perspective when camouflag- (b) Defender perspective when involving
ing an existing design. camouflaging in the design phase.

Figure 4.1: Overview of analog IC camouflaging.

1) Camouflaging an existing design: The defender has the original design,
including the original netlist and layout, which we refer to as the
nominal non-obfuscated design. Beginning with the original netlist,
the defender will perform re-design iterations, shown with the inner
loop in Fig. 4.1a, where in each step a set of components is resized
and the resized netlist is simulated to obtain the performances. This
inner loop stops when a suitable resized netlist is found that has
one or more performances failing their specifications.
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Figure 4.2: Attacker perspective.

With this selected resized netlist, the defender will next obfuscate
the original layout. The layout of non-modified components remains
unchanged, while the layout of resized components is replaced
with an obfuscated layout version using the library of camouflaged
PCells, as explained in Section 4.2.2. This replacement possibly will
require changes in the floor-planning and routing, in order to fit into
the original layout the camouflaged layout versions of the resized
components. The resulting layout is an obfuscated layout that is
electrically equivalent to the original layout since the resizing is
cancelled out by the use of fake contacts. Therefore, the obfuscated
layout embeds the nominal design which we refer to as the nominal
obfuscated design. However, if fake contacts cannot be distinguished
from true contacts and are all reckoned as true, then the obfuscated
layout can be deceivingly thought to embed the resized netlist
which we refer to as the all-true contact design.

Compared to an original component layout, a camouflaged com-
ponent layout will add extra parasitics which, albeit small, may
perturb the intent performance trade-off of the original design.
Perturbation may result also from changes in the floor-planning
and routing. To ensure that the nominal obfuscated design does
not incur any performance penalty with respect to the nominal
non-obfuscated design, as a final step, the defender will perform
post-layout simulation to evaluate the performances of the nomi-
nal obfuscated design. If unacceptable performance degradation
is noticed, then the defender will have to repeat the camouflaging
procedure, as illustrated by the outer loop in Fig. 4.1a. The defender
can identify the modified components that are the root-cause of
this degradation and will target resizing another set of components
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1.

that results in no degradation. With this outer loop, obfuscation
via sizing camouflaging can be viewed as an additional step in the
design flow that can be performed on top of the original design.

Involving camouflaging in the design phase: The designer knows in
advance before actually starting the design that the design should
be protected against reverse-engineering. In this scenario, camou-
flaging is fully integrated into the design flow. The designer will
proceed as normal and will first design the circuit at schematic-level
with no camouflaging in mind. Once the intent design specifica-
tions are met at schematic-level and before moving to layout design,
the designer will perform the resizing operation for camouflaging,
shown with the inner loop in Fig. 4.1b, similarly to the design flow
in Fig. 4.1a. Thereafter, the layout will be designed as normal using
camouflaged layout versions for the resized components. Thus, in
this case, floor-planning and routing naturally takes into consid-
eration the camouflaged layout versions of components. Once the
layout is completed, post-layout simulations will be performed as
normal. Typically, several design iterations take place until post-
layout performances are satisfactory, as shown with the outer loop
in Fig. 4.1b. During this design optimization, the designer will
change the nominal component values, i.e., transistor dimensions,
etc., will perform changes in the layout, floor-planning, and routing,
and may also perform topology modifications. This outer loop is
not related to the obfuscation objective. However, for every iteration
of the outer loop, we may have to repeat the inner loop which is
related to the obfuscation objective.

4.2.4 The Defender Perspective: Objectives

The defender has the following main two objectives:

For the design flow in Fig. 4.1a, maximize the performance penalty
of the all-true contact design with respect to the nominal non-
obfuscated design. For the design flow in Fig. 4.1b, maximize the
performance penalty of the all-true contact design with respect to
the specified performance trade-off.

For the design flow in Fig. 4.1a, minimize any performance penalty
of the nominal obfuscated design with respect to the nominal non-
obfuscated design. For the design flow in 4.1b, the nominal obfus-
cated design should meet the specified performance trade-off.

We can define two additional objectives:

3.

Minimize the obfuscation area overhead.
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4. Minimize the obfuscation design effort towards satisfying faster the
above objectives 1 and 2.

For the design flow in Fig. 4.1a, minimizing the obfuscation design
effort implies: (a) reducing the number of iterations of the inner loop
and (b) reducing the number of iterations of the outer loop which, in
turn, will reduce the number of the repetitions of the inner loop. As men-
tioned in Section 4.2.3, the outer loop aims at correcting any performance
penalty of the nominal obfuscated design with respect to the nominal
non-obfuscated design. This performance penalty is due to camouflaged
layout-induced parasitics and changes in the floor-planning and routing.
Reducing this performance penalty will reduce the number of iterations
of the outer loop and possibly may eliminate completely the need to
enter into this loop, thus iterating over the inner loop only once.

For the design flow in Fig. 4.1b, the outer loop aims at design optimiza-
tion such that post-layout performances meet the intent specifications. As
mentioned in Section 4.2.3, this outer loop is not related to the obfuscation
objective, yet the inner loop which is related to this objective is revisited
at every iteration of the outer loop. Therefore, for the design flow in Fig.
4.1b, minimizing the obfuscation design effort implies: (a) reducing the
number of iterations of the inner loop and (b) avoiding repeating the
inner loop during outer loop iterations. The latter can be achieved by
aiming at minimizing the effect of camouflaged layout-induced parasitics
on post-layout performances. In this way, camouflaged layout-induced
parasitics will not be among the root-causes of unsatisfactory post-layout
performances which is what enables the outer loop. The set of resized
components for obfuscation as well as their resizing values can be kept
fixed during outer loop iterations. As long as the resized netlist, i.e., the
all-true contact design, fails the specifications, it will not be necessary to
repeat the inner loop and find another set of components to resize.

Therefore, minimizing the obfuscation design effort boils down to the
following objectives:

4 a) For both design flows, reduce the number of iterations of the inner
loops in Figs. 4.1a and 4.1b towards satisfying faster objective 1.

4 b) For both design flows, minimize camouflaged layout-induced para-
sitics towards satisfying faster objective 2.

4 ) For the design flow in Fig. 4.1a, additionally minimize changes in
the floor-planning and routing towards satisfying faster objective 2.

Recommendations for best camouflaging practices will be given in
Section 4.4.
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4.2.5 The Attacker Perspective

Fig. 4.2 illustrates the attacker perspective. The attacker will initially
perceive all contacts as true and only after running simulations will
realize that the performances of the all-true contact design are not in
agreement with those promised in the datasheet having a degraded
performance trade-off with one or more specifications lying outside
their specification range. At that point the attacker will understand that
the design is obfuscated, but cannot tell which are the fake contacts
and for that reason cannot tell which are the obfuscated components
either. Every component is potentially an obfuscated one. As a result,
the attacker will have extracted the architecture and netlist, but will
not recover the sized netlist nor a correct layout and is hindered from
replicating the functionality and performances promised in the datasheet.
The attacker may choose to attack another unprotected IC promising
similar functionality, or may decide to attempt an attack to de-obfuscate.
Foreseen attacks will be detailed in Section 4.5 and security metrics to
assess the hardness of de-obfuscation will be given in Section 4.6.

4.3 LIBRARY OF CAMOUFLAGED LAYOUT COMPONENTS

Herein, we provide a library of obfuscated layout versions of components
that are most commonly met in analog layouts, including multiple gate-
finger transistors, common-centroid layout of transistors, interdigitized
transistors, serpentine resistors, and capacitor banks. Of course, this is a
non-exhaustive list of possible obfuscated layout versions of such compo-
nents, and a non-exhaustive list of components that can be obfuscated,
i.e., it excludes inductors and diodes, but it largely suffices to camouflage
the sizing of virtually any analog IC.

4.3.1  Transistors

Multiple gate-finger transistors are parallel transistors of equal gate width
where each transistor shares its inner diffusion regions for drain or source
with its two neighbouring transistors. Fig. 4.3 shows an example of a
compact transistor layout with 3 gate fingers. The inner diffusion regions
control the state of 2 gate fingers at once, while the outer regions control
a single finger. A transistor can be obfuscated by connecting extra gate
fingers and deactivating them by using fake contacts in the drain or
source terminals such that these nodes are floating. In Fig. 4.3, the fake
contacts are shown with orange color, whereas true contacts are shown
with black color. Two fake contacts are used to deactivate two gate fingers.
Two fake contacts are also used to disconnect completely the two adjacent
gates. This is preferred so as to reduce the parasitic load, but is only
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possible if no shared poly-silicon gate is drawn. The equivalent schematic
with the open-circuits resulting from fake contacts is also shown on top
of Fig. 4.3. In this example, the transistor has 1 active gate finger, but the
attacker observes a transistor with a gate width 3 times larger.

Certain transistor arrangements, i.e., differential transistor pairs or
current mirrors, require special layout techniques to ensure matching.
Common-centroid layouts are typically used for differential transistor
pairs ensuring that gradients across the die will impact both transistors
equally. Fig. 4.4 shows a layout of a common-centroid differential transis-
tor pair A and B showing an AXXBBXXA pattern, with X representing
deactivated transistors due to the inserted fake contacts. The equivalent
schematic is shown on top of Fig. 4.4. With the inserted fake contacts the
attacker observes that A and B consist of 4 active transistors each while in
reality they consist of 2. By changing the gate connections in Fig. 4.4 we
can turn the circuit into an interdigitized current mirror with obfuscated
current ratio between A and B according to where the fake contacts are
placed. The actual current ratio will be invisible to the attacker.

—F =
D 77 S ¥t D f51.S

X

7, ™ 7

Figure 4.3: Obfuscated multiple gate-finger transistor layout with its schematic.
Diffusion, poly-silicon, and metal are drawn respectively in green,
red, and blue. True contacts are drawn in black and fake contacts in
orange.

A X ox B B X X A&
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Figure 4.4: Obfuscated common-centroid layout and schematic with AXXBBXXA
pattern, where the letters A,B and X over the gates mark to which
transistor structure the transistor layout below belongs to. X marks
deactivated instances due to fake contacts. To not impair visibility
the connections between respective sources and drains of A and B
are not drawn.
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4.3.2  Capacitors
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Figure 4.5: Side-view of obfuscated capacitor bank layout. The obfuscated ca-
pacitor on the right has fake contacts seemingly connecting both its
capacitor plates.

The capacitor value of a capacitor bank can be obfuscated by adding
extra capacitor units and disconnecting them through the use of fake
contacts. Fig. 4.5 shows the side-view of an exemplary layout of a metal-
insulator-metal (MIM) capacitor bank consisting of 2 parallel-connected
unit capacitors. Metcap® and metal 2 (M2) are the respective plates of a
capacitor. Through the use of fake contacts, shown with a thin gap, the
right-hand capacitor is disconnected from the capacitor bank. Both plates
are disconnected so as to reduce parasitic capacitance to a minimum.
In this example, the attacker observes an incorrect, two times bigger
capacitor value.

4.3.3 Resistors

The value of a serpentine resistor can be obfuscated by adding extra unit
resistors. As an example, Fig. 4.6 shows a serpentine resistor composed of
5 unit resistors. The idea is to use wiring across each unit resistor to create
short-circuits and place fake contacts to cut the short-circuits for those
unit resistors that will be active. Interestingly, in contrast to transistors
and capacitors, fake contacts here are used to activate instances. In this
example, the nominal resistance is 3R, whereas the attacker observes a
resistor value k - R, but does not know k which could take any value in
{0,---,5).

A camouflaged PCell is readily built from the standard PCell and can
be instantiated to implement any degree of resizing and any arrangement
of active and inactive instances. It can be viewed as a standard PCell with
a subset of contacts replaced with fake contacts, in order to deactivate
the corresponding instances. The camouflaged PCell takes as parameters
the standard PCell parameters, as well as the number and location of
inactive instances. For example, for a camouflaged PCell of a multiple

2 Metcap is an additional layer used to realize MIM capacitors. Across different technolo-

gies this layer may be called differently.
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Figure 4.6: Obfuscated serpentine resistor layout. Resistive poly, metal 1, metal
2, true contacts, fake contacts, and metali-metal2 vias are shown
respectively in dark red, blue, light orange, black squares, orange
squares, and pink squares.

gate-finger transistor, the designer will have to set the nominal transistor
dimensions, i.e., length, width, and number of gate fingers, the number
of inactive extra gate fingers, as well as their arrangement with respect to
the active gate fingers.

4.4 RECOMMENDATIONS FOR ANALOG IC CAMOUFLAGING

The number of components to resize, the degree of resizing per obfus-
cated component, and the selection of components to resize are driven
by the objectives defined in Section 4.2.4.

4.4.1  Number of Components to Resize and Degree of Resizing

With the proposed camouflaging approach, in the reverse-engineered
netlist all components are potentially obfuscated in the eye of the attacker.
Therefore, the hardness of reverse-engineering does not depend on the
number of resized components. We can turn this fact to our advantage
and target resizing only a small number of components that is sufficient
for achieving an all-true contact design that has a degraded performance
trade-off (objective 1).

Achieving objective 1 is an easy task since analog ICs are very sensi-
tive to component sizing. Although analog IC design optimization and
centering can be a very time-consuming and tedious task requiring high
expertise, here the defender aims at the “inverse" task, i.e., untuning the
circuit and destroying the performance trade-off, which arguably can be
achieved in an effortless way. It is not surprising if objective 1 is achieved
by resizing a single component. In general, the first inner loops in the
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design flows in Figs. 4.1a and 4.1b should take only a few iterations to
achieve objective 1 (objective 4a).

By only resizing a small number of components, we can meet additional
objectives defined in Section 4.2.4. Specifically:

(a) obfuscation area overhead is kept at a minimum (objective 3);

(b) total camouflaged layout-induced parasitics will be effectively mini-
mized (objective 4b);

(c) for the design flow in Fig. 4.1a, minor changes in the floor-planing
and routing will be required (objective 4c).

Note that objective 1 can also be met by distributing the resizing across
many components and applying a smaller degree of resizing for each com-
ponent. However, this strategy intuitively will be more time-consuming
for meeting objective 1, requiring more iterations of the inner loops in
Fig. 4.1a and 4.1b. Besides, in this way, the camouflaged layout-induced
parasitics get distributed too and it will be more difficult controlling
them. Moreover, it is not guaranteed that this strategy will overall reduce
the obfuscation area overhead, and for the design flow in Fig. 4.1a it
is likely that changes in the floor-planing and routing would be more
significant. For these reasons, we recommend obfuscating a small number
of components with the resizing required to satisfy objectives 1 and 2,
and only when the resizing turns out to be very large try to distribute
the resizing across more components. This last recommendation aims
at avoiding having unnaturally large layout components that from the
attacker perspective will look suspicious and likely obfuscated.

4.4.2 Degree of Performance Degradation

One question that arises is to what degree to degrade the performance
trade-off of the all-true contact design. If the all-true contact design is
functional, showing small performance deviation outside the allowable
specification range, then the cloned design can still be used in applications
where the performance requirements are less stringent. Therefore, the
defender goal should be to introduce a performance penalty in the all-
true contact design at least to a point where it becomes of low-quality
and unusable and, thereby, not appealing any more for cloning.

4.4.3 Selection of Components to Resize

The following guidelines can be used:

1) Selecting to resize components that largely influence the perfor-
mance trade-off will result in a smaller number of resized compo-
nents. This helps meeting several objectives as explained in Section
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4.4.1 (i.e., objectives 1, 3, and 4). However, we recommend that
the selection process should not follow any formal or established
methodology, such as a sensitivity analysis, which ranks the com-
ponents according to their influence. The reason is that the attacker
may think of employing the exact same methodology to trace back
the resized components. We argue that the best approach towards
increasing the reverse engineering hardness is to randomly select
components to obfuscate based on intuition about their influence.

On top of resizing a small number of components, avoiding resizing
components that are connected to sensitive or high-frequency nodes
will further minimize the effect of camouflaged layout-induced
parasitics on the performance trade-off (objective 4b).

In Section 4.3, we presented obfuscation layout versions of tran-
sistors, resistors, and capacitors. This library can be extended to
include other components, i.e., inductors. Clearly, adding extra in-
active fingers to transistors results in much lower area overhead
compared to adding extra inactive unit capacitors, unit resistors, or
extending the coil of a wire inductor. Thus, priority should be given
to obfuscating transistors rather than passive components towards
low obfuscation area overhead (objective 3). In addition, for the
design flow in Fig. 4.1a, this will reduce the required changes in the
floor-planing and routing (objective 4c).

Regarding the design flow in Fig. 4.1a, selecting to resize com-
ponents that have enough empty space in their periphery on the
layout, i.e., they are located in layout areas that are not compact,
will reduce the obfuscation area overhead (objective 3) and will
avoid introducing changes in the layout that may require reexam-
ining the floor-planning and routing (objective 4c). If components
can be resized without changing the placement of surrounding
components in the layout, then obfuscation area overhead will be
zero. In general, in analog layouts many areas are left unoccupied,
in order to leave sufficient space between sensitive blocks with the
goal to mitigate electromagnetic interference, crosstalk, thermal-
related issues, etc. This gives us large flexibility for inserting the
camouflaged layout versions in the existing floor-planning. Since
the resized portion of the component is seemingly connected with
fake contacts making it inactive and electrically disabled, it should
not change the profile of the circuit. In any case, minimum dis-
tances between adjacent objects as defined in the PDK should be
respected and electromagnetic compatibility compliance should not
be compromised.

61



62

ANALOG SIZING CAMOUFLAGING

5)

6)

4.5

If the to-be-protected circuit is a complex system consisting of a
number of sub-blocks, then the straightforward approach would
be to obfuscate every sub-block, i.e., resize components in every
sub-block. However, this is not strictly necessary as the aim of ob-
fuscation is to act on the global system-level performances. In other
words, for complex systems it suffices to resize a small number of
components in a few sub-blocks to obtain an all-true contact design
with degraded performance (objective 1), thus also minimizing the
obfuscation design effort (objective 4). We will discuss this case also
in relation to foreseen attacks in Section 4.5.

A common layout practice found in analog layouts is the placement
of dummy components for better matching properties and compen-
sation of process variations. Existing dummy components can be
seemingly connected to their neighboring active components if they
have the same geometry via the use of fake contacts, thus naturally
extending the resizing. In this way, we can naturally degrade further
the performance trade-off of the all-true contact design (objective
1), reduce the obfuscation area overhead (objective 3), and iterate
less over the inner loops in Figs. 4.1a and 4.1b (objective 4a). For
the design flow in Fig. 4.1a, this additionally helps minimizing
changes in the floor-planning and routing (objective 4c). However,
this strategy should be followed conservatively and cautiously so
as to maintain low camouflaged layout-induced parasitics.

ATTACKS AGAINST ANALOG IC CAMOUFLAGING

. Attacks on gate camouflaging: SAT-based attacks [95], [96] that have

compromised the security of gate camouflaging techniques for
digital ICs do not apply to analog ICs. The reason is that SAT solvers
rely on Boolean algebra while analog circuits carry continuous-time
signals.

. Brute-force attack: The attacker will massively try different combi-

nations of component sizing in the hope of eventually guessing
a sizing that results in a satisfactory performance trade-off. Our
defense is that the attacker is obliged to consider every component
in the circuit as potentially obfuscated. The search space size is
HiD:1 N;, where D is the number of components and N; denotes the
number of instances in the i-th component. This search space can
be reduced if the attacker makes some informed assumptions, as it
will be explained in more detail in Section 4.6. A second defense is
the fact that analog simulation can be very time-consuming. Thus,
in practice a very small fraction of the search space can be explored.
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3. SMT-based attack: The SMT-based attack proposed in [97] can be

used to speed up de-obfuscation as long as circuit equations can
be written. In particular, for component i we can write an equa-
tion yi = ¢(q'), where q* = [q},--- ,q}\,i] is a string of key-bits
of size Nj, N; is the number of instances, and q} = 1 if the j-th
instance is active and o if it is inactive. For example, for transis-
tors y; = Zj q} * W/L, where W is the gate finger width and L is
the length. For D components we can write y = [y, -+ ,yp] and
combine keys in a single key q = [q', - - -, q"]. Then, based on the
m performances p = [p1,---,pml] found in the datasheet, we can
write m equations p; = 0;(y) linking each performance pj to several
Yi. An SMT-solver is used to find a key that satisfies all equations
Pj = ej([d)(q1 ),---,d(qP)]). The search space size is the same as in
the brute-force attack, but with this approach we circumvent circuit
simulations and we speed up the search. The difficulty with this
approach is deriving the functions ;.

. Hierarchical decomposition attack: For a complex system, to reduce
the computational effort, the attacker may try to transform the
extracted low-level netlist into a hierarchical, block-level representa-
tion and subsequently attack the circuit’s sub-blocks individually.
As mentioned in Section 4.4, the simple defense is to obfuscate ev-
ery single sub-block, but this is not strictly necessary. The reason is
that sub-blocks are connected in feedback loops and only the global
specifications are given in the datasheet, whereas many of the spec-
ifications of the sub-blocks are not released as they are not relevant
for the end-user. We can imagine the scenario where obfuscation
results in a circuit that has part of its sub-blocks obfuscated to a
small degree such that the global specifications fail. We will see this
obfuscation approach in the RF ZA ADC case study in Section 4.7.
This scenario is confusing for the attacker as all sub-blocks are func-
tioning correctly with an apparently decent performance trade-off,
but the global performances are not met. Thus, the attacker cannot
tell which sub-blocks have been obfuscated and all sub-blocks, even
those that are left untouched by obfuscation, become candidates for
de-obfuscation.

. Automatic analog circuit sizing attack: We make the additional assump-
tion that the attacker has access to a CAD tool for automatic analog
circuit sizing. Such a tool starts with a given topology and aims
at producing a sized topology that conforms to the performance
objectives. An attacker may employ this tool to re-size the topology
extracted from reverse engineering.

There exist several commercial CAD tools for automatic analog
circuit sizing, for example the Optimizer in Eldo tool by Mentor
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Graphics, A Siemens Business, the WiCkeD tool by MunEDA, and
the ID-Xplore by Intento Design. There are also several tools pro-
posed in the literature (for example, see [98]-[106]).

To perform the sizing the attacker will need to define design vari-
ables and an objective function that measures the performance goal.
To evaluate the objective function, the attacker will have to develop
test benches for simulating the performances.

All these CAD tools require simulating the circuit at transistor-level
a very large number of times. While this is possible for smaller
circuit blocks, larger and complex circuits and systems, which are
composed of several sub-blocks and have very long simulation
times, cannot be handled as a single circuit. In this case, first a
hierarchical decomposition of the circuit is needed. More specifi-
cally, the attacker will have to develop an abstract behavioral-level
system model of the circuit that interconnects the sub-blocks and
operates at data processing level, i.e., Simulink, VHDL-AMS, Ver-
ilogA, SystemC-AMS, etc. Having developed this system model,
the attacker will need to guess sub-block performances to reach the
global system-level performances since this information is lacking
from the datasheet, as mentioned also in the hierarchical decom-
position attack. With the guessed specifications, the attacker will
launch the sizing tool to automatically size each sub-block at tran-
sistor level separately. Typically, the attacker will have to go through
several iterations to meet the global performances using mixed-level
simulations, where some sub-blocks are at transistor-level and some
at behavioral-level.

Then, the next step is designing the layout. The attacker already has
an extracted layout, but the automatically sized netlist will be dif-
ferent from the “deceivingly" sized reverse-engineered netlist. This
is because many component sizing combinations achieve the same
objective. Typically, the CAD tool will produce a Pareto front with
several feasible solutions achieving different performance trade-
offs. Therefore, the attacker will have to re-design large portions of
the layout and change the floor-planing and routing. Typically, the
attacker will have to do several design iterations going back and
forth between schematic and layout, in order to meet post-layout
performances.

In this regard, the attacker may rely on automated analog layout
synthesis tools (for example, see [107]-[109]). However, these tools
are not yet mature enough to produce first-time-right layout designs
and require subsequent manual optimization to handle correctly
symmetries, current flows, net parasitics, layout-dependent effects,
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etc. This is an active research area and there are no commercialized
tools yet.

In short, most of the effort spent by an analog designer is not
bypassed with this attack, with the exception that sub-blocks at
transistor-level can be automatically sized at every design iteration.
This attack requires a very high analog design expertise that goes
far beyond the assumptions typically made on the capabilities of the
attacker. In particular, the attacker will need to: (a) have knowledge
on the use of automatic analog circuit sizing; (b) specify optimiza-
tion objectives; (c) develop test benches for simulating performances;
(d) develop an hierarchical behavioral-level model which is a chal-
lenging task on its own; (e) assign sub-block performances from
target system-level performances; (f) have knowledge on analog
layout design; (g) perform several design iterations that are driven
by tough design decisions.

. Physical attacks: These include: (a) optical imaging, i.e., using Scan-

ning Electron Microscopy (SEM); (b) heat maps; (c) Focused Ion
Beam (FIB)-assisted probing; and (d) electromagnetic (EM) side-
channel analysis. As pointed out in [110], optical imaging would
require first to narrow the search to the target obfuscated area so as
to be able to extract such fine detail. However, the attacker has no
means to pinpoint the obfuscated areas since every component is
potentially an obfuscated one. Heat maps would not work either
as they lack the necessary resolution to resolve the sub-gate-level
inactive instances of an obfuscated component. With FIB-assisted
probing the attacker will sequentially get access to all individual
components to measure them and extract their sizing since every
component is potentially an obfuscated one. This will be a very te-
dious and costly approach for large circuits, requiring several chips
since FIB is destructive to the chip. Regarding EM side-channel
analysis, it is very unlikely to be able to resolve analog component
sizings from the collected electromagnetic signals.

SECURITY METRICS

Let us assume that the circuit has D components and that the i-th com-
ponent has N; instances out of which N9 are inactive resulting from
obfuscation. The search space for an attacker is defined as the number of
all possible variants of the circuit:

S = H N;. (4.1)
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However, the search space is in fact smaller for the following reasons: (a)
certain components should be clearly matched and identical, for example
the input transistor pair of an op-amp; (b) certain basic building blocks
in the design are clearly replicated, i.e., switches, buffers, etc.; (c) the
sizing of certain components may not be critical for setting the desired
performance trade-off, i.e., this may be the case for digital control sub-
blocks. Given these considerations, let O denote the set of components
that are potentially obfuscated and let the cardinality of O be |O] = D’ <
D. This reduces the initial search space to:

S = H N;. (4.2)

ieO

This reduced search space S’ is a metric of the hardness of reverse engi-
neering. The attacker will try to reduce further the effective search space
by making informed assumptions. In particular, the attacker knows that
most likely the majority of components have not been obfuscated since
otherwise this would have increased the obfuscation area overhead. In
general, increasing the number of obfuscated components would make
it more difficult to meet the intent design specifications. Specifically for
the design flow in Fig. 4.1a, this would additionally require significant
changes in the floor-planning and routing and, thereby, it would have
been difficult to maintain a low performance penalty of the nominal
obfuscated design with respect to the nominal non-obfuscated design.
For this reason, the attacker would rather search using instance numbers
close to the maximum value N;. Let us assume that the attacker will
try out the 3% higher instance numbers for each potentially obfuscated
component. This reduces the effective search space to:

" B
s"=1] [WN;‘ : (4.3)

ie0

The attacker can perform a brute-force analysis in this reduced search
space in the hope of eventually guessing the correct sizing of the circuit.
Let us now define the parameters:

N?bf
&= N; (4-4)
Xmax = miax o (4.5)

For the i-th component, the true number of active instances is N; —
NoP whereas the attacker will try out numbers of instances from N; —

{%Ni-‘ to N;. Therefore, the attacker will “hit" the nominal sizing of the
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component during the search if N; — [%Ni—‘ < N — NP, which can be
re-written as o; < [%-‘ . Considering all components, the attacker will

“hit" the nominal sizing of the circuit if qmax < [%W . The parameter cmax

is unknown to the attacker. The most favorable condition for the attacker
is that he chooses exactly % = omax. Based on this most favorable
condition, we define the following security metric A; that pessimistically
for the defender approximates the search space:

A1 =log, (H [ocmaXNﬂ> . (4.6)

€0
The value of A is computed in bits to make it comparable to security
levels from the digital domain.

We can define also a security metric A, to express the total simulation
time for an exhaustive search in the above reduced search space:

A =2M.T, (47)

where T is the total simulation time for computing all performances using
appropriate test benches.

We also acknowledge the possibility that circuit instances within the
search space, other than the nominal circuit, may satisty all specifications.
For this reason, we define a security metric A3 to express their percentage:

A; =100 ) (4.8)

25 16)
n
where n < 2M is the number of simulations that we afford to run and
I[(j) is an indicator function with I(j) = 1 if the j-th circuit instance fails

and I(j) = 0 otherwise.

Let now p; = (pj1,- -+, pjk) denote the performance vector for the j-th
circuit instance, where k is the number of performances, and let s =
(s1,---,sk) denote the specification vector. Other useful security metrics
express in % the average deviation of failing circuits from specifications:

n

100 R
M=) lu-plh 49)
j=1

and the deviation of the “best" failing circuit that is closest to the specifi-
cation boundary:

A5 = 100'mjin||u—f)j\|2, (4.10)
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Figure 4.7: Schematic of Miller op-amp. The obfuscated components are high-
lighted.

where p; = (Pj1,- -, Pjx), Pji = 2—’; if the j-th circuit fails the i-th specifi-
cation and Pj; = 1 if the j-th circuit passes the i-th specification, u is the
k x 1 vector with ones, and || - || is the L, norm. Note that [[u —p;[> =0
for passing circuits and u; — pj; = 0 for passing performances.

4.7 CASE STUDIES

The proposed camouflaging methodology is demonstrated on two case
studies, namely a Miller op-amp and an RF ZA ADC. The Miller op-amp
is a small basic building block and design guidelines can be found in
textbooks. While not interesting for obfuscation as a stand-alone block,
we provide this case study as a detailed and instructive example to
illustrate also obfuscation metrics at block-level. The RF ZA ADC is a
large and complex circuit and demonstrates the true capabilities of the
camouflaging methodology.

The simulation experiments were performed on an Intel(R) Xeon E5-
2640 @ 2.5 GHz with 128 GB of RAM.

4.7.1  Miller Operational Amplifier

The Miller op-amp is designed in a 0.35 pm CMOS technology following
the design flow in Fig. 4.1b. Fig. 4.7 shows the schematic and the first
two columns of Table 4.1 show the main performances and the target
specifications.

We randomly obfuscated components to the point where we largely
satisfied objective 1 while meeting objective 2. As shown in Table 4.1,
the performances of the nominal obfuscated design meet the target
specifications, whereas the all-true contact design violates the Gain, Phase
Margin (PM), power consumption (I4.), and Total Harmonic Distortion
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PERFORMANCE SPECS NOMINAL ALL-TRUE

OBFUSCATED CONTACT

Gain >67dB  70.1dB 51.8dB
GBW >60 MHz 60.6 MHz 64.3 MHz
PM >70° 71.2° 72.3°
THD <0.1%  0.04% 5.1%

Tge <400pA  391pA 416 pA

Table 4.1: Design specifications and performance of nominal obfuscated and
all-true contact designs.

Figure 4.8: Obfuscated layout of Miller op-amp highlighting the inactive in-
stances that have been added.

(THD) specifications. In total, we iterated three times over the inner loop
of Fig. 4.1b, and we did not have to repeat the inner loop during outer
loop iterations for design optimization.

The obfuscated components include the biasing transistor M1, the
current mirror transistors M4 and M5, and the feedback capacitor C, and
are highlighted in the schematic in Fig. 4.7. M1 is laid out as a multi
gate-finger transistor with 20 gate fingers out of which 10 are inactive.
M4 and M5 are laid out in an interdigitized pattern and each has 12 gate
fingers out of which 8 are inactive. Capacitor C is laid out as a capacitor
bank with 4 unit capacitors out of which 1 is inactive. The obfuscated
layout with this camouflaged sizing is illustrated in Fig. 4.8 highlighting
the added inactive instances. The resultant obfuscation area overhead is
150/0.
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M1 M2 M3 Mg Ms M6 My R C

i 1 2 4 5 6 7 8 9
N; 20 4 12 12 10 16 1 4
N?bf 10 O 8 8 0 0 o 1

. 1 s 8 1
Xi 2 0 0 7 12 © 0 0 7

Table 4.2: Obfuscation of components in the Miller op-amp.

METRIC EVALUATION
S/ 219.2

A1 16.4 bits

A2 120h

A3 100 %

A4 12600 %

As 2%

Nominal obfuscated no, see Table 4.1
performance penalty

Obfuscation area over- 15 %

head

All-true contact per- significant, see Table 4.1
formance penalty

Table 4.3: Obfuscation metrics for the Miller op-amp.

Table 4.2 shows for each of the D = 9 components the total number of
instances N;, the number of obfuscated instances N?bf, and the parameter
;. Out of these components, transistors M2 and M3 in the input differen-
tial pair are matched and transistors M4 and M5 in the current mirror are
matched, thus O = {M1, M2 or M3, M4 or M5, M6,M7,R,C}and D’ =7.
The search space is computed from Eq. (4.2) to be S’ = 614400 ~ 2'%92.
Omax 1S given by the current mirror transistors M4 and M5 and is com-
puted to be amax = 8/12 =~ 0.67. Using these values Eq. (4.6) gives
A1 = 16.4 bits. The simulation time to compute all performances is T =5
seconds, thus A; = 120 hours. Finally, we simulated a set of n = 1000
random variants of the circuit. None of them passed all the specifications,
thus A3 = 100%. The other two metrics evaluate to Ay = 12600% and
As = 2%. A4 turns out to be very high as for many circuit variants the
THD is over 20% while it has an upper specification of 0.1%.
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Table 4.3 summarizes the obfuscation metrics. In conclusion, involving
camouflaging during the design flow did not increase design iterations
and the nominal obfuscated design met the target specifications. Camou-
flaging with 15% area overhead resulted in a relatively high search space
of 16.4 bits for such a small-size circuit, yet the brute force attack on an
ideally reduced search space can be successfully completed in less than
120 hours.

4.7.2 RF XA ADC

2A out

Comparator

ki

Figure 4.9: Block-level diagram of the RF XA ADC. Obfuscated sub-blocks are
highlighted.

Capacitor
Bank
& Control
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Inductor

Figure 4.10: Complete layout of the RF XA ADC.
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Comparator

Figure 4.11: Zoom in into the pre-amplifier and comparator layouts. The obfus-
cated blocks are highlighted.

We obfuscated an existing bandpass RF ZA ADC design in a 65nm
CMOS technology [87] following the design flow (a), shown in Fig. 4.1a.
Its block-level schematic is shown in Fig. 4.9. It is a large-size circuit with
D = 1100 components and is composed of several sub-blocks. It is part
of an RF receiver and is re-configurable such that the RF receiver can
be programmed to serve for establishing communication using several
standards within the frequency range from 1.5 GHz to 3 GHz, including
Bluetooth, ZigBee, WiFi 802.11b, LTE1800, LTE2100, LTE2600, etc. Herein,
we consider a fixed configuration setting where the center frequency of
the bandpass XA ADC is set at fy = 3 GHz and the sampling frequency
is set at f¢ = 12 GHz.

A careful look at the circuit netlist shows that D’ = 75 components
are candidates for obfuscation. To satisfy objective 1 we iterated three
times over the inner loop of Fig. 4.1a, and then to satisfy objective 2 we
had to iterate once over the outer loop of Fig. 4.1a. The two objectives
were met by obfuscating a few components in only two of the sub-blocks,
namely the pre-amplifier and the comparator, as illustrated in Fig. 4.9.
In particular, within the pre-amplifier we obfuscated two differential
transistor pairs and a resistor in two different amplification stages, and
within the comparator we obfuscated a latch through its input differential
transistor pair. The differential transistor pairs are laid out in common-
centroid pattern and the resistor in a serpentine pattern. Fig. 4.10 shows
the obfuscated layout. Fig. 4.11 zooms in into the obfuscated pre-amplifier
and comparator. Fig. 4.12 shows a further zoom in into the obfuscated
areas of one amplification stage of the pre-amplifer. The obfuscation area
overhead is practically zero.

We consider the main performance which is the SNR. Fig. 4.13 shows
the SNR as a function of input power amplitude for the nominal non-
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Figure 4.12: Zoom in into the obfuscated areas of one amplification stage of the
pre-amplifer. The obfuscated areas are highlighted.

obfuscated, nominal obfuscated, and all-true contact designs. The SNR
is computed on the layout extracted netlist with parasitics. One approxi-
mate SNR simulation for a given input power amplitude took up roughly
5 hours. As it can be seen, the nominal obfuscated design shows no per-
formance penalty, whereas the all-true contact design shows a degraded
SNR that even falls below o dB for smaller power amplitudes, which
means that the signal is completely buried under noise. In fact, the small
obfuscation within the pre-amplifier and comparator resulted in slight
performance deviation for these two sub-blocks. Since the specifications
of the sub-blocks are unknown to the attacker, the attacker cannot identify
which are the obfuscated sub-blocks.

In total, the search space is computed from Eq. (4.2) to be S’ = 8.9 x
10*" &~ 2137, ooy i given by an obfuscated differential transistor pair
in a pre-amplifier stage and is computed to be omax = 8/12 ~ 0.67.
Using these values Eq. (4.6) gives A; = 110 bits. Since simulating the
extracted layout netlist is very time-consuming, we will assume that the
attacker will perform a first step analysis at schematic-level where one
approximate SNR simulation for a given input power amplitude takes up
far less time, about 20 minutes. We consider that the attacker will measure
SNR at 5 input power amplitudes P;, = {—60, —50, —40, —37.5, —35} dBm
spanning the input dynamic range, thus total simulation time will be 100
minutes. In fact, the attacker will have to verify additional performances,
e.g., Spurious Free Dynamic Range (SFDR). Assuming T > 100 minutes
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SNR [dB]

==g=== N lOminal non-obfuscated
r —6— Nominal obfuscated
=== All-true contact

70 65 60 55 50  -45 40  -35
P, [dBm]

Figure 4.13: SNR vs. input power amplitude for the nominal non-obfuscated,
nominal obfuscated, and all-true contact designs.

as an optimistic lower bound of simulation time per circuit instance, it still
gives \; > 2.5 x 10% years. Due to the costly simulations, we simulated
n = 100 random variants of the circuit and none of them passed the SNR
specification, giving A3 = 100%. We computed also Ay = 139.11% and
As = 8.56%.

Table 4.4 summarizes the obfuscation metrics. In conclusion, the practi-
cally zero-overhead obfuscation resulted in no measurable performance
penalty for the nominal obfuscated design, in significant performance
penalty for the all-true contact design, and in utterly impossible reverse
engineering via a brute force attack on an ideally reduced search space.

4.8 CONCLUSION

We presented an obfuscation methodology for analog ICs via sizing cam-
ouflaging making use of fake contacts. We proposed two camouflaging
design flows that consider camouflaging of an existing design and in-
volving camouflaging in the design phase. We demonstrated that for
realistic and large-size circuits and systems the methodology results in
remarkable security against a brute-force attack performed in a reduced
space after some informed assumptions by the attacker. We demonstrated
also that it suffices to obfuscate few components, which minimizes the
overall camouflaging effort and yields practically zero area overhead and
performance penalty. In terms of future work, we are planning to extend
the library of obfuscated components and also study more extensively
possible counter-attacks sketched in Section 4.5.
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METRIC EVALUATION
g/ 7139

A1 110 bits

A 2.5 x 10¥ years
As 100 %

Aq 139.11 %

As 8.56%

Nominal obfuscated no, see Fig. 4.13
performance penalty

Obfuscation area over- 0%

head

All-true contact perfor- significant, see Fig. 4.13
mance penalty

Table 4.4: Obfuscation metrics for the RF XA ADC.






BREAKING ANALOG BIASING LOCKING
TECHNIQUES VIA RE-SYNTHESIS

While in the last Chapters we proposed techniques to provide security, in
this Chapter we switch sides and attack previously proposed techniques.
More specifically we demonstrate an attack to break all analog circuit
locking techniques that act upon the biasing of the circuit [111]. The
attack is based on re-synthesizing the biasing circuits and requires only
the use of an optimization algorithm. It is generally applicable to any
analog circuit class. For the attacker the method requires no in-depth
understanding or analysis of the circuit. The attack is demonstrated on a
bias-locked LDO regulator. As the underlying optimization algorithm we
employ a Genetic Algorithm (GA).

5.1 INTRODUCTION AND CONTEXT

Analog biasing locking is a security technique for analog circuits that has
received a considerable amount of attention from the research community.
The previous work in this field is elaborated in Section 2.2.1.2. There
are several reasons for the popularity of analog biasing locking: (a) it is
generally applicable to all analog circuits; (b) an incorrect key will have a
dramatic impact on the performance trade-off of the circuit; (c) the lock
mechanism is added at the most outside layer of the circuit, thus locking
is dissociated from the design of the core circuit and does not incur any
performance penalties.

Recently the first attack targeting analog biasing locking techniques
was proposed in [97]. Compared to the attack in [97], the attack proposed
in this Chapter is generally applicable to any analog circuit class and
alleviates significantly the assumptions made regarding the capabilities
of the attacker. It is inspired from analog circuit synthesis and design
exploration methods [98]-[106], [108]. The underlying idea is to remove
the locked biasing circuit and re-synthesize it so as to recover the circuit’s
intent performance trade-off. The attacker will only need to rely on an
optimization algorithm to complete the attack and does not need to
be knowledgeable in analog circuit design. In our implementation, we
use a GA, in particular the NSGA-II algorithm [112]. The attacker can
find online a free and open-source Matlab implementation of the NSGA-
IT algorithm. The proposed attack is demonstrated on a LDO regulator
protected with biasing locking.
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Iref

Figure 5.1: Locking a current mirror using the technique from [58].

This Chapter is structured as follows. In Section 5.2, we review the
prior attack in [97]. In Section 5.3, we present the proposed attack. In
Section 5.4, we compare the prior and proposed attacks. In Section 5.5,
we discuss the implementation of the GA. In Section 5.6, we present the
results of our case study. Section 5.7 concludes the Chapter.

5.2 PRIOR ATTACK

The attack proposed in [97] is based on Satisfiability Modulo Theory (SMT)
and is shown to break the biasing locking techniques proposed in [57]-
[59]. We refer to it as SMT-based attack.

The threat model assumes that the attacker has access to the netlist of
the locked circuit, but does not know the valid key. The attacker is also
in possession of the PDK of the technology and of the circuit data-sheet
which specifies the performances and their specifications. The attacker
will need to develop test benches for measuring the performances and
perform circuit simulations. The most tedious and difficult aspect of the
attack is that the attacker will need to write several circuit equations as
will be described next. To solve these equations, the attacker will need to
have access to an SMT-solver.

In particular, in a circuit with D locked biases, for the i-th locked bias
bi,i=1,---,D, we write an equation:

yi = dilq'), (5.1)

where qi is the string of key-bits, i.e., qi = [q%,- .., qi]. For example,
in the case of a locked current mirror using the technique shown in
Fig. 5.1 [58], y; is the aspect ratio of transistor Y, i.e., yi = (W/L)y, and
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di(q') = Z}; q} (W/L) X;/ where (W/L) X; is the aspect ratio of transistor
X; and q} e{0, 1}

Next, we write an equation to express the relationship between the
bias b; and yj:

bi = Pi(yi)- (5-2)

For example, referring to Fig. 5.1, we have b; =y! - I,¢f, where y! is the
normalized aspect ratio of transistor Y with respect to transistor My¢.

In addition, based on the m performances p = [p1,---,pml in the
data-sheet, we write m equations linking each performance p; to several
biases b;:

p; = 05(b), (5-3)

where b = [by,---, bpl.
Thereafter, an SMT-solver is used to find a combination of keys q =
[q',---,qP] that satisfies the combined equations:

p; = 05([W1(d1(q"), -+, o (dp(a))). (5.4)

The SMT-based attack presents the following difficulties which limit
its practicality:

(a) Deriving the functions 0; is hardly possible for system-level perfor-
mances. For example, considering an ADC main performances in-
clude SNR, Differential Non-Linearity (DNL), Integral Non-Linearity
(INL), etc. An analog circuit’s biases have a quantifiable impact on
its DC operating point but not an easily quantifiable impact on such
complex system-level performances that require transient or AC
analysis and that arise due to non-idealities, higher order effects,
and noise. For such complex circuits, the data-sheet does not list
block-level performances where the SMT-based attack could apply
since those are irrelevant for the end-user.

(b) Functions ¢y, 1y, and 0; can only be derived assuming simplified
transistor model equations, i.e., the Spice level 1 model (aka square-
law model). This introduces large imprecision and, thereby, one
needs to consider margins on the bias. Due to these margins, the
attack may result in a large set of possible keys, all satisfying Eq.
(5.4). With the correct key ideally being within this set, the attacker
is left with the task of launching a brute-force attack, simulating
the circuit using this set of keys, in order to single out the valid key.
If the key search space is large and the circuit has long simulation
times, the brute-force attack turns out to be very time-consuming.
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c) Deriving the functions 0; requires a very high expertise by the
g j req y g p y
attacker. In other words, this attack makes very strong assumptions
about the capabilities of the attacker.

5.3 PROPOSED ATTACK

To remedy the difficulties of the SMT-based attack we propose a novel
alternative attack that leverages analog circuit synthesis.

The underlying observation is that to break biasing locking techniques
it suffices to search for the correct biases instead of the key, which is
arguably a much easier problem since typically there are few biases that
additionally only operate within a limited range of values. Unlike the
SMT-based attack that aims at unlocking the biasing circuit by extracting
and applying the correct key, the proposed attack first removes the locked
biasing circuit and replaces it with a “fresh" non-locked biasing circuit
that is sized accordingly so as to produce the desired biases.

In our threat model, similar to the SMT-based attack, we assume that
the attacker has access to the circuit netlist and PDK, knows the target
performances and their specifications, and has developed test benches
for measuring the performances. However, unlike the SMT-based attack
which requires writing circuit equations, the proposed attack treats the
circuit as a black-box. The attacker will only need to run an optimization
algorithm with comprehensive decision variables and objectives.

The proposed attack has 2 versions that are described in detail below.
Their high-level descriptions are illustrated in Fig. 5.2. In the first step,
common to both versions, the attacker identifies the locked biasing circuits
by tracing the key-bits.

Version (a): The attacker replaces the locked biasing circuits with original

non-locked biasing circuits. For example, in the case of a locked
current mirror shown in Fig. 5.1, the attacker will reinstate the
original schematic of the locked current mirror, i.e., remove the
multi-branch structure shown in the right-hand side and replace
it with a single transistor Y. However, the desired biases are un-
known, i.e., bias current I in Fig. 5.1, and, thereby, the sizing of
the components of the biasing circuits, i.e., the sizing of transistor
Y in Fig. 5.1, are unknown. The attacker will run a multi-objective
optimization algorithm to synthesize, i.e., size, the biasing circuits
in the context of the complete circuit with the aim of satisfying all
performance specifications. The decision variables are the values of
the components in the biasing circuits, i.e., transistor aspect ratios,
resistor values, etc. For example, in the case of a locked current
mirror shown in Fig. 5.1, there is a single decision variable, i.e.,
the width W of transistor Y since the length L is left untouched by
locking. The objective function is a metric of performance trade-off
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Figure 5.2: Flowchart of the two versions of the proposed attack.
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for the circuit, i.e., the Euclidean distance from the specification
boundaries measured with the || - || norm. During optimization,
for every visited set of decision variables, the optimizer generates
the corresponding circuit netlist and queries the circuit simulator to
measure the performances using the test benches and compute the
objective function. The optimization algorithm will return a Pareto
front with p Pareto optimal solutions of performance trade-offs.
A solution is considered Pareto optimal or non-dominated when
no performance can be improved further without degrading any
other performance. Each Pareto solution is produced by a specific
set of sized biasing circuits. Then, the attacker has the freedom to
choose a Pareto optimal solution that best meets the performance
trade-off goal. It is noteworthy that the biases found may be dif-
ferent from the original obfuscated biases, but will still achieve
similar or even better performance trade-offs. Finally, the attacker
proceeds with the removal of the locked biasing circuits and their
replacement with the corresponding sized biasing circuits resulting
from optimization.

Version (b): The attacker removes the locked biasing circuits and replaces them

with ideal bias sources. In this case, a first optimization is run using
the biases as decision variables. The attacker will choose a Pareto
optimal solution that meets the performance trade-off goal, and, in
a second optimization step, the attacker will synthesize original non-
locked biasing circuits independently of the core circuit such that
they produce the biases resulting from the first optimization. Finally,
the attacker will combine the sized non-locked biasing circuits with
the core circuit and will run a confirmatory simulation so as to
verify the performance trade-off.

So far we have not made any mention to the underlying optimization
algorithm. In fact, any optimization algorithm can be used. In our imple-
mentation we use a GA that will be described in more detail in Section

55
5.4 COMPARING THE ATTACKS

Conceptually, the difference between the proposed attack and the SMT-
based attack is that the proposed attack is a removal attack aiming at
automatically redesigning the locked biasing circuits, whereas the SMT-
based attack aims at extracting the valid key.

A direct comparison regarding the required capabilities of the attacker
for the two attacks is shown in Table 5.1. First, the SMT-based attack
requires deriving circuit equations, which is hardly possible for many
circuit classes, as discussed in Section 5.2. In contrast, the proposed
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PROPOSED ATTACK SMT ATTACK [97]
Attack type Removal Key recovery
Shared PDK, data-sheet, netlist, testbenches,
requirements circuit simulator
Additional Optimization Equations ¢, , 0,
requirements algorithm, e.g., GA SMT-solver
Attacker expertise Low High

Table 5.1: Requirements for analog bias locking attacks.

attack requires only a common optimization algorithm and is generally
applicable to any circuit class. Second, deriving circuit equations is a
complex task requiring high analog design expertise, whereas with the
proposed attack the attacker does not need to have any analog design
expertise. In fact, the circuit can be handled as a black-box. Therefore, the
proposed attack can be implemented by a “weak" attacker and, thus, it is
considerably more powerful than the SMT-based attack.

5.5 GENETIC ALGORITHM

In our implementation, we employ a GA for performing heuristic multi-
objective optimization. GAs are global optimization methods inspired by
natural selection in nature. Mechanisms such as survival of the fittest,
mutation and crossover are applied to a population to create descendant
populations with ever-improving performances. Performances of individ-
uals are evaluated through objective functions (aka fitness functions). In
particular, we employ a Matlab implementation of the NSGA-II GA [112].
It is a free and open-source code with comprehensive parameters to be
set, thus it can be readily used by any adversary to perform successfully
the attack. The NSGA-II GA is configured as follows:

* A decision variable, i.e., component values such as transistor width
for version (a) of the attack and bias values for version (b) of
the attack, is represented with a gene. A gene is real-coded with
real-valued floating point vectors. The concatenation of all genes
represents the chromosome corresponding to a biasing circuit netlist
for version (a) of the attack and biases for version (b) of the attack.

e We constrain the optimization by defining loose boundaries in
the decision variables space so as to avoid unrealistic values, i.e.,
gigantic transistor widths and negative biases.
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* We define loose boundaries for the performances set at a value equal
to the specification multiplied by a factor of two. For chromosomes
that have performances outside this range we penalize their fitness
function such that they are disregarded from the next generation. In
this way, the search is constrained within meaningful performance
trade-offs.

* The selection function uses a binary tournament, where two ran-
domly chosen candidates of the parent generation compete. The
individual dominating the other, i.e., with a better rank, wins the
tournament. When candidates with equal ranks are competing the
crowding distance is decisive, by preferring solutions that are in
less crowded regions. We are computing the crowding distance in
the decision variable space which ensures a diverse population.

¢ The number of elite individuals to be reused in a new generation is
controlled in order to preserve a diverse population. We limited the
number of individuals on the Pareto front, i.e., of rank 1, to 35 % of
the population.

¢ The chosen crossover operator uses line recombination, meaning
that the offspring lies on a random point on the line between its
two parents. 80 % of a new generation - excluding elite children -
are generated using the crossover operator.

* We chose a Gaussian mutation operator, i.e., a random number
chosen from a Gaussian distribution is added to each gene of a
parent. 20 % of a new generation - excluding elite children - is
generated using the mutation operator.

¢ Other settings are as follows: population size 50, number of genera-
tions 100.

56 CASE-STUDY AND RESULTS

Our case-study is an LDO regulator whose role is to provide stable
supply voltages to sensitive circuits and is therefore widely applied in all
sorts of ICs. The LDO regulator must compensate for variations in, e.g.,
load current, temperature or the global supply voltage. This makes an
LDO regulator an interesting circuit to lock, especially in the context of a
SoC with many sub-circuits that require stable supply voltages within
small margins to operate correctly. With an incorrect key, a locked LDO
regulator will provide out-of-spec supply voltages and, thereby, disrupt
functionality of parts or the entire SoC.

We designed an LDO regulator in a 65nm CMOS technology using
the free and open-source OCEANE tool [113]. The block-level schematic
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Figure 5.4: Error amplifier circuit inside the LDO regulator.

of the LDO regulator is shown in Fig. 5.3. The transistor-level schematics
of the error amplifier circuit, implemented with an OTA, and the bandgap
voltage reference circuit are shown in Figs. 5.4 and 5.5, respectively. Going
down in the LDO regulator hierarchy, the bandgap voltage reference
circuit includes an internal amplifier implemented with a self-biased
OTA (SOTA) whose transistor-level schematic is shown in Fig. 5.6. The
error amplifier in Fig. 5.4 and internal amplifier in Fig. 5.6 require proper
biasing provided through current mirrors.

The LDO regulator is locked via locking these two current mirrors
using the technique shown in Fig. 5.1 [58]. In Figs. 5.4 and 5.6 we highlight
the obfuscated mirror transistor, i.e., transistor Y referring to Fig. 5.1.

The main performances of the LDO regulator that we consider include:
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Figure 5.5: Bandgap voltage reference circuit inside the LDO regulator.
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(c) Output voltage offset from the nominal output voltage of 1.18V
under full and zero load current, denoted by AV, @ 0 mA [mV]
and AVyyt @ 50 mA [mV], respectively;

(d) Regulated output voltage overshoot as a response to a sudden
variation of the load current from 0 mA to 50 mA.

Table 5.2 shows the nominal performances and 5 diverse Pareto solu-
tions produced by each attack version. All performances have an upper
specification. Figs. 5.7, 5.8 and 5.9 plot the LDO regulator characteristic
measurements for the nominal design, a locked design when applying
a random incorrect key, and the unlocked design using Pareto solution
#2 of version (a) of the attack. As it can be seen from Table 5.2, both ver-
sions of the attack are capable of fully recovering the circuit functionality,
resulting in good performance trade-offs compared to the nominal one.
In fact, thanks to the optimization, the attack is even capable of finding
improved performance trade-offs.

To visualize the Pareto front and appreciate the diversity of Pareto
solutions, we run the attack by considering only two performances,
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Figure 5.6: Internal amplifier circuit inside the bandgap voltage reference circuit.

namely AVqyt @ 50 mA and Vit overshoot. The Pareto front is illustrated
in Fig. 5.10.

A single call to the simulator to extract all performances takes approx-
imately 5.8 seconds on an Intel Xeon E5-2640 @ 2.40 GHz with 128 GB
of RAM. To perform the single optimization in version (a) of the attack
and the first optimization in version (b) of the attack, we run a GA using
100 generations with a population of 50 per generation, totaling in 5000
simulator calls. The second optimization in version (b) of the attack sizes
the standalone biasing circuit for which simulation time is very small. In
this case, the GA terminates in less than 5 minutes. Therefore, the time of
version (a) of the attack is 8.06 hours and the simulation time of version
(b) of the attack is only slightly longer.

5.7 CONCLUSION

We demonstrated an attack that breaks any biasing locking technique.
The attack is based on removing the locked biasing circuits and re-
synthesizing them. The attack applied to a protected LDO regulator is
completed in about 8 hours and recovers an LDO regulator with excel-
lent performance trade-off. It requires only the use of an optimization
algorithm, thus it can be performed even by “weak" attackers that have
no analog design expertise. In addition, the attack is generally applicable
to any analog circuit.
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AVout | mV AVout ﬂ AVout@ (mV] AVoui@ (m Vout over-
AT °C AVpp | V 0mA 50 mA shoot[mV]
Nominal 8.11 33.45 1.12 3.15 47.97
Version a)
Pareto sol.
#1 5.73 34.74 0.91 4.09 35.45
#2 8.69 32.95 0.98 3.11 51.20
#3 7.94 35.89 0.35 3.60 38.52
#4 5.58 35.17 1.14 3.85 36.57
#5 6.24 35.42 0.62 3.83 36.74
Version b)
Pareto sol.
#1 10.43 33.26 0.30 3.1 51.67
#2 4.83 35.00 2.05 3.64 38.06
#3 12.53 36.54 3.27 3.40 41.02
#4 8.99 36.05 0.99 353 39.27
#5 9.27 34.59 0.14 3.22 45.20

Table 5.2: Recovered LDO regulator performance trade-offs resulting from the

attack.
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Figure 5.7: LDO regulator output voltage vs. temperature variations.



1.26

Output Voltage V,.; [V]

1.16

Figure 5.8: LDO regulator output voltage vs. supply voltage variations.

Boope
N N
& o)}

=
)
N

Output Voltage V,,; [V]
eooe
B
(o)) e}

=

~
A
o

Figure 5.9: LDO regulator output voltage vs. time showing the response to a

1.24 |

1.22 +

=
N

5.7 CONCLUSION

et Locked

Nominal

- Unlocked

1.5 2 2.5 3
Supply Voltage V4 [V]

—A—Tocked

Nominal

~— Unlocked

Time [ps]

sudden variation of the load current.

5 5.5 6

89



90 BREAKING ANALOG BIASING LOCKING TECHNIQUES VIA RE-SYNTHESIS

s 4 8 |
é |
g O
= 3
o351 m :
®
%
[7)]
£ i)
5 {00 Oy
5 3l Om ]

30 40 50 60 70 80 90 100

V _ overshoot [mV]
out

Figure 5.10: Pareto front showing trade-off between two optimization objectives:
AVout @ 50 mA vs. Vot overshoot.



CONCLUSION & OUTLOOK

6.1 CONCLUSION

In the foreseeable future globalization will continue to pressure the semi-
conductor industry to conduct research in areas that were not prioritized
in the last decades: The rise of the SoC, driven by applications such as the
internet-of-things, or the extreme costs of building and maintaining IC
manufacturing facilities, are giving rise to fabless and IP-heavy business
models, massively outsourcing production steps. Consequently the semi-
conductor supply chain finds itself scattered all over the planet and for
an IC design house, to assure every single contractor and sub-contractor
in this chain is trustworthy, seems like a herculean task. Suddenly, becom-
ing the target of IP theft, hardware Trojans or counterfeiting campaigns
from within that very supply chain is not a highly improbable scenario
anymore. This endangers not only the software that runs security-critical
processes on at-risk hardware, but possibly even more the reputation and
revenue of entire companies.

This thesis demonstrates that establishing security and trust for analog
IPs and ICs, while still in its infancy, is feasible. Nevertheless it can
be considered a hard research topic, whose advancement is slowed by
the nature of analog circuits such as their sensitivity to any sort of
modification within the design, or the non-automated and largely manual
design flow. The techniques presented in the literature and published as
a result of this thesis already have the potential to protect analog and
mixed-signal circuits against subsets of all the possible attack scenarios.
This makes a clear threat model to understand the risks a specific IP/IC
faces indispensable, thereby allowing to find a suitable security method
for an IP/IC.

6.2 CONTRIBUTIONS OF THE THESIS

Three main contributions to the state of the art are the result of this thesis
and can be compiled as follows:

IN CHAPTER 3 we proposed MixLock [69], the first technique to allow
securing mixed-signal circuits against IC piracy threats, including
overproduction, cloning, reverse engineering, etc. via logic locking
of the circuit’s digital section. We explored the impact of digital
security methods on the overall system and derived security metrics
for the analog and the digital domain, highlighting that the two
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must be co-optimized to achieve holistic security. Two different
state-of-the-art logic locking mechanisms, namely SFLL and DisORC
& TRLL were implemented in the XA ADC case study’s digital dec-
imation filter. The efficiency of locking in the analog domain was
analyzed by leveraging SNR as performance measure. Furthermore
we demonstrated MixLock by applying it to hardware in an ex-
periment with a ZA ADC. We recorded the output bitstream of a
silicon-implemented A modulator and processed the bitstream on
an FPGA implementation of the locked digital decimation filter. We
thereby confirmed the theoretical and simulational foundations laid
out before and showed the capabilities of MixLock in a hardware
experiment. Finally in an audio-demonstrator real-world audio sig-
nals were processed by a locked ADC and their audio-quality was
assessed [88].

IN CHAPTER 4 we demonstrated an analog obfuscation technique specif-

ically for analog circuits to combat reverse engineering related
threats by carrying out only minute changes within the circuit’s
layout [89]. We camouflaged effective transistor geometries by lever-
aging fake interconnects, thereby assuring that reverse engineering
attacks would reveal an incorrect netlist to the attacker. We pre-
sented a library of obfuscated layout components and gave recom-
mendations for effective application of the camouflaging technique.
Furthermore we proposed security metrics for evaluating the diffi-
culty of reverse engineering. We applied the technique to two case
studies: an operational amplifier and a LA ADC. We showed that
although the netlists recovered through reverse engineering appear
structurally correct they present inferior performances.

IN CHAPTER 5 we switched sides and took the role of the attacker. We

6.3

proposed an easy to set up, low effort attack [111] to break all
those defense mechanisms that leverage analog biasing locking,
which thus far constitutes the most researched security mechanism
for analog circuits. We compared our removal attack, based on
replacing and re-synthesizing the locked biasing circuits, to the state
of the art, stressing its few requirements. Finally we demonstrated
the attack on a locked LDO voltage regulator while employing a
genetic algorithm for means of multi-objective optimization for
circuit synthesis.

FUTURE WORK & OUTLOOK

The contributions made within the scope of this thesis could be extended
and improved in a number of ways. As first perspective applying MixLock
to larger scale mixed-signal circuits would be a very instructive exercise,
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especially with regard to system-level behavior. Locking a PLL via its
digital loop-filter would have highly interesting effects on its stability and
dynamic behavior, while locking digital blocks in an RF transceiver may
impact adherence to spectral mask specifications or the BER. Layout obfus-
cation on the other hand may be extended to not only protect an analog
circuit’s netlist from reverse-engineering but also its architecture. This
could be achieved by placing entire fake-components in vicinity of func-
tional components, seemingly connecting them and thereby suggesting
to an attacker a different circuit architecture than actually implemented.
The latter two techniques could thereafter be applied in a compound
technique to protect analog and digital sections of a mixed-signal circuit,
ideally in the scope of a silicon implementation.

What remains to be evaluated is whether the scientific community will
be able to find a generic way to apply means of hardware security to
analog and mixed-signal circuits, i.e., can there be a mechanism that is
suitable to secure an op-amp but also a PLL? Similar problems arise in the
domain of analog testing, where currently every type of circuit requires
a specific test-setup, which is thus not generic, in contrast to testing of
digital circuit.

As a new research direction we envisage the protection of Artificial
Intelligence (AI) hardware accelerators. Al and in particular Deep Neural
Networks (DNNs) find numerous applications in various fields, includ-
ing computer vision, natural language processing, robotics, medicine,
automotive, etc. DNNs contain multiple layers of different types, com-
prise several thousands of synapses and neurons, and make a myriad
of operations in one single forward pass. To deal with the complexities
of AI workloads, running DNN models on a CPU is not efficient and
specific hardware Al processors are required to accelerate training and
inference. Moreover, there is a large incentive for moving the Al hardware
accelerators from the cloud onto edge IoT devices, in order to address
bandwidth, data privacy, energy consumption, and availability concerns.
Widely used Al hardware accelerators are GPUs and FPGAs, but orders
of magnitude of performance improvement in terms of speed, area, and
energy consumption can be achieved with ASICs. ASIC implementation
is an active research topic and several mostly proprietary designs have
surfaced in the recent years. Examples are Google’s TPU [114], Intel’s
Loihi [115], and IBM’s True North [116]. As dedicated ASIC Al processor
designs become a reality and enter high-volume manufacturing, they
will be a subject of piracy. At this stage, the literature on anti-piracy
methods is non-existing and research is needed to add security features
for protecting not only the intellectual property of the hardware but also
the DNN model itself that is loaded onto the hardware.
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