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I. INTRODUCTION

The advent of the internet in the early 70s and 80s has brought about enormous advancement in terms of technology, knowledge sharing and material and financial prosperity. Today online activities dominate almost every aspect of the society. These activities range from education, banking, research, sports, shopping, entertainment, social interactions to Zoom meetings [START_REF] Graham | Protect.Comply.Thrive IT Governance Blog[END_REF].

In the vast majority of cases the internet is mostly safe and secure. But the success of the internet is not lost on the criminal fraternity. Criminals have found ways and means to disrupt the productivity, safety, and order of the internet. They do this by using their technical knowhow to attack or defraud organizations businesses and individuals for financial, political or other kinds of personal gains [2,[START_REF] Brinkmann | Scan files for hidden executable content[END_REF]. As a result of these attacks, the internet has now become a minefield to be careful of when using it. A simple seemingly helpful email from the HMRC could turn an individual's life into a nightmare. One of the most popular tools cyber criminals use to carry out their fraudulent activitiesamong other tools -is phishing [START_REF] Ghafir | Malicious SSL Certificate Detection: A Step Towards Advanced Persistent Threat Defence[END_REF].

This report aims to demonstrate and explain what phishing is, how it is carried out, its financial cost, its impact on society and how to detect and mitigate against it

II. WHAT IS PHISHING?

Phishing is the attempt to steal personal, confidential and sensitive informationusually through electronic communicationsby fraudulent means. Phishing attacks are usually carried out by using fake emails, fake URL links, popups or fake websites. It is better for a cyber criminal to make a victim click a malicious link in an email or a spoofed website than actually attempt to break into a computer system with robust defences. That is why phishing has become the number one choice for cyber crime. Malicious emails, URLs and websites can easily be created by a criminal method called spoofing [5]. Spoofing is the method of disguising emails, websites or links in an attempt to hide their true origin and or intent. Phishing falls under a category of attacks called advanced persistent threat (APT) [START_REF] Buber | Phishing URL Detection with ML[END_REF]. These are well organized attacks mostly motivated by data theft or financial gain and mostly directed towards individuals, businesses, and politicians. 

III. COMMON TYPES OF PHISHING ATTACKS

Hackers sometimes engage in social engineering in order to get information. Social engineering is the attempt of manipulating people in order to gain confidential information [START_REF] Raza | An IoT and Business Processes Based Approach for the Monitoring and Control of High Value-Added Manufacturing Processes[END_REF]. Phishing is a social engineering vector. There are several ways by which a phishing attack is carried out: Email Phishing: This is where a fraudulent person registers a fake domain name that looks very similar to a real organisation's domain. The cyber criminal then uses the domain to spoof genuine email addresses which would then be used to fraudulently send random emails to unsuspecting victims. To disguise the emails several techniques can be used. One of these techniques is character substitution. This is where characters in the domain name or URL are substituted to mimic a genuine URL or domain name. Example an 'r' and 'n' written together 'rn' to mimic the letter 'm'. In this example 'rnicrosoft' could easily be mistaken for 'microsoft' [START_REF] Ghafir | A Survey on Intrusion Detection and Prevention Systems[END_REF]. The Cyber criminal can then create a fake 'rnicrosoft' account from which they can send fraudulent emails to unsuspecting victims.

Another technique is the use of the local part of a genuine email address and a fake domain, example 'microsoft@refundme.com'. In this example the local part (Microsoft) is genuine but the domain (refundme.com) is not. A victim seeing 'microsoft' in the local part of the email address might never suspect that the email was not from the genuine Microsoft [START_REF]:1611402804108&source=lnms&tbm=isch&sa=X&ve d=2ahUKEwig--md_7HuAhWRi1wKHVbbA4cQ_AUoAXoECBwQAw &biw=1536&bih=722#imgrc=4O3KuvYOC8XWnM[END_REF]. In order to carry out a successful email phishing campaign, cyber criminals need a lot of email addresses and sometimes they do not have to social engineer to get them. There are a few online tools that help them harvest emails. One of them is Jigsaw, the other is theHarvester. theHarvester is a python script that pulls out email addresses from major search engines [START_REF] Ghafir | Social Engineering Attack Strategies and Defence Approaches[END_REF]. With these tools, a cyber criminal can harvest as many emails as they like, clone them and use them for phishing and other malicious purposes and because they would look as if they are genuine, victims will find it difficult to figure out the messages are actually fake and the codes in them are malicious.

Vulnerabilities of Domains:

The vulnerabilities of domain names and URLs are also fully exploited in email phishing [START_REF] Hmrc | Examples of HMRC related phishing emails, suspecious phone calls and texts[END_REF]. A URL typically consists of a protocol, a subdomain, a root domain, a top domain, a subdirectory, and a file name. The combination of the subdomain, the root domain and the top level domain makes up the domain name. Domain names are registered and therefore constrained to the registered owner. The subdomain and the URL path however have a vulnerability because they can be manipulated by a cyber criminal and used for phishing [START_REF] Ghafir | Detection of Advanced Persistent Threat Using Machine-Learning Correlation Analysis[END_REF]. The vulnerability of domains makes it possible for hacker to manipulate and clone them and there are many websites that enable anyone to own and operate a domain name. An example of such a website is GoDaddy [START_REF] Irwin | IT Governance European Blog[END_REF].

Cyber criminals can register fraudulent domain names and email addresses that look like legitimate ones at GoDaddy.com. Criminals can also clone websites using a tool in Kali called Settoolkit. Those websites can then be used for criminal purposes including phishing. IV. REDIRECTS Cyber criminals do not only have to clone fake emails or websites, they can also take advantage of the vulnerability in HTTP request smuggling where some applications allow redirects from one URL to another [START_REF] Kaspersky | What is a whaling attack[END_REF]. They could use this technique to send you an email with a link that redirects a victim to a fake destination.

For example, a request is made for a file that does not have a trailing slash, but gets redirected to the same file but this time the slash is included [START_REF] Ghafir | Malicious File Hash Detection and Drive-by Download Attacks[END_REF].

GET /home HTTP/ 1.1 Host: normal-website.com HTTP/ 1.1 301 Moved Permanently Location: HTTPS: // norman-website.com/home/ This is harmless under normal circumstances but a cyber criminal can exploit it to redirect a victim to a different domain as seen in the example above.

The code below could also be used for redirects. POST / HTTP /1.1 Host: vulnerable-website.com Content-Length: 54 Transfer-Encoding: chunked 0 GET /home HTTP/1.1 Host: attacker-website.com Foo: x This will redirect a victim to the attacker's website and will affect subsequent requests processed by the back-end servers: GET: /home HTTP/1.1 Host: attacker-website.com Foo: XGET / scripts/include.js HTTP/1.1 Host: vulnerable-website.com HTTP/1.1 301 Moved Permanently Location: https//attacker-website.com/home/ (Portswigger, 2021).

V. SPEAR PHISHING

When phishing is targeted towards an individual, it is called spear phishing. For this to work, a criminal has to have personal detailsname, email, address, job title or similar personal informationof the victim.

VI. WHALE PHISHING

Whale phishing is targeted towards the wealthy, people with power or senior executives of an organization. In this method a cyber criminal would masquerade as someone with authority and sends fraudulent email, letter or memo to a target victim who complies with a demand [START_REF] Pentestgeek | How do I phish -Advanced Email Phishng Tactics[END_REF][START_REF]Anti-phishing toolbar: A tool to combat phishing attacks[END_REF]. An example of this is, in 2016 Snapchat became a whaling attack victim when their payroll department received an email that supposedly came from the CEO asking for employee payroll information [START_REF] Ghafir | Security Threats to Critical Infrastructure: The Human Factor[END_REF].

VII. CLONE PHISHING

This is where cyber criminals obtain legitimate emailswith links and attachmentsthat have been delivered in the past. The address of the sender and recipient will then be used to create a clone of the original but this time, the content, the links and attachments would contain malicious code. The emails would then be resent using spoofed original email addresses. The unsuspecting recipient will receive the email as a resend of the original email and may not suspect or question its authenticity, thus falling victim to scam [START_REF] Eltanani | Coverage Optimisation for Aerial Wireless Networks[END_REF].

VIII. VOICE PHISHING

Organizations, businesses or individuals do not have to receive a fraudulent email, visit a fake website or click a malicious link to become a phishing victim. They can easily and equally become a scamming victim by a simple telephone Call [START_REF] Portswigger | Exploiting HTTP request smuggling vulnerabilities[END_REF]. Voice phishing is where criminals directly call organizations, businesses or individuals pretending to represent some legitimate authority. They would then dupe them into handing over personal or financial information. Voice phishing is extremely common and usually targets the elderly [START_REF] Ghafir | Disguised Executable Files in Spear-Phishing Emails: Detecting the Point of Entry in Advanced Persistent Threat[END_REF].

IX. SYMPTOMS OF COMPROMISED SYSTEMS

Apart from the obvious demand for ransom and the presence of fraudulent links and emails on a system, the following can be symptoms of a compromised system.

•

Slow network devices: If you noticed an unexplained slow down in network performance, that could be a sign that your system has been compromised.

•

Presence of programs not installed by the organization: If programs that were not previously installed begin appearing on your system, that could be a sign of a comprised system. • Random pop-ups: Random unsolicited pop-ups are a sign of an infected system. • Redirects: Redirects are when a web page changes URLs and redirects a user to a totally different location when clicked. This is a good sign that it might be a malicious link.

X. EXAMPLES OF PHISHING ATTACKS

The following is an HMRC email scam that claims that customers can ask for a refund to help mitigate against the negative financial effects of Covid-19. They can do so by clicking the link in the email: 

XII. SINGATURE BASED DETECTION

Cyber criminals use legitimate looking URLs, emails, and websites to carryout their malicious activities. One of the ways to detect this is by using digital signatures. The signature-based detection method analyses files and assigns a hash to them. These signatures are then stored in databases for future comparison with known malware. All files are then checked against theses databases to detect malicious files. Signature based detection methods are very useful tools but sometimes they are not good enough, so new detection methods have to be invented including the following:

XIII. HEURISTIC ANALYSIS Heuristic Analysis: Heuristic analysis first determines patterns for normal software and system behavior and then flogs up anything that is out of order as suspicious [START_REF] Ghafir | Proposed Approach for Targeted Attacks Detection[END_REF].

XIV. SANDBOXING Sandboxing: In this method, suspicious files are isolated and analyzed for malicious code before being allowed to run in the system [START_REF]pHEKHddXAaIQ_A UoAXoECBEQAw&biw=1536&bih=722#imgrc=dNXz iaZB2Zr5hM[END_REF].

XV. AL-BASED ANALYSIS

This is where machine artificial intelligence is used to work out what is malicious code and what is not. This involves machine learning where AI is trained to recognize malicious code.

XVI. DOMIAN-BASED DETECTION

A bit of detective work can throw up a lot about a registered domain. Sitechecker can be used to find out about the credentials of a site. Some of the things to look out for are: • Was the domain blacklisted.

•

Is the registrant hidden [START_REF] Ghafir | BotDet: A System for Real Time Botnet Command and Control Traffic Detection[END_REF].

XVII. FILE EXTENSION BASED DETECTION

File extensions can be faked. The Unitrix exploit uses special Unicode characters to reverse the true name and sequence of a file enabling it to hide the extension in the middle. Unitrix can reverse [u+202E]3PM.SCRwhich is the malicious file nameinto RCS.MP3. In this example, the extension is not a harmless MP3 file but a malicious SCR file masquerading as a harmless music file [START_REF] Hoffman | How hackers can hide malicious programs with a fake malicious extension[END_REF].

To detect some of these malicious extensions, use the MZReveal software. MZReveal can help detect malicious file extensions. It does this by detecting and logging hidden files that are executable [START_REF] Svoboda | Network Monitoring Approaches: An Overview[END_REF].

XVIII. URL BASED DETECTION

One of the ways to detect whether a link is what it says it is, is to hover over the link. This would tell the real origin of the link.

XIX. ANTI PHISHING TOOLBARS

Anti-phishing toolbars are not perfect but they do help detect and stop some malware. Some examples are:

• Netcraft: Netcraft is a toolbar with anti-phishing capabilities, it shows registration dates, locations of domains and other vital information about the reputation of a domain [START_REF]Social engineering (security)[END_REF].

• SpoofGuard: SpoofGuard is another toolbar that helps detect phishing attacks. It works by calculating a spoof score of a visited page using heuristics from previous phishing attacks [START_REF]Phishing[END_REF].

XX. PREVENTION

Phishing scams are increasing year-on -year because cyber criminals are making huge profits. But scams can be prevented by common sense, online awareness and following some simple basic rules [START_REF] Ghafir | Advanced Persistent Threat and Spear Phishing Emails[END_REF]. This section will be divided into two. Section one will discuss what the ordinary online user can do to prevent phishing and section two will discuss what an IT manager can do.

XXI. ORDINARY ONLINE USER

Ordinary online users must be vigilant at all times and should not fall for all the things they came across at face value, so keeping to the following rules will help.

• Too good to be true emails: Online users should be wary of emails that promise refunds, discounts or account updates. If in doubt call the senders of the email directly to verify their claims.

•

URLs: URLs can be easily disguised so think carefully before clicking on a URL. A good practice is to hover over the URL, if the result matches what the sender claims it to be, then it is a genuine URL. • Browsers: More often than not, browsers can provide minimal protection from cyber criminals, so users should always make sure that browsers are up to date.

•

Pop-ups: Pop-ups should be avoided at all cost if possible because they are one to the ways malware is propagated. So browsers should be configured to block popups.

• Firewalls: Firewalls play a great role in blocking malware. So firewalls should always be installed, up to date and activated. • Antivirus Software: Using antivirus software is the best way to block malware so investing in some good antivirus software is highly recommended. • Anti-Phishing Toolbars: Anti-phishing toolbars can detect block and report malware in some cases. So installing one is a good idea.

XXII. NETWROK IT MANAGER

Organizations and businesses are every-day targets for cyber criminals, that is why IT / network managers should be up to date with trending cyber attacks and advise their staff accordingly. The following are some of the steps that need to be taken to protect their businesses and organizations: Phishing: £960,000 and took 20 days to resolve. Ransomware: £520,000 and 23.1 days to resolve. Botnets: £260,000 and 2.5 days to resolve [START_REF] Graham | Protect.Comply.Thrive IT Governance Blog[END_REF].

XXIV. CONCLUSION

This report started by introducing the advent of the internet and its good intentions then highlighted the fact that the internet will be used for good and evil. It went on to describe phishing which is the main topic of the report.

The report then went on to discuss the different types of phishingemail phishing, spear phishing, whale phishing, clone phishing and voice phishingand the methods used in these attacks. It then discussed the symptoms of a compromised system other examples of phishing scams. The report concluded by discussing how phishing can be detected and prevented and the social and financial cost of phishing.
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  Apart from the embarrassment of being the victim of a phishing attack, there is a huge financial cost as well. But that is not all, the reputational cost cyber criminals can inflict on a business or organization is immense. No one would like to trade or do business with a company with lax network security. Lloyd's of London has said that the cost of cyber attacks is in the region of $120 billion[START_REF] Graham | Protect.Comply.Thrive IT Governance Blog[END_REF]. The following figures show the cost and the number of days it took to resolve an incident: Malware: £1.57 million and took 6.4 days to resolve. Web-based attacks: £1.52 million and took 22.4 days to resolve. DOS attacks: £1.31 million and took 16.8 days to resolve. Malicious code: £960,000 and took 55.2 days to resolve.

	•	Spam Filters: Install spam filters and always keep
	them up to date.
	•	Web Filters: Install a web filter to weed out all
	known malicious websites.
	•	Antivirus Software: Deploy good antivirus software
	for maximum protection.
		XXIII.	SOCIAL COST OF PHISHING
			•	Education and Training: IT managers should
			conduct regular education and training to sensitise staff about
			phishing, what to look out for and how to prevent the attacks.
			•	Security policy: A good security policy will go a
			long way in protecting businesses and organizations form
			cyber attacks. It must include password expiry dates and two-
			time authentication among other things.