Fuzzy matching

Keywords: Artificial Intelligence, wireless networks, routing, topology management, forecasting, algorithms, criminal data analysis

This document is submitted in fulfillment of the requirements of the Habilitation à Diriger des Recherches degree at Sorbonne Université. It presents the studies I have been involved with since the beginning of my researcher career. It pays particular attention to the subjects I have conducted at the French Gendarmerie, and the projects I intend to lead in the next few years.

The document is divided into two parts. The first one presents the past and present research activities I have been involved with. The second part focuses on perspective research. My early career is heavily focused on wireless networks and artificial intelligence, as these were my first subject of interest. The second part is more linked to data analysis, natural language processing and artificial intelligence in general, as these are my main focus of interest in the present.

Acknowledgments

First of all, I wish to thank my family for their support and the weekends they lost because I was working on this document. In fact, Wanessa, Arthur, Alice, Helena, I am really sorry and grateful to you, not only for this period, but for the years of lost weekends. Also, for the privations you have faced because of the changes in countries and places for my fault. In particular, I want to thank my wife for being as understanding as she could and supporting me every time she perceived, what I was doing was really important to me. I believe that I am a rather fortunate man; I have the privilege to work with outstanding and competent people. From my MS, to today, I was always in good company. Professor Antonio Alfredo Ferreira Loureiro, my MS and Ph.D. adviser, is still today, my role modelnot only as a researcher, but also as a person. The work presented here is the result of several collaborations over more than 20 years. It would be very hard, if not impossible, for me to name every single person with whom I have worked, and had contributed in a way or in another to this thesis. However, I wish to thank my latest research collaborators, who have contributed to the works presented here. Nicolas Valescant, for looking out for details when I couldn't see them. Meryem Guemimi, for having the courage to come work with us, even if she did not like much the phone interview. Vincent Boyer, for the long, and sometimes TOO long discussions.

Pauline Rouseau, for believing it could be possible to do a Ph.D. thesis with the Gendarmerie.

Finally, Dimitris Kotzinos, who was at first chosen by the HDR committee to be a reporter for this thesis. However, as things have evolved and in the last year, we became friends and collaborators, could not play this role anymore…. and honestly, I prefer this way; I would rather have you as a collaborator and a friend than a reviewer any day of the week. I also wish also to thank my colleagues at the Gendarmerie Nationale, who do a fantastic job, sometimes with minimal resources. I wish to especially thank Colonel Patrick Perrot for bringing me in, to work at the Gendarmerie. Allowing me to do applied research in a way that I can perceive to have a positive impact on society. Last but not least, I wish to thank General Patrick Touron, Colonel Philippe Davadie and Colonel Fabrice Bouillié for encouraging me to pursue the HDR.

Des colonies de fourmies et le routage, à la detection de mensonge et le traitement de language naturel -Un parcours de recherche

Résumé

Ce document est soumis en réponse aux exigences du diplôme d'Habilitation à Diriger des Recherches à Sorbonne Université. Il présente les recherches dans lesquelles je me suis engagé depuis le début de ma carrière de chercheur. Notamment, en portant une attention particulière aux sujets de recherche que j'ai menés à la Gendarmerie Nationale, mais aussi aux activités de recherche que je compte mener dans les prochaines années.

Ce document est divisé en deux parties. La première présente mes activités de recherche actuelles et passées.

La deuxième partie se concentre sur les projets que je voudrais mener dans les prochaines années. La première partie est fortement liée aux réseaux sans fil et aux domaines de l'intelligence artificielle. Ceux-ci ont été mes sujets d'intérêt pendant longtemps. La deuxième partie est plus liée à l'analyse de données, au traitement du langage naturel et à l'intelligence artificielle en général, car ce sont mes principaux centres d'intérêt aujourd'hui.

Mots clés : Intelligence artificielle, réseaux sans fil, routage, gestion de topologie, prévision de phénomènes, algorithmes, analyse de données criminelles

Introduction

This research summary report is submitted to fulfill the requirements of the degree of Habilitation à Diriger des Recherches at Sorbonne University. It resumes the main research activities I have conducted in the past and present, as well as insights into the research activities I intend to hold in the next few years. For this reason, this thesis is also divided into two main parts. The first one summarizes the areas and investigative works I have conducted as a researcher up to now. The presented works are organized into areas and in a loosely in chronological order. As I have worked in a number of different domains, during different phases, as shown in Figure 1, I believe a strict chronological order would be challenging to follow by the readers. Thus, the first part is organized regarding different research subjects I have worked with, and over these subjects, the contributions are presented in chronological order. The second part of this presents the research fields and activities I intend to perform.

The works presented in this thesis covers a series of different fields. A schematic view of the main areas I have worked on is shown in The work I present here is a summary of my main research activities. Still, I want to highlight that, in fact, it is the result of different collaborations I have had with a significant number of highly qualified researchers. I have had the opportunity to work in various fields and with many wonderful people who significantly helped me grow as a researcher and as a person. 

Past and present research

This section summarizes some of the leading research activities I have conducted in the past and present. For each research, we refer to the primary papers and documents linked to the specific activity. The research is organized in the order presented in Figure 1: Research fields and affiliations timeline, and internally to these subjects, the sections are organized in the chronological I have worked with it.

Wireless networking and Artificial Intelligence

This section will discuss the application of Artificial Intelligence methods to solve Wireless network issues. This field is one of my long-term research interests; we will focus on my master's thesis and a part of my Ph.D. thesis at Telecom ParisTech. Even if they are ten years apart on both occasions, I used heuristic methods to solve challenging wireless network problems.

Wireless networks have become quite popular; it is even hard to imagine our lives nowadays without modern wireless communication devices. Some of us have become incredibly dependent on the technology, being found anywhere at any time, find our paths through roads where we have never been before; the applications and uses are numerous. It is almost impossible to imagine that WiFi was starting to be broadly deployed on personal computers only two decades ago.

A significant part of this field's work targets infrastructured networks, where each terminal is connected to an antenna that serves as a communication hub. However, this relies on a pre-existing structure, which is not always possible or desirable. Another possible architecture is the one where each mobile terminal can communicate with others without the presence of a centralizing hub. This kind of network is traditionally called mobile ad hoc networks (MANETs). Optimization [START_REF] Dorigo | Ant Colony System: A Cooperative Learning Approach to the Traveling Salesman Problem[END_REF] based methods to solve the routing problem over ad hoc networks [START_REF] Farooq | Routing Protocols for Next-Generation Networks Inspired by Collective Behaviors of Insect Societies: An Overview, Swarm Intelligence: Introduction and Applications[END_REF].

GPS/Ant-Like Routing Algorithm (GPSAL)

Ant Colony Optimization is based on the metaphor of ants, which are capable of finding the shortest path between the sources of food and their nests. Just for precision, some kinds of ants do not eat the leaves they collect. Instead, they use them to feed a fungus and is this fungus that they eat. In any case, we are interested in the behavior of the ants that forage in groups.

When an ant from the group finds food, it marks the trail back to the colony with pheromone. This trail is then followed by other ants, which, by their turn, also reinforce the pheromone trail on their way back. When that specific source is exhausted, ants stop marking it and, with the time, the path is forgotten as the pheromone dissipates. If new food sources are found, and the route to it is shorter than a previous one, the trail is marked and ants that follow this path will take less time to go and return. Thus, the scent on this new path will slowly increase, and the old, longer, paths will be forgotten, see Figure 2. The reinforcement will act over the shorter routes. In a distributed way, what ants are doing is finding the shortest path to the food sources [START_REF] Goss | Self-organized shortcuts in the Argentine ant[END_REF].

Using this principle, we propose GPS/Ant-Like Routing Algorithm (GPSAL), which is a simple yet quite effective protocol for disseminating routing information among the nodes.

Each node on the network can generate ants agents at random intervals and random nodes in the network. These ants follow different paths spreading routing information about the previous nodes to the following nodes. When arriving at the destination, the ant agent is sent back, possibly by another route, spreading the routing information about all the nodes it has passed before. When arriving back to the source node, the node that issued the ant has access to the most recent information about the ant path nodes.

The routing information has a timestamp that is used to distinguish between older and newer data. The routing method is a "flexible" source routing, i.e., the packet's full path is determined on the origin and inserted on the packet's header. However, intermediate nodes may deviate the ant packet if they have better/fresher routes to the destination. The intermediate node collects the information about the nodes' position on the header of the ant. Nodes may update the ant packet's header if they have more recent data about a given node. Stigmergy arises from the interaction between the ant packets and the nodes. Each ant profits from the knowledge acquired from the previous ants that have passed on the node and improves the node's knowledge to help the next ant packages that will pass by. Moreover, from time to time, nodes exchange tables with their neighbors, spreading the information over the network.

Considering a mobile ad hoc network, where nodes use a multi-hop communication strategy, i.e., they trust their neighbors to rebroadcast their messages to the next node in the path, the ant agents carry the most updated information possible regarding the path they just followed. It is essential to notice that, in general, mobile ad hoc networks are considered without a centralized structure. There is no central node to organize the network. GPSAL is indeed fully distributed. The random ant message distribution is responsible for disseminating routing updated information and providing an up-to-date view of the system to each node. Of course, this consistent view comes with a cost, the overhead of handling the ant messages. However, GPSAL never uses flooding to spread information. Flooding is a common but expensive technique to disseminate information on wireless ad hoc networks. It consists of distributing 
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Nest Food (a) the information to all nodes in the network. In controlled flooding, the dissemination occurs to a subset of nodes. Each node that receives a message forwards it to all other nodes connected to it, apart from the one which it received the message. It is simple and, as it does not make assumptions about the type of nodes, e.g., position or traffic pattern, flooding is quite effective in spreading information. In a moment or another, the large majority of the routing algorithms for ad hoc networks may resort to the use of flooding. In the paper, we compare GPSAL to Location-Aided Routing (LAR) versions 1 and 2. At the time, the state of the art algorithm on position-based routing. LAR uses controlled flooding to spread data information; unfortunately, flooding is costly in terms of messages generated, thus in energy and medium use. In the end, the ants generated by GPSAL cost way less than the flooding messages, see Table 1.

Table 1: Number of data packets sent over the network for GPSAL, LAR1 and LAR2

Another original contribution of GPSAL is its capacity to use the infrastructured network if it is available. Depending on the MANET deployment, it is possible to access some hosts with a dual interface and access to fixed infrastructure. In our algorithm, we assume that we may have access to fixed hosts. Often the cost to route packets in a fixed infrastructure is much lower than in a MANET. It is common in a traditional network to have faster and more reliable links and Figure 3 : Impact of the use of the fixed infrastructure over GPSAL routing more powerful computers than in a mobile network. In case there is a route segment that passes through a fixed infrastructure, we assume that its cost is insignificant, and the wired network can find the nearest fixed host to the destination mobile computer. Figure 3 shows that this can significantly decrease the number of packets in the network, thus improving the system's performance and reducing mobile nodes' battery consumption. Only years later [START_REF] Ramachandran | On the Design and Implementation of Infrastructure Mesh Networks[END_REF][6], the same idea started to appear in the community as an original technique.

Market-based topology management (MBS)

During my Ph.D. at Telecom ParisTech, one of the problems I was interested in was topology control. Here we will discuss one of the solutions proposed: applying a heuristic method, based on the laws of supply and demand, to maintain the topology of a Public Safety Network. Public Safety Networks (PSNs) are networks established by the authorities to either warn the population about an imminent catastrophe or coordinate teams during the crisis and normalization phases (Section Public Safety Networks presents in more detail this kind of network). An essential problem in this kind of network is topology management. A stable network structure is crucial for enabling the creation of efficient higher layer algorithms and, at the same time, enhancing scalability and capacity for large-scale wireless ad hoc networks [START_REF] Santi | Topology Control in Wireless Ad Hoc and Sensor Networks[END_REF].

The deployment and the management of nodes for wireless mesh/ad hoc networks are challenging problems. They become even more interesting when considered in the context of PSNs. Not only is this kind of system, by nature, life-critical, but they also have strict requirements. Moreover, these requirements may vary significantly for different disaster sites, even though nodes use the same equipment and protocol stack [START_REF] Rajaraman | Topology control and routing in ad hoc networks: a survey[END_REF]. A network structure that suits perfectly for one location may be unacceptable in another.

Simple structures, such as a planar network, may be easier to deploy and to maintain.

Still, this kind of organization is neither scalable nor appropriate for use in large scale deployments. Structured networks, on the other hand, are more scalable, but the structures must be created and maintained. Our work focuses on hierarchical network topologies. Even though the proposed method is general and adapted to any wireless mesh network, we can benefit from applying it to highly dynamic and unpredictable networks, as is the case with public safety networks. The three objectives we had were, first, to ensure a stable, or at least as stable as possible, structure, as fast as possible while respecting the desired architecture. Second, the creation of homogeneous clusters. Clusters should have roughly the same size; moreover, it is also essential to control and fine-tune the network shape and cluster sizes. Cluster heads must be able to optimally handle communication among nodes inside their clusters and exchange key information with neighbor nodes rapidly and efficiently. The optimal number of clusters and elements by cluster varies from one disaster scenario to another. Finally, the third aspect is to keep the number of clusters as low as possible while maintaining the clusters of a reasonable size. Heaving the minimum number of clusters possible decreases the number and size of control messages in the final network.

The Market Based Strategy (MBS) described here intends to create and maintain welldefined wireless mesh network architectures flexibly and dynamically. The technique has the power to change the whole behavior of the network by adjusting a small set of parameters without the need for special equipment or complex protocols. We base our solution on the economic laws of supply and demand to dynamically organize the network. In his book, The Wealth of Nations, Adam Smith says, "It is not from the benevolence of the butcher, the brewer, or the baker that we expect our dinner, but from their regard to their own interest" [START_REF] Smith | An Inquiry into the Nature and Causes of the Wealth of Nations[END_REF]. As we will show, just as in Adam Smith's statement, even though nodes behave selfishly, using the marked based approach, they manage to reach the best possible allocation, as it fits their own interests.

The three laws of supply and demand can be described as follows [START_REF] Hubert | Supply And Demand[END_REF]:

 The first law of supply and demand states that when demand is greater than supply, prices rise and when supply is greater than demand, prices fall. The power of such forces, rise and fall, depends on how great the difference between supply and demand is  The second law of supply and demand states that the greater the difference between supply and demand, the greater the force on prices  The third law states that prices tend to an equilibrium point, called a Walrasian equilibrium, at which supply equals demand.

We thus associate a cost with the services the node requests from/provides to others, i.e., a basic communication price. Different providers may have different prices at any given time, depending on both their type and load. By controlling the costs of different services offered in the network, we can control the number of nodes offering them. Regardless of the exact pricing scheme, the proposed mechanism emulates a free market where each agent, i.e., each node, is assumed to be rational and to choose its consumption to selfishly maximize its utility. Thus, on the one hand, nodes continuously monitor the market in search of a smaller communication price and switch whenever possible to cheaper service providers, which reduces the cost of their previous provider but increasing the value of communication prices with the number of nodes they are attending. However, if these prices become too high, they will start losing customers out to their competitors. In some conditions, even client nodes may decide to become providers (thereby initiating new clusters).

The network is also required to converge to a stable state as fast as possible. The need for equilibrium can be related to the third law of supply and demand. In contrast, the second law implies that the greater the differences between supply and demand, the greater the force on prices and the faster the resulting convergence. Any free, or competitive, market as the one we just described, under these conditions, leads to a Walrasian equilibrium [START_REF] Debreu | Theory of Value: An Axiomatic Analysis of Economic Equilibrium[END_REF]. This equilibrium point is also a Pareto optimal arrangement, where no changes in the allocation of goods and services can beneficiate a participant without causing damage to others. This follows from the first theorem of welfare economics [START_REF] Debreu | Theory of Value: An Axiomatic Analysis of Economic Equilibrium[END_REF]:

 [A1]
The market for all possible goods exists, and there are no externalities present, i.e., all costs and benefits are transmitted through prices. In our model, the only price is the one given by the pricing formula

 [A2]
The market is perfectly competitive, and no participant has enough power to influence the prices. This is also satisfied by our setup since the possibility of clients themselves becoming providers is a mechanism that breaks any potential monopoly

 [A3]
The cost of transactions is negligible. There is no hidden cost attached to the transactions  [A4] Market participants have perfect information; all agents are rational and have access to full details on all products at all times. This is ensured by having prices for every possible provider and node type, frequently exchanged among the nodes Thus, a globally fair and efficient allocation of resources, and the corresponding equilibrium point, is achieved in a competitive market, when supply equals demand for any good or service traded among the peers. In our case, the connection/communication with the rest of the network. If we align our main objectives with the laws of supply and demand, we will see that these three laws map perfectly to the main requirements of a topology management algorithm. We may map our need to control the number of clusters to the first law of supply and demand. Controlling the prices of each kind of service offered in the network, we can control the number of elements offering such service. The second objective is to have a fast convergence to a stable state. This requirement is met by applying the second law, since the bigger are the differences between supply and demand, the faster is the convergence. Finally, recall that our third objective is to maintain a well-balanced and as stable as possible network while respecting the desired architecture. Clusters should not only have roughly the same size, but we should have an easy way to control and fine-tune that size. Cluster heads must be able to handle the communication among nodes inside their clusters optimally and exchange key information with neighboring nodes fast and efficiently. However, the optimal number of nodes per cluster depends upon many factors, such as the number of attendees and agencies involved, kind of disaster and environmental conditions. The third law, and the first theorem of welfare economics, covers these issues since the final topology is expected to be a Pareto optimal arrangement [START_REF] Yang | A Vehicle-to-Vehicle Communication Protocol for Cooperative Collision Warning[END_REF]. Hence, it should be stable and fair among all the participants. Figure 4 presents these relationships schematically.

We used the Market Based Strategy to control, for instance, the CHORIST architecture.

The CHORIST project was a European research project that focused on the development of Public Safety Networks [START_REF] Chorist | Integrating Communications for enHanced envirOnmental RISk management and citizens safeTy Information Society Technologies -FP6 programme[END_REF]. PSNs are networks established by the authorities to either warn the population about an imminent catastrophe or coordinate teams during the crisis and normalization phases. A catastrophe can be defined as an extreme event causing profound damage or loss as perceived by the afflicted people. PSNs have the fundamental role of providing communication and coordination for emergency operations.

The core of the CHORIST network is a two-level hierarchical structure [START_REF] Belding-Royer | Multi-Level Hierarchies for Scalable Ad hoc Routing[END_REF]. A If required, an IN may become a CH or an MR. The organization of these elements follows a well-defined and strict organization. Neither two CHs nor two RNs can be directly connected.

For example, if a CH needs to exchange control data with another CH, the messages must be forwarded through an RN. From the topology management point of view, the two main may communicate directly if previously agreed, but the communication must be direct, not through a broadcast channel. An MR, when inside a CH area, should be attached to it. Figure 5 presents the CHORIST network schematically.

Our method provides a topology control algorithm capable of deploying the CHORIST network architecture and imbeds a generic topology admission control and topology management method that is reliable enough to be used in PSNs.

The CHORIST protocol's basic mechanism is that whenever an IN arrives in the network, it broadcasts a connection request for nearby nodes. All the nodes in the region answer this request. The neighboring nodes reply with their status (MR/CH/RN), number of connections and link status. This information is used to define a connection cost to each one of the possible sponsor nodes. The information in the answer packets and the cost function determine to which node the IN will attach. The cost policy states that considering all the given data, the lowest cost sponsor should be chosen. A node gives up being a CH or an RN if it moves and loses all its connections or moves and enters in conflict with other well established, lower-cost CH/RN in the region. The state transitions of the evaluated topology are described in the state machine of Figure 6. Equation 1 : Simple cost function formula provides an adaptive behavior that enables nodes to choose the best servers for their needs, i.e., the less loaded ones; however, the formula could be much more complex.

The cost function calculation is a flexible way to control network connections and topology behavior. By fine-tuning the cost function, one can, for example, decrease the number of connections of each CH and increase or decrease the size of the clusters. This flexibility is interesting, mainly for PSNs, where different disaster sites may have different needs, and the network operation can be shaped as desired. By changing and broadcasting a new basic costs vector, one can even change completely the behavior of an already established network without any full software or hardware update. This characteristic can be evaluated in Figure 7, where starting with the same node distribution, the topology considerably changes, only changing the values of βk. Basically, we can go from Configuration 1, where almost all network nodes become a CH, to Configuration 6, where we have the minimum number of CHs required to maintain the network coverage. For CHORIST, the target network is the one with the minimum number of CHs. The theoretical minimum is given by the Weakly Connected Independent Dominating Set (WCIDS) [START_REF] Haynes | Fundamentals of Domination in Graphs[END_REF], which, unfortunately, is known to be an NP-hard problem [START_REF] Dunbar | On weakly connected domination in graphs[END_REF]. More than just providing a solution for the CHORIST architecture, our method can also maintain other structures. From time to time, it is required to organize the nodes into interest groups, Figure 9, with a fixed and explicit hierarchy in the field, i.e., the command centers of firefighters and police should be the CH and belong to two different groups. The justification is that in a disaster scenario, the police missions and interests differ from firefighters. So it makes sense to have different interest groups for these two distinct groups. Interest groups may also have an essential role in decreasing traffic, as observed by Hui and Crowcroft [START_REF] Dunbar | On weakly connected domination in graphs[END_REF].

Sometimes in PSNs some messages may need to be spread to all nodes in a specific group but maybe meaningless for nodes in other groups. The architecture we propose here is a two-level hierarchical one, with the formation of clusters maintained by one cluster head. The architecture admits heterogeneous nodes. To represent this, we will have a set of particular nodes declared cluster heads by default, i.e., Default Cluster Heads (DCHs). These nodes maintain their status throughout the whole network's lifetime. Regular nodes do not need to be close to the DCH. Nodes far from the DCH, or when this is overloaded, should autonomously organize themselves into clusters. We consider that any node may become a Cluster Head (CH), if outside the area covered by DCHs.

The number of interest groups may vary from 1 to N groups. Even though we consider a maximum cluster size, the bigger the number of groups, the smaller tends to be the size of the clusters. Our architecture admits a maximum cluster size because this is a requirement for some technologies, e.g., Bluetooth.

For our experiments, each interest group is defined in the network startup and must have observe that its complexity is higher than the CHORIST one. Nevertheless, MBS manages and maintains the architecture and provides a flexible way to maintain the topology.

The cost function is also slightly more complex and presented at Equation 2. cp, denote the initial cost for each type of provider, k the number of connected nodes, ci the individual cost for each connected nodes to this provider, s the maximum number of connected nodes in a cluster (i.e., size of a cluster) and cc is the extra cost for changing providers, "|" represents concatenation. The cc captures the extra cost a node should pay if it changes its current provider, and it is non-zero when changing the provider and zero elsewhere. To ensure uniqueness, the cost is concatenated with the unique identity of the node n. s is the total transport capacity of a CH/DCH. In the above formula, a given provider's costs increase with the number of connections it is handling. This cost increases with the cluster size when a node is isolated and becomes infinite when the maximum cluster size is reached, i.e., no resource is available. For instance, if we assume the maximum cluster size to be 10, the initial cost of a DCH 0, the number of connected nodes 3, individual cost 1, and the changing provider cost 0, the cost The second interface is used to reach farther nodes and a broader bandwidth capacity (WiMAX since when we increase the number of groups is equivalent to split the network. The bigger the number of groups, the harder it is for a node to find a nearby cluster with the same interest. For the other experiments, where there were either less or no DCH at all, as expected, the number of CH required to satisfy the network needs increases with the number of network nodes. It is important to notice that adding only 5% DCHs decreases from 19.5% to 37.2%, the number of required CHs in the network.

Figure 13 shows that the average size of clusters decreases with the increase in the number of DCHs and interest groups. This makes sense since the rise in the number of DCHs increases the attachment options for the nearby nodes. For these experiments, on average, the clusters did not reach the maximum defined cluster size of 10 nodes. The main factors responsible for this are the mobility and the creation of new clusters. When a new cluster has to be created, its size will be 1, only the CH, which decreases the clusters' average size.

However, it is important to say that, during the experiments, when the maximum value was reached, the designed cost function could control the nodes' behavior and form new clusters. The graph of Figure 14 presents the average percentage of the network that is disconnected during the simulations. We can observe that the increase in the number of DCHs helps stabilize the network and decrease disconnected nodes. In reality, the network, with the addition of DCHs, is more stable. The number of state changes varies from 20% to 50% in the observed configurations. A significant part of the state changes is from CH or MR to IN, which means that the node is disconnected and perceives it as isolated from the rest of the network. In the results presented here, the nodes must have established a link between them to be considered as connected, and they must be inside the communication range, otherwise they are considered as not connected.

Topology control for Autonomous Drones Fleets

Here we present a proposal for an autonomous topology management method capable of implementing the previous section's architecture, thus capable of maintaining a missionbased network topology. The algorithm is simple yet capable of adapting to different requirements and enforcing a stable topology even if all the nodes behave selfishly, as seen in section Market-based topology management (MBS).

Whether centralized or distributed, i.e., acting globally or locally, topology management mechanisms have a systemic impact as they organize the network as a whole. Our work intends to contribute to developing an efficient and customizable autonomous topology control mechanism for aerial networks. To be useful, the topology control algorithm should:

 Control the number of nodes offering a given service/having a specific role. For example, in a Long Term Evolution (LTE) network, eNBs are responsible for providing access and organizing the traffic in their cells, whereas UEs could be used as relays  Perform the topology reconstruction to reach a stable configuration while respecting the desired topology  Ensure stable, or at least as stable as possible, topologies  Produce well-balanced network topologies, where no node is overloaded.

The method we propose to fulfill these requirements and control the network is described in section Architecture for Drones for PSN Autonomous Drones Fleets, and uses also a market-based approach. This general approach, explained in detail in section Market-based topology management (MBS), is a heuristic based on economic concepts. We target the control of mission-based aerial drone networks. The network nodes have a predefined mission and a squadron leader that is responsible for the squadron. During the mission, squadron nodes work as a cluster, and the squadron leader also works as the cluster head, organizing the communication inside the cluster. We will use indistinctly cluster head and squadron leaders here, as their function is the same from the network point of view. However, there is a difference between them; the squadron leader is assigned before starting the mission, while the cluster head is a temporary role node assumed to connect him and the other nodes in his neighborhood.

Each squadron has a specific mission that differs among squadrons and during the time of the operation. As an example of missions, we could cite rover over particular points to provide access to the ground rescue teams or scan a delimited geographic area searching for survivors.

In general, nodes in the same cluster, present similar patterns and tend to be close to each other.

Each squadron has its own identifier and, the flying nodes connect to the leader of its squadron based on this identifier. If the squadron gets split during the mission, and part of it gets out of the leader's range, a new leader needs to be elected. The new leader should be the one with more resources. When two sub-squadrons are in the communication range of each other, they should merge.

On the merge, the original leader has the preference, or in the absence of it, the node that is serving as a leader to more nodes should become the leader. In case of failure of the leader node, again, an election should occur. Once more, the winner should be the node with more resources. Whenever a node becomes isolated or far from its leader, it becomes a leader and connects to the other region's leaders. If it enters an area covered by another leader, with a higher rank, the node gives up being a leader and asks the high ranked leader to join its group.

Figure 15 shows an image extracted from the Sinalgo simulator [START_REF]Sinalgo -Simulator for Network Algorithms[END_REF] with three defined squadrons flying together. The high-level processing implemented by each node is presented at Algorithm 1

Figure 15 : Image from the simulation of an experiment with three squadrons The graph in Figure 16 presents the number of cluster heads when we vary the nodes' density and the number of independent squadrons in the same area. We can perceive that the number of cluster heads, the nodes responsible for organizing the network, is linked to the network's number of nodes. We can also perceive that the bigger the number of squadrons, the bigger the number of cluster heads. This is expected as the nodes can only exchange information and connect to clusters within the same squadron. The larger the number of squadrons, the smaller the probability of finding a cluster around on the same squadron. Thus the number of cluster heads, to manage the different squadrons, grows.

Figure 17 presents the average size of the clusters. We can perceive that they stabilize around 3.5 nodes per cluster. This is linked to the used mobility model, nodes when flying together, tend to form stable clusters, but as the random direction mobility model does not enforce the formation, groups tend to split, and nodes change from one cluster to another. We can also observe a clear influence of the number of squadrons over the size of the clusters. The bigger the number of squadrons, the smaller the cluster sizes. With the mobility, part of the nodes tend to become CH; however, they do not provide connection service to any other node.

I.e., no other node attaches to them. This is a normal and expected behavior; however, it should keep low. These stand-alone cluster heads represent a cost in terms of control messages, which helps decrease network autonomy and hardens the access to the medium. The presented method successfully organizes the topology even in the presence of honest selfish nodes. We call them honest because they do not try to cheat their prices to attract/refuse connections. On the other hand, they are selfish because they try to get the best connection cost possible. Nodes continuously search for "best deals" among the clusters in the region they are. The network tends to a stable point where all the clusters have more or less the same price and where it does not worth for MRs to change providers. However, as the prices are linked to the number of nodes being served by a cluster, as nodes move, leaving old clusters and connecting to new ones, connexions' costs change, which puts cluster heads in concurrency.

It is interesting to notice that we can foster collaboration even in selfish environments. We only set the basic prices to different types of services, and we let the nodes decide if they are willing to pay the price or not. Nodes do not collaborate to form a stable and consistent topology because they are altruistic. They cooperate because they can gain something with this collaboration, in this case, "pay" less for their connection. This simple fact, instead of penalizing collaboration, fosters it. Nodes now have a reason to collaborate and even to behave nicely to each other. 

Bio-Inspired Networking

Nature has been a source of inspiration to man for many centuries. We observe what nature has done and use it as a source of inspiration to solve problems in other contexts. This process is called biomimetics, from ancient greek βίος (bios), life, and μίμησις (mīmēsis), imitation or μιμεῖσθαι (mīmeisthai), to imitate. Thus biomimetics is the imitation of life processes. The literature is full of examples where nature directly inspired innovation and has been, for me, also a source of inspiration. In 2015 I published a book that presents different works, on the network domain, that uses bio-inspired techniques to solve complex problems.

Nature's methods are the result of centuries of a continuous, massively distributed trial and error process. The whole process is so vast in terms of time and number of attempts that it is hard for us to imagine and fully understand. Even if we ignore the influences of man in the evolutive process, globally, hundreds of new species appear and disappear each year [START_REF] Gorshkov | Biotic Regulation of the Environment[END_REF]. The survival of a given species is linked to its capacity to adapt to the environment and find a niche where it can evolve and reproduce. It is estimated that more than 99% of all species that ever lived on our planet are now extinct, most of those even before humans' arrival [START_REF] Newman | A model of mass extinction[END_REF]. Even more, half of the presently existing species may become extinct by 2100 [START_REF] Tivel | Evolution: The Universe, Life, Cultures, Ethnicity, Religion, Science, and Technology[END_REF]. Understand this process is essential for many reasons, including our survival as living beings. Nature is constantly in a renewal process, the world has already passed by many changes, and several other changes will still happen. An essential concept in nature is the equilibrium, the emergence of a new, more fitted, species influence the environment where this one is inserted. This environmental change may affect other species, being one of the natural systems' characteristics, the search for an equilibrium point.

In general, stability is a desirable characteristic for both biological and synthetic systems. Homeostasis is the name of some systems' property to auto-regulate and remains in a relatively stable condition. The term homeostasis was first used to describe a series of processes internal to living organisms, e.g., the body temperature autoregulation process. However, today it has a broader usage, any natural or artificial system capable of auto-regulation. The tendency to converge to an equilibrium state is said to have a homeostatic behavior. In nature, we have several processes that present this predisposition. For example, the delicate balance between species in a given ecosystem is a proof of that. Ecosystem, the central concept in biology and it is expected to converge to a good result, the result of the application of a heuristic may present an outcome far from the optimal one. Being aware of this is of paramount importance, and one must consider it when designing a heuristic-based solution. Even though not guaranteeing to reach the best possible result, heuristics/meta-heuristics are powerful tools to solve an extensive series of problems. Nature is an incredible source of inspiration. The world is a complex and dynamic environment with an enormous diversity of elements. To surmount the difficulties and challenges of surviving in a so complex and, in some sense, dangerous environment, biological organisms have evolved, self-organize, self-repair and procreate to be able to flourish. All these are taking into account only local information, no central control exists. When inserted in a vast and more complex environment, each organism does its best with its locally available information. In general, the rules followed by each organism are simple, and, from time to time, they collaborate with other organisms, even from different species.

Computer systems, in general, and networks in particular, have significantly increased in size and complexity. Networks are now starting to face the same kind of challenges nature is used to deal with, and find solutions to, for millennia. Indeed, it would be interesting if computer networks present the same efficiency and robustness we see in biological systems. This parallel between nature and the large network structures did not pass unperceived. The research community is now turning its attention to nature in search of inspiration on how to use bioinspired methods to solve a broad range of problems. For example, we realize that centralized structures are not the most efficient and reliable way to control large systems. As presented in Figure 18, the method to apply bio-inspired methods to solve real-world problems requires a researcher to, first, search on the natural world for systems that present the desired behavior and understand this natural system and its components. Second, create a realistic, or as realistic as possible, computational model of the biological system. The third step is, in general, the process of simplifying the model to capture its essence, fine-tuning the various parameters to improve the performance of the model to solve the desired tasks. When applying model checking, a protocol designer wants to determine, in an automatic way, if a given model M presents a defined property P. Both M and P are provided by the protocol designer and must be precisely defined. M is composed by the finite set of variables V, V = v1; …; vn, the set of initializations I, where it is applied to I(V) or I is a condition over V, and a set of transitions T, T(V; V'), where V' is the new value for the variable V after the application of the model step. The model checking tool uses then M to build the set of all possible system states. Let G = (V; I; T) be the set of all states, and P = (V) the property to verify. The tool must then search if P can be satisfied, starting with I and applying T a finite number of times. If M models all the possible relationships, then G contains all possible outcome system states.

Formal verification of distributed algorithms

This work proposes that the verification must follow some ground principles to decrease the models' complexity and avoid a combinatorial explosion problem [START_REF] Lin | Protocol verification using reachability analysis: the state space explosion problem and relief strategies[END_REF]. The principles are topology abstraction, node position, and lower layer services. Node position: position awareness is one of the criteria for classifying routing algorithms. However, with the topology abstraction, the node position becomes irrelevant. This stands even for position-aware algorithms since we are concerned with the possible relationships, not specific configurations.

Lower layers services: once they are not the object of study, the services provided by the lower layers should be modeled as available and trustable, unless some cross-layer aspect is crucial for the protocol validation. In this case, the verification, for this cross-layer aspect, should be done apart.

The communication channel should be available in a nondeterministic way among the three defined nodes or no node at all. Let K be the set of packets defined in the target protocol,

K  V and K = {∀ k∈K : k → O v k →N v k →D v k → Null}.
The operator → stands for "from the present node may be delivered to". This means that any node, or even no one at all, may receive the packet. With this, we guarantee that all relationships will be verified at the end.

However, the way the protocol is designed will determine the packets that will reach the destination, regardless of the channel modeling. If the set of initializations, I(K), is correctly performed and adapted to the protocol definition, two messages on the network will represent a Cartesian product of K over K, KxK, where all the relationships among the same packets over the kind of nodes will be represented. Thus with two messages, the method is able even to describe flooding behavior. The need for two messages to represent flooding came from the fact that at least two messages are needed to represent concurrent transmissions.

Among the design errors found using our proposed technique, we report: i) failure to deliver messages in LAR1, LAR2 [START_REF] Ko | Location-aided routing (LAR) in mobile ad hoc networks[END_REF], and DREAM [START_REF] Basagni | A distance routing effect algorithm for mobility (DREAM)[END_REF], even though all three protocols use controlled flooding to deliver messages; ii) loop scenarios in LAR1, LAR2, and DREAM, somehow unexpected for geographic routing algorithms; iii) failure to deliver messages in OLSR [START_REF] Clausen | Optimized Link State Routing Protocol for Ad Hoc Networks[END_REF], when a message arrives during a routing table recalculation; iv) discard newer table information in OLSR, and v) control messages discarded in OLSR.

We also used this method to develop the Virtual Access Points For Vanets project, described in section Virtual Access Poitnts. This protocol is specified for vehicular networks and intends to provide access to nodes in areas without access points. The verification of this protocol shows the technique's potential to other protocols, apart from routing ones. The protocol's formal verification helped us find some design flaws on the protocol, corrected in the early stages. Early detection of errors decreases the cost of correction [START_REF] Chiyangwa | A timing analysis of AODV[END_REF] and should provide better and reliable software at the end of the project. Among the flaws, the formal verification pointed out the possibility of loops on the message transmission, which were not evident loop situations, merely looking into the protocol description. The simplest loop scenario occurs when two mobile nodes, with changing relative speeds, exchange messages. The same message may keep being retransmitted between them, which characterizes a loop. The resolution of the problem was to add a unique identifier to the exchanged messages. Once a node receives a duplicated message, identified by the ID, the node discards the message, preventing the loop formation.

Public Safety Networks

A on their purpose and placement. However, they are always mission-critical; once deployed, PSNs have to be reliable since lives may depend on them.

Disaster management activities involve three main phases:

 Preparedness, at this phase, all the equipment and people should be Communication infrastructures play a critical role in disaster prevention and recovery [START_REF] Townsend | Telecommunications Infrastructure in Disasters: Preparing Cities for Crisis Communications, Center for Catastrophe Preparedness and Response & Robert F[END_REF].

However, the regularly available structures may fail when needed since they may be damaged by the disaster or overloaded during emergency situations [31]. Historically, disasters are some of the most intense generators of telecommunication traffic [START_REF] Townsend | Telecommunications Infrastructure in Disasters: Preparing Cities for Crisis Communications, Center for Catastrophe Preparedness and Response & Robert F[END_REF]. Typical setups are usually not designed to work under such conditions, not being reliable to assure the communications for rescue and relief operations required.

Virtual Access Poitnts

Emergency Alert Systems (EASs) are the part of the PSNs structure responsible for alerting the population, and authorities, about an imminent catastrophe or distributing vital information after the disaster. We aim to help the next generation's EAS systems with the distribution of alert messages. Our work focuses on the data dissemination problem in Infrastructure-to-Vehicle (I2V) and Vehicle-to-Vehicle (V2V) communication modes. The Virtual Access Points technique, when applied to PSNs, proved to be an effective method to help with the distribution of the alert messages. The method's main objective is to spread public safety warning messages into a well-defined area, extending the I2V network to areas where regular access points are not deployed or could be out-of-order. In the advent of a disaster, authorities sometimes have only a few minutes to warn the whole population. Although alert messages may bear a small delay, they have to be propagated as fast as possible to the most significant number of people. Our technique is based on the Delay Tolerant Networks (DTN) concept, where nodes opportunistically exchange messages. The technique proved to be effective in improving the coverage and speeding up the dissemination of alert messages in the EAS context.

We base our work on the RATCOM's proposed architecture [START_REF] Ratcom | the Risk prevention[END_REF] and extend it.

RATCOM was a research project that explored new emergency alert techniques to detect and warn of tsunamis in the Mediterranean Sea. The RATCOM alert system is composed of two main components: one ascendant and one descendant. The ascendant part is responsible for sensing the related data, filter false positives and retransmitting the relevant collected information to the coordination center. The descendant component is responsible for spreading information about the imminent dangerous situation among the authorities and the general population. RATCOM's architecture is depicted in Figure 19.

The main problem is that only the vehicles in the Access Points (AP) range on the descendent component will receive a warning about the event. Virtual Access Points (VAPs)

Figure 19 : RATCOM project main architecture intends to decrease the impact of non-covered areas on the message distribution process. This work is based on opportunistic node contacts, but differently from regular opportunistic communication models, the VAP act as if they were any standard AP. In fact, one of the main points of the method is that it should be irrelevant, for any mobile node, if the message were received through an AP or a VAP. When a mobile node receives a message, it stores this message in a cache. When the node perceives to be in a region without network coverage, it rebroadcasts this message as a regular node; the high-level algorithm for each node is depicted at Algorithm 2. For all practical purposes, from the neighbor nodes' point of view, there is no distinction between the messages received from either an AP or a VAP. The main kinds of traffic this technique targets are the ones with no strict time requirements, for example, stream traffic that can be buffered. The proposed protocol primes for simplicity as the duration of the contact opportunities between mobile nodes tend to be small.

Our method is a best-effort one; there are no guarantees that all packets of a stream will reach all nodes in the network; however, the presented approach enables more messages to reach more nodes, as shown in Figure 20. In a disaster scenario, this kind of cooperative behavior can be the only way to disseminate useful general information through the network.

Thus the mobile stations work as a large distributed and collaborative cache. Figure 21 shows the difference in having 2 or 25 APs in a city scenario for varying bit rates. Both the number of APs and the bit rate influence the number of unique messages received in total. However, as expected, the number of unique messages for scenarios where VAPs are not present is nearly constant, as it only depends on the nodes passing near the APs. Even when the bit rate increases, we do not observe a significant increase in the number of unique received messages. When bit rates are increased from 1 to 3 packets per second, the result is marginal in the 2 APs case.

When VAPs are enabled, the number of unique messages received significantly increases because two antennas are not enough to spread the information through the entire network. The VAPs take advantage of nodes cache to propagate messages which were previously lost.

We also evaluated the resilience of the technique to different disaster scenarios. It is expected that the disaster event itself may influence the way the network will be affected. The evaluated disaster scenarios were: earthquake, flooding, power outage and random network failures to simulate a hacker attack. Figure 22 shows the time it takes for all the target nodes to receive the message. We consider transmission cycles of one message per second, i.e., each second, the warning message, or a part of it, is broadcasted. The plot shows the time when all nodes in the network received the warning message. Whether all nodes had received the messages or not, the simulation experiment stops after 3600 seconds. If any node failed to receive the message within that interval, the registered time is 3600 seconds. Without VAPs, the network needs more than 200 APs to spread the message to all the nodes in less than one hour. With the use of the VAPs, even in the worst-case scenario of an earthquake with only two functional VAPs remaining, it takes around 20 minutes to spread the warning message over all the region nodes.

The experiments show that the gain in the number of received messages may vary from nearly 1615.91% to 24.27%, depending on the disaster scenario evaluated. Moreover, VAP is a valuable technique to disseminate network traffic even when no disaster has occurred and can operate transparently to the system. The gain resulting from applying the VAP technique in the typical network scenario varies from 755.52% to 16.6%, depending on the number of APs disseminating data. Since VAPs are only used in uncovered areas, the gain observed is negatively correlated to the AP coverage of an area. As a result of applying the VAP technique, the number of duplicated and irrelevant messages received by the nodes is increased. However, this traffic occurs in uncovered areas where it causes very low if any interference, and in the worst case, average traffic overhead is increased by approximately 27% in the experiments discussed. We have also discovered that even with a small number of real access points, using the VAP concept can broaden and significantly speed up the warning message distribution process. Our experiments show that even in severe conditions warning messages can reach all the observed nodes within a reasonable time. On average, sending one packet per second, the message reached all nodes in the observed region, 15x9 km 2 , in six to seven minutes.

Multicast and Alert Messages Dissemination

Grouping nodes into groups of interest may also help decrease the whole network amount of traffics because nodes would exchange messages just with nodes inside the same group of interest. In this case, common interest messages, such as multicast or group related information, would be narrowed to be spread just among the nodes interested in it. PSNs are an excellent example of a kind of environment that could take advantage of grouping nodes according to their role and network in the rescue effort. For instance, in an earthquake relief effort site, nearby roads' status and conditions may interest police officers or ambulance drivers but have little or no importance for the rescue teams, which are digging for survivors. Figure 22 : Average time for the warning message to reach all the nodes in the region. The simulation stops after 3600 seconds, this means that scenarios that had their time registered at 3600 seconds did not deliver the message to all nodes Decreasing the number of irrelevant messages saves resources by reducing traffic in the network and helping the rescue teams focus on their jobs. For instance, if one keeps sending messages with no interest to the rescue team, really relevant messages may be lost.

We consider an architecture where nodes are organized into clusters. Each node has two interfaces, one for intra-cluster communication and another, with higher range and throughput, for inter-cluster communication. The first interface could be, for example, WiFi and the second one WiMAX. Mobile routers connect and exchanged data messages over the first interface. The second interface is used to create a backbone of communication among the clusters, regardless of their specific interest. This way of cluster interconnectivity increases network connectivity.

It ensures that nodes with particular interests can still receive their messages even when far from other nodes with the same interest.

The set of solutions proposed here relies on multicast to decrease the number of messages sent in the core network and a new method based on opportunistic networks to spread the message among the possible endangered people. Our main contribution is in the study of how to efficiently send messages in the context of the new emerging technologies, for instance, Long Term Evolution (LTE) networks [START_REF] Holma | Evolution to LTE-Advanced[END_REF] and IEEE 802.11p or Wireless Access in Vehicular Environments (WAVE) [START_REF]Standard for Wireless Access in Vehicular Environments (WAVE) -Architecture[END_REF]. LTE is one of the most promising technologies for the next generation of wireless broadband access networks, and IEEE 802.11p for vehicular environments, being adopted as the access medium for the WAVE (Wireless Access in Vehicular Environments) IEEE P1609 family of standards. On the one hand, the evaluated methods decrease the load in the backbone and, on the other hand, can spread the alert messages even to people who have no direct access to the backbone structure.

The MBMS (Multicast/Broadcast Multimedia Service) is an enhancement of the UMTS (Universal Mobile Terrestrial Service) system [START_REF]3GPP -3rd Generation Partnership Project web site[END_REF]. It provides a point-to-multipoint capability for Broadcast and Multicast Services, allowing resources to be shared in the network. The MBMS Bearer Services takes care of the radio link's operation link between the Radio Access Network (RAN) and the Mobile Terminal. It can deliver multicast datagrams to multiple receivers, thus minimizing the network and radio resource usage. This architecture introduces a new functional entity, the BM-SC (Broadcast/Multicast Service Centre). It consists of five sub-functions: membership, session and transmission, proxy and transport for signaling, service announcement and security. The MBMS enables a smart usage of radio-network and corenetwork resources, providing a more efficient radio interface. Using this technique, multicast packets can be forwarded from one source to many receivers without overloading the network and consuming the scarce radio resources. As the LTE of the cellular systems enhances the RAN's capacity and efficiency, the MBMS is evolving and adapts to benefit from these improvements.

Today, the most used multicast routing protocol is the Protocol Independent Multicast Sparse Mode (PIM-SM) [START_REF] Fenner | Protocol Independent Multicast -Sparse Mode (PIM-SM): Protocol Specification[END_REF]. PIM-SM can use either source-based trees or shared trees.

Source-based tree, or shortest-path tree, is a spanning tree that provides the shortest path from the root, data source, to each of the leaves, the receivers. In shared trees, the multicast groups have a common root, the rendezvous point (RP), regardless of source. The traffic is forwarded down from the shared tree and RP to reach each of the receivers. The shortest-path tree has the advantage of being typically smaller from the leaves' point of view; however, the spanning tree typically saves more network resources. Figure 23 presents the main components of the PIM protocol and the messages involved in the registering process. The registering must be renewed periodically. These messages, plus the periodic hello message, are responsible for the overhead the multicast imposes on the network.

The objective here is to develop a tool to develop a generic tool capable of receiving alert messages from external surveillance networks, e.g., SECUNET [START_REF] Thales | Manuel utilisateur pour les abonnés du réseau Secunet[END_REF]. We developed the application in java so that it can be deployed on a broad range of devices. The tool can use both VAP (Virtual Access Point) and multicast transmit/receive alert messages, following the PIM protocol. The tool is divided into server and client parts. The server is responsible for obtaining the authorities' alerts and retransmit them through multicast and VAP to the near nodes. The clients are responsible for receiving the message, show it to the user and retransmit the message as a VAP. In this way, nodes near to one that received the message but is not connected to the Figure 23 : PIM components and register process leading network will also receive the alert message. Figure 24 shows the window of the server part of the alert message application. As we can see, the alert messages are decoded and shown comprehensively to the user. At the same time, automatically, the message is rebroadcasted to the neighbor nodes.

The experiments consist of real data transfer over WiFi interfaces. We are interested in verifying the impact of multicast over a small network to project how the system would behave in a larger scenario. The developed tool has little data traffic, as it works only with alert messages.

The graph of Figure 25 shows the impact of multicast over an eight nodes network, varying the number of receivers. Even though this is hardly perceived in the graph for one stream, the number of messages generated by multicast use is slightly bigger than the one caused by the stream's simple transmission. This is understandable since the multicast protocol has an overhead in terms of messages in the network. However, when we increase the number of receivers, the multicast overhead is largely compensated by the number of saved data messages. On top of that, the graph shows the number of messages transmitted, not the number of bytes. If we considered the number of bytes, the difference would be even bigger. Normally the multicast control messages considerably smaller than the data messages. However, here we The warning stream generates one packet at each minute, with or without warning alert, to maintain the multicast running. Suppose we consider this as the data traffic required by the application. In that case, we can perceive that multicast use, only for these alerts, represents a considerable overhead for the network. In this case, it is better to have an on-demand mechanism, and only when the warning is required the messages are generated. It is precisely what happens with the VAP part of the tool. Even with low data traffic, it is important to have an alert network up and running. We could consider that as insurance, one pay it even though he/she expects will never need it. In case of a disaster, this is the price to pay to be able to send the important alerts efficiently. 

Architecture for Drones for PSN Autonomous Drones Fleets

Here we propose an architecture to enable the creation of autonomous drone fleets to help over disaster scenarios. The proposed architecture comprises specialized drones to accomplish specific tasks and an internal module organization to grant them to achieve their objectives. Among the tasks we believe drones could excel in performing over disaster scenarios, we can highlight: providing a temporary communication structure, creating up-todate maps of the affected region and searching for hot spots where the rescue teams may have more chances of finding victims. For example, drones equipped with infrared cameras, deep penetration radars, or even detect the radio signal from portable devices. All these activities require specific competencies, and thus more than one kind of drone and sensor equipment is needed to accomplish all of them. To be efficient and useful in the terrain, the drone-based fleet needs to be autonomous and capable of self-organization. Figure 27 presents the main types of communication equipment available for PSNs deployment, including different drone types.

In a catastrophe scenario, the first couple of hours are crucial. It is when we have the highest probability of rescue people alive, is also when the available human resources are scarcer. Affected people require immediate attention, and all the available human resources resources and the urgent need for information are more than enough reasons that justify using autonomous drones to collect the maximum of information and provide communication over the affected areas. However, drones' utility may go beyond the data gathering. Flying drones can be used, for example, to evaluate if a search spot presents a danger or not for the rescue team or monitor the rescue activities. For instance, sometimes dogs help to search for victims, drones can follow these dogs and warn when they find a new searching place. Drones can also perform more active, such as identifying hotspot areas, i.e., areas where we can find victims.

For example, if people are with their mobile phones during the disaster, even if they cannot call for help, it is possible to use the mobile phone signal to find the place where it is most probable to find people [START_REF] Sebastien | Using general public connected devices for disasters victims location[END_REF]. However, to accomplish all of these, drones need to act as fast as possible and self-organize. The smaller the time we take to evaluate the damages and identify victims, the bigger the chances of saving lives. To increase the efficiency of drones and decrease the time required to cover the target region, we can multiply their number and parallelize it. Each of these boxes' role is the following: the MAC (Medium Access Control) layer provides the network abstraction to all the other modules. It hides the network technology's specifics to be used and can be interchanged to evolve or adapt to local regulations and standards. The radio management sub-system is responsible for controlling the radio's power and optimizing communication with the other drones. The self-organizing network module is responsible for exchanging messages with the nearby drones and for coordinating the efforts.

The information relying module is responsible for receiving data from the other drones and either forward it to the next drone in the destination's direction or relay the data until the drone finds either the destination or some other drone is going in its direction.

The mobility management module is responsible for planning the drone's mobility considering the objectives and the other drones' possible actions on the region. The navigation and flying control module is responsible for implementing the planning done by the mobility management module. Based on geographic information, e.g., Global Positioning System (GPS) data, it controls the route and the engines' power. The navigation and flying control module is the architecture component responsible for managing the flight direction and speed. The energy management module is in charge of keeping track of the remaining energy and warning when Figure 28 : Layered organization of modules common to all drones, independently of their type it is time for the drone to return to the base. In case the drone's power gets critically low, this module starts the emergency procedure. The emergency procedure, among other actions, consists of sending a distress message with the current position, safely landing the drone and repeat the distress message at regular intervals.

The application layer is dependent on the task to be done at the time, the kind of drone and the type of sensors available. The application should also be interchangeable since the drones' tasks may evolve during the rescue operation effort. The cognitive module, vertical to all the others, provides generic AI algorithms to help with all other modules' decision-making activities. For example, the mobility management module may use it to infer other drones' actions to optimize the area's coverage. The energy management module may use it to decide the best moment to return to the base. I.e., based on energy consumption, how much power the drone should spend to fly from the point he is to its recharging base.

Considering the work they can perform, even one drone alone may already greatly help the relief effort activities. However, to be effective and thoroughly explore the drones' potential, more than one kind of drone would be required. Our architecture also comprises autonomous communication and coordination, mechanisms to enable the efficient use of different types of drones, and their specific characteristics, over disaster scenarios. The central architecture is depicted in Figure 29.

The proposed drone organization comprises three different specialized drones, performing various tasks over the first hours after the crisis outbreak. The three categories of drones we target are blimps, fixed wings (horizontal axis) and rotary blade (vertical axis) drones. We consider drones to be aware of their autonomy and the required energy to reach the closest recharging station. When they perceive the amount of remaining power is getting close to the limit, they warn the nearby drones that it needs to leave the formation. This warning also implies that someone else will need to take over its duties, depending on the activity it is performing. Nearby drones will then organize themselves and, if required, select the one who will take over the interrupted task. These basic principles apply to all three types of drones.

One of the main tasks drones may perform is to provide temporary communication infrastructure. Stable and low energy-hungry devices should compose the central backbone infrastructure. Ideally, blimps could fulfill this role quite well. They are stable and, given its characteristics, present a much more considerable autonomy than the average drone. For example, the X-Tower from Stratxx can fly for 23 days broadcasting 12 digital TV channels during all this time [START_REF] Stratxx | News Release[END_REF]. Flying also at a relatively high altitude, a blimp's coverage footprint may provide a significant advantage. Interconnecting multiple blimps can extend the covered area. The architecture proposes that backbone nodes should have two interfaces, the intent is to avoid signal interferences. The first interface objective is to work as an access point to other nodes, and a second interface is dedicated to handling the backbone traffic. I.e., routing other backbone nodes traffic and accessing the backhaul. Fixed-wing drones have a lower autonomy than blimps, but they can cover a given region much faster. The fixed-wing drones can coordinate themselves directly, through the blimp backbone, or even through the ground backhaul if they are in its communication range. This coordination is essential to grant a full and optimal region coverage by the fixed wings drones.

Vertical axis drones have, typically, a smaller autonomy than blimps and fixed wings drones. However, they have other advantages. They can fly in every direction, horizontally and vertically, as well as hover in a fixed position. They can also steady fly close to the ground to provide high fidelity data from Ground Penetrating Radars (GPR) and the sensing of weak Figure 29 : Multi layer organization of the drones fleet, highlighting the instantaneous communication links. (A) represents the blimps that can have a higher autonomy and stability. For these reasons, blimps can be used to form a communication backbone. Fixed wing drones present also good tradeoff energy/speed and can be used to provide opportunistic communication links. These drones can go high their vision angle (B) is higher than vertical axis drones (C). Finally, we have the vertical axis drones that, even though present a lower energetic efficiency, have better maneuverability and can adapt their speed to the characteristics of the terrain. portable device signals. Giving its characteristics and limited autonomy, to be effective, horizontal blade drones should concentrate their efforts over the interest spots, e.g., collapsed buildings, avalanche and mudslides runout zones. These drones' interest spots can be provided by the rescue teams or even automatically detected from the high fidelity maps created by the fixed-wing drones. It is also essential for these drones to coordinate themselves for providing full, non-overlapping coverage of the target area.

Surely enough, search and rescue operations can make usage of drones for a fair amount of activities. However, if not autonomous and capable of self-organization, these elements can be more of a burden than a help in a catastrophe scenario. Rescuers must focus on the activity they have at hand, which is saving lives. It is not productive to make them spend their time handling drones and their tasks. The proposed architecture intends to provide the organization required a fleet of drones to autonomously, in a push-button way, scan the region and provide useful information. Another intention of the proposed architecture is to use this fleet to communicate over disaster areas, even for severely affected areas. Drones should be able to perform opportunistic communication and coordinate with the nearby nodes. In a disaster scenario, store-carry-and-forward techniques may be the only way to convey critical information among the computational elements. Drones can exchange information with each other about the route and strategies they are taking. If they are moving in the operations center's direction, for example, they can carry other drones' messages until their final delivery at the destination. In the same way message ferries are designed [START_REF] Bahadir | Message ferries as generalized dominating sets in intermittently connected mobile networks[END_REF].

Nodes localization

In mobile peer-to-peer (P2P) networks, a node should know its geographical position and nearby nodes [START_REF] Wymeersch | Win, Cooperative Localization in Wireless Networks[END_REF]. This may help find more stable connections or indicate the user's mobility patterns or even which services are available nearby. Unfortunately, even though desirable, the positioning information is not always available or requires specific hardware. For example, simple nodes such as sensors may not be equipped with Global Positioning System (GPS) technology or are placed indoors, where the GPS signal may be unavailable. Here we present a distributed method to determine nodes' positioning in a wireless peer-to-peer network.

The approach makes use of smart antennas beamforming transmission to figure out the position of nearby nodes.

In contrast to other methods, our technique needs only one reference point to determine all other nodes' positions in the network. Beamforming is a signal processing technique thanks to which a node with two, or more, antennas can direct its transmitted signal. With the transmitted signal in a specific direction, we have a hint of the position of the node. We can define the nodes' position in the overlapped area with two transmissions in different directions.

These nodes can then become reference points since now they are aware of their position.

Repeating this process repeatedly, we can propagate the position information over the other nodes of the network.

The directed communication, or beam, is used to probe the area, to find nearby nodes and their direction relative to the node transmitting the beam. Replies to this probe beam are sent in an omnidirectional way since the target node may not know its position or the beam sender's one. After the position-learning period, communication between nodes may be done through beams. This, by itself, is already an advantage since it would considerably decrease the amount of interference on the network and increase the spectrum reuse. In the future, given the expected popularization of Machine to Machine (M2M) networks [START_REF]Cisco Visual Networking Index: Global Mobile Data Traffic Forecast Update[END_REF], the number of communication devices will tend to increase significantly, so the rational use of the spectrum will be essential to enable effective data exchange. This work enables the discovery of nearby nodes without the help of an external source.

Only one node needs to know its initial position, but even that could be a self-defined position.

For example, the node with ID 1 could say it lies at the origin of a Cartesian coordinate system, and all other positions would be fixed relative to it. Moreover, this node will also fix the Cartesian grid defining the relative position of its neighbors. This relative reference will afterward be propagated through the network. This system could be applied in any environment, even in places where other localization methods are not available. GPS is perhaps the most well-known location system; it provides an excellent lateration framework for determining geographic positions. However, as it depends on a satellite constellation, its signal is not present everywhere. The proposed approach could be used in virtually any environment, for example, indoor environments, deep-sea communications or even in other planets exploration [START_REF] Gebhardt | NASA seeks to boost Mars communication network ahead of human missions[END_REF].

Our method is classified as Received Signal Strength (RSS), where antenna arrays are usually employed to measure differences in signal arrival times at different antenna elements.

In Received Signal Strength (RSS) [START_REF] Cheung | Least square algorithms for timeof-arrival based mobile location[END_REF], if the transmitted power and relation between distance and power are known, one can use this information to estimate the distance between the transmitter and the receiver. The method accuracy is intrinsically linked to the propagation model's quality to transform the different received RSS into real-world coordinates. Several statistical models have been proposed, some more accurate than others [START_REF] Pahlavan | Indoor geolocation science and technology[END_REF][49][50] [START_REF] Li | Accurate angle-of-arrival measurement using particle swarm optimization[END_REF]. For this work, we are interested in proving that the method's viability, so we will use a simple model. However, the more accurate the model, the better will be the precision of the found positions.

The radiation pattern, or antenna pattern, is the graphical representation of the antenna's radiation properties as a function of space. The antenna pattern describes how the antenna radiates energy out into space or receives energy from it. The radiation pattern model we consider in this work is described by the following formula [START_REF] Calcev | Antenna Tilt Control in CDMA Networks[END_REF]: Equation 3: Model for antennas' radiation pattern

A dBi = G -min (12 ( θ rel θ 3dB ) 2 , att max ) ,
where G represents the maximum gain of the array, attmax the maximum possible attenuation, θrel is the angle of a mobile node with respect to the direction of maximum propagation of the array, and θ3dB is the angle between the points in the main lobe that are down from the maximum gain by 3dB. Figure 30 shows the relation among these elements graphically, where a node in the origin of the cartesian map finds the position of a node MN in the northwest. The relation for nodes in other directions follow the same principle. The received power by the target node, when in the main lobe direction (dirmax in Figure 30), is given by: Equation 4: Model for received power when in the main lobe direction

P rx = 10 A dBi 10 d α
where α is the Path Loss Exponent (PLE) and d is the distance between the source and destination of the communication. While α is not necessarily known a priori, it could be estimated. Different approaches to estimating it requires knowledge of different quantities. In [START_REF] Alam | Dynamic Path Loss Exponent and Distance Estimation in a Vehicular Network using Doppler Effect and Received Signal Strength[END_REF], a vehicular setup, in addition to the RSS measurements, α is estimated due to the Doppler effect. In [START_REF] Gholami | RSS-Based Sensor Localization in the Presence of Unknown Channel Parameters[END_REF], joint estimation of a target node's location, transmit power, and/or the path loss exponent, based on RSS measurements is investigated; the measurements are collected at N reference nodes with known locations. If both the transmit power and the PLE are known, N≤4.

Moreover, the quality of the estimate depends on their locations. In [START_REF] Zeytinci | Location Estimation using RSS Measurements with Unknown Path Loss Exponents[END_REF], joint location and PLE exponents are also considered in a multicellular scenario where different cells have different PLEs, and directional antennas are used at the base stations. In [START_REF] Hu | Self-Estimation of Path-Loss Exponent in Wireless Networks and Applications[END_REF], the PLE is estimated using only locally received signal strengths but requires knowledge of neighbor nodes' distribution.

Figure 30 : Here we consider the antenna array in the origin of a Cartesian system, transmitting in its west direction and the MN is in the second quadrant. The angle we want to compute is θrel. This is achieved by calculating α, , 𝛂 = 𝐭𝐠 -𝟏 ( 𝐛 𝐚 ) and considering an estimative of the distance between node A and the mobile node (MN). Since MN is in the second quadrant, 𝜷 = 𝟏𝟖𝟎 °-𝜶, and 𝝑 𝒓𝒆𝒍 = 𝒂𝒃𝒔(𝒅𝒊𝒓 𝒎𝒂𝒙 -𝜷). Here dirmax = 0° because the antenna is transmitting in its west direction. Substituting this in Equation 3, we can calculate AdBi and so from Equation 4 the power received. Then we verify if the node MN is connected to node A by simply imposing a power threshold (Sensitivity in Table 3).

We consider a wireless network with N nodes in a given environment E. We also have P nodes, P<N, that know their own position, i.e., landmarks. ∀ n∈{1,…,N}, node n has an array of antennas capable of omnidirectional transmissions and directing the main transmitted signal in D directions, with an aperture angle of θ3dB. Time is discrete, and at each time slot t, nodes may either transmit or receive messages. For a node to receive an ACK for a message sent, at least two time slots are required, one to send the message and another to receive the ACK, assuming the time to process the message is negligible. The goal for all nodes n∉P is to learn their position, based on the information received from their neighbors. All other messages not directly linked to this objective are ignored. ∀ n∈N, n is capable of performing both omnidirectional and beamforming communications. Nodes can communicate if the received signal strength, Prx, of the transmitted packets is above a given threshold. Node n can measure/calculate the RSS from messages sent by other nodes n'∈N. Messages are exchanged only among neighbors, nodes are sincere and cooperate with others; they do not propagate, on purpose, wrong information.

Nodes that know their position transmit beacon messages, in distinct directions, every two-time frame. Whenever a node receives a beacon message, it answers with an omnidirectional ACK during the next time frame. The key aspect of the proposed method is that the beacons are sent with directional beams and that the ACK contains the beam id and the received signal strength of the beam. One can control the direction and size of the beam, controlling dirmax and 3dB. The bigger 3dB, the larger the beam, and the larger the area covered.

Another essential aspect to consider is that the source does not issue beacons in completely disjoint directions. There is always an overlap between two consecutive beacons; this is illustrated in Figure 31. The position defined over only one beam transmission is ambiguous.

When node A receives the first ACK from node C, using Equation 3 and Equation 4, node A can estimate two possible node C positions. However, it is not possible to determine which of these two the correct one is. When node A transmits the second beam, the main beacon direction is not the same. This means that the angles have changed; when node A receives the second ACK from C, node A can calculate two new positions with the received power for the 45 o beam. Now we have four possible positions for C, two of which are closer to each other than the others. If we ignore for the estimation errors, these two positions should be the same. The angle of arrival could also be used to decide which one of the two points is most probably the correct one [START_REF] Sayrafian-Pour | Application of Beamforming in Wireless Location Estimation[END_REF]. However, the angle of arrival measurements may accommodate a series of errors due to multipath and wrong angle estimations [START_REF] Xiaorong | A Precise 2-D Wireless Localization Technique Using Smart Antenna[END_REF].

We evaluated the solution's feasibility through a series of simulations where we vary the number of nodes, the number of landmarks, and the nodes' speeds. The used parameters, and their variations, are specified in Table 3. The graph of Figure 32 shows that the localization information is spread quite fast, even for networks with just one initial landmark. The proposed scenarios take around fifty timeslots for all nodes in the network to estimate their position. This value is linked to the beacons' propagation speed over the network and is consistent for all different network densities, node speeds, and even with mobile landmarks. We simulated the case of a static network with only one landmark. We do not insert any noise, so the error is zero for all the nodes in the fully static network. When a node learns its position, this is always the correct one. Even in this case, the spread of the position information follows the same pattern described in Figure 32.

Setting

On the other hand, the number of initial landmarks affects the positioning information spreading over the network. When we increase the number of landmarks, we also decrease the error, and Figure 33 exemplifies it. We can observe that when the percentage of landmarks increases, the aggregated error on the network decreases. The cumulated error is the sum of the error between the believed position and the real position for all network nodes during all the simulated time. For all experiments, we always have at least one node acting as a landmark.

The 0% landmark means we have only one landmark that gets its position from an external During the execution, if nodes receive two, valid but different, estimations about their position, they can evaluate the error in the information they are getting. In this way, nodes may have a hint of how far, at least, they are from their real position. Figure 34 shows the average perceived error by nodes during the time. We can observe that, in the beginning, the error is more significant since we are in the bootstrap phase. After we get into the regime phase, the chainsaw behavior of the error is due to the fact that it takes one full scan to return the position information to the nodes. Nodes should be prepared to have this cyclic error behavior. As expected, the error is directly related to the speed: the bigger the speed, the bigger the error variation.

The perceived precision is a characteristic of the messages that arrive at the node and are received under the regular protocol message processing work. No new error message is added to the network, and it is independent of the distance between mobile nodes and the landmark. For small mobility networks, this self-assigned precision error is relatively precise.

For the 1% landmark network, with 1m/s mobility and static landmarks, on average, the selfassigned error is 10.85% smaller, compared with the real one. For the same scenario, with just one landmark, the assigned value is 55.53% smaller than the real one. The precision drops Figure 34 : Average perceived position error for each node through time, considering different speeds and number of landmarks, for mobile landmarks, in a 150 nodes network drastically for higher speeds: the self-assigned error for the 60 km/h scenario is recognized to be, on average 85.28% smaller than the real error.

The initial challenge for this work was to create a localization system that could depend on the smallest possible number of landmarks. We determined the position of all nodes in the network using only one reference point. Using beamforming, each landmark can find the position of all its neighbors independently of any other landmark. The only thing it needs is two consecutive ACKs, with the respective 𝑃 𝑟𝑥 to estimate the position of the target node. Contrary to previous works on P2P localization, our proposal does not depend on any external position system. Just one node needs to know its position in the beginning. All other nodes can then be positioned relative to the first node.

Tools for simulation

During my career, I used simulations in various works, but I was also lead to work on providing simulation tools for others. This section will present the work done over providing mechanisms for network simulations and the testbed platform developed for the CopKit project (https://copkit.eu/). DCE is structured around three separate components, as depicted in Figure 35. First, the lowest-level core module handles the virtualization of stacks, heaps, and global memory.

Direct

Second, the kernel layer takes advantage of these services to provide an execution environment to the Linux network stack within the network simulator. Third, the POSIX layer builds upon the core and kernel layers to re-implement the standard socket APIs used by emulated applications.

DCE executes every simulated process within the same host process. This singleprocess model makes it possible to synchronize and schedule each simulated process in turn from the simulator event loop without having to use inter-process synchronization mechanisms.

Moreover, it allows users to trace an experiment's behavior across multiple simulated processes without the need for a distributed and usually complex debugger. Threads in each simulated process are managed by our task scheduler with the synchronization in the simulated host and isolated from the other simulated hosts' threads. This allows the host-level debugger to automatically gain knowledge about the location of our simulated stacks through the list of threads, thus ensuring very reliable backtraces during debugging sessions. Similarly, we take great care to track and isolate the heap of each simulated process.

The most challenging aspect of the single-process model, though, is the virtualization of the global memory. Since the host program loader's objective is to ensure that every process contains no more than one instance of each global variable, we provide a specific loading mechanism to instantiate once the same global variables for each simulated instance. Each In order to illustrate the limit beyond which experimental results are not accurate, we report in Figure 38 the maximum throughput that Mininet-HiFi can handle. With the machine used to perform these tests, the upper-bound traffic for Mininet-HiFi remains stable when the number of nodes is less or equal to sixteen. When the number of nodes exceeds sixteen, we observe the presence of packet loss and that the packet processing capacity starts to decrease.

This behavior is expected because the machine used for emulation has limited available hardware resources, which may impact the performance of real-time emulation of CPU-greedy experiments.

To evaluate DCE's reproducibility, we replayed an experiment described in the literature: a Multipath TCP (MPTCP) experiment presented in the paper [START_REF] Raiciu | How hard can it be? Designing and implementing a deployable multipath TCP[END_REF]. MPTCP is an extension of the standard TCP, allowing multiple subflows with different IP addresses without modifying user-space applications. This new transport protocol makes it possible to increase the throughput of an application by running it over various links. In this use case, two wireless links (LTE and Wi-Fi ns-3 protocol stack implementations) are set up on a simulated host.

These two links are simultaneously used to increase application throughput.

Figure 37 presents the average received goodput at the end node using a single TCP connection over Wi-Fi, LTE and an MPTCP connection. Unsurprisingly, we note that the goodput obtained with the DCE-based experiment increases when the buffer size increases, as the original paper demonstrated. Still, the performance differs from the original result in the following ways. First, for the two TCP measurements (over LTE and Wi-Fi), no significant goodput improvement is observed when increasing the buffer size. At the same time, the impact is more noticeable on the TCP over the 3G link experiment of the original paper. Second, the maximum goodput achieved for MPTCP ranges from 2.2Mbps to 2.9Mbps, while it varies from 2Mbps to 3.2Mbps in the original article. The differences observed could be due to different end-to-end delays between the two experiments, as the round-trip-time can have a significant impact on the throughput performance. 

Simulation Platform for Content-Centric Networks

Here we present a complete solution to develop and test new algorithms over simulated Content Centric Networks (CCN). For economic and practical reasons, it is hard to deploy CCNx [START_REF] Ccnx | [END_REF], an open-source implementation of CNNs, over large network setups. As a result, the greatest part of the researchers evaluate their propositions over small and static topologies, i.e., networks smaller than ten nodes and, typically, always connected in the same way.

Although these small network topologies may validate a new approach and identify performance tendencies, they are not representative enough to evaluate the full impact/overhead of protocols over realistic scenarios. Using the simulation environment proposed here, one can simulate large, and complex network setups inside their own machines. The framework uses DCE, discussed in section Direct Code Execution, to run unmodified CCNx code over real, or simulated, network stacks on the top of the ns-3 network simulator.

CCN researchers can use this framework to validate their protocols, using real CCN and network stack implementations, in a controllable and repeatable way. Developers can easily implement their ideas, choose the kind of evaluation approach, or mix methods that best suit their needs. For example, using the proposed framework, it is easy to validate a new caching protocol, implemented over CCNx, using a mix of simulated, emulated, and real node topology.

On top of that, as the framework uses unmodified CCNx code, the very same code can, afterward, be executed in real networks without any change. Users can also easily debug the network using their preferred C++ debugger. For example, one can use gdb to follow a packet from source to destination, following it over all the path nodes. It is also possible to add breakpoints and stop the simulation at specific moments to verify the state of variables and packet headers on any layer of any node of the simulated network.

This emulation scenario grants the best trade-off possible for researchers since it allows:

i. a fine-grain control over the experiment, ii. easily configurable and modifiable setups, and, For the platform's evaluations, we chose the scenarios described in the article of Van Jacobson et al. [START_REF] Jacobson | Networking Named Content[END_REF] along with an extension of the topology described in [START_REF] Psaras | Modelling and Evaluation of CCN Caching Trees[END_REF]. Figure 40 shows the network topologies used for the validation of this framework. The first topology is composed of two connected nodes where the throughput of CCN and TCP is compared. The second scenario described in [START_REF] Jacobson | Networking Named Content[END_REF] consists of a source connected to a cluster of sink machines.

The link between the source and the cluster has a smaller bandwidth than the link between the source. The cluster has a smaller bandwidth than the link between the first router and the cluster machines. This configuration is depicted in Figure 40, Topology (b). This scenario intends to verify the sharing performance of CCNs, measuring the file downloading time for all the cluster machines. The topology described in [START_REF] Psaras | Modelling and Evaluation of CCN Caching Trees[END_REF] is a tree where the root is the source, and the clients are leaves. This topology studies the spreading of files over the network and the efficiency of the used cache policy.

We extended the topology proposed in [START_REF] Jacobson | Networking Named Content[END_REF] from 6 to 150 sink nodes. The same basic experiment is also executed over a topology inspired by Psaras et al. [START_REF] Psaras | Modelling and Evaluation of CCN Caching Trees[END_REF]. However, instead of using 12 nodes, we extended the topology with ternary trees, as described in Figure 40, We can perceive the proposed topology's efficiency and the CCN caching police's efficiency for large client pools. However, the behavior for small client pools is interesting. We can observe that up to 10 clients, TCP is as fast as CCN. Not as a surprise, the bigger is the percentage of bottlenecks, the longer the data gets to be transferred. One of the main problems when developing purpose-specific software for any field is to have access to quality and representative data to test new theories and the efficiency of applied methods. For law enforcement systems, it is no different, with even more significant constraints. The access to representative and quality data is even more challenging once the access to real police data is subject to a series of legal regulations, and LEAs can hardly provide access to their real databases to researchers to evaluate the impact of their theories. The most important component of the project is the data the system manipulates; in the end, even the best systems or up to date AI methods are only as good as the input data they have.

One of the CopKit project's contributions 1 , and what differentiates it from other projects, is that it makes available to partners a secure platform to access real LEA data. The objective is to project partners to test their theories over real LEA data. The testbed is designed to run in a 100% isolated machine, with no internet access and no possibility of data extraction other than the secure platform API itself. Partners will transmit their scripts to, at first, the French Gendarmerie, that will be in charge of load the code into an isolated platform and collect the experiment results to send them to the partners.

Smaller experimentation testbeds exist, but these are linked to specific partnerships between a given LEA and a particular company or research institute. As far as we know, this is the first reusable experiment structure that uses real LEA data open to the research community.

The framework will be made available so that other LEA agencies can profit from the research community's results over their data and evaluate the proposed techniques' impact and results.

The proposed framework can be used by LEAs as a benchmark platform to compare different vendors and proposals on a clean and fair basis. Nowadays, LEA agencies are obliged to believe in the providers and their own benchmarks. In some cases, the software, when applied over the real LEA data, is coherent with the provided benchmarks, but sometimes no. An open-source, freely available framework can change the way LEAs evaluate their options in software acquisitions.

Data leaking is a primary concern for the platform. To avoid any possibility of information leaking, access to the data will be possible only through secure and logged APIs, and any experimentation result will also be accessed through the same secure API.

Experimentation reports will be provided, and subject to the same constraints, the reports will need to use the specific and logged secure API. Researchers have access to statistical data linked to the quality of their results and the way the experiment performed, but no raw data will be allowed to leave the testbed.

The platform relies on docker virtual machines where each experiment always has access to data in the same initial state. The provided data is real operational historical information. The testbed is not intended to be directly linked to any operational database.

Experiments are not allowed to change the data on the data source, and this must be guaranteed.

They can make local copies if they wish, but the platform will prevent any change in the primary data source. The virtual machine approach guarantees the experiments' compartmentalization, and these parallel experimentations will not interfere with each other.

The platform is entirely built using Python and a small part in Javascript for the graphical interface. We relied on standard frameworks such as Flask [START_REF] Ronacher | Flask, web development one drop at a time[END_REF] for defining the REST interfaces and Django [START_REF] Django | The web framework for perfectionists with deadlines, Django Software Foundation[END_REF] for the user interface platform. Not only Python is a well-known language with a large community all over the world. The chosen virtualization technology is Docker, which is also one of the most used Containerization tools available [START_REF]Enterprise Container Platform for High Velocity Innovation[END_REF].

Containerization is a relatively new lightweight virtualization technique that presents a series of advantages over standard virtualization methods [START_REF]Container Virtualization[END_REF]. Docker's choice is motivated by the fact that it is free and is a lightweight virtualization option proven to be reliable and with a large community of users. Another advantage of the large Docker's community is that there is a constant search for vulnerabilities as today 2 , one hundred and six vulnerabilities registered in the NIST vulnerabilities dataset are associated with Docker. However, as soon as one is found, the community work on ways to patch the vulnerability [START_REF] Karmakar | How to find and fix Docker container vulnerabilities in 2020[END_REF].

The platform relies on Elasticsearch [START_REF] Karmakar | How to find and fix Docker container vulnerabilities in 2020[END_REF], a powerful NoSQL search and analytics engine. Elasticsearch is often ranked as the best and most used search engine [START_REF]DB-Engines Ranking of Search Engines[END_REF] and one of the best database engines in all categories [START_REF]DB-Engines Ranking[END_REF], with the advantages of being opensource, free and based on a REST interface. All the power and expressiveness of Elasticsearch's search engine are provided to the partners, but experiments are not allowed to act over the data and alter it, e.g., delete, update and post actions are not allowed. On the other hand, the platform operators (LEAs) can fully interact with the platform's data source through Kibana, the elastic stack's data visualizer. This enables LEAs to create different datasets, add, remove and update elements on the datasets as they wish. It also enables LEAs to exchange the used dataset, at their will, for different experimentations.

The platform is designed to run in an air gap machine, i.e., a machine without any network connection, neither internal nor external ones. Partner's required data for the experimentation, configuration file and docker image need to be copied into the experimentation machine through a temporary storage device. After that, the LEA agent can, through the graphical interface, upload the data and run the experimentation. Figure 43 presents a schematic representation of the components and the experimentation processes on the testbed platform. To guarantee interdependence and neutrality among the partner's experimentations, the platform is based on the concepts of virtual machines and REST interfaces. The LEA has no access to the sent code content, but everything is automatically saved for later accountability if needed. The network addresses and configuration are created on the fly with random parameters, and communications over the platform that concern data transfer are encrypted.

Keys are generated for each experiment, and random keys are associated with the secure channels between the main components each time the platform is restarted. This intends to guarantee that successive experimentations could register the information linked to the keys and use it to attack the platform's elements.

The elements represented in Figure 43 As the platform framework relies on a uniform and well-known software stack, we hope it will improve the testbed acceptance and foment the community's participation in providing improvements. Another aspect we consider extremely important for the platform is that it has to be as simple to use as possible for LEAs. For the project's success, not only its installation and startup must be easy, but the everyday use has to be simple and decrease the probability of errors for LEA agents using it. For example, by default, the platform does not start if the machine is connected to the network. It intends to avoid the operator's mistakes where the platform is run by accident on an internet-accessible machine. Another example is that, even though the platform collects a series of data over the experimentation run, the safe sent files to the external partners are grouped in one single folder apart from the main logs files. Again this intends to decrease data leaking risk, as it gives an easy and straightforward way for operators to identify the safe data to send. Figure 44 presents the main interface of the developed platform. smartphone has no 4G built-in, and 4G access is desired, it is mandatory to buy a new device.

System on Chip

Although the need for new devices has been the paradigm so far, a far more user friendly, ecological and overall smart approach would be to have a device able to implement an extensive range of technologies, even ones not yet developed. This represents a significant step forward in flexibility for medium access and protocol stack implementations.

SDR platforms such as GnuRadio have an important role to play in future physical access networks and their possible convergence. SDR architectures are more flexible, easier to develop and test than the traditional system on chip ones. However, today, SDR is still not commercially viable for small multi-purpose devices. From a strict hardware point of view, SDR is just too computationally intensive and cannot work over standard smartphones.

Embb proposes implementing, in hardware, the computationally intensive operations that these SDR technologies require. For example, Fast Fourier Transforms (FFT) or vector operations are the kind of process that SDRs need to implement but have a high computational cost when performed using software by a General Purpose Processor (GPU). Instead of calculating the FFT in the GPU, the SDR could delegate the calculation of the FFT to one of the Embb DSP units. The transformation would be performed at hardware speed, and even more, this would free the central processor to perform other tasks. Embb allows the technology Embb architecture is already functional, and, even though still in development, an initial release is already available for download 3 . Users can already create applications using the Embb framework and execute their applications either in simulation (SystemC or VHDL) on the Xilinx Zynq. All Programmable SoC [START_REF]Zynq-7000 All Programmable SoC, Retrieved 15[END_REF] processing platform or on classical FPGAs, where the LEON3 Sparc processor from Aeroflex Gaisler plays the role of the GPP. A pure, bitaccurate, emulation software library is also available for algorithmic development and evaluation. Embb also provides drivers for MutekH, a free, portable and flexible operating system for embedded platforms. It is composed of libraries built on top of an exo-kernel designed to support heterogeneous multiprocessor platforms and real-time applications.

Geo-time forecasting

Reacting to criminality is not enough in our increasingly digitalized societies. In a context of budget limitations, law enforcement agencies must optimize the use of their forces.

In order to achieve this optimum, new pro-active approaches must be used. Criminality evolves fast, and offenders now easily have technical means to extend their sphere of operation and the speed. Developing a proactive approach means anticipating criminality and acting according to the new information prediction gives us. Given these facts, it appears vital to offer means of action based on data science and artificial intelligence to decision-makers directly in contact with the field. Here we introduce the work done at French Gendarmerie to forecast criminality based on the time-series analysis of historical criminal data.

The factors that push someone to commit a criminal act varies greatly. Still, sometimes we can foresee some logic on criminality. For example, we can detect seasonality or repeatability elements, which can be understood and forecasted. However, there is a part of randomness in crime driven by endogenous and exogenous characteristics within what we will call a pseudo-random process. It is hard to detect one person's behavior, but if we consider a specific population, on average, it is easier to detect behaviors. We may not be able to predict one specific person's behavior, but statistically speaking, we can determine social behavior tendencies. Moreover, like any other human activity, criminal activity is influenced by external facts such as climatic conditions, seasonal activities, and holidays, among others. Many of these influences are seasonal and linked to the population's movements. For example, during the summer, places near the sea are more prone to have pickpockets. In wintertime, we find a rise in this criminal activity in regions near ski resorts. When we order this activity by time, we can use time series analysis to forecast criminals' behavior and put countermeasures to constraint its spread. Repression and prevention are two of the main ways to fight criminality. Repression occurs after the crime is committed, with a punishing objective, while the prevention tries to avoid criminal activity before it happens. The late approach has several advantages over the first one. These advantages go from lower the need for prisons and costly and time-consuming criminal processes to the absence of psychological damages caused to the victims of a crime.

Forces management

This work's main objective is to have the most accurate criminality forecast, one year ahead for each French department. This kind of information is important from the management point of view to balance forces and schedule reinforcements. However, in terms of criminality, the concept of error in the prediction is different from other fields. The study focuses on a wide range of infractions ( 107), distinguishable by nature. These are standardized by the Etat 4001 indexes [START_REF] Léchenet | Comment lire le nouvel indicateur de la délinquance[END_REF], a database made of all facts handled by French law-enforcement agencies (Gendarmerie and Police Nationale, Préfecture de Police de Paris) [START_REF]Interstats Méthode N° 2: l'enregistrement des crimes et délits non routiers par la police et la gendarmerie, Interstats[END_REF]. An occurrence is counted if a judicial procedure has been transmitted to the Prosecutor, generally a person's complaint or a police investigation. In this work, these infractions are clustered on 46 more general groups called aggregates. The method is applied to France and its departments, the department in France is an administrative division of the territory, and each department's characteristics can significantly vary. The sizes go from 86.00 km 2 to 105 km 2, and the population distribution varies greatly, from 2.5 Million to 77 Thousand inhabitants. France holds 101 departments.

For criminality, the concept of error in the prediction is different from other fields. We cannot just use a standard error measure such as Root Mean Square Error (RMSE) [START_REF] Kenney | Root Mean Square[END_REF] or Mean Absolute Error (MAE) [START_REF] Cort | Advantages of the mean absolute error (MAE) over the root mean square error (RMSE) in assessing average model performance[END_REF]. These focus on the prediction error of each term and prime the ones that are, on average, closest to real data. In terms of lawbreaking analysis, the curve's trend is as important, if not even more, as the simple distance between forecasted data and reality. It is important for public safety forces to know the tendency of a given criminal activity, i.e., if it is an increasing or a decreasing phenomenon. The perception of the error is also different. For example, having forecasting that is 1% wrong, but that inverts all the tendencies, in general, is perceived as worse than the one that got a relatively higher average error but got all the tendencies right.

Criminal activities vary significantly among the different types. For example, pickpocketing activities and bomb attacks have not the same distribution, neither in terms of time nor in terms of most exposed places. The geographical distribution also has a significant influence on crime. The same kind of infraction, in two different regions, may behave entirely differently. Hardly one single time forecasting method would handle the large variability in the parameters we need to consider. Thus, the process developed here was to find the method that fits the better the characteristics of the tuple crime aggregate/French department.

Considering the work's complexity, instead of fitting all the possible forecasts, we decide to use different methods. For each tuple aggregate and department, we collect the pertinent historical data of previous years (Y-N to Y-1) to predict the last year's behavior (Y),

where N is the number of years we have in our historical database. Then we use different time series methods to forecast the behavior of the year Y. The real data of Y is then used to verify which method represented Y the better. After deciding which method is probably the most adapted to the tuple aggregate and department characteristics, we use the data of Y-N to Y to predict Y+1. We cannot be sure at 100% that the chosen method is the one that will express the behavior of Y+1 the better, but it is the best guess we have right now.

To measure the analysis's performance level, we must use an objective metric adapted to our problem. A simple error level between the real and predicted value is useful for a first approach, but the user interest lies somewhere else when it comes to law enforcement needs.

Error metrics that do not take the future risk into account are of no use. For this reason, we chose to combine the error level and the curve slope to propose a new error metric. This slope shows if the risk for the following period (a month in our data) is higher, lower or stable. This information is more important for our users than having the lowest distance between predicted and real values. The proposed method is immune to zero values and can test errors in different scales, which is impossible for some error methods.

The Mean Absolute Percentage and Tendency Error (MAPTE) is defined as: where F is the size of the forecast series, Y is the real series we are testing it against is the same, T. In the first part of the series, we evaluate the average error between the two series, making it independent of the scale and putting it between 0 and 1. In the second term, the N represents the number of times the slopes of two consecutive points of the two series. In the third term, we have the average error between real and forecasted data, divided by the real data envelope. C is the number of times tree points were collinear in the forecasted curve, divided by the series's size. This is used to minimize the impact of methods that forecast just a straight line. Even if they are, on average, correct, they are not useful for criminality forecasting for law enforcement forces. The purpose of MAPTE is to be independent of Y and F's scales and have an error. That is, the basic form should be between 0 and 4. However, as MAPTE has four distinct and independent components, we also have weights for each of these components (w1 to w4). One can use these set a value to each member to increase/decrease its importance in the error counting. For example, suppose we want to reduce the importance of the collinearity. In that case, we can easily add a weight factor to it, i.e., multiply for a value smaller than one or greater than one to increase even more its weight in the equation.

We apply 29 different time-series analyses for each department, 15 different methods, and 14 variants of these methods. In some cases, it greatly changes the format of the forecast curve. We can see in Table 4 that the most used forecasting method is ARIMA; with its six variants count for 19% of the forecasts considered the best possible forecasts, using MAPTE error metric for the whole dataset. The dataset consists of all aggregates and departments put together (46 aggregates * 100 departments = 46000 executions of the meta-model, for each forecasting method). The second method is the average naive method, with 13.66%. The average naïve method is an adaptation of a traditional naïve. Still, instead of just repeating the value of the last year and saying it is the value of the next one, we get the monthly average of the last N years and use that as the following year's forecast. Even if simple, this heuristic presents good results, and it is quite well adapted to our requirements. It considers seasonality and the specific characteristics of the focused tuple, department/aggregate). We can observe it in action in the graph of Figure 48, where MAPTE chooses the average naive 2 variant as the one that best describes the real occurrences for the last year. Figure 49 presents the real graph

shown by the developed application to the user. Only the best method is plotted, with a view of the forecasted and realized for the last year. This gives users an idea of the possible errors for next year's forecasting.

Our method combines different time-series analysis methods and uses an original error metric to determine which forecasting method adapts better to the tuple crime type/focused territory at hand. However, the technique itself is agnostic to the type of data being analyzed and the error function. The error function can be used in any case where the tendency is important, and we need to evaluate data that different characteristics and bring it to the same scale. Even if the method itself is not restricted to this granularity level, the data handled here intends to provide a macroscopic tool for fighting against crime; it aims at anticipating the changes of infraction intensities. If used at a hierarchy level, where decision-making and means 

Operational tool

The method proposed in the previous section is extremely important for the high-level hierarchy from a strategic point of view. However, it does not help agents on a daily basis. The fundamental question we wish to answer here is which zones are the most affected by a type of crime. With this information, we hope to help agents organize their patrols in the most efficient and productive way possible. However, the method needs to adapt to the daily activities of the police forces. It cannot just point to the most criminogenic vicinities. It needs to take into account criminality seasonality and tendency.

Different regions have distinct criminality patterns during the year; even for the same area, the types and distribution of facts may change. Moreover, criminals often tend to commit the same kind of crime in the same region in a short period of time. This criminal tendency also needs to be taken into account to help law enforcement agents quickly react and stop these raids.

For this work, we observe criminality regarding two dimensions, the geographic and the temporal one. We divide France into squares of 1km by 1km, and we collect all the criminal acts that have happened in this area in different periods. For each day, we collect the crimes of the last month, giving a weight that decreases with the day's distance. We do the same for the previous four months and the same week and the same month for the last four years.

Equation 6 presents the score calculation for each 1km x 1 km cell. The intuition behind it is that a part of the criminality, for one specific type of crime, follows patterns in time and space. The events on the same day of the week are similar, the same for the same month of the year. I.e., the criminality of this Sunday should be more similar to the last Sunday than from the previous one. The same for the months of the year. If we are in wintertime, the criminality at this specific geographic location should be more similar to the last winter than from the winter before that. For each component of Equation 6, we attribute an adjustment variable that controls the term's importance and elements. It is a decreasing weight factor (w) that gives more importance to the more recent events and less to the ones further on time.

In Equation 6, d is the number of criminal facts on the given cell on the same day of the week. For example, if we are calculating for a Friday, we account for the previously registered facts for the last four Fridays. wi is a decreasing weight factor for the days of the week. Wj stands for the number of crimes, of the observed type, in the last weeks, we go back one month, and wj is the weight for the last weeks. The factor mk stands for the number of occurrences in the previous k months, where the wk is the adjusting factor for the months. For example, suppose we are calculating the dangerosity of a cell for February 10th. In that case, we will collect all the observed type crimes in the cell for the beginning of February until January 10th, The same for January, December and November, until the 10 th of October. We do not consider the calendar months, but the last 30 days, in a sliding window way. In contrast, My stands for the calendar month of the year. If we are in February, it stands for the number of the observed crimes of the whole month of February of the last four years, and again wy stands for the weight factor for the months of the previous years. The weight factors always decrease with time, as far in time, we consider that the event has less influence on a given cell's present danger score.

We give a danger score for each square kilometer in France; even if the score is low, each cell has one. Analyzing the historical data, we define a threshold value where we ignore the lower scores. We calculate the barycenter of the facts for each cell that maintains their scores, and we attribute the danger score to that point. We also perform a weighted average for the most probable time of the crime. The final forecasting form is given by a heatmap, which concentrates the danger score for the period and area of interest. Figure 50 shows the actual output of the scores for different zoom levels. The view aggregates the scores and adapts from the whole country to a street-level view, and agents can choose the level that interests them the most.

Even if the method has a large variance in the precision, where the nearest point may vary from a couple of meters up to 8 kilometers, on average, we are able to put a hot spot at 1.2km of the facts. Considering the characteristics of the areas under the gendarmerie's competency, this is acceptable. Gendarmerie takes care of less densely populated areas. The calculations of danger scores are calculated daily, and they take into account the previous day.

Each night, we adjust the scores for the next two weeks, each week, we recalculate for the next month, and each month, we calculate for the next six months. This way, users always have a fresh preview, and the forecasting integrates and adapts to criminality tendencies. The proposed method is not adaptable to any kind of event and crime. It is mostly adapted to events that have high occurrence rates. We applied it successfully to break and entry kinds of facts and carrelated events (stolen cars, cargo and damages to vehicles). These are the most common criminal events in France. We tried to apply it to less common crimes, such as murders and domestic violence, but the results were not good enough to be used by the field. In the field evaluations, users reported a decrease of up to 30% of criminality using the tool against the previous year. 

Artificial intelligence applied to criminal data

Seriality detection on criminal data

We have worked on the detection of seriality on criminal data. The objective is to attach new events to an identified series and help agents either augment the number of facts inputted to a criminal or help investigators detect new investigative directions. We base our approach on the work of Wang et al. [89][90]. We provide a series of ameliorations over the initial method to enable their use over real criminal data available at the French Gendarmerie.

The French Gendarmerie receives about 5000 Judicial Police Report (CRPJ) per day, or about 1.8 million reports per year. The amount of information is too large for applying human analysis, especially for seriality detection, which requires a retrospective analysis for each new crime. Detect seriality on data is an incredibly demanding job and limited by the assigned investigator's monitoring capacities. The crimes referenced by the CRPJ are classified, but rarely there is information about other crimes in the same series. They are therefore considered as unique facts and without a direct potential relationship linking them. Classification methods could be applied, but in general, these methods require a labeled database where the algorithm can learn to detect the crime series in question. Suppose a set of five confirmed crimes linked by an expert. These five crimes can, therefore, form a positive learning base for the classification algorithm. However, how do you determine which crimes surely do not belong to the series while maintaining the negative learning base's representativeness? We could also use past series on the training. However, the characteristics of the criminal series may vary significantly. Using past series to create a model could mean we will not be able to detect different series with a distinct set of characteristics.

The main ideas of the Series Finder algorithm. [89][90], are interesting in our case because it goes beyond the simple classification and works with cases as seeds to find other related ones. Series finder is a semi-supervised clustering algorithm whose objective is to extract the modus operandi of an offender/criminal organization and reveal a criminal series potentially associated with it. The way the method operates is comparable to the investigative methods investigators use. From a sample of suspected related offenses (two or more), the Modus Operandi is extracted, and a comparison is made with the listed non-classified offenses.

Each offense deemed similar (based on the modus operandi) will be associated with the sample and the updated modus operandi according to the additional information of the added crimes.

Thus, the larger the sample, the greater its explanatory capacity and the capacity to detect "sister offenses". Therefore, the algorithm is particularly powerful on regular and large-scale criminal series (organized gang theft, trafficking of all types or cyber-criminal networks, for example) while dynamically developing its discrimination capacities to consider potential variations of a criminal series.

Series Finder is a clustering algorithm based on the notion of similarity (or distance). It is, therefore, necessary to determine similarity metrics to assess the similarity between two crimes. Two metrics are defined: Crime-Crime Similarity and Crime-Pattern Similarity  Let P be a criminal pattern verified and assumed to be complete  Let P' be a pattern being discovered. In the ideal case, it will ultimately be equivalent to the associated pattern P  Let C be an unsorted set of offenses, Ci the i-th offense  Let j be an attribute of an offense Ci

The Crime-Crime similarity determines the similarity between two offenses Ci and Ck.

The similarity value between two offenses depends on three factors:

 The similarity between the two crimes according to the analyzed attribute (sj)

 The general similarity weighting (λ)

 The specific similarity weighting (η)

The following equation defines it:

Series Finder is based on the notion of seed. A seed corresponds to an evolving set of crimes that form a pattern being discovered. A seed is proposed to the algorithm (2 or more crimes), and the algorithm will iteratively add the crime most similar to it according to the similarity criteria. The cohesion between the crimes of the seed is evaluated with each addition.

It corresponds to the similarity of a crime with all the others constituting the pattern. The higher the value, the closer the pattern's crimes, i.e., with a similar Modus Operandi. As long as the cutoff is not reached, adding crime will continue. If the threshold value is reached, the seed is assumed to be complete and the pattern finalized.

For each iteration, the most similar crime to the seed is added to the latter. If the cohesion is greater than the threshold, then its addition is confirmed. This classification method is very time-consuming, and in the case of massive data, it is essential to limit the calculations associated with the generation of this list.

The original algorithm needs to be adapted to fit the requirements and characteristics of the French Gendarmerie data. Table 5 presents the evolutions we made over the original version implemented by Tong Wang.

For the experiments, we use 2230 complaints from the French Gendarmerie issued between 2013 and 2017. Different types of offenses were represented, but the dataset was mostly composed of crimes against property. The tests were carried out on a series made up of 35 confirmed crimes. Every experience is performed 32 times with a random initialization to be representative. The objective is to detect all the crimes in the series with as little waste as possible. For testing, all seed crimes are used to determine the ranking at each iteration.

Given the absence of a learning pattern, the general weights will be initialized to 1. The threshold of cohesion is 0.48. Figure 51 presents a comparison of the performance of different implementations and the original series-finder, regarding the variation in the number of initial seeds. We can see that the extended version converges faster and is much more precise than the original version. However, as we can see in Figure 52, some variants present a lower recall than the original method. There is a tradeoff to find between precision, recall and usability of the method. The initial series finder finds the linked cases but also a large amount of nonrelevant ones.

In some cases, we need to be sure about the pertinence of the elements we link. In this case, the variant experimental strict, which is more austere on how it considers the similarity between cases, may be the best method even if it may miss some cases. The variant experimental evolving presents a recall comparable to the original algorithm, but with considerably better precision, even if it is our variants' worst precision. Iterative models are prone to overfitting since they iterate multiple times over the same documents. To enable models to generalize, we use dropout. Since the network is trained over a small dataset initially, we start with a high dropout rate and decay it at each iteration until it reaches a reasonable value. To avoid catastrophic forgetting, we train the iterative models on all the previous annotate named entities.

We conduct an experiment where we ask users to annotate data manually and using the semi-automatic method. Both experiments were done using the same annotation tool. In the first experiment, the user is asked to annotate the documents without any tagged entities. In the second experiment, we use a pre-hesitant model to detect entities on the document, and the user is asked to revise the entity tags. For the semi-automated annotation, the annotator had to examine 100 sentences and took on average 10 seconds per sentence. For the fully-manual annotation, the annotator examined 100 sentences and took 24 seconds per sentence on average.

The developed tool and approach is also being used in our systems. In a "crowdsource" way, we use the same ideas to collect users' suggestions over NER annotations, and we create periodically new and more precise models. The developed tool is being used by the French Gendarmerie but also received a great deal of attention and requested by EUROPOL and Dutch police to create annotated datasets.

Semantic Relation Extraction

Being able to detect entities in a text is a good thing. Detecting in a raw text that the string "John Doe" is the name of a person and that "Jane Doe" is another person is essential.

However, automatically detect that the link between these two entities, let us say that "Jane Doe" is the mother of "John Doe" is even better. In terms of analysis power, we pass to another level. Relations convey more information and help with the organization of the information in more relevant ways. To automatically detect relations, we start from BREDS [START_REF] Batista | Semi-supervised boot-strapping of relationship extractors with distributional semantics[END_REF], a bootstrapping method that iteratively expends an initial seed set while limiting the semantic drift for text in English. Unfortunately, BREDS focus on just English and the technique is not directly applicable to French or any other language. Here we present a modified version of BREDS that concentrates on the word embedding and performs relation extraction on French text on verb and non-verb mediated relations. This work aims to use the Relation Extraction (RE) on top of the NER system to extract semantic relationships between pairs of extracted entities (intra-and inter-sentential) such as family relations and Employee-Organization Organization-Geo Political Entity, among others.

BREDS follows the architecture of DIPRE [START_REF] Brin | Extracting patterns and relations from the WorldWide Web[END_REF] and Snowball [START_REF] Agichtein | Snowball: extracting relations from large plaintext collections[END_REF]. Find seeds matches is the process of parsing the document to find the references to the entities given as an example of a relation. If both entities of a seed instance co-occur in a text segment within a sentence, then that segment is considered, and textual contexts are defined.

Relationship extraction is the process of extracting named semantic relationships between entities in a text, provided some information about the relationships of interest and the seeds' operation. Extracted relationships usually occur between two or more entities of a particular type (e.g., Person, Organisation, Location) and fall into several semantic categories (e.g., married to, employed by, lives in). It is a step further in analyzing text and turning unstructured information into a structured one by transforming the raw text into a knowledge base represented by triples <e1; e2; rel> where, in the binary case, e1 and e2 are named-entities, and rel is a relationship class. This pattern can then be used to find other examples of the same relationship over the available document set. The process creates clusters of elements of the same relation. A single-pass clustering algorithm is used to group relationship instances gathered in the previous step.

A typical problem with iterative approaches like the ones we study here is semantic drift. Semantic Drift is the distancing in the semantic of the extracted relation compared to the initial seeds. The drift roots on the collection of segments that contains the same seed but have other semantic. When the erroneous pattern is integrated, it leads to the introduction of erroneous tuples, which, in return, lead to the creation of problematic patterns, and the extracted relationships rapidly drift away from the original meaning. In order to control the semantic drift, based on a similarity measure, the techniques assign a confidence score inferred patterns and extracted tuples, discarding elements under a certain threshold.

BREDS's advantage over its predecessors is on the use of word embeddings instead of relying on TF-IDF representations. The TF-IDF representation limits the similarity based on the common words between the contexts. By relying on word embeddings, the similarity of two phrases can be captured even if no common words exist. Experimental results show that relying on word embeddings achieves a better performance than using TF-IDF, as shown in Table 6.

Word embeddings can also introduce semantic drift controlled by ranking the extracted relationship instances and scoring the generated extraction patterns.

Even if BREDS presents interesting characteristics, it is not adapted to be used as it is at the French Gendarmerie. It was implemented to perform relation extraction on English texts and consequently uses language-dependent text processing tools adapted to English. We changed the word embedding model, Part-Of-Speech tagger, tokenizer, lemmatizer and Named Entity Recognizer with French models. We used pre-trained models provided by spaCy. The created pipeline is composed of a sentence segment detector, tokenizer, lemmatizer, tagger, parser, Named Entity Recogniser and word2vec model composed of 579k keys with 20k unique vectors (300 dimensions). This model is functional and works quite well for French. However, in an extension, we intend to use BERT-based models to evaluate the performance of the adapted BREDS on multilingual documents.

More than just changing the working pipeline to work with French, we also made a series of adaptations to the basic BREAD. Instead of simple marked HTML texts, we adapt it to receive the output of the NER process. We also work on the performance; given a sentence, the original system generates candidate tuples only between successive entities. We change this setting and allow all possible combinations of relations between entities within a maximum window size (maximum distance between 2 entities). In one pass, we extract all possible combinations of relations in a sentence. The system now considers pairs, even if it contains another detected entity between them.

We also define a new pattern evaluation metric that relaxes the assumption for n-ary relations. The original evaluation penalizes n-ary relations, i.e., relations where an entity e1 can be in the same relation with different entity mentions. The initial assumption does not hold social ties as the same person can have many children, friends, etc. As the relations were not unique, the default pattern evaluation scheme lowered the pattern confidence. It thus decreased the recall of the system by assigning very low scores to correctly extracted relations. Other relations impacted by this assumption are DATE-TIME, PERSON-DATE and ORGANIZATION-GEO_POLITICAL relations.

To overcome this limitation, we define a new pattern evaluation that relaxes the assumption for n-ary relations. We define pattern confidence as: where Positive is the number of extracted relations present in the positive seeds. Negative is the number of extracted relations in the negative seeds. Partial is the number of extracted relations (e1,e2) composed of an entity e1 present in the positive seeds but paired with an entity different from e2. Unknown, is the number of relations where both entities are not presented in the seed set. Wngt, Wpar and Wunk, are specific weights to control the importance of each one of the respective terms in the function.

We focus on filtering context vectors to keep only informative words that express the relation. For that, we add a new sentence pre-processing stages:

 Replace entity mentions by tagreplace entity mentions occurring in a pattern by their real label in French. This operation produces more general patterns and increases performance. For instance, "Alice was born on 21/06/2012 in France." we extract the relation: (Alice, France, be born on DATE in) instead of (Alice, France, was born on 21/06/2012 in), which is harder to match. It is crucial to replace the entity with a meaningful and close in meaning word. Tags such as PER, GPE do not have a vector representation in Word Embeddings nor TF-IDF and would be equivalent to remove it, i.e., losing information.

 Filter POS tagswe remove words which Part Of Speech tag are adjective, adverb, punctuation, symbol, numeral, auxiliary, determiner, pronoun and space.

These tokens only add noise as they are not significant for the relation phrase.

 Remove independent clauses -complex sentences usually have different clauses that can be independent of each other. To remove these clauses' additional noise, we remove everything occurring between two consecutive commas or between brackets. Example: "Alice, born in Grace, lives in Pontoise." gives the relation: (Alice, Pontoise, lives in) instead of (Alice, Pontoise, born in Grace lives in).

 Filter stopwordswe observed that removing all stopwords creates empty context vectors for certain relations, which led to a zero-similarity value between tuples expressing the same relation. However, keeping all stopwords is not a good alternative. We increase the similarity between vectors not expressing the same relation but containing common stopwords, decreasing the overall precision. For these reasons, we decided to remove only certain stopwords and change the similarity score for the empty vector. Another idea to reduce the effect of the kept stopwords is to use TF-IDF to decrease the influence of stopwords  Change Similarity Functionwe define a new similarity function as following:

A and B denote two vectors; cossim is the cosine similarity, and Aplain, Afilter represent, respectively, the vector A before and after filtering, similar to Bplain and Bfilter.

 Use TF-IDF vectorswe combine Word Embeddings and Tf-IDF vector representations to compute the similarity score between context vectors.

Word embedding based patterns produce a complex word representation and contain a much noisier signal compared to TF-IDF. However, the meaning capture advantage of word embeddings is something desirable for us. To counterbalance the embeddings problems, we decide to consider the Tf-IDF vector representation as well.

On the evaluation of the proposed changes, we used a labeled dataset to avoid the influence of NER detection errors on the results. Table 7 summarizes the types and number of relations available on the dataset. We performed different tests based on the changes we proposed. Table 8 presents a summary of the influence of the previously described changes compared to Snowball and the original BREAD implementation. The whole set of improvements granted a 10% increase in the F1 score, when compared with the standard BREAD implementation. Pattern evaluation and the similarity function increased the system recall by improving the confidence pattern, and consequently, the tuples score. Filtering the pattern context from stopwords and uninformative words slightly decreased the recall, but it provides cleaner and more precise relation phrases. Adding the TF-IDF vector representation did not significantly change the behavior of the system. However, we noticed that the TF-IDF term was favoring precision, whereas the word embedding term was favoring recall. The two methods combined did not significantly impact the overall f1-score. The impact of this combination still requires further investigation. 

Intelligence-led policing Systems

In the last few years, we have witnessed a new movement in the police enforcement world. New methods allow police forces to slowly shift their actions from reactive and repressive approaches to a more proactive and enlightened one. Intelligence-led policing (ILP) [START_REF]Navigating Your Agency's Path to Intelligence-Led Policing[END_REF][96] [START_REF] Burcher | Social Network Analysis and Law Enforcement -Applications for Intelligence Analysis, Crime Prevention and Security Management book series[END_REF] provides law enforcement agencies with methods and tools, based on the analysis of real data, to identify priorities and allocate resources accordingly. The experience and the "intuition" characteristic of the traditional law enforcement world do not disappear. They are supported by informed and evidence-based decision-making.

The proactive, forward-looking focus of ILP also relies on law enforcement managers' synergy to work together with analysts to use the analytical results in the decision-making process and planning. The implementation of ILP methods forces police organizations to reevaluate their policies and protocols. Traditional, hierarchical intelligence functions need to be reexamined and replaced with cooperative, fluid structures that can collect information, perform specific treatments and move intelligence to end-users more quickly. Intelligence in today's policing environment must adapt to the new realities presented by terrorism and conventional crimes. Intelligence must be incorporated into the planning process to reflect community problems and issues. Information sharing must become a policy, not an informal practice. Most important, intelligence must be contingent on the quality analysis of data. The contact with the population and civil actors, already part of gendarmes' everyday tasks, must be supported, developed, and formalized to be automatically analyzed.

Ratcliffe [START_REF] Ratcliffe | Intelligence-led policing[END_REF] has a good conceptual model to show how a crime can be resolved in the context of ILP. In the three-i model (interpret, influence, impact), described in Figure 54, analysts actively interpret the criminal environment to determine who are the main players are and the significant and emerging threats. As explicit by the arrows' sense, the Analysis influences the decision-makers, which may be on different levels, from operational group leaders to legislators. The criminality analysis is also the basis and interprets the available information to work over the criminal environment by the criminality units. This approach entails the analyst actively seeking intelligence from contributors and actively seeking out the information they require by interviewing and debriefing confidential informants' handlers.

Intelligence is usually divided into two main areas: to make decisions and immediately act on the analytic insights through manual or, ideally, automated and computer-assisted actions.


An intelligence system to be useful has to perform the bridge between the information and the analyst. However, that is not enough, the system is more than just a means to access the information. It must be fast, precise, and safe and help the analyst focus on his job, do the analysis. The system should take care of all manual tasks that are extremely time-consuming and prevent analysts from performing deep and insightful analysis. We consider analysis here in the broad sense. The analysts at the Criminal Intelligence Central Service (SCRC) perform a Influence large spectrum of different tasks, so the available system must be flexible. It should provide a series of tools, and the analyst should consider, from the available tools, which one is the most appropriate to help him fulfill his/her objectives with the task at hand. For example, some analyses are general and aim to comprehend a phenomenon and its evolution. A study of the distribution of GPS devices over the different French departments, and its evolution over the last few years, could be one example of this kind of study. On the other hand, some other teams at the SCRC work exclusively on one case. For these, the important is to find the relations and spot the possible investigation paths on a specific set of received documents. Moreover, others make the environment of suspects. They need to look into the whole set of internal and external (internet) available information, all that can be related to that person. These demonstrate only three of the different tasks performed by SCRC analysts/investigators every day.

The available systems should also help and guide the analyst on following a standard process. For example, a well-known and used method to analyze problems is the Five Ws and How, 5W1H [START_REF] Snee | Leading Six Sigma: A Step-by-Step Guide Based on Experience with GE and Other Six Sigma Companies[END_REF]:

 Who was involved?

 What happened?

 Where did it take place?

 When did it take place?

 Why did that happen?

 How did it happen?

If one manages to answer all these questions, he/she can have a full vision of the subject at hand and be sure that no crucial aspect is missing. Ideally, the intelligence system should help analysts focus on answering such questions and, if necessary, alert the analyst to the fact that some are missing or present incoherencies.

One of the long term projects I am involved in right now, and that is the subject of research, is the development of an SCRC Intelligence-led policing aid system called Orion.

Figure 55 presents different organizations of available tools of the system. Orion was designed to leverage operational intelligence at Gendarmerie. It is a modular micro-service oriented system. The user can change the tools/widgets presented in the interface to adapt to the problem at hand. All the widgets are linked to explain the answer to the performed query.

A series of automatic processes are done in the background to help users understand and assimilate information. For example, named entity and relations recognition extract information from plain text enables the automatic creation of graph representations of the text elements.

Automatic text summarization gives users a good view of the main ideas on large texts. We will discuss more Orion in the next part of this thesis, Perspective research. My interest lies in applied research, always did, and Orion is where many of my future research should find their application. reality have applications for police forces, the first more in the operational aspect, while the latter has a vast potential for training. This project focuses more on the augmented reality perspective precisely for its perspective of immediate operational impact.

In the context of the CONNEXIONs project 4 , Gendarmerie wants to investigate how we could use these new technologies to fight criminality. In this context, we propose creating state of the art applications in the field of public security. We want to study the application of Augmented Reality (AR) technology to solve a real problem and measure the impact of the augmented reality on realistic/real scenarios. The target application is a tool for freezing and collecting evidence at a crime scene.

Today the evidence collection is time-consuming and error-prone, and specialists do it with paper forms that are afterward registered in a computer system. The possibility to efficiently perform a 3D scan of a crime scene, take photos placing it on the 3D model, and at the same time register the kind of material is on the scene not only will make the expertise faster, but it will become more precise. The project targets help the experts of IRCGN (Institute de Recherche Criminnel) on their work. IRCGN is the French gendarmerie's forensics expertise center and is also located at the Judiciary Pole in Pontoise. The use case will consider experts' real needs and how they work in the field. The resulting software will be available to be used by the specialists of Gendarmerie and disponible to be used by any other law enforcement agency that may have an interest in it and the documentation and instructions on how to use it.

The target software in development intends to help agents register elements in a crime scene to allow agents to perform better and faster in their work. The main idea is to preserve evidence and re-visit the crime scene in the future to better understand what has happened over the whole period of the investigation. The second objective of the tool is to make it simpler to present the scenario in court so that the judge and jury can have a better feeling of a complex scene. The use case scenario that will be used as the first scenario for the tool is a car crash incident.

The 

Perspective research

The techniques and methods of AI today are already in a state that they can significantly help law enforcement and intelligence agencies to do their everyday jobs better. Without talking about the specific methods that can be created to handle the specificities of criminal investigations. A great deal of police work consists of collecting and organizing the information to be analysed in search of patterns. All these tasks, collection, organization and pattern detection, are domains where the automatization and the use of AI methods can excel. For example, we already have AI-based algorithms capable of detecting criminality patterns and forecasting criminal events with a reasonable confidence degree. Ideally, our future works can concentrate on finding new methods to enable even more precise criminality patterns to be detected. Having reliable forecasting of criminality can help law enforcement and intelligence agencies prepare for future events and better handle them.

The intelligence cycle [103] is a standard way to represents the phases of processing information for intelligence purposes. It is an effective way of processing and making information useful for operational purposes [104]. We may apply AI-based methods to improve each phase's performance (planning, collection, processing, analysis and dissemination).

Consequently, it will also improve the process's performance as a whole, as each phase provides elements to feed the next one, and the process is an infinite cyclic one. For example, in the collection, the number of data sources has dramatically increased. However, which of these data sources are trustful, over which kind of data? Providing automatic ways to define the reliability of a data source and the degradation of this confidence are things in which AI algorithms can help. For processing, automated data cleaning, fusion, and transformation would significantly speed up the availability of the information for analysts. In the Analysis phase, smart and auto adaptive visualizations for big data will help analysts understand the phenomena of interest better. Moreover, in this phase, the detection of hidden relations and patterns over the data could provide analysts hints of new and interesting investigative paths. In the diffusion phase, the action of AI could also be decisive since today, we are submerged by information, and having the exact information arriving at the good people in the right moment is fundamental. Having too much information can be, in some cases, counterproductive. So IA can help humans suggest the best distribution channels so that the information could be the most useful to the people who need it. In the planning phase, AI algorithms could help people synthesize patterns and suggest actions that represented the previous cycle's best results and optimize even more the next one.

Another important aspect of AI methods to consider for criminal intelligence is the method's explainability. Today we have quite performant methods, but it is hard to determine the impact of the inputs' changes. This lack of readability and explainability dramatically decreases the use of these methods when law enforcement and intelligence agencies are obliged to explain their conclusions to a judiciary authority. Working on more explainable techniques or ways to better explain some of the results of the in-use methods is something that would have significant interest from the public security point of view.

One of the other significant challenges on the use of AI methods on public security is not technical. There is no doubt that the available techniques can considerably improve the efficiency of public security operations. Without mentioning the next methods that are yet to come in the next few years, and we hope to help develop. However, one of the significant challenges is not on applying such methods; it is on the acceptability from the population. The political and legal aspects linked to using such technologies on public security can be a real problem. Having successful proof of concepts, where methods demonstrate their efficiency and impact on real cases, may help changing mindsets. It can give general society and particularly legislators a better idea of the possible effects and benefits of new technologies on public security.

The next section will present an overview of my research interests in criminal data analysis and how these could be integrated into an intelligence-led policing system. After that, we will provide insights into some specific research projects I have the intention to perform in the near future, and that could present valuable problems to become Ph.D. research projects.

Intelligence-led policing systems

As mentioned in the section Intelligence-led policing Systems, our objective is to work on applied research and provide next-generation tools for LEAs to fight against criminality.

Ideally, all the performed research results will be made available to analysts through the data analysis tool we are developing in the Data Science Department.

Data

The most important component of the project is the data the system will manipulate.

Even the best system with the most advanced AI methods cannot perform well if the data it is working on is not complete or of low quality. To create useful alerts and detect emergent phenomena, we need to treat data efficiently and coherently. We need to consider the kind of data available to LEAs and understand how they manipulate these today. The really crucial pieces of information in an investigation must be identified to grasp the complexity and how investigators work daily. The data sources an investigator uses will depend on the kind of investigation he/she is performing. However, in general, we could classify them in the following way:

 Open sourcefreely available over the internet For the sake of this document, we will adopt the division proposed by Gandomi and Hider [105] process for extracting insights from big data, where the processing is divided into data management and analysis tasks.

Data Management

We classify under data management any manipulation that has the objective of preparing the data to be used by the analysis modules or processing the background data. For example, an alert system uses analysis modules, to do so, it processes the data in the background to generate alerts. Even if from the point of view of the analyst/investigator, it is not an analysis.

Another important data management process is the extraction of pertinent information from the available pool of data. Collected data is not necessarily useful in its original form. This is especially true for data issued from open sources and under request datasets. Data need to be cleaned and organized to be useful. A fundamental problem is the relevant data extraction, for example, named entities extraction. We consider as a named entity anything that can be used to identify a person or a fact. For example, telephone and credit card numbers, IBAN, values, dates, names, places, geographic coordinates, license plates, series numbers, but also crime elements and criminal facts. These, after extraction, can be used by the analysis modules. 

Analysis

The analysis processes concentrate on the modules responsible for treating the information to give analysts and investigators a better understanding of the data. Analysis tools and methods provide users with more complex and enriched views of the available data, hiding the complexity behind the data manipulation itself. For example, the similarity of two texts can be calculated differently, but it is hardly an intuitive or straightforward task. However, for the user, a comparison should give a simple score of N% of similarity. o Criminality, based on past criminal events o The next steps for a given series of crimes, based on the spatio-temporal patterns of the past events o The impact of public manifestations forecasts the number of participants, and the violence degree in a given public manifestation can help LEAs correctly evaluate the movement of the forces to ensure the given event's security. This can be forecasted using social networks and comments, for example, the kind of feeling the comments have over the event and compared with past events of the same nature.

Natural language processing

 Open-source  LEAs data sources  Extracted information  Multimedia processing  The comprehension of the text, automatic translation and the handling of speech-to-text outputs is required in many situations.  Among the specific needs is the possibility to summarize texts to extract the essential points, to be used to qualify and rank documents and give a fast preview of what long documents talk about.

 Another need is stylometry to detect false documents, the probability of who may have written a given document 

Visualization

The result of the analysis and data management modules need to be presented to the user. The visualization of the data and analysis needs to be simple to use, present precise and easy to interpret results. At the same time, it also needs to ensure data access's security and confidentiality. The information needs to be clear and accessible to all the users who need to access it during the time he/she needs it, but only if he/she has the right to access such information. Figure 56 presents the relations between Data, Data management and Analysis processes, and those require a specific and clear visualization for the analysts.

Examples of recent research papers of interest

Virtually all the analysis and data management processes presented in Table 10 and Table 11 are prone to innovation and can lead to exciting and challenging research subjects. This section presents a non-extensive list of recent research papers (2017-2020)

to exemplify tasks relevant to LEAs on their daily work on processing and analyzing data, especially linked with the possibility of creating early warning alerts. 

Collect and clean information

Atypical behavior detection over video flows

Today public spaces such as airports, ports and the main streets of European cities are guarded by video surveillance. Unfortunately, the number of cameras is much greater than the number of people available to treat each of them. Video surveillance systems need ways to filter the events and alert the operators to situations that require special attention. Video surveillance systems need to evolve to video detection ones. Ideally, the video system itself should filter the content and help operators to focus on their attention to the cameras that demand attention.

Thus, if the video system managed to filter at least a first level of atypical behavior, we could improve the efficacy of such systems while providing a better usage of the time of the specialists in charge of public surveillance areas.

Moreover, the proliferation of cameras from third parties increases, even more, the volume of available data. For example, civilians that, in case of emergency, send videos from their smartphones. In some cases, these are invaluable sources of information, as they may be taken a right after an incident, much earlier than the arrival of any Law Enforcement Agency (LEA) agent. That without saying that more and more European LEAs are adopting body-worn video for their agents. Collecting all these materials and putting them in place, correlate to the standard video surveillance system, to have a complete view of the situation can be an enormous step in the fight against terrorism and organized crimes.

The fight against terrorism and organized crimes suppose a proactive behavior from the law enforcement agencies. Ideally, we should be in measure to avoid the criminal act from happening. For doing that, it is fundamental to model individuals' and groups' behaviors to isolate anomalous individuals, and that could be considered a week signal that correlates to other elements, could help LEAs identify criminal behavior. Human behavior is a fundamental step in using video systems effectively as a criminal detection tool. Again, the number of police officers available to grant security over areas such as airports and ports are limited. These officers need smarter ways to objective the controls and improve the likelihood of positive controls. In general, people that are under stress and an in a high state of anxiety, present a general restlessness behavior [106]. For example, a possible visual sign that could be captured in a flow video is that some people, when under stress, suffers from the restless legs syndrome [START_REF] Sevim | Correlation of anxiety and depression symptoms in patients with restless legs syndrome: a population based survey[END_REF], and could tend to walk in the same place or in circles. For some people, this can be even their normal behavior, but for others, the stress may be provoked by smuggling 1kg of drugs over the airport customs or by wearing an explosive belt. Other examples are the spontaneous micro-expressions people have [START_REF] Pfister | Recognising spontaneous facial micro-expressions[END_REF]. We all often display concealed emotional cues, resulting from the conscious suppression or repression of other emotions. These involuntary expressions are harder to control and may be used to detect discordance between a person's discourse and their real feelings.

In many cases, what can lead LEA agents to detect a lie, for example, in border control, this can be very useful to help officials target individuals that deserve to be treated with a higher level of attention. It worth mentioning that this work does not intend by no means to substitute the specialist. Much more on the contrary, the objective is to end up with an effective decision aid tool. More extensive deployment of "smarter" cameras would considerably ease agents' work and increase their efficacy in detecting criminal behaviors.

Studies show that someone's mental state may influence the way he/she behaves, individuals display a tendency to allocate attention unequally across space, and this bias has implications for how individuals interact with their environments. Some of these signs can be detected by motion cameras and put in evidence. Both brain hemispheres have different functions, and the high activity in one hemisphere may be evidenced by how people behave.

For example, anxiety may make people deviate their paths slightly to the left because the activity on their right brain hemisphere is higher, as each brain hemisphere controls the muscles on the opposite side of the body [109]. This and other signs are involuntary and, thus, very hard to control or conceal.

Ideally, if the sound is available, aid systems should identify elements that can help the officer detect abnormal behavior activities. When performing a control, for example, the video and sound may be available. In this way, through efficient speech to text, processing it would be possible to detect specific markers on the discourse and compare those with previous positive controls. Examples of markers to search for the discourse could be radicalized content, emotions, stress, contradictions, incoherence, and discordance on the discourse. The system should also automatically detect over the discourse entities such as persons and places, among other indicators. These elements could also be used to create a model to detect possible atypical behaviors or correlate to previous cases where atypical behaviors were detected successfully.

Indeed, one signal's simple observation is maybe too weak to characterize an atypical behavior and justify a more complete control. However, the correlation of them can surely enough provide a much higher level of accuracy.

Ideally, next-generation surveillance systems, as a whole, should be able to learn and evolve. Situations where the correlation of signals were correct should reinforce the successful path leading to the hit. Coherently, in case of a failure, the set of clues and relations leading to the wrong conclusion should be penalized. The system could, mainly in the beginning, count on the feedback of the human operators that would teach the system which of the alerts were pertinent and which ones were not. The explainability of AI methods is extremely important for law enforcement agencies. With time the system would decrease the false positives and increase the pertinence of the real alerts.

The system should also provide ways to correlate video and meta-data that were automatically identified over the video. Ideally, the system would continuously identify different features over the video flows, and even if they are not enough to generate an alert, it is important to be able to retrace these. For example, in an exterior video, license plates could be detected and indexed as a video's meta information. If the operator needs to find out if a given license plate has been detected at some point, they will inquire a features search engine that would find in which video, from which camera and when the license plate was detected.

This should be valid for any of the features that would be detected automatically.

Among the general elements that are of interest for an atypical behavior detection system, we can highlight:  The activities on this project should also address the performance of the system, the architecture to have a scalable system  Ideally, the project should also address the ergonomic aspects of the system in a way that it can be advantageous and not only a nice gadget but with no operational value


The French Gendarmerie has expertise in the field of atypical behavior detection, and an initial system for their detection is deployed and in use. The DSD was in charge of developing a decision aid system to help agents detecting atypical behaviors (DPCA -Détection Préventive des Comportements Atypiques -Preventive Detection of Anomalous Behaviors). We can count on the experience acquired over this project to guide us on the main external signs of interest. Even though DPCA has a much more precise set of characteristics indexed that can be spotted in video flows, it has a robust set of external signs already indexed. These signals are verified and noted. We can use these as a base for accessing the impact of specific external signals.

Any research and developments on this field should be available, open-source and free of charge to all European public law enforcement agencies that want to try it and extend to their usages, as it is a problem that, in the present context, is important for all.

Weak signal detection over criminal data

We have witness a vertiginous increase in the volume and quality of the available information, so much that we are sometimes unable to see the small clues that foresight important events. Could we detect and focus on these small precursor signs, we could forecast and prepare for other more important and dramatic events. As an event, we mean any fact, event, or even subsequent data that can be isolated and have a meaningful impact. We consider "weak signals" any pieces of information that can be identified as precursor warnings of the following events. Ansof laid down the concept of weak signals in the '70s for detecting opportunities and threats to companies' strategic plannings [START_REF] Ansoff | Managing Strategic Surprise by Response to Weak Signals[END_REF]. Strategic planning is the process of "converting environmental information about strategic discontinuities into concrete action plans, programs and budgets" [START_REF] Mendonça | The strategic strength of weak signal analysis[END_REF]. According to Ansoff, the weak signal concept's precursor, a weak signal is "sudden, urgent, unfamiliar changes in the firm's perspective which threaten either a major profit reversal or loss of a major opportunity." Different methods have been used to detect and isolate weak signals over diverse data sets, even in the criminal data analysis [112][113].

The detection of weak signals allows for better decision-making and foresight planning.

However, the word's complexity requires constant environmental scanning and adaptation in the face of changes. The recognition of changes in a continuous and evolving process requires a global vision of current circumstances and identifying the factors leading to profound changes.

These concepts and ways of handling strategic information in the company's world are also valid in the public security field. Surely enough, the objectives and the type of data available for analysis changes, but the concept is still interesting. Law enforcement agencies are continually searching for ways to detect new criminal phenomena as soon as possible to intervene and stop criminal activities. This is true for criminal raids, for example, but also for any criminal activity, or series of activities, that can be forecasted.

A weak signal is an alert warning; it is hidden among other information and has possibly a large relative distance to outcome future events, whereas a strong signal is a tangible proof of a change [START_REF] Mendonça | The strategic strength of weak signal analysis[END_REF]. A strong signal remains easier to identify, its impact is clear, and it stays stable over time. A strong sign has the potential to become a trend, but a weak signal is a clue to detect how trends will evolve [START_REF] Hiltunen | The future sign and its three dimensions[END_REF]. The dynamics between weak signals that may become strong ones creates a paradox [START_REF] Gutsche | Automatic Weak Signal Detection and Forecasting[END_REF]. Weak signals may be too incomplete to allow for a precise estimation of their impact [116] [START_REF] Ansoff | Implanting Strategic Management[END_REF]. Strong signals, on the other hand, allows for a more accurate assessment of the situation. However, not all weak signals manage to become strong ones, and even if it happens, it may be too late to be useful for strategic decision making [START_REF] Mühlroth | A systematic literature review of mining weak signals and trends for corporate foresight[END_REF].

The strategic paradox lies between waiting to have enough information to perform better decisions or accepting the information's incompleteness and acting, accommodating the uncertainty that comes with it. According to Ansoff [START_REF] Ansoff | Managing Strategic Surprise by Response to Weak Signals[END_REF], strategic issue management may help to solve this paradox. By continually monitoring the weak signals' evolutions, decisionmakers may plan a graduated and evolutive response to them on strategic issue management.

For law enforcement, more than adapt for future trends, the criminal indicators' continuous monitoring can also help identify needs for different units needs.

The concept of weak signal is popular in business environments forecasting studies [START_REF] Ilmola | Filters of weak signals hinder foresight: Monitoring weak signals efficiently in corporate decision-making[END_REF]. The examples go from predicting future energy trends [START_REF] Roh | Exploring Signals for a Nuclear Future Using Social Big Data[END_REF] to monitor the use of health resources applied to treat chronic diseases [START_REF] Sidhom | Information Design" for "Weak Signal" detection and processing in Economic Intelligence: case study on Health resources[END_REF], passing through forecast the evolution of nanotechnology [122]. However, it is also used to follow and forecast the evolution of other fields such as school bullying [START_REF] Kim | Application of Social Big Data to Identify Trends of School Bullying Forms in South Korea[END_REF], tourists volume and flow [START_REF] Li | Tourism forecasting by search engine data with noise-processing[END_REF] and criminality [START_REF] Kruse | Foresight and the Future of Crime: Advancing Environmental Scanning Approaches[END_REF]. The idea of using classification methods to classify criminal acts is presented [125], while in [START_REF] Wang | Detecting patterns of crime with Series Finder[END_REF] and [START_REF] Wang | Learning to Detect Patterns of Crime[END_REF], crime pattern detection is proposed. Our interest differs from these works as we are interested in detecting early signals and learning the correlations of these signals with the criminal acts, while previous works focus on the detection and classification. The explainability is not considered, even if it is a critical aspect from an LEA's agent perspective.

Having automated and data-centric based weak signal analysis is crucial for strategic planning and trends forecasting, in the business world, but also in the public security field. It helps us not only to navigate over the overflow of information we are exposed to but also it overcomes analysts' biases. For example, Kahneman and Tverskywhen analyzed decisionmaking under risk and perceived that people tend to underweight possible results over those they consider certain [START_REF] Daniel Kahneman | Prospect theory: an analysis of decision under risk[END_REF]. However, this risk aversion bias may lead analysts to ignore those parts of the information that do not support their own bias. For example, companies may miss, or simply refuse to see, changes in the market as they cannot realize a future based on different paradigms. This self-hurting denial is not a new phenomenon, in the beginning of the last century, ice traders already failed to forecast the ice trading market decline [START_REF] Blain | Melting markets: the rise and decline of the Anglo-Norwegian ice trade, 1850-1920[END_REF], even if the signals were available. A more recent example is Blockbuster, which had the opportunity to buy Netflix. However, they just could not anticipate, or believe, on the signs of changes in the video market [130].

Furthermore, Kodak invented the first digital camera in 1975, but ultimately lost the digital cameras' revolution, leading it to file for bankruptcy in 2012 [START_REF] Gustin | Another Casualty of the Digital Revolution[END_REF]. Kodak's case is indeed interesting as it shows that even though analysts may have the information, they may choose to base decisions over the parts of information that support their own, possibly adverse to changes, opinions. Law enforcement agents are no exception. Data-centric approaches should point out the truth based on the data to avoid prior knowledge bias.

Criminal social network analysis

Social network analysis is an interesting and broad research field. Many works have targeted social network analysis from different points of view and searching for different characteristics. Unfortunately, works on criminal networks analysis are rarer, not because the theme is not an interesting one, simply because of the lack of real data. Criminal networks are not as open as Facebook or Twitter ones, and having enough data to perform a real graph analysis is not common. The simple cross-checking to verify if regular networks' theories hold upon criminal ones would already create a huge interest from the law enforcement community.

For example, we do not know if the influencers' dynamics, such as those presented in [START_REF] Wang | Learning to Detect Patterns of Crime[END_REF] and [START_REF] Daniel Kahneman | Prospect theory: an analysis of decision under risk[END_REF], are the same in criminal networks and regular ones. We still do not know if the positions and roles between the network actors hold the same way as in a regular social network [START_REF] Wang | Intuitionistic fuzzy social network position and role analysis[END_REF].

We need yet to determine if automatic clustering [START_REF] Cai | Greedy discrete particle swarm optimization for large-scale social network clustering[END_REF] and hierarchy [START_REF] Rowe | Automated social hierarchy detection through email network analysis[END_REF] detection models, for example, are as useful in criminal networks, as they are presented in the literature. These analyses can help us evaluate criminal networks and give investigators a better understanding of these networks' dynamics. Which are the roles criminals play in their organizations, and where on the hierarchy they are. Investigators need to know how influent their opinions and orders over the network structure to target the elements that may destabilize the network, locally and globally.

From a sociological perspective, social network analysis studies relations between different players (persons, groups, organizations and nations). It evaluates the significance of these different actors' relations regarding their behavior, opinions, values, and attitudes. Social network analysis helps understand the organization, exchange, ranking of different individuals and social groups [START_REF] De | Social Network Analysis[END_REF]. The two main perspectives are the socio-centered, which focuses on the network structure, and the ego-centered focuses on the local network structures, the relations between peers. The socio-centered perspective looks into the social groups' cohesion, which elements may influence the group and present an asymmetry regarding the whole. In contrast, the ego-centered perspective regards more the relations between peers to understand their bounds. It is not hard to imagine that social groups, as particular as the criminal one, with their own set of rules and working methods, present sensibly different dynamics than regular groups, from both perspectives socio and ego-centered ones.

Our objective is to evaluate criminal networks and find new patterns that can help us better understand these particular social groups' dynamics and their interactions with other groups, criminals or not. The analysis we intend to perform is social and ego-centric using natural language processing and graph theory. However, more than just evaluating the structure of the social graphs and nodes, we are interested in characterizing and understanding the dynamics of the flow of information, goods and influences. "Follow the money", kind of approach, but not only is the money important, but we also want to determine the relations of power and influence over criminal networks.

Augmented reality interfaces for LEAs

Having access to a large amount of data is almost granted in the present connected world. In the past, a great part of the investigative work was to find cues and data to understand the case at hand. Today, a large part of the investigative work consists of filtering the amount of data existent to verify what is pertinent or not to understand the case at hand. Data visualization is a vital aspect for any analyst and is key to improve the understanding of the available information. In general, when looking into large datasets, images are easier to make sense than raw text. This is clear when we see the attention new information medias give to interactive data visualizations and info-graphs. A great part of the interactive visualizations we see on the Internet, targets helping users to understand data better and investigate new domains.

The same is valid for criminal investigations, understanding the available data, and all its characteristics, is of paramount importance for investigators.

Visual analytics has grown in importance and is today a keystone for any data visualization software. Data visualization consists of presenting the abstract data in graphical format, which is already a better way to make sense of large amounts of data. Visual Analytics goes beyond that, it has the intention to present data in such a way that users can interact and makes sense much easier. Visual analytics is a tool used on visual business intelligence and visual business analytics and uses data mining and statistical methods to present information in a format that is easy for humans to understand. Visual analytics combines analytical reasoning with data visualization to enable the understanding of complex scenarios and make decisions according to it. The intention is to facilitate high-level, complex activities, such as reasoning and data-driven decision making.

One of the next steps on visual analytics for big data, is the use of Virtual Reality (VR),

or Augmented Reality (AR). This should improve the clarity and visual appeal of the displayed information, allowing analysts to better understand larger amounts of data and interact with it.

Data visualization in VR and AR could be the next big use case for these technologies [138].

Our main objective with VR/AR visualizations is to give analysts a more immersive approach in with they will be able to, first, identify hidden patterns or anomalies in data. Second, simplify the search for specific data, and third, enable a natural organization of the data. The intention is to enable users to manipulate the available data in real-time, not only to organize it in a way that makes more sense to them but also to easily compare units and verify relative differences in quantity and scale.

In 

Lies detection

Deception is the conscious act of trying to convince another person of something the deceiver considers, or knows to be, false. Deceivers face a dilemma, they need to insert enough details on their histories to provide a believable version, but at the same time, they need to avoid mentioning any potentially incriminating information. This exercise is a rational one and requires a particular type of reasoning, where the deceiver is constantly comparing the two versions, the one he/she knows to be true with the one he/she wants to pass by the truth. A fundamental research question arises: does this constant psychological contradiction process produce reliable cues that can be used to detect deception? Is the verbal expression of a person influenced by the decision of deceit? If so, can we detect these cues, verbal and non-verbal, in a way that we can automatically detect lies and attribute a deception probability score over it?

For Feng and Hirst, to avoid getting caught on a lie, deceivers have a strategical use of the language. They attempt to control their verbal expression, but some aspects are hard to monitor and disguise, such as word frequencies and patterns of negative emotional expression, word usage and pronoun [142][143].

An essential part of the criminal investigative process consists of unraveling the truth from lies and half-truths. Investigators rely on their experience, logic and ground rules proofs to detect deception and confront personal truths to the real one. Deception detection is a subject that has attracted the attention of practitioners for centuries [START_REF] Trovillo | A history of lie detection[END_REF], being still a research subject [START_REF] David | The deception faucet: A metaphor to conceptualize deception and its detection[END_REF]. It has even increased in interest in the last few years with works trying to detect fake news on social media [START_REF] Aldwairi | Detecting Fake News in Social Media Networks[END_REF] and the Internet in general [START_REF] Horne | This Just In:Fake News Packs a Lot in Title, Uses Simpler, Repetitive Content in Text Body, More Similar to Satire than Real News[END_REF].

Different approaches are used to detect deceptive discourse:

 Linguistic Approaches [START_REF] Horne | This Just In:Fake News Packs a Lot in Title, Uses Simpler, Repetitive Content in Text Body, More Similar to Satire than Real News[END_REF][147] [START_REF] Fitzpatrick | Automatic detection of verbal deception[END_REF], where analyses the content of the messages trying to find patterns linked to deception. The analysis, in this case, may be linked to real defined patterns or pure machine learning approaches  Network Approaches [149], where the meta-information, acquired by the network and specific queries over other sources, can be used to detect inconsistencies and deceptive behavior  Visual approaches [150][151], where cameras try to detect signs of deceptive behavior over the posture and facial micro-expressions of the deceiver  Sound analysis approaches [152], where the stress of the voice is measured to detect possible signals of deceptive behavior Given the type of data we have, we intend to concentrate first on linguistic approaches.

The linguistic approach's goal is to look for predictive deception cues on the discourse of the deceiver. Various works have collected and analyzed cues of deceptive verbal expression. One of the first comprehensive meta-analysis of cues to deception is the work of Zuckerman, DePaulo, and Rosenthal [START_REF] Zuckerman | Verbal and nonverbal communication of deception[END_REF], where they catalog 159 estimates of 19 behavioral cues to deception. In [START_REF] Bella M Depaulo | Cues to deception[END_REF], we find another quantitative analysis of more than 1300 estimates where 158 cues to deception are listed. In [START_REF] Duran | Opinions, actions and emotions: does the content of lies affect their detectability?[END_REF], the authors argue that people mainly deceive others about opinions, actions and emotions and analyze the ability to detect such types of lies.

Among signs present in the work of DePaulo et al. [START_REF] Bella M Depaulo | Cues to deception[END_REF] that we could look for we have: If we qualify the discourses regarding characteristics of quality, quantity, form and relations of elements, we may have strong indications of deceptive behavior than non-deceptive ones.


Moreover, the detection of deceptive content can rely on a series of other tools, themselves subject of research, for example, textual entailment [156][157], where we can trace the reasoning behind parts of the discourse is logical, and there are no contradictions. Paraphrase Identification [START_REF] Lan | Neural Network Models for Paraphrase Identification, Semantic Textual Similarity, Natural Language Inference, and Question Answering[END_REF][159], where we are interested in determining whether a pair of sentences may have the same meaning. Coreference resolution [160], where we need to determine when one or more expressions in a document refer back to the entity that came before. These just to cite a few related research problems that could help detect deception on deceivers' discourse.

The greatest part of the works on deception detection focus on past events. However, law enforcement agencies, mainly in the light of prevention of terrorism, need to detect deception over future events. The temporal dimension becomes an important parameter, as not only the past is important, but also understand and characterize future events and references becomes fundamental. The requirements to detect future intentions deception may vary from the ones to detect past tense fabrications. On behalf of Vrij & Fisher, asking unanticipated questions is the most effective way to detect deceptive intentions [START_REF] Vrij | Outsmarting the liars: The benefit of asking unanticipated questions[END_REF]. However, much needs to be done to understand and highlight the linguistic cues that come from the dialog between interviewer and deceiver. Moreover, rarely the fact that the deceiver may be a non-native speaker is taken into account over deceptive discourse [START_REF] Evans | Detecting Deception in Non-Native English Speakers[END_REF][163] [164][165]. Being able to treat bilingual and non-native speakers becomes quite important in the context of illegal immigration and terrorism. Even though important its impacts on the parameters used to detect lies, it is yet to be determined.

Conclusions

This thesis summarizes more than twenty years of research and academic works I have been involved in and intend to perform. The exercise of looking behind, collecting and compiling old works was, in the end, a healthy self-knowledge process. Now I have the feeling I understand better why Plato (~424 -348 BC) considered that the self-knowledge process is also a process of inner freedom [START_REF] Manuel | The Development of Self-Knowledge in Plato's Philosophy[END_REF]. The feeling that remains for me from this exercise is This thesis also pays particular attention to the works I have been involved with in the last few years, in the French Gendarmerie, in the fields of data science and artificial intelligence.

French Gendarmerie is a large institution with important and extremely varied set of missions and interests. In my present position, I have the pleasure of working with real datasets 
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Figure 1 .

 1 I consider starting my research career when I first published internationally during my Master's of Science (MS) back in 1998. My MS thesis was awarded with two prizes on MS thesis competitions, third place in a national competition, and it was also third place in a Latin American one. After my MS, I had the opportunity to work with applied Artificial Intelligence (AI) at Intelligenesis, a high-tech startup that unfortunately bankrupted after the dot com bubble burst at the beginning of the year 2000. I worked at Syergia, a research lab at the Federal University of Minas Gerais (UFMG), and I started to work on formal verification methods. This lead to starting a Ph.D. in Computer Science at UFMG. Before ending my Ph.D. I was invited to start another Ph.D. in telecommunications at Telecom Paristech. My research fields for this second Ph.D. were artificial intelligence and vehicular adhoc mobile networks. As a postdoc at Eurecom, I worked with network simulations over aerial mobile networks. As a research Engineer at INRIA, I worked on the development of NS3, one of the world's most used network simulators. After that, I had the opportunity to work as a research Engineer at Telecom Paristech in the Chip on System lab. Finally, since 2015, I am a researcher at the French Nationale Gendarmerie, where I perform applied research on the fields of artificial intelligence applied to public security. I am responsible for Gendarmerie's contributions over three European research projects. For two of these, I am the work package leader for the leading AI packets. Even though involved in research activities, as the work involves confidential data and procedures, publish becomes a challenge.
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 1 Figure 1: Research fields and affiliations timeline

Figure 2 :

 2 Figure 2: Foraging ants, in the beginning (a) search at random for a source of food, with the time the smaller paths start to get a stronger pheromone scent (b), and finally (c) almost all ants start to use the shortest path. Figure inspired on the experiment performed by Goss et al. in [3].

  firefighter, for example, could use any node as an access point. However, inside the CHORIST structure, each node has a specific role. Cluster Heads (CHs) are the nodes responsible for managing the radio resources for their clusters. Relay Nodes (RNs) are the nodes that are part of two, or more, clusters and act as a bridge among them. Mesh Routers (MRs) are the nodes attached to CHs, MRs obey the CHs schedule to communicate with other nodes. Nodes not yet attached to the network, or that for some reason lost their roles, are called Isolated Nodes (IN).

Figure 4 :

 4 Figure 4 : Relation of the economic laws of supply and demand and the requirements for PSNs topology management algorithms leading to a Walrasian equilibrium

A

  node should always try to attach to the other node that presents the lowest attachment cost. To decrease the number of CHs, the chosen basic connection costs should give greater priority to CHs to the detriment of the other kind of nodes. Only if there are no CHs around or CH -Cluster Heads MR -Mesh Routers IN -Isolated Nodes RN -Relay Node
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 5 Figure 5 : CHORIST network description and components
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 6 Figure 6 : State machine for the considered generic cluster based algorithm.
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 7 Figure 7 : Number of cluster heads spread through the network according to different evaluated βk configurations, for a 40% concentration network scenario.

Figure 8

 8 Figure 8 presents the number of CH nodes for different network concentrations. We can see that Configuration 6 and the WCIDS, the best theoretical value for the CHORIST network, present values inside the same confidence interval. However, Configuration 6 is calculated dynamically and distributed, while an oracle makes WCIDS calculations. The results are made in an offline and centralized way, considering perfect knowledge of the network structure connectivity, which is impossible in a real scenario. Thus, MBS is revealed to be an efficient distributed optimization method.

Figure 8 :

 8 Figure 8 : Number of Cluster Head nodes for the generic clustering topology

  at least one DCH to represent it. In the experiments, only the DCHs have a defined interest group at the beginning of the simulation, and the different groups are attributed evenly to the available DCHs. The interest group of regular nodes is determined by the DCH nearby through the periodic broadcast of connection update messages. Apart from the CH and DCH nodes, no other node receives messages from nodes from different interest groups. Even CH and DCH only consider the received Connection Update messages from nodes in different groups. We do not consider data messages, as they are not relevant to the clustering formation purpose. In the typical setup, case nodes are supposed to use the second interface also to transmit data. The mobile stations hold the messages and work to build a large distributed and cooperative cache of alert messages. Figure 10 presents the state machine of this new architecture, and we can
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 9 Figure 9 : Interest groups architecture, showing two different interest groups and the second interface links
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 103 Figure 10 : Default Cluster Head state machine
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 1112 Figure 11 : Default Cluster Head state machine
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 13 Figure 13 : Average cluster size CHs in the network when we increase the number of interest groups
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 14 Figure 14 : Percentage of network disconnected
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 1617 Figure 16 : Average number of cluster heads over the network

Topology abstraction:

  to allow the protocol verification and avoid the enumeration of an infinite number of topologies, the methodology proposes the use of three kinds of nodes, namely, source (S), destination (D), and intermediate (N) nodes. Let R, R = (S;D), be the set of all possible relationships among the different kinds of nodes, R = {(S;D); (S;N); (S;Null); (N; S); (N;N); (N;D); (N;Null); (D; S); (D;Null); (D;N)}, where Null represents a lost or corrupted message. If the model M contains all the relationships defined in R, and R contains all the possible and relevant message forwarding cases, then all the possibilities will be presented in G, and, consequently, in the verification. These relationships, especially (N;N) and (N;Null), represent all the possible relationships among intermediate nodes. With this simple idea, the topology becomes irrelevant since the cloud of intermediate nodes will model the possible relationships among nodes and not the topologies themselves. This principle greatly decreases the complexity and the effort required to formally verify the protocols and allows it to be applied to general scenarios.

  ready to enter into action, if needed. It consists of training, equipment maintenance, hazards detection and education  Crisis, this phase goes from the break-out point (decision to respond) to the immediate disaster aftermath, when lives can still be saved. A crisis is understood as society's response to an imminent disaster; it is different from the disaster itself. The crisis phase is further sub-divided into:  Alert, when the population needs to be informed about an imminent threat or the occurred disaster  Crisis handling, concentrates the measures taken by the authorities to deal with the disaster  Return to the normal situation, this phase consists of the building and maintenance of temporary communication mechanisms/structures while the regular mechanisms are being repaired or rebuilt Our works present contributions to help in both alert and crisis handling phases.
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 20 Figure 20 : Map showing the new messages received through the simulated Washington DC area
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 21 Figure 21 : Simulation results that shows unique received messages through the ten minutes of simulation for the road environment with different traffic rate.
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 24 Figure 24 : The server window of the developed alert message tool
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 25 Figure 25 : Packets generated in a network with 8 nodes and 1 warning data stream of 20 frames per second over time, when the data rate increases, so does the advantage of the Multicast strategy
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 26 Figure 26 : Packets generated in a network with 8 nodes and 1 data stream of 1 frame per minute over time, low data traffic slightly increases the data in the network for Multicast communications

Figure 27 :

 27 Figure 27 : Main available aerial communication methods to be used in disaster scenarios

Figure 31 :

 31 Figure 31 : Description of the transmitted messages. Node A knows its own position, transmits beacon beams in different directions, here 0° and 45°. Nodes B and C answer the beam for direction 0° and nodes C and D answer the beam for direction 45°. When node A receives two ACK messages from node C it can determine its position, so node A warns every node in the region in which it managed to determine the position of node C

Figure 32 :

 32 Figure 32 : Time it takes for the localization information reach the nodes in the network

Figure 33 :

 33 Figure 33 : Average cumulated error, for different landmarks considering the nodes speed, considering mobile and static landmarks, in a 150 nodes network

  simulated process lazily saves and restores upon context switches its private copy of the global variables to/from the shared data section set up by the host ELF loader upon program loading.On top of these core virtualization primitives, the Kernel layer embeds the network protocol implementations found in the Linux kernel. This layer communicates with ns-3 through two well-defined interfaces. At the bottom of the Linux network stack, MAC-level network packets enter and leave the kernel through a fake struct net_device that communicates directly with the ns-3 C++ equivalent, ns3::NetDevice. Given the significant size of the POSIX specifications, our POSIX implementation used to replace the traditional glibc has been developed in an incremental way to support the subset3 of features used by the applications we already tested over DCE. Most API implementations are trivial pass-thru to the host C library's corresponding function except for those that access kernel-level resources. In particular, timerelated functions (e.g., gettimeofday(2)) return simulation time instead of the wall clock time. Signals are checked upon return from every interruptible function. Local files are open relative to a node-specific filesystem root to ensure that two different node instances see different data and configuration files, for example.While the details of how a new protocol can be integrated within DCE vary a lot, if all the functions are all implemented, it is just a matter of recompiling the code with special compile/link flags. A Position Independent Executable (PIE) is required to run over DCE. If the functions are not implemented, they need to be added.
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 35 Figure 35 : Architecture of Direct Code Execution. Kernel network devices and timers are synchronized with simulated NetDevice and clock
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 36 Figure 36 : Packet processing performance as a function of the number of nodes: Mininet-HiFi has lower overhead than DCE

Figure 38 :

 38 Figure 38 : Sent and received packets in function of the number of hops, when running a client/server CBR UDP session for 50s. Note that there is no packet loss in DCE, while Mininet-HiFi starts losing packets when the number of hops exceeds 16

Figure 37 :

 37 Figure 37 : Goodput obtained with MPTCP and TCP over LTE/Wi-Fi using ns-3 DCE in function of receive/send buffer size

  iii. the simulation of fairly large topologies using real Information-Centric Networks (ICNs) and network stack implementations. The framework addresses a series of problems linked to the evaluation of new protocols, among them: the size of experimental ICN topologies, controllability and repeatability of experiments, troubleshooting of new protocols and the tradeoff between simulation/emulation/testbed approaches. The proposed framework relies on the coherent combination of three main software pieces: First, an ICN reference implementation, second, a network simulator, and third the Direct Code Execution tool. The ICN implementation we will use here is the Content Centric Networking (CCNx)[START_REF] Ccnx | [END_REF], provided by PARC. The framework could use any ICN implementation, however, CCNx is one of the most popular ones. The adopted network simulator is ns-3[START_REF]The ns-3 web page[END_REF]. ns-3 is an efficient open-source discrete-event network simulator. The last main piece of software is the Direct Code Execution (DCE). The ICN validation suite relies on DCE to integrate the ICN implementation and ns-3, plus a Linux kernel stack, in a meaningful and useful way.

Figure 39 presents

 39 Figure39presents how these pieces of software are organized and interconnected. We can observe that, from top to bottom, CCNx applications work over the CCNx daemon, which is, executed by DCE. DCE also runs the Linux stack and controls the access to ns-3. Each one of the CCNx instances, and the Linux stack, are DCE controlled threads. All the traffic generated by this part of the framework (i.e., CCNx traffic plus all the possible Linux kernel messages) is delivered to ns-3, responsible for exchanging the connected nodes' messages.None of the main components suffered any modification to fit the framework needs. Ns-3 does not need any modification to receive CCN traffic. Neither has CCNx suffered any modification to run over a simulated network. It is important to notice that, for the host operating system, the simulation is just one process. All the instances of CCNx over all the simulated machines, plus ns-3 are entirely hidden from the real operating system. This is why one can use any C++ compatible debugger to follow the simulation and verify the simulation's behavior regarding one specific configuration.

  Figure 42 presents the download time for a 3KBytes file over the topology described in Figure40, (b). TCP download time, which stands for the time taken for all nodes to receive the requested file through TCP connections. CCN max download time corresponds to the time the last node received the complete file, and CCN average download is the average download time for all the CCNx clients. The TCP download time is always the highest one; note that the graph is on the logarithmic scale. One interesting fact about this experiment is that up to 50 nodes, CCNx behaves precisely as described in[START_REF] Jacobson | Networking Named Content[END_REF]. However, when more than 50 clients are added to the topology, the download time for CCNx increases. This behavior only appears when we increase the number of sink nodes and start having collisions on the 1Gbit link.

Figure 39 :

 39 Figure 39 : Proposed architecture for Information Content Networks proposals validation

Figure 40 :

 40 Figure 40 : Description of the two simulated networks: Topologies (a) and (b) are based on the ones in[START_REF] Jacobson | Networking Named Content[END_REF]. Topology (c) is the tree topology inspired on[START_REF] Psaras | Modelling and Evaluation of CCN Caching Trees[END_REF] 

Figure 42 :

 42 Figure 42 : Simulated download time for 3KByte files for topology (b), y axis is in log scale

Figure 41 :

 41 Figure 41 : Simulated download time for 3KByte files for topology (c) with different bottlenecks percentage



  are the follows:  Partner -Researcher or company that want to test their algorithms/applications over the testbed platform  LEA agent -Agent on the LEA environment responsible for adding experimentations and collecting responses to send to the Partner  Testbed service -REST interface service running on the real machine. It is responsible for, from one side, to receive the requests from the GUI and handle the requests for saving results from the running experimentation machines  DMZ -Demilitarized Zone, docker container running a REST interface service. It fully isolates the experimentation containers from the data server and the real machine, where the testbed is running  Data serverdocker container running a database instance, for now, the platform adopts Elasticsearch as the standard database  Exp 1… to Ndocker containers received from the partners that are running on the platform at this exact moment The most important tasks of the main modules pour le REST_HOST service:  Receives the request from the GUI specifying the partner, image and configuration file  Verifies the coherence of the configuration and image files  Checks the coherence between the informed partner and the partner declared on the configuration file  Loads the tar or tar.gz dump on the local machine docker images area  Generates a random IP network number Run the loaded image as Container_<<partner_name>>_<<execution_id>> attached to the NetClient_<<partner_name>>_<<execution_id>>

Figure 43 :

 43 Figure 43 : Schematic representation of the processes involved on the CopKit testbed platform
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 45 Figure 45 : Wireless technologies time line up to 2015

Figure 46 presents

 46 Figure 46 presents schematically how Embb and SDR could be placed on a standard wireless communication platform.

Figure 47 (

 47 Figure 47 (b) presents a standard software-defined radio architecture, with the difference that the baseband operations, typically done in software, are now performed in hardware with the DSP units Embb provides. This framework supports convergence at the frequency level by using multiple-input multiple-output (MIMO) antennas to operate in multi-frequency bands simultaneously.

Figure 47 :

 47 Figure 47 : Embb typical DSP (a), and main architecture (b) organization

Figure 46 :

 46 Figure 46 : Software Defined Radio standard architecture and Embb

Figure 47 (

 47 Figure 47 (b) represents a typical Embb platform for SDR applications with its control GeneralPurpose micro-Processor, the GPP peripherals and local bus and five DSP units interconnected together and with the GPP thanks to the central interconnect. All DSP units of the Embb processor share the same generic hardware architecture, with features that are equally supported over all DSP units and others that are DSP specific. A DSP unit embeds a Control Sub-System (CSS), a variable amount of memory (the Memory Sub-System or MSS), a Processing Sub-System (PSS), and several configuration registers. Figure47(a) presents the internal structure of a typical Embb DSP unit. The CSS contains the interface registers of the DSP unit. Some of these registers are common to all units, and some are specific. The CSS is responsible for interfacing the unit to the central interconnect and controls the unit. The CSS is the same in all units, and it is specialized thanks to a small set of generic parameters. The CSS is the only mandatory module in a DSP unit. It optionally embeds a Direct Memory Access controller (DMA) and an 8 bits micro-controller (UC).
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 48 Figure 48 : Example of forecasting for crimes against property set of infractions for a given department. The graph shows the different methods used for the calculations and in black the real value.

Figure 49 :

 49 Figure 49 : Real graph of the developed application to present to the user the forecasted curve, in yellow, and the real occurrences for the last year, in blue. In this way the user may have a hint of the probable quality of the forecast for this index/department

Equation 6 : 4 𝑗=1

 64 Danger score for each 1km x 1km cell 𝐶𝑒𝑙𝑙 𝑠𝑐𝑜𝑟𝑒 = ∑ 𝑑 𝑖 * 𝑤 𝑖 + ∑ 𝑊 𝑗 * 𝑤 𝑗

Figure 50 :

 50 Figure 50 : Different zoom levels for the visualization of break and entry kind of facts

Equation 7 :

 7 Crime-Crime similarity 𝛾𝑃 ′ (𝐶 𝑖 ; 𝐶 𝑘 ) 𝑗 (𝐶 𝑖 ; 𝐶 𝑘 )
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 51 Figure 51 : Comparison of different variants of Gendarmerie's improved version of series finder and the original one, regarding the precision
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 52 Figure 52 : Comparison of different variants of Gendarmerie's improved version of series finder and the original one considering the recall of the variants

Figure 53 :

 53 Figure 53 : Semi-Automatic annotation pipeline

  These methods use bootstrapping to detect patterns based on examples. The procedure starts with a seed set of tuples to bootstrap the process of discovering new lexico-syntactic patterns. The first corpus scan looks for matching the seed tuples in the raw text sentences and then extracts the occurrence context around these entities to learn new patterns. These patterns are used at the next document scan to match new relation instances and confirm the found patterns. These newly extracted instances are then added to the seed set, and the process is repeated until the stopping criteria is reached. BREADS has the same processing phases: find seed matches, generating extraction patterns, finding relationship instances, and detecting semantic drift.

ifAlgorithm 3 :

 3 Afilter! = 0 and Bfilter! = 0 then Sim(A,B) = cossim(A,B); else if Aplain == 0 and Bplain == 0 then Sim(A,B) = 1; else Sim(A,B) = max(0.5, cossim(Aplain, Bplain)); end end Optimised Similarity Function

  fight programs and legislative evolutions  Operational intelligence: Focus on creating hypotheses and inferences concerning specific elements of illegal operations. For example, hypotheses and inferences about specific criminal networks, individuals or groups involved in criminal activities
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 54 Figure 54 : Ratclif's three-i model[START_REF] Ratcliffe | Intelligence-led policing[END_REF] 

Figure 55 :

 55 Figure 55 : Different configurations of Orion's interface, the Intelligence-led system in development at DSD/SCRC

Figure 56 :

 56 Figure 56 : Detected relations between the main classes of data and their treatments

  [139], Husain et al. present a list of initiatives for data visualization platforms. In [140], Olshannikova et al. present a series of works and challenges of the visualization of big data over VR and AR devices. Tobias Drey discusses the advantages and disadvantages of augmented and virtual reality visualizations, focusing on head-mounted displays and collaborative tasks. In [138], Nichols provides a panorama of companies and commercial projects targeting data visualizations on VR and AR environments.



  Response length -Duration of the speaker's messages  Talking time -Proportion the speaker time over the exchange  Details -Degree of details of the speaker's descriptions, e.g., details over people's descriptions, places, actions, objects, events, and events' timing. This also comprises the degree to which the message seemed complete, concrete, striking, or rich in details  Unique words -Type and ratio of the number of different or unique words used  Sensory information -Do speakers describe sensory attributes such as sounds and colors Cognitive complexity -Do speakers use longer than usual sentences? Are these sentence syntactically complex, use of words such as but, yet; disproportional description of people and events Some of these markers can be detected and traced over one or more declarations of the same person. The patterns can be evaluated against the average speakers' datasets and different samples of the same speaker to detect changes in patterns, raising alerts over different mindsets.

  precisely the feeling of freedom. I feel free as I realize I have successfully contributed to fairly different set of domains over my research career. This comforts and assures me I can adapt and enlarge even more my range of knowledge. I feel confident and hungry for knowledge. I have realized I still have the same curiosity and fascination I had in the past when facing new challenges and discovering new techniques. The first part of this thesis, Past and present research, presents the main research works I have been involved with. While in the Perspective research part, I present some of the directions I envision for my research in the coming years. The works in the first part follow aloose chronological order. The order is strictly chronological inside each subject though, the subjects are presented in the chronological order I have worked with them. Some, long-term research subjects, overlap with others, so not all works appear in a strict chronological order.

  

  

  

  

  

  

  

  

  

  

  

  

  The content of this section is based on the following works:Daniel Camara, A new Routing Algorithm for Wireless Ad hoc Networks, Master Thesis, Federal University of Minas Gerais, Computer Science Department, March 2000  Daniel Câmara, Antonio A.F. Loureiro, GPS/Ant-Like Routing in Ad Hoc Networks, Springer Telecommunication Systems, Volume 18, Issue 1-3, pp 85-100, September 2001  Daniel Câmara, Antonio Alfredo F. Loureiro, A GPS/Ant-Like Routing Algorithm for Ad Hoc Networks, IEEE Wireless Communications and Networking Conference (WCNC'00), Chicago, IL, USA, September 2000 Some scenarios where MANETs are useful are business associates sharing information during a meeting, military personnel relaying tactical information and other types of data on a battlefield. Other examples are emergency disaster relief personnel, coordinating efforts after natural disasters such as hurricanes, earthquakes, or flooding. A fundamental problem in this kind of structure is routing. My MS thesis back in 2000 is the first work to propose Ant Colony

Table 2 :

 2 Main simulation parameters for the air topology control experiments

	Parameter	Value
	Simulator:	Sinalgo
	Simulation time:	2 hours
	Area (LxWxH):	3km x 3km x 2km
	Interface 1 range:	400m
	Interface 2 range:	700m
	Percentage of loss messages:	0.01%
	Average speed:	10km/h
	Number of squadrons:	1,2,3,4,5
	Prices to connect:	DH:0, CH:5, MR:15
	Max cluster size	16 nodes

Table 3 :

 3 Parameter values used in the simulations of the localization method

  To the best of our knowledge, DCE is the first approach to execute nearly unmodified applications and Linux kernel code in the context of a widely-used open source discrete event networking simulator (ns-3). DCE meets the goals recently proposed for fully reproducible networking research and runnable papers, with the added benefits of i. the ability of completely deterministic reproducibility, ii. the scalability that simulation time dilation offers, iii. Capabilities for supporting automated code coverage analysis and iv. improved debuggability via execution within a single address space.Ideally, any researcher should be able to reproduce results shown by her colleague, not only to verify the results published in the paper but also to easily evaluate and debug the protocol on other scenarios with different scales, compare it with other approaches and possibly propose enhancements.

	ns-3 simulations.
	September, 2012
	 Hajime Tazaki, Frederic Urbani, Emilio Mancini, Daniel Câmara, Thierry
	Turletti, Walid Dabbous, Direct Code Execution: Revisiting Library OS
	Architecture for Reproducible Network Experiments, 9th International
	Conference on emerging Networking EXperiments and Technologies
	(CoNEXT), Santa Barbara, CA, USA, December 9-12, 2013
	 Alina Quereilhac, Daniel Camara, Thierry Turletti, Walid Dabbous.
	Experimentation with large scale ICN multimedia services on the Internet
	made easy. IEEE Communications Society Multimedia Communications
	Technical Committee (ComSoc MMTC) E-Letter, IEEE, 2013
	 Daniel Camara, D6.4 Experimentation Testbed Software Package V1,
	Deliverable D6.4 CopKit Project, CPK-1905-WP06-001-V1.0-DV-CO,
	May 2019
	 Daniel Camara, D6.8 Experimentation Testbed Software Package V2,
	Deliverable D6.4 CopKit Project, CPK-1901-WP06-004-V1.0-DV-CO,
	May 2019

Code Execution I have contributed to the development of Direct Code Execution (DCE), a framework that dramatically increases the number of available protocol models and realism available for The content of this section is based on the following works:  Daniel Câmara, Frederic Urbani, Mathieu Lacage, Thierry Turletti, Walid Dabbous, Content Centric Networks Validation Platform, CCNxCon2012, CCNx Community Meeting, CCNx Workshop, Sophia Antipolis, France,

Table 4 :

 4 distribution of chosen methods, taking into account the MAPTE error and compared with other error methods

  The content of this section is based on the following works: Vincent Boyer, Détection de patterns et de sérialité à caractère criminel.

	Master's thesis at ISEN Toulon, Augoust 2017 (Industrial Supervisor)
	 Meryem Guemimi, Named Entity Recognition and Semantic Relation
	Extraction For Criminal Entities Detection, Master's thesis at
	EURECOM/Telecom ParisTech, September 2019 (Industrial Supervisor)

Table 5 :

 5 Comparison between the implemented characteristics of the original version of Series Finder and our extended version

Table 6 :

 6 Precision, Recall and F1 results obtained with different configurations of BREDS compared to Snowball, table presented in[START_REF] Batista | Semi-supervised boot-strapping of relationship extractors with distributional semantics[END_REF] 

	Equation 8: new pattern evaluation function
	𝐶𝑜𝑛𝑓(𝑝) = 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 *	𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑊𝑛𝑔𝑡 * 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒 + 𝑊𝑝𝑎𝑟 * 𝑃𝑎𝑟𝑡𝑖𝑎𝑙 + 𝑊𝑢𝑛𝑘 * 𝑈𝑛𝑘𝑛𝑜𝑤𝑛

Table 7 :

 7 Number of Relational Tuples per class (PER stands for person names, ORG for Organization names, GPE for Geo-Political place names, NORP for nationalities or religious or political group)

	Relation	Number of Tuples
	PER-PER	318
	PER-DATE	422
	PER-GPE	747
	PER-ADDRESS	45
	PER-PROFESSION	226
	PER-NORP	127
	DATE-TIME	2120
	PROFESSION-ORG	120

Table 8 :

 8 Performance of Different RE evaluated systems. The '+' sign, in the table above, indicates that we add the characteristic to the previous model.

  The content of this section is based on the following work:  Daniel Camara, Nicolas Valescant, Les algorithmes et l'Intelligence-Led Policing, Revue de la Gendarmerie Nationale, Revue 261 Algorithmes et espaces normatifs, CREOGN, Gendarmerie Nationale, June 2018

  project is being developed for Hololens 2 with Unity and C#. It relies on the Microsoft Mixed Reality Toolkit to speed up the development. The tool kit gives access to a series of functionalities such as a 3D scan of the environment (spatial awareness), standard context menus, gestures support, speech command controls, among other functionalities.The agent should be able to perform with the tool at least the following tasks: The use of the tool has to be as simple as possible, with simple gestures or context menus that make it use intuitive and pleasantThe application must also enable evolution; the use case we are targeting is only the beginning of the work. The created framework should be robust and open to be incremented in the future with new functionalities.

	 Be able to extract photos, videos and annotations, for insertion on specialized
	legacy police systems
	 It should be possible to replay the scenario afterward for evaluation of the scene
	by the investigators or court presentation
	 Log actions of the users
	o All important actions should be logged, for example:
	 picture taken, position, date and time
	 scan made, position, date and time
	 record made, position, date and time
	 the element was removed, element, date and time
	
	 Scan the involved elements; in the case of the use case scenario, either scan the
	vehicles or use pre-build standard 3D models to represent the vehicle
	o If the scan is performed directly by the glasses, it is essential to apply the
	texture of the vehicle over the generate 3D
	 Take photos and videos of elements on the scene
	o Position these photos inside of the scene for evaluation (move, resize,
	adjust orientation) and be able to export them to be used on the
	investigation as proof
	 Add identification markers for different proof elements
	o The user can create new markers, which come every time with a different
	number for a given crime scene
	 Add notes over the scene, either with a virtual keyboard or voice recording
	o These registered elements have be accessible from the tool, ideally
	located closer to the annotated evidence, or through a full menu with all
	the note



  Exogenous datasetsdatasets that can enrich the data relations to explain the available data better. These can be available online or not  Under requestare information available for law enforcement upon request but is not under law enforcement agencies' control. The access may or may not depend on the permission of a judge/prosecutor

	Type Type	Source Source	Useful information Useful information
	Open-source LEAs records Wiretapping Social networks and	 Images (content and meta-information)  Base on the register of conversations
		forums	 Logins  Any entity that can be detected over the conversation
			 Comments o Names
			 Friends o IBAN
			 Activity o Phone numbers
	Exogenous datasets	Whois	o Places  Creation date o Addresses  IP Location o Values
			 Contact o Anything that can be used to identify a place,
			 Registrar History a person or a relation
			 IP History
			 Resolve Host
			 Service provider
			 Company name
	Exogenous	Database of IP addresses	 IP address
	datasets	blacklisted	 Malicious or not
			 Reason
			 From date
			 Number of events
	Under request Internet Service Provider	 IP address of usage
			 Name of client
			 Date of birth
			 Address of the user
			 Landline phone number
	Under request Internet Service Provider	 Financial transactions
			o From/to
			o Values
	 LEAs data sources -datasets that are under the responsibility and managed by o Dates
			 Comments
	law enforcement agencies Under request Phone records	 Source Phone number
			 Destination Phone number
	Type	Source	 Type call/SMS/data Useful information  Date and time
	Open-source	Advertisements websites	 Telephone numbers  Position
		(dark and clear web)	 Comments  IMEI
			 Name and surname of seller and buyer  Subscriber
	Under request Passenger lists	 Dates and times  Names  Location  Destinations  Images (content and meta-information)  Transaction amount  Dates
	Under request Vehicles holder database	o Payment details  License plate
			o Possible addresses  Owner
			o E-mails  Type of vehicle
			 Username  Color
	LEAs records Criminal records	 Type of service  Price  Names
			 Time of publication  Period of activity
			 Username of reviewers and commenters  Accomplices
			 Other entity mentioned by name (targeted  Felonies
			organizations, possibly extracted from additional  Periods in jail
	LEAs records Intelligence reports	information such as an image)  Type of facts  Bitcoin wallets  Names

Table 9 :

 9 Non-exhaustive list of available data for LEAs investigation and their type and source

Table 10 :

 10 Examples of data management processes that can be useful for LEAs

Table 11 :

 11 Examples of Analysis processes that could help LEAs to understand better criminality data
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  would never have access if I were working elsewhere. On top of that, I have the opportunity to work with applied research, and I can see the results of my research applied. I always wanted my research to positively impact the world, and I feel that is finally true now.
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