N

N
N

HAL

open science

Contributions théoriques sur les communications furtives
David Kibloft

» To cite this version:

David Kibloff. Contributions théoriques sur les communications furtives. Réseaux et télécommunica-

tions [cs.NI|. Université de Lyon, 2019. Francais. NNT: 2019LYSEIO70 . tel-02458264v2

HAL Id: tel-02458264
https://hal.science/tel-02458264v2
Submitted on 16 Jul 2020

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.


https://hal.science/tel-02458264v2
https://hal.archives-ouvertes.fr

UNIVERSITE
Y

22

DE LYON
—
—

W

N° d’ordre NNT : 2019LYSEI070

THESE de DOCTORAT DE L’UNIVERSITE DE LYON
opérée au sein de
I'INSA de Lyon

) Ecgle Doctorale N° 160
Electronique, Electrotechnique et Automatique
(ED EEA)

Spécialité / discipline de doctorat :
Génie Electrique

Soutenue publiquement le 17/09/2019, par :
David Kibloff

Contributions Théoriques sur les
Communications Furtives

Devant le jury composé de :

Rapporteurs :

GUILLEN | FABREGAS Albert Universitat Pompeu Fabra Espagne
ROUMY Aline INRIA France
Examinateurs :

CLAVIER Laurent IMT Lille Douai France
FIJALKOW Inbar Université de Cergy-Pontoise France
GORCE Jean-Marie INSA Lyon France
WANG Ligong CNRS France
Directeur de theése :

VILLEMAUD Guillaume INSA Lyon France
Encadrant :

PERLAZA Samir INRIA France
Membre invité :

COSQUER Ronan Direction générale de 'armement France

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



b LR — ] DGA

UNIVERSITY OF LYON
Doctoral School of Electronics, Electrotechnics and Automation
(ED EEA)

THESIS

presented in partial fulfilment of the requirements
for the degree of Doctor of Philosophy from the University of Lyon,
the 17/09/2019.

Specialization: Electrical Engineering

David Kibloff

Information Theoretic
Contributions to Covert
Communications

Jury:
Reviewers:
GUILLEN I FABREGAS Albert Universitat Pompeu Fabra Spain
ROUMY Aline INRIA France
Examiners:
CLAVIER Laurent IMT Lille Douai France
FIJALKOW Inbar Université de Cergy-Pontoise France
GORCE Jean-Marie INSA Lyon France
WANG Ligong CNRS France
Supervisor:
VILLEMAUD Guillaume INSA Lyon France
Advisor:
PERLAZA Samir INRIA France
Guest:
COSQUER Ronan Direction générale de I’armement France

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



V4 o

informatics g mathematics ﬂ ‘
1 —
> it — U

UNIVERSITE DE LYON

/,'/
A

Electronique, Electrotechnique et Automatique

(ED EEA)

THESE

présentée publiquement pour 'obtention
du diplome de Docteur de I'Université de Lyon,
le 17/09/2019.

Spécialité : Génie Electrique

David Kibloff

Contributions Théoriques
sur les Communications

Furtives

Jury :
Rapporteurs :
GUILLEN I FABREGAS Albert Universitat Pompeu Fabra
ROUMY Aline INRIA
Examinateurs :
CLAVIER Laurent IMT Lille Douai
FIJALKOW Inbar Université de Cergy-Pontoise
GORCE Jean-Marie INSA Lyon
WANG Ligong CNRS
Directeur de these :
VILLEMAUD Guillaume INSA Lyon
Encadrant :
PERLAZA Samir INRIA
Membre invité :
COSQUER Ronan Direction générale de I’armement

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés

Espagne
France

France
France
France
France
France

France

France



Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



Absiract

HE PROBLEM of covert communications, also known as communications with low-
I probability of detection has gained interest in the information theory community
in the last years. Since Bash et al. showed in 2012 that the square-root law
applied in the point-to-point case for such communications systems, the number of contributions
on the topic did not cease to grow. In this thesis, two new problems of covert communications
are introduced. First, the problem of covert communications over a point-to-point link where a
warden observes only a fraction of channel outputs in order to try to detect the communications
is studied. An achievability bound in the finite block-length regime is derived for this problem.
Second, the problem of embedding covert information into a given broadcast code is introduced.
Given a broadcast code to transmit a common message to two receivers, the goal is to determine
the maximum number of information bits that can be reliably sent to one receiver while
remaining covert with respect to the other receiver. For this problem, both an achievability
and converse bound in the asymptotic block-length regime are derived for a particular class of
channels, i.e., symmetric channels. Together these bounds characterize the maximum number
of information bits that can be covertly embedded in a given broadcast code for symmetric
channels.
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Résumeé

"ETUDE des communications furtives, aussi connues sous le nom de communica-
tions avec faible probabilité de détection, a connu un regain d’intérét dans la
communauté Théorie de 'Information dans les années passées. Depuis que Bash

et al. ont montré en 2012 que les communications point-a-point sous contrainte de furtivité
obéissent a une loi en racine carrée, le nombre de contributions dans ce domaine n’a cessé de
croitre. Dans cette theése, deux nouveaux problémes de communications furtives sont présentés.
Premierement, les communications furtives sur les liens point-a-point sont étudiées quand
I’adversaire observe uniquement une fraction des sorties de canal pour essayer de détecter la
communication. Une borne de faisabilité pour une longueur finie de blocs est obtenue pour
ce probleme. Deuxiemement, le probleme d’introduction d’information furtive dans un code
de broadcast existant est présenté. Etant donné un code de broadcast pour transmettre de
I'information & deux récepteurs, le but de cette étude est de déterminer le nombre maximum
de bits d’information qui peuvent étre envoyés de maniere fiable a I'un des récepteurs tout en
étant furtifs pour 'autre récepteur. Pour ce probléeme, une borne de faisabilité et une borne
d’impossibilité sont obtenues dans le régime asymptotique pour une classe particuliere de
canaux, i.e., les canaux symétriques. Ces deux bornes caractérisent le nombre maximal de bits
d’information qui peuvent étre introduits de maniere furtive dans le code de broadcast donné
pour des canaux symétriques.
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Notation

HROUGHOUT this thesis, random variables are denoted by uppercase letters, e.g.,

I X, and their realizations are denoted by lowercase letters, e.g., x. Sets are

denoted by calligraphic letters, e.g., X. The probability distribution of the

random variable X is denoted by Px unless specified otherwise. The expected value and the

variance evaluated with respect to the probability distribution Px are respectively denoted

by Ex [-] and Vx [-]. The complementary cumulative distribution function of a standard

Gaussian random variable evaluated at € R is denoted by Q(z). Given two distributions

Px and Qx, Px < QQx denotes the fact that Px is absolutely continuous with respect to @ x.

Assuming that the probability mass functions Px and @ x have countable support X, the
function i (Px,Qx), with k € IN, is

k
wi (Px, @) = S Exle) = @)

zeX QX (x)kil

The Kullback-Leibler divergence between Px and @ x is denoted by

(1)

D(Px[[Qx) = 3 Py(a) log (PX('T)) . @

TeEX QX(l')

Finally, the total variation distance between Px and @Q)x is given by

IPx ~ Qxllry = 3 3 1Px(a) ~ Qx(@)] ©
zeX

Whenever a second random variable Y is considered, Pxy and Py|x denote respectively the
joint probability distribution of the pair (X,Y’) and the conditional probability distribution of
Y given X. Given a realization z € X, the expected value and the variance evaluated with
respect to the conditional probability distribution Py x(-|x) (also denoted as Py x—,) are
respectively denoted by Ey|x—, [] and Vy x_, [].

Given an integer n, an n-dimensional vector of random variables is denoted by a bold
uppercase letter, e.g., X = (X1, Xo,..., X)) € &A™ and its realization is denoted by a bold
lowercase letter, e.g., € = (z1,%2,...,2y). The number of occurrences of the symbol z € X
in the vector & € X™ is denoted by N(z|z) £ S 1,—,,). Similarly, the number of
joint occurrences of the pair (z,2’') € X? in the pair of vectors (z,z’) € X" is denoted
by N(z,z'|z,z') & S0, ]l{m=xt}]l{;p/:z;}- Given a set of m indices A = {ay,a2,...,am} C
{1,2,...,n} and an n-length vector X = (X1, X2,...,X,), X 4 denotes the m-length vector
X 4= (Xay, Xay, .-, Xa,,) Given £ € N, £ # n, an {-dimensional vector of random variables
is denoted by X (1) = (X1, X2,...,Xy) € X* and its realization is denoted by T(1p) =
(1'1, L2y eny l’g).
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Synthese des
contributions majeures

1. Introduction

La sécurité des systéemes de communications est un sujet de recherche actif depuis de nombreuses
années, autant du point de vue théorique que du point de vue pratique, et ce particulierement
dans les systémes sans fils. En effet, espionner une ligne filaire n’est possible que si ’espion a
un acces physique a la ligne de communication afin de mettre celle-ci sur écoute. A l'inverse, la
nature radiodiffusée des réseaux sans fils permet a des utilisateurs malveillants d’espionner ou
de perturber la communication. Dans de tels réseaux, le simple fait d’avoir un récepteur permet
I’espionnage du systéme. Ainsi, en raison de 'augmentation inédite du nombre d’appareils sans
fils connectés autour du globe, la sécurité des systémes de communication sans fils connait
une demande croissante. Dans cette these, I’étude portera sur les problemes rencontrés quand
un utilisateur malveillant espionne la communication.

D’un point de vue théorique, la sécurité des systémes de communication a été d’abord
étudiée dans l'article fondateur de Shannon [1], qui introduit le concept de sécurité parfaite.
D’aprés Shannon, afin d’avoir une communication sécurisée en présence d’un espion, le message
et I'observation de ’espion doivent étre statistiquement indépendants. Cette notion de sécurité
parfaite est assez contraignante, et donc, elle a été relaxée dans la littérature. Ainsi, les
concepts dérivés de sécurité faible, sécurité forte, sécurité effective et sécurité sémantique
ont été introduits et étudiés. Toutes ces mesures de sécurité garantissent différents niveaux
d’indépendance statistique entre le message et ’observation de ’espion.

Une autre fagon d’assurer la non-décodabilité du message par ’espion est de garantir que
celui-ci ne puisse pas détecter la communication elle-méme. Ce probléme est connu sous le
nom de communications furtives ou communications a faible probabilité de détection. Dans ce
probleme, le codage des message doit garantir que le meilleur détecteur que I’espion pourrait
détenir échoue presque systématiquement a détecter la communication. C’est-a-dire, dans
le cas le plus simple d'une communication point-a-point, la sortie de canal de I’espion doit
ressembler au bruit qu’il observe lorsqu’il n’y a pas de communication. Ce genre de contrainte
de sécurité est bien plus stricte que les concepts de sécurité discutés précédemment.

Néanmoins, les communications furtives trouvent leurs applications, parmi d’autres, dans le
domaine militaire. Par exemple, considérons un scénario de bataille dans lequel un général
envoie des ordres a ses troupes. Dans certaines circonstances, il pourrait étre crucial pour
I’adversaire de savoir que des ordres ont été envoyés, méme si ceux-ci ne sont pas explicitement
connus, justifiant le recours a des communications furtives. Une autre application concerne la
conception des véhicules furtifs, tels les sous-marins par exemple, qui peuvent communiquer sans
révéler leur présence, ou pire, leur position. Les communications furtives trouvent également
des applications dans le journalisme d’investigation, ou la transmission secrete des données est

xvii
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Synthése des contributions majeures

cruciale pour la coopération des journalistes. Enfin, dans la vie quotidienne, les communications
furtives pourraient étre utilisées pour échanger des données critiques telles que les données
médicales dans le contexte de 'Internet des Objets, ou bien pour le paiement sans fil des cartes
de crédit.

L’étude théorique des modeles de systemes de communication furtifs est d’un grand intérét.
Elle permet de fournir au concepteur d’un systéme de communication des bornes sur le
débit maximal auquel les données pourront étre envoyées de fagon fiable et furtive. Ainsi, les
ingénieurs dédiés a la conception du code peuvent évaluer & quel point leur produit présente
des performances proches des performances optimales.

Cette these présente deux contributions théoriques principales. Premierement, le probleme
des communications furtives de type II est introduit. Il s’agit d’un probléme de communication
furtive point-a-point traditionnel, dans lequel ’espion est autorisé a choisir une fraction des
sorties de canal pour détecter la communication. Pour ce probleéme, une borne de faisabilité —
une borne inférieure sur le débit maximal auquel la transmission peut étre fiable et furtive
— est présentée pour un code de longueur finie. Deuxiemement, le probleme d’intégration
d’information furtive dans un code broadcast est présenté. Etant donné un code broadcast
pour transmettre un message commun a deux récepteurs, 'objectif dans ce probléme est de
déterminer le nombre maximal de bits d’information qui peuvent étre envoyés de fagon fiable
a I'un des récepteurs sans que l'autre ne le détecte, en plus du message commun. Dans cette
these, une borne de faisabilité et une borne d’impossibilité — une borne supérieure — sur le
nombre maximal de bits d’informations qui peuvent étre intégrés de maniere furtive dans un
code broadcast donné sont établies pour des codes de longueur infinie, et pour une classe de
canaux particuliers, i.e., les canaux symétriques. Dans cette synthése des résultats en francais,
seul le second probleme est abordé.

Aucun de ces deux problemes n’a été étudié précédemment. Le probléme des communications
furtives de type II généralise le probleme des communications furtives sur un canal point-a-
point. La borne de faisabilité présentée dans cette thése est un premier pas vers la résolution de
ce modele généralisé. Le probleme d’intégration d’information furtive dans un code broadcast
donné est nouveau, du fait que le code broadcast soit donné. A l'inverse, [2, 3] traitent le
probleme du design conjoint d’un code qui permet ’envoi d’un message commun et d’'un
message furtif & 'un des récepteurs. Une fois encore, la caractérisation du nombre maximal de
bits d’information qui peuvent intégrés a un code broadcast de maniére furtive constitue un
premier pas vers la résolution du probléme pour des canaux discrets sans mémoire arbitraires.

Le reste de cette partie suit le plan suivant. La section [2| présente brievement 1’état de I’art.
La section [3| est dédiée au résultat principal de cette theése, c’est-a-dire, la caractérisation du
nombre maximal de bits d’information qui peuvent intégrés a un code broadcast de maniere
furtive. Enfin, la section [] conclue cette synthese des résultats.

2. Etat de I'art

La sécurité des systémes de communication est un probleme de longue date en théorie de
Iinformation. Shannon lui-méme a introduit le le premier modele d’étude pour la sécurité des
systémes de communication [1]. Dans ce probléme, le transmetteur a pour but de communiquer
avec un récepteur sur un canal sans bruit en présence d’'un adversaire, 1’espion, qui observe
également une version non-buitée du signal transmis (voir Fig. . Shannon a introduit dans
son artivle la notion de sécurité parfaite pour traiter ce probleme et a défini la sécurité parfaite
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Key
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FIGURE 1. : Systéme de communication point-a-point sécurisé.

comme suit :
1(W;2) =0, (4)

ou W € W est le message secret, VW est 'ensemble des messages, et Z € Z™ est la sortie de
canal de ’espion, avec Z 'alphabet de sortie de canal de I’espion, et n € IN la longueur du
code. En d’autres termes, étant donné son observation de sortie de canal Z, ’espion ne doit
pas étre capable d’inférer quoi que ce soit a propos du message W, a fortiori, il ne doit pas
étre capable de décoder W. Shannon a conclu que pour satisfaire une telle contrainte, une clé
secrete partagée entre ’émetteur et le récepteur était requise, et 'entropie de la clé doit étre
égale & ’entropie de la source de messages. En d’autres termes, en supposant les messages et
clés distribués uniformément, le nombre de messages et de clés doit étre le méme.

Plus tard, Wyner introduit le canal wiretap [4], modeéle dans lequel le canal n’est plus sans
bruit, et dans lequel ’espion observe une version dégradée du signal requ par le récepteur. Il a
également relaxé la contrainte de sécurité de Shannon et introduit la notion de sécurité faible
définie comme suit :

lim lI(I/V; Z)=0. (5)

n—00 N,

Avec ces hypotheses de travail, Wyner a pu montrer qu'une communication sécurisée sans
clé était faisable.

Csiszar a introduit le concept de sécurité forte [5], dans le but de renforcer la mesure de
Wyner, et ’a défini comme suit :

Jim I(W;Z) =0. (6)

En effet, 'abandon de la normalisation renforce la mesure, dans le sens ou les performances
guaranties en termes de sécurité sont meilleures.
Ensuite, Hou, et al. ont introduit la notion de sécurité effective [6], définie comme suit :

Jim D(Pwz||Pw@z) =0, (7)

ou Qz est la distribution attendue par ’espion lorsque I’émetteur n’envoie pas de messages
utiles. Cette mesure regroupe deux critéres, nommés confusion de I’espion et discrétion du
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Synthése des contributions majeures

message (qui est d’'une certaine fagon liée au probléeme des communications furtives).
Enfin, Bellare et al. ont introduit la notion de sécurité sémantique, définie comme suit :
lim max I(W; Z) =0, (8)
n—oo PW
ou la distribution du message est arbitraire. Ceci contraste avec les travaux précédents dans
lesquels le message est généralement supposé comme étant uniformément distribué.

Devant ce nombre croissant de mesures garantissant la non-decodabilité du message, un
nouveau probleme a émergé en théorie de l'information : le probléme des communications
furtives. Dans ce probléeme, I’émetteur et le récepteur doivent communiquer de facon a ce
que l'adversaire ne puisse pas détecter la communication. L’adversaire a pour but non pas
de décoder le message, comme dans le cas du canal wiretap, mais de détecter s’il y a une
communication. Ainsi, pour distinguer les deux modeles, 'adversaire est nommé 1’espion
lorsqu’il a pour but de décoder le message, et le surveillant lorsqu’il a pour but de détecter la
communication. La contrainte de furtivité est bien plus stricte que les contraintes de sécurité
évoquées précédemment. La motivation pour ’étude de ce genre de probleme vient entre
autre des applications militaires pour lesquelles I'existence d’une transmission peut-étre une
information d’importance capitale.

2.1. Résultats théoriques principaux sur les communications furtives

Dans cette section, une description des résultats principaux sur les communications furtives
est présentée. D’abord, les canaux point-a-point sont étudiés. Ensuite, les canaux point-a-point
avec brouilleurs sont présentés. Enfin, les canaux a utilisateurs multiples et les résultats de
codage pour les communications furtives sont exposés.

Canaux Point-a-Point

Les communications furtive ont été introduites en théorie de I'information par Bash et al. [7, 8].

Dans ces articles, les auteurs montrent que, comme en stéganographie, les communications

furtives sur des canaux point-a-point Gaussiens obéissent a une loi en racine carrée. En d’autres

termes, le nombre de bits d’information qui peuvent étre envoyés en n € IN utilisations de

canal est de ’ordre de la racine carrée de n. Pour montrer ce résultat, les auteurs utilisent

un code qui utilise une clé de longueur O(y/nlog (n)). Ces résultats montrent que la notion
log (M)

traditionnelle de débit (R = =5, ot M € N est le nombre de messages) ne peut pas étre

utilisée puisque cette quantité tend vers zéro. Ainsi, dans les problémes de communications
furtives, la quantité qui est souvent étudiée est la fraction %, qui tend vers une constante
pour la plupart des canaux.
Plus tard, ces résultats ont été affinés par Che et al. [9, 10], Bloch [11] et Wang et al. [12].
log (M)

Dans [9, 10], la constante exacte qui caractérise la limite du ratio ~m bour les canaux

binaires symétriques est obtenue. Dans [11, 12], la limite du ratio % est caractérisée de
maniere exacte pour des canaux discrets sans mémoire, en utilisant des preuves différentes. De
plus, [11] caractérise les conditions dans lesquelles aucune clé secréte n’est requise et présente,
pour les canaux discrets sans mémoire, une amélioration de la longueur de clé lorsque son
utilisation est nécessaire. Le procédé de communication qui y est introduit requiert une clé

de longueur O(y/n). Enfin, [12] caractérise également la limite exacte du ratio % pour
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les canaux & bruit blanc Gaussien additif. De plus, Tahmasbi et al. ont obtenu dans [13] des
bornes supérieures et inférieures sur le débit qui peut étre atteint sous diverses contraintes de
furtivité pour une longueur de code finie.

Les canaux Gaussiens a temps continu sont étudiés par Wang [14]. Dans cet article, il
est montré que lorsque le bruit est blanc, un débit positif d’information furtive peut étre
atteint quand il n’y a pas de contraintes de bande passante sur I’entrée du canal. Au contraire,
lorsqu’on s’intéresse au cas ou la bande passante est limitée, les procédés de communication
furtive requierent que le nombre de bits transmis grandisse au plus comme la racine carrée du
temps de transmission total.

Les canaux point-a-point a états ont été étudiés par Lee et al. [15, 16]. Dans ces articles,
des expressions analytiques du débit maximum atteignable sous contrainte de furtivité sont
présentées dans le cas ou l'information sur I’état du canal est accessible de maniére causale ou
non causale pour les canaux discrets sans mémoire, et dans le cas ou l'information sur I’état
du canal est accessible de maniere non causale pour les canaux Gaussiens. Curieusement, il
existe des canaux a états pour lesquels le débit sous contrainte de furtivité est strictement
positif dans le régime asymptotique. Ceci contraste avec les résultats obtenus pour les canaux
point-a-point discrets sans mémoire ni état et les canaux point-a-point Gaussiens sans état.

Dans 'article [17], les canaux point-a-point non-cohérents sont étudiés par Tahmasbi et al.
En particulier, des canaux a attenuation de Rayleigh rapide sont considérés. Il est montré
dans cet article que la loi en racine carrée est encore vérifiée.

Dans les articles [18, 19, 20], Soltani et al. étudient les limites fondamentales de Iinsertion
de paquets furtifs. Les auteurs considérent un premier émetteur envoyant des paquets sur
un canal a destination d’un récepteur légitime dans un intervalle de temps donné. Une autre
paire émetteur-récepteur est présente et son objectif est ’envoi de paquets — 'insertion de
paquets — sur le méme canal de maniere non détectable pour un adversaire externe. Il est
montré dans cet article que la loi en racine carrée est vérifiée. C’est a dire, si le nombre total
de paquets envoyés par le premier émetteur est n, le nombre de paquets qui peuvent étre
insérés de maniere furtive croit en racine carrée de n.

Dans 'article [21], Soltani et al. consideérent le problem d’insertion de bits dans des paquets.
Les auteurs considérent qu’un premier émetteur envoie n paquets a un premier récepteur.
Les paquets sont relayés a ce premier récepteur par trois entités. La premiére a pour objectif
d’insérer des bits furtifs dans les paquets, dont la charge utile est supposée non saturée. La
seconde est un adversaire qui vise a détecter les bits insérés dans les paquets. La troisieme a
pour objectif de décoder les bits furtifs insérés dans les paquets. Il est montré dans cet article
que si le nombre de paquets transmis est n, alors, il est possible d’insérer un nombre de bits
dans ces paquets qui est de 'ordre de la racine carrée de n.

Les canaux point-a-point Poissoniens ont été étudiés par Wang [22]. Il montre que pour des
canaux point-a-point Poissoniens a temps continu sans contrainte sur le pic de puissance en
entrée, la capacité du canal sous contrainte de furtivité est infinie.

Tahmasbi et al. ont introduit les exposants d’erreur pour les communications furtives sur
les canaux point-a-point [23]. Ils prouvent dans cet article des bornes supérieures et inférieures
sur ’exposant d’erreur. Pour certains regimes de communication, ces bornes se rejoignent.

Dans 'article [24], Tahmasbi et al. étudient la faisabilité de la génération furtive de clé
secrete. Il y est montré que la génération furtive de clé secréte est possible pour certains
modeles. De plus, dans les modeles pour lesquels la capacité de clé secrete furtive égale la
capacité du canal sous contrainte de furtivité, il est montré que la confidentialité de la clé est
une conséquence naturelle. C’est a dire que, pour de tels modeles, si la furtivité du protocole
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de génération de clé est assurée, alors la clé et la sortie de canal observée par ’adversaire sont
statistiquement indépendantes dans le régime asymptotique.

Canaux Point-a-Point avec Brouilleurs

Les canaux point-a-point sous contrainte de furtivité avec un brouilleur coopératif ont été
introduits par Soltani et al. [25, 26]. Dans I'article [25], I'étude considere plusieurs brouilleurs
coopératifs voués a aider I’émetteur a réaliser une communications furtive tandis que plusieurs
adversaires scrutent le canal. Les brouilleurs sont supposés aléatoirement localisés suivant une
distribution de Poisson en deux dimensions et les adversaires sont supposés étre distribués
aléatoirement de maniére uniforme et indépendante. Dans cette configuration, une amélioration
de la loi en racine carrée peut étre observée pour la plupart des canaux. En effet, il est montré
dans cet article que cette amélioration dépend de la densité du processus ponctuel, du coeflicient
de propagation, et du nombre d’adversaires.

Dans les articles [27, 28], Zheng et al. considérent les communications furtives en présence
d’un brouilleur adverse. En présence d’un tel brouilleur, il est montré qu’'indépendamment des
caractéristiques du canal, une clé secréte de longueur Q(log (n)) est requise. De plus, bien que
le canal soit brouillé, la loi en racine carrée est toujours vérifiée.

Dans Particle [29], Sobers et al. étudient la présence d'un brouilleur coopérant non informé.
Le brouilleur est non informé dans le sens ou il n’est pas coordonné avec I’émetteur. Cet article
révele des scenarios dans lesquels la loi en racine carrée n’est plus vérifiée, et pour lesquels
O(n) bits peuvent étre envoyés en n utilisations de canal.

Canaux a Utilisateurs Mutiples

Les communications furtives sur les canaux broadcast discrets sans mémoire ont été introduites
dans [2, 3] par Arumugam et al. Le modeéle consiste en un émetteur envoyant une information
privée & un récepteur uniquement et une information commune aux deux récepteurs. La
situation étudiée est celle dans laquelle le récepteur a qui le message privé n’est pas adressé
doit étre incapable de détecter la communication de ce message privé. Les codes pour la
transmission du message privé et commun sont supposés conjointement congus. Dans ce cas,
les auteurs caractérisent de maniére exacte la quantité d’information maximale qui peut étre
introduite dans le code qui transmet I'information commune. Ce résultat vérifie une nouvelle
fois la loi en raciné carrée des communications furtives.

Tan et al. ont considéré un autre type de canal broadcast dans [30]. Leur modele consiste
en un émetteur qui envoie deux messages indépendants aux deux récepteurs en présence
d’un adversaire qui veut détecter la communication. Dans ce cas, la loi en raciné carrée des
communications furtives est vérifiée une nouvelle fois.

Dans le contexte des communications furtives, le canal a acceés multiple a été étudié
par Arumugam et al. [31, 32]. Le modele est constitué de deux transmetteurs envoyant
de l'information a un récepteur légitime en présence d’un adversaire qui veut détecter la
communication. Dans 'article [31, 32], les auteurs caractérisent la région de capacité du canal
a acces multiple & 2 et K utilisateurs sous contrainte de furtivité. Les auteurs montrent que
pour ce genre de canal & accés multiple, la loi en raciné carrée des communications furtives est
vérifiée.

Arumugam et al. ont également étudié le canal a relais sous contrainte de furtivité [33]. Les
auteurs de cet article considerent un canal a relais dégradé avec deux adversaires indépendants.
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Un des adversaires est sur le lien entre I’émetteur et le relais tandis que le second est sur le
lien entre le relais et le récepteur. Les auteurs caractérisent le ratio optimal % dans le
régime asymptotique ou n croit infiniment, et ot M € IN et n € IN sont respectivement le
nombre de messages et le nombre d’utilisations de canal. Dans un tel scenario, la loi en raciné
carrée des communications furtives est vérifiée.

Coder pour les Communications Furtives

Bloch et al. [34] et Kadampot et al. [35, 36] ont commencé 1’étude de la conception de codes
pour réaliser des communications furtives sur des canaux point-a-point. Ils montrent que la
modulation en position d’impulsion et des variations autour de cette modulation permettent
d’atteindre des débits optimaux. Dans les articles [35, 36], la construction du code a 'avantage
d’avoir une faible complexité algorithmique.

3. Résultat principal

Dans le contexte des canaux broadcast, deux types de problemes de communications furtives
ont été étudiés [30, 2, 3]. Dans l'article [30], ’émetteur veut envoyer deux messages furtifs
indépendants a deux récepteurs. Dans les articles [2] et [3], I’émetteur envoie un message
commun non furtif aux deux récepteurs, et essaie simultanément d’envoyer un message furtif a
I'un des récepteurs. C’est-a-dire, I’autre récepteur ne doit pas pouvoir détecter si un message
furtif a été envoyé ou non.

La présente étude est liée au probleme présenté dans [2] et [3]. L’intérét est porté sur le
probléme d’introduction d’information furtive dans un code broadcast non-furtif. Les différences
principales entre le probléme présenté ici et celui dans [2] et [3] sont :

e Dans les articles [2] et [3], le code broadcast non furtif et le code furtif sont construits
conjointement par I’émetteur. Ceci autorise éventuellement le choix d’un code non furtif
dans lequel il est facile d’introduire un code furtif. L’étude présente suppose que le code
broadcast non furtif est donné et ne peut pas étre changé, rendant la preuve de faisabilité
plus difficile[l]

e Dans les articles [2] et [3] il y a une contrainte de furtivité différente conditionnée sur les
messages communs non furtifs. Dans la présente étude, une unique contrainte de furtivité
sur ’ensemble du code est considérée. Cette différence complique considérablement la
preuve du converse. La preuve d’un converse général utilisant une contrainte de furtivité
mettant en jeu la divergence de Kullback-Leibler est encore un probleme ouvert. Dans
cette étude, la variation totale est utilisée comme critere de furtivité en adaptant des
techniques de [13]. La borne du converse se montre proche de la borne de faisabilité pour
une classe de canaux satisfaisant certaines propriétés de symétrie.

I1 est montré que dans ce scenario, il est possible de transmettre O(y/n) bits en n utilisations
de canal en modifiant un code broadcast existant. De plus, il est montré que le débit atteignable
est asymptotiquement optimal pour une classe de canaux broadcast discrets sans mémoire.

1Une condition technique est que le code non furtif donné ait un exposant d’erreur positif ; voir (4.52)).
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FIGURE 2. : Canal broadcast dégradé avec messages furtifs a ['utilisation de canal t €
{1,2,...,n},oud; : YI" = W x W dénote la fonction de décodage au Récepteur 1
et da : V3 — W dénote la fonction de décodage au Récepteur 2.

3.1. Modéele

Soit un systeme de communication a trois utilisateurs dans lequel un émetteur envoie simulta-
nément de I'information & deux récepteurs a travers un canal de communication. Dans cette
étude, le canal est décrit comme suit :

(Xnay? Xygv-PYlYZ‘X)a (98’)

oun € N est la durée de la communication en utilisations de canal (longueur de bloc) et les
alphabets X, )1 et Vs sont finis. Etant donné une entrée de canal ¢ = (1, x2,...,2z,), la
sortie de canal (y;,ys), avec Y, = (Yk,1,Yk2; - - -, Ykn) pour tout k € {1,2}, est observée au
récepteur k avec probabilité :

n
Py v, x (Y1 Ya|2) = [ [ Prix (Wn.el2e) Pry vy (W2,ly.0)- (9b)
=1

C’est-a-dire, le canal est dégradé et sans mémoire.

Etant donné le canal en ([9a]), 'émetteur utilise un code broadcast (Encoder 2 sur la Figure
pour transmettre un message destiné aux deux récepteurs a un débit fixé. Ce message est
souvent appelé le message commun.

Chaque mot-code d’un code broadcast peut étre modifié pour générer un nouvel ensemble
de mot-codes. Ainsi, en redéfinissant les ensembles de décodage a un récepteur (Receiver 1
sur la Figure , il est possible de construire un nouveau code (Encoder 1 sur la Figure
qui transmet deux messages : (a) le message commun au méme débit que le code broadcast
original, éventuellement au prix d’une probabilité d’erreur de décodage accrue; et (b) un
message exclusivement destiné au récepteur 1. Ce message est souvent appelé le message privé
et le nouveau code est appelé un code induit.

Un code induit peut satisfaire des contraintes additionnelles sur la transmission du message
privé, e.g., une contrainte de furtivité, une contrainte de sécurité, une contrainte de transmission
simultanée d’information et d’énergie, etc. Cette étude s’intéresse a une contrainte de furtivité
consistant a rendre le second récepteur incapable de déterminer si un message privé est transmis
ou non au premier récepteur. C’est-a-dire, le second récepteur est incapable de déterminer
si le mot-code utilisé provient du code broadcast original ou du code induit. Un code induit
satisfaisant un telle contrainte de furtivité est appelé un code furtif.

L’objectif de cette étude est de déterminer la quantité maximale d’information qui peut
étre transmise de facon furtive étant donné un code broadcast initial arbitraire.
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3. Résultat principal

Codes Broadcast

L’index du message commun, qui doit étre transmis de I’émetteur aux deux récepteurs, est
une réalisation d’une variable aléatoire W uniformément distribuée dans ’ensemble

w2{1,2,...,M}, (10)

ou M € IN. Pour envoyer un message commun en n utilisations de canal, I’émetteur utilise un
(n, M, €)-code broadcast.

Définition 1 ((n, M, €)-code broadcast). Etant donné M € IN, € € [0, 1] et une longueur de
bloc n € IN, un (n, M, €)-code broadcast pour le canal en @ est un systéme

{(u<1>,2>1<1>,2>2<1>), (w2120, 2:2) ). (w0 21000, 22(30)) } ()

qui vérifie pour tout (i,j,k) € W? x {1,2}, avec i # j :

w(i) £ (u1(i), ua(i), ..., un(i)) € X", (12a)
Dy (i) N Dy(4) = 0, (12b)
M

UDk() Y, et (12¢)
l:11 y

i Z;Pr Y€ D)X = u(i)] <e (12d)

L’opérateur en (12d) s’applique avec la la distribution marginale Py, x de la fonction de
masse conjointe en ; et Df (i) en représente le complément de Dy (i) par rapport &
I’ensemble V.

Etant donné un code broadcast représenté par le systéme en , I’émetteur utilise le
mot-code u(i) pour transmettre I'indice de message ¢ € W. A T'utilisation de canal ¢, ou
t € {1,2,...,n}, Pémetteur envoie le symbole wu;(i) a travers le canal. Aprés n utilisations
de canal, le récepteur k, ou k € {1, 2}, observe la sortie de canal y,, = (Yk1,Yk2,-- -+ Ykn) €t
détermine que l'indice de message ¢ a été transmis s’il satisfait la regle de décodage suivante :

Yr € Di(d). (13)

La probabilité moyenne d’erreur de décodage au récepteur k associée au code broadcast donné,
dénotée par A, est donné dans le membre gauche de I'inéquation ((12d)).

Codes Induits

Supposons que le message privé est représenté par une variable aléatoire W, indépendante de
W et uniformément distribuée sur ’ensemble

WA {1,2,..., M}, (14)

ott M € IN. Supposons également qu’un code broadcast dénoté par C est donné et est représenté
par le systéeme en . L’émetteur utilise un (n,C, M)-code induit pour transmettre a la fois
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le message commun et le message privé.

Définition 2 ((n,C, M, ¢)-code induit). Etant donné M € N, € € [0,1], et un (n, M, €)-code
broadcast C décrit par , un (n,C, M, €)-code induit est un systéme

{(@(1,1),D1(1,1), D2(1)) , (v(1,2), D1 (1,2), Do(1)) , ., (v(M, W), Dy (M, M), Do(M)) 15)

qui vérifie pour tout (i,k,j,1) € W? x W2, avec (i,7) # (k1) :

v(i,j) = (v1(6,5), v2(i, §), - -, va(i §)) € X", (16a)
Di(i,j) N Di(k,1) =0, (16b)

M M

U U Di(p,q) € V1, (16¢)

1 M .. .. N
IYiT, ;;Pr Y1 € D)X = v(i j)] <& (16d)
()X =w(i,j)] <& (16¢)
i=1j=1

Les opérateurs en et s’appliquent respectivement avec les distributions marginales
conditionnelles Py | x et Py, x de la fonction de masse conjointe en . Les ensembles D5 (3, 7)
et D5(i) représentent respectivement les compléments des ensembles Dj(i, ) et Da(i) par
rapport a Vi et V3.

Etant donné un (n,C,M ,€)-code induit, dénoté C et décrit par , I’émetteur utilise
le mot-code v(i,7j) pour transmettre le message commun i € W et le message privé j €
W. A lutilisation de canal ¢, ou ¢ € {1,2,...,n}, 'émetteur envoie les symbole v (i, j) a
travers le canal. Apres n utilisations de canal, le récepteur k£ observe la sortie de canal
Ye = (Yk,1,Yk2y - - - Ykm), Ot k € {1,2}. Le récepteur 1 déclare que la paire (i, j) € W x W a
été transmise si (i, j) vérifie la régle de décodage suivante :

Y1 € D1(4,j). (17)

Le récepteur 2 détermine que le message commun ¢ a été transmis s’il vérifie , avec k = 2,
i.e., le récepteur 2 utilise la méme regle de décodage que le code broadcast initial C.

La probabilité moyenne d’erreur de décodage au récepteur k associée au code induit C est
notée \,. Les membres gauches de et définissent respectivement A et Ao

Remarque 1. Pour garantir qu’il existe un message © € W satisfaisant la régle de décodage
en pour tout y, € Vi, avec k € {1,2}, Uinclusion en est supposée vérifiée avec
égalité. Dans le cas ot Uensemble V;' \ (Dr(1) UDy(2) U...UDg(M)) n'est pas vide, les
vecteurs de sorties de canal qui appartiennent a cet ensemble induisent toujours une erreur
de décodage au récepteur k. Ainsi, pour tout j € W, remplacer l’ensemble Dy(j) par Dj(j) =

Di(5) U (Ve \ (Dr(1) UDg(2) U...UDi(M)) naugmente pas la probabilité d’erreur moyenne.
Donc, il n’y a pas de perte de généralité en étudiant un systéeme dans lequel I’équation
est vérifiée avec égalité. Sans perte de généralité, inclusion en est supposée vérifiée avec
égalité pour des raisons analogues.
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3. Résultat principal

Codes Furtifs

Soient un (n, M, €)-code broadcast décrit par et dénoté C et un (n,C, M, €)-code induit
décrit par et dénoté C. Pour tout k € {1, 2}, les fonctions de masses Qy, et Ry, sont
respectivement les distributions du vecteur de sorties de canal Y;, quand le code broadcast C
est utilisé et quand le code induit C est utilisé. C’est-a-dire, pout tout y € V',

Qy,(y é ZPYk|X ylu(i)), et (18)

M

ZZPYk|X ylv(i, j)), (19)

A

ou Py, x est la distribution marginale de la fonction de masse conjointe en . Soit un test
d’hypotheses dans lequel le récepteur 2 vise a déterminer si le code broadcast C est utilisé
(hypothése Hp) ou si le code induit € est utilisé (hypothése H;) d’aprés son observation de la
sortie de canal Y5 :

Hy:Y2~Qy,
{Hl . Y2 ~ RY2, (20)
ou Qy, et Ry, sont respectivement données en et (19).
Notons « € [0,1] et 8 € [0,1] les probabilité d’erreur de type I et de type II associées au
test T : Y3 — {0,1} de la forme

a | 0 si Hg est acceptée,
T(y) { 1 si Hy est acceptée. (21)
C’est-a-dire,
a2Pr[T(Y3) = 1], and (22)
BEPr[T(Y2) = 0], (23)

ou l'opérateur en s’applique avec Yo ~ Qy, et 'opérateur en s’applique avec
Y2 ~ Ry,.
D’apres [37, Theorem 13.1.1], il est vérifié que

« +/8 >1- ||QY2 - RY2||TV7 (24)

avec égalité pour le test optimal, et oll v et B sont respectivement définis en et , pour
tout test 7: Y5 — {0,1} de la forme (21)).

D’apres l'inégalité ([24)), il suit que plus la variation totale ||Qy, — Ry, ||ty est petite, plus
la probabilité d’échouer a déterminer si le code broadcast ou si le code induit est utilisé est
élevée. Ainsi, un code furtif est défini comme suit.

Définition 3 ((n,C, M, é,6)-code furtif). Etant donné § € [0,1] et un (n, M, €)-code broadcast
C décrit par , un (n,C, M, €)-code induit décrit par est un (n,C, M, €, d)-code furtif si

1Qy, — Ry, [lpy <6, (25)
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Synthése des contributions majeures

ot Qy, et Ry, sont respectivement définies en et .

Dans la suite de cette étude, il est supposé que les codes induits vérifient Ry, < Qy,.

Sinon, la transmission d’information privée de maniere furtive est impossible pour certaines
valeurs de § € [0, 1].
Enfin, I'analyse est restreinte aux code-induits qui vérifient Ry, # Qy,. Ceci garantit qu’il
n’existe pas de code induit qui puisse imiter parfaitement la fonction de masse Qy, de la
sortie de canal induite par le code broadcast au récepteur 2. Sinon, le probleme est trivial et
la transmission de maniere furtive est toujours faisable.

Le taux de transmission auquel I'information peut étre envoyée au récepteur 1 de maniere
furtive en utilisant un (n,C, M, ¢, d)-code furtif est % bits par utilisation de canal. Ainsi,
étant donné le code broadcast initial C, une limite fondamentale sur le débit auquel 'information
peut étre transmise de maniére furtive est donnée par le plus grand M pour lequel il existe un
(n,C, M, ¢, d)-code furtif. Cette notion est formalisée par la définition suivante.

Définition 4 (Taille de code furtif maximale). Etant donné une paire (¢,9) € [0,1]? et un
(n, M, €)-code broadcast C, la taille de code furtif maximale, dénotée M*(n,C,€,J), est :

A

M*(n,C,é, 5):max{M€]N :3(n,C, M,é, d)-code furtz'f}.

3.2. Faisabilité des communications furtives

Dans cette section, étant donné un (n, M, €)-code broadcast noté C, une borne inférieure sur la
taille maximale sur code furtif (Définition [4)) est établie en adaptant des techniques présentées
dans [11] et [12]. La construction de ce résultat est présentée en trois parties. Dans la premiére
partie, une fonction de masse est choisie pour générer aléatoirement un (n,C, M , €)-code induit.
Souvent cette fonction de masse est appelée la distribution generatrice. Cette distribution est
exprimée en fonction de parametres appelés paramétres générateurs. Dans la deuxieme partie,
les parametres générateurs sont choisis de maniére a satisfaire la contrainte de furtivité en
pour un ¢ fixé, ce qui permet 'obtention d'un (n,C, M, €,9)-code furtif. Dans la troisieme
partie, il est montré que les probabilités moyennes d’erreur de décodage (notées Ak, avec
k € {1,2}) associées au code furtif admettent chacune une borne supérieure. Ces bornes sont
exprimées en fonction des parameétres générateurs, prouvant que le (n,C, M, €)-code furtif
vérifie Ay, < € pour tout k € {1,2}.

Partie | : Génération aléatoire du code induit

Soient un (n, M, €)-code broadcast C pour le canal en @, décrit par le systeme en ,
M € IN; K € [0,+/n] des parameétres ; et Py x une distribution conditionnelle telle que pour
tout z € X,

supp PX\X:;E C X\ {z}. (26)

Etant donnés le parametre K et la distribution PX| > soit PX| y une fonction de masse
conditionnelle telle que pour tout (x,%) € X2,

PX|X(.@"$) £ (1 — 9) ﬂ{xzfc} + QP)A('X(@"LL‘), (27)
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3. Résultat principal

with i
0= —. 28
N (28)
Souvent, les parametres M , K et PX\  sont appelés les parametres générateurs.
Le dictionnaire d’un code induit est obtenu en générant pour tout i € {1,2,..., M}, les M
mot-codes
v(i,1),v(7,2),...,v(, M). (29)
Pour tout j € {1,2,..., M}, le mot-code v(i,5) est la réalisation d’une variable aléatoire
distribuée selon la fonctlon de masse PX| X=u(i) qui vérifie pour tout & € A",
n
A . A A .
Py (@lu(@) 2 T] Py Garlur(i), (30)
t=1
ou u(1), u(2), ..., u(M) sont les mot-codes du code broadcast initial C. Dans la suite de cette

preuve, la fonction de masse PX| x est appelée la distribution génératrice.

Pour terminer la génération du (n,C, M, €)-code induit, les ensembles de décodage doivent
étre spécifiés. Le récepteur 2 utilise les ensembles de décodage

D2(1),Do(2),...,Da(M) (31)
du code broadcast initial C, et la regle de décodage en , avec k = 2.

Pour tout (z,2,y) € X" x Y et tout k € {1,2}, définissons 1(2; y|x) comme suit :

PYk|X(y|§C)

Y Pyx(@|) Py x (ylz')
/eXn

L

w(&; yle) = logy (32)

A la réception de la sortie de canal y € YV}, le récepteur 1 déclare que la paire (i,7) € W x W
a été transmise d’apres la regle de décodage en , ou

Di(i,)={y € Di(i) : 0 (i, ), ylu(i) ) = mnp \|J D1(i, 5), (33)
k<j
avec 11 € R un parameétre dont la Valeur exacte sera précisée plus tard. Les mot-codes en ([29))
et les ensembles de décodage en (31)) et (33) forment un (n,C, M , €)-code induit.
Partie Il : Analyse de furtivité

Cette partie s’intéresse a I'obtention de conditions sur les parameétres générateurs qui garan-
tissent que le (n,C, M, L, €)-code induit généré est un (n,C, M, L, €,6)-code furtif.
Soient Qwy, et Sy, deux fonctions de masse telles que pour tout (i,y) € W x Vg,

. 1 .
QWYQ(Zvy)é MQYQ‘W(y|Z)7 et (34)
. 1 .
SWYQ (Zv y)é MSYQ\W(?AZ)’ (35)
XXix
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Synthése des contributions majeures

Qvow W)= T] Pryx (welue(4)), et (36)
t=1

Sy, w (yli)= H Py x (&[ue(4)) Pyy x (ye] 2).- (37)
=1 dex

Notons f\k, ou k € {1,2}, la probabilité moyenne d’erreur de décodage au récepteur k sur
tous les dictionnaires possibles. Le lemme suivant établit une borne supérieure sur la variation

totale ||Qwy, — Swy,|py-

Lemme 1. Etant donné un (n, M, e€)-code broadcast C décrit par , la variation totale
[Qwy, — Swy,llry vérifie

HQWY2 SWYzHTV ”QYz SY2HTV+€+A27 (38)

ot les fonctions de masse Qy,, Qwy, et Swy, sont respectivement définies en , et
B9, et Sy,(y) = M, Swy,(i,y), pour tout y € V3.

Preuve: La preuve du Lemme [I] est présentée dans 1’Annexe [F] [ |
La proposition suivante décrit les conditions sur les parameétres générateurs qui garantissent
que le (n,C, M, é)-code induit généré est un (n,C, M, ¢, J)-code furtif.

Proposition 1. Un (n,C, M, €)-code induit est un (n,C, M,e, d)-code furtif si

1-0—e—é+\/Cn——=
-1 n
27 ()

\/ ZPX 2)X2(Ry, | x—z> Py x—z)
zeX

0 < (39)

ot ¢ est une constante positive et ¢, = 270V 4 2 log, (uo) exp (—av/n) avec a et b deux
constantes positives et 1o = MiN(, y)cx <y, Yosex X‘X(m|x)Py2|X(y\:E).

Preuve: La preuve de la Proposition [I] est présentée dans I’Annexe [G] et utilise des
éléments de preuve provenant de [13, Lemma §]. [

Partie Ill : Analyse de la probabilité d’erreur de décodage

Soit Ryk‘x(y]:r) la fonction de masse telle que pour tout k& € {1,2} et pour tout (z,y) € X X Vg,

Ry, x (ylz) £ Z % 1x (£12) Py x (y]2).- (40)
TeX

Définissons également D(P % ) et )Zg,k(Pf(l ), avec k € {1, 2}, respectivement comme suit :

X|X 23" > Px(x)Pyg y(2]x)D <PY1\X:50||PY1\X:QC)7 (41)
TeEX TeX
et
)ZQ,k(pqu) 23" Px(2)x2(Ry, x=u> Pri|x—z)- (42)
reX
XXX
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3. Résultat principal

Proposition 2. Soit un (n, M, €)-code broadcast C pour le canal en @ 1l existe toujours un
(n,C, M,é€,0)-code furtif qui vérifie pour tout & > 0 arbitrairement petit

log, M .
1022 (V) e (1= €105 (B )
n H’PX\X
2Q_1 (l—&—e—é—; cn—ﬁ) o
= max(1—¢) — D1 (Pxx) (43)
Py x nXQ’Q(PX‘X)
Preuve: La preuve de la Proposition [2] est présentée dans I’Annexe [J| ]

Dans le régime asymptotique ot la longueur de bloc n tend vers U'infini, la Proposition 2]
conduit au théoreme suivant.

Théoréme 1. Soit une séquence Cy, Co, Cs, ... de (n, My, €,)-codes broadcast pour le canal
en @, avecn € {1,2,...} et

én < exp(—(n), (44)

pour un réel positif five (. Alors, il existe toujours une séquence de (n,Cn,]\an,€n,5)—codes
furtifs vérifiant lim,,_,o €, = 0 telle que pour tout & > 0 arbitrairement petit,

log M*(n,Cp, én, 6 2071 (9) _
lim 22 UL CrnenD) e s)WD(PXX). (45)
e Vn Pxix X2.2(Px x)
Preuve: Soient une séquence infinie de réels positifs K; < Ky < K3, ... et une séquence
infinie de réels €, > é > ... > 0, telles que pour tout n € N,
2@_1 (1—6—en—€7;+ cn—ﬁ)
K, = — . (46)
X2.2(Pg|x)
En particulier, pour tout n € IN, il est vrai que
2Q7! 1-6
K, < (2) (47)
X22(Pg|x)

Notons que si  en satisfait la condition

(1 N 2071 (12;5) e RY2|X(?J’$) — PY2|X(?J’93)>7

¢ > max {max In

Pyix n)ZQ’Q(PXlX) (Z,y)€X % V2 PYQ\X(y|x)

~1 (1= ~
max In <1 + M max Ry x (ylz) — PYlIX(y’x)> } (48)
PX|X n)ZQ’Q(lex) (Z,y)eXx V2 PY1\X(y|x)

ou 'optimisation prend en compte toutes les distributions conditionnelles PX‘  Dossibles, alors

il découle de la Proposition [2| que pour un n fixé, il existe toujours un (n,C,, M,, €n, 0)-code

XxXx1
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furtif tel que

log, (M, .
gz\/%) > (1 )KnDi(Pyg ). (49)

Dans le régime asymptotique, la condition en est vérifiée pour tout ¢ > 0, ce qui implique
directement

~ log, (M, 2071 (52) _

lim. \%) > (1 —f)<~2>Dl<PX|X>- (50)

X22(Pg|x)

La preuve est complétée en optimisant le membre de droite de I'inégalité sur toutes les

fonctions de masse PA < Ix possibles. ]

3.3. Impossibilité des communications furtives

Etant donné un (n, M, €)-code broadcast C, cette section présente une borne supérieure sur la

ratio entre la taille de code furtif maximale N* (n,C,€6) et la racine carrée de la longueur

log, (M* (n,C.é,6 L . N
de bloc, i.e., 0g2(+:”6’)), dans le régime asymptotique ou la longueur de bloc tend vers

I'infini. La section suivante présente des résultats préliminaires en longueur de bloc finie qui
sont cruciaux pour prouver le résultat principal de cette section.

Résultats auxiliaires

Un des parameétres centraux pour décrire un (n,C, M €)-code induit C décrit par est
le nombre de fois qu'un composant d’un mot-code u( ) du code C differe du composant
correspondant dans le mot-code induit v(4,j) du code ¢ ,ou (i,7) € Wx W. Cette quantité
est appelée le poids du mot-code v(i, j). Un autre parametre d’'intérét est le nombre de fois ou
le symbole x € X apparait dans les mot-codes de C and n’apparait pas dans les composants
correspondant des mot-codes de C. Cette quantité est appelée le poids du symbole x.

Définition 5 (Poids). Etant donné un (n, M, e€)-code broadcast C représenté par le systéme
en (1)), soit un (n,C, M, €)-code induit C représenté par le systéme en ([15)). Pour tout (i,7) €
W x W, le poids du mot-code v(i,j), noté w(i,j), est :

n
w(ir3) = Y Wiy on(i)}- (51)
t=1
Pour tout x € X, le poids du symbole x, noté w(x), est :

M M n

(t)=} L {aug ()00 (i.5) }- (52)
MMz 1j=1t=1 v

Les codes C et C induisent différentes fonctions de masse pertinentes pour ’analyse des codes
furtifs. Ces fonctions sont définies ci-dessous.

Définition 6 (Distributions empiriques). Etant donné un (n, M, €)-code broadcast C Tepresente
par le systeme en , soit un (n,C, M , €)-code induit ¢ représenté par le systéme en
Pour tout (z,%) € Xz,

xxxii
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3. Résultat principal

e la fonction de masse empirique induite a l'entrée du canal par le code broadcast C, notée
PX, est

M
é 2_: (x|u(i) (53)

® la fonctwn de masse empirique conjointe induite a l’entrée du canal par les deuz codes C

et C sur C andC notée PXX, est
1 M M
P, o(z,2)2 = N(zx,z|u(i),v(i,j)); 54
(@)% — 55 N, afui), v(i, ) (549)

i=1j=1

e la probabilité empirique avec laquelle un symbole x dans un mot-code de C est changé un
en autre symbole & # x dans un mot-code de C, notée PX\X7 est

Pyix (@le) & =22 ,
D20 Lemuin Mun i)}
i=1j=1t=1
(55)
et
supp Py x_, € &\ {z}; (56)

e la probabilité empirique avec laquelle un symbole x dans un mot-code de C est changé
pour n’importe quel autre symbole dans un mot-code de C, notée 0(x), est

O(x) 21— Pqu(x\:v), (57)

\

ot X|X(x|:17) est telle que

Pg(z,2) = PX(x)PX|X(:c|x). (58)

Le lemme suivant établit des relations entre les fonctions de masse empiriques et les poids.

Lemme 2. Etant donné un (n, M, €)-code broadcast C représenté par le systéme en , soit
un (n,C, M, €)-code induit C représenté par le systéme en . Toute paire (x,%) € X? vérifie

Py g (2, 2)= Px(x) (1= 0(2)) Ligmsy + 0(2) P (3]2)) (59)
w(z)=nPx(x)0(x), et (60)

~ 1 M M
n Z Px(x)0(x)= Z w(x) = IYIT; Z Zw(i,j). (61)

rzeX zeX i=1j=1
Preuve: La preuve du Lemme [2] est présentée dans 1’Annexe [K] |
xxxiii
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Soient Qwy, et Ryy,, deux fonctions de masse telles que pour tout (i,y) € W x Vg,

Quy,(6,9)% 2 Qv (ul), et (62)
Ry, (i, 9)2 - Ry (9), (63)
ou
Qvow W)= T Pryx (welue(d)), et (64)
D
Ry ,jw (yli)= MZH Yo x (Ye|ve (4, 7)) (65)

—

Jj= t=1

Les distributions marginales QJy, et Ry, sont respectivement en et .
Le lemme suivant révele que remplacer la contrainte ||Qy, — Ry, ||y < 0 en par la
contrainte |Qwy, — Rwy,||py < ¢ est équivalent & une constante additive pres.

Lemme 3. FEtant donné un (n, M, €)-code broadcast C décrit par (L1)), tout (n,C, M,L, €)-code
induit décrit par vérifie

1Qwy, — Bwy,llry < 1Qy, — Ry,llpy + e+ 6 (66)

ot les fonctions de masse Qy,, Ry,, Qwy, et Rwy, sont définies respectivement en ,
9D, ©2) et ©3).

Preuve: La preuve du Lemme [3] est présentée dans 1’Annexe [[] ]

Résultat en longueur de bloc finie
Définissons pour tout k € {1,2} et tout (x,y) € X X Vg,

RYk|X (ylz) = Z X|X &|x) PYk|X(y’$) (67)
TeX

En utilisant 'inégalité de Fano[38], la proposition suivante établit pour tout (n,C, M,e, 6 )-code
furtif C que log, (M ) admet une borne supérieure qui s’exprime en fonction des distributions

empiriques induites & la fois par le code broadcast initial C et le code furtif C.

Proposition 3. Soit un (n M, €)-code broadcast C, pour le canal en @ décrit par le systéme
en . Alors, tout (n,C, M,e, d)-code furtif vérifie

logy (M) < (1 + ) Px(= ( > 0(x) Py x ()
TEX TeX
0(x)3 A
'D(PYl\X::iHPYl\X:x>+ (6) X3(By; | x =z PY1|X=:L’9>' (68)
Preuve: La preuve de la Proposition [3] est présentée dans I’Annexe [M] and découle de
I'inégalité de Fano [38]. [
XXXV
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3. Résultat principal

Une observation centrale pour prouver le résultat principal de cette section est qu’étant
donné un code furtif, un sous-code peut étre obtenu en choisissant les mot-codes dont le poids
(Définition [5)) est borné. Plus important, pour une classe particuliere de canaux, la cardinalité
de ’ensemble de mot-codes dont le poids admet une borne supérieure fixée admet une borne
inférieure. Ce résultat est présenté par la proposition suivante, qui est inspirée de [13, Lemma
12].

Proposition 4. Soit n > 0 arbitrairement petit et supposons que pour toute paire (z,x') € X2
telle que x # 2', le canal en @ satisfait les conditions suivantes :

X2 (Pryjx=s: Pryjx—wr)=d, et (69)
D(Py, x| Py x=0' )= £, (70)

ot (d,0) € R%.
Soit un (n, M, €)-code broadcast C, décrit par le systéme en , pour ce canal. Alors, tout

(n,C, M, €,0)-code furtif décrit par le systéme en peut étre divisé en deux sous-codes. Un
sous-code dont les mot-codes sont dans l’ensemble

1-0— N
W:{’U(Z,])W(Z,]) < 2\/262_1(#)71 <1< M7 et 1 <.] < M}a (71)

et un autre sous-code dont les mot-codes sont dans ’ensemble

N

WCz{v(z’,j>:w<z’,j> >o /P (T )i <M < M} (72)

De plus,

‘W‘>MM<Z—\/CE—E—€), (73)

ou ¢ est une constante.

Preuve: La preuve de la Proposition [6] est présentée dans I’Annexe [N] ]
Un example de canal vérifiant et (70]) est le canal binaire symétrique. Un autre exemple
sera abordé plus loin.

Résultat asymptotique

Le théoréme suivante présente le résultat principal de cette section.

Théoréme 2. Soit une séquence Cy, Ca, Cs, ... de (n, My, €,)-codes broadcast pour le canal

en @, avec lim,_, €, = 0. Supposons que le canal en @ vérifie and . Alors, toute
séquence Cy, Ca, Cs, ... de (n,Cp, M, é,,0)-codes furtifs avec lim, oo €, = 0 vérifie

logy (M (n,Cny1,60,8)) 20 ( m> (74)

li <—
im 5

ot 1 > 0 est arbitrairement petit.

Preuve: Pour tout n € N, il suit de la Proposition [4| que le sous-code du code furtif C,

XXXV
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Synthése des contributions majeures

dont les mot-codes appartiennent a ’ensemble

_ 1-6— .
Wn:{v(i,j): w(i, §) < 2\/%2—1(#), 1<i<M,, et 1<j< Mn}, (75)
vérifie

W > M1, (g—\;ﬁ—en—Q). (76)

Ainsi, il découle de I’équation que pour tout indice ¢ € W, il i a en moyenne
3

M, (g — ﬁ — €n — €n> mot-codes dans le sous-code. Donc, la Proposition I
s’ensuit que

~ n c ~
M LA _ — <
IOgQ ( n <2 \/ﬁ €n 611)) X
5\ O()?

- (1 0 Y Py (2)6(z) + Px ()~
€n zeX

s’applique, et il

x3(Byy | x=z» P}ﬁX:x)) ; (77)

ce qui implique que

~ 1 _ ~
log; (Mn)< . (1 +n Y (Px(x)f(x) + Px(x) 5 XS(RYlX:amPYﬂX:x))

TeX
—log, (

(a) 1
1—é
n P
log2<2 \/ﬁ €n €n>
® 1 INGD _1<1—5—77> 2v/n _1<1—5—77> s
< 142
Saleiger (557 (e (5
Zm Ry1|X x/,PYl\X x) —log Q—L—E _¢
xe_X‘ HQPX() 2 2 \/’E n n

1 bn 4 (1=6—n 41X|

_ 1—5—77)3 XS(}?Y \x=a'> Pyi|x=2') n c

1 1 1 ~

i - - U - 1 a

Q ( 2 glg§ Px (x')? 082 2 n o= fn ) (78)

ou ¢ est une constante qui dépend uniquement des parametres du canal en @ Notons que

€n — €n

l\')\d
>
S~

N

rex 6n2f_’x($’)2

T
3 X3<RY1|X=z’7PY1|X=m/))
Z w(z)® max
reX
C
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3. Résultat principal

(a) est une conséquence du Lemme [5| et (b) suit du fait que pour tout = € X,

O

=) 2

La preuve est complétée en divisant les deux membres de ([78]) par \/n et en prenant la limite
quand n tend vers l'infini. [ |

3.4. Résultat principal
Pour les canaux satisfaisant et , le membre de droite de se simplifie comme suit :

Lg2gn (1)
(-9 (~57). (80)

En se rappelant que £ et 1 en peuvent étre choisis arbitrairement petits, il s’ensuit que,
pour des canaux symétriques, les bornes asymptotiques présentées dans le Théoréme [T et le
Théoréme [2| sont arbitrairement proches, i.e., I’équation donne la constante optimale qui
caractérise la limite du ratio entre log, (]\Zf;:(n, Cn, €n, 5)) et v/n quand la longueur de bloc n
tend vers l'infini.

Théoréme 3. Soit une séquence Cyi, Ca, Cs, ... de (n, My, €,)-codes broadcast pour le canal
en @D tel que et sont vérifiées, avecn € {1,2,...} et
€n < exp(—(n), (81)

pour un réel positif fire . Alors,

logy (Mn*(nvcn7€n75)> . 20 (1—5)
00 Jn Nz 2 /)
L’obtention d’un converse général pour des canaux qui ne satisfont pas les conditions
de symétrie en et reste un probleme ouvert a ce jour. Par ailleurs, une question
intéressante est de savoir si la variation totale utilisée dans cette étude peut étre remplacée
par une divergence de Kullback-Leibler.

(82)

3.5. Exemples

Cette section présente des exemples illustrant le résultat du Théoréme [3]

Exemple 1 (Canal binaire symétrique). Soit le canal en @ tel que X = Y1 = Yo ={0,1}, et
tel que pour toute paire (z,x') € X% ou x # 2, les distributions conditionnelles de probabilité
Py, |x et Py,|y, vérifient respectivement :

Py, x (z|r)=1— Py1|X(:L"]:E) =1-—p, et (83)
Py, v, (z]x)=1 — Py,py, (2'|z) = 1 — pa, (84)
XxXxVii
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1-p
Xt 0 . ® 0 Yi,t
Tx > P » Rx1
1 e ® ]

1—p2
0 . ® () YZ,t
> " » Rx2
1 @ ® 1

FIGURE 3. : Canal broadcast dégradé verifiant et (70), a l'utilisation de canal t €
{1,2,...,n}.

ot (p1,p2) €0, %[2

La Figure [3 illustre le canal de ’Exemple [T} La distribution de probabilité Py, x vérifie
pour toute paire (z,2') € X? oz # 2’ :
Py, x(z]z) = 1 — Py, x(2'|z)=1 —p, (85)
avec
p=Dp1+p2—2pip2. (86)

Ainsi, pour toute paire (z,2') € X2 on z # 2/,

(1—2p)°
X2(Pys | x =o' Py |x=2)= P —p) (87)
I—p
D(Py, x—u||Pyy|x=2 )= (1 — 2p1) log, ( o 1) ; (88)

Il s’ensuit immédiatement du Théoreme [3| que

Jim Tn =2Q 5 o (1 —2p1)log, o)

ou p est en ((92)).
L’expression précédente est tracée en fonction des probabilités p; et ps respectivement sur
la Figure [4] et la Figure [5] avec 6 = 0.005.

xxxviii
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3. Résultat principal
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Tx

Xy

Yie

\4

Rx 1

1—2ps

Yo,

Rx 2

X
LI I )
N = o

v

A\ 4
N = O
* oo
\

FIGURE 6. : Canal broadcast dégradé vérifiant et (70), a l'utilisation de canal t €
{1,2,...,n}.

Exemple 2. Soit le canal en @ tel que X = Y1 = Yo = {0, 1,2}, et tel que pour toute paire

(z,2') € X? otz # o', les distributions conditionnelles Py, x et Py,y, vérifient respectivement :

Py, x (#|z)=1—= 2Py, x ('|z) =1 —=2py, et
PY2|Y1 (:E’l‘): 1- 2PY2|Y1 (l’l|$) =1- 2]9%

(89)
(90)

ot (p17p2) 6]07 %[2

La Figure @ illustre le canal de I’Exemple @ La fonction de masse Py,|x vérifie pour toute

paire (z,2') € X2 on z # 2’ :

Py, x (z]x) = 1 = 2Py, x (2|z)= 1 -2 (p1 + p2 — 3p1p2)
=1- 2pa

avec
P = p1 + p2 — 3p1pe2.

Le lemme suivant quantifie les expressions xa(Py,|x—o', Pys|x=z) €t D(PYQ|X:$/HPYQ|X:$)
pour toute paire (z,2') € X? telle que = # 2'.

Lemme 4. Considérons I’Exemple @ Toute paire (x, ") € X? telle que x # z' vérifie
(Bp—1)*(1-p)
p(l—2p) ’
1-— 2p1
D(Py, | x—o || Pyi|x=2 )= (1 — 3p1) log, ( o ) ;

X2(Pyy| x=2'» Pyo|x=2)=

ot p est défini en (4.94).

Preuve: La preuve du Lemme [4] est présentée dans 1’Annexe [ |
La proposition suivante suit directement du Lemme [4] et du Théoréme

Proposition 5. Considérons I’Exemple @ et considérons une séquence de (n, My, €,)-codes
broadcast, avec n € {1,2,...}, notés respectivement Cy, Ca, ..., telle que lim,,_, €, = 0. Alors,

logy (M*(n,Cr, L, én, 0 _
iy 2 050Co L 0) o (1)

p(1 —2p) L —3p1 | (1—2p1
082
n— o0 \/ﬁ 2

1-p 1-3p

) . (95)

pdl
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3. Résultat principal

L’expression précédente est tracée en fonction des probabilités p; et ps respectivement sur
la Figure [7] et la Figure [ avec 6 = 0.005.

- T T T T T T
ol 1 i
\ —+— p=0.1
18l P2 =03 |
\ —O— py=0.32
Q —A— py =033
— 1.6 \ .
2|3 A
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.v—iT
| \A\
041 o A I
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a5 _—
g
0 Errsorxs ﬁ.ﬁ_i.;:té_ﬁ.sngim_
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35
Crossover Probability p;
FIGURE 7. : Limite fondamentale lim,,_ oo log, (M %C"’en’é)) en fonction de la probabilité py,

pour § = 0.005.
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FIGURE 8. : Limite fondamentale lim,,_ oo logy (M %C"’én’(s)) en fonction de la probabilité po,

pour § = 0.005.

4. Conclusion

Dans cette theése deux nouveaux probléemes sont présentés, bien qu’un seul d’entre eux fasse
I'objet de cette synthese. Premiérement, cette these introduit le probléeme de transmission
furtive d’information sur un canal point-a-point lorsqu’un adversaire observe uniquement une
fraction des sorties de canal, nommé communications furtive de type II. Ce modele généralise
le probleme de communication furtive sur un canal point-a-point. Une borne inférieure sur
le débit atteignable pour un code de longueur finie est obtenue dans le Chapitre [3] pour ce
probleme. Cette borne révele deux régimes de communication : un régime dans lequel la
capacité du canal point-a-point est atteignable et un second régime dans lequel la loi en racine
carrée des communications furtives s’applique au taux de transmission. Cette étude constitue
une premiere étape vers la résolution du modele général, i.e., la détermination du débit
maximum auquel 'information peut étre transmise de maniere fiable et furtive simultanément.
Ce probleme, qui n’est pas 'objet de cette synthese, est détaillé au Chapitre

xlii
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4. Conclusion

Deuxiémement, le probleme d’introduction d’information furtive dans un code broadcast
donné est présenté. Contrairement aux travaux précédents, cette étude suppose un code
broadcast arbitraire donné, ce qui rend la preuve de faisabilité plus difficile. Une borne de
faisabilité et un converse sont obtenus dans le régime asymptotique dans la section [3| et dans le
Chapitre [4] pour une classe de canaux particuliere, i.e., les canaux vérifiant certaines conditions
de symétrie. Ces bornes permettent de caractériser le nombre maximal de bits d’information
qui peuvent étre introduits dans un code broadcast donné pour des canaux symmétriques. Ce
travail constitue une premiere étape vers la résolution du probleme pour des canaux discrets
sans mémoire arbitraires.

Ces deux contributions ouvrent un certain nombre de perspectives tant du point de vue
théorique que du point de vue des applications. D’un point de vue théorique, la contribution
présentée dans ce document sur les communications furtives de type II laisse ouvert le probleme
de l'obtention d’un converse pour des codes de longueur finie. Le converse n’étant pas connu, il
est possible que la borne de faisabilité présentée dans ce document puisse étre améliorée, bien
que le terme de premier ordre soit optimal. De plus, la caractérisation du taux de transmission
optimal sous des contraintes de furtivité différentes de la divergence de Kullback-Leibler est
également un probleme ouvert. Par ailleurs, la contribution sur les canaux broadcast laisse
deux problémes ouverts : déterminer une borne de faisabilité et une borne de converse pour
des canaux discrets sans mémoire généraux. La caractérisation du nombre maximal de bits
d’information qui peuvent étre introduits de maniere furtive en considérant d’autres contraintes
de furtivité que la variation totale est également un probleme ouvert. Il est intéressant de noter
que le probleme d’introduction d’information furtive dans un code broadcast donné est une
instance d’un probleme plus général. Dans les canaux multi-utilisateurs, les codes broadcast
peuvent étre modifiés pour remplir d’autres fonctionnalités, e.g., transmission simultanée
d’énergie et d’information, sécurité de la couche physique (au sens traditionel), etc. Dans les
deux problemes, seulement les canaux discrets et sans mémoire sont considérés. Ainsi, le cas
du canal Gaussien est également un probleme ouvert. De plus, ces bornes permettent aux
designers de codes de développer des codes qui peuvent atteindre ces bornes. Comme il est
discuté dans [34, 35, 36], la modulation en position d’impulsions et certaines variations autour
de cette modulation semblent de bonnes candidates pour atteindre le débit optimal dans le
cas d’une communication point-a-point. Ceci pourrait éventuellement se vérifier aussi dans le
cas du canal broadcast.

En termes d’applications, le probléme des communications furtive de type II ouvre une
voie vers le design d’une multiplicité de systémes de communication qui peuvent transmettre
I'information de maniere furtive. Par exemple, les communications furtives pourraient étre
utilisées pour les signaux de contrdle du réseau, qui sont des signaux de faible débit souvent
détournés par des attaquants, ce qui induit des failles de sécurité. D’un autre coté, le probleme
d’introduction d’information furtive dans un code broadcast donné ouvre deux perspectives
principales. Premierement, ce probleme ouvre la voie vers 'amélioration de systemes de
communications existants dans le but de leur ajouter un service, dans ce cas, transmettre un
message privé additionnel de maniere furtive. Deuxiémement, les bornes obtenues pour ce
probléme montrent qu’il existe des malwares pouvant affecter I’émetteur de sorte que celui-ci
transmette des informations quelconques vers un tiers. Dans ce cas, la fuite d’information ne
peut pas étre détectée en inspectant le réseau mais seulement en vérifiant le code au niveau de
I’émetteur, ce qui peut ne pas étre aisé dans certains cas.

Enfin, dans les deux probléemes, 'addition de brouilleurs coopérants pourrait étre utilisée
pour améliorer le débit de communication comme il est discuté dans [25]. Ainsi, les systémes

xliii
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de communication full-duplex sont des candidats intéressants pour 'implémentation de tels
systemes de communications furtives.

xliv
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Intfroduction

long standing problem especially in wireless systems. Indeed, eavesdropping on

a wired line requires that the eavesdropper has access to the communication
line and can wiretap it. In contrast, the broadcast nature of wireless communications opens
the door to malicious users that may eavesdrop on the communication or disrupt it. In this
case, the simple fact of having a receiver is enough to eavesdrop on a system. Hence, due to
the unprecedented growth of wireless devices connected around the globe, there is a growing
demand for security of wireless systems. In this thesis, the focus is on problems that arise
when a malicious user eavesdrops the communication.

From a theoretical perspective, the security of communications systems was first studied in
Shannon’s landmark paper [1], which introduces the concept of perfect secrecy. According
to Shannon, in order to have a secure communication system against an eavesdropper, the
message and the eavesdropper’s observation must be statistically independent. This notion of
perfect secrecy is quite stringent, and thus, it was later weakened to secrecy constraints such
as weak secrecy, strong secrecy, effective secrecy or semantic secrecy. All these secrecy metrics
ensure different levels of statistical independence between the message and the eavesdropper’s
observation.

Another way to ensure the non-decodability of the message at the eavesdropper is to
guarantee that the latter will not be able to detect the communication itself. This problem
is known as covert communications or communications with low-probability of detection. In
this problem, the coding of the message should be done in such a way that the most powerful
detector at the eavesdropper will almost always fail to detect the communication. That is,
in the simplest point-to-point case, the eavesdropper’s channel output should look like the
channel output generated when only noise is present. It is worth noting that this kind of
constraint is much more stringent than the secrecy metrics mentioned above.

Nevertheless, covert communication systems find applications in military settings among
others. For instance, consider a battlefield scenario where a general sends orders to its troops.
In some circumstances, it might be crucial for the adversary to know that orders have been sent
even though the orders themselves are not known. Hence, the need to covertly transmit the
orders. Another application is the design of stealth vehicles, such as submarines for instance,

SECURITY of communications systems, from theory to application, has been a
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1. Introduction

that have the ability to communicate without revealing their presence or, even worse, their
position. Covert communications also find applications in investigation journalism where the
secret transmission of data is crucial to the cooperation of journalists between them. Finally,
in the day-to-day life, covert communications could also be used to communicate critical data
such as medical data in the context of Internet of Things devices, or to wirelessly pay with
debit cards.

The theoretical study of the different instances of covert communications problems is of great
interest. It provides the designer of communications systems with bounds on the maximum
rate at which information can be simultaneously reliably and covertly sent. This paves the
way for coding engineers to benchmark their designs.

This thesis presents two main theoretical contributions. First, the problem of covert
communications type Il is introduced. This is a traditional instance of the covert communication
problem over a point-to-point link, where the adversary chooses a fraction of the channel
outputs to perform its detection of the communication. For this problem, an achievable bound
— a lower bound on the maximum rate at which information can be reliably and covertly
transmitted — in the finite block-length regime is presented. Second, the problem of embedding
covert information into a given broadcast code is introduced. Given a broadcast code to
transmit a common message to two receivers, the goal of this problem is to determine the
maximum number of information bits that can be reliably sent to one receiver while being
covert with respect to the other receiver. In this thesis, an achievable bound and a converse
bound — an upper-bound — on the maximum number of information bits that can be covertly
embedded into a given broadcast code are established in the asymptotic block-length regime
for a particular class of channels. Together, these bounds characterize the maximum number
of information bits that can be covertly embedded into a given broadcast code for a particular
class of channels, i.e., symmetric channels.

None of these two problems were studied in the literature before. The problem of covert
communications type II generalizes the problem of covert communications over point-to-point
links. The achievability bound presented in this thesis is a first step towards the resolution
of this generalized model. The problem of embedding covert communications into a given
broadcast code is new in the sense that the broadcast code is assumed to be given. In
contrast, [2, 3| treat the problem of jointly designing a code to transmit common information
to two receiver and additional covert information to one of the two receivers. Again, the
characterization of the maximum number of information bits that can be covertly embedded
into a given broadcast code for symmetric channels constitutes a first step towards solving the
problem for arbitrary discrete memoryless channels.

The remainder of this thesis unfolds as follows. Chapter 2] presents a state of the art on
covert communications. Chapter [3] introduces the problem of covert communications type
IT and establishes an achievable bound in the finite block-length regime. Then, Chapter []
introduces the problem of embedding covert information into a given broadcast code and
characterizes the maximum number of information bits that can be covertly embedded into
a given broadcast code for a particular class of channels. Finally, Chapter [5| concludes this
thesis.
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State of the Ari

ECURITY has been a long standing problem in the information theory community.

S Shannon himself introduced the first problem of secrecy in [1]. In this problem,

the transmitter aims at communicating with a receiver over a noiseless channel

in the presence of an adversary, the eavesdropper, that also observes a noiseless channel output

(see Figure . Shannon introduced the notion of perfect secrecy to treat this problem, and
defined perfect secrecy as follows:

I(W;Z) =0, (2.1)

where W € W is the secret message, with VW the set of messages, and Z € Z" is the
eavesdropper’s channel output, with Z the eavesdropper’s channel output alphabet and n € IN
the block-length. That is, given its channel output observation Z, the eavesdropper should
not be able to infer anything about the message W, a fortiori, he should not be able to decode
W. Shannon concluded that to satisfy such a constraint, a secret-key was required, and in
particular, the entropy of the key should equal that of the message source. That is, assuming
the message indices and key indices uniformly distributed, there should be the same number
of key indices as the number of message indices.

'

Receiver > W

A 4

A 4

Y

Source Transmitter

\ 4

Adversary

Figure 2.1.: Point-to-point secrecy system.
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2. State of the Art

Later, Wyner introduced the wiretap channel in [4], in which the channel is not anymore
noiseless, and in particular, the eavesdropper observes a degraded version of the legitimate
receiver’s channel output. He also introduced a looser secrecy metric which is of the form

lim ~I(W; Z) = 0, (2.2)
n—oo n
known as weak secrecy. With these assumptions, Wyner was able to show that keyless secret
communication are achievable.
Csiszar introduced strong secrecy in [5] in order to strengthen the metric of Wyner, and
defined it as

Jim I(W;Z) =0. (2.3)
Abandoning the normalization of the mutual information indeed strengthen the metric.
Then, Hou et al. introduced in [6] the notion of effective secrecy, defined as

Jim D(Pwz||[PwQz) =0, (2.4)

where (Qz is the distribution expected by the eavesdropper when the source is not com-
municating useful messages. This measure gather two criterions, namely the confusion of
the eavesdropper and the stealth of the message (which in some sense related to covert
communications).

Finally, Bellare et al. introduced the notion of semantic secrecy [39], defined as

lim max I(W;Z) =0, (2.5)
n—oo PW
in which the distribution of the message can be anything. This contrasts with precedent work
in which the message is usually assumed to be uniformly distributed.

In front of this growing number of metrics ensuring non-decodability of the message emerged
a new problem in information theory: the problem of covert communications. In this problem,
the transmitter and the receiver should communicate in such a way that the adversary should
not be able to detect the existence of communications. The adversary, in contrast with the
wiretap setup does not aim at decoding the transmitted message but aims at detecting the
transmission. Hence, to distinguish the two setup, the adversary is named the eavesdropper
when it tries to decode the message and the warden when it tries to detect the communication.
The covertness constraint is a much more stringent requirement than a security constraint.
It finds motivation, among others, in military applications in which the very existence of a
transmission can be an information of capital importance.

This chapter reviews existing information theoretic results on covert communications. In the
first part of the chapter (Section , a brief description of the main contributions in covert
communications is given for different channels. Then in a second part (Section [2.2]), more
details are provided with a unified notation for the canonical information theoretic channels.

2.1. Main Results on Covert Communications

In this section a description of the main results on covert communications is presented.
First, point-to-point channels are reviewed. Then, point-to-point channels with jammers are
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presented. Afterwards, channels with multiple users are considered. Finally, results on coding
for covert communications are reviewed.

2.1.1. Point-to-point Channels

Covert communications channels were first introduced in information theory by Bash et al.
in [7, 8]. In the aforementioned papers, the authors show that, as in steganography, covert
communications over AWGN point-to-point links are subject to the so-called square-root law.
That is, the number of information bits that can be sent over n € IN channel uses scales with
the square-root of n. To show this result, the authors use a communication scheme that
involves a key of length O(y/nlog (n)). These results show that the traditional notion of rate
(R = %, with M € IN the number of messages) cannot be used since this quantity tends
to zero. Hence, in covert communications problems, the quantity that is often studied is the

ratio %, which tends to a constant for most channels.

Later, these results have been refined by Che et al. in [9, 10], Bloch in [11] and Wang
et al. in [12]. In [9, 10], the exact constant characterizing the limit of the ratio % for

binary symmetric channels is established. In [11, 12], the limit of the ratio % is exactly

characterized for DMCs using different achievability proof techniques. Indeed, the proof in [11]
relies on channel resolvability and channel reliability (see [40]) whereas the proof in [12] relies
on a one-shot achievability analysis. In addition, [11] characterizes the conditions for which no
secret-key is required and shows an improvement on the key-length for DMCs when the key is
needed. The communication scheme therein requires a key of length O(y/n). Finally, [12] also

charaterizes the exact limit of the ratio % for AWGN channels. In addition, Tahmasbi et
al. have derived in [13] upper and lower bounds on the finite block-length rate that can be
achieved under various covertness constraints.

Continuous-time AWGNSs are studied by Wang in [14]. Therein, it is shown that when the
noise is white, a positive covert information rate is achievable when there is no bandwidth
constraint on the input. In contrast, in the band-limited case, covert communication schemes
require that the number of transmitted bits grow at most as the square root of the total
communication time.

Point-to-point channels with states have been studied by Lee et al. in [15, 16]. Therein,
closed-form expressions of the maximum achievable covert rate are given in the case of causal
and non-causal channel state information (CSI) for DMCs and in the case of non-causal CSI
for AWGN channels. Interestingly, there exist state-dependent channels for which the rate
is strictly positive, which contrasts with point-to-point DMCs and point-to-point AWGN
channels without states.

In [17], non coherent point-to-point channels are studied by Tahmasbi et al. In particular,
fast Rayleigh fading channels are considered. Therein, it is shown that the square-root law still
holds, and that the optimal rate is achieved with an amplitude-constrained input distribution
over a finite number of mass points that include 0.

In [18, 19, 20], Soltani et al. study the fundamental limits of covert packet insertion. The
authors consider a first transmitter sending packets on a channel to a legitimate receiver in a
given time interval. Another transmitter-receiver pair is present and aims at communicating
packets — inserting packets — on the same channel while remaining undetected by an external
warden. Therein, it is shown that the square-root law still applies. That is, if the total number
of packets sent by the first transmitter is n, the number of packets that can be covertly inserted
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scales with the square-root of n.

In [21], Soltani et al. consider the problem of bit insertion in packets. The authors consider
a first transmitter sending n packets to a first receiver. The packets are relayed to the first
receiver by three entities. The first one aims at inserting covert bits into the packets that are
assumed to have available payload space. The second one is a warden that wishes to detect
the bit insertion in the packets. The third one aims at decoding the covert bits inserted into
the packets. It is shown therein that if the number of packets is n, then, on the order of
square-root of n bits can be inserted in the packets.

Poisson point-to-point channels have been studied by Wang in [22]. It is shown that for
continuous-time Poisson point-to-point channels without peak-power constraint, the covert
communication capacity is infinite.

Tahmasbi et al. have introduced error exponents for covert communications over point-to-
point channels in [23]. Therein, they prove upper and lower bounds on the error exponent
that are shown to match in a certain regime.

In [24], Tahmasbi et al. study the feasibility of covert secret key generation. It is shown in
this paper that covert secret key generation is possible for some models. In addition, in models
for which the covert secret key capacity equals the covert capacity of the channel, it is shown
that secrecy comes "for free". That is, for these models, if covertness of the key generation
protocol is ensured, then the key and the adversary’s channel output appear statistically
independent in the regime where the block-length grows large.

2.1.2. Point-to-point Channels with Jammers

Point-to-point covert communications channels with friendly jammers have been introduced by
Soltani et al. in [25, 26]. In [25], the study considers several friendly jammers willing to help
the transmitter to achieve covert communications whereas several wardens are scrutinizing the
channel. The jammers are assumed to be randomly located according to a two-dimensional
point-process whereas the wardens are assumed to be uniformly and independently distributed
at random. In this case, an improvement can be observed with respect to the square-root
law that holds for most point-to-point channels. Indeed, it is shown in this paper that the
improvement depends on the density of the point-process, on the path-loss exponent, and on
the number of wardens.

In [27, 28], Zheng et al. consider communications with an adversarial jammer (with respect
to the legitimate transmitter-receiver pair). In the presence of such a jammer, it is shown in
the paper that regardless of the channel characteristics, a secret key of length (log (n)) is
required. In addition, when the channel is adversarially jammed, the square-root law still
applies.

In [29], Sobers et al. consider the presence of an uninformed friendly jammer and assume
block fading channels. The jammer is uninformed in the sense that it is not coordinated with
the transmitter. This paper reveals scenarios in which the square-root law does not hold and
in which O(n) bits can be sent in n channel uses.

2.1.3. Multiple-User Channels

Covert communications over discrete memoryless broadcast channels (BC) have been introduced
in [2, 3] by Arumugam et al. The model consists of a transmitter sending private information
to one receiver and common information to two receivers. The setup considered is that in
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which the non-intended receiver of the private message should remain unaware of the existence
of the private message. It is considered in this paper that the codes for common information
transmission and covert private information transmission are jointly designed. In this case,
the authors explicit the exact maximum amount of information that can be embedded in the
code to transmit common information. This result verifies once again the square-root law for
covert communications.

Tan et al. considered another kind of broadcast channel in [30]. Their model consists of a
transmitter sending two messages to two receivers (one for each receiver) in the presence of
an additional warden. In this case, the square-root law also applies. In addition, the authors
show that time-sharing between the two receivers is optimal.

In the context of covert communications, the multiple-access channel (MAC) has been
studied by Arumugam et al. in [31, 32]. The model consists of two transmitters willing to
transmit covert information to a legitimate receiver in the presence of a warden. In [31, 32]
the authors fully characterize the covert capacity region of the 2-user discrete memoryless
MAC and the K-user discrete memoryless MAC, respectively. The authors show that for this
instance of MAC, the square-root law applies.

Arumugam et al. also studied the relay-channel under covertness constraint in [33]. The
authors of this paper consider a degraded relay channel with two non-colluding wardens. One
is on the link between the transmitter and the relay and the second is on the link between the
relay and the receiver. The authors characterize in the asymptotic block-length regime the
optimal ratio %, where M € IN and n € IN are the number of messages and the number of
channel uses, respectively. In this scenario, the square-root law applies.

2.1.4. Coding for Covert Communications

Bloch et al. [34] and Kadampot et al. [35, 36] started to investigate how to code information
over point-to-point channels to perform covert communications. They show that pulse-position
modulation and variations around pulse-position modulation achieve the best achievable
rate. In [35, 36], the code construction presents the advantage of having low computational
complexity.

2.2. Detailed Results for Canonical Information Theoretic Channels

2.2.1. Point-to-point Channels

In this section, existing results for point-to-point channels are reviewed. First, a general
channel model is described. Then, results for two particular cases are presented: the additive
white Gaussian noise (AWGN) channels and the discrete memoryless channels (DMCs).

System Model

Consider a three-party communication system in which a transmitter sends information to
a legitimate receiver while a second receiver (the warden) observes the channel aiming to
determine whether or not communication occurs between the legitimate parties. The noisy
communication medium is described by a product random transformation

<Xn7ynazn7PYZ\X> ) (26&)
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Figure 2.2.: Point-to-point channel with a warden.

where n € IN is the block-length; X is the input alphabet, ) and Z are the output alphabets.
That is, given an input vector x, the outputs y at the legitimate Receiver and z at the warden
are observed with probability

PYZ\X(Z% zlz) = H PYZ|X(yta zt| ), (2.6b)
t=1

where Py 7 x is a random transformation from X to ) x Z given as a parameter of the
problem. From ([2.6b]), it follows that the channel is memoryless. This channel is represented

in Figure
The message index to be sent from the Transmitter to the Receiver is a realization of a
random variable W that is uniformly distributed in the set

wE1{1,2,...,M}, (2.7)

with M € IN. To send a message index within n channel uses, the Transmitter uses an
(n, M, €)-code.

Definition 1 ((n, M, ¢)-code). Given (M,n) € N? and e € [0,1], an (n, M, €)-code is a system
{(u(1),D(1)), (u(2),D(2)), ..., (u(M), D(M))}, (2.8)

where for all (i,7) € W? with i # j,

u(i) = (w1 wa). .., un ) € 7, (29
D(i) N D) =0, (2.10)
Lj\j D(k) C Y", and (2.11)
k=1

L %Pr ¥ € D(0)|X = u(i)] < (2.12)
M =1

The probability in applies with respect to the marginal Py x of the joint distribution
in (2.6); and D(4) in represents the complement of D(i) with respect to Y™.

Given a code represented by the system in , the Transmitter uses the codeword w(7) to
transmit the message index ¢ € W. At channel use ¢, with ¢t € {1,2,...,n}, the Transmitter
inputs the symbol u(i) to the channel. The Receiver observes the output y = (y1,%2,...,Yn)
after n channel uses and determines that the message index i was transmitted if it satisfies
the decoding rule

y € D(i). (2.13)
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The average decoding error probability associated to the code at the Receiver is given by the
term in the left-hand side of . This system is depicted in Figure

In the remainder of this section on point-to-point channels, the focus will be on (n, M, ¢)-
codes that satisfy a covertness constraint, ¢.e., the adversary or the warden must remain
unaware of the transmission. These covert codes are formally described in the next section.

Covert Codes

Assume that the input alphabet X contains an "off" symbol denoted by xg. Let Qz and Rz
be respectively the probability distributions

Qz(z)= Pz x(z|xo), and (2.14)
1 M
Ra(2)= 323" Pax(zlui), (2.15)
i=1
where xg = (g, 2o, . . ., xo) denotes an n-dimensional vector that consists exclusively of "off"

symbols. Consider a hypothesis test in which the warden aims to determine whether the
Transmitter is off (hypothesis Hp) or the (n, M, e)-code (hypothesis Hj) is used upon an
observation z of the channel output. That is,

Hy:Z ~Qg
{Hl 7 (2.16)

where @z and Rz are respectively given in (2.14]) and (2.15]).
Denote by a € [0,1] and /3 € [0, 1] the type-I and type-II error probabilities associated with

a decision rule T : 2" — {0, 1} of the form

a [ 0 if Hy is accepted,
T(=)= { 1 if Hy is accepted. (2.17)
That is,
a2Pr[T(Z)=1], and (2.18)
BEPI[T(Z) = 0], (219

where the probability in (2.18)) applies assuming that Z ~ @z and the probability in (2.19)
applies assuming that Z ~ Rz.

Lemma 1 ([37, Theorem 13.1.1]). The test to distinguish between the two distributions in
(12.16|) satisfies:

Qz — Rzllry=1—a—B, (2.20)
with equality for the optimal test.

Lemma 2 ([41, Lemma 11.6.1]). Given two distributions Px and Qx on X, it holds that

1Px — Qxllzv< \/ 5 D(Px Q). (2.21)
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A consequence of Lemma [T] and Lemma [2] is

1 —a— 5< /3 DQalIRz). (222

The above results suggests that the total variation and the Kullback-Leibler divergence are
suitable covertness metrics. Indeed by guaranteeing that the total variation or Kullback-Leibler
divergence are small enough, one ensures that the hypothesis test will almost always fail. That
is, the type-I and type-II error probabilities almost sum up to one. In addition, covertness could
also be guaranteed by lower bounding the type-II error probability 5 for a fixed type-I error
probability «. This also leads to failures of the test in almost every case. These observations
lead to the following definitions of covert codes.

Definition 2 ((n, M, e, §)kr-covert code). Given 6 € [0,1], an (n,M,e)-code described by
(2.8) is said to be an (n, M, e, §)ky-covert code if

D(Qz||Rz) <6, (2.23)

where Qz and Rz are respectively defined in (2.14) and (2.15)).

Definition 3 ((n, M, e, §)py-covert code). Given ¢ € [0,1], an (n, M,e)-code described by
(2.8) is said to be an (n, M, e, d)py-covert code if

1Qz — Rz|lpy <6, (2.24)

where Qz and Rz are respectively defined in (2.14) and (2.15)).

Note that from Lemma it follows that an (n, M, €, §)kr-covert code is an (n, M, €, \/ %5)Tv-
covert code.

Definition 4 ((n, M, ¢, 4§, a)g-covert code). Given («,d) € [0,1]%, an (n, M, €)-code described
by (2.8)) is said to be an (n, M, €, 0, o)g-covert code if

1—a—0<Ba(Qz,Rz), (2.25)
where @z and Rz are respectively defined in  (2.14) and (2.15) and
Ba(Qz, Rz) = infrczn.g,zmm<a Rz(T).

Covert Codes with Secret Key

To covertly exchange a message, the Transmitter and the Receiver might share a secret key
Aec A=1{1,2,...,L}, with L € N, unknown to the warden. This follows conventional
principles in security known as Kerckhoffs’ principles [42]. Hence, the Transmitter and the
Receiver use an (n, M, L, €)-code defined as follows.

Definition 5 ((n, M, L,¢)-code). Given (M, L,n) € N3 and € € [0,1], an (n, M, L, €)-code is

a system

{(w(1,1),D(1,1)), (w(1,2),D(1,2)),..., (w(M,L),D(M,L))}, (2.26)

10
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where for all (i,k,j) € W? x A with i # k,

u(i,j) = (u1(i,7),u2(i, 5), . .., un(i, j)) € X", 2.9
D(i,j) N D(k, j) =0, 2.28
Lj\j D(p,j) € V", and (2.29)
p=1

. %iPr ¥ € D(ig)| X = u(inj)] <e (2.30)
MK i=1j=1

The probability in @ is with respect to the marginal Py x of the joint distribution in
(2-6); and D(4, j) in (2.30)) represents the complement of D(i, j) with respect to Y.

Given a code represented by the system in , the Transmitter uses the codeword (i, j)
to transmit the message index ¢ € W using the key index j € A. At channel use ¢, with
t € {1,2,...,n}, the Transmitter inputs the symbol w(7,j) to the channel. The Receiver
observes the output y = (y1, 42, - . ., yn) after n channel uses and determines that the message
index i was transmitted using key index j if it satisfies the decoding rule:

y € D(i, ). (2.31)

The average decoding error probability associated to the code is given by the term in the

left-hand side of ([2.30)).

As in the case without key, Lemma [[]and Lemma [2|lead to the following different definitions
of covert codes.

Definition 6 ((n, M, L, €, 0)kr-covert code). Given § € [0,1], an (n, M, L, €)-code described
by (2.8)) is said to be an (n, M, L, e, d)kr,-covert code if

D(Qz||Rz) <6, (2.32)

where Qz and Rz are respectively defined in (4.10) and (4.11)).

Definition 7 ((n, M, L, €,0)py-covert code). Given § € [0,1], an (n, M, L, €)-code described
by (2.8)) is said to be an (n, M, L, e, §)py-covert code if

||QZ - RZ”TV < 67 (2.33)

where Qz and Rz are respectively defined in (4.10) and (4.11)).

Definition 8 ((n, M, L,¢,§, a)g-covert code). Given (a,8) € [0,1]%, an (n, M, L,€)-code
described by (2.8)) is said to be an (n, M, L,€,0, a)g-covert code if

1—&—5§Ba(Qz,Rz), (2.34)

where @z and Rz are respectively defined in (4.10) and (4.11) and
Ba(Qz, Rz) = infrczn.q,zn\1T)<a Rz (T).

11
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Fundamental Limits

The information rate at which information can be covertly transmitted to the Receiver using
a covert code is log( ) bits per channel use. Thus, a fundamental limit on the rate at which
information can be covertly transmitted is given by the largest possible M for which a covert
code exists. This notion is formalized by the following definition for different covertness
constraints when no secret key is required.

Definition 9 (Largest covert code’s size). Fiz a pair (e,8) € [0,1]2. The largest covert code’s
sizes for the different covertness criteria are:

M1 (n,€,0)= max {M €N : 3 (n, M, €, 6)KL-covert code} (2.35)
Miy(n,€,6)2 max{M &N : 3 (n, M, ¢,)rv-covert code} (2.36)
Mj(n,e,6,a)2 max {MeN : 3 (n, M, ¢, 6, a)z-covert code} : (2.37)

In case a secret key is used, the fundamental limits are characterized by the following
quantities.

Definition 10 (Largest covert code’s size and smallest key size). Fiz a pair (¢,9) € [0,1]2.
The largest covert code’s sizes for the different covertness criteria are:

M (n, Lye,8)= max{M €N : 3 (n, M, L, ¢, §)kL-covert code} (2.38)
Miy(n,L,e,0)= max{MeWN : 3(n, M, L,e,d)rv-covert code}, (2.39)
Mj(n, L€, 0, @)= max{MeN : 3 (n, M, L,¢,§,a)z-covert code}. (2.40)

The smallest key sizes for the different covertness criteria are:

L (n,M,e,0)= min{LEN : 3 (n, M, L, ¢, §)KL-covert code} , (2.41)
L (n, M, e,8)2 min{ LEN : 3 (n, M, L, ¢,d)rv-covert code}, (2.42)
L(n, M, ¢, 9, )2 min{LeN : 3 (n, M, L, ¢, 6, a) g-covert code}. (2.43)

Main Results in AWGN Channels

Assume that X =) = Z = R. Assume also that the random transformation in (2.6) satisfies:

Pyz1x(y, 2|x) = Py x (y|z) Pz x (2|x), (2.44a)
with

! (y — z)*

Py x (ylz)= exp (—2 , and (2.44b)
Jamol %07

Z—XT 2

Py x(z|lz)= s exp (—(20%)> , (2.44c)
Z

where oy € R and oz € R. That is, the channels are additive Gaussian noise channels with
noise variances 0'12/ and O'% respectively.

The problem of covert communications was first introduced in [7] and [8]. Therein, it is
shown that one can covertly transmit on the order of y/n bits per n uses of the channel.

12
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Theorem 1 ([7, 8]). Consider the random transformation in (2.6)) subject to (2.44)). In the
asymptotic block-length regime, given a key A of sufficient length, it holds that

log (M1, (n, L€, 06))
vn

In addition, [8] provides a code construction that requires a key of length O(y/nlog (n)).
Theorem (1| suggests that if more than O(y/n) bits were sent over the channel, either the
covertness constraint or the reliability constraint would not be satisfied. That is, either the
warden often detecs the communications, or the Receiver often fails to decode the covert
message.

In [12] the exact constant that characterizes the ratio % for AWGN channels is derived.

Theorem 2 ([12]). Consider the random transformation in (2.6]) subject to (2.44), and suppose
that Y = Z. Then, it holds that

= 0(1). (2.45)

. log (Mg, (n, L, €, 9))
1 = . 2.4
i n Vo (246)

Note that in [12], it is assumed that an infinitely long key is used to perform covert
communications.

Theorem [2] establishes the optimal scaling constant of log (M} (n, L, €, d)) with respect to
V.

Main Results in Discrete Memoryless Channels

In this section, the alphabets X', ), and Z are assumed to be countable. In addition, the
random transformation in (2.6) is assumed to satisfy the product decomposition in (2.44al).

First Order Asymptotics

The first order asymptotics of covert communications for DMCs have been studied in
[9, 10, 11] and [12]. First, results for binary channels are given. Then, extensions of these
results to general DMCs are presented.

In [11], the first order constant for binary channels is obtained.

Theorem 3 ([11)). Consider the random transformation in (2.6). If X =Y = Z ={0,1}, it
holds that

lim log (M (n, L,€,0))
n—00 \/ﬁ

The above theorem characterizes the optimal scaling constant of log (M (n, L, €,0)) with
respect to y/n. The achievability scheme proposed in the proof of Theorem |3| uses a key that
satisfies:

26
B D(Pyix=1llPyix=o). (247
\/X2(PZ|X_1,PZX_O) ( YiX 1Py x 0) ( )

lim log (L, (n, M, €,0)) _
n— 00 \/ﬁ

20
e [P lPasa) = DB Prca)] . 249

13
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where [-]T is max {-,0}. From (2.48), it follows that when the warden observes the same
output as the legitimate Receiver or a degraded output with respect to that of the legitimate
Receiver, covert communications can be achieved without sharing a secret key.

This result extends to arbitrary DMCs as shown in [12] and in [11]:

Theorem 4 ([12], [11]). Consider the random transformation in (2.6]).

log (M 2 -
lim 0g (Mg (n,€,9)) =  max = 0 Z PX(QC)D(PY|X:;U||PY\X::U0) )
n—00 Px:Px (20)=0 \| X2(Pz, PZ\X:xo) zEX

§

(2.49)

where Py(2) = Ycx Px() Py (21a).

In [12], it assumed that ¥ = Z and thus no secret key is required to perform covert
communications according to . However, the authors assume that an arbitrarily long
key is available since the key analysis is not in the scope of the paper. On the other hand, [11]
presents an achievability scheme in which the key length satisfies:

lim log (Liy,(n, M, €,0)) <
n—00 \/ﬁ
+

26
= PX Py ix=2||Pz|x =2y ) — D\ Py|x=2!|Py|x= , (2.50)
\/X2(P 25 ) X=zo) L;c ID(Prix=elIPaix=zo) = PPyl IPyix=r,)

where Py is the distribution that optimizes the left-hand side of and Py(z) =
>rex Px () Py x(z]x) .

The same conclusions as in the binary case can be found in the general DMC case. That
is, Theorem (4| gives the optimal scaling constant of log (M*(n, €, d)) with respect to y/n and
from , it follows that the secret-key is not required if the warden observes a degraded
channel output with respect to that of the legitimate Receiver.

Second Order Asymptotics

The second order asymptotics have been studied in [13] for binary channels with a variety
of covertness constraints. In this section, results are given considering the maximum decoding
error probability.

The following theorem characterizes the covert communication rate under a Kullback-Leibler
covertness constraint.

Theorem 5 ([13]). Consider the random transformation in (2.6). If X =Y = Z2 = {0,1}, it
holds that

log (MfEL(n €,9)) _\/ 20

x2(Pzx=1, Pz/x=0)
Pyix=1(Y)\1Q*(e) log (n)
\/\/Xz (Pzix= 17PZ|X o)VYlX ! log< > +O< vn

Pyx—o(Y)
In Theorem [5, note that the first term in the right-hand side of (2.51]) is the optimal scaling
constant of log (M*(n,e,d)) with respect to \/n. The interest of an expression such as (2.51])

D(PY\X:1HPY\X=0)

) (2.51)

1
ni
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2.2. Detailed Results for Canonical Information Theoretic Channels

is that it is a finite block-length result. That is, the result is valid not only in the asymptotic
block-length regime, but also for smaller values of n. In this case, given n finite, one can
compute a strictly positive covert communication rate %.

The following theorem characterizes the covert communication rate under a total variation

covertness constraint.

Theorem 6 ([13]). Consider the random transformation in (2.6). If X =Y = Z = {0,1}, it
holds that

vn h Vx2(Pzix=1, Pz/x=0) Vx2(Pzix=1, Pz/x=0) ni

0 (103%“) , (2.52)

Py x1(Y)
log (M (n,€,6)) <2FD<PY|X:1||PY\X:0) 2I'Vy|x=1 {IOg (P;i:;(Y))} Q '(e)

and

log (Mt (n,€,0)) - QFD(PY\X:1HPY|X:O>

vn - Vx2(Pzx=1, Pz|x—0)
Py x=1(Y)
—ni< 2 Vyix=1 [og (75| o010+ /7 () D(PY|X1||PYXO)>
VX2(Pzix=1, Pz/x=0) VIx2(Pyx=1, PZ\X:O)%
log (n)
_|_O < \/ﬁ ) , (2.53)

where T = Q! (%)

The following theorem characterizes the covert communication rate under a covertness
constraint on the optimal probability of missed detection.
Theorem 7 ([13]). Consider the random transformation in (2.6). If X =Y = Z ={0,1}, it
holds that

log (Mj(n, ¢, 6,0)) < (A + 9)D(Pyix—1||Pyjx—0)

vn h VX2(Pz1x=1, Pz/x—0)
Pyix—1(Y)
(A+ )y log (557059) | Q) (1og ()
~~+0 /(2.54)
Vx2(Pzix=1, Pz/x=0) n4 v
and
log (Mj(n,e.8,0)) _ (A +¥)D(Pyjx-1lPix—o)
N - \/XQ(PZ‘X:la Pz1x-0)

—nNn

Q7' (e)

N

( (A+ ) Vy e flog (A=)
\/XQ(PZ|X:D Pz 1x-0)

V2 (o (%) +e (%)) D(PY|X=11HPY|X=0) ) +O(10g () ) (2.55)
VA + Ux2(Pyx—1, Pzix—0)7
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l A\ 4 y I—' Receiver [—» W
w X
Transmitter Pyzxs
—> H
Z_‘—> Adversary 0

— M

\ 4
A 4

Source

Figure 2.3.: Point-to-point channel with states and warden.

where A= Q1 (1—-86—a) and ¥ = Q1 (a).

Theorem [6] and Theorem [7] give upper and lower bounds on the finite block-length rate
achievable under different covertness constraints. Note that the first term (first oder term) in
the upper and lower bounds given in the two theorems are the same. That is, in the asymptotic
block-length regime, the first order term is the optimal scaling constant of log (M™*(n, €, d))
with respect to y/n.

2.2.2. Point-to-point Channels with States

In this section, existing results on point-to-point channels are reviewed. First, the channel
model is described. Then, results for the AWGN channels and discrete memoryless channels
(DMC) are presented.

System Model

Consider a three-party communication system in which a transmitter sends information to
a legitimate receiver while a second receiver (the warden) observes the channel and aims to
determine whether or not communication occurs between the legitimate parties. The noisy
communication medium is described by a product random transformation

(Xn78n7ynazn7PYZ‘XS>7 (2563')

where n € IN is the block-length; X is the input alphabet, S is the state alphabet, and )Y and
Z are the output alphabets. Given an input vector & and a state vector s, the outputs y and
z are observed at the legitimate receiver and at the warden, respectively, with probability

n
Pyz1x5(y: 2|z, 8) = [ [ Pyzixs(y, 2|t s0), (2.56b)
=1

with Py z|xs a given parameter of the problem. That is, the channel is memoryless. Assume
that the state S is distributed over §" according to Pg with

Pg(s)= ﬁ Ps(st), (2.57)
t=1

with Ps a given parameter of the problem. This channel is represented in Figure 2.3
To covertly exchange a message, the Transmitter and the Receiver might share a secret key
Ae A={1,2,...,L}, with L € N, unknown to the warden. The message index to be sent
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2.2. Detailed Results for Canonical Information Theoretic Channels

from the Transmitter to the Receiver is a realization of a random variable W that is uniformly
distributed in the set

W= {1,2,...,M}, (2.58)
with M € IN.

Two scenarios might arise. Channel state information may indeed be causally or non-causally
known at the Transmitter.

Causal State Information at the Transmitter

To send a message index within n channel uses, the Transmitter uses an (n, M, L, €)-code
defined as follows.

Definition 11 ((n, M, L, ¢)-code). Given (M,L,n) € N? and € € [0,1], an (n, M, L, ¢)-code
is a system

{(w(1,1,51),D(1,1)), (w(1,2,81),D(L1,2)),..., (w(M,L,sig), D(M, L))},  (2.59)

where for all (i,k,j,8) € W? x A x 8™ with i # k,

u(i, j,8) = (u1(i, 4, 81), u2(i, J, $2), - - ., un(i, j, sn)) € X", (2.60)
D(i, j) N D(k, j) = 0, (2.61)
M
U Dp.j) €Y, and (2.62)
p=1
1 M L
—= 33> Ps(s)Pr[Y € D0, )| X = u(i,j,5), S = 5| <, (2.63)
ML i=1j=1seSn

The probability in is with respect to the marginal Py |xg of the joint distribution in
([2-56); and D°(4, j) in represents the complement of D(i, j) with respect to Y.

Given a code, the Transmitter uses the codeword u(i, j, 8) to transmit the message index
i € YW under state s € 8™ with the key index j € A. At channel use t, with ¢t € {1,2,...,n},
the Transmitter inputs the symbol u(i,j,s¢) to the channel. The Receiver observes the
output y = (y1, 92, - - ., yn) after n channel uses and determines that the message index i was
transmitted if it satisfies the decoding rule:

y € D(i, j), (2.64)

where j € A is the key index. Note that the state is not known at the Receiver.

The average decoding error probability associated to the code is given in the left-hand side
of (2.63)).

Non-Causal State Information at the Transmitter

In this case, the Transmitter gets non-causally the knowledge of the vector s. That is, at
the beginning of the transmission the Transmitter knows the full vector s. To send a message
index within n channel uses, the Transmitter uses an (n, M, L, €)-code defined as follows.
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2. State of the Art

Definition 12 ((n, M, L, ¢)-code). Given (M, L,n) € N3, an (n, M, L, €)-code is a system
{(u(17 1, 81), D(la 1)), (u(1> 2, 31)7 D(la 2))7 SUR) (U’(M7 L, S|3|n), D(Mv L))}a (265)

where for all (i,k,j,8) € W? x A x 8™ with i # k,

u(i, 3, 8) = (u1(3, j, 8),u2(i, 5, 8), . . . ,un(i, j,8)) € X", (2.66)
D(i,§) N D(k,j) =0, and (2.67
M
U D,j) CY", and (2.68)
p=1
1 M L
A2 23 Y Ps(s)Pr Y €D, j)|X =u(ijs), S=s| <, (269)
i=1j=1seSn

The probability in is with respect to the marginal Py |xg of the joint distribution in
(2.56); and D<(4, 5) in represents the complement of D(i, j) with respect to V™.

Given a code, the Transmitter uses the codeword (i, j, s) to transmit the message index
i € W under state s € 8" with the key index j € A. At channel use t, with ¢t € {1,2,...,n},
the Transmitter inputs the symbol u.(i,7,s) to the channel. The Receiver observes the
output y = (y1, 92, - - ., yn) after n channel uses and determines that the message index i was
transmitted if it satisfies the decoding rule in where j € A is the key index.
The average decoding error probability associated to the code is given in . Figure
depicts this system.

In the remainder of this section, the focus will be on (n, M, L,¢€)-codes that satisfy a
covertness constraint, i.e., the adversary or the warden must remain unaware of the transmission.
These covert codes are formally described in the next section.

Covert Codes

Let Qz and Rz be respectively the probability distributions

Qz(z)= Y _ Ps(s)Pzxs(z|xo,s), and (2.70)
seES™
1 M L
Rz(z)= VL SN 3 Ps(s)Pzixs(zluli, j, s), s), (2.71)
i=1 j=1 s€Sn
where &g = (x0, xo, . - . , o) denotes a vector that consists exclusively of "off" symbols. Consider

a hypothesis test in which the warden aims to determine whether the Transmitter is off
(hypothesis Hy) or the (n, M, ¢)-code (hypothesis Hy) is used upon the observation of the
channel output Z:

{HO 12~ Qg (2.72)

H1:Z~Rz,

where )z and Rz are respectively given in (2.70) and (2.71]).
Denote by a € [0,1] and /3 € [0,1] the type-I and type-II error probabilities associated with
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2.2. Detailed Results for Canonical Information Theoretic Channels

a decision rule T : 2" — {0, 1} of the form

a | 0 if Hp is accepted,
T(=)= { 1 if H; is accepted. (2.73)
That is,
a2Pr[T(Z) =1], and (2.74)
BEPr[T(Z) = 0], (275)

where the probability in (2.74) applies assuming that Z ~ @z and the probability in (2.75]
applies assuming that Z ~ Rz.

Definition 13 ((n, M, L, €, §)kr-covert code). Given § € [0,1], an (n, M, €)-code described by
(2.59) or (2.65) is said to be an (n, M, L, €, d)ky,-covert code if

D(Qz||Rz) <6, (2.76)

where Qz and Rz are respectively defined in (2.70) and (2.71]).

Fundamental Limits

The information rate at which information can be covertly transmitted to the Receiver using
an (n, M, L, e, d)kr-covert code is % bits per channel use. Thus, a fundamental limit on
the rate at which information can be covertly transmitted is given by the largest possible
M for which an (n, M, €, d)kr-covert code exists. This notion is formalized by the following
definition.

Definition 14 (Largest covert code’s size and smallest key size). Fiz a pair (,6) € [0,1]2.
The largest covert code’s size, denoted by My (n, L,€,0), is:

M (n, Lye, 8)2max{M €N : 3 (n, M, L, €, §)k1-covert code}.
The smallest key size, denoted by Ly (n, M,e€,6), is:

Liq(n, M, e,0)2min{LEN : 3 (n, M, L, ¢, §)k1-covert code}.

Main Results in Discrete Memoryless Channels with Causal State Information at the
Transmitter

Channels with states have been studied in [16] and [15].
When the channel state is causally available at the Transmitter, that is, when the Transmitter
has the knowledge of the state S; at time ¢, the following upper-bound holds.

Theorem 8 ([16]). Given le(l) > 0, it holds that

n

lim 8 M L6 D) vy, (2.77)

n—>00 n Py, z(v,s)

with 'V an auziliary random wvariable that satisfies |V| < min{|X| + |Y| + |Z| — 2,
(1] = 1)[S| + 1}, and Pz = Pzjx—q,-
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2. State of the Art

When the channel state is causally available at the Transmitter, the following lower-bound
holds.

Theorem 9 ([16]). It holds that

lim 08 ML L6 0) e vy, (2.78)

n—00 n Py, 2(v,s)

with 'V an auziliary random wvariable that satisfies |V| < min{|X| + |Y| + |Z| — 1,
(1% = VIS + 2}, Pz = Pzjx=y,, and

log (L)

> I(V;Z) — I(V;Y). (2.79)

Main Results in Discrete Memoryless Channels with Non-causal Channel State
Information at the Transmitter

When the channel state is non-causally available at the Transmitter, that is, when the
Transmitter has the knowledge of the state sequence S at the beginning of the transmission,
the following upper-bound holds.

Theorem 10 ([16]). Given % > 0, it holds that

i 28 M (0L 69) vy — 1 S), (2.80)

n—00 n PU:x(u)s)

with U an auziliary random variable that satisfies U] < min {|X| + |Y| + | Z| + |S| — 3, |X||S|},
and PZ = PZ|X:x0'

When the channel state is non-causally available at the Transmitter, the following lower-
bound holds.

Theorem 11 ([16]). It holds that

i WM (L)) Y — 1 9), (2.81)

n—00 n Py :m(u)s)

with U an auziliary random variable that satisfies |U| < min{|X| + |Y| + |Z| + |S| — 2,
|X||S|+ 1}, and Py = Pz x=z,, and

log (L)

> I1(U;Z2) - 1I(U;Y). (2.82)
Interestingly, in the DMC with channel state information at the Transmitter, covert commu-

nications might be possible at strictly positive rates. This contrasts with the results obtained
for the DMC where the rate vanishes with the block-length n.

Main Results in AWGN Channels

Assume that S ~ N(0,7T), with T € R4, and assume that the random transformation in
(2.56)) satisfies:

Py zxs(y, 2|z, 8) = Py|xs(ylz, s) Pz xs(z]z, 5), (2.83)
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with
_ 1 (y —a—s)°
PY\XS(y‘xv 5)= m exp (_Q(UQ‘i‘T)> , (2.84)
and
1 2—1x—38)2
Pyixs(z|z, s)= m exp (_(2(02+T§> . (2.85)

Assume also that the channel input is subject to a power constraint of the form

Ex [X?] < P, (2.86)
with P € R.
Define also

P

*£ min 41 7} 2.87

72 min {1, -} (2:87)

T+2 (1 —~")T, and (2.88)

P*=T - T (2.89)

When the channel state is causally available at the Transmitter, that is, when the Transmitter
has the knowledge of the state S; at time ¢, the following bound hold.

Theorem 12 ([16]). If the secret key rate satisfies

log (L) 1 ( pP* ) 1 ( P )
>—1 1 —=1 1 2.90
w2tV T el (2.90)
then, the covert capacity with causal channel state information at the Transmitter is lower-
bounded as

log (M (n,L,€,6)) _ 1 (1+ P ) (2.91)

lim > 3 log T 1

n—00 n

When the channel state is non causally available at the Transmitter, that is, when the
Transmitter has the knowledge of the state vector S at the beginning of the transmission, the
following holds.

Theorem 13 ([16]). If the secret key rate satisfies

* 2
log (L) >1 og [ 1+ 2 (P* + %T*) 2
2 (P* + (Pfj—l) T*) (P* 4+ T + 02) + (P* + P}*D-T-lT*)
4 P )2
Log (14 (P74 2o ”) . (2.92)

(P + (#257)°T*) (P + T + 1) + (P + 2 T7)°

then the covert capacity with non-causal channel state information at the Transmitter is
lower-bounded as

lim log (M, (n, L€, 6))

n—oo n

1
=3 log (14 P%), (2.93)
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Receiver 1 > W,

Y1

Wy, W- X Y: 4

Source (" 2)= Transmitter > Pvivazix 2 » Receiver 2 > Ws
Z

—— H,

» Adversary 0,

Figure 2.4.: Broadcast channel with a warden.

2.2.3. Broadcast Channels

This section reviews existing results on the broadcast channel. Several models can be used to
study broadcast channels with covert messages. In particular two models are subsequently
presented with the associated results in the next sections.

Broadcast Channels with covertness constraint

System Model

Consider a four-party communications system in which a transmitter broadcasts information
to two legitimate receivers while a third receiver (the warden) observes the channel and aims
to determine whether or not communication occurs between the legitimate parties. The noisy
communication medium is described by a product random transformation

(Xnayln7ygvzn7PY1Y2Z|X> y (294)

where n € IN is the block-length; X is the input alphabet with an "off" symbol xg, Y1, Ve and
Z are the output alphabets. That is, given an input vector &, the outputs y,, with k& € {1, 2},
and z are observed at Receiver k and at the warden, respectively, with probability

n
Py, v,z1x (U1, Y2, 2[®) = [ Privazix (Wie, var, 2e|a:). (2.95)
t=1

This channel is represented in Figure |2.4]

The message index pair to transmit is a realization of the random variable pair (W7, Wa)
that is uniformly distributed over Wy x Wh = {1,2,...,M;} x {1,2,..., Ms}. The random
variables W and Wy are assumed to be independent. To transmit a message index pair to
the legitimate receivers, the Transmitter uses an (n, My, Ms, €)-code defined as follows.

Definition 15 ((n, My, Ma, €)-code). Given (My, Ma,n) € IN? and € € [0,1], an (n, My, Ma, €)-
code is a system

{(u(1,1), D1(1,1), Da(1,1),(u(1,2), D1 (1,2), Da(1,2), ..,
(U(M17M2)7D1(M1,M2),D2(M1,M2))}, (2.96)
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2.2. Detailed Results for Canonical Information Theoretic Channels

where for all (i,j,k,1) € (W1 x Wa)? with (i,7) # (k,1), and all m € {1,2}

U(Z,j) = (ul(i7j)7u2(i7j)a s 7un(7’7])) € an (297)
My M>

U U Dm(p.0) SV a (2.99)
p=1g=1

%%Pr Y1 €D{(i,j) UY 2 € D5(i,5)| X = u(i, ])] . (2.100)
i=17=1 M1M2 s© .

The probability operator in applies in with respect to the marginal Py y,|x of the
probability distribution in .

Given an (n, My, Ma, €)-code represented by the system in , the Transmitter sends the
codeword u(i,j) € X™ to transmit the message index pair (7,j) € Wy x Ws. In particular,
at channel use t € {1,2,...,n}, the Transmitter inputs the symbol u.(i,j) to the channel.
After n channel uses, Receiver k, with k € {1,2}, observes the channel output vector y;, € V!
and determines that the message index pair (i, j) was transmitted according if the following
decoding rule holds:

yi € Di(iv ). (2.101)

The average decoding error probability denoted by A € [0, 1] is given in the left hand-side of

(.100).

Covert Codes

Let Qz and Rz be respectively the probability distributions

Qz(2)= Pz x(z|zo), and (2.102)
1 M M
Rz(z)= M, ;;me(zm(%]))v (2.103)
where g = (¢, 2o, ..., xo) denotes a vector that consists exclusively of "off" symbols. The

warden aims at determining whether its observation of the channel is induced by the vector
xo or by a codeword from the (n, My, My, €)-code. That is, the warden faces the following
hypothesis test:

{HWZNQZ

Hy:Z ~ Ry (2.104)

Denote by a € [0,1] and 3 € [0,1] the type-I and type-II error probabilities associated with
a decision rule T : 2" — {0, 1} of the form

T(z)2

{ 0 if Hy is accepted, (2.105)

1 if Hy is accepted.
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2. State of the Art

That is,

a2Pr[T(Z) =1], and (2.106)
BEPr[T(Z) = 0], (2.107)

where the probability operator in (2.106]) applies assuming that Z ~ Q7 and the probability
operator in (2.107)) applies assuming that Z ~ Rz.

Definition 16 ((n, M, Ms, €, d)kr-covert code). Given 6 € [0,1], an (n, My, Ma, €)-code
described by (2.96)) is said to be an (n, My, Ms, €, §)ky-covert code if

D(Qz||Rz) <6, (2.108)

where QQz and Rz are respectively defined in (2.102)) and (2.103)).

To covertly communicate messages over the channel, the Transmitter and the legitimate
receivers might share a secret key A € A= {1,2,..., L} that is unknown to the warden.

Fundamental Limits

The information rate at which information can be covertly transmitted to Receiver k,

k € {1,2}, using an (n, M, Ms, €,0)-covert code is % bits per channel use. Thus, a

fundamental limit on the rate at which information can be covertly transmitted is given by

the largest possible My, for which an (n, My, Ma, €, §)-covert code exists. For all M} below the

log (M},)
Jn

largest possible My, the ratio is said to be achievable. This notion is formalized by

the following definition.

Definition 17. A tuple (p1, p2, prey) is said achievable if there exists a sequence of (n, My, M, €, 6)-
covert code such that for all k € {1,2},

log (M
lim inf 28 (M) S (2.109)
n—oo \/ﬁ
limsup A\, < €, and (2.110)
n—oo
log (K
lim sup o8 ( )g Pkey (2.111)

n—o0 Vn

The covert-capacity region of the broadcast channel with a warden, denoted by Rs is the set of
all achievable pairs (p1, p2, Pkey)-

Main Results

In [30], it is shown that under covertness constraint, time division between the two legitimate
receivers is an optimal communication scheme for a particular class of channels. Let p, with
k € {1,2} be the covert capacity of the point-to-point link between the Transmitter and
Receiver k. Let also p7, be the point-to-point covert capacity between the Transmitter and a
Receiver that would observe the same channel output as the warden (see [12]). If p7 > p3,
then assume that

I(X;Y1) _ pl

max ————+< < —, 2.112a
Py 1(X;Y2) b ( )
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2.2. Detailed Results for Canonical Information Theoretic Channels

JV Receiver 1 F— (W, W)

(W, Wy) . X

Transmitter Pyz1x -
Receiver 2 ——— Hj

— H,;

A\ 4

A 4

Source

Figure 2.5.: Broadcast channel with covert messages.

otherwise, assume that
I(X; 5
Px I(X;Y1) = p}
Theorem 14 ([30]). Consider the random transformation in (2.95) such that (2.112)) is
satisfied. The tuple (p1, p2, Prey) € IR‘:’_ is achievable if and only if

(2.112D)

PLLP2 <1, and (2.113)

P1 P2

o= (B 2) o= 2 (2.114)
P1 P2

Theorem [14] shows that the square-root law also applies for the broadcast channel. In this
case, time-sharing between the two users is the optimal transmissions strategy.

Embedding Covert Information into Broadcast Codes

System Model

Consider a three-party communications system in which a transmitter sends common
information to two receivers and private information only to one receiver. The private
information should be sent covertly with respect to the second receiver. That is, the second
receiver acts as a warden regarding the private message and its goal is to determine if the
codeword used is drawn from an innocent codebook or if it carries additional private information.
The noisy communication medium is described by a product random transformation similar
to that in . This channel is represented in Figure

The common message index to transmit is a realization of the random variable W; that is
uniformly distributed over W; = {1,2,..., M;}. The private message index to transmit is a
realization of the random variable Wy that is uniformly distributed over Wa = {1,2,..., M2},
and independent of W;. To transmit a message index to the legitimate Receiver, the Transmitter
uses an (n, My, My, €)-code defined as follows.

Definition 18 ((n, My, Ma, €)-code). Given (M, Ma,n) € N3 and € € [0,1], an (n, My, M3, €)-
code is a system

{(u(1,0),D1(1,0), Da(1)),(u(1,1), D1 (1, 1), Da(1)),. ..
, (w(My, My), Dy (My, My), Dy(My))}, (2.115)
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2. State of the Art

where for all (i, j,k,1) € Wy x ({0} UW))? with (i, ) # (k,1),

u(i, j) = (u1(4, §), u2(d, j), - .. un(i, j)) € X", (2.116)
Ds(i,5) N D1(k,1) =0, (2.117)
Dy(i) N Da(k) =0, (2.118)
My Mo
U UDiwg) €7, (2.119)
p=1g=1
My
U D2(p) € 2", and (2.120)

1 M; Mo
MM > D PrlY €Di(i,j)|X =u(i,j)] < (2.121)

i=17=0

My Mo
(D)X = (i, 5)] < (2.122)

i=175=0

The probability in is with respect to the marginal Py x of the probability distribution
in . The probability in is with respect to the marginal Pz x of the probability
distribution in .

The codewords u(i,0) with ¢ € W; correspond to the innocent codewords whereas the
codewords u(i, j) with j € Wh correspond to the transmission of both common and private
information.

Given an (n, My, Ms, €)-code represented by the system in , the Transmitter sends
the codeword (i, j) € X™ to transmit the message index pair (i, 7) € Wi x Wh. In particular,
at channel use t € {1,2,...,n}, the Transmitter inputs the symbol u(i,j) to the channel.
After n channel uses, Receiver 1 observes the channel output vector y € V™ and determines
that message index pair (i,j) was transmitted if the following decoding rule holds:

y € D1(i, ). (2.123)

Receiver 2 on the other hand decides that the common message index ¢ was transmitted
according to the following decoding rule:

z € Dyli). (2.124)

The average decoding error probabilities at Receiver 1 and Receiver 2 are given in the left

hand-side of (2.121]) and ([2.122)), respectively.

Covert Codes

Given ¢ € Wy, let Qg) and Rg) be respectively the probability distributions

P (2)= PZ|X( z|u(i,0)), and (2.125)
RY)(z)= Zme 2lu(i, j)). (2.126)
] 1
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2.2. Detailed Results for Canonical Information Theoretic Channels

The warden aims at determining whether its observation of the channel is induced by the
codeword u(i,0) or by a codeword w(i, j) with j € Wh. That is, the warden faces the following
hypothesis test:

7 O
Ho: 2 Qg) (2.127)
H :Z~RYy .

Denote by «; € [0,1] and g; € [0, 1] the type-I and type-II error probabilities associated
with a decision rule T; : Z" — {0, 1} of the form

o | 0 if Hp is accepted,
Ti(2)= { 1 if Hy is accepted. (2.128)
That is,
@;2Pr [T;(Z) = 1], and (2.129)
B2Pr [T(Z) = 0], (2.130)

where the probability in (2.129) applies assuming that Z ~ Qg) and the probability operator
in (2.130) applies assuming that Z ~ R(Zz).

Definition 19 ((n, My, Ms, €, d)kr-covert code). Given ¢ € [0,1], an (n, My, Ma, €)-code C
described by (2.115)) is said to be an (n, My, Ma, €, 0)kr,-covert code if

D(QYIIRY) <4, (2.131)

where Q(ZZ) and Rg) are respectively defined in (2.125) and (2.126)).

Fundamental Limits

The information rate at which information can be covertly transmitted to Receiver k,
k € {1,2}, using an (n, M, M, €,0)-covert code is % bits per channel use. Thus, a
fundamental limit on the rate at which information can be covertly transmitted is given by the
largest possible M}, for which an (n, My, M, €, §)-covert code exists. This notion is formalized

by the following definition.

Definition 20 (Largest covert code’s size and smallest key size). Fiz a pair (¢,d) € [0,1]2.
The largest covert code’s size, denoted by MiKL(n, My, €,0) (resp. MiKL(n,Ml,e,é)), is:

M7 kp(n, Ma, e, 6=max{M; €N : 3 (n, My, M, L, €,8)kr,-covert code}, and (2.132)
M gr(n, My, e, 6 =max{My €N : 3 (n, My, My, L, €, §)kr,-covert code}. (2.133)

Results

In [3], the number of covert bits that can be embedded in an innocent code that performs
close to capacity is established for binary channels. Hence, assume that X =Y = Z = {0, 1}.
Assume also that the capacity achieving distribution of the channel between the Transmitter
and Receiver 2 (the warden) P% is of the form P% (1) = p*. Finally, assume that under the
input distribution P%, it holds that I(X;Y) > I(X; Z).
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2. State of the Art

Wl Xl (Wl ) WZ)
Source 1 » Transmitter 1L v »|  Recoiver
Pyz [ X1 X2
ik e[ L, .
Source 2 2 » Transmitter 2— Adversary 0
— H 1

Figure 2.6.: Point-to-point channel with a warden.

Theorem 15. Consider the random transformation in (2.6 such that X =Y = Z = {0,1}.
Then, if there exists v = 0 such that
(1 = p*)D(Pyx—1||Py|x=0) + P*¥D( Py x—ol | Pyix=1) >
(1 = p*)D(Pzx-111Pz)x=0) + 2" vD(Pzx =0l Pz1x-1) , (2.134)
there exists keyless covert communication schemes such that

lim log (Mik (n7 M27 ¢, 6))

n—00 n

= I(X:Y), (2.135)

and for all v € Wy,

lim log (M5 (n, M, €,6)) _
n—00 \/ﬁ
V25((1 = p*)D(Py|x=1l|Pyix=0) + P*¥D( Py xol| Py|x=1))

max
720 /(1 = p*)x2(Pzix=1, Pz/x=0) + P*1x2(Pzx=0, Pz)x1)

)

(2.136)
lim A, = lim Ao, = lim D(QY(T])) =0. (2.137)

n—oo

Note that the error probability analysis in [3] is not performed using the average decoding
error probabilities A1, and Ag,. Nevertheless, both A1, and Ay, are still guaranteed to tend
to 0.

2.2.4. Multiple-Access Channels

In this section, covert communications over mutiple-access channels are reviewed. First, the
channel model is described. Then, results for DMCs are subsequently exposed.

System Model

Consider a four-party communication system in which two transmitters send information to
a legitimate receiver while a second receiver (the warden) observes the channel and aims to
determine whether or not communication occurs between the legitimate parties (see Figure .
The noisy communication medium is described by a product random transformation

(X1n> AV, Zn7PYZ\X1X2) ; (2.138a)
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2.2. Detailed Results for Canonical Information Theoretic Channels

where n € IN is the block-length; X7 and AXs are the input alphabets, ) and Z are the output
alphabets. That is, given two input vectors x; and xs, the outputs y and z are observed at
the Receiver and the warden, respectively, with probability

n

Pyz1x, x5 (Y, zl@1, @2) = [ [ Przix, x. W 2elw1e, x24), (2.138b)
=1

where Py 7| x, x, is given parameter of the problem. That is, the channel is memoryless.
The message index to be sent from Transmitter k, with k£ € {1,2}, to the Receiver is a
realization of a random variable W}, that is uniformly distributed in the set

W 2 {1,2,..., My}, (2.139)

with M € IN. To send a message index within n channel uses, the Transmitter uses an
(n, M1, My, €)-code.

Definition 21 ((n, My, Ma, €)-code). Given (M, Ma,n) € N3 and € € [0,1], an (n, My, My, €)-
code is a system

{(w(1),v(1), D(1, 1)), (w(1),v(2), D(1,2)), ..., (w(M), v(My), D(My, Ms))}, (2.140)

where for all (i,k,j,1) € W? x W3 with i # k and j # 1,

w(i) = (u1(i), us(i), . . ., un(i)) € X, (2.141)
v(i) = (v1(3), v2(i), . . ., vn(i)) € X™, (2.142)
D(i, j) N D(k,1) =0, (2.143)
M1 Mo

U UDw,q9) V", and (2.144)
p_llq_1 G . . .

VL ;jﬂw ¥ € D0, )| X1 = u(i), X2 = v(j)| <e (2.145)

The probability operator in applies with respect to the marginal Py x, x, of the
joint distribution in ; and D(i,7) in represents the complement of D(i, j) with
respect to Y".

Given a code represented by the system in , the Transmitters use the codewords
u (i) and v(j) to transmit the message index pair (i,j) € Wi x Wa. At channel use ¢, with
t € {1,2,...,n}, Transmitter 1 inputs the symbol u(i) to the channel and Transmitter 2
inputs the symbol v.(j) to the channel. The Receiver observes the output y = (y1, 42, .-, Yn)
after n channel uses and determines that the message index pair (7, j) was transmitted if the
following decoding rule holds:

y € D(i, ). (2.146)

The average decoding error probability associated to the code at the Receiver is given in
(2.145). This system is depicted in Figure

In the remainder of this section on MACs, the focus will be on (n, M1, M, €)-codes that

satisfy a covertness constraint, i.e., the adversary or the warden must remain unaware of the
transmission. These covert codes are formally described in the next section.
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2. State of the Art

Covert Codes

Assume that the input alphabets X} and X5 contain an "off" symbol denoted by . Let Qz
and Rz be respectively the probability distributions

Qz(2)= Pzx,x,(2|To, To), and (2.147)
1 MM
Rz(z)= P. zlu(),v(7)), 2.148
A2 3y 3 3 Pl o) (2,145
where xg = (29, o, . .., xo) denotes an n-dimensional vector that consists exclusively of "off"

symbols. Consider a hypothesis test in which the warden aims to determine whether the
Transmitters are off (hypothesis Hy) or the (n, M, Ms, €)-code (hypothesis H;) is used upon
the observation of the channel output Z:

{HO:ZNQZ

Hy .7~ Ry (2.149)

where (Qz and Rz are respectively given in (2.147) and (2.148)).
Denote by a € [0,1] and 8 € [0, 1] the type-I and type-II error probabilities associated with
a decision rule ' : Z™ — {0,1} of the form

a | 0 if Hyis accepted,
T(=)= { 1 if H; is accepted. (2.150)
That is,
a2Pr[T(Z) =1], and (2.151)
BAPr[T(Z) = 0], (2.152)

where the probability operator in (2.151)) applies assuming that Z ~ )z and the probability
operator in (2.152) applies assuming that Z ~ Rz.

Definition 22 ((n, My, Ms, €, d)kr-covert code). Given 6 € [0,1], an (n, My, Ma, €)-code
described by (2.140)) is said to be an (n, My, Ma, €, 0)ky,-covert code if

D(Rz||Qz) <6, (2.153)

where Qz and Rz are respectively defined in (2.147) and (2.148]).

Fundamental Limits

The information rate at which information can be covertly transmitted to the Receiver using
an (n, My, Ms, €, d)-covert code by Transmitter k£ with k € {1,2}, is % bits per channel
use. Thus, a fundamental limit on the rate at which information can be covertly transmitted
is given by the covert capacity region. This notion is formalized by the following definition.

Definition 23 (Covert capacity region). Fiz a pair (¢,0) € [0,1]2. A covert rate pair
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2.3. Conclusion

(p1,p2) € IR%_ is achievable if there exists a sequence of (n, M1, Ma, €,0)-covert code such that

. log (M)
1 —= 2.154
A e (2.154)
. log (M>)
lim ————= 2.1
AV (2:199)
nll}rgo A= 0, (2.156)
lim D(Rz[|Qz)= 0. (2.157)

The covert capacity region is the set that consists of all achievable covert rate pairs (p1,p2).

Results

In [31, 32], the number of covert bits that can be embedded in an innocent code that performs
close to capacity is established for binary channels. The results presented here are for the
2-user MAC but can be extend to an arbitrary number of users (see [32]). Assume that
X=Y=2={0,1}.

Define
Ki(2)2 Pzx,x,(2[1,0) — Pzx, x,(2(0,0), (2.158)
K2(z)é PZ|X1X2(Z’07 1) - PZ|X1X2(z’07 0)7 (2159)

K3(2)= PZ|X1X2(2|07 0) + PZ|X1X2(Z|17 1) — PZ\X1X2(Z|0a 1) - PZ|X1X2(z‘1’O)a (2.160)

Theorem 16. Consider the random transformation in (2.138)) such that X =) = Z = {0, 1}
and let (k1, ke) € [0,1)2 with k1 + ko = 1. If the MACs satisfy

D(Pyx, 21,50l Pyix1=0,x5=0)> D(Pz)x,1,x,=0l| Pzjx,=0,x,=0) ,  and (2.161)
D(Pyx, =0 x3=1 11 Py|x120,x5=0)> D(Pzx,20,x,=1|/Pz1x,0,x,=0) » (2.162)

then the covert capacity region consists of all rate pairs (pi1, p2) € IR%r that verify

0
Z (FdlKl(Z) + RQKQ(Z
= Prxi=0x,-0(%)
)
(k1K1(2) + Ko Ka(2))?
= Pzixi=0.x,=0(2)

1< V2K,

g D(Pyx,-1 x,0l| Py|x,=0,x5=0) »  (2.163)

p2< V2% D(Pyx,0.x,=1/|Pyix1=0,x,=0) - (2.164)

If (2.161) and (2.162)) are satisfied, covert communications can be achieved using a keyless
communication scheme.

2.3. Conclusion

This chapter reviewed existing results on covert communications with an emphasis on classical
information theoretic channels. For most of the models it is shown that the square-root law
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2. State of the Art

applies.

Despite the growing number of contributions in the context of covert communications, there
are still open problems. Among those, two are of interest in the scope of this thesis. Namely,
determining the maximum number of information bits that can be transmitted when the
warden observes only a subset of the channel outputs and determining the maximum number of
information bits that can be embedded in a given broadcast code that is designed to transmit
a common message to two receivers. These two problems are presented and treated at least
partially in the next chapters of this thesis.
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Covert Communications
Type |l

ASH et al. established in [7, 8] that on the order of y/n bits of information can be

B covertly transmitted within n channel uses over point-to-point channels. Later,

Wang, Wornell and Zheng considered memoryless channels in which the receiver

and the steganalyst observe the same channel output, and derived in [12] the covert capacity

of such channels. During the same year, Bloch considered point-to-point binary memoryless

channels (BMC) under covertness constraints and characterized a first order approximation

of the covert capacity in [11]. Together with Tahmasbi, he derived in [13] the second order
asymptotic approximation of the optimal codebook size.

In the context of wiretap channels, Ozarow and Wyner introduced the problem of the wiretap
channel type II [43], which is a traditional instance of the wiretap channel problem where the
eavesdropper observes only a subset of the channel outputs. In this chapter, the problem of
covert communications type II is introduced. Inspired from the wiretap channel type II, this
problem is a traditional instance of the covert communications problem over point-to-point
links where the warden observes only a fixed fraction of the channel outputs. The main
contribution of this chapter is a second order achievable bound for covert communications
type II.

The remainder of this chapter unfolds as follows. Section [3.1] details the model. Section
establishes an achievable bound for the problem of covert communications type II. Section [3.3]
provides a discussion of this result. Finally, Section concludes this work.

3.1. System Model
3.1.1. Channel Model

Consider a three-party communication system in which a transmitter sends information to
a legitimate receiver while a second receiver (the warden) observes a fraction of the channel
outputs and aims to determine whether or not communication occurs between the legitimate
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3. Covert Communications Type II

Receiver —> W

\ 4

Transmitter

A\ 4

Source

Py 7 x

v [
Z 1|

—— Hj
— H;

Adversary

Figure 3.1.: Point-to-point channel with a warden.

parties. The noisy communication medium is described by a product random transformation
(Xn7ynazn7PYZ\X> ) (31&)

where n € IN is the block-length; X is the input alphabet, ) and Z are the output alphabets;
and X = (X1, X9,...,X,,) e X" Y =N, Ys,....Y,) € VYV'rand Z = (Z1,2s,...,2,) € 2"
are n-dimensional vectors of random variables. That is, given an input vector @, the output
(y, z) is observed with probability

Pyz1x(y, z®) = [[ Pyzix (v, 2ela), (3.1b)
=1

where Py z x is given parameter of the problem. That is, the channel is memoryless. This
channel is represented in Figure |3.1

The message index to be sent from the Transmitter to the Receiver is a realization of a
random variable W that is uniformly distributed in the set

w=2{1,2,...,M}, (3.2)

with M € IN. In order to transmit this message, the Transmitter and the Receiver might share
a secret key A € A= {1,2,...,L}, with L € IN. It is assumed that the warden knows the
distribution P4 of the key, but not the actual realization of the key. Hence, to send a message
index within n channel uses, the Transmitter uses an (n, M, L, €)-code.

Definition 24 ((n, M, L, ¢)-code). Given (M,L,n) € N? and ¢ € [0,1], an (n, M, L, ¢)-code
is a system

{(w(1,1),D(1,1)), (w(1,2),D(1,2)), ..., (w(M,L),D(M,L))}, (3.3)

where for all (i,k,j) € W? x A with i # k,

u(i, j) = (w13, 5), u2(is j), - - - s un(i, 5)) € X", (3.4)
D(i,j) N Dk, j) =0, (3.5)
ﬂ/j D, 5) C Y™, and (3.6)
= 1 M L

N 2; Pr|Y € D°(i,5)| X = u(i,j)] <e (3.7)

The probability operator in (3.7) applies with respect to the marginal Py x of the joint
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3.1. System Model

distribution in ; and D(7,j) in represents the complement of D(7, j) with respect
to Y™,

Given a code represented by the system in and a key index j € A, the Transmitter
uses the codeword u(i,j) to transmit the message index ¢ € V. At channel use ¢, with
t € {1,2,...,n}, the Transmitter inputs the symbol w(7,j) to the channel. The Receiver,
which knows the key index j, observes the output y = (y1,y2,...,yn) after n channel uses
and determines that the message index ¢ was transmitted if it satisfies the decoding rule:

y € D(i,j). (3.8)

The average decoding error probability associated to the (n, M, L, €)-code at the Receiver is
given in . This system is depicted in Figure

In the remainder of this chapter, the (n, M, L, €)-codes of interest are those that satisfy
a covertness constraint, i.e., the adversary or the warden must remain unaware of the
transmission. These covert codes are formally described in the next section.

3.1.2. Covert Codes

Assume that the input alphabet X contains an "off" symbol denoted by zp. Let x € [0, 1]
be fixed. Assume that the warden selects only m = |kn]| components to determine whether
or not communication takes place. Denote the set of indices chosen by the warden by
B = {b1,ba,...,by}. Hence, the warden considers only the vector Zg = (Zy,, Zp,, .- ., Zp,,) to
perform its hypothesis test. Let )z, and Rz, be respectively the probability distributions

Qzs(zB)= PZB|XB (z3|x0) and (3.9)
Rz, (zB)= ZZPA )Pz x5 (z8lus(i, 7)), (3.10)
i=1j=1
where xg = (z9, x0,...,2o) denotes an m-dimensional vector that consists exclusively of "off"

symbols. Consider a hypothesis test in which the warden aims to determine whether the
transmitter is off (hypothesis Hy) or the (n, M, L, ¢)-code (hypothesis H;) is used upon the
observation of the channel output Zz:

HO L~ QZB
{Hl : Z ~ Rg,, (3.11)

where Qz, and Rz, are respectively given in (3.9) and (3.10]).
Denote by a € [0,1] and 8 € [0, 1] the type-I and type-II error probabilities associated with

a decision rule T' : Z™ — {0,1} of the form

a | 0 if Hy is accepted,
fze) { 1 if Hy is accepted. (3.12)
That is,
a2Pr[T(Zp) =1], and (3.13)
BEPr[T(Zg) = 0], (3.1
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3. Covert Communications Type II

where the probability operator in (3.13)) applies assuming that Zp ~ Qz, and the probability
operator in (3.14) applies assuming that Zg ~ Rz,.

Definition 25 ((n, M, L, ¢, 0, k)-covert code). Given (6,x) € [0,1]?, an (n, M, L,¢)-code C
described by (3.3)) is said to be an (n, M, L, €, d, k)-covert code if
max D(RZBHQZB) < (5, (3.15)

BC{1,2,...,n}
|B|=[xn]

where Qz, and Rz, are respectively defined in (3.9)) and (3.10]).

Note that the maximization in (3.15|) takes into account the worst m-dimensional vector
that can be chosen by the warden.

3.1.3. Fundamental Limits

The information rate at which information can be covertly transmitted to the Receiver using
an (n, M, L, e, §, k)-covert code is % bits per channel use. Thus, a fundamental limit on
the rate at which information can be covertly transmitted is given by the largest possible M
for which an (n, M, L, €, §, k)-covert code exists. This notion is formalized by the following

definition.

Definition 26 (Largest covert code’s size). Fizr a triplet (¢,8,x) € [0,1]> and L € N. The
largest covert code’s size is:

M*(n,L,e,6,k)=max {M NN : 3 (n, M, L, ¢, k)-covert code} .

3.2. An achievable bound for Binary Memoryless Channels

In this section, a lower bound on the largest code’s size (Definition is established for binary
memoryless channels (BMCs) using techniques from [11] and [13]. Hence, it is assumed that
X =Y = Z = {xo,71}. It is also assumed that Y = Z and that Py|x_;, < Py|x—g,- The
next theorem introduces this lower bound.

Theorem 17. Consider a BMC (X,Y, Z, Py zx). It holds that

log (M*(n,L,€,6,%)) _

=

n

Py x (Y]X)\ 2
Exy bog( YJ‘DﬁEYl) )) }

n

min { max [(X;Y) —
Px

1
n

Ql9+0(-),

Py x (Y|z1) 2}
OBy x=z, {IOg (7PY‘X<Y|xo)>

n

9D<PY|X:J,’1||PY|X:£E0> - n

Qt+o(r) } (3.16)

with

20
0= . 3.17
\/VmJ X2(Py|x=z1> Py|x=a0) (8.17)
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3.2. An achievable bound for Binary Memoryless Channels

The construction of the lower bound is presented in three parts. In the first part, a
probability mass function to randomly generate an (n, M, L, €)-code is chosen. This distribution
is expressed in terms of some parameters, which are referred to as the generating parameters.
In the second part, the generating parameters are chosen in order to satisfy the covertness
constraint in for a fixed ¢ and fixed x, which allows the construction of an (n, M, L, €, §, k)-
covert code. In the third part, the average of the decoding error probability (denoted by A) of
the covert code is upper-bounded. This upper-bound proves the existence of an (n, M, L, €, §, k)-
covert code whose number of codewords provides a lower bound on the largest code’s size

(Definition [26]).

Part |: Generation of the Random Code

Consider the parameters (M, L) € IN?; and fix a probability mass function Py such that
Px(fl,’l) = 1—Px(.1‘()) :9, (318)

with 6 € [0,1]. Often, the parameters M, L and 6 are referred to as the generating parameters.
For all j € {1,2,..., L}, generate M codewords

w(l,7),w(2, ), ..., u(M,j) (3.19)

to form a codebook. For all i € {1,2,..., M}, the codeword wu(i,j) is the realization of a
random variable following the probability mass function Px such that for all & € X",

n

Px () £ T] Px (). (3.20)
t=1

In the following, the probability mass function Px is referred to as the generating distribution.
To complete the generation of the (n, M, L, €)-code, the decoding sets must be specified. For
all j € {1,2,..., L}, the Receiver uses the decoding sets

D(1,7),D(2,7), ..., D(M,j), (3.21)

and the decoding rule in (3.8]).
For all j € {1,2,...,L}, upon the reception of the channel output y € )", the Receiver
declares that the index pair (i,7) € W x A was transmitted according to the decoding rule in

(B3), with

> mnp \|J Dk, 5), (3.22)

k<i

PY|X(y’U(iJ))>
Py (y)

D(i, j)={y € V" : log <

where 1 € R is a parameter whose exact value is determined later. Note that the codewords

in (3.19) and the decoding sets in (3.22)) form an (n, M, L, €)-code.
Finally, the distribution P4 of the key is chosen such that for all j € A,

M
Pa(i) = [] Px(uli. ). (3.23)
i=1
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3. Covert Communications Type II

Part II: Covertness Analysis

The next proposition establishes sufficient conditions on the generating parameters to ensure
that the covertness constraint in (3.15)) is satisfied.

Proposition 1. To guarantee that (3.15) is verified, it is sufficient to satisfy

26
0 < . 3.24
\/L’mJ X2(Py|x=z1: Py|x=z0) ( )
The proof of Proposition [I] is presented in Appendix

Part 1lI: Error Probability Analysis

Two cases are to be considered for the error probability analysis. Assume that the point-to-point
capacity achieving distribution P% (without any constraint) is such that

Py (1) = 1 - Pi(ao) = 0", (3.25)

with 6* € [0,1].

Case 1: 0*<\/ 20

Len]x2(Py | x =aq Py | X=x()

In this case, the constraint on 6 is not active and the capacity achieving distribution P can
be used to generate the codewords. That is, the capacity of the point-to-point link can be
achieved. The corresponding proof is therefore provided in [44, Theorem 45].

Case2:9*>\/L 20

kn]x2(Py|x =z Py |xX=z()

In this case, the existence of an (n, M, L, €, d, k)-covert code is established in the next proposi-
tion.

Proposition 2. There exists an (n, M, L, €, §, k)-covert code such that

Py x (Y1) 2}
OBy x =z, {l(’g (R 5sy)

n

log (M)

> 0D(Py|x =z, || Py x=a0) — Q7' (e) + O(1), (3.26)

where

20
0= . 3.27
\/VJ”J X2(Py|x=z1> Py|x=a0) (8.27)

The proof of Proposition [2]is presented in Appendix [C]

Together, Proposition (I} Proposition [2| and [44, Theorem 45] prove Theorem That
is, there exists an (n, M, L, €, 6, k)-covert code that can simultaneously reliably and covertly
transmit information at the rate given in .
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3.3. Discussion

3.3. Discussion

Several points are interesting to notice. First, when x tends to 0, the capacity of the poin-
to-point link (without any constraint) is achievable. Hence, transmission can occur at a
non-vanishing rate. This is the case when the warden does not observe enough channel outputs
to take a reliable decision regardless of the rate at which information is sent.

Second, when x equals 1, the expression in is comparable to that in Theorem |5 with
the difference that the latter is established for maximum decoding error probability. In case
maximum error probability is considered, the proof technique of the achievability presented
in [13] can be used to solve this case, even though this is not detailed here. In addition, the

converse proof presented in [13] should also hold with codewords of weight i = O (\/%) As it

is highlighted in [13], converses in finite-length for the covert communication problem are hard
to establish when considering average error probability. This difficulty could not be overcome
in this thesis and a converse bound is missing.

Finally, it is worth mentioning that the rate threshold observed in the finite block-length
regime due to the constraint on the input distribution parameter 6 cannot be observed in the
asymptotic block-length regime. Indeed, in the latter case, the parameter § must tend to 0
to satisfy the covertness constraint. That is, the covertness constraint on the parameter 4 is
always active and covert communications can only occur with a vanishing transmission rate.

Regarding the AWGN case, it was shown in [12] that the covertness constraint translates
into a power constraint on the input. Hence, there are arguments to conjecture that a similar
threshold can be observed in the AWGN channel with input power constraint in the finite
block length regime. If x is small enough, only the input power constraint will be active on
the input. Otherwise, the covertness constraint will induce a more stringent constraint on the
input. Nevertheless, this could not be formally established in this thesis.

3.4. Conclusion

In this chapter, an achievable second order bound was established for the problem of covert
communications type II. It can be observed that there exists a threshold in the input distribution
that determines the communication rate. That is, if the warden does not observe enough
channel outputs, covert communications can occur at channel capacity. Otherwise, the
transmission rate is expressed in terms of the fraction of channel outputs observed by the
warden. So far, a converse bound is still missing for this problem. It is conjectured that
a similar threshold can be observed in AWGN channels, but the formal treatment of these
channels is left open.

Finally, it worth emphasizing that the type of constraint considered in this chapter was not
studied before in any type of channels. It could be used for instance in multi-user channels
such as the broadcast channel. The latter is the topic of the next chapter.
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Embedding Covert
Information into a Given
Broadcast Code

communicating while keeping an adversary unaware of the existence of the

communication. In point-to-point channels, reliable covert communications
are subject to a fundamental limit that states that only O(y/n) bits can be transmitted in n
channel uses [8, 9, 11, 12].

Two different covert communication problems have been studied within the context of
broadcast channels [30, 2, 3]. In [30], the sender tries to send two covert messages to two
receivers. In [2] and [3], the sender sends a common non-covert message to both receivers,
and tries to simultaneously send a covert message to one of the receivers. That is, the other
receiver cannot know whether or not a covert message is being sent.

The current work is related to [2] and [3]. The focus is on the problem of embedding a
covert message in a non-covert broadcast code. Some of the main differences between this
problem and the one in [2] and [3] are:

C OVERT communications refer to scenarios in which legitimate parties aim at

e In [2] and [3], the non-covert broadcast code and the covert code are designed together
by the transmitter. This potentially allows the transmitter to choose a non-covert code
on which it is easy to embed a covert code. Alternatively, the current work assumes
that the non-covert code is given and cannot be changed, making the achievability proof
more difficult [

e In [2] and [3] there is a separate covertness criterion conditional on every non-covert
message. In this work, only one covertness criterion on the overall distribution is adopted.
This difference considerably complicates the proof of the converse. In fact, a general
proof of the converse using the Kullback-Leibler divergence as the covertness criterion
is still an open problem. Instead, in this work, the total variation distance is used by

LA technical condition is that the given non-covert code must have a positive error exponent; see (4.52).
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4. Embedding Covert Information into a Given Broadcast Code

Transmitter
Private  |J » Encoder 1 M » Receiver 1 — d; (Y1)
Source : Yi,
) F (‘)< he Prix Yo, — d2(Y2)
Cé)mmon Ly Bncoder 2 U F L Py,v, “» Receiver 2 — Hp
ource :
— H
Figure 4.1.: Degraded broadcast channel with covert messages at channel use t € {1,2,...,n},

where d; @ Y = W X W denotes the decoding function at Receiver 1 and
dy : Y3 — W denotes the decoding function at Receiver 2.

adapting some techniques from [13]. Interestingly, the proof of the converse is shown to
be tight for a class of channels satisfying certain symmetry properties.

In a nutshell, it is shown that in this scenario, it is possible to covertly transmit O(y/n)
bits in n channel uses by modifying an existing broadcast code. Moreover, the proposed
transmission rate is shown to be asymptotically optimal for a class of discrete memoryless
broadcast channels (DM-BCs).

The remaining of this chapter is organized as follows. Section presents the system
model. Section exposes examples in which covert communications can not be achieved.
Section presents an achievability scheme. Section presents an impossibility (converse)
result. Section presents the main result of this work. Finally, Section provides some
examples and Section concludes this work.

4.1. System Model

Consider a three-party communication system in which a transmitter simultaneously sends
information to two receivers through a noisy communication medium, often referred to as a
channel. In this work, such a channel is described by a product random transformation

(Xnvy? xygvaHYz\X)’ (4.1&)

where n € IN is the duration of the communication in channel uses (block-length) and the
alphabets X', V1 and )» are finite. Given a channel input @ = (x1,x2,...,2,), the channel
output (yi,Y,), with ¥, = (Yk,1,Yk2,- .-, Ykn) for all k € {1,2}, is observed at Receiver k
with probability:

) Pyavy (2,ely1.t)- (4.1b)

n
A
Py v, x (Y1, Y2|) :H Vil

That is, the channel is degraded and memoryless.

Given the random transformation in (4.1a]), the Transmitter uses a broadcast code (Encoder
2 in Figure to transmit a message intended to both receivers at a fixed rate. Often, this
message index is referred to as the common message. Section formally defines these
codes.
Each codeword of a broadcast code can be altered to generate a set of new codewords. Hence,
by redefining the decoding sets at one receiver (Receiver 1 in Figure , it is possible to build
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4.1. System Model

a new code (Encoder 1 in Figure to transmit two messages: (a) the common message at
the same rate as the original broadcast code, possibly at the expense of a higher probability
of error; and (b) a message exclusively intended to Receiver 1. Often, this message index is
referred to as the private message and the new code is referred to as an induced code. These
codes are formally defined in Section
An induced code might satisfy some additional constraints on the transmission of the private
message, e.g., a covertness constraint, a physical layer security constraint, a simultaneous
information and energy transmission constraint, etc. This work focuses on a covertness
constraint which consists in rendering the non-intended receiver of the private message
(Receiver 2) unable to determine whether or not a private message is being transmitted. That
is, Receiver 2 is unable to determine whether the codeword being transmitted belongs to either
the broadcast code or the induced code. An induced code that satisfies a covertness constraint
is referred to as a covert code and is formally defined in Section [4.1.3

The objective of this work is to determine the maximum amount of information that can be
covertly transmitted given a broadcast code.

4.1.1. Broadcast Codes

The common message index to be sent from the Transmitter to both receivers is a realization
of a random variable W that is uniformly distributed in the set

wW2{1,2,...,M}, (4.2)

with M € IN. To send a common message index within n channel uses, the Transmitter uses
an (n, M, €)-broadcast code.

Definition 27 ((n, M, €)-broadcast code). Given M € N, € € [0, 1] and a block-length n € IN,
an (n, M, €)-broadcast code for the random transformation in (4.1) is a system

{(u(l),Dl(l),Dg(l)), (u(2),D1(2),D2(2)),..., (u(M),Dl(M),Dg(M)) }, (4.3)

that satisfies for all (i,4,k) € W? x {1,2}, with i # j:

w(i) 2 (ur(i), ua(i), ..., u,(i)) € X", (4.4a)
Dy (i) N Dy(j) =0, (4.4b)
M

UDu®) SV and (4.4c)
l:ll .

Vi ;Pr Ve DE(I)| X = u(i)] <e. (4.4d)

The probability operator in applies with respect to the marginal Py |x of the joint
probability mass function in (4.1b); and D (i) in represents the complement of Dy, (i)
with respect to ).

Given a broadcast code represented by the system in , the Transmitter uses the
codeword u(7) to transmit the message index i € W. At channel use ¢, with ¢t € {1,2,...,n},
the Transmitter inputs the symbol u;(7) to the channel. After n channel uses, Receiver k, with
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4. Embedding Covert Information into a Given Broadcast Code

k € {1,2}, observes the output v, = (Yr,1,Y%2:---,Ykn) and determines that the message
index i was transmitted if it satisfies the decoding rule:

Yi. € Dy(7). (4.5)

The average decoding error probability associated to the given broadcast code at Receiver k,
denoted by Ay is given in the left hand-side of (4.4d)).

4.1.2. Induced Codes

Let the private message index be represented by a random variable W, independent of W and
uniformly distributed over
WA {1,2,..., M}, (4.6)

with M € IN. Assume that a broadcast code denoted by C is given and is represented by the
system in (4.3)). The transmitter uses an (n,C, M)-induced code to transmit both the common
and private message indices.

Definition 28 ((n,C, M, é)-induced code). Given M € N, é € [0,1], and an (n, M, €)-broadcast
code C described by (4.3)), an (n,C, M, €)-induced code is a system

{ (@(1,1),D1(1,1), D2(1)) , (v(1,2), D1 (1,2), Do(1)) , ., (v(M, V), Dy (M, M), Do(M)) }4.7)

that satisfies for all (i, k,j,1) € W? x W2, with (1,7) # (k,1):

v(i,j) = (v1(i,5),v2(i,5), .. ., vn(i,7)) € X™, (4.8a)
Dl(i j) N Dl(k l) = @, (4.8b)
UUDM% S (4.8¢)
p=1g=1

M M

(1, )X =v(i 4.8d

Vi L DX =i, )] < (4.84)

M M . . A
IY37; »3 5(1)| X =wv(i,j)] <& (4.8¢e)

The probability operators in and apply with respect to the conditional marginals
Py x and Py, x of the joint probability mass function in , respectively. The sets
D5 (i,7) and D5(i) represent the complement of D (i, j) and Dy(i) with respect to Vi* and V7,
respectively.

Given an (n,C, M , €)-induced code denoted by C and described by , the Transmitter
uses the codeword v(i,j) to transmit the common message index ¢ € W and the private
message index j € W. At channel use ¢, with ¢ € {1,2,...,n}, the Transmitter inputs the
symbol v;(4,j) to the channel. At the end of n channel uses, Receiver k observes the output
Yr = (Uk1,Yk2, -, Ykn), With k € {1,2}. Receiver 1 declares that the pair (z,7) € W x W
was transmitted if (7, j) satisfies the decoding rule:

Yy, € Di(i, 7). (4.9)
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4.1. System Model

Receiver 2 determines that the message index 7 was transmitted if it satisfies (4.5)), with & = 2,
i.e., Receiver 2 uses the same rule as in the broadcast code C.

The average decoding error probability associated to the induced code C at Receiver k is
denoted by Ax. The left hand-sides of (4.8d)) and (4.8€|) respectively define \; and As.

Remark 1. In order to guarantee that for all y, € YV}, with k € {1,2}, there always exists a
message index i € W that satisfies the decoding rule , the inclusion in is assumed
with equality. Note that in the case in which the set Yi' \ (Di(1) UDy(2) U ... UDL(M)) is
not empty, the channel output vectors therein always induce a decoding error at receiver k.
Therefore, given any j € W, replacing the set Dy(j) by Dj.(7) = D) U (VP \ (D(1) UDk(2) U

..UDg(M)) does not increase the average decoding error probability. Thus, there is no loss
of generality in studying a system in which holds with equality. Without any loss of
generality, the inclusion in s assumed with equality for analogous reasons.

4.1.3. Covert Codes

Consider an (n, M, €)-broadcast code described by (4.3) and denoted by C. Consider also an
(n,C, M , €)-induced code denoted by C and described by . For all k € {1,2}, let Qy, and
Ry, be respectively the probability mass functions of the channel output vector Y;, when the
broadcast code C is used and when the induced code C is used. That is, for all y € Vi,

Qv (y ZPYk|X (ylu(i)), and (4.10)
=1

M

ZZPmX ylv(i, 7)), (4.11)

IID

Ry, (y

where Py, x is the marginal obtained from (4.1b). Consider a hypothesis test in which
Receiver 2 aims to determine whether the broadcast code C (hypothesis Hy) or the covert
code C (hypothesis Hj) is used upon the observation of the channel output Y o:

Hy:Y2~ Qy,
4.12
{Hl Y9~ Ry,, ( )

where Qy, and Ry, are respectively given in (4.10) and (4.11]).
Denote by a € [0,1] and 8 € [0, 1] the type-I and type-II error probabilities associated with
a decision rule T : 3 — {0,1} of the form

» | 0 if Hy is accepted,
) { 1 if Hy is accepted. (4.13)
That is,
a£Pr[T(Y3) = 1], and (4.14)
BEP[T(Y>) = 0], 415

where the probability operator in (4.14]) applies assuming that Yo ~ Qy, and the probability
operator in (4.15)) applies assuming that Y2 ~ Ry,.
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4. Embedding Covert Information into a Given Broadcast Code

From [37, Theorem 13.1.1], it holds that

« +ﬁ >1- ||QY2 - RYQHTV’ (4'16)

with equality for the optimal test, and where o and 5 are respectively defined in and
([@.15), for all decision rules T": Y5 — {0,1} of the form (4.13).

Note that from , it follows that the smaller the parameter d, the higher the probability
of failing to determine whether the broadcast code or the covert code is used. Thus, a covert
code is defined hereunder as follows.

Definition 29 ((n,C, M, ¢,4)-covert code). Given § € [0,1] and an (n, M, €)-broadcast code C
described by (4.3)), an (n,C, M, é)-induced code described by (4.7)) is said to be an (n,C, M, €, 0)-

covert code if
1Qy, — By,llry <0, (4.17)

where Qy, and Ry, are respectively defined in (4.10) and (4.11]).

In the remainder of this work, it is assumed that the induced codes satisfy Ry, < Qy,.
Otherwise, a covert transmission of private messages is impossible for some values of ¢ € [0, 1].
Finally, the analysis is restricted to induced-codes that satisfy Ry, # Qy,. This guarantees
that there exists no induced-code that can perfectly mimic the channel output probability
mass function @)y, induced by the broadcast code at Receiver 2. Otherwise, the problem is
trivial and covert communications are always achievable.

The information rate at which information can be covertly transmitted to Receiver 1 using
an (n,C, M,e, d)-covert code is w bits per channel use. Thus, given the broadcast code C,
a fundamental limit on the rate at which information can be covertly transmitted is given by
the largest possible M for which an (n,C, M , €, 0)-covert code exists. This notion is formalized
by the following definition.

Definition 30 (Largest covert code’s size). Fiz a pair (¢,5) € [0,1]? and consider an (n, M, €)-
broadcast code C. The largest covert code’s size induced by C, denoted by M*(n,C,¢€,0), is:

M*(n, C,é, 5):max{MEIN :3(n,C, M, ¢, J)-covert code}.

4.2. Examples of Impossible Covert Communications

This section provides two examples in which covert communications can not be achieved for
arbitrary values of 6 € [0, 1]. Later, a more general impossibility result is presented.

The next lemma establishes a lower-bound on the total variation |Qy, — Ry, || which
shows that covert communications are not achievable for arbitrary values of § when Ry, &

Qy,-

Lemma 3. Consider the random transformation in (4.1), an (n, M, €)-broadcast code C and
an (n,C, M, é)-induced code respectively described in (4.3) and (4.7)) such that Qy, € Ry,.
Then,

(1 —Pr [YQ € supp QYzD s (4'18)

| =

1Qy, — Ry,lpy =
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4.2. Examples of Impossible Covert Communications

where the probability is calculated under the assumption that Yo ~ Ry,, and where Qy, and

Ry, are respectively defined in and ( -

Proof: The proof of Lemma [3]is provided in Appendix [E] [
X, 0 e " o0 Yi
TX » @ 6 > RX 1
1 e o 1
!
1—po
0 e e 0 Yz,t
> (e 3 » Rx 2
1 e o 1
1—p2
Figure 4.2.: Degraded erasure broadcast channel at channel use t € {1,2,...,n}.

Example 1. Assume that the random transformation in (4.1) is such that X = {0,1};
V1 =2 ={0,&,1}; and for all x € X, the conditional probability mass functions Py, \x and
Py, |y, respectively satisfy:

Py x(z]z) =1 = Py, x(§lz) =1 —p1, (4.19a)

Py x (21 —x) =0, (4.19b)
and

PY2|Y1 ($|CC) =1- PYQ‘Y:[ (€|$) =1- D2, (420&)

PY2|Y1 (‘T|1 - :L‘) = 0’ (420b)

Py, (€1€) = 1, (4.20¢)

with (p1,p2) € [0, 3]2.

Figure [£.2) depicts the channel in Example[Il Note that the probability mass function Py, x
verifies that for all z € X

Py, x(z|z) =1 — Py, x(§|z)=1—p1 — p2 + p1p2
—1-p, (4.21)

with
P = p1+p2 — pip2. (4.22)

Given an (n, M, €)-broadcast code C described by (.3) and an (n,C, M, é)-induced code
described by (4.7)), let 7;; and T;; be respectively deﬁned for all (i,7) € W x W by

’7}j: {te{1,2,...,n}:w (i) #v(i,j)}, and (4.23)
Ti={t € {1,2,...,n} :u (i) = ve(i,5)} . (4.24)
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4. Embedding Covert Information into a Given Broadcast Code

Note that the cardinalities of the sets 7;; and 7_2]- respectively satisfy

|Tijl= w(i, 5), and (4.25)
Tiil=n — w(i, j). (4.26)

Within this context, the term Pr[Y sy € supp Qy,] in (4.18)) can be upper bounded as follows:

Pr [Y2 E Supp QYQ]: Z RY2 (y)]l {yEsupp ng }
yEsupp Ry,

= 2 Bri(y)l {yesupp Qv } H{yesupp Ry, }
yeyy

= Pr[Y5 € supp Qy,, N supp Ry,]
1

M N n
= MMZZ > T Praix @elve (6, 5))

i=1j=1yEsupp Qy, t=1

Nsupp Ry,
1 M M
=30 T Palusls(i) TT Prapx (urlue(9)
i=1 j=1yé€supp Qv s€Ti; r€Tij
Nsupp Ry,

1 M M N
<—=> > > I Pax@slvsii). (4.27)
i=1 j=1y€supp Qy, s€7i;

ﬁsuppRy2

=
=

Note that for all y € supp Qy, Nsupp Ry, and for all t € {1,2,...,n} for which u(z) # v(4, 7)
for some (4,7) € W x W, it holds that y; = £, which implies that Py, x (y:|v:(7, j)) = p. Hence,
it holds from (4.27)) that

1

M=
=

Pr{Ys € supp Qy,|< —— Tisl
MM = ;=
@ 1 XL iy
RN
MM =55
< i, (4.28)
where (a) follows from (4.25)); and
Wmin = min  w(4, 7). (4.29)
(4,5)EWXW

Finally, it follows from Lemma [3| that the total variation ||Qy, — Ry, ||y verifies

(1 —pmm). (4.30)

1
Qv = Ry.lley > 5

The above lower bound shows that the constraint in (4.17) can not be satisfied for values of
5 < 1 (1 _pwmin)‘
X2
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4.3. Achievability of Covert Communications

X 0e 0 | Yy,
Tx > 1 e o 1 » Rx1
2 @ ® )
1-p
0 e ° 0 | Yo,
> ] e—l~p—e 1 » Rx 2
20171)02

Figure 4.3.: Degraded typewriter broadcast channel at channel use t € {1,2,...,n}.

Example 2. Consider the random transformation in (4.1) such that X = Yy = Yo = {0, 1,2},
and such that for all x € X, the conditional probability mass functions Py, |x and Py,
respectively satisfy:

Py, x (zlz)= 1, (4.31)

and
Py, |y, (z]2") = 0, (4.32a)
Py,y; (z]z) = 1 = Py, (2'|2) = 1 — p, (4.32b)

with ¥’ =241 mod |X|, 2" =2 +2 mod |X|, and p € [07%]-

Figure depicts the channel in Example |3} Given that Py,|x(z|r) =1 for all ¥ € X, it
follows that PY2|X=m = PYQ‘le.fB‘

Note that given an arbitrary (n, M, e)-broadcast code C of the form in and any
(n,C, M, €)-induced code, the inequality in holds, which implies

Pr[Ys € supp Qy,| < p“min. (4.33)

The above lower bound shows that the constraint in (4.17]) can not be satisfied for values of
5 < 1 (1 _pwmin)'
X2

4.3. Achievability of Covert Communications

In this section, a lower bound on the largest code’s size (Definition given an (n, M, e)-
broadcast code, denoted by C, is established using techniques from [11] and [12]. The
construction of this result is presented in three parts using a covert code (Definition . In
the first part, a probability mass function to randomly generate an (n,C, M, €)-induced code
is chosen. Often, this probability mass function is referred to as the generating distribution.
This distribution is expressed in terms of some parameters, which are referred to as the
generating parameters. In the second part, the generating parameters are chosen in order to
satisfy the covertness constraint in for a fixed §, which allows the construction of an
(n,C, M ,€,0)-covert code. In the third part, the average of the decoding error probabilities
(denoted by Ay, with k € {1,2}) of the covert code are upper-bounded. These upper-bounds
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4. Embedding Covert Information into a Given Broadcast Code

are expressed in terms of the generating parameters, which proves that the (n,C, M , €)-random
code satisfies Ay, < € for all k € {1,2}.

Part I: Generation of the Random Code

Consider an (n, M, €)-broadcast code C for the random transformation in (4.1)) described by
the system in (4.3). Consider also the parameters M € IN; K € [0,/n]; and a conditional
probability mass function Pfq  such that, for all z € X,

supp PX‘X:x C X\ {z}. (4.34)

Using the parameters K and ]55(‘ - let PX|  be a conditional probability mass function such
that for all (z,%) € X2,

Py x (2lx) £ (1= 0) Lipesy + 0P (2]2), (4.35)

with
K

o
Often, the parameters M, K and ]5)2‘  are referred to as the generating parameters.
For all i € {1,2,..., M}, generate M codewords

6= (4.36)

v(i,1),v(i,2),...,v(, M) (4.37)

to form the codebook of an induced code. For all j € {1,2,..., M}, the codeword v(i,j) is
the realization of a random variable following the probability mass function PX| X=u(i) such
that for all & € X™,

PX|X (&|u(i) £ H PX|X (@e|ue(d)), (4.38)
t=1

where u(1), u(2), ..., u(M) are the codewords of the given broadcast code C. In the following,
the probability mass function PX| x is referred to as the generating distribution.

To complete the generation of the (n,C, M, €)-induced code, the decoding sets must be specified.
Receiver 2 uses the decoding sets

Dy(1),D(2). ..., Da(M) (4.39)
of the given broadcast code C, and the decoding rule in (4.5), with k = 2.
For all (z,%,y) € X?" x Y and for all k € {1,2}, let 2(#; y|x), be defined by

Py, x(y|2)

> Pyx(@lo) Py, x(yl2)
/eX’n

w(&; ylz) £ logy (4.40)

Upon the reception of the channel output y € V', Receiver 1 declares that the index pair
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4.3. Achievability of Covert Communications

(1,7) € W x W was transmitted according to the decoding rule in (4.9), with

Diiv j)={y € Di(i) : u (v(i. ), ylui) ) > ny} \ UDMJ (4.41)

where 17 € R is a parameter whose exact value is determined later. Note that the codewords in
(4.37), the decoding sets in (4.39)) and the decoding sets in (4.41]) form an (n,C, M, €)-induced

code.

Part Il: Covertness Analysis

This part focuses on determining the conditions on the generating parameters to ensure that
the (n,C, M, L, €é)-random code generated is an (n,C, M, L, €, §)-covert code.
Let Qwy, and Syy, be two probability mass functions such that, for all (i,y) € W x Vg,

Quy (i y)2 iczy2|w<yu>, and (4.42)
Swy, (i, y)= SY2|W('!J| i), (4.43)
with
Qv w (yl))= T Prax (yelua(i)), and (4.44)
t=1
SY2|W (yli) = H Z X|X Bu (i )PY2\X(yt|$) (4.45)
t=12€X

Denote also by Ak, with k& € {1,2}, the average of the decoding error probability at
Receiver k over all possible codebooks. Using this notation, the following lemma establishes
an upper-bound on the total variation ||Qwy, — Swy, | py-

Lemma 4. Given an (n, M, ¢€)-broadcast code C described by (4.3)), it holds that

HQWY2 SWYzHTV ”QYz SY2HTV+€+A27 (4~46)

where the probability mass functions Qy,, Qwy, and Swy, are defined in (4.10), (4.42) and
[4.43)), respectively, and Sy, (y) = SSM, Swy, (i,y), for ally € V5.

Proof: The proof of Lemma [4 is presented in Appendix [F} [
The following proposition describes the conditions on the generating parameters to ensure
that the (n,C, M, €)-induced code generated is an (n,C, M, €, d)-covert code.

Proposition 3. An (n,C, M, &)-induced code is an (n,C, M, ¢, d)-covert code if

1-6—e—é4+/cn——=
—1 n
27 (F )

0 < , (4.47)
\/ n Y Px(z)x2(Ry, x=z: Pry|x=z)
TEX
where ¢ is a positive constant and ¢, = 27V 4+ 2n log, ( ) (—ay/n) with a and b positive

constants and pio = MiN(, e xy, Posex PX‘X(95|x)Py2|X( y|z).
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4. Embedding Covert Information into a Given Broadcast Code

Proof: The proof of Proposition [3]is presented in Appendix [G] and follows along the lines
of the proof of [13, Lemma 8]. [

Part 11I: Decoding Error Probability Analysis

For all k£ € {1,2} and for all pairs (z,y) € X X Y, let Ryk|X(y]:1:) be the probability mass
function

RYk|X y|x Z X|X |x) PYk|X(y’$) (4.48)
TEX

Let also D(PX\X) and Xg7k(PX|X), with k& € {1, 2}, be respectively defined by

Di(Pgx)2 Y Y Px(w) Py (#]z)D( ), (4.49)
reX TEX
and
)22,k(PX|X) 23" Px(2)x2(Ry, | x=z> Py x=z)- (4.50)
reX

Proposition 4. Consider an (n, M, ¢€)-broadcast code C for the random transformation in
(4.1). Then, there always exists an (n,C, M, & d)-covert code that satisfies for all §& > 0
arbitrarily small

logs (M)
———~> max 6D
n 9715)“(\)(( 5) 1( X|X)
201 (1—6—e—€—;\/a—ﬁ) o
— max(1 - ) _ Di(Py, ) (451)
Pyix nx2.2(Pyx)
Proof: The proof of Proposition [ is presented in Appendix [J] [ |

In the asymptotic block-length regime, Proposition (] leads to the following theorem.

Theorem 18. Consider a sequence Cy, Ca, Cs3, ..., of (n, My,,e,)-broadcast codes for the
random transformation in (4.1)), with n € {1,2,...} and

€n < exp(—(n), (4.52)

for some fized positive real (. Then, there always exists a sequence of (n,Ch, M, én, J)-covert
codes with limy,_,« €, = 0 such that for all £ > 0 arbitrarily small

lo n,Cp, €n,0 2071 (L9) _
p Q0 Cnand) 092 ) e s
e Vi Psix X2.2(Pg x)
Proof: Consider an infinite sequence of positive reals K1 < Ko < K3, ... and an infinite

sequence of reals é; > é > ... > 0, such that, for all n € N,

1—0—€n—én++/Cn——%=
27 (F )
K, = — : (4.54)
X2.2(Py x)
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4.4. Impossibility of Covert Communications

In particular, note that for all n € IN,

20~ (=4
K, < Q(Q) (4.55)
X2.2(Px x)
Note that if ¢ in (4.52) satisfies the following condition
2Q7" (132 R ~P
¢ > max {max In (1 + —Q ( 2 ) max vox (]7) Y2|X(y’x)>,
Pgix nx2,2(Py x) (BWEV*Y Py, x (ylz)
207" (132 R —P
i 1n<1 L2 Brx ) Y1|X<yra:>>} (156)
PX|X ’I’L)ZQ’Q(PXlX) (z,y)€EXXV2 PYl\X(y|x)

where the maximization is performed over all possible conditional probability mass func-

tions P{q - then it follows from Proposition , that for a fixed n, there always exists an
(n,Cp, My, €, 0)-covert code such that

10g2 (Mn>
vn
In the asymptotic block-length regime, the condition in (4.56|) holds for all ¢ > 0, which

immediately implies that

> (1 - §)K,Di(Pyx). (4.57)

_ log, (M) 207 (52) -
lim ————~ > (1 — §)——2LDy(Pygy)- (4.58)
n—00 \/ﬁ 22’2(PX|X) W xx

The proof is completed by optimizing the right-hand side of (4.58) over all possible conditional
probability mass functions PX| X [ ]

4.4. Impossibility of Covert Communications

Given an (n, M, ¢)-broadcast code C, this section introduces an upper bound on the ratio

between the largest covert code’s size M* (n,C,¢€,9) and the square-root of the block-length,

logQ(M* (n,C,é,&))

. T

some preliminary results in the finite block-length regime that are crucial for proving the main
result of this section.

, in the asymptotic block-length regime. The following section introduces

4.4.1. Auxiliary Results

One of the central parameters to characterize an (n,C, M , €)-induced code C described by
is the number of times a component of a codeword w(7) from C differs from that of the induced
codeword v(i,j) from C, with (1,7) € W X W. This quantity is referred to as the weight of
the codeword v(i, 7). Another parameter is number of times the symbol = € X appears in the
codewords from C and does not appear in the corresponding components of the codewords
from C. This quantity is referred to as the weight of the symbol x.
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4. Embedding Covert Information into a Given Broadcast Code

Definition 31 (Weights). Given an (n, M, e)-broadcast code C represented by the system
in (4.3), consider an (n,C, M,¢€)-induced code C represented by the system in (4.7)). For all
(i,7) € W x W, the weight of the codeword v(i,j), denoted by w(i,j), is

)= 2 Huyutig)- (4.59)
t=1
For all x € X, the weight of the symbol z, denoted by w(x), is

M M
1 n

L _ - RS DN 160
MM e b {ue(4)F#ve(4,5) } ( )

The codes C and € induce several empirical probability mass functions that are relevant for
the analysis of covert codes. These functions are defined hereunder.

Definition 32 (Empirical Probability Distributions). Given an (n, M, €)-broadcast code C
represented by the system in (4.3)), consider an (n,C, M, é)-induced code C represented by the
system in (&.7). For all (z,%) € X2,
e the empirical channel input probability mass function induced by the broadcast code C,
denoted by Px, is

M
e — Z (z]u(i) (4.61)

e the empirical joint probability mass function induced by the two codes C and C on X2,
denoted by Py ¢, is

1 M M

Py ¢ (z,2)= ~ >N N(x, #|u(i), v(i, )); (4.62)

i=1j=1

e the empirical probability with which a symbol x in a codeword from C is changed into a
symbol & # x in a codeword from C, denoted by P X is:

M M n
Zzgz]l{z wn(@)y La=ve(i.)) Lartt)

A ~ =1 t=1
Py o) & S ,
DD Tamu@y Lu (i)
i=1 j=1t=1
(4.63)
and
supp Py, © X\ {z}; (4.64)

o the empirical probability with which a symbol x in a codeword from C is changed to any
other symbol to generate a codeword in C, denoted by 6(x), is

O(x) 21— Py x(]2), (4.65)
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4.4. Impossibility of Covert Communications

where Py

X|X( x|x) is such that

Py (z,2) = Px(ZE)PXIX($|QS). (4.66)

The next lemma establishes relations between the empirical probability mass functions
above and the weights.

Lemma 5. Given an (n, M, e) broadcast code C represented by the system in , consider
an (n,C, M, &)-induced code C represented by the system in . For all (z,%) € Xz, it holds
that

Py g (@, 8)= Px(2) (1 = 0(2)) Ljgsy + (@) Py (2])) (4.67)
w(z)=nPx(z)0(x), and (4.68)
~ 1 M M
n Z Px(x)0(x)= Z w(z) = = Z Zw(i,j). (4.69)
rzeX TeX MM i=17=1
Proof: The proof of Lemma [5] is presented in Appendix [K] ]
Let Qwy, and Ryy, be two probability mass functions such that, for all (i,y) € W x V3,
. 1 .
Qwy,(i,y)= MQYQWV(?J\Z), and (4.70)
) 1 .
Rwy,(i,y)= MRYQ\W(?JW, (4.71)
with
QY2|W (yli) é H Ya| X (yt|ur(i)), and (4.72)

[>
H Mg

Ry, \w(yli)= H Yo x (Utlve (i, 7)) (4.73)

Note that the marginal probability mass functions Qy, and Ry, are respectively in (4.10))

and (L11).

Using this notation, the following lemma highlights that replacing the constraint

|Qy, — Ry, ||y < 0 in (4.17) by the constraint ||Qwy, — Rwy,||py < ¢ is equivalent up to
an additive constant.

Lemma 6. Given an (n, M, ¢€)-broadcast code C described by (4.3)), any (n,C, M,L, €)-random
code described by (4.7)) satisfies

1Qwy, — Bwy,llpy < 1@y, — By, llpy +€+6 (4.74)

where the probability mass functions Qy,, Ry,, Qwy, and Ryy, are defined in (4.10), (4.11)),

({4.70) and (4.71)), respectively.

Proof: The proof of Lemma [6] is presented in Appendix [[] [ |
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4. Embedding Covert Information into a Given Broadcast Code

4.4.2. Finite Block-length Results
For all k € {1,2} and all (z,y) € X X Y, define

RYk|X (ylz) = Z % 1x (1) Py, x (y]2). (4.75)
TeX

Using Fano’s inequility [38], the following proposition presents for all (n,C, M, ¢, d)-covert code
C an upper-bound on log, (M ) in terms of the empirical probability mass functions induced

by both the original code C and the covert code C.

Proposition 5. Consider an (n M €)-broadcast code C, described by the system in . ), for
the random transformation in . Then, every (n,C, M,e ,0)-covert code satisfies that

logy (M) < (1 + > Px(a (n > 0(x) Py x (]7)
zeX Gex
0(z)3 .
-D( Py, x—s] PY1X:9:>+(6)X3<RY1|X:;m PY1|X::U)> ) (4.76)

Proof: The proof of Proposition [f is presented in Appendix [M] and follows from Fano’s
inequality [38]. [
A central observation for proving the main result of this section is that given a covert
code, a covert sub-code can be obtained by choosing the codewords whose weight (Definition
is bounded. More importantly, for a special class of channels, the cardinality of the set
of upper-bounded-weight codewords can be lower-bounded. This result is presented by the
following proposition, which is reminiscent of [13, Lemma 12].

Proposition 6. Let 7 > 0 be arbitrarily small and assume that for all pairs (z,x') € X? such
that x # 2', the random transformation in (4.1)) satisfies the following conditions:

X2 (Pyy x—z: Pryjx—w)=d, and (4.77)
D(PY1|X=xHPY1|X=x/>: ¢ (4.78)

where (d,?) € Ri. Consider an (n, M, €)-broadcast code C, described by the system in (4.3)),
for this random transformation. Then, every (n,C, M€, d)-covert code described by the system
in (4.7) can be formed by two sub-codes. One sub-code whose codewords are in the set

W:{v(z’,j): w(i, ) < 2\@@—1(#), 1<i<M, and1<j< M} (4.79)

and another sub-code whose codewords are in the set

WC:{v(z’,j): w(i, j) > 2\/269*1(#),1 <i<M, and1<j < M} (4.80)

Moreover,

]W\>MM(;’—\/CH—€—€), (4.81)

where ¢ is a constant.
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4.4. Impossibility of Covert Communications

Proof: The proof of Proposition [f is presented in Appendix ]
Note that the binary symmetric channel satisfies (4.77) and (4.78). Another example is
presented in Section

4.4.3. Asymptotic Result

The following theorem introduces the main result of this section.

Theorem 19. Consider a sequence Cy, Ca, Cs3, ..., of (n, My,,e,)-broadcast codes for the
random transformation in (4.1)), with lim,_,« €, = 0. Assume that the random transformation

in (4.1)) satisfies (4.77) and (4.78)). Then, for any sequence Ci, Ca, Cs, ... of (n,Cp, My, ép,0)-

covert codes with lim,,_,~ €, = 0, it holds that

log, (M* n,Cp, 1,€n,0 Y
lim 52 ( n ¢ )) < %Qfl (15777> ’ (4.82)
n-00 NG Va 2

with n > 0 arbitrarily small.

Proof: For all n € IN, it follows from Proposition [] that the covert sub-code of the covert
code C,, with codewords in the set

1—6— .
VW:%MJyw@ﬁ<2¢ZQJ(2”)K&<M@aMJ<j<AQ} (4.83)

satisfies

| > My 0, (727 - % - €n> . (4.84)

Hence, from (4.84]), it follows that for all index i € W, there are in average M,, (g — ﬁ —€p — €n
codewords in the subcode. Thus, Proposition |5 applies, and it follows that

9 n C N
1 Mn o = tn — tn <
0g2< (2 N 6))

. _1 ~ (1 +n Z (Px(z)0(z) + Px(x)
En reX

0(x)*
6

X3(RY1\X=:E) PYlex)> ) (485)

which implies that

X3(RY1|X:J:7 PY1|Xx)>

(@ 1 3 XS(RY1|X::1:’7 Py, |x=0)
< <1 + ) tw(z) + w(z) max 612 Py ()2

o7

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



4. Embedding Covert Information into a Given Broadcast Code

(e () (Be ()

e X3(Ry, | x=2'» Pyy | x=a') e (T
— g2 2 \/ﬁ n n

= reX 6n2PX(x/)2
1 0 1-6— 4|x
_ (1 LIRS ( ”) LA
1-4¢, f 2 3y/nVd
1—6—n\3 Ry, |x—2rs Py X —ar
Q@ (5T may Xl Pipe) ) g (1€l s
2 r’eX PX(x’)2 2 \/’ﬁ

where c is a constant that depends only on the parameters of the random transformation in
(4.1). Note that (a) follows from Lemma |5, and (b) follows from the fact that for all x € X,

1-6—
<2V <7") . (4.87)
The proof is completed by dividing both hand-sides of (4.86]) by v/n and taking the limit. m

4.5. Main Result

Note that for channels satisfying (4.77) and (4.78)), the right-hand side of (4.58]) reduces to

20 <1 - 6)
1-¢)— — . 4.88
1-9207 (55 (489)
Recalling that £ and 7 in can be chosen arbitrarily small, it follows that for such
channels, the asymptotic bounds in Theorem 1 E and Theorem |1 ﬂ 19 are tight, i.e., 8)) gives
the optimal scaling constant for log, (M (n, Cp, én, 5)) with respect to y/n.

Theorem 20. Consider a sequence Cy, Ca, Cs3, ..., of (n,M,,e,)-broadcast codes for the
random transformation in (4.1) such that {4.77) and (4.78) are verfied, with n € {1,2,...}
and

en < exp(—(n), (4.89)

for some fized positive real . Then,

~ log ( (n, Cn,en,5)> 1-6
BLCS : NG _\[Q ( 2 ) (4.90)

4.6. Examples

This section presents examples to illustrate the results in Theorem
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4.6. Examples

1-p
Xt 0 . ® 0 Yi,t
Tx > P » Rx1
1 e ® ]

1—p2
0 . ® () YZ,t
> " » Rx2
1 @ ® 1

Figure 4.4.: Degraded broadcast channel satisfying (4.77) and (4.78|) at channel use ¢ €
{1,2,...,n}.

Example 3 (Binary Symmetric Channel). Consider the random transformation in (4.1) such
that X = Y1 = Vo = {0,1}, and such that for all (z,2') € X% with x # 2, the conditional
probability distributions Py, x and Py,|y, respectively satisfy:

PYI|X(33\$): 1-— Py1|X(x’]a;) =1-—p1, and (4.91)
Py, (z]z)=1 = Py, (2|z) =1 = po, (4.92)
with (p1,p2) €]0, 32

Figure FIEI depicts the channel in Example 3| The probability distribution Py, y verifies
that for all (z,2') € X? such that o # 2/

PYQ‘X($|ZC) =1- Py2|X(:1;'|:z:): 1—p, (4.93)

with
p=p1+Dp2 — 2pipa. (4.94)
Hence, it follows that for any pair (z,2') € X? with z # 2/,

(1-2p)°
X2(Pyy x=2's Pyo| x=2)= Pi=p) (4.95)
1—p
D(Pyy—r | Prx=2) = (1 = 2p) oz (1) (4.96)

It follows as an immediate consequence of Theorem [20] that

_ logy (M (n, Cn, 80, 0)) . (1 _ 5) (1 —p) (1 _pl)
Jim Tn =2Q 5 o (1 —2p1)logy )

with p in (4.94]).

The above expression is plotted as a function of the probability p; and po in Figure [4.5] and
in Figure respectively, with § = 0.005.
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4. Embedding Covert Information into a Given Broadcast Code

\\/ T T
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T 5
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2|8 ]
1>025 1 % 1
= A
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“l 02 A s 1
) x
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e .
=] o015t \A\ %o 1
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,_51 01k X &A A}
Lo s, N
Eﬂ:ﬂ% A "
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Kok e % Begg
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0 005 01 015 02 025 03 035 04 045 05

Figure 4.5.: Fundamental limit lim,,_,

bility p1, for 6 = 0.005.

Crossover Probability p;

logy (M* (n.Cn én8) )
vn

as a function of the crossover proba-

R ) ———Y}
—¥— p =02
p =03
035} |—0— p1 =035
—A— p =04
—O— p =045
T
P g 0.3
2|8
" 025
<
o
S| 02
e
=
| 0.5
a0
=
8
R
e

0.05

Figure 4.6.: Fundamental limit lim,,_
bility po, for 6 = 0.005.
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4.6. Examples

X, 08— 0 |V,
Tx > 1 =<0 ] » Rx1
2 @ —)
0 %21—.2p2‘ 0 ng’t
> ] =< e | — Rx 2
9 e e 2

Figure 4.7.: Degraded broadcast channel satisfying (4.77) and (4.78) at channel use t €
{1,2,...,n}.

Example 4. Consider the random transformation in (4.1) such that X = Yy = Yo = {0, 1,2},
and such that for all (z,z') € X? with x # ', the conditional probability mass functions Py, x
and Py, |y, respectively satisfy:

Py, x (z]z)=1— 2Py, x(a'|z) = 1 — 2p1, and (4.97)
Py, v, (z|z)=1 - 2Py,y, (2 |z) = 1 — 2po, (4.98)

with (p1,p2) €]0, 1.
Figure @ depicts the channel in Example E} The probability mass function Py, yx verifies

that for all (z,2') € X2 such that x # 2:

Py, x (z]z) = 1 = 2Py, x (2'|z)= 1~ 2 (p1 + p2 — 3p1p2)
=1-2p, (4.99)

with
p =p1 +p2 — 3pip2. (4.100)

The following lemma quantifies the expressions xa(Py,|x =2/, Pys|x=¢) and D(Py2| X=a' || Py sz)
for any pair (z,2') € X? with x # 2’

Lemma 7. Consider Example . For all pairs (z,2') € X2, with x # ', it holds that
(3p—1)*(1—p)
p(l—2p)
1—-2p
D( Py, x—o || Prijx=z )= (1 — 3p1) log, ( . 1) 7 (4.102)

X2 (Pyy | x=a's Pry|x=2)= (4.101)

where p is defined in (4.100)).

Proof: The proof of Lemma [7]is presented in Appendix [ |
The following proposition follows immediately from Lemma [7] and Theorem [20]

Proposition 7. Consider Ezample j| and consider a sequence of (n, M,, €,)-broadcast codes,
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4. Embedding Covert Information into a Given Broadcast Code

with n € {1,2,...}, denoted respectively by Cq, Ca, ..., such that lim,_, €, = 0. Then,

lo n,Cn, Ly, €n,0 1-6 1—2p)1— 1-2
lim 82 ( n )) — 20! ( ) p( D) 3p1 log, ( D1
n—o00 \/ﬁ 2 1-— p 1- 3p b

The left hand side of (4.103]) is plotted as a function of the probability p; and po in Figure
and in Figure [£.9] respectively, with 6 = 0.005.

) (4.103)

- T T T T T T
ol A i
\ —=4— py=0.1
1.8} \ P2 =03 | _
\ —O— p, =0.32
L§ —A— py;=0.33
1.6 \ -
Ak A
cllg1.4r \ .
L X\
—~ 12} .
= A
& AN
Qj\ I 1 i A\ A n
£ N
=| osf A\A .
2 RN
g 3 06 A _
=1 A
N EK N
i = ~ i
B~ g A
0.2 8 g = AN .
= - - 5 A
o
0 i:i:ii***:*Ii:t:tsbézqéq=jiiﬁgtgp_
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35

Crossover Probability p;

. s logy (M* (1,Crn én,0 .
Figure 4.8.: Fundamental limit lim,,_, o8 ( E% n9) as a function of the crossover proba-

bility p1, for 6 = 0.005.
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4.7. Conclusion

—%— p1 =01
p1=0.25
oF |—oO— p =03 -

nats
ch.use

logy(M*(n,Cp, €,0))
\/ﬁ

lim
n—o0

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35
Crossover Probability ps

. . . . 1 M* 7C7L7ATL76 .
Figure 4.9.: Fundamental limit lim,,_, og( (\7/% b)) as a function of the crossover proba-

bility pi, for § = 0.005.

4.7. Conclusion

So far, a tight converse for general DM-BCs, i.e., those that do not necessarily satisfy the
conditions in (4.77) and (4.78) is still an open problem. An interesting question is whether
the total variation distance used in the current work can be replaced by the Kullback-Leibler

divergence.
Finally, it is interesting to highlight that the problem introduced in this chapter is an

instance of a more general problem. In multi-user channels, broadcast codes can be altered to
perform other functionalities, e.g., simultaneous energy and information transmission to an

energy harvester, physical-layer secrecy, etc.
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Conclusion

transmitting information over a point-to-point channel when the warden observes

only a fraction of the channel outputs, termed covert communications type II,
was described. This model generalizes the problem of covert communications over point-to-
point channels. An achievability bound in the finite block-length regime has been derived in
Chapter [3] for this problem. This bound reveals two regimes of communications: one in which
the point-to-point capacity of the channel is achievable and one in which the rate verifies
the square-root law of covert communications. This work constitutes a first step towards
resolving this general model, i.e., determining the maximum rate at which information can be
simultaneously reliably and covertly transmitted.

Second, the problem of embedding covert information on a given broadcast code was
presented. In contrast with previous works, the broadcast code is assumed to be given which
makes the achievability proof more difficult. An achievability and converse bound in the
asymptotic block-length regime have been derived in Chapter [] for a particular class of
channels, i.e., channels that satisfy a symmetry condition. Together these bounds characterize
the maximum number of information bits that can be covertly embedded in a given broadcast
code for symmetric channels. This work constitutes a first step towards resolving the problem
for arbitrary DMCs.

These two contributions open a number of perspectives both in theory and application.
From a theoretical standpoint, the contribution presented here on covert communications type
IT leaves open the problem of finding a tight converse in the finite block-length regime. Since
the converse is not known, it might be possible that the achievability bound presented here
can be improved, even though the first order term is optimal. In addition, the characterization
of the optimal covert information rate under other constraints than the Kullback-Leibler
divergence is left open. On the other hand, the contribution on broadcast channels leaves
open the problem of finding both an achievability and converse bound for general DMCs. The
characterization of the maximum number of information bits that can be covertly embedded
under other types of constraints than the total variation constraint presented in this thesis is
also left open. It is interesting to highlight that the problem of embedding covert information
into a given broadcast code is an instance of a more general problem. In multi-user channels,

I N THIS thesis two new problems have been introduced. First, the problem of covertly
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5. Conclusion

broadcast codes can be altered to perform other functionalities, e.g., simultaneous energy
and information transmission to an energy harvester, physical-layer secrecy, etc. In the two
problems, only DMCs are considered, which leaves open the AWGN channel case. In addition,
these bounds pave the way for coding theorists to develop codes that can meet these bounds.
As discussed in [34, 35, 36], pulse position modulation and variations around this type of
modulation seems to be a good candidate to achieve the optimal rate in the point-to-point
case. This might extend to the broadcast setting as well.

In terms of applications, the problem of covert communications type II opens the way to
the design of a variety of communications systems that can covertly transmit information. For
instance, covert communications could be used to transmit control signals in the network which
are low-rate signals that are often observed by attackers, leading to security issues. On the
other hand, the problem of embedding covert information into a given broadcast code opens
two main perspectives. First, this problem opens the way to re-designing existing broadcast
communications systems in order to add a service, which is covertly transmitting an additional
message. Second, the bounds derived for this problem show that there exist malware that can
affect the transmitter so that the latter leaks information to some destination. In this case,
the leakage can not be detected by monitoring the network but only by checking the code at
the transmitter, which might in some cases be hard to do.

In addition, in both problems, friendly jamming could be used to improve the communication
rate as discussed in [25]. Therefore, this makes full-duplex systems valuable candidates for the
implementation of such covert communications systems.
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Auxiliary Results

HIS appendix introduces some auxiliary results that play a key role in the following
I appendices.

Theorem 21 (Berry-Esseen Theorem, [45, 46, 47]). Let X1, Xo, ..., X, be independent
random variables such that for all t € {1,2,...,n},

pe= Ex, [Xt] > (Al)
o= Ex, [X7] ~ s, (a2)
¢r= Ex, [’Xt - Mtﬂ . (A.3)

Then, it holds for all A € R that

= coP
Pr [; X —pm =z oA —Q(N)| < ey (A.4)
where
= Zut, o’ = 2037 and ¢ = Z bt (A.5)
t=1 t=1 t=1

The best value of the constant ¢ is ¢y = 0.4748 [48].

Lemma 8. Let Px and Py be two probability mass functions on a common finite support Z.
Let also X and Y be two random variables following the probability mass functions Px and
Py, respectively. Then,

[Px = Py|[py = Pr[Px(X) 2Py (X)]- Pr[Px(Y) 2Py (Y)], (A.6)
where the probability operators apply with respect to Px and Py, respectively.

Lemma [8]is part of the proof of [13, Lemma 8]. The proof of the Lemma is provided here
for sake of completeness.
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A. Auxiliary Results

Proof: The proof consists in the following algebraic manipulations:

I1Px — Prllgy= % S IPx(z) ~ Pr(2)

zEZ
5 Z Px(z )+ 3 Z Py (z (2)
ZEZ
PX(Z)>PY(Z) PX( )<Py (2)
*Z Px (2)Lipy ()2 Py (2)) — *Z Py (2)L{py(2)>Py ()
ZGZ zEZ
+5 Z Py (2)Lipy(2)<Py () Z Px (2)L{py(:)<Py (=)}
zEZ zEZ

- l(pr [Px(X) > Py(X)] - Pr[Px(Y) > Py(Y)))

2
+Pr [Py (V) < Py(Y)] = Pr[Px(X) < Py(X)] )
:PI‘[PX( )>Py( )] PI‘[P)((Y)EPy(Y)],

and this completes the proof.
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Proof of Proposition 1|

THIS appendix proves Proposition

Note that the probability mass function Rz, verifies

Rza(28)= 17 3° > Pali)Prgixs(zslus(i. )

@
|
—_
<.
|
—_

Il

< -
M=
M-
=

@
i
I
<
i
I
i
I

Px (u(k, ) Pzy|x 5 (28lus(i, )

M
Z Z HPX(uk)PzB|XB(ZB|Ui,B)

mugeX™ up EX™ k=1

I
S
=

@
H
-
3
S
m
=

I
S

=
—=

T
o
i
N
S
=
m
S
3

Px (up) Pz, x (25|ui5)

I
Sl
VB

I
o

£
m
=
3

Px (u;) Pz x5 (258|ui5)

I
= -
=

N
Il
—

Y Pxy(®5)Pz,x,(25Ts)
rREX™

= Y Pxy(®B)Pz,x,(z8lTs)
reEX™

m
= Z HPX(xbt)PZ|X(th’$bt)
rpeX™t=1
m
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B. Proof of Proposition

Therefore, it follows that

D
ponex (RzsllQzy)

|B|=rn]

N BQ{I{I,%}.(.,,”} D<RZB||PZB|XB:%>

|B|=rn]

pu— 1
% z;m Rzy,(25) Og(
|B|=|xn| *BE

Rz,(z8) )
Pyz.1x5(28|T0)

> Px(@)Pyx (2, |2)
=  max Z Rz, (zB)log H zeX

BC{1,2,....,n} . L P Zp, |0
P Jn 2neZ i—1 Z|X( t’ )
. > Px(x)Pgx (2, |2)
X
= max RZ ZB lo €
BC{1.2.....n} 2 B Z & Py x (21, ]70)

Bj=|nn) *BEE"

Z PX .7} PZ|X th|x)
= max Z Z Z Px(x PZ|X (2p,]2") log reX

BC{1.2,..n) & ez den Py x (26, 70)
|Bl=|rn]

Z Px (7) Py x(2|v)
—mz Z Px(x PZ‘X (z]2") log ved

fom Byt Py x(z|xo)
= mD(Rz||Pyx—s,). (B.2)

with
=Y Px(x)Pzx(z]x), (B.3)
reX

for all z € Z.

Therefore, to ensure covertness, it is sufficient to satisfy
0

D(Rz||Pzjx=ay) < (B.4)

Lkn ]
In addition, it holds that

> Px(2)Pgx(z]z)

D(Rz|| Py x— Py (2')Pyix (2]2') log | €%
( | xo) ;ZZE:X | Py x (z]z0)
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> Px(x)Pyx(z]z)

= ZEZZ ((1 —0) Py x(z]z0) + HPZ\X(Z\%)) log | &% Pyx (2l0)

= 3 (1= 0) Pajx(ehan) + 0Pzix(elan)) log

ez Pyx (2]o)
Py x(z|r1) — Pzix (2|x
- ZEZZ ((1 = 0) Pzix(2|m0) + 0Pz x (2]21)) (9 21 ( ]|321|)X(Z$ZO)X( |o)
6 (PaxCle) - PaxCl\? )
2 < Py x(#|z0) ) +ol6)

=4 Z Pyx(z|z0) — Pyx (2|z1) + 92 z (Pzx (2|z1) — PZ\X(Z|1‘0))2

<1 N 0PZ|X(Z|x1) — Py x (2]xo)

o zeZ Pz x (z|zo)
A > (Pzx (2]x1) — Pyix(2]70))? 0 Z (Pyx (2]x1) = Pyix (2|20))?
2 = Py1x(z|zo) = Py x (2]x0)?
6> (Pyix(z|z1) — Pyix(2|20))?
ez Z|X(z’$0)
= EXQ(PZ|X —a1» Pz|x=2y) + 0(07).

Hence, it is sufficient to satisfy

0 < 20
h LWLJ XZ(PZ|X:3:1> PZ|X:$0)

to ensure that the covertness criterion is verified. This completes the proof.
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Proof of Proposition 2

THIS appendix proves Proposition [2

Note that from [44, Lemma 19], it holds that

Py x(Y]X) M-1 Pyix(Y]X)
AL Pr {log (Py(Y)) < 77} + 5 Pr llog <PY(Y)> >

)

where Pxy (z,y) = Px(x)Py|x (y|x) and Pxy(x,y) = Px(z)Py(y).
Define the following moments:

[ Py x (Ye| Xt)
= Exy |log W )
[Py (BIX)\
= Exy |log (%) —N? , and
| (Prix(YilX0) ’
Ti=Exy 'log (%) — Mt

The next Lemma characterizes the three first moments defined above.

Lemma 9. Given the input distribution Px in (3.20), it holds that

p=0D(Py x| Py|x =y ) + O(6%),

Py x (Y|x1)
2_ Y|X 1 2
Or= 9EY|X:I1 llog (PY|X(Y|-TO)> + 0(0 )) and
Py x(Y|z1) ’ 2
T1= 0By | x—¢, Hlog (PY|X(Y|5EO) +0(07).

The proof of Lemma [9]is presented in Appendix
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C. Proof of Proposition @

Define
(C.8)

n
H= Z Ht,
t=1

o?= ZUtQ’ and (C.9)
t=1
T=> T, (C.10)
t=1
and note that
PY|X(Y|X)) } 1< (PYIX(Yt|Xt)> n—p
Prijlog| ————= ) <n|=Pr|=) log| ————— ) —ut < . (C.11
{ g( Py(Y) ! - 2 TR, eS| (©1)
Hence, from Berry-Esseen theorem (Theorem [21), it follows that
Pyx(YlX)> } (n—u) 67
Prilog| ————— ) <n| — < —. C.12
o (P ) <7 e ()| < R
That is,
PYX(Y’X)> } (U—M) 6T
Prilog| —F——— ) < < + — C.13
{ g( Py (Y) sl ot (C13)
Note also that
3
Py x (Y]z1)
o VwnEy|x—y, {bg (pji(lmé))‘ } +0(1)
ER 3
o2 Py x (Y|z1)\ 2 2
(Ve e, flos (REGHE) | + o)
=0(n1), (C.14)
- _ 25
Wlth W= \/RXQ(PZ\XzaquZ\X::co) ’
Hence, it follows that
Py x(Y|X) (n—u) 1
Pr |l —————— | <n| < (0] . C.15
r{OQ;( Py(Y) N <Q(~——)+0m™) (C.15)
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In addition, for all x € X™ it holds that

ﬂ{log("ﬁfé;”)>n}]
B Py x (y|x)
=> PY(y)ipmx(y\az) ]l{log (py‘x<y\z>)>n}

yeyn Py (y)

= ) Pyx(ylz)exp (_1Og (W))

yeyn

1 Py x (ylz)
{log< Yp\;’f(y) )>?7}

=Ey|x=a [exp (— log <w>> ]l{IOg(PYPf;j)m))M}] . (C.16)

Hence, using [44, Lemma 47], it follows that

Py x(Y|X) 2 log (2) 12T
o l1°g< Py (Y) >>n1<UeXP(n) ( Var a?)

B 2 log (2)
= o) ( Jor +O(1)) i (C.17)
Thus, it holds that
M1 Pyx(Y]X) M (log(2)
5 Pr [log ( Py (Y) ) > n]é o oxp (1) < Ner: —i—O(l)). (C.18)

Therefore, it follows that

re Q) o+ A (12l o<1>)

) (%) +0(n"1) +§ (1(52(;) + 0(1))
:Q(”;“>+o(n—%), (C.19)

where (a) follows after choosing log (M) = 1.
Now, choosing

n=pn—0Q ' (e)

2
= 10D (Py|x—, || Py x=zy) — \/neEYX—rl llog <PYX(Y:U1)> ]Q‘l(e) +0 (%) , (C.20)

PY\X(Y\fEO)
yields

A<e+0O(n2). (C.21)
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C. Proof of Proposition @

This proves the existence of a code whose rate is in (3.26). This completes the proof. =
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Proof of Lemma 9

THIS appendix presents the proof of Lemma [9}

Note that

= ;{%ny(a%y) log (W)

= %(1 — 0) Py x (y|zo) log <w> + 0Py x (ylz1) log <w>

_ % (1— 6) Py x (y]0) log <w> + 6Py x (yla1) log <PY}§; (é/')x ;ii/(';(&';: 0)>
= 5 0B tole) s (%) + (1= )Py (who) + 0Py x (y1a1)

o Py x (y|zo)
o ( Py (y) )
P
= 0D(Py|x—u, || Py|x=2y) — %}Py(y) log (%)
Py x (ylz1) — Py x (y|zo)
(1 T P xlo) )
Py x(y|lz1) — Pyix (y[zo)
Py x(ylzo)

= 0D(Py|x—s, || Py|x=sy) T >_ Pr(y)log
yey

= HD(PY\X:fCl”PYlX:fCO) + Z Py (y) (9
yey

+ 0(92)>

7
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D. Proof of Lemma @

Py x(ylz1) — Py x (y|zo)

= QD(PY|X a:lHPY|X Jfo) +y%;} )PY|X( ‘$0) Py\x(y|$0)
P T
+0 pEEE (Pyx(ole) ~ Prslals) + OF)
= 0D(Py | x=a0, ||Py|x=a0) + O(6%). (D.1)

Note also that

Pyix (Vi X0)\?
By [log< Py (%) )1

=>_ > Pxy(zy) 10g<PY El )>2

TeX ye)y

Py x(ylz1)\?
= Z (1- PY|X (y|7o) lo 1'_—,7()
yeY Yy

P
("R6")

= > (1= 0)Pyx(ylzo) lo ( WO ) + 6Py x (yla1) log (PY'X(y‘xI)PY'X(y’xO))Q
("a6")

+ 0Py x (y|x1) log (

yey Py (y) Py x (y|zo)
y\ T

=Y (1= 6)Pyx(y|lzo)lo
yey

<1 <PYX (ylz: ) (PYX y|$0)>)2
. Og
Py x (ylzo)

= Y-t og (BN o)
yeY

1o Py x (ylz1) o Py x (ylz1) o Py x (ylzo) o Py x(ylzo) 2)
<Ig<PY|X<y\xo>) mg(PmX(mxo))lg( ) e (P )

o 20 1o PY|X(y‘$1) ? 20 1o PY\X(y|951) o PY\X(Z/|33O)
—%QPYIX@’ 1)1 g<Py|X(y‘$0)) +20Py x (yler) g<Pyx(y|xo))l g(Py(y) >

o)\ 2
+Py (y) log <PY];;((:2|> O)>

= OBy |x—s, [log (PYX(W“)Y] — > 20Pyx(yla1)log (PﬂX(Wl)> log (PY(?J)>

+ 0Py x (y[71)

Py x (y|7o) oy Py x (y|xo) Py x (ylzo)
Py(y) \*
TP (y)log <Pyx(y|$o)>
N oo [(Prix(lzy) 1 1 1og [ EY1x Wl
= 0By |x=s, [1 g <Pyx(y|$o)) 1 yezy%PnX(?A 1) log (PY|X(3/’550)>
o Py x(ylz1) — Py x (ylzo) o Py x (ylz1) — Pyx (ylzo) \*
tog (1+9 Py x(y|wo) ) + Pr(y)log <1+9 Py |x (y]zo) )
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_ op [ PrixWlzy) i e 1og [ PY1x WD)
= 0By |x—q, [1 g (Pyx(ylxo)) ] E;JQHPYX(?J! 1) log (PY|X(?/!3:0)>

' <0Pyx(y|l'1) — Py x(y|wo) N 0(62)) + Pyr(y) (QPYX(?J|$1) — Py x(y|zo) N 0(92)>2

Py |x (y|zo) Py |x (y]zo)
PYX(Z'J|9C1)>2

PY\X(y|xO)

Therefore, it follows that

2
oi=Exy llog <w> ] — 7

B . Py x (ylz1) 2 9
= OBvix=e [1 : (PYX(?J|130)) 1 FOU,

= GEY\X::m |}Og ( + 0(02)

Finally, it also holds that

3
— ;{%PXY(:U,Z/) log ( yEiP) — Mt
2
_ Q%ny(x,y) log( “h Ez£$)> i (log <w> - m)
_ g{%}PXY(x, y) |log (ngézw —

Lo (U7 e (URG7) )

- ;%PXY(az,y)< log (W)S ~ log <PY]|;;8)$)>2
s (S s (SR s (U557 -
—log (W) ’2ut log (W) = 207 | + |uif log (W) —p
+9Py|x(y|fvl)< log (W)g — plog (W)Q’
~log (W) ‘2% log (W) = 20| + |nii log (W) —p
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(D.2)

3
t

3
t

)
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D. Proof of Lemma @

=Y (1= 0)Pyix(ylz0)O(6%) + 0Py x (y|z1)

yey

=Y 0Py x(ylz1)
yey

= Z 9PY\X(?J|951)

yey

=Y 0Py x(yla1)

yey

This completes the proof.

80

log (
log (
log (

log (Pyx(y|$1)>3’ +0(6?)

Py (y)
Pygc (ylz1 ) '+O(92)
3
PYJ;( y!ﬂﬁ;yi){/éx‘g)\)xo)) ‘Jr 0(6?)
Ratig) | 70
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Proof of Lemma 3

THIS appendix presents the proof of Lemma

Note that from the triangle inequality, it follows that

1
HQYQ - RY2||TV: 5 Z |QY2(ZI) - RYQ(y)|

TISA%)
1 1
=3 > Qv (y) — Ry, (y)| + B > 1Qy,(y) — Ry,(y)|
yEsupp Qy, yEsupp Ry, \
supp Qv
1
> 5 (1=Pr[¥s € supp Qy,] + Pr[Y2 ¢ supp Qy,))
1
> 5 (1 —Pr [YQ € supp QYQ]) ) (El)
where the random variable Y5 is distributed according to Ry,. [
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Proof of Lemma 4

that represents the decoded message index at Receiver 2. Consider the joint

THIS appendix presents the proof of Lemma |4l Let W € W be a random variable
probability mass functions Qyy, and Sy, such that, for all pairs (i,y) €

W x Vg,

Qwy, (1Y) = Qv (¥) Ry, (ily), (F.1)
and Sy, (i, Y) = Sy, (Y) S|y, (ily), (F.2)

where Q)y, and Sy, are the marginal channel output probability mass functions, and

Qv vy, (1Y) = Siy, (ilYy) = Liyep,(i))- (F.3)

Consider also the joint probability mass functions Qwy, and Syy, respectively in (4.42) and
(4.43). Note that

1M ) . .
1Swy, — QWY2||T\/: 9 Z Z ‘SWY2(Z7y) + SWYQ(Zv y) — Sv’vY2 (4,9)
i=1yely

~Quya(i:9) + Qury, (1,y) = Quvy, (i:9)

QWYZ - QI/T/YQ TV + HSWYQ - SWYQ ™V’

(F.4)

< [sirs - Qurcly

where the last inequality follows from the triangle inequality. The remainder of the proof
consists in establishing an upper-bound on each of the three terms in the right hand-side of

€A
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F. Proof of Lemma @

First, note that

HSWYQ - QWYQ

i Z Y Liyen,y 197 (y) — Q. (y)]

1yedy
i Py Z ‘SY?. QYz( )‘
y€y2
= HSYQ QYQHTV? (F5)

where (a) holds since (4.4c) is assumed with equality.
Note also that

HQWY2 - Qwy,

vV
fZ > Qva®) |[Quwiv, (ily) - Qi (ily)
1= lye))2
*Z > Qy,( )‘QW|Y2(i|y)—]1{yeDQ(i)}
i= lyey2
1
=3 Zl Zy Qv,(y) <ﬂ{yeD2(i)}<1 — Quy,(ily)) + ]l{yepg(i)}QmYQ(i\y))
i=1yeyy
1 M
52 > (QYz Y iyen, )y — Qv (¥)Qwy, (ily)
=1yeyy

Liyep,iyy + Qv (Y)Qwyy, (iy)]l{yepg@}>

:Z > (Qn ) (yea(iyy — Qv (W) Qwy, (ily)

=1 y€y2

. (1 — ]l{ye’Dg(i)}> + Qy, (y)QW|Y2 (i|y)]l{yel)§(i)}>

a) 1
(@) 5 <1_ 14+ 22 Z Qy,(Y)Qwy, (i ’y)]l{yEDc z)})

=1 yG)JQ

N

€, (F.6)
where (a) holds since (4.4c|) holds with equality. Note that since (4.8¢) is assumed with

equality, the equality in (L.3) ensures that the same steps can be followed with the total
variation HSWY? - Sy, HTV. This yields

1 M
HSWY2 = Sy |y = 3.4 Z Y, (Y) ‘SW|Y2 (ily) = Sy v, (i|’y)‘

fZ Z Sv2(¥) [Swiv, (ily) = Liyens|
1=1ye)3
84
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= Z Z SY2 <]l{y€D2(z)}< - SW|Y2 (Z’y)) + ]l{yeDg(i)}SW|Y2 (7’|y))

i=1ye)yy

fz > (sn M gyemns — Sva(y)Swiva Gily)

=1 yey2

']l{yeDg(i)} + SYQ (y)SW\Yg (i‘y)ﬂ{yepg(i)}>

—~

i) % <1 -1+ 22 Z SY2 SW|Y2( ’y)]l{yEDc z)])

=1 yG)JQ
< A27

Plugging (L.5)—(L.7) into (L.4) completes the proof.
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Proof of Proposition

THIS appendix presents the proof of Proposition [G]
Let Sy, be a probability mass function such that, for all (y) € V7,

Sy, (y Z > P % 1x (&[u(i) Py, x (y]2)

weX”

Let also Syy, be a probability mass function such that, for all (i,y) € W x V&,

‘ 1 )
Swy, (i, y)= MSYQW(?JM,

with

Py x (®|u(i)) Py, x (y|2)

(1>
g

SY2‘W(y|Z)
rexn
- Z H PX|X(§7t’Ut(i))PYﬂX(ytmt)
zeXxn t=1
=TI >° Py (@lus@) Py x (i)

t=1zecX

Note that from the triangle inequality, it follows that

||QY2 RY2||TV ||QY2 SYzHTV + ||SY2 - RYz HTV :

Note also that

(a)
1Sy, — By, |lpy < [1Swy, — Bwy,|lpy

Mo
— ; T HSYQ‘WZZ- — Ry, )w=i

TV
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(. Proof of Proposition @

M
1
= Z M\/D(SYQWV:J |RY2\W=i)
i=1

M
1
i=1

where (a) follows from the triangle inequality, and () follows from Jensen s inequality.
It holds that the expectation over all the codebooks of "M, M (SY2|W il | Ry w= Z)
satisfies

Mo
Ee e ZMD(SYQ|W1||RY2IW1'>]

i=1
- .
1 . Ry ,jw (yli)
=E, — R (y|i) log (2
e | 2507 2, P Wi 5 T
r M
M4 1Y ZPY2|X<y‘V(i,k))
=Esc | D — Z Py, x (y|V (i, ) logy | =1
éle | X 2 R
| =1 M yeVy j=1 ’ MSY2|W(y’Z)
M 1—
= Z* Z Z Px|x(vzl|u( i)) X|x(vz2|u( i)).. PX\X(”z‘M‘u(i))
— M
i=1 Vi1 EX™ v;0EXT v, MGX”
M
0 > Pyyx(ylvi)
>3 Zipmx(y!vij)logz L :
yeyy j=1 M MSY2|W(y’l)

> Pgix(wilu@) Pyyx (wlog) [T D0 Py x(valu(i)

’UUEXW‘ k#] v EXT

yEyQ =1

M M
Sy ey L
iz

M
> Py, x(ylva)

=1
M Sy, w (yli)

(a) M M 1
<2 DD S Pgix (Wis[w(i) Py x (ylvig)
yeYy i=1 j=1 v EXT
M
> Pyyx(ylva)
-lo (Vi |u(i =1
5 ,};{; (i) M Sy, (yli)
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M M 1
=22 D e 2. Prx(ilu(®)Prax (ylviy)
yey i=1j=1 UUEX”

>. > P %1 x (Vitlw(i) Py, x (y|vir)

Py, x(ylvij)  12j vgexn
Sy, w (yli) M Sy, w (yli)

I
(]

> Pgix(vijlu(i) Py, x (ylvyg)

v EX™
Z Z X|x (2[u(i)) Py, x (y]2)
Py, x(Ylvij)  kzjaexn

M=

<
Mm
%
<
Il
_
<
Il
_

=

-logs ~ ; ~ .
M Sy, 1w (yli) M Sy, jw (yli)
M M ~
1 . Py, x(ylvij)) M—1
= 3 3) DRI SRy vzjwu<z>>PY2X<y|vm>1og2( ax(loy) | M-
yeYp i=1j=1 v”exn MSY2|W(’£I|1) M

g

N
]
<[~

Py, x(y|2) )

P s (&|u(i)) P Z)log, [ 1+
X|X( ‘ ()> YQ‘X(y| ) g2< MSYQ\W y‘

yeyri=1"" gexn
M
1 Py, x(y|2)
=) ZM Py x (®|u(i)) Py, x (y|£) log, <1+ B ) X PY2|X(y\w)
yeyri=1"" gexn Sy, w(yli) °g2 Py2,X<y\u<z>>>< }
M
1 R . . YQ\X (y|2)
+ Z Zi Py X(az‘u(z))Py \X(y|w) log, <1 + PY 1x (&)
yeyp i=1 M #ex | ’ MSYQ\W y| 10%2 Py fx(mu(m)?f}
M
1 TPy, x (y|u(i)
< DY 7 D Prix(@u(@) Py, x (y|2) log, <1+ - Py X (¥1®)
yey; i=1 M Texn | MSY2|W y’ 10g2 PY2|X(1I\“( ))>< }
M
1 1
+ > > Pg x (&|u(i)) Py, x (y|&) log, (1 + ) 1 Py, 1x /)
yeyy i=1 Mi.EXn X : SYzIW(y|Z) {10€2<m)> }
M .
1 o 2" Py x (y|u(i)
<) ZM Py x (&|u(i)) Py, x (y|#)— 2 —1 1 Py, x Wl#)
yeyyi=1"" gexn M Sy, jw(yl7) {°g2(Py2‘X<ylu<i)))<T}

Py x (@1u(0) Py, x (412) log, (S,Yl;(y)) 0 (feaxirn . )

n
(]

M=
=[-

yeyri=1"" gexn Py | x @Ta()
2 Mo 2
=4 Z— Py x (&|u(i)) Py, x (y|£) logy () 1 Py | x (yl2)
M yeypi M R | i Syw (Yl {logQ(PYylzX)fy‘“( )>)> }
O S S S Pelelu) i) o (2 )1
< — — CIx \L|U(?)) ly, | x (Y|L) 1082 Py, x (y2)
M yeyy i=1 M 3 | i Ho {10g2<PY fx(y‘“(”)) }
o7 2 Py, x(Y2|X)
< — +nlog (—) Pr |log 2 =T
M >\ o 2\ Py, x (Yalu(W))
27 2 " Py, x (Yar| X¢)
= — +nlog <—) Pr log 2 >7|, (G.6)
M >\ o ; 2\ Py x (Yarlur (W)
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(. Proof of Proposition @

where  (a) follows from  Jensen’s inequality, and  (b) follows  with

po = MmN )exxy, YseX PX|X(§3‘$)PY2|X(9’§3)'

Py, x (Yar|X) :
Let Z; = log, (%) and let zp, = mingeq1 0 ny Zt, and 2y = maxye(12,. 0} Zt-

Note that if X = u; (W), then log, (%) = 0. Otherwise, if X # u,(W), then

Py x (Yot | Xi
log, (—P@éwut ) #0.
Let L be a random variable defined as

A
L= ; Lt ) (G.7)
Define also
Do2 " Y Px(x) Py x (2]2) D(Pyyyx=sl | Prajx=s) - (G.8)
TeEX TEX
7= (1+u)(1+v)Kv/nDy, and (G.9)
D2 {te N 1|0~ Kvi| < pK v}, (G.10)

with (u,v) €]0,1[* arbitrarily small.
Then, it follows that

= Py, |X(Y2t|Xt)
Pr log 2 >
[; ? (PYQX(Y2t|ut(W))
PY2|X(Y2t!Xt)

= > Pr[L={Pr Lg; log, <PY2|X(Y2t|Ut(W))> >7|L = E]

teD,
. Py, \X(Yét|Xt)
+ Pr[L =¢Pr log 2 >7|L=¢
éga:u | ] Lg; ? (PY2|X(Y2t!Ut(W)) |

. )
<Y PrlL=(Pr Lgng (Rf?éﬁﬁﬁ))) > 7lL :4 +Pr[L ¢ D,], (G.11)

(€D,

where the probability operator applies with respect to the probability mass function P, ¢ X 1) Va1 L
such that for all (i,€, & (1.0, Y(1.0)) € W X Dy, X Xt x Y8,
l
Py g oo Yo o 20 By Yaol0) = [T Py (@elue (D) Pryx (yel2)- (G.12)
t=1
Note that
Pr[L ¢ D)= Pr ||L— Ky/n| > K

(a) 2
< 2exp (—'UJI;\/H> , (G.13)

where (a) follows using a Chernoff bound (see [49, Corollary 5)).
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It remains to bound the first term in (G.11]). Note that

¢ Py, x (Yo | Xy)
i S (Al

1 2\X(Y2t|ut(

M ¢ 5
> > Z H x (@rlur(9) Pyy x (yk| 1) logy (PYQX('%‘)>

P;
Y@ z)€y2 w(l ) EXLT Y2|X(yt’w(z))

ot Pyyix (vl
DD IR PP oL INET >Py2|x<y\x>1og2(%)

oo M 1y€eYs 2€X

=
b

w

Il
M~

I
o

Y .
1 Py, x (yZ)
= v #ut (7)) Py, x (y]2) log (2
t;;ng:”;( XlX Yalx 2 PY2|X(y|Ut(’L))
Y .
1 Py, x (yZ)
S S Ty 3 P ) Pryx 02) 0%2(
t=11i=1 M reX ' YyEY2 TEX | : PYQ‘X<y‘x)
(Mo
- ZZ M Z La—u (i)} Z XX (2]z) (PYQ\XZQEHPYQ\X:x>
t=11i=1 reX TeEX
LA ]1{ ( )}
=0>.> > > Py x (@) D(Pyyyx =3 Pryjx =z )
=1 t=1 zex dex
=0y > Px(z) X|X(CU|$) (P x=l| Prajx=2)
reEX TEX
= (Ds. (G.14)

Note also that for £ € D, it holds that

(1+pu)Kvn>0>(1—pu)Kyn. (G.15)
Therefore, it follows that

T — KDQZ (1 + ,U)(l + V)K\/EDQ — EDQ
> (1 + V)EDQ — EDQ

Hence, it follows that

é A

Py, x (Yar| Xy)

Pr E log 2 > 7L =2
L:l ’ (PYQX(thWt(W)) |

) k
Py, x (Yar| Xt) _ _
= Pr lo 2 — 4Dy > 7 —¥Dy|L =7¢
[Z 52 (PY2X(Y2t|Ut(W)) ? 2

' N

Py, x (Yar| Xy) _ _

< Pr log 2 —¥Dy > vlDs|L =/
[; ? (PYQX(thWt(W)) ? 2
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(. Proof of Proposition @

—
S

)

N

5 20212 D2
°Xp Uzn — 2m)?

212 D2
~200 (=)

ZM — Zm
202 D?

where (a) follows from Hoeffding’s inequality.

Combining (G.11)), (G.13) and (G.17), it follows that
K A
Py, x (Yor| Xy)
Pr log 2 >7
L; ? (PY2|X(Y2t\Ut(W))

202 D3 K
< 2exp (—1122(1 — M)K\/ﬁ) + 2exp (—Mg\/ﬁ>

(M — 2m)
< 2exp(—av/n), (G.18)

for some a > 0.
Combining (??) and (G.18), it follows that

M
1 27 2
Egc l; MD(SYQW:NRYQ\W:O < T 2nlogy (MO> exp(—avn)  (G.19)

Thus, if logs (M ) > 7, it follows that there exists a code for which

2
IRy, — Sy, llpy < \/Q—b\/ﬁ 1 2nlog, (M ) exp (~av/n), (G.20)
0

for some b > 0. Let ¢, = 27V™ 4 2nlog, (%) exp (—ay/n). Then

Ry, = Sy llpy< ven. (G.21)

Consider the probability mass function Qwy, in (4.42)). From Lemma |8 (in Appendix ?7),
it follows that the total variation ||Swy, — Qwy, ||y verifies

[1Swy, — Qwy.llry
= Pr[Swy,(W,Y2s) = Qwy,(W,Yas)| — Pr[Swy,(W,Y2q) = Qwy,(W, Y2q|lG.22)

where the first probability operator in the left hand-side of applies assuming that
(W,Y 2g) follows the joint probability mass function Syy,; and the second applies assuming
that (W, Y 5q) follows the joint probability mass function Quwy,.

For all (z,y) € X x Yo let B: X x ) — R be

B(z,y)=log, (14 0C (z,y)), (G.23)
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where

Cla )2 Ry, x (ylz) — Py,x (ylz)
’ Py, x (ylz)
Then, note that

Pr[Swy,(W,Y2s) = Quwy, (W, Y 25)]
_py | Sny: (W, Yas) > 1}

| Qwy, (W, Y2s)

[ S Y oW
= Pr 10g2< Y2|W( 25| )> >

i Qy,w (Yas|W)

| Y Pgix(@[u(W)) Py, x (Y 2s]2)
= Pr |log pear >0

i Py, x (Yasu(W))

. > P % 1x (2w (W) Py x (Yas,4|2)
=Pr lo ZeX 20

; = Py, x (Yag ¢ |ue(W))

(G.24)

_ PY[ZH: lo <( —0) Py, x Yosilue(W)) 0 zex PX\X(§7|ut(w))PY2IX(Y25¢|x
I et B\ Prapx (Yasu[u (W) Py, x (Yagt|ue(W))
B “ 0 Ry, x (Yas t|ur (W) — PY2|X(Y2S,t|Ut(W))>> 1
_ PrLz_:llog (1 + Py2|x( ) >0
=Pr [zn: log, (1 4+ 60C(uy (W), Yagy)) = 0]
=1

u (W), Yas:) = 0] .

Following similar steps, it can be shown that

Pr[Swy,(W,Y2q)

t=1

> Qwy, (W, Y 2q)]

)7Y2Q,t) 2 0].

Plugging (G.25)) and (G.26)) into (G.22)) yields

Swy, — Qwy,lltv = Pr lz B(ut (W), Yasy) 2

t=1

i

(G.25)

(G.26)

] =Pr lz B(ut(W), Yag+) = 0|(G.27)

The remainder of the proof consists in obtaining a lower-bound and an upper-bound on the

first and second terms in the right hand-side

of li respectively.

Consider the first term in the right hand-side of (G.27)). For all ¢t € {1,2,.
(;St be the first moment, second moment and thlrd absolute moment of the random variable

B(Ut(W), Y257t)

= logy (1 + 0C(ui(W),Yasy)) -
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.,n}, let fi, 62 and

(G.28)
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(. Proof of Proposition @

That is,

= Ewy,g, [B(ut(W), Yas )],
6= Ewyas, [Bur(W), Yass)?] = fif, and
(it: EWYQS,t [|B(ut(W)7Y257t> - ﬂtﬁ] :

Using this notation, let i, 52 and qg be
n n R n .
pEY i, 6°2) 67 and o= o
t=1

The following lemma characterizes fi, 6 and qg

Lemma 10. The terms fi, 62 and ¢ in (G.32) satisfy

K5 - K
pz —- Px (z)x2(Ry,| x=z) Pya|x=2) — 7 e,
zeX
°< K2 Px(z)x2(Ryyx=s Pry|x=2) + f |C2|
TEX
67> K* Y Px(z)x2(Ry,x=z: Pyy|x=z) — I\;; les|
reX
.~ K3
P —
\/>

(G.29)
(G.30)
(G.31)

(G.32)

(G.33)

(G.34)

(G.35)

(G.36)

where ¢y, ca,c3 and cq are constants that depend only on the random transformation in (4.1)).

Proof: The proof of Lemma [I0]is presented in Appendix [H]
From Lemma [I0} it follows that

o o3
K? . - K?
o |2 > Px(x )X?(RYQ|anPY2|X1’)+\/ﬁ|Clh
S Q rzeX
ey J+ 5 e
K Px () x2(Ryy|x =2 Pry|x=z) + —= |c2
sex : ’ Vn
%6004
( 3> =B ey)”
K Px () x2(Ryy | x =2 Pry|x=z) — —= |3
sex : ’ Vn
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K3
ZPX 2)X2(Ryy | x=as Pra)x= w)_7|cl|
(Q C14 zeX 5 G.37
K? Y Px(2)x2(Ryy)x=a» Pryx=2) + —= |2
\/ zeX ’ ’ \/ﬁ

where (a) follows from the Berry-Esseen Theorem (Theorem [21)); () follows from Lemma
and (¢) follows with

Njw

_ - K \
14 = max COC4<ZPX($)X2(RY2X:x?PY2|X:x>_ N !CsD : (G.38)
reX n

where the maximization is over all possible conditional probability mass functions Pfq  and
n € IN subject to

K
> Px(2)x2(Ryy x—as Pry) =2 ) — |cs| > 0. (G.39)
TEX ’ ’ \/ﬁ

Note that c14 depends only on the random transformation in (4.1). Consider the second term
in the right hand-side of (G.27). For all t € {1,2,...,n}, let u;, o7 and ¢; be the first, second
and third absolute moments of the random variable

B(ut(W), Y2Q7t) = 10g2 (1 + GC(Ut(W), YQQJ)) . (G40)
That is,
2 Byyg, [B(u(), Yag,) (G.A1)
O = EWY2Q,z [B(ut(W)7 YQQ,t)ﬂ - /L?, and (G42)
&2 BEwyag, [|Bui(W), Yags) — mel’] - (G.43)

Using this notation, let u, 0% and ¢ be

3

= Z,ut, o2 & , and ¢ & Z O¢. (G.44)
t=1 t=1

t=1
The following lemma characterizes y, 0% and ¢.

Lemma 11. The terms u, o2 and ¢ in (G.44)) satisfy

KS
2)x2(Ryy x—u> Pra|x=2) + —=lcs|, (G.45)
reX ’ ’ \/ﬁ
o< K2 K®
< K2 Px(@)x2(Ryyx—2 Prajx=z) + 7n |cs| (G.46)
TEX n
2 K®
> K> Px(x)x2(Ry, x—s, Pryx=z) — 7n lez] (G.A47)
zeX n
K3
< —=cxg, G.48
¢ \/ﬁcs (G.48)
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(. Proof of Proposition @

where cs, cg, c7 and cg are constants that depend only on the random transformation in (4.1)).

Proof: The proof of Lemma [I1]is presented in Appendix [[} [ |
From Lemma it follows that
n
Pr [ZB ), Yag) =0
t=1
n
=Pr lz Y2Q,t) 1% > —O']
t=1 g
(a) o
<Q (l) €03
o
K? K3
2 (R P ekl
) 9 z;( X2 Yo|X=xs L Y| X= a:) + \/ﬁ |C5|
<@
2N P (R Prs) — e
K X (T)x2(Ryy | x=a» Pyo|x=2) — —= lez
TEX ’ ’ \/ﬁ
K3
—7=C0C8
+ Vn 3
K2 Y Px(@)e(Bysjx—e Prax—d) — o= ler
X\T)X2\ Ly | X =25 LYo | X=2) — == IC7
zeX ’ ’ \/ﬁ
K3
© Z Px(2)x2(Ry,x =z Pyy|x =) + ﬁ‘%’
<Q|—=2 —| + % (G.49)
K n
K* Y™ Px(z)x2(Ry,x=z Pyy|x=2) — —= |C7J
k\/ reX \/ﬁ

where (a) follows from the Berry-Esseen Theorem (Theorem [21)); and () follows from Lemma
and (c) follows with

_3

_ - K 2
c10 £ max COCS<ZPX($)X2(RY2X:M Py, x—s)— —= |C7D ; (G.50)
zeX \/ﬁ

where the maximization is over all possible conditional probability mass functions pfq  and
n € IN subject to

. - K
> Px(z)x2(Ryy x=0s Prajx=a)— —= lez| > 0. (G.51)
TeX ’ ’ \/ﬁ

Note that cjop depends only on the random transformation in (4.1)).
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Combining (G.27), (G.49), and (G.37) yields

C10 + C14
[Swy, — Qwy,llry =1 - T

K3
Z Px () x2(Ryy| x=2> Pry|x=a) — n 1]

—Q reX =
K? " Px(x)x2(Ryy)x=a» Pryx=2) + —= |c2]
L\/ reX ’ ’ \/ﬁ
K3
( > Px(x)x2(Ryy x—o» Pryx=2) + 7 65’\
—Q zeX =
K* > Px(z)x2(Ry, x—a Pryjx— x)—\c7u
k\/ zeX i i \/ﬁ
K3
Z Px(x)x2 Ryz\x v Py x=z) — n 1
S1- 010\—}614 —20 T€EX _ ' (G.52)
n _ . K
( K* Y Px(x)x2(Ry,x=z: Pyy)x=2) + 7n |c2]
zeX "

Note that for all (z,a,b) € R3 and n € IN,

o vE s
= 5 —
ay/n
a b
P N v i
2 1+ ;0=
a1 _ _b
(Z)Q VT 1+1 /n 1 2ay/n
D 2 1+ b
zy/n
a b
Q<ﬁ<1wﬁ+2m
2 _b_
1+x\/ﬁ
Q<ﬁ<1 2a+b
2 b
(b)
<Q<\/2§>+ 2a+b
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(. Proof of Proposition @

<Q<\/§>+ 2a+b
4

2 \/27m(x+%)
NI 2a+0b
() ey o

where (a) follows since v/1+4+x < 14 § for all z > —1; and (b) follows since Q(z —y) <
Q) + \/LTW for all (z,y) € R% such that 0 < y < z.
To guarantee that the code is covert, it is sufficient to verify

62 ||QY2 - SY2HTV + V cn
(@) N
Z [[Swy, — Qwy,llry — € — Ao+ Ve

Q) clo+c A
= 1_%_6_A2+\/Cn
K3
Z Px (@) x2(Ryy x =2 Pra|x=2) — NG |c1]
—2Q TEX
K3
K? Z Px(z)x2 RYQ\X o Pry|x= )+ —=lea
L\/ zeX \/ﬁ

cip + ¢ A =
>1—10ﬁ14_e_1\2+\/a—262< \/ZPX X2(RY2Xx7PY2X:v>>

TeX
3
5 Aet| + lea)

_ - K3
4\/27m <Z K2Px (z)x2(Ry,|x=2) Pyy|x=2) + 7 CQ)

TEX
clo + ¢ N
=1—u—6—1\2+\/a—2@ S Px(@)x2 (Ryy x=es Prylx=s)
\/ﬁ TEX

K2 (4]c1| + |ea|)

4n\/27r (Z PX($)X2(RYQ|X:Z’7 Py, x=z) + 577 |CZ|>

reX
© c10+cia  Ci5 A ~
21l —F - — —e— M+ e, —2Q ZPX T)X2 (RYQ\X:x7PY2\X:x)
\/ﬁ n zekX

reX

c . =
>1-— % —e—No+ /e, — ( Z Px (z)x2 (RYQX—raPY2|X—:c>> , (G.54)
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where (a) is due to Lemma |4} (b) is due to (G.52)); (¢) follows from (G.53)), with
K2 (4c1| + |eal)

Cl5 = ;
\/27T<ZPX 2)X2(Ry,) X =2s Py x =)+ \/»|02D

zeX

(G.55)

and (d) follows with
c2 c10 + ci1q + C15. (G.56)

From (G.54)), it follows that

1-0—e—Ay+fon — %
— Z Px(z)x2 (Ryy x=2> Pryjx=z) < Q" ( f) , (G.57)

zeX 2
that is,
201 ( 1—6—6—/“\2;\/&—% )
K < . (G.58)
> Px(@)x2(Ryy x—s Pry|x=2)
reX
This completes the proof. ]
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Proof of Lemma (10

THIS appendix presents the proof of Lemma

Note that for all ¢t € {1,2,...,n}, it holds that

= — ZZ Z X|X ’ut PYQ\X(M'%') (Ut@.),y), (Hl)

i=1yeYs 2€X

M

ZZ > Pyix (@l (0)) Py x (y12) B(ui (i), ) — i, (H.2)
i=1yeYs z€X
> %
Z

and  G= > Z i (Bl (0)) Py (y12) [ B (7)) =l (H.3)

A)B(ut(z)7 y)

I
S
M=
5@
=

&

5
=
=
o

&

—_
-
Il
—_

<

m

5

IS

m

~

Lgmu (i} P x (2]2) Py x (y]2) B, y)

~

|
<[~
[M]=
.Mi
N

_.
<
Il
=
<
M
5
&
m
~
8
m
&

I
S
b
&
"U

1x (2[7) Py x (y|2) logy (1 4+ 0C (2, y))

8
m
~
8
m
=

<

Mm
NS

Il
3
’“U\

(@) ((1 = ) Py, x (yl) logy (1 + 6C ()

_l’_
> 8
m
&
<
“Uz@

¢ (812) Pro x (4]2) logy (1 + 0C (2, y)))

2
m
&
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H. Proof of Lemma

=n Y > Px(x)Pyx(ylz)log, (1 +6C(z,y))
TEX yeYo
+0(Ryy x (u1) — Pyyx (y]2)) logs (1 +6C (x, )
o0 (71)k+19k

:nz Z PX(:U)PY2|X(y’x)ZTC(x7y)k

rEX YyeYo k=1

+9(}~3Y2|X(Z/|$) Py, x(y|x)) Z
k=1

k+1 k

B 9] ( )k—i—l@k N
:nZPX(x)Z 2 Xk(R Y2 | X= a:aPY2|X a:)

TeEX k=2
_ 00 (_1)k+10k+1 5
+n Y Px(x) ﬁXk+l(RYQ|X::m Py, x=z)
TEX k=1
_ 00 (_1)k+10k
=n)Y Px(z)) 3 Xk (Ryy X =2s Py x=2)
TeEX k=2
LS DR
+n Y Px(z)) 1 Xk (Ry, | x =2 Pry|x=2)
TEX k=2
(1)
=n Y Px(x) Y s Xk(Ryy x=2: Pryx=2)
TeEX k=2 k(k 1)
02 — ~ 3 _ o0 (_1)k9k—3 B
=Ny Z Px (z)Xx2(Ry,|x =2 Pyy|x=z) + 10 Z Px () Z Xk (Rys| x=2» Pya| x=2)-
2 zEX T€X k=3 k(k—1)

(H.4)

Note that since the random variable B(u;(W), Yas) is bounded, its expectation is finite. Thus,
it follows that the second term in (H.4) is also finite. Let ¢; be defined as

00 (_1)k9k—3 -
= min Z PX Z ka(RYQ\sz PYQ\sz)a

TEX k=3
(H.5)

where the minimization is over all possible values of § € (0,1) and all possible conditional
probability mass functions PX\ - Note that c¢; depends only on the parameters of the channel.
It follows that

62
iz n— > Px(z)x2(Ry,|x=z> Pry|x=s) + nb’c1
reX
0?2 . -
> n—o > Px(x)x2(Ryy x—z> Prajx=s) — n6° |c1]
TeEX
K2 Z _ B K3
=5 Py (x)x2(Ry; | X=x> Py, |X:a:) - —|al. (H.6)
2 ex ’ i Vn
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Similarly, it holds that

Q>

[

I
(1=
Q>
Sl N

~
Il
A

> Y Uamuon P x (212) Prayx (02) Bz, y)* — fif

TEX TEX ye)n

Py (2) Py . (&) Py x (y12) Bz, )

H
Il
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.
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//
Miﬁ
INRNGE
\d| RM
@

8
m
~
8
Mm
~
<
Mm
N2

I
N

x () Py x (2]2) Py, x (y]2) logy (1 + 0C(z, y))?

8
m
~
8

m
=
<

Mm
N2

I
S

o (—1)k+1gh 2
x (%) Py x (2]2) Py, x (y]2) (Z kc(%y)k>

8
m
=
8
m
~
<
Mm
N2

I
3

00 (_ )k+19k k

€ k=2
_1)kt+1gk 2
)kc(x,y)’f) )

8
m
=
2
m
=
<
5

+
?(_\
||M8

[\

=n Px(x )((1*Q)PY2|X(ZU|$)+93Y2\X(y|$))9 Clx,y)’+nd > > Px(z
TEX yeYo reEX TEX ye)o
00 [ 1\k+1pk+1 00 [ 1\k+1pk 2
Py ) Py i) (23 CL 0 o et 4 (50 EU T o )
| k=2 k k=2 k

=ny, > PX($)<PY2X(y|$) +0( Ry, x (yl2) — PY2|X(9’$)>>92C(957?J)2
TEX yeYo
( 1)k+19k+1

03 3 5 Pelo)Pge ot B l) (23 S o

TEX TEX ye)n
0 (_1)k+1pk 2
¥ (Z A c<x,y>’f>
k=2
=n) > Px( (9 X2(Ry X =2 Pry)x=2) + 0°X3(Ryy x=2> Prax=s ) =3I
zeX yeYo TEX TEX YyEY2
- A A o (—1)kHghtl . o (—1)k+1gk i 2
Px (z) Py x (2]z) Py, x (y|2) 2> TC(%?J) +(> TC(az,y)
=2 k=2
02 B
2 = =
=n0> Y Px(z)x2(Ry,x=s Pyy)x=z) +10° > Px(x <X3(RY2X o Prx—e) + > >
zeX zeX FEX yEYo
2
. R 00 (_1)k+1gk—2 < (_1 k+19k—%
Py x(2]2) Py, x (y|2) <2 > ()kc(ﬂf, y)F 4+ (Z ()kc(ﬂ%y)k :
k=2 =2

(H.7)

Note that since B(z,y) is bounded, the upper-bound in (H.7) is finite. Thus, the terms in
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H. Proof of Lemma

(H.7) are also finite. Let co be defined by

2% max »  Px(x) <X3(RY2X:z7PY2|X:m) +> > Py x (2]2) Py, x (y|2)
TeX TEX yeYo

%) _3 2
(22 )k+19k 2C($7y)k+1+ (Z (—:l)k;;lehc(x’y)k) )7 (H.8)
k=2

where the maximization is over all values of # € (0, 1) and all possible conditional probability
mass functions PX| - Using this notation, it follows that

6°< nb> > Px(z)x2(Ry, X o> Pry)x—z) + n6°c2

TEX
<nb® Y Px(z)x2(Ryy x=s Py x=z) + nb° |c2]
TeX
2 K’
=K Z Px(z)x2 RYQ\X o> Py | x=2) + 7 |ca - (H.9)
TEX n

It also holds that

M
t=1i=1z€X 2cX ye)»
n

=ny ) Px (2) Py x (2]2) Py, x (y|2) B(z, y)? Zﬂ

zeX TEX yE)o t=1

M
(XX Py (i) Py 1) Bu(i), )
)Py x (2 2|z) Py, x (y|2) B(z,y)?

2
—n Y Px(s (Z > Py ¢ 1x (E2) Py x (y|2) B (fﬁay)>

Xyeyz

=n Y 3 > Px(@)Pg (#le) Pryx (9]8)B(z,9)* —n Y Px(x)

TEX TEX ye) o rzeX

2
'((PYX|X(Q|$) + 9<RY2|X(Z/|$) - PY2|X(Z/|$)>> logy (1 + 90(90»2/)))

104

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



- Z Py x (2]x) Py x (y|2)B(z,y)* —n Y Px(x)

[ISA%) rEX
0o 1\k+1gk 2
((PY2|X(Z/|9C) + 9<RY2|X(Q|$) PY2|X(Z/|5U)>> Z (I)kQC’(x,y)k>
k=1

Z > Y Px(@)Py x(#]2) Py x (4]2) B(x, )’

EX TEX yEYo
B oo (_1)k+19k N
—n Y Px(z)| Y TXk(RYﬂX::m Py, x=z)
TEX k=2

00 ( )k+19k+1 2

+ Z TXkJrl(RYﬂX:xa PYg|X:x>>

LYY Y A Py (#2) Py x (412) B, )

reEX TEX ye)2
N N Vs i
-n Z PX($)<Z ka(RYg|X acaPY2|X a:))
reX k=2

=n6? Y Px(x)x2(Ryy|x=> Pryjx=z) + 10° > Px(x ( 3(Ry,| X =» Py xX=2)
TEX rzeX

N (—1)Frigh—2 k+1
L3S PR (235 CE T )
k=2

TEX yEYo

o Cpprged = ( :
+<Zk0(xy ) ))—nZPX (Zk Xk RY2|X zaPYQ\X x))

k=2 TEX

=nb? Y Px(x)x2(Ry, x=z: Pyyjx=z) +16° > Px(x <X3 Ry, x—s> Py x—z)

zeX zeX
1)k+19k 2 . o (_1)k+19k—§ N 2
""Z Z PX|X |w) Py, x (y|2) (22 ————C(x,y)"" +<Z TC(x,y) )
zEX yeYs k=2
= (het 2
—( > xx(Ryy x=0 Prajx=2) : (H.10)
<k:2 k(k—1) 2 2 )

Note that since B(x,y) is bounded, 62 is finite. Thus all the terms in (H.10]) are also finite.
Let c3 be defined by

c3= miHZPX@U (XS(RY2|X o Pyo|x=z) + Z Z X|X 2|w) Py, x (y|2)
reX 2EX yeY:

%S _3 2
(22 CU ot (Z e 20<x,y>’“>

k=2

O (_1)kgk-3 . 2
( Xk(RYg|X:maPYg|X:x)> >>7 (H.11)

(X

— k(k—1)

where the minimization is over all possible values of § € (0,1) and all possible conditional
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H. Proof of Lemma

probability mass functions PX| - Plugging (H.11)) into (H.10)) yields

67> 10> > Px(2)x2(Ry,|x—u> Pry|x=s) + nb’c3

TEX
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-
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~
8
m
=
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|ut ))PY2|X(Z/‘£’/) (1 + HC(ut(z'), y/)) )

(H.12)

Z Lomus () P x (212) Py x (412) logy (1 4+ 6C () — fue|

log, (14 0C(z,y))

3

logy (14 60C(x,y))

3

log, (14 0C(z,y))

02 M ’
—log<1 + Vi Z X2(RYQ\X:ut(i’)v PY2|Xut(i’))>
/=1
1 n M 3
<3y S Loy P (B10) Pryx (4]2) | logy (1 +6C(a,y)) | (H.13)
t=11i=1z€X 2eX ye)»
3
=n X (%) Py x (2]7) Py, x (y]2) | logg (1 4 6C(z, y))
TEX TEX yEY2
00 )k+19k 3
=n Px (%) Py x (2]7) Py, x (y|2) Z C(z,y)"
zeX 2€X yeYs k=1
, - 00 k+19k 1 . 3
=n Z Z Z Px(x) Pyix (Z]2) Pyy x (y]2) Z ~——C(z,y) (H.14)
T€X 2EX yEY, k=1

Note that the upper-bound in (H.13)) is finite since B(z,y) is bounded. Thus, the expression
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in (H.14)) is also finite. Let ¢4 be defined by

)k+19k 1 3
~————C(z,y)"| , (H.15)

o0
c42 max Z Z Z Px(x) X‘X(a:|x Py, x (y|2) Z

TEX TEX ye)n

where the maximization is over all § and all probability mass functions

pX\X' Using this
notation, it follows that

d< ey
K3
This completes the proof. [ |
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Proof of Lemma (11|

THIS appendix presents the proof of Lemma

Note that for all ¢t € {1,2,...,n}, it holds that

M

=3 S Py (ylu(i) Blu (i), 9),
Mi 1yeds
1 M
U?: M - Z Z PYQ\X(y|Ut(i))B(Ut(i)a y)2 - #%a
i=1y&e)s
1 Y 5
and h= 77 SN Py ix (wlue ()| B(ue(d), ) — el -
1=1ye)s

Thus, it follows that
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_ oo k+19k .
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reX ye)ig k=1

> (_ )k+10k 5
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I. Proof of Lemma

= —n— Z PX X2 RYQ\X :mPYz\X a:)

a:e)(
A
+n0® Y Px(z) Y ~—————xr(Ry;|x=0> Pry|x=s)- (1.4)
reX P k

Note that since the random variable B(u:(W),Yaq,) is bounded, its expectation is finite.
Thus, it follows that the second term in (I.4]) is also finite. Let ¢5 be defined as

N _ [e.¢] (_1)]{:9k’—3 -
Cc5 = max Z Px(x) Z ka(RYQ|X:xa PY2|X:m)7 (1'5)
zEX k=3 N

where the maximization is over all possible values of § € (0,1) and all possible conditional
probability mass functions PX| - Using this notation, it follows that

62 _ ~
< g > Px(x)x2(Ry, x=s Pry|x=2) + 16" |c5)|
zeX

K3
:_7ZPX x)X2 RY\X o Py |X= =)+ —=lcs]. (1.6)
xeEX ’ : \/ﬁ

Similarly, it holds that

ql\.')

I
(]
S

I
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|

< -
NaE
Mz

S L)y Prayx (Wlue(0) B(ug (i), y)* — 1

t=1i=1z€X y€)s
1 n M
S MZZ > 2 Lamuin Prax (o) B(z, y)? (1.7)
t=1i=1 z€X ye)s
=n Px () Py, x (y|z)logy (1 4+ 0C(x, y))?
TEX ye)s
_ )k+19k . 2
=n Px(z PY2|Xy‘5U (Z in))
TEX yeY> k=1
B , , 00 (_1)k+19k i
=ny Px (z) Py, x (y]z) (9 Cx,y)* +20C(x,y) > ? C(x,y)
reX ye)2 k=2
o0 1)k+1pk 2
+ (3 e
k=2
_ )k+10k+1 -
=n Px (x )PY2|X(Z/|5L’)< (z,y) +2Z ———C(z,y)"
TeEX yeYo
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) )

+
R
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=n6> > Px(x)x2(Ry,|x—s> Prajx=s) + 16> Y > Px(z)Py,x(ylz)
TEX zeEX ye)o

1% _3 2
(2 Z )k’-i-l@k’-i-lc(x’y)k—Q + (Z (_Wﬁjl::lehc(%y)k) ) (18)
k=2

Note that since B(x,y) is bounded, the upper-bound in (L.7)) is finite. Hence, the terms in
(I.8) are also finite. Let ¢ be defined by

( 1)k+19k+1 Lo
c6= max Z Z Px(x PY2|X (y|z) (22 TC@UZJ) -
reEX yeYo k=2
2
o (_1)k+1gk—3
+12 #C(w,y)k : (L9)
k=2 k

where the maximization is over all possible values of 6 € (0,1) and all possible conditional
probability mass functions PX| - Using this notation, it follows that

2< 7’L92 Z PX X2(RY2‘X T PYQ‘X 1‘) + n03C6

zeX
<nb? > Px(x)x2(Ryyx—z: Pry)x—s) + 16 |ce]
reEX
2 K?
< K? Y Px(z)x2(Ryy x—o> Prajx—o) + —= lcs| . (1.10)
TEX x/ﬁ

On the other hand, it also holds that

ZZ Y Y Ty Praix (Wl2) Bx,y)* — i

t=1i=1z€X y€)s

”ZZPX PY2|XZ/’~T) (l"y Zn:?

TEX y€Ys

=1 Y S Pr(a) Py (ule) Bla,y)?

n M 2
-2 (Z > %PYQ\X(y‘Ut(i))IOgQ (1+ HC(ut(i),y))>
>n Y > Px(x)Pyyx (yle)B(z,y)?

2

n M
_22]34( 37 Pyyx(ylwi)) - log, (1 +00(ut(i),y))>

y€Y2

TEX yeYo TEX YyEY2

2
=03 3 Pyla)Pyx(uln)Ba.y)* —n Y Px() ( S Pryx(yle) logs (14 0C(, y)))
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I. Proof of Lemma

=ny_ > Px(z)Pyx(ylr)B(z,y)°

TEX yeYs
B o0 k+19k . 2
—n Y Px(x <ZPY2|X3/’$Z =TZ/)>
zeX YyEV2 k=1
, B < (Z1)ktigh 2
=n Y > Px(z)Pyx(ylz)B(z,y)* —n Y Px(z)[ Y TX/C(RYQ\XZQMPYQ\XZQC)
TeX y€)o reX k=2
=nb> Y Px(x)x2(Ry, ) x=p: Pryjx=z) +10° > Y Px(z)Py, x(ylz)
TEX TEX yeY
2
k—i—lak 2 ®© (1 k+19k_%
k=2
B o (_1)ktlgh 2
—n Y Px(z)| Y TXI@(RYﬂX:ma Py, x=z)
zeX k=2
=n6> Y Px(x)x2(Ry, ) x=p: Pryjx=z) +10° > > Px(z)Py,x(ylz)
TEX zeX yedo
2
k+19k 2 ® (1 k+19k—%
(2 Z ) C(m,y)k+1 + (Z ()IGC(:E’ y)k
k=2
2
o (_1)kt+lgk—3 -
- Z#Xk(RYQ\X:mPYQ\X:x) : (1.11)
k=2 k

Note that since B(x,y) is bounded, o2 is finite. Thus all the terms in ([.11]) are also finite.
Let c7 be defined by

c7E min ) Px(x) (XS(RY2|X o Prjx=2) + >, Y. P < 1x (El2) Pyy x (y12)
zEX zeX ye)o

k+10k 2 0o (_1yk+1gh—3 2
CU o, + (Z U eyt

k=2

(-

© (—1)k k*% 5
_(kzjz (k(lk):_el) Xk(RY2|X=z,PY2|X:x)>2>a (1.12)

where the minimization is over all possible values of 6 € (0,1) and all possible conditional
probability mass functions PX| - Plugging ([.12)) into ([.11)) yields

2> nb? Z PX XQ(RY2|X xaPY2|X ) + nb’ cr

zeX
K3
> K> Px(@)x2(Ryy x—z Pry|x= 1’)_%|C7|' (1.13)
TeEX
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Finally,

1 M
=720 2 2 Lamuin Prax (wl2) B(x,y) — puf?

1 LM 1
=220 0 > LmwinPrix (la) Blz,y) — +
{z=u: (1)} Yo | X Y 'Y
M t=1i=1xeX ye)o ‘ ’ M
M 3
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<722 2 2 HemwyPrax (Wl2) Ble, y)—
t=11i=1zeX ye)s
3
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1M 3
S 37 D00 > Vamuy Pryx (yla) Bz, )| (1.14)
t=11i=1z€X ye)s
=n Px(2) Py, x (y])|logy (1 + 0C (2, 1))
zeX yedo
B o0 k:+10k: k 3
=n Px Py2|X (y|z) Z C(z,y)
zeX yedo k=1
3 _ o )k—i—lek 1 L 3
=nb Px () Py, x (y|z) Z ———C(z,y)
reX yeyg k=1

(L15)

Note that the upper-bound in ([.14)) is finite since B(z,y) is bounded. Thus, the expression in
(1.15)) is also finite. Let cg be defined by

o0 k+19k 1 i
cg= max Z Z Px(z (z) Py, x (y]7) Z ~——C(z,y)

TzEX yEY2

: (L.16)

where the maximization is over all possible values of § € (0,1) and all possible conditional
probability mass functions PX| - Using this notation, it follows that

< nfcs
KS
This completes the proof. [ |
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Proof of Proposition 4

steps. First, an upper-bound on the average error probability at each receiver is
established. Given these upper-bounds, the second step consists in determining
the maximum number of messages that can be transmitted while keeping the error probabilities

THIS appendix presents the proof of Proposition [l The proof consists in two

upper-bounded.

Step 1:
Consider \; and s respectively given in ([@.8d) and (4.8¢). Denote their expected value over
the possible codebooks generated by Ay and As, respectively.

From (4.8¢)), it follows that

>y Ly H H Py x (vgjrlu(i’))Pr Y5 € D5(i)| X = vy
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J. Proof of Proposition

PY2|X (ylu(i)) Py, 1x(y|2)
>y Ay 2, O B i

i=1yeyy
:égg T p <§X o ))%)
i ZEE; S o) Hl ;P)qx (@l >>m
:éy% IWMH{"EDC“}E;(( (1= ) o) + 0Py x (@)

] PY2|X(yt‘£)
PYzlx(yt\ut('))

_ Z 5 Py, x (ylu(i ))ﬂ{yepc(z ) H (1 +0RY2|x(ytlut(i)) — PY2|X(yt|ut(i))>

= 1y€yn M Py, x (ye|u ()
Py, x (ylu(i)) Ry, x(ylz) — Py x (ylz) "
< — 1 . 1+ max 0
;yg);z M {yeDs (i} (z,y) EX X V2 PYQ\X(ZUM
R — P, "
—e(14  max Y2|X(?/|$) Y2|X(y’x)9 . (J.1)
(2.y)EX X V2 Py, x (y|z)

From (4.8d)), it follows that

A~ M M A
M=% —=Pr[Y1 € D§(i, )| X = v(i, )]
i=1j=1
M
=33 ——(Pr[Y1 € D)X = v(i, j)] Pr[Y1 € D5, j)| X = (i, j), Y1 € D5(3)]
i=1j=1

+Pr [V € D§(i)|X = w(i,5)] Pr [Y1 € D§(i, )| X = v(i,5), Y1 € Di(i)] )

M M
1 N N
<SS ——(Pr[Y1 € DS(H)| X = (i, j)] + Pr [V € D5, 5)| X = v(i,5), Y1 € Di(3)] ).
i=1j=1 MM
(J.2)
Hence,
M M 1 )
E, _Pr[Y; € D(i)| X = v(i, j
¢c ;;MM r Y1 e Di(i)] (i, j)]
M M 1 N
+Egc | D —=Pr Y1 € Di(i, /)| X = v(i,j), Y1 € D1(i)]
im1 =1 MM
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ZZ

Pr Yy € D5(i)| X = v(i,j)]]

C|C 1= 1] 1
) Py x(Y1l|v(i,j)) ¢ — i i .
Hae le Prfons (SR Ry ) < 1K = w1 £ D)
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(1.3)
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J. Proof of Proposition
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oM X Py x (ylz)
M ~
A 1 R
= M27" Z — [ 1-6%+6*>max vijx (U]2)
=M ) Py, x (y|z)

_ ) "
= M27" | 1+ 6 max Z M—l
zeX yEVL PYllX(y|$)
A~ R 2
:M27T]exp nlog 1+92 maXzM_l
wex = Pyx(ylr)
~ R 2
< M2 7exp | n* [ max > Ryx(ylz)” 1
veX = Pryjx(yle)
> 2
< M2 exp | K? | max > Byix(ylz)” 1)) 16)
vEX Py, x (y|x)

Thus, combining (J.3), (J.4), (J.5) and (J.6]), it follows that

A RY |X(y|x) — Py, |X(y’3«") " Py |X(Y1|X)
AM<el[14+60 max ! ! + Pr |log L <
! ( () eR Py, x (yle) 2\ Py x (Y ilu(W)) ) =7
. R 2
+M2 "exp | K? | max > Ry wla)” 1 . (J.7)
P
reX ve Yl\X(y|$)
Step 2:
Note that
Py, x(Y1|X) - Py, x (Y1,4] X))
Prlo ! < =Pr lo ! ’ < . (J.8
[ & (PY1|X<Y1|u<W>> n) =P oe \ B ey ) <) O

Py, x (Y1,6|X¢)

Note also that if X; = u,(W), then log, (W
) Jui

) = 0. Otherwise, if X; # (W),
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J. Proof of Proposition

then log, <%) # 0. Define the random variable L as
éZ]l{Xt#Ut(W} (J.9)
Define also
Dl: Z ZPX X|X iL".’IJ) (PY1|X:C2HPY1|X x)a (JlO)
TeEX TeX B
=1 —-p)(1—v)Ky/nDy, (J.11)
and &= {le{1,2,....,n}:{>(1—p)Kn}. (J.12)

Then, it follows that

n Py (Y14 X
Pr [Zlo&( Yl‘X( Lel ) > <n]
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Py x( (W)
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leg, 1 tlug

Using a Chernoff bound, it holds that
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It remains to establish an upper-bound on the first term in (J.13]). Note that
E zz:l PY1|X( )
¢ o
WX(l:L)YL(l:L)|L=E P g2 PY1‘X<Y1t|ut( ))
¢ M ¢ N
N Py x (e 2¢)
=3 253 T P Pl s (52
=ly.neVf x(mexé k=1 Y1 | X (YUt
¢ N
Py, x (yl2)
- (a0 P54 o (1
t=1 yga;l gc; Pxix ! Py, x (ylue(4))
e A
1 T=u¢ (2 P x
S Y ST X O By o) B0 o, ()
=1 yeoy peX im1 zcX i) x (Y]z)
=0) > Px(2) X|x(f|$)D(PY1|X:@|!Pyl\xzx)
zeX zeX
= (D;. (J.15)
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Note also that for £ € &£,
0> (1—p)K+/n.

Hence, it holds that
n— €D1: (1 - M)(l - V)K\/ﬁDl — 6[91
< (1 —v)¢Dy — Dy
= —uél_)l.

Therefore, it follows that

Py, x (Y1,4]X0)
Pr|) log i <nlL=¢
L; ? (PY1|X(Y1,t\ut(W)) |
Z A
Py 1x (Y141 Xe) _ _
=Pr log ! ’ —¢Dy <n—{tDy|L=1¢
[; ’ (PYllX(Yl,tWt(W)) ! 2
z A
Py x (Y1, Xe) _ _
log - : — (D) < —vIDy|L = ¢
; ’ (PY1|X(Y1,t\Ut(W)) ! 1
(a) 292 2
<Zexp<— : vl* Dy 2)
thl(_aM — am)

v2D?
=2 -/
eXP( (am — am)? )
V2 D?
-

(an — am)

< Pr

< 2exp (—

where (a) follows from Hoeffding’s inequality with ay; = MaX (5 )ex2x Y, 1082 (

. Py 1x (y|2)
and apy, = ming ; ,)ex2xy, 10gs <%>

Therefore, it follows by combining (J.13|), (J.14)) and (J.18]) that

P Y| X
Yl‘X( 11X) exp(—,u2Kf)+2exp< 7( 2
ay — Qm

br [logg (PY1|X(Y1|U(W))> =

Further, combining (J.7), (J.11)) and (J.19), it follows that

Ryl\x(y!w) Py, x (y|x )) + 2ex p( v?D?
(ans — am)?

A<e[1+6 max
( (2:y)EX X1 Py, x (ylz) ay — am)®

1 ~ A R
+ exp (—fMQK\/ﬁ) + M2~ (U=m - KVnD: exp [ K? [ max YllX
2 TEX = PY1|X
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Py 1x(y
Py, 1x(y

20

(J.16)

(J.17)

(1.18)

t)

—M)Kx/ﬁ>-

(J.19)
K\/ﬁ>

7))

(3.20)
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J. Proof of Proposition

Thus, Ay can be made arbitrarily small by choosing

logy (A1) = (1 = Q)(1 — (1 = v)Kv/nD, (1.21)

with (¢, i, v) €]0, 1[> arbitrarily small. [ |

122

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



Proof of Lemma 5

and an (n,C, M)—induced code, note that any message index pair (¢, j) € W x W

THIS appendix presents the proof of Lemma |5l Given an (n, M )-broadcast code C
satisfies for all x € X:

Zﬂ{w wi(i)) 21{1 @)} (Lz=oi)y + Daston(ig)y ) (K.1)
t

Developping the right hand-side of (K.1) and dividing the two hand-sides by the block-length
n yields

n n — n

N(z|u(i)) N(z,z|u(i),v(i,])) . z": ﬂ{x:utu)}l{x#vt(m)}_ (K.2)

Therefore, summing over all pairs of message indices (,5) € W x W, and normalizing by the
total number of messages M - M yields

ZZ (z wlu 009) | 5~ Momuin Loutign
i=1j=1 M t=1 nMM

= Py y(z,2) + L. (K.3)
Thus, it follows that

w(z)=n (Px () - ( ))

(2) (1 - Py (x]))
x ()0(x), (K.4)

—?
nPx

where the last equality follows from the definition of #(x) in (4.65)).
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K. Proof of Lemma @

Note also that from (4.62)), it follows that

B 1 M M n
Py (z,2)= T,
(@) nMM;;; =@} La=u (i)
LSS
=—= Lomu iy M a=o. .5 L a=a)
nMM 5 53= !
1 Mo
+ = ]lx:ui]lfc:vi']lx:fc
nMM;;tZI o= () La=o (i)} Lo}
. u :v,:v\U(z) vloily oy 4@ g Lemnn imuton Lss)
i=1j=1 M n i=1j=1t=1 w(m)MM
M M o
(a) N(I,$|’U,( ),’U(Z,])) w x) »
= = 1 r=¢t T %
;jl WM {z=1} X|X(x‘$)
M M n
Z ]lwutz]lx'utl, W \T) ~ ~
=Sy HiEL @) el g ( )me(x\x)
i=1j=1 nMM
MM L (1= Lagntiy) w@) 5
= Z Z = ]l{m:j} + Px‘X(ﬂl‘)
=1 =1 nM M n
L N(|u(@) = S Vo ()} Uaron (i)} w(®) 5 o
= ZZ = ]l{x::fc} + X|X(x‘x)
i—1i— nMM n
i=1j=1
_ f:f: N (afu(i) _ ZZ o Yomuy Lot
S aMM Ho=t) = 2 = nM M Ho=t)
w@) 5 on
+ n X|X($‘$)
®) = w(z w(z) A )
= Px(x)lp—sy — gl)]l{xac} + gl)PXX(fUVC)
_ w(zx) w(zx) 4 .
- (1- nPX<x)) Homay 77 P ()
© 5 A .
D Py(@) (1= 0(2)) Lpmsy +0(a) P 1 (01)) (K.5)
where (a) follows from (4.63); (b) follows from (4.60)); and (¢) follows from (K.4)).
This completes the proof. ]
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Proof of Lemma

that represents the decoded message index at Receiver 2. Consider the joint

THIS appendix presents the proof of Lemma @ Let W € W be a random variable
probability mass functions Qyy, and Ry, such that, for all pairs (i,y) €

W x Vg,

Qwy, (1Y) = Qv (¥) Ry, (ily), (L.1)
and Ry, (i,y) = Ry, (y) Ry, (ily), (L.2)

where )y, and Ry, are the marginal channel output probability mass functions respectively

in (4.10) and (4.11)), and
Qw iy, (1Y) = Ry 1y, (ily) = Liyep,i)- (L.3)

Consider also the joint probability mass functions Qwy, and Ry y, respectively in (4.70) and

(4.71). Note that

14 . ) .
|Rwy, — Qwy.|lrv= 3 Z > ‘RWYQ (i,y) + Ryry, (1, y) — Ry, (i, 9)

i=1yeyy
~Quwy,(i,y) + Qury, (1Y) = Qi (1,y)|
S HRWY2 ~Qiya|py HQWye = Qv+ HRWY2 ~ Byl
(L.4)

where the last inequality follows from the triangle inequality. The remainder of the proof
consists in establishing an upper-bound on each of the three terms in the right hand-side of

[CA).
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L. Proof of Lemma @

First, note that

HRWYQ - QWYQ
1yedy
: Py Z ‘RYz QYQ( )|
y€y2
= HRY2 QYQHTVJ

where (a) holds since (4.4c) is assumed with equality.
Note also that

H(?vV)fz-— Qv || oy

fZ > Qva(®) |Quwiy.(ily) — Quiy, (ily)|

=1 ye))2

*Z > Qy,( )‘QW|Y2(i|y)_ﬂ{yeD2(i)}’

i=1ye)3
1

i=1yeyy

=52 (sz Y)Liyens iy — Qv (W) Qv (ily)

=1yeyy

\)

Liyep,iyy + Qv (Y)Qwyy, (iy)]l{yepg(i)}>

@1 (1_ 1 —1—22 Z Qv (Y)Qw )y, (0 |y)]l{ye1)° )}>

=1yeyy

N

€,

™V EE: EE: ﬂ{yeih(z}|l%Y2( ) —

Qv (y)]

=5 Z > Qy,(y) <]1{yeD2(i)}<1 — Quy,(ily)) + ﬂ{yepé(i)}QW|Y2(i‘y)>

(L.5)

(L.6)

where (a) holds since (4.4c) holds with equality. Note that since (4.8c) is assumed with
equality, the equality in (L.3|) ensures that the same steps can be followed with the total

variation ||Rwy, — RWY2 v This yields

< €.

TV

Plugging (L.5| into (| . completes the proof.

Han — By,
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Proof of Proposition 5

THIS appendix presents the proof of Proposition

Note that

logy (M) = H(W)

@ g ovw)

& IO, Y4 + 1+ elog, (37)
91X ¥1|X) + 1+ elog, (M)

= H(Y1|X) — H(Y1|X,X) + 1+ ¢log, (M)
n
=3 HY1|X, Y11, Y12, Yo )—H (Y| X, X, Y1, Yig, ... Y1)+ 1+ élogy (M)
t=1

ST H(Y14lXy) — H(Y1,4|Xe, Xp) + 1+ élog, (M)

=nl

—~ =

X;Y1|X) + 1+ ¢élog, (M), (M.1)

where (a) follows from the independence between W and W; (b) follows from Fano’s inequality
[38]; (c) follows from the fact that the mapping from the set of message indices to the codewords
is deterministic and bijective in both the broadcast code C and the covert code C; and (d)
follows from the fact that the channel is memoryless.

Note that the mutual information in (M.1)) is computed with respect to a joint probability
mass function QXXYl’ where for all triplets (z,2,y) € X2 x V1,

Qx xy, (2. ,y) £Px(2) Py x (2]x) Py x (]2); (M.2)

the empirical conditional probability mass function Pfq  is obtained from both (4.61) and
(4.62)); and Py, |x is the marginal of the joint probability mass function in (4.1bj).
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M. Proof of Proposition @

In order to calculate the mutual information in (M.1)), let Qy;|x be the conditional marginal
of the joint probability mass function @ y Xy, In (M.2)), that is, for all pairs (z,y) € X x YVp:

Qv x(ylr)=>_ P % 1x (£12) Pyy x (9] 2)

TeEX
D (1= () Py x (yl2) + 02 Z (@) Py, x (4]2)
cX
D (1 - 0(@)) Pyr x (y]2) + 0(2) By, x (9]2), (M.3)

where (a) follows from Lemma (5 and (b) follows with _Ryﬂ x(ylz) in (N.6).
Using (M.2)) and (M.3]), the mutual information in (M.1) satisfies

I(X;Y1|X)
Py, x y|:%
— S Y Pra) Py (o) Pra x (y1) - log (1'

reEX TEX ye)1

=55 5 Px( Pyl B 0l) o (22

reEX zeX ye

=33 Pra) Py (ala) Pryx (vl - (log2 (W) og, <ny<y|>)>

TEX TEX yeQr

- Z Z Z Px(x X|X (2]z) Py x (y]2)

reEX TeX ye)r

'<10g2 (PYlX(ym> — log, <(1 — 0@) Prjx (ylz) + 9($)}%Y1X(y|ﬂf)> )

Py, x(y|x)

=Y > Px(a)Pgx(il2) <D<PY1|X:§£HPY1|X:I)

TEX TeX
B Mo . Ry, x (ylz) — Py, x (y|) >>

The last term in (M.4) can be approximated using a Taylor expansion of log, (1 + x) at x = 0.
For all k € {1,2}, let A : X x Vx — R be defined by

éYk|X(y|x) - PYk\X(?J|$)
Py, x(ylz)

Ap(z, y)= (M.5)

Then, the second term in the right hand-side of (M.4)) can be written as follows:

DD Px(e X|X (2|z) Py x (y|2) logy (1 + 0(x) A (2, y))

zeX TeX ye)

SDIDIDY Px(w)( — 0(2)) L (ysy + 0() Py (2]2)) Py, x (y]2) logy (1 + 0(x) A1 (x, )

TEX TEX yeEY!
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=) D Px(x) (PY1|X(ylfv) logy (1 +6(x)Ax(,y))

zeX yeY1

A

+0(z) ( s 1x (£12) Py x (y|2) — PY1|X(?J$)> logy (1 + 6(z) As (x, ?J)))

=3 > Px() (PY1|X(?J’§7) logy (1 +6(z)A1(z,y))

zeX yeY1
+0(z) (Byi x (ylz) — Py, x(yl2)) logs (1 + 0(x) A1 (. y)) )

0 (_1)kt1g(2)k
- Z Z Px () (PY1|X(Z/|=%) Z <1);9()141(:@3/)"3
k=1

zeX yeY
A e -1 k,+10 X k! ’
+0(a) (R ol) — P o)) 3o TP o y>k>
k=1
_ 00 -1 k+10 T k .
= Z Px(z) ( Z ()k()Xk(RYﬂX:xu Py x=z)
zeX k=2
© (1 k/+19 T k'+1 R
+ Z (=1) k’( ) Xk’+1(RY1|Xa:>PY1|Xx)>
k=1
- o (_1)EHlg()k
= Z Px () ( Z ()]€(>Xk(RY1|Xam Py, x=z)
zeX k=2
X (1) (x)F A
+ (k),_(l)Xk’(RYlem Pylxzx)>
k=2
_ 2 (=1)kg(z)k .
= Z Px () Z MXk(RY1|X—m, Py, x=z)
zeX k=2
_ 0(x)? . X (=1)kg(z)k .
=> PX('%')< 2) X2(Ryi | x—ar Prijx=z) + D (lguifl;Xk(RY1|X:xa PY1|X:x)>
TeEX k=3
_ 0(z)? . 0(z)3 N
> ) PX($)< (2) X2(Ry; | x=zs Pyi|x=z) — (6) X3(RY1|XZLIHPY1|X::E)>
rzeX
N
> - ) Px(a) : X3(Ry; | x=2> Pyi|x=2)- (M.6)
reX

Therefore, from (M.4) and (M.6) it follows that

I(X;Y1|X)

0(x)°
6

< Py () (PX|X(@$)D(PYI|X£||PY1|Xx) + X3 (Ry; | x—s> PY1|Xx)>
eX deX

8

= x (z)(1 — g(x))D(PYﬂX::Jc”PYﬂX:x) + Px(x)0(z) > PX‘X(‘%|‘7:)D<PY1\X:§:HPY1\X:x)
zeX sex

5 (o 0@)°
6

X3(Ryy | x =z Pyi|x=2)
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M. Proof of Proposition @

_ . R _ 0(z)? ~
=> ) Px(z)0(x) X|X(x|$)D(PY1|X:£||PY1|X:35) + Px(z) (6) X3(Ry; | x =2 Pyi|x=2)-
reX TEX
(M.7)
Finally, from (M.1) and (M.7)), it follows that
. 1 _ L
logy (M) < - A<1+ > Px(x) (n@(ﬂ:) ¢ix (El7)
- € TEX zeXx
6(x)? A
D( Py, x—al| Py x=0)+ (G)XS(RYlX::m PXﬁX:x)))‘ (M.8)

This completes the proof.
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Proof of Proposition 6

two steps. First, upper-bounds on the type-I and type-1I error probabilities are
established for a particular hypothesis test. Then, these upper-bounds are used
to derive a lower-bound on the cardinality of the set W.
Step 1:
Upper bounds on the type-I and type-II error probabilities at Receiver 2 are presented. The
underlying assumption is that Receiver 2 performs perfect decoding of the common message
index i € W. This assumption is essentially improving the capability of Receiver 2 for detecting
a covert communication. Thus, the upper bound obtained under this assumption is rather
loose. This step is reminiscent of [13, Lemma 11].
Under these assumptions, the hypothesis test run by Receiver 2 to determine whether or not
a covert communication occurs is the following:

{Ho 1Yo ~ Qyyjw=i
H1 : Y2 ~ RY2|W:i7

THIS appendix presents the proof of Proposition [6] The proof is established in

(N.1)

where the probability mass functions Qy,|—; and Ry,|y—; are respectively defined in (4.72))
and (E73).

Denote by «; € [0,1] and f; € [0,1] the type-I and type-II error probabilities associated with
a decision rule T; : Y3 — {0,1} of the form

0 if Hy is accepted,

(a2
Ti(y)= { 1 if Hy is accepted. (N-2)
That is,
;i =Pr [T;(Y3) = 1], and (N.3)
Bi=Pr[Ti(Y2) = 0], (N.4)

where the probability operator in (N.3) applies assuming that Yo ~ Qy,w—; and the
probability operator in (N.4) applies assuming that Y5 ~ Ry, jyy—;. The next proposition
establishes upper-bounds on «; in (N.3) and 3; in (N.4), under certain conditions.
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N. Proof of Proposition @

Given a fixed block-length n € IN, an (n, M, €)-broadcast code C and an (n,C, M,e, 0)-covert
code, consider for all message indices i € W the set

Wi ={j e W:wli,j) > v}, (N.5)

where v will be specified later.
Consider the probability mass function Ry, x such that for all pairs (z,y) € & x ) and
ke {1,2},

RYk\X (y|z)= Z ¢ 1x () Py x (y]2), (N.6)
TeX

with P %|x 18 in (14.63).

Define also for all y € V3
= Aur(d), ve(d, 5), 1), (N.7)
t=1

with

Py, x (y|2) — Py, x (y]2)
Py, x (y|z)

Az, 2,y) = (N.8)

and j* € argmax i, Pr [B(Yz) < T‘W =j|.
Consider the decision rule T : Y5 — {0, 1} of the form in (4.13]) such that for all y € )7,

T(y)= 1{By)>r}> (N.9)

with 7 € R4 an arbitrary threshold.
Consider first the type-I error probability a; in (N.3|). It follows from the choice of T" in

(N.9) that

a;=P [(YQ) 7]

= Z HPYz\X Yelut (1) L{B(y)>r)- (N.10)

ye)y t=1

For all i € W and t € {1,2,...,n}, define the random variable
Zir= Alue(1),ve(i,57), Y), (N.11)

where Y is distributed according to Py;|x—uy,(i)-
Then, it follows from (N.10) and the definition of the random variable Z;; in (N.11|) that

n
ai::Pr[EIZZtE'r
t=1

Denote by i, 0 and ¢y the first, second and third absolute moments of the random

(N.12)
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variable Z;;, respectively, i.e.,

pie= Y Pryx (ylue(9) A(ue (i), ve (i, 5%), ),
yeY2

o= Pyyx (Wlue(i) Alug(i),ve(i, %), y)* — piii,
ISR
and

dir=">_ Pyyx(ylue(i)) [A(ug(i), veli, 7)) — pael” -
YyEY2

For all (i,5%) € W x argmax i, Pr [B(y) < T’W = j} and all t € {1,2,...

Hit= Z PYg\X(Z/‘ut(i))A(ut(i)? vt(ivj*)? y)

YyEY2

= Z Py, x (vt (i, 57)) — Py x (ylue(i))
LISA)
-0,

Ui2t: Z PYQ\X<y‘ut(Z))A(ut(Z)7vt(lv.j*)v y)Q - :uzzt
Y€V

_ v (Praxtyini3) = P o)’
S Py, x (y]ue (i)

@,

where (a) follows from (4.77). Finally,

Git= > Prypx (ylue (i) [A(us (i), e (i, 5°), y) — pael®
YyEY2

’PYQ\X ylve(, 5°)) — Py x (y|ue (7))
- Pro (o)
< &5,

’ 3

with
N £ max .

te{1,2,...,n}

Therefore, it follows that
n
pi= Y pir =0,
t=1
n
01»2: Z U?t = nd,
t=1

and  ¢i= Y _ ¢i < ngy,
=1
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(N.13)

(N.14)

(N.15)

,n}, note that

(N.16)

(N.17)

(N.18)

(N.19)

(N.20)
(N.21)

(N.22)

133



N. Proof of Proposition @

with d in (4.77)) and ¢} in (N.19).
It follows from (N.12) that

=1 gi
(a) — s .
<Q (T MZ) + Cog;
(b) T ) neod;
<Q + :
< vnd vV nd3
(@) T c3
© N N.23
Q ( - d) o (N.23)

where (a) follows from the Berry-Esseen Theorem (Theorem [21]); (b) follows from (N.20))-(N.22);
and (c¢) follows with

Cc3 £ Co(ﬁdi%. (N.24)

Consider now the type-II error probability 3; in (N.4). It follows from the choice of T in
(N.9) that

Bi: Pr [B(YQ) < 7']

1 A

=—— 3 Pr[B(Yy) <7 =]

< max Pr [B(Y5) < 7| = j] . (N.25)

JEW;
Let j* be
j* € argmax Pr [B(Yg) < T‘W = j] , (N.26)
JEW;
and define for all ¢ € {1,2,...,n} the random variable

Zit: A(ut(i)avt(iaj*)ay)’ (N27)

where Y is distributed according to Py, |x—y,(i,j*)-
definition of the random variable Z; in (N.27) that

Then, it follows from (N.25) and the

Bi< Pr

zn: iy < 7’] . (N.28)

t=1

Denote by fi;4, 64 and QASZ-t the first, second and third absolute moments of the random
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variable Z;;, respectively, i.e.,

fir= "> Pyyix (ylve(i, 57)) Alue (i), v (4, 57%), ),
YyEY2

6= Pyyx (Wlve(i,57) Al (i), v (i, 5°), ) — 03,
YEV2
and

éit: Z PYQ\X(y’vt(i7j*)) ’A(ut(i)avt(iaj*)ay) - Iait|3 :
yeY2

For all (i,7*) € W x argmax; 3,

frit= Z PY2|X(y’vt(i7j*)>A(ut(i)7vt(iv.j*>7y)7
ISN%)

6z2t: Z PY2|X(y|Ut(i7j*))A(ut(i)7Ut(iaj*)ay)2 - ﬂ%t,
yeY2

and

(%’it: Z PY2|X(y’Ut(iaj*)) ‘A(ut(i)’vt(iaj*)vy) - ﬂit|3
yeEY2
< &7,
with
* A n
Pl a. it s
(;51 tE{IlI}Z,.}.C.,n} ¢Zt

Therefore, it follows that
n
fii= Z fit
n
= > Pux(loe(i, 5%)) Alur(d), ve(i, 7). y)

= ) Dy tontig) Prax Wloe (6, 57)) Aug (4), ve(i, 57), )

(N.29)

(N.30)

(N.31)

Pr [B(y) < T’W = j}, and all t € {1,2,...,n}, note that

(N.32)

(N.33)

(N.34)

(N.35)

=35 L@yt A i), vili, 7). ) (Pryix (lve(i, 5%)) — Py x (ylue(d)))

t=1ye)a
N (Pratx (lve(i, 57) —PYQ\X(yIUt(i)))Qn
- tz:lyeyg Py, x (y|ue () {ue(D)F0e(0.57)}
9 (i ),
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N. Proof of Proposition @

where (a) follows from (4.77)). It also follows that,

n
~2_ ~2
Ui—zo'it

t=1

=33 PyyxWlo(i,5%)) (Aw(d), v(i, 5%), )~ figy)
t=1ye)s

<D0 Pryx (ylvi(i, 57) A(u (i), v (i, %), )
t=1yeYs

= Z]l{ut(i):vt(i,j)} Z PYz\X(y|ut(i))A(ut(i)7Ut(ivj*)vy)2
t=1 YyEY>
Z {ue(3)#ve(3,5)} Z PYQ\X |Ut(Z J ))A( (Z),Ut(i,j*),y)2
t=1 yEYo

n

=Y Py ix(ylue() Aug (i), ve (i, 5%), 4)% + Al (), ve (i, 5°)5 9)* Dy () 20 (,))

t=1yeYs
(Pyy x (Wlve (i, 57)) — Pyyx (ylue (7))

(a)
< nd + w(i, j°)d'
<nd+w(i,j) |d],

where (a) follows from (4.77)), with
d= glea%( X3(PY2|X:$7 PY2|X:uz(i))'

In addition, 67 also satisfies:

n(d - IU’Z) + UJ(Z,] )d,/a
with
2 me g,
te{1,2,...,n}

and
d’ = min x3( Py x =) Pra|x=ue(s))-

Finally, it also holds that
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(N.37)

(N.38)

(N.39)

(N.40)

(N.41)

(N.42)



It follows from (N.28)) that

ﬁz< Pr ZZzt - ﬂz < 6'@7- j MZ‘|
t=1 v
n . R R T ,U'L
=1—-Pr it — i = 05— ‘|
(a) - Ai Az
2o(-5E) <o
AZ _ T AZ
=Q < N > + ¢o ?3
O sid-r . neod; i
Vnd+wi, )] )\ fn(d— i)+ wii ) |d]
(© i) —
Qo wlidd-r ), o (N.43)
Vnd+w(i )] ) Vn

where d' is in (N.38), (a) follows from the Berry-Esseen Theorem (Theorem [21)); () follows
from (N.36)), (N.37)), (N.39), (N.42)); and (¢) follows with ¢4 a positive constant

A _3

ea & cod (d— pi) (N.44)
Finally, choosing 7 such that
T = V—d, (N.45)
2

and plugging it into (N.23)) and (N.43) yields respectively

I/\/ZZ C3
< £ N.4
cofsf)

and

s <\/nd+w(i,j*) yd'y> T n

vd Cy
S —, N.47
<9 <2\/nd—|—w(i,j*) m) G (47

where the last inequality follows from the fact that by definition of W, w(i,j*) = /nv.
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N. Proof of Proposition @

Note that
vd vd
Q — =@ —
2\/nd+w(2,j*) |d'] 2\/71 d+ W(w ) )
=Q \[
w(zg )|d’|
(a) /
20 vd 7 ||
2y/n Qnd
C Q(uﬂ) L el
2y/n Anv2md
< Q(Vﬁ) N VQ\/ﬁ’d,‘7
2y/n 4dn/2md
d 2 d’
=Q(”f) 2 (N.18)
2y/n 4v/nv2md
where (a) follows from the fact that (1 + x)fé >1- 35 forall x E R4; and (b) follows from
the fact that for all 0 < y < z, it holds that Q(x — ) < Q(z) + \/7
Thus, by letting
A v |d'|
= N.49
¢ = 4,—— (N.49)
it follows that
vVd
Bi< Q( ) + —= (N.50)
2vi) e

Step 2:
From Lemma |4} it follows that given an (n, M, €)-broadcast code, any (n,C, M, ¢, d)-covert
code satisfies:

0> HRY2 - QY2||TV

>HRWYf_QWYNTV_€_€

:—e—e—i-iz Z

=1 yey2

ZPYQ\X ylv(i, ) — Py, x (ylu(i)

1 M
M Z; HRYQ\W:z‘ — Qv jw=i v €6 (N.51)
1=

where the probability mass functions Qy,y—; and Ry, |y—; are respectively defined in (4.72)
and (£.73). For all message indices i € W, consider the set W; in (N.5)). Note that W; and
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Wf form a partition of the set W. Let RQZ |ZI)/V and Rg/r ﬂ}v be respectively defined by

Wy 1 e .
RO )2 = S TT Prajx (welvn(i, ). and (N.52)
Wil o, i=1
) a 1 & P . N
Ry, iw W)= > T Praix (welve (i, 5)).- (N.53)
3 jEWftzl

Consider that the transmission of covert communications occurs by using the sub-code whose
codewords have lower-bounded weight, i.e., v(i,7) with i € W and j € Wi. Under this
consideration, the test run by Receiver 2 to determine whether or not private messages are
being sent is

{Ho 1Yo ~ Qy,w=i,

- (N.54)
H Yo~ R%;@V:Z.,

where the probability mass functions Qy,w—; and Rg, ”)/V are respectively defined in

and (N52).

Denote by &; € [0,1] and §; € [0,1] the type-I and type-II error probabilities associated with
a decision rule T; : Y3 — {0,1} of the form

o | 0 if Hy is accepted,
Ti(y)= { 1 if Hy is accepted. (N-55)
That is,
&;=Pr [T;(Y2) = 1], and (N.56)
Bi [T:(Y2) = 0], (N.57)

where the probability operator in (N.56) applies assuming that Yo ~ Qy,w—; and the

probability operator in (N.57)) applies assuming that Yo ~ Rg, |I)/V i
Note also that for all message indices i € W, it follows that

1 , 1 ¥ o
HRY2|W:i = Qv w=i|| 1= 3 > Py, x (ylu(i) — 7 > an(?ﬂ”(%]))‘
yeyy =1

=Y |+ Z(wwyw»—&ﬂwwmm

yeyy ew;

LS (Prax (w00 1)) — Pyyx (wlu(i))
M

JEWS
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N. Proof of Proposition @

(a) 1 . .
Z 3 Z (Pyix (ylu(i) —PYQX(’!I|’U(Z,J)))'
GJ’S ew;
1 . ,
| X (PY2|X<yrv<z,g>> = Pyyx (ylu(i)) ’
JEWs
1 Wi 1 , 1 o
yeyy ‘ z’jewi
_IWEI b, a |
‘WC‘ > Propx(ulv(i.5) — Pyyx (ylu(i)
]€W°
® | IWE || 00
= M Y2|W i QYQ‘W % - M ‘ Y2|W:i - QYQlW:i v
© W] W) Vs
> M ‘RYzw—z QY2|VV:z _W
@ DA DA
> ~ l—a&;— i) — =
L I
hL (1 —q— ) = 2]
(1-a- ) - 2

51l -5) -2

(N.58)

where v will be specified later, ¢15 is a constant, (a) is a consequence of the triangle in-
- e W) W
equality; (b) follows from the definition of Ry, and Ry ‘W in (N.52) and (N.53) re-

spectively; (c¢) follows since

OA5)
RYQIW:i — Qy,|w=i v

< 1; (d) follows since oy + B; >

1-— Rg;}ﬁ)/v:i = Qy,jw=i [37, Theorem 13.1.1]; and (e) follows from (N.46) and (N.50).
Plugging (N.51) into (N.58) yields
l/\[ C15 ¢
—20 ( ) A (N.59)
2yn)  n oM
Choosing v in (N.5|) such that
2 1—96—
y = B0 ( ”) : (N.60)
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with n € (0,1 —¢), it follows that

which implies

with Cg = 0175

M A
25 —>1-2
MM Q

UVA) 55 5
ovn) ~ Un
=1—1+6+n*%7 —e—¢
s .
VIR
T
PV S0 (e
M = M 2 n ’

. This completes the proof.
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Proof of Lemma

HIS appendix presents the proof of Lemma [/} Note that the probability mass
I function Py, x verifies for all (z,2') € X2 such that = # 2’

Py, x (z]x) = 1 = 2Py, x (2'|x)= 1 =2 (p1 + p2 — 3p1p2)
—1-2p, (0.1)

with p = p1 + p2 — 3p1p2.
Note also that due to the nature of the channel, x2(Py,|x—o, Pys|x=z) verifies for all
(z,2') € X2 such that = # 2':

2
(PY2|X(y\33/) — Py, x(ylz))
vEYs PYQ\X(ZJ|33)

S (PY2|X(?J|$,) - PY2|X(?J|33))2
= Py, 1x (ylz)

(Pyy x(x]2’) — PY2|X($\»’U)>2 (Pyy x (2']2') — PYQ\X(x,|$))2
Py, x (z|z) Py, x (2'|z)
(Pryix (@l') = Pryx (@']2))°
) PY2|X($'|952)
3p—1 1-3
(119_ 2p) n ( ) D)
(3p—1)* (1 - p)

~ -2 ©32)

XQ(PY2|X::B’a PYQlX:l’): Z

143

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2019LY SEI070/these.pdf
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés



O. Proof of Lemma El

and D(Py1 \x=a || Py, ‘X:$> verifies:

D(Py; x=|Prix=2)= D_ Prijx(ylz)log, (W)
= — )=
1 1 yEY: 1 Py, x(y|x)

Py, x (2'|2") )
_ P 1
Py, x('[2) + Py, |x (z|2") logy

1 —2p P1
~ 1 optom () ¢ prtos, ()
( p1) log, o1 p1logs 1—2p,

— (1 - 3p1)log, ( * _pfpl) | (0.3)

Pylx(frlw’)>

= PYI‘X(x/’x/) 10g2 ( PY \X($|$)
1

This completes the proof. [ |
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