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Abstract

This PhD thesis is registered in the framework of the project “SCALA” which received fi-
nancial support through the program ANR-11-SECU-0005. Its ultimate objective involves the
on-line monitoring of Supervisory Control And Data Acquisition (SCADA) systems against
cyber-physical attacks. The problem is formulated as the sequential detection and isolation
of transient signals in stochastic-dynamical systems in the presence of unknown system states
and random noises. It is solved by using the analytical redundancy approach consisting of two
steps: residual generation and residual evaluation. The residuals are firstly generated by both
Kalman filter and parity space approaches. They are then evaluated by using sequential analysis
techniques taking into account certain criteria of optimality. However, these classical criteria
are not adequate for the surveillance of safety-critical infrastructures. For such applications, it
is suggested to minimize the worst-case probability of missed detection subject to acceptable
levels on the worst-case probability of false alarm and false isolation. For the detection task, the
optimization problem is formulated and solved in both scenarios: exactly and partially known
parameters. The sub-optimal tests are obtained and their statistical properties are investigated.
Preliminary results for the isolation task are also obtained. The proposed algorithms are applied
to the detection and isolation of malicious attacks on a simple SCADA water network.

Keywords: Sequential analysis, Signal detection, Change-point problems, Linear models
(Statistics), Computer crimes.

Résumé

Cette these s’inscrit dans le cadre du projet “SCALA” financé par ’ANR a travers le programme
ANR-11-SECU-0005. Son objectif consiste a surveiller des systémes de contréle et d’acquisition
de données (SCADA) contre des attaques cyber-physiques. Il s’agit de résoudre un probléme de
détection-localisation séquentielle de signaux transitoires dans des systemes stochastiques et dy-
namiques en présence d’états inconnus et de bruits aléatoires. La solution proposée s’appuie sur
une approche par redondance analytique composée de deux étapes : la génération de résidus, puis
leur évaluation. Les résidus sont générés de deux facgons distinctes, avec le filtre de Kalman ou
par projection sur l'espace de parité. Ils sont ensuite évalués par des méthodes d’analyse séquen-
tielle de rupture selon de nouveaux critéres d’optimalité adaptés a la surveillance des systemes
a sécurité critique. Il s’agit donc de minimiser la pire probabilité de détection manquée sous la
contrainte de niveaux acceptables pour la pire probabilité de fausse alarme et la pire probabilité
de fausse localisation. Pour la tiche de détection, le probléeme d’optimisation est résolu dans
deux cas : les parametres du signal transitoire sont complétement connus ou seulement partiel-
lement connus. Les propriétés statistiques des tests sous-optimaux obtenus sont analysées. Des
résultats préliminaires pour la tache de localisation sont également proposés. Les algorithmes
développés sont appliqués a la détection et a la localisation d’actes malveillants dans un réseau
d’eau potable.

Mots-clés: Analyse séquentielle, Détection du signal, Rupture (statistique), Modéles linéaires
(statistique), Criminalité informatique.
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General Introduction

Context and Motivation

This manuscript addresses the problem of sequential detection and isolation of cyber-physical
attacks on Supervisory Control And Data Acquisition (SCADA) systems. The SCADA systems
are large-scale industrial control systems designed for controlling and monitoring geographically
dispersed assets such as electric power grids, gas pipelines and water distribution networks. The
rapid development in information and communication technology renders modern SCADA sys-
tems more and more susceptible to cyber-physical attacks, not only on physical elements but
also on cyber infrastructures. The security of SCADA systems against malicious attacks has
been receiving a great deal of research attention over the past few years, especially after the
Stuxnet incident in 2010 [47]. Methods proposed for improving the security of safety-critical
infrastructures can be broadly classified into two main categories: protection and surveillance.
The protection of SCADA systems focuses mainly on the confidentiality, the integrity and the
availability of data by information security measures [16]. The surveillance of SCADA sys-
tems, on the other hand, consists in distinguishing their nominal operation from their abnormal
behavior and identifying between different types (or locations, sources) of malicious attacks.

The system surveillance can be globally divided into two smaller classes: parametric approach
and non-parametric approach. The parametric approach consists in determining a set of math-
ematical equations governing the operation of the system under normal operation as well as
under abnormal behavior. The system is said to operate normally if its outputs correspond to
those generated from the parametric model under normal operation. On the other hand, if the
outputs of the system are consistent with one abnormal mode of the parametric model, the sys-
tem is said to be in that abnormal behavior. The parametric model of the system is sometimes
difficult to obtain in many practical situations. Hence, the non-parametric approach is generally
considered as an alternative solution to the parametric approach in such circumstances. The
non-parametric approach, which does not require the parametric model, focuses mainly on an-
alyzing the relationship of observed data (i.e., system outputs). The system is said to be in
abnormal behavior if the observations are sufficiently scattered from those obtained during the
normal operation.

This PhD thesis is registered in the framework of the project “SCALA” (i.e., Surveillance Con-
tinue d’Activité et Localisation d’Agression), received financial support from the “Agence Na-
tionale de la Recherche” through the program “Concepts, Systeémes et Outils pour la Securité
Globale”, i.e., ANR-CSOSG, Project ANR-11-SECU-0005). The ultimate target of this project
is to develop monitoring schemes for detecting and isolating cyber attacks on SCADA systems.
In the project SCALA, there are two PhD theses focusing on two aforementioned methods, i.e.,
parametric approach and non-parametric approach. This PhD thesis follows the parametric
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setting where it is required to develop the models of SCADA systems under normal operation
as well as under different attack scenarios.

The physical layer of most SCADA systems can be described by a set of partial differential
equations (PDEs). Sometimes, it is more convenient to describe the SCADA systems in the
discrete-time state space model by linearizing the PDEs around the operating point. Gener-
ally, the discrete-time state space model is infected by random noises, i.e., process noises and
sensor noises. The process noises are injected into the state evolution equation for reflecting
some non-modeled phenomena or model uncertainties. The sensor noises are added to the sen-
sor measurement equation for describing the inaccuracy of measurement instruments. In this
manuscript, the process noises and the sensor noises are assumed to be independent identically
distributed (i.i.d.) zero-mean multivariate normal random vectors. The cyber-physical attacks,
on both the physical layer and the cyber layer, are modeled as additive signals of short duration
on both system equations. For this reason, the on-line monitoring of SCADA systems against
malicious attacks is transformed into the sequential detection and isolation of transient changes
in stochastic-dynamical systems in the presence of unknown system states (often regarded as
the nuisance parameter) and Gaussian random noises.

The monitoring of safety-critical applications against cyber-physical attacks is closely related to
the fault detection and isolation (FDI) problem in the fault diagnosis community. The ultimate
objective of a statistical FDI problem consists in deciding whether something has gone wrong
or everything is fine and then determining the location as well as nature of the fault [206].
Generally, the fault diagnosis problem is solved by the analytical redundancy approach which
is comprised of two steps: residual generation and residual evaluation. The negative impact
of unknown system states is eliminated by utilizing the residual generation techniques in the
fault diagnosis literature and the negative effect of random noises is reduced by exploiting well-
known methods in statistical decision theory. This manuscript focuses mainly on the sequential
detection and isolation of anomalies in the sequence of residuals.

The sequential change detection and isolation techniques are suitable to the on-line monitoring
of SCADA systems against cyber-physical attacks due to their ability to process observed data
in real time. The operation of a SCADA system is assumed to be initially in normal behavior
and, at an unknown time instant (i.e., the change-point ko), it may unexpectedly undergo an
abrupt (or a gradual, an incipient) change-of-state from normal to abnormal because of the
malicious attacks. The problem of interest is to design detection-isolation algorithms being
capable of detecting the change-point and identifying the change-type subject to certain criteria
of optimality [175].

The criteria of optimality for the classical quickest change detection problem, which deals with
the change of infinitely long duration, should attain a trade-off between the risk associated with
raising the false alarm and the risk related to the detection delay. Globally, the optimality
criteria should be in favor of minimizing the “worst-case” average detection delay subject to an
acceptable value on the false alarm rate. The “worst-case” operation is imposed on all possible
values of the change-point kg since it is generally unknown. The false alarm rate can be measured
by either the average run length (ARL) to false alarm or the (conditional) probability of false
alarm within any time window of predefined length. Taking into account such criteria, several
optimal or asymptotically optimal detection algorithms have been proposed for both Bayesian
approach (i.e., where the change-point k¢ is considered as unknown and random) and non-
Bayesian approach (i.e., where the change-point kg is considered as unknown but non-random).

The sequential change detection-isolation problem is considered as a generalization of the quick-
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est change detection problem where there are several change types (i.e., multiple hypotheses on
the change types). The criteria of optimality for the joint detection-isolation problem must take
into consideration the risk associated with the false isolation. Classical optimality criteria for the
joint detection-isolation problem aim at minimizing the worst-case average delay for detection-
isolation subject to acceptable levels on the false alarm and false isolation rates. Similar to the
detection problem, the false alarm rate can be measured by either the ARL to false alarm or the
probability of false alarm within any time window of predefined length. The false isolation rate,
on the other hand, can be evaluated by multiple indexes, including the ARL to false isolation,
the (worst-case, conditional) probability of false isolation and the probability of false isolation
within any time window of given length. Asymptotically optimal procedures with respect to
various detection-isolation criteria have been proposed under both Bayesian and non-Bayesian
settings.

The classical quickest change detection-isolation problem posits that the post-change period
is infinitely long. The average delay for detection-isolation is, therefore, the only quantity
of interest for evaluating the risk associated with the detection of abrupt changes. Recently,
special attention has been paid to the problem of detecting transient changes, i.e., the changes
of short period. The traditional quickest change detection criterion minimizing the average
detection delay subject to an acceptable level of false alarms is not adequate for the detection of
short-duration signals. In such circumstances, the criteria of optimality should be favorable of
maximizing the “worst-case” probability of detection (or minimizing the “worst-case” probability
of missed detection) subject to an acceptable level of false alarms.

In addition, for safety-critical infrastructures such as electric power grids, water distribution
networks, or gas pipelines, a hard limit L is generally imposed on the detection delay since
the detection of signals with the delay greater than L may cause catastrophic damage. The
acceptable delay L represents the “point of no return” since it is impossible to bring the system
back to normal operation after being compromised for a period greater than L. This value L
can be calculated a priori from the gravity of the changes (i.e., the magnitude of the changes)
and the permitted consequence of the changes. Any detection of the changes with detection
delay greater than the predefined value L is considered as missed. Hence, the optimality criteria
for safety-critical applications aim also at maximizing the “worst-case” probability of detection
(or minimizing the “worst-case” probability of missed detection) subject to an acceptable level
of false alarms.

The on-line monitoring of SCADA systems against cyber-physical attacks considered in this
manuscript includes both aforementioned types of transient changes. The malicious attacks are
generally performed within a short period due to the resource limits of the attackers. More-
over, it is needless to say that the SCADA systems have been playing an extremely important
role in almost safety-critical infrastructures, including electric power grids, gas pipelines, water
networks or industrial processes. For these reasons, it is extremely suitable to formulate the
attack detection-isolation problem as the problem of detecting and identifying transient signals
in stochastic-dynamical systems. The optimality criteria involves the minimization of the worst-
case probability of missed detection subject to acceptable levels of false alarm and false isolation
rates.
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Structure of the PhD Thesis

This manuscript is organized as follows. The security of SCADA systems against cyber-physical
attacks is introduced in chapter 1. The rest of the manuscript is split into two parts, consisting
of five chapters. The first part, which includes chapter 2, chapter 3 and chapter 4, focus mainly
on the sequential detection and isolation of transient signals on stochastic-dynamical systems. In
chapter 2, we recount recent results on the statistical decision theory, including non-sequential
hypothesis testing, sequential hypothesis testing, sequential change detection and isolation, and
sequential detection of transient signals. Chapter 3 and chapter 4, which are the principal
contribution of this thesis, are reserved for designing suboptimal algorithms for detecting and
isolating additive signals of short duration in the discrete-time state space model driven by
Gaussian noises. The second part of this manuscript, which is comprised of chapter 5 and
chapter 6, is dedicated to applying theoretical results obtained in the first part to the detection
and isolation of cyber-physical attacks on two SCADA systems, including a simple SCADA gas
pipeline and a simple water distribution network. The models of two aforementioned SCADA
systems as well as cyber-physical attacks are developed in chapter 5. In chapter 6, the detection-
isolation schemes designed in chapter 3 and chapter 4 are applied to the detection and isolation
of several attack scenarios. Several concluding remarks are drawn on the basis of the numerical
examples. The details of each chapter are presented in the following.

Chapter 1 is dedicated to studying the security of SCADA systems against cyber-physical at-
tacks. Firstly, we study the architecture of modern SCADA systems and investigate system
vulnerabilities as well as susceptible points which could be exploited by adversaries for per-
forming malicious attacks. Secondly, we resume various approaches for improving the security
of SCADA systems, including the information security approach, the secure control theory ap-
proach and the fault detection and isolation (FDI) approach. Following the FDI approach, the
SCADA systems are described as the discrete-time state space model with Gaussian noises and
the cyber-physical attacks are modeled as additive signals of short duration of both system equa-
tions. The on-line monitoring of safety-critical infrastructures is formulated as the sequential
detection and isolation of transient signals on stochastic-dynamical systems.

The state-of-the-art of statistical decision theory is reviewed in chapter 2. In this chapter, we
present essential methods for dealing with random noises in a stochastic system. The statistical
decision theory considered in this chapter is split into four main sub-classes. The first sub-class
is the non-sequential hypothesis testing which deals with the choice between two or more hy-
potheses on the basis of the fixed number of observations generated from random variables. The
second sub-class is concerned with the sequential hypothesis testing problem where the sample
size is not a priori fixed but depends on the observations themselves. The sequential detection
and isolation of abrupt changes (i.e., changes of infinitely long duration) in a stochastic system
are classified into the third sub-class. Various optimal or asymptotically optimal detection-
isolation algorithms with respect to different criteria of optimality are considered. The results
of the third sub-class is closely related to the final sub-class, i.e., the sequential detection of
transient signals (i.e., changes of short duration) in a stochastic system. Similar to the third
sub-class, several criteria for the transient change detection problem as well as optimal (and sub-
optimal) algorithms are also reviewed. Up to our best knowledge, the joint detection-isolation
of transient signals has not been considered.

Chapter 3 presents the main contribution of this PhD thesis. The on-line monitoring of SCADA
systems against cyber-physical attacks is officially formulated as the detection of additive signals
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of short duration on both equations of the discrete-time state space model in the presence of
unknown system states (i.e., the nuisance parameter) and Gaussian random noises. The criterion
for the transient change detection problem, minimizing the worst-case probability of missed
detection for a given value on the worst-case probability of false alarm within any time window
of predefined length, is utilized through this chapter. The nuisance parameter is eliminated by
exploiting classical techniques in fault diagnosis community, i.e., the steady-state Kalman filter
and the fixed-size parity space approaches. The unified statistical model of residuals generated
by both aforementioned techniques is developed. The Variable Threshold Window Limited
(VIWL) CUSUM algorithm, which was first introduced in [67,69] for independent Gaussian
observations, is adapted to the unified statistical model. The optimal choice of thresholds with
respect to (w.r.t.) the transient change detection criterion is solved and it is shown that the
optimized VITWL CUSUM test is equivalent to the simple Finite Moving Average (FMA) test.
In addition, a numerical method is introduced for investigating th statistical performance of
these detection rules. Furthermore, the proposed numerical method is exploited for analyzing
the sensibility of the sub-optimal FMA test w.r.t. several operational parameters. Finally,
a more practical scenario where the transient change parameter is partially known (i.e., the
change profiles are assumed to be known but the change magnitude is unknown) is considered.
Sub-optimal detection procedures are also proposed for such circumstances.

Chapter 4 generalizes the results obtained in chapter 3 to the joint detection-isolation of transient
signals on the discrete-time state space model. The unified statistical model is revised so as to
adapt to the detection-isolation problem where there are multiple transient change hypotheses.
A completely novel criterion of optimality for the transient change detection-isolation problem
is introduced. The criterion involves the minimization of the worst-case probability of missed
detection subject to acceptable levels on the worst-case probability of false alarm within any time
window of predefined length and the worst-case probability of false isolation during the transient
change period. Traditional algorithms for the quickest change detection-isolation problem are
adapted to the transient change scenario, including the generalized WL CUSUM test, the matrix
WL CUSUM test and the vector WL CUSUM test. Especially, we propose the FMA version for
the transient change detection-isolation problem. Upper bounds on the error probabilities of the
FMA test are also calculated. Though no optimality result is obtained, the FMA detection rule
is shown to offer better statistical performance than traditional detection rules by simulation
results.

In order to demonstrate theoretical results obtained in chapter 3 and chapter 4, we develop in
chapter 5 the models of two typical SCADA systems, including a simple SCADA gas pipeline
and a simple SCADA water distribution network under normal operation as well as under cyber-
physical attacks. By linearizing a set of PDEs around the operating point, the physical layer of
both systems can be described in the discrete-time state space model driven by Gaussian random
noises. The cyber-physical attacks on both physical layer and cyber layer can be modeled as
additive signals of short duration on both state evolution and sensor measurement equations.

In chapter 6, we apply the theoretical results obtained in chapter 3 and chapter 4 to the detec-
tion and isolation of cyber-physical attacks on the SCADA gas pipeline and the SCADA water
network developed in chapter 5. This chapter is organized as follows. Firstly, the negative
impact of several types of cyber-physical attacks on closed-loop control systems is demonstrated
by performing different attack scenarios on the simple SCADA gas pipeline. Secondly, theoret-
ical findings in chapter 3 are applied to the detection of cyber-physical attacks on the simple
SCADA water network. The statistical performance of several detection procedures is investi-
gated by both Monte Carlo simulation and numerical method. It is shown that the FMA test
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performs better than traditional detection rules, including non-parametric x? detector, CUSUM
detector and WL CUSUM detector, for both the steady-state Kalman filter approach and fixed-
size parity space approach. The sensitivity analysis of the FMA test w.r.t. several operational
parameters is carried out by both numerical method and Monte Carlo simulation. The com-
parison between two residual-generation methods, i.e., Kalman filter and parity space, is also
performed. The statistical performance of several detection algorithms under partially known
transient change parameters is also examined by the Monte Carlo simulation. Finally, a more
complex SCADA water network is utilized for investigating the statistical performance of sev-
eral detection-isolation algorithms proposed in chapter 4. The proposed FMA test is compared
with the generalized WL CUSUM, the matrix WL CUSUM and the vector WL CUSUM under
different scenarios. It is shown that the FMA detection-isolation rule offers better statistical
performance than traditional methods.

Contribution of the PhD Thesis

The main results of this PhD thesis have been reported in the following papers.
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1.1 Introduction to SCADA Systems

As defined in [172], Supervisory Control And Data Acquisition (SCADA) systems! are highly
distributed control systems used to control geographically dispersed assets, often scattered over
thousands of square kilometers, where centralized data acquisition and control are critical to
system operation. These large-scale industrial control systems (i.e., SCADA systems) have
been playing an extremely important role in almost safety-critical infrastructures [98] such as
electric power grids, transportation systems, communication networks, oil and gas pipelines,
water distribution and irrigation networks and multiple facilities, including heating, ventilation
and air conditioning (HVAC) systems for buildings, or traffic control systems for airports, etc.
These safety-critical assets, however, are becoming more and more susceptible to cyber-physical

ISCADA systems are closely related to several types of control systems, including Distributed Control Systems
(DCS) [172], Networked Control Systems (NCS) [71,77], Process Control Systems (PCS) [172], Industrial Control
Systems (ICS) [172], and Cyber-Physical Systems (CPS) [108,140]. In order to avoid confusion, these terms are
utilized interchangeably in this manuscript.
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attacks?, not only on the physical infrastructures but also on the communication network and
the control center.

The typical architecture of a modern SCADA system, as shown in figure 1.1, consists of three
layers: supervisory control layer, automatic control layer and physical layer. The exchange of
data among elements in the system is carried out through the communication network [61].
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Figure 1.1 — Typical architecture of a modern SCADA system.

Supervisory control layer

The supervisory control layer (or the control center) is responsible for controlling, monitoring and
supervising the operation of a SCADA system by gathering data from field devices, performing
supervisory tasks, and sending control commands to field controllers through the communication
network. The control center of a typical SCADA system consists of following elements:

e SCADA server: Being considered as the heart of the control center, the SCADA server is
in charge of controlling and supervising the operation of the system.

o Communication server: The communication sever, as its name implies, enables the data
exchange between the control center and lower-level layers. The OLE (Object Linking and
Embedding) for Process Control (or OPC server) is an example of communication server,

2In this manuscript, we use the term “cyber-physical attack(s)” instead of “cyber attack(s)” for describing the
coordination of both cyber and physical activities into the malicious attack(s).

8
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acting as an interface for different software packages to access data from field devices such
as Master Terminal Units (MTUs), Remote Terminal Units (RTUs) or Programmable
Logic Controllers (PLCs).

e Builder server: The builder server is used to load, unload or re-program field devices such
as PLCs or RTUs through Ethernet and/or serial cables. An example of a builder server
is the software package WinCC/STEPT of Siemens.

e Diagnostic server: The diagnostic server is equipped with intrusion detection systems
(IDSs) to detect and identify any abnormal situations, including faults and attacks, oc-
curring to the system.

o Application server: The application server is any software framework that helps in devel-
oping and implementing complementary applications to the operation of SCADA systems.
For instance, the optimal power flow or the electric price policy in power grids are generally
located in the application server.

o Human Machine Interface: The Human Machine Interface (HMI) is an application that
allows system operators to graphically interact with SCADA systems, enabling them to
modify control commands and to monitor system variables.

o Database server: The database server (or data historian) is a centralized database for
logging all process information. This information is then used by the diagnostic server for
detecting and identifying any abnormal situations occurring to the system. It can be used
also for data analysis, varying from process control analysis to company’s plan level.

e Operators: The operators working at the control center are in charge of monitoring and
supervising the operation of the system and taking action in case of abnormal situations
such as faults, failures or even cyber-physical attacks.

Automatic control layer

The automatic control layer (or regulatory control layer) is responsible for regulating the oper-
ation of physical processes based on the control commands transmitted from the control center
and the sensor measurements received from field devices. The control signals, which are the
outputs of the controllers, are then sent to the actuators through the communication network.
System variables, including control commands, sensor measurements, and control signals, are
gathered to the control center for supervisory and management purposes. In large-scale SCADA
systems, the automatic control layer is often divided into sub-stations (or sub-systems), whose
center is Master Terminal Units (MTUs), and field devices such as Remote Terminal Units
(RTUs), Programmable Logic Controllers (PLCs) or Intelligent Electronic Devices (IEDs).

e Master Terminal Unit: The MTU, the center of a sub-station, is in charge of exchanging
information between the control center and field devices (i.e., RTUs, PLCs or IEDs). The
MTU can be regarded as the control center of a small part of a large-scale SCADA system.

e Remote Terminal Unit: The RTU is a standalone, special-purpose control and data ac-
quisition unit designed to monitor and control equipments at remote locations from the
central station (MTU). Modern RTUs are often equipped with wireless communication
such as radio or satellite for exchanging information with the MTU.
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e Programmable Logic Controller: The PLC is a small industrial computer originally de-
signed for performing logic functions. Nowadays, modern PLCs are developed with the
capability of controlling complex processes such as Proportional-Integral-Derivative (PID)
control algorithms or file manipulations. In modern SCADA systems, PLCs are used
substantially as field devices because they are more economical, more flexible and more
configurable than special-purpose RTUs.

o Intelligent Electronic Device: The IEDs are smart sensors/actuators which can perform
simple control algorithms and data-processing methods. Modern IEDs are generally
equipped with wireless technology for communicating with other field devices such as
RTUs, PLCs or even MTUs.

Physical layer

The physical processes, including electric power grids, gas pipelines or water networks, are
equipped with actuators (e.g., motors, compressors, pumps, valves), sensors (e.g., temperature
sensors, pressure sensors, flow sensors, level sensors, speed sensors) and other protection devices
(e.g., circuit breakers, protective relays) to realize technological processes. The physical elements
are controlled and monitored by the control center through the automatic control layer and the
communication network.

The physical layer of most SCADA systems can be described by a set of partial differential

equations (PDEs). These PDEs are generally linearized around the operating point for obtaining

the continuous-time state space model. Sometimes, it is preferable to transform the continuous-

time state space model into the discrete-time counterpart for exploiting precious results in the

digital control theory domain. This task can be realized by utilizing either the zero-order hold

method, the first-order hold method, or the Tustin’s approximation method [56] with the sample

time Tg. For this reason, we employ throughout this manuscript the following discrete-time state
space model for describing the physical layer of a SCADA system:

{$k+1 = Axy + Bug + Fdy + wy _

;Lo = 2o, (1.1)

Yk = Cxy, + Duy, + Gdj, + v

where x € R” is the vector of system states with unknown initial values To € R", ux € R™ is
the vector of control signals, dj, € R? is the vector of disturbances, y; € RP is the vector of sensor
measurements, wy € R™ is the vector of process noises and v, € RP is the vector of sensor noises;
the matrices A € R"*"™, B € R™*™ F ¢ R"*4, C € RP*", D € RP*™ G € RP*? are assumed
to be completely known. The components Duy and Gdj stand for the feed-through effect from
the control signals u; and the disturbances dj to the sensor measurements y;, respectively.

Communication network

The communication network plays an extremely important role in the operation of a modern
SCADA system. Hence, a profound understanding about the communication network will help
in analyzing SCADA wvulnerabilities. The communication network in a SCADA system can be
classified into the corporate network, the process network, the field network and the vendor
network [172] (see also figure 1.1).

10
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e Corporate network: The corporate network is a group of computers linked together in a
particular area, allowing personnel in a company to work collaboratively. Nowadays, the
enterprise network is connected to the process network of a SCADA system, enabling the
management board to access the process information always and everywhere.

e Process network: The process network is a set of servers connected together in the control
center of a SCADA system. The cooperation of the servers via the process network helps in
monitoring and supervising the operation of the system. The process network is connected
to the field network that is responsible for controlling field devices. It is also linked to the
business network for sharing process information with the management board.

o Field network: The field network connects local controllers (MTUs, RTUs, PLCs, or IEDs)
together and links the controllers with actuators/sensors for realizing technological pro-
cesses. For the maintenance purpose, modern SCADA systems allow to access to the field
controllers directly from local access points. This convenience may expose the systems to
cyber-physical attacks.

e Vendor network: The majority of modern SCADA systems are connected to the vendor
network for the purpose of maintenance or technical support. This fact renders modern
SCADA systems susceptible to cyber attacks because malicious agents may get access to
the SCADA network from the vendor network [213].

The evolution of industrial communication networks has undergone three distinct generations
[61,162], from the traditional serial-based fieldbus protocols (e.g., Modbus, Profibus or DNP3) to
the industrial Ethernet-based networks (e.g., Modbus-TCP/IP, Ethernet/IP) and the wireless-
based communication technologies (e.g., WLAN, WiMAX or Blue-tooth). The standardization
of communication protocols renders modern SCADA systems more vulnerable to cyber attacks.
More precisely, powerful attackers can break into the communication channels, enabling them to
modify the command signals, control signals or sensor measurements for disrupting the systems.

1.2 Security of SCADA Systems

The evolution of the SCADA architecture and the communication technology makes modern
SCADA systems more and more susceptible to cyber-physical attacks, not only on the physical
infrastructures but also on the communication network and the control center [53]. In addition,
cyber attacks have become an attractive choice of malicious adversaries to sabotage critical
infrastructures since they are cheaper, less risky and easier to execute in comparison with tra-
ditional physical methods. Sometimes, malicious adversaries integrate both cyber and physical
activities in a coordinated manner for causing more catastrophic damage. A great deal of re-
search effort has been devoted to improve the security of SCADA systems against cyber attacks.
For example, the National Institute of Standards and Technology (NIST) in the U.S. has issued
even a guide to industrial control systems security [172].

In order to improve the security of SCADA systems and protect safety-critical infrastructures,
it is required to investigate system vulnerabilities and to review previous cyber incidents. The
vulnerability analysis helps in understanding the susceptible points of the systems and how they
might be exploited to launch malicious attacks. The survey of cyber incidents, on the other
hand, provides us with a general idea of how the attacks have been carried out in the past so
that protection measures can be implemented for avoiding future attacks [118].

11
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1.2.1 SCADA cyber incidents

Numerous cyber incidents involving safety-critical infrastructures have been documented over
the last decades. Though the attacks might cause huge damage or not, they have raised a big
concern about the security of SCADA systems, especially after the Stuxnet incident in 2010. In
the following, we present outstanding cyber incidents occurred to ICSs in chronological order.

Siberian pipeline explosion (1982). The first cyber incident involving safety-critical infras-
tructures might be counted as the explosion of the gas pipeline in Siberia in 1982 [156]. It was
believed that a Trojan horse had been planted in the SCADA system that controls the Siberian
gas pipeline. By changing the cooperation of pumps, turbines and valves, the malicious program
caused the pressure in gas pipelines to increase far beyond the acceptable level, leading to an
explosion with the power of three kilotons of TNT [189].

Salt river project hack (1994). Between July 8th and August 31st, 1994, Mr. Lane Jarrett
Davis gained unauthorized access to the computer network of the Salt River Project via a dial-
up modem, enabling him to steal and alter essential information such as the water and power
monitoring and delivery, customer information, or computer system log files [189]. The hacker
installed also a back door to the system so that he could access to the system later.

Russian gas pipelines (1999). In 1999, hackers broke into Gazprom, the Russian biggest
gas company, through the collaboration with a disgruntled employee [118]. It was believed that
the attacker had used Trojan horse to gain control of the central switchboard which controls
gas flow through the pipelines. This incident was reported in 2000 by the Interior Ministry of
Russia [26,152, 188].

Maroochy water breach (2000). In 2000, Mr. Boden, a disgruntled ex-employee, used
a laptop computer and a radio transmitter to take control of 150 sewage pumping stations in
Maroochy Shire, Queensland, Australia [168]. Over a three-month period, he released one million
liters of untreated sewage into a storm-water drain from where it flowed to local waterways. The
attack was motivated by his revenge after he failed to obtain a job at the Maroochy Shire Council.

Slammer worm crashed Ohio nuke plant network (2003). In January 2003, a Slammer
worm penetrated into a private computer network at Ohio’s Davis-Besse nuclear power plant
and disabled a safety monitoring system for nearly five hours, despite a belief by plant personnel
that the network was protected by a firewall [84,149]. The Slammer worm spread from the
enterprise network to the SCADA systems controlling the nuclear power plant by exploiting the
vulnerabilities of the MS-SQL. It was reported that the HMI and the plant process computers
had crashed for hours, causing big trouble to system operators.

Taum Sauk hydroelectric power station failure (2005). The Taum Sauk incident in
December 14, 2005 [159] was not an attack but a failure of a hydroelectric power station.
Various reasons, including design/construction flaws, instrumentation errors, and human errors,
have been attributed to the catastrophic failure of an upper reservoir. It was reported in [159]
that the sensors failed to indicate that the reservoir was full and the pumps were not shut down
until the water overflowed for about 5-6 minutes. This overflow undermined the parapet wall,
resulting in the collapse of the reservoir. Though this incident was not an attack, the idea
behind it can be exploited to perform undetectable attacks in safety-critical infrastructures. For
example, the authors in [7] have designed stealthy attacks on a SCADA water irrigation canal
by sending compromised feedback signals (i.e., false sensor measurements) to the control center.

Cyber incident blamed for nuclear power plant shutdown (2008). In March 2008, a
nuclear power plant in Georgia was forced into an emergency shutdown for 48 hours because a
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computer used to monitor chemical and diagnostic data from the corporate network rebooted
after a software update [97]. For more details, when the updated computer restarted, it reset the
data on the control system. The safety systems interpreted the lack of data as the reduction in
water reservoirs that cool the plant’s radioactive nuclear fuel rods, triggering a system shutdown.
Though this cyber incident was not an attack, it has raised a big concern about the security of
industrial control systems that operate safety-critical infrastructures.

Electricity grid in U.S. penetrated by spies (2009). The World Street Journal reported
on April 8, 2009 [66] that cyber spies had penetrated into the U.S. electric power grid and left
behind a software program that could be used to disrupt the system. Previously, on August
14, 2003 [111], the Northeast and Midwest regions of the United States and some provinces in
Canada suffered from a serious blackout due to a software bug. Though there is no connection
between two incidents, they have raised a big concern about the security of electric power grids
since disrupting power systems might cause catastrophic damage on economic losses and even
human life.

Stuxnet virus (2010). Stuxnet [20,47,48] is a computer worm that was primarily written
to target Iranian nuclear centrifuges. Its final goal is to disrupt industrial control systems by
modifying programs implemented on PLCs to make them work in a manner that the attacker
intended and to hide those changes from system operators.

It is believed that Stuxnet is introduced to a computer network through an infected removable
drive. The virus, once penetrated into a Windows computer, installs its own drivers by using
stolen certificates from well-known companies, JMicron and Realtek. In order to hide itself while
spreading across the network and realizing the final target, the virus installs a Window rootkit by
exploiting four zero-day vulnerabilities. The goal of the virus is to search for the WinCC/Step7
software, a typical software of Siemens for programming and monitoring the PLCs. If Stuxnet
does not find the software, it does nothing; otherwise, it replaces some *.dll files in WinCC/Step7
folders by infected *.dll files. According to [47], these *.dll files are responsible for loading and
unloading PLC programs from Windows computers and the connected PLCs. By this way,
the virus is able to infect the PLCs and modify their programs. For hiding itself in the PLC
environment, Stuxnet uses the first known PLC rootkit. Interested readers are referred to [48]
for more information about how the virus propagates from a Windows computer to the PLC
environment.

It has been announced by well-known security companies, including Symantec and Kaspersky,
that Stuxnet was the most sophisticated attack at that time [27]. Its sophistication leads to
some speculation that Stuxnet was written with state-level financial support. The success of
the virus to penetrate into the PLC environment clearly shows that information security-based
techniques are not sufficient for the security of safety-critical infrastructures. Therefore, it is
required to implement the defense-in-depth strategy [22,25,26] for the complete protection of
these critical assets.

Duqu (2011) and Flame (2012). Duqu and Flame [14] are computer malwares that were
discovered in 2011 and 2012, respectively. It has been reported that Duqu is nearly identical to
Stuxnet but with completely different purpose. The goal of Duqu is to collect information that
could be useful in attacking ICSs later. Similar to Stuxnet and Duqu, Flame uses the rootkit
functionality to evade information security methods. Flame is said to be the most sophisticated
virus ever found [14]. The virus contains up to 20 megabytes, which is 20 times more powerful
than existing computer malwares, including Stuxnet. Unlike Stuxnet, which was designed to
sabotage ICSs, the target of Flame is to gather technical diagrams such as AutoCAD drawings,
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PDFs and text files. Though Duqu and Flame were not designed to target ICSs directly, the
computer worms have raised a big concern about the security of safety-critical infrastructures.
Their recent activities, acquiring information about the systems, may be exploited for completely
stealthy attacks in the future.

Pumping station in U.S. (2011). On November 8, 2011, the SCADA system of the city
water utility in Springfield, Illinois, U.S. was hacked [213]. The system kept turning on and off,
leading to the burnout of a water pump. The investigation showed that the attackers penetrated
into the control system by exploiting the backdoor left by a control system software vendor. In
order to provide maintenance and update services, the software vendor used remote access to
the SCADA system of its customers. By some methods, the intruders obtained usernames and
passwords and gained unauthorized access to the vendor network, providing them with a path
to hack into the control system, causing real physical damage.

Telvent in Canada (2012). A breach on the internal firewall and security systems of Telvent
Canada [154], a company that supplies remote administration and monitoring tools to the energy
sector, was discovered on September 10, 2012. After penetrating into the network, the intruders
stole project files related to the OASyS SCADA product, a remote administration tool allowing
companies to combine older IT equipments with modern “smart grid” technologies. It is very
likely that the adversaries gathered information about the novel product in order to find the
vulnerabilities of the software and to prepare for future attacks against SCADA systems in
energy sector.

Georgia Water treatment plant (2013). The incident [33] occurred at the Carters Lake
Water Treatment Plant in Murray County, Northwest of Atlanta, U.S. on April 26, 2013. It
is believed that someone entered the water treatment plant and tampered with the equipment
controlling how much chlorine and fluoride should be added to the water. Though this incident
was not a cyber attack, similar attack scenarios may be performed if the water network is
connected to the Internet. For example, in stead of entering the plant directly, the intruders can
break into the SCADA network and modify the set points of chlorine and fluoride levels.

1.2.2 SCADA vulnerabilities

Recent cyber incidents clearly show that the vulnerabilities of modern SCADA systems have
been well exploited for performing malicious attacks on safety-critical infrastructures. In order
to improve the security of these important assets, it is required to investigate the vulnerabili-
ties of modern SCADA systems so that appropriate protection measures could be taken. The
vulnerabilities of modern ICSs can be broadly classified into five categories [53]: architectural
vulnerabilities, security policy vulnerabilities, software and hardware vulnerabilities, communi-
cation network vulnerabilities and other vulnerabilities.

Architectural vulnerabilities. In general, modern SCADA architectures are not so different
in principle from the architectures used in the ’80s and ’90s except the move from an “isolated
environment” to an “open environment”. This advanced feature renders modern SCADA systems
more and more vulnerable to cyber attacks. Firstly, the majority of SCADA networks are
connected to the corporate network for being more flexible in management process. For example,
many SCADA systems store process data and process logs in data historian units, enabling
the management board to gain access to the information from the business network. This
flexibility leaves a backdoor for computer malwares to enter the process network through the
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enterprise network [149]. Secondly, a large number of SCADA systems have been using web-
based applications for monitoring physical processes and this direct connection to the Internet
could be one possible path for hackers to penetrate into the SCADA network. Moreover, local
access points to field devices could be another backdoor for malicious agents to get into the field
network of the system. Finally, adversaries can break into the SCADA network through their
connection with the vendor network which is available in modern SCADA systems [213].

Security policy vulnerabilities. Several security policies, such as patching or anti-virus up-
date, might cause negative impact to SCADA systems. The utilization of several patches and
anti-virus software often (1) grants the process network access to the Internet, which may addict
the systems with malicious agents and (2) requires system reboot, which may lead to the dis-
ruption of the systems. An excellent demonstration for this vulnerability is the cyber incident
blamed for the shutdown of a nuclear power plant [97] after a software update. Therefore, it is
preferable to use software patches and update the anti-virus software rarely so as to keep the
process network as isolated as possible.

Software and hardware vulnerabilities. In order to respond to industrial requirements,
SCADA systems have become more and more complex in both their software and hardware.
It is inevitable for modern SCADA systems to contain software bugs and hardware failures
[111]. Typical software bugs can be listed as [214]: buffer overflow, SQL-injection, and format
string, etc. In fact, the cyber incident [84,149] was due to the vulnerabilities of the MS-SQL
software. Moreover, SCADA systems are real-time operating systems, preventing the systems
from implementing traditional encryption algorithms due to the requirement for the availability
of data. This real-time demand makes it difficult to implement data encryption algorithms,
exposing SCADA systems to integrity attacks.

Communication protocol vulnerabilities. Historically, with the idea in mind that SCADA
systems would be isolated from other networks, SCADA designers paid little attention to
the security problems such as integrity checking mechanism, authentication mechanism, anti-
repudiation and anti-replay mechanism. Many SCADA communication protocols, including
Modbus, DNP3 and Allen-Bradley Ethernet/IP, lack authentication features to prove the origin
or the freshness of network traffic [62]. Hence, these systems are susceptible to Denial-of-Service
(DoS) attacks, man-in-the-middle attacks and replay attacks.

Being implemented with proprietary communication protocols, traditional SCADA systems were
thought to be secure. However, the “security through obscurity” is not obvious in modern
world. The information technology has been evolving rapidly, leading to the adoption of common
communication protocols such as Ethernet, TCP/IP or wireless networks [155] such as radio
frequencies, satellite communication, IEEE 802.x and Bluetooth in the majority of modern
SCADA systems. This evolution has reduced the isolation of SCADA systems from outside
environment.

Other vulnerabilities. The existence of organized cyber-crime groups (terrorists or state-
funded groups) enhances the attacker’s capabilities to perform powerful attacks on safety-critical
infrastructures. There has been speculation that such complex computer worms as Stuxnet,
Duqu or Flame received financial support from state-sponsored groups.

1.2.3 Possible attack points

The review of cyber incidents and the analysis of system vulnerabilities allow us to figure out the
vulnerable points which might be exploited begin malicious attacks. As shown in figure 1.2, the
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back-doors to modern SCADA systems can be broadly classified into three categories [7]: cyber
attacks on supervisory control layer, cyber attacks on automatic control and communication
layer and physical attacks on technical processes.
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Figure 1.2 — Possible attack points to modern SCADA systems.

Cyber attacks on supervisory control layer

It is required to discover how an adversary can penetrate into the control center of a SCADA
system so that appropriate measures could be taken. According to previous analysis, there are
three main back-doors for the attacker to enter the control center:

o Attack point A1: Modern SCADA systems use web-based applications for being flexible
to management process. In accordance with those advantages, web-based applications
also exhibit some inconvenience, especially as regards cybersecurity. An attacker can gain
unauthorized access to the control center through those applications.

o Attack point A2: A disgruntled employee of a company plugs a USB key containing a
virus into a computer in the corporate network. The virus can break through misconfigured
firewalls between the business network and the SCADA network and take control of system
operation. For example, powerful computer worms such as Stuxnet or Flame are able to
bypass traditional IDSs designed by information technology methods.
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o Attack point A3: In some scenarios, a USB key containing malicious software can be
plugged directly into a computer of the control center. Once it enters the process network,
the malware can propagate across the network and perform its malicious target.

The control center hosts the SCADA server, the communication server, the builder server, the
diagnostic server, the database server, the HMI, and the application server. Since these servers
are critical to system operation, an attack on a single element could cause severe consequences.

o Attack on SCADA server: Since the SCADA server is responsible for controlling and
monitoring the operation of the system, the penetration into the SCADA server may lead
to catastrophic damage. For example, the attacker may force the system to stop operating
or he may send wrong commands to lower-level stations for disrupting the system.

o Attack on communication server: The communication server acts as a bridge to exchange
data between the control center and sub-stations. Therefore, the attacker can prevent the
data flow between the control center and lower-level devices (DoS attack) or modify the
data (integrity attack) when gaining access to the server.

o Attack on builder server: The builder server is in charge of loading, unloading or modifying
programs from MTUs, RTUs and PLCs. Therefore, if the attacker takes control of builder
server, he can re-program the PLCs to disrupt the operation of physical processes?.

o Attack on diagnostic server: The attacker can hack into the diagnostic server to modify the
outputs of diagnostic algorithms while conducting other attacks so that system operators
are unable to recognize what are wrong with the system?.

o Attack on database server: The database server contains important information such as
process data or set-points used for monitoring and controlling physical processes. For
example, the diagnostic server uses real-time data from database server to perform the
intrusion detection algorithms or the HMI displays process status to system operators.
Therefore, by attacking the database server, the attacker can hide other malicious attacks
from the operators. In addition, the attacker can steal essential information and then use
them for negative purposes.

o Attack on HMI: If the attacker can modify some data displayed on the HMI, he can prevent
the operators from discovering what is wrong with the system.

Cyber attacks on automatic control layer

Modern SCADA systems contain numerous vulnerabilities which could be exploited by malicious
agents for launching cyber attacks. Hence, it is essential to recognize how the adversaries could
penetrate into the automatic control layer and what they would do afterward. The attackers
could begin their malevolent activities through following vulnerable points (see also [7]):

3This kind of attack is exactly what the virus Stuxnet did when it got access to the control center from a USB
key. Stuxnet attacked on the builder server located on computers which had been installed STEP7, a software
used for programming PLCs of Siemens. By replacing the file *.dll used by STEP7 to load and unload the
programs, the virus could modify the programs loaded into PLCs.

4The output of a diagnosis algorithm depends on sensor measurements. Hence, adversaries can modify con-
trol/sensor signals for altering the output of the diagnostic server.

17



Chapter 1. Security of SCADA Systems against Cyber-physical Attacks

o Attack point A4, A5 and A6: By exploiting the vulnerabilities of communication protocols
such as ModBus, DNP3, Ethernet/IP or wireless-based protocols, the attacker can get ac-
cess to communication channels between control center and sub-stations (i.e., attack point
A4). Once broken into this channel, the intruder may introduce fake control commands
to the MTUs, send back false data to the control center, or even jam the communication
channels by launching DoS attack. The attack on the communication links between the
MTUs and the PLCs/RTUs (i.e., attack points A5 and A6) can be carried out in the same
manner.

o Attack point A7 and A8: For being flexible in maintenance and update services, modern
SCADA systems support communication links between field devices and vendor networks
(i.e., attack point A7) or local terminals (i.e., attack point A8). This flexibility leaves a
backdoor for malicious hackers to take control of field devices. In fact, an attack has been
carried out successfully via the vendor network, causing real physical damage [213].

o Attack point A9 and point A10: The communication between local controllers (i.e., RTUs
or PLCs) and field devices (actuators or sensors) are sometimes implemented by insecure
technologies (i.e., wireless, satellite or radio). As a result, the control signals sent from
the controllers to the actuators (i.e., attack point A9) and the feedback signals transmit-
ted from the sensors to the controllers (i.e., attack point A10) are susceptible to cyber
attacks. These vulnerabilities may be exploited for designing coordinated attacks, causing
catastrophic damage.

Physical attacks on technological processes

Due to their geographically dispersed characteristics, it is very difficult to protect SCADA sys-
tems from physical attacks (i.e., attack point A0) like cutting the communication cables or
compromising sensors and actuators. Sometimes, malicious adversaries integrate both physical
and cyber activities into a coordinated attack to cause more catastrophic damage. For these rea-
sons, it is necessary to enforce security measures for protecting physical assets, thus eliminating
negative impact of the attack.

1.3 Attack Detection and Isolation Methods

SCADA systems are at the core of safety-critical infrastructures, playing a vital role in the
development of a nation. Previous analysis has pointed out that these large-scale ICSs are
becoming more susceptible to cyber-physical attacks than ever before. It is needless to say that
greater concern should be paid for improving the resilience of SCADA systems against cyber-
physical attacks so as to avoid physical destruction, economic losses or even human life. There
exists a vast literature on the security of SCADA systems against cyber-physical attacks. These
methods can be broadly classified into three groups: the information technology (IT) approach,
the secure control approach and the fault detection and isolation (FDI) approach.

1.3.1 Information technology approach

The information technology (IT) approach focus mainly on ensuring confidentiality, integrity and
availability of information [16]. The confidentiality is related to the non-disclosure of information
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Figure 1.3 — Attack detection and isolation methods.

to unauthorized parties. The confidentiality of data is generally performed by authentication
or access control methods. The integrity of data, on the other hand, refers to the trustworthi-
ness of data (i.e., there is no unauthorized modification of data contents or properties). The
data integrity is generally realized by both prevention mechanisms (i.e., encryption algorithms,
authentication and/or access control) and detection mechanisms (i.e., integrity checking meth-
ods). The availability of data is concerned with the utilization of information or resources when
needed.

Guidelines and methods [32,42,98,172] have been proposed for improving the security of SCADA
systems against cyber-physical attacks. Some examples, among others, include (1) designing spe-
cific firewalls between the process network and the corporate network or between the MTUs and
RTUs/PLCs, (2) utilizing the Demilitarized Zones (DMZs) for isolating the process network from
the corporate network, (3) exploiting Virtual Private Networks (VPNs) for transmitting data
over public networks, and (4) developing the Intrusion Detection Systems (IDSs) for SCADA sys-
tems [215]. In addition, sequential methods have been proposed in [175,182] for the monitoring
of network traffic in computer systems against Denial-of-Service (DoS) attacks.

It is believed that appropriate utilization of aforementioned information security measures may
help in reducing the number of cyber incidents as well as their consequences. However, these
methods are mainly applicable for protecting SCADA systems from cyber attacks on the control
center (i.e., attack points A1, A2 and A3 in figure 1.2) and on the communication layer between
the control center and the MTUs (i.e., attack point A4 in figure 1.2). Sometimes, firewalls
and VPNs can be utilized for preventing the intrusion into SCADA systems through vendor
networks and local terminals (i.e., attack points A7 and A8 in figure 1.2). However, the Stuxnet
incident [47,48] and the pumping station incident [213] have given a strong evidence that these
IT-based tools can offer only necessary mechanisms for the security of SCADA systems. The
complete protection of these large-scale ICSs against cyber-physical attacks requires a defense-
in-depth strategy [22,25,26, 28], where safety-critical infrastructures are protected by layers of
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security.

Moreover, SCADA systems are very different from IT systems in many aspects. Firstly, the
requirement of continuous operation prevents SCADA systems from applying I'T security solu-
tions like anti-virus software updates. Secondly, it is extremely difficult to implement traditional
security solutions to lower layers of SCADA systems. For example, advanced encryption algo-
rithms, which require a huge amount of computational resources, can not be implemented in
communication channels between PLCs and sensors/actuators due to the hard real-time require-
ments [214]. In addition, wireless technologies are often utilized for transmitting data over long
distances due to the geographically dispersed characteristics. Finally, the key difference between
SCADA systems and IT systems lies in the interaction of the control systems to the physical
world. However, traditional I'T-based solutions do not exploit the compatibility of the cyber
layer (i.e., control algorithms, command signals, control signals and sensor measurements) with
the physical layer (i.e., actuators, sensors or physical processes), thus being ineffective against
cyber-physical attacks targeting at disrupting the physical processes [141].

1.3.2 Secure control theory approach

In contrast to I'T methods, the secure control approach, as its name implies, focuses mainly
on analyzing the security of networked control systems against cyber attacks. The general
approach consists in investigating the negative impact of different types of cyber attacks on
particular systems. Especially, a great deal of research effort has been dedicated to investigating
the vulnerabilities of networked control systems, designing stealthy/deception attacks which can
partially or completely bypass traditional anomaly detectors, and proposing countermeasures
for revealing undetectable attacks.

Secure control framework

A secure control framework for resource-limited adversaries has been proposed in [184,187] for
studying the cyber security of networked control systems against malicious attacks (see also
figure 1.4). The capabilities of attackers are described by an attack space, including the model
knowledge (i.e., the information about the system and attack models), the disclosure resources
(i.e., the ability to capture control and sensor signals) and the disruption capabilities (i.e., the
ability to modify captured signals). It has been shown that this secure control framework can
be used for modeling and analyzing various attack scenarios (i.e., attack strategies) found in
literature.

The following discrete-time state space model is generally employed for describing the operation
of networked control systems under cyber attacks:

Tht1 :Aack—&—Buk—i—de—i—Ka};—i—wk _
To = Xo, (12)

Yk :ka+Duk+Gdk+Ha%+Ma%—l—vk’

where zp € R™ is the vector of system states with unknown initial value zg = Zg, up € R™ is the
vector of control signals, di € R? is the vector of disturbances, y; € RP is the vector of sensor
measurements, aj € R™ is the attack vector on control signals, af € RP is the attack vector
on sensor measurements, wy € R” is the vector of process noises and v € RP is the vector of
sensor noises; the matrices A € R"*" B € R"*™ F € RP*1, C € RP*P D € RP*™ G € RP*4,
K e R"™™ H e RP*™ and M € RP*P are assumed to be known to system operators.
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Figure 1.4 — Secure control framework for studying cyber-physical attacks on networked control
systems.

Remark 1.1. The system matrices A, B, F, C, D and G depend only on the system ar-
chitecture. On the other hand, the attack matrices K, H and M depend not only on the
system architecture but also on the capability of malicious adversaries to compromise control
and/or sensor signals. As discussed in [99], the attack matrices K, H and M should satisfy:
span (K) C span(B), span(H) C span (D) and span (M) C RP, where span(A) denotes the sub-
space spanned by the columns of matriz A. For example, if the attackers are able to gain access
to all control and sensor channels, the attack matrices K, H and M can be chosen, without loss
of generality, as K = B, H2 D and M & I, where I, € RP*P is the identity matriz of size p.

Remark 1.2. The discrete-time state space model (1.2) is more general than those employed in
literature for describing networked control systems under cyber attacks. For example, the authors
in [184, 187] consider the vector of disturbances dy, as faults (i.e., anomalies) in fault diagnosis
literature [30]. Moreover, both the vector of disturbances dy and the feed-through components
Duy, and Gdy, are excluded from the discrete-time state space model used in [88, 99, 120, 122].
Finally, the deterministic state space model (i.e., without random noises wy and vy ) has been
used substantially in literature (see, for example [141, 169, 186]).

Remark 1.3. Let us add some comments on the attack duration 7,. In the literature, two differ-
ent approaches have been considered for modeling the attack duration. The first approach posits
that the attack duration is infinitely long, i.e., T, = [ko,+00), where ko is the unknown attack
instant (see, for example, in [88, 99, 1/1]). The second approach assumes that the malicious
action is of short duration, i.e, 7, = [ko,ko + L — 1], where ko is the unknown attack instant
and L is the attack duration (see, for instance, in [7,27, 80, 184, 186, 187]).
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The attacks on SCADA systems can be realized by designing the attack vectors a} and aj
on, respectively, control signals and sensor measurements in stead of launching physical at-
tacks directly on physical processes. The design of such attack vectors depends heavily on the
targets and the capabilities of malicious adversaries. The cyber attacks on SCADA systems
can be broadly classified into two main categories [99, 141]: Denial-of-Service (DoS) attacks
and integrity attacks, as shown in figure 1.5. DoS attacks refer to such attempts and efforts
that aim at disrupting temporarily or indefinitely the exchange of data among entities in the
network, for instance, by jamming the communication channels or compromising the routing
protocols [99]. The integrity attacks, on the other hand, refer to the possibility of compromising
the integrity of data packets (e.g., command signals, control signals or sensor measurements)
and they are performed by altering the behavior of actuators and sensors or by breaking into the
communication channels between the physical layer and the control center [141]. The integrity
attacks can be further divided into two smaller sub-classes: simple integrity attacks and stealthy
integrity attacks. The simple integrity attacks include such attack strategies that the modifica-
tion of data packets is carried out without knowledge about the system models. The stealthy
integrity attacks, on the other hand, require the model knowledge, the disclosure resources and
the disruption capabilities for bypassing classical detection schemes. Less powerful attackers can
choose simple attack strategies such as DoS attacks or simple integrity attacks. However, more
powerful adversaries equipped with model knowledge, disclosure resources and disruption capa-
bilities may perform stealthy/deception attacks for partially or completely bypassing traditional
anomaly detectors.

| Cyber attacks on SCADA systems

/\

’ DoS Attacks ‘ ’ Integrity Attacks ‘
’ Perfect DoS Attacks ‘ ’ Imperfect DoS Attacks ‘ ’ Simple Integrity Attacks ‘ ’ Stealthy Integrity Attacks
v' Replay Attack
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v DoS attack strategy 1 Lo )
v Dos N v DoS attack strategy 3 v’ Scaling Attack v Zero-dynamics Attack
o8 attack strategy 2 v Additive Attack v Covert Attack
v Others
~ N -~ J
Prevention of Data Exchange Modification of Data Packets

Industrial Control Systems, Process Control Systems, Electric Power Grids, Gas Pipelines, Water Distribution Networks, etc.

Figure 1.5 — Classification of cyber attacks on SCADA systems.

Consider now the transmission of signals (e.g., command signals, control signals or sensor mea-
surements) from a transmitter to a receiver through a communication channel. Let z; be the
sourced signals sent by the transmitter and Z; be the targeted signals arriving at the receiver.
The targeted signals may be different from the original ones due to the malicious attacks on the
communication channel (i.e., Zx # zx). Let us assume also that the malicious attack is performed
within a short period 7, = [ko, ko + L — 1], where ko is the attack instant and L is the attack
duration. The mathematical models of several attack strategies are described in the following.
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DoS attacks

A great deal of research effort has been paid to studying the negative impact of DoS attacks
on networked control systems over the last few years. For example, the authors in [3] studied
the robust feedback control design against DoS attacks; and the impact of random packets drop
on controller and estimator performance was investigated in [163,167]. The first mathematical
model of DoS attacks was proposed in [26], where the targeted signals Zj are considered as zero
if the sourced signals z; do not arrive at the receiver. Such an attack strategy can be modeled

as
- {Zk if k%Ta
Zk =

. 1.3
0 if ke, (13)

The second mathematical model of DoS attacks was introduced by [80], the received signals Zj
are considered as the last arrived signals (i.e., 2 = Zk,—1 = 2k,—1) if the sourced signals z; do
not arrive at the receiver. The mathematical model of this DoS attack strategy can be described

as
if k w
=4k ! £7a (1.4)
Zho—1 if keT,

The mathematical models (1.3)—(1.4) refer to perfect DoS attacks where powerful attackers are
able to completely block the communication channel between the transmitter and the receiver.
In practice, malicious adversaries are able to jam the communication link so that data packages
are dropped during the transmission process. More precisely, some packages may arrive at the
receiver and the others may not [77,163,167]. The following model is utilized to describe such
realistic scenarios [3]:

2k:{zk if ke, (15)

ez if keTy

where 745 € {0,1}. The authors in [3] has proposed an optimal causal feedback controller (for
a discrete-time linear system) that minimizes an objective function subject to safety and power
constraints under the assumption that the coefficient 4 follows the Bernoulli distribution.

Simple integrity attacks

Let Z = [Zmin, Zmax] be reasonable union of signals, where znyi, and zpax denote, respectively, the
minimal and maximal values for both sourced and targeted signals. Performing simple integrity
attacks requires no information about the system. For conducting an integrity attack, the
attacker captures the sourced signals z; transmitted over the network, modifies the captured
signals, and re-transmits the compromised signals Z; to the receiver. This strategy is often
referred to as the “man-in-the-middle” attack. In the following, we introduce some examples
of simple integrity attacks that have been introduced in [80], including min-max attack, scaling
attack and additive attack.

o Min, max attack: Min (resp. max) attack can be carried out simply by returning extremely
low (resp. high) values to the receiver. They can be modeled as

- {Zk if kQ:LTa Zk if k@éTa
2k =

) , for max attack.
Zmax 1 k€71,

] , for min attack; Zp =
Zmin 1 k€T,

(1.6)
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e Scaling attack: For the scaling attack, the adversary needs to capture the sourced signals
zr and multiples with a predefined coefficient . The model of the scaling attack is
described as

2 if k¢,
oapzr if ker,and agz, € 2
5, = k~k a k~k : (17)

Zmin if k€ 74 and a2z < Zmin

Zmax 1f k€ Ty and apzp > Zmax

where the coefficient «y, is defined by the attacker.

o Additive attack: Similar to the scaling attack, the additive attack is performed by adding
predefined values 2} to the sourced signals z;,. The model of the additive attack is written

as
Zk if k §é Ta
- zk+ai if ke€r,and zp+af € Z
Zmin if ker7,and z; +ai < Zmin
Zmax if ke7,and 2z +af > Zmax

where the additive value af, is designed by the attacker.

Stealthy integrity attacks

It has been shown in literature that powerful adversaries equipped with model knowledge, dis-
closure resources and disruption capabilities are able to perform stealthy/deception attacks for
partially or completely bypassing traditional anomaly detectors. The stealthiness of an attack
strategy depends heavily on the capabilities of adversaries to coordinate the attack vectors
on control signals and sensor measurements. The characteristic difference between such un-
detectable attacks lies in how to coordinate the attack vectors af and aj on control signals
and sensor measurements, respectively. In the following, we resume several well-known stealthy
integrity attacks on networked control systems.

Replay attack. The negative effect of replay attack on a feedback control system has been
studied in [120,122,187]. The system is described by the discrete-time linear time-invariant
Gaussian model driven by an infinite horizon Linear Quadratic Gaussian (LQG) controller, i.e.,
consisting of the Kalman filter and the Linear Quadratic Regulator (LQR). The x? detector is
employed to detect any abnormal behavior occurring to the system. The replay attack strategy is
carried out by two steps. In the first step, the attacker records sensor measurements for a certain
amount of time before performing the attack. In the second step, he replaces actual sensor
measurements by previously recorded signals while performing malicious attacks on control
signals for driving system states out of their normal behavior. It has been shown in [120, 122]
that the replay attack is able to bypass the y? detector. Two countermeasures have been
proposed in [120,122] for revealing the replay attack. It has been also discussed in [140] that the
replay attack is not the worst-case stealthy attack since it can be detected by an active monitor
(i.e., an anomaly detector that injects unknown auxiliary signals to the control signals).

Static false data injection attack. The problem of static false data injection attacks on the
Power System State Estimator (PSSE) of DC power models was first considered in [112]. It has
been shown that the adversary could launch cyber attacks on sensor measurements with the
target of introducing arbitrary errors into certain state variables while bypassing existing bad
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data detection (BDD) schemes. Following the work in [112], the authors in [153,183] studied
stealthy /deception attacks on AC power grids based on outdated, inaccurate and incomplete
system models. Furthermore, the authors in [210,211] have shown that malicious attackers could
modify sensor measurements in order to bias the estimated state variables for profiting in electric
prices. In addition, the problem of cyber attacks on PSSE affecting the optimal power flow and
load redistribution has been also mentioned in [185] and [212], respectively. Sequential analysis
methods have been considered in [93-95] and [79] for detecting cyber attacks on the PSSE
instead of using traditional BDDs. Interested readers should refer to [17,34,79,93-95,160, 174]
for other research about deception attacks on the PSSE.

Dynamic false data injection attack. In [119,121], the authors have studied the negative
impact of false data injection attack on a discrete-time linear time-invariant Gaussian system.
The Kalman filter is used to perform state estimation and a failure detector is employed to
detect abnormal situations. The target of the attacker is to fool the state estimator by carefully
injecting a certain amount of false data into sensor measurements transmitted to the state
estimator over a communication channel. Necessary and sufficient conditions under which the
attacker could destabilize the system are also given. According to an analysis in [140, page 46],
the false data injection attacks proposed in [119,121] correspond to the output attacks rendering
an unstable mode (if any) of the system unobservable. The analysis in [119,121,140] shows that
the false data injection attacks are inapplicable if either the system has no unstable pole or some
“critical” sensors are protected.

Zero-dynamics attack. By utilizing the output-nulling controlled invariant subspace in geo-
metric control theory, the authors in [186] have studied the zero-dynamics attack on networked
control systems. The disclosure of the zero-dynamics attack strategy has also been considered,
including the modification of the system’s structure. Moreover, the authors in [88] have proposed
a method to render the attack detectable by triggering data losses on control signals corrupted
by the attack. Two observations can be drawn from studying the zero-dynamics attack strategy.
Firstly, this attack strategy requires only the modification of control signals for its stealthiness.
However, the attack signals added to the control signals can not be chosen freely. These non-zero
signals must be designed in such way that their effects to the outputs are null by exploiting the
output-nulling problem in the automatic control theory. Simulation results in [186] have shown
that there are situations where the attack signals drive the system into a saturation region (i.e.,
the control signals are greater than the capacity actuators). The zero-dynamics attack strategy
reveals itself in such circumstances. Secondly, it has been proved in [186] that the zero-dynamics
attack can be revealed by equipping the system with more sensors. It seems that this sensor
placement strategy is effective in revealing not only the zero-dynamic attack but also other
stealthy attacks.

Covert attack. Another kind of stealthy attack, namely the covert attack on networked control
systems, has been investigated in [169]. The covert attack strategy consists in coordinating
control signals and sensor measurements into a malicious attack. The idea of the covert attack
is as follows. Firstly, the state attack vector can be chosen freely based on malicious targets
and available resources. Secondly, the sensor attack vector is designed in such a way that it
can compensate for the effects of the state attack vector on the sensor measurements. It has
been shown that the covert attack is completely stealthy to any anomaly detectors. The covert
attack strategy can be considered as the worst-case attack due to its ability to completely bypass
traditional anomaly detectors. The disadvantage of this strategy, however, lies in the strategy
itself. More precisely, the covert attack requires to compromise enough number of sensors for
assuring its stealthiness. By exploiting this inconvenience, defenders can reveal the covert attack
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by protecting some important sensors or even equipping new secure sensors.

Surge attack, bias attack and geometric attack. While studying the security of process
control systems against cyber attacks, the authors in [27] have designed three types of stealthy
attacks, named as the surge attack, the bias attack and the geometric attack. The surge attack
seeks to maximize damage as soon as possible while the bias attack tries to modify the system
by small perturbations over a long period of time. Finally, the geometric attack integrates the
surge attack and the bias attack by shifting the system behavior gradually at the beginning and
maximizing the damage at the end.

Covert attack strategy and sensor protection framework

Consider the discrete-time state space model under cyber attacks (1.2). The attack vectors aj}
and aj can be designed by the covert attack strategy as follows:

» The attack vector aj} on control signals can be chosen arbitrarily based on the target and
available disruption resources of the attacker.

o The attack vector aj on sensor measurements is calculated by the following equation:

Ta k+1 = Ax 7k—l—[(au
. “ b ATartiay, = 0, (1.9)
ay = —Cxy) — Haj, =
where z, ;, € R" denotes the “attacked” states, reflecting the difference between the system
states under attack and those under normal operation.

The covert attack strategy has been shown to be undetectable to any anomaly detectors if the
attackers are able to compromise enough number of sensor measurements. In addition, it has
been discussed in [140,141] that an attack is undetectable if and only if it excites the system zero-
dynamics. In order to reveal stealthy attacks, it is required to reduce the disruption capabilities
of the attackers.

In this manuscript, we propose to utilize the sensor protection framework for rendering the covert
attack detectable. This framework includes the sensor protection scheme or the sensor placement
strategy. The sensor protection scheme consists in implementing some protection measures
so that the measurements of some “critical” sensors can not be modified by the attackers.
These critical sensors should be chosen such that their sensor measurements are suffered from
abrupt/recipient changes under attack conditions. The sensor placement strategy focus on
equipping the system with more secure sensors for creating physical redundancy. Similar to the
sensor protection scheme, it is required that the effects of the attacks are reflected in the changes
in measurements of these new equipped sensors.

The sensor protection scheme is reflected in the protection matrix M. Without loss of generality,
it can be assumed that the matrix M is diagonal, i.e., M = diag(v;) such that v; = 0 if the
sensor S; is protected and 7; = 1 if the sensor S; is vulnerable. The sensor placement strategy
can be modeled in the same manner. It has been also shown that the sensor placement strategy
can be utilized for rendering different types of stealthy attacks (see, for example, in [121], [186]
or [99]).
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1.3.3 Fault detection and isolation approach

It has been discussed in [26] that the distinct difference between SCADA systems and IT systems
lies in the interaction of the former with the physical world. The information security approach
is dedicated to improving the security of SCADA systems by protection measures. The com-
patibility between the cyber layer and the physical infrastructure has not been considered. The
secure control theory approach focuses mainly on investigating system vulnerabilities, designing
stealthy /deception attacks, and proposing countermeasures for revealing undetectable attacks.
The joint detection and isolation of attacks have not been considered seriously. Fortunately, the
fault diagnosis community has contributed with methodologies for dealing with abnormal sit-
uations occurring to stochastic-dynamical systems under the model uncertainties, disturbances
and random noises [30]. Recently, the fault detection and isolation (FDI) techniques have been
adapting to the detection and isolation of cyber attacks on SCADA systems.

Fault diagnosis

Fault diagnosis, together with fault-tolerant control, is an active domain of control theory. Fault
diagnosis is concerned with the detection, isolation and identification of faults. According to

[206], the fault detection and isolation (FDI) problem consists in “making a binary decision -
either that something has gone wrong or everything is fine, and of determining the location as
well as nature of the fault” while the purpose of fault identification is to estimate the size, type
or nature of the fault. The target of fault-tolerant control, on the other hand, is to ensure the
normal operation of the system under faulty condition by reconfiguration mechanisms.

There has been an extremely vast literature on the fault diagnosis of stochastic-dynamical sys-
tems, see, for example, in [10,30,35,65,81,83]. The main purpose of a statistical FDI algorithm
is to decide whether the fault has occurred and then to identify the types of the fault with
respect to random noises and unknown system states (often regarded as the nuisance param-
eter). This task consists in calculating a pair (T, v), where T is the stopping time at which
the final decision v, i.e., the change type, is decided. The fault diagnosis problem is gener-
ally solved by utilizing the analytical redundancy approach, which is comprised of two steps:
residual generation and residual evaluation. The so-called residuals are first generated by em-
ploying traditional techniques such as the state observer approach [55,92,190,209], the Kalman
filter approach [10,116,205,207,208], the parity space approach [31,54,64, 73] or the parameter
estimation approach [82], etc. They are then evaluated by utilizing statistical decision the-
ory [10,109,175], including non-sequential hypothesis testing [19,49,109], sequential hypothesis
testing [105,175,194,195] or sequential change-point detection and isolation [10,105,175].

The preliminary step of model-based FDI methods, however, is to develop the mathematical
model of SCADA systems. By linearizing the PDEs around the operating point, the majority of
SCADA systems can be described in the time-invariant state space model (1.1). The derivation
of system model under faulty condition depends on the type and the position of the fault.
Generally, faults occurring to a dynamical system can be classified into three main categories:
component fault, actuator fault and sensor fault. In FDI literature, these faults are assumed to
be non-colluding, i.e., there is only one fault occurring at any time instant.

The system model under faulty condition (i.e., actuator faults, component faults and sensor
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Figure 1.6 — Structure of model-based fault diagnosis: residual generation and residual evalua-
tion.

faults) can be described as
Tpy1 = Axp + Bug + Fdyp + K1 f; + Ko f +wy _
, T = Tp, (1.10)
Yk :C:Ek-f—Duk-f-Gdk+H1f]§+H2f,?+Mf]?+Uk

where ff € R" is the vector of component faults, fi € R™ is the vector of actuator faults,
fi € RP is the vector of sensor faults; the matrices K; € R™™", Ky € R™™ H; € RP*",
Hy € RP*™ and M € RP*P are assumed to be known.

Remark 1.4. Let us discuss the system model under a faulty condition (1.10). Generally, faults
are assumed to be non-colluding, i.e., there is only one fault occurring at any time instant.
For example, if there is a fault occurring at the actuator j-th (i.e., modeled by f{ (j) # 0 for
1<j<mand fg() =0 for1 <1#j<m, where f{ (j) denotes the fault of actuator j-th),
the component faults and the sensor faults must not occur (i.e., ff =0 and f; = 0) and vice
versa.

Faults and attacks

It has been shown that FDI tools could be used for detecting and mitigating the negative impact
of cyber attacks on networked control systems [187]. However, these tools might be exploited
more successfully if we could figure out the similarities and the differences between faults and
attacks. Both faults and attacks occur at an unknown time instant and they cause unpredictable
changes in the behavior of physical systems. Moreover, it follows from (1.2)-(1.10) that both
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faults and attacks can be modeled as additive signals on both equations of the discrete-time
state space model. Faults and attacks, however, possess inherently distinct features, making it
difficult for traditional FDI techniques to be directly applied to detect cyber-physical attacks.

Firstly, the most significant difference between a fault and an attack lies in that the fault is
considered as a phenomenon occurring randomly in each component (such as actuators, sensors,
or communication channels, etc...) of a system while the attack is an intentional action performed
by malicious adversaries. In addition, simultaneous faults are generally assumed to be non-
colluding while cyber attacks could be performed in a coordinated way. For these reasons,
cyber-physical attacks may cause more catastrophic damage to the system than faults do.

Secondly, in comparison with faults, cyber-physical attacks are much more difficult to de-
tect/isolate since they can be performed in a coordinated way. It has been shown that attack
vectors can be manipulated for partially or completely bypassing traditional anomaly detectors
(e.g., replay attack [120,122], false data injection attack [119,121], zero-dynamics attack [186],
or covert attack [169]). Hence, it is required to implement some a priori methods for rendering
the attacks detectable/identifiable before applying detection/isolation techniques. Fortunately,
revealing methods may be available from the security analysis process by the secure control
theory approach.

Finally, faults often occur for a long time until they are detected/isolated and repaired while
malicious attacks may be performed within a short period due to the limited resources of the
adversaries [7,26,27,80]. From the other hand, for safety-critical applications, it is required
to detect the attacks with the detection delay upper bounded by a certain prescribed value
[9,68-70]. For these reasons, the detection and identification of attacks should be formulated as
the sequential detection and isolation of transient changes in stochastic-dynamical systems.

Related works

The application of traditional FDI techniques to the detection and isolation of cyber attacks has
received considerable amount of research effort. For instance, the authors in [27] have formulated
the problem of detecting cyber attacks on process control systems as the fault diagnosis problem.
The process control systems are described as a discrete-time linear time-invariant system. The
estimated outputs are compared to the received measurements, which are probably compromised,
to generate the sequence of residuals. The residuals are then evaluated by using either sequential
hypothesis testing or sequential change-point detection techniques. In order to circumvent the
unknown parameters, the authors propose using the non-parametric CUSUM algorithm to detect
the attack. The disadvantages of this work, however, lie in that it has not considered neither
the effects of random noises nor the isolation problem.

Moreover, the security problem of SCADA water irrigation canals against cyber-physical attacks
has been treated in [4-7]. The SCADA architecture for water irrigation networks is proposed.
The system architecture consists of three layers: supervisory control layer, regulatory control
layer and physical layer. The physical layer is modeled by the discrete time-delay state space
model [92]. This model is obtained by solving a set of partial differential equations. The
automatic control layer contains PI controllers to regulate water flow in the network while the
supervisory control layer is equipped with a model-based diagnosis scheme. The diagnosis scheme
is designed by utilizing a set of Unknown Input Observers (UIO) [30] adapted to the time-delay
system [92]. It has been shown that the UIO-based diagnosis scheme can detect and isolate only
the random faults in sensors or actuators. However, this UIO-based scheme can not diagnose
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malicious attacks from intelligent adversaries who have knowledge about the system’s model,
diagnosis scheme and have capability to compromise control signals and sensor measurements.

A comprehensive framework has been proposed in [140,141] for detecting and identifying attacks
on cyber-physical systems. The following discrete-time state space model® has been considered

=A B Fd B
{.’Ek+1 i + U + k + aQk . 2o = f07 (111)

Yk = Czp + Duy + Gdy, + Dgyay, 7

where aj, € R"P is the attack vector, the attack matrices B, € R"*("+P) and D, € RP*(tp) [t
has been shown in [140,141] that the model (1.11) can be utilized for describing various types
of cyber attacks found in literature, including the replay attack, the false data injection attack
and the covert attack.

The necessary and sufficient conditions for constructing undetectable and unidentifiable attacks
are introduced. Moreover, centralized and distributed algorithms are proposed to detect and
isolate the detectable and identifiable attacks. Similar to the work in [6,7], the isolation problem
is solved by exploiting the UIO techniques. It has been shown that these algorithms are optimal
in the sense that they can detect (resp. identify) any detectable (resp. identifiable) attacks. The
main drawback of this work is that it has been formulated in deterministic framework (without
random noises).

1.3.4 Discussion

The defense-in-depth of SCADA systems against cyber attacks requires the integration of both
information security approach, secure control theory approach and fault detection and isolation
approach. The IT-based methods provide us with countermeasures for protecting safety-critical
infrastructures from cyber attacks on the control center. The secure control theory-based meth-
ods focus mainly on (1) investigating the vulnerabilities of networked control systems mod-
eled by discrete-time state space form, (2) designing stealthy/deception attacks for partially
or completely bypassing traditional anomaly detectors, and (3) proposing countermeasures for
revealing such undetectable attacks. The FDI approach, on the other hand, deals with the
detection and identification of cyber attacks by adapting traditional FDI techniques to attack
detection-isolation scenarios.

The state space model has often been employed for describing the operation of SCADA systems
under normal operation as well as under cyber attacks. Specially, cyber attacks are modeled as
additive signals impacting both state evolution and sensor measurement equations. The secure
control framework (1.1)—(1.2) proposed in [187] can be utilizing for analyzing the security of
networked control systems against various types of cyber attacks. However, this framework can
be even improved by integrating both cyber and physical activities into a coordinated attack.
Let us consider the following discrete-time state space model under cyber-physical attacks:
x = Axy + Buy, + Fdy, + Kia? + Koa¥ +w
{ k+1 k k k 1ay, 20y, k 20 = To, (1.12)

Yk = Cay, + Dug + Gdy, + Hid}, + Haal + Maj + v’

5Originally, the continuous-time descriptor system without the vector of control signals uj and the vector of
disturbances dy, is utilized in [140,141] for describing cyber-physical systems under attack. However, it has been
discussed that similar results in [140,141] can be applied directly to the discrete-time descriptor systems and/or
non-singular systems with known inputs (e.g., the control signals ux and the disturbances di). For these reasons,
the discrete-time state space model with both control signals u, and disturbances dj, is written here for being
consistent with previously used models.
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Figure 1.7 — Cyber-physical attacks on SCADA systems: physical attacks on processes (i.e.,
modeled by physical attack vector af), cyber attacks on control signals (i.e., modeled by control
attack vector a), and on sensor measurements (i.e., modeled by sensor attack vector aj}).

where az € R" is the attack vector on physical processes, aj; € R™ is the attack vector on

control signals, aZ € RP is the attack vector on sensor measurements; the matrices K; € R™*"™,
Ky e R"™ H; € RP*", Hy € RP*™ and M € RP*P,

For simplifying the model (1.12), the attack vectors a} and a} are grouped into the state attack

T
vector af = [(aﬁ)T , (a’,‘i)T} € R", where r = n + m. The corresponding attack matrices are

K = [K;,Ks) € R™" and H = [Hy, Ho| € RP*". The discrete-time state space model (1.12) can
be rewritten as

A B Fd + Kaj,
{:L’k_H Ty + Dug + K+ Rap + wg To = To. (113)

Yk = Oz, + Duy, + Gdy, + Ha?¥ + Ma + vy’

For simplifying the model (1.13), let us define the attack matrices B, = [K,0] € R"*® and
T

D, = [H, M] € RP*S and the attack vector a; = {(ai)T, (a%)T} € R, where s = r + p. Finally,

the discrete-time state space model (1.13) can be simplified as

Tht1 = Axp, + Buy, + Fdi, + Beag + wy, _
;T = Tp, (1.14)

Yk = Cxp + Duy, + Gdy, + Dgyay, + v ’

where the attack vector aj is designed by the attacker and the attack matrices B, and D, are
decided by system operators.

The reaction of SCADA systems to cyber-physical attacks is determined by the attack com-
ponents Bgar and Dgar. The attack matrices B, and D, depend on the system architecture,
i.e., system operators, while the attack vector ay is designed by the attacker. Sometimes, the
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adversary may be forced to perform his malevolent action within a short period due to the re-
source limit. In addition, the malicious attack should be terminated once the attacker achieves
his target. For these reasons, the attack vector ai should be designed such that ax # 0 if k € 7,
and aj = 0 otherwise, where 7, = [ko, ko + L — 1] is the attack duration.

Remark 1.5. Let us add some comments on several key differences between the proposed
discrete-time state space model (1.12)-(1.14) and various models used in the literature. Firstly,
it can be noticed that the system model under the faulty condition (1.10) and the system model
under cyber-physical attack (1.12) have the same structure, i.e., the attack vector on physical
processes a}, corresponds to the component fault vector ff, the attack vector on control signals
aj corresponds to the actuator fault vector f, and the attack vector on sensor measurements aj,
corresponds to the sensor fault vector f;. The principal difference between the models (1.10) and
(1.12) lies in the assumption on the faulty vectors (i.e., f¢, fi and f;) and the attack vectors
(i.e., ab, a} and aj) themselves. In fault diagnosis literature, the faults are generally assumed
to be non-colluding, i.e., there is always at most one fault occurring at any time instant, while
cyber-physical attacks can be performed at the same time. Secondly, the secure control framework
(1.2) proposed in [187] has not taken into consideration the physical attack on processes. In fact,
the authors in [187] have considered the physical attack vector af, as the unknown signals rep-
resenting the effects of faults. Moreover, the attack vector on control signals aj and the attack
vector on sensor measurements aj have not been integrated into a single vector, thus making
difficult for the design of detection-isolation schemes. Finally, the modeling framework (1.11)
proposed in [140, 141] has not taken into consideration the random noises. For these reasons,
it can be concluded that the proposed models (1.12)-(1.14) are the generalization of those found
in literature. These models will be utilized throughout this manuscript for analyzing the security
of SCADA systems against cyber-physical attacks as well as for designing detection-isolation
schemes.

1.4 Conclusion

Industrial control systems in general and SCADA systems in particular have been playing a
vital role in safety-critical infrastructures of a nation, including transportation systems, electric
power grids, gas pipelines, water distribution networks, etc. Along with the development in
information and communication technology, modern SCADA systems are becoming more and
more vulnerable to cyber-physical attacks, not only on physical infrastructures, but also on
the communication network and the control center. Due to their essential role, the security of
SCADA systems against malicious attacks has received significant research attention over the
last few years.

Though information security approach may provide some protection methods that help in im-
proving the security of SCADA systems, these methods appear to be not sufficient for the
defense-in-depth of the systems against malicious attacks being capable of bypassing informa-
tion security layers, as in the case of Stuxnet incident in 2010. Hence, the secure control approach
is considered as a complementary partner to I'T-based methods in protecting large-scale 1CSs
against cyber attacks. However, secure control methods have focused mainly on investigating
the vulnerabilities of networked control systems, designing stealthy/deception attacks on the
systems and then proposing some countermeasures for rendering these attacks detectable.

The FDI approach, on the other hand, concentrates on the detection and identification of de-
tectable and identifiable attacks. The statistical FDI problem was generally solved by the
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analytical redundancy approach, which is composed of residual generation and residual evalu-
ation approach. The residuals are first generated by utilizing traditional methods such as the
Kalman filter approach, the parity space approach or the parameter estimation approach. Due
to the irreducible effects of random noises, the residuals must be evaluated by using statistical
hypothesis testing or the change-point detection/isolation methods.

Sequential analysis seems to be the most suitable tool to the monitoring of SCADA systems
against cyber-physical attacks due to inevitable effects of random noises. Based on the idea
introduced in [140,141,187], we utilize the discrete-time linear state space model with Gaussian
noises impacting both equations to describe SCADA systems. The cyber-physical attacks are
modeled as additive signals of short duration on both state evolution and sensor measurement
equations. As an extension to the modeling framework in [140,141,187], our framework contains
almost recent cyber-physical attack strategies, including both DoS attacks, simple integrity
attacks and stealthy/deception attacks. The attack signals are modeled as additive changes
of short period to reflect the resource limits (if any) of the attacker. Moreover, for safety-
critical applications, it is required to detect the attacks with the detection delay upper bounded
by a certain prescribed value [9,67,69]. For these reasons, it is more adequate to formulate
the detection and identification of cyber-physical attacks on SCADA systems as the sequential
detection and isolation of transient changes in stochastic-dynamical systems.
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In the first chapter, we have introduced the problem of detecting and isolating cyber-physical
attacks on SCADA systems. It has been pointed out that current tools in fault diagnosis
community should be revised so as to adapt to the attack scenarios. Due to the inevitable
effects of random noises, statistical tools must be considered in the decision-making processes.
This part consists of developing some detection and isolation algorithms that are appropriate for
the on-line monitoring of safety-critical infrastructures against malicious attacks by integrating
current tools in both fault diagnosis and statistics.

In chapter 2, we describe the state of the art in statistical decision theory, including the classical
hypothesis testing, sequential hypothesis testing, sequential change-point detection and isolation,
and sequential detection of transient changes. The sequential detection of transient signals,
integrated with some residual-generation methods from the FDI community, will be shown to
be the most appropriate approach for the on-line surveillance of SCADA systems against cyber-
physical attacks. For this reason, we formulate the attack detection problem as the problem of
detecting transient changes in stochastic-dynamical systems. This problem will be considered
in chapter 3, where several sub-optimal detection algorithms are proposed and their statistical
properties are investigated. Finally, some preliminary results on problem of jointly detecting
and isolating transient signals in stochastic-dynamical systems are considered in chapter 4.
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Chapter 2. Statistical Decision Theory

2.1 Introduction

The security of SCADA systems against cyber-physical attacks has been introduced in chap-
ter 1. It has been discussed that the problem of attack detection and identification could be
formulated as the problem of detecting and isolating transient changes (i.e., the changes of short
duration) in stochastic-dynamical systems. The attack detection and isolation problem is, there-
fore, closely related to the fault diagnosis problem. The target of a statistical FDI problem is
to distinguish the “normal” operation from the “abnormal” behavior under the effects of model
uncertainties, disturbances and random noises. The model uncertainties and disturbances can
be reduced or even eliminated by utilizing robust model-based fault detection techniques [30].
The effects of random noises, on the other hand, must be treated by exploiting results from the
statistical decision theory. The statistical decision theory, which is concerned with the decision-
making process in the presence of random variables, includes three sub-domains: the classical
(non-sequential) hypothesis testing problem, the sequential hypothesis testing problem and the
sequential change-point detection-isolation problem.

’ Statistical Decision Theory ‘

/\

’ Statistical Hypothesis Testing ‘ ’ Sequential Change Detection-Isolation ‘

/\ /\

’ Quickest Change Detection-Isolation

Classical Hypothesis Testing | | Sequential Hypothesis Testing

I e

|
. | .
10 Performance Indices Performance Indices
|
|
|

O Performance Indices
v

Probabilities of Errors Detection Delay

il

|

i

: V' Probabilities of Errors } :
!

<« <O

——————————————————— v Average Sample Numbers | | False Alarm Rates
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Figure 2.1 — Sub-domains in statistical decision theory.

The classical hypothesis testing theory, whose main results are given in section 2.2, is concerned
with the choice between two or multiple conjectures (or hypotheses) based on the set of fixed-size
samples Y;, = (y1,%2, - ,yn). The sequential hypothesis testing problem, on the other hand,
deals with any statistical tests where the number of samples is not a prior: fixed but it depends on
the observations themselves. The sequential change-point detection-isolation problem addresses
the detection and identification of abrupt changes (i.e., the changes of infinitely long duration)
in stochastic processes. Recent results on the sequential analysis domain, which includes the
sequential hypothesis testing and quickest change-point detection-isolation, are introduced in
section 2.3 and section 2.4, respectively. The sequential detection of transient changes (i.e., the
short-duration signals) is resumed in section 2.5.

2.2 Non-sequential Hypothesis Testing

The classical (non-sequential) hypothesis testing problem consists of deciding one of multiple
hypotheses Ho, H1,- -+ , Hi based on the observations Y,, = (y1,y2, -+ ,yn) of fixed size n gen-
erated from a parametric family of distributions P = { Py, 0 € O} depending on the parameter 6.
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Since the sample size n is fixed, non-sequential tests are often called the Fixed-Size Sample (FSS)
tests. Denote by © the parameter space including all possible values of 6. The parameter space
© can be divided into K + 1 non-empty disjoint sets ©g, O1, - - - , Ok satisfying ©; N O; = ( for
l# jand OgUO;U---UBk = O. The target of the hypothesis testing problem is to decide one
of K + 1 hypotheses H; = {6 € ©;},0 <1 < K based on the observations Y;, = (y1,y2, "+ ,Yn)-
Let Q denote the observation space which is defined as all possible values of the observations
Y, = (y1,y2, -+ ,Yn). The problem of testing K + 1 hypotheses {#H;},<;<; corresponds to the
fragmentation of the observation space 2 into K + 1 disjoint regions €, for 0 < I < K, on which
the hypotheses H;, for 0 <[ < K, are accepted.

Generally, the statistical hypothesis testing problem is asymmetric. The hypothesis Hj is called
the null hypothesis, corresponding to the normal operation of a system and other hypotheses
Hi,Ha, -+, Hg are denoted as the alternative hypotheses (or simply as the alternatives), cor-
responding to the abnormal behavior of the system. When K = 1 (i.e., the detection task), the
problem is to decide the null hypothesis Hg against the alternative hypothesis H;. When K > 1
(i.e., the diagnosis task), the problem is to select one of multiple hypotheses Ho, H1, -, Hxk-
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i
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Figure 2.2 — Classical hypothesis testing methods.

This section is organized as follows. In subsection 2.2.1, we give some basic definitions about the
statistical hypothesis testing problem. The problem of testing between two simple and composite
hypotheses is introduced in subsection 2.2.2 and subsection 2.2.3, respectively. Finally, the
multiple hypothesis testing problem is considered in subsection 2.2.4.

2.2.1 Basic definitions

In this subsection, we introduce main definitions and optimality criteria of the statistical hy-
pothesis testing framework.

Definition 2.1. (Simple Hypothesis [19, 50, 67, 126]). A simple hypothesis is any assumption
which uniquely determines the distribution of the observations Y, = (y1,Y2, " »Yn)-

In the parametric framework, a hypothesis H; = {6 € ©;} depending on the parameter 6 is
simple if the distribution Py of the observations Y;, = (y1,¥2, -, yn) under the hypothesis H; is
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specified completely. In other words, the subset ©; is reduced to ©; = {6;}, for 0 <1 < K, where
00,01, - , 0 are fixed points from ©. Hence, the problem is to choose one of multiple hypotheses
Hy={0=06,} or H; ={y1,y2, - ,yn ~ Py, }, where the parameters §;, for { =0,1,--- , K, are
completely known.

Definition 2.2. (Composite Hypothesis [50, 67, 126, 175]). Any non-simple hypothesis is called
a composite hypothesis.

In the parametric case, a composite hypothesis H; can be written as H; = {0 € ©;} or H; =
{yi,y2,--+ ,yn ~ Pyl0 € O}, for 0 < 1 < K, where the subsets ©, N ©; = () for | # j and O is
not reduced to a single point 4;, for 0 <[ < K.

Definition 2.3. (Statistical Test [19, 50,67, 126]). A statistical test for testing between K + 1
hypotheses is any measurable mapping 0 : Q — {Ho, H1, -+, Hi} from the observation space
onto the set of hypotheses Ho, H1, -+, Hk.

Statistical tests can be broadly classified into two types: randomized tests and non-randomized
tests. In this manuscript, we consider only non-randomized tests. Interested readers are referred
to [175] for more details on randomized tests.

The statistical test 0 (Y},), therefore, can be considered as a random “variable” which takes on
the values Ho, H1, -+ ,Hr. If §(Y,) = H;, then we accept hypothesis H;, that is, we decide
that the parameter 8 € O, for 0 <[ < K.

In hypothesis testing problems, some optimality criteria are often introduced for comparing
various statistical tests. For the sake of simplicity, let us consider now the case of testing between
multiple simple hypotheses Hg, H1, -+, Hx. The quality of a test ¢ is generally characterized
by the set of probabilities of erroneous decisions:

aji(6) =Py, (Y € ) =Py, (6 (Yn) =Hi), 0<j#I<K, (2.1)
@ (5):]P)9j (Yn¢Qj):P0j (5(Yn)7£7'[j)a 0<j<K, (2'2>

where Py, (-) is the probability of an event (-) when the hypothesis H; is true (i.e., 0 = 0;), aj; (9)
denotes the probability of deciding hypothesis H; when hypothesis H; is true, and «; (4) stands
for the probability of rejecting hypothesis H; when it is true. This number a; (6) = >2;; aji (9)
is also denoted as the probability of errors of j-th kind for the test ¢ [19].

The probability of rejecting the null hypothesis Hy when it is true is called the probability of
false alarm and it is defined mathematically as

o (8) = Py, (6 (Yn) # Ho) - (2.3)

The power of the test d, on the other hand, is defined by the set of probabilities of correct
decisions

Bj(0) =Py, (0 (Yn)=H;), j=12,--,K. (2.4)
It is clear that §; (§) =1 — o (9), for all j =0,1,---, K. It is desirable that the probabilities
of errors a; (9), for a given test §, be as small as possible. However, since the sample size of
the observations is fixed at n, it is impossible to make all probabilities «; (0) arbitrarily small.
Then, the question that arises naturally is how to compare various tests.

Definition 2.4. (Better Test [19]). A test 01 is better than o if, for all j = 0,1,--- | K, we
have o (01) < o (82), and the inequality must be strict for at least one j.
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However, it is not always possible to compare two tests 61 and ds in this sense. Three possible
optimality criteria have been introduced for comparing statistical tests, including the most
powerful approach, the Bayesian approach and the minimax approach. Readers are referred
to [175, pages 88-90] for the philosophical backgrounds of these criteria.

Most powerful approach. Denote by Co, ... ax_, a class of tests with K upper bounds for
probabilities of errors of rejecting the true hypotheses:

CO‘O#"@U(—I = {(5 e (5) < ay, j = O, 1, ce ,K — 1} . (2.5)

Within the class Cyy.... ax_,, it is possible to order various tests by the value a (§): the smaller
ag (0), the better the test 6.

Definition 2.5. (Most Powerful Test [19,175]). A test 0* € Cay,... ay_, 1S the most powerful
test in the class Cog,... ap_, if for any 0 € Coq,... ax_,, we have

Kk (0%) <ag (9). (2.6)
Bayesian approach. This approach assumes the a priori distribution @ = (qo,q1,- -+ ,qx) on
the set of hypotheses Ho, M1, -, Hk, where ¢; =P (H;) > 0, for 0<j<K and Z “oq; =1,
are a priori probabilities of the hypotheses H;. Let also Lj = L; (6 = H;) be the loss function

associated with the acceptance of hypothesis H; when hypothesis H; is true. The following
average (integrated or weighted) loss can be utilized for comparing tests:

K K K K
Z Z L] (6 =H;) (Hj) ng (6 (Y, Z Z ]lqjaﬂ (2.7)
7=01=0 7=01=0

The average loss Jg (6) is sometimes called the Bayes risk associated with the loss function L ;.

Definition 2.6. (Bayesian Test [19,175]). A test § is called the Bayes test if it minimizes the
average loss Jg (6), for a given a priori distribution @, i.e,

§ = arg i%f Jg (9), (2.8)
where the infimum is taken over all FSS tests.

In the particular case of the 0 — 1 loss function, i.e., Ly = 0if [ = j and Lj = 1 otherwise, the
average loss Jg (9) is reduced to the average error probability aq (9):

JQ@)Z@Q@)ZZ

J=0

K
q a]l Z q; Z agl = Z q;Q (5) . (2'9)
=0

l#]

EFMx

In this case, the Bayes test ¢ minimizes the average error probability ag () = Z]K:o gy ()
over all F'SS tests.
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Minimax approach. The minimax approach is concerned with the maximum value ampax (0)
of the probabilities of errors:

Qmax (0) = max a; (0) = max aq (0). (2.10)

It is clear that the value amax (§) can be utilized for ordering tests.

Definition 2.7. (Minimaz Test [19,175]). A test 6 is called the minimaz test if it minimizes
the maximum probability of error amax (9), i.e.,

6 = arg ir(:slf Qmax (0) (2.11)

where the infimum is taken over all FSS tests.

Remark 2.1. The Bayesian tests do have strong connections with both the minimax tests and
the most powerful tests. Sometimes, it is possible to find some a priori distribution Q) of the
hypotheses so that the Bayesian tests become the minimaz tests or the most powerful tests.
See [19,50, 109, 175] for further discussion.

2.2.2 Testing between two simple hypotheses

Let Y, = (y1,%2, - ,yn) be the sequence of observations generated from the distribution P
depending on the parameter § which may take either 6y or 6;. The problem is to decide between
the null hypothesis Hy = {6 = 0y} and the alternative one H; = {6 = 61} based on the obser-
vations Y,, = (y1,y2, - ,yn). In this case, the error probability of type I (i.e., the probability
of false alarm), ag (6) = Pg, (0 # Ho), is called the size of the test or the level of significance
of the test. The value (0) =1 — a1 (0) = Py, (6 = H1) is called the power of the test, where
aq (0) = Py, (6 # Hq) is the error probability of type II (i.e., the probability of missed detection).
In order to compare various tests, let us define the class

Cy, = {(5 : Pg, (5 (Yy) # 7‘[0) < a}, (2.12)

including all FSS tests with the probability of false alarm upper bounded by a given value
a e (0,1).

Definition 2.8. (Likelihood Ratio). The Likelihood Ratio (LR) A (Y,,) is defined as

A (Y ) _ Do, (Yn) _ bo, (y17y2) T 7yn) (2.13)
p90 (YTL) p90 (yh Y2, 7yn),

where py, (Yn) = po, (Y1,Y2, -+ s Yn) is the joint probability density function (p.d.f.) of the ob-
servations Y, = (y1,Y2, -+ ,Yn) under the distribution Py, for j =0, 1.

When the observations yi,y2,- - ,yn are independent identically distributed (i.i.d.), the joint
p.d.f. of Y;, is calculated as pg; (Y5) = [[i=; fo, (y:), where fg, (y;) is the p.d.f. of the random
variable y;. The LR A (Y},) plays a critical role in constructing optimal tests, including the most
powerful approach, the Bayesian approach and the minimax approach.
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2.2. Non-sequential Hypothesis Testing

Neyman-Pearson (N-P) Test. The Neyman-Pearson test (or the most powerful test) for
deciding betweentwo simple hypotheses is given in the following theorem. It is based on the
fundamental lemma of Neyman-Pearson.

Theorem 2.1. (Neyman-Pearson Test [19,109]). Suppose that the function ¢ — R(c) =
Py, (A (Yy) > ¢) is continuous for all ¢ > 0. Then, the MP test 6* (Yy,) in the class C, given in
(2.12) is defined as

6" (Yn) =

{m if A(Yn)>h (2.14)

Ho if AY,)<h’
where the threshold h can be found by solving the equation Py, (A (Y,) > h) = a.

Bayesian Test. Let ¢; =P (#H;) >0, for j = 0,1 and go+¢1 = 1, be the a priori probabilities
of the hypothesis #;. Consider the 0 — 1 loss function case. The Bayes risk Jg (6) associated
with the a priori distribution = (qo, ¢1) corresponds to the average error probability ag (9)
and it is written as

Jq (9) = agq () = qoao () + qran () - (2.15)

Theorem 2.2. (Bayesian Test [19,109]). The Bayesian test 6 (Y,,) which minimizes the average
error probability o () in (2.15) is defined as

, where h = —. (2.16)

Y\ Mo if AY,) <h q0

Minimax test. In the case of testing between two simple hypotheses Hg and H1, the maximum
value of error probabilities is given as amax (0) = max (ag (d), a1 (§)). The minimax test is given
in the following theorem.

Theorem 2.3. (Minimaz Test [19,109]). The minimaz test 6 (Yy,) which minimizes the mawxi-
mum value amax (0) of the error probabilities is defined as

5(Yn):{%1 if A(Ya)>h

. 5 (2.17)
Ho if A(Y,) <h

where the threshold h is chosen such that Py, (A (Yy) > h) =Pp, (A (Ys) < h).

It is worth noting that the N-P test (2.14), the Bayesian test (2.16) and the minimax test (2.17)
are likelihood ratio-based tests, i.e., the decision is made by comparing the LR A (Y,) with a
threshold which is chosen for assuring an acceptable level of false alarm. Interested readers are
referred to [19,50,109,175] for further discussion on the relationship between the most powerful
approach, the Bayesian approach and the minimax approach in statistical hypothesis testing.

2.2.3 Testing between two composite hypotheses

Consider now the problem of testing between two composite hypotheses Hy = {6 € Oy} and
Hq, = {6 € ©1}, where ©g N O = (. In this case, the fundamental Neyman-Pearson lemma is
no longer valid. Hence, optimality criteria used for testing two simple hypotheses need to be
revised so as to adapt to composite scenarios.
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Definition 2.9. (Size of Composite Test [19,109,175]). The size or the error probability of the
first kind ag (6) for a composite test § is defined as the mazimal probability of rejecting the null
hypothesis Hg when it is true, i.e.,

ap (6) = sup Py (Y, & Qo) = sup Py (§ (Ys) # Ho) - (2.18)
0€Bg (JS(Ch}
Definition 2.10. (Power of Composite Test [19,109,175]). The power [3(6,0) of a composite
test 6 is now a function of parameter 6 and it is defined as the probability of correct acceptance
of hypothesis H1 when the true parameter value is 0, i.e.,

B(6,0) = Py (Yn € Q) =Py (5(Yy) =Hi), 0€0n, (2.19)

where 5 (6,0) is also called the power function of the test 6 since it depends on the parameter 6.

Let C, denote a class of composite tests with the level of significance «, for o € (0,1), i.e.,

Co = {5 : esug Py (6 (Yn) # Ho) < a} . (2.20)

Of course, it is desirable to construct a test ¢ in the class C, given in (2.20) to maximize the
power function [ (4, 6) for all values of 6 € ©;.

Definition 2.11. (UMP Test [19,109,175]). A test 6* (Yy) is said to be uniformly most powerful
(UMP) test in the class Cy, given in (2.20) if, for all other tests 6 € Cy, we have

B(0%,0) > [(0,0), for all € O. (2.21)

Unfortunately, such UMP tests rarely exist in practical situations. Theoretical results on the hy-
pothesis testing between two composite hypotheses have been developed for only some particular
cases. We consider in the following two special cases.

Monotone Likelihood Ratio and UMP test. Let Y, = (y1,vy2, - ,yn) be generated from
a parametric family of distributions P = {P|60 € ©} depending on the scalar parameter 6 and
the family P possesses monotone likelihood ratio. The UMP test exists in the case of testing
between two composite hypotheses Ho = {6 < 6p} and H; = {6 > 0p}. Main results are given
in the following.

Definition 2.12. (Monotone LR [19, 109, 175]). Let Y, = (y1,y2,--- ,yn) be a sequence of

random samples belonging to a parametric family of distributions P = {Py|0 € O} with the

corresponding densities pg (Yy), where the parameter 0 is scalar. The family P is said to be

with monotone likelihood ratio (LR) if there exists a function T (Y;,) such that, for all 61 and 6y

satisfying 601 > 0y, the LR

_ Do, (Yn)
Po, (Yn)

is a non-decreasing or non-increasing function of T (Yy).

A(Yn) =g (T (Yn)) (2'22)

Theorem 2.4. (UMP Test [19,109, 175]). Suppose that the sequence of random samples Y, =
(y1,Y2,- -+ ,Yn) is generated from a parametric family of distributions P = {Py|6 € O} depending
on the scalar parameter 6 and that the family P admits the monotone LR A (Y,) = g (T (Yn)).
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2.2. Non-sequential Hypothesis Testing

Let 6y be a fized real number, then the UMP test 6* (Y;,) for testing hypothesis Ho = {0 < by}
against hypothesis H1 = {0 > Oy} in the class Cy, given in (2.20) is defined as

6" (Yn) =

{%1 if T(Yn)>h (2.23)

Ho if T(T,)<h’

where the threshold h can be found by solving the equation Py, (T (Y,) > h) = .

Unbiased Test. So far we have discussed the one-sided alternative hypotheses. In many
applications, it is required to consider two-sided alternative hypotheses, for example, to test
Ho = {0 =00} against Hy; = {0 # 0y}. However, no UMP test exists except for particular
examples [19,109,175]. Let us introduce, therefore, a subclass C, of the so-called unbiased tests
in the class of UMP tests.

Definition 2.13. (Unbiased Test [19,109,175]). A test § for testing hypothesis Ho = {0 € O}
against hypothesis H1 = {0 € ©1} in the class C,, defined in (2.20) is said to be unbiased if the
following condition holds:

ap (6) sup Po (67 Ho) < inf P (6 # Ho) = inf 5(5,0) (2.24)

It should be noted that this condition is very natural because the probability of rejection of
Ho when it is false (i.e., infgpco, £ (9,6)) must not be less than the probability of rejection of
Ho when it is true (i.e., ag (d)). Before introducing the unbiased UMP test, let us consider the
exponential family of distributions.

Definition 2.14. (Exponential family of distributions [19, 109]). Let P = {Py|0 € ©} be a
parametric family of distributions depending on the scalar parameter 8. The family P is said to
be exponential if its p.d.f. has the form

Py (X) = ¢(0) h (X) exp{v (X) 0}, (2.25)

where X — h(X) and X — v (X) are functions from R™ to R and 6 — c(0) is a function from
R to R.

The problem is to design the unbiased UMP test for testing hypothesis Ho = {0 € [0, 61]}
against hypothesis H1 = {0 ¢ [0, 601]}, where 05,01 € R and 6y < 01, based on the observations
Y, = (y1,y2, -+ ,Yn) generated from an exponential family of distributions P = {Fy|0 € ©} with
scalar parameter 6.

Theorem 2.5. (Unbiased UMP Test [19,109]). Let Y, = (y1,Y2, -+ ,yn) be random samples
generated from an exponential family of distributions P = {Py|0 € ©} depending on the scalar
parameter 0. The unbiased UMP test 6 (Yy) for testing hypothesis Ho = {0 € [0o,01]} against
hypothesis Hi = {0 ¢ [0o,01]} in the class Co given in (2.20) is defined as

5(v,) = {Hl if T (Ya) & ko, kil

) : (2.26)
HQ Zf T(Yn) c [ko,k:l]

where T (Yy,) = Y v (y;) and the thresholds ko and ki can be found by solving following
equations:

Py, (3= H1) =P, (6 =H1) =« (2.27)
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Generalized Likelihood Ratio (GLR) Test. So far we have seen that the optimal tests
exist just in several particular cases. Unfortunately, the state of the art of the statistical theory
has shown that it is impossible to define a test that is optimal in all situations (e.g. two or
simple hypotheses, simple and composite hypotheses, scalar or vector, etc.). Even giving up
the optimality criteria, it is difficult to formulate a test that is similar to the Neyman-Pearson
test, i.e., by utilizing the LR, since the parameter 6 is unknown. In order to circumvent this
difficulty, it is proposed to utilize the Maximum Likelihood Estimation (MLE) of the parameter
f in ©p and O instead of its exact value for calculating the LR. The LR that uses the MLE of
parameter 6 is called the Generalized LR (GLR) and it is defined mathematically as

f\(Y ) = SUPgpeco, P (Yn) __ SUPgeo, P9 (Y1,92, -+, Un) (2.28)
) = — . .
Supgee, Po (Yn)  Subgee, Po (Y1,Y2, s Yn)

Definition 2.15. (GLR Test [19,109, 175]). The Generalized Likelihood Ratio (GLR) test in
the class C,, for testing between

Ho={0 €Oy} againt Hi={0c 61}
is defined as
3 (Yn) = { . -, (2.29)

where the threshold h satisfies the following relation supgcg, Po (A (Yn) > h) = a.

It has been shown that the GLR test 6 (Y},) is in many situations not optimal [109]. However,
in some particular circumstances, it coincides with an optimal test (in the Bayesian approach,
for example). Therefore, the GLR test is one of the most popular and important methods for
solving the composite hypothesis testing problem.

Bayesian approach for composite hypotheses. The Bayesian approach for testing be-
tween two composite hypotheses Hy = {6 € Op} and H; = {0 € O1}, where O N O; = (), is
based on the a priori distribution @ = (qo, q1), where go =P (Ho), 1 =P (H1) and g0 +q¢1 = 1,
on the hypotheses and the a priori distributions G, (6), for j = 0,1, on the parameter 6. The
idea is to replace the unknown densities pg (Y,,) under #; by following average (or integrated)
densities over ©;, for j = 0,1, i.e.,

pe, (Ya) = / po (Yy) dG; (6) . (2.30)

J

Theorem 2.6. (Bayesian Test [19,109, 175]). The Bayesian test which minimizes the average
error probability o (6) = qotwo (0) + q1e01 (0) for testing between two composite hypotheses Hy =
{0 € O} against H1 = {0 € O1} is given by

Y,
H, Zf baG, ( ) > ﬂ
g(Y ) — PGy Yn q0 (2 31)
' Ho if £G, (Yn) <4 ’ ‘
pGo (Yn) q0

where @; (§) = f@j Py (6 # H;)dGj (0), for j =0,1.
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2.2. Non-sequential Hypothesis Testing

Minimax approach for composite hypotheses. Similar to the Bayesian approach, the
minimax approach assumes also the a priori distributions G; () concentrated on ©; C 0, for
7 = 0,1. In contrast to the Bayesian approach, the minimax approach does not assume the a
priori distribution on the hypotheses. Therefore, this approach is sometimes called the partially
Bayesian approach.

Definition 2.16. ( [19,109,175]). A test 6 (Y;) for deciding between two composite hypotheses
Ho = {0 € Op} and Ho = {0 € ©1} is minimazx in the class C, given in (2.20) if, for all tests
6 € Cy, we have

. T — > . _ .

01€n®fl Py (5 (Ya) 7-[1> > 91€n@f1 Py (6 (V) = H1)

In order to determine the minimax test & (Y,,) between two composite hypotheses Hy and H;,

let us define the “auxiliary” Neyman-Pearson test for testing between two simple hypotheses
HGO :{(y17y27"' 7yn)NPG0} against HGl :{(yhyQa'” 7yn)NPG1}7

where the distributions Pg; are with the densities pg, (Y,) = f@; po (V) dGj (0), for j = 0,1.

The MP test between Hg, against Hg, in the class C, = {6 : Pg, (6 (V) # Ho) < a} is given
by

it Pan)
. Y,) =
5 Yy) = pGog n 2.32
GoG1 ( ) HO " PGy Yn) <h ’ ( )
PGo (Yn)

Yo
where the threshold h is such chosen that Pg, (pG’lE}/; > h) = a. The power of the test

PGq n

0G0, (Yn) is then defined as

5GOG1 (5506'1) = ]PGI (62'06'1 (Yn) = %1) N (233)

Theorem 2.7. (Minimaz Test [19,109,175]). Suppose that there exist the a priori distributions
Go and Gy defined on the subsets ©F C ©g and O] C Oy, respectively, such that

sup Py (550G1 (Vo) #Ho) <a and inf Py ((%OG1 (V) = Hi) = Baoc s
0By 0cO,

then the MP test 6¢, ¢, is minimaz in the class Co given in (2.20) for testing hypothesis Ho =

{6 € ©¢} against hypothesis H1 = {0 € ©1}.

Theoretical results obtained for the hypothesis testing between two composite hypotheses are
quite limited. The UMP tests and unbiased UMP tests exist in very limited scenarios. For
practical situations, the Bayesian approach and the GLR approach are generally considered. The
a priori distribution on parameter 6 is required for constructing the (completely or partially)
Bayesian tests. Hence, the Bayesian tests are quite sensitive to the choice of the a priori
distribution. On the other hand, the GLR tests do not require any a priori information on the
parameter 6 but their optimality can not be guaranteed.

2.2.4 Testing between multiple hypotheses

The problem of hypothesis testing between two (simple and composite) hypotheses has been
reviewed in previous subsections. In this subsection, we consider the problem of testing between
multiple hypotheses.
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Bayesian approach for multiple simple hypotheses. Let Y, = (y1,¥2, - ,yn) be random
samples of size n generated from one of K + 1 distinct distributions Py, for j = 0,1,---, K.
Seeking for simplicity, let us assume that the distributions P, are absolutely continuous, i.e.,
the densities py, (Yy,) are continuous functions w.r.t. the samples Y,. The problem becomes
deciding between K + 1 simple hypotheses, i.e., H; = {6 = §;}, for j =0,1,--- | K.

Consider now the Bayesian approach. Let ¢; = P(H;) > 0, with Z]K:o qj = 1, be the a priori
probabilities of hypothesis H;, for j = 0,1,--- , K. Consider the case of 0 — 1 loss function.
In this case, the Bayes risk Jg (6) defined in (2.7) is reduced to the average error probability
aq (9) given in (2.9). The Bayesian test for multiple simple hypotheses are given in the following
theorem.

Theorem 2.8. (Bayesian test [49,175]). Consider the multiple hypothesis testing problem be-
tween K + 1 simple hypotheses Ho, Hi, - , Hix with the loss function 0 — 1 and the a priori

probabilities qo,q1,- - ,qx. The Bayesian test which minimizes the average error probability
aq (9) given in (2.9) is defined as
0(Yn)=H; if l=arg QMAX 45Ps, (Ya) . (2.34)

Under above assumption that the distributions P, are absolutely continuous, the event
aipg, (Yn) = qjpo, (Yn) has the p-measure zero for [ # j; hence the maximum in (2.34) is unique
with probability 1. Moreover, the Bayesian test (2.34) coincides with the maximum a posteriori
(MAP) decision rule: choose index [ of hypothesis H; that maximizes the posterior probability

o, (Y,) over j =0,1,--- , K, ie., | = arg maxo<;<i qjDe; (Ya).

Constrained minimax approach for multiple simple hypotheses. Let us introduce a
class of tests C, for deciding between multiple hypotheses as follows:

Co = {0: Py, (6(V) # Ho) < a}. (2.35)

Definition 2.17. (Constrained minimaz test [12,175]). A test 6 (Yy) is constrained minimaz of
level av between the hypotheses Ho, Hi,- -+, Hx if 6 (V) € Cy and for any other test § (Yy,) € Cyq,
the following inequality is satisfied

max oy (5 (Yn)> < max oy (6(Yn)), (2.36)

where aq (0 (Yy,)) is the probability of rejecting hypothesis H; when it is true.

Theorem 2.9. (Constrained minimaz test [12, 175]). Let qo,q1,- - ,qx > 0 be weighting co-
efficients satisfying Z]K:o qg; = 1. The following weighted GLR test between the hypotheses
Ho, Hi, - s Hi

Hi if maxi<j<k R (Xn) >h
<o =2\ P oo (Ya) )~ B po,; (Yn)
0(Yy) = , l=arg max (g (2.37)
. Po; (Yn) 1<j<K Do, (Yn)
Ho Zf maxi<;j<k | qj <h

Po, (Yn)

s constrained minimazx if the threshold h is selected so that

oy (Yn)
& (125% <QJ o (G ) =) T
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and that the weighted coefficients are chosen so that the probability of false classification
ar (5(%) =y (5(%)), Wi #0
is constant over the set of alternative hypotheses Hi, Ha, -+ , Hi .

The above theorem allows us to design an “equalizer test” which maximizes the common power
B ="y, (3(Ya) =H) =Py, (5 () =H;), ¥,j#0 (2.38)

in the class C,, defined in (2.35).

Bayesian approach for multiple composite hypotheses. It is of practical interest to
consider now the problem of testing between multiple composite hypotheses H; = {6 € ©;}, for
0 < 5 < K. The Bayesian approach for testing multiple hypotheses is based on the a prior:
distribution @ = (o, q1,- - ,qK) on the hypotheses, i.e., g; = P (H;), for 0 < j < K, and the a
priori distributions G (6), for j = 0,1,--- , K, on the parameter §. For the sake of simplicity,
let us consider now the case of 0 — 1 loss function. In such a case, the Bayes risk is equivalent
to the following average error probability:

K K
Jo(0)=aqg () =Y _qa; ()= g /Pe (6 # H;)dGj (0) . (2.39)
§=0 i=0 &,

The Bayesian approach for testing multiple composite hypotheses is given in the following the-
orem.

Theorem 2.10. (Bayesian Test). Consider the problem of multiple hypothesis testing between
K + 1 composite hypotheses Ho, H1,- -+ , Hi with the a priori distribution Q = (qo,q1, "+ ,qK)
on the hypotheses, i.e., ¢ = P(H;), for 0 < j < K, and the a priori distributions G; (9), for
j=0,1,---, K, on the parameter 0. Suppose also the 0 — 1 loss function. The Bayesian test
0 (Yy,) which minimizes the Bayes risk Jg (8) defined in (2.39) is given by

0(Yy) =My, if l=arg QRax lqj /e.pg (Yy) dG; (9)] . (2.40)

Similar to the multiple simple hypothesis testing problem, the Bayesian test (2.40) for deciding
between multiple composite hypotheses coincides also to the maximum a posteriori (MAP)
decision rule: choose index [ that maximizes the posterior distribution g; fej po (V) dG; (0) over
allj =0,1,--- | K.

2.2.5 Conclusion

In this section, we have briefly presented basic definitions and different results on the classical
(non-sequential) statistical hypothesis testing theory. Several optimality criteria, by the most
powerful approach, the Bayesian approach and the minimax approach, have been introduced.
It has been shown that optimal (or suboptimal) procedures for testing two (or more) simple (or
composite) hypotheses could be designed to attain a given criterion of optimality. Generally,
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the statistical performance of a decision rule is proportional to the number of observations.
In non-sequential setting, however, the sample size is a priori fixed. Therefore, the classical
hypothesis testing theory is particularly useful for off-line applications. For on-line monitoring
tasks, however, another data-processing method needs to be considered for more efficiently
reducing the number of observations. These sequential methods for hypothesis testing and
change-point detection-isolation will be reviewed in section 2.3 and section 2.4, respectively.

2.3 Sequential Hypothesis Testing

The purpose of this section is to introduce some sequential methods for testing between two or
multiple hypotheses. The sequential hypothesis testing problem consists in seeking a detection
rule § that is carried out in real time k = 1,2,--- based on the observations yi, %o, - yr. The
decision of stopping the test at time k£ or continuing the test at time k£ 4+ 1 depends on the
observed data y1,ya, -, yg itself.

This section is organized as follows. Basic definitions are given in subsection 2.3.1. Several
results on the sequential tests between two simple and composite hypotheses are introduced in
subsection 2.3.2 and subsection 2.3.3, respectively. Finally, we consider in subsection 2.3.4 the
problem of sequential testing between multiple hypotheses.

2.3.1 Introduction

In the classical hypothesis testing problem, the sample size n is a priori fixed. The problem
consists of seeking a detection rule ¢ satisfying a given optimality criterion. For example, in the
case of testing between two simple hypotheses Ho = {6 = 6y} and H; = {6 = 60}, we wish to
maximize the power of the test 3 (0) = Py, (0 = H1) for a given value on the probability of false
alarm g (0) = Py, (6 # Ho). The error probabilities, i.e., ag (§) and a3 (§) =1 — 3 (9), depend
on the sample size n which has not been pointed out explicitly. It is well-known that the N-P
test given in (2.14) is the most powerful test in the class Co = {0 : ag () < a}.

The question arises [19]: “Is it possible to improve this statistical procedure?”. Of course, the
answer is negative under the above-mentioned criterion. However, if we drop the assumption
that the sample size is fixed, that is, make n be a random variable depending on the samples
already observed, then improvement is possible [19]. This sequential hypothesis testing method
is critical in such applications that require some cost for performing experiments. In fact,
the theoretical study of sequential hypothesis testing has been ushered by A. Wald [193, 195]
in response to demands for more efficient testing of anti-aircraft gunnery during World War
IT [105].

For testing between two hypotheses Hy and H;, the sequential procedure can be described as
follows [193]. At any stage of an experiment, a procedure is given for making one of the following
three decisions: (1) to accept hypothesis Ho, (2) to accept hypothesis H1, or (3) to continue
the experiment by making an additional observation. Thus, such a decision rule is performed
sequentially. Based on the basis of k, for k > 1, observations, one of the aforementioned three
decisions is made. If the first or second decision is made, the test is terminated by accepting
either hypothesis Hg or hypothesis H1, respectively. If the third decision is made, on the other
hand, the experiment is continued taking the k 4+ 1 observation. The process continues until
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either hypothesis Hy or hypothesis H; is accepted. The time instant N at which the process
terminates is a random variable since it depends on the outcomes of observed data.

Definition 2.18. (Stopping time [67,126,133]). A stopping time with respect to a sequence of
random variables yi1,ya, -+ is a Markov random variable N with values in {1,2,---} and the
property that for each k € {1,2,---}, the occurrence or non-occurrence of the event {N = k}
depends only on the values of {y1,vy2, -, Yk}

Definition 2.19. (Sequential test [19, 67, 126]). A sequential test § between hypothesis Hy and
hypothesis Hy is a pair (N,v), where N is the stopping time and v is the final decision.

In sequential hypothesis testing, it is desirable to achieve the trade-off between the average
sample number (ASN) and the error probabilities. The comparison between various sequential
tests can be performed with the aide of following definitions.

Definition 2.20. (Better Sequential Test [68,193]). Consider the problem of sequential testing
between two simple hypotheses: Ho = {0 = 0o} and Hy = {0 = 61}. Let 6 and § be two sequential
procedures with the error probabilities of type I and type II being equal to oy and oy and with
the stopping times N (o, a1) and N (o, o), respectively. The test 6 is said to be better than
the test 6 if

Eq, [N (a0, 01)] < B, [N (a0,01)] and By, [N (a0, 1)] < By, [N (a0, a1)], (2.41)

where By, [N] is the ASN under hypothesis H; (i.e., 6 = 0;), for j =0, 1.

Definition 2.21. (Class of Sequential Test [68, 193]). Let ap, 1 € [0,1] be two real numbers.
The class of all sequential tests with the error probabilities of type I and type II being smaller
than or equal to ag and ay, respectively, is defined as

Cager = {0 =(N,v) 1 0; (6) <aj and By, [N] <oo, j=0,1}. (2.42)

Definition 2.22. (Optimal Sequential Test [68,193]). Consider the problem of sequential testing
between two simple hypotheses: Ho = {0 = 0o} and Hy = {0 = 6,}. The test 6 = (]\7, 13) is said
to be optimal in the class Coy o, if, for all sequential tests 6 = (N,v) in the class Cyoya,, the
following conditions are satisfied:

Eq, [N] <Eg [N] and Ey, [N] < Ey, [N]. (2.43)

2.3.2 Sequential testing between two simple hypotheses
In this sub-section, we consider the Sequential Probability Ratio Test (SPRT), which was first

introduced in [193], for testing hypothesis Ho = {6 = 6y} and hypothesis H; = {0 = 61}. The
Bayesian approach can be found in [19, 196].

Sequential Probability Ratio Test (SPRT). Let yi,y2,--- be iid. random variables
which have a common p.d.f. fp (y) with respect to some sigma-finite measure p. The joint p.d.f.
of i = (y1,y2, -+, yk) is calculated as

k
ij (Yk) = p9j (y17 Y2, ,?/k) = H f@j (yl) ’ for ,7 = 07 1. (244)
i=1
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Acceptance Region of H, (SlA < hn)

Figure 2.3 — Sequential probability ratio test between two simple hypotheses.

Let ho < 0 < hy be two real numbers (thresholds) and

k
k_ Po, (Yk) -1 f:1 for (yi) _ ] fo, (yi) ‘
ST log T T B o) 2% T () (2:45)

be the log-likelihood ratio (LLR) between hypothesis H; and hypothesis Ho on the basis of
the observations Yi = (y1,¥2, - ,yx). The sequential procedure 6 = (]\7 ,ﬁ) introduced by
Wald [193] is described as

Hy if SN >hm

. , 2.46
Ho if SN < ho (2.46)

N =inf {k>1:5F ¢ (ho,h)}, a:{

where the thresholds hg and h; are chosen for assuring acceptable levels on the error probabilities
of type I and type II.

Performance of SPRT. Several properties of the SPRT are given in following theorems. The
approximation of the error probabilities and the average sample numbers of the SPRT (2.46) is
given in Theorem 2.11 and Theorem 2.12, respectively. Finally, the optimality property of the
SPRT (2.46) is shown in Theorem 2.13.

Theorem 2.11. (Error probabilities of SPRT [67,175,193]). Consider Wald’s SPRT 6 = (N, ﬁ)

given in (2.46) with thresholds ho < 0 < hy. The relations between the error probabilities of type
I and type II and the thresholds are described as follows:

(=) e (250 e
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2.8. Sequential Hypothesis Testing

The exact calculation of thresholds for assuring acceptable values on the error probabilities is
elaborate. For this reason, Wald [193] suggested the following approximations:

1ala(05()g>, hy 1@:(15()5)7 when «q (5) , Q1 (5) — 0. (2.48)
Theorem 2.12. (Average Sample Number of SPRT [19,193,19/4]). Consider the Wald’s SPRT
6 = (N, 17) given in (2.46). Then, as oo (5) , Q] (5) — 0, the average number of samples
Eg, []\7} and Eg, []\7} are given by

(1~ a0 (5)) e (W) a0 () g (1;‘@()5))
) |
(1— a0 (5)) e (1;(5()5)) o () g (1;(5()5))
Ea e (7)) |
Theorem 2.13. (Optimality of SPRT [19, 193, 194]). Let y1,ya,--- be the sequence of i.i.d.
random observations generated from a parametric family of distributions P = {Py|0 € ©} de-

pending on the parameter 0. Consider the problem of testing hypothesis Ho = {0 = 0y} against
hypothesis H1 = {0 = 01}. Let Coy.a, given in (2.42) be the class of all tests (sequential and non-

sequential) with upper bounds on the error probabilities. Then, the Wald’s SPRT § = (N, ﬁ) is

12

ho ~ log

(2.49)

Eq, [N] = (2.50)

optimal in the class Cup o, - In other words, it minimizes the average number of samples Eg, {N}

and Eqg, {N} among all (sequential and non-sequential) tests § = (N, v) in the class Cyq a5 i-€.,
Eg, [N| <Eg, [N] and By, [N] <Ep, [N]. (2.51)

It follows from Theorem 2.13 that the SPRT (2.46) for testing between two simple hypotheses H,
and H; minimizes the average sample numbers under both hypotheses among all (i.e., sequential
and non-sequential) tests in the class Cy, o, defined in (2.42). The problem of testing between
two composite hypotheses is considered in the following subsection.

2.3.3 Sequential testing between two composite hypotheses

It is of practical interest to consider the problem of sequential testing between two compos-
ite hypotheses Hy = {0 € ©p} and H; = {0 € ©1}, for ©g N O; = @ (see also, for example,
in [78,89,100,101, 115,193,194, 196]). For solving this problem, Wald [193] suggested to uti-
lize the Weighted Sequential Probability Ratio Test (WSPRT) and the Generalized Sequential
Probability Ratio Test (GSPRT).

Let y1,y2,--- be i.i.d. random variables with a common density fp (y), depending on the pa-
rameter @, with respect to some finite-measure . Consider the problem of testing the simple
hypothesis Ho = {6 = 6y} against the composite hypothesis H; = {0 € ©1}, where 0y ¢ O;.
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The first method is to apply the generalized likelihood ratio (GLR) approach, replacing the
unknown LLR S} by the GLR statistic

k
St =log sup [ [fo (vi) /foo )] (2.52)
96@1 i=1

resulting in the following GSPRT 6= (]\7 , 19):

H, if S’{VZhl

L , 2.53
Ho if SN < hg (2:53)

N =inf {k>1:8F ¢ (ho,h)}, ﬁ—{

where the thresholds hg and h; are selected for assuring acceptable levels of error probabilities.
The second method consists of replacing the LLR S¥ by the weighted LLR statistic

k
<=k
SE=tog [ w(®) [T 1fo (i) /fao (i) 6, (2.54)
0O i=1
where w () is a suitably selected weighted function on ©1, leading to the following WSPRT
6= <N, ﬁ):
H, if S) >k
Ho if gjlv < hg 7

where the thresholds kg and hy are also chosen for assuring acceptable levels of error probabilities.

N=inf {k>1:8)¢ (ho, )}, y—{ (2.55)

In a more general case where the null hypothesis is also composite, i.e., Hy = {0 € Oy}, Wald
[193] proposed to exploit the WSPRT given in (2.55) with the following weighted LLR

Jyeo, w1 (0) f:1 fo (i) do
Joce, wo (6) T2y fo (yi)do’

where wy (f) and wy (6) are suitably selected weighted functions on ©¢ and ©1, respectively.

S = log (2.56)

By changing the measures and applying the Wald’s likelihood ratio identity [175, pages 223-224],
the average error probabilities ag (3) and oy (3) are upper bounded by

a (3) = /@ Py (5 # Ho) wo (6)dh < ™™, (2.57)

an (3) = /@ Pg (3 7'5 7‘[1) w1q (0) df S eho, (2.58)

where the thresholds hg < 0 < h;.

For practical purposes, the upper bounds on the maximal error probabilities of type I and type
II would be more preferable than the upper bounds on the average error probabilities, which
depend on the choice of weighted functions. Let us introduce the class

Caoﬂl = {5 : sup Py (5 # 7"[0) < ayp, sup Py (5 #* Hl) < 041} , agta<l1 (2.59)
[ZSISH) 0€O,

for testing between two composite hypotheses. The upper bounds on the maximal error proba-
bilities of the WSPRT and the GSPRT have not been obtained in the general case. Interested
readers are referred to [175, chapter 5] for more discussion on this topic.
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2.4. Sequential Change-point Detection and Isolation

2.3.4 Sequential testing between multiple simple hypotheses

Over the last few decades, a great deal of effort has been devoted to study the sequential mul-
tihypothesis testing problem. The majority of work has concentrated on proposing suboptimal
procedures based on the modification of the sequential probability ratio test for i.i.d. observa-
tions. For example, Sobel and Wald [171] considered the problem of sequential testing between
three normal distributions. Independently, Armitage [8] proposed a sequential procedure for
testing between multiple simple hypotheses. Based on Bayesian framework, the multiple se-
quential hypothesis testing procedures were introduced in [11,43,44,192]. The multihypothesis
testing problem for non-i.i.d. stochastic models has been also considered in [43,44,104, 180].

Definition 2.23. (Sequential Multihypothesis Test [43, 175]). A sequential multihypothesis test
0 = (N,v) between K + 1 hypotheses is defined as a pair (N,v), where N > 1 is the Markov
stopping time and v € {0,1,--- , K} is the final decision. The event {v =1}, for 0 <1 < K,
means that we accept hypothesis H; for some stopping time N < oo.

Let y1,y2,--- be i.i.d. random variables with a common density fp (y), depending on the pa-
rameter ¢, with respect to some finite-measure . Consider the problem of sequential testing
between multiple simple hypotheses H; = {6 = 6;}, for 0 <[ < K. The MSPRT ¢ = (V,v) can
be defined in the following manner:

. i o
N, = inf {k >1: min {St.5) = hij} > o} (2.60)
N = min N (2.61)
=01, K
v = arg l:Or,rll}? ® Ny, (2.62)

where

H£=1 fo, (i) _ Xk:log fo, (i)
| Y faj (y:) i—1 fej (vi)
is the log-likelihood ratio between hypothesis H; and hypothesis H; on the basis of the obser-
vations 1, %2, -+ ,yr and hy; are chosen thresholds. Readers are referred to [43,44,175, chapter
4] for the asymptotic optimality properties of the MSPRT and also the Bayesian approach for
the problem.

S¥(1,5) = log

(2.63)

2.3.5 Conclusion

In this section, we have considered the problem of sequential testing between two simple hy-
potheses, two composite hypotheses and multiple simple hypotheses. Theoretical results have
shown that the sequential tests reduce significantly the number of observations in order to
achieve a significant level compared to the non-sequential counterparts. The sequential hy-
pothesis testing introduced in this section is essential in understanding the on-line change-point
detection-isolation techniques, which is the subject of the following section.

2.4 Sequential Change-point Detection and Isolation

In this section, we focus on the design and analysis of techniques for the quickest change detection
and isolation problem. This approach is extremely suitable to surveillance applications, including
the monitoring of SCADA systems against cyber-physical attacks.
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Chapter 2. Statistical Decision Theory

2.4.1 Introduction

The sequential change-point detection deals with the on-line detection of a change in the state
of a process, subject to an acceptable level on the risk of false alarms. Specially, the process
is assumed to be in a normal state before the surveillance begins and it may unexpectedly
undergo an abrupt (or a gradual, an incipient) change-of-state from normal to abnormal. With
the arrival of each new observation, the problem is to decide whether the process is in normal
behavior or it has been changed to an abnormal state. If the state has become abnormal, we
are interested in detecting the change, usually as soon as possible, so that appropriate responses
could be provided. The time instant kg at which the process changes its state from normal to
abnormal is referred to as the change-point and the time instant 7" at which we raise an alarm is
denoted as the stopping time or the alarm time. If an alarm is raised before the change occurs
(i.e., T < ko), one has a false alarm. On the other hand, if the alarm is raised after the change
has occurred (i.e., T' > ko), one has a correct detection but with the detection delay T — ko + 1.
Hence, a good sequential change-point detection scheme should be able to obtain a trade-off
between the loss associated with the detection delay and that associated with raising a false
alarm.

The subject of change-point detection started to emerge from the requirement in quality control
which is concerned with the monitoring and evaluation of the quality of products from a contin-
uous production process. Firstly, Shewhart [165] introduced the fundamental concept of a “state
of statistical control”, in which he proposed a process inspection scheme that takes samples of
fixed size at regular time intervals and computes from the samples a suitably chosen statistic,
which can be presented graphically in the form of a control chart. Efficient sequential detection
procedures were developed later in the 1950-1960’s, after the introduction of Sequential Analy-
sis, a branch of statistics ushered by Wald [193]. To improve the sensitivity of the Shewhart’s
charts, Page [139] and Shiryaev [166] modified Wald’s theory of sequential hypothesis testing to
develop the CUSUM and the Shiryaev-Roberts charts, respectively, that attain certain optimal-
ity properties. This platform has paved the way for the development of sequential change-point
detection problem, on both theory and practice [10,103,113,166,175].

Four different approaches have been considered for solving the change-point detection problem
[146, 175], including the Bayesian approach, the generalized Bayesian approach, the minimax
approach, and the approach related to multicyclic detection of a distant change in a stationary
regime. In the following, we follow the minimax approach under which the change-point kg
is considered as unknown but non-random. Interested readers are referred to [175] for recent
results of other approaches.

2.4.2 Sequential change-point detection

Let y1,y2, -+ be a sequence of independent random observations generated from a parametric
family of distributions P = {Fy|0 € ©} depending on the parameter 6. Let kg > 1 be the
unknown change-point at which the parameter 6 changes its value from 6y to 61 # 6p. In
other words, the random variables y1, ¥, - -, yx,—1 have the distribution Py, while the random
variables yg,, Yk,+1, - - - have the distribution Fp,. The statistical model for the quickest change
detection is described as

i {Pgo if k<ko (2.64)

Py, if k>ko
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Figure 2.4 — Sequential change-point detection problem.
Let Py, denote the probability measure when the observations yi,y2, - ,yr,—1 ~ Py, and
Yko> Ykot1, -+ ~ Py, and Py £ Py corresponds to kg = oo (i.e., y1,y2, -+ ~ Py,). Let Py,

(res. Py £ Py) and Ey, (res. Eg £ Eo) are, respectively, the probability and the expectation
w.r.t. the probability measure Py, (res. Py = Poo). Suppose that the distributions Py, and P,
receive the densities fy, and fp,, respectively.

Minimax optimality criteria

The objective of an abrupt change detection algorithm is to achieve a trade-off between the risk
associated with the detection delay and the risk of raising a false alarm. A large number of opti-
mality criteria have been proposed for interpreting the compromise between these contradictory
performance indexes. In general, a criterion of optimality should be favorable of minimizing the
average detection delay (ADD) while avoiding frequent false alarms.

Let T be the stopping time of a quickest change detection procedure. The first optimality
criterion is due to Lorden [113] who suggested to minimize the following “worst-worst-case”
average detection delay (WWADD):

=k

E [T] = :up esssup Eg, [T'— ko + 1|T > ko, y1,y2, -+ » Yko—1]) (2.65)
0>1
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among all stopping times 7' € C in the class
Cy = {T B [T] > 7} (2.66)

satisfying the average run length (ARL) to false alarm® constraint. The following theorem,
whose proof can be found in [113], gives the lower bound for the WWADD E" [T] defined in
(2.65).

Theorem 2.14. (Lorden’s Asymptotic Theory [10,113]). Let T be a stopping time in the class
C., given in (2.66) and n () be the lower bound on E [T| defined in (2.65). Let also p1g =
Eg, [log (fo, (y) / fo, (y))] be the Kullback-Leibler distance between fg, and fy,, satisfying 0 <
p1o0 < 0o. For independent observations {yj}.~,, we have

1
n(y) ~ o8 (7) as 7y — Q. (2.67)
P10

Lorden [113] showed that the Cumulative Sum (CUSUM) procedure, first introduced by Page
[139], is first-order asymptotically optimal as 7 — co. By using different arguments, Moustakides
[124] and Ritov [157] proved that the CUSUM algorithm is exactly optimal w.r.t. Lorden’s
criterion (2.65)—(2.66) for any v > 1.

Though the optimality of the CUSUM test w.r.t. Lorden’s criterion (2.65)—(2.66) is a very
strong result, this criterion seems to be too pessimistic since it is, in fact, a double-minimax
approach [146]. For this reason, it is more natural to find a procedure that minimizes the
following conditional average detection delay (CADD):

E[T] = Eg, [T — ko [T > ko, (2.68)

for all ky > 1 simultaneously. Since such a uniformly optimal procedure does not exist, Pol-
lak [142] suggested to minimize the following “worst-case” conditional average detection delay
(WCADD):
E* [T] = sup By, [T — ko |T > ko], (2.69)
ko>1
among all stopping times 7" € C,, satisfying the baseline ARL constraint Eq [T] > v, where v > 1
is a prescribed value.

Recently, Lai [103,107] has generalized Lorden’s asymptotic theory to non-i.i.d. scenario un-
der the convergence assumption on the conditional probability for the log-likelihood ratio
(LLR). Suppose that under Py, the conditional density function of yp given yi,--- ,yx_1 is
foo Cly1, -+ ,yk—1) for any £ > 1 and that under Py,, the conditional density function is
foo Clyi, -+ ,yk—1) for k < ko and fp, (-|y1,--- ,yx—1) for k > ko. In this non-i.i.d. scenario,
the LLR is defined as

—] f91 (yl|y17 7,%‘—1)
s; = log )

f90 (yl|y17 7yi—1)
To generalize the Lorden’s asymptotic theory beyond the i.i.d. setting, Lai [103,107] has imposed
the following assumption on the LLR s; defined in (2.70):

(2.70)

ko+t
li P >k 1446
o e (%Z&— ol +4)

Y1, ,ykol) = 0, Vo > 0, (2.71)

i=kg

5The average run length to false alarm is also denoted as the mean time to false alarm or the mean time
between false alarms.
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where p1g > 0 is a positive number. For the i.i.d. case, the number p;g coincides with the
Kullback-Leibler distance between fy, and fg,.

Under the assumption (2.71), Lai [103,107] has showed that both the WWADD E" [T] proposed
by Lorden [113] and the WCADD E* [T] suggested by Pollak [142] are asymptotically lower
bounded by

E'[1)> E*[T] > (pig +0(1))log(7) as 7 — o0, (2.72)
for all stopping times T" € C,, satisfying the baseline ARL constraint Eq [T] > .

It has been discussed in [103,176] that the baseline ARL constraint Eq [7] > ~ implies the asymp-
totic lower bound (pfol +o (1)) log () for the CADD Ey, [T — ko|T > ko] for only some unspeci-
fied values ko. However, it is the most desirable to obtain the lower bound for Ey, [T' — ko|T > ko]
uniformly for all ky > 1 subject to the ARL constraint. Since no such detection procedure exists,
Lai and Tartakovsky suggested to replace the global false alarm constraint (i.e., the baseline ARL
constraint Eq [T] > «y) by the worst local (conditional) probability of raising a false alarm within
a time window of given length, i.e., sup;~; Po (I < T <1+ m,) < « for the non-conditional ver-
sion [103] and sup;s; Po (T' < I + mqa|T > 1) < « for the conditional version [176], respectively.
Moreover, for some practical applications, including intrusion detection in computer networks
and a variety of surveillance applications, it is more desirable to control the worst local false
alarm rate at a certain value [176]. Let

Co = {T:Pfa(T;ma) =supPy (I <T <1+ my) §a}, (2.73)
1>1
where
lim inf my / |log ()| > p1o but log (mq) = o (log (o)) when a — 0 (2.74)

be the class of all stopping times T satisfying the worst-case probability of false alarm within any
time window of length m, upper bounded by a predefined value « € (0,1). Lai [103] has given
an asymptotic lower bound for Eg, [(T - k0)+] uniformly over all kg > 1 under the following
relaxation of assumption on the convergence of the LLR:

ko+t
I P > kp(146) | =0, vi>o. 2.75
i, 2o P (mz =R+ >) - 27

The following theorem, whose proof can be found in [103], gives the asymptotic lower bound for
Ex, [(T - ko)ﬂ if the condition (2.75) is satisfied.

Theorem 2.15. (Asymptotic lower bound [103]). Suppose that the conditions (2.74) and (2.75)
hold for some positive number p1g. Then as o — 0

Po (T > ko)

; + 0(1)) , uniformly in ko > 1. (2.76)
10

Bry (7~ ho)*] = log (@)]

The lower bound (2.76) has been used in [103] to prove the asymptotic optimality of the CUSUM
procedure and the window limited (WL) CUSUM procedure. The method is to show that these
procedures (i.e., CUSUM and WL CUSUM) with appropriately chosen parameters asymptoti-
cally reach the lower bound (2.76) subject to the false alarm constraint (2.73).
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Sequential Change Detection Procedures

Known Post-change Parameters Unknown Post-change Parameters

: U Generalized Likelihood Ratio (GLR) methods
: v" GLR detection procedure

: v" WL GLR detection procedure

i 0 Weighted Likelihood Ratio (WLR) methods

: v" WLR detection procedure

: v" WL WLR detection procedure

: U Likelihood Ratio (LR) methods

|V Fixed-Size Sample (FSS) detection procedure

i v Finite Moving Average (FMA) detection procedure

! v Cumulative Sum (CUSUM) detection procedure

v Window Limited (WL) CUSUM detection procedure

Figure 2.5 — Sequential quickest change detection procedures.

Detection procedures when the post-change parameter is known

The objective of this sub-subsection is to resume several well-known detection algorithms that
may attain the aforementioned optimality criteria. We focus only on the non-Bayesian approach
where the change-point kg is assumed as unknown and non-random.

Fixed-Size Sample (FSS) procedure. Let n € ZT be a positive integer. The fixed-size
sample (FSS) strategy’ is, effectively, a repeated hypothesis testing procedure based on the
samples of fixed size L observed sequentially. At each time instant k& = nL, for n > 1,
the FSS algorithm performs a classical hypothesis test § between the null hypothesis Hgy :
{y(n_l)LH,--' S Ynl, ~ Pgo} and the alternative hypothesis H; : {y(n_l)LH, Ce L YnL ~ Pgl}.
The FSS procedure continues until the decision d,, of the test is favorable of hypothesis H; for
some n > 1. Since the solution to the non-sequential hypothesis testing problem is given by the
fundamental Neyman-Pearson lemma, the optimal FSS procedure is designed as follows:

Trss = inf {k =nL:d, =1}, (2.77)
n>1
where the decision d,, of the Neyman-Pearson test is defined as

1 it Sk, >h L fo, (i
dn = 0 if S;L DL+ h ) S(nL—l)L—H = Z log f - E ;’ (2'78)
1 (n-1)L+1 < i=(n—1)L+1 00 \Yi

where h is a chosen threshold. The demonstration of the FSS detection procedure (2.77)—(2.78)
is given in figure (2.6).

Consider now the family of Gaussian distributions

2 .
oo~ {N (6,02 if k< ko 279)

N (01,6%) if k>ko

"The fixed-size sample procedure is often denoted as the Shewhart control chart in quality control.
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Figure 2.6 — Fixed-size sample (FSS) detection procedure.

where 6y, 01 and o are assumed to be known. In this case, the LLR S("nL_l) 41 18 given as

. 0, — 0, oL 01 + 6,
S(nL—l)L-H = - Z <Z/i T ) (2.80)

)
9% ——D)L41

Lorden’s criterion of optimality has been studied by Nikiforov [131] in the class of all F'SS tests.
The main results are given in the following theorem.

Theorem 2.16. (F'SS detection procedure [131]). Let us consider the observation model (2.79).
Consider the FSS detection procedure (2.77)—(2.78) with the LLR computed in (2.80). The
optimal FSS algorithm verifies

E" [Trss] ~ 210g (T> , L~ tos (T) , h~log (T) , as T — oo, (2.81)
P10 P10

where T = Eq [Tyss] is the ARL to false alarm, E [Trss] is the WWADD, h is the chosen
threshold, L is the sample size and p1g is the Kullback-Leibler information which is computed in
the Gaussian case as p1o = 0.5 (01 — 0p) /0.

Finite Moving Average (FMA) procedure. The Finite Moving Average (FMA) procedure
is an algorithm that, for each time instant k > 1, carries out a test between the null hypothesis
Ho = {Yk—r+1, -, Yk ~ Py, } and the alternative hypothesis H; : {yg—r+1, - ,yx ~ Pp, }, based
on the block of L observations yx_r41, -+ ,yr. For the time instant k + 1, the procedure moves
one step by rejecting the last observation yx_ 111 and employing the novel one yx11 to form the
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Figure 2.7 — Finite moving average (FMA) detection procedure.
novel block of observations yx_r12,- - ,yr+1 for constructing the test between Hy and H;. The

stopping time of the FMA procedure is defined as

L
. for (Yr—iv1)
Tema =inf <k > L : Yilog=———<>h,, 2.82
12:21 " foo (Y—i1) (252)
where h is a chosen threshold and ~; > 0, for ¢ = 1,--- , L, are predefined coefficients. Some

results on the FMA test (2.82) were investigated in [106].

Cumulative Sum (CUSUM) procedure. By exploiting Wald’s theory on sequential anal-
ysis [195], Page [139] developed the Cumulative Sum (CUSUM) detection scheme that contains
many optimality properties. The idea of the CUSUM procedure is to take into account the
variation of the log-likelihood ratio (LLR) s; = log [fa, (vi) / fo, (vi)] before and after the change.
In fact, the LLR s; possesses the negative mean before the change (i.e., Eg, [s;] < 0) and it has
the positive mean after the change (i.e., Eg, [s;] > 0). The are several derivations of the CUSUM
procedure [10,175]. The CUSUM procedure can be described as

k
Tes = inf{k >1: max SF > h}, 5= 3 log 10 () 2.83
s i<i<k 2108, 4 (2:83)

where h is the chosen threshold. The CUSUM procedure can be also expressed in a recursive
manner as

t=t

Tes =inf{k >1:¢g; > h}, (2.84)
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where the decision function g = max;<;<j Sf is calculated recursively as

fo. (yk) > i
gk = <gk—1 + log ; 90=0, (2.85)
foo (yk)
where ()" = max (0, z).
Ye |
| Post-change Mode {yk ~ ‘P&}
1 A
g Pre-change Mode {yk ~ P, } f N
:8 N Z ‘ 0 }
g h
g |
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0 T Ky \ Time k
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Figure 2.8 — CUSUM detection procedure.

Lorden [113] showed that the CUSUM detection scheme is asymptotically optimal in the sense
that it minimizes the WWADD E' [T] defined in (2.65) among all stopping times T' € C.,
satisfying the baseline ARL constraint Eg [T] > «. Especially, he showed that if the threshold h
is such chosen as h ~ log () and Eq [Tcs] ~ 7, then

ks . = log ()
E" [Tcs] —Tlél(’gW {E [T]} et v — 00. (2.86)

Recently, Lai [103] showed that the CUSUM test with suitably chosen threshold £ attains also
the asymptotic lower bound for the WCADD E* [T] defined in (2.69) among all stopping times
Ted,,ie,

Tk s Tk log(’}/)
B [Tes) = inf. {& 11} o as 7o (2.87)
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The exact optimality (i.e., non-asymptotic for any v > 1) of the CUSUM procedure w.r.t.
Lorden’s criterion has been studied by Moustakides [124] and Ritov [157], respectively.

Window Limited CUSUM procedure. The Window Limited (WL) CUSUM algorithm
was first introduced by Willsky and Jones [205] for the detection of abrupt changes in linear
systems. The idea of the WL CUSUM procedure is to utilize the last m, observations for the
decision-making. The stopping time Ty, of the WL CUSUM test is defined as

fo, (¥
f90 )

where h is a chosen threshold. The WL CUSUM algorithm can be utilized also for the non-i.i.d.
scenario, where the LLR S¥ becomes

k
TWL—inf{k:Zma: max szh}, Zl

(2.88)
k—ma+1<i<k

Zl f01 yt|y1,~~' 7yt—1)_ (289)
f@o yt|yla 7yt—1)

Theorem 2.17. (Properties of the WL CUSUM detection procedure [103]). Consider the WL
CUSUM detection procedure defined in (2.88)—(2.89). If the threshold h is such chosen that

2mae~" = o, where the window size my, satisfies (2.74), then

P, (Twi;me) = sup Po (I < Twr <l +mq —1) < 2mge . (2.90)

I>meq

Moreover, if the constraint (2.75) and the following constraint:

t+k
lim sup esssupPg, k1 Z s; < pro—9
k=00 1<ko<t i—t

Yi,Yy2, - 7yt1> =0 Vé> O, (291)

are satisfied, then as o — 0, we have

Po (Twr, > ko)

Eg, [(TWL - ko)ﬂ ~ |log (o) ( 1o

+ 0(1)> uniformly in ko > 1. (2.92)

It follows from the above theorem that if the conditions (2.74), (2.75) and (2.91) are satisfied and
the threshold h is chosen as 2mqe™" = «, the WL CUSUM procedure is asymptotically optimal
in the sense that it minimizes Ey, [(TWL — ko)ﬂ uniformly in kg > 1 among all stopping times
in the class C,, defined in (2.73), as a — 0.

Detection procedures when the post-change parameter is unknown

In many practical situations, the pre-change hypothesis is often simple (i.e., Ho = {6 = 6y}) but
the post-change hypothesis is composite (i.e., H; = {0 € ©1}, where ©1 C O\ {6p}). There are
two approaches for dealing with such circumstances [103,175]. The first one utilizes a weighting
function G (6), which is often considered as the a priori distribution of the unknown parameter
0 € ©4, for weighting the LR w.r.t. all possible values of the parameter § € ©;. The second one
involves the generalized LR approach, which replaces the unknown parameter 6 by its maximum
likelihood estimate (MLE).
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Weighted Likelihood Ratio (WLR) procedure. The weighted likelihood ratio (WLR)
detection procedure can be defined directly as

= inf {k >1: max logA¥ > h}, (2.93)
1<i<k

where h is a chosen threshold and Af' is the weighted LR, being calculated by

H Jo (Yelyr, -+ ye-1) iG (0). (2.04)
oco, = Zfeo (yelyrs -+ s ye-1)

where fo (y|y1,- -+ ,y¢—1) is the conditional density function of y; given y1,--- ,y;—1 and G (0)
is the a priori distribution of the parameter 6 on ©1.

Similar to the case of GLR scheme, let us consider the exponential family of distributions
P = {P|0 € O} whose p.d.f. is given in (2.100), where the parameter value § = 6y before the
change and 6 # 6, after the change. In this case, the weighted LR statistic is computed as

Ak = /exp {0 00) SF = (k=i +1) (d(0) — d (0)) } dG (6) , (2.95)
01

where SF = Zt ; Yt The approximation of the WWADD ]E@ {T } of the WLR detection procedure
in the case of exponential family of distributions is shown in Theorem 2.18.

Theorem 2.18. (Properties of the WLR detection procedure [10, 143]). Consider the WLR
detection procedure given in (2.93) with the weighted LR statistic calculated in (2.95). Suppose
that the weighting function G () has a positive derivative in the neighborhood of 0 and the

threshold h is such chosen that T = Eq [T} Then, as T — oo, the approzimation of the
WWADD E, [T} is given as

o log(T) + jlog [L(ge(eTo))] | 2 (6)
E, [T} ~ > (0.00) = 2,(0.00) {log [2% 10 ] - 1} +o0(1), (2.96)

where the K-L distance is calculated as

p(0,60) = (6 —60)d () — (d (8) — d(6)) .- (2.97)

It follows from (2.96) that the WWADD E, [T } for the WLR detection rule does not reach

the infimum of mean delay log (T) /p (0, 6p) for the class of detection procedures satisfying the

constraint on the ALR2FA T > v when v — co. The additional term can be considered as the
price to be paid for the unknown a priori information about the parameter 6.

Generalized Likelihood Ratio (GLR) procedure. By replacing the unknown parameter
0 € O; with its maximum likelihood estimate, the so-called generalized CUSUM detection
procedure is defined as

= inf {k: > 1: max logAF > h} (2.98)

1<i<k
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where h is a chosen threshold and Af is the generalized likelihood ratio, being calculated as

k
Af — su Jo (elyr, -+, ye—1) ’
0cO1 t—=i f90 (yt‘yla o ,yt—l)

(2.99)

where fy (y¢|y1,- -+ ,y1—1) is the conditional density function of y; given yi, -, yi—1.

Consider the exponential parametric family of distributions P = {Fy|0 € O} whose p.d.f. has
the form

fo(y) =g (y)exp{Oy —d(0)}, (2.100)
where g : y— ¢ (y) and d : 0 — d () are two functions from R to R.

Suppose that the parameter value § = 6y before the change and § € © = [0, ), where 61 > 6,
after the change. In this case, the GLR procedure is given by

T = inf {k >1: max sup {(9 —0)SF —(k—i+1)(d(8) — d(eo))} > h} , (2.101)
1<i<k 9>,

where Sf = Z,’f:i y¢ and h is a chosen threshold. The following theorem, whose proof can be

found in [114], gives the upper bound on the WWADD E; [T} , which depends on the parameter

6, of the GLR procedure (2.101) subject to the ARL constraint Eg [T} > .

Theorem 2.19. (Properties of the GLR detection procedure [10, 67, 114]). Consider the GLR
detection procedure given in (2.101). When the threshold h and the error probability o are

connected through
—h _ «

el = - (2.102)
_ 1
3log (a~1) {1 + p(91790)}
then the ARL to false alarm T satisfies
T=FE ] >a™, (2.103)
and the WWADD E; [T} is upper bounded by
. [T} - log (T) + log (log (T)) . 2log (\/g {1 + 7{)(911700)}) . 02 9%d(0) ‘1 (2100
U= p (6, 00) p (6., 6o) p?(0,00) 002 C

for all @ > 01, where p(0,600) = Eg [log (fo (v) / fo, (v))] is the K-L distance between fo and fg,.

Theorem 2.19 allows us to establish the relation between the WWADD [y, [T} and the ARL2FA

Eq [T] Moreover, the upper bound on the WWADD EZ [T] of the GLR detection procedure
obtained in Theorem 2.19 can be utilized to compare with the upper bound on the WWADD
E, [T] of the WLR detection procedure in Theorem 2.18.
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Window Limited Weighted Likelihood Ratio (WL WLR) procedure. The window-
limited weighted likelihood ratio (WL WLR) detection procedure utilizes the mixture LR statis-
tics A¥ given in (2.94). The WL WLR procedure is defined as

I =1 > : ~]'€ > .
Twi, (h) = inf {k > Mg k—mglflxgigkbg A > h} , (2.105)

where the time window m,, satisfying mq/ |log (a)] — oo but log (mqs) = o (log («)) as a — 0.
The following theorem, whose proof can be found in [103], proves the asymptotic optimality of
the WL WLR detection procedure.

Theorem 2.20. (Properties of the WL WLR detection procedure [103]). Suppose that for every
0 > 0, there exist ©5 C ©1 and k (§) > 1 such that 61 € O5, G(B5) >0, and

to+k
su sup esssup P? inf 5 (0) <k(p(01,00) — 9
Jup sup esssupl (9696 i; (0) < k(p(61,00) - 0)

Y1,Y2, - 7yt0—l) < 67 (2106)

where the LLR s; (0) is calculated as

s (6) — 1o f9 (yl|y177y171) ’
feo (yl’yla"'aylfl)

and p (61,00) is the K-L distance. If the window size my, is such chosen that a = 2mae ", then
sup;>1 Po (l < Twr <1+ ma) < a as o — 0 and then

1+0(1)

- +
sup esssu Eel[ Twr, — ko +1 R _}<h, 2.107
koZpl P ko ( Wk ) . o=t ] =5 01, 60) ( )
E: (T —k )+ < o (TWL - ko) uniformly in kg > 1 (2.108)
o [V R0 (61.60) +0 (1) T |

It follows from Theorem 2.20 that the WL WLR procedure (2.105) based on the mixture LLRs
with appropriately chosen parameters is asymptotically optimal in the sense that it minimizes

— ~ +
the ADD EZ; [(TWL — ko) } uniformly in ky > 1 over all stopping times satisfying the constraint
(2.73) as a — 0.

Window Limited Generalized Likelihood Ratio (WL GLR) procedure. The idea of
the window limited generalized likelihood ratio (WL GLR) approach is due to Willsky and
Jones [205] who proposed to utilize the last m,, observations at each time instant instead of all
observed samples. The stopping time of the WL GLR procedure is defined as

[ =i > : A’? > .
Twr, = inf {k ZMa i, omax, o eseué)l log A} > h} , (2.109)

where the GLR Af is calculated in (2.99) and m, < m, is the number of necessary observations
for the MLE and h is a chosen threshold. It has been shown in [103,107] that the WL GLR
defined in (2.109), with the parameters are such chosen that h ~ |log («)|, mqa ~ o(|log(«)|)

and m, = faexp (h), attains the lower bound for the ADD Eyg, [(T - k0)+] uniformly for all

ko > m, among all stopping times 7" in the class C,, defined in (2.73). Recursive methods for
the implementation of the WL GLR detection procedure and numerical examples have been
performed in [102,107].
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2.4.3 Sequential change-point detection-isolation

In the previous section, we have resumed several optimality criteria and detection procedures
for the problem of detecting abrupt changes in a stochastic system. In this section, we continue
with the joint detection and isolation problem which was first introduced by Nikiforov [130].

Problem statement

In the case of multiple hypotheses, there are several post-change hypotheses H;, for 1 <1 < K.
As before, let y1,y92, -+ be a sequence of independent random observations generated from a
parametric family of distributions P = {Py|# € O}, where the parameter space © = JX, 6.
Similar to the detection problem, the parameter 6 receives its nominal value # = 6y under
normal operation. From an unknown change-point ky > 1, the system shifts to another mode,

causing the parameter 6 to change its value from 8 = 6y to 0 = 0, for [ = 1,--- | K, where K
stands for possible change modes. In other words, the random variables yi,y2, - ,yx,—1 have
the distribution Py, while the random variables y,, yx,+1,- - have the distributions Fy,. The

statistical model for the change-point detection-isolation is described as

Py, it k<k
yp ~ 400 0 =1,... K (2.110)
Py, if k> ko
Denote by P}CO the probability measure when the observations y1,¥y2, -, yr,—1 ~ Py, and the

observations yr,, Yko+1,- - ~ Fp,, for 1 <1 < K. Also, we denote by Py A 77,80, for all 0 <
I < K and all ky > 1, the pre-change probability measure when the observations y1, y2, - -+ ~ Fp,.
Let cho (res. Py = PL_ £ IP’%O) and IEZ,O (res. Eg 2 E, £ E%O) be, respectively, the probability
and the expectation with respect to the probability measure P,lm (res. P £ Pl £ 73,80).

The change detection and isolation algorithm should calculate a pair (7', v) based on the obser-
vations yi1,¥ys,- -+, where v, for 1 < v < K is the final detection and T is the stopping time
at which the change type v is declared. It it intuitively obvious that the detection-isolation
algorithm should be favorable of small delay for detection-isolation with few false alarm and few
false isolation rates.

Minimax optimality criteria

In the following, we note several optimality criteria for the quickest change detection-isolation
problem by the minimax approach, where the change-point kg is unknown and non-random.

Worst-worst-case conditional detection-isolation delay. For evaluating the false alarm
and false isolation rates, suppose that the observations (yk)k21 are coming from the distribution
Py,, for 0 <1 < K. Consider the following sequence of alarm times and final decisions (77, v;):

To=0<Ti<Ty < <Tp <---, and vi,v9, - ,Vp, -,

where 7). is the alarm time of the detection-isolation algorithm applied to y7,. ,+1,y7. 42, -
and v, is the corresponding final decision. The first false alarm/isolation 7%=/ of the j-type is
defined as

T =inf {T, : v, = j}, 1<j#I1<K,
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2.4. Sequential Change-point Detection and Isolation

where it is assumed that inf {(}} = oo and that the system restarts from scratch after each false
alarm /isolation.

For measuring the risk associated with the detection-isolation delay, consider the sequence of
observations (yx),~; which are coming from the observation model (2.110). If the change is
detected /isolated correctly after the change-point kg (T > ko and v = [), the delay for detection-
isolation of the [-type change is defined as

71 =T —ko+ 1. (2.111)
As discussed in [130], the detection delay 7, = T'— ko +1, for 1 <[ < K, should be stochastically

small and the mean time to false alarm/isolation 7%=/ = inf {T} : v, = j}, for any combination
of j # [, should be stochastically large. By generalizing Lorden’s criterion for the detection
problem, Nikiforov [130] proposed to minimize the worst-worst-case mean delay for detection-
isolation

7°(0) = sup  ess supEka (T —ko+1)|T > ko,y1,92, -, Yko—1] (2.112)
ko>1,1<I<K

among all procedures § = (T, v) € C, satisfying

[ . i : : > .
o {(5 (T,v) og}lgnKogglél%KEl [inf {7} : vy j}]_"}/}, (2.113)

where E;[[] £ E}{ [], for 1 < < K, and v is the minimum value for the mean time to false
alarm/isolation. The asymptotic lower bound n () for the worst-worst-case delay (2.112)—
(2.113) is obtained in [130] as

log () asy — 00, (2.114)

n = inf () > ,
() (T,V)GCW( ) e

where p* = minj<;< g ming<;2<x pij and py; = Ey, {log (f@l (Y1) / fo; (yl))} is the K-L informa-
tion between fy, and fp,.

Uniformly constrained conditional probability of false isolation. The drawback of
the criterion (2.112)—(2.113) lies in that the change-point kg is constrained at the onset time
ko = 1 for evaluating false isolation probabilities. For circumventing this inconvenience, a more
tractable criterion has been introduced in [129,132], involving the minimization of the maximum
mean delay for the detection-isolation

F(0)= sup Ej [T —ko+ 1T > ko (2.115)
ko>1,1<I<K

among all stopping procedures 6 = (T, v) € C, 3 satisfying

.8 {5 (T,v) : Eo[T] >, max 1SIJD7?I§K :0112p1 Py, (v =j|T > ko) < B} (2.116)

An asymptotic lower bound n (v, ) for the maximum mean delay (2.115)-(2.116) over all pro-
cedures in the class C,3 is given by [132]:

-1

n (v, ) = max {log l*, log ﬁ*} , as min {'y,ﬁ_l} — 00, (2.117)
Pta Pti

where p?a = minlgng P50 and pg = minlSlSK minlSj#SK Plj-

71



Chapter 2. Statistical Decision Theory

Uniformly constrained probabilities of false alarm and false isolation within a time
window. In aforementioned criteria, the false alarm constraint Eq [T] > ~ stipulates a large
mean time to false alarm. However, a long expected duration to false alarm does not necessarily
imply the small value for the probability of false alarm within any time window of given length
[103, 104, 176]. Moreover, for safety-critical applications, it is preferable to warrant that the
local probabilities of false alarm and false isolation within a time window of predefined length
are upper bounded [176]. For these reasons, Lai [104] suggested to replace the ARL to false
alarm and false isolation constraints by the following worst-case probabilities of false alarm and
false isolation within a time window:
P, =supPy (I < T <l+my), Pg = max sup ]P’k (ko <T < ko + mq,v #1), (2.118)
>1 1<l<Kk >0
where Py, denotes the worst-case probability of false alarm and Pg stands for the worst-case prob-
ability of false isolation and m, satisfies liminf m/ |log ()| > 1 |p*| but log (m4) = o (log («))
as a — 0. Let
Cone = {6 = (1,v) : Py (6) < ama, P (8) < amy |, (2.119)

be the class of all detection-isolation procedures satisfying constraints on Pg, and Pg. As a — 0,
an asymptotic lower bound for the mean delay for detection-isolation IELO [(T — ko + 1)+}7 for
every 1 <! < K, in the class Cy,, is obtained in [104]:

Py (T > ko) [log ()]
pr+o(1)

ELO {(T — ko + 1)+} > uniformly in kg > 1, (2.120)

where p; = min;; py;.

Detection and isolation procedures

Several detection-isolation algorithms which attain different optimality criteria have been pro-
posed in literature. In the following, we consider typical ones, including the generalized CUSUM
procedure [130], matrix CUSUM procedure [138], recursive vector CUSUM procedure [129,132]
and the non-recursive window limited vector CUSUM procedure [104].

Generalized CUSUM procedure. By utilizing the idea of the class of extended stopping
variables, Nikiforov [130] generalized the Page’s CUSUM procedure [139] to the problem of joint
detection and isolation. The generalized CUSUM procedure dgcs = (Tges, Vaes) introduced by
Nikiforov [130] can be described as

I
Tocs = min {Thos}, (2.121)
_ - I
vacs =arg min {TGCS} , (2.122)

where T, éCS is the stopping time responsible for the detection of hypothesis H; against other
alternative hypotheses {#;},; ;i and it is defined as

Jo, (y
fe )

where h is the chosen threshold and Sf (1,7) is the LLR between hypothesis H; and hypothesis
H;.

k
TéCS:inf{kzl max min S (I, j)>h} S¥ (1, 7) Zl

(2.123)
1<i<k 0<jAI<K
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Theorem 2.21. (Asymptotic optimality of generalized CUSUM procedure [130]). Consider the
generalized CUSUM procedure (2.121)—(2.123) in the class C., defined in (2.113) and h ~ log ()
as vy — o0, especially h =log (). Then

logy

*

7 (T < E; [T ~ — 2.124

T (Taes) < max B [Taes] as vy —» 0o, ( )
where p* = miny<j<x ming<;x<x pij, where 0 < p; < oo for all 0 <1 # j < K is the minimal
Kullback-Leibler information between two closet hypotheses.

Matrix CUSUM procedure. As discussed in [138], the main drawback of the generalized
CUSUM algorithm (2.121)—(2.123) lies in that it does not permit a recursive form, which makes
it computationally prohibitive for on-line applications. For this reason, Oskiper and Poor [138]
designed the matrix CUSUM procedure dnics = (Thcs, Ymcs) which can be expressed in a
recursive manner. The authors suggested to replace the max —min operands in (2.123) by
the min — max operands, leading to the following extended stopping time Tli/ICS for the matrix
CUSUM procedure:

! =1 > . i k 1) > . .
Tyicg = inf {k >1 Ogggéll%K 112?§Xk SE(l,j)>h (2.125)

The stopping time and the final decision of the matrix CUSUM algorithm is described as

— : [

Tyvcs = lg}lgnk {TMCS} , (2.126)
— : l

vucs = arg min {TMCS} . (2.127)

It can be notified from (2.125) that the CUSUM statistic gy (/,5) = max;<;<j SF (I,7) can be
calculated recursively as

where (z)" = max (z,0), s (,§) = log [f@l (Yk) / fo; (yk)} and initial condition go (,j) = 0, for
all 1 <[l < K and 0<j#1[< K. The recursive matrix CUSUM procedure can be described as

Taes = inf k> 1 i 1,j) > h 2.12
Mcs = in { > 12?%0532%1«9’“( J) = } (2.129)
vMCS = arg Max {OSEI;%KgTMcs (l,J)} : (2.130)

It has been shown in [138,175] that the matrix CUSUM procedure (2.129)—(2.130) is fully
recursive and its statistical properties asymptotically coincides with the generalized CUSUM
algorithm (2.121)—(2.123). Another version of the matrix CUSUM procedure with different
thresholds can be found in [175,181].

Vector CUSUM procedure. As discussed in [129, 132, 175, 181], both the generalized
CUSUM algorithm and the matrix CUSUM procedure depend heavily on the mutual ge-
ometry of the hypotheses. Sometimes, the probability of false isolation increases signifi-
cantly when the change time ky — oo due to an uncontrolled growth of some cumulative
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sums under the pre-change hypothesis Hy (see [175, pages 507-508] for detailed explana-
tion). In order to circumvent this difficulty, Nikiforov [129, 132] suggested to replace the
statistic maxj<;<g S’f (1,7), which may be stochastically large under #Hy for some [, j, by the
statistic max;<;<k Sf (1,0) — maxj<i<k Sf (4,0), which is stochastically small under H, for all
1<1,57 < K, leading to the following recursive vector CUSUM procedure dyvcs = (Tvcs, Yves):

ol | P |
Tys —inf {k> 15 max min [0 (0,0) =90 (.0) =) 20f,  (213)
vves = arg max {0 o lorves (1,0) = 91ves (4:0) = hu]} : (2.132)

where the function gy (1,0) is defined in a recursive manner as
9k (l,O) = (gk—l (l70)+3k (170))+7 1<i< K, (2133>

with initial condition go (1,0) =0 1 <1< K and go(0,0) = 0. The thresholds h; ; are chosen
in the following way
heyy if 1<I<K d =0
= P e (2.134)
hg if 1<lj<K and j#I
where hg, and hg stand for the detection and isolation thresholds, respectively.
The statistical properties of the vector CUSUM procedure dycs = (Tycs,vves) have been
investigated in [129, 132] with respect to the optimality criterion (2.115)—(2.116).

Theorem 2.22. (Asymptotic optimality of vector CUSUM procedure [129, 132, 175]). Consider
the vector CUSUM procedure oycs = (Tycs, vves) given in (2.131)—(2.134). Suppose that 0 <
pij < oo for all 0 <1 # j < K and the following reqularity condition is fulfilled: the moment-
generating function ¢ () = E; [egsk(l’j)} < oo exists for all real number ¢ € (—n,n), wheren > 0,
and for all1 <1 < K and 0 < j #1 < K. Let hy; be given by (2.134) and hgy > hg. Let also
vy — 00, B— 0 andlog (y) > log (B7Y) (1 +0(1)). If the thresholds are selected as hg, ~ log (7)
as ¥ — 0o and hg ~ log (871) as B — 0, then

Eo [Tvcs] > 7, R R :;1;1 P, (vves = jlTves > ko) < B(140(1)), (2.135)

and
log (v) log (B71)
Pt PR

7 (Syes) < max ( ) (1+0(1)). (2.136)
It follows from the Theorem 2.22 that the vector CUSUM procedure dycs = (Tvcs, Yves) is
asymptotically optimal in the class C.z defined in (2.116).

Window Limited vector CUSUM procedure. Pursuing the asymptotic theory for the
detection problem [103,107], Lai [104] has generalized the results of Nikiforov in [130] for the
non-i.i.d. case under the convergence condition on the log-likelihood ratio. He proposed also the
following window limited vector CUSUM procedure dywr, = (Tywr, »wvwL), where the stopping
time Tywi, and the final decision vywi, are given by

Tywr = inf{k>1: i F(1,0) — F(,0)| >
vwi, = in {’f > 1: max  min L_m?ff%ksz (1,0) =, max 5 W] = h} )
(2.137)
_ TVwL
VWL = ar8 11%1;:—%}%{ {TVWnglflx<i<TVWL Si & O)} 7 (2.138)

74



2.5. Sequential Detection of Transient Changes

where h is a chosen threshold. The statistical properties of the window limited vector CUSUM
procedure have been investigated in [104], whose i.i.d. case is shown in the following theorem.

Theorem 2.23. (Asymptotic optimality of the window limited vector CUSUM procedure [104]).
Consider the window limited vector CUSUM procedure oywi, = (Tywr, vwwL) given in (2.137)—
(2.138). Suppose that mq, = O (|log (a)]) and h ~ |log («)| as @ — co. Especially, if the threshold
h is such chosen that 2Ke™" = a, then

ﬁfa (6VWL) = sup Py (l <Tywr <1+ ma) < amg, (2.139)
>1
— . K -1
P (dvwr) = max sup Py (ko < Tywr < ko + mq, v #1) < Mg, (2.140)
1<IKK ko>0
and for every 1 <I < K, asa — 0
Py (T > ko) [log ()| . ,
EL (T —ko+ 1T < — uniformly in ko > 1, 2.141
ko [( vwe = ko +1) ] ~ ming<jzi<k pij +o(1) formiy in ko ( )

thus proving that the window limited vector CUSUM procedure dywr, = (TvwL, YwwL) S asymp-
totically optimal in the class Cy,,, defined in (2.119) in the sense that it minimizes the worst-case
conditional mean delay for detection-isolation defined in (2.115).

It follows from (2.120) and (2.141) that the window limited vector CUSUM procedure (2.137)—
(2.138) is asymptotically optimal in the sense that it minimizes the average delay for detection-

isolation Eiro {(TVWL — ko + 1)—1, for all 1 <[ < K, uniformly in ky > 1 over all stopping times
T in the class C,,, defined in (2.119).

2.4.4 Conclusion

Several criteria and optimal procedures for the sequential change-point detection-isolation prob-
lem have been reviewed in this section. In the quickest change detection problem, the criteria of
optimality are to minimize the risk associated with the detection delay for a given value on the
false alarm rate. For the joint detection-isolation problem, it is proposed to minimize also the
risk connected to the delay for detection-isolation subject to the false alarm and false isolation
rates.

The abrupt change detection-isolation problem posits that the post-change duration is infinitely
long and that the detection probability is unity once the change has occurred. In practice,
however, there exist certain situations where the post-change duration is short, including the
detection of a “burst” acoustic signature or a “pulse” in radio astronomy signals, the passive
underwater surveillance or the on-line monitoring of SCADA systems against cyber-physical
attacks. The problem of detecting transient signals will be considered in the following section.

2.5 Sequential Detection of Transient Changes

In previous section, we have presented different results on the classical quickest change detection-
isolation problem which deals with an abrupt change of infinitely long duration in distribution of
a stochastic process. The objective of this section is to introduce recent results on the transient
change detection problem. Several transient detectors with respect to different optimality criteria
will be discussed.
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2.5.1 Introduction

The classical quickest change detection-isolation methods are extremely suitable to the on-line
surveillance of technological processes against abnormal behaviors of infinitely long duration.
The criteria of optimality should be favorable of small mean delay for the detection/isolation
subject to acceptable levels on the false alarm and false isolation. The transient change detection
problem, on the other hand, is interested in the reliable detection of transient signals. The
transient change detection problem can be broadly classified into two types [67,69]: short-
duration signals and safety-critical applications.

Transient changes involving short-duration signals

In practice, there exist a large number of applications where the input data contains, in addition
to random noises, suddenly arriving signals of short period, including radar and sonar [2], non-
destructive testing [164], a “burst” in acoustic signatures [29], a “pulse” in radio astronomy
signals [57], the monitoring of water quality in distribution networks [70], or the surveillance of
SCADA systems against cyber-physical attacks [80]. In such applications, the transient signals
should be detected before their disappearance. The following statistical model is often used for
describing short-duration changes in a stochastic system [29,69,75,173,199]:

P90 if k<kg
Yp~Pp, it ko <k<ko+ L, (2.142)
Py, if k>ko+L

where Py, denotes the distribution of the observations y; under the pre-change mode and the
post-change mode, Py, stands for the distribution of the observations y, under the transient
change mode, kg is the unknown change-point and L is the transient change duration.

Unlike the traditional quickest change detection problem where the change duration is infinitely
long (corresponding to L — o0), three scenarios may occur in the case of short-duration signals
(see figure 2.9) as:

o Fualse alarm: The change is detected before its occurrence (i.e., T' < kp). The false alarm
rate can be evaluated by either the ARL to false alarm [113] or the probability of false
alarm within any time window of predefined length [102,103,176].

o Timely (correct) detection: The change is detected within the transient change period (i.e.,
ko <T < ko + L — 1). Generally, the timely (correct) detection rate is measured by the
probability of detection, i.e., the probability of detecting the change within the transient
window [ko, ko + L — 1].

o Missed (latent) detection: The change is detected after its disappearance (i.e., ko + L <
T < o0) or the change is never revealed (i.e., ' — 00). The missed detection rate should
be evaluated by the probability of missed detection. The authors in [75] have considered
the latent detection (i.e., kg + L < T < o0) as legitimate detection. In our opinion, the
latent detection should be considered as the missed detection since the change has already
terminated.
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Figure 2.9 — Transient change detection problem for short-duration signals.

In the quickest change detection problem, the change should be detected with the probability
of 1 since the change duration is assumed to be infinitely long. Hence, the detection delay is
the only quantity of interest for evaluating the detection of the change [75]. The criteria of
optimality should be favorable of small detection delay subject to an acceptable level of false
alarm. In contrast, the transient change detection problem posits that the change duration
is finite and short, leading to the fact that the probability of detection of the change may
be smaller than 1. The probability of detection and the probability of missed detection are,
therefore, two quantities of interest when dealing with short-duration changes. The criteria of
optimality should be favorable of high probability of detection (or small probability of missed
detection) subject to an acceptable level of false alarm.

Transient changes involving safety-critical applications

The second type of transient change detection problem involves safety-critical applications such
as the integrity monitoring of GPS systems [9], the quality monitoring of water supply [67,69,70],
or the surveillance of SCADA systems against cyber-physical attacks [6,7,141]. For the security
of such safety-critical infrastructures, the maximum permitted detection delay is often limited by
a prescribed value L even if the changes are of infinitely long duration [9,69,123]. In other words,
a predefined hard limit L is imposed on the detection delay. This value L can be calculated from
the gravity of the change (i.e., the magnitude of the change) and the permitted consequence of
the change. As it can be seen from figure 2.10, following scenarios may occur:

e False alarm: Similar to the case of short-duration signals, the false alarm is any declaration
that takes place before its occurrence (i.e., T' < ko). For safety-critical applications, the
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Figure 2.10 — Transient change detection problem for safety-critical applications.

false alarm rate should be measured by the probability of false alarm within any time
window of predefined length since this criterion is more stringent than the ARL to false

alarm constraint [103,176].

size L right after the change (i.e.,

Timely detection: Since a hard limit L is imposed on the detection delay, the change is
said to be correctly detected only if the alarm is raised within the predefined window of
ko <T < ko + L —1). The probability of detection is,

therefore, an appropriate performance index for measuring the detection rate.

Missed detection: Any declaration of the change with the detection delay greater than a
prescribed value L is considered as missed (i.e., T' > ko + L). The missed detection rate is

generally evaluated by the probability of missed detection.

As it has been discussed in [9,69,123],
criterion lies in the existence of the right

ko + L — 1), the true detection delay T'
the change on the system is negligible.
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the drawback of the classical quickest change detection
“tail” in the distribution of the detection delay. Roughly
speaking, a small average detection delay does not guarantee that the probability of having the
detection delay greater than a required time-to-alert L (i.e., the probability of missed detection)
is negligible. Moreover, the declaration of the change with detection delay greater than L is
undesirable, especially for safety-critical applications, since the latent detection would cause
catastrophic damage to the systems. In contrast, in the case of timely detection (i.e., kg < T <
— ko + 1 is always smaller than or equal to the required
time-to-alert L. In such cases, the true detection delay has no significance since the impact of
For these reasons, the risk associated with the detection



2.5. Sequential Detection of Transient Changes

of the change should be evaluated by either the probability of detection or the probability of
missed detection in stead of classical performance indexes involving the mean detection delay.

Discussion

Following from above analysis, there exists a fundamental difference between two aforementioned
types of transient change detection problems. The first type deals with short-duration signals
while the second type involves safety-critical applications even if the changes are of infinitely
long duration. However, the optimality criteria for both types should favor high probability of
detection or small probability of missed detection subject to an acceptable level on the false
alarm rate.

In practice, there are several applications comprising of both types of transient changes, including
the monitoring of water quality against malevolent activities [67,70] or the surveillance of SCADA
systems against cyber-physical attacks [7,80]. Let us take an example of malicious attacks on
SCADA systems. On one hand, the cyber-physical attacks on SCADA systems can be modeled
as additive signals of short-duration on both system equations, as it has been discussed in
chapter 1. On the other hand, the SCADA systems involve a large number of safety-critical
infrastructures such as electric power grids, gas pipelines or water networks. For these reasons,
the security of SCADA systems against cyber-physical attacks addressed in this manuscript
perfectly fits into the transient change detection framework.

Let us discuss now the attack duration. Let L be the true attack duration and L be the required
time-to-alert designed by system operators. The putative value (i.e., designed value) L is known
a priori but the true value L is generally unknown. Let us consider three following scenarios.
Firstly, two types of transient changes perfectly coincide if the true value is equal to the putative
value (i.e., L = L). Secondly, if the true attack duration is greater than the required time-to-
alert (i.e., L > L), any detection of attack with a delay greater than L is undesirable. Such an
alarm should be considered as missed since it may cause catastrophic damage to safety-critical
infrastructures. Hence, any detection of attack with detection delay greater than L is considered
as missed even if the true detection is greater the required time-to-alert L. Thirdly, if the true
attack duration is smaller than the putative value (i.e., L < L), it is desirable to detect the attack
before its termination, of course. However, the detection of the change after its termination and
before the hard limit L (i.e., L < T' < L) is still acceptable. The known hard limit L can be
used in place of the unknown true value L in the case L < L. In summary, the attack duration
could be assumed to be known (i.e., being equal to the hard limit L) and any detection of the
change with detection delay greater than the prescribed value L is considered as missed.

Staring from now, we denote by P the probability measure. Let Py = Py (resp. Py £ P, and
Eq = Pp) be the joint distribution (resp. probability measure and mathematical expectation)

of the observations yi,y2, - , Yk, -~ When the observations yi,¥2,--- follow the pre-change
mode (i.e., yx ~ Py for all k > 1). Let Py, (resp. Py, and Ei,) denote the joint distribution
(resp. probability measure and mathematical expectation) of the observations yi, 2, - , Ykg, - - -

when the observation y;, follows the observation model (2.142). Different criteria of optimality
for the transient change detection problem will be investigated in the following sub-section.
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2.5.2 Criteria of optimality

In contrast to the classical quickest change detection problem, the optimality criteria for the
transient change detection problem should be of high probability of detection or small probability
of missed detection subject to an acceptable level of false alarm. The false alarm rate can
be measured by either the ARL to false alarm or the probability of false alarm within any
time window of predefined length. In the literature, various criteria of optimality under both
Bayesian and non-Bayesian approaches have been proposed for comparing different transient
change detection procedures.

Bayesian approach

The Bayesian approach considers the change-point ky as an unknown and random variable
following some known a priori distribution ). The a priori distribution ) is often chosen as
either the geometric distribution @ (p) or the zero-modified geometric distribution @ (7, p). The
geometric distribution @ (p) has the form: P (ko = k) = p(1 — p)*~! for any k > 1 with the
parameter p € (0,1]. On the other hand, the zero-modified geometric distribution @ (,p) has
the form: P (kg < 0) = mand P (kg = k) = (1 — 7) p (1 — p)* ! for any k > 1 with the parameters
m € [0,1] and p € (0, 1]. It can be seen clearly that the geometric distribution @ (p) is a special
case of the zero-modified geometric distribution @ (7, p) with 7 = 0.

The first optimality criterion under the Bayesian setting was found in [18] where the author
suggested to maximize the probability of detection P (|T" — kg + 1| < L). By imposing the a
priori geometric distribution @ (p) on the change-point ko, the Bayesian optimization problem
was solved for the case of independent and identically distributed (i.i.d.) observations under
simple hypotheses. The optimal solution to the problem, which was obtained for any L =
1,2,---, turned out to be the simple Shewhart control chart [165]. The probability maximizing
idea was utilized also in [145,161]. For example, Sarnowski and Szajnowski [161] extended
the results in [18] to the case of dependent observations generated from Markov processes.
In addition, Pollak and Krieger [145] considered the i.i.d. observations but the post-change
parameter 6 was assumed to follow some a priori known parametric family of distributions
G (0). The Bayesian problem of maximizing P (|T" — ko + 1| < L) was solved in [145] for the
special case L = 1. It is worth noting that, in the aforementioned work [18,144,161] under the
Bayesian framework, the authors did not attempt to control the false alarm rate in any sense,
as discussed in Moustakides [123].

In an attempt to control the false alarm rate, the authors in [150] suggested to maximize the
probability of detection P (kg < T < ko + L — 1) subject to the the probability of false alarm
P(T < ko) < «, where a € (0,1) is the prescribed value. Following the same probability
maximizing approach, Moustakides [123] studied multiple optimality properties of the Shewhart
control chart [165] with respect to different criteria of optimality, under both Bayesian approach
and non-Bayesian approach. Under the Bayesian setting, Moustakides [123] imposed the zero-
modified a priori distribution @ (7, p) on the change-point kg and suggested two new criteria of
optimality.

The first criterion proposed by Moustakides [123] involves the maximization of the following
conditional probability of detection:

sup {PY(T;L) =P (ko < T < ko+ L~ 1|T > ko), (2.143)
TeCqy
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over all stopping times T' € C,, in the class C, = {T : P(T < ko) < a}, where a € (0,1) is a
prescribed value on the false alarm rate and IP’};/[ (T'; L) denotes the conditional probability of
detection which depends on the a priori distribution @ (7,p). It has been discussed in [123]
that one of the main drawbacks of the Bayesian approach is the requirement to properly specify
the distribution @ (7, p) which depends heavily on the parameters = and p. For this reason,
Moustakides [123] suggested an alternative criterion to (2.143), which is independent from the
distribution @ (7, p). The second criterion proposed by Moustakides [123] consists of maximizing
the following worst-case conditional probability of detection:

sup {Py (T;L) = inf P(ho<T <hko+L—1|T>ko), (2.144)
TECW Q(ﬂ',p)

over all stopping times 1" € C in the class C, = {T : Eq [T] > v}, where v > 1 is an acceptable

level on the ARL to false alarm and ?QA (T'; L) stands for the worst-case conditional probability
of detection over all a priori distributions @ (7, p). The problem was solved in [123] for the case
L = 1. It was shown in [123] that the optimum detection procedures w.r.t. both aforementioned
optimality criteria turned out to be the modified Shewhart control chart [165].

Non-Bayesian approach

Several criteria of optimality have been proposed under the non-Bayesian framework in which the
change-point kg is assumed to be unknown but non-random. The optimality criteria often involve
the maximization of the (worst-case, conditional) probability of detection or the minimization
of the (worst-case, conditional) probability of missed detection subject to an acceptable level on
the false alarm rate.

By modifying the optimality criteria suggested by Lorden [113] and Pollak [143], initially pro-
posed for the classical quickest change detection problem, Moustakides [123] introduced two
new performance indexes for measuring the risk associated with the detection of the change.
The first criterion of optimality, obtained by modifying the Lorden’s criterion [113], consists in
maximizing the following worst-worst-case conditional probability of detection:

sup {Pg/h (T; L) = inf essinfPy, (ko <T <ko+ L —1|y1,vy2, s Ykg—1,1 > ko)} (2.145)
TeC, ko>1

among all stopping times 7" € C, in the class C;, = {T" : E( [T] > v}, where v > 1 is a prescribed
value on the ARL to false alarm and Fﬁ“ (T'; L) denotes the worst-worst-case conditional prob-
ability of detection proposed by Moustakides in [123].

The second criterion of optimality, obtained by modifying the Pollak’s criterion [143], involves
the maximization of the following worst-case conditional probability of detection:

sup {1@342 (T5L) = inf Py (ko <T < ko+L—1|T > ko)} (2.146)
TeC, ko>1

among all stopping times T' satisfying E [T] > -, where v > 1 is a prescribed value on the

ARL to false alarm and @242 (T; L) stands for the worst-case conditional probability of detection
proposed by Moustakides in [123].

Previously, the optimality criterion (2.146) was adopted by Pollak and Krieger [145] for the
special case L = 1 under the semi-Bayesian setting where the change-point ky was supposed to
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be unknown and deterministic but the post-change parameter 6§ was assumed to be a random
variable following some known a priori parametric family of distributions G (#). The criterion
of optimality involves the maximization of the following worst-case conditional probability of
detection (for L = 1):

sup {P§ (T) = inf Py, (T = ko|T > kg)} : (2.147)
TeC, ko>1

among all stopping times T € Cy in the class C, = {T" : Eo [T] > v}, where v > 1 is a prescribed

value on the ARL to false alarm, and @dp (T') stands for the worst-case conditional probability of
detection suggested by Pollak and Krieger [145], implicitly depending on the distribution G ().
It was shown in [145] that the optimal detection procedure was the generalized Shewhart control
chart [165].

Remark 2.2. The criterion (2.147) suggested by Pollak and Krieger [145] was a special case of
the criterion (2.146) proposed by Moustakides [123] for the case L = 1. Though the optimality
criteria (2.145)—(2.146) were written for any L = 1,2,---, Moustakides was able to solve the
problem only for the special case L = 1, which coincided with the work of Pollak and Krieger
[145]. The optimal stopping times for both max-min criteria turned out to be the generalized
Shewhart control chart [165].

Under the non-Bayesian framework, the probability minimizing approach has been also consid-
ered in [9,69]. The optimality criteria involved the minimization of the worst-case (conditional)
probability of missed detection subject to an acceptable level on the worst-case probability of
false alarm within any time window of predefined length. The first probability minimizing idea
was proposed by Bakhache and Nikiforov in [9], where the authors suggested to minimize the
following worst-case (non-conditional) probability of missed detection:

inf {Pid (T;L) = sup Py (T — ko + 1> L)} (2.148)
TeCE ko>1
among all stopping times T' € C,, satisfying
CcB = {T:PE (T;ma) =supPo (I < T <1+ mg) Sa}, (2.149)
I>1

where @id (T'; L) denotes the worst-case probability of missed detection and E‘Z (T'; mg,) stands
for the worst-case probability of false alarm within any time window of length m,, and « € (0,1)
is a prescribed value on the false alarm rate.

It has been discussed in [69] that, for safety-critical applications, the worst-case probability of
missed detection supy, >y Pr, (T'— ko + 1 > L) should be replaced by the worst-case conditional
probability of missed detection supy, > Pr, (T'— ko + 1 > L|T > ko). Under the assumption that
the change does not occur during the “preheating” period (i.e., kg > L), Guépié et al [69]
suggested to minimize the following worst-case conditional probability of missed detection:

inf {}P’Sld (T;L) = sup Py, (T —ko+ 1> L|T > ko)} (2.150)
Tecg ko>L
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among all stopping times T € C$ satisfying

CcS = {T:PE(T;mQ) :?uIL)]P’O (I<T<l4+ma) Sa}, (2.151)
2

where @id (T; L) denotes the worst-case conditional probability of missed detection and

Pg, (T;me) stands for the worst-case probability of false alarm within any time window of length
meq and « € (0,1) is a prescribed value on the false alarm rate. It should be noted that the
window size m,, and the false alarm rate «, independent from each other, are decided by system
operators.

2.5.3 Detection procedures

The objective of this subsection is to resume several detection procedures which can be used for
detecting transient changes in the statistical model (2.142). We focus only on the non-Bayesian
setting where the change-point kg is unknown but non-random. For both academic and practical
purposes, we consider two scenarios: known transient change parameters and unknown transient
change parameters. It should be noted that the a priori information about the change plays
an extremely important role in the design of detection procedures. In other words, the more a
priort information about the parameters we have, the better the detection procedures would be
designed.

Known transient change parameters

The assumption on the known transient parameters, including the shape of the change, the
magnitude of the change and the duration of the change, is mainly applicable for the academic
purpose. The only unknown parameter is the change-point kg. Under these assumptions, optimal
and/or suboptimal detection procedures w.r.t. certain optimality criteria may be obtained (see,
for example, in [9,67-70,123, 145]).

It is well-known that, when dealing with an abrupt change of infinitely long duration, the
CUSUM procedure proposed by Page [139] is optimal in the sense that it minimizes the worst-
worst-case mean detection delay for a given value on the ARL to false alarm. Hence, it is
reasonable to consider the Page’s CUSUM test in detecting temporary signals (i.e., transient
signals or signals of short duration). For example, the CUSUM procedure has been employed
for detecting transient signals in radio astronomy [57] or transient changes in hidden Markov
models [29].

In addition, Han et al in [75] have investigated the statistical performance of the CUSUM
procedure applied to the detection of transient signals modeled in (2.142). The stopping time
Tcs of the CUSUM procedure in the recursive form can be described as

Tes = ]1I>lf1 {Zk’ > h}7 Zk = max {07 Zg—1+ log [f@l (yk) /f90 (yk)]}a Zy =0, (2'152)

where Zj is the CUSUM statistic. The authors in [75] have considered three scenarios for
the probability of detection, including standard detection, initial-point detection and latent
detection.
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Figure 2.11 — Three scenarios of detection with the Page’s CUSUM procedure (from [75]).

o Standard detection: The CUSUM statistic Zj, is zero at the change’s onset (i.e., Z,

0) and the threshold is crossed before the change has disappeared. The probability of

detection is described as

P (Tog; L) =P (0 < Tos — ko +1 < L|Zy, = 0). (2.153)

o Initial-point detection: The CUSUM statistic Zj is non-zero when the change starts (i.e.,
Zr, = 20 # 0) and the threshold is crossed before the change has terminated. The

0
probability of detection is approximated as

[P)idnit (TCS; L) = /]P (0 <Tes—ko+1<L |Zk0 = ZO)dFss (ZO) > (2154)
20

where dFgs (zp) is the probability distribution of zy at the change’s onset.

e Latent detection: The CUSUM statistic Zj is non-zero at the change’s onset and the
threshold is crossed after the disappearance of the change. Taking into account the latent

detection, the probability of detection is written as

]P’}iat (Tes; L) = /]P’(O <Tcs —ko+ 1< L|Zy, =20)dFss (20) + (2.155)

20
//]P’(decide 7‘[1; h — ZL5 —ZL) dF (ZL |TCS — ]{70 +1> L, Zk:o = Zo)dFss (Zo),

20 2L

where zj, is the value of the CUSUM statistic Z; at the time instant & = kg + L — 1,
P (decide Hi;h — z; —z1) denotes the probability of crossing the upper threshold in a
standard sequential test with upper and lower thresholds, respectively, h — zy, and —zp,
and dF (zr, |Tcs — ko + 1 > L, Zy, = zp) refers to the probability function of the CUSUM
statistic Sy at the end of the transient signal (i.e., k = ko + L — 1) accounting for both
the non-initial value zy and under the condition that the detection is raised after the

termination of the change (i.e., Tcs > ko + L).
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It has been discussed in [75] that the latent detection is of legitimate interest. The relationship
between three types of detection is, therefore, described as

Py (Tos; L) < PP (Tes; L) < P (Tos; L) (2.156)

Several methods (three analytical and two numerical) have been proposed for approximating the
probability of detection P}iat (Tcs; L). Three analytical methods include the ternary quantization
method, the continuous-time moment matching method and the Brownian motion method. Two
numerical methods are the matrix approach and the fast Fourier transform approach. Interested
readers are referred to [75] for more details.

In addition, the Window Limited (WL) CUSUM procedure, initially proposed by Willsky and
Jones [205], has been shown by Lai [102,103,107] to be an asymptotically optimal detection rule.
In order to render the WL CUSUM procedure more flexible, Guépié [67] developed the so-called
Variable Threshold Window Limited (VIWL) CUSUM algorithm for the detection of transient
signals. Under the assumption that the change does not occur during the “preheating” period
(i.e., ko > L), the VITWL CUSUM algorithm can be described as

_ ) E_ ,
TVTVVL = inf {k > L: k—LI:l-zli)S(iSk‘ (Sz hkferl) > 0} s (2.157)

where Sf is the log-likelihood ratio (LLR) and the thresholds hj, ho,--- , hy are considered as
tuning parameters for optimizing the VI'WL CUSUM algorithm w.r.t. the transient change
detection criterion (2.150)—(2.151).

Consider the following Gaussian independent observation model:

N(O,JQ) if k<kg
Y ~ AN (61,0%) if ko<k<ko+L, (2.158)
N(0,0%) if k>ko+ L

where the change-point kg is unknown but the change duration L is assumed to be known. The
parameters of the Gaussian distribution #; and ¢ are completely known. The VITWL CUSUM
algorithm is expressed in the Gaussian case as

k
0 0
— 1 > . k_ . > k = 7 _ A
TyrwL 1nf{k >L:, max (SF = hi—in) > 0}, s/ t§:i: > (yt o) (2159

The optimal choice of thresholds hq, ha, - - - , h of the VITWL CUSUM procedure (2.159) in the
Gaussian model (2.158) w.r.t. the transient change detection criterion (2.150)—(2.151) has been
addressed in [67]. It has been shown that the optimized VTWL CUSUM algorithm is equivalent
to the following Finite Moving Average (FMA) detection rule:

k
Trva (BL) = ggfL{ Yoo BL}, (2.160)

t=k—L+1

where the threshold Ay, is chosen for assuring an acceptable level of false alarm.

In addition, Guépié [67] addressed also the detection of transient signals following some known
profiles with constant signs and he obtained similar results in such cases by utilizing the concept
of the associated random variables [46]. It has been shown by simulation in [67, 68, 70] that
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the FMA detection rule outperforms than the CUSUM algorithm w.r.t. the transient change
detection criterion (2.150)—(2.151).

Recently, Moustakides [123] has obtained an exact optimal solution w.r.t. a different transient
change detection criterion. Though the criteria of optimality (2.145)—(2.146) suggested in [123]
were written for any L > 1, Moustakides was able to find the optimal solution for the particular
case L = 1 only. In the case of i.i.d. observations before and after the change with corresponding
densities fp, and fp, and for L = 1, Moustakides proved that the following simple Shewhart
control chart:

T = inf {k > 1: log [fo, (i) /fan ()] = b}, (2.161)

where h is a chosen threshold, minimizes both the worst-worst-case conditional probability
of detection (2.145) and the worst-case conditional probability of detection (2.146) among all
stopping times satisfying the ARL to false alarm constraint. It is worth noting that the Shewhart
test (2.161) coincides with the repeated Neyman-Pearson test applied to one observation at each
time instant £ > 1. A more general result was obtained previously by Pollak and Krieger [145]
under the semi-Bayesian setting where the change-point kg is unknown and non-random but
the transient change parameter 6 follows a known a priori distribution G (6). The optimal
results in [123,145], which were obtained for the special case L = 1, have very limited practical
application. It can be applied only to “loud-and-short” transient changes.

Unknown transient change parameters

In practice, there are a large number of applications involving unknown transient change parame-
ters. In other words, hypotheses on the transient signals are highly composite w.r.t. the duration
of the change, the shape of the change and the magnitude of the change. In such circumstances,
it is desirable to design detection procedures offering robust performance with minimum infor-
mation about the transient change parameters. From a literature review, transient detectors
for unknown parameters can be classified into four main categories: CUSUM-based algorithms,
generalized likelihood ratio (GLR-based) detectors on the basis of some preliminary transforma-
tions, min-max detectors, and transient detectors based on power-law statistics in the frequency
domain.

The CUSUM-based algorithms have been employed extensively for dealing with the the transient
changes of unknown parameters (i.e., location, length, strength and form). For example, the
CUSUM procedure has been shown in [200] to perform relatively well regardless of various forms
of the transient signals. However, the CUSUM test has been shown [199] to be quite sensitive
to the transient length. In other words, the CUSUM procedure designed for long-and-quite
transients would perform badly for short-and-loud signals and vice versa [199]. The robustness
of the CUSUM procedure with respect to the transient length has been improved by using
time-varying thresholds [198,199,203,204]. The stopping time Tyrp of the so-called Variable
Threshold Page (VTP) test can be described as

Tyrp = inf {Zk > h}y, Z =max {0, Zy_1 +log[fo, (yx) /foo (wk)]}, Zo=0, (2.162)

where the thresholds hj are tuned for assuring an acceptable level of false alarm. The design
and implementation of the VTP algorithm for the case of Gaussian shift-in-variance have been
elaborated in [198,199]. In addition, it has been shown by simulation that the VTP test offers
competitive performance w.r.t. several transient detectors found in literature.
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The integration between the GLR structure and a class of linear transformations has been
considered in [59,148] as an alternative solution to CUSUM-based procedures for detecting short-
duration signals. This approach has been utilized for comparing different GLR-based transient
detectors on the basis of several linear time-frequency analysis techniques, including the short-
time Fourier transform [59], the Gabor representation [58] and the wavelet transform [2, 60].
Borrowing from [59, 148], the signal model is described as

y=Cl+e+E¢, (2.163)

where y € RP is the vector of observations, C' € RP*™ is the observation matrix, # € R™ is the
signal descriptor, e € RP stands for the signal mismatch, and £ € RP denotes the random noises.
Let W € R™*P be the matrix of orthonormal rows. The signal model after a linear transform is
written as

2=Wy=WC0+ We+ WE, (2.164)

where the signal descriptor 6 is assumed to be zero under Hy and non-zero under Hi. The
transient detector designed for the ideal model (i.e., there is no model mismatch or e = 0) raises
an alarm if the GLR statistic

—1
Terr (y) =y WWC (CTWTWC) cTwiwy (2.165)

is greater than a threshold h which is normally chosen for assuring an acceptable level of false
alarm. Interested readers are referred to [59,148] for more details.

In addition, the authors in [173] have proposed the hyperparameter approach for detecting
unknown transient signals, where the unknown parameters are assumed to follow some known
a priori distribution with unknown parameters. Let y be an observation vector following a
distribution Fy (y) depending on the parameter 6. The detection problem consists in deciding
hypothesis Ho = {0 € ©¢} against hypothesis H; = {6 = O1}, where ©g N ©1 = (). Since the
hypotheses are composite, the a priori distribution G () is imposed on the parameter ¢ where
the distribution Gy (z) is known but its parameter is unknown. For these reasons, the authors
in [173] suggested to jointly estimate the parameter 6 and the parameters of Gy (z) via the
estimation-maximization (EM) algorithm. The transient detector [173] raises an alarm if the
following statistic

maxgeo, {/, dF (y|z) dGe (2)}

maxgeo, { [, dF (y|z) dGe (2)}

is crossing a threshold. Interested readers are referred to [173] for detailed implementation of
the EM algorithm.

Tem =

In [74], Han et al have developed the min-max detector for detecting transient signals. This min-
max idea was initiated by Baygun and Hero [12] in the statistical hypothesis testing framework.
The criterion of optimality involves the minimization of the maximum probability of missed
detection subject to an acceptable level on the probability of false alarm. The minimization
is over all tests and the maximization is over all possible alternatives (i.e., change-point and
change duration). Let N be the number of observations and L be the minimum value of change
duration. It has been shown that, when the number of observations N goes to infinity, the
min-max detector raises an alarm once the following statistic

N—L+1¢+L— 1f9
1

Tyvm = Z H Foo (y

i=1  j=i
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where fy, (y;) and fp, (y;) are the p.d.f. of the observation y; under Ho and Hi, respectively,
is greater than the threshold h. The comparison between the min-max detector and the Page’s
CUSUM test has been also performed for the case of Gaussian shift-in-mean transient. The
min-max test outperforms the CUSUM test for the worst-case scenario while the CUSUM test
offers better performance in some others.

The so-called power-law statistics proposed by Nuttall [134, 135], operating on the basis of
the magnitude-squared discrete Fourier transform (DFT) bins, have been shown to be simple,
effective and reliable detectors when dealing with transient signals with unknown structure,
location, length and strength. Especially, when some a priori information about the transient
signals, i.e., transient length, is available, the “maximum” detector proposed by Nuttall [136] has
been shown to perform extremely well compared to other detectors [200]. The drawback of the
power-law detector lies in that its data must be pre-normalized and spectrally white, as has been
discussed in [202]. In order to circumvent this difficulty, Wang and Willett [201,202] proposed
several novel power-law detectors in both frequency and wavelet domains. These detectors can
be considered as all-purpose and plug-in solutions for detecting transient signals since they offer
exceptional performance, are easy to implement and require minimal information about transient
signals.

2.5.4 Conclusion

In this section, we have resumed recent results on the transient change detection problem which
consists of two types: short-duration signals and safety-critical applications. For both types of
transient changes, the criteria of optimality should be favorable of maximizing the probability
of detection or minimizing the probability of missed detection subject to an acceptable level
of false alarm. Taking into account the transient change detection problem, various detection
procedures have been proposed for detecting transient signals, for both academic and practical
purposes.

It has been discussed in [199] that if the information about the transient changes (i.e., struc-
ture, length and strength) is available, that information should be exploited. Such essential
information may exist in several (though quite limited) practical scenarios. In addition, the
assumption on the known transient change parameters enables to establish theoretical results.
Optimal and/or suboptimal procedures w.r.t. several transient change detection criteria have
been obtained. In the literature, exactly optimal results have been derived in [123,145] for the
special case L = 1. Unfortunately, the case L = 1 has a very limited practical application. For
a more general case L > 1, suboptimal results have been obtained in [67,69].

It is of practical interest to design detection rules capable of detecting transient signals regardless
of their structure, location, length and strength [199]. However, existing methods for unknown
transient change parameters, including the min-max detector, GLR-based detectors on the basis
of preliminary transformations and transient detectors based on power-law statistics, are mainly
applicable to finite observation intervals, i.e., to a posteriori transient change detection. The
only exclusions include CUSUM-based detection procedures [29,57,75,198,199] where infinite
observations are processed in the real time.
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2.6 Conclusion

In this chapter, we have discussed contemporary results on the statistical decision theory, includ-
ing the classical (non-sequential) hypothesis testing problem, the sequential hypothesis testing
problem, the sequential change-point detection and isolation problem and the sequential de-
tection of transient signals. Non-sequential methods utilize a fixed number of observations for
designing statistical tests between two (or more) hypotheses. This fixed-size sample approach
is particularly suitable to off-line applications but not to on-line monitoring of safety-critical
infrastructures. Sequential methods, on the other hand, seem to be more adequate for on-line
monitoring applications. The sequential hypothesis testing theory allows us to design optimal
(or suboptimal) procedures for deciding between two (or more) hypotheses while reducing the
number observations compared to non-sequential detection rules. The sequential hypothesis
testing techniques, however, appear inappropriate for the surveillance of safety-critical infras-
tructures. In such applications, it is assumed that the random observations are firstly generated
by a common distribution Fp,, corresponding to normal behavior of the systems, and then
from an unknown change-point kg, these random variables follow another common distribution
Py, # Py,. The sequential change detection-isolation techniques are extremely suitable to the
detection and identification of abrupt changes in stochastic systems.

The security of SCADA systems against cyber-physical attacks, involving both short-duration
signals and safety-critical infrastructures, has been shown to perfectly fit into the transient
change detection framework due to the inevitable effect of random noises. The existing methods
working with finite observation intervals are not adequate for the on-line monitoring of SCADA
systems since the decision has to be made in real-time. In addition, exactly optimal results
obtained in [123,145] for the case L = 1 have a very limited significance. For a more general
case of L > 1, several suboptimal results have been introduced in [67,69].

In his PhD thesis, Guépié [67] suggested to minimize the worst-case probability of missed de-
tection for a given value on the worst-case probability of false alarm within any time window
of predefined length. He designed also sub-optimal detection algorithms w.r.t. the transient
change detection criterion. However, Guépié [67] was able to solve the problem for the inde-
pendent Gaussian variables where transient profiles are of constant sign. The design and the
study of the transient change detectors in the previous work depend heavily on the concept of
associated random variables, see details and results in [46,110]. It is questionable whether the
results obtained in obtained in [67] remain valid for the dependent observations generated from
the discrete-time state space model in the presence of unknown system states (nuisances) and
random noises. Moreover, the calculation of the upper bound for the worst-case probability
of false alarm depends heavily on the assumption that the transient profiles must be of con-
stant sign. The question arises naturally is whether the results obtained in [67] hold when the
sign of the transient profiles is not constant. Finally, Guépié [67] used the simple observation
model which may not suitable to such applications as the monitoring of SCADA systems against
cyber-physical attacks.

Pursuing the work started in [67], we consider in the following chapter the problem of detecting
transient signals on stochastic-dynamical systems. Especially, the discrete-time state space
model driven by Gaussian noises is employed to describe SCADA systems. Cyber-physical
attacks are modeled as additive signals of short duration on both state evolution and sensor
measurement equations. Moreover, the remaining problems after the work of Guépié [67] will
be also treated in the next chapter.
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Chapter 3. Sequential Detection of Transient Signals in Stochastic-dynamical Systems

3.1 Introduction

The security of SCADA systems against cyber-physical attacks has been investigated in chap-
ter 1. Several approaches have been considered for protecting, detecting and isolating malicious
activities on these large-scale industrial control systems. The majority of safety-critical in-
frastructures, including electric power grids, gas pipelines or water distribution or irrigation
networks, can be described in the discrete-time state space model (see chapter 5 for more de-
tails). It has been discussed in chapter 1 that the attack detection and identification problem
is closely related to the fault detection and isolation (FDI) problem in automatic control com-
munity. The statistical FDI problem is concerned with deciding whether the fault has occurred
and then to identify the types of the fault with respect to (w.r.t.) random noises and unknown
system states (often regarded as the nuisance parameter). This problem is generally solved by
using the analytical redundancy approach, which is comprised of two steps: residual generation
and residual evaluation. The residuals are first generated by using some techniques [30, 35, 83]
such as the Kalman filter or the parity space to eliminate the negative impact of the nuisance
parameter. Next, they are evaluated by utilizing the change detection techniques [10,175] for
circumventing the random noises.

The model-based fault diagnosis methods concentrate mainly on the generation of robust resid-
uals which are decoupled from the model uncertainties (i.e., the disturbances). For example, the
unknown input observer (UIO) techniques have been utilized in [4,6,7,140,141] for detecting
and identifying cyber-physical attacks on SCADA systems. However, the negative impact of
random noises on the decision-making process has not been considered seriously. On the other
hand, the statistical decision theory, which has been excerpted in chapter 2, focuses mainly
on the evaluation of random residuals based on relatively simple observation models. Optimal
detection-isolation algorithms exist in only limited scenarios with a simple abstraction. The
majority of work in this field is, therefore, dedicated to finding asymptotically optimal or sub-
optimal detection-isolation algorithms w.r.t. a given criterion of optimality.

It has been discussed in chapter 1 and chapter 2 that the on-line monitoring of SCADA sys-
tems against cyber-physical attacks should be formulated as the sequential detection of transient
signals in stochastic-dynamical systems. This chapter is organized follows. In section 3.2, we
formulate the detection of cyber-physical attacks on SCADA systems as the problem of detect-
ing transient signals in stochastic-dynamical systems. Traditional residual generation methods,
including the steady-state Kalman filter approach and the fixed-size parity space approach, are
presented in section 3.3. Several sub-optimal detection algorithms w.r.t. the transient change
detection criterion for completely known transient change parameters and partially known tran-
sient change parameters are considered in section 3.4 and section 3.5, respectively. Finally, some
concluding remarks are offered in section 3.6.

3.2 Transient Changes in Stochastic-Dynamical Systems

In this section, we formulate the detection of cyber-physical attacks on SCADA systems as the
problem of detecting transient changes in stochastic-dynamical systems. The SCADA systems
are described as discrete-time state space models driven by Gaussian noises. The cyber-physical
attacks are modeled as additive signals of short duration on both state evolution and sensor
measurement equations. The criterion of optimality for this problem, which was first introduced
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in [67-70], is officially stated. This optimality criterion will be utilized through this chapter for
designing sub-optimal detection procedures.

3.2.1 System and attack models

The following discrete-time state space model is utilized throughout this manuscript for describ-
ing SCADA systems under normal operation®:
Tht1 = Axy, + Buy, + Fdj, + wy, _
;T =T, (3.1)
Yk = Crg + Duy + Gdy, + vy,

where z; € R" is the vector of system states with unknown initial values T; € R", up € R™
is the vector of control signals, d € RY is the vector of disturbances, y; € RP is the vector of
sensor measurements, wi € R™ is the vector of process noises and vy € RP is the vector of sensor
noises; the matrices A € R"*" B € R™™ F € R4 (C € RP*" D € RP*™ G € RP*? are
assumed to be completely known.

The process noises wy ~ N (0,Q), where @ € R™"*" and the sensor noises vy ~ N (0, R), where
R € RP*P | are assumed to be independent identically distributed (i.i.d.) zero-mean Gaussian
random vectors, i.e., cov (wg, w;) = Qdx, cov (vg, v;) = Rdg; and cov (wg, v;) = 0, where oy = 1
if K =1 and dg; = 0 otherwise. The noise covariance matrices ) and R are assumed to be exactly
known and R is positive-definite.

For simplicity, the control signals u; and the disturbances d; are assumed to be completely
known. The control signals u; are known since they are the outputs of controllers. In many
important applications such as electric power grids, gas pipelines or water distribution and
irrigation networks, the disturbances dj correspond to customers’ demands. In such applications,
the demands are often estimated by specially-designed software with an acceptable level of error.
Generally, these estimation errors are unbiased, so they can be integrated into the process noises
wy, and/or sensor noises vy.

The system model under cyber-physical attacks can be described as follows:
=A B Fd, + Ka7
{$k+1 T + Duy + Fag + KLa, + wg 5 =Ty, (3.2)

Yk = Oy, + Duy, + Gdy, + Ha¥ + Ma + vy’

where a3, € R" is the state attack vector, a% € R? is the sensor attack vector; the attack matrices
K e R"™" H € RP*" and M € RP*P are assumed to be known.

Remark 3.1. The vector aj, is denoted as the state attack vector since the component Kaj,
impacts the system dynamics directly. The component Haf is due to feed-through effects from
the state attack vector to the sensor measurements. The vector a% is called the sensor attack
vector since the component Ma,z impacts the sensor measurements directly. The attack vectors
af and af, are designed by the attacker for realizing his malicious target while the attack matrices
K, H, and M are decided by system operators.

Remark 3.2. It has been shown that the attack vectors ai and aj could be coordinated to disrupt
the systems while remaining stealthy to traditional anomaly detectors [141]. The stealthiness of
an attack depends heavily on the model knowledge, the disclosure resources and the disruption

8From this point, the SCADA systems are assumed to start operating at time instant k = 1.
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capabilities [187]. Being equipped with perfect model knowledge and necessary resources, pow-
erful attackers could design undetectable attacks by the replay attack strategy [120], the false
data injection attack strategy [121], the zero-dynamics attack strategy [186] or the covert attack
strategqy [169]. To render those stealthy attacks detectable, the security analysis process is re-
quired. For example, more secure sensors can be sited in vulnerable points of the systems, making
the stealthy attacks detectable (see, for example, [121], [186] or [99]). For these reasons, only
detectable attacks are considered in this manuscript.

Example 3.1. The covert attack strategy (1.9) introduced in [169] is based on the coordination
of cyber attacks on control signals and sensor measurements only. This attack strategy can be
generalized to the cyber-physical attack scenarios as follows:

» The attack vector aj, on control signals can be chosen arbitrarily based on the target and
available disruption resources of the attacker.

o The attack vector aj on sensor measurements is calculated by the following equation:

=A Kaf
{ma,kJrl Ta + Kaf {Zai}per, = 0, (3.3)

az = —Cuzq1 — Haj

where x,; is the vector of “attacked states” reflecting the difference between the system
states under normal operation and those under attack.

It should be noted that the difference between the covert attack model (3.3) for cyber-physical
attacks and the covert attack model (1.9) for cyber attacks on control signals and sensor mea-
surements lies in the attack vectors af (i.e., in (3.3)) and a} (i.e., in (1.9)). The covert attack
model (3.3) will be utilized throughout this manuscript from this point.

3.2.2 Model of transient signals

Let the state attack vector af and the sensor attack vector aj be grouped into the attack vector
T
ap = {(aﬁ)T, (az)T] € R*, where s = r + p. Also, let B, = [K,0] € R"*® and D, = [H,M] €

RP** be attack matrices. The attack components Byay = Kaj and Dgay, = Haj, +Maz, leading
to the following simplified model of SCADA systems under cyber-physical attacks:

= Az, + B Fd, + B
{xkﬂ . TR Sath Wk r1 = T1. (3.4)

Yk = Cxr + Dup + Gdi, + Dyag + vg 7
Let us suppose that the adversary performs his malicious attack during a short period 7, =

[ko, ko + L — 1], where kg is the attack instant (unknown) and L is the attack period (assumed
to be known). The attack vector aj is then described by

0 if k < ko
ap = 9k7k0+1 ifkg<k<ko+1L, (3.5)
0 ifk>ko+ L
where 61,02, --- .05 € R® are the attack profiles defined in 7,. Sometimes, the attack profiles
01,05, ,0; are denoted as the attack signatures.
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Remark 3.3. The a priori information about the attack signatures 61,02, -+ ,01 is extremely
important in designing detection procedures. For the monitoring of safety-critical infrastructures
against cyber-physical attacks, this critical information could be obtained via the security analysis
process. For example, it is possible to figure out which attack scenarios may occur to the system
by investigating the system’s vulnerabilities. Since each attack scenario leads to a particular
signature (i.e., a specific profile), the “shape” of the attack could calculated from the dynamics
of the system. Sometimes, the magnitude of the profile is also available in particular situations.
Let us consider a simple SCADA water distribution network described in figure 5.5 in chapter
5, where a pump is utilized for supplying water to a reservoir. It is assumed that the water
network is equipped with a constant speed pump which operates in two modes: “on” and “off”.
It is assumed that the attacker performs his malicious attack for switching the pump “off” while
it is functioning (see [213] for a real attack on a water utility). In such an attack scenario, the
attack profiles 01,05, --- , 01 are completely specified.

Remark 3.4. In this thesis, we consider two scenarios: the attack profiles are completely known
(i.e., in section 3.4) and the attack profiles are partially known (i.e., in section 3.5). The
first scenario involves complete information about the attack signatures, including both shape
and magnitude. This assumption is important in evaluating the best theoretically achievable
performance of detection procedures. In the second scenario, it is assumed that the shape of the
attack profiles is known but their magnitude is unknown. It is clear that the second scenario is
more practical than the first one. However, theoretical results obtained in such practical cases
are often limited.

3.2.3 Criterion of optimality

The detection algorithm consists of calculating the stopping time 7T at which the attack is
declared. Historically, the optimality criteria favor minimizing the risk associated with detection
delay (e.g., the worst-worst-case detection delay [113] or the worst-case conditional detection
delay [142]) subject to an acceptable level of false alarms, which could be measured by either
the ARL to false alarm or the probability of false alarm within any time window of predefined
length. It is our opinion that traditional optimality criteria are not adequate for the detection
of cyber-physical attacks on SCADA systems due to following reasons.

Firstly, the adversary may prefer to perform his malicious attack within a short period due to
limited capabilities (see, for example, [7,25,80]). This malevolent action leads to the transient
change (i.e., the change of short duration) in sensor measurements. Therefore, it is prefer-
able to detect the change before its disappearance since any detection of the signal after its
disappearance makes no sense.

Secondly, in safety-critical applications, the permitted detection delay L is often given by norms
or standards. This value L can be calculated from the gravity of the attack (i.e., the magnitude
of the attack) and the permitted consequence of the attack. The detection of attack with the
delay smaller than L is considered to be negligible (i.e., no matter the detection delay is small or
large) since its impact to the system is often small and limited (see [9] for an example about the
navigation systems integrity monitoring). Any detection with the delay greater than or equal
to the prescribed value L is considered as a missed detection since its impact to the system is
negative.

For these reasons, the criterion of optimality for the transient change detection problem, which
was first introduced in [67,69], will be used throughout this thesis. This optimality criterion
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A Parameter Correct detection
{k,<T <k +1L}
False alarm Latent detection
within a window § (Missed detection)
{iI<T<i+m} 0 6 0 T >k +L}

\ /

0 Mo ky ke +L—1 Time

Figure 3.1 — Transient change detection criterion.

involves the minimization of the following worst-case probability of missed detection:

inf Puq (T;L) = sup Py, (T —ko+ 1> L|T > ko) ¢, (3.6)
TeCuo ko>L

among all stopping times T € C,, satisfying

Ca:{T:Pfa(T;ma):supPO{l§T<l+ma}§a}, (3.7)
I>L

where P,,q denotes the worst-case probability of missed detection and Py, stands for the worst-
case probability of false alarm within any time window of length m,, (see figure 3.1).

3.3 Residual Generation Methods

In this section, we consider two compelling approaches for generating the residuals, including
the steady-state Kalman filter method and the fixed-size parity space method. Specially, we
integrate two residual models into the unified statistical model which will be used in designing
detection procedures.

3.3.1 Steady-state Kalman filter-based residual generation

Let us assume that the steady-state Kalman filter is used for generating the sequence of innova-
tions (i.e., or residuals). In practice, if the system is detectable [85], the Kalman filter converges
very fast after several iterations. Consequently, the optimal Kalman gain K}, converges also to
its steady-state value K. The steady-state Kalman gain K, is calculated as

Koo = Pl (OPRCT + R) (3.8)

where P, denotes the steady-state covariance matrix of the state estimation error, which can
be found by solving the following discrete-time algebraic Riccati equation:

-1
Po = AP AT = APLCT (CPuCT +R)  CPoAT +Q. (3.9)
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3.8. Residual Generation Methods

The operation of the steady-state Kalman filter is then described as

) ‘%1|0 =1, (310)

Pppapp = AZpp—1 + Bug + Fdy + AK (yk - @k|k—1)
Urk—1 = Cgjp—1 + Duy + Gdy,

where ;1 € R" is state estimate and g x—; € R” is the output estimate.

Let 7y = yr, — Jrjp—1 € RP be the vector of innovations. It has been shown [10,116] (see also
Appendix A.1) that the innovations {74}~ are independent Gaussian vectors with covariance

matrix J = CPxCT + R. Under normal operation, these residual vectors {ry},~; are inde-
pendent identically distributed (i.i.d.) zero-mean Gaussian vectors, i.e., r, ~ N (0,.J). Under
abnormal situations (i.e., faults or attacks occurring at an unknown time instant k), the inno-
vations {7}~ are still independent Gaussian vectors but their means change from the baseline
value (i.e., Eq[rg] = 0 for k < ko) to the non-zero profiles (i.e., Ex, [rx] = r_g,11 for k > ko),
where Eq [r] and Ey, [r] are expectations of the residual vector r under normal operation (i.e.,
ko — oo) and abnormal behavior from time instant ko, respectively, and the change profiles
W1, Ya, -+ € RP can be calculated from the system dynamics.

Let 01,092, -+ € RP be a sequence of i.i.d. random vectors satisfying a zero-mean multivariate
Gaussian distribution satisfying or ~ N (0, J). The statistical model of the innovations can be
expressed by

Ok if k<ko
Th = S Vk—kot1 + 0k if ko <k<ko+L, (3.11)
Uk, + ok if k>ky+L
where 11,19, -- , 11, are the transient change profiles, being calculated from the attack profiles

01,05, ,0 by the following equation:

{6k+1 = (A~ AKO) e+ (Ba = AKeoDa) b . _ (3.12)

Vv = Cep+ Dy

and the post-change profiles ¢y, (i.e., for k > ko + L) are of no interest. Interested readers are
referred to [10,107] or Appendix A.1 for more details on the calculation of innovation signatures.

T
Let r,’j_LH = [r,{_LH, e ,rﬂ € RLP be the concatenated vector of residuals, QQ_LH =

T
[Q{_L_H, e 795] € RP be the concatenated vector of random noises, and ¢II§—L+1 (ko) € REP
be the vector of transient signals depending on the relative position of the change-point kg within
the time window [k — L + 1, k] by the following relation:

[0] if k<ko
[0]
k 1 .
Vi1 (ko) = : if ko<k<ko+L, (3.13)
Vk—ko+1
[0F 1o (ko)] i B> ko+ L

where [0] is the null vector of appropriate dimension and the vector of post-change profiles
Uy _ 141 (ko) € REP is of no interest. Putting together (3.11)—(3.13), the statistical model of the
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innovation vector r,’i_ 41 generated by the steady-state Kalman filter is described as

e =Uh o1 (ko) + 0f 41, (3.14)

where the random noises of ;. 11 ~N(0,%,), where X, = diag (J) € REPXLP ig a block-diagonal
matrix formed of blocks J.

Remark 3.5. In his PhD thesis [67], Guépié has addressed the problem of detecting transient
changes of constant sign in a sequence of independent Gaussian random wvariables (i.e., the
scalar case). Theoretical results obtained in [67] can be generalized to the vector case without
any difficulty if each component constituting the vector of profiles is of constant sign. However,
the transient profiles 11,02, -+ , ¥ generated from the steady-state Kalman filter, in general, do
not satisfy such a condition. For example, the arguments utilized by Guépié [67] for obtaining
sub-optimal detection procedures are inapplicable here.

3.3.2 Fixed-size parity space-based residual generation

In this subsection, we develop the statistical model of the residuals generated by the fixed-size
parity space. Suppose that the attack does not occur during the “preheating” period (i.e.,
ko > L) and that our algorithms operate from time instant k& > L. By utilizing the last L
observations, for each time instant k > L, the observation model is described as

Yk—L+1 C D, 0 e 0 ak—L+1
Yk—L+2 CA CB, D, -0 ag—L42
: - : Th—L+1 T : : ) : :
L wk CAL-1 CAY—2B, CA' 3B, --- D, ay
yI]:—L-H ¢ M 01]2—L+1(k0)
[ D 0 0 (] 0 0 - 0 Wk—L+1
CB D - 0 Uk—[+2 C 0 - 0 Wk—1,4+2
) . . . + . . . . . +
| CAL2B CALSB ... D u CAL=2 CAL=3 ... | W
D uszJrl H wllszJrl
[ G 0 0 dp—r+41 Vg—L41
CF G - 0 dyp—1+42 Vk—L42
. . . R T (3.15)
| CAL2F CAL3F ... @ dy vk
g dﬁ_ul Vk—L+1

or in a simpler form as
r =C + Duf +Gdf + Mo¥ (ko) + Huwf + vf (3.16)
Yk—L+1 Tk—L+1 Up— 141 k—L+1 k—L+1\F0 Wg—r+1 T Vk—L+1> .

where y’]j_ 41 € RLP is the concatenated vector of measurements, u’,j_ 141 € RE™ s the con-
catenated vector of control signals, di_ i1 € R is the concatenated vector of disturbances,
w’,jf L1 € RL™ is the concatenated vector of process noises, v',jf L1 € RLP is the concatenated
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vector of sensor noises, 9,’:,_ 141 (ko) € R%$ is the concatenated vector of transient signals; the ma-
trices C € RPxn D ¢ RipxIm G c RIpxLa 3 ¢ RIPXIN and M € RIPX¥ES, The process noises
wf_; 1 ~ N (0,Q) and the sensor noises vy_; ., ~ N (0,R), where Q = diag (Q) € RL"*In
and R = diag (R) € R¥P*LP are block-diagonal matrices formed of blocks @ and R, respectively.
Let also nf_; 41 = Huwk 1t oF 41 be a concatenated vector of random noises, integrating
both process noises and sensor noises. It is clear that nf_; 41 ~N(0,8), where the covariance
matrix S = HOHT + R € REPXLP is symmetric and positive-definite.

The concatenated vector of attack profiles 6’,’3_ .41 (ko), depending on the relative position of the
change-point kg within the window [k — L + 1, k|, is described as

[0] if k<kg
[0]
k 0 :
Or—r1 (ko) = : if ko<k<ko+L, (3.17)
Ok —ko+1
0 11 (ko)] if k>ko+ L

where [0] is a null vector of appropriate dimension and the post-change profiles 97,;_ 141 (ko) € RLs
are of no interest.

Since the vector of control signals u; and the vector of disturbances dj, are assumed to be exactly
known, they can be eliminated by subtraction from the observation model (3.15)—(3.16), leading
to the following statistical model:

o p1 = Yh-p41— (Dug—L—H + gdi—L—l—l) = Capops1 + MO _p oy (ko) +1f_pq,  (3.18)

where z’,j_ L1 € REP is the simplified observation vector.

It is worth noting that the nuisance parameter xx_711 has to be eliminated from (3.18) in order
to avoid its negative impact on detection algorithms. The rejection of the nuisance parameter
has been discussed in [52] by applying the invariant hypothesis testing theory. Specially, the
method used in [52] coincides with the parity space approach in the fault diagnosis community.
The main idea is as follows. The simplified observation vector z’,j_ L+1 18 projected onto the
orthogonal complement space R (C)* of the column space R (C) of matrix C (i.e., the left-null
space of matrix C), which is assumed to be full column rank (i.e., rank (C) = n). The residual
vector is calculated as r',jf L1 = Wzlljf r+1> Where the rows of the matrix W € REP=m)XLp gre

composed of the eigenvectors of the projection matrix Pz = Z — C (CTC> ! CT corresponding
to eigenvalue 1, where 7 is the identity matrix of appropriate dimension. The rejection matrix
W satisfies the following conditions: WC = 0, WIW = PCL and WWT = 7. Hence, the residual
vector ’r"]:_ 141 is independent from the nuisance vector xy_ry1. The statistical model of the
residuals generated by the fixed-size parity space is expressed by

Mepe1 = Wak_pon = WMOE_p 1 (ko) + Wi (3.19)

In order to develop a statistical model similar to (3.14), let us define, respectively, the vector
of transient profiles f_; .| (ko) = WMOF_, ., (ko) € RFP~™ and the vector of random noises
k _ k Lp—
SK_p =Wk, € RUPTD

is then reduced to

x(Lp=n) " The statistical model of residual vector rf_p .1 in (3.19)

e =9k 111 (ko) + Sh_p41 (3.20)
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Figure 3.2 — Nuisance parameter rejection by the orthogonal projection of the observations onto
the parity space.

where the random noises ¢f_;,; ~ N (0,%), where the covariance matrix X, = WSW' €
R(Lp—n)x(Lp—n)

3.3.3 Relation to sliding window Kalman filter approach

In this subsection, we investigate the relation between the fixed-size parity space approach
and the so-called “sliding window Kalman filter” approach [72, 73] for residual generation. In
order to eliminate the negative impact of the nuisance parameter, Gustafsson suggested to
utilize the least-square estimate Zp_y1 of system state xx_r11. Under the linear and Gaussian
assumptions, the least-square estimate coincides with the maximum likelihood estimate [10],
which is written as

—1
epn = (CTSC) TS . (3.21)

Since the matrix S is symmetric and positive-definite, it can be decomposed into S = VYT and
S 1 =VTy~! then

-1
21— CRpp1 = {z -C (cTsc) cTs—l] 2F 1 = VPVl L, (3.22)

where 73\%_1 ¢ is the projection matrix onto the left-null space R (V_lC)l of matrix V~1C, which
is calculated as

Pi =T (0) [(e) ()| (ve)” (3.23)

Since the projection matrix 7?\1;_1 ¢ is singular, i.e., rank (73&_1 C) = Lp—n, the covariance matrix

of z],jf 1+1 — CZg_r41 is singular, as well. In order to circumvent this difficulty, Gustafsson
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[72, 73] suggested to replace the idempotent (but not symmetric) matrix VP,V ™" by the
matrix Wig € REP~XLP where its rows form a basis for the row space of matrix VP&ACV_I,
thus satisfying Wi, sC = 0. It is clear that the rows of Wig form also a basis for the left-null
space R (C)" of matrix C. The statistical model of the residuals generated by the least-square
estimation method

rera1 = WisMO_pyq (ko) + Wisni_ 1 (3.24)
coincides with the statistical model (3.19) of the residuals generated fixed-size parity space.

The difference between two residual-generation methods lies in the choice of the rejection matrix
W, where the rows of W form a basis for the left-null space R (C)" of matrix C. It has been
discussed in [72,73] that the sliding window Kalman filter method generates the residuals with
minimum covariance. However, the residuals with minimum covariance do not guarantee the
statistical performance of a detection procedure since a small noise covariance matrix WSW7T
is often associated with small value of the change magnitude WM@,’;’? 41 (ko). A more ap-
propriate performance index for comparing residual-generation methods will be considered in
subsection 3.3.5.

3.3.4 Unified statistical model of the residuals

In this subsection, we propose a unified statistical model of the residuals generated by either
the steady-state Kalman filter approach or the fixed-size parity approach. It follows from (3.14)
and (3.20) that both residual-generation methods lead to the following unified statistical model:

Th_pi1 = Op_py1 (ko) + & _ 41, (3.25)

where r’,g_ L4118 the vector of residuals, qS’,j_ r+1 (ko) is the vector of transient signals and
§l,§7 L1 ™ N (0,%) is the vector of random noises. For the steady-state Kalman filter approach,
the transient profiles ¢f_; . (ko) = ¥§_; ., (ko) and the random noises &§_; , = of_; ., (ie.,
¥ = 3,). On the other hand, we have that the transient profiles ¢§_; , (ko) = ¢§_; ., (ko) and
the random noises £F = sk, 41 (e, ¥ =X) for the fixed-size parity space approach.

Let us add some comments on the transient profiles qbﬁ_ L1l (ko) and the random noises §,’§_ Ll
of the unified statistical model (3.25). Firstly, the vector of transient profiles ¢f_, .| (ko) reflects
the impact of the attack to the statistical model of the residuals. Under normal operation (i.e.,
k < ko), }_ 11 (ko) is the null vector. During the attack period (i.e., ko < k < ko+L), the vector
or +1 (ko) depends on the relative position of index ko within the time window [k — L + 1, k].
For the post-change period (i.e., k > ko + L), the post-change profiles éﬁfLH (ko) are of no
interest since any detection of attack with the detection delay equal to or greater than L is
considered as missed.

Secondly, the random noises 6’,:_L+1, for k > L, are exchangeable (i.e., &F, 2L+1’ e ,§£_L+1, e

follow the same distribution) and the covariance matrix ¥ is positive-definite. This property of
the random noises f’,j_ 141 18 important in investigating the statistical performance of the detec-
tion procedures proposed in the following sections. For the steady-state Kalman filter approach,

T
. k _ T T o .
the vector of random noises of_; | = [gkaH,--' ,gk] , Where {gk}k21 are i.i.d. zero-mean
Gaussian random vectors with positive-definite covariance matrix J. Hence, it is clear that the
random noises o, g%“, e ,gifLH, .-+ follow the same distribution (i.e., 0§7L+1 ~N(0,%,),

where X, is positive-definite). For the fixed-size parity space approach, the vector of ran-

T
: ik _ k k k _ T T
dom noises is Shor41 = w (’i’-lwk.fLJrl ‘H)kaH)? where W 4 = {wkaH,u' ,fwk} and
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T
oF = v ,vﬂ . Since the process noises {wg},~, and the sensor noises {vk};-,

are i.i.d. zero-mean Gaussian vectors, the random noises g{:, g2L AR ,glfff 41>+ follow the same
distribution, i.e., g,’j_L_H ~ N (0,%,), where ©. = WSW? is positive-definite.

3.3.5 Comparison of residual-generation methods

This section is dedicated to the comparison of residual-generation methods by means of the
Kullback-Leibler (K-L) information number (or the K-L distance). It is well-known [10] that the
residuals with higher K-L distance should offer better statistical performance than the residuals
with lower K-L distance.

Starting from now, let Py, (resp. Py = Ps) be the joint distribution of the residuals
ri, 7’%“, e 77“]1sz+17 .-+ when they follow the statistical model (3.25). Let also Ey, (resp. Eg =
E) denote the corresponding mathematical expectations, and py, (resp. po £ poo) stand for the
probability density function. It is assumed, for the sake of simplicity, that £k = L and kg = 1.
Then, the K-L distance between the distribution Py and the distribution P; is defined as

00 L
m(rt)
L L
p= / po (1) log dry, (3.26)
(rt) P (rf)
—0o0
where p is the K-L distance. Let us stack transient vectors 11,1, -+ , %1 (resp. v1, 92, ,¢L)

into the concatenated vector ¥! (1) (resp. ¥ (1)), corresponding to the steady-state Kalman
filter approach (resp. the fixed-size parity space approach). The K-L distances are calculated
for the Gaussian noises [10] as

o = 5 [wF ] [57) [ (1], (3.27)
oes = 3 [eF 0] [57] [k ] (3.28)

where pgp and ppg are the K-L distances generated by the steady-state Kalman filter and the
fixed-size parity space approaches, respectively.

In the following, we consider the choice of rejection matrix W by the parity space approach by
means of K-L distance. The comparison between the Kalman filter and the parity space will be
performed numerically later.

Lemma 3.1. (Choice of rejection matriz). Let W € REP=)X" be o matriz such that the rows
of W form a basis (not necessarily orthonormal) for the left-null space R (C)L of matriz C, thus
satisfying WC = 0. The following K-L distance

1
2

prs = 5 [MoF ()] [WT (WSWT)_lVV] Mok ()] (3.29)

does not depend on the choice of the rejection matriz VV.

Proof. Since matrix S is symmetric and positive-definite, it can be decomposed (i.e., by Cholesky
factorization) as S = VVT which satisfies S™' = V~TV~! where the matrix V is lower-
triangular and non-singular. It follows from [117, page 210] that rank (WV) = rank (W) =
Lp — n and rank (V71C) = rank(C) = n since matrix V is non-singular. Putting together
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with (WV) (V'C) = 0, the columns of matrix (WV)T form a basis (not necessarily or-
thonormal) for the left-null space R(V‘l(,’)L of matrix V71C. It follows from [117, pages

429-430] that projection matrix Pﬁ,lc from RLP onto R(VAC)J' is calculated as 77#,10 =
—1

vt [(WV) (WV)T} (WV) and that Pj;,, does not depend on the choice of WV, thus
being independent from the choice of W. Let W; and Ws be two different choices of W, then

W) [nw) Wv)T] ™ mav) — )™ [y )] v =0 e
VIWE swE] ™ wiy = VIWE aswE] T way =0

v (WIT [Wlswﬂ_l Wi = W] WaSWi | ! W2> V=0s

p-TyT (WlT W] wr = Wi raswi] ™ W2> Wwl—0o

WE WS~ wr = Wi raswi] ™ wi =,

-1 -1
leading to Wi [WlSWIT } Wy =W [WQSW;‘F } Wh, thus proving that the K-L distance ppg
defined in (3.29) is independent from the choice of rejection matrix W. O

An analogous problem of optimal fault detection has been addressed within the statistical frame-
work in [51]. A linear model with nuisance parameters and a general covariance matrix (not
necessarily diagonal) has been considered in the context of the unknown but non-random nui-
sance parameters. Two different invariant tests have been designed in such a case. The first
invariant statistics was based on the knowledge of the observation matrix and the noise covari-
ance matrix and the second one was based on the observation matrix only. It was shown that the
two methods are equivalent. The numerical examples are given in chapter 6 for demonstrating
theoretical results obtained in this subsection.

3.3.6 Discussion

The results of Lemma 3.1 helps in choosing the rejection matrix W for the fixed-size parity space
approach. Under the K-L distance criterion, the rejection matrix W, which satisfies WC = 0, can
be chosen arbitrarily. Though the sliding window Kalman filter method generates the residuals
with minimum noise covariance [72,73], this method is just as efficient as the traditional fixed-
size parity space approach. In addition, from the least-square estimation point of view, the
authors in [10, pages 230-231] calculated the K-L information number by

LS = {MelL (1)]T [V_Tpé—lcv_l} [M91L (1)} = pPS; (3.30)

DO |

-1
since the projection matrix P\%*lc =Wy’ [(WV) (WV)T} WV).

Let us discuss now the comparison between the the steady-state Kalman filter approach and
the fixed-size parity space approach. Firstly, we have not found any analytical expression for
comparing the compelling residual-generation methods (i.e., Kalman filter and parity space).
However, the comparison between these methods can be performed easily by the numerical
calculation of the K-L distances.
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Secondly, under perfect conditions (i.e., the model matches the real system, the process noises
and the sensor noises are white, the noises covariance matrices are exactly known, the initial
condition is Gaussian, and the system is detectable), the steady-state Kalman filter is an optimal
estimator. At each time instant k > L, the steady-state Kalman filter utilizes the information
about the a priori state estimate £ ;_; for estimating the system state 1. For this reason,
it is intuitive that the steady-state Kalman filter-based detectors will perform better than the
fixed-size parity space-based detectors. This point will be shown by numerical examples in
chapter 6.

Finally, the Kalman filter is no longer optimal in many practical situations, including modeling
errors or unknown noise covariance matrices. The residuals are no longer independent and the
proposed statistical model (3.14) is not valid. In such circumstances, the parity space approach
may offer better statistical performance than the Kalman filter approach does. This point will
be investigated by the simulation results in chapter 6.

3.4 Detection Algorithms under Known Transient Change Pa-
rameters

This section is organized as follows. The VI'WL CUSUM algorithm is designed in subsec-
tion 3.4.1. Next, the statistical properties of the VI'WL CUSUM algorithm as well as the
optimal choice of thresholds are solved in subsection 3.4.2. It is shown that the optimal choice
of thresholds leads to the simple Finite Moving Average (FMA) detection rule. In addition,
a numerical method is proposed in subsection 3.4.3 for estimating the error probabilities of
both VIWL CUSUM and FMA detectors. Finally, the robustness of the proposed FMA test
w.r.t. several operational parameters is investigated in subsection 77?.

3.4.1 Variable Threshold Window Limited (VITWL) CUSUM algorithm

In this subsection, we adapt the VIWL CUSUM algorithm (2.159), which was first introduced
by Guépié [67,69] for the i.i.d. Gaussian observations, to the unified statistical model (3.25). The
idea of the VI'WL CUSUM algorithm is derived from the off-line point of view of the change
detection problem [10]. Based on the statistical model (3.25), it is convenient to introduce, for
each time instant & > L, the following hypotheses about the change-point kg:

Ho = {ko >k} and H;={ko=k—L+j}, forj=1,2,--- L, (3.31)

where rf_; . ~ N (0,%) under hypothesis Ho and f_, ., ~ N (gé],j,LH (k—L+j), E) under
hypothesis H;. The change-point detection problem reduces to the problem of testing the null
hypothesis Hg against L alternative hypotheses H;, for 1 < j < L. The alarm is raised if one of
the hypotheses H;, for 1 < j < L, is declared.

The standard statistical method consists in estimating the change-point ky by the maximum
likelihood ratio (MLE) principle. Let ¢ = k — L + j, the log-likelihood ratio (LLR) between
hypothesis H; and hypothesis Hy is calculated as

Pot o (rhora)

k
Do (kaLJrl)

SF = log

)

, (3.32)
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where Pk, G) (TllszH) and pg (TllszJrl) is the probability density function (p.d.f.) of the
residual vector r,’i_ +1 under hypothesis H; and hypothesis H,, respectively.

By utilizing the MLE principle with small modification (i.e., using variable thresholds), we
introduce the following VI'WL CUSUM algorithm:

_ . k _ )
Tyrwr = inf {k > L: X, (Sz hkferl) > 0} : (3.33)

where Tyrwr, is the alarm time of the VI'WL CUSUM algorithm, hq, ho, -, hr are chosen
thresholds and the LLR Sf is calculated in the Gaussian case as

T

St = [0k s @] [£7] [k ors = 56k 21 ). (3.34)
The VI'WL CUSUM algorithm proceeds as follows. For each instant k& > L, the algorithm
uses the last L measurements yg_r41, - ,yr for decision making. For each time index ¢ from
k—L+1 tok, the LLR Sf is first calculated by (3.34), depending on either the steady-state
Kalman filter or the fixed-size parity space is employed. Next, the LLR Sf is compared to each
threshold hg_;41 and the alarm time Ty i, is raised if one of the LLRs is greater than or equal
to its corresponding threshold. Especially, the thresholds hy, hs,--- , hy, are considered as tuning
parameters for optimizing the VIWL CUSUM algorithm.

3.4.2 Optimization of the VI'WL CUSUM algorithm and the FMA test

This subsection is dedicated to investigate the statistical properties of the proposed VI'WL
CUSUM algorithm (3.33)—(3.34). The properties of the worst-case probability of false alarm Pg,
and the worst-case probability of missed detection Py,q are given in Theorem 3.1.

Theorem 3.1. Consider the VITWL CUSUM algorithm defined in (3.33)—(3.34). Then,

1. The worst-case probability of false alarm within any time window of length my corresponds
to the first time window, i.e.,

Pt (Tvrwr; mas; b, ho, -+ hr) =Po (L < Tyrwr, < L+mq —1). (3.35)

2. The worst-case probability of missed detection is upper bounded by

_ . s g (e~ st
Pra (Tvtwr; Ly hi, ha, -+ s hr) < Pog (Tyrwrshr) =2 @ (| ———— |, (3.36)

where ® (x) = ffmﬁexp{—%ﬁ}dt is the c.d.f. of the standard mormal distribution,

Pma (Tvrwr; hr) is the proposed upper bound for the worst-case probability of missed detection

Pna, and the parameters fisE and OgL are calculated by

nse = 5 ol ] [57] ek )], (3.37)
ot = |of W] =] [¢F 0] (3.38)
Proof. The proof is given in Appendix A.2. O
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It is worth noting that the simultaneous minimization of both the worst-case probability of
missed detection Py,q and the worst-case probability of false alarm Py, is contradictory. Moreover,
their analytical expression is not available due to mathematical complexity. For these reasons, we
propose minimizing the upper bound Pp,q (Tyrwr; hz) for the worst-case probability of missed
detection subject to an acceptable level of the worst-case probability of false alarm within any
time window of length m,. Before considering the optimization problem, let us impose the
following assumption of the transient change profiles ¢¥ (1). This assumption is essential in
solving the optimization problem.

Assumption 3.1. [t is assumed that the vector of transient change profiles ¢¥ (1) defined in
(3.25) is mon-null (i.e., ¥ (1) # 0 for the steady-state Kalman filter and @¥ (1) # 0 for the
fized-size parity space).

Assumption 3.1 plays an extremely important role in choosing the thresholds of the VI'WL
CUSUM algorithm. This assumption provides sufficient condition for the following lemma.

Lemma 3.2. Let S € R™* be a Gaussian random vector consisting of me, log-likelihood ratios
(LLRs) S¥, SQLH, ey an‘:m‘l_l. If Assumption 3.1 is satisfied, then the covariance matriz ¥s €
R™MeXMa of the random vector S is positive-definite.

Proof. The proof is given in Appendix A.3. O

By exploiting the results of Lemma 3.2, the optimal choice of thresholds w.r.t. the criterion
(3.6)—(3.7) is formulated and solved in Theorem 3.2.

Theorem 3.2. Consider the VI'WL CUSUM algorithm defined in (3.33)—(3.34). Then,
1. The optimal choice of the thresholds hy, ho, - -+ , hr, leads to the following optimization problem:

{infhl,hQ,...,hL Proa (Tvrwr; hr) (3.39)

subject to Pra (TyrwL: Mas b1, ho, -+ hy) < o

where a € (0,1) is the acceptable level for the worst-case probability of false alarm within any time

window of length mq. The optimization problem (3.39) has the unique solution (hy,h%,---  h})
for a given o € (0,1), where hi,h5,--- ,h}_; — oo and h} is calculated from the following
equation:

L4+ma—1
k=L

2. The optimized VTWL CUSUM algorithm is equivalent to the following FMA detection rule:
- T -
Tiuia () = inf {k >L: et )] 27 > hL} : (3.41)

where the threshold hy = hy + pgr - Especially, the upper bound for the worst-case probability of
missed detection of the FMA test (3.41) is calculated as

Prna (TFMA; BL) < Ppa (TFMA; BL) £ (W) : (3.42)

Proof. The proof of is given in Appendix A.4. O
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3.4.3 Numerical calculation of error probabilities

In this subsection, we propose a numerical method for estimating the worst-case probability
of false alarm Pr, and the worst-case probability of missed detection Pnq for both VIWL
CUSUM algorithm and FMA detection rule. This numerical method includes both steady-
state Kalman filter approach and fixed-size parity space approach. The results are obtained by
utilizing the numerical calculation of the multivariate Gaussian cumulative distribution function
(c.d.f.) introduced in [63]. This algorithm has been implemented in Matlab’s Statistics Toolbox
by the function MVNCDF.

Proposition 3.1. The worst-case probability of false alarm Pr, and the worst-case probability of
missed detection Prq for the VTWL CUSUM algorithm in (3.33)(3.34) and the FMA detection
rule in (3.41) are calculated numerically by the following formulas:

1. The worst-case probability of false alarm is computed as

L4+ma—1
Pt (Tvrwi; ma; b, ha, -+ hp) =1 =Py ( ﬂ ﬂ {Sf < hki+1}) , (3.43)
k=L i=k—L+1
. B L+ma—1 ~
P, (TFMA;ma; hL) =1-Po ( N {S,f,LH <hp— st}) : (3.44)
k=L

2. The worst-case probability of missed detection is calculated as

(koﬁ 1 m {Sf <hk_i+1})

k=L i=k—L+1

Pud (Tvrwi; b1, ha, -+, hr) = sup ; (3.45)
ko>L ko—1
ﬂ ﬂ {Slk < hk—i—H}
k=L i=k—L+1
ko+L—1
Pro| ) {Sk 11 < hr - #SL}
— - k=L
]P)md (TFMA; hL) = sup o1 (346)
ko>L 0 & -
P | () {Sk—L+1 <hp - MsL
k=L
Proof. The proof of equations (3.43)—(3.46) is given in Appendix A.5. O

Remark 3.6. The formulas for numerical calculation of the worst-case probability of false alarm
Py, and the worst-case probability of missed detection Pnq are given in Proposition 3.1. In order
to calculate the c.d.f. of a multivariate Gaussian distribution by utilizing the MVNCDF function, it
is required to formulate and to compute the threshold vector, the mean vector and the covariance
matriz. Such calculations are elaborated in Appendiz A.5.

Remark 3.7. The equations (3.43)—(3.44) are derived from the results of Theorem 3.1 which
shows that the worst-case probability of false alarm Pr, within any time window of length mq
corresponds to the first time window [L; L + mo, — 1]. The worst-case probability of missed detec-
tion Pyq, on the other hand, involves the “supremum” operation over all change-point kg > L.
In other words, the worst-case probability of missed detection Pyq does not correspond to the
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first time window [L; 2L — 1]. Fortunately, simulation results show that the probability of missed
detection Py, (T > ko + L| T > ko) receives high values for some small values of ko, where T
can be stopping time of the VI'WL CUSUM algorithm or the FMA detection rule. For these
reasons, we replace the “supremum” operation over all kg > L by “mazximum” operation over
some ko € [L,L + §L], where 6L € NT, for approzimating the worst-case probability of missed
detection Ppq.

Remark 3.8. The numerical method permits us to estimate the worst-case probability of false
alarm Py, and the worst-case probability of missed detection Pyq instead of the traditional Monte
Carlo simulation method. It is worth noting that the proposed method is more efficient than the
Monte Carlo simulation regarding the computational time. Moreover, this numerical method
can be exploited for investigating the robustness of the FMA test, which will be introduced in
subsection ?7.

3.4.4 Sensitivity analysis of FMA test

In this subsection, we perform the sensitivity analysis of the FMA test given in (3.41) in order to
evaluate its robustness w.r.t. several operational parameters, including the attack duration L,
the attack profiles 61,65, - - , 01, the process noise covariance matrix ¢, and the sensor noise co-
variance matrix R. This sensitivity analysis process is important in practical circumstances since
the operational parameters are generally not exactly known. In other words, their true values
are often associated with their putative values through some levels of deterministic uncertainty.

Let L and L be the putative and true values of the attack duration and 6,6s,---,0; and
01,05, ---,01 be the putative and true values of the attack profiles, respectively. Let also @ and
Q@ be the putative and true values of the process noise covariance matrix, and R and R be the
putative and true values of the sensor noise covariance matrix, respectively. It is worth noting
that the putative operational parameters (i.e., attack duration L, attack profiles 61,6, -- , 07,
process noise covariance matrix () and sensor noise covariance matrix R) remain unchanged and
they are considered as the designed parameters. The variation in true operational parameters
(i.e., attack duration L, attack profiles 61,60, -- 07, process noise covariance matrix @ and
sensor noise covariance matrix R) leads to the change in parameters of the unified statistical
model (3.25). However, the numerical method introduced in Proposition 3.1 can also be used
for investigating the robustness of the FMA test w.r.t. these parameters.

The worst-case probability of false alarm Py, (TFMA;ma; EL> and the worst-case probability
of missed detection Ppq (TFMA;BL) can be calculated numerically by (3.44) and (3.46), re-
spectively. The mean vector and the covariance matrix, for both Py, (TFMA;ma;iLL) and
Pa (TFMA; BL), can be formulated in exactly the same manner as in Appendix A.5. How-

ever, the mathematical expectations [Eg [Sﬂ and [Eyg, {SH and the covariance cov (Sﬁ1,5f22>

Heeii to be Eevised since the true parameters are different from their putative values (i.e., L # L,
01>92a"' 79L 7&9170%"' 79La Q?é Q and R#R)

The mathematical expectations Eq {Sﬂ and Ky, {Sk} depend only on the true attack duration

7
L and the true attack profiles 01,609, -- ,0; while the covariance cov (Sz-kll,Sf;) depends on
the true process noise covariance () and the true sensor noise covariance R. For the fixed-size

parity space approach, the computation of cov (S kg k2> can be generalized from Appendix A.5

11 7 12
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without difficulty. On the other hand, for the steady-state Kalman filter, since the true noise
covariances are different from their putative values, the Kalman filter is no longer optimal and
the innovations are no longer independent. For this reason, it is required to re-calculate the
covariance between two innovations (see Appendix A.1). In short, the calculation of Eg {SH,

11 7 Y12

Eg, [Sﬂ and cov (S(’“ S (”), for both steady-state Kalman filter approach and fixed-size parity
space approach, are elaborated in Appendix A.6.

3.5 Detection Algorithms under Partially Known Transient
Change Parameters

It is of practical interest to consider circumstances where the attack profiles 61,69, -- ,01 are
completely unknown. For the quickest change detection problem, several scenarios on the a
priori information about the post-change profiles have been investigated in [10]. In this section,
we consider a special case where the change direction is exactly known but the change magnitude
is unknown.

This special scenario is motivated by the detection of cyber-physical attacks on SCADA systems.
The SCADA systems have been playing an extremely important role in safety-critical infras-
tructures and the security of SCADA systems against malicious attacks has received increasing
concern from both research institutions, industries and governments. Therefore, the security
analysis process is required in investigating vulnerable points that could be exploited for per-
forming malevolent activities. Through this analysis process, the attack profiles 61,60s,--- ,0f,
are often partially known. For example, if we know exactly which command signals, control
signals and/or sensor measurements will be compromised but the power of the attack (i.e., the
magnitude of attack signals) is unknown, then the shape of attack profiles 61,60s,--- ,0; are
known but their magnitude is unknown. This section treats such cases.

Assume that the putative values 61, 60s, - - - , 01, are known but their true values 01,05, --- , 0, are
partially known. More precisely, the true attack profiles can be described in terms of putative
profiles as 6 = 70y, where the coefficient « is unknown. It can be shown without difficulty that

—k

O—r+1 (ko) = ’7¢27L+1 (ko) , (3.47)
where the transient vector a:_ i1 (ko) € REP can be calculated from the true attack profiles
01,0o,---,0 in the same manner as ¢£—L+1 (ko) in (3.25). Since the attack magnitude ~

is unknown, the generalized likelihood ratio (GLR) and the weighted likelihood ratio (WLR)
approaches are considered for solving the problem.

3.5.1 Generalized Likelihood Ratio (GLR) Approach

The generalized likelihood ratio (GLR) approach consists of replacing the unknown parameter
~ by its maximum likelihood estimate (MLE). The generalized log-likelihood ratio (generalized
LLR) S can be computed as

st =sw et O] [57] [k s = 500k 00 ). (3.48)
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The generalized LLR S'f can be calculated, after some simple transformations, as follows:

Szk = [TZ_LH}T [i (Z)} [TIIE—L-H} ) (3.49)
where the matrix 3 (i), which depends on the index i, is computed as
T
=) 6k O] [#fr @] (27
K NIty N
2 [¢k—L+1 (1)] (=] [¢k—L+1 (Z)}

The VI'WL GLR detection rule, which utilizes the generalized LLR statistic gf, is described as

S (i) = (3.50)

[GLR = i >L: SF — jp—ig1 ) > .
Toir = inf {k >L:, max (SZ hk_,H) > o} (3.51)
where the thresholds hi, ho,--- , hy are considered as the tuning parameters for optimizing the

VTWL GLR algorithm.

3.5.2 Weighted Likelihood Ratio (WLR) Approach

The weighted likelihood ratio (WLR) approach assumes that the unknown parameter « follows
the a priori distribution. The weighted log-likelihood ratio (weighted LLR) S¥ is then calculated
as

Sk = log / [pQSZfLH(i) (rl]z—L+1>] pdry
Po (r,’j_LH)

(2
where p, is the density distribution function of the unknown parameter .

: (3.52)

For the sake of simplicity, let us suppose that the unknown parameter ~ follows the uniform
distribution U (7yo,71), where the bounds 0 < 7y < 7 are assumed to be known. The density
distribution function p, = 1/(y1—40). After some calculations, we obtain

Sk k Trs,. k V2T
Si {kaLH} { (Z)} {kaLJrl} + log 5(1) (11 — 7o) +
. a(7) , a (2))}
log (@ (b ——=|—-P(b - —= 3.53
o8 |2 () — 17 ) — @ (20— 577 ) | (35
where the coefficients a (i) and b (i) are calculated as
. . T —
a(i) = [ohpn @] [ [rhra], (3.54)
. . T f— .
b = [ofrn ()] [ ek )] (3.55)
The VITWL WLR detection rule, which utilizes the weighted LLR statistic S¥, is described as
. . _ o ‘
Twir = inf {k: >L:, max (SF = hi—in) > o} (3.56)
where the thresholds hi, ho,--- , hy are considered as the tuning parameters for optimizing the

VITWL WLR algorithm.
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3.5.3 Statistical properties of VITWL GLR and VITWL WLR

In this subsection, we investigate the statistical properties of the VIWL GLR and VIWL WLR
detection rules. Main results are given in Theorem 3.3 and Theorem 3.4.

Theorem 3.3. Consider the VIWL GLR test defined in (3.51) and the VTWL WLR test
defined in (3.56), respectively. Then,

1. The worst-case probability of false alarm within any time window of length me, is calculated
as

Pra (TGLR) =Py (L < Teir < L+ ma — 1) , (3.57)
@fa (TWLR> =Py (L < TWLR < L+mg— 1) . (358)

2. The worst-case probability of missed detection is upper bounded by

Puna (TGLR> < Ppa (TGLR; hL) =P <§1L < hL) ; (3.59)
Prna (TWLR> < Pra (TWLR; hL) =P <§1L < hL) ; (3.60)

where I@md (TGLR; hL> and If”md (TWLR; hL) are the upper bounds for the worst-case probability
of missed detection of the VI'WL GLR and VIWL WLR algorithms, respectively.

Proof. Theorem 3.3 can be proved by utilizing the same arguments as Theorem 3.1. O

In the following theorem, we wish to minimize the upper bound EDmd (TGLR;hL) (resp. the
upper bound P (TWLR; hL)) for the worst-case probability of missed detection Pp.q (TGLR)
(res. Prq (TWLR>) subject to a given value a € (0, 1) on the worst-case probability of false alarm
P, (TGLR) (resp. Py, (TWLR))-

Theorem 3.4. Consider the VIWL GLR test defined in (3.51) and the VITWL WLR test
defined in (3.56). Then,

1. The optimal choice of the thresholds hy, ho, - -+ , hy, leads to the following optimization problem:

inf  Ppq (TGLR§ hL) subject to Pr, (TGLR§ma; hi,ha,--- ,hL> <a, (3.61)
hi,hp

infh Pnd (TWLR; hL) subject to Pr, (TWLR§ Ma; hy, he, - ,hL) <a, (3.62)
1y

where a € (0,1) is the acceptable level on the false alarm rates. Let iL*L and ;L*L be, respectively,
the minimum real numbers satisfying following inequalities:

L4+ma—1 . .
P ( N {S,’;_L+1 < h;}) >1—aq, (3.63)
k=L
L4+ma—1 . .
Py ( N {Skrn< hL}> >1—a. (3.64)
k=L
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Then, the optimization problem (3.61) (resp. (3.62)) has the solution ?f[, ,iL*L_l — 400
(resp. h,--- b | — +00) and b} (resp. b ).

2. The optimized VIWL GLR and VTWL WLR algorithms lead to the following FMA detection
rules:

Tosa =inf {k> L:Sf 1y > b} (3.65)
Tonia = inf {k > L:SE_ oy > by} (3.66)

where Tyya is the stopping time of the FMA GLR test and Trna is the stopping time of the
FMA WLR test, and the thresholds h} and h} are chosen for assuring acceptable levels of false
alarms.

Proof. The proof is given in the Appendix A.7. O

Remark 3.9. Let us add some comments on the results of Theorem 3.3 and Theorem 3.4. The
numerical estimation of the probability of false alarm and the probability of missed detection for
the FMA GLR test given in (3.65) and the FMA WLR test given in (3.66) have not been found
due to mathematical complexity. The statistical performance of the FMA GLR test and FMA
WLR test will be investigated by Monte Carlo simulation in chapter 6.

3.6 Conclusion

In this chapter, we have considered the sequential detection of transient signals in stochastic-
dynamical systems, applied to the detection of cyber-physical attacks on SCADA systems. The
SCADA systems are described as a discrete-time linear time-invariant state space model driven
by Gaussian noises. The cyber-physical attacks are modeled as additive signals of short duration
on both state evolution and sensor measurement equations. The optimality criterion involves
the minimization of the worst-case probability of missed detection subject to an acceptable level
on the worst-case probability of false alarm within any time window of predefined length.

The traditional two-step approach, including the residual-generation step and the residual-
evaluation step, has been considered for solving the problem. For the first step, the residuals are
generated by utilizing well-known techniques: the steady-state Kalman filter approach and the
fixed-size parity space approach. The unified statistical model of the residuals generated by both
aforementioned methods has been developed. Moreover, the Kullback-Leibler (K-L) information
number has been considered as the performance index for comparing residual-generation meth-
ods. The problem of choosing the parity space has been long discussed in the fault diagnosis
community. It has been shown in this chapter that the K-L distance of the residuals generated
by the fixed-size parity space is independent from the choice of parity space (i.e., Lemma 3.1).

Based on the unified statistical model (3.25), the VITWL CUSUM algorithm, which was initiated
by Guépié in [67,68,70] for detecting transient changes in a sequence of independent Gaussian
observations, has been adapted to the detection of transient signals on the discrete-time state
space model. The idea of utilizing the variable thresholds is to make the algorithm flexible
and the thresholds are considered as tuning parameters for optimizing the VIWL CUSUM
algorithm. In order to find optimal thresholds w.r.t. the transient change detection criterion,
it is required to investigate the properties of the worst-case probability of false alarm and the
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worst-case probability of missed detection. It has been shown in Theorem 3.1 that the worst-
case probability of false alarm Py, corresponds to the first time window [L; L + m, — 1] and the
upper bound P4 for the worst-case probability of missed detection is proposed instead of its
exact value Ppq.

The optimization problem has been formulated and solved in Theorem 3.2, taking into account
the transient change detection criterion. Due to the mathematical complexity, the optimization
problem is considered as the optimal choice of thresholds for the VI'WL CUSUM algorithm,
being favor of minimizing the upper bound Py,q for the worst-case probability of missed detection
Pnq for a given value on the worst-case probability of false alarm Pg, within any time window
of length m,,. It has been shown that the optimal choice of thresholds leads to the simple FMA
test.

Since their analytical expressions (i.e., Py, and Phq) are not available, we have proposed a
numerical method for estimating the worst-case probability of false alarm Pr, and the worst-
case probability of missed detection P,,q, for both the VITWL CUSUM algorithm and the FMA
detection rule. This numerical method is based on the numerical computation of the c.d.f. of
a multivariate Gaussian distribution. Specially, the proposed method has been exploited for
investigating the robustness of the FMA test w.r.t. several operational parameters, including
the attack duration, the attack profiles, the process and sensor noise covariances. Especially, a
recursive algorithm has been proposed for calculating the covariance between two innovations
generated by the discrete-time Kalman filter under imperfect conditions (i.e., the true noise
covariances are different from their putative values).

The attack profiles are generally unknown in practical situations. In the final section of this
chapter, we consider a special scenario where the attack profiles are partially known. More
precisely, the shape of the change is assumed to be completely known but the magnitude of
the change is unknown. Two standard approaches, including the GLR approach and the WLR
approach, have been considered for solving the problem. Similar to the previous cases, the
corresponding VI'WL GLR and VI'WL WLR algorithms have been considered. It has been
shown that the optimal choice of thresholds w.r.t. the transient change detection criterion leads
also to the FMA GLR test and the FMA WLR test, respectively. However, the numerical
method for estimating the worst-case probability of false alarm and the worst-case probability
of missed detection for the FMA GLR test and the FMA WLR test has not been found. This
point is dedicated to future study.
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4.1 Introduction

The problem of detecting cyber-physical attacks on SCADA systems has been addressed in
chapter 3. The attack detection problem is concerned with making a binary decision of whether
a malicious attack has been performed or the system is operating normally. The criterion of
optimality involves the minimization of the worst-case probability of missed detection subject
to an acceptable level on the worst-case probability of false alarm within any time window of

predefined length.
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It follows from the security analysis process performed in chapter 1 that there are multiple
vulnerable points (i.e., attack types or attack scenarios) which might be exploited for launching
malicious attacks on SCADA systems. It is of great interest to determine not only whether the
system is under attack (i.e., detection problem) but also the attack types (i.e, isolation problem).

The problem of jointly detecting and identifying cyber-physical attacks (and/or faults) on
SCADA systems has been considered in [4,6,7,140,141] in the deterministic framework (i.e.,
without random noises). The continuous-time (resp. time-delay continuous-time) state space
model has been utilized to describe SCADA systems [140, 141] (resp. SCADA water irrigation
networks [4,6,7]). The cyber-physical attacks are modeled as additive signals to both state evo-
lution and sensor measurement equations. The detection-isolation schemes have been designed
by utilizing the Unknown Input Observer (UIO) techniques. However, the negative impact of
random noises has not been considered.

This chapter is dedicated to the joint detection-isolation of transient changes in stochastic-
dynamical systems. The organization of this chapter is as follows. Firstly, the problem formu-
lation is given in section 4.2. Secondly, we develop in section 4.3 the unified statistical model of
the residuals generated by either the steady-state Kalman filter approach and the fixed-size par-
ity space approach. This unified statistical model is the generalization of the unified statistical
model (3.25) developed in chapter 3 to the joint detection-isolation problem. Thirdly, several
detection-isolation schemes are introduced in section 4.4 for jointly detecting and identifying
transient changes of known profiles. Finally, some concluding remarks are drawn in section 4.5.

4.2 Problem Formulation

In this section, we formulate the attack detection-isolation problem as the problem of jointly de-
tecting and isolating transient changes in stochastic-dynamical systems. The model of transient
changes in stochastic-dynamical systems is introduced in subsection 4.2.1. A novel criterion of
optimality, dedicated to the detection-isolation of suddenly arrived signals of short (and known)
duration, is proposed in subsection 4.2.2.

4.2.1 System and attack models

Similar to the detection problem, the following discrete-time state space model is employed to
describe SCADA systems and cyber-physical attacks:
Tht1 = Axp + Buy + Fdi, + Beagr + wy, _
;T =T, (4.1)
Yk = Cuxp + Duy, + Gdy, + Dgay, + vy,

where z;, € R" is the vector of system states with unknown initial values Z1, ux € R™ is the
vector of control signals, di € RY is the vector of disturbances, y, € RP is the vector of sensor
measurements, ar € R?® is the vector of attack signals, wy, € R™ is the vector of process noises
and vy € RP is the vector of sensor noises; the matrices A € R™*"™, B € R™™ [ € R"*9,
C e RP*™ D e RPX™M G € RP*Y, B, € R"* and D, € RP** are assumed to be completely
known.

It is assumed also that the control signals u; and the disturbances dy are exactly known. The
process noises wy and the sensor noises v are assumed to be i.i.d. zero-mean Gaussian random
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vectors, i.e., cov (wg, w;) = Qdk, cov (v, v;) = R and cov (wg,v;) = 0, where diy = 1if k =1
and Jx; = 0 otherwise. The noise covariance matrices () and R are assumed to be exactly known
and the matrix R is positive-definite.

The adversary performs his malicious attack during a short period 7, = [ko, ko + L — 1], where
ko is the unknown attack instant and L is the attack duration, assumed to be known. For
the detection-isolation problem, there are K distinct (isolated) attack profiles associated with
possible attack scenarios. The attack vector aj is then described as follows:

0 if k<kg
ap = Gk_koﬂ (l) if ko<k<ky+L, (42)
0 if k>ko+1L
where [, for 1 <[ < K, is the attack type and K is the number of transient hypotheses. The
attack profiles 01 (1),602 (1), -+ ,01 (1) of type I, for 1 <1 < K, are assumed to be completely
known.

Definition 4.1. A change detection-isolation algorithm has to compute a pair (T,v) based on
the observations y1,ys2,- -, where T > 0 is the stopping time at which the final decision v, with
1 <v < K, is decided.

This chapter is dedicated to designing a detection-isolation procedure § = (T,v) for jointly
detecting and isolating the transient signals modeled in (4.2) in the discrete-time state space
model described in (4.1) subject to certain criteria of optimality.

4.2.2 Criterion of optimality

There are several criteria for evaluating the performance of a change detection-isolation algo-
rithm. Traditional quickest change detection-isolation criteria involve the minimization of the
mean detection-isolation delay under the constraint on the false alarm and/or false isolation rates
(see, for example, [104,128-130,132]). For safety-critical applications (see, for example, [127]),
it is essential to minimize the worst-case probability of missed detection subject to acceptable
levels on the risks of false alarm and/or false isolation.

For the transient change detection-isolation problem, there are four scenarios (see also figure 4.1):

o False alarm: The change is declared (i.e., detected and isolated) before its occurrence (i.e.,
T < ko). Similar to the quickest change detection-isolation problem, the false alarm rate
can be measured by either the ARL to false alarm or the probability of false alarm within
any time window of predefined length (see figure 4.1).

o False isolation: The change is detected within the transient change window (i.e., kg < T <
ko + L) but it is incorrectly classified. For example, the procedure 6 = (T, v) in figure 4.1
raises the alarm T € [k, ko + L — 1] but the final decision v = 3 while the true change
type is { = 1 (i.e., v # 1). The false isolation rate should be measured by the probability
of false isolation within the transient change window.

e Correct detection and isolation: The change is detected within the transient change window
(i.e., ko < T < ko+ L) and it is correctly classified. For example, the procedure 6 = (T, v)
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A Parameter Correct detection-isolation
{k, <T <ky+Liv=1}
False alarm
within a window 0, (l) % 0, (1) Missed detection

{L<T<l+m,}

{12k +1)

S

ky+L—-1 Time

O G
3
s

>

—
w

~—

False isolation

{k, <T <k + Liv =1}
Figure 4.1 — Transient change detection-isolation problem.

in figure 4.1 raises the alarm T' € [ko, ko + L — 1] and the final decision v = 1 while the
true change type is [ = 1 (i.e., v = [). The correct detection-isolation rate should also
be gauged by the probability of correct detection-isolation within the transient change
window.

o Missed detection: The change is declared after its disappearance (i.e., T' > ko+L). Similar
to the detection problem, the missed detection rate should be evaluated by the probability
of missed detection, i.e., the probability of detecting and isolating the transient signal after
its disappearance.

Following the above analysis, we propose in this manuscript a novel optimality criterion for
the transient change detection-isolation problem. The criterion of optimality involves the min-
imization of the worst-case probability of missed detection subject to acceptable levels on the
worst-case probability of false alarm within any time window of predefined length and the
worst-case probability of false isolation within the transient change window. The mathematical
formulation of such an optimality criterion is given in the following.

Let Ppq (T; L) be the worst-case probability of missed detection, Pg, (T';m,) be the worst-case
probability of false alarm within any time window of length m,, and Pg (T'; L) be the worst-case
probability of false isolation within the transient change window. Similar to the transient change
detection problem, let us assume that the change does not occur before the “preheating” period
(i.e., ko > L) and the detection-isolation procedure does not operate in this period (i.e., k > L).
The false alarm and false isolation rates are defined mathematically, respectively, as

@fa (T; ma) = sup Py (lo <T<ly+ ma) s (4.3)
lIo>1
™ . — l < . .
Ps (T L) ksousz 121&}}(]?,“) (ko <T <ko+ L;v#1), (4.4)

where Py denotes the probability under the pre-change mode and IP’%U stands for the probability
under the change-point ky and the change-type [.
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The criterion of optimality involves the minimization of the following worst-case conditional
probability of missed detection:

L) = ! — > .
Pma (T5 L) kSousz 122}}{?’,@ (T —ko+1>L|T > ko) (4.5)

among all stopping times 7' in the class C,, satisfying
Co = {T: Py (T5ma) < ;P (T3 L) < o}, (4.6)

where a € (0, 1) denotes an acceptable level on the false alarm and false isolation rates.

4.3 Residual Generation Methods

Both classical residual-generation techniques, steady-state Kalman filter and fixed-size parity
space, are utilized for generating the sequence of residuals. The unified statistical model adapted
to the transient change detection-isolation problem is also developed.

4.3.1 Steady-state Kalman filter approach

In this subsection, we develop the statistical model of residuals generated by the steady-state
Kalman filter approach. Similar to the detection problem, let us assume that the steady-state
Kalman filter is used for generating the sequence of residuals. The steady-state Kalman gain
K is calculated as

-1
Ko = PCT (CPCT +R) (4.7)
where P, denotes the steady-state covariance matrix of the state estimation error, which can
be found by solving the following discrete-time algebraic Riccati equation:
-1
Po = APx AT = APLCT (CPuCT +R)  CPAT + Q. (4.8)
The operation of the steady-state Kalman filter is described by the following equations:

‘%k—i-l\k = Afik\k—l + Bug + Fdy, + AK (yk _gk|k—1) 4 | _7 (4 9)
N ~ ) 110 — 41, .
Urk—1 = Cgjp—1 + Duy + Gdy,

where ;1 € R" is state estimate and gyx—; € R” is the output estimate.

Let {0k },>1 € R? be a sequence of independent identically distributed (i.i.d.) zero-mean Gaus-

sian random vectors with covariance matrix J = C Py CT + R and 1, = yi, — Okk—1 € RP be the
innovations (or the residuals). The statistical model of the innovations is described as

Ok if k<kg
rE = ¢k—ko+1 (Z) 4o if ky<k<ko+ L, (4.10)
¥ (1) + o it k>kotL
where transient profiles ¢ (I),¢2 (1), -+, (I) € RP are calculated from the attack profiles
01 (1),62(1),---,0r (1) of type I by the following equation:

{ekﬂ = (A~ AKO) € + (By — AKoDy) 0, (1) e =0 (4.11)

Qﬂk (l) = Cﬁk + Daﬁk (l)
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and the post-change profiles 9y, (1) (i.e., for k > ko + L) are of no interest.

T
Similar to the transient change detection problem, let 7"’1sz+1 = {T£7L+1, e ,r,{] € RIP be

the concatenated vector of innovations, gﬁf Li1 = [g{f Lilr s Qﬂ € REP be the concatenated
vector of random noises, and w,’f,_ 41 (Ko, l) e RP be the concatenated vector of transient signals,
depending on the relative position of the change-point k¢ within the window [k — L 4 1, k] and
the change-type [ by the following relation:

[0] if k< ko
U
l
Vb1 (Ko, 1) = 1/}1:( ) if ko<k<ko+1L, (4.12)
Vk—ko+1 (1) |
G p (ko)) i k> L

where the vector of post-change profiles 1/7,’57 141 (ko, 1) € REP is of no interest. Putting together
(4.10)-(4.12), the statistical model of the residual vector r¥_; ., generated by the steady-state
Kalman filter is described as

e o1 =V n1 (ko) + 0k 141 (4.13)

where the random noises of_; ., ~ N (0,%,), where ¥, = diag (J) € R¥P*? is a block-diagonal
matrix formed of blocks J.

4.3.2 Fixed-size parity space approach

In this subsection, we develop the statistical model of residuals generated by the fixed-size parity
space approach. Similar to the detection problem, the observation model obtained by grouping
the last L measurements is described as

[ Yk—r41 C D, 0 e 0 ag—L+1
Yk—L+2 CA CB, D, e 0 ap—[42
: - : Th—Lt1 + : : ) : :
ok cAL CAL=2B, CAL3B, - D, ak
ylij—L-H ¢ M 91]2—L+1(k0’l)
[ D 0 e 0 Up— [ 41 0 0 0 Wh— 141
CB D - 0 Uk—[+2 C 0 0 Wk—1,4+2
. . ) + ) . .
| CAL=2p CAMPB ... D up, CAL=2 cAL= ... 0 wy
D uf ;o H Wy
S 0 - 0 di—r+1 Vk—L+1
CF G - 0 di—r142 Vk—L42
. . . R (4.14)
| CAL2F CAR3F ... @ dy o
g dll:—L+1 v’zi_L+1
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4.8. Residual Generation Methods

or in a simpler form as
Yh—r41 = Cor 11 + DUy + Gdi_pq + MOF_ 1y (ko 1) + Hwp_p oy + v p4y,  (4.15)

where y,’j_ L1 € RLP is the concatenated vector of measurements, uﬁ_ i1 € RL™ is the con-
catenated vector of control signals, d’,ﬁ_ Li1 € R is the concatenated vector of disturbances,
w,’j_ L1 € RL™ is the concatenated vector of process noises, U’,j_ L1 € RZLP is the concatenated
vector of sensor noises, 05 11 (ko,1) € RES is the concatenated vector of transient signals de-
pending on the change-point kg and the change-type [; the matrices C € RIP*n D ¢ REpxIm G ¢
REPxLa 3 ¢ REPXIn and M € REP*LS. The process noises wlljfLH ~ N (0,Q) and the sensor
noises vy_; .y ~ N (0,R), where Q = diag (Q) € RL"*I" and R = diag (R) € R¥*? are block-
diagonal matrices formed of blocks ) and R, respectively. Let also 7]],;77 L1 = ’Hw,’jf L1 —i—v'gf L4l
be concatenated vector of random noises, integrating both process noises and sensor noises. It
is clear that n,’jfLH ~ N (0,8), where the covariance matrix S = HOHT + R e RirxLp jg
symmetric and positive-definite.

The concatenated vector of attack profiles 9’,3_ 41 (ko,1), depending on the relative position of
the change-point k¢ within the window [k — L + 1, k] and the change type [, is described as

[0] if k< ko
[0]
L 01 (1) ,
Or_r41 (Ko, 1) = : if ko<k<ko+L, (4.16)
Ok—ko+1 (1) |
[é’,g_L+1 (ko,1)] if k>ko+L

where the post-change profiles élljf 41 (ko, 1) € R are of no interest.

Since the control signals ug and the disturbances dj, are assumed to be exactly known, they can
be eliminated from the observation model (4.14)—(4.15) by subtraction, leading to the following
simplified statistical model:

Z]kf—L+1 = yllz—L-&-l - (DUE—L+1 + Qdﬁ_m) =Crgr+1+ MG;’E_LH (Ko, 1) + 771]§—L+17 (4.17)

The rejection of unknown system state vector xx_r1 can be performed in the same manner as
it has been done in the detection problem. The simplified observation vector z,’j_ L1118 projected
onto the orthogonal complement space R (€)™ of the column space R (C) of matrix C (i.e., the left-
null space of matrix C), which is assumed to be full column rank (i.e., rank (C) = n). The residual
vector is calculated as r’,j_ L1 = Wz’,j_ L1 where the rows of the matrix W € RUP=)XLp gre

composed of the eigenvectors of the projection matrix 736L =7-C (CTC) ' CT corresponding to
eigenvalue 1, where Z is the identity matrix of appropriate dimension. The rejection matrix W
satisfies the following conditions: WC = 0, WITW = 77(3L and WW?T = 7. The statistical model
of the residuals, which are independent from the nuisance parameter xx_r11, can be described
as
k _ .k k

Th—r+1 = Ph—r+1 (Ko, 1) + 41, (4.18)
where the transient profiles ¢f_; . (ko,l) = WMOF_; ., (ko,1) and the random noises
i1 = Wni_p., thus satisfying ¢f_;  ~ N (0,%), where the covariance matrix ¥¢ =

)44 (HQHT + R) WT is positive-definite.
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4.3.3 Unified statistical model

In this subsection, we develop the unified statistical model of the residuals generated by either
steady-state Kalman filter approach or fixed-size parity space approach. It follows from (4.13)
and (4.18) that both residual-generation methods lead to the following unified statistical model:

e pa1 =05 i1 (ko)) + & 141 (4.19)

where r’,jf L1 18 the vector of residuals, gﬁﬁf L1l (ko,1) is the vector of transient signals and
f’,j_ L1 ™ N (0,%) is the vector of random noises. For the steady-state Kalman filter approach,
the transient profiles ¢£7L+1 (ko, 1) = T/}l]szJrl (ko,1) and the random noises 5,’57L+1 = Q£7L+1
(i.e., ¥ = 3,). On the other hand, the transient profiles ¢’I:—L+1 (ko,1) = gpllz_LH (ko, 1) and the
random noises f,’jf L1 = g,’jf 141 (e, ¥ =3) for the fixed-size parity space approach.

Similar to the detection problem, the Kullback-Leibler (K-L) distance is employed for comparing
two residual-generation methods (i.e., the steady-state Kalman filter ad the fixed-size parity
space approaches). Let P,io (resp. Pp = Poo = 77,80) be the probability measure when the
sequence of residuals r{ ,7'2L+1, e ,r,’jf 141, follows the unified statistical model (4.19), Efko
(resp. Eg 2 B, 2 E%O) denote the corresponding mathematical expectations, and pio (resp. po =
Poo = pgo) stand for the corresponding probability density function.

Without loss of generality, let us assume that the change-point kg = 1. The K-L distance p (j,1)
between P{ and P!, for 0 < j # [ < K, is defined as

+oo J (L
. j P\
p(5,1) = / Pl (rf)log () dry (4.20)
where the residual vector rf ~ N (qbf (L,1), E) under the probability measure P}, for 0 < [ < K.

For the Gaussian case, the K-L distances obtained by the steady-state Kalman filter approach
and the fixed-size parity space approach are calculated as

picr G0) = 5 [0 (L) — b (1.9)] " [557] [wF (1,0 - of (,5)] (4.21)
oes (1) = 5 [ (L) — oF (L))" [577] [eb (L) = o (1,5)] (4.22)

where pkr (7,1) and pps (j, () are the K-L distances between Pf and P! of the residuals generated
by the steady-state Kalman filter and the fixed-size parity space, respectively.

Remark 4.1. By exploiting the results of Lemma 3.1, it can be shown that the K-L distances
pps (4,1) between P! and 73{, for 0 < j #1 < K, are independent from the choice of rejection
matriz W. The comparison between the steady-state Kalman filter approach and the fixed-size
parity space approach for the transient change detection-isolation problem will be performed by
stmulation in chapter 6.

4.4 Detection-isolation Algorithms

In this section, we design several detection-isolation schemes for jointly detecting and isolating
transient changes in the unified statistical model (4.19). By generalizing the traditional CUSUM-
based algorithms (i.e., see subsection 2.4.3), we propose several detection-isolation schemes (i.e.,
generalized, matrix and vector Window Limited (WL) CUSUM algorithms). In addition, the
FMA detection-isolation rule will be also introduced.
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4.4.1 Generalized WL CUSUM algorithm

For the joint detection and isolation problem, Nikiforov [130] and Lai [104] have introduced,
respectively, the generalized CUSUM test and the generalized WL CUSUM test (see also subsec-
tion 2.4.3). Let us define directly the generalized WL CUSUM algorithm dgwr, = (Tawr, YGWL ),
which utilizes the last L observations at each time instant £ > L, as follows:

Towr = inf {k: > L 122%)% k—LIEElug{igk Og?;léllngK (Sz (1,9) h) > 0} , (4.23)

i TewL :
VGWL = arg max max min S; l 4.94
o & 1<ISK TowL—L+1<i<Towy 0<jAI<K * (1.3), ( )

where h is the chosen threshold and Sf (l,7),fork—L+1<i<k,1<I<Kand0<j#I<K,
is the log-likelihood ratio (LLR), which is calculated in the Gaussian case as

k O o1 (60) + S _p 4y (6,)
Th—L+1 — B

SE) = [(¢hopr (D) = ¢ p4 29))] [57]

(4.25)
The generalized WL CUSUM algorithm (4.23)-(4.24) proceeds as follows. For each time in-
stant k& > L, the generalized WL CUSUM algorithm uses a block of L last measurements
Yk—L+1," - , Yk for decision-making. Firstly, the unified statistical model (4.19) is formulated by
either the steady-state Kalman filter approach or the fixed-size parity space approach. Secondly,
for each time index i from k—L+1 to k, the LLRs S¥ (1,7), forall 1 </ < K and 0 < j # [ < K,
are calculated. The alarm time Tqwr, is raised if there exists such [, for 1 < [ < K, that for
some i € [k — L+ 1,k], all LLRs SF (1,5), for 0 < j # | < K, are greater than or equal to the
threshold h.

4.4.2 Matrix WL CUSUM algorithm

The matrix CUSUM algorithm was first introduced in [138] by revising the generalized CUSUM
algorithm to obtain the recursive form. Let us define directly the matrix WL CUSUM algorithm
omwL = (Tvmwr, mwr), which utilizes the last L observations at each time instant k > L, as
follows:

Tyvwr, = inf {k‘ >L A min o max (SZ 1,9 h) > 0} , (4.26)

UMWI, = arg max  min SiTMWL (Z,7), (4.27)

max
1<ISK 0<jAI<K TywiL—L+1<i<Tywi

where h is the chosen threshold and the LLRs Sf (l,5),fork—L+1<i<k 1<I<K and
0 <j#1 <K, are calculated in (4.25).

Remark 4.2. The matrix WL CUSUM algorithm (4.26)—(4.27) proceeds in the same manner as
the generalized WL CUSUM algorithm (4.23)—(4.24) except for the replacement of the “maz-min”
operation in (4.23)—(4.24) by the “min-mazx” operation in (4.26)—(4.27).

4.4.3 Vector WL CUSUM algorithm

The vector WL CUSUM algorithm is obtained by replacing the statistic maxy_r11<i<g Sf (1,9)
in the matrix WL CUSUM algorithm (4.26)-(4.27) by the following statistic:

gk (,j) =, max  S57(1,0)— max  S7(j,0). (4.28)
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The vector WL CUSUM algorithm dywr, = (Tywr, ¥»vwr) is then defined as follows:

=1 f > : i ) — > 4'
Tywr, = in {k > L jmax min (gk (1,7) = h) = 0}, (4.29)
UYWL = arg max  min _gry (L, 7). (4.30)

1<I<K 0<j#I<K

where h is the chosen threshold and the LLRs Sf (l,j),fork—L+1<i<k 1<[<K and
0 <j#1< K, are calculated in (4.25).

4.4.4 FMA detection-isolation rule

The FMA detection-isolation rule dpnia (Trma; YEMa ), which is the FMA version of the gener-
alized WL CUSUM, the matrix WL CUSUM and the vector WL CUSUM algorithms, can be

described as

— > . . k S >
Trma = inf {k > L: 12&;};(05171&1%[{ (Sk—LH (1,9) h) > 0}, (4.31)

. . T )

VEMA = arg max  min o Stima—r+1 () (4.32)
where h is the chosen threshold and the LLRs S}CZLH (l,j),for 1<I<Kand0<j#I<K,
are calculated in (4.25).

Remark 4.3. It can be seen that the FMA detection-isolation rule (4.31)—(4.32) is the general-
ization of the FMA detection rule (3.41) for the detection problem. The detection-isolation rule
(4.31)—(4.32) is also the FMA version of the generalized WL CUSUM algorithm (4.23)-(4.24),
the matric WL CUSUM algorithm (4.26)—(4.27), and the vector CUSUM algorithm (4.29)-
(4.30). The statistical properties of the FMA detection-isolation rule (4.31)—(4.32) will be inves-
tigated in the following subsection.

4.4.5 Statistical properties of FMA detection-isolation rule

In this section, we investigate the statistical performance of the FMA detection rule (4.31)-
(4.32). Especially, we calculate the upper bound on the worst-case probability of false alarm,
the upper bound on the worst-case probability of false isolation and the upper bound on the
worst-case probability of missed detection. Main results are given in Theorem 4.1.

Theorem 4.1. Consider the FMA detection rule given in (4.31)—(4.32). Let Pr, Py and Pog
be, respectively, the upper bounds for Pe, (6pma), Pg (0pnma) and Prg (0pma). Then,

1. The worst-case probability of false alarm within any time window of length my corresponds
to the first time window [L; L + my — 1], i.e.,

Pt (dpma; mash) =Po (L < Tepa < L+mq — 1), (4.33)

and it is upper bounded by

L4+mq—1 K
Pra (Srna; Mas h) < Bro (Gpaa; ma; h) 21— Py ( N N {s,’;,LH 1,0) < h}) L (4.34)
k=L =1
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2. The worst-case probability of false isolation within any transient change window corresponds
to the first time window [L;2L — 1], i.e.,

Pg (0pma; Li h) = 11222}&(1% (L <Tpma < 2L;vpma # 1), (4.35)
and it is upper bounded for the case of threshold h > 0 as

2L-1 K

P, T . l k .~
Ps (Ormas Li h) < P (0pma; L3 h) £ max |1 oA Pr kOL jD {Sk—L-H (J,J) < h}
J#31
(4.36)
3. The worst-case probability of missed detection is upper bounded by
5 . o [T Fste
Pra (0pma; L h) < Prog (Tpaa; Lyh) £ max >~ @ ; (4.37)
1<Z<K JSL(l,])
J#l !
where HSE () and OgL(j) are calculated as
. T J— .
Hetas) = [ 10 = ot (1L7)] 27 [of (1,0 - ot (1,5)] (4.38)
ey = [oF LD —ob )] [57 [of L)) -k 1.4)]. (4.39)
Proof. The proof of Theorem 4.1 is given in Appendix A.8. O

Let us add some comments on the results of Theorem 4.1. The upper bound P4 for the
worst-case probability of missed detection can be calculated analytically. On the other hand,
the upper bound Py, for the worst-case probability of false alarm and the upper bound Pg for
the worst-case probability of false isolation can be estimated numerically by utilizing the same
technique as in Proposition 3.1. In addition, the threshold h can be such chosen that the upper
bound Py, (6paia; ma; k) < a and the upper bound Pg (8pya; Ly h) < «, thus assuring the true
worst-case error probabilities Pg, (0pnma) < a and Pg (dpyma) < a.

4.5 Conclusion

The attack detection-isolation problem has been formulated as the problem of jointly detecting
and identifying transient changes in stochastic-dynamical systems. Similar to the detection prob-
lem, the discrete-time state space model driven by Gaussian noises is utilized to describe SCADA
systems. The cyber-physical attacks are modeled as additive signals of short duration on both
state evolution and sensor measurement equations. In order to eliminate the nuisance parameter,
the steady-state Kalman filter and the fixed-size parity space are employed. For the detection-
isolation problem, there are multiple attack types (i.e., or attack scenarios) where each attack
kind produces a specific attack signature (i.e., or attack profile) after the residual-generation
engine. It has been also shown that the utilization of both residual-generation methods leads to
the unified statistical model which is then utilized for designing detection-isolation schemes.

In order to compare various detection-isolation algorithms, we have proposed a novel criterion
of optimality which aims at minimizing the worst-case probability of missed detection subject
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to acceptable levels on the worst-case probability of false alarm and the worst-case probability
of false isolation. Several detection-isolation schemes have been adapted to the detection and
isolation of transient changes. The FMA detection rule proposed in chapter 3 has been revised
for jointly detecting and isolating transient changes in the unified statistical model. The up-
per bounds on the worst-case probability of false alarm, false isolation and missed detection
have been introduced. Though no optimal (or sub-optimal) algorithms have been obtained, we
have proposed a simple and efficient detection-isolation test. The comparison between different
algorithms will be investigated by the Monte Carlo simulation in chapter 6.
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Part 11

Sequential Monitoring of SCADA
Systems against Cyber-physical
Attacks
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In the first part, we have proposed several algorithms for detecting and isolating transient
changes in stochastic-dynamical systems. The target of the second part is to apply the theoretical
results to the sequential monitoring of SCADA systems against cyber-physical attacks. This
part consists of two chapters. The models of SCADA systems and cyber-physical attacks are
developed in chapter 5. Two safety-critical infrastructures, including a simple SCADA gas
transmission pipeline and a simple SCADA water distribution network, are described in the
discrete-time state space form driven by Gaussian noises. Several types of cyber-physical attacks,
including DoS attacks, simple integrity attacks and stealthy integrity attacks are also considered.

The models of SCADA systems and cyber-physical attacks will be utilized in chapter 6 for
demonstrating theoretical results obtained in chapter 3 and chapter 4. The negative impact
of DoS attacks, simple integrity attacks and stealthy integrity attacks on closed-loop control
systems will be demonstrated by performing these malicious attack strategies on the simple
SCADA gas pipeline. Theoretical results obtained in chapter 3 (i.e., detection schemes) will
be applied for detecting the covert attack strategy on the simple SCADA water distribution
network. A more complex water network will be used for showing the performance of detection-
isolation schemes proposed in chapter 4.

129



130



Chapter 5

Models of SCADA Systems and
Cyber-physical Attacks
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5.1 Introduction

The objective of this chapter is to develop the models of SCADA systems and cyber-physical
attacks. Generally, the physical layer of almost SCADA systems can be described by a set of
partial differential equations (PDEs). The PDEs can be also linearized around the operating
points for obtaining the discrete-time state space model driven by Gaussian noises. The cyber-
physical attacks are then modeled as additive signals of short duration impacting both system
equations.

For the demonstration purpose, we develop in this chapter the models of a simple SCADA
gas pipeline and a simple SCADA water distribution network. These geographically dispersed
assets are generally controlled and monitored by the SCADA technology, becoming more and
more susceptible to malicious attacks. Over the last decades, there has been an increasing
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number of cyber incidents involving gas pipelines [152,156] and water networks [33, 168, 213].
Therefore, the monitoring of these safety-critical infrastructures against malicious attacks plays
an extremely important role in ensuring system normal operation and avoiding catastrophic
consequences.

A great deal of effort has been devoted to the security of SCADA gas pipelines against cyber-
physical attacks. For example, the vulnerabilities and protection measures for gas transmission
and distribution systems have been considered in [23,197]. Numerous techniques have been
proposed to detect and isolate gas leaks in transmission and distribution pipelines [15, 125].
However, up to our best knowledge, the monitoring of SCADA gas pipelines against cyber-
physical attacks has not been considered seriously.

Water distribution networks, on the other hand, have received much more attention from the re-
search community. The surveillance of these safety-critical infrastructures can be classified into
two categories: hydraulic surveillance and quality monitoring. The quality monitoring problem
requires the detection and isolation of contaminants injected into water distribution networks.
The problem of modeling contaminant dynamics and fault diagnosis in water distribution net-
works has been considered in [45]. Moreover, Guépié [67] has proposed sequential methods for
monitoring the water quality based on the concentration of chlorine level in the water network.
The hydraulic surveillance problem consists in developing the hydraulic model of the systems
and then utilizing the fault detection-isolation techniques for detecting and identifying any faults
occurring to the systems. This approach has been considered in [5-7] for studying the security
of water irrigation canals against cyber-physical attacks.

This chapter is organized as follows. In section 5.2, we develop the models of a simple SCADA gas
pipeline and several cyber attack scenarios on the gas pipeline. The models of a simple SCADA
water network and cyber-physical attacks on the water network are derived in section 5.3.
Finally, some concluding remarks are drawn in section 5.4.

5.2 Model of SCADA Gas Pipelines

In this section, we develop the model of a simple SCADA gas pipeline and several attack sce-
narios. The architecture of the gas pipeline is described in subsection 5.2.1. The components of
the physical layer and the cyber layer are modeled in subsection 5.2.2 and subsection 5.2.3, re-
spectively. The discrete-time state space model of the gas pipeline is described subsection 5.2.4.
Finally, we consider in subsection 5.2.5 several attack scenarios on the gas pipeline.

5.2.1 System architecture

The architecture of a typical SCADA gas distribution network consists of two layers: the physical
layer and the cyber layer [86,90,170]. The physical layer includes physical elements such as
gas pipelines, compressors, valves and sensors. The co-operation of these components helps in
transporting and distributing gas from production plants to final consumers. The cyber layer is
comprised of Programmable Logic Controllers (PLCs), Remote Terminal Units (RTUs), Master
Terminal Units (MTUs) and communication devices. In gas pipeline technology, local control
algorithms are programmed in PLCs/RTUs and global control algorithms are implemented in
MTUs. The communication between the MTUs and the PLCs/RTUs are normally carried out
by wireless technology such as radio frequencies or satellites.
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Figure 5.1 — A simple SCADA gas distribution network.

For the sake of simplicity, we study a simple SCADA gas pipeline as shown in figure 5.1. The
physical layer consists of a gas pipeline G1, a compressor P, a customer Cp, and pressure
and flow rate sensors. The gas flow in the pipeline is controlled and monitored by the cyber
layer comprised of the PLC; and the MTU;. The PLC; is in charge of controlling the outlet
pressure of the pipeline G by regulating the speed of the compressor P; based on the set-point
transmitted from the MTUj.

5.2.2 Model of physical layer

In this subsection, we develop the model of each physical element of the SCADA gas pipeline
described in figure 5.1. The physical components include the gas pipeline G1, the compressor
Py, the customer C; and the pressure and flow rate sensors.

Model of gas flow in a pipeline. Under the isothermal conditions, transient gas flow through
a pipeline is governed by the following set of partial differential equations (PDEs) [1,13,76,96]:

dp  O(pu) _
a5 + Y 0, (5.1)
d(pu) O (pu*+p)  pulyl .
o + o =~3p f — pgsina, (5.2)
p = pZRT, (5.3)

where p is the gas density, p is the gas pressure, u is the gas axial velocity, g is the gravitational
acceleration, « is the pipe inclination, f is the friction factor, Z is the gas compressibility factor,
and D is the pipeline diameter.

The variables of interest are the pressure p (z,t) and the mass flow rate ¢ (x,t) at the position x
and the time ¢. The inputs to the model are the outlet flow rate gout (£) = ¢ (L, t) and the inlet
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po()=p(04)  Gasflow o (ayy Do (t) = p(L,t) =7

0 oT L

¢, (t) = q(0,t) =7 q(z,t) Goue () = ¢ (L)

(Customer demands)

Figure 5.2 — Inputs (pin (t) and gout (£)) and outputs (pout (t) and g¢in (£)) of the gas pipeline
model.

pressure piy (t) = p(0,t). The outlet flow rate gous (t) corresponds to the customer’s demands
and the inlet pressure pi, (t) is equivalent to the pressure supplied by the compressor. It is
required to calculate the outlet pressure poys (t) = p (L, t) and the inlet flow rate gin (t) = ¢ (0, t)
(see figure 5.2) from the inlet pressure pi, (¢), the outlet flow rate gout (£), the PDEs (5.1)—(5.3),
and the initial conditions.

For an isothermal process [87], the following relation satisfies p = ¢?p and q¢ = pud = pQ =
pn@n, where c is the speed of sound, ¢ is mass flow rate, @) is the volumetric flow rate in the
pipeline, p, and Q,, are gas density and volumetric flow rate at standard conditions? and A is
the pipeline cross section and A = 7 (D/2)%.

Some methods have been proposed for solving the PDEs (5.1)—(5.3), including the numerical
methods [76, 87,96, 137], the transfer function method [13] and the state space method [1].
The numerical methods appear inappropriate for the design of control schemes and monitoring
algorithms. For these reasons, the transfer function method and the state space method, which
are based on the linearized model of gas flow through a pipeline, are considered. The transfer
function model is useful in designing control algorithms while the state space model has an
advantage in developing monitoring schemes.

Putting together the PDEs (5.1)—(5.3), we obtain the following simplified PDEs:
1 dp  10q

ZRT o0~ Aow 54
op 18q ZRT 0 (¢*\ [ ZRTq|q . p
9r T Aot T A2 ax<p =T3p A2 p  IMOZEr (5:5)

For simplicity, let pg = p(z,0) and go = ¢ (x,0) be the initial pressure and the initial flow rate
at a given position x (i.e., the subscript x is eliminated), respectively. Let also ug be the initial
average gas velocity which is calculated [96] as

in (O 0)) ZRT

up = (Qm( ) + Gout ( )) ’ (56)

(pin (0) + Pout (0)) A
where pin (0), Pout (0), ¢in (0) and gout, (0) are the initial values of inlet pressure, outlet pressure,
inlet flow rate and outlet flow rate, respectively. Let us assume that ¢, (0) = gout (0) = pp Q@ (0).
Then, the initial outlet pressure poyt (0) can be calculated as in [76] by the following equation:

2
ot (0) = wﬁn (0) - L& (2020 (5.7

9Standard conditions are sets of conditions on the temperature and pressure for comparing between different
sets of data. The National Institute of Standards and Technology (NIST) uses the temperature of 20°C (293.15
K, 68 °F) and the absolute pressure of 101.325 kPa (14.696 psi, 1 atm).
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In order to obtain the transfer function model, the PDEs (5.4)—(5.5) are linearized around the
operating points. The variables pg, go and ug are considered as references and some dimensionless
variables are defined [13] as follows:

. T . L . tc N % %

==, L'=—= t'=— = —, =— u =—. 5.8

L D p q (5-8)

The linearized model of transient gas flow through a pipeline is described in terms of dimen-
sionless variables as

Ag* Ap*
aamz - _8875]*9 ’ (59)
oAy OAG dAp* FL* gAh)

%2 - _ * * *

(1) 22 S ot SOt L A +( w = 50 Ap (5.00)

Since u* < 1 for the practical subsonic transient flow, the component u*? at the left-hand side of
(5.10) is omitted. Therefore, the Laplace transform of (5.9)—(5.10) leads to the following linear
ordinary differential equations:

(%8‘1;3) _ _sAp* (s) (5.11)
L e ac o)+ (e - G a6

By solving the equation (5.11)—(5.12) with the boundary conditions (i.e. the inlet pressure Api,
and the outlet flow rate Agoyt) and returning to their real values, we obtain that

Apout (5) = Fpouipin APin (8) + Fpousgou Aout (5) 5 (5.13)
Aqin (S) = Fqinpin Apln (8) + Fqin(IOut AQOut (s) ) (514)

where the transfer functions Fj,_ pi, (5)s Fpouegous (5)s Fampin (5) and Fy q.., (s) are obtained by
taking into account only the zero-order and the first-order differential components as

1 c18

F, . =k d F, , = 5.15

PoutPin (8) 1 as + 1 an qinPin (S) dlS + 17 ( )
bis+1 1

Fpothout (S) = - 2&13 + 1 and FQ1nQOut (8) = m’ (516)

where the coefficients in the equations (5.15)—(5.16) can be found in [1,13].

Model of a compressor. In gas distribution systems, compressors are used to increase the
gas pressure at the inlet of a pipeline so that it can have enough energy to reach to its outlet.
A simple model of a centrifugal compressor, comprised of a motor and a compressing chamber
where the pressure is increased, is described in figure 5.3.

The increased pressure Ap through the compressor depends on the inlet pressure, the outlet
pressure, the inlet mass flow rate, the outlet mass flow rate, and the motor speed by a non-
linear relationship. More details about the characteristics of a centrifugal compressor can be
found in [191]. For simplicity, let us assume that the increased pressure Ap is controlled by
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Figure 5.3 — A centrifugal compressor under control.

such a high performance controller that it is related to the control signal Awu by the following

first-order differential equation:

J— Ka
T.,s+1

where K, is the gain factor of the compressor, T, is the time constant of the compressor, s is the

Laplace operand, Ap (s) and Au (s) are the Laplace transform of the increased pressure Ap (t)
and the control signal Aw (t), respectively.

Ap (s)

u(s) (5.17)

Model of a sensor. There are several types of sensors utilized in gas distribution systems,
such as pressure sensors, flow rate sensors, or temperature sensors. Under the assumption that
the gas transmission process is isothermal, we are interested in modeling the pressure sensors
and flow rate sensors. Due to of the slow dynamics of the transient gas flow in the network, the
model of a pressure sensor and a flow rate sensor can be described as

Yp (1) = Kypp (t) +vp (1) (5.18)
Yq (1) = Kqq (t) +vg (1), (5.19)

where p (t) and ¢ (t) are the pressure and flow rate at a measured point, y, (¢) and y, (t) are the
measurements of pressure p (t) and flow rate ¢ (t), K, and K, are gain coefficients of the sensors
and vy, (t) and v, (t) are sensor noises, respectively. Generally, the sensor noises are assumed to

be zero-mean normal variables, i.e., v, (t) ~ N (0, O'g) and v, (t) ~ N (O, 02), for all t > 0.

Model of a customer. In a gas distribution network, the customer demands fluctuate sig-
nificantly during a given period (i.e., one day). This fluctuation is due to the difference in gas
consumption of individuals and industries in different hours. In such safety-critical infrastruc-
tures as gas pipelines, the variation in customer demands can be estimated by specially-designed
software (i.e., using a neural network). For this reason, the customer demand d (¢) is assumed
to be completely known.
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5.2.3 Model of cyber layer

In this subsection, we develop the model of the cyber layer which consists of the MTU; and the
PLC;. The PLC; is responsible for regulating the outlet pressure of the pipeline G; based on
the set-point transmitted from the MTU;.

Model of a PLC. The control algorithm is designed and implemented in the PLC; for regu-
lating the outlet pressure at the pipeline GG1. Seeking for simplicity, we design a simple control
algorithm whose architecture is shown in figure 5.4.

Outlet pressure controller . Dilsturbance Aqouc
. . rejection controller
e Disturbance rejection controller
PI troll
. controller Fdr (3) -
A
i bs+1
2%
- a;s+1
. PI controller dr
Y 1| u +v U K Ap, 1 +l Dout
Pout ) KP + KI = Pi - ctrl - a plg kl 4»0‘11»
8 s sl as+1 F i
Y
Bt Compressor Douto
Pipeline
i
<« | K -

Pressure sensor

Figure 5.4 — Structure of the outlet pressure controller.

The controller is comprised of two parts. The disturbance rejection controller Fy, (s), which is
an open-loop controller, is designed to compensate for the variation in the outlet pressure Apout
due to the change in customer’s demand Agey. The Proportional-Integral (PI) controller is
designed to regulate the outlet pressure Apout at a desired value by using closed-loop control
techniques. By utilizing simple control design techniques, the disturbance rejection controller
and the PI controller can be written as

]{,‘2 (a1+b1)s+1 K[

Fy (s) = . Fpr(s) = Kp+ =L 2
ar (5) K, s+ 1 pr(s) = Kp+ — (5.20)

where the coefficients Kp and K7 can be tuned by utilizing well-known techniques in automatic
control theory.

Model of a MTU. For simplicity, let us assume that the MTU; takes responsibility for
sending command signals y; (t) to the PLC; for regulating the outlet pressure poy (t) of the
gas pipeline G;. The command signals are transmitted over long distance from the MTU; (i.e.,
from the control center or from a control sub-station) to the PLCj (i.e., in the field), therefore,
they are susceptible to several types of cyber attacks.
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5.2.4 Discrete-time state space model

The physical layer and the cyber layer of the simple SCADA gas pipeline have been modeled in
subsection 5.2.2 and subsection 5.2.3, respectively. The target of this subsection is to develop
the model of transient gas flow through the network, i.e., from the gas stock to final customers,
by combining the physical elements (i.e., pipeline G, compressor P; and pressure sensors Sp
and Sy and flow rate sensors S3 and Sy) and cyber elements (i.e., the MTU; and the PLCy).

The method introduced in [1] is utilized for developing the state space model of transient gas
flow through the pipeline. Let 2 (£) = [x1 (£),--- , x4 (t)]7 be state vector which is expressed in
terms of the inlet pressure Ap;, (t) and the outlet flow rate Agoys (t) as follows:

i1 (t) = —allazl (t) + (]ZApm (®), (5.21)
i (1) = —;11’2 (t) + ;lApm (®), (5.22)
by (1) = =3 1) = 22 Mgt 1), (5.23)
B4 (t) = —d11x4 ) + dllAqout (0. (5.24)

The outputs Apoyt (t) and Agi, (t) can be calculated from the inputs Apiy, (t) and Agout (¢) and
the state variables x (t),--- , x4 (t) as follows:

b b1k
Apous (1) = 2 (1) + (1 - ai) 2 (8) = 5 Ao (8, (5.25)
Adgin (£) = — 2o () + @4 (£) + S Apin (B). (5.26)
a1 ay
Let also y (t) = [y1 (), ,ya ()" € R* be the measurements of Apiy, (t), Apous (t), Agin (1)

and Agout (t), respectively. In other words, the measurement equations can be described as

Y1 (1) = KpApin (1) +vp (), Y2 (1) = KpApout (1) +vp (1) (5.27)
y3 (t) = KgAgin (1) +vg (1), ya (t) = KgAqout (t) + vg (t) . (5.28)

For simplicity, let us assume that the time constant of the compressor is much smaller than the
gas time constants (i.e., T, < aj,a;), and hence the relationship between the control signals
u (t) and the inlet pressure of the pipeline Ap;, (t) can be approximated as Api, (t) = Kqu (t).
Let also d (t) = Aqout (t) be the variation in customer’s demands. The transient gas flow through
the pipeline is then described as

y(t) =Cx(t)+Dult)+Gd(t)+v(t) (0) =, (5.29)

{i: (t) =Az(t)+Bu(t)+Fd(t) +w(t)
where x (t) € R? is the vector of system states, u (t) € R is the vector of control signals, d (t) € R
is vector of disturbances, y (t) € R* is the vector of sensor measurements, w (t) € R* is the vector

of process noises accounting for the model uncertainty, v (t) € R* is the vector of sensor noises;
the matrices A € R4, B ¢ R F e R, C e R¥ D e R™! and G € R**! are calculated
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as

- 1 -
—— 0 0 0
_ 60 —— 0 0 . 1 _
Q- ay . B=| Ko |, F= L (5.30)
0 0 —— 0 o iy
al 1 1
0 d
0 0 0 —— 1
i d,
. | K 0 K, (1 - al> 0 i 0 L
C= Cc1 1 , D= K Kaﬂ ; G= ai
0 —K,— 0 K, aag 0
al
0 0 0 0 0 K,

(5.31)
Since the detection-isolation schemes are designed in the discrete-time domain, it is more conve-
nient to convert the continuous-time state space model (5.29) into the discrete-time state space
model. This task can be carried out simply by the exploiting the digital control theory [56]:

=A B F
{wk—i-l xk + Bug + Fdy, +wy — (5.32)

Yk = Cxp, + Duy, + Gdi, + v

where x;, € R” is the vector of system states, up € R™ is the vector of control signals, dj € R4
is the vector of disturbances (corresponding to the consumption by customers), wy € R™ is
the vector of process noises, yr € RP is the vector of sensor measurements, vy € RP is the
vector of sensor noises; the matrices A € R"*", B € R"*™ F ¢ R"*1, C € RP*", D € RP*™,
and G € RPX? can be calculated from the corresponding matrices A, B, F, C, D, G in the
continuous-time domain and the sample time T (i.e., n =4, m =1, p =4 and ¢ = 1). The
process noises wy, and the sensor noises vy, are assumed to follow zero-mean normal distribution
with known covariance matrices  and R (i.e., wy ~ N (0,Q) and vy, ~ N (0, R), where R is
positive-definite), respectively.

5.2.5 Model of cyber-physical attacks

As shown in figure 5.1, there are assumed to exist three possible attack points that can be
exploited by adversaries for performing malicious attacks on the SCADA gas pipeline, including
the introduction of false command signals sent from MTU; to the PLC;, the modification of
control signals sent from the PLC; to the compressor P; and the injection of false data into
sensor measurements transmitted from sensors to the PLC; and/or the MTU;.

The system model under cyber attacks on the control signals and the sensor measurements can
be described as:

=A B Fdy + Ka¥
{ka T + Buy + Fdy + Kall + wy, — (5.33)

Yk :C’xk+Duk+Gdk+Ha%+Ma%+vk’

where a}l € R™ is the attack vector on the control signals and aj € RP is the attack vector
on the sensor measurements. The attack matrices K € R™*™ H € RP*™ and M € RP*P,
The attack matrices K and H should satisfy the following condition: span (K) C span (B) and
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span (H) C span (D). The matrices K and H are chosen as K = B and H = D. The matrix M
is assumed to be diagonal, i.e., M = diag (v;), where ; = 1 signifies that sensor S; is vulnerable
and 7; = 0 means that sensor S; is secure. In this numerical example, n = 4, m = 1, p = 4,
g=1,r=1and s =5.

T
For simplifying the model (5.33), let aj = [(a’,ﬁ)T, (a%)T} be the attack vector, B, = [K, 0] and
D, = [H, M] be the attack matrices. The system model under attack is rewritten as
Tht1 = Axp + Buy + Fdy, + Boar + wy, _
i To = To, (5.34)
Yk = Cuxp + Duy, + Gdy, + Dgay, + vy,

where a; € R®, with s = m + p, is the attack vector, B, € R"*S and D, € RP*% are the attack
matrices.

5.3 Model of SCADA Water Distribution Networks

In this section, we develop the model of a simple SCADA water distribution network and several
attack scenarios. The architecture of a simple SCADA water distribution network is described
in subsection 5.3.1. The components of the physical layer and the cyber layer of the water
network are modeled in subsection 5.3.2 and subsection 5.3.3, respectively. Some possible attacks
scenarios on the water network are shown in subsection 5.3.4.

5.3.1 System architecture

Similar to SCADA gas pipelines, the architecture of a SCADA water distribution system is
also divided into the physical layer and the cyber layer. The physical layer is comprised of
a large number of reservoirs, tanks, junctions, pumps, valves, pipelines, sensors and other hy-
draulic components which help in transmitting and distributing water from production plants
to final customers. The cyber layer, including SCADA control center, communication devices,
controllers and anomaly detectors, is in charge of monitoring and supervising the operation of
the system based on the data acquired from field devices.

For simplicity, we study a simple SCADA water distribution system as shown in figure 5.5. The
physical layer consists of a treatment plant W7, a reservoir R;, a pump P;, 3 junctions Na, N3
and Ny, 4 pipelines Go1, G12, Go3, and Go4 and 2 consumers dy and ds. Two pressure sensors
S1 and Sy are equipped for measuring pressure heads hi at the reservoir and ho at the node No,
respectively. The cyber layer is comprised of the SCADA control center which is responsible for
regulating the pressure head hj at the reservoir and monitoring the operation of the network.

5.3.2 Model of physical layer

The model of hydraulic components such as treatment plants, reservoirs, tanks, junctions,
pipelines, pumps, valves and customer’s demands can be found in [21]. By utilizing the model
of each element and exploiting laws of mass and energy conservation, the water flow through a
network can be described by a set of non-linear equations. These non-linear equations can be
linearized around operating points [151] in order to obtain the linearized state space model [140].
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Figure 5.5 — Architecture of a simple SCADA water distribution network.

System model under normal operation

The linearized model of the water network in figure 5.5 is obtained by exploiting mass and
energy balance equations of water flow through the network. The mass balance equations at the
reservoir R; and the junctions Ny, N3 and Ny can be written as follows:

Aty (t) = Qo1 (t) — Q12 (1), (5.35)
= Q12 (t) — Q23 (t) — Qaa (1), (5.36)
0=Qa(t) —di(t), (5.37)

0= Q2 () —d2(t), (5.38)

where A is the cross section of the reservoir, hq (t) is the pressure head at the reservoir, Q;; (t)
is the water flow rate through the pipeline G;j, di (t) and ds (t) are the consumption at the
junctions N3 and N4, respectively.

For simplicity, let us assume that the pump P; is regulated by an extremely high performance
local controller so that the water flow rate Qo1 (¢) is proportional to the control signal u (t) sent
from the SCADA control center. The energy balance equation through the pump P; is then
simplified as

0=wu(t) — gnQo1 (1), (5.39)

where gg1 is a known coefficient. The energy balance equations through the pipelines G12, Gog
and Go4 are written as

0=hy(t) = h2(t) — g12Q12 (1), (5.40)
0=ha(t) — hs(t) — g23Q23 (1), (5.41)
0=ha(t) —ha(t) — g24Q24 (1), (5.42)

141



Chapter 5. Models of SCADA Systems and Cyber-physical Attacks

where hg (t), hs (t) and hy (t) are pressure heads at the junctions No, N3 and Ny, respectively;
g12, 923 and go4 are known coefficients obtained linearizing the Hazen-Williams equation for
pressure head loss of water flow through the pipelines G2, Ga3 and G3q4, respectively.

The mass and energy balance equations can be expressed in the matrix form as

[ Ak (t) ] o0 0 0 1 -1 0 0 11 hi(t)

0 00 0 0 —gou O 0 0 ho (t)

0 1 -1 0 0 0 -—gi» O 0 hs (t)

0 _ 0 1 -1 0 0 0 —ga3 O hy (1)

0 o1 0 -1 0 0 0 -gullOu®]|T

0 00 0 0 0 1 -1 -1 Q12 (1)

0 00 0 0 0 0 1 0 Qa3 (t)
0] 00 0 0 0 0 0 1| [ Qa(t) ]
~—_——

Ei(t) A (t)

[0 ] [0 0]
1 0 0
0 0 0
8 u(t) + 8 8 [ Z; Eg ] (5.43)
0 0 0 T
0 -1 0
|0 | 0 -1
N—— —_———
B F

In practical applications, the customer’s demands d; (¢t) and ds (t) can be estimated by some
specially-designed software [21] with an acceptable level of accuracy. In addition, the model of
the pump under control may not be completely accurate due to some tolerance levels of motors,
sensors, etc. These uncertainties are often modeled by so-called the process noises w (t). Taking
into account the process noise vector w (t), the state evolution equation can be rewritten as

Ei(t)=Ax(t)+Bu(t)+ Fd(t)+w(t); x(0) ==, (5.44)

where z (t) € R" is the vector of system states, u (f) € R™ is the vector of control signals,
d(t) € R? is the vector of disturbances; the matrices E € R"*" A € R"™" B € R"™™
F € R"4, where n =8, m = 1, ¢ = 2 in this time-continuous state space model.

For simplicity, let us assume that two pressure sensors S1 and Ss are utilized for measuring the
pressure head hq (t) at the reservoir and the pressure head hg (t) at the junction Na, respectively.
The measurement equation is then expressed as

o O
o O
o O
o O

yi(() | |1 00
w® | [0 10

y(t) c
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where y; (t) and ys (t) are the measurements of the sensors S; and Ss, respectively; vy (t) and
v (t) are sensor noises. The sensor measurement equation can be rewritten in a simpler form as

y(t)=Cx(t)+v(t), (5.46)
where y (t) € RP is the vector of sensor measurements and v (t) € RP is the vector of sensor
noises; the matrix C' € RP*™ with p = 2 in this case.

Putting together (5.44) and (5.46), the linearized model of water flow through the network can
be expressed by the following time-continuous state space form:

. 2 (0) = Zp. (5.47)

{Ea’: (t) = Az (t)+ Bu(t) + Fd (t) + w (t)
y(t) =Cx(t)+o(t)

From singular form to non-singular form

It is worth noting that the matrix E in (5.47) is singular (i.e., det (E) = 0), therefore, it is
necessary to transform the system model (5.47) into a non-singular form. This task can be
carried out by exploiting specific results from the index-one singular systems as shown in [140].

Seeking for simplicity but without loss of generality, let us assume that the state space model
(5.47) has the following form:

En 0| |dai(®)| | An A 1 (1) B F, I
R Bt it B A B+ IR Bl RS g
E (t) A (t) B F I
(5.48)
x1 (1)
y(t)=| Ci @]l 1@ +o(t), (5.49)

where Fq17 € R™*™ and A9y € R™*™ are non-singular matrices, I € R™*™ is the identity
matrix, and the system states = (t) € R" are comprised of the dynamic states z; (¢) € R™ and
the algebraic states x5 (t) € R"2, where n = ny+mns. The algebraic states x5 () can be calculated
from the dynamic states x; (t) by the following equation:

To (t) = —Agy A1y (t) — Ay Bou (t) — Asy Fad (t) — Agy Iow (t) . (5.50)

The elimination of algebraic states xs (t) leads to a non-singular time-continuous state space
model as

1“1 (t) = El_ll (All — A12A2_21A21) I (t) + El_ll (Bl — A12A2_21Bz) u (t) +

A B
Eft (P = Adgz By) d (1) + By (I = AnAg b) w(t), (5.51)
F I
_ —1 -1 —1
y(t) = (C1— Cody Ast) w1 (1) + (~Codzy By u(t) + (~Cody) Fo) d(t) + v (1) (5.52)
4 — Y
C D G
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and in a simpler form as

8

{ 1( (t) = A Et) + Bu (1) + Fd (1) + Tw <)t> , (5.53)

where the matrices A, B, F', I, C, D and G can be calculated from the original matrices E, A,
B, F, I and C.

The non-singular continuous-time state space model (5.53) can be transformed into the discrete-
time counterpart by the sample time T without any difficulty. For notation convenience, we
eliminate the “tilde” from the matrices, replace the dynamic states x1 (t) by the system states
xj with unknown initial condition Ty, and employ n as the number of dynamic states in place
of ni. As a result, the linearized model of the water distribution network is described in a
discrete-time state space form as

{ka = Az + Bug + Fdi + wy 3o =T (5.54)

Yk = Cuzp + Duy + Gdg, + v

where x;, € R" is the vector of system states corresponding the pressure head h; at the reservoir,
ur € R™ is the vector of control signals transmitted from the control center to the pump P,
d, € RY is the vector of disturbances (corresponding to customer’s demands), wy € R" is the
vector of process noises, yr € RP is the vector of sensor measurements (sensors S; and S),
v, € RP is the vectors of sensor noises; the matrices with appropriate dimension A € R"*",
B e R F eR™ (CeRPX" DeRPXYP and G € RP*Y, wheren =1, m=1,p =2
and ¢ = 2 in this numerical example. The process noises w; and the sensor noises v, are
assumed to follow zero-mean normal distribution with known covariance matrices @ and R (i.e.,
wg ~ N (0,Q) and vy, ~ N (0, R), where R is positive-definite), respectively.

5.3.3 Model of cyber layer

The cyber layer of the water distribution network is responsible for regulating water flow from
production plants to final customers, controlling water quality, monitoring abnormal situations
occurring to the system, acquiring data for management, or doing other important functions. In
this numerical example, we focus on the hydraulic monitoring of water flow through the network.
For the sake of simplicity, let us assume that the water flow rate Qg1 into the reservoir R; is
controlled by a simple algorithm which sends constant control signals (i.e., uy = constant) from
the control center to the local controller for regulating the pump P, operating at a constant
speed. It should be noted that more complicated control algorithms do not alter the principal
results since the control signals are completely known to the system operators.

5.3.4 Model of cyber-physical attacks

This subsection is dedicated to developing the model of cyber-physical attacks on the water
distribution network described in figure 5.5. Firstly, we figure out several possible attack points
that can be exploited by the attacker for launching malicious attacks. Secondly, we develop the
model of cyber-physical attacks on the water network, from the singular continuous-time state
space model to the non-singular discrete-time state space model.
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Possible attack scenarios

Let us assume that the adversary is able to perform the following malicious activities:

e Physical attack on the reservoir: The attacker can launch a physical attack for stealing
water from the reservoir (e.g., by utilizing an external pump) with a flow rate Qo (t) > 0,
leading to a reduction in water pressure at the reservoir as well as a decrease in the pressure
over the network.

o Cyber attack on control signals: The malicious agent can also modify the control signals to
the pump, forcing the control signals u (¢) become w (t) + a™ (t), where a" (t) is the attack
signal added to the control signals w ().

e Cyber attack on sensor measurements: The powerful hacker can compromise sensor mea-
surements (e.g., by breaking into the communication channels between the local devices
and the control center), causing the measurements y; (t) of sensor S; become y; (t)+a% (t),
where {a% (1)}, <, are the attack signals added to the measurements of sensor S;. The

sensor attack vector a¥ () € RP is then described as a¥ () = [a¥! (t),--- ,a% (¢)]7.

Model of cyber-physical attacks

Let us assume that the adversary launches a coordinated attack by withdrawing water from
the reservoir (i.e., by the attack vector a? (t) = —Qq (t)), modifying the control signals (i.e., by
the attack vector a* (t)) and compromise sensor measurements (i.e., by the attack vector a¥ (t))
during the attack period 7, = [ko, ko + L — 1], where ky is an unknown attack instant and L is
the attack duration. The state evolution equation under the physical attack on the reservoir
and the cyber attack on the control signals can be described as

Ei(t)=Ax(t)+ Kiad’(t) +Bu(t)+ Koa" (t) +Fd(t)+w(t), (5.55)
N—— ——
stealing water modifying control signals

where the component KjaP (t) € R™ denotes the physical attack for stealing water from the
reservoir and Ksa" (t) € R™ stands for the cyber attack for modifying the control signals. Let

a" (t)

the attack matrices. The state attack component Ka”® (t) can be described as

P
a® (t) = l a” (1) 1 € R", where r = 2, be the state attack vector and K = [K7, Ko] € R™ " be

1 0 10
0 1 01
0 0 0 0
0 0 0 0 ab (t
Ka')=| o |+ |0 ]aw) =]0 0 l . 8 ] . (5.56)
0 0 00|~/ ;
0 0 00| “
0 0 0 0
L~ L Y L d
K Ks K
stealing water  modifying control signals state attack component
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The cyber attack on sensors impact their measurements directly and the measurement equation
can be expressed as

y(t) =Cux(t) + MuY (t) +u (), (5.57)

————
compromised sensors

where the matrix M € RP*P reflects the attacker’s capability to compromise sensor measure-
ments. Seeking for simplicity, it is assumed that M = diag (7;), where ; = 1 signifies that the
sensor S is vulnerable and 7; = 0 means that the sensor S; can not be compromised.

By combining (5.55)—(5.57), the model of the water network under cyber-physical attack can be
described in a singular continuous-time state space model as

{Edﬁ (1) =Az()+Bu() + Fd(t) + Ko™ () +w(t) o7 (5.58)

y(t) =Cz(t)+ Ma¥(t)+v(t)

where the matrices E, A, B, F, C in (5.58) are the same as those in (5.47).

By utilizing the same techniques as previous subsection, the singular continuous-time state space
model (5.58) can be transformed into the following non-singular discrete-time state space model:
Tp41 = Axp + Bug + Fdi, + Kaj, + wy, _
y Xy = X9, (5.59)

Yk = Cxp + Duyp + Gdy, + Haj + Maj, + vy,

where the system matrices A, B, F', C, D, G, K, H and M in the non-singular discrete time
state space model (5.59) are different from the system matrices A, B, F', C, K, M in the singular
continuous-time state space model (5.58) due to the transformation from the singular form to
the non-singular form and from the continuous-time form to the discrete-time form. We hope
that the utilization of such notations does not cause any confusion to readers.

T
Let a = {(aﬁ)T, (a%)T] € R®, where s = r + p, be the attack vector, B, = [K,0] € R"** and
D, = [H, M] € RP*® be the attack matrices. The system model under attack is rewritten as
=A B Fdi+ B
Th+41 T + Dug + Irdg + Baak + W .z =T, (5.60)
Yk = Czp + Duyp + Gdi, + Dyay, + v

where z € R” is the vector of system states with unknown initial states Tp, ur € R™ is the
vector of control signals, dj, € RY is the vector of disturbances (corresponding to the consumption
of customers), y € R? is the vector of sensor measurements, a; € R"*? is the vector of attack
signals, w, € R™ and v € RP are the vectors of process noises and sensor noises, respectively; the
matrices with appropriate dimension A € R"*", B € R"*™ F € R"*4, C' € RP*", D € RP*™,
G € RP*1 B, € R"™5 and D, € RP**. In this numerical example, the parameters are chosen as
n=1lm=1p=2,q=2,r=2ands=r+p=4.

5.4 Conclusion

The physical layer of the majority of SCADA systems can be described in the discrete-time state
space model driven by Gaussian noises. The cyber-physical attacks (i.e., malicious attacks on
both physical layer and cyber layer) can be modeled as additive signals of short duration to
both state evolution and sensor measurements equations. For the demonstration purpose, we
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5.4. Conclusion

have developed the models of a simple SCADA gas pipeline and a simple SCADA water network
under normal operation as well as under cyber-physical attacks. Especially, we have modeled
also several attack strategies found in literature, including DoS attacks, simple integrity attacks
and stealthy integrity attacks.

The negative impact of cyber-physical attacks on closed-loop control systems will be demon-
strated in the next chapter by launching DoS attacks, simple integrity attacks and stealthy in-
tegrity attacks on the command signals, control signals and sensor measurements of the SCADA
gas pipelines. In addition, the SCADA water network under the covert attack strategy will
be utilized for demonstrating the effectiveness of the detection-isolation schemes proposed in
chapter 3 and chapter 4.
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Chapter 6

Numerical Examples
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6.1 Introduction

In chapter 3 and chapter 4, we have proposed several sub-optimal algorithms for detecting
and isolating transient signals in stochastic-dynamical systems. In order to demonstrate the
theoretical findings, we have developed two simulation models, including the model of a simple
SCADA gas pipeline and the model of a simple SCADA water distribution network in chapter 5.
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The target of this chapter is to apply the proposed algorithms to the detection and identification
of several attack scenarios on both the SCADA gas pipeline and the SCADA water network.

This chapter is split into three main sections. In section 6.2, we study the effect of several types
of cyber-physical attacks on the SCADA gas pipeline. Specially, we show that DoS attacks and
simple integrity attacks (i.e., min-max, scaling and additive attacks) can be detected easily even
by traditional anomaly detectors. In contrast, stealthy integrity attacks (i.e., replay attack and
covert attack, for example) are much more difficult to detect.

The statistical performance of the proposed detection algorithms are demonstrated in section 6.3.
Simulation results are given for comparing between the proposed FMA detection rule and tradi-
tional tests, and between the steady-state Kalman filter-based algorithms and the fixed-size par-
ity space-based detection procedures. The comparison between the proposed numerical method
and the Monte Carlo simulation method is also carried out. In addition, the robustness of
the FMA test with respect to several operational parameters is investigated by both Monte
Carlo simulation and numerical method. Furthermore, we examine the statistical performance
of several detection schemes when the transient change parameters are partially known.

In section 6.4, we investigate the performance of the proposed detection-isolation schemes. It will
be seen that the FMA test is quite effective in detecting and isolating cyber-physical attacks
on SCADA systems. Especially, the performance of the FMA test is compared with several
traditional tests, including the generalized WL CUSUM test, the matrix WL CUSUM test and
the vector WL CUSUM test in different scenarios.

6.2 Cyber-Physical Attacks on Gas Pipelines

In this section, we investigate the negative impact of several attack scenarios on the SCADA gas
pipeline described in figure 5.1. It has been pointed out in section 5.2 that the adversary can
launch his malicious attacks on the command signals, control signals and sensor measurements
by either DoS attack strategies, simple integrity attack strategies or stealthy integrity attack
strategies.

6.2.1 Introduction

A Matlab-Simulink model has been developed for studying the negative impact of cyber-physical
attacks on the simple SCADA gas pipeline described in figure 5.1. The simulation model, which
is shown in figure 6.1, consists of the physical layer (i.e., the gas stock G S, the compressor P,
the gas pipeline G1, the pressure sensors S1, So and the flow rate sensors S3, S4) and the cyber
layer (i.e., the PLC; and the MTU;). The cooperation of the physical layer and the cyber layer
helps in transporting and distributing gas from the gas stock GS; to the customer Cf.

The simulation parameters are chosen as follows (i.e., the same as those in [76]). The pipeline
parameters include the pipe length L = 100km, the pipe diameter D = 0.6m, the friction
factor f = 0.03. The gas parameters include the gas compressibility factor Z = 0.88, the gas
constant R = 392m?/s?K, the isothermal speed of sound ¢ = 310m/s and the gas density at
standard condition p, = 0.7165kg/m3. The environment parameters include the temperature
T = 278K, the gravity acceleration g = 9.81m/s? and the pipe inclination h = Om (i.e., the
straight horizontal pipeline). The initial inlet pressure is pino = 50bar. The volumetric flow
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Figure 6.1 — Simulation model of a simple SCADA gas pipeline.

rates at standard conditions are (0,0 = 70 m?> /s. The initial mass flow rates are calculated from
Qn,0 by the following equation: ¢in0 = Gout,0 = pn@n,0 = 50.16 kg/s. The initial outlet pressure
is calculated from (5.7) as pout,0 = 43.53 bar. The linearized parameters are obtained from [1,13]
as k1 = 1.0350, ko = 2.617810%, a; = 3.8213103, b; = 1.2751 103, ¢; = 0.2993, d; = 3.8289 10°
and a; = 3.8251 10°.

The parameters of the compressor include the gain factor K, = 10° and the time constant
T, = 600s. The gain factors of the pressure sensors and the flow rate sensors are K, = 10~ and
K, = 1, respectively. The noise variances are 012) = 1 for the pressure sensors (i.e., S1 and S)
and UCQI = 2 for the flow rate sensors (i.e., S3 and Sy), respectively. The sample time is chosen

as Tg = 30s and the simulation time is Tsp = 48 hours.

The parameters of the cyber layer are chosen as follows. The discrete-time PI controller is de-
signed with the proportional gain Kp = 0.4 and the integral gain K; = 210~%. The parameters
of the disturbance rejection controller Fy, can be transformed from the continuous-time repre-
sentation (5.20) to the discrete-time representation by either the zero-order hold method, the
first-order hold method or the Tustin’s method [56]. During normal operation, it is assumed that
the command signals transmitted from the MTU; to the PLC; remain constant at y;wt = 50
for regulating the outlet pressure at the constant value of poys = 50 bar.

The normal behavior of the SCADA gas pipeline is exemplified in figure 6.2. The outlet mass
flow rate gout (i.e., the blue curve), which corresponds to the customers’ demands, fluctuates
periodically around the nominal value of 50.16 kg /s. In order to regulate the outlet pressure poyt
(i.e., the magenta curve) around the value of 50 bar, the PLC; performs the control algorithm
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Figure 6.2 — Normal operation of the SCADA gas pipeline.

and sends the control signals to the compressor P; for regulating the inlet pressure p;, (i.e., the
red curve). In turn, the change in the inlet pressure leads to the variation in the inlet mass flow
rate gy (i.e., the green curve).

6.2.2 DoS attacks

This subsection is dedicated to studying the negative impact of several DoS attack strategies
on the SCADA gas pipeline. The DoS attack strategies (1.3), (1.4) and (1.5) are performed on
the command signals, on the control signals and on the sensor measurements, respectively. The
attack duration is 7, = [20, 32] hours.

The effect of the DoS attack strategy (1.3) on the command signals transmitted from the MTU;
to the PLC; is described in sub-figure 6.3a. During the attack duration 7,, the commands
received by the PLC; are considered as zero since the true signals can not arrive at the PLC;. In
response to this attack, the outlet pressure poy is regulated to keep track of the false commands
(i.e., zero). As a consequence, both the inlet pressure p;, and the outlet pressure poy are forced
to reduce significantly.

In sub-figure 6.3b, we show the effect of the DoS attack strategy (1.4) on the control signals
sent from the PLC; to the compressor P;. During the attack duration 7., the control signals
received by the compressor P; remain the same as the control signals just before the attack (i.e.,
up = ug,—1 for every k € [ko,ko+ L —1]). As a consequence, the inlet pressure py, remains
almost constant and the outlet pressure poy reduces slightly in response to the augmentation in
customer’s demands.

For the DoS attack strategy (1.5), the feedback signals ., are transmitted successfully to
the PLC; with the probability p; = P (y; = 1), where v; is a random variable following the
Bernoulli distribution. We consider two scenarios: p; = 0.95 (i.e., 95% of the feedback signals
are transmitted successfully to the PLC;) and p; = 0.05 (i.e., 5% of the feedback signals are
transmitted successfully to the PLC;). The DoS attack strategy (1.5) on the feedback signals
with p; = 0.95 and p; = 0.05 is described in sub-figure 6.3c and sub-figure 6.3d, respectively.
In both cases, the controller is unable to perform its task due to the lack of feedback signals.
In the first scenario where the attacker is able to block only 5% of signals, the measurements of
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Figure 6.3 — DoS attack strategies on the SCADA gas pipeline.

sensor Sy are deflected slightly from their normal values. In the second scenario, on the other
hand, the outlet pressure poyt is out of control since only 5% of feedback signals are transmitted
successfully to the PLCj.

6.2.3 Simple integrity attacks

In this subsection, we investigate the negative effect of simple integrity attacks on the SCADA
gas pipeline, including the injection of false data into command signals, control signals, and
feedback signals. The operational ranges for the command signals, the control signals and the
feedback signals are chosen as Y* = [30,70], U = [30,80] and ) = [30, 70], respectively.

Attack on command signals
In figure 6.4, we show the reaction of the SCADA gas pipeline under several simple integrity
attack strategies (i.e., min attack, max attack, scaling attack and additive attack) on the com-

mand signals sent from the MTU; to the PLC;. Theoretically, the simple integrity attacks on
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the command signals are equal to the modification of the set-points. For a closed-loop control
system, the controller is responsible for regulating the system outputs to keep track of the set-
points. Since the SCADA gas pipeline is also a closed-loop control system, the outlet pressure
will be controlled for tracking the false commands arrived at the PLC;. The command signals
transmitted from the MTU; are always fixed at y, .= 50. Since the command signals trans-
mitted from the MTU; to the PLC; are susceptible to either the min attack, the max attack,
the scaling attack or the additive attack, the set-points received by the PLC; are different from
the original ones (i.e., 5 = 7 Yp...)-
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Figure 6.4 — Simple integrity attacks on command signals transmitted from the MTU; to the
PLC;.

Since the set-point transmitted from the MTU; is fixed at y;m = 50, the PLCy receives the
false command signals of g; = min {Y*} = 30, g5 = max{Y*} =170, g, = ay; = =40and
Tpows = Ypows T 0Ypon, = 60 under the min attack strategy, the max attack strategy, the scaling
attack strategy with o = 0.8 and the additive attack strategy with dy, = 10, respectively. The
measurements of sensor S (i.e., inlet pressure p;,) and sensor Sy (i.e., outlet pressure poyt) under
aforementioned attack strategies are shown in sub-figure 6.4a, sub-figure 6.4b, sub-figure 6.4c
and sub-figure 6.4d, respectively.

For simple integrity attack strategies on command signals, the outlet pressure poyt is tracking the
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false commands arriving at the PLCy. It is worth noting that each attack strategy results in a
specific attack signature (i.e., attack profile) of the outlet pressure poy. If the attack information
is known a priori (i.e., min-max values, scaling factor or additive value), the attack profile will
be available. As discussed in chapter 3 and chapter 4, this information is essential in designing
detection-isolation schemes.

Attack on control signals

The reaction of closed-loop control systems under several simple integrity attack strategies on
control signals is investigated in figure 6.5. The min attack strategy, where the control signals
uy are replaced with the minimum value up;, = min{U} = 30 during the attack duration
7, = [20,32] hours, is shown in sub-figure 6.5a. Under this attack strategy, the controller is
unable to perform its task since the control signals received by the compressor P; (i.e., the blue
curve) are fixed at upmin = 30. As a consequence, the inlet pressure of the pipeline (i.e., the
red curve) is regulated at a fixed value of p;, = 30bar, leading to a significant reduction in
the outlet pressure (i.e., the magenta curve). Since the outlet pressure is decreasing during the
attack period, the controller perceives that it should increase the control signals. Therefore, the
true control signals (i.e., the green curve) issued by the PLC; increases dramatically until it
touches the maximum value uma = 80.

The max attack strategy, where the control signals u; are replaced with the maximum value
Umax = max {U} = 80 during the attack period 7, = [20,32] hours, is described in sub-
figure 6.5b. Under this attack strategy, the inlet pressure (i.e., the red curve) increases to
the value of py, = 80 bar since the control signals received by the compressor P; (i.e., the blue
curve) are fixed at umax = 80. The increase in the inlet pressure pi, leads to the augmentation
in the outlet pressure poy. Since the outlet pressure is increasing, the controller performs its
task by reducing the control signals (i.e., the green curve). However, those signals can not reach
the compressor P; due to the max attack strategy.

The scaling attack strategy and the additive attack strategy on control signals are shown in sub-
figure 6.5c and sub-figure 6.5d, respectively. The reaction of the system under these malicious
attacks can be analyzed in the same manner as the min-max attack strategies. The scaling
attack and the additive attack on control signals can be considered as the disturbances on the
system since the system variables are deflected from their nominal values for a certain amount
of time and afterward they return to their normal states thanks to the closed-loop controller.

Attack on sensor measurements

In figure 6.6, we investigate the reaction of closed-loop control system under several simple
integrity attack strategies (i.e., min attack, max attack, scaling attack and additive attack)
on feedback signals (i.e., the measurements of sensor S2). Under the min attack strategy (see
sub-figure 6.6a), the measurements y,, ., of sensor Sy are replaced with the minimum value of
Ymin = min {Y} = 30. Since the feedback signals (i.e., yp,,, = 30) are always smaller than the
set-points (i.e., Ypows = 50), the PLC; orders the compressor P; to speed up so as to enhance the
inlet pressure up to the maximum value of around py, = 80 bar. The augmentation in the inlet
pressure leads to the increase in the outlet pressure, thus raising the measurements of sensor Ss.
Other attack strategies (i.e., max attack, scaling attack and additive attack) can be analyzed in
the same manner.
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Figure 6.5 — Simple integrity attacks on control signals transmitted from the PLC; to the
compressor Pj.

It follows from the simulation results that each simple integrity attack strategy (i.e., min attack,
max attack, scaling attack and additive attack) leads to a change in sensor measurements with a
specific attack signature. If the information about the attack (i.e., attack strategies and attack
parameters) is known a priori, efficient detection-isolation schemes can be designed for jointly
detecting the attack and identifying attack scenarios. In some situations, powerful attackers are
able to perform stealthy attacks for disrupting the system while bypassing traditional anomaly
detection schemes. The negative effect of such undetectable attacks on the SCADA gas pipeline
and several countermeasures will be investigated in next subsection.

6.2.4 Stealthy integrity attacks

This subsection is dedicated to studying the negative impact of stealthy integrity attack strate-
gies on the SCADA gas pipeline. For the demonstration purpose, we consider only two attack
strategies: replay attack and covert attack.
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Figure 6.6 — Simple integrity attacks on feedback signals transmitted from sensor Sy to the
PLC;.

Replay attack strategy

The negative impact of the replay attack on the SCADA gas pipeline is shown in figure 6.7.
Under normal operation (see sub-figure 6.7a), the outlet pressure (i.e., the magenta curve) is
regulated at the constant value of poy = 50bar. The control signals sent from the PLC; (i.e.,
the green curve) are the same as those received by the compressor P;. The inlet pressure pj, (i.e.,
the red curve) is tracking the control signals arriving at the compressor P;. The measurements
of both sensors S and S, are transmitted successfully to the PLC;.

The replay attack strategy on the gas pipeline is performed as follows. During the recording
period 7, = [16, 18] hours, the feedback signals (i.e., the measurements of sensor S3) are recorded.
During the attack period 7, = [20,30] hours, the true measurements are replaced with the
previously recorded signals and the control signals are modified by adding a value of duy = 20.

It can be seen from sub-figure 6.7b that, during the attack period, the feedback signals received
by the PLC; (i.e., the blue curve) are almost constant (i.e., around 50) and the control signals
issued by the PLC; (i.e., the orange curve) are almost the same as those from normal operation.
Therefore, the relay attack is stealthy to any anomaly detectors which utilize only the command
signals, the control signals sent from the PLC; and the feedback signals received by the PLC;.
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Figure 6.7 — Replay attack strategy on the SCADA gas pipeline. The recording period is
7, = [16, 18] hours and the attack period is 7, = [20,32] hours. The attacker increases the
control signals by a value of dup = 20 while replaying previously recorded signals during the
attack duration.

The negative impact of the replay attack depends mostly on the modification of the control
signals. In this numerical example, the control signals are modified by a value of dup = 20,
leading to the augmentation in both inlet pressure (i.e., the red curve) and outlet pressure (i.e.,
the magenta curve) by a value of about 20 bar. It can be noticed that if the measurements of
sensor S; (i.e., the inlet pressure pi,) are utilized, the replay attack is no longer stealthy since the
information about the attack is contained in these measurements. It should be noted that the
measurements of sensor S; can not be replayed successfully since the inlet pressure p;, depends
on the consumer’s demands.

Covert attack strategy

The negative impact of the covert attack on the SCADA gas pipeline is shown in figure 6.8. The
normal operation of the system is described in sub-figure 6.8a, where the outlet pressure (i.e., the
magenta curve) is regulated at the constant value of 50 bar. The reaction of the system under
the covert attack strategy is described in sub-figure 6.8b. During the attack period 7, = [20, 32]
hours, the control signals are modified by a value of dur = 20. At the same time, the attack
signals to the sensor measurements are calculated in such a way that they can compensate for
the modification of the control signals (i.e., by the covert attack strategy (1.9)). As a result,
the control signals sent from the PLC; (i.e., the orange curve) and the sensor measurements
(i.e., the blue curve and the green curve) received by the PLC; are the same as those in normal
operation. However, the true inlet pressure pj, and outlet pressure poyt, (i.e., measured by sensor
Sy, the red curve, and sensor Sp, the magenta curve, respectively) are increased significantly.
Therefore, the covert attack strategy has the potential to cause huge damage (i.e., explosion of
gas pipeline for example) without being detected by traditional anomaly detectors.

Up to the author’s best knowledge, the covert attack strategy can not be revealed by analytical
methods. For rendering the covert attack detectable, we propose to implement the sensor pro-
tection framework which consists of a sensor protection scheme and a sensor placement strategy.
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Figure 6.8 — Covert attack strategy on the SCADA gas pipeline. The attack duration is 7, =
[20, 32] hours.

The sensor protection scheme consists in implementing some protection countermeasures so that
the measurements of several critical sensors can not be modified by the attacker. The sensor
placement strategy, on the other hand, deals with the equipment of new secure sensors for trans-
mitting trusted measurements to the control center. In this numerical example, the covert attack
becomes detectable of the measurements of sensor(s) S7 and/or Sy are transmitted successfully
to the PLC;.

6.2.5 Conclusion

In this section, the security of the simple SCADA gas pipeline has been investigated. Several
types of cyber-physical attacks found in literature, including DoS attack strategies, simple in-
tegrity attack strategies and stealthy attack strategies, have been considered. Theoretical DoS
attack strategies (1.3)—(1.4) can be detected easily by our methods since the attack signatures
are known. A real DoS attack strategy (1.5), on the other hand, is more difficult to detect since
the attack profiles depend heavily on the percentage of the successfully transmitted signals,
which is generally unknown to system operators. Simple integrity attack strategies, including
the min attack, max attack, scaling attack and additive attack, may cause huge damage to gas
pipeline in particular and the closed-loop control systems in general. However, these naive at-
tacks can be detected easily even by traditional anomaly detectors. Stealthy/deception attacks,
on the other hand, have been demonstrated to be more difficult to detect. The replay attack
strategy is stealthy to several detection schemes in particular scenarios. Well-designed detection
schemes can detect the replay attack (see also [120,122]). The covert attack strategy has been
shown to be completely stealthy to traditional anomaly detectors if the attackers are able to
compromise all sensors. In order to render stealthy attacks (i.e., replay attack, covert attack,
and others) detectable, it is suggested to utilize the hardware redundancy approach for providing
the detection-isolation algorithms with trusted measurements which contain information about
the attacks.
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6.3 Detection Algorithms Applied to Simple Water Network

In this section, the detection algorithms proposed in chapter 3 are applied to the detection of
cyber-physical attacks on the simple SCADA water distribution network described in chapter 5.

6.3.1 Simulation parameters

Let us consider the simple SCADA water distribution network as shown in figure 5.5. Under
normal operation, the linearized model of the water network is expressed in the discrete-time
state space form (5.54). In this model, z; € R is the pressure head h; at the reservoir with initial
value T, ur € R is the control signals transmitted from the control center to the local controller
for regulating the flow rate Qg through the pump, d;, € R? is the disturbances corresponding
to the consumption of customers at nodes N3 and Ny, y, € R? is the measurements of sensors
S1 and Ss. The process noises wi ~ N (0, Q) and the sensor noises vy ~ N (0, R); the matrices
Ac R BeRXL P eR>X2 CeR>™ DeR¥™X, G eR*>, Qe R™, and R € R?X?
(corresponding ton =1, m=1,p=2, ¢ = 2).

Under cyber-physical attacks, the system model can be described in (5.59) (resp. in (5.60)),
where the attack vectors af and af, (resp. aj) and the attack matrices K, H and M (resp. B,
and D,) are determined by the capabilities of the adversary to disrupt the system. For the
purpose of demonstration, let us consider an attack scenario where the attacker performs a
coordinated attack by stealing water from the reservoir with a constant flow rate )y, turning
off the pump P; and compromising the measurements of sensors S; and Ss during the attack
period 7, = [ko, ko + L — 1], where k¢ is the unknown attack instant and L is the known attack
duration. This attack scenario is motivated by a real attack on city water utility where the
pump was burned out after being turned on and off, as reported in [213]. Hence, the attack
vectors aj € R? and aj € R? (resp. aj € R*) are designed by the adversary and the attack
matrices K € R12, H € R?*2 and M € R?>*2 (resp. B, € R™* and D, € R?**) are decided by
system operators (corresponding to r =2 and s =r +p = 4).

The linearized parameters are chosen as follows. The sample time Tg = 100s and the initial

pressure head Top = 100m. The system matrices A =1, B=0.5, F = { —0.5 —-0.5 ], C= [ i ],

D = lol, G = [ 0 0 ] The attack matrices K = [0.5 0.5}, H = lOO] and M =

0 —10 —10 00
00 . 0000 . .
01 ], leading to B, = {0.5 050 0} and D, = 0001l The sensor noise covariance
matrix R = lé (1)] and the process noise covariance matrix () = 0.02 and @ = 0.2. Without

loss of generality, it is assumed that the control signal u = ug = 1 for supplying the reservoir
with Qo1 = 1m%/s and the customer’s demands fluctuate around the value dy g~ dyy ~ 0.5m?/s,

Remark 6.1. It has been discussed that the covert attack is completely stealthy to traditional
anomaly detectors if the attacker is able to compromise all sensors. Therefore, we propose in
this numerical example a countermeasure for rendering the covert attack detectable. This method
consists of protecting sensor S1 so that its measurements can not be modified by the attacker.
This sensor protection scheme is reflected in the matriz M, where M (1,1) = 0 means that
sensor Sy is secure and M (2,2) = 1 signifies that sensor Sa is vulnerable.

160



6.3. Detection Algorithms Applied to Simple Water Network

The attack parameters are chosen as follows. The stolen flow rate is Qg = 0.2m%/s. The attack
duration is L = 8 observations, corresponding to a period of 13.3min. The false alarm rate
is measured by the time window of length m, = 3L = 24 observations, being equivalent to a
duration of 40min. The attack vector a; € R* is designed by the covert attack model (3.3),
which was first introduced in [169], as follows:

[0] if k < ko
—0.2
1 '
ay = 6 (k — ko) ithko<k<ko+1L, (6.1)
6 (k — ko)
[0] ifk>ky+L
where [0] is the null vector. The attack profiles 61,6, --- ,0; € R* can be calculated from the

attack vector ay from (6.1) as 0; = [—0.2, =1, 0.6 (j — 1), 0.6 (j — 1)]*, for 1 < j < L =8.

Remark 6.2. The information about the attack is contained in the attack vector ay (i.e., the
attack profiles 61,02,--- ,01). The first element reflects the physical attack to withdraw water
from the reservoir with the flow rate Qo = 0.2m°/s. The second element reflects the cyber attack
on the control signals for turning off the pump. The modification of the sensor measurements is
reflected by the two last elements.

The simulation results are organized as follows. The statistical performance of the FMA tests
(i.e., for both the Kalman filter approach and the parity space approach) will be investigated
in subsection 6.3.2, by the Monte Carlo simulation as well as the proposed numerical method.
In subsection 6.3.3, we study the robustness of the FMA test with respect to (w.r.t.) several
operational parameters, including the attack duration, the attack profiles, the process and sensor
noise covariance matrices by both numerical method and Monte Carlo simulation. Simulation
results for the partially known transient change parameters are given in subsection 6.3.4 for
demonstrating the superiority of our proposed detection rules in comparison with traditional
detection algorithms.

6.3.2 Completely known transient change parameters

This subsection is dedicated to investigating the statistical performance of the proposed detection
algorithms under the perfect conditions where system parameters are exactly known. In other
words, true parameters are equal to putative parameters. Various simulation results are given
and compared for demonstrating theoretical findings.

Upper bound on the worst-case probability of missed detection

In figure 6.9, we demonstrate the sharpness of the upper bound Pp,q on the worst-case probability
of missed detection Pp,q of the FMA detector. The analytical calculation of the upper bound
I@’md is compared with the numerical method for P,,q with the precision of 107°. The change-
point is chosen as kg = L +1 = 9. We compare the analytical upper bound to the numerical
method instead of the Monte Carlo simulation since the Monte Carlo simulation requires a large
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Figure 6.9 — Upper bound P,,4 for the worst-case probability of missed detection Pp,g of the FMA
detector. The simulation has been performed with the process noise variances = 0.02 and
@ = 0.2, respectively. The change-point for the numerical method is chosen as kg = L+ 1 =09.

amount of time for obtaining the precision of 107°. The comparison between the numerical
method and the Monte Carlo simulation method will be investigated later. It can be seen from
the figure 6.9 that the proposed upper bound P.q, for both steady-state Kalman filter approach
and the fixed-size parity space approach, are quite closed to the numerical values of Pp.q.
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Figure 6.10 — Comparison between the steady-state Kalman filter-based detectors (i.e., KF-based
x? detector, KF-based CUSUM detector, KF-based WL CUSUM detector and KF-based FMA
detector) and the fixed-size parity space-based detectors (i.e., PS-based WL CUSUM detector
and PS-based FMA detector).

The statistical performance of several detection rules by the Monte Carlo simulation of 10°
repetitions are shown in figure 6.10. The WL CUSUM test is, in fact, the VIWL CUSUM test
with equal thresholds (i.e., hy = hg = -+ = hr). The following remarks can be drawn from
the simulation results. Firstly, the proposed algorithms (i.e., the CUSUM test, WL CUSUM
test, and FMA test) are much better than the traditional non-parametric x? detector. This
phenomenon can be explained from the fact that the x? test does not exploit the information
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about the transient change profiles while the others utilize this essential information. Secondly,
given an acceptable level on the probability of false alarm, the probability of missed detection
of the FMA tests is much smaller than that of both CUSUM and WL CUSUM tests. In
other words, the proposed FMA tests perform better than the traditional tests, for both the
steady-state Kalman filter approach and the fixed-size parity space approach. These simulation
results are due to the fact that the optimization of the WL CUSUM algorithm leads to the
FMA detection rule. Finally, the statistical performance of the Kalman filter-based algorithms
are much better than those of the parity space-based tests when the process noises are small
(i.e., process noise variance = 0.02 in our example). On the other hand, two approaches
are comparable in such scenarios that the process noises are large (i.e., process noise variance
@ = 0.2). The comparison between the Kalman filter approach and the parity space approach
is shown in the following sub-subsection.

Comparison between Kalman filter approach and parity space approach

The comparison between the steady-state Kalman filter approach and the fixed-size parity space
approach is shown in figure 6.11 by the Monte Carlo simulation with 10® repetitions.
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Figure 6.11 — Statistical performance comparison between the steady-state Kalman filter-based
FMA test and the fixed-size parity space-based FMA test. The worst-case probability of false
alarm Pg, and the probability of missed detection P,,q are described as a function of the true
process noise variance ) which varies from @ = 0.02 to Q = 0.4 with the step of 6Q = 0.02.

Let us discuss the perfect condition where the process noise variance is exactly known (i.e.,
Q = Q). It can be seen clearly from the sub-figure 6.11a that the steady-state Kalman filter
approach performs better than the fixed-size parity space approach, especially when the process
noises are small. This phenomenon is explained in figure 6.12, where the Kullback-Leibler (K-
L) distances of the residuals generated by two approaches are computed and compared. The
steady-state Kalman filter generates the residuals with higher K-L distance than the fixed-sized
parity space does. The difference becomes significant in such scenarios that the process noises are
extremely small. In contrast, when the process noises are large, the difference is negligible. This
phenomenon is explained by the approximation of the Bayesian approach (i.e., the steady-state
Kalman filter) by the minimax approach (i.e., the fixed-size parity space) produces a significant
error only if the process noise is small and, hence, the a priori information plays an important
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role.

It can be seen from figure 6.12 that the K-L distance of the residuals generated by the general
fixed-size parity space approach is equal to the K-L distance of the residuals generated by
the least-square estimation method proposed by Gustafsson [72,73]. This simulation is also
consistent with the theoretical results obtained in section (3.3) and previous findings derived
in [51], i.e., the statistical performance of a likelihood ratio-based detection procedure on the
basis of parity space approach is independent from the choice of the rejection matrix W.

17 —¥— Kalman filter residual generation method

—(O— Parity space residual generation method

—/\— Gustafsson’s residual generation method

Kullback-Leibler distance

0.04 008 0.12 016 02 024 028 032 036 04

True process noise variance Q

Figure 6.12 — Kullback-Leibler distance of the residuals generated by the steady-state Kalman
filter and the fixed-size parity space as a function of true process noise variance Q.

Let us consider an imperfect scenario where the true process noise variance matrix @ is different
from the putative value (. The putative process noise variance is chosen as () = 0.1 and the true
value varies from @ = 0.02 to Q = 0.4 with a step of 6QQ = 0.02. The statistical performance of
the steady-state Kalman filter-based FMA test and the fixed-size parity space-based FMA test is
shown and compared in sub-figure 6.11b. It can be seen that the Kalman filter-based FMA test
is more sensitive to the true process noises than the parity space-based FMA test. The statistical
performance of the Kalman filter-based algorithm reduce significantly with large values of Q.
From some values of @ (i.e., when @ > 0.2 in our numerical example), the steady-state Kalman
filter-based FMA test performs worse than the fixed-size parity space-based FMA test. This
phenomenon can be explained by the fact that the Kalman filter with incorrect process noise
information may produce an accumulated state estimation error, especially when the true process
noises are larger than their putative value. The statistical performance of Kalman filter-based
detection schemes reduces accordingly.

Numerical calculation of error probabilities

The comparison between the proposed numerical method and the Monte Carlo simulation is
given in figure 6.13. The Monte Carlo simulation is executed with 10° repetitions while the
numerical method is performed with the precision of 107°. This simulation study is executed
for both steady-state Kalman filter approach (i.e., sub-figure 6.13a and sub-figure 6.13b) and
fixed-size parity space approach (i.e., sub-figure 6.13c and sub-figure 6.13d), and for two values
of process noise variance (i.e., @ = 0.02 and @ = 0.2, respectively).

It follows from sub-figures 6.13a, 6.13b, 6.13c and 6.13d that the numerical curves perfectly
coincide with the Monte Carlo curves, thus proving the correctness of the proposed numerical
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Figure 6.13 — Comparison between the numerical method and the Monte Carlo simulation, for
both Kalman filter approach and parity space approach.

method. In addition, the numerical method requires smaller amount of time for obtaining the
same precision as the Monte Carlo simulation, especial for the FMA test.

6.3.3 Sensitivity analysis of the FMA test

In subsection 3.4.4, we have proposed a numerical method for evaluating the robustness of the
FMA test with respect to (w.r.t.) several operational parameters, including the attack duration,
the attack profiles, the process noise covariances and the sensor noise covariances. In this
subsection, the results in subsection 3.4.4 are applied to investigate the sensitivity of the FMA
test w.r.t. these parameters, for both steady-state Kalman filter approach and fixed-size parity
space approach. The comparison between the proposed numerical method and the Monte Carlo
simulation is also performed.

Robustness of the FMA test w.r.t. the attack duration
The sensitivity of the FMA test w.r.t. the attack duration is shown in figure 6.14, for both

steady-state Kalman filter approach (i.e., sub-figure 6.14a) and fixed-size parity space approach
(i.e., sub-figure 6.14b). In this simulation study, the putative attack duration and the true
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attack duration are chosen as L = 8 and L = {6,7,8}, respectively. The process noise variance
is Q = 0.02. The probability of missed detection IP,q is described as a function of the worst-case
probability of false alarm Py, w.r.t. different values of the true attack duration L = {6,7,8} < L.
Each curve corresponds to one specific value of L. Some conclusions are drawn as follows.
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(a) Steady-state Kalman filter-based FMA test. (b) Fixed-size parity space-based FMA test.

Figure 6.14 — Sensitivity of the FMA test with respect to the attack duration. The probability
of missed detection Py,q is described as a function of the worst-case probability of false alarm
Py, for different values of the true attack duration L = {6,7,8} < L = 8.

If the true attack duration is greater than the putative value (i.e., L > L), the probability of
missed detection Pp,q remains unchanged since any detection with the detection delay greater
than L is considered as missed. For L = {6,7,8} < L, the probability of missed detection
P.q depends heavily on the true attack duration L. The smaller the true attack duration L,
the higher the probability of missed detection P,,q. This phenomenon is explained by the fact
that small attack duration L causes little changes in the distribution of the observations, thus
increasing the probability of missed detection P,,q. On the other hand, the worst-case probability
of false alarm Py, is insensitive to the true attack duration L. This phenomenon can be seen
clearly that, for the false alarm case, all the observations are generated from the pre-change
distribution.

The interpretation of figure 6.14 is very simple: each value of the probability of false alarm
Py, corresponds to a certain value of the threshold Ay, which is the tuning parameter of the
FMA test. By drawing a vertical line, we can estimate the variation of the probability of missed
detection P4 due to a true attack duration smaller than its putative value for a given tuning
of the FMA test.

The comparison between the numerical method and the Monte Carlo simulation is also shown
in figure 6.15. The precision of the numerical method is chosen as 107> and the Monte Carlo
simulation is of 2.10° repetitions. Clearly, the numerical method gives almost the same results
as the Monte Carlo simulation does, for both the steady-state Kalman filter-based FMA test
(i.e., sub-figure 6.15a) and the fixed-size parity space-based FMA test (i.e., sub-figure 6.15b),
thus proving the correctness of the proposed numerical method.

Robustness of the FMA test w.r.t. the attack profiles

The sensitivity of the FMA test w.r.t. the attack profiles is shown in figure 6.16, for both steady-
state Kalman filter approach (i.e., sub-figure 6.16a) and fixed-size parity space approach (i.e.,

166



6.3. Detection Algorithms Applied to Simple Water Network
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Figure 6.15 — Comparison between the numerical method and Monte Carlo simulation. The
probability of missed detection P,,q is described as a function of the true attack duration L =
{6,7,8,9,10,11}, for both the Kalman filter approach (left) and the parity space approach
(right).
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Figure 6.16 — Sensitivity of the FMA test with respect to the attack profiles. The probability
of missed detection P,,q is described as a function of the worst-case probability of false alarm
P¢, for different values of = {0.90,0.95,1.00,1.05,1.10}. The true attack profiles are related
to the putative attack profiles by 6; = n6;, for 1 < j < L.

sub-figure 6.16b). The true attack profiles 01,0, -- - , 0, are chosen such as §; = nf; for 1 < j <
L, where the coefficient n = {0.90,0.95,1.00,1.05,1.10}. In other words, the “magnitude” of
the change varies from 90% to 110% but the “shape” of the change remains unchanged. Similar
to the attack duration case, the probability of false alarm Py, is insensitive to the true attack
profiles since all the observations are generated from the pre-change distribution. In contrast,
the probability of missed detection P4 depends heavily on the true attack profiles 01,65, --- , 0.
The smaller the true attack profiles 01,8, - - - , 07, the higher the probability of missed detection
Png. This phenomenon can be explained by the fact that small true attack profiles lead to
little changes in the distribution of the observations, thus augmenting the probability of missed
detection Pn,q and vice versa. The variation of the probability of missed detection Pq due
to the difference between the true attack profiles and their putative values w.r.t. the tuning
parameter iy, can be determined exactly in the same manner as in the attack duration case.

The comparison between the numerical method and the Monte Carlo simulation is given in
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Figure 6.17 — Comparison between the numerical method and the Monte Carlo simulation. The
probability of missed detection Py, is described as a function of the coefficient 1, where 0; = nf;
for 1 <j < L.

figure 6.17. The probability of missed detection Pyq is described as a function of the coefficient
n which varies from 1 = 0.8 to n = 1.2 with the step of 0.04. Clearly, the numerical curves
perfectly coincide with the Monte Carlo curves, for both steady-state Kalman filter approach
(i.e., sub-figure 6.17a) and fixed-size parity space approach (i.e., sub-figure 6.17b), thus verifying
the precision of the proposed numerical method.

Robustness of the FMA test w.r.t. the process noises
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Figure 6.18 — Sensibility of the FMA test with respect to the process noises. The probability of
missed detection P4 is described as a function of the worst-case probability of false alarm Py,
for different values of n = {0.6,0.8,1.0,1.2,1,4}. The true process noise variance is related to
its putative value by Q = nQ.

The sensitivity of the FMA test w.r.t. the process noises is described in figure 6.18, for both
steady-state Kalman filter approach (i.e., sub-figure 6.18a) and fixed-size parity space approach
(i.e., sub-figure 6.18b). In these sub-figures, the probability of missed detection Py,q is described
as a function of the worst-case probability of false alarm Py, for different values of the true
process noise variance Q = 1@, where the putative process noise variance is chosen as Q = 0.1
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and the coefficient = {0.6,0.8,1.0,1.2,1.4}. In this case, the difference Q — @ impacts both the
worst-case probability of false alarm Py, and the probability of missed detection P,q. Roughly
speaking, the bigger the sensor noises, the higher the error probabilities, i.e, P, and P,,q. For
this reason, the interpretation of figure 6.18 w.r.t. the tuning parameter kz, is more complicated.

For simplifying the explanation, three isolines of constant threshold hj are added to sub-
figure 6.18a and sub-figure 6.18b, respectively, for the steady-state Kalman filter approach and
fixed-size parity space approach. The tuning parameter hy, is fixed by selecting a point in the
curve corresponding to 7 = 1.0. The worst-case probability of false alarm Py, and the probability
of missed detection Pp,q are determined by drawing, respectively, vertical and horizontal dotted
lines from the selected point. The variation of the error probabilities, i.e., Py, and Ppq, due
to the difference between the true process noise variance ) and the its putative value Q can
be estimated by utilizing the isoline intersecting the selected point. For example, the isoline of
hr, = 20.07 in sub-figure 6.18a and the isoline of i, = 18.35 in sub-figure 6.18b are utilized for
determining the variation of P, and Py for the steady-state Kalman filter approach and the
fixed-size parity space approach, respectively. It can be seen clearly from sub-figure 6.18a and
sub-figure 6.18b that the Kalman filter-based FMA test is much more sensitive to the process
noises than the parity space-based FMA test. This sensitivity analysis is useful in choosing
between the Kalman filter approach and the parity space approach in such situations that the
process noises are large.
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(a) Steady-state Kalman filter-based FMA test. (b) Fixed-size parity space-based FMA test.

Figure 6.19 — Comparison between the numerical method and the Monte Carlo simulation. The
error probabilities (Ffa and Fmd) are described as a function of the coefficient  where Q = nQ.

The comparison between the numerical method and the Monte Carlo simulation is shown in
figure 6.19, for both steady-state Kalman filter approach (i.e., sub-figure 6.19a) and fixed-size
parity space approach (i.e., sub-figure 6.19b). The error probabilities, i.e., Pg, and Pq, are
described as a function of the coefficient 7 which varies from n = 0.6 to n = 1.4 for the step
of 0.04. The true process noise covariance is related to its putative value by Q = nQ, where
@ = 0.1. Tt can be seen clearly from the figure that two curves (numerical and Monte Carlo)
perfectly coincide, thus proving the correctness of the proposed numerical method. In addition,
the coincidence between the numerical curve and the Monte Carlo curve in sub-figure 6.19a
validates also the recursive algorithm 2 proposed for calculating the covariance between two
residuals generated from the steady-state Kalman filter under imperfect condition, i.e., the true
process noise covariance is different from the putative one.
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Robustness of the FMA test w.r.t. sensor noises
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Figure 6.20 — Sensitivity of the FMA test with respect to the sensor noises. The probability of
missed detection P4 is described as a function of the worst-case probability of false alarm Pg,
for different values of n = {0.8,0.9,1.0,1.1,1.2}. The true sensor noise covariance R is related
to its putative value by R = nR.

The sensitivity of the FMA test w.r.t. the sensor noises is described in figure 6.20, for both
steady-state Kalman filter approach (i.e., sub-figure 6.20a) and fixed-size parity space approach
(i.e., sub-figure 6.20b). Similar to the process noise case, the probability of missed detection
Ponq is described as a function of the worst-case probability of false alarm Py, for different values
of true sensor noise covariance R = nR, where the coefficient n = {0.8,0.9,1.0,1.1,1.2}. Similar
to the process noise case, the variation in the true sensor noise covariance matrix R leads to a
substantial change in both the worst-case probability of false alarm Pf, and the probability of
missed detection Pp,q. The smaller the true sensor noise covariance matrix R, the better the
statistical performance of the FMA test (i.e., the smaller P, and P,,,q). The variation of the error
probabilities due to the difference between the true sensor noise covariance R and its putative
value R can be analyzed in exactly the same manner as in the case of process noises. This
analysis could help in finding a tradeoff between the performance of the detection algorithms
and the price of high-precision sensors.
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Figure 6.21 — Comparison between the numerical method and the Monte Carlo simulation. The
error probabilities (P, and Pp,q) are described as a function of the coefficient 7, where R = nR.
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The comparison between the numerical method and the Monte Carlo simulation is shown in
figure 6.21, for both steady-state Kalman filter approach (i.e., sub-figure 6.21a) and fixed-size
parity space approach (i.e., sub-figure 6.21b). The error probabilities, i.e., Pf, and Pq, are
described as a function of the coefficient n which varies from 1 = 0.8 to n = 1.2 for the step
of 0.02. Again, the numerical curves perfectly coincide with the Monte Carlo curves, for both
residual-generation methods, thus showing the correctness of our proposed numerical method.
Similar to the process noise case, the coincidence between two curves (numerical and Monte
Carlo) also validates the recursive algorithm 2 proposed for calculating the covariance between
two residuals generated from the steady-state Kalman filter under imperfect conditions, i.e., the
true sensor noise covariance is different from the putative one.

6.3.4 Partially known transient change parameters

This subsection is dedicated to investigating the statistical performance of the FMA GLR test
(3.65) and the FMA WLR test (3.66) by the Monte Carlo simulation. In order to demonstrate
the theoretical results obtained in subsection 3.5, we compare the FMA GLR test (resp. FMA
WLR test) with the WL GLR test (resp. WL WLR test). It is worth noting that the WL GLR
test (resp. WL WLR test) is the special case of the VITWL GLR test (resp. VITWL WLR test)
with equal thresholds (i.e., hy = hy = --- = h, = h). The comparison between the FMA GLR
test and the FMA WLR test is also performed.

Comparison between the FMA GLR test and the WL GLR test

The performance comparison between the FMA GLR test (3.65) and the WL GLR test (3.51)
is shown in figure 6.22, for both steady-state Kalman filter approach and fixed-size parity space
approach. The simulation parameters remain unchanged. Two values of process noise variance
are considered: @ = 0.02 (i.e., sub-figure 6.22a) and @ = 0.2 (i.e., sub-figure 6.22b). In each
sub-figure, the probability of missed detection Py,q is described as a function of the worst-case
probability of false alarm Pg,.
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Figure 6.22 — Comparison between the FMA GLR test and the WL GLR test. The probability
of missed detection P,,q is described as a function of the worst-case probability of false alarm
Ps,.

It can be seen clearly that, for a given value on the worst-case probability of false alarm Pr,,
the probability of missed detection P,,q of the FMA GLR test is smaller than that of the WL
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GLR test, for both steady-state Kalman filter approach and fixed-size parity space approach.
In other words, the FMA GLR test performs much better than the WL GLR test w.r.t. the
transient detection criterion. Moreover, similar to the completely known transient parameters,
the steady-state Kalman filter approach gives better statistical performance than the fixed-size
parity space approach, especially for small values of process noises (see the difference between
sub-figure 6.22a for @ = 0.02 and sub-figure 6.22b for Q = 0.2).

Comparison between the FMA WLR test and the WL WLR test

The performance comparison between the FMA WLR test and the WL WLR test is described in
figure 6.22. The simulation parameters remain unchanged in comparison to the GLR approach.
The a priori distribution of the parameter ~ is chosen as v ~ U (70,71), where ¢ = 0.5 and
~v1 = 1.5. The simulation is performed by the following manner. For each Monte Carlo run, the
parameter v is generated from the uniform distribution U (y9,71). The true attack profiles are
then calculated from their putative values as 6; = 76, for 1 < j < L. Finally, the WLR-based
detection rules are executed obtaining false alarm and missed detection rates.
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Figure 6.23 — Comparison between the FMA WLR test and the WL WLR test. The probability
of missed detection P is described as a function of the worst-case probability of false alarm
Pg,. The a priori distribution of the parameter v is chosen as v ~ U (0.5, 1.5).

It can be concluded from figure 6.22 that the FMA WLR detectors perform much better than
the WL WLR detectors, for both steady-state Kalman filter approach and fixed-size parity space
approach. As usual, the steady-state Kalman filter approach offers better statistical performance
than the fixed-size parity space approach, especially for small process noises. This phenomenon

can be seen from sub-figure 6.23a (i.e, for @ = 0.02) and sub-figure 6.23b (i.e., for Q = 0.2).

Comparison between the FMA GLR test and the FMA WLR test

It is worth noting that the detection rates are strongly dependent on the parameters vy and v,
since the true attack profiles §; = v6;, for 1 < j < L. For fixed putative profiles 61,6z, 0,
the higher the parameters vy and ;, the better the statistical performance of the WLR-based
detectors. In order to compare the GLR-based approach to the WLR approach, the parameter
v is fixed at v = 1, i.e., the true attack profiles are equal to the putative attack profiles. The
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Figure 6.24 — Comparison between the FMA GLR test and the FMA WLR test for @ = 0.02
and @ = 0.2. The parameter v is fixed at value v = 1 for the WLR-based detectors.

FMA GLR detector (3.65) and the FMA WLR detector (3.66) are tested with 2.10°> Monte Carlo
repetitions and the false alarm and missed detection rates are computed.

The performance comparison between the FMA GLR detectors and the FMA WLR detectors is
shown in figure 6.24, for both steady-state Kalman filter approach and fixed-size parity space ap-
proach. The WLR-based detectors have been shown to perform much better than the GLR-based
detectors for both values of process noise variance @@ = 0.02 and @ = 0.2. This phenomenon can
be explained from the fact the WLR approach exploits the a priori information about change
magnitude while the GLR approach does not utilize this essential information.

6.4 Detection-Isolation Algorithms Applied to Complex Water
Networks

In this section, the detection-isolation schemes proposed in chapter 4 are applied to the joint
detection and isolation of cyber-physical attacks on a more complex water distribution network.

6.4.1 Simulation parameters

Consider a more complex SCADA water network as shown in figure 6.25. The water network is
comprised of two treatment plants Wy and Wy, two reservoirs R and R, a tank T3, two pumps
P, and P», two consumers d; and do, and several nodes and pipelines. Four pressure sensors St,
So, S3 and Sy are equipped for measuring pressure heads h; at the reservoir, hy at the reservoir
Ro, h3 at the tank T3 and h4 at the node Ny, respectively.

The linearized model of the water network can be described in the discrete-time state space
model (4.1), where ), = [h1, ha, hs]" € R? is vector of system states; u, € R? are the control
signals sent to local controllers for regulating the flow rates Qg1 and Qy2 through the pump
P, and P», respectively; d,, € R? represent the consumption by customers; y, € R* are the
measurements of four sensors S, S2, S3 and Sy; the process noises wr ~ N (0,Q) and the
sensor noises vy ~ N (0, R); the matrices A € R3*3 B € R3*2 F ¢ R3*2 C € R**3 D ¢ R¥*2,
G € R¥™2 Q € R¥*3, and R € R*™* (corresponding ton =3, m =2, p=4, ¢ = 2).
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Figure 6.25 — A complex SCADA water distribution network.

Suppose that the attacker has the capabilities to withdraw water from the reservoirs R; and/or
Rs, to modify the control signals of the pumps P; and/or P» and to compromise the measure-
ments of sensors S3 and Sy. It is assumed that trusted measurements are transmitted successfully
to the detection-isolation schemes. There may be several attack scenarios that can be launched
to the system. For the sake of simplicity, let us assume that the attacker can perform only one
of two hypotheses H; and Hy. The problem is then to determine whether the system is under
attack (i.e., between Hy and Hj, Hz) and then to identify the attack type (i.e., between H; or
Ha).

Pra
R, H,
Hl Pio Hz
Por Po2
Po Po2
H H,
(a) Scenario 1: p12 > max {po1, poz2}. (b) Scenario 2: p12 < min {po1, po2}-

Figure 6.26 — Two scenarios in the change detection-isolation problem.

For the joint detection-isolation problem, it is essential to consider two scenarios (see also fig-
ure 6.26):

e Scenario 1: The K-L distance between two alternative hypotheses is higher than K-L

distance between an alternative hypothesis and the null hypothesis (i.e., sub-figure 6.26a).
In other words, we have p12 > max {p10, p20}. In this case, the alternative hypotheses H;
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and Hy are “scattered”, resulting in small probability of false isolation. In this scenario,
we consider the following hypotheses:

— Hypothesis Hgy: There is no attack on the system.

— Hypothesis Hi: The attacker performs a coordinated attack by stealing water from
the reservoir R; with a constant flow rate dQg1, turning off the pump P; and com-
promising the measurements of sensors S3 and Sy by the covert attack strategy.

— Hypothesis Hy: The attacker performs a coordinated attack by stealing water from
the reservoir Re with a constant flow rate dQg2, turning off the pump P> and com-
promising the measurements of sensors S3 and Sy by the covert attack strategy.

e Scenario 2: The K-L distance between two alternative hypotheses is smaller than K-L
distance between an alternative hypothesis and the null hypothesis (i.e., sub-figure 6.26b).
In other words, we have p12 < min {pi0, p20}. In this case, the alternative hypotheses H;
and Ho are quite “closed”, resulting in high probability of false isolation. In this scenario,
we consider the following hypotheses:

— Hypothesis Hy: There is no attack on the system.

— Hypothesis H1: The attacker performs a coordinated attack by stealing water from
the reservoir R; with a constant flow rate §Qg1, turning off the pump P, and com-
promising the measurements of sensors Ss and Sy by the covert attack strategy.

— Hypothesis Ha: The attacker aims at turning off the pumps P, and P, and compro-
mising the measurements of sensors S3 and Sy by the covert attack strategy.

The system matrices are chosen as:

0.9951 0.0009 0.0040 0.6250 0 —0.2293  —0.0540
A=00012 09922 00066 |, B=| 0 08333 |, F=| —0.0959 —0.3657 |,
0.0162 0.0198 0.9964 0 0 ~1.2950 —1.1871
1 0 0 00 0 0
0 1 0 00 0 0
C=1 0 1| Ploo| ©F 0 0 ’
0.3669 0.1151 0.5180 00 —29.3525 —6.9065

and the initial state T; = [100, 80, 3()]T. The noise covariance matrices are

02 0 0 1000
Q= 0 02 0 |, R=
0 0 02 0 010
0 0 01
The attack matrices B, and D, are
0.6250 0 0.6250 0 00 0O 8 8 8 8 701 0 8 8
B, = 0 0.8333 0 0.8333 0 0 0 O |,D,= 12 ,
0 0 0 0 0000 0000 0 0 9 0
0000 0 0 0 =y

where 71 = 72 = 0 (i.e., sensors S; and Sy are secure) and 3 = 4 = 1 (i.e., sensors S3 and
S4 are vulnerable). The simulation parameters: the attack duration L = 8 observations, the
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attack instant kg = 9, the false alarm time window m, = 24 observations. The attack profiles
01,02, ,0r are composed of the state attack vector aj, and the sensor attack vector a%. The
former depends on the attack scenario and the latter is calculated by the covert attack strategy.
It is assumed that the stolen flow rates §Qo; = 0Qo2 = 0.5m?/s.

o Scenario 1: The state attack vector af, is chosen by

0 —0.5 0
0 0 —0.5
= lol | =1 | ] o . Vko <k <ko+ L,
0 0 —1
Ho Hi Ho

and the sensor attack vector aj is calculated by the covert attack strategy (1.9). The K-L
distances of the residuals generated by the steady-state Kalman filter approach and the
fixed-size parity space approach are computed as follows:

— Kalman filter approach: pp; = 13.9316, pgo = 17.6794 and p1o = 27.5977.
— Parity space approach: pg; = 12.8467, pgp2 = 15.3698 and p12 = 24.0241.

« Scenario 2: The state attack vector aj, is designed as follows:

0 -0.5 0
0 0 0
a¥ = 0’ -1 |’ -1 . Vko <k <ko+L,
0 0 -1
N—_——
HO Hl H2

and the sensor attack vector aj is calculated by the covert attack strategy (3.3). The K-L
distances of the residuals generated by the steady-state Kalman filter approach and the
fixed-size parity space approach are computed as follows:

— Kalman filter approach: pg; = 13.9316, pg2 = 15.8330 and p12 = 8.5136.
— Parity space approach: pg; = 12.8467, pg2 = 14.4040 and p12 = 7.3268.

6.4.2 Comparison between FMA test and WL CUSUM-based tests

This subsection is dedicated to investigating the statistical performance of several detection-
isolation schemes, including the generalized WL CUSUM test, the matrix WL CUSUM test,
the vector WL CUSUM test and the proposed FMA detection rule. The simulation results
are obtained by 2.10° Monte Carlo repetitions. Two aforementioned scenarios are considered:

p12 > max {po1, poz} and p12 < min {po1, poz}-

Figure 6.27 shows the comparison between the FMA detection-isolation rule and the classical
WL CUSUM-based algorithms for the scenario 1 where pj2 > max {po1, po2}. The results are
obtained by the 2.10° Monte Carlo simulation. In sub-figure 6.27a and sub-figure 6.27b, the
worst-case probability of false alarm Py, is described as a function of the probability of missed
detection P,,q for the steady-state Kalman filter approach and the fixed-size parity approach,
respectively. The worst-case probability of false isolation Pg is drawn as a function of the
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(c) Steady-state Kalman filter approach, Pg vs Puaq. (d) Fixed-size parity space approach, Pg vs Ppyg.

Figure 6.27 — Comparison between the proposed FMA detection rule and the WL CUSUM-
based schemes for the scenario 1, i.e., p12 > max {po1, po2}. The worst-case probability of false
alarm P, and the worst-case probability of false isolation Py are described as a function of the
probability of missed detection P,,q. The change-point kg is chosen as kg = L +1 = 9.

probability of missed detection P,,q, respectively, in sub-figure 6.27¢ for the steady-state Kalman
filter approach and in sub-figure 6.27d for the fixed-size parity approach.

It can be noticed from those figures that for a given value on the probability of missed detection
Ponq, the worst-case probability of false alarm P, and the worst-case probability of false isolation
Pg of the FMA detection-isolation rule are smaller than those of the classical WL CUSUM-based
procedures. In other words, the proposed FMA test performs better than classical tests. In
addition, the worst-case probability of false isolation Pg is much smaller than the worst-case
probability of false alarm Py, since p12 > max {po1, po2}-

In figure 6.28, the FMA detection-isolation rule is compared with classical WL CUSUM-based
algorithms for scenario 2 where p12 < min {pg1, po2}. In this case, the worst-case probability of
false isolation Pg is much higher than the worst-case probability of false alarm Pg,. In addition,
the proposed FMA test performs better than the traditional tests, for both residual-generation
methods.
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Figure 6.28 — Comparison between the proposed FMA detection rule and the WL CUSUM-
based schemes for the scenario 2, i.e., p12 < min {po1, po2}, by 2.10° Monte Carlo simulation.
The worst-case probability of false alarm Py, and the worst-case probability of false isolation Pg
are described as a function of the probability of missed detection Pyq. The change-point kg is
chosen as kg = L+ 1=09.

6.4.3 Comparison between steady-state Kalman filter and fixed-size parity
space

The Monte Carlo simulation technique is utilized for comparing two residual-generation methods,
i.e., the steady-state Kalman filter approach with the fixed-size parity space approach. The
simulation results are obtained by 2.10° Monte Carlo repetitions and the change-point kg =
L+1=09.

The simulation results are described in figure 6.29 for both scenarios (i.e., p12 > max {po1, po2 }
and p12 < min {po1, po2}). In sub-figure 6.29a, the worst-case probability of false isolation Py is
smaller than the worst-case probability of false alarm Py, since the K-L distance between two
alternative hypotheses is higher than both K-L distances between the null hypothesis and either
alternative hypothesis (i.e., p12 > max {po1, po2}). In contrast, sub-figure 6.29b shows that the
worst-case probability of false isolation P is higher than the worst-case probability of false alarm
Py, since p12 < min {po1,po2}. It follows from both sub-figures that the FMA detector based
on the steady-state Kalman filter approach performs much better than the FMA detector based
on the fixed-size parity space approach, for both scenarios. This phenomenon can be explained
from the fact that the Kalman filter approach generates residuals with higher K-L distances
than the parity space approach does (see also subsection 6.4.1).
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Figure 6.29 — Comparison between the steady-state Kalman filter approach and the fixed-size
parity space approach when using in the proposed FMA detector. The worst-case probability
of false alarm Py, and the worst-case probability of false isolation Pg are drawn as a function of
the probability of missed detection P,q. The change-point is chosen as kg = L + 1 = 9. Both
scenarios are considered: p12 > max {po1, po2} and pi12 < min {po1, po2}-

6.4.4 Evaluation of upper bounds for error probabilities of FMA detection
rule

This subsection is dedicated to evaluating the sharpness of the proposed upper bounds for the
error probabilities of the FMA detection rule, including the upper bound for the worst-case
probability of false alarm, the upper bound for the worst-case probability of false isolation and
the upper bound for the probability of missed detection.

The comparison between the proposed upper bounds and the 2.10° Monte Carlo simulation
for the error probabilities is shown in figure 6.30. It can be seen that the upper bound for
the worst-case probability of false alarm Pg, is extremely tight, for both residual-generation
methods, especially for the case of p12 > max {pp1, po2}. In contrast, the upper bound for the
worst-case probability of false isolation Py is not very sharp at all. Finally, the upper bound for
the probability of missed detection Py,q seems to be acceptable.

6.5 Conclusion

Several sub-optimal algorithms have been proposed in chapter 3 and chapter 4 for detecting
and identifying transient changes in stochastic-dynamical systems. The models of two SCADA
systems, including the simple SCADA gas pipeline and the simple SCADA water distribution
network, have been developed in chapter 5. In this chapter, we have applied the theoretical
results obtained in chapter 3 and chapter 4 to the detection and isolation of several types of
cyber-physical attacks on both the SCADA gas pipeline and the SCADA water network, whose
models have been developed in chapter 5.

In the first place, we have studied the reaction of the SCADA gas pipeline under several types of
cyber-physical attacks (i.e., DoS attacks, simple integrity attacks and stealthy integrity attacks)
on the command signals, the control signals and the feedback signals, respectively. The simu-
lation results show that each attack scenario leads to a specific attack signature (i.e., an attack
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Figure 6.30 — Evaluation of the sharpness of the upper bounds for the error probabilities of the
FMA detection rule. The error probabilities Pg,, Pg and P,q are drawn as a function of the
threshold h. The change-point is chosen as kg = L + 1 = 9. Both steady-state Kalman filter
and fixed-size parity space approaches associated with two scenarios p12 > max {po1, po2} and
p12 < min{po1, po2} are considered.

profile) which is essential in designing detection-isolation schemes. In certain circumstances, if
the information about the attack (i.e., the attack scenario and attack parameters) is known a
priori, the attack profile may be available. This essential information helps in improving the
statistical performance of the detection-isolation schemes.

Secondly, the statistical performance of the FMA test proposed in chapter 3 has been investi-
gated thoughtfully. The comparison between the proposed FMA detection rule with traditional
detection algorithms (i.e., x? test, CUSUM test and WL CUSUM test) has been performed
by both Monte Carlo simulation and numerical method. It has been shown that the proposed
FMA test performs much better than traditional test w.r.t. the transient change detection crite-
rion. Moreover, the comparison between two residual-generation methods, i.e., the steady-state
Kalman filter and the fixed-size parity space, has been also carried out by both Monte Carlo sim-
ulation and numerical method. The simulation results have pointed out that Kalman filter-based
FMA test outperforms the parity space-based FMA test when the noise covariance matrices are
exactly known. On the other hand, when the process noise covariance matrix is unknown, the
Kalman filter-based FMA test may perform worse than the parity-space based FMA test.
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Furthermore, the robustness of the FMA test w.r.t. several operational parameters has been
tested with both Monte Carlo simulation and numerical method. The operational parameters
include the attack duration, the attack profiles, the process and sensor noise covariance matrices.
It can be noticed that the worst-case probability of false alarm P, is insensitive to the attack
duration and the attack profiles. The probability of missed detection P,,q depends heavily
on these parameters. The probability of missed detection increases significantly when the true
attack duration is smaller than the putative value. When the true attack duration is higher than
the putative value, however, the probability of missed detection remains unchanged since any
detection with the detection delay greater than L is considered as missed. Also, the probability
of missed detection P,,q is inversely proportional to the true attack profiles since higher attack
profiles lead to higher K-L distances, thus reducing the probability of missed detection. It is
intuitively obvious that both probability of false alarm and probability of missed detection are
inversely proportional to the true values of noise covariances. In other words, the augmentation
in the true values of process and sensor noise covariances leads to higher error probabilities.

In practice, the post-change parameters are rarely known. For this reason, we have been con-
sidered a more practical scenario where the post-change profiles are partially known. More
precisely, the shape of the attack signature is assumed to be known but the magnitude (i.e.,
or the power) of the attack is unknown. Two standard approaches, the generalized likelihood
ratio approach and the weighted likelihood ratio approach, have been considered. It has been
shown by Monte Carlo simulation that the FMA GLR test (resp. the FMA WLR) performs
much better than the window limited (WL) GLR test (resp. WL WLR test) w.r.t. the transient
change detection criterion. The simulation results have also pointed out that the FMA WLR
test performs better than the FMA GLR test under the same condition. This phenomenon may
be explained by the fact that the WLR approach utilizes the a priori information about the
power of the attack.

Finally, the comparison between several detection-isolation schemes (i.e., FMA test, generalized
WL CUSUM test, matrix WL CUSUM test and vector WL CUSUM test) has been performed
by Monte Carlo simulation. It has been shown that the FMA test performs better than the
others w.r.t. the transient change detection-isolation criterion. More precisely, for a given value
on the probability of missed detection, the probability of false isolation and the probability of
false alarm of the proposed FMA test are smaller than those of traditional tests. In addition,
the sharpness of the proposed upper bounds on the worst-case probability of false alarm, false
isolation and missed detection has also been investigated. It can be seen that the bounds for the
false alarm and missed detection rates are quite closed while the bound for the false isolation
rate needs to be improved.
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Conclusions

This PhD thesis has addressed the problem of detecting and isolating cyber-physical attacks
on Supervisory Control And Data Acquisition (SCADA) systems by statistical methods. The
state-of-the-art of the problem treated in this thesis has been introduced in chapter 1 and chap-
ter 2. The security of SCADA systems against cyber-physical attacks has been examined in
chapter 1. In this chapter, we investigated a large number of cyber incidents involving safety-
critical infrastructures as well as the vulnerabilities of SCADA systems. It has been shown
that these susceptible points can be exploited by adversaries for performing malicious attacks
on SCADA systems. The design of several attack strategies, including DoS attack, simple in-
tegrity attack and stealthy integrity attack, has been also presented. Methods proposed for
improving the security of SCADA systems could be broadly classified into three classes: in-
formation security approach, secure control theory approach and fault detection and isolation
(FDI) approach. The information security approach is concerned with protection methods such
as authentication, access control or data integrity. The secure control approach, on the other
hand, focuses mainly on investigating the vulnerabilities of networked control systems, design-
ing different stealthy/deception attack strategies and proposing countermeasures against these
malicious attacks. In contrast, the FDI approach deals with the detection and isolation of ab-
normal behaviors in stochastic-dynamical systems, thus being suitable to the on-line monitoring
of large-scale industrial control systems against cyber-physical attacks. Generally, the statisti-
cal FDI problem has been solved by the classical two-step approach: residual generation and
residual evaluation. The fault diagnosis community has concentrated mainly on the generation
of robust residuals regardless of unknown disturbances and modeling errors. However, process
noises and sensor noises are inevitable in almost all technological processes and measurement
systems. Hence, the decision-making must take into consideration the negative impact of such
random noises. Fortunately, the statistical decision theory, which has been summarized in chap-
ter 2, is equipped with methodologies for dealing with random noises in stochastic systems.
The statistical decision theory can be broadly classified into four categories: the non-sequential
hypothesis testing, sequential hypothesis testing, sequential detection and isolation of abrupt
changes and sequential detection and isolation of transient changes. The sequential detection
and isolation of transient changes has been shown to be the most suitable approach to the on-line
monitoring of SCADA systems against cyber-physical attacks.

The attack detection and isolation problem has been formulated as the sequential detection
and isolation of transient signals on stochastic-dynamical systems. The SCADA systems are
described as the discrete-time state space model driven by random noises with unknown system
states. The cyber-physical attacks are modeled as additive signals of short duration on both state
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evolution and sensor measurement equations. The criteria of optimality for the classical quickest
change detection-isolation problem appear inadequate for the security of SCADA systems against
cyber-physical attacks. For the transient change detection-isolation problem, the optimality
criterion should be in favor of minimizing the worst-case probability of missed detection subject
to acceptable levels on the rates of false alarm and false isolation. Sub-optimal detection and
isolation algorithms with respect to the transient change detection and isolation criteria have
been designed in chapter 3 and chapter 4, respectively. The main contributions of the thesis are
as follows:

e For the detection problem. Firstly, the detection of cyber-physical attacks has been for-
mulated as the sequential detection of transient signals in stochastic-dynamical systems.
The transient change detection criterion, minimizing the worst-case probability of missed
detection subject to an acceptable level on the worst-case probability of false alarm within
any time window of predefined length, has been utilized throughout this thesis. Secondly,
the unified statistical model of the residuals generated from both steady-state Kalman
filter and the fixed-size parity space has been developed. This unified statistical model
has been utilized for designing the Variable Threshold Window Limited (VITWL) CUSUM
algorithm. Thirdly, the optimal choice of thresholds of the VIWL CUSUM algorithm
with respect to (w.r.t.) the transient change detection criterion has been solved and it
has been shown that the optimized VITWL CUSUM algorithm is equivalent to the sim-
ple Finite Moving Average (FMA) detection rule. Fourthly, a numerical method, which
is much more efficient than the classical Monte Carlo simulation, has been proposed for
estimating the probability of false alarm and the probability of missed detection. Fifthly,
the proposed numerical method has been exploited for investigating the robustness of the
FMA test w.r.t. several operational parameters, including the attack duration, the attack
profiles, the covariance matrices of process noises and sensor noises. Finally, we have con-
sidered also a more practical scenario where the attack profiles are partially known, i.e.,
the “shape” of change is known but the “magnitude” of the change is unknown. Both
the generalized likelihood ratio (GLR) approach and the weighted likelihood ratio (WLR)
approach have been considered. It has been shown that the optimal choice of thresholds
in such cases turned out to be also the FMA version.

e For the isolation problem. The isolation problem is much more difficult than the detection
counterpart. Few theoretical results have been obtained. Firstly, the unified statisti-
cal model of residuals generated by both aforementioned residual-generation methods has
been adapted to the detection and isolation of transient changes in discrete-time state
space model. There have been multiple change types (i.e., multiple transient change hy-
potheses). Secondly, a novel criterion of optimality for the transient change detection and
isolation has been introduced. The criterion involves the minimization of the worst-case
probability of missed detection subject to acceptable levels on the worst-case probability
of false alarm within any time window of given length and on the worst-case probability of
false isolation during the transient change window regardless of the change-point. Finally,
several quickest change detection-isolation algorithms have been considered for detecting
the transient changes, including the generalized WL CUSUM test, the matrix WL CUSUM
test and the vector CUSUM test. The FMA version for the detection-isolation problem
has been proposed. The upper bounds on the error probabilities of the FMA test have
been also obtained.

In order to demonstrate the statistical performance of the proposed algorithms, we have de-
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veloped in chapter 5 two simulation models, i.e., a simple SCADA gas pipeline and a simple
SCADA water distribution network. The physical layer of almost SCADA systems, including
the gas pipeline and the water network considered in this manuscript, can be described in the
discrete-time state space model by linearizing the partial differential equations around the oper-
ating point. The cyber-physical attacks on boh physical layer (i.e., attacks on physical processes
directly) and cyber layer (i.e., attacks on command signals, control signals, sensor measure-
ments) have been modeled as additive signals of short duration on both state evolution and
sensor measurement equations.

The theoretical results obtained in chapter 3 and chapter 4 have been applied to the detection
and isolation of cyber-physical attacks on the SCADA gas pipeline and the SCADA water in
chapter 5. The numerical examples have been shown in chapter 6. The following conclusions
can be drawn from the simulation results.

o Firstly, the negative impact of cyber-physical attacks has been investigated by performing
several scenarios on the SCADA gas pipeline. Simple attack strategies such as DoS attacks
and simple integrity attacks (min attack, max attack, scaling attack or additive attack) can
be detected easily by classical anomaly detectors. On the other hand, stealthy integrity
attacks such as replay attack or covert attack are much more difficult to detect. For this
reason, it is required to implement some a priori countermeasures for rendering these
deception attacks detectable before applying any detection schemes. Particular methods
for revealing several types of undetectable attacks have been considered in literature. This
manuscript have not focused on revealing stealthy attacks but on proposing algorithms for
detecting and isolating any detectable and identifiable attacks. For this reason, we have
proposed a simple sensor protection scheme based on hardware redundancy for rendering
stealthy attacks detectable and identifiable.

e Secondly, the statistical performance of the several detection algorithms has been investi-
gated and compared by performing the covert attack on the simple SCADA water network.
It has been noticed that the proposed FMA detection rule performs much better than clas-
sical algorithms, including the non-parametric x? detector, CUSUM detector, WL CUSUM
detector, for both residual-generation methods. The simulation results based on both nu-
merical method and Monte Carlo method have shown that the steady-state Kalman filter
approach offers better statistical performance than the fixed-size parity space approach
when system parameters are completely known. However, the sensitivity analysis of the
FMA test has also proved that the former is much more sensitive than the process noises
than the latter. In such scenarios that the true value of process noise covariance is larger
than its putative value, the Kalman filter-based FMA test may perform worse than the
parity space-based FMA test. Finally, the simulation results about the partially known
transient parameters have indicated that the FMA version of both GLR and WLR ap-
proaches offers better statistical performance than the window limited counterpart.

e Thirdly, preliminary results on the isolation problem have been demonstrated by perform-
ing different attack scenarios on a more complex water network. Simulation results have
shown that the proposed FMA test, in general, performs better than classical detection-
isolation algorithm, including the generalized WL CUSUM test, the matrix WL CUSUM
test and the vector WL CUSUM test w.r.t. the transient change detection-isolation crite-
rion. The proposed upper bounds for the error probabilities of the FMA detection-isolation
rule have been also compared with the true error probabilities by Monte Carlo simulation.
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It has been shown that the upper bound for the worst-case probability of false alarm is
extremely tight, the upper bound for the worst-case probability of missed detection is ac-
ceptable but the upper bound for the worst-case probability of false isolation is not really
sharp.

Perspectives

Before finishing this manuscript, we would like to suggest several points for future research.

For the sequential detection of transient signals

The following points should be taken into consideration for sequential detection of transient
signals in stochastic systems in general and in stochastic-dynamical systems in particular:

e Design of optimal or asymptotically optimal detection rules. Only sub-optimal algorithms
have been designed in this manuscript. It is proposed to minimize the upper bound
on the worst-case probability of missed detection in the class of all repeated one-sided
truncated sequential tests (i.e., the class of VIWL CUSUM tests) satisfying an acceptable
level on the worst-case probability of false alarm within any time window of predefined
length. Future work should concentrate on the design of asymptotically optimal (i.e., when
the probability of false alarm tends to zero) or exactly optimal tests w.r.t. the transient
change detection criterion (3.6)—(3.7). As has been suggested in [67], the preliminary
task should focus on calculating the lower bound for the worst-case probability of missed
detection in the class C, defined in (3.7). This lower bound is then compared to the
probability of missed detection of the FMA test in order to verify whether the FMA test
is (asymptotically) optimal or not. This comparison may suggest some ideas about how
to design the (asymptotically) optimal test.

e Detection of transient signals with variable profiles. In this manuscript, we consider only
the case of fixed transient change profiles 01,05, -+ 0, i.e., they are independent from
the change-point ky. For some applications, however, the transient change profiles may be
varying according to the change-point kg. The future work should also consider this aspect.
In our opinion, the detection of variable transient change profiles can be generalized on
the basis of this work without much difficulty.

e Detection of transient signals with completely unknown parameters. In this manuscript,
we consider only two scenarios where the transient profiles are exactly known and the
transient profiles are partially known (i.e., the shape of the changes is known but the mag-
nitude of the changes is unknown). The completely unknown transient change parameters,
including the change-point, the transient length and the transient change profiles, should
be considered in the future.

For the sequential isolation of transient signals

The following problems remain unsolved when dealing with the joint detection-isolation of tran-
sient changes:
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o Calculation of upper bounds for the error probabilities. In this manuscript, we have tried to
propose the upper bounds for the error probabilities. The upper bound for the worst-case
probability of missed detection is given in an analytical formula. On the other hands, the
upper bounds for the worst-case probability of false alarm and false isolation have been
calculated by the numerical method. In addition, the upper bound for the worst-case
probability of false isolation is not quite sharp. For these reasons, it is suggested to find
“better” and “analytical” bounds for the error probabilities.

o Distinguish between the false alarm and false isolation rates. For some situations, it is
interesting to differentiate between the false alarm rate and false isolation rate by utilizing
different thresholds. This problem has been considered in [129,132,175] for the sequential
quickest change detection-isolation problem. In the literature, the complete decoupling
between the false alarm rate and false isolation rate has not been achieved. Some ideas
have been suggested in [175] where the authors proposed to utilize the two step approach:
(1) detection and (2) isolation.

e Design of sub-optimal or asymptotically optimal tests. Asymptotically optimal detection-
isolation rules have been proposed in the quickest change detection-isolation framework.
Up to our best knowledge, the problem of jointly detecting and isolating transient sig-
nals has not been considered. This problem would be an interesting direction for future
research.

For the security of SCADA systems against cyber-physical attacks

The security of SCADA systems against cyber-physical attacks can be improved by investigating
the following points:

o Surveillance of SCADA systems. This manuscript has focused mainly on the detection
and isolation of cyber-physical attacks on physical processes, control signals and sensor
measurements. Future work should focus on cyber attacks on the supervisory control
layer, on the command signals or even on the control algorithms. For example, the on-line
monitoring of network traffic [182] may be useful in detecting DoS attacks on computer
networks.

e Rewvelation of stealthy attacks. This manuscript has suggested a simple method for revealing
several types of stealthy attacks, including the replay attack, the zero-dynamics attack or
the covert attack. The proposed method is based on hardware redundancy approach,
consisting in protecting some “important” sensors or equipping more secure sensors in
such a way that essential information about the attacks is transmitted into monitoring
schemes. It is interesting to consider, in the near future, the problem of how many and
which sensors should protected and/or equipped. The trade-off between the performance
of the algorithms and the equipment costs should be also treated. Moreover, other methods
for revealing particular types of stealthy attacks are also welcome.

For the modeling problem

In this manuscript, we have modeled SCADA systems as the discrete-time state space model
driven by Gaussian noises by linearizing the partial differential equations around the operating
points. For practical purpose, following points should be considered:
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General Conclusion

e Discrete-time time-variant state space model. The discrete-time time-variant state space

model should be considered in place of the time-invariant counterpart treated in this
thesis. The discrete-time Kalman filter approach may be used for generating the sequence
of residuals. In contrast, it is questionable whether the parity space approach is applicable
or not.

Modeling errors. 1t is of practical interest to take into consideration the modeling errors
in diagnosis schemes. Various techniques for eliminating the modeling errors have been
proposed in the fault diagnosis community. For this reason, the integration of advanced
residual generation techniques in the FDI community into the statistical framework should
be a good research direction.

Non-linear systems. The FDI techniques for non-linear systems should be also considered
in future for the detection and isolation of cyber-physical attacks on SCADA systems.

For long-term perspectives

In the far future, the following approaches may be useful:

e On-line monitoring of compler systems. Generally, practical SCADA systems contain
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up to thousands or even millions of state variables. The surveillance of such large-scale
industrial control systems encounters many problems, especially for the centralized data
processing algorithms. Therefore, the decentralized or distributed mechanisms should be
considered in future work, see for example in [141,178,179].

Non-parametric approach. The parametric model of SCADA systems may be difficult
to achieve in many practical situations. The imprecision of system models may lead to
an extreme degradation of the statistical performance of detection-isolation schemes. The
non-parametric approach, on the other hand, does not require the system and attack mod-
els. The machine learning and kernel methods are some examples of the non-parametric
approach. These techniques are based on the analysis of the relationship of observed data
under the normal operation of the systems. The detection problem can be solved by ap-
plying mono-class classification techniques while multi-class classification methods can be
employed for the isolation problem.

Semi-parametric approach. The parametric approach utilized in this manuscript depends
heavily on the model of SCADA systems and cyber-physical attacks. Sometimes, these
models are difficult to obtain. In addition, mathematical models can not describe all real-
world phenomena. The non-parametric approach, on the other hand, does not understand
the operation of SCADA systems, i.e., the interaction between the physical processes and
the cyber layer. The semi-parametric approach is, therefore, the natural integration of the
parametric approach and non-parametric approach. Generally, the semi-parametric model
consists of two parts: parametric one and non-parametric one. The parametric statistic
contains such phenomena that can be described mathematically while the non-parametric
statistic consists of the information about non-modeled phenomena.
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Appendixz A. Proofs of Lemmas, Theorems and Propositions

A.1 Discrete-time Kalman filter

In this section, we introduce some precious properties of the discrete-time Kalman filter. Two
essential results include the calculation of innovation signatures and the computation of the
covariance matrix between two innovations when noise covariances are not exactly known.

A.1.1 System model and assumptions

Suppose that the system operates from time instant k& > 1 with initial state 21 ~ N (Tl, P1|0),
where the mean value 71 and the covariance matrix Py are assumed to be known. The discrete-
time state space model (3.4) can be rewritten as follows:

=A B F B
{:I:k+1 Ty + Buy, + Fdy, + aak“"wk’ 1 NN(fl,Puo), (A.l)

Yk = Czp + Duy + Gdi, + Dyay, + v

where x € R™ is the vector of system states, ux € R™ is the vector of control signals, d, € RY
is the vector of disturbances, y; € RP is the vector of sensor measurements, ap € R? is the
vector of attack signals, wg € R"™ is the vector of process noises and v, € RP is the vector of
sensor noises; the matrices A € R™*" B € R"*™ F € R"*? C € RP*" D € RP*™ G € RP*4,
B, € R"% and D, € RP*¢ are assumed to be exactly known. The control signals u, and the
disturbances dj are also assumed to be known. The process noises wy and sensor noises vy are
assumed to be independent identically distributed (i.i.d.) zero-mean Gaussian random vectors,
ie., wy ~ N (0,Q) and vy ~ N (0, R). It is well known that under aforementioned conditions,
the Kalman filter is an optimal estimator in the sense that it minimizes the mean-square of the
a postertor: state estimation error.

A.1.2 Discrete-time Kalman filter implementation

Let Eq [(-)] denote the expectation of a random vector (-) under normal operation (i.e., the attack
vector ay, = 0). The discrete-time Kalman filter designed for the discrete-time state space model
(A.1) under normal operation is implemented by following steps:

1. Initialization step:
Z1)0 = Eo [z1] = 71, (A.2)

Py = cov (961 - 9AC1|0) =Eo [(901 - 9AC1|0> (1‘1 - fl\o)T ; (A.3)

where |q is the initial state estimate and P|q is the initial covariance of state estimation
error Ty — &g

2. Measurement update step:

Tpp = Tppo1 + K (yk: — CZppp—1 — Dug — Gdk») , (A.4)
Por = Prp—1 — KrCPyp_1, (A.5)

where the optimal Kalman gain K}, is calculated by
-1
Ky = Pop—aC7 (CPypaCT + R) (A.6)
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A.1. Discrete-time Kalman filter

3. Time update step:

f:kJrl‘k = Aﬁk‘k + Buy + Fd,
Piy1i = APy AT + Q.

The discrete-time Kalman filter can be also described shortly as follows:

:f,‘kJrl‘k = Ai‘k‘k,1 + Bug + Fdi + AK}, (yk _gk|k71) . | _—
~ ~ ) 10 — )
Urk—1 = Clgjp—1 + Dug + Gdy,

where the optimal Kalman gain is calculated as
T T -1
Ky = Py C (Cpk\ch + R) ;
-1
Ppy1jk = APy AT — APy, C" (Cpk\k—lcT + R) CPy1 AT +Q,

with the initial covariance matrix Pyq.

A.1.3 Calculation of innovation signatures

(A.9)

(A.10)

(A.11)

Let ey = xp — Tgp—1 be the state estimation error and ry = yr — Jgx—1 be the measurement
estimation error (i.e., the residuals or the innovations). The measurement estimation error is

calculated as

Tk = Yk — Jrjk—1
= (Cxy + Duy + Gdyy + Doay + vi) — (ng«km,l + Duy, + Gdk)

Yk

k|k—1
=C (mk — :i‘k‘k_1> +Dgar + vi

—_——
€k

= Cep + Dyay + vg.

Similarly, the state estimation error is described as

€k+1 = Th+1 — f%k+1|k

= (Al'k + Buy + Fdp + Byayg + wk) — (A:%k\k—l + Buyp + Fdg + AKk’I"k)

Th+1 A
LTht1|k

=A ((Ek — £k|k71> +Bgay + wy, — AKry,

|
€k

= Aey, — AKy, (Cey + Dgay, + vg) + Baag + wy,
= (A - AKkC) er + (Ba — AKkDa) ar + wg — AKpvp.

Finally, the innovation model is described as

€k+1 :(A—AKkC)ek-i-(Ba—AKkDa)ak—ka—AKkvk_ o =0
Tk =Cep + Dyay, + vg ’ ! .

(A.12)
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In the following, we calculate the innovation signatures (i.e., the profiles of the innovations). The
innovation signatures 1,2, - - -, of the transient changes are defined as the expectation of
the innovation vectors during the change period 7, = [ko, ko + L — 1]. Without loss of generality,
let us suppose that the change-point kg = 1 since the innovation signatures are independent from
position of the attack duration. It follows from (3.5) that the attack profiles {0}, are equal
to the attack vectors {ay}; <<y . The innovation signatures 11,9, - - - 91, can be calculated from
the attack profiles 01,65, -- , 0, as follows:

Y = Cex, + Dab, (A.13)
where the dynamic profiles ¢, are computed by

€pt+1 = (A — AKkC) €L + (Ba — AKkDa) 9k; €1 = 0. (A.14)

A.1.4 Calculation of innovation covariance matrices

It has been shown in literature [10,103,107,116] that under perfect conditions (i.e., the sys-
tem model perfectly matches the real system, the process noises and sensor noises are white,
the noise covariances are exactly known, and the initial conditions are Gaussian), the innova-
tions generated by the Kalman filter are independent random vectors with covariance matrix

CPhy +—1CT+R. Especially, the innovations r, ~ A (O, CPy e 1CT + R) under normal operation
and g ~ N <¢k—k0+17 CPMk,lC'T + R) under the abnormal behavior.

In practical situations, however, the noise covariance matrices are generally unknown. Though
there are several methods for estimating noise covariances, they are often associated with some
levels of deterministic or stochastic uncertainty. For this reason, it is necessary to investigate the
property of innovations generated from the discrete-time Kalman filter when noise covariances
are not exactly known.

In this subsection, we calculate the covariance between two innovations cov (rgi;,7%) =
Eg [rkﬂrﬂ, for any [ > 0, when the true values of process and sensor noise covariances (i.e., Q

and R) are different from their putative values (i.e., Q and R), respectively. In this case, the
value Pyp_1 given in (A.11) no longer reflects the true covariance of state estimation error (i.e.,

Py # cov (xk — £k|k—1>)' Let Pk‘k,l be the true covariance of state estimate error, then it
can be calculated recursively as

?k+1|k = COV (xk_,_l — £k+1|k) = COoV (ek_,_l) = E() [6k+16£+1} s (A15)

where the state estimation error evolves by the first equation in (A.12) with a; = 0. Then, we

192



A.1. Discrete-time Kalman filter

have

— T
Ppyie = Bo | {(A = AKLC) e +wy — ARy} { (A = AKC) e + wy — Ay |

e 1 T
ket €ht1

= (A — AKkC) Eg [ekeﬂ (A — AKkC>T + (A - AKkO) Eg [ek (wk — AKk’Uk)T} +
—
Prr-1

Eo [(wg — AKyop) ef | (A = AKLC)" +Eo [(wy — AKjoy) (wr — ARy |

0

0
= (A~ AK,O) Py (A — AKC)" +Q + (AKy) R (AKy)" .

We calculate in the following the covariance cov (147, 7x) = Eo [ﬁﬁﬂ”ﬂ between two innovation
vectors 1,1 and 7, for any k > 1 and [ > 0. For [ = 0, it is clear that

Eo [Tk?ﬂ =Eo [(Cek +vg) (Cey, + Uk)T}

= CEO [ekeﬂ CT + CE() [ekv,ﬂ +E0 [Ukeﬂ CT + Eo [Uk’l)]z;}
N——— \1_/
R

Phjk—1 0 0

= Cﬁk‘k_lcT + R,

where ?k‘k,l is the covariance matrix of the state estimation error which can be calculated
recursively by (A.16) with the initial value Fl\o = Py

For [ > 0, we have

Eg [mHTﬂ =Ko [(06k+z + vg41) (Ceg + Uk)T]

= CEg :ek_Heﬂ ct + CEy [ek_i_ﬂ);z} + Eg [Uk-&—le%} ct + Eg [Uk_i_lvg}

— —
0 0

= CEO :ek_H (C@k + Uk)T}

[ T
= CEy ek—l—lrk} ;

where the covariance matrix Eg |:€k+l7"£:| is calculated as follows:
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e Forl =1, we have

Eg [ek_,_lrﬂ =Ey {(A — AKkC) € + Wi — AKkvk} Tg

€41
= (A— AK,C)Eq [ekrﬂ + Eg [wkrﬂ —AKL Eo {vkrﬂ
0 R

= (A= AKxC) By [ege] | CT — AKR
%’_/
Prlr—1

= APy;_1CT — AK,CPyy_1CT — AKR
= AFHk_lCT — AK}, (Cﬁkw_lCT —|—§)

— -1, _ —
= APk|k_ICT - APk‘k_lCT (CPk‘k_lCT + R) (CP]CUC_ICT + R) R
since the optimal Kalman gain is calculated by (A.10).

e Forl > 1, we have

Eg [6k+z7‘ﬂ =g {(A — AKp11C) epyi—1 + Wigi—1 — AKk+l—1Uk+l—1} ry

€k+1—1
=(A-AKp1C)Ey {€k+z—1rﬂ +Eq [W«A-ﬂ“ﬂ —AKp -1 Eo {Uk+l—17“ﬂ
—_———— —_—— —
0 0
= (A — AKkJrl,lC) EO {6k+l,17’;€} . (A16)

It follows from above analysis that the covariance matrix cov (rg4;,7%) = Eo [rkﬂrﬂ between
two innovations ri4; and rg, for K > 1 and [ > 0, when the true noise covariance matrices are
different from their putative values can be synthesized into the following algorithm.

A.2 Proof of Theorem 3.1

The proof of Theorem 3.1 is inspired by [69] and [67, pages 51-54] for the independent Gaussian
random observations. In this proof, we generalize the results in [67,69] to the unified statistical
model (3.25). The proof is divided into two parts. In the first part, we investigate the worst-case
probability of false alarm Py, given in (3.35). In the second part, we introduce the upper bound
P,.q for the worst-case probability of missed detection Ppq given in (3.36).

A.2.1 Proof of part 1

For the probability of false alarm, let us assume the pre-change mode (i.e., kg — 00). Under
the pre-change probability measure Py, it follows from the unified statistical model (3.25) that
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Algorithm 1 Recursive calculation of covariance matrix cov (x4, %) when true noise covari-
ances (i.e., @ and R) are different from putative noise covariances (i.e., @ and R).

1. Initialization of the covariance matrix of state estimation error Py = cov (331 — jllo) and
Pyjg = Pyjo.

2. Calculation of the putative values of the optimal Kalman gain Kj and the covariance
matrix of state estimation error Pp;_1:

-1
K, = Pyj_sCT (opk|k_10T n R) : (A.17)

1
Pyyjk = APy AT — APy, CT (C’PmkqCT + R) CPy1 AT +Q, (A.18)

3. Calculation of the covariance matrix of true state estimation error Py, 1K

Priapg = (A — AKC) Pr1 (A — AKC)" + Q + (AKy) R (AKy)" . (A.19)

. . . _ T .
4. Calculation of the covariance matrix cov (rg4+i,7%) = Eo [rkﬂrk }

e If [ =0, then
Eg [T‘]J‘E} = Cﬁkw_lCT +R. (A.QO)

e Else if [ > 0, then
Eo [Tk_Hrﬂ = CEy {€k+lrﬂ , (A.21)

where the matrix Eg [ekHrﬂ is computed recursively as

— If I =1, then
Eo [ex1rf | = APyy_sCT — AK) (CPyppiCT + R). (A.22)
— Else if [ > 1, then

Eq [ek_HTH = (A - AKC)Ey [ek_H_ﬂ‘ﬂ . (A.23)

7’,’27 L+l = §’,§7 41, for both the steady-state Kalman filter approach and the fixed-size parity

space approach, since the vector of transient signals qﬁ’g_ +1 (ko) is null. Moreover, it has been

discussed in subsection 3.3.4 that the random noises {ﬁlljf I “}k>L follow the same distribution

(i.e., ﬁllg_LH ~ N (0,X)) and that the vector of transient proﬁlesigbllz_L_s_1 (1) depends only on the
relative position of index i within the window [k — L 4 1, k]. Putting together with (3.34), we

obtain that the random variables (S]kt L1 " S,’j) follow the same distribution as the random
variables (S,ljfiﬂﬂ, ‘e ,Slgij:), for all j > 1.

Let u; = Py (Tyrwr = 1), we show in the following that u;11 < u; for all { > L. For | = L, we
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have
ur+1 =Po (Tyrwr = L + 1)
=Py ({1I£1{a<XL (SZL - hL—i—i—l) < O} ﬂ {2<Illl<a£(+1 (SiLH _ hL_Z'+2> > O})
<P <2<I?<a£‘+1 (SZ-LH _ hL_Z-+z) > 0)
<P, (giag (SZ-L _ hL_iH) > 0) =y, (A.24)
where the last inequality comes from the above analysis that (SlL, e ,Sf) and
SQLH7 e ,Sfill) follow the same distribution, leading to ur+1 < uy. By the same argument,

we obtain for the case | > L that

w1 = Po (Tyrwr =1+1)

I
_ k 1 '
- ( i {k—LI&&lDS(iSk (Si a hk_iH) = 0} N {l—L—&I-IQIESL?Sl—&-l (Si+1 a hl_l+2) = 0}>

k=L
I
<Fo (ﬂ s (5 =) <Op OV e (867 i) 2 0}>
-1
<P ( N {kﬁ?}éigk (Szk - hk—i—H) < 0} N {lﬂ?}g(igl (Sf - hl—i—H) > 0})
<Py (Tyrwr =1) = w, (A.25)

leading to w;41 < wy. Let Uy =Py (I < Tyrwr <1+ mq — 1), then
I+ma—1 I+ma
U —-Uq = Z ug | — Z U | = U — Wm, = 0. (A.26)
k=l k=Il+1

Hence, {U;},> is a non-increasing sequence, leading to

Pt (Tvrwr; ma; b, b, -+ hp) = U =Po (L < Typwr, < L+ mq —1). (A.27)

The proof of part 1 is completed. 1.

A.2.2 Proof of part 2

The worst-case probability of missed detection of the VIWL CUSUM test (3.33)-(3.34) is
described as

Prma (Tvrwi; Ly ki, ho, - -+ hy) = ksupL Pr, (Tvrwr > ko + L|Tvrwr, > ko)
0>

Pr, (Tvrwr, > ko + L)
ko>L Pro (Tvrwr > ko)

(A.28)
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where it is assumed that Py, (Tyrwr, > L) =1 (i.e., corresponding to the change-point kg = L).
The worst-case probability of missed detection is expressed by

ko+L—1
o ( n {kLrRElDS{iSk (Slk - hk—z‘+1> < 0})

k=L

Prda (Tvrwr; Ly b, ha, -+ hr) = sup , (A.29)
ko>L ko—1 3
Pro O {kLIE?}gcigk <Si N hk_i“) < O}
where the LLR Sf, for k— L+ 1 <1 <k, is rewritten as
. T —
Sy = {¢£—L+1 (l)} {E 1} [i’i_m] + Eg, [Sﬂ ; (A.30)

where Ej, [Sﬂ is the mathematical expectation of the LLR Sf under the probability measure

Pk,, which is calculated as

iy [88] = [0k 11 @) [27] ¢ 01 (ko) = ok 0] (A.31)

Let us define three events Ay, Ao and Ag as follows:

ko—1
— . |
A= kDL {k—[gli-éll}él<k (Sz - hk—z_H) < O} ,

ko+L—2
Ay = max (Sk—h; )<0
= {, max_, (SF=hiin) <0},
=K0

Ag = max (S?“°+L—1—h _-)<o .
# 7 \koicho L1\ ko+L—i

It follows from (A.30) that the event A; depends on the random vectors &F,--- | ]]jg:i, the
event Ay depends on the random vectors 52”87 Ll ’,zgf{“_z and the event A3 depends on
only the random vector ﬁlgngL*l. Moreover, there is no common element between &F, - - - ,EZS:}J
and §,’§§+L ~1. Hence, the events A; and As are independent, leading to
— P, (A1 N AN As P, (A1 N Az
Pma (Tvrwy; L b, ha,y - -+ hy) = sup o ) < sup Pio (A1 1 As) < sup Py, (43).
ko>L P, (A1) ko>L  Pro (A1) ko>L
(A.32)
By replacing the event A3 with its definition, we obtain that
o ko+L—1
Pmd (Tvrwr; Ls by ho, -+ hr) < sup Py, [ () {Sf(’”*1 < hk0+L—z‘}
koL i=ko
ko+L—1 _ L
< sup Py, (0 <hy) =Py (St <hp). (A.33)
ko>L

Let Pog (Tytwr; hy) 2 Py (SlL < hL) be the upper bound for the worst-case probability of

missed detection P,,q, then

_ . s o (DL~ Kt
Prma (TvTwi; Ly ki, ho, - -+ s hr) < Pog (Tyvtwr hr) = @ e (A.34)
Sl
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where the parameters p SL and OgL are calculated as

usp = 3 [ob ] [=7] s )], (A.35)

T
ot = ot ] [27] [ef ()] (A.36)
The proof of Theorem 3.1 is completed. [.

A.3 Proof of Lemma 3.2

Let us suppose that Assumption 3.2 is satisfied. We prove in this section that the covariance

T
matrix s of the Gaussian random vector § = {SlL g ,S#j;ma_l} € R™« is positive-definite.
It follows from (3.34) that the LLR S¥, for k — L +1 < < k, is rewritten as
. T —_
SF= [0k O] [57 [ghrs] + o [SF], (A.37)

where [Eg [Sﬂ is the mathematical expectation of the LLR Sf under the pre-change probability
measure Py and it is calculated as

B [88] = 5 [#horea )] [57] [6hssa ) (A.38)

A.3.1 Steady-state Kalman filter approach

For the steady-state Kalman filter approach, the transient profiles ¢ (1) = ¥ (1) and the
random noises {,’jf L1 = Qii L4l with the covariance matrix ¥ = X, is symmetric and positive-
definite. The LLR Sf can be rewritten for the steady-state Kalman filter approach as

SF = [w;’i_L+1 (i)r [Eﬂ {QQ—LH} + Eo [Sﬂ ; (A.39)

where the vector of transient profiles ¢f_; ., (i) is given by (3.13) and the vector of random

T
noises Q’,;LH = QZ;LH, e ,Qﬂ , where gp_r11, -+ ,0r € RP are i.i.d. zero-mean Gaussian
random vectors. Let the coefficient vector A} € RIP be defined as
T J—
where the elements A1, --- , A € RP are known. The LLR S,’j_ 141 is then described as
T Ok—L+1
k k . k
Skt = [)\ﬂ {Qk—L—f—l] + Eo [Sk—L—i-l} = [/\Tf,“' 7)\%} : + Eo {Sk—L—i—l} - (A1)
Ok

Then, the LLRs SF, SZ+, ... , SEtme=1 can be rewritten as

St = Mo+ o+ +2 o +Eo [55}7

St = Moy + Moz +-+ 2 or1 +Eo |:‘512L+1} ,

Srlﬁimafl — )\?Qma + )\ngQ-H + -+ )\%QL—i-ma—l + ]EO |:ST[T/L:§ma71:| .
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By rewriting the above equations in matrix form, we obtain

o1
02 L
St PYARD VAN )\TL" 0O --- 0 _ EO[Sl}
I+1 ; L+1
SL+ 0 A o AT AT .o Eo [S5+!]
: =1 . . . . . oL +
: : : . : : - 0541 :
Lt+ma—1 R Y
SL+m 0 0 AL : o {Sﬁzmafl]
SeR™« ToERMa X (L+ma—1)p | 0Ltma—1 R
—_————
Qf+ma—1€R(L+mQ71)p
(A.42)
It is worth noting that glLerO‘*l ~N (0, SQ>, where flg e RUEAMa—Dpx(Ltma—1)p i 5 positive-
definite matrix since 91,092, , 0L+m,—1 are i.i.d. zero-mean Gaussian random vectors (see
subsection 3.3.1). The covariance matrix Xs is then calculated as
Ss = To2,T, - (A.43)
T
Let the coefficient vector A; € RP be described as \; = [A},A?, e ,)\? , where the element

)\é eR, forl1 <i<pand1l < j < L. If Assumption 3.1 is satisfied, the transient profiles
Y¥ (1) is non-null. Tt follows from (A.40) that the coefficient vector A\¥ # 0. For this reason,
there exists at least one element )\;- # 0. Let T € R™MaXMa he a square matrix formulated by
Mg columns containing the non-zero element A’ # 0 extracted from the matrix 7,. Then, the
matrix T is described as

X - -
0 A -r =
T=\| . 7 o (A.44)
0 0 - A
where the notation “—” stands for any real numbers. The matrix T is an upper triangular one

with non-zero elements in the diagonal (i.e., )\;» # 0), then rank (T') = m,. Since the columns
of T are contained in matrix 7, and matrix 7, has m, rows, we have rank (7,) = mq. In other
words, the matrix 7, is full row rank if Assumption 3.1 is satisfied. As it follows from [91, page
47] that, if matrix 7, is full row rank and matrix ig is non-singular, then the covariance matrix
Ys = TQEJQT;T is positive-definite. .

A.3.2 Fixed-size parity space approach

For the fixed-size parity space approach, the transient profiles ¢f (1) = ¥ (1) and the random
noises 55sz+1 = g,’jfLH (see subsection 3.3.2). The LLR Sf is described as

St = [ehorn O] [0 [shopen] +Bo [S1], (A.45)

where of_; 1 (i) = WMOF_, ., (i) and cf_; =W (lelszH + U],jfLH). Hence, the LLR S¥
can be rewritten as

St = [ehorn ] [57] VHw_pr + Wok_p] +Bo [SE]. (A.46)
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Let us define coefficient vectors Bf € RL™ and 4 € R be defined as follows:

ot = [0 o) = (e ) o] =TTk, (aan

(eF )" zslwr = WIE et (1), (A.48)

’71L = [7?7"' >’7$}T:

where 81,---,0r € R™ and v1, -+ ,7r € RP are known. The LLR Sl]:—L+1 can be described in
terms of w,’j_LH and v,’j_LH as follows:

T T
k L k L k k
Sk-L+1 = [51} Wg_p41 T {71} Vg—r+1 + Eo [Sk—LH] : (A.49)
Similar to the Kalman filter approach, the Gaussian random vector & € R™ formed by the
LLRs SF, S5, -+, Sktma=1 can be described as
S = Topwitme ™t 4 Toftme=t o (A.50)
where pus € R™e is non-random mean vector, the random vectors wft™el =
T T
wl, .- ’w€+ma—1 and U1L+ma_1 = [Uif, e vvarm(rl , the matrices T, € RMa*(L+ma—1n

and T, € RMex(Ltma—1p are described, respectively, as

[ BT 521 5Tg OT e 0

T I e T (A5)
0 0 : B{
[ AT 72; ,jyg OT 0

e (4.52)
000 e e e T

If Assumption 3.1 is satisfied, i.e., ¢f (1) # 0, then vf = WIS 1t (1) # 0 since matrix
is non-singular and matrix W7 is full column rank. The coefficient vector BlL may be null or
non-null. Similar to the steady-state Kalman filter approach, it can be shown that if 'y{: # 0, the
matrix 7, is full row rank (rank (7,) = mg). Let Q and R be the covariance matrices of random

noises wf“"“il and vf*ma*l, then Q is positive-semidefinite and R is positive-definite. Hence,
the covariance matrix
Ys= TWOT., + TRTS (A.53)
—— ——

positive-semidefinite  positive-definite

is positive-definite. The proof of Lemma 3.2 is completed. .

A.4 Proof of Theorem 3.2

The proof of Theorem 3.2 consists of two parts. The optimization problem is formulated and
solved in the first part. It is shown in the second part that the optimized VIWL CUSUM test
is equivalent to the FMA test.

200



A.4. Proof of Theorem 3.2

A.4.1 Proof of part 1

Since we wish to minimize the upper bound INP’md (Tyrwr; hr) subject to an acceptable level
€ (0,1) on the worst-case probability of false alarm Pg,, the optimization problem can be

defined as R
infh'l,h2,~~~ i ?md (Tvrwr; hr) 7 (A.54)
subject to P, (TvTwr: mas hi, - hr) < o
where the worst-case probability of false alarm is calculated from (3.35) as
Pr (TvrwL; Ma; ha, -+ he) = Po (L < Tyrwr < L+ mo — 1)
=1-Po (TytwL > L + ma)
L4+ma—1
_1_ k_ )
—ih < kOL {k—LHﬁ?)s(iSk <S’ h’HH) = 0})
L+ma—1
=1-DP ﬂ m {Szk < hk—i—i—l} . (A55)
k=L i=k—L+1
Let us define a function Fy (h, ha,- -+, hy) depending on the thresholds hy, ha,- -, hy as
L4+ma—1
FO (h17 h?a e 7 ﬂ ﬂ {Szk < hk’—i-‘rl} . (A56)
= i=k—L+1
The optimization problem (A.54) is equivalent to
infh.l,hg,--' b Pma (Tvrwrs hr) 7 (A.57)
subject to Fy (hi,ho, - ,hp) > 1—«
. hr—pgr
where the objective function Pyqg (Tyvrwr; hr) = ® I L | is monotonically non-decreasing
1
w.r.t. the threshold hr. Let us investigate now the property of the function Fy (h1,ha,- -+ ,hr).

Let {0h;}, ;< be positive real numbers, then

L+maq—1 k
Fo(hy,-+ hj+0h;, -+ hr) =P, ﬂ N {SF < huina} and {SE_j11 < by + ohs}
iy
L+ma—1 I k
=Py ( N N {SF<min}and {SE 0 <n}e U
S I Gy

i=k—L+1
itk—j+1

{ ﬁ {Szk < hk—i+1} and {hj < Sl’g_jﬂ < hj+ 5hj}

L4+ma—1 I k
> Py ( N N {Sf < hk—i—i—l} and {Sllctjﬂ < hj}
k=L i=k—L+1
Litk—j+1
L+ma—1 [k
( N {Sf<hk_i+1})éFo(hl,-n,hj,-..,hL),
i=k—L+1

(A.58)
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It follows from (A.58) that the function Fy (hy,hs, -+ ,hr) is monotonically non-decreasing
w.r.t. each threshold hy, ho,--- , hy. By utilizing this property of Fj (-), we prove in the following
that the thresholds A7, h3,--- ,h}_; — +oo and the threshold h} satisfying

L4+maq—1
Fy (400, ,400,h7) =Py ( ﬂ {S’,]j_LH < hE}) =1-«a (A.59)
k=L

are the solution to the optimization problem (A.57). The proof consists of two following steps:
o It follows from Lemma 3.2 that the covariance matrix X s of the Gaussian random variables
Sk, SQLH, e ,Sﬁ:;ma_l is positive-definite, for both steady-state Kalman filter approach

and fixed-size parity space approach. The function Fy (+00, - - , 400, h} ) is monotonically

non-decreasing w.r.t. the threshold hj}. Its co-domain is [0, 1]. Hence, the equation (A.59)
has a unique solution h} for a given value o € (0,1).

e Let us suppose that a set of thresholds hi,--- ,hr_1, hr satisfying the constraint
F() (hl,-" ,hL_l,hL) > 1—04, (AGO)

defines any alternative solution of the optimization problem (A.57). The goal is to
show that Ppng (Tyrwr; hr) > Pma (Tyvrwr; ). It follows from the monotonically non-
decreasing property of the function Fj (-) that

l—a=F (+OO, <, 100, h*L) > Fy (hl, ceeshrq, hz) . (A.Gl)
Putting together (A.60) and (A.61), we obtain that
FO (hl) o 7hL717 hL) Z FO (hla tee 7h’L*15 hz) ) (A62)

resulting in hz, > hj} since the function Fp () is monotonically non-decreasing w.r.t. each
threshold. It follows from (3.36) that the objective function hy + Puq (Tytwr;hr) =

hr—pqor
@( > le )is monotonically non-decreasing w.r.t.  the threshold hj, leading to
S
1

Pod (Tyrwr; L) > Pua (Tyrwr; h3). O.

A.4.2 Proof of part 2

The VIWL CUSUM algorithm with optimal thresholds ki, h3,--- ,h} can be described as
= ko Lt1<i<k \7° i) =
=inf{k>L:Sf > hi}, (A.63)

since the optimal thresholds hi,h3,---,h}_; — +oo. In addition, the LLR S’k“_L_H can be
re-written as

St v = [0t @) [27] rhp - 5of (] (A64)

Hence, the optimized VI'WL CUSUM algorithm is equivalent to the following simple FMA
detection rule

Trva (BL) — inf {k: >L: [¢1L MT [2—1] rf o> ﬁL} , (A.65)
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where the threshold hy = hy 4+ p SL- The upper bound for the worst-case probability of missed

detection for the FMA detection rule as a function of the threshold A is calculated as

N - iLL — 2#5L
Prnd (TFMA; hL) = Pua (T¥rwr; ML) = Prd (T\’;TWLQ hr — Mle) =0 (1 . (A.66)

The proof of Theorem 3.2 is completed. [.

A.5 Proof of Proposition 3.1

The proof of Proposition 3.1 consists of two parts. In the first part, we formulate the threshold
vector, the mean vector and the covariance matrix for calculating the worst-case probability
of false alarm Py, and the worst-case probability of missed detection P,,q for both the VITWL
CUSUM algorithm and the FMA detection rule. The detailed calculation of the elements in
vectors and matrices is given in the second part.

A.5.1 Formulas for calculating error probabilities

The formulas for the numerical calculation of the worst-case probability of false alarm and the
worst-case probability of missed detection for both VI'WL CUSUM and FMA procedures are
given in this part.

Worst-case probability of false alarm for VI'WL CUSUM algorithm

It follows from (A.55) in the proof of Theorem 3.2 that the worst-case probability of false alarm
of the VI'WL CUSUM algorithm can be rewritten as

L+ma—1 k

Pe. (Tvrwe; ma; b, ho, -+ s hp) =1 =P N N {Szk < hk7i+1} ; (A.67)
k=L i=k—L+1

Eq

where the event Eq can be re-written as follows:

{st<m} n  {Sk<m} n - n {fst<m} n

B - {52L+1 < hL} N {S§+1 < hL_l} n - N {Sﬁll < h1} N

It is worth noting that the event E; is comprised of m, rows and L columns. By organizing
the event E; in column-by-column manner, the multivariate Gaussian random variable &1 €
R™el with the mean vector ps, € R™eL and the covariance matrix ¥g, € RMal*mal and the
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corresponding threshold vector hs, € R™=! are described as follows:

_ L
St hr, Eo {Sl}
A hi Eo [S5+!]
S1 = : sohs =L ks = : )
L+mea—1 ]
S « h1 L+mq—1
L L+ma—1 EO SL+ma_1
cov (SlL, Sf) cov (ST, S2L+1 e cov (S{“, Sfi:i;‘j)
cov (SQL'H, Sf) cov (SZLH, 2L+1) e cov (SQLH, Sfinnzzill)
s, = . . . . ?
L4+maq—1 L L+ma—1 L+1 L4+ma—1 L+ma—1
| cov (SL+m.r17sl ) cov (SLeraq 9 ) T cov (SLerafl ; SL+erl>

where the elements of the threshold vector hgs,, the mean vector ys, and the covariance matrix
Ys, can be obtained by calculating the expectation Eg [Sﬂ of the LLR Sf under probability
Sf;) between two LLRs Sfll and Sf’;. This calculation

is performed in the second part of this proof. Finally, the formula for the numerical calculation
of the worst-case probability of false alarm Py, of the VIWL CUSUM algorithm is given by

measure Py and the covariance cov (Sfll,

meaL
Pg. (Tvrwi; Ma; b, ha, -+ hp) =P ( N {51 (J) <hs, (j)}) : (A.68)
j=1

Worst-case probability of false alarm for FMA detection rule

Similar to the VTWL CUSUM algorithm, the worst-case probability of false alarm of the FMA
detection rule is given by

L4+ma—1
Pra (TFMA;ma; hL) =1-Po N {S;’j_LH < hp, — Msf} : (A.69)
k=L
Es
where the event Ej is defined by m, Gaussian random variables ST, SQLH, e ,S#L‘:ma_l. Let

Sz € R™e be a multivariate Gaussian random vector with the mean vector ps, € R™* and the
covariance matrix Xg, € R™«*™a and hg, € R™* be the corresponding threshold vector. It is
worth noting that the random vector Sz defined here coincides with the random vector S defined
in Lemma 3.2. However, we prefer using the notation Sy for distinguishing from the random
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vectors 81, S3 and 84 employed in this proof. Then, we get

[ st b = p Ey 511
s SL.+1 e hr - bt | hs, — Eo {S.QLH} |
skt - B0 sgeme-]
[ cov(Sk,st) cov (SE, 5§+ o cov (SF, SEEmet)
s | G e s |
con (S5, SE) cow (SEERL ) o con (et shame)

where the elements of the threshold vector hs,, the mean vector ps, and the covariance matrix
3s, are elaborated in the second part of this proof. Finally, the worst-case probability of false
alarm Py, of the FMA test is calculated numerically as

Pra (Tenaimaihe) = (”ﬁ{&( ) < hs, (J >}) : (A.70)

7j=1

Worst-case probability of missed detection for VI'WL CUSUM algorithm

The worst-case probability of missed detection of the VI'WL CUSUM algorithm can be described

as
Pro (Tvrwr, (h1,ho, -+ ,hr) > ko + L)

Prd (Tytwi; b, ho, -+ ,hy) = sup

ko>L Py (Tvrwr (b, ho, -+ ,hr) > ko)
ko+L—1
Phq ﬂ {k X (Szk - hk7i+1) < 0}
k=L TR
" oal ho—1
0=
Pro ( N {k:—LIEElDéKk (Sf B hk*i“) < 0})
k=L SUs

(koﬁ 1 ﬂ {Sf <hki+1})

k=L i=k—L+1

_ ksoli% o . (A.71)
ﬂ ﬂ {Szk < hk7i+1}
k=L i=k—L+1
Let us define the following function Fy, (a;b;hy,ha, - ,hr) with b > a > L, for a,b € N as
follows:
b
b — kg
Fy (asbi b ha, - h) = Py, <koa{k—53?§i (8 =) < 0})
b k
=Py [ ) () {Szk < hk—i—H} ; (A.72)
k=ai=k—L+1
b3
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where the event E3, which is comprised of b — a + 1 rows and L columns, can be re-written as
follows:

Se pa<hpy N {84 po<hpay N - N {Si<h} N
B Sitive<hry N Stz <hrap N - N {Sgill < hl} N
3 = . . . . . . .

(St <} N St a<hoa} N N {SE<m}
The multivariate Gaussian random variable S3 € R®~=%+DL with the mean vector ps, €
R(®=a+DL and the covariance matrix Xg, € RO~e+DLx(0=a+1)L an( the corresponding threshold
vector hs, can be described as

Se 141 hr, Ero |Sa—r+1
Setlia hi, L
83 = . - ; th = : ; Hss = ’ X - )
: : :
- S i Ex, [Sﬂ
[ cov Sa—r+1:5a-r+1) €OV (Sq_r41s ngiw T cov Sg—L+17SI?
> cov ngi+2v Sa—L+1) €OV Sgi—i+2v ngiJrQ cov Sgi_%+2’5(l))
S3 = . . .
cov (Sll)’, Sg_LH) cov (Sg, ngiH) e cov (Sg, Sé’)
The function Fy, (a;b; h1, h,--- ,hr) can be evaluated numerically as
(b—a+1)L
Fiy (a3 b, ho, -+ hr) = P, ( N {S:0) <hs, <j>}) : (A.73)
j=1

The worst-case probability of missed detection for the VIWL CUSUM algorithm is then calcu-
lated by utilizing the function F, (-) as follows:

_ Fio (Lyko+L —1;hy,ho,--- ,hr)
]P)m T ;h7h7...’h = su 0 ) ) ) ) ) 7
d (Tvrwe; b, ho L) o B (Liko — 1 by hay -+ )

(A.74)
where Fy, (L; ko — 1;h1,ha, - ,hr) £ 1 for kg = L.

Worst-case probability of missed detection for FMA detection rule

Similar to the VITWL CUSUM algorithm, the worst-case probability of missed detection for the
FMA detection rule is derived as

ko+L—1 ~
Py ( ﬂ {S]I:—L-&-l <hp— st})

k=L

Puna (TFMA; BL) = sup

ko>L ko—1 R ’
B, ( N {Sllz—L+1 <hr— ,USIL})

k=L

(A.75)
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since the threshold /i, of the FMA test is related to the optimal threshold of the VITWL CUSUM
test by by = hi + fsL- Let us define also the function Fko (a; b hp, — ,LLSIL> can be re-written as

b
Fko (a;b; ilL — “Sf) = Pko (m {S’kc—L—&-l < iLL — ,U,SIL}> . (A.76)
k=a

The multivariate Gaussian random variable Sy € R(~=t1)  the mean vector s, € R(—a+1) " the
covariance matrix X5, € R-a+1)x(b=a+1) anq the threshold vector hs, € R®=1) are defined
as

Sa—L+1 Ek, _Sg—L-i-l_ fLL — gL
Sgir}dw Ex, S:zli_l%—l-Q hr = pse
Sy = . ;O HSy = . . ;o hs, = . >
. _ ] oo
L 5b—L+1 Ek, _SIZ))—L-H_ hr — [isL
r 1 b
cov (Sg_p 41,9 p41) cov(SG i1 ngL+2 e cov (Sg_pq1Shor1
+1 +1 +1 +1 b
> cov (Sl 40 Sa—r41) €0V (ST 140,95 4o cov (Sal 1 40s So_r41
Sy = . ) .
b b +1 b b
| cov (SbfLJrl’ Sg—L+1> cov (SbfLJrl’ Sg—L+2) T Cov (Sb7L+17 SbfLJrl)
The function Fko (a; b h L) is calculated numerically as
(b—a+1)
Fio (b = psg ) =Pro | () {S10) <hsi (D} |- (AT7)
j=1

Finally, the worst-case probability of missed detection for the FMA detection rule is calculated
numerically as

Prnd (TFMA; BL) ~ sup Fk0~(L; ko + L — }; hi, — u51L>
ko>L  Fy, (L; ko —1;hp — st)

: (A.78)
where Fko (L, ko - 1; iLL - Iule) = 1 for k‘o = L.

A.5.2 Calculation of expectations and covariances

In this part, we calculate the mathematical expectations Eqg {Sﬂ and Eg, {Sﬂ of the LLR SF
under the pre-change probability measure Py and the probability measure Py, respectively. We
compute also the covariance cov (Si'?,Sg?) between two LLRs Sfll and SZQ, for ki —L+1<
11 <kiand ko — L+ 1 <19 < ko.

Calculation of mathematical expectations

In this subsection, we calculate the mathematical expectations Eg {Sﬂ and Ey, [Sﬂ for both

steady-state Kalman filter approach and the fixed-size parity space approach. By replacing the
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residual vector 7§_; ; in the unified statistical model (3.25) into the LLR S¥ defined in (3.34),
we get

Sf = [¢£—L+1 (i)r [E_l] {gl]:—L-&-l + dh_p1 (ko) — %¢£—L+1 (i)} : (A.79)

Under the pre-change probability measure Py, the transient profiles qﬁﬁ_ 41 (ko) = 0, leading to

Eq {Sﬂ = —% [¢£—L+1 (i)r {2_1} {QSIIE—L—H (i)} : (A.80)

Under the probability measure Py, the mathematical expectation of the LLR Sf is calculated
by

iy [88] = [0k 1 @] [£71] [k s (o)~ 5k 001 0] (A81)

Calculation of covariance

We calculate in the following the covariance between two Gaussian random vectors Sik1 ! and Sf;,

for both the steady-state Kalman filter approach and the fixed-size parity space approach. It
follows from (A.79) that the LLR S¥ can be described as

88 = [hos1 ][5 [Ehora] + B [E]. (A.82)

Steady-state Kalman filter approach By this approach, the LLRs Sfll and Sikf can be
described as

s = [ub 0] [0 [eb_p] + Ba [S5] (A.83)
St = [0z g )] [57"] [el2 o] + B [5]. (A.84)

Hence, the covariance between these random variables is calculated as
cov (851, 852) = [vhi_pn (0] [577] 180 [£5] [h2_p )] (A.85)

LpxLp ; . . k1 ko
where S, € R is the covariance matrix between the random vectors g;1 . and g2 1.,
which is calculated as

Ok —L+1
S, =Eo : ( Q£Q—L+1 e g{Q ) , (A.86)
Ok,

where Eg {gtl Qg;} = CP,CT + R if t; =ty and Eg [Qtl Qz;] = 0 otherwise.

Fixed-size parity space approach By this approach, the transient profiles qb’,j_ 41 (1) =
©f_ 41 (i) and the random noises ¢f_; ., = W (%w’g_LH + ”1@—L+1)- The LLRs Sfll and Sf;
can be decomposed as

S8 = [y ()]

Stz = [Pl 14 (i2)]

(5 [ohr- ] + B [55]. (A87)

U [ ] 4 [81]. (A.88)
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Hence, the covariance between these random variables is calculated as
. T — — .
cov (S, 582) = [t o 0] [B 1S [B5] 921 4a 2] (A.89)

where the covariance matrix S¢ € REPXLP hetween the random vectors g,’jllf L1 and glf;f L1 is
calculated as

_ k1 k1 ko ko T
S = Eo (WHwkl—L+1 + val—L—H) (WHwkg—L—l-l + W“kz—LH)

=W (HS,HT +8,) W7,
(A.90)
where S,, € RE"*L7 {5 the covariance matrix between two random vectors w,’f;i_ L4l and w,ljj_ Lol

and S, € RLPXLP ig the covariance matrix between two random vectors U’]g_ 41 and 1),’:,;_ Lol
which are calculated as follows:

Wk —L+1
Su =Ko : (whoper - wh )], (A.91)
L Wiy
[ [ Vky—L41
S, = Eg : ( U]Z;_L_H v%; ) , (A.92)
L Vi
where Eg [wtlwg} = @ and Ey :vtlvg} = R if t1 =ty and Eg [wtlwg} = 0 and Eg {vtlvtﬂ =0

otherwise.

Remark A.1. Let us discuss now the positive definiteness of the covariance matrices Xs,,
XSy, usy and Xs,. First of all, the random vector S = S, where the last vector is defined
in Lemma 3.2. It follows from Lemma 3.2 that the covariance matrices Xs, = Xs, which
correspond to the FMA test (3.41), are positive-definite if Assumption 3.1 is satisfied. Second,
the covariance matriz Xs, is also positive-definite if Assumption 3.1 is satisfied. The proof of
this fact is completely analogous to that of Lemma 3.2 in Appendix A.3. Finally, the covariance
matrices ¥s, and Ls,, which correspond to the VI'WL CUSUM test (3.33), are positive-definite
in some scenarios. Nevertheless, there are also scenarios where the determinants of ¥s, and Xs,
are close to zero, especially with large value of L and my. Therefore, it is necessary to verify
the positive definiteness before executing the numerical computation. The following heuristic
solution 1is proposed in such cases: to use the matrix g, + 0L (resp. Ls, + 0Z) instead of
covariance matriz ¥g, (resp. L.s, ), where I is the identity matriz of appropriate size and § > 0
is a small quantity.

The proof of Proposition 3.1 is completed. [.

A.6 Sensibility analysis of FMA test

In this section, we re-calculate the mathematical expectations [Eg [Sﬂ and [Ey, [Sf] and the

11 7 g

their putative values (i.e., L # L, 01,0s,--+ .01 # 01,05,--- 01, Q # Q and R # R).

covariance cov (Skl S(”) when the true values of operational parameters are different from
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A.6.1 Calculation of true mathematical expectations

Let 5,’2, 41 (ko) be the vector of true transient profiles formulated in the same manner as the pu-
tative transient profiles ¢112—L+1 (ko) in (3.25), with the putative parameters L and 6,05, --- ,0p,
replaced by the true parameters L, 61,605, -- ,0r, respectively. It is worth noting that the vec-
tor 52_ r+1 (ko) depends also on either the steady-state Kalman filter or the fixed-size parity
space is employed. The mathematical expectations Eg {Sﬂ and Ey, [Sﬂ can be re-calculated,
respectively, as

Eo [5F] = —5 [#hosm @] [57) [ohosa ] (A.93)

Biy (58] = [0k 11 @] [27] [Bhp1 (o) = 021 )] (A.94)

It can be noticed that under pre-change mode (i.e., ky — o0), the mathematical expectation
Eo [Sﬂ given in (A.93) remained unchanged in comparison with E {Sﬂ calculated in (A.80)

when the true parameters are the same as the putative parameters. The quantity Eg, {Sﬂ, on

the other hand, depends on the true transient profiles 52, 1+1 (ko) which are calculated from
true parameters L and 61,05, ,0;.

A.6.2 Calculation of true covariance

The covariance cov (Sfll, Sf;) between two LLRs Sfll and Sf; can be calculated in the same

manner as in Appendix A.5. More precisely, the covariance cov (Sfll , S’f;) can be computed by

(A.85) for the steady-state Kalman filter approach and by (A.89) for the fixed-size parity space
approach. Since the true values of random noises are different from their putative values, the
covariance matrices S, defined in (A.86) and S, defined in (A.90) must be recalculated.

The covariance matrix S¢ can be calculated by (A.90) in terms of S, in (A.91) and S, in (A.92),
respectively. The elements of S, and S, are revised by E [wtlwg} =@ and E {vtlvg} = R if

t1 =ty and E {wtlw%’;} =0and E [vtlvg} = 0 otherwise.

The covariance matrix S, can be calculated by (A.86), where its elements E [gtl Qz;} =Eo {rtlr;‘g}

need to be re-computed. In such situations that @ # @Q and/or R # R, the Kalman filter is no
longer optimal and the residuals are no longer independent. Hence, it is required to calculate

o [rtlra,forkl—L—i—lgtlgkl and ky — L+ 1 <ty < k.

The calculation of Eg {rkr,%;l} , for [ > 0, is given Algorithm 2. The idea behind the Algorithm 2
is described in Appendix A.1.

A.7 Proof of Theorem 3.4

In the following, the optimization problem is formulated and solved for the VI'WL GLR test
defined in (3.51). However, similar results can be obtained for the VITWL WLR test defined in
(3.56). The proof consists of two parts. The optimization problem is formulated and solved in
the first part. It is shown in the second part that the optimal choice of thresholds leads to FMA
GLR detection rule.
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Algorithm 2 Calculation of the covariance cov (rg4q, ) between two innovations ri4; and ry
generated by the steady-state Kalman filter when the true noise covariances are different from
their putative values (i.e., Q@ # Q and/or R # R).

1. Initialization: Pyjg = Ps and K = AK, where K, and Px are given in (3.8)-(3.9).

2. Calculation of the real covariance Py, 1k
P = (A= KC)Pypy (A— KO)' +Q + KRK".

3. If (I =0) then
Eo [’f‘]&“k} CPk|k 1C +R (A95)

4. Else if (I > 1) then
Eo [Tk—i-lrk} C]EO {ekﬂrﬂ (A96)

where the matrix Eg [ekHrﬂ is computed recursively as
Eo [ekHTH =(A—-KC)Ey [elﬁ_l_lrﬂ , (A.97)
with initial value (i.e., { = 1)

Eo [ek+1r,ﬂ = AP 10T — K (CFMk_lCT 1 R) : (A.98)

A.7.1 Proof of part 1

Since we wish to minimize the upper bound I@):nd (hr) on the worst-case probability of missed
detection Ppq (TGLR) subject to an acceptable level a € (0,1) on the worst-case probability of

false alarm Py, (TGLR), the optimization problem can be defined as

infp, ... P (h
mhayhn Pong (hr) 7 (A.90)
subject to  Pp, (TGLR; Mma;h, b, - ,hL) <a
where the worst-case probability of false alarm Pg, (TGLR; me; hi,ha, -, h L) is calculated by
_ “ L+ma—1 .
Pio (ToLr;mai b, ho, -+ he) =1 Py ﬂ ﬂ {8F<min}].  (A100)
k=L i=k—L+1

Seeking for simplifying the proof, let us define two functions Fy (hy, he,--- ,hr) and G (hr) as
follows:

L4+ma—1
Fo (hl,h27 cee ( m n {S’lk < hk—i+1}) s (A.101)

k=L i=k—L+1
L+ma—1

GO(hL)éIPO< N {S’,’j_LH<hL}>, (A.102)
k=L
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where the function Fj (hi,ho,--+ ,hr) is monotonically non-decreasing w.r.t. each thresh-
old and the function Gy (hr) is also monotonically w.r.t. threshold hr. It is clear that
Fy (400, ,+00,hr) = Go (hr). The optimization problem (A.99) is reduced to

infhl,h%... hr ]fbrnd (hL) . (A.lOS)
subject to Fo(hi,he, - hr) > 11—«

Let K, be the set of real numbers satisfying Go (k) > 1 — « for a given value a € (0,1). It
follows from the property of the probability measure that G (hr,) is a right-continuous function
and that limh&_>_Oo Go (hr) = 0 and limp, 400 Go () = 1. For these reasons, the set K, is
non-null. Let A} = min{hy : hy € Ko} be the minimum value of Az, in the set K,.

-0 h +o0

(a) Function Go (hr) is continuous. (b) Function Go (hz) is right-continuous.
Figure A.1 — Function Gy (hz) and optimal solution A% in two scenarios.

See figure A.1 for the demonstration in two scenarios: (a) the function hy, — Go (hyr) is con-
tinuous from R to R and (b) the function hz, — G (hr) is right-continuous from R to R. It is
clear that if the function hy — Gy (hr) is continuous, then the threshold ﬁz is the solution of
the equation

L+mq—1
P, ( N {S,’;,L+1 < hL}> =1-a (A.104)
k=L
In the following, we show that the thresholds h7,--- ,h}7_; — +o00 and ﬁz are the solution to the

optimization problem (A.103). Let us suppose that a set of thresholds hq, ha,- - , hy, satisfying
the constraint

By (hy,ha, -+ hp) > 1 —a, (A.105)
defines any alternative solution of the optimization problem (A.103). The goal is to show that
I@’:nd (hr) > If”:;m (fL’i) It is worth noting that the function Fy (h1,ha,- -+ ,hr) is monotonically
non-decreasing w.r.t. each threshold hi, ho,--- ,hy. Hence, we get

FO (+OO7 SRR ple op hL) > FO (h‘17 e 7hL—17 hL) . (AIOG)
Putting together (A.105) and (A.106), we obtain that
. L+ma—1 R
FO (+OO, -, 100, hL) = PO ( m {Sllj—Lﬁ-l < hL}) >1- @, (A107)
k=L

leading to hy > iL*L since fzz is the minimum value in the class K,. Moreover, the objective
function hy ~ P, (hr) is monotonically non-decreasing. Therefore, P* (hy) > P* , (ﬁ;),
thus proving that hf,--- ,h}_; — 400 and h} = min{hy : hy, € Ky} are the optimal thresholds
which minimize the upper bound I@’:}ld (hr) on the worst-case probability of missed detection
Poa (TGLR; i, ha, - - ,hL) of the VTWL GLR algorithm defined in (3.51).
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A.7.2 Proof of part 2

The VITWL GLR algorithm with optimal thresholds fl’{, A’Q‘, e ,flz can be described as

TéLR = inf {k Z L: max (S’f — Bl:—i—‘,—l) Z 0}

k—L+1<i<k
k A A
i=k—L+1
=inf{k>L:SF 1> bt} (A.108)

since the optimal thresholds fz*{, e ,iL*L_l — 400. As a result, the optimized VI'WL GLR test
TéLR is equivalent to the following simple FMA GLR test:

Tonia =inf {k > L: S 1) > bt} (A.109)

where the threshold fzz is chosen for satisfying some levels of false alarms. The proof of Theo-
rem 3.4 is completed. .

A.8 Proof of Theorem 4.1

The proof of Theorem 4.1 consists of three parts. Firstly, it is shown that the worst-case proba-
bility of false alarm Pg, (dppa) of the FMA detection-isolation rule (4.31)—(4.32) corresponds to
the first time window [L; L + m, — 1]. In addition, the upper bound Py, (0pma) for the worst-
case probability of false alarm Py, (dpaa) is obtained. Secondly, it is proved that the worst-case
probability of false isolation Pg (dppma) corresponds to the first time window [L;2L — 1] and
its upper bound Py (0pma) is derived. Finally, the upper bound P (0pma) for the worst-case
probability of missed detection Pyq (0pma) is calculated analytically.

A.8.1 Proof of part 1

In this subsection, we show that the worst-case probability of false alarm Pg, (Traa) of the FMA
detection-isolation rule (4.31)—(4.32) corresponds to the first time window [L; L + mqy — 1]. The
FMA algorithm dppva = (TFma, YPMA) can be rewritten as follows:

— > . . k S\ >
Trma = inf {k > L: 12112%}%03?;5111131{ <Sk—L+1 1,7) h) > 0} , (A.110)
VEMA = arg max  min SIFMA (1,7). (A.111)

I<I<K 0<j#I<K Trva—L+1

Let Uy, = Po (lop < Trma < lo + mq), for lg > L, be the probability of false alarm within the time
window [lg, lo +mq — 1]. Our purpose is to show that {Up,}; - is a non-increasing sequence
w.r.t. the window position ly. Let also uj, = Py (Trma = lo) be the probability of false alarm at
time instant lo. We will show in the following that {ulo}loz ; s a non-increasing sequence w.r.t.
time instant lo, i.e., uj,4+1 < g, for all [y > L, in considering two scenarios: lp = L and lgp > L.
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For g = L, we have

urt1 = Po(Trma =L+ 1)
_ . L N
= IP’()(LI?Z%( 0B (Sl (1,7) h) < 0] N

- {max min (SEY1(1,5) — h) > OD

1<I<K 0<jAI<K

< i 11,5y —h) >0). .
< P (lrgnlz%)%{ oI (S (1,7) h) > O) (A.112)

Similar to the detection problem, the random variables ST (I,7) and SI*t (1, 5), for any 1 <
Il < Kand 0 <j#1 <K, have the same distributions. Hence, replace the random variables
SEF1(1,5) in (A.112) by the random variables ST (1, j), we obtain that

. L N .
ur+1 < Po (1%%{0&2&1{ (Sl (%)) h) > 0) =ur,. (A.113)

For lg > L, we obtain by the same argument that
upy1 = Po(Trma =1lo +1)
lo

= P0<ﬂ max  min (S],j_L+1(l,j)—h)<O}ﬂ
k

_; USISK 0<jAI<K

i lo+1 N
g i (500 1) 0]

lo
< k o
- PO( m 1<li}§(o<?£zg1( (S’“*L“ %) h) < 0} ﬂ
k=L+1
: lo+1 AN
Lrsnlasﬁ 0<IAEK (St =h) 2 OD
<

lo—1
Po( N L%@%O%I;Q&K (Sl’ctL+1 (6,7) = h) < 0} N
f=p, USSR OSIFS

lo AR _
Lglli)%( 0<I]1711511<K (SIO*LH (¢, 5) h) = 0]) Yo (A.114)

where the last inequality comes from the fact that the random variables
SE(,5), - ,Sllg_LH (1,j) and ST (1,4),- Slofiﬂ (I,7) have the same distributions,
forany lp > L, 1 <l < K and 0 < j # [ < K. From the above analysis, we have proved that
Uy, > Uy, for all lp > L. Moreover, we have from the definition of Uy, that

Uy —Upg+1 = Po(lo <Trma <lo+ma) —Po(lo+1 < Toma < lo+ma+1)
lo+ma—1 lo+ma
= [ > Py TFMA—k:| [ > Py TFMA—k)]
k=lo k=lo+1
= U — Uytm, = 0. (A.115)
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In other words, the worst-case probability of false alarm of the FMA test corresponds to the
first time window, i.e.,

pfa (6FMA;ma) =Py (L < Trma < L+ma). (A.116)

Let us calculate now the upper bound on the worst-case probability of false alarm. It follows
from (A.116) that

Pta (drMA; Ma; h) = Po (L < Toma < L+ maq)

L+ma—1
- < U {1@&%{«?2&}( (SIIE—LH {,7)— h) > 0})
k=L <ISK 0<j#I<

L+mg—1
=1-P i ; ,j)—h
0 ( kDL {12?%{%2’%%1{ (Sk—L+1( . J) ) < 0})

L4+mg—1 K N
=1-PP i l,j)—h
0 ( kOL 101 {0<1£51ng (SkaH (Z,7) ) < 0}>

L+mq—1 K K

=1-1P N ﬂU{Slkc—L—l-l (l,j)<h}

k=L [=13=0
J#l
L+mq—1 K
§1—IP>O< N ﬂ{S,’jLH(l,O)<h}>.
k=L =1

The worst-case probability of false alarm of the FMA detection rule is upper bounded as

L+mq—1 K
Pra (Opma; Mai h) < Pra (6pmas mas h) £ 1 — Py ( N N {SlkﬂfLJrl (1,0) < h}) :
k=L =1

where Pg, (0pMma;Ma; h) is the upper bound on the worst-case probability of false alarm
P, (0pMmA; Ma; h). This upper bound can be estimated by utilizing the numerical method intro-
duced in Proposition 3.1. The proof of part 1 is finished. [.

A.8.2 Proof of part 2

In the following, we show that the probability of false isolation of the FMA algorithm corresponds
to the first time window [L;2L — 1] and its upper bound is obtained for the case of threshold
h > 0. Let véoyk = }P’i,o (Tema = k;vema # 1) be the probability of false isolation at time instant
k under the probability measures P,lgo, for ko <k<kg+L—-1and 1 <[ < K. We show in the
following that ”%@o+1,k+1 < vfc(),k,, forall L <ky<k<ky+L-—1and1l<!<K, in considering
two scenarios: k=kg =L and L < kg < k < kg+ L — 1. In the first scenario, i.e., k = kg = L,
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it is clear that

UE_H’L_H :PIL({ max  min (SIL (l:}) — h) < 0}ﬂ

1<I<K 0<j#I<K

non-detection at time instant k=L

B 5 () -0) 20 e i 55 (1) #1))

detection at time instant k=L+1 false isolation at time instant k=L+1
<PY <{ max min (SLH ([,}) - h) > 0} ﬂ {arg max min SLJrl (l~,§> # l}) .
1<I<K 0<j#I<K 1<I<KK 0<j#I<K
It can be seen that the random variables SlL (l~ ,3) R Sf (Z,j) under the probability measure
PL have the same distributions as the random variables S*! (f,j) Sfill (l:j) under the
probability measure PlLH, forall 1 <1< K,1<[#1<Kand0<j #1[< K. Then,
by substituting the random variables Sé:H (i,j) Sfill (i,j) under Pt 41 by the random

variables ST (l:}) o ,Sf ([,5) under PlL, we obtain
l ! 7o

v <P max min SF(l,j) >h arg max min S l = v
Ll =1L <{1<1<K0<J¢1<K ! ( ‘]> o }m{ g1<l<K0<]7ﬁl<K ! ( )7& }) L.L:

In the second scenario, i.e., L < kg < k < kg + L — 1, we obtain by the same argument that

Ufco+1,k+l = PZOH (Trma =k + 1Lvpma #1)

k
= Pf’co%-l <~ﬂ { max min S;: L1 (Z,j) < h}ﬂ

<I<K 0<j£I<
k:LllKOJ;AlK

non-detection until time instant k

{max min Sk Lio (l j) >h}ﬂ{arg max  min Sk Lio (l j) #l})

1<I<K 0<j#£I<K 1<I<K 0<j#I<K

detection at time instant k41 false isolation at time instant k+1
k
<IP’§C (ﬂ {max min  S¥ (l])<h}ﬂ
= o+1 k—L+1
eri1 1<I<K 0<j#£I<K
. k+1 Pl k+1
max min S; (l ]) >h arg max min S¢t (l ]) l
{1gZ§K 0<j#I<K R=L+2 2 ﬂ 1<I<K 0<j#I<K k—L+2 7
k—1 )
< P max min S¥ l <h
max min SI,LLH (Z,j) >h ﬂ arg max min S L1 (l j) # 1
1<I<K 0<j#£I<K 1<I<K 0<j#£I<K
< Pfko (Trma = k;vpma # 1) = ’Uéoyk. (A.117)

Secondly, we show that the probability of false isolation of the FMA test corresponds to the first
time window [L;2L — 1]. Let Vklo = I%O (ko < Trma < ko + L — 1;vppa # 1) be the probability
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of false isolation of type [ under the probability measure 77,20, for 1 <1< K. Then,

ko+L—1 ko+L
Vklo — V,CZOJrl = Z ]P’k0 (Trma = k;vema # 1) Z Pk0+1 (Trma = k;vema # 1)
k=kg k=ko+1
ko+L—1
= > [I%O (Trma = kivima # 1) = Phy (Thna =k + 1 vpma # l)}
k=ko
ko+L—1
= > [Uéo,k - U%@g+1,k+1} > 0. (A.118)
k=ko

Consequently, { V/ is a non-increasing sequence w.r.t. the change-point kg, leading to
ko S ko>1 &

= = < .
(6FMA; L h) 1r<nlii)§(v 11222}%1% (L Tevia < 2L VFMA 75 l) (A 119)

In the following, we obtain the upper bound for the worst-case probability of false isolation given
in (A.119) for the case of threshold A > 0. Seeking for simplicity, let us define following event

k—1
Ak & ﬂ {m@x min Sk L+ (l~,3)<h},

1<I<K 0<j#I<K

k=L
{ max min SF_ L1 ([5) Zh},
1<I<K 0<jAI<K

I
N
(1>

Ak & {arg max min SF_ L+1( )7&1}

1<I<K 0<j#I<K

where the event A% corresponds to the non-detection until time instant k& — 1, the event A5
denotes the detection at time instant k and the event A% stands for the false isolation at time
instant k.

By assuming that P} (Af) = 1, the probability of false isolation of type [ can be rewritten as

201 201
vi—p ( U {at mAgmA§}> <P, ( U {44 mA§}> | (A.120)

k=L k=L

Let us consider the event {A’§ N Aﬁ} It is clear that

A’;mAk:{

min  SF_ L1 (Z j) h}ﬂ{arg max min SF_ L1 (l ]) #l}

max
<I<K 0<j#I<K 1<I<K 0<j#I<K
= max min S [ j h arg max min SF l l
{ 1<[AI<K 0<j£I<K L+1( ]> ﬂ[ g1<l<KO<g;£l<K k= LH( j) 7 ]}U

By

= {_ min  SF_; .4 (l j) > h} ﬂ [arg max min SF_; ., (l ]) # l]} (A.121)

0<jAI<K 1<I<K 0<j#AI<K

B>
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Consider now the event B;. Let us assume that there exists an index j, for 1 < j #1 < K,
satisfying ming s S’,;_LH (j,}) > h. In other words, S’,’g_LH (j,j) >hforall 0<j#j<
K, leading to S’,j_LH (j,1) > h. For threshold h > 0, we obtain that Sf,j_LJrl (1,7) <0, leading
to the fact that arg Max; j i MiNg 547 S,’j_L_H (l:j) # 1. In other words, the event B is
reduced to

By :{ max  min  SF_ (5,5) Zh}.
1<I£I<K 0<j#I<K

Consider now the event By. Let us assume that ming5 <k Sllj_LJrl (l,j') > h. Then,

St-r+41 (570 < 0for 0 <j#1 < K since h > 0, leading to MiNg<5i< i Sk_111 ([,}) <0

forall 1 <1 +#1< K. As a result, we obtain that arg Max, _j je MiNg 5 jj¢ Sl,jfLH (Z, ~') =1
and that By = 0.

The event {AI§ N Aéf} is then reduced to

Al Ak = { max  min Sf (1) > h} , VL<k<2L-1, (A.122)
1<IAIKK 0<j#£I<K

and the probability of false isolation of the type [ is upper bounded as

2L—1
l [ : k 7
Vp < P (kL:JL {1;}2};!(0%2%1( Sk—L11 (l,]) > h})
l 2L—1 N .
< 1-P (kDL {ISI;:EK pun Sk-Lt1 (l,J) < h})
l 2L-1 K N .
1-P i I,j) <h
: - kDL D {0<15'I71f51i2K k-1 ( "]) < }
T#£1
2L-1 K K .
< 1-PL | N OU{SEr (L7) <h}
k=L i=1j=0
TAL GAT
. 2L-1 K N o
< 1 max P IQL z;D {St_pai (L7) <n} ]| (A.123)

I#5,1

In other words, the worst-case probability of false isolation is upper bounded by

90L-1 K
P ST <P T L _ l k 7o
Pg (6pma; Ly h) < Pg (dpmas L h) [ 1 OEI%%PL kDL I {Sk:—L—H (l,J) < h}
1#7,1

(A.124)
The upper bound Pg (0pma; L;h) can be evaluated numerically by exploiting the numerical
method suggested in Proposition 3.1. The proof of part 2 is finished. .
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A.8.3 Proof of part 3
The worst-case probability of missed detection is described as

> I
: = > + >
P (0rma; L) :;)11212 A Py, (Trnma > ko + LITrva > ko)

P, (Tenma > ko + L
— sup max —™ l( VA = 70 ) (A.125)
ko>L1SISK P (Tema > ko)

For ko > L, we have

ko+L—1
P (Tepa > ko+ L) = P max min (SF_ [,j)—h) <0
ko (Thvia > ko + L) o ( kDL L<i<)§<o<j¢li<f<( K L+1( J) )

I

ko—1
P, (Trna > ko) = P ax min (Sf_py (L) —h) <0]|.
ko (TrnMa = o) ko (kOL Lglk’;mg;ﬁ[(( k L+1< J) )

Let us define the events Ay, As and Az as follows:

)

ko—1
— _ i o
ho kDL Lglfi};( og?;el[r;K (SkaH (l,]) — h) <0

ko+L—2 [

Ay = n [ min (St_per (T5) = k) < 0] :

= L (o )0 <o

It is worth noting that the event A; depends on the random vectors &7, - - ,5’,;8:%, the event

ko+L—2
ko

Ay depends on the random vectors ﬁlgg_LH, &y, and the event Az depends on the

random vector §£§+L71. Moreover, there is no common element between the random vectors

.. ,fgg:i and the random vector f,’ngrL ~L. Therefore, the events A; and Ajs are independent,
leading to

Pl (A NAsNA
Pfrgo (Trma > ko + L|Trva > ko) = o (A1 N A2 N Ag)

Py, (A1)
= =P (As). (A.126

For ky = L, we have

P%co (TFMA > ko + L|TFMA > k‘o) = PLO (TFMA > ko + L) = PLO (Ag N Ag) < PZO (Ag) . (A.127)
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Then, by replacing the event A3 by its definition, we obtain that

Pfrgo (Tema > ko + L Trma > ko) < ]P’LO ( max  min (S,]§§+L_1 (Z,j) — h) < O)
1<I<K 0<j#£I<K

K
< P min (SkotLi-t [,j)—h) <0
- (ﬂ LS#ZSK( ko ( ‘7> )
! ; ko+L—1 (7 - _
K
< By | U{smt " 0g) <n}
=
< Z]P’ (k=" (1,5) < h) (A.128)
J#l
< ZPS (St .5)<h), (A.129)
i
Moreover, under the probability measure P}, the LLR SF (I,5) ~ N (MS%(lijg‘L(lj))? where
; L,
the mean pigr ;) and the variance JZ, L, j) are calculated as follows:
) 1 6
1 A7 Tae .
uspag = 5 o WD —ot D] [ [of (LD - of (1)) (A.130)
. T — .
Finally, the worst-case probability of missed detection is upper bounded by
— ~ K h MHoL
Prna (6pma; L; h) < Pra (0pma; L;h) £ ma 2(13 (S(m) : (A.132)
1isk & TSE(1,5)

J#l

Where P (6pma; L; h) is the upper bound on the worst-case probability of missed detection
Pma (dpma; Ly h). It can be seen that the upper bound Pog (0pma; L; h) can be computed ana-
lytically. The proof of part 3 is finished. .
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B.1 Introduction

Le systéme de controle et d’acquisition de données (Supervisory Control And Data Acquisition -
SCADA) est un systeme de télégestion a grande échelle permettant de traiter en temps réel un
grand nombre de télémesures et de controler a distance des installations techniques. Les systemes
SCADA sont utilisés dans de nombreux secteurs tels que les systémes de transports, les réseaux
de télécommunications, les réseaux électriques, ou les réseaux de distribution de gaz et d’eau.
A cause de leur architecture distribuée, les systémes SCADA sont de plus en plus vulnérables
aux cyber-attaques, non seulement au niveau de leurs infrastructures physiques, mais aussi au
niveau de leurs réseaux de communication et de leur centre de contrdle. Ayant pénétrés dans un
systeme SCADA, les attaquants peuvent effectuer des activités malveillantes leur permettant
de controler, au moins partiellement, les processus physiques supervisés. Il est donc nécessaire
de mettre en oeuvre des algorithmes de surveillance pour protéger les infrastructures critiques
contre des dégats, des pertes économiques, ou méme des pertes humaines.

B.1.1 Sécurité du systeme SCADA contre les cyber-attaques

L’architecture typique d’un systeme SCADA se compose de trois couches principales : la couche
de controle et de surveillance, la couche de contréle automatique et la couche physique. La
premiére couche est responsable de contréler et de surveiller le fonctionnement d’un systéme
SCADA en recueillant des données a partir des appareils de terrain, en effectuant des taches
de surveillance, et en transmettant des commandes de controle aux contréleurs de terrain. La
deuxieme couche est responsable de réguler le fonctionnement des processus physiques en se
basant sur des commandes de contrdle envoyées a partir du centre de contrdle, sur des algorithmes
de contrdle, et sur des mesures de capteurs. Finalement, les processus physiques sont équipés
d’actionneurs (e.g., des moteurs, des pompes, des vannes), de capteurs (e.g., des capteurs de
pression, des capteurs de débit, des capteurs de niveau), et d’autres éléments de protection (e.g.,
des disjoncteurs, des relais) pour réaliser des procédés technologiques. L’échange de données
parmi les composantes du systeme est réalisé par 'intermédiaire du réseau de communication.

Les systemes industriels modernes sont devenus vulnérables aux cyber-attaques en raison de
I’évolution des technologies d’information et de communication. Plusieurs vulnérabilités d’un
systeme SCADA peuvent étre trouvées dans [53]. En exploitant ces vulnérabilités, les attaquants
peuvent lancer des actes malveillants sur plusieurs points faibles du systéme SCADA. Les points
d’attaque potentiels peuvent étre classifiés en trois catégories [7] : des attaques sur le centre de
controle, des attaques sur le réseau de communication et des attaques sur les processus physiques.
Au cours de ces derniéres années, il y a eu de nombreux incidents cyber-physiques survenus dans
des infrastructures a sécurité critique telles que la rupture d’eau & Maroochy (2000) [168], 'arrét
d’une centrale nucléaire (2008) [97], le malware Stuxnet (2010) [20], ou la violation d’un site de
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traitement d’eau (2011) [213]. Pour ces raisons, une plus grande attention devrait étre accordée
a la résilience des systémes SCADA contre des actes malveillants.

B.1.2 Méthodes de détection et de localisation

De nombreux travaux s’intéressent a I’étude de la sécurité des systemes SCADA contre des cyber-
attaques. Les approches considérées peuvent étre classifiées en trois catégories principales [99] :
I’approche basée sur la sécurité de l'information, ’approche basée sur la théorie du controle
sécurisé, et 'approche basée sur la détection et la localisation de défauts. Les méthodes de
sécurité de I'information se concentrent principalement sur ’authentification, le controle d’acces
ou l'intégrité des messages pour assurer la transmission sécurisée de données (e.g., signaux
de commande, signaux de controle, ou mesures de capteurs) parmi les composantes du réseau.
Plusieurs méthodes ont été proposées dans [98] afin d’améliorer la sécurité des systemes SCADA.
Ces méthodes consistent a concevoir des pare-feus spécifiques entre les réseaux de processus et les
réseaux d’entreprise, a utiliser des zones démilitarisées pour isoler les réseaux de processus et les
réseaux d’entreprise, et a développer des réseaux privés virtuels pour transmettre des données sur
des réseaux publics. Cependant, les techniques basées sur la sécurité de I'information semblent
insuffisante pour la défense en profondeur des systéemes SCADA [25,26, 28], notamment contre
des attaques internes ciblant la dynamique du systéme [141].

L’approche de la théorie du contrdle sécurisé, de 'autre coté, est consacrée principalement a
I’étude de la la sécurité des systemes de contrdle en réseau contre plusieurs types d’attaques. Plus
précisément, ces méthodes consistent a examiner des vulnérabilités des systemes de controle en
réseau, & concevoir des attaques furtives qui peuvent partiellement ou completement contourner
des détecteurs d’anomalies traditionnels, et & proposer des contre-mesures pour révéler de telles
attaques. Les cyber-attaques sur les systémes SCADA peuvent étre classifiées en deux catégories
principales [99,141] : 'attaque par déni de service (DoS) et l'attaque sur l'intégrité des données.
Les attaques DoS visent & perturber temporairement ou indéfiniment 1’échange de données parmi
les composantes du réseau, par exemple, par le brouillage des canaux de communication ou des
protocoles de routage [99]. Les attaques d’intégrité, d’autre part, visent a modifier I'intégrité des
paquets de données (signaux de commande, signaux de controle ou mesures de capteurs). Elles
sont effectuées en modifiant le comportement des actionneurs et des capteurs ou en pénétrant aux
réseaux de communication entre la couche physique et le centre de controle [141]. Les stratégies
d’attaque d’intégrité peuvent étre divisées encore en deux sous-catégories : 'attaque d’intégrité
simple et 'attaque d’intégrité furtive. Les attaques d’intégrité simples [80] peuvent étre congues
sans connaissance sur le modele du systeme. Au contraire, les attaques d’intégrité furtives exigent
la connaissance sur le modele du systéme et les capacités de perturbation pour contourner des
algorithmes de détection classiques. Quelques exemples d’attaques d’intégrité furtives sont la
stratégie de rediffusion de données [120], la stratégie d’injection de fausses données [121], la
stratégie d’attaque zéro-dynamique [186], et la stratégie d’attaque secrete [169].

Il a été montré que la détection et 'identification d’attaques sont étroitement liées au probleme
de détection et de localisation de défauts (FDI) [30, 35]. Pour cette raison, les techniques de
FDI ont été utilisées pour détecter et identifier des cyber-attaques sur les systéemes SCADA.
Par exemple, les auteurs de [27] ont formulé le probléme de détection des cyber-attaques sur
les systemes de controle de procédé comme un probléme de diagnostic de défauts. L’algorithme
de la Somme Cumulée (CUSUM) non-paramétrique a été utilisé pour détecter les attaques. En
outre, la sécurité des systémes d’irrigation d’eau a été considérée dans [6,7]. Dans ce travail, les
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auteurs ont démontré que le probléme de détection et de localisation de cyber-attaques pourrait
étre résolu en utilisant une banque d’observateurs d’entrées inconnus [30]. De plus, un traitement
global du probléme de détection et d’identification d’attaques sur les systémes cyber-physiques a
été donné dans [140,141]. Le modele d’espace d’état est utilisé pour décrire les systemes SCADA
et les cyber-attaques sont modélisées par des changements additifs de ’équation d’états ainsi
que ’équation de mesures. Plusieurs algorithmes centralisés et distribués sont proposés pour
détecter et localiser les attaques. Cependant, les travaux mentionnés ont été formulés dans le
carde déterministe (sans bruit aléatoire).

La premiere tdche d’un probleme de FDI consiste a déterminer un ensemble d’équations ma-
thématiques qui régissent le systéeme. Le modeéle paramétrique du systéme en régime nominal
ainsi qu’en régime anormal est extrémement important lors de la conception des algorithmes
de diagnostic. La deuxieme tache consiste a proposer des algorithmes de détection et de locali-
sation en s’appuyant sur les modeles développés. La conception des algorithmes de diagnostic
est, généralement, résolue par I'approche des redondances analytiques qui se compose de deux
étapes : la génération de résidus et I’évaluation de résidus. Les résidus sont d’abord générés en
exploitant des techniques développées par la communauté de diagnostic de défauts (e.g., le filtre
de Kalman ou 'espace de parité) et ils sont ensuite évalués en utilisant des méthodes introduites
dans la théorie de la décision statistique (e.g., des tests non-séquentiels, des tests séquentiels, la
détection séquentielle de changements brusques) [10,30, 35,54, 81,206].

Cette these se concentre sur la surveillance des systemes SCADA contre des cyber-attaques.
Il est donc nécessaire de proposer des algorithmes de surveillance qui sont capable de détecter
et de localiser des actes malveillantes en temps réel. En outre, la conception des algorithmes
de surveillance devrait étre prise en compte des états inconnus (les parameétres de nuisance)
ainsi que des bruits stochastiques. Afin d’éliminer I'impact négatif des parametres de nuisance
pendant la la prise de décision, nous utilisons dans cette thése 'approche du filtre de Kalman
en régime permanent et I’approche par projection dans ’espace de parité de taille fixe. Les
résidus générés par les techniques mentionnées contiennent toujours des bruits aléatoires. Donc,
ils doivent étre évalués en utilisant les résultats de la théorie de la détection séquentielle de
changements brusques (ou « ruptures ») [10,175].

La théorie de la détection séquentielle de changements brusques s’intéresse a la détection d’un
changement (ou rupture) dans une séquence d’observations qui contiennent des transitions ra-
pides et éventuellement d’identifier le type de ces transitions. Pour le probleme classique, la
période apres le changement est supposée étre infiniment longue (voir [105] et aussi [147, 175]
pour plus de détails). Le probleme de détection (pure) de changements brusques entre deux
lois de probabilité (une hypothése de base et une hypothése concurrente) consiste a calculer
Iinstant d’arrét T auquel la présence de la rupture est déclarée. Cet instant de changement doit
respecter certains criteres d’optimalité. Par exemple, le retard moyen de détection devrait étre
aussi faible que possible pour une valeur donnée de fausses alarmes. Plusieurs algorithmes opti-
maux par rapport a différents critéres d’optimalité dans le cadre de 'approche non-bayésienne
(ou 'instant de rupture est inconnu mais non-aléatoire) sont introduits dans [103,113,146]. Les
résultats essentiels dans le cadre de I'approche bayésienne (ou I'instant de rupture est inconnu
et aléatoire) peuvent étre trouvés dans [142,158,166,177].

Le probléeme d’identification (détection-localisation) de changements brusques dans un systéme
stochastique est la généralisation du probléme de détection de rupture pour des hypotheéses
multiples (une hypothese de base et plusieurs hypothéses concurrentes). Le probléme consiste &
calculer un couple (7, v), ou T est 'instant d’arrét auquel la décision finale v est décidée. Les
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criteres d’optimalité devraient favoriser la rapidité de détection et de localisation avec des taux
acceptables de fausses alarmes et de fausses localisations. Plusieurs procédures de détection-
localisation asymptotiquement optimales par rapport aux différents critéres d’optimalité (pour
I’approche non-bayésienne ainsi que 'approche bayésienne) ont été proposées dans [104, 128
130,132,138, 175].

Malheureusement, les criteres d’optimalité classiques ne sont pas appropriés au probleme de
détection et de localisation d’attaques dans des systemes SCADA a cause des raisons suivantes.
Tout d’abord, 'adversaire préfere effectuer ses actes malveillants pendant une période finie en
raison de ses ressources limitées [6,7,25,80]. De telles attaques entrainent des changements tran-
sitoires (c-a-d des signaux de durée finie) dans le systéme attaqué. En outre, pour les systémes
a sécurité critique, il convient de détecter et de localiser les attaques avec un retard inférieur
a une constante fixée a priori [9,67,69,70]. Donc, il est pertinent de considérer le probléeme de
surveillance des systemes SCADA contre des actes malveillants comme un probléme de détection
et de localisation de changements transitoires dans des systemes stochastiques et dynamiques.
Dans cette these, nous utilisons le modéle d’espace d’état a temps discret pour décrire les sys-
temes SCADA. Les bruits gaussiens sont ajoutés a l’équation d’état ainsi qu’a I’équation de
mesure afin de modéliser, respectivement, l'incertitude des processus et I'imprécision des ap-
pareils de mesure. Les attaques sont modélisées par des signaux additifs de durée finie dans
les deux équations. Le probleme consiste a détecter I'instant inconnu ol surviennent les actes
malveillants, et éventuellement a déterminer le type d’attaque en présence des états inconnus
(souvent considérés comme des parametres de nuisance) et des bruits stochastiques.

Le probleme de détection de changements transitoires dans un systeme stochastique avec des me-
sures indépendantes a été considéré dans [67-70]. Le critére d’optimalité vise & minimiser la pire
probabilité de détection manquée sous la contrainte que la pire probabilité de fausse alarme pour
une fenétre de taille donnée est inférieure a une valeur prescrite. Un algorithme sous-optimal
par rapport au critere d’optimalité a été proposé pour le cas d’observations gaussiennes indé-
pendantes. L’idée est la suivante. Tout d’abord, un algorithme de la Somme Cumulée a Fenétre
Limitée des Seuils Variables (VIWL CUSUM) a été considéré pour détecter des changements
transitoires. Les bornes supérieures pour la pire probabilité de détection manqué ainsi que pour
la pire probabilité de fausse alarme pour une fenétre de taille donnée ont été calculées. Par la
suite, le probleme d’optimisation a été formulé comme un choix optimal, basé sur une fonction
de détection et des seuils variables, visant & minimiser la borne supérieure pour la pire proba-
bilité de détection manquée sous la contrainte que la borne supérieure pour la pire probabilité
de fausse alarme soit inférieure a une valeur prescrite. Le choix optimal des seuils conduit au
test de la Moyenne Glissante Finie (Finite Moving Average ou FMA). A notre connaissance, le
probleme de détection-localisation conjointe de changements transitoires n’est pas encore abordé
dans la littérature.

B.1.3 Contribution et organisation

L’objectif finale de cette these est de proposer des algorithmes de détection et de localisation d’at-
taques cyber-physiques dans des systémes industriels SCADA. A partir des analyses ci-dessus,
il convient d’étudier la surveillance en-ligne des infrastructures a sécurité critique par le biais
de la détection et la localisation de changements transitoires dans des systémes stochastiques et
dynamiques. En suivant 'approche par redondance analytique classique, le probléme est résolu
en deux étapes : la génération de résidus et ’évaluation de résidus. Les résidus sont tout d’abord
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générés en utilisant deux méthodes conventionnelles : le filtre de Kalman en régime permanent
et la projection sur l'espace de parité de taille fixe. Ils sont ensuite évalués en exploitant des
techniques de surveillance des systémes stochastiques afin de détecter I'instant d’attaque, et
éventuellement de classifier le type d’attaque (ou scénario d’attaque). Cette theése se concentre
particulierement sur I’évaluation de résidus.

Pour le probléme de détection, nous généralisons les travaux initiés par Guépié [67-70] a la détec-
tion des signaux additifs de durée finie au modele d’espace d’état en présence d’états inconnus et
de bruits stochastiques. Le critere d’optimalité pour la détection de changements transitoires, qui
a été proposé par Guépié [67-70], est utilisé dans cette these afin d’évaluer les performances sta-
tistiques des algorithmes de détection. Il est & noter que les résultats obtenus par Guépié [67-70]
dépendent fortement du concept des variables associées [46,110] qui permet d’établir la borne
supérieure de la pire probabilité de fausse alarme. Malheureusement, les résidus générés par
les deux méthodes mentionnées ne permettent pas d’utiliser cette propriété. Pour cette raison,
nous formulons dans cette these le probleme d’optimisation d’une maniere légerement différent
que celle proposée par Guépié [67-70]. La contribution au probléeme de détection se décompose
comme suit :

e Le développement d’un modele statistique unifié de résidus. Les modeles statistiques de
résidus générés par 'approche du filtre de Kalman en régime permanent et par la projection
sur ’espace de parité de taille fixe sont calculés. Plus particulierement, nous intégrons les
deux modeles statistiques dans un modele statistique unifié des résidus.

e La formulation et la solution du probléeme d’optimisation. D’abord, ’algorithme de la
Somme Cumulée a Fenétre Limitée des Seuils Variables (VIWL CUSUM) est considéré
pour détecter des changements transitoires dans une séquence des résidus en s’appuyant
sur le modele statistique unifié. De fagon similaire aux travaux de Guépié [67-70], nous
calculons une borne supérieure pour la pire probabilité de détection manquée du test
VTWL CUSUM. Ensuite, le probleme d’optimisation est formulé comme le choix optimal
des seuils variables dans la classe des tests VIWL CUSUM. Au contraire des travaux de
Guépié [67-70], nous proposons dans cette théese de minimiser la borne supérieure pour la
pire probabilité de détection manquée sous la contrainte que la pire probabilité de fausse
alarme pour une fenétre de taille donnée soit inférieure a une valeur prescrite. Finalement,
nous démontrons que 'algorithme VI'WL CUSUM optimisé est équivalent a la regle de
décision de la Moyenne Glissante Finie (FMA).

e Le calcul numérique des probabilités d’erreurs. Une méthode numérique est proposée afin
d’estimer la probabilité de fausse alarme et la probabilité de détection manqué du test FMA
et du test VITWL CUSUM. Cette méthode numérique est plus efficace que 'approche de
Monte Carlo conventionnelle en terme de temps de calcul.

e L’analyse de sensibilité du test FMA. En utilisant le méthode numérique mentionnée,
nous effectuons 'analyse de robustesse du test FMA par rapport a plusieurs parametres
opérationnels, e.g., la durée d’attaque, les profils d’attaque, les covariances des bruits de
processus et des bruits de capteurs.

e L’extension au scénario ou les profils de changements transitoires sont partiellement
connus. En supposant que la « forme » des profils est parfaitement connue mais leur « am-
plitude » est inconnue, ’approche du rapport de vraisemblance généralisé (GLR) et I’ap-
proche de rapport de vraisemblance pondéré (WLR) sont considérées. Le test VITWL GLR
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et le test VI'WL WLR sont proposés. Le probleme d’optimisation est établi et résolu. Il est
montré que le test VI'WL GLR optimisé et le test VIWL WLR optimisé correspondent
au test FMA GLR et au test FMA WLR, respectivement.

Le probleme de localisation est beaucoup plus difficile que le probleme de détection. Pour cette
raison, peu de résultats théoriques sont obtenus. La contribution de cette partie se décompose
comme suit :

e Premiérement, le modele statistique unifié des résidus générés par les deux méthodes sus-
mentionnées est généralisé a la détection-localisation conjointe de changements transitoires
au modele d’espace d’état a temps discret.

e Deuxiemement, un nouveau critere d’optimalité pour la détection-localisation conjointe
de changements transitoires est introduit. Le critére vise a minimiser la pire probabilité
de détection manquée soumis & des niveaux acceptables pour la pire probabilité de fausse
alarme dans une fenétre de taille donnée et pour la pire probabilité de fausse localisation
pendant la fenétre de changements transitoires.

e Troisiemement, plusieurs algorithmes de détection-localisation conjointe de changements
brusques, e.g., le test WL CUSUM généralisé, le test WL CUSUM par matrice et le test WL
CUSUM par vecteur, sont considérés pour détecter et localiser des changements transitoires
en s’appuyant sur le modeéle statistique unifié des résidus. Notamment, la regle de détection-
localisation FMA est proposée.

e Finalement, nous calculons des bornes supérieures pour les pires probabilités d’erreurs,
c-a-d pour la pire probabilité de détection manquée, pour la pire probabilité de fausse
alarme et pour la pire probabilité de fausse localisation.

Ce résumé est organisé comme suit. La formulation du probleme est donnée dans section B.2. La
génération de résidus par 'approche de filtre de Kalman et par 'approche d’espace de parité est
présentée dans la section B.3. Notamment, le modele statistique unifié des résidus générés par les
deux méthodes est développé. En s’appuyant sur ce modele, nous proposons dans la section B.4
et la section B.5, respectivement, les algorithmes de détection de signaux transitoires exacte-
ment connus ou partiellement connus. La conception des algorithmes de détection-localisation
conjointe est considérée dans section B.6. Dans la section B.7, nous appliquons les algorithmes
de détection et de localisation a la surveillance d’un réseau de distribution d’eau potable. Fina-
lement, quelques conclusions et perspectives sont données dans la section B.8.

B.2 Formulation du probléeme

Dans cette section, nous formulons la détection d’attaques aux systemes SCADA comme un pro-
bleme de détection de changements transitoires dans des systémes stochastiques et dynamiques.

B.2.1 Modeles du systéme et des attaques cyber-physiques

Le modele d’espace d’état a temps discret est utilisé pour décrire des systemes industriels atta-
qués :

=A B Fd, + Ka®
{xkﬂ zg + Buy + Fdi + Kaf + wy, A B.1)

Yk :ka—f—Duk—l—Gdk—l—Ha,”g—l—MaZ—i—vk’
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ou xx € R" est le vecteur d’états, ui € R™ est le vecteur de signaux de contrdle, di € R? est le
vecteur de perturbations, y;, € RP est le vecteur de mesures, aj, € R" est le vecteur d’attaque sur
les états, a% € RP est le vecteur d’attaque sur les mesures de capteurs, wi € R™ est le vecteur
de bruits de processus, v, € RP est le vecteur de bruits de capteurs; les matrices A € R™*"™,
BeR™" FeRY™, CeRPF DeRXM GeRPYM K € R H € RP*" et M € RP*P
sont connues. Les vecteurs wy et v sont des vecteurs gaussiens indépendants et identiquement
distribués, c-a-d E [wkwﬂ = Qdy, E [vkvlT] = Rby et E {wkvﬂ =0,0ud, =1sik=1cet

0r; = 0 autrement, les matrices @ € R™*™ et R € RP*P sont connues et R est définie-positive.

Remarque B.1. Les attaquants peuvent construire les vecteurs d’attaque aj, et aZ pour réaliser
leur objectif malveillant. Il a été démontré que les vecteurs d’attaque aj et aj pourraient étre
coordonnés pour perturber le systeme tout en contournant les détecteurs d’anomalies traditionnels
[141]. Ces attaques furtives peuvent étre congues par la stratégie de rediffusion de données [120)],
par la stratégie d’injection de fausses données [121], par la stratégie d’attaque zéro-dynamique
[186], ou par la stratégie d’attaque secréte [169]. L’analyse de sécurité du systéme est requise
pour révéler ces attaques furtives (voir, par exemple, [121], [186] ou [99]). Pour cette raison,
nous considérons dans ce manuscrit seulement des attaques détectables.

B.2.2 Modele des changements transitoires

Pour simplifier les notations, le vecteur d’attaque sur les états aj et le vecteur d’attaque sur

T
les capteurs a sont regroupés dans un seul vecteur d’attaque aj = [(ai)T, (a%)T] € R%, onl

s = r+p. Posons B, = [K,0] € R"** et D, = [H, M] € RP**. Donc, le modele (B.1) est simplifié
par :

Tht1 = Axp + Buy + Fdi, + Bear + wy, _
N 1 = T, (B.Q)

Yk = Cuxp + Duy, + Gdy, + Dgay, + vy, 7

ou les matrices d’attaque B, et D, dépendent de ’architecture du systeme et le vecteur d’attaque
ay est concu par l'attaquant pour réaliser son objectif malveillant. Supposons que les attaques
cyber-physiques sont effectuées pendant une période finie 7, = [ko, ko + L — 1], ot kg est l'instant
d’attaque inconnu et L est la durée d’attaque présumée connue. Le vecteur d’attaque ay est décrit
par :

0 si ok <ky
aj = 0k—ko+1 si ko< k<ko+1L, (B.3)
0 si k>ky+ L
ou 01,60, ---,0r € R® sont des profils d’attaque. Il est a noter que les informations des profils
01,02, - ,0; jouent un role important dans la performance statistique des algorithmes de dé-

tection. Nous considérons dans cette thése deux scénarios : les profils sont parfaitement connus
et les profils sont partiellement connus.

B.2.3 Critere d’optimalité

Le critere d’optimalité la détection de changements transitoires, introduit la premiere fois dans
[67,69], est utilisé dans cette these afin d’évaluer les performances statistiques des algorithmes
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de détection. Le critere vise a minimiser la pire probabilité de détection manquée :

inf {Ppq(T5L) = sup Py, (T —ko+1> L|T > ko) ¢, (B.4)
TeCu ko>L
parmi tous les instants d’arrét T' € C,, satisfaisant :

Ca:{T:Pfa(T;ma):sup]P’g{lgT<l+ma}§a}, (B.5)
I>L

ol Ppq est la pire probabilité détection manquée et Py, est la pire probabilité de fausse alarme
pour une fenétre de taille my,.

B.3 Meéthodes de génération des résidus

Dans cette section, nous considérons deux approches de génération des résidus : le filtre de Kal-
man en régime permanent et la projection sur I’espace de parité de taille fixe. Nous développons
également le modele statistique unifié de résidus générés par les deux méthodes.

B.3.1 Approche avec filtre de Kalman en régime permanent

Supposons que le filtre de Kalman est utilisé pour générer une séquence d’innovations. Le gain
de Kalman en régime permanent K, est calculé par :

Koo = Pl (OPRCT + R) (B.6)

ou la matrice de covariance de 'erreur d’estimation d’états P,, peut étre calculée en résolvant
I’équation algébrique de Riccati a temps discret suivante :

-1
Po = AP AT = APLCT (CPuCT + R) CPoAT 4 Q. (B.7)
Donc, l'opération du filtre de Kalman en régime permanent est décrite comme :

Tpprp = AZpp—1 + Bug + Fdp + AK (yk - @k|k—1)

A N 531|0 =7y, (B.8)
Ork—1 = Clgjp—1 + Dug + Gdy,

ou &1 € R" est I'estimation des états et gy ;1 € RP estimation des sorties.

Soit 1, = yg —Jrk—1 € RP un vecteur d’innovations. Il a été démontré [10,116] que les innovations
{ri};>; sont des vecteurs gaussiens indépendants de matrice de covariance J = CPCT + R.
Soit o1, 02, - - - € RP la séquence des vecteurs aléatoires indépendants et identiquement distribués
(i.i.d.) suivant une loi normale multidimensionnelle de covariance J, c-a-d g ~ N (0, J). Donc,
le modele statistique des innovations est décrit par :

Ok si k <kg
Tk = Vk—ko+1 T 0k si ko <k <ko+ L, (B.9)
Uy + ok si k>ko+L
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ou ¥, Ys, - -+, sont des profils de changements transitoires, étant calculés a partir des profils
d’attaque 61,05, --- , 6 par ’équation suivante :

;€ =0, (B.10)

€k+1 = (A — AKOOC) €k + (Ba - AKOODQ) Gk
Y = Cep+ Dby

et les profils apres les changements 1y, (pour k > ko 4+ L) ne présentent aucun intérét.

T
Soit r,’jfLH = [r%ﬁLH,-" ,rﬂ € RIP le vecteur concaténé des résidus, QllszH =

T
Qz—L—H’ e ,Qﬂ € RIP le vecteur concaténé des bruits, et 1/’112—L+1 (ko) € REP le vecteur

des signaux transitoires. Le vecteur @b’gf .41 (ko) dépend de la position relative de l'instant de
rupture ko dans la fenétre [k — L + 1, k] via ’équation suivante :

[0] si k <ko
[0]
k ¢l .
¢k‘—L+1 (ko) = . S1 kO S k < k() + L s (Bll)
Uk kot 1
Vi_py1 (ko) st k>1L

ou [0] est un vecteur nul de dimension appropriée et les profils apres les changements
or +1 (ko) € RYP ne présentent pas d’intérét.

En regroupant (B.9)-(B.11), le modele statistique des innovations r¥ , 41 générées par le filtre
de Kalman est exprimé par :

K k K
Thi—r41 = Yk—r+1 (ko) + Ok 41 (B.12)

ou of ;.1 ~N(0,5,) et 5, = diag (J) € RFP*I? est la matrice diagonale par blocs J.

B.3.2 Approche par projection sur un espace de parité de taille fixe

Dans cette section, nous développons le modele statistique des résidus générés par projection sur
un espace de parité de taille fixe. Les vecteurs uy et dj sont éliminés du modele (B.2) puisqu’ils
sont connus. En regroupant les derniéres L observations, le modele d’observation se simplifie :

Zh—L+1 C 0 0 - 0 Wh—L+1
Zh—[42 CA C 0 - 0 Wk—L+2
: - : Th—L+1 7+ : : . :
2k CAL-1 CAL=2 cAL=3 ... 0 W,

—_———
ZIILLH ¢ H wllszle
D, 0 0 ak—L+1 Vk—L+1
CB D - 0 f— 42 VgL +2
. ‘ P T L Ba3)
CAL_QBG CAL_gBa -« D, ag Vk
M 9£7L+1(k0) ”£7L+1

230



B.3. Méthodes de génération des résidus

ou dans une forme plus simple :
k k k k
Zhr41 = Cop—p1 + MO (ko) + Hwi 1 + vE_p41; (B.14)

ou z,’j_ i1 € RLP est le vecteur concaténé d’observations simplifiées, w,’i_ i1 € RL™ est le
vecteur concaténé de bruits de processus, v,’jf 11 € RLP le vecteur concaténé de bruits de
capteurs, 9,’;_ 141 (ko) € RL$ le vecteur concaténé de profils d’attaque ; les matrices C € RLP*7,
M € REPXLs ot H € REPXL1 Les bruits de processus w,”jfLJrl ~ N (0,Q) et les bruits de
capteurs v,’j_LH ~ N (0,R), ot Q = diag(Q) € RE"™ " et R = diag (R) € RFP*IP sont des
matrices diagonales par blocs Q) et R, respectivement.

De fagon similaire & la définition du vecteur 1 , 41 (ko) dans (B.11) par 'approche de filtre de
Kalman, le vecteur 0§, +1 (ko) est exprimé par :

[0] si k <k
[0]
0, ‘
0r_ 141 (ko) = : si ko <k<ko+L, (B.15)
Ok —ko+1
Ok 1y (k)| si k>ho+ L

ou [0] est un vecteur nul de dimension appropriée et les profils aprés des changements
0£7L+1 (ko) € RL® ne présentent pas d’intérét.

Il est & noter que le parametre de nuisance xy_y 11 doit étre éliminé de (B.14) afin d’éviter son
impact négatif lors de la prise de décision. La réjection du parametre de nuisance a été discutée
dans [52] en appliquant la théorie des tests invariants. La méthode considérée dans [52] coincide
avec l'approche par espace de parité dans la communauté du diagnostic de défauts [30, 35].
L’idée est comme la suivante. Le vecteur zf , 41 dans (B.14) est projeté sur le complément

orthogonal R (C )J‘ de l'espace engendré par les colonnes R (C) de la matrice C qui est supposé de
rang plein. Le vecteur de résidus est calculé par r,’j_ Li1= Wzlkc_ L+1, ou les rangs de la matrice
W e REP—)XLp go composent des vecteurs propres de la matrice de projection Pcl =17-—

-1
C (CTC) CT correspondants aux valeurs propres 1, ot Z est la matrice d’identité de dimension

appropriée. La matrice de réjection W satisfait des propriétés suivantes : WC = 0, WT'W = ”PCL
et WWT = 7. Le modele de résidus générés par 'approche d’espace de parité est donné par :

rep41 = Waips = WM (ko) + W (leﬁfL+1 + UllszJrl) : (B.16)

Afin de développer le modele statistique ressemblant & celui de (B.12), définissons le vec-
teur de profils transitoires ¢f_; (ko) = WMOF_; .| (ko) € RFP™™ et le vecteur de bruits

§,]§_L+1 =W (”Hw,’j_LH +v’,§_L+1> e RUP—)x(Lp=n)  yegpectivement. Le modele statistique
(B.16) se réduit a

e =k 111 (ko) + Sh_p41 (B.17)

ol le vecteur g,’jfLH ~ N (0,%.), ot la matrice de covariance Xc = W (HQHT + R) wT',
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B.3.3 Modele statistique unifié des résidus

Dans cette section, nous développons le modele statistique unifié de résidus générés par 'ap-
proche de filtre de Kalman et par ’approche par projection sur ’espace de parité. En intégrant
(B.12)—(B.17), nous obtenons le modele statistique unifié des résidus suivant :

Th_pe1 = Pb_py1 (ko) + & _ 41, (B.18)

ot ¢F 41 (ko) est le vecteur de signaux transitoires et 3 41~ N(0,%) est le vecteur de
bruits aléatoires. Pour I'approche du filtre de Kalman, les profils transitoires sont ¢f_, 41 (ko) =
1/1,’2,7 41 (ko) et les bruits aléatoires sont §’,§7 Li1= gﬁf 41 avec la matrice de covariance X = .
Pour I'approche avec I’espace de parité, les profils transitoires sont ¢112—L+1 (ko) = ‘P’lz—L+1 (ko)
et les bruits aléatoires sont f,’j_ L1 = g,’j_ L1 avec la matrice de covariance ¥ = X.

Dans ce manuscrit, nous proposons d’utiliser la distance de Kullback-Leibler (K-L) pour com-
parer les deux approches de génération des résidus. Il est bien connu [10] que les résidus avec la
plus grande distance de K-L offrait de meilleures performances statistiques que ceux avec une
plus petite distance de K-L.

L+1 . Lk
2 T L4+1»

lorsqu'’ils suivent le modele statistique unifié (B.18). Désignons aussi par Ey, (resp. Eg £ Es)
I’espérance mathématique correspondante. Dans le cas gaussien, les distances de K-L sont cal-
culées par [10] :

Désignons par Py, (resp. Py = Puo) la distribution conjointe des résidus v, r

pcr =5 [ob 0] [557] [ot )], (8.19)
oes = 5 [eF 0] [57] [k )] (B.20)

ou pkr et ppg sont des distances de K-L des résidus générés, respectivement, par I’approche du
filtre de Kalman et par ’approche avec ’espace de parité.

Nous considérons maintenant le probléme de choix de la matrice de réjection W pour l’espace
de parité. Les résultats principaux sont donnés dans Lemme (B.1).

Lemme B.1. (Choiz de la matrice de réjection). Soit W € RUEP=MX" g matrice de réjection
telle que ses colonnes constituent une base (non nécessairement une base orthonormale) pour
Vespace nul & gauche R(C)* de la matrice C, satisfaisant ainsi WC = 0. La distance de K-L

pps = % [M91L (1)}T

-1
W (wsw?) W] Mok (1)] (B.21)
ne dépend pas du choix de la matrice de réjection V.

Démonstration. La preuve de ce lemme peut étre trouvée dans la version anglaise du manuscrit.
O

Dans [72, 73], Gustafsson a proposé de rejeter les états inconnus du systéme par la méthode
d’estimation des moindres carrés. La matrice de réjection W est choisie en tenant compte des
matrices de covariance des bruits (de processus et de capteurs). Il a été discuté dans [72, 73]
que cette méthode offrait des résidus avec une covariance minimale. Cependant, la covariance
minimale ne garantit pas les performances statistiques de la procédure de détection en raison de
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la projection. Les résultats du Lemme B.1 montrent que la méthode d’estimation des moindres
carrés est autant efficace que ’approche par projection sur ’espace de parité proposée dans cette
these.

Dans le cadre des tests statistiques, un probléme analogue de détection optimale de défauts a été
traité dans [51]. Un modele linéaire avec des parameétres de nuisance et une matrice de covariance
générale (pas nécessairement diagonale) a été considéré dans le contexte des parameétres de
nuisance inconnus mais non-aléatoires. Deux tests invariants différents ont été concus dans un tel
cas. Le premier invariant statistique a été basé sur la connaissance de la matrice d’observation
et de la matrice de covariance. Par contre, le deuxieme invariant statistique a été concu en
considérant la matrice d’observation seulement. Il a été démontré dans [51] que les deux méthodes
sont égales. Cette conclusion est cohérente avec les résultats du Lemme B.1.

B.4 Algorithmes de détection pour des parametres complete-
ment connus

Cette section est organisée comme suit. L’algorithme de la Somme Cumulée & Fenétre Limitée
et Seuils Variables (VIWL CUSUM) est congu dans la sous-section B.4.1. Ensuite, le probleme
d’optimisation est formulé et résolu dans la sous-section B.4.2. Il est démontré que le choix
optimal des seuils conduit a la regle de détection de la Moyenne Glissante Finie (Finite Moving
Average ou FMA). En outre, une méthode numérique est proposée dans la sous-section B.4.3
pour estimer la pire probabilité de fausse alarme et la pire probabilité de détection manquée.
Finalement, la robustesse du test FMA par rapport & quelques parametres est examinée dans la
sous-section B.4.4.

B.4.1 Algorithme de Somme Cumulée & Fenétre Limitée et Seuils Variables

Dans cette sous-section, nous adaptons l'algorithme VI'WL CUSUM, qui a été proposé par
Guépié [67,69] pour détecter des changements transitoires dans une séquence des variables
gaussiennes indépendantes, au modele statistique unifié (B.18). L’instant d’arrét Typwy, du test
VTWL CUSUM est défini directement comme suit :

=i > . k — i > .
Tyrwr, = inf {k >L:, max (Sl hi z+1) > o}, (B.22)
ol hi,ha,--- ,hy sont des seuils variables et Sf est le logarithme du rapport de vraisemblance

(LLR) qui est calculé dans le cas gaussien par :

st= [0k 1 @] [27] k= 50k 20 G)]. (B.23)

L’algorithme VI'WL CUSUM se déroule comme suit. Pour chaque instant & > L, I'algorithme
utilise les dernieres mesures yg_r+1,- - ,yr pour la prise de décision. Tout d’abord, les LLRs
S{“ sont calculés a partir de (B.23) pour chaque indice ¢ de k — L + 1 & k. Ensuite, chaque LLR
Sf est comparé au seuil hg_;41 et 'instant d’alarme Ty Twy, est déclaré si I'un des LLRs est
supérieur ou égal a son seuil correspondant. Les seuils variables hi, hsa,--- , hy sont considérés
comme les parametres de réglage pour optimiser ’algorithme VI'WL CUSUM par rapport au
critere d’optimalité (B.4)-(B.5).

233



Appendiz B. Résumé en Francais

B.4.2 Etude des performances statistiques du VIWL CUSUM

Cette sous-section est consacrée a 1’étude des propriétés statistiques de algorithme VITWL
CUSUM (B.22)—(B.23). Les propriétés de la pire probabilité de fausse alarme Py, et de la pire
probabilité de détection manquée P4 sont résumées dans le Théoreme B.1.

Théoréme B.1. Considérons l'algorithme VI'WL CUSUM défini par (B.22)-(B.23). Alors,

1. La pire probabilité de fausse alarme pour une fenétre de taille donnée my correspond o la
premiére fenétre [L; L + mq, — 1], c-a-d

Pe (Tvrwe; ma; by ha, -+ hy) =Po (L < Typwr, < L+mg — 1) (B.24)

2. La pire probabilité de détection manquée est bornée supérieurement par

- N hr — HsEL
Pra (Tvrwr; b, b, - hr) < Pua (Tvrwr; hr) = @ — | (B.25)
Sl

ou®(z) = [* \/% exp {—%tQ} dt est la fonction de répartition de la loi normale centrée réduite,

Pma (Tvrwr; hr) est la borne supérieure proposée pour la pire probabilité de détection manquée

Pma, et les paramétres HsL et OgL sont calculés par :

1 Tre_
usp = 5ot ] 37 ot ()] (B.26)
T
ot = let ] [27Y] ot )] (B.27)
Démonstration. La preuve de ce théoreme peut étre trouvée dans la version anglaise. O

11 est & noter que la minimisation simultanée de la pire probabilité de détection manquée Ppq et
de la pire probabilité de fausse alarme Py, est contradictoire. En outre, leur expression analytique
n’est pas disponible en raison de la complexité mathématique. Pour ces raisons, nous proposons
de minimiser la borne supérieure I@’md (Tyrwi; hr) sous la contrainte que la pire probabilité de
fausse alarme de taille m,, soit bornée par une valeur prescrite o € (0,1). Avant d’examiner
le probléeme d’optimisation, nous imposons I’hypothése suivante sur les profils de changement
transitoire ¢ (1) qui sont définis dans (B.18).

Hypothése B.1. Supposons que le vecteur des profils ¢F (1) défini dans (B.18) est non-nul
(c-a-d ¥ (1) # 0 pour lapproche avec le filtre de Kalman et ol (1) # 0 pour lapproche avec
projection sur l'espace de parité).

L’hypothese B.1 joue un role essentiel dans le choix des seuils de 'algorithme VI'WL CUSUM.
Cette hypothese fournit la condition suffisante pour le lemme suivant.

Lemme B.2. Soit S € R™ [e vecteur gaussien multidimensionnel qui se compose de my LLRs
St SQLH, e ,S#ima*l. Si ’hypothése B.1 est satisfaite, la matrice de covariance Y.g € R™Ma>Ma
du vecteur aléatoire S est définie positive.

Démonstration. La preuve de ce lemme peut étre trouvée dans la version anglaise du manuscrit.
O
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En exploitant les résultats du Lemme B.2, le choix optimal des seuils variables par rapport au
critere d’optimalité (B.4)—(B.5) est formulé et résolu dans le Théoreme B.2.

Théoréme B.2. Considérons l'algorithme VI'WL CUSUM défini par (B.22)—-(B.23). Alors,

1. Le choix optimal des seuils variables hi,ho,--- ,hy conduit au probléeme d’optimisation sui-
vant :

{il’lfh17h27...7hL INP)md (Tvrwr; hr) (B.28)

subject to Pe, (TyTwr; Ma; b1, ha, -+ hr) <o

ot o € (0,1) est une valeur prescrite pour la pire probabilité de fausse alarme dans une durée

de taille mq. Le probléme d’optimisation (B.28) posséde la solution unique (h,h3, -, h}) pour
une valeur donnée a € (0,1), ot hi,hd,--- ,h} — 00 et h} est calculé par I’équation suivante :
L-‘rma_l
P, ( N {S’,;,LH < hL}> =1-a (B.29)
k=L

2. L’algorithme VITWL CUSUM optimisé est équivalent au test de la Moyenne Glissante Finie
(FMA) suivante :

Trna (EL) — inf {k > L [¢1L (1)]T [g—l] k> EL} , (B.30)

avec le seuil hy, = hy + fsL- La borne supérieure pour la pire probabilité de détection manquée
du test FMA (B.30) est calculée par :

Ppnd (TFMA; EL) < P (TFMA; iLL) £ (W) - (B.31)

Démonstration. La preuve de ce théoréeme peut étre trouvée dans la version anglaise du manus-
crit. 0

B.4.3 Calcul numérique des probabilités d’erreurs

Dans cette sous-section, nous proposons une méthode numérique pour estimer la pire probabilité
de fausse alarme Py, et la pire probabilité de détection manquée Prq du test FMA et du test
VTWL CUSUM. La méthode proposée est basée sur le calcul numérique de la fonction de répar-
tition d’une distribution multidimensionnelle introduite dans [63]. Notamment, cet algorithme
a été mis en oeuvre dans « Matlab Statistics Toolbox » par la fonction MVNCDF.

Proposition B.1. La pire probabilité de fausse alarme Pr, et la pire probabilité de détection
manquée Pyq du test VIWL CUSUM (B.22)—(B.23) et du test FMA (B.30) sont calculées
numériquement par les formules suivantes :

1. La pire probabilité de fausse alarme pour une fenétre de taille m,, est calculée par :

L4+maq—1 k
Pt (TyrwL; Mai hi he, -+ hp) =1=Po [ ) N {Szk < hk—i—H} ; (B.32)
k=L i=k—L+1
L+mq—1

i (TFMA;ma; EL) —1-P, ( N {S{j_LH < hp — MSIL}> : (B.33)
k=L
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2. La pire probabilité de détection manquée est calculée par :

ko+tL-1  k
Pio| ) N {Slk < hkﬂ#l}
P (Tyrwr; b, ha, -+ h) = sup. :O:_Ll Z:I;_LH ; (B.34)
- Pol () ) {Szk < hkfz#l}
k=L i=k—L+1
ko+L—1 B
Phq ﬂ {SlkffL+1 <hr - Mle}
Pt (Toaashe) = sup —— 7= S D
ko>L 0 & -
P, ﬂ {Sk7L+l <hr— st}
k=L

Démonstration. La preuve de cette proposition peut étre trouvée dans la version anglaise du
manuscrit. O

Remarque B.2. Les vecteurs des seuils, les vecteurs des moyennes et les matrices de cova-
riance sont formulés dans la Proposition B.1 pour le calcul numérique des probabilités d’erreurs.
Afin d’utiliser la fonction MVNCDF de Matlab, il est nécessaire de calculer les espérances mathé-
matiques Eg {Sﬂ et Eg, {Sﬂ et les covariances cov (Sﬁl,Siz). En outre, la méthode numérique
nous permet d’estimer les probabilités d’erreurs au lieu de la méthode de simulation de Monte
Carlo traditionnelle. Il est d noter que la méthode proposée est plus efficace que la simulation de
Monte Carlo concernant le temps de calcul. En outre, cette méthode numérique sera exploitée
pour étudier la robustesse du test FMA dans la sous-section B.4.4.

Remarque B.3. Le Théoréme B.1 a montré que la pire probabilité de fausse alarme Pg, pour
une durée donnée de taille my, correspond exactement d la premiére fenétre [L; L + mgq — 1].
Donc, la pire probabilité de fausse alarme Pg, du test VIWL CUSUM (B.22)—~(B.23) et du test
FMA (B.30) peut étre calculé en utilisant les équations (B.32)—(B.33). En revanche, la pire
probabilité de détection manquée Pnq concerne Uopération « supremum » sur tous les points de
changement ko > L. Autrement dit, la pire probabilité de détection manquée ne correspond pas d
la premiére fenétre [L;2L — 1]. Heureusement, les résultats des simulation montrent que la pire
probabilité de détection manquée Py, (T > ko + L|T > ko) tend vers les premiéres fenétres, ou T
est linstant d’arrét du test VIWL CUSUM et du test FMA. Pour cette raison, nous remplacons
lopération « supremum » dans les équations (B.34)—(B.35) par loperation « mazimum » sur
quelques premiers instants de changement ko € [L,L + 6L], ot 6L € Nt pour estimer la pire
probabilité de détection manquée Prq.

B.4.4 Analyse de sensibilité du test FMA

Dans cette sous-section, nous effectuons l'analyse de la sensibilité du test FMA (B.30) afin
d’évaluer sa robustesse par rapport a plusieurs parametres opérationnels : la durée d’attaque
L, les profils d’attaque 61,60, --- ,0r, la matrice de covariance ) et la matrice de covariance
R. Cette analyse de sensibilité est extrémement importante dans des circonstances pratiques
puisque ces parametres opérationnels ne sont pas exactement connus.

Soient L, 01,0s,--- .05, Q et R, respectivement, les vraies valeurs de la durée d’attaque, des
profils d’attaque, de la covariance des bruits du processus et de la covariance des bruits de
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capteurs. Il est a noter que les parameétres putatifs correspondants L, 61,602, --- ,01, Q et R
restent intactes. La différence entre les vrais parametres et les parametres putatifs entraine
un changement dans le modele statistique unifié (B.18). Heureusement, la méthode numérique
proposée dans la sous-section B.4.3 peut étre utilisée pour examiner la robustesse du test FMA
par rapport aux parametres opérationnels.

La pire probabilité de fausse alarme Pg, (T FMA; Ma; h L) et la pire probabilité de détection man-

quée P (TFMA; BL) peuvent étre estimées par les formules (B.33) et (B.35), respectivement.

A cause de la différence entre les vrais paramétres et les parameétres putatifs (c-a-d L # L,
01,02,---,0p # 01,00,--- .01, Q # Q et R # R), les espérances mathématiques Eg [Sﬂ et

k . A ’ ’ ’
i i sz’;) doivent étre recalculées. Les espérances mathéma-

Ex, [Sﬂ et les covariances cov (Skl

)

tiques Eg {Sﬂ et Eg, {Sk} ne dépendent que des vraies valeurs de la durée d’attaque L et des

profils d’attaque 61, 0s, - - - , 0. En revanche, les covariances cov (Sikll , Sf;) dépendent seulement

des matrices Q et R. Ces calculs sont détaillés dans la version anglaise du manuscrit.

Remarque B.4. Pour les scénarios ot les vraies covariances des bruits sont différentes de leurs
valeurs putatives, les innovations générées par le filtre de Kalman ne sont plus indépendantes. Le
modéle statistique des résidus n’est plus valable. Pour cette raison, il est nécessaire de recalculer
la covariance entre deuz innovations dans tels scénarios que Q # Q et/ou R # R. Cette tache
est réalisée par un algorithme récursif détaillé dans la version anglaise du manuscrit.

B.5 Algorithmes de détection pour des parametres partielle-
ment connus

Dans cette section, nous considérons un scénario plus réaliste ou les profils d’attaque sont par-
tiellement connus. Plus précisément, la « forme » des profils est connue mais la « magnitude »
des profils est inconnue. Soient 61,0y, - - , 07, les profils putatifs et 01,0, - - - , 07, les vrais profils.
Ces derniers peuvent étre exprimés en fonction des premiers par éj = v0;, ou les profils putatifs
sont connus mais le coefficient v est inconnu. L’approche du rapport de vraisemblance généralisé
(GLR) et 'approche du rapport de vraisemblance pondéré (WLR) sont envisagées pour résoudre
le probléme.

B.5.1 Approche du Rapport de Vraisemblance Généralisé
L’approche du rapport de vraisemblance généralisé (GLR) consiste & remplacer le parameétre

inconnu vy par son estimation du maximum de vraisemblance. Le logarithme du rapport de
vraisemblance (LLR) généralisé S¥ est calculé par :

. (B.36)

N T 1
k k . -1 k k .
Si = sup [’7¢ka+1 (Z)} {2 } [TkL+1 = 579k-r141 (D)
Le LLR généralisé S‘Zk peut étre calculé, apres quelques transformations simples, comme suit :

8k = ko] B0 [hoss] (B.37)
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ol la matrice ¥ (i), qui dépend de Iindice i, est calculée par :

(i) = (=] [QSIIE—L—H (i } [¢II§—L+1 (Z)]T (=] ‘ (B.38)

208 101 (0] (2711 [6f_pr )]

L’algorithme VI'WL GLR, qui utilise le LLR généralisé S'Zk, est décrit par :

Torr = inf {k > L: (SF = hi—ss1) > 0, B.39
GLR = 11 { = k—lf&?gigk i k—i+1) Z ( )
ou les seuils variables hi, ho,---,hy sont considérés comme les parameétres de réglage pour

optimiser I'algorithme VI'WL GLR.

B.5.2 Approche du Rapport de Vraisemblance Pondéré

L’approche du rapport de vraisemblance pondéré (WLR) s’appuie sur ’hypothese que le pa-
rametre inconnu -y est aléatoire et suit une distribution a priori. Le logarithme du rapport de
vraisemblance (LLR) pondérée SF est calculé par :

J [p¢Z_L+1(z’) (TIIE—L_H)] pydy

k
Do ("”k—L+1)

Sk = log , (B.40)

ou py est la fonction de densité de parametre inconnu +.

Dans un souci de simplicité, supposons que le parameétre inconnu ~ suit la distribution uniforme
U (70,71), ou les bornes 0 < 9 < 71 sont connues. Donc, la fonction de densité est donnée par
Py = 1/(m—0). D’apres quelques transformations, le LLR pondéré Sf est donné par :

gk = {TE_L-H}T [f (i)} {’I"]]:_L—H} + log b(z)(\fﬂ_%)] +

log [@ (b (1) v — Z((fj))) ) (b () v0 — ZEZ;)} ) (B.41)

ou les coefficients a (i) et b (i) sont calculés par :

al) = [of @] =7 [k o] (B.42)

b = [tk on @] [57] [sho )] (B.43)

La regle de détection VI'WL WLR, qui utilise le LLR pondéré S’Zk, est décrite par :

[ =i >L: S > .
Twir = inf {k >L: max (SF = hiisn) > 0} , (B.44)
ou les seuils variables hi, ho,--- ,hy sont considérés comme les parametres de réglage pour

optimiser I’algorithme VI'WL WLR.
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B.5.3 Etude des performances statistiques du VITWL GLR et du VIWL
WLR

Dans cette sous-section, nous examinons les performances statistiques du test VIWL GLR
(B.39) et du test VITWL WLR (B.39). Les résultats principaux sont présentés dans le Théo-
reme B.3 et le Théoréeme B.4.

Théoréme B.3. Considérons le test VIWL GLR défini dans (B.39) et le test VIWL WLR
défini dans (B.44), respectivement. Alors,

1. La pire probabilité de fausse alarme pour une durée de taille my dépend de la premiére fenétre
[L; L+ mq — 1], c-a-d

pfa (TGLR> = Po (L < TGLR < L+ mMe — 1) 5 (B.45)
Ffa (TWLR> =Py (L < TWLR < L4+mqg— 1) . (B46)

2. La pire probabilité de détection manquée est bornée supérieurement par :

Pud (TGLR> < Ppa (TGLR; hL) =P <§1L < hL) ; (B.47)
Prna (TWLR) < Pra (TWLR§ hL) =P (SlL < hL) ; (B.48)

ot Ppg (TGLR;hL) et Pod (TWLR;hL> sont les bornes supérieures pour la pire probabilité de
détection manquée du test VIWL GLR et du test VIWL WLR, respectivement.

Démonstration. La preuve de ce théoréeme peut étre trouvée dans la version anglaise du manus-
crit. 0

Nous souhaitons minimiser la borne supérieure I@’md (TGLR; h L) (resp. I@’md (T WLR; b L)) sous la

contrainte que la pire probabilité de fausse alarme Pg, (TGLR) (resp. Py, (TWLR)) est bornée par
une valeur prescrite o € (0, 1).

Théoréme B.4. Considérons le test VIWL GLR défini dans (B.39) et le test VIWL WLR
défini dans (B.44), respectivement. Alors,

1. Le choix optimal des seuils hy,hs,--- ,hy, se produit au probléme d’optimisation suivant :
inf Ppq (TGLR§ hL) soumis a P, (TGLR§ma§ hy, ha, - ,hL) <a, (B.49)
hi,hy,
inf Pug (TWLR; hL) soumis a Pg, (TWLR;ma; hi,ho,--- ,hL) < a, (B.50)
hi,hy,

ot o € (0,1) est une valeur prescrite pour le taux de fausse alarme. Soient hi et h}, respecti-
vement, les numéros réels minimum satisfaisant les inégalités suivantes :

L4+maq—1 . .
P, ( N {Skrn< h;}) >1-a, (B.51)
k=L
L4+ma—1 . .
Py ( N {S,’;_LH < hL}> >1-—a. (B.52)
k=L
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Donc, les seuils optimaux du probléme d’optimisation (B.49) (resp. (B.50)) sont BT, e ,fzi_l —
+00 (resp. hy--- b} | — +o00) et b} (resp. b ).

2. Le test VITWL GLR et le test VITWL WLR optimauz conduisent auz régles de décision FMA
correspondantes :

Tonia =inf {k > L: S 1) > bt} (B.53)
Tonia =inf {k > L: S 1) > bt} (B.54)

ot Teaa est Uinstant d’arrét du test FMA GLR et Tpya Uinstant d’arrét du test FMA WLR,
et les seuils h} et h} sont choisis pour assurer des niveaux acceptables de fausses alarmes.

Démonstration. La preuve de ce théoréme peut étre trouvée dans la version anglaise du manus-
crit. ]

Remarque B.5. Permettons-nous d’ajouter quelques commentaires sur les résultats du Théo-
réeme B.3 et du Théoréme B.4. L’estimation numérique de la probabilité de fausse alarme et de
la probabilité de détection manquée du test FMA GLR donnée dans (B.53) et du test FMA WLR
donnée dans (B.54) sont difficilement calculables sous forme analytiques. Pour cette raison, nous
examinons les performances statistiques du test FMA GLR et du test FMA WLR, en se basant
sur une simulation de Monte Carlo, dans la section B.7.

B.6 Extension au probléme de localisation

Dans cette section, nous formulons le probleme d’identification d’attaques cyber-physiques
dans les systéemes SCADA comme un probleme de détection-localisation conjointe de chan-
gements transitoires dans des systémes stochastiques et dynamiques. Cette section est organi-
sée comme suit. La formulation du probléme est présentée dans la sous-section B.6.1. Dans la
sous-section B.6.2, nous développons le modele statistique unifié pour le probleme de détection-
localisation conjointe de changements transitoires. En s’appuyant sur ce modele, quelques al-
gorithmes de détection-localisation sont proposés dans la sous-section B.6.3. Finalement, nous
étudions dans la sous-section B.6.4 les performances statistiques du test FMA.

B.6.1 Formulation du probléme

De fagon similaire au probleme de détection, le modele d’espace d’état a temps discret suivant
est employé pour décrire les systémes SCADA attaqués :
Tht1 = Axp, + Buy, + Fdi, + Beag + wy, _
;X =T, (B.55)
Yk = Czp + Dup + Gdi, + Dgag + vi

ou zp € R" est le vecteur d’états, up € R™ est le vecteur de signaux de controle, di € RY? est
le vecteur des perturbations, yr € RP est le vecteur des mesures des capteurs, a; € R® est le
vecteur d’attaque, wr € R™ est le vecteur des bruits de processus, et vy € RP est le vecteur
des bruits des capteurs; les matrices A € R"*", B € R"™*™ F ¢ R"*1, C € RP*", D ¢ RP*™,
G € RP*1 B, € R™ et D, € RP*S sont connues. Les signaux de contrdle uy et les perturbations
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di, sont connus également. Les bruits des processus wy et les bruits des capteurs v; sont des
vecteurs gaussiens multidimensionnels centrés réduits indépendants, c-a-d cov (wg, w;) = Qdgy,
cov (vg,vy) = Royy et cov (wg,v;) =0, ot 0y = 1 si k =1 et 0y = 0 autrement.

Supposons que les actes malveillants sont effectuées pendant une période finie 7, =
[ko, ko + L — 1], ou kg est 'instant d’attaque inconnu et L est la durée d’attaque connue. Pour
le probleme de détection et de localisation, nous avons K profils d’attaque différents ou chaque
profil d’attaque est associé a un scénario d’attaque spécifique. Donc, le vecteur d’attaque ag
s’écrit :

0 si k< ko
ap = Op_posr (1) si ko<k<ko+L, (B.56)
0 si k>ko+L

oul, for 1 <1< K, est le type d’attaque et K est le nombre d’hypotheses. Les profils d’attaque
01(1),02(1),---,0r (1) du type [, pour 1 <[ < K, sont connus.

Définition B.1. Un algorithme de détection et de localisation de changements doit calculer un
couple (T, v) en s’appuyant sur des observations yi,ya, -+, ouT > 0 est l'instant d’arrét auquel
la décision finale v, pour 1 < v < K, est décidée.

Le probleme est de proposer des algorithmes pour détecter et localiser un changement transi-
toire dans le modele (B.55)—(B.56) en satisfaisant certains critéres d’optimalité. Plusieurs cri-
teres d’optimalité ont été proposés pour évaluer la performance statistique d’un algorithme
de détection-localisation de changements brusques dans un systéme stochastique. Les criteres
classiques visent & minimiser le retard moyen pour détection-localisation soumis aux niveaux
acceptables de fausses alarmes et de fausses localisations (voir, par exemple, [104,128-130,132]).
Pour les infrastructures a sécurité critique [127], il est essentiel de minimiser la pire probabilité
de détection-localisation manquée pour des valeurs acceptables de fausse alarmes/localisations.

Dans ce manuscrit, nous proposons un nouveau critére d’optimalité pour le probléme de dé-
tection et de localisation de changements transitoires ainsi que pour la surveillance en-ligne de
infrastructures a sécurité critique. Le critere d’optimalité consiste a minimiser la pire probabilité
de détection-isolation manquée soumis & des niveaux acceptables sur la pire probabilité de fausse
alarme pour une fenétre de taille donnée et sur la pire probabilité de fausse localisation pour la
fenétre transitoire. Ce critere d’optimalité est parfaitement approprié au probleme de détection
et de localisation d’actes malveillantes dans des systémes SCADA.

Soient Ppq (T; L) la pire probabilité de détection manquée, Pg, (T;m,) la pire probabilité de
fausse alarme pour une fenétre de taille m,, et Pg (T; L) la pire probabilité de fausse localisa-
tion pendant la durée transitoire. La probabilité de fausse alarme et la probabilité de fausse
localisation sont définies, respectivement, par :

P, (T;me) = sup Py (g < T < lg +my), (B.57)
lo>L
™ . — l < . .
Ps (T L) ksouzpz 1152%}%(?),% (ko <T <ko+L;jv#1), (B.58)

ou Py est la probabilité correspondante au mode de fonctionnement normal du systeme et IP’%O
représente la probabilité correspondante a I'instant de changement kg et au type de changement
[. Le critere d’optimalité vise & minimiser la pire probabilité de détection manquée :

. = . _ 1 _ > .
Tléléa {]P’md (T; L) ;}u;)L max Py, (T'—ko+1>L|T > ko)} (B.59)
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parmi tous les instants d’arrét T dans la classe C,, satisfaisant :
Co = {T: P (T5ma) < a;Pa (T3 L) <}, (B.60)

ou « € (0,1) est une valeur prescrite.

B.6.2 Modele statistique unifié pour le probleme de localisation

Dans cette sous-section, nous développons le modele statistique unifié des résidus générés avec
I’approche de filtre de Kalman et avec 'approche par projection sur I’espace de parité pour le
probleme de détection et de localisation.

Approche avec le filtre de Kalman en régime permanent

Considérons le filtre de Kalman en régime permanent pour générer une séquence des résidus.
Le filtre de Kalman est présenté dans (B.6)—(B.8). Soit {0y },~; € R? une séquence des vecteurs
gaussiens multidimensionnels centrés réduits indépendants avec la matrice de covariance J £
CP5CT + R. Le modele statistique de résidus est donc décrit par :

Ok si ok <kg
T = @ij—ko—f—l (l) + o si ko <k<ky+ L, (B.61)
Ui (D) + o sio k>ko+ L
ot les profils transitoires ¥ (1), 12 (1) ,--- , % (I) € RP sont calculés a partir des profils d’attaque
01(1),02(),---,0r (1) du type [ avec I’équation suivante :

{6k+1 = (A— AKC) ex + (Ba — AKoDq) 0 (1) € =0 (B.62)

Y (1) = Cey + Doy (1) ’
et les profils apres les changements 1, (1) (c-a-d pour k > ko + L) ne présentent pas d’intérét.

T
De fagon similaire au probleme de détection, soit r’,j_ L+l = [r}f_ L1s " ,r,{] € RIP le vec-
teur concaténé des innovations, Qﬁf i1 = {Q{i JARTRRE ,Q;{] € RI? le vecteur concaténé des

bruits aléatoires, et ¥f 41 (ko,1) € REP le vecteur des changements transitoires. Le vecteur
wl,j_ 41 (ko,1) dépend de la position relative entre I'instant de changement ko dans la fenétre
[k — L + 1, k] et du type de changement [ par la relation suivante :

[0] si k< ko
[0] ]
l
¢II§_L+1 (kOJ) = wl:( ) si ko<k<ko+L , (B.63)
Vk—ko+1 () i
WE—LH (Ko, l)_ si k>1L

ou les profils apres les changements 1&,’2_ r+1 (Ko, l) e RP ne présentent aucun intérét. Le modele
statistique de résidus est décrit par :

e =V r1 (ko) + 0k 141 (B.64)
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ol les bruits Qﬁ_LH ~N(0,%,), ou X, = diag (J) € REPXLP est 1a matrice diagonale par blocs
J.

Approche par projection sur ’espace de parité de taille fixe

Considérons maintenant I'approche basée sur I'espace de parité pour générer une séquence des
résidus. De fagon similaire au probléme de détection, le modele statistique d’observations sim-
plifiées est donné par :

Zhop1 = Coporp1 + MOy (koo 1) + Hwl_p o1 + V5141, (B.65)

ol zf_, 1 € RLP est le vecteur concaténé des mesures de capteurs, wf_, 11 € RL™ est le vecteur
concaténé des bruits de processus, v',jf L1 € REP est le vecteur concaténé des bruits de capteurs,
0,’2_ 141 (Ko, 1) € RS est le vecteur concaténé des signaux transitoires ; les matrices C € REPX™,
M € RLPXLs of 3 e RLPXLn T,e9 bruits des processus w,ljfLH ~ N (0,Q) et les bruits des
capteurs vf_; 1 ~ N (0,R), ou Q = diag(Q) € RE™XI" ot R = diag (R) € RIP*IP sont les
matrices diagonales par blocs ) et R, respectivement.

Pareillement au vecteur yf_; ; (ko,!) défini dans (B.64), le vecteur de profils transitoires
9,’§_L 11 (ko,l) dépend de la position relative de l'instant de rupture ko dans la fenétre
[k — L+ 1,k] et du type de changement [ par la relation suivante :

(0] si k< ko
[0]
L 61 (1) ,
Or_r41 (Ko, 1) = : si ko <k<ko+L, (B.66)
Ok—ko+1 (1)
(0 o1 (ko,D)] si k>ho+L

ou les profils apres les changements éllj_ 141 (Ko, 1) € RS ne présentent aucun intérét.

Pareillement au probleme de détection, le vecteur de résidus est obtenu par projection du vecteur
d’observations simplifiées zf'_; ., sur I'espace orthogonal R (C )+ aux colonnes R (C) de la matrice
C. Le modele statistique des résidus est :

rhpi1 =1 (ko, 1) + 641 (B.67)

avec les profils transitoires ¢f_; . (ko,l) = WMO;_;  (ko,1), les bruits aléatoires ¢ff ;,, =
w (’Hw’,j_LH + ”II:—LH) avec la matrice . = W (’HQ’HT + ’R) WT . La matrice de réjection W
satisfait les conditions suivantes : WC = 0, WIW = PCL et WWT =T,

Modeéle statistique unifié des résidus
En combinant (B.64) et (B.67), nous obtenons le modele statistique unifié des résidus générés

par les deux approches, c-a-d approche de filtre de Kalman et I’approche d’espace de parité,
comme suit :

Thopa1 =05 1 (Ko, D) + & 141 (B.68)
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ou ¢§—L+l (ko,1) est le vecteur des profils transitoires, et f,’i_LH ~ N (0,X) est le vecteur
des bruits aléatoires. Pour l'approche avec le filtre de Kalman, les profils transitoires sont
¢§_L+1 (ko,l) = ¢II§—L+1 (ko,l) et les bruits aléatoires sont §,’§_L+1 = Q],j_L_H avec ¥ = X,.
En revanche, les profils transitoires sont ¢f_; ., (ko,l) = @f_; ., (ko,l) et les bruits aléatoires
sont §,’§_ L1 = §,’§_ 11 avec X = Xi¢ pour 'approche par projection sur I'espace de parité.

Nous utilisons la distance de Kullback-Leibler (K-L) pour comparer les méthodes de géné-

ration de résidus. Soient P,lvo (resp. Pop = Poo = P,go) la distribution conjointe des résidus
r{*,r§+1,--- ,r,lj_LH,--- lorsqu’ils suivent le modele statistique unifié (B.68), et IE%CO (resp.

Ey 2 E, & Ego) I’espérance mathématique correspondante. Dans le cas gaussien, les distances
de K-L sont calculées, respectivement, pour 'approche avec le filtre de Kalman et pour I'ap-
proche basée sur I'espace de parité :

oce (G0) = 5 [ (L) = ok (1.9)] " [55] [wF (1,0~ of (1,5)] (B.69)

oes (1) = 5 [ (L0 — oF (1)) [577] [eb (L) = o (1,5)] (B.70)

ou pkr (7,1) et pps (4,1) sont les distances de K-L entre Pf et P! des résidus générés par I'ap-
proche avec le filtre de Kalman et ’approche basée sur ’espace de parité, respectivement.

B.6.3 Algorithmes de détection-localisation conjointe

Dans cette section, nous considérons plusieurs procédures pour la détection-localisation conjointe
des changements transitoires en nous basant sur modele statistique unifié (B.68).

Algorithme WL CUSUM généralisé

Pour le probleme de détection et de localisation de changements brusques dans un systeme
stochastique, Nikiforov [130] et Lai [104] ont proposés, respectivement, I’algorithme CUSUM gé-
néralisé et 'algorithme WL CUSUM généralisé. Pour la surveillance en-ligne, ’algorithme WL
CUSUM peut étre adapté au modele statistique unifié (B.68). Définissons directement ’algo-
rithme WL CUSUM généralisé dgwr, = (TawL, VawL), qui utilise les dernieres L observations a
chaque instant k£ > L, comme suit :

=i > . i k ) — > .
Towr = inf {k > L max max ogljl;aléllngl( (SZ (1,9) h) > 0} , (B.71)

min  STEWE ([, ), (B.72)

VgwL = arg max 1m. i

ax
1<I<K Tawn—L+1<i<Tawr, 0<jAI<K

oll h est le seuil et Sf(l,j), pour k—L+1<i<k 1<I<Ket0<j#I1<K,estle
logarithme du rapport de vraisemblance (LLR), qui est calculé dans le cas gaussien par :

k . l k . .
Sk(1,5) = K¢’1§-L+1 (i,1) — d5_ 11 (@J))}T [Z_l} lﬁ’:—LH W SRELG ) ;%_LH CE)

(B.73)
Le test WL CUSUM généralisé (B.71)—(B.72) fonctionne de la facon suivante. A chaque instant
k > L, le test WL CUSUM généralisé (B.71)—(B.72) utilise les derniéres L observations pour la
prise de décision. Tout d’abord, le modele statistique unifié (B.68) est développé en s’appuyant
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sur la génération des résidus. Ensuite, pour chaque indice ¢ de k — L +1 a k, les LLRs Szk €, 7),
pour 1 <I < Ket0<j+#1<K,sont calculés. L’instant d’arrét Tawr, est déclaré s’il existe
[, pour 1 <[ < K, et qu’il existe au moins un indice i € [k — L + 1, k] tel que tous les LLRs
S (1,7), pour 0 < j # 1 < K, sont supérieurs ou égaux au seuil .

Algorithme WL CUSUM par matrice

L’algorithme CUSUM par matrice a été proposé dans [138] en modifiant I’algorithme CUSUM
généralisé pour obtenir une forme récursive. L’algorithme WL CUSUM par matrice dvwr, =
(TvwL, YMwL), qui utilise les derniéres L observations & chaque instant k& > L, est défini par :

Tyviwr, = inf {k‘ >L max  Jmin o max (SZ 1,9 h) > 0} , (B.74)

: TyvwL .
MWL = arg max —min max S: l B.75
MWL 8 \SICK 0 AISK Tapwr Lt Si<Tywr, ¢ (.3) ( )

ou h est le seuil et les LLRs Sf(l,j),pourk—L—klgiSk, 1<I<Ket0<j#I1l<K,sont
calculés dans (B.73).

Remarque B.6. L’algorithme WL CUSUM par matrice (B.74)—~(B.75) fonctionne de la méme
facon que Ualgorithme WL CUSUM généralisé (B.71)—(B.72) a l’exception du remplacement de
Vopération « maz-min » dans (B.71)~(B.72) par Uopération « min-max » dans (B.74)-(B.75).

Algorithme WL CUSUM par vecteur

L’algorithme WL CUSUM par vecteur est obtenu en remplacant la statistique
maxy,_r41<i<k S¢ (I,j) dans l'algorithme WL CUSUM par matrice (B.74)~(B.75) par la
statistique suivante :

9k (la.]) - kaHJ}?)SCiSk Sz (l,O) k*Lnlzll}S(igk Sz (]’O) . (B76)

L’algorithme WL CUSUM par vecteur oywr, = (Tywr, »vwL) est donc défini comme suit :

. -7 . N .
Tywr, = inf {k > L 122%>%0§?£ng (9x (1,7) —h) > 0} , (B.77)
vywi = arg max  min _gryy. (1, J), (B.78)

1<I<K 0<jAI<K

ou h est le seuil et les LLRs Sf(l,j),pourk—L+1§i§k, 1<I<Ket0<j#I1l<K,sont
calculés dans (B.73).

Algorithme & Moyenne Glissante Finie (FMA)

La version FMA du test WL CUSUM généralisé, du test WL CUSUM par matrice et du test
WL CUSUM par vecteur, est décrite par :

Tyaia = inf {k > L max i (St (tg)—h) > 0}, (B.79)
VFMA = arg max_ min S%Eﬁﬁ—LH (1, 7), (B.80)

I<I<K 0<j#I<K

ou h est le seuil et les LLRs S’,j_LH (I,7),pour 1 <l < Ket0<j#1[l<K,sont calculés dans
(B.73).
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Remarque B.7. Il est a noter que la régle de décision FMA (B.79)—(B.80) est la généralisation
du test FMA (B.30) pour le probléme de détection. Elle est également la version FMA du test WL
CUSUM généralisé (B.71)~(B.72), du test WL CUSUM par matrice (B.74)—~(B.75) et du test WL
CUSUM par vecteur (B.77)~(B.78). Les performances statistiques du test FMA (B.79)—-(B.80)
seront examinées dans la sous-section suivante.

B.6.4 Etude des performances statistiques du FMA

Dans cette sous-section, nous étudions les performances statistiques de la regle de détection
FMA (B.79)—(B.80). Surtout, nous calculons les bornes supérieures pour la pire probabilité
de fausse alarme, pour la pire probabilité de fausse localisation et pour la pire probabilité de
détection-localisation manquée. Les résultats principaux sont présentés dans le Théoreme B.5.

Théoréme B.5. Considérons le test FMA (B.79)—(B.80). Soient Py, (OFMA), Pg (6pma), et
Pra (0pMma ), Tespectivement, les bornes supérieures pour P, (Spma), Pa (9pma), et Pma (Orma)-
Alors,

1. La pire probabilité de fausse alarme pour une fenétre de taille m, dépend de la premiére
fenétre [L; L + my — 1], c-d-d

Pra (Orma; mas h) =Po (L < Teva < L+mq — 1), (B.81)

et elle est bornée supérieurement par :

L+ma—1 K
Pra (Spnia; Mas h) < Bra (Spara; ma; h) 21— B < N N{Sk 110 < h}) . (B.82)
k=L =1

2. La pire probabilité de localisation pendant la fenétre de changement dépend de la premiere
fenétre [L; 2L — 1], c-d-d

Pg (6pma; L; h) = 115%{1% (L < Trma < 2L;vpma # 1), (B.83)
et elle est bornée supérieurement dans le cas du seuil h > 0 par :

2L-1 K

™ LT <P . T. L o ! k .
e (Brnia: Lih) < B (paas i) & o |1 mox B | [ () {Sk_141(5:7) < n}
3#5.1
(B.84)
3. La pire probabilité de détection-localisation manquée est bornée supérieurement par :
- ; s o (T Estag
]P)md (5FMA; L; h) § Pmd (TFMA§ L; h) = max ) —_ s (B.85)
1<ISK 4 OgL ()
Jj=0 Sl (l’])
Al
ot HSE(1.5) et TSL(1,5) sont calculés par :
1 AT T )
usran = 5 |oF D -l D] [=7 [ef 0 - of (15)], (B.86)
. T — .
ohay = ot —el )] [37 et (L) —et (1), (B.87)
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Démonstration. La preuve de ce théoréeme peut étre trouvée dans la version anglaise du manus-
crit. [

Remarque B.8. Ajoutons quelques commentaires sur les résultats du Théoréme B.5. La borne
supérieure Pp,q pour la pire probabilité de détection-localisation manquée peut étre calculée analy-
tiquement. En revanche, la borne supérieure pour la pire probabilité de fausse alarme et la borne
supérieure pour la pire probabilité de fausse localisation peuvent étre estimées numériquement
en utilisant la méthode numérique proposée dans la Proposition B.1.

B.7 Exemples numériques

Dans cette section, nous appliquons les algorithmes développés dans les sections ci-dessus au
probleme de détection et de localisation des attaques cyber-physiques dans un réseau de dis-
tribution d’eau potable simple. Les lecteurs intéressés peuvent consulter la version anglaise du
manuscrit pour ’architecture du réseau d’eau et les parametres de simulation. Nous présentons
dans cette section seulement les principaux résultats de simulation. Les résultats de simula-
tion pour les parametres parfaitement connus sont donnés dans la sous-section B.7.1. Dans
la sous-section B.7.2, nous effectuons ’analyse de sensibilité du test FMA par rapport a plu-
sieurs parametres. Les performances statistiques des algorithmes de détection pour le cas ou les
parametres sont partiellement connus sont présentées dans la section B.7.3. Finalement, nous
comparons dans la sous-section B.7.4 les performances statistiques de quelques algorithmes de
localisation.

B.7.1 Reésultats de simulation pour des parametres parfaitement connus

Dans cette sous-section, nous présentons les résultats de simulation dans un contexte idéale ou
les parametres sont parfaitement connus.

Comparaison entre le test FMA et des tests classiques

Probabilité de détection manquée Py,q

5\

Probabilité de détection manquée Py,q

—#— Test x? par filtre de Kalman
P —</— Test CUSUM par filtre de Kalman

Test WL CUSUM par filtre de Kalman
—5— Test FMA par filtre de Kalman
—O— Test WL CUSUM par l'espace de parité
—7r— Test FMA par I'espace de parité

—— Test x? par filtre de Kalman
—/— Test CUSUM par filtre de Kalman
E Test WL CUSUM par filtre de Kalman
—3%— Test FMA par filtre de Kalman
—O— Test WL CUSUM par I'espace de parité
—#¢— Test FMA par I'espace de parité
I

S
S
g

L
IS
&

S

10° 10° 10! 10° 107 ~ 107"
Pire probabilité de fausse alarme Pg, Pire pobabilité de fausse alarme Pg,
(a) Variance des bruits des processus @ = 0.02. (b) Variance des bruits des processus Q = 0.2.

Fi1GURE B.1 — Comparaison des performances statistiques de plusieurs détecteurs. La probabilité
de détection manquée P4 est décrite comme la fonction de la pire probabilité de fausse alarme
Py,
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Dans la figure B.1, nous comparons les performances statistiques de plusieurs regles de détection
avec la simulation de Monte Carlo de 10% répétitions. La probabilité de détection manquée Ppq
est décrite comme la fonction de la pire probabilité de fausse alarme Pg,. L’instant de rupture
est kg = L+ 1 = 9. Le test WL CUSUM est un cas spécial du test VIWL CUSUM avec
les seuils égaux, c-a-d hy = he = -+ = hp. Les remarques suivantes peuvent étre déduites des
résultats de simulation. Tout d’abord, les algorithmes proposés (test CUSUM, test WL CUSUM,
et test FMA) sont meilleurs que le test x? qui s’appuie sur une statistique non-paramétrique.
Ce phénomene peut étre expliqué par le fait que le test x? n’exploite pas les informations sur
les profils de changements transitoires. Deuxiemement, étant donné un niveau acceptable sur la
probabilité de fausse alarme, la probabilité de détection manquée des tests FMA proposés est
beaucoup plus petite que celle des tests CUSUM et WL CUSUM, pour I’approche avec le filtre
de Kalman et ’approche basée sur l’espace de parité. En d’autres termes, les tests FMA sont
meilleurs que les tests traditionnels par rapport au critere d’optimalité adapté a la détection
de signaux transitoires. Ces résultats de simulation sont obtenus du fait que 'optimisation de
Palgorithme VITWL CUSUM conduit a la régle de détection FMA. Enfin, les performances
statistiques des algorithmes basés sur I’approche avec le filtre de Kalman sont meilleures que
celles des algorithmes basés sur I’approche par projection sur 'espace de parité lorsque les bruits
des processus sont petits (voir la différence dans la sous-figure B.1la pour @ = 0.02 et la sous-
figure B.1b pour @ = 0.2).

Comparaison entre ’approche avec le filtre de Kalman et ’approche avec ’espace
de parité

—O— Probabilité de fausse alarme Pr,, approche d’espace de parité —(O— Probabilité de fausse alarme P,, approche d’espace de parité

—@— Probabilité de fausse alarme Py, , approche de filtre de Kalman —#— Probabilité de fausse alarme Py, approche de filtre de Kalman

—/— Probabilité de détection manquée Pp,q, approche d’espace de parité —X/— Probabilité de détection manquée Prna, approche d’espace de parité

Probabilités d’erreurs (P, and Prnq)

—#— Probabilité de détection manquée Ppq, approche de filtre de Kalman —#— Probabilité de détection manquée P4, approche de filtre de Kalman
= -3
10 . . . . . . . . 10 . . . . . . . .
0.04 008 0.12 0.16 0.2 024 028 032 036 0.4 0.04 0.08 0.12 0.16 0.2 024 028 032 0.36 0.4
Vraie variance des bruits de processus @ Vraie variance des bruits de processus Q

(a) Condition parfaite : Q = Q. La vraie valeur Q(b) Condition imparfaite : Q # Q. La valeur putative
et la valeur putative @ varient de @ = Q = 0.02 aest fixée a () = 0.1 tandis que la vraie valeur varie de

Q=Q=04. Q=002aQ=04.
FiGURE B.2 — Comparaison entre deux méthodes de génération de résidus : approche avec le
filtre de Kalman et approche avec l’espace de parité. La probabilité de détection manquée P q
et la pire probabilité de fausse alarme Pg, sont décrites comme la fonction de la vraie variance
des bruits des processus (.

La comparaison entre les méthodes de génération de résidus, I'approche avec le filtre de Kalman
en régime permanent et I’approche par projection sur ’espace de parité de taille fixe, est montrée
dans la figure B.2. La probabilité de détection manquée Pnq et la pire probabilité de fausse
alarme Py, sont affichées en fonction de la vraie variance des bruits des processus @ qui varie de
Q =0.02 & Q = 0.4. Deux scénarios sont considérés : Q = Q et Q # Q.
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T T T T T T T
17 —¥— Méthode de génération de résidus par le filtre de Kalman |

—(O— Méthode de génération de résidus par 'espace de parité

—{x— Méthode de génération de résidus par Gustafsson

Distance de Kullback-Leibler

0.04 0.08 0.12 0.16 0.2 024 028 032 036 0.4
Vraie variance des bruits de processus Q

FI1GURE B.3 — Distance de K-L des résidus par rapport a la vraie variance des bruits des processus

Q.

Considérons maintenant la condition parfaite ou la variance des bruits des processus est connue
exactement (c-a-d Q = Q). A partir de la figure B.2a, nous pouvons constater que ’approche
avec le filtre de Kalman en régime permanent est plus performante que ’approche avec 1’espace
de parité de taille fixe, en particulier lorsque les bruits de processus sont faibles. Ce phénomeéne
est expliqué dans la figure B.3 ou les distances de Kullback-Leibler (K-L) des résidus générés
par les deux approches sont calculées et comparées. Le filtre de Kalman géneére des résidus avec
une distance de K-L plus grande que celle obtenue avec ’espace de parité. La différence devient
significative dans de tels scénarios quand les bruits des processus sont extrémement petites.
En revanche, la différence est négligeable lorsque les bruits des processus sont importants. Ce
phénomene est expliqué par le rapprochement de 'approche bayésienne (e.g., le filtre de Kalman)
avec I’approche minimax (e.g., ’espace de parité) qui produit une erreur significative seulement
si les bruits de processus sont faibles et que, par conséquent, I'information a priori joue un role
important.

Considérons maintenant le scénario pratique ou la vraie valeur de la variance des bruits de pro-
cessus est différente de sa valeur putative (c-a-d @ # Q). La valeur putative est choisie telle
que @ = 0.1 et la vraie valeur varie de Q = 0.02 & Q = 0.4. Les performances statistiques du
test FMA en se basant sur 'approche avec le filtre de Kalman et avec 'approche par projection
sur ’espace de parité sont données dans la figure B.2b. Nous pouvons constater que ’approche
avec le filtre de Kalman est plus sensitive aux bruits que processus que ’approche avec 1’espace
de parité. Ce phénomene peut étre expliqué par le fait que le filtre de Kalman, lorsqu’il dispose
d’informations erronées sur des bruits de processus, peut produire une erreur cumulée sur l’es-
timation des états, notamment dans des scénarios ol la vraie matrice de covariance des bruits
des processus est plus grande que sa valeur putative. Par conséquent, la performance statistique
d’un algorithme basé sur cette approche se réduit significativement.

Comparaison entre la méthode numeérique et la simulation de Monte Carlo

La comparaison entre la méthode numérique proposée et la simulation Monte Carlo est donnée
dans la figure B.4.

La simulation de Monte Carlo est réalisée avec 10® répétitions tandis que la méthode numérique
est effectuée avec une précision de 107°. La probabilité de détection manquée Pp,q est décrite en
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© °
) —O— Algorithme WL CUSUM, méthode Monte Carlo 210 *L —O— Algorithme WL CUSUM, méthode Monte Carlo B
= —%¥— Algotirhme WL CUSUM, méthode numérique E —%— Algotirhme WL CUSUM, méthode numérique
E —/A— Reégle de détection FMA, méthode Monte Carlo _’DJ —/A— Regle de détection FMA, méthode Monte Carlo
é —#c— Regle de détection FMA, méthode numérique di: —¥— Regle de détection FMA, méthode numérique
—4
10 = = - -3 = -
10 10 10 10 10 10
Pire probabilité de fausse alarme P, Pire probabilité de fausse alarme P,

(a) Approche avec le filtre de Kalman régime perma- (b) Approche par projection sur 'espace de parité de
nent. taille fixe.

F1GURE B.4 — Comparaison entre la méthode numérique et la simulation de Monte Carlo.

fonction de la pire probabilité de fausse alarme P, , pour les deux méthodes de génération des ré-
sidus (le filtre de Kalman dans la sous-figure B.4a et I'espace de parité dans la sous-figure B.4b).
A partir des résultats de simulation, nous pouvons constater que les courbes numériques coin-
cident parfaitement avec les courbes de Monte Carlo, ce qui confirme la qualité de la méthode
numérique proposée.

B.7.2 Analyse de sensibilité du test FMA

Cette sous-section est consacrée a l’analyse de robustesse du test FMA par rapport & plusieurs
parametres opérationnels tels que la durée d’attaque, les profils d’attaque, la covariance des
bruits des processus et la covariance des bruits des capteurs.

Sensibilité du FMA par rapport a la durée d’attaque

- - T T

: e h, = 17.60
=5 7 E W, = 17.

- hr =19.32 - L

g0 hy,=1632 1 S0l hr =14.60 |
g g

R il

2.2 3 hy =
Z10°F fp=2382 1 Eyrp M2 E
o o
< ©
2 _ E _
:7'; —¥— Vraie durée d’attaque L =L -2 =6 E —¥— Vraie durée d’attaque L =L —2 =6
S 1070 —<— Vraie durée d’attaque L=L —1=17 ] 8 5 —<t= Vraie durée d’attaque L=L —1=7
Q et Z

< —O— Varie durée d’attaque L = L —0=8 DE. 10 "F —0— Varic durée d'attaque T =L — 0 = 8 E
o

. . . .
-3 —2 -3 -2
10 107 10 10 _
Pire probabilité de fausse alarme Py, Pire probabilité de fausse alarme Py,

(a) Approche avec le filtre de Kalman en régime per-  (b) Approche avec I’espace de parité de taille fixe.
manent.

F1GURE B.5 — Sensibilité du test FMA par rapport a la durée d’attaque.
La sensibilité du test FMA par rapport a la durée d’attaque est illustrée dans la figure B.5,
pour l'approche de filtre de Kalman (sous-figure B.5a) et I’approche d’espace de parité (sous-

figure B.5b). La probabilité de détection manquée IPp,q est tracée en fonction de la pire probabilité
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de fausse alarme Py, pour différentes valeurs de la vraie durée d’attaque L = {6,7,8} < L =28.
Si la vraie durée d’attaque L est supérieure a sa valeur putative L, la probabilité de détection
manquée P4 reste intacte puisque toutes les détections avec un retard supérieur a L sont
considérées comme manquées. En revanche, pour L < L, la probabilité de détection manquée
P,.q dépend fortement de la vraie durée d’attaque L. Ce phénomeéne est expliqué par le fait qu’une
petite durée d’attaque L entraine un petit changement dans la distribution des observations,
augmentant ainsi la probabilité de détection manquée. D’autre part, la pire probabilité de fausse
alarme Py, est insensible & la vraie durée d’attaque L. Ce phénomene est due au fait que, dans le
cas d’une fausse alarme, toutes les observations sont générées a partir du mode de fonctionnement
normal du systeme.

Sensibilité du FMA par rapport aux profils d’attaque

e z
s 10 e 1) _

3 g 10 hy, = 17.60

= =

g . g

g hy =16.32 & h 5
E10” g Iy = 14.60
= ) 510°F"
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% %\A\\D\D\ £ ]

2 = 2 Ry, = 22.10

<. 3 i

3 107 F % Coefficient n = 0.90 3 10k —%— Coefficient 1 = 0.90

e —<— Coefficient 1 = 0.95 }g —<— Coefficient n = 0.95

2 Coefficient 7 = 1.00 ;; Coefficient 7 = 1.00

é‘f 10,47 —1— Coefficient 7 = 1.05 < —— Coefficient 7 = 1.05

ai —A— Coeﬂ‘i(‘ient n =110 L 10 ‘AT Coefficient 7 = 1.10 ‘

10° 10° 10° 10° _
Pire probabilité de fausse alarme Pg, Pire probabilité de fausse alarme Py,
(a) Approche avec le filtre de Kalman en régime per-  (b) Approche avec l’espace de parité de taille fixe.
manent.

F1GURE B.6 — Sensibilité du test FMA par rapport aux profils d’attaque. La probabilité de
détection manquée P,,q est tracée comme fonction de la pire probabilité de fausse alarme Pg,
pour différentes valeurs de n = {0.90,0.95,1.00, 1.05,1.10}. Les vrais profils d’attaque sont liés
aux profils putatifs par 9]~ =nbj, pour 1 < j < L.

La sensibilité du test FMA par rapport aux profils d’attaque est illustrée dans la figure B.6,
pour l'approche avec le filtre de Kalman (sous-figure B.6a) et I’approche avec l’espace de parité
(sous-figure B.6b). Les vrais profils d’attaque sont choisis tels que 6; = n;, pour 1 < j < L,
ou n = {0.90,0.95,1.00,1.05,1.10}. En d’autres termes, 'amplitude des profils varie de 90%
a 110%, mais la « forme » des profils reste inchangé. De facon similaire au cas précédant, la
pire probabilité de fausse alarme Pg, est insensible aux vrais profils d’attaque puisque toutes
les observations sont générées & partir du mode de fonctionnement normal du systéme. En
revanche, la probabilité de détection manquée Pyq dépend fortement des vrais profils d’attaque
gj, pour 1 < j < L. Plus petits sont les vrais profils 01, 0s, - - - , 01, plus grande est la probabilité
de détection manquée P,,q. Ce phénomeéne peut étre expliqué par le fait que les petits profils
d’attaque conduisent a des petits changements dans la distribution des observations, augmentant
ainsi la probabilité de détection manquée Pygq.

251



Appendiz B. Résumé en Francais

hy = 23.82

hy = 22.10

Probabilité de détection manquée Py,q

Probabilité de détection manquée Prg

!
S

S

3 n=12

2| =12 hyp =18.35

n=08 n=038

—— Coefficient 7 = 0.6 —#— Coefficient = 0.6

1070k —<— Coefficient n = 0.8 —<— Coefficient 1 = 0.8
Coefficient n = 1.0 Coefficient 7 = 1.0
—0— Coefficient 7 = 1.2 7o = 16.32 10°F —o— Coefficient 7 = 1.2

—— Coefficient n = 1.4 —— Cocfficient 7 = 1.4 by, =14.60
.

10° 107 10° 107 10"

Pire probabilité de fausse alarme Py, Pire probabilité de fausse alarme Py,
(a) Approche avec le filtre de Kalman en régime per- (b) Approche avec U'espace de parité de taille fixe.

manent.

FIGURE B.7 — Sensibilité du test FMA par rapport aux bruits des processus. La probabilité de
détection manquée Pp,q est tracée en fonction de la pire probabilité de fausse alarme Py, pour
différentes valeurs de n = {0.90,0.95,1.00, 1.05,1.10}. La vraie variance des bruits de processus
est liée & sa valeur putative par Q = nQ.

Sensibilité du FMA par rapport aux bruits des processus

La sensibilité du test FMA par rapport aux bruits de processus est tracée dans la figure B.7, pour
l’approche avec le filtre de Kalman (sous-figure B.7a) et 'approche avec 1’espace de parité (sous-
figure B.7b). Dans chaque sous-figure, la probabilité de détection manquée Ppq est exprimée
comme une fonction de la pire probabilité de fausse alarme Pp, pour différentes valeurs du
coefficient n = {0.6,0.8,1.0,1.2,1.4}. La vraie variance des bruits de processus est reliée a sa
valeur putative par @ = 7nQ. Dans ce cas, la différence Q — @Q influe toutes les probabilités
de fausse alarme Pg, et de détection manquée Py,q. Nous pouvons constater, & partir des sous-
figures B.7a et B.7b, que l'approche basée sur le filtre de Kalman est beaucoup plus sensible
aux bruits des processus que ’approche basée sur I'espace parité. Cette conclusion est cohérente
avec celle tirée dans la sous-section B.7.1.

Pour simplifier 'explication, trois isolignes de seuil constant Az, sont ajoutés & la sous-figure B.7a
(pour le filtre de Kalman) et a la sous-figure B.7b (pour 'espace de parité). Le parametre de
réglage hy est fixé par la sélection d’un point de la courbe correspondant & n = 1.0. La pire
probabilité de fausse alarme Pr, et la probabilité de détection manquée P,,q sont déterminés
en dessinant, respectivement, des lignes pointillées verticales et horizontales a partir du point
sélectionné. Les variations des probabilités d’erreurs (Ffa et @md) en raison de la différence
entre la vraie covariance des bruits de processus et sa valeur putative peuvent étre estimées en
utilisant ’isoligne croisant le point sélectionné. Par exemple, deux isolignes pour hr = 20.7 dans
la sous-figure B.7a et pour h; = 18.35 dans la sous-figure B.7b sont utilisées pour déterminer
les variations des probabilités d’erreurs.

Sensibilité du FMA par rapport aux bruits de capteurs

La sensibilité du test FMA par rapport aux bruits de capteurs est illustrée dans la figure B.8,
pour Papproche avec le filtre de Kalman (sous-figure B.8a) et approche avec Iespace de parité
(sous-figure B.8b). Dans chaque sous-figure, la probabilité de détection manquée Pp,q est décrite
comme une fonction de la pire probabilité de fausse alarme Pp, pour différentes valeurs du
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FIGURE B.8 — Sensibilité du test FMA par rapport aux bruits de capteurs. La probabilité de
détection manquée P,,q est tracée en fonction de la pire probabilité de fausse alarme Py, pour
différentes valeurs de n = {0.90,0.95,1.00, 1.05,1.10}. La vraie variance des bruits de capteurs
est liée & sa valeur putative par R = nR.

coefficient n = {0.8,0.9,1.0,1.1,1.2}. La vraie covariance des bruits de capteurs est reliée a sa
valeur putative par R = nR. Il est & noter que la performance statistique du test FMA est
inversement proportionnelle aux bruits des capteurs. Les variations des probabilités d’erreurs
en raison de la différence entre la vraie covariance des bruits de capteurs et sa valeur putative

(R # R) peuvent étre traiter de la méme facon que dans la cas précédent.

B.7.3 Reésultats de simulation pour les parametres partiellement connus

Dans cette sous-section, nous examinons les performances statistiques de plusieurs algorithmes
de détection dans le scénario ou les parametres sont partiellement connus. Plus précisément, la
« forme » des profils est connue mais leur amplitude est inconnue.

Comparaison entre le test FMA GLR et le test WL GLR

La comparaison entre le test FMA GLR et le test WL GLR, pour 'approche avec le filtre de
Kalman et ’approche avec ’espace de parité, est représenté dans la figure B.9. Deux valeurs de
variance des bruits de processus sont considérées : @@ = 0.02 (dans la sous-figure B.9a) et Q = 0.2
(dans la sous-figure B.9b). Dans chaque sous-figure, la probabilité de détection manquée Ppq
est décrite comme une fonction de la pire probabilité de fausse alarme Pg,.

A partir des résultats de simulation, nous pouvons constater que, pour une valeur donnée sur
la pire probabilité de fausse alarme Pg,, la probabilité de détection manquée Ppq du test FMA
GLR est inférieure a celle du test WL GLR, pour 'approche avec le filtre de Kalman ainsi que
pour 'approche basée sur 'espace de parité. En d’autres termes, le test FMA GLR donne des
meilleures performances statistiques que le test WL GLR par rapport au critéere de détection
des signaux transitoires. En outre, ’approche avec le filtre de Kalman est plus efficace que
I’approche avec 'espace de parité, particulierement lorsque les bruits de processus sont petits
(voir la différence dans la sous-figure B.9a et dans la sous-figure B.9b).
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FiGURE B.9 — Comparaison entre le test FMA GLR et le test WL GLR. La probabilité de
détection manquée P, q est exprimée comme une fonction de la pire probabilité de fausse alarme
Py,. Deux valeurs de la variance des bruits de processus sont considérées : Q = 0.02 et Q = 0.2.

Comparaison entre le test FMA WLR et le test WL WLR
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F1GURE B.10 — Comparaison entre le test FMA WLR et le test WL WLR. La probabilité de
détection manquée Ppq est exprimée en fonction de la pire probabilité de fausse alarme Pg,.
Deux valeurs de la variance des bruits de processus sont considérées : Q = 0.02 et ¢Q = 0.2.

La comparaison entre le tes FMA WLR et le test WL WLR, pour ’approche avec le filtre de
Kalman et I’approche avec ’espace de parité, est représentée dans la figure B.10. Deux valeurs
de la variance des bruits de processus sont considérées : = 0.02 (dans la sous-figure B.10a)
et @ = 0.2 (dans la sous-figure B.10b). Dans chaque sous-figure, la probabilité de détection
manquée P,,q est décrite comme une fonction de la pire probabilité de fausse alarme Pg,.

La distribution a priori du parametre v est choisie par v ~ U (y0,71), ot v0 = 0.5 et y1 = 1.5.
La simulation est effectuée de la manieére suivante. Pour chaque exécution de Monte Carlo, le
parametre y est généré a partir de la distribution uniforme v ~ U (0.5,1.5). Les vrais profils
d’attaque sont ensuite calculés a partir de leurs valeurs putatives par §j =0, pour 1 < j < L.
Finalement, les algorithmes qui se basent sur 'approche de WLR sont exécutés afin d’obtenir
la probabilité de détection manquée Pp,q et la pire probabilité de fausse alarme Pr,.

A partir des résultats donnés dans la figure B.10, nous pouvons conclure que le test FMA WLR
fonctionne beaucoup mieux que le test WL WLR pour les deux approches de génération de

254



B.7. Ezxzemples numériques

résidus. Comme précédemment, I’approche avec le filtre de Kalman offre des meilleures perfor-
mances statistiques que ’approche avec ’espace de parité, en particulier pour des petits bruits
des processus. Ce phénomene peut étre constaté dans la sous-figure B.10a (pour @ = 0.02) et
dans la sous-figure B.10b (pour @ = 0.2).

Comparaison entre le test FMA GLR et le test FMA WLR

Probabilité de détection manquée Pyqg

Probabilité de détection manquée Ppq
s )

. —O— Test FMA GLR par I'espace de parité
—e— Test FMA WLR par 'espace de parité
—— Test FMA GLR par le filtre de Kalman

—A— Test FMA WLR par le filtre de Kalman

I

—O— Test FMA GLR par l'espace de parité
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L
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L
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Pire probabilité de fausse alarme Py, Pire probabilité de fausse alarme Pg,
(a) Variance des bruits des processus @ = 0.02. (b) Variance des bruits des processus Q = 0.2.

FiGURE B.11 — Comparaison entre le test FMA GLR et le test FMA WLR. La probabilité de
détection manquée P,,q est exprimée en fonction de la pire probabilité de fausse alarme Pg,.
Deux valeurs de la variance des bruits de processus sont considérées : Q = 0.02 et ) = 0.2.

La comparaison entre 'approche GLR et 'approche WLR est illustrée dans la figure B.11 ou les
performances statistiques du test FMA GLR et celles du test FMA WLR sont présentées. 11 est
a noter que les performances statistiques du test FMA WLR dépendent fortement du parameétre
~ puisque les vrais profils d’attaque sont définis par éj = ~0;, pour 1 < j < L. Afin de comparer
les deux approches, nous fixons le parametre v = 1 pour I'approche WLR. Les parametres g et
~1 prennent les valeurs v = 0.5 et y; = 1.5, respectivement. A partir des résultats donnés dans
la sous-figure B.11a (@ = 0.02) et dans la sous-figure B.11b (@ = 0.2), nous pouvons constater
que le test FMA WLR offre de meilleures performances statistiques que le test FMA GLR pour
tous les deux méthodes de génération de résidus. Cette phénomeéne peut étre expliqué par le
fait que 'approche WLR utilise I'information a priori sur 'amplitude des profils tandis que
I’approche GLR n’exploite pas cette information essentielle.

B.7.4 Résultats de simulation pour des algorithmes de localisation

Cette sous-section est consacrée a la comparaison des performances statistiques de plusieurs
algorithmes de localisation de signaux transitoires. Nous donnons des résultats de simulation
seulement dans le scénario ou p1a > max {po1, po2}. Les lecteurs intéressés peuvent consulter la
version anglaise du manuscrit pour autre scénario ot pi2 < min {po1, po2}. L'instant de rupture
ko est fixé a kg = L + 1 = 9 dans toutes les simulations suivantes.

Comparaison entre le test FMA et les tests classiques

La comparaison entre le test FMA proposé et les tests classiques (WL CUSUM généralisé, WL
CUSUM par matrice et WL CUSUM par vecteur) est présentée dans la figure B.12. Les résultats
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FIGURE B.12 — Comparaison entre le test FMA proposé et les tests classiques (WL CUSUM
généralisé, WL CUSUM par matrice e WL CUSUM par vecteur). La pire probabilité de fausse
alarme Py, et la pire probabilité de fausse localisation Pg sont tracées en fonction de la probabilité
de détection manquée P,q.

sont obtenus a I’aide de la simulation de Monte Carlo de 2.10° répétitions. La pire probabilité
de fausse alarme Pg, et la pire probabilité de fausse localisation Pg sont tracées en fonction
de la probabilité de détection manquée Ppq. Les deux méthodes de génération de résidus sont
considérées.

Il peut étre remarqué, a partir des résultats de simulation, que pour une valeur donnée sur
la probabilité de détection manquée Ppq, la pire probabilité de fausse alarme Pg, et la pire
probabilité de fausse localisation Pg du test FMA sont inférieures & celles des tests WL CUSUM.
Autrement dit, le test FMA proposé est plus performant que les tests classiques par rapport au
critere d’optimalité de détection-localisation des signaux transitoires.

Comparaison entre ’approche avec le filtre de Kalman et ’approche avec 1’espace
de parité

La comparaison entre I’approche avec le filtre de Kalman et I’approche avec ’espace de parité
est présentée dans la figure B.13. Les probabilités d’erreurs (Pg, et Pg) sont tracées en fonc-
tion de la probabilité de détection manquée Pnq. A partir des résultats de simulation, nous
pouvons constater que I’approche avec le filtre de Kalman donne des meilleures performances
statistiques que ’approche avec l'espace de parité. Ce phénomene peut étre expliqué par le fait
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F1cURE B.13 — Comparaison entre I’approche avec le filtre de Kalman et I’approche avec ’espace
de parité en utilisant les détecteurs FMA. La pire probabilité de fausse alarme Py, et la pire
probabilité de fausse localisation Pg sont tracées en fonction de la probabilité de détection
manquée Pq.

que la premiere approche génere des résidus avec les distances de K-L plus élevés que la seconde
approche.

Evaluation des bornes supérieurs du test FMA

Les bornes supérieures des probabilités d’erreurs sont évaluées dans la figure B.14, pour l'ap-
proche avec le filtre de Kalman (sous-figure B.14a) et 'approche avec I’espace de parité (sous-
figure B.14b).
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FIGURE B.14 — Evaluation des bornes supérieures pour les probabilités d’erreurs du test FMA.
Les bornes supérieures pour Pg,, Pg et P,q sont tracées en fonction du seuil A.

Les bornes proposées sont comparées avec les probabilités d’erreurs correspondantes qui sont
obtenues par la simulation de Monte Carlo avec 2.10° répétitions. Nous pouvons constater que
la borne supérieure Pg, pour la pire probabilité de fausse alarme P, est extrémement précise.
En revanche, la borne supérieure P pour la pire probabilité de fausse localisation Pg n’est pas
trés précise. Enfin, la borne supérieure pour la probabilité de détection manquée Pyq semble
acceptable.
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B.8 Conclusions et perspectives

Cette these s’est intéressée au probleme de détection et de localisation d’attaques cyber-
physiques sur des systemes SCADA. Un modele d’espace d’état a temps discret a été employé
pour décrire les processus physiques. Les actes malveillants ont été modélisées comme des si-
gnaux additifs de durée finie qui agissent sur les deux équations du systeme, a savoir I’équation
d’état et ’équation d’observations. La prise de décision devait tenir compte des états inconnus
(considérés comme des parameétres de nuisance) et des bruits des processus et des capteurs.
L’approche traditionnelle FDI (Fault Detection and Isolation) a été utilisée pour résoudre ce
probleme. Cette approche est composée de deux étapes : la génération des résidus et 1’évalua-
tion des résidus. La premiere étape a pour but de générer une séquence de résidus qui sont
indépendants des parametres de nuisance. Ensuite, la deuxiéme étape consiste a déterminer une
rupture dans la séquence des résidus, et éventuellement a identifier le type de changements.

Dans cette thése, nous avons utilisé deux méthodes classiques pour générer les résidus : le filtre
de Kalman en régime permanent et la projection sur I’espace de parité de taille fixe. Nous avons
proposé un modeéle statistique unifié des résidus générés par les deux approches mentionnées.
Cette these s’est particulierement concentrée sur 1’évaluation des résidus en se basant sur le
modele statistique unifié. Nous avons proposé des algorithmes de détection et de localisation des
changements transitoires.

Pour le probleme de détection, ’algorithme VI'WL CUSUM a été adapté au modele statistique
unifié pour détecter une rupture dans la séquence des résidus. Le critere d’optimalité vise a
minimiser la pire probabilité de détection manquée sous la contrainte que la pire probabilité de
fausse alarme pour une fenétre de taille donnée soit inférieure & une valeur prescrite. Comme il
est difficile de résoudre le probléeme d’optimisation exact, nous avons minimisé la borne supé-
rieure de la pire probabilité de détection manquée pour une valeur donné de la pire probabilité
de fausse alarme dans la classe des tests VIWL CUSUM. Il a été démontré que le test VI'WL
CUSUM optimisé était équivalent a ’algorithme de la Moyenne Glissante Finie (Finite Moving
Average ou FMA). De plus, nous avons proposé une méthode numérique pour estimer les pro-
babilités d’erreurs du test FMA et du test VI'WL CUSUM. Surtout, cette méthode numérique
a été exploitée pour examiner la robustesse du test FMA par rapport a plusieurs parametres
opérationnels. Finalement, nous avons considéré aussi un scénario plus réaliste ou la « forme »
des profils est connue exactement mais leur amplitude est inconnue. L’approche du rapport de
vraisemblance généralisé (GLR) et ’approche du rapport de vraisemblance pondérée (WLR) ont
été envisagées pour résoudre le probléme, ce qui a conduit au test VIWL GLR et au test VIWL
WLR. Il a été démontré que le test VI'WL GLR optimisé et le test VIWL WLR optimisé sont
équivalent au test FMA GLR et au test FMA WLR, respectivement.

Pour le probleme de détection-localisation conjointe de changements transitoires, un modele
statistique unifié a été développé et un nouveau critere d’optimalité a été proposé. Plusieurs
algorithmes classiques de détection-localisation ont été considérés pour détecter l'instant de
rupture et identifier le type du changement transitoire. Notamment, nous avons proposé un
algorithme basé sur la Moyenne Glissante Finie (FMA) adaptée au probleme de localisation de
signaux transitoires. Les bornes supérieures pour des probabilités d’erreurs du test FMA ont été
obtenues.

Les résultats théoriques sont appliqués a la détection et a la localisation des attaques cyber-
physiques dans un réseau SCADA de distribution d’eau potable. Les conclusions suivantes
peuvent étre déduites des résultats de simulation. Premiérement, les tests FMA (pour le pro-
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bleme de détection et également celui de localisation) sont nettement plus performants que
les tests classiques par rapport au critere d’optimalité de détection des signaux transitoires.
Deuxiemement, I’approche avec le filtre de Kalman en régime permanent offre de meilleures per-
formances statistiques que ’approche par projection sur ’espace de parité de taille fixe lorsque
les parametres sont parfaitement connus. Cependant, le filtre de Kalman est plus sensible aux
bruits des processus que la projection sur ’espace de parité. Dans les scénarios ot la vraie valeur
de la covariance des bruits des processus est plus grande que sa valeur putative, la projection
sur 'espace de parité peut offrir de meilleurs résultats que le filtre de Kalman. Finalement, une
méthode numérique est proposée pour estimer les probabilités d’erreurs ainsi que pour examiner
la robustesse du test FMA par rapport aux parameétres opérationnels.

Avant de clore ce manuscrit, nous aimerions suggérer plusieurs points d’approfondissement, pour
les perspectives a court terme ainsi que pour celles a long terme. Dans un premier temps, nous
pouvons envisager les travaux suivants :

e Probléeme de détection : Le probleme de détection de changements transitoires peut étre
approfondi de la fagon suivante. La premiére tache consisterait & rechercher le test optimal
(ou le test asymptotiquement optimal) par rapport au critére d’optimalité pour la détection
de changements transitoires. La deuxiéme tache devrait se concentrer sur la détection des
signaux transitoires avec des profils variables. La tache finale consisterait a détecter des
changements transitoires complétement inconnus.

e Probléme de localisation : Nous pouvons poursuivre le probleme de localisation de change-
ments transitoires par les travaux suivants. Premiérement, il serait intéressant de recher-
cher un test sous-optimal ou asymptotiquement optimal par rapport au critere d’optimalité
proposé. Deuxiemement, il serait utile d’évaluer la probabilité de fausse alarme et la pro-
babilité de fausse détection séparément. Finalement, un calcul plus précis de la borne
supérieure pour la pire probabilité de fausse localisation serait tres pertinent.

Dans un deuxieme temps, nous pouvons envisager les approches suivantes :

e Approche non-paramétrique : Le modele paramétrique peut étre difficile a obtenir dans de
nombreuses situations. L’incertitude du modele peut conduire a une dégradation extréme
de la performance statistique des algorithmes de détection et de localisation. Par contre,
I’approche non-paramétrique ne nécessite pas de connaitre les modeles du systeme et des
attaques. Les méthodes non-paramétriques sont basées sur I’analyse des données observées.
Le probleme de détection peut étre résolu en appliquant des techniques de classification
mono-classe alors que les méthodes de classification multi-classes peuvent étre utilisées
pour le probléeme de localisation.

e Approche semi-paramétrique : L’approche paramétrique utilisée dans ce manuscrit dé-
pend fortement des modeéles des systémes SCADA et des attaques cyber-physiques. Par-
fois, ces modeles paramétriques sont difficiles & obtenir. D’un autre c6té, 'approche non-
paramétrique ne s’intéresse pas véritablement au fonctionnement des systemes SCADA,
c-a-d & l'interaction entre les processus physiques et le centre de controle via les cyber-
composants. Par conséquent, 'approche semi-paramétrique serait une combinaison natu-
relle de 'approche paramétrique et de ’approche non-paramétrique. En général, un modele
semi-paramétrique se compose de deux parties : une partie paramétrique et une autre par-
tie non-paramétrique. La partie paramétrique contient les phénomeénes qui peuvent étre
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décrits avec un modele ayant un nombre limité de parametres inconnus tandis que la partie
non-paramétrique comprend les informations sur les phénomenes non-modélisés.
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