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Abstract

The anomaly detection and localization problem can beddeas a multiple hypotheses
testing (MHT) problem in the Bayesian framework. The Basgmediest with the 0-1 loss
function is a standard solution for this problem, but theralative hypotheses have quite
different importance in practice. The 0-1 loss function doegeftect this fact while the
guadratic loss function is more appropriate. The objeativéhe thesis is the design of a
Bayesian test with the quadratic loss function and its asgtitpstudy. The construction
of the test is made in two steps. In the first step, a Bayesigtnaith the quadratic loss
function for the MHT problem without the null hypothesis issined and the lower and
upper bounds of the misclassification probabilities areutated. The second step con-
structs a Bayesian test for the MHT problem with the null Hjpesis. The lower and upper
bounds of the false alarm probabilities, the missed detegirobabilities as well as the
misclassification probabilities are calculated. From ¢hlesunds, the asymptotic equiva-
lence between the proposed test and the standard one wibhlthess function is studied.
A lot of simulation and an acoustic experiment have illusiighe &ectiveness of the new
statistical test.

Résumé

Le probléme de détection et localisation d’anomalie paettéaité comme le probléme du
test entre des hypothéses multiples (THM) dans le cadreskeayéLe test bayésien avec
la fonction de perte 8 1 est une solution standard pour ce probléme, mais les hygesh
alternatives pourraient avoir une importance tout a fatédente en pratique. La fonc-
tion de perte G- 1 ne refléte pas cette réalité tandis que la fonction de peddrgtique
est plus appropriée. L'objectif de cette thése est la cdimep’un test bayésien avec la
fonction de perte quadratique ainsi que son étude asymp#tia construction de ce test
est dfectuée en deux étapes. Dans la premiére étape, un testdmg@sic la fonction
de perte quadratique pour le probléeme du THM sans I'hypetldésbase est congu et les
bornes inférieures et supérieures des probabilités dsifitasion erronée sont calculées.
La deuxiéme étape construit un test bayésien pour le prabthniTHM avec I'’hypothése
de base. Les bornes inférieures et supérieures de la plithdeifausse alarme, des prob-
abilités de détection manquée, et des probabilités deifitasi®n erronée sont calculées.
A partir de ces bornes, I'équivalence asymptotique enttedeproposé et le test standard

avec la fonction de perte © 1 est étudiée. Beaucoup d’expériences de simulation et une

expérimentation acoustique ont illustréffieacité du nouveau test statistique.
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CHAPTER 1

General Introduction

The problem of anomaly detection and localization is pevalvithin diverse domains
such as intrusion detection, system diagnosis, stegasalyd safety-critical system mon-
itoring. The detection and localization of anomalies plagsmportant role in maintaining
the normal operation of a system since they often transtatégnificant, and even criti-
cal, actionable information. Compared with other techagjuhe statistical techniques are
usually more #icient in terms of computational complexity and they are ablprovide
us a rigorous statistical solution for the anomaly detegtiwhich is helpful to analyze the
detection performance in a refined way.

In Chapter2, the basic elements of the anomaly detection and localizgiroblem
are firstly presented as well as several existing techniqlreshe thesis, the simultane-
ous anomaly detection and localization problem is treaseal multiple hypotheses testing
(MHT) problem in a Bayesian framework. Specifically, thelrmypothesis corresponds
to the absence of the anomaly and the alternative hypottegea®spectively associated
with the anomaly at dierent locations. Then, the basic fundamentals of the ttalis
decision theory are introduced and the statistical testscategorized according to bi-
narymultiple hypotheses and simptemposite hypotheses along with some specific ex-
amples. At present, the Bayesian test with the 0 loss function has been obtained.
According to the 0- 1 loss function, the cost of a correct decision is 0 while tifatin
false decision is constantly 1. However, in some practipglieations, the cost caused
by different erroneous decisions should beadentiated. The use of a quadratic criterion
explicitly takes into account a metric between thadient hypotheses. For example, in a
system for the detectigiocalization of an intruder, this new quadratic criteriogpkcitly
measures the distance taken by a police car to respond tedn k this way, the false
decisions are no more treated equally and each case candsspma cost very éierent
from others. Therefore, in the thesis, we are motivated byelquirement for the quadratic
criterion to design the Bayesian tests with the quadrass fanction respectively for the
MHT problem without and with the null hypothesis.

In Chapter3, based on a Gaussian distribution, a Bayesian test withuhdrgtic loss
function is proposed to solve the MHT problem without thel tylpothesis. First, the
requirement for the quadratic loss function is stated irtli@pthree classical applications
to emphasize the necessity of the research in the thesis, TeBayes risk of the MHT
problem without the null hypothesis is expressed in a cldseth as a function of the
misclassification probabilities which measure the qualita statistical test. Because the
proposed Bayesian test with the quadratic loss functiorgsreeralization of the one with
the 0- 1 loss function, the relationship between them is invesigiaGiven the dficulty



2 Chapter 1. General Introduction

in calculating the exact value of the misclassification piulities, their lower and upper
bounds are calculated, from which the asymptotic equicaldretween the Bayesian test
with the 0— 1 loss function and the proposed Bayesian test with the gtiadoss function

is studied.

In Chapter4, a Bayesian test with the quadratic loss function is propdsesolve the
MHT problem with the null hypothesis. On account of the sakegiof the null hypothesis,
besides the misclassification probability, the quality efatistical test is also measured by
the false alarm probability and the missed detection priibatSimilarly, the Bayes risk
of a test for the MHT problem with the null hypothesis is exgsed in a closed form as
a function of the false alarm probability, the missed dédecprobabilities as well as the
misclassification probabilities. The proposed Bayesiatwtith the quadratic loss function
is compared again with the Bayesian test with the 0 loss function. The lower and
upper bounds of the false alarm probability and the misseglctden probabilities of the
two Bayesian tests are given explicitly and their asymptetjuivalence is established. In
addition, the asymptotic equivalence between their mésdi@ation probabilities is also
studied based on the results in Chaf@er

In Chapter5, an acoustic experiment is conducted to demonstrate tHealpiity of
the statistical test proposed in Chaptein the context of acoustic signal detection and
localization. An autoregressive model is used to reprebentemporally correlated acous-
tic measurements and a local hypotheses approach is dttiizexploit a statistic related
with the likelihood ratio for the statistical test. The expgental results corroborate the
applicability of the proposed test.
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2.1 Introduction

Anomalies are patterns in data that do not conform to a wdlheé notion of a nor-
mal behavior Chandoleet al.2009. Therefore, the anomaly detection refers to the
problem of finding patterns in data that do not conform to apeeted behavior and
the anomaly localization refers to the problem of identifyithe sources that contribute
most to the observed anomaliedignget al.2011]. This kind of problem is preva-
lent within diverse domains, such as intrusion detecti@wdderaet al.2003, fraud
detection Fawcett & Provost 1999 structural damage detectio®Bgssevilleet al. 1987,
Ruotolo & Surace 1997system diagnosis\ikiforov 1994, Moustakideset al. 198§, ste-
ganalysis Fillatre 2013, safety-critical system monitorindgsseville & Nikiforov 2005
Fouladirad & Nikiforov 200%, infrastructure security in the wireless sensor network
(WSN) [yee Chong & Kumar 20Q3Viaroti et al. 2004 Mishraet al. 2010, etc. The prob-
lem of anomaly detection and localization is of great imace to us because the anoma-
lies in data often translate to significant, and even ctitaetionable information.
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In this chapter, in sectiol.2, the anomaly detection and localization problem is re-
viewed and then the existing techniques for this problemcategorized where the ad-
vantages of the parametric statistical tests are higldayhtn section2.3.1and2.4.2 a
variety of nonrandomized statistical tests are summarniesgectively in the case of bi-
nary hypotheses and multiple hypotheses as well as in tleeafasmple hypotheses and
composite hypotheses. By relating with the statisticatistés the previous sections, the
major content of this thesis is briefly introduced in secah The anomaly detection and
localization problem is first correlated with a multiple logpeses testing (MHT) problem.
Subsequently, the Bayesian tests with respect to a quadrigrion for the MHT prob-
lem are proposed and their performances are quantitatiretiied. Finally, the chapter is
finished with a conclusion.

2.2 Anomaly Detection and Localization Problem

Although the problem of anomaly detection and localizati®moncise according to its
aforementioned definition, its formulation is composedafesal basic but complex ele-
ments such as the nature of the input data, the availabilityavailability of labels as well
as dfferent constraints and requirements with respect to thefspapplications.

2.2.1 Basic Elements

Input data is generally a collection of data instanceanft al. 2005 Chapter 2]. Data
instances can be described by using a set of attributes egactn be classified in terms
of the types of the attributes, such as binary, categoricabotinuous. Furthermore, data
instances can be also categorized according to the numkbe afomposing attributes,
such as univariate or multivariate. Moreover, in the casenoftivariate data instances,
all attributes might be of the same type or might be a mixtureliferent data types.
Besides, input data can also be categorized based on thienshdp present among data
instances. In general, data instances in the input dataeagldted with each other, such
as sequence data, spatial data, and graph data. HoweveroMibe existing anomaly
detection techniques deal with record data or point dataavhe correlation is assumed
among the data instanceSHandolaet al. 2009. As far as this thesis is concerned, each
data instance has multiple continuous attributes. In solaeepthe data instances are
uncorrelated with each other while in other places they pegialy correlated to some
extent.

Furthermore, anomalies can be classified as point anomatieextual anomalies and
collective anomalies. To the best of our knowledge, poimtnaalies are the focus of the
majority of research on anomaly detection. In this thebisanomalies of interest are both
point anomalies and contextual ones.

Another element of anomaly detection and localization ésl#bels associated with a
data instance which signify whether this data instance iismabor anomalous. Based on
the extent to which the labels are available, the anomalctien techniques fall into three
categories: supervised anomaly detection, semisupdraisemaly detection and unsuper-
vised anomaly detection. In this thesis, the method addpédmhgs to the unsupervised
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type since obtaining labeled data that is accurate is oftehilpitively expensive.

Finally, according to the time constraint required by thecsfic application, two types
of anomaly detection methods can be distinguished, whielreapectively sequential de-
tection and non sequential detection. In this thesis, wed@nly on non sequential detec-
tion, but the interested readers can refer to an importarature on sequential detection
[Basseville & Nikiforov 1993

2.2.2 State of the Art

In the research community of anomaly detection and lod&izasome researchers treat
the problem in two distinct steps, i.e, anomaly detectiothés first step, for instance,
[Fillatre & Nikiforov 2007, Scharfet al. 1994 Fouladirad & Nikiforov 200% and the
second step is anomaly localizatiodignget al. 2011, Ide et al.2007]. On the contrary,
in some literatureNliddleton & Esposito 1968Fredrikseret al. 1972 Hero & Kim 199Q
Baygun & Hero 1995 Fillatre 2011  Fillatre & Nikiforov 2012, Moustakides 2011
Moustakideset al. 2017, simultaneous detection and localization problem is isad
and it is a form of MHT problem which is detailed in Secti@m. To the best of our
knowledge, most of the literature for this problem is priityatoncentrated on the anomaly
detection since a classical localization problem is clpselated to the detection problem.
Therefore, a large proportion of this section is devotedh® averview of the existing
anomaly detection technigques.

The anomaly detection technigues can be mainly categoiitedlassification-based,
nearest neighbor-based, clustering-based, and staltista@hniques.

The classification-based anomaly detection techniqueatggrin two phases. The
training phase learns a classifier using the available dab&laining data. The test-
ing phase classifies a test instance as normal or anomaloussihy the classifier.
The representative methods among this type of techniquesheural network-based
methods De Stefanaet al. 200q, Bayesian network-based metho@afbaraet al. 2001,
support vector machine-based methoBayy & Godsill 2003, rule-based method
[Fanet al. 2004, etc. The major limitation of the classification-based Inogls is that train-
ing data are needed while this condition cannot be alwaysfigatin practice.

Nearest neighbor-based anomaly detection techniquegeesdistance or similarity
measure defined between two data instances and assume rimatl K@ta instances oc-
cur in dense neighborhoods while anomalies occur far fragir tlosest neighbors. The
computational complexity of the testing phase is a signifiadallenge for this kind of
technique since it involves computing the distance of eashimstance.

Data clustering is a process of finding groups of similar qaimts such that each
group of data points is well separated. In this approach dite are first clustered, and then
anomaly detection is performed using these clusters. ocltistering-based techniques,
the computational complexity for clustering the data i® @ften a bottleneck.

These aforementioned anomaly detection techniques dossatree any prior knowl-
edge about the distribution of the data. On the contraryhénstatistical techniques, the
underlying principle of any statistical anomaly detecttenhniques is that an anomaly is
an observation which is suspected of being partially or Whialelevant because it is not
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generated by the stochastic model assumgts¢ombe & Guttman 1960 In the statisti-
cal techniques, a statistical model for normal behaviortitofithe given data and then a
statistical test is applied to determine if an instance tigdao the model or not. Instances
having a low probability of being generated from the learneadel, based on the ap-
plied test statistic, are declared as anomalies. Paranstditistical techniques assume the
knowledge of the underlying distribution and estimate taeameters from the given data
[Eskin & Eleazar 200Pwhile non-parametric techniques do not generally assunogvk
edge of the underlying distributiorDesforgeset al. 1998. The major advantages of sta-
tistical techniques are:

1. Statistical techniques can operate in unsupervisemgettthout any need for la-
beled training data.

2. If the assumptions regarding the underlying data digion hold true, they can pro-
vide a statistically justifiable solution for anomaly detew.

Although in practice the statistical techniques cannonitefiy guarantee the best empirical
results in comparison with other types of anomaly detedimhniques, they guide us to
control the results in a refined way.

As it is mentioned above, the anomaly detection and lodadizaproblem can be
also viewed as an MHT probleni.éhmann 1968Ferguson 1967 However, the MHT
problem is less developed than the one of binary hypothesting. Two main trends
exist in the literature to solve the MHT problem: the nonpaeaiic one and the para-
metric one. Nonparametric approaches, which generallyatd@xploit a precise statisti-
cal model of the observations, are well describedNiillgr 1981, Dudoit & Laan 200§
Parametric approaches have been studied by only a few aufisee, for exam-
ple, [Ferguson 1967Middleton & Esposito 1968Birdsall & Gobien 1973 Stuller 1975
Baygiin & Hero 1995 because of the theoreticalfficulty of such problem. The com-
mon rationalities in these studies is the Bayesian pointi@fvyi.e., the a priori proba-
bilities of hypotheses are predefined so that the Bayessnfuinction is minimized. In
[Ferguson 19€]7 a simple example of MHT problem called slippage problers haen
well studied from which we are inspired to study a more compdem of MHT problem
with statistical decision theory to fit for the need of preatiapplications and the relevant
results will be given in the following two chapters.

To provide the readers with the statistical backgroundeseary for the design of our
methods, in the following two sections, some statisticatstdetween binary hypotheses
are first introduced in the case of simple hypotheses and asitephypotheses and then
some statistical tests between multiple hypotheses aea giith more detail since they are
more relevant to this thesis.

2.3 Statistical Test between Binary Hypotheses

In this section, some basic concepts about the statisésabetween binary hypotheses are
given. Then, some classical tests in the case of simple hgpistand composite hypothesis
are respectively introduced, some of which are illustratétl examples.
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2.3.1 Basic Concept

Assume that we are given two distinct distributidg,, Pe, based on two parameter sets,
and letx] = (X¢, ..., Xn) € X" c R" be an-size observation generated by one of these two
distributions whereX" is the observation space. The problem of hypothesis testitg
decide which distribution is the true one, i.e., to test twpdthesed, : X} ~ Py, i = 1,2.

Let Py € P = {Pyleco andx] ~ Py. Let us consider the hypothesgs : 6 € ©; c ©
denoting the parameter space whéreu @, = ® and®; N ©, = (. The hypothesig,

can be simple or composite according to the number of pesséiles of) for describing

the distribution”. The formal definitions are given below:

Definition 2.3.1 (Simple hypothesis)We call simple hypothesigl any assumption con-
cerning the distributior which can be reduced to a single value in the space of proipabil
distributions.

Definition 2.3.2 (Composite hypothesis)Any non-simple hypothesis is called composite
hypothesis.

If ®,i = 1,2, contains only one element, respectively representegh loy 6, then the
hypothesisH; is simple which will be identified by the absence of an undanesce.g.H;.
If not, the hypothesig+; is composite.

For the sake of brevity, in sectidh3.], the following definitions are given in the case
of simple hypothesis. The definitions in the case of compdsipothesis can be given in a
similar way.

There are two types of statistical tests: nonrandomized@amdomized, depending on
whether the acceptance of the hypothesis based on the atiseris randomized or not.

Definition 2.3.3 We call randomized statistical test for testing between hypotheses
i, H any probability distribution defined oftf = {1, Hy), wheres* (x], ) is in-
terpreted for a given vectorpas the probability that the hypothest$ will be chosen.

Definition 2.3.4 We call nonrandomized statistical test for testing betwbgpotheses
H1, H> any surjective mapping : X" — {Ha, H>} where the hypothesi#(; is called
the basic or null hypothesis and the second hypoth&sis called the alternative hypoth-
esis.

In other wordsg = §(x}), is a random variable which takes its values in the set obthygp
ses. Ifé = Hy, then the hypothesi®{y is accepted 06 = 6. The structure of a binary
hypotheses testing is illustrated in Figad.

Note that in this thesis, we focus on the nonrandomizedstitzl test, i.e., the mapping
§ 1 X" — {Hy, Ho} is deterministic. We also call the functi@ifx]) a decision function.
Giving the nonrandomized decision functiéis equivalent to giving a partition of" into
two non-intersecting sef@;, Q, where exactly one of the hypotheses is accepted. The set
Qj is called the acceptance region of the hypothgsisj = 1, 2.

The statistical test between binary hypotheses can be ddfinis critical function.
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Optimality criterion > Test design |« P1, P2

Sample space

Xn
{Hq, Ho}

Figure 2.1: Test between two hypotheses

Definition 2.3.5 (Critical function) Let s be a test between two simple hypothesds,
and #H>. The function determining the probability of acceptancehefhypothesig, (in
the case of nonrandomized and randomized decision fundsaralledr : X" — [0;1].
For nonrandomized tests, this function takes on the valaied 1 only :

1 if x"e Qo
ny _ 1 ’
70q) ‘{ 0 if XeQy.

In the general case of randomized tests, the critical fumctakes its values from the closed
interval n(x}) € [0, 1].

The setQ, c X" is said to be the critical region of the test The critical region of a
hypothesis test is the set of all outcomes which cause thethgpis# to be rejected in
favor of the alternative hypothesis,.

The quality of a simple statistical test is generally chesazed by a set of probabilities
of false decisions as follows:

Definition 2.3.6 If the simple hypotheses(; are considered as non random events, the
probabilities of false decisions will be the following

i(0) = Pi(x] ¢ Qi) = P |o(<)) = Hi|, i=12 (2.1)

where®j(...) means that the observation§ follow the distribution P. Here, «; is the
probability to reject the hypothesi®; when it is true.

We are interested in three kinds of probabilities, whichraspectively

a1(0) = Eq[x(x)]
@2(6) 1 - Ea[x(x))]
B(©) Ea[m(x])]
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wherea1(0) is type | errora,(6) is type Il error,B(5) is the power of the test The power
of a statistical tesd is the probability that the testwill reject the null hypothesig{; when
it is false.

Remark 2.3.1 In the anomaly detection problem J%f; and #> respectively represent the
absence and presence of anomaly, the®) and a»(6) are respectively called the false
alarm probability and missed detection probability g8@) is called the detection proba-
bility.

In the following, the statistical tests between simple tilipses are introduced in terms
of three classical criteria of optimality which are the mpstverful criterion, the Bayesian
criterion and the minimax criterion. The most powerful iest bi-criterion approach while
the other two tests belong to the mono-criterion approach.

2.3.2 Tests between Simple Hypotheses

2.3.2.1 Most Powerful Test

Based on the values of the null hypothegis and the alternative hypothesig,, four
possible situations exist:

Ho is true H, is true
H, rejected || Correct decisiony  Type | error
H, accepted|| B(6) = 1 — a2(6) a1(0)
H, accepted|| Type Il error | Correct decision
Ho rejected a2(0) 1—a1(6)

Therefore, there are two types of error: the Type | esrpand the Type Il errow,. Unfor-
tunately, these two errors cannot be minimized simultasigoihe idea of the bi-criterion
approach consists of a trad@-between the Type | errer; and the Type Il errotro. Specif-
ically, the idea of the most powerful criterion consists imimizing the Type Il errora,
while maintaining the Type | errax; below a given value. To express mathematically
the idea, the following class of tests is first defined

Ko = {0 : P1(6(X1, ..., %) = H2) < a}, (2.2)
then the definition of the most powerful test is given in thiéofeing,

Definition 2.3.7 (Most powerful test) The testo* € K, is said to be the most powerful
(MP) in this classk, if, for all § € K,, the following inequality holds for the probability
of the Type Il error :

@2(8") < a2(6)

The powers(6) = 1 — a»(0) is often used to evaluate the tests in the cl&ss The philo-
sophical background of the MP approach is that "Nature israBuThis situation is shown
in Figure2.2

The following term called the likelihood ratio is first giveince it is often used in the
construction of the statistical tests.
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Nature Detector
Bio-med

B(6) — max provided thas € K,

Hypotheses

/ )
6(Xg, - -, Xn)

Ho

Technological processes

£l }@{ s

X-ray ~ Network

Model of nature

Figure 2.2: Philosophy of the MP test : Nature is neutral.

Definition 2.3.8 (Likelihood ratio) The following function of observation is called the
likelihood ratio (LR) between the hypothesds and #> :

— fz(Xl, ceey Xn)
fl(Xl, cee Xn) ’

where Xi— fj(X) is the density of R j =1, 2.
Then, the construction of the most powerful test is givernafollowing lemma.

Lemma 2.3.1 (Neyman-Pearson)Consider the problem of testing two hypothe$és:

P =P;andH, : P = P,, where R and B, are two probability distributions with densities

fi and & LetA(xy, ..., %) = f2(x])/f1(X]) be the LR between these hypotheses. Let
¢ — R(C) = P1(A(Xs,...,Xy) = €) be a continuous function g, «]. For anya : 0 <

a < P1(fa(Xg, ..., %) > 0) the MP test is given by

Hy it A(Xl,--.,Xn):M -

~ h
5(X1, cey Xn) = fl(Xl, cee Xn)
Hy if A(Xg,..., %) h

\%

where the threshold k& h(«) is selected so that
P1(A(X1, ..., %) = h) = a.

With Lemma2.3.], we can directly get the form of the MP test and then analyze it
quality, as is shown in the following example.

Example 2.3.1 (Gaussian caselet X' = (X1, ..., %)) be i.i.d. random variables from the
normal (Gaussian) distributionv (6, o-?) with parameters) and o2. It is assumed that the
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meand is unknown but the variance? > 0 is known. We wish to test the null hypothesis
Hy = {X1,...,% ~ N(61,0?)} against the alternative hypothesis, = {X1,..., %, ~
N(62,5%)}. The log LR between these hypotheses is given by

n fo,(%) 6,-0 -6
IogA(xl,...,xn):ZIo GZE ') 2 lZ 2 21,
i1 61 o?

where §(x) = \/_ exp{ (L0 9) } Let us compute the error probabilities anda> :

a1(6) = Py [Iog A(X]) > h] =

h+n 1(61,62)
vm]
h—n (64, 6,)
vm]’

where (61, 62) = ("1 92) and®(x) _f —Zne z dy Sometimes it is necessary to compute
the powers(6) = 1 a»(6) of the tests as a function ofx;. Such a function is called
Receiver Operating Characteristic (ROC) :

Bs(a1) =1-az(0) =1-® [— \V2n 1(61, 62) + D11 - al)] .

A typical behavior of the ROC curves is shown in the Figugfor n = 10ando = 1
Different ROCs correspond toffirent values of (b1, 6,). We note that if (01,62) = O,
thenB(6) = 1 — a2(5) = a1(5). The larger (01, 62), the closer the ROC curve to the left top
corner of the Figure2.3. The ROC curve helps us to analyze the trgfieetween the cost
and the benefit of a decision.

@2(6) Py, |log A(X])) < h| = @[

The observationx] is generated according to the distributi®p determined by the
paramete. The MP approach assumes tifais unknown but fixed while in both the
Bayesian and minimax criteria, the parameterviewed as a random variable whose value
is based on another distribution called theriori distribution. The dference between
the Bayesian and the minimax criteria lies in the assumpgtiahthea priori distribution
of the paramete# is known or not and therefore, finally they result iffeient criteria of
optimality. Next, the Bayesian test and the minimax testrareduced and the relationship
between them is revealed.

2.3.2.2 Bayesian Test
Let us assume that the hypotheses
Hi={X1.... % ~Pj}, i=12

have knowra priori probabilitiesqg, = P(Hi),1 = 1,2,01 + g2 = 1. HenceQ = (g1, g) is
thea priori distribution.

Definition 2.3.9 (Loss function) The cost of deciding the hypothest$; based on the
observation ¥ when #; is true is defined by the loss function denoted hy I=
L[%,é(xg) = 7{,-] such that k; > Owhen i# jand that L j = Owhen i= |.
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a1

Figure 2.3: ROC curves. The Kullback-Leibler distath@®, 6,) varies from 0 to 0.5.

Example 2.3.2 0 — 1 loss function) TheO — 1 loss function is defined as follows

syl § 812

Definition 2.3.10 (Bayes risk) The average cost is defined as the Bayes risk, which is

2 2

Jo) = 3 3 L[H,008) = H| PP [60) = Hyir4]| = >

2 2
i=1 j=1 i=1 j=

Li jGicxi  (6).
1

Example 2.3.3 (Bayes risk withO — 1 loss function) In the particular case of th@ — 1
loss function, the Bayes rislo®) is the average error probabilitg(9), i.e.,

2

2

3o(6) = D' D" G j(8) = thars 2(6) + Gperzn = a(0).
i=1 j-1
J#

Definition 2.3.11 (Bayesian test)The testq is said to be a Bayesian test if it minimizes
the Bayes risk g(6) for the given a priori probabilitiegq)i-12 and lossegL; )i j=1.2

0g = arg i?fJQ(é),
where the infimum is taken over all tests.

The philosophical background of the Bayesian approactais’dature is gentle”. This
situation is shown in Figurg.4.
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Figure 2.4: Philosophy of Bayesian test : Nature is gentle.

Theorem 2.3.1 [Borovkov 198#Consider the two-hypothesis Bayesian testing problem
Hy ={X1..., % ~ Py}, against Hy = {X1..., X, ~ P2}.

with the0 — 1 loss function and the prior distributiom¢= g, = 1 — g, whereO < g < 1.
The Bayesian tesip(x]) minimizing the average error probability

dg = arg i?f&(é) = arg i?f{qal(é) + (1 - g)a2(6)}

is given by

H, if A > ——

q
1-q

H, otherwise

dq(xg) = {

Remark 2.3.2 It is worth noting that the Bayesian tes(x]) coincides with the MP test
given by Lemma&.3.1if h = %1.

Remark 2.3.3 Generally, the average error probability(s) also depends on the priori
distribution Q = (gi, 02) and a set of such prior probabilities @ (g1, gp) that maximize
the average error probability of all Bayesian tests is cdlieleast favorable distribution.

The use of Theorer@.3.1for the construction of a Bayesian test is illustrated in the
following example.

Example 2.3.4 Let X! = (x¢,...,%y) be i.i.d. random variables from the Gaussian distri-
bution N (6, %) with parameter® and o2. It is assumed that the medaris unknown but
the variances? > 0 is known. We wish to test the null hypothe®is = {X1,..., %X, ~



14 Chapter 2. Anomaly Detection and Localization

N (61, 0%)} against the alternative hypothesi, = (x4, ..., %, ~ N(02,02)} by using the
0 - 1 loss function. The prior distribution is;0= g, ¢ = 1 — g. Given a tesb, the Bayes
risk turns to be the average error probability, i.e.,

@(0) = qa1(0) + (1 - g)az(6) = dar2(5) + (1 - Aaz.1(9),
whereq; j is the probability that the hypothesis j is decided when fjeothesis i is true.
The Bayesian teslp(x]) minimizing the bayes risk(s) is given by

- q
H, if log A(X]) > g

6Q(X) = {

H, otherwise

where the log LR between these hypotheses is given by

n n 2 2
fo, (%) 62— 61 05— 01
logA(Xq,..., %) = » log—*— = Xi — N
' 219,50 " or 4N

where §(x) = — exp{—(xz;ez)z}.

When thea priori distributionQ is unknown, we can consider a minimax test discussed
in the following section.

2.3.2.3 Minimax Test
Consider the two-hypothesis Bayesian testing problem
7’{1 ={X1..., % ~ P1}, against?’—(z ={X1..., % ~ Po}.

For a given loss functioh; j, the conditional risk conditioned that the hypothe&tss true
is defined as ,
Ji(©) = Z Li,jai,j(é)y i=12

=1
In particular, for the 0- 1 loss function, the conditional risk is equal to the prohghbi
of rejecting the hypotheseX; erroneously, i.e.Ji(6) = «@i(6). To give a definition of the
minimax test with the 6 1 loss function, let us define the maximum error probabilftg o
testo

amax(0) = Elaé(ai(é)-

Definition 2.3.12 (Minimax test) The tes® is said to be minimax if it minimizegnax(s),
ie.,
a(d) = ir61f amax(9),

where the infimum is taken over all tests.

The philosophical background of the classical minimax apph is "the nature is
cruel". This situation is shown in Figu&5.
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Figure 2.5: Philosophy of Minimax test : the nature is cruel.

2.3.2.4 Relation between MP, Bayesian and Minimax Tests

In fact, MP and Bayesian tests have strong connections. stsoian in Remarlk2.3.2 for
an appropriate choice of treepriori probabilitiesQ = {01, o}, a Bayesian test is a MP
test in a certain clask,,. Similarly, minimax and Bayesian tests also have strongnech
tions. Specifically, the Bayesian test which correspondkitoleast favorable distribution
in Remark2.3.3is the minimax test. In addition, the MP test and the mininest tan be
related by the following theorem.

Theorem 2.3.2 (Borovkov) In the two-hypothesis testing problem the minimaerx‘p
minimizing the maximal error probabilitphaX a1, a»} is the LR test with the threshold h
chosen so that; = as.

Theorem2.3.2shows that the minimax testcan be an MP test in a certain cla&s. For
instance, in Exampl@.3.4 on one hand, the Bayesian té¢x}) is an MP test in a certain
classK, wherea can be calculated from the threshdld= rqq On the other hand, if the

prior probabilityq is chosen such that; = ay, thenS(xQ) is also a minimax test.

2.3.3 Tests between Composite Hypotheses

In practice, the hypotheses to be tested are not alwaysesibuplcomposite. A composite
hypothesis does not uniquely determine the distributiothefobservation. Therefore, in
this section, the statistical tests between compositethgges are introduced. Compared
with those statistical tests between simple hypothesese iwuncepts will be introduced
due to the complexity of composite hypotheses.
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In the parametric case, a composite hypothesis is repesbgtthe following form:
H = X1, % ~ Py l0j € @), j=12
where® = 01 U ©,. For the sake of simplicity, it is also represented by
H; = (Pl € Oj) or H;=(0€®)), j=12

In this situation, Lemma&.3.1is no longer éective and we need to find another solu-
tion. First, we need to re-define the probability of falseisiea. For example, the type |
erroray(0) of a test is defined by :

a1(6) = supPy [604) = H,|
96@1

and the power of a tes(x?) is defined by :
Bs(6) = Po[604) = H,| . 6 € ©2,

By generalizing the definition oK, for the simple hypothesis, a class of tests is defined as
K, = {6 : SupPy [6(x1, e Xn) = ﬂz] < a} (2.3)
96@1

in which we try to find one which maximizes the powsi(6) in ®,. Unfortunately, the
statistical tests for testing two composite hypotheseg leen developed only for a few
particular cases. In the following subsections, two of ¢hearticular cases are introduced.

2.3.3.1 Uniformly Most Powerful Test

We assume tha® = {Py}co is a family of distributions depending @érand the probability
density function ofx is f,. Now, we discuss the case of unilateral alternative hysishe
H,, i.e., we test between the following hypotheses:

H, =16 <60} againstH, = {6 > 6o}

according to the observatiaq. It is also assumed that there exists a funclig®) such
that for all@4, 85, 8, > 64, the likelihood ratio

— f92(x) _
f(fl(x)

is an increasing or decreasing functionT@k). In this case, the familg of distribution is
said to be with a monotone likelihood rati|hmann 196B

A(X)

9[T(¥)]

Example 2.3.5 (Gaussian caselet X! = (X1, ..., %)) be i.i.d. random variables from the
Gaussian distributionV (6, ) with parametersd and . It is assumed that the mean
6 is unknown but the variance® > 0 is known. We wish to test the null hypothesis
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H, = {0 < 6o} against the alternative hypothests, = {6 > 0y}. The Gaussian family of
distributions R possesses a monotone likelihood ratio.

. - -
=

where §(X) = \/_ exp{ o=0)° 9) } Let T(xa, ..., Xn) = XL, %. Hence, the function

92_92
TI—)g(T)—eXp{ elT n22 21}
o

is increasing for any; and6, : 6, > 0.

Definition 2.3.13 (UMP test) A testé*(x]) is said to be uniformly most powerful (UMP)
in the class of test& if, for all other testss € K, the following relationship holds :

VO € Oy, Bs(6) > Bs5(6)

The UMP test is illustrated in Figur26.

B()

= ——

A UMP test e

------

01 0, 1

Figure 2.6: The representative curvegB).

Proposition 2.3.1 (Continuous caseAssume thaP = {Py}sce is a family of distributions
depending on a scalar parameter and that this family pogssessmonotone likelihood
ratio. For testing between the hypothegi§ = {6 < 6o} againstH, = {6 > 6o}. We assume
that the function 6— R(c) = Py, [T (X1, ..., Xa) > €] is continuous. The UMP test is as
follows

5 () :{ H, if T(x) <A

H, if T()> 2



18 Chapter 2. Anomaly Detection and Localization

where the parametet is the solution of the following equation
P90 [T(Xla ey Xn) > /1] = Q.

The functiond +— pBs:(0) is strictly increasing for all points for whicld < Bs(0) <
1[Lehmann 196B

2.3.3.2 Unbiased Test

In seeking the UMP test ifi, between the composite hypothesds = {# € ©1} and
ﬁz = {0 € O®,}, we may further want it to satisfy the following additionaralition:

inf Py(5(xq) = H,) > SUpP(8(X]) = H,)
0e®2 0e®1

and therein the following definition of the unbiased testrigposed.

Definition 2.3.14 (Unbiased test)The test(x}) € K, between composite hypothegds
and#, is said to be unbiased if < infsce,5(6).

It means that the unbiased test guarantees that the pribpalbitightly accepting the hy-
pothesisH,, is greater than the probability of falsely acceptihg.

By combining the definitions of UMP test and unbiased tesesgive the definition of
the UMP unbiased test.

Definition 2.3.15 (UMP unbiased test)The test* € K, between the composite hypothe-
sesH, and#, is said to be the UMP test among the unbiased @#tg;(0) < ;-(6), for
allg e ®and forallso € K.

Remark 2.3.4 The UMP unbiased test belongs to a subclasg'a of the clasgK, and it
is a triple-criterion approach.

Remark 2.3.5 The UMP test™ € K in Proposition2.3.1is also the UMP unbiased test.

In some particular cases, the UMP unbiased test can be gotestr For instance, apart
from the assumptions in the precedent subsection, we atsorasthatP is a family of
distributions depending on a scalar parameter whose gefsittion is of the following
form

fo(X) = c(6)h(X) explv(X)d] (2.4)

whereX — h(X) > 0 andX — v(X) are two functions fronR" to R and6 — c(f) is a
function fromR to R. [Lehmann 196Bhas given a UMP unbiased test for two-sided alter-
native hypotheses based on the observation coming fromtrébditon in the exponential
family defined by 2.4).

Theorem 2.3.3 (Lehmann) Let us assume that the densifyxj belongs to the exponential
family defined byZ.4) and that we want to test between the hypotheses

ﬂl ={0¢e [91’ 92]} and ﬂz ={0¢ [91, 92]}
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The UMP unbiased test is given by :

H, if T(Xg,...,%) € [C1,Co]

5(Xl’--"X”):{ﬂ2 if T(X,...,%)¢[C1,Co] ~

where Ty, ..., X)) = X, v(X) and two threshold €and G are chosen such that :

Po (0" = H,) = Pe, (6" = H,) = a.

2.3.3.3 Generalized Likelihood Ratio Test

We have seen that the availability of the UMP or unbiased Ub#stis the usually con-
ditioned by several assumptions which are usually veryiotst. Unfortunately, the state
of the art in the case of composite hypotheses does not adw design a test which will
be applicable in any case. Nevertheless, there existsistisalttest which is optimal or
almost optimal in many particular cases. This is the gerre@llikelihood ratio (GLR)
test. The GLR test is one of the most general and importarfiedstfor solving composite
hypothesis testing problems.

Let us again consider that the observatioqs . ., x, are assumed to come from the
distributionPy, 8 € ®;,i = 1, 2. The idea of the GLR test can be explained in the following
manner: the Neyman-Pearson lemma is applicable in the das® simple hypotheses
Hi={X1,..., % ~ Pi}andH, = {Xq, ..., Xn ~ P2}. The MP test is based on the LR

fa(X1, ..., Xn)
fi(X1, ..., Xn)

where f; is the density o, j = 1,2. Even if we forget for an instant about optimality,
we recognize that the Neyman-Pearson lemma is not apmiéalihe case of composite
hypotheses because the densitigsand f, are unknown and the LR cannot be written
down.

To overcome the above mentionedfidulties, it is proposed to estimate the unknown
parameter#; € ®1 andd, € O, of the densities by using the same observations. ., X,
with the maximum likelihood method :

A(X]_,...,Xn)z

6 = arg maxfy (x1...... %), i =12

and then to calculate the GLR

_ SuszE@z fgz(X]_, ceey Xn)
SuFb;LE@l f@]_(xla (XET) Xn) '

A(Xg, -.or Xn)

Then, the Neyman-Pearson lemma can be reused and the defofithe GLR test is given
below.

Definition 2.3.16 (GLR test) We shall call a test generalized likelihood ratio test for
testing between the hypothesls = {6 : 6 € ®1} and H, = {6 : 6 € ©2} when :

H, it Na...,%) =1

5(x1,...,Xn)={ H, if AKX ... %) <A
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SuszE@z f92(X17 ) Xn)

whereA(Xy, . .., X)) =
( ) SUR),co, for(Xt, - .. s Xn)

and the constant is given such that :
supPe, [K(Xl, S /l] = a.
96@1

It can be seen that the testis also in the clasg(,. A relevant name for this test is
generalized Neyman-Pearson test, as it is obvious fronoitgarison with the LR test.
The precise optimal properties of the GLR test in the gengaaé are unknown, but for
many special cases, the GLR test is optimal.

2.3.3.4 Bayesian Test

Like those in sectior2.3.2.2and section2.3.2.3 the parametep can be viewed as a
random variable with a known prior distribution. Howevar,the composite hypothesis
testing problem, there are two sorts of prior distributiorespectively of each composite
hypothesisH;, i = 1,2 and of the parameter under each hypothesis, from which two
Bayesian approaches are distinguished.

Completely Bayesian approach

This approach consists in introducing ta@riori probabilities for these hypotheses and
priori distributionsQ(0) for the parametef on the se® = @1 U ©,. The distributionQ is
generated by the probabilitieg = P(7 ;) andd, = P(H,) such thaty, + g, = 1 and the
distributionsQ(0) for 8 € @, andQ»(6) for 6 € ®,. In other words, we have

Q(6) = 11 Q1(6) + 2Q2(6). (2.5)

Therefore, the observationd have the probability density functiofy(x]) under the hy-
pothesisH; given by

100 = [ H09d0) (2.6)

The hypothesis signifying thate ©; is decided randomly with distributio; is denoted
by Ho, = {X] ~ Pg; P(0 € ©;) = Qi(A)} and the definition of a completely Bayesian test is
given below.

Definition 2.3.17 A testdq is called a completely Bayesian test between two composite
hypotheseg{, andH, if it is the Bayesian test corresponding to the a priori distition
for the two simple hypotheséé,, and Ha,.

Theorem 2.3.4 We are given the observatiof] x (1, ..., Xn) ~ Py whose density function
is fo(x}). Let us assume that we want to test between two composit¢hegpe/H, and
H, where q = P(H,) and ¢ = P(H,) and that the distributions ¢J6) for 6 € ®; and
Q2(0) for 6 € O, are continuous, a completely Bayesian tegx;) for testing between the
hypotheseg+, and#, can be written aslfehmann 1968Borovkov 198}

it 2o > 4,

H,
5o(xq) = 0 (2.7)
M, it 2 <
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whered = ‘“ and f(x}) is calculated from2.6).

Example 2.3.6 (Gaussian casel et us consider the Gaussian family of distributions=P
N(,1)and let X = (xq, ..., X)) be i.i.d. random variables from the Gaussian distribution
Ps. We wish to test the null hypothegis, = {6 € [a, b]} against the alternative hypothesis

H, = {0 € [c,d]}. We assume thatrespectively follows a uniform distribution @y and
®2 and the a priori probabilities g = P(#,) and ¢ = P(H,) are known. Because

: 1 \" (X —6)?
w0 = [ [ 1) = (=] exp{——J:i——————},
6\ A1 ]I:l[ 0 \/Z 2
using equationZ.6), we obtain
b
60D = [ e

d
u@=fm%m&m

where q(6) is the probability density distribution function éfunder the hypothesigt,.
Because

=

qu(6) =

QJ

(6) =

Q
O

we finally obtain that
fa(x])  @'(d) - @'(c)

M= 160 " v v @
where
D(y) = D(Vnly-X),
_ ,”1>q
X =
P2 = f exp(——)dt

Therefore, the completely Bayesian test is defined as follow

[ H, i AGD) > A,
30q) ‘{ H, i AGE) < 1.

wherel = % : (g%g)

Remark 2.3.6 The completely Bayesian test can coincide with the MP tebeiglassik
if the prior probabilities g, gp are chosen properly.
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Remark 2.3.7 The completely Bayesian test given I&/7( can be a minimax test if
there exists a pair of prior distributions {¥) and Q(6) that is least favorable in some
senseBorovkov 198}

Partially Bayesian approach

In the partially Bayesian approach, although #eriori distributionsQ; on ®; are given,
the prior probabilities); andag of the composite hypotheség, and#, are unknown. In
this case, we are testing two simple hypotheses andHg,. We denote

K = {6 : Bo,6(X) < a)

whereEg, denotes the expectation with respect to the distributio®pr X" which is
generated by, andPy.

Definition 2.3.18 A testdg, o, is called the partially Bayesian test ih}?l if it is a most
powerful test of levak for the two simple hypotheséég, and Ho,.

Example 2.3.7 (Gaussian casel.et us consider the Gaussian family of distributions=P
N(6,1)and let ¥ = (X1, ..., X,) be i.i.d. random variables from the Gaussian distribution
Pg. We wish to test the null hypothegi§, = {6 € [a, b]} against the alternative hypothesis
H, = {6 € [c,d]}. We assume thatrespectively follows a uniform distribution @y and

®,. Because
0 Ly " (- 02
08) = f(m)::(———) exp{——J:i——————},
6\ ]I:l[ 0 \/Z 2

equation R.6) leads to,
b
m@=j"m@m@w
a
d
u@=meM@w
(o4

where g(9) is the density distribution function éfunder the hypothesis(;,. Because

(o) = 4%

‘ -

() =

o
(')

finally we obtain that
fa(x]))  @'(d) - @'(c)

MY = 160 T T —o
where
D) = D(Vn(y-x),
_ Pm
X =
D2 = f —exp(——)dt.
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Therefore, the partially Bayesian test is as follows

H, if AN > A,
m_) £22 1
0Qu.Q(X7) = { H, if AKX < A

whereA(«e) is selected so that
Po,[AX) > 1] = a.

Remark 2.3.8 From the definitions of the two Bayesian approaches, it caselea that the
former one is a mono-criterion approach while the latter @ma bi-criterion approach.

2.3.3.5 Minimax Test

Different from the minimax test between simple hypotheses tiose2:3.2.3 the minimax
test introduced in this section is a bi-criterion approacti iés definition is as follows.

Definition 2.3.19 (Minimax test) The tes® is said to be minimax in the clags, given
by (2.3 if it maximizesnf e, B5(6) whereBs(0) is the power function of the test

We could use the relation between the Bayesian test and thienax test, as in the
case of the mono-criterion approach, for the constructibthe minimax test between
composite hypothese; andH,[Lehmann 1968Borovkov 1984. Let dq, o, € K, be
the most powerful test betweétiy, andHg,. The power 0bq, g, is defined as

Ba.q = PQz(éQl,Qz(Xl’ coes Xn) = 7-{Qz)

and the following proposition shows how to construct theimax test through the MP
testlLehmann 196B

Proposition 2.3.2 (Lehmann) If there exist prior distributions @) and Q(0) such that

SUPPy(6Q.,Q, (X1, --n Xn) = H,) < @
96@1

and
einf Pg(éQl,Qz(Xl, oy Xn) = ﬂz) = BQ1.Q»
c@r

then the tesbg, o, is the minimax test between the composite hypottg§eand #, in
the classk, .

Remark 2.3.9 The pair of prior distributions(Q;, Q) which realizes the minimax test
50,0, is called the least favorable pair.

Remark 2.3.10 If the parameter set®; and ®, have a contact point and if the power
function is continuous, then the inequalyp,.4 infgee,Bs(6) > a cannot hold. In this
situation, it is of interest to introduce an i[ﬁi}'r&fce zone as is illustrated in Figu2e7 to
separate the se®; and®,. From a practical point of view, this is not a major drawback,
because it is well known that a valdealways exists between the hypotheses, and all the
choices of this point have the same likelihood.
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Figure 2.7: Indfference zone between the two hypotheses.

2.3.3.6 Relation between UMP Unbiased, Bayesian and Minirmalests

The UMP unbiased test and the minimax test have strongaefatiFor instance, if the
parameter set®; and®, contact, then any unbiased tésis minimax and the converse
statement is true in general. Therefore, the UMP unbiasid ia the classk is also a
minimax test in the clasg’a. In addition, as is shown in Rema2k3.7, if there exists a pair

of distributionsQ1(0) andQ» () that is least favorable, the Bayesian test is also minimax.
The main dfficulty in using this theorem is to guess the least favoratsidutionsP1(6)
andP»(6). In certain cases, for some families of distributionssitiseful to use invariance
properties with respect to some transformations in ordgutss the least favorable distri-
butions. Based on this reason, in the next section, theiamee principle is introduced.

2.3.3.7 Invariance Principle

In this section, we introduce the invariance of a family aftdbutions, the invariance of
a hypothesis testing problem and then the idea for the aaigtn of the invariant test
between two composite hypotheses is given.

We assume that] € P, whereP = {Py}sco is a family of distributions depending on
the parametef and satisfying the following conditior,, # Py, for 61 # 6,. Consider a
groupG of measurable bijective mappinggrom the spacé to itself, i.e., any mapping
is from X to X: Vy € X, there existx € X such thaty = g(x). The properties of a grougp
and an example of group of permutation are given below.

Properties 2.3.1 (Group)
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1. Ifg1€G, g2 € G, theng = 910> € G andVgi, 92,93 € G, (9102)93 = 91(9203).
2. lee G:¥ge G,ge=eg=g.

3. If g € G, then there exists an inverse mappaig such thag*g=gg?'=-e

Example 2.3.8 (Permutation group) A permutation g of a vector]xs defined as a trans-
formation exchanging the order of any two of the element$ ia fq, ..., X,)". The permu-
tation exchanging the position ofand x in X/ is denoted byig and the vector permutated
by g.j from ¥ is defined asg(x). For instance, if X = (X1, X2, X3, X4, X5)" and g= gz 3,
then dx) = (X1, X3, X2, X4, Xs)". The group of permutations is denoted@yo that ge G.

First, let us define the invariance of a family of distributsdy, 6 € ® on X".

Definition 2.3.20 (Invariant Family of Distributions) A parametric family of distribu-
tionsP = {Py}gce remains invariant under a group of transformatighif

¥ gegandve e © 36y = §(6) € © such that: Py [g(x]) € A = Py, (x] € A)  (2.8)
In this situation, the applicationg form a groupG.

Example 2.3.9 (Multidimensional Gaussian casepuppose a family of multivariate nor-
mal distributions N(6, o?l) whose mathematical expectation and covariance matrix are
respectivelyy € R" ando?l where hyy is the identity matrix and-2 is known. Assume that
the parameter space is discrete, i@ ® = {61, ..., 0,) whereg; = (0, ..., A, ...0)T andA is
known. We consider the group G of permutations ffdm.,n} to {1, ...,n}. By using the
transformation g;(X}) = (X1, ..., Xj, ..., Xi» .., X,)T, we obtain

Pg (X € A)
1 1 m = m
[ [ ooy o0 50.00 - 70,00 - D g -

1 1o oy g . .
f...fgi_jl(A) o)} exp{—?(xl—e.) (xl—e.)}dxl...dx...dx,...dxn

Po [ € g (M)
Po [0 (<) € A]

whereg; = 9.j(é) = 6;. We can conclude that the family(6, o-21) is invariant under the
group G of permutations;g(x}) fori, j = 1,...,nand i# j. These transformationg j for
i, j =1,...,nform the groupG.

Remark 2.3.11 [Lehmann 196BWhen g is fixedg(¢d) as a function of) is a transforma-
tion of ® into itself, i.e.,g(®) = O.

Then, we define the invariance of a given hypothesis testioglem that the observa-
tion x] has a distributiorP, invariant under a groug of transformations.
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Definition 2.3.21 (Invariant hypothesis testing problem) The hypothesis testing prob-
lem between the composite hypothegésand , based on the observatior] x- Py
is invariant under a grouggs of transformations if:

1. The family of distributions Hs invariant under the groug;.
2. The parameter se3; and®, are invariant undem, i.e.,g(®;) = 9;, j = 1,2.

In other words, a groug; of transformations oiX" leaves a hypothesis testing problem
invariant if G leaves both families of distributior{® gce,} and{Py o, } invariant.

The utilization of an invariant test is a natural way of solyian invariant decision
problem. Before defining the invariant test, we first definénaariant statistic.

Definition 2.3.22 (Invariant statistic) A statistic T(x]) is said to be invariant under the

groupg if
VX e R\ VgeG,T [g(x?)] =T(x}).

Definition 2.3.23 (Invariant test) Atest is said to be invariant if its critical functior(x})
is an invariant statistic.

Definition 2.3.24 (Maximal invariant statistic) A statistic T(x]) is said to be a maximal
invariant under the grougy if :

1. T is an invariant statistic;

2. VxX] andvx], T(X]

D =TX])=3geG:X] =g(X).

Example 2.3.10 (Permutation invariance) Suppose thag is the group of permutations
of n symbols. Then if g G, g(Xq, ..., Xn) just permutes the subscripts of the A maximal
invariant is the vector of order statistic(X}) = (X1, X2), --.» X)), where xg) = the smallest
element of ¥ x2) = the next smallest,... = the largest. Clearly, Tx]) is invariant, and
if T(X!) = T(X]), thenx] is a permutation of k proving maximality.

Example 2.3.11 (Location invariance) Suppose thag consists of the translations

gC(XE) = gC(Xl’ ceey Xn) = (Xl +C, seey Xn + C)

Then T(x?) = (X1 — Xn, ..., Xn_1 — Xn) iS @ maximal invariant. It is clearly invariant, i.e.,
T(g(X])) = T(X]). If T(X]) = T(X]), so that x— xn = X — X, for all i, then g(X)) = X,
where c= X, — Xn, thus proving maximality.

Remark 2.3.12 In the hypothesis testing problem, the unknown parametarExample
2.3.11is of no interest but is not negligible. Therefore, it is texdras a nuisance parameter.

Construction of invariant tests between, and .,

When a decision problem for testing between two hypothesesariant under a groug,

a traditional approach to find an optimal test is to calcuateaximal invariant then to seek
an optimal test that is based on this maximal invariant. &, faccording to the following
proposition, all the invariant tests necessarily depenthemmaximal invariant.
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Proposition 2.3.3 Let T(x}) be a maximal invariant. A statistic S is said to be invaridnt i
and only if it depends on the observatidhtkrough the intermediate of T, i.e., there exists

a functiong such that $x) = o[ T(d)].

Note that the invariance principle is also useful in the trarasion of the statistical tests
between multiple hypotheses which is introduced in thefalhg section.

2.4 Statistical Tests between Multiple Hypotheses

The statistical tests introduced in secti@r8 are concerned with two hypotheses. This
section is devoted to the statistical tests between meltigbotheses which is the focus of
this thesis.

2.4.1 Introduction

When testing more than one parameters, $&y : 6, = ... = 6y = 0 against the
alternatives that one or more of tl#s are positive, it is typically not enough sim-
ply to accept or rejectHy. In the case of acceptance, none of the parameter val-
ues are significant. However, wheHj is rejected, one will in most cases want to
know just which of the parameters are significant. And wherH, is tested against
the two-sided alternatives that one or more of ¢#feeare diferent from 0, one would
in the case of rejection usually want to know the signs of tigmiicant 6's. This
kind of problem falls under the problem of multiple testing multiple comparisons
[Lehmann 196B This problem is concerned with a great number of pracsdaiations,
such as the radar-sonar data processimggs 1992 image processingHraktet al. 1999,
speech recognitionMerhav & Ephraim 1991 Abramson & Cohen 20Q7 integrity mon-
itoring of the navigation systemFpuladirad & Nikiforov 200%, non-destructive test-
ing [Fillatre & Nikiforov 2007, network monitoring Lakhinaet al. 2004, and numerical
communicationsProakis 1988

The number of hypotheses to be tested varies with the agiplicaor instance, when
comparing several medical, agricultural, or industriahtments, the number of treatments
is typically fairly small while larger numbers occur in e@tional studies. A fairly recent
example of multiple hypotheses testing problem occurs icrorarrays where thousands
or even tens of thousands of genes are tested simultaneously

Two main trends exist in the literature to solve the MHT peobl the nonpara-
metric and the parametric ones. Instead of trying to keeptdle for each hypoth-
esis at a certain level, nonparametric approaches keeprtimlgplity of one or more
false rejections less than a given level since controlling probability of false rejec-
tion for each hypothesis turns to be misleading when the murobhypotheses is very
large. The performances to be controlled by the nonpar&metethod can be family-
wise error rate (FWER) or false discovery rate (FDR). There several pertinent pro-
cedures, such as Holm-Bonferroni procedufielm 1979 and Benjamini-Hochberg pro-
cedure Benjamini & Hochberg 1995 Generally, nhonparametric approaches do not ex-
ploit a precise statistical model of the observations arely tare well described in
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[Miller 1981, Dudoit & Laan 2008

Parametric approaches treat the MHT problem with stagistiecision theory from
the Bayesian point of view and the optimal tests have beenapily studied with respect
to two criteria. i.e., Bayesian and minimax. In the condioucof Bayesian tests, thea
priori probabilities of hypotheses are predefined so that the Basless minimized. For
example, the Bayesian binary hypothesis test given by Eme@r3.1in section2.3.2.2
can be viewed as a special case of the Bayesian test for thepvidblem. In the minimax
test where the priori probabilities are unknown, the maximum error probabilifyttee
test is minimized. In the following section, the MHT problewil be formulated under the
statistical framework.

2.4.2 Basic Concepts

Assume that we are giveN + 1 distinct distributionsPg,, Pe,. ..., Pe, based orN + 1
parameter sets, and g} = (xq, ..., X)) € X" be an-size observation generated by one of
these distributions wher&" is the observation space. LBf € P = {Py}sce and consider
the hypothesedt(, : 6 € ®; c O denoting the parameter space, whejg! ®; = @ and
0iNO; =0fori+ j. ©@cR™ We assume that] has a probability density functiofy(x)
and the observation model is given [89). Let 6,e be the true value of wherebye is
fixed. Letfy,e be contained in the partition eleme®t for a particularj € {0,1,...,N}.
The objective is to correctly decide on the partition elet@pcontainingfy,e based on

a realization ofx]. We can express this classification problem in terms ofrtgdietween
theN + 1 exhaustive and mutually exclusive hypotheséacks 1971

Hy: x; ~ fg, 0 € O
#l : X} ~ fo, fe® 2.9)
Hy - X ~ fg, AN CIN

When6ye is contained in®j, the hypothesigH j is said to be true and the other hy-
potheses are said to be false. If the partition elem®gis., @y are single-point sets, then
the hypotheses ir2(9) are called simple hypotheses. Otherwise, if a partiti@ment®y
consists of more than one po#tthen specification gt, does not specify a unique distri-
bution Py and#, is called a composite hypothesis. A simple hypothesis \eilidentified
by the absence of an underscore, efd, The definition of a nonrandomized statistical
test between multiple hypotheses is given in the following.

Definition 2.4.1 We call nonrandomized statistical test for testing betwbgpotheses
Ho. H,, ..., Hy any surjective mapping : X" — {H,, H,, ..., H,} whereH  is the null
hypotheses and(,, k= 1,..., N are the alternative hypotheses.

The structure of a multiple hypothesis testing is illustchin Figure2.8 and the statistical
tests between multiple hypotheses can be defined by itsutestidn.

Definition 2.4.2 (Test function) A test function = [¢o, ..., #n]" for the multiple hypothe-
sesH,,, ..., H, is a(N + 1)-dimensional vector function oki” such thats(x]) € [0, 1]+
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Optimality criterion > Test design |« Po,P1...,Pn

Sample space

Xn
(Ho Hy, .. Hy)

Figure 2.8: Test between multiple hypotheses

and

N
Z@(xﬁ) =1,vx] e X"
=0
For a given realization ok}, ¢;(x]) is the conditional probability of decidingij.
Consequently, I ¢;(x]) is the conditional probability of not decidirﬂj and¢j(x]) +
#k(x]) is the conditional probability of deciding eithgj or H,. The summation condition

N
quj(xQ) =1,Vx] € X"
i=0

ensures that exactly one %f, ..., H,, must be decided.

In some papers likeHaygiin & Hero 1995Fillatre & Nikiforov 2012, the quality of a
particular test functiorp is determined by the false alarm probabilRy(FA), the missed
detection probabilityP,(MD) and the erroneous classification probabily(EC) which
are respectively as follows

Po(FA) = TEg[l-¢o], 0€ B (2.10)
Po(MD) = I[gy[¢o]. 6 ¢ Oo (2.11)
Po(EC) = 41— ¢ryel, 0¢ 6o (2.12)

wherery(0) € {0, 1, ..., N} is the set partition function which takes the valué 6 € ;.

Furthermore, the researchers are usually interested §e ttest functions whose false
alarm probabilityPy(F A) is less than or equal to a pre-specified constaat0, 1]. There-
fore, the definition of a constrained test function is adeahio the following.

Definition 2.4.3 A test functiony is of levelw if
maxIEg[l — ¢o] < @ (2.13)
SN

for a specifiedr € [0, 1].
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Remark 2.4.1 To avoid the unnecessary confusion, a statistical tessfyatg the condi-
tion (2.13 is said to be constrained while the one without this constrs said to be a
classical test. Obviously, the former one is a bi-criteregproach while the latter one is
a mono-criterion approach.

According to the specific application, all tiég’s can be respectively simple or com-
posite. For the problem studied in this thesis, we assumeath#éhe ©;'s are simple
since the Bayesian test between multiple composite hypetheiith the quadratic loss
function is very dificult to obtain and even if it can be obtained, its performaisceor
easy to analyze. Therefore, the following ¢ 1)-ary partition is adopted@g, O1, ..., On}
are the single-point set®p},{01},....{0n}, respectively, which specifies a joint detection-
classification problem with simple alternatives:

Ho - x| ~ fo, 6 =6y
7’{1 . X ~ fg, 0=2061

. v (2.14)
7‘(N : XT ~ fg, 6= 6N

Note that the missed detection i@.11) is contained in the erroneous classification
in (2.12, therefore, in order to eliminate this confusion, for thatistical tests between
multiple simple hypotheses i2.(14), three other probabilities are proposed by generalizing
the definition of the probability of false decision in thetsttical tests between binary
simple hypotheses.

@0i(0) = Po[o(x]) = ], (2.15)

aio(®) = Pi[604) = Hol, (2.16)

aij(®) = Pi[o0d) = Hj] (2.17)
fori,j = 1,..,Nandi # j. ao; is the false alarm probability corresponding to the false

acceptance of{; when % is true. Generally, we are interested in the total probigbili
of the testsy which is defined agq = Zi'\ll @p;. @ip iS the missed detection probability
corresponding to the false acceptanceHpfwhen?; is true. a; j is the misclassification

probability corresponding to the false acceptancé(pfvhen?; is true.

In the MHT problem, the optimal tests with respect to the By criterion as well
as the minimax criterion are primarily studied and they aspectively introduced in the
following sections in the case of classical tests and caimsgd tests. Furthermore, the
invariance principle is discussed again in the context ofIMifoblem.

2.4.3 Classical Test

In the MHT problem, the classical Bayesian and minimax detare used for testing the
simple hypotheses and they can be defined by a direct geragiati of the definitions made
in section2.3.2.2and sectior2.3.2.3 Let us introduce them respectively in the following
two subsections.
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2.4.3.1 Bayesian test

By generalizing the case of two hypotheses in se@i@12.2 we can easily get the defini-
tion of relevant concepts for the Bayesian test. Let us asghat the hypotheses

Hi={X1....% ~Pi}, i=01,...,N

have knowna priori probabilitiesqg, = P(#H;i),i = 0,1,...,N, Zi’\io g = 1. HenceQ =
(0o, G1. - - -, On) is thea priori distribution.

Definition 2.4.4 (Loss function) The cost of deciding the hypothest$; based on the
observation ¥ when #; is true is defined by the loss function denoted hy L=
L[#.6(<) = Hj], i.j = 0.1,...N, such that |j > Owheni# jand that L = 0
wheni= |.

Example 2.4.1 0 — 1 loss function) TheO — 1 loss function is defined as follows
1 if i#]
g ny _ = ’
4ﬂﬂw—%y{0ﬁi:L
whereij=0,1,..,N
Definition 2.4.5 (Bayes risk) The average cost is defined as the Bayes risk, which is
N N N N
Jo(6) = D > L |, 608) = H;| PH)P [608) = HjiH | = > Li jciai j(6).
i=0 j=0 i=0 j=0

Example 2.4.2 (Bayes risk withO — 1 loss function) In a particular case of th@ -1 loss
function, the Bayes riskglo) is the average error probability(6), i.e.,

N N N
Jo(0) = Z Z Gici j(6) = Z gii(6) = a(9).
0 0

-0
|

Definition 2.4.6 (Bayesian test)The tesbq is said to be a Bayesian test if it minimizes the

..........

0g = arg i?fJQ(é),

where the infimum is taken over all tests.

2.4.3.2 Minimax test

By generalizing the case of two hypotheses in this se@i8r2.3 we can easily extend the
definition of the relevant concepts for the classical minirtesst to the MHT problem. For
the given lossesl( j) the conditional risk (loss) conditioned that the hypoibé&d; is true
is defined as

N
Ji(6) = Z Li,j@i,j(é)y i=01,..,N.
j=0
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In particular, for the 0- 1 loss function, the conditional risk is equal to the prohigbi
of rejecting the hypotheseX; erroneously, i.e.Ji(6) = «@i(6). To give a definition of the
minimax test with the 6 1 loss function, let us define the maximum error probabilftg o
testo

ama0) = max ai(6)
Definition 2.4.7 (Minimax test) We say that the testis minimax if it minimizes:max (),
i.e.,

C“(S) = igf @max(9),

where the infimum is taken over all tests.

2.4.4 Constrained Test

The constrained tests for the MHT problem are usually covegbwith the minimax tests.
In this section, two representative constrained minimaststeespectively proposed by
[Baygln & Hero 199band [Fillatre & Nikiforov 2012 are primarily introduced.

2.4.4.1 Constrained minimax test

First, a clasD, of all test functionsp = [¢o, ...¢n]T of level a is defined by

N
_ . yn N+1 - —
D, = {g X" [0,1] ,;@ =1, anderp@ao)dEg[l #o] < a}. (2.18)

Then, a constrained minimax test is defined in the following.

Definition 2.4.8 A test functionp™ = [¢y, ..., ¢’{\I]T is a constrained minimax test of level
between the hypothesg), 1, ..., Hy if g* €D,,ie.,

maxIEg[1 — ¢i] <
b ol ¢’o] s

and if for any other test functiop = [¢o, ..., ¢n]" € D,
MaxIy[L - 7, ] < MaxE[1 = dryo)]

A general framework to design minimax tests with a prefixecllef false alarm,
namely the constrained minimax tests between multiple thgses composed of a finite
number of parameters is established Baygin & Hero 199k Specifically, the discrete
parameter spad@ is composed oK + 1 elements denoted by indicg 1, ..., K} and a con-
strained minimax test according to Definiti@m.8is proposed based on these hypotheses
in (2.9). First, define th&k dimensional unit simplegy, K > N

K
CK = {B = (pOa plv---pN) (S [O, 1]K . Z pj — l} .
j=0
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For any weight vectob = [bo, by, ..., bk _n]T € Ck_n+1 @andc = [y, ...,cn]T € Cn, define

fé@ = Zbefe, (2.19)
SN

4 = » G i=1..N (2.20)
00

(9 = M(w/apf. j=L..N. (2.21)
00

With these weight vectors, the former composite hypothestng problem inZ.9) is
reduced to the following one

®) . (b)
Hy o X~To

H. X1 ~ £y, fe®
=1 178 ! (2.22)

Hy - x; ~ g, 6 € On.
The test of Baygln is resumed in the following two theorems.

Theorem 2.4.1 Fix the levelx € [0, 1]. For arbitrary c € Cy and be Ck_n+1, let fép), o],

and fU, j=1,..,N, be as defined ir2(19-(2.21). Let

: ©
Jmax = arg maxa; f(xq)

and define the test function

b,
(l_oc) [¢ ( C)]T

2

by the following assignments:

1 if maxso qu 9(x )</1fé9)(XT)’
¢((;2’9)(X?_)= f If maXJ>0 qu(_)( ) /lf(b)(XT), (223)
0 if ma><,>o{q,fJ (X”) )(X'D
andfor j=1,...,N

b 1 if maxsol quU( X > AP0 and j= jmax

,C, . . .

000D =1 1-¢ it maxolgy FOOM) = AP0 and = jmax  (2:24)
0 else

whered > 0 and¢ € [0, 1] are functions of land cdetermined by the false alarm constraint

b.c b
EP[1 - 609 = f (- o220 P (M) dx = a. (2.25)
Then for each weight vector, there exists a weight vector=cc* for which

* (be) (09
D STl = 6] = max ) o[l - 4] (2.26)
6¢00 T 6200
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and¢®9 is a constrained min-max test of levelor testing among the hypotheses 222
with simple null hypothesig(g’). Furthermore, if there exists a weight vectoebb* for
which
(b".c)
Eq[1 - = 2.27
max oll-¢y ='1=a (2.27)

theng* = ¢&"<) defined by2.23-(2.27) is a constrained minimax test of levefor testing
among the hypotheses i2.9) with composite null hypothes .

Theorem 2.4.2 For arbitrary c € Cy and be Cx_n+1, let

b, b,
909 = [439, . o0°"

be of the form given in2(23-(2.25. Suppose there exist weight vectorse Cy and
b* € Ck_n+1 @nd a constant V such that

(b.c")

E@[l - ¢0

]=a, V0e® (2.28)

and

b*’ e
Bl - 67251 =V, 6 ¢ 6o (2:29)

Theng" = &) is a constrained minimax test of levefor testing#,... H .

Theorem?2.4.2shows that the construction of this constrained minimakiteto find the
optimal weights andcin (2.23 and @.24) such that the probability of erroneous classifi-
cationP(EC) is equalized under the constraint of false alarm probg{FA) defined in
(2.25. However, these optimal weights are verffidult to calculate in practice.

Remark 2.4.2 (Equalizer test) The test proposed in Theore2mt.1land Theoren2.4.2is
also called a constrained equalizer test since it equalthesdecision error probabilities
over the alternative hypothesgs,,... H .

2.4.4.2 Constrained asymptotically uniformly minimax tes

[Fillatre & Nikiforov 2012] extends to the results oBpygin & Hero 199bin the Gaus-
sian case and primarily proposes an invariant constraiegahgtotically uniformly mini-
max test to detect and isolate a fault. Specifically, by aeréig a linear regression model,
the following hypothesis testing problem consisting\of 1 hypotheses is formulated.

Hy:  y~NHp ), p e RY

H,:  y~NHp+001,9%ln), o0>01,peRI
=t B ! (2.30)

Hy:  y~NHp+00n,7%),  o0>on peR

whereo; > 0andf; € R", j = 1,...,N. ¢ is the fault amplitude. The matri{, of sizenxq
with n > q, is assumed to be full column rank apdis the unknown vector of nuisance
parameter.
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The problem 2.30 is naturally invariant with respect to the group of tratisias

G={9(y) =y +Hu}

and the statistical decision should be based on a maximatdiamnt to the group of transla-
tions G according to Propositiod.3.3 [Fouladirad & Nikiforov 200% has shown that the
projection

z=W'y (2.31)

of y onto the parity spac®(H)* of the matrixH is a maximal invariant. The matrix
W = (wy, ..., wn_qg) Of sizen x (n - q) is composed of eigenvectoisy, ..., wn_q Of the
projection matrixP}; = I, — H(HTH)"*HT corresponding to eigenvalue 1. Because the
matrix W satisfies the following conditions:

W'H = 0
ww' = P
W'W = g

and by using the following assumption

Assumption 2.4.1 It is assumed that the parameters...on satisfy
omin = 0jlWT6jll, V1< j<N (2.32)
wherepmin is a given positive constant.

and letting
@j =0W'0j/omin, llpjll=1, Y1<j<N,
the problem 2.30 is reduced to a statistical testing problem betw#éy)..., Hy defined
for the maximal invariant statistic:
Ho:  z~N(O,7%Inq),
(]—{]_: Z~N(Q‘P1,72|—)y QZQ i
‘ . n—q min (233)

Hrn: 2z ~Nopm¥lng)  © = Omin

A nonrandomized decision rule choosing betw&éy..., Hy is represented as &l (+
1)-dimensional vector of functios(z) = (¢o(2), ..., #n(2))" which is defined orR"-9
such thaij(z) = 1 and¢y(z) = 0 for 0 < k # j < N when hypothesig is decided. The
false alarm probability oé is given by

ap = Eo[1 - ¢o(2)]

where E,[¢i(z)] denotes the expectation ofj when z follows the distribution
N(p,¥?In-q). A class of invariant tests with upper bounded false alarobability is
defined as

N
D, = {d’ : Z di(z) =1, o[l - ¢o(2)] < 0/}- (2.34)
0
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The statistical performance of a decision rglén D,, is determined by probabilities
of false isolation defined as functions of fault amplitude

@i(0) = Epp[1 - ¢i(2)], i=1..,N

The definition of a constrained asymptotically uniformlynimax test in the clas®, is as
follows

Definition 2.4.9 Let ¢*(2) = (¢5(2), ...,¢>T\I(z))T be a test function and let; (o), ...,y (0)
its probabilities of false isolation as functions@fA test functiorp* € D,, is a constrained
asymptotically uniformly minimax test in the cla®g between the hypotheséf, ..., Hy
if for any other test functiom(z) = (¢o(2), ....on(2))T € D, the following condition is
fulfilled:

Omax(©0) < (1 + &(omin))@max(©), Yo = omin

whereamax(o) = Maxi<i<m @i(0) and &(omin) — 0 asSgmin — +o.

Letd; ; be the distance between two normalized anomahesnd; given by

&’ = llgi — @jl® = dZj = 2(1- ] ).
The minimum isolability distancd; for the anomalyp; is given by

di= min d;
1<j#i<N

and the minimum isolability distance over all anomalies is

d* = min d;. (2.35)
1<i<N
Let n; be the number of anomaligs; for a given anomalyp; such that; ; = di. Another
assumption is made in the following.

Assumption 2.4.2V1<i<N,np =1land0<d" <2

Then, the constrained asymptotically uniformly minimasgttes given in the following
theorem and corollary.

Theorem 2.4.3 Let us consider the multiple hypotheses testing problerngdy €.33.
LetO < @ < 1and Assumptio@.4.2be satisfied. The constrained asymptotically uniformly
minimax test functio*(z) = (¢(2), ...,<;>’|‘\|(z))T in D, is given by

ey 1 if maxaiade 2} <A
¢0(Z)_{ 0 if maXlsisN{‘PT (2.36)

andfor j=1,..,N

; T, _ _ T
¢’jk(z) _ { 1 if pjz= max<i<niy; 2} > 4 (2.37)

0 otherwise
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where the conservatively chosen threshokhtisfies the following:
1,
A1=7Q l(ﬁ)’ (2.38)

the Q) is the tail probability of the standard normal distribution

1 (™ u?
A== [ et

and its inverse function is defined asQ). This test asymptotically satisfies
' d*
Umax©) ~ Q(QZ), Y0 = Omin @S Omin — +c0

where Xo) ~ y(o) © x(0) = (1 + £(0))y(0) with £(0) —» 0asp — +co.

Corollary 2.4.1 Let Assumptior2.4.1and Assumptio.4.2be satisfied. Thg-invariant
testyr*(y) = ¢*(W'y) given by 2.36-(2.39 with z = W'y is a constrained asymptot-
ically uniformly minimax test for testing between hypo#ise¥ ), H,, ..., H,, in the class
Dy, 1-€.,5UP,cra Eo,u[1 - ¥5(y)] < @ and the following inequality is asymptotically satis-
fied for anotheig-invariant testy (y) € D,:
o - < i 0 — Ui

lrgg)N( ‘?EL:RE ECQ. Huu[l Y (¥)] < (1 + &(omin)) 1'22-,)\'( l_l,SELIIRF; EC@O.u[l vi(y)]
for all c > 1 wheree(omin) — 0asomin — +c0. Furthermore, the test*(y) asymptotically
satisfies

*

. d
1'22‘&'( “SELIIRE ECQiBiu[l - i (y)] ~ Q(ClenZ), vc>1

asomin — +oo Wherepmin = oj|[W'6j|| forall 1 < j < N.

In fact, for a fixed valuep, the proposed asymptotically uniformly minimax test can be
worse than the minimax test described Bajgin & Hero 199§ but the diference be-
tween them i®(amax(0)) aso — . The notatiornx = o(y) with y > 0, means tha§ tends
to 0 aso — +o.

Note that this constrained asymptotically uniformly miaintest is constructed by
using the invariance principle, another example of the dgevariance principle can be
found in sectior2.4.5.2

2.4.4.3 Relation between the Bayesian and minimax tests

The Bayesian test and the minimax test for the MHT problemmatter if they are con-
strained or not, do have a strong relation according to theWong theorem.

Theorem 2.4.4 (Borovkov) Suppose that there exists a Bayesian dgstorresponding to
some a priori distribution Q, for which

@1(0g) = ... = an(dq).

Thendq ia also a minimax test.
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2.4.5 Invariance in MHT Problem

It has beenillustrated in secti@.4.2that in some particular cases the invariance principle
can be utilized to simplify the composite hypotheses, heamplify the procedure of
constructing the statistical test. Therefore, in thisisecthe invariance principle is further
discussed specially in the context of multiple simple hizeses testing problem to show
the case where the problem studied in this thesis is invagiad the one where it is not.
Obviously, the solution of a problem which is not invariamtiore complex.

2.4.5.1 Basic concepts

The multiple simple-hypothesis testing problem is comgdsg a family of distributions
P, on X" and a loss function. Becauseis uniquely related with the hypotheses, the
loss function can be also denoted Ib{ﬂ, 5(x}) = é]. Generally, the invariance has several
definitions: invariant family of distributions, invariatbss function and invariant MHT
problem. In the following, they are respectively given itNasimple hypotheses testing
problem and the definitions about the invariance in a gerggaision problem can be
found in [Ferguson 196 7chapter 4, chapter 5].

Definition 2.4.10 (Invariant family of distributions) The family of distributions fis
said to be invariant under the groug if for every ge G and everyd € O there exists
a uniqued’ such that the distribution of(g]) is given by B whenever the distribution of
XQ is given by B, i.e., for every set & X",

Py [9(X) € A] = Py (9(X) € A)
where thed’ uniquely determined by g artds denoted bg(6).

The invariance of a family of multidimensional Gaussiartriisitions is illustrated in
Example2.3.9

Definition 2.4.11 (Invariant loss function) If the family of distributions P is invariant
under the groug, the loss function (9, 6) is said to be invariant under the grogpin the
sense that for every g G and6 € @ there exists a uniqué € ® such that

L(,6) = L{@(6).6) Y0ec®
where the)’ uniquely determined by g artds denoted bg(6).

Example 2.4.3 0 — 1 loss function) TheO — 1 loss function depicted by

10 i#],

L(6.604) = 0) = | 0 if i=]j

fori, j = 1,...,N is invariant under the group of permutations.
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Example 2.4.4 (Quadratic loss function) The quadratic loss function depicted by
L6, 6) = 110 - I3 (2.39)

for 6,6 € © is not invariant under the group of permutations For ingtan® =
(01,02, 03,04} = {1, 2, 3,4}, whend = 6; andd = 65, then 128, 9) = ||6?1—92||2 =(1-2¢=

1. Undergz,e =0, =2.1f6 =0, =1, L9 ,6) = (2-1)? = 1. However, i)y = 63 = 3,
LR®©,8) = (2 3)? = 1. Therefored' is not unique and the quadratic loss function is not
invariant under the group of permutations according to Diéfin 2.4.11

Definition 2.4.12 (Invariant MHT problem) The MHT problem consisting of the distri-
butions B and the loss function (&, ) is said to be invariant undeg if the family of
distributions R, and the loss function(®, ) are both invariant undeg.

Example 2.4.5 (Invariance of MHT problem with 0 — 1 loss function) Let us consider
the following MHT problem with th@ — 1 loss function.

Ho - X ~ ¢o(X), k=1,...N

. 2.40
Hi:  X~e1(¥), % ~¢@o(¥)  k=1L. Nk=#i (2.40)

fori = 1,...,N where %J = (X1, ..., Xn) IS the observation and all the’s are mutually
independent. In the parametric form, the problem is defittg

Ho - 60 =6

H, - 0 =6 i=1.,N (2:41)

On one hand, whefi{ is true, i.e..0 = 6;, i # 0, the joint density function o@kis

£ ( N) Sol(xu)z

It can be seen that the family of distributiong, P € {04, ..., On} and theO — 1 loss function
are invariant under the group of permutations. Therefone, MHT problem with th@ — 1
loss function is invariant under the group of permutations.

2.4.5.2 Transformations from composite hypothesis to sinmp hypothesis

In some particular cases, a composite hypothesis testoigjgmn can be transformed to a
simple hypothesis testing problem with the use of the iavar@ principle. Let us consider
the slippage problem with nuisance parameter.

Example 2.4.6 (Slippage problem with nuisance parameter)rhe model of the observa-
tion X' = (xa, ..., xn)" is as follows

X1 = u+é&
X2 = u+é&
XN = H+éN
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whereg; ~ N(0,0?) is a Gaussian variable and is the nuisance parameter. We assume
that all the x’s are mutually independent. On account of the nuisance rpataru, the
null hypothesisH, and the N alternative hypothesé_ﬁj are composite and they are re-
spectively as follows

ﬂo . X]N ~ N(,ulN,0'2||\|),
H,: X~ N(uln +6j,0%lN), j=1..,N
wheref; = (0,...,0, 9,-,0,...,0)T, 01 = ... = Oy = 0 > 0. This problem is invariant un-

der the groupg of permutation of the observations in the sense that undgrgao G
the null hypothesigH, is unaltered and the alternative hypothesHs,...H, are per-
mutated among themselves. If the distributempriori Q = (do, gy, ..., gn) iS invariant
under the group of permutations of these hypothéses../H,, then it is necessary that
o = 1-Ngandg =gqforj=1,.,N. Inorder to eliminate the negative impact in-
duced by the unknown paramejerthe test function should be invariant under the group
G of translations{x’l\' - g(x’l\') = x’l\I + uln}. With the invariance principle, the for-
mer composite hypotheses turn to be simple hypotheses iy th& maximal invariant
T(XT) = (X1 — XN, --» XN—1 — XN) @S iS shown in Examp2.3.11 [Ferguson 196has been
proved that an invariant Bayesian test can be written in tilwing way

ﬂo if maxi<j<n(Xj — X) < 4,

Ny _
5(X1)_{ H; if i =argimaxc<jn(Xj - X) > 4},

(2.42)

whered = A(a), @ = 1 - By [60(X))] andX = § 2L, X« This test can maintain that
@ij = ajj

fori,j=1,..,Nandi# j. Therefore, according to Theore4.4 the tesB(x’l\') is also a
constrained minimax (equalizer) test.

Remark 2.4.3 The Bayesian test described /42 is based on th® — 1 loss function.
In the practice, it is of great interest to investigate thaenstuction of the Bayesian test
with other loss functions, e.g. the quadratic loss funciioif2.39, especially when the
invariance principle is no longerfgective in some certain case.

2.5 Major Contents of Thesis

The major objective of this thesis, as is highlighted in Reaia4.3 is to construct a
Bayesian test with the quadratic loss function for a mudtipimple hypotheses testing
problem and the choice of the quadratic loss function isdasethe requirement in some
practical applications which will be mentioned in the neixapter.

The MHT problem studied in this thesis can be abstracted foranomaly detection
and localization problem. For example, if the null hypothed| signifies the existence
of the anomaly, then when the existence of the anomaly is kreopriori, the problem of
anomaly localization can be correlated with a MHT problenthauit the null hypothesis
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Hoy and each alternative hypothesis corresponds to each [gksihtion of the anomaly.
When the existence of the anomaly is uncertain, it can bergdehat the anomaly detec-
tion and localization problem can be correlated with a MH@bem with the null hypoth-
esisHp.

In this thesis, the construction of the Bayesian test withghadratic loss function is
solved in two stages. The Bayesian test for the MHT problethowit the null hypothesis
Hy is first obtained in Chapted and then the Bayesian test for the MHT problem with the
null hypothesisHy is constructed in Chaptel. Different from the Bayesian test with the
0-1loss function in2.42), the false alarm probability of the proposed Bayesianisast
constrained since it is flicult to calculate exactly, hence to restritfeetively.

It is of interest to study the relationship between the pseplatest and the test with the
0 - 1 loss function since the former can be viewed as a genetiatizaf the latter. Fur-
thermore, new performance measurements giveR.itb(-(2.17) are adopted to measure
the quality of the Bayesian test since they are more refinetbaced with the performance
measurements ir2(10-(2.12. It is also proved that a weighted sum of these new perfor-
mance measurements of a statistical test composes its Bake3 he performance com-
parison between the two Bayesian tests is made in two stéygsadymptotic performance
of the misclassification probability is first compared betwéehe two tests for the MHT
problem without the null hypothesigly in Chapter3 and then based on the asymptotic
performance analysis in the first step, the asymptotic paidace of false alarm probabil-
ity, missed detection probability and misclassificatioalability of the two Bayesian tests
for the MHT problem with the null hypothesidl, are compared in Chaptdr From the
comparison, the influence of the topology of the parametacespn their asymptotic per-
formance is explicitly revealed and the asymptotic eqeneé between them in a certain
case is established.

2.6 Conclusion

In this chapter, the basic elements of the anomaly deteatimhlocalization problem are
firstly presented from which the general formulation of tihetjlem treated in this thesis is
specialized. Then, several techniques for the problemesiewed and this part is princi-
pally devoted to the introduction of the statistical angyrdgtection techniques. In order
to better explain our parametric statistical method, tldistical tests are primarily cate-
gorized according to binafmultiple hypotheses and simptemposite hypotheses along
with some specific examples. In particular, the MHT problsnespecially focused since
it is the major content throughout this thesis. Among thelltef several researchers on
the statistical MHT problem, a Bayesian test with the 0 loss function has inspired my
research to construct a Bayesian test with the quadrasdlogtion.

Based on the formulation of the MHT problem in sectibd.2 the objective of the next
chapter is to design a Bayesian test with the quadratic loggibn for the multiple simple
hypotheses testing problem without the null hypothé&s In particular, the complexity
and dificulty of the construction of this Bayesian test in comparigaath the one with the
0-1 loss function are presented. Most importantly, the refestip between two Bayesian
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test respectively with the 8 1 loss function and the quadratic loss function is investida

in depth by studying the asymptotic performance of the bewfdheir misclassification
probabilities.
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3.6 Conclusion . . . . . . . ..

3.1 Introduction

The goal of this chapter is to propose a Bayesian test bas#tkeajuadratic loss function
for the MHT problem without the null hypothesidy. Specifically, an MHT problem is
treated within the Bayesian framework for which the follogiitwo main assumptions are
satisfied. First, the prior probability of each hypothesisgssumed to be known. Second,
the loss function is used tdfact a certain cost to each possible classification error. In
the decision theory, the conventional loss function is thelOloss function which fiects

the same cost 1 for each erroneous decision and the samefoo&dth correct decision.
This function can be easily manipulated and numerous aecisiles are based on it. For
instance, the so called slippage problem, describeBerguson 1967 is derived from the



44 Chapter 3. Bayesian Test Based on Quadratic Criterion Whout Null Hypothesis

0-1 loss function. However, the-©1 of loss function is not adapted in some applications
where a quadratic loss function is preferable as the foligvtihree examples illustrate:

1. In the problem of intrusion detection in WSNif et al. 200§, [Chenet al. 2003,
the larger the distance between the detected target locatitthe true target location
is, the larger loss caused. Therefore, the loss resultdutfailed localization should
change with the distance and the quadratic loss functiom igpgropriate way to
meet the requirement.

2. Consider the problem of anomaly localization in imadesktet al. 1999. Since a
perfect localization is impossible due to presence of ndaisedesirable to minimize
the localization error represented by the distance betweedecided location and
the true location, i.e., the closest alternative locatiarespromoted and the farthest
ones are penalized. This requirement also motivates thefude quadratic loss
function.

3. Another example that gives rise to the quadratic losstibmcan be found in the field
of support recovery of sparse signalapg & Nehorai 201D A support recovery
error will be induced on account of the presence of noisetatwlid be measured by
a weighted quadratic loss function. When all the weighthaweighted quadratic
loss function equal 1, it is reduced to the quadratic losstfan that is concerned
throughout the chapter.

All these aforementioned applications with the quadratssifunction are detailed in Sec-
tion 3.2.2 Therefore, we are prompted to propose a Bayesian test dtquadratic loss
function for the multiple simple hypothesis testing prablaviore precisely, each hypoth-
esisH; is associated with a unique element (vect#®rdf the normed vector space. This
vector gives a physical meaning to each hypothesis. Faannst this vector can define
the geographic location of the targeti?, the price, etc. If the test decides in favor of
the hypothesisH; when?; is the true one withj # i, the cost of this erroneous decision
is defined by the distance (Euclidian norfid) — 6;|| between the vectors associated with
these hypotheses. The goal of the proposed Bayesian teshisitmize the quadratic loss
function, also called the Bayes risk, defined by using thev@lmoentioned vectors and the
prior probabilities of the hypotheses.

This chapter is organized as follows. Sect®@ states the MHT problem based on a
Gaussian distribution in the Bayesian framework, illustsathe problem with three prac-
tical applications and formulates the main contributioBsction3.3 studies the Bayesian
test in the case of general loss function and derives the Biasfke of the test with an ar-
bitrary loss function for the MHT problem. The Bayesian te#h the 0-1 loss function
is then introduced. SectioB.4 is devoted to the Bayesian test with the quadratic loss
function and the method is applicable for the constructibthe Bayesian test with other
loss functions. The lower and upper bounds of the misclaasifin probability of the
two aforementioned Bayesian tests are given explicitly thieit asymptotic performance
as the Signal-to-Noise Ratio (SNR) tends to infinity are as@blished, from which the
asymptotic equivalence of the two Bayesian tests is studedtion3.5 presents numeri-
cal simulations based on the intrusion detection in a WSNetdwthe theoretical results
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about the two Bayesian tests in terms of the bounds of theiclassification probability as
well as their asymptotic performance. Finally, SectBb@concludes the chapter.

3.2 Motivation

3.2.1 Statement of Multiple Hypothesis Testing Problem

Assumen independent random observatioKs, ..., X, are arranged in a random vector
X = (X1, X2, ..., Xp) € R". There aren hypothese$Hs,. . ., H;, such that

Hi : Xi=A+& and Xg =&, Yk #1. (3.1)

The biasA > 0 represents the anomaly afiddenotes the ambient noise modeled as a
Gaussian random variable with mean value 0 and variariceThe valuesA ando? are
assumed to be known. Therefor8,1) indicates that only one element of the observation
vector X is afected by the anomaly under each hypothesis. It also indidat, when
the anomaly fiects an element of the observation vector, its impact is dineeswhatever
the true hypothesis. The objective is to find a &) : R" — {1,...,n} such thatH; is
accepted whet(X) = j, which is able to determine the locationsfvhile minimizing the
guadratic loss function specified below.

A loss occurs when the decided hypothesisx) and the true one differ, i.e.,
6(X) # i. Itis considered that each hypothegisis associated with a unique label vector
6 € R9 which characterizes the hypothesis (see subse@t®r2.1to have an example of
label ;). Let® = {64, 0, ..., 0n} be the set of labels. The loss related to an erroneous deci-
sion is defined as the distance (Euclidean norm) betweemeitterdsxyand the vectos,
associated with the true hypothesis, i.e., the loss is diyen

L2 [6i, 0500] = 116 — Os0ll3 (3.2)

for all 6; € ® andé;(x) € ©.

3.2.2 Applications with Quadratic loss function
3.2.2.1 Seismo-acoustic intruder localization

Figure3.1shows a wireless sensor network (WSNhef 5 seismo-acoustic sensors which
are distributed arbitrarily along the boundary of a pratdctegion for the surveillance
purpose (seeMishraet al.201q for a similar application). The goal is to localize an
intruder trying to pass across the boundary. Each sensairasdts seismo-acoustic signal
and transmits a sampled value to the monitoring center dt gae intervalt. Having
received these samples, the monitoring center processasiththe same time interval.
The maximum number of time intervals is denotedloguch that € {1, ..., T}. The sample
transmitted by theé-th sensor during the time intervais denoted b)b(it € R and the set
of samples transmitted by all sensors<is= (X!, X}, ..., X}). When the intruder appears
near thei-th sensor, it is assumed thX]i = A + & whereA > 0 represents the abnormal
seismo-acoustic signal strength (the sound or vibratioittedby the moving intruder) and
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Intrusion

*

01 X1 = A+§1

T

Surveillance Cente

Figure 3.1: Localization of an intruder in a WSN with a moniitgy center. Thé-th sensor
has the geographic locati@h

& is modeled as a Gaussian random variable with mean value Qaaiahces?. This is
hypothesisH;. The valuesA ando? are assumed to be known. Léte R? be the known
geographic position of thieth sensor (this is the vector label #f). By processing<!, the
monitoring center decides which sensor is located clogestontruder trajectory according
to the seismo-acoustic signals transmitted by the seniserd, provides the user with the
geographic locatiofsxy € © of the sensor which has captured the intruder. A loss will be
incurred when the detected target locatiyyx) and the true intruder locatiof difter.

It should be noted that the decisions based on the measgealsover dierent time
intervals are obtained independently. Furthermarandé, i = 1,...,n are assumed to be
independent fronh Therefore, for simplicity, the superscrigs omitted from the pertinent
variables in the following paragraphs of the chapter.

3.2.2.2 Anomaly localization in an images

LetY be animage composed Wifx N real pixels arranged in the lexicographical order. The
class of considered anomalies is parameterized by an itytens sizes, and a position

@i, J), as follows. It is assumed that the siand the intensitg are known but the location
(i, j) is unknown. The anomaly field f is zero everywhere except asguare patch where
it is constant. This is denoted by

f(i, ) = cb(s.i. )) (3.3)

wherec > 0 and b§, i, j) is a lexicographically ordered indicator vector ass@dawith an
N x N field which is zero everywhere except over thg s support area with upper left
corner at pixel i, j) where bg, i, j) takes the value one. The imayes the additive sum of
f(i, j) and a zero-mean Gaussian random fgeldith identity covariance matrix:

Y =1(i, j) + &. (3.4)
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Letm < N2 be the total number of anomalies, ff). For the sake of simplicity, it is assumed
that all the possible locationg ) are chosen such that all the,f()’s are orthogonal (the
supports of square patches are disjoint). Edie theN? x m matrix whose columns are
them possible anomalies. Lét = FTY be the observation vector of sineobtained after
multiplying Y by all the possible anomalies (matched filter). Then, theatiein of thek-th
anomaly inY is equivalent to detect the peak valste? in thek-th component oK.

Since a perfect localization is impossible due to the preserfinoise, it is desirable to
minimize the localization error given By — 6112 = 113, ) - (i, DIZ = (1—i)?+(] - j)? where
0 = (i, ]) is the estimated location amd= (i, j) is the true location. In other words, in case
of a localization error, the closest alternative locatians promoted and the farthest ones
are penalized.

A concrete example is illustrated in FiguBe2 where there are 4 square patches pos-
sibly containing the anomaly. The red patch representsrtlelocation while the dif-
ferent falsely estimated locations are denoted by the gpe¢ches. The true location is
denoted by = (2, 2) and the three falsely estimated locations are respgctiemoted by
0> =(4,1),63 = (4,4) andd, = (1,4). The localization error with respect to the locatian
is calculated agf,, 61113 = (4— 2)? + (1 - 2)? = 5 while the one with respect to the location
6 is calculated a#ds, 61115 = (4 - 2)* + (4 — 2)* = 8. Therefore, the errors associated with
these two decided locations can béelientiated.

(1’ 1) 04 = (17 4)

01=(22)

f2=(41) bs = (4.4)

Figure 3.2: Anomaly localization in an imagewhereN = 5 ands = 2.

3.2.2.3 Support recovery of sparse signals

Let supp) < {1,2,..., N} be the support of the signal € RN, which is defined as the
set of indices corresponding to the nonzero componenis dfet k be a known positive
integer andS = {S4, ..., Sm} be a set of known supports with the same iz is assumed
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thatS;n'S; = 0if i # j. Let the magnitude of the nonzero componentg dfe denoted
by a known vectow = [wa, ..., W] € R¥ wherew; # O for alli. Letx; be the vector
such that suppf) = S; andx, = w whereS; = {iy, ..., ik} is a support ofS. Given the

observationy = x; + £ where¢ € RN is an uncorrelated zero-mean Gaussian ng¢jsae

goal is to recover the suppd® of xj. Again, letF be theN x m matrix whose columns
are them possible signals:;;. Let X = FTY be the observation vector of sineobtained

after multiplyingY by all the possible sparse signals. Then, the recovery afttheupport

is equivalent to detecting the peak vargézlez in thei-th component oK.

It is desirable to minimize the weighted support recoverpregiven by||6 — 6|2, =
IS: - Sill2 = 21, WA(IS;; — Sijll; whereS; = (Si4..... S;)) is the estimated support and
Si = (Si1, ..., Sik) is the true support. The goal is to minimize the mismatchvbeh the
true support and the estimated one by taking explicitly atoount the values of the sparse
signal.

A specific example for the support recovery of sparse sigadlsistrated in Figure3.3
whereN = 6 andk = 2. Assume that the magnitudes of the nonzero component of th
sparse signak are respectively 1 and 3, so = [1,3]. Letd; = S; = {1, 2} be the true
support. The weighted support recovery error for the eséthaupport, = Sy = (3,4} is
calculated afd, — 61])2, = 1 x (1 - 3)? + 32 x (2— 4)? = 40 while the error for the estimated
supportds = Sz = {5, 6} is calculated a§fz — 61/, = 1 x (1 — 5)? + 32 x (2 - 6)> = 160.
Therefore, the errors associated with these two estimaigubsts can be dierentiated.

S1={1,2}

1 ,
1 2 3 4 5 6
S2=1{3,4}

o +
1 2 3 4 5 6

S3 ={5,6}

r3 t

1 2 3 4 5 6

Figure 3.3: Support recovery of sparse sigriathereN = 6 andk = 2.
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3.2.3 Main Contributions

Historically, the first solution to the MHT problem with the-01 loss function has been
published by Ferguson 1967 This problem is known under the name of slippage problem.
The 0-1 loss function is given by

1 if 0 # Os5(x)>

0 if 0 = O5(x) (3.5)

LO0, Os00) =
for all € ®. This 0-1 loss function is not suitable for the MHT problem arisingtlie
case of seismo-acoustic intruder detection, considersdbsectior8.2.2.1 For instance,
when the true location of the intruder dg, the losses induced by a false decision at the
locationd, or 63 are significantly dierent with respect to casualties or fuel consumed for
patrol car. Intuitively, the larger the distan{ie — 65x)ll induced by this false decision,
the worse the loss and other negative consequences indydbe false decision. Such
kind of practical problems is better represented by the atmdloss function. However,
changing the loss function has considerable impact on thikemetical dificulty to derive
an optimal test.

Hence, referred to as the MHT problem without the null hypsisHy, the main con-
tributions of this chapter are the following:

1. First, to solve the proposed MHT problem without the nujpdthesisHy, a
Bayesian test with the quadratic loss function is designed.

2. The Bayes risk is expressed as a function of the miscleasifin probabilities and
the asymptotic statistical performances of the proposee8an test are studied.

3. When the SNR tends to infinity, the asymptotic equivaldnesveen the proposed
test and the Bayesian test obtained for thd (ss function is studied.

Remark 3.2.1 In (3.2), when||g; — 95(X)||§ = 1for 6(X) # i and ||, — 95(X)||§ = 0 for
8(X) =i, LR[6,65x)] is reduced to B~1[6,85x)]. Therefore, the quadratic loss function
can be viewed as a generalized form of €kel loss function.

3.3 Bayesian Multiple Hypothesis Testing

3.3.1 Bayes Risk and Bayesian Test

In this chapter, it is assumed that the prior probabifity> 0 of hypothesisH; is known
with ', pi = 1. For a detailed introduction to the Bayesian framework, ithierested
reader is referred tdderguson 196,1.ehmann 1968Berger 201Q

In the Bayesian framework, the quality of a tééX) is evaluated with the Bayes risk
R[6,6(X)]:

RI6.6001 = . [ L161tip] 60 )X (3.6)
i=1 RN
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R(6, (X)) — min > Testdesign |< PLs .oy Pn

Sample space

Rn

{91,---,0n} > {7'{1,~~,7’{n}
bijection

Figure 3.4: Bijection between the hypothesis &4, ..., H,} and the vector label set
O = {64, ..., On} whatever the prior probabilitiepy,. . . ,pn.

whereg(x, 6;), x € R" andé; € ©, denotes the mixed joint density function &, ¢) and
L [6i, 65 ] is the loss function. The value[6;, 65y | is the cost of decidingsy when the
true parameter ig; (see examples3(2) and @.5). The Bayes risk is the mean value of
the loss function with respect to the mixed distributionta# tbservation vectof and the
random variabl®. The test which minimizes the Bayes risk is defined as the Sagdest
5(X) satisfying

6(X) = argé()r(r)wég( R[6,6(X)] (3.7)

whereX denotes the set of testfX) : R" - {1,...,n}.

Remark 3.3.1 Each simple hypothesi#{; is associated with a unique vector lab@l
Hence, there is a bijective mapping betwgdrand ® and each tesé(X) can be uniquely
associated with a discrete estimatgX) € © such that)(X) = 6; if and only if§(X) = i,
i.e., the proposed MHT problem can be interpreted as a dis@stimation problem. From
this way, I(#;, H;) can be replaced by (&, 6;) as is shown in.6), which means that the
cost of an erroneous decision(H;, H;) can be quantitatively measured by a function of
6; and@; and then the Bayes risks of the tests for the MHT problem caraloelated and
compared. The structure of the test for the MHT problem isvshio Figure 3.4.

3.3.2 General Results on the Bayesian Test

Under hypothesisH; given by @.1), Xi,... X, are independentXy,. .. Xi_1,Xi+1,. . - Xn
are identically distributed with a common densipg(x) while X; has another density
e1(X) = po(Xx — A). Hence, the joint probability density functiof(x|6;) of the vector
X = (Xg, Xo, ..., Xp) is given by

f(0) = e10) | ] o) (3.8)

k=1,k#i
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wherex = (X1,..., Xy). Consequently, the mixed joint density functig(x, 8;) of (X, 6)
satisfies

B(x, 6) = pi f(x6)). (3.9)
Let f(X) be the marginal density of:

1) = pf(xa)>0 VxeR" (3.10)
i=1

Then, the posterior probability(6;|x) of 6; given the sample observationis defined
by (see details inBerger 2010)

D)
m(6i]x) = 0 (3.11)
for all 6; € ® and allx € R". A straightforward calculation yields
n
R[6.6(X)] = f [Z L(ei,ea(x»n(enx)] f(x)dx (3.12)
go Li=l

Then, it can be easily shown (see detailsBeiger 2010 that the Bayesian test is given
by

n
6(X) = arg min ; L 61, 650x] 7(6iIX) (3.13)

whereX denotes the set of testfX) : R" - {1,...,n}.

Different from the performances used inBalgin & Hero 199p and
[Fillatre & Nikiforov 2012, in this thesis, the quality of a tesi(X) between multi-
ple hypotheses is characterized by the probabilities

aij = P [6(X) = ]] (3.14)

foralli,j = 1,..,n where Pi(A) is the probability of eveniA when hypothesisH; is
true. Typically, a;; is the probability of correct decision fok; and «; j represents the
probability of falsely accepting the hypothest§; when; is the true hypothesis. The
following proposition shows that the Bayes risk is directiated to these misclassification
probabilitiesa; .

Proposition 3.3.1 The Bayes risk R, 5(X)] of the test(X) for testing hypotheseH, . . .,
‘H, given by 8.1) with an arbitrary loss function I[6;, 65x)| and the prior probabilities p,
P2, ..., ph Satisfies

R[0.6(X)] =

i-1
[piai,jL(Hiﬁj) + Djaj,iL(é’j,Hi)]- (3.15)
1

n
i=2 j=
whereq; j are given by 8.14).

The proof of Propositio3.3.1can be found in AppendiA.1 and the Propositio.3.1
gives us a general expression of the Bayes risk of the tektamitarbitrary loss function
for the MHT problem.
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3.3.3 Bayesian Test with 0-1 Loss Function

When the 6-1 loss function 8.5) is chosen, the MHT problem is reduced to a simple form
of slippage problem in Exampl2.4.6 when there is no nuisance parameter. It has been
shown in Example.4.3that f(x6) andL%1[6, 65| are invariant under a group of per-
mutations so that the MHT problem with the 0-1 loss funct®imvariant undeg. Thus an
invariance method has been used to solve the MHT problentif®adly, [Ferguson 1967

has proposed a Bayesian test with respect to a prior disbibinvariant undeG giving
equal weights td@, ...,0,. However, in the case of a general prior distribution, thle fo
lowing theorem, derived from that established Bgi{guson 196]7 gives the Bayesian test
with the 0-1 loss function based on a Gaussian distribution, ¢#X) is given by

1 X2
@o(X) = > exp(—frz). (3.16)

Theorem 3.3.1 The Bayesian test® (X) based on the Gaussian distribution given
by @.16 for testing hypothese$ti, ..., H, given by 8.1) with 0-1 loss function
L0-1 [6i, 650x)] and the prior probabilities p, po, ..., p is given by

LX) = arglrsnkg(Ak(X), (3.17)
AdX) = pkeXp(%"). (3.18)

Although the method for solving the MHT problem has been ifidat in
[Ferguson 196]7/where the prior probabilities of the hypotheses are edihal,concrete
result under the general prior distribution in the chaptes hot yet been given directly. To
be rigorous, the proof of Theore®&3.1is included in Appendi.2.

According to 8.15), the Bayes risk 06%1(X) is

=

R{6,8°(x)] = i S L+ pjedt) (3.19)

i=2

i
._\

whereaoJ 1 are the misclassification probabilities f&f2(X). In the case of the-0l loss
function, the form of the Bayesian test is especially simij#en the loss function is more
general, the derivation of the Bayesian test is still an gueblem.

Remark 3.3.2 The fact that the MHT problem with-1 loss function is invariant undeg
means that although each misclassification probability given by 8.14) is influenced by
the prior distribution, the Bayes risk’R (6, 5%-1(X)) is independent of the prior probabil-

ities pr, P2, ..., Ph-
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3.4 Bayesian Test with Quadratic Loss Function

3.4.1 Bayesian Test with Quadratic Loss Function

It is shown in Example2.4.4that L [6i, 650 is not invariant under the groug of per-
mutations. Thus, the MHT problem with quadratic loss fumttis not invariant under the
groupG of permutations. Therefore, we cannot use the invarianabods proposed by
Ferguson to treat the problem. L&?(X) denote the Bayesian test which minimizes the
Bayes risk for the quadratic loss functio® 2).

By combining @.2) and @.13), the Bayesian test with quadratic loss function is defined
as

n
69X) = in » L9[6,6 61X). 3.20
59x) arg5(g;ég(; [61. 6500 7(611) (3.20)

After some analytical manipulations, the t8S(X) is given in Theoren3.4.1

Theorem 3.4.1 The Bayesian tesi?(X) based on the Gaussian distribution given by
(3.16 for testing hypothesegty, ..., Hy given by 8.1) with quadratic loss function
LQ [6i, 65x)] and the prior probabilities p, py, ..., m is given by

69X) = arglm BQ(X) (3.21)
BRX) = > Ik — 6ilAX). (3.22)
k=Lk#]

whereAy(X) is given by .18 and the proof of Theorer@.4.1can be found in Appendix
A.3.
According to 8.15), the Bayes risk 06Q(X) is

o0 5°0] - 3.

i=2 j=

l
(Peyd + pjad) 116 - 0513 (3.23)
1

whereozQ are the misclassification probabilities f&#(X). From .23, it can be seen that
the Iosses resulting fromflierent misclassifications are weighted by the distaifce 6],
which is desirable for the practical applications.

Remark 3.4.1 From the proof of TheorerB.4.], it can be seen that, if the hypothesks,
., H, are defined by3.1) and the prior distribution is known, then the method used to
derive59(X) can be used to obtain the Bayesian test with other loss fumti

Remark 3.4.2 Because the MHT problem with quadratic loss function is myéw invari-
ant underg, the Bayes risk R[,5°(X)| depends on the prior probabilities; pps, . .,
Pn.
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Remark 3.4.3 From another point of view, compared with the Bayesian tétst O+ 1 loss
function, the integration of quadratic loss function in tBayesian test indicates that the
value of the observationi{s no longer the unique variable considered in the deteatibn
anomalyA, i.e., the anomaly detection is made with the consideraifdhe distance, which
is similar to the notion of contextual anomaly detectiors@ateferred to as conditional
anomaly detection ingong et al. 200[J. Therefore, in this sens@’1(X) can be viewed
as a test for the detection of point anomalies whfféX) for contextual anomaly detection.

3.4.2 Asymptotic Performance of Bayesian Test

3.4.2.1 Exactformulas

In this section, we compare the performance of the two Bayedsists to study the relation
between them. Specifically, the misclassification proliIiaEkBIaﬁj‘l andai?j are compared.
However, it is dificult to directly calculate these probabilities. For ins&nthe misclassi-
fication probability for tes®-1(X) is calculated as follows

ot = P00 = ]

Pr [A,- (X) = n;ngm(X)]

[
= maxpm exp( —-
ag

m|
AXen AX|
[22) ool
2
N (xmng—%ln%ﬂ
j

o? Pm o? Pi

Il
o
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°
o
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| m=1,m# j,mei
The above probability can be calculated byrafold integration, specifically

o2 b

[ A (4 - A
SO -er p[‘?z} i Wexp[‘?]d”
i X -5 In B2 ) )
m=1,me [, mei f Wexp(_%)dx{n @

[
Y
NI
g
N
®
x
/L
!
R x
N

Xj — A : L Xj
_q)(l__zmﬂ) ]—[ q)(_l_zm&)dxj
o A pj - \No A pj
1 m=1,me jmei ]

(3.24)
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where®(-) is the cumulative distribution function of the standaramal distribution. Al-
though the integral for calculatlrmpjO Lin (3.29 is rather complex, its approximate value
can be obtained with low numerlcal complexity by replacihg integral with a numeri-
cal integration procedure since all thg’s are independent. However, when we calculate
the misclassification probabllltthJ for test6Q(X), the structure of the test for quadratic
loss function is far more complicated than the one obtainedhie G-1 loss function. For
instance,

o = Pr[39X) = j]
= Pr B?(X):minB%(X)]
| m
[ n n
= Pl > l6—GiIBAG) = min > 16k = Oml5AKX)
| K=k | k=Lk#m
[ n n
= Py 0= OIEAX) < min > 6~ Gml3AdX)| . (3.25)
) n,Mme
| k=1k#] k=1,km

The presence of the sum of the exponential funcéigfX) complicates the statistical study
of the test. AlthougtBk(X), k = 1, ..., ncan be approximated by a Gaussian variable accord-
ing to the Lindeberg-Feller central limit theorem wheris suficiently large, they are no
longer independent and even numerical approximationsrbedotractable. Therefore, it

is difficult to calculatery ] and hence to calcula@[@ 6Q(X)] Then, we look for the lower
and upper bounds of the misclassification probability tarewdly study its performance,
especially in the asymptotic sense.

3.4.2.2 Lower and upper bounds

In order to find the lower and upper bounds, some parameter§irat introduced. For
example, for the sake of simplicity, the distance betwgemdo; is denoted by

di;j =116 — 6l
and

r min d; ;

1<i#j<n

max d;
1<i#j<n

R

respectively denoting the minimum and maximum distancevéen all the vector labels
are used to highlight a particular case of perfect equivadretweers®1(X) and§2(X)
clarified in Remark3.4.4 The ratio ofA to o is a meaningful parameter similar to SNR,
which is denoted by

A
SNR= —. (3.26)
ag
The lower and upper bounds @ﬁl andaa are respectively given in Theorergt.2and

3.4.3
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Theorem 3.4.2 The Bayesian tesi’® (X) based on the Gaussian distribution given by
(3.1 for testing hypothese$fs, ..., H, given by 8.1) and associated with the prior
probabilities p, py, ..., p satisfy

pho-t < ot <P

forall 1<i # j <nwhere

pi P
SNR g n SNR  InpE
Pt = Q—&=+—=| []| o|-=% — |,  (327)
") V2 SNRV2)\ 1k V6  SNRV6
Pi
SNR In o
puo-l - ‘ (3.28)
) V2 ' SNRVZ

(o)

where @x) = [ = exp L)t

Theorem 3.4.3 The Bayesian tesi?(X) based on the Gaussian distribution given by
(3.1 for testing hypothese$f, ..., H, given by 8.1) and associated with the prior
probabilities p, P2, ..., p satisfy

forall 1 <i+# j <nwhere

Ai Ai
po Q(—SNR+—’ )Q“‘Z(——SNR+—’ ) (3.29)
. V2  SNRV2 V6  SNRV6
) Invy.
S 1—Q'Bi'+1[——SNR+ i ] (3.30)
!l V2  SNRV2
where|U| is the number of elements in the set U and
d2. —d?
K, K,
ck, = _JET_E’ (3.31)
m,j
B = {ke(L..nh{j.mjCk;>0}. (3.32)
_ Pm + ZkeB;, C,I;,j Pk
Ym = , (3.33)
Pj
Aj = maxinyp, (3.34)
mej
Br = {ke(L..n\(j.i)Ck <0}, (3.35)
p _Zk fC"pk
y, = — j"J > 0. (3.36)
- i

Proof of Theoren8.4.2and Theoren3.4.3can be respectively found in Appendix4
and AppendixXA.5.

It can be seen in¥27-(3.30 that P' 1, Pt P'? and P“JQ are functions of SNR.
In the next section, their asymptotic performances witpeesto SNR are studied.
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3.4.2.3 Performance analysis

As to the Bayesian tesf-1(X), from (3.27) it can be seen that the lower bouﬁh‘]" of

Ij Lis related to the numberof hypotheses. The larger the smallerPIO ! In addition,
the following corollary shows thal}®* and P{">* are asymptotrcally equivalent with

respect to SNR.

Corollary 3.4.1 The Bayesian tes&’1(X) based on the Gaussian distribution given by
(3.1 for testing hypothese$f, ..., H, given by 8.1) and associated with the prior
probabilities p, P2, ..., p Satisfy

PIO lSNR—>ooPU0 1SNR—>ooQ(SNR) (3.37)
V2
and therefore
g oo [ SNR
IOJISNF\N’ Q(f) (3.38)

where f(t)'2>°g(t) means that (t) = g(t) + o[g(t)] where ¢x) is such that ¢x)/x — 0 as
X — 0.

On the other hand, the lower bourﬁt?Q and upper bouncﬂJ“Q of a . are not only
related to the numbaer of hypotheses, but also depend on the geometry of the pagamet
space which is depicted mj. The specific influence of the geometry on the asymptotic
performance is given in the following corollary.

Corollary 3.4.2 The Bayesian tests?(X) based on the Gaussian distribution given by
(3.1 for testing hypothese$fs, ..., H, given by 8.1) and associated with the prior
probabilities p, P2, ..., p Satisfy

PIQ SNRow Q(%Q), (3.39)
i s g1+ Q[ 2. (3.40)

In particular, if the following condition
Cf 20, Vke B, (3.41)

is satisfied, on one hand, according 3@, |B;| = 0 and then according t839 and

(3.40,
P' QSNR—)ooPU QSNR—>c>oQ(

1)

SN R)
V2
SOa/Q SNR—>°°Q(5NR) On the other handy; 1SNR—>°°Q(5NR) according to Corollang.4.1

Therefore it can be established thﬁt anda , are asymptotrcally equivalent and hence

59(X) and 5%-1(X) are asymptotically equrvalent However, in the other salgr| is a
positive integer and
P

lim Bil+1>1
SNR—>+oop|Q =IBil+1>
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When the dimension of the parameter spaéis large, the condition3.41) can hardly be
satisfied becaug®; | is usually large. Therefore, in such cases, the asymptotivalence
betweers?(X) ands®-(X) can no longer be directly obtained frd?hQ and Pu At least,
these bounds explicitly and quantitatively reveal the mfice of the hypotheses geometry
on the asymptotic performance of the misclassification @dhies of 62(X).

Remark 3.4.4 If r = R, then||6x — 6j1I5 = 11 — Omll5 for k = 1,....n, k# jand k# min
(3.25. With a simple manipulation, it can be shown th&¢X) ands®-1(X) are equivalent,
which indicates that they are perfectly equivalent in sugladicular case.

To verify the above theoretical analysis, in the followirggton, a monte-carlo simu-
lation is carried out in the context of the anomaly local@atn a WSN.

3.5 Numerical Results

In this section, two primary simulation experiments in tbatext of intruder localization in

WSN are carried out to verify the performance analysis ma&ection3.4.2.3 In the first

experiment the main objective is to verify the non-asyrtiptiower and upper bounds of
0 1 anda , as well as their asymptotic performances with respect to SNkhe second

experlment the lower and upper boundaxﬁ]‘l anda ] in three network geometries are
respectively compared to reveal the influence of hypothgeemetry on the asymptotic
performance of the lower and upper bounds of the proposéd tes

3.5.1 Non-asymptotic Lower and Upper Bounds

The first experiment concerns the WSN described in Fig@rg with 6 =
{(05,5.8).(5.1). (85.35). (85,6).(6.8)} ando? = 1. Becaus&? [¢,6°(X)| depends on
the prior distribution, in order to eliminate its dependeand to highlight the influence of
the quadratic criterion, a uniform prior distribution isogded, i.e., the prior probabilities
p satisfyp; = 1/5 for alli = 1,...,5. Because the SNR is an important factfieeting
significantly the performance of the Bayesian test, it ieteéis a variable whose functions
are the misclassification probabilities and their lower apper bounds.

Figure3.5presents the lower and upper bounds of the misclassificptmabilities of
5%-1(X) within the context of intrusion localization in the WSN debed in sectior8.2.2.1
Without loss of generalitye » is depicted and the vertical axis is logarithmic to better
distinguish these curves. It can be seen that, P;% " andPy2* converge to the same
value when SNR increases, as is established in Corcﬂlalr.y.

Figure3.6presents the lower and upper bounds of the misclassificatmabilities of
59(X) within the context of intrusion localization in the WSN deibed in sectior8.2.2.1
Without loss of generalityg; > is depicted and the vertical axis is logarithmic to better
distinguish these curves. In this geomelBy| # 0, soP'l”oz‘l andPig‘l do not converge to
the same value when SNR increases, which can be corrobdratbeé simulation results.

Note that the results in Figur&s5-3.6 are based on a $@epetition Monte Carlo sim-

ulation.
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Figure 3.5: Lower and upper bounds of
a9 21 which are plotted as the functions

of SNR.

Figure 3.6: Lower and upper bounds of
afz which are plotted as the functions of

SNR.

Table 3.1: Comparison betweeﬁj‘l andain when SNR= 1

1

2

3

4

5

0.493[0.492 0.494]
0.287[0.286 0.287]

0.127[0.126 0.127]
0.138[0.138 0.139]

0.127[0.126 0.127
0.129[0.128 0.129

0.126[0.126 0.126]
0.1%[0.109 0.11]

0.127[0.127 0.128]
0.337[0.336 0.337]

0.127[0.126 0.127]
0.0534[0.0531 0.0537]

[

[
0.494[0.493 0.494]
0.394[0.393 0.395]

0.126[0.126 0.127
0.277[0.277 0.278

0.127[0.126 0.127]
0.12[0.12 0.12]

0.127[0.126 0.127]

0.127[0.126 0.127]
0.0408[0.0405 0.0411]

0.126[0.126 0.127]
0.0989[0.0984 0.0993]

0.494[0.493 0.495

0.126[0.126 0.127]
0.219[0.219 0.22]

0.127[0.126 0.127]
0.174[0.174 0.175]

0.127[0.127 0.128]
0.0392[0.039 0.0395]

0.127[0.126 0.127]
0.0743[0.074 0.0747]

0.126[0.126 0.127
0.217[0.217 0.218

0.493[0.492 0.494
0.434[0.433 0.435

0.127[0.126 0.127]

[
[
[
0.155[0.155 0.156]
[
[
[
0.235[0.234 0.236]

0.127[0.126 0.127]
0.0466[0.0463 0.0469]

0.127[0.126 0.127]
0.0749[0.0746 0.0753]

0.127[0.126 0.127

1
]
]
]
]
0.467[0.466 0.468]
]
]
]
0.143[0.143 0.144]

]
]
0.126[0.126 0.127]
0.224[0.224 0.225]

0.494[0.493 0.495]
0.51%[0.51 0.512]

3.5.2 Comparison betweem;* and af’j when SNRis Fixed

In order to give a better illustration, a complete comparisa the empirical values with
confidence intervals of alt; j is given in Table3.1 SNR = 1 is chosen so that these
misclassification probabilities can be distinguished tyeaSpecifically, in each cell of
Table 3.1, the empirical value otxﬁj‘l is listed above and the one aﬁ. below. Because
the geographic distance is an important factaiq(X), the pairwise distances among these
sensors are listed in TabB2
In Table3.1, it can be seen that #P-1(X), all the probabilities of correct decisicmﬁfi‘1

fori=1,...,

and j # i are identical.
al andczQ are discriminated by the distance. On one hand, in the casg ofhe larger

||9. -oill, the smalletyQ From Table3.1and3.2, it can be interpreted tha®(X) guarantees

n are identical and all the misclassification probabilirhér’]@;l fori,j=1,...,n
On the contrary, on account of quadratic fasstion, all the

a smaller condltlonal probability of error which potenlifalesults in a larger loss. On the
other hand, in the case oﬁ , although it appears that the distance cannot impact becaus

the pairwise distance is not concerned, the discriminatictme 018 can be explained by
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Table 3.2: Comparison on the distance among the sensors

'1l213|4a]s

53(6.6|83| 8 |59
66(39]43|61|71
83(43]31|25]|51

QBRI WIN| |

59(71]51|32]|32

another virtual distance, i.e., the distance from the setsahe geometrical center of
the sensor network denoted By = % k-1 bk In the experiment); = (5.7,4.86) and the
distances from all the sensors to the geometrical centdistgd in Table3.2for i = j. If all
the sensors are sorted from small to large in a list accorditige their distance away from
the geometrical center, what is interesting is that theaeanhich is listed in the middle of
the list (the location of this sensor is denoteddly corresponds to the largest probability
of correct decision while the probability of correct degisiassociated with other sensors
are sorted according to two elements. The first element iglitference betwees and
O fori = 1,...,nandi # m. The second element is the distance betw&eandd.. For
instance, the 5-th sensor is ranked in the 3-rd place amoad sensors according to its
distance from the geometrical cent®f soas;s is the largest. Then, the probabilities of
correct decisionyij, i = 1,...,4 are sorted inversely according to théfelience between
16 — ¢l and||8s — 6¢||. Thereforegs s is the second largest white ; is the smallest. This
particular phenomenon could be explained by the symmettlyeofjuadratic loss function
as we can see that the extreme value always appears in thex oétite domain and the
farther it is away from the center, the smaller the corredpanvalue becomes. Note that
the results in Tabl8.1are based on a 1@epetition Monte Carlo simulation.

3.5.3 Geometry Influence

The influence of hypotheses geometry on the lower and uppandsofor the proposed
test can be seen from the simulation results based on thaegles shown in Figur8.7.
Specifically, ® = {(0,0),(1,1.732) (2,0)} andd;» = dy3 < di 3 in geometry 1,d;» =

dy3 = di3in geometry 2 andl; » = dy3 > di 3 in geometry 3. Without loss of generality,
the lower and upper bounds i , of the proposed test and the Ferguson test are plotted
as the functions of SNR. We assumpg= p, = pz to eliminate the influence of the prior
probability. |B| # 0 andA; are the geometry parameters.

In geometry 1, on one hand, the lower bounds of the two testgddive asymptotically
equivalent according to Corollai.4.1 These two lower bounds in FiguBe8 happen to
be equal becausg = 0. On other handB7| # 0, so the upper bound for the proposed test
doesn’'t asymptotically converge to its lower bound.

In geometry 2, the lower and upper bounds for the two testgemgectively equal
because all the distances are equal and the proposed teduised to the Ferguson test.
This can be illustrated by the results in Figa3:é.

In geometry 3|B;| = 0, so the lower and upper bounds of the proposed test should
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Figure 3.7: Three network geometries
wherea{}! andole2 are compared.
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be asymptotically equivalent. Additionally, the upper bds of the two tests should be
asymptotically equivalent. These two upper bounds happée tqual because of the par-
ticular geometry. Howeven, is not 0, although it doesn’t ultimately change the asymp-
totic equivalence between the misclassification prok#sliof the two tests, it makes the
lower bound converge slowly to the upper bound and the asptioptquivalence seems

less remarkable.

In Figure3.11, 6%-1(X) ands?(X) are compared with respect to all the misclassification
probabilities in geometry 1 shown in FiguBe7 andp; = po = ps. It can be seen that all
theay ¢ = o and all theap . are equal for 1< ki # ko < 3. Therefore®(X) is

ko,ka kg

an equalizer test since it equalizes the decision errorgtitities over all the hypotheses

Ha,...Hn andaioj‘l is independent of the distance. However, the relationsdaiw@emkl K

Q

andozi%|<4 heavily depends on the specific geometry.
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Figure 3.11: Comparison between the te8t3(X) and5?(X) with respect to all the mis-
classification probabilities in Geometry 1.

3.6 Conclusion

Based on a Gaussian distribution, a Bayesian test with thdrgtic loss function is pro-
posed to solve the MHT problem without the null hypotheXis This approach is espe-
cially relevant to many practical applications where therakative hypotheses have quite
different importance and, therefore, the @ loss function is not suitable. The Bayes risk
of a test for the MHT problem without the null hypothegi is expressed in a closed form
as a function of the misclassification probabilities. Far Bayesian test with the-01 loss
function and that with the quadratic loss function, the gstatic performance of the lower
and upper bounds of the misclassification probabilitiespaoposed. Finally, the asymp-
totic equivalence between the Bayesian test with theldoss function and the proposed
Bayesian test with the quadratic loss fucntion as the SNBstéminfinity is analyzed and
the condition of the asymptotic equivalence between thesstablished.

Based on the theoretical results on the multiple simple thgses testing problem
without the null hypothesig{, as well as the asymptotic performance of the misclassifica-
tion probabilities of the proposed Bayesian test, the mhjeative of the next chapter is
to propose a Bayesian test for the MHT problem with the nufidiiesisHy. Compared
with the MHT problem without the null hypothesigy, more analysis on the performances
of the Bayesian test are made.
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4.1 Introduction

The goal of this chapter is to propose a Bayesian test bas#teajuadratic loss function
for the MHT problem with the null hypothesidy. In chapter3, the Bayesian test with the
guadratic loss function for the MHT problem without the rtufbothesisH, was proposed
and the asymptotic performance of the misclassificatiobatilities for boths®-1(X) and
59(X) were analyzed through their lower and upper bounds. Indhémter, the asymp-
totic performance of the false alarm probability and thesmisdetection probability are
additionally studied.

This chapter is organized as follows. Sectiba states the the MHT problem with the
null hypothesisHy based on a Gaussian distribution in the Bayesian framelorbtrates
the problem with the toy example of secti@2 and formulates the main contributions.
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Section4.3 studies the Bayesian test in the case of general loss funatid derives the
Bayes risk of the test with an arbitrary loss function for MelT problem with the null
hypothesisHy. The Bayesian test with the-Q loss function is then introduced. Sectibd

is devoted to the Bayesian test with the quadratic loss immeind the method is applicable
for the construction of the Bayesian test with other los<fioms. The lower and upper
bounds of the false alarm probability and the missed detegirobabilities of the two
aforementioned Bayesian tests are given explicitly and #igymptotic equivalence as
SNR tends to infinity is also established. In addition, thangstotic equivalence between
their misclassification probabilities is studied based lwn results in Chapte3. Section
4.5 presents numerical simulations based on the intrusiorctieteand localization in a
WSN to verify the theoretical results about the two Bayesésts in terms of the bounds
of the relevant probabilities as well as their asymptotidgrenance. Finally, Sectiod.6
concludes the chapter.

4.2 Motivation

4.2.1 Statement of Multiple Hypothesis Testing Problem

Assumen independent random observatioNs ..., X, are arranged in the random vector
X = (X1, X2, ..., Xp) € R". There aren + 1 hypothese$Hy, Hj,. .., H, such that

Ho : X¢ = & VK. (4.1)

and fori € {1,..,n}
Hi - Xi=A+&, Xe=é& VKk#i. 4.2

The biasA > 0 represents the anomaly afiddenotes the ambient noise modeled as a
Gaussian random variable with variancg The values\ ando? are assumed to be known.
Therefore, 4.2 indicates that only one element of the observation vextr affected by
the anomaly under each hypothesis. It also indicates tHagnwhe anomalyféects an
element of the observation vector, its impact is the samdevbathe true hypothesis. The
objective is to find a test(X) : R" — {0, 1,..., n} such thatH is accepted whe#(X) = j,
which is able to detect and determine the location @fhile minimizing the quadratic loss
function specified below.

A loss occurs when the accepted hypothe&igx) and the true oneH; differ, i.e.
6(X) # i. This chapter considers that each hypothgsjsis associated with a unigue
label vectord; € RY which characterizes the hypothesis. &t= {6, 61, ...,6,} be the
set of labels. The loss related with an erroneous decisidefised as the distance from
the vectorfsx) associated with the decisi@itX) to the vectow; associated with the true
hypothesis. Accounting for the specificity of the hypotk&dh compared with the alterna-
tive hypotheses, there are three types of losses depenulithg: diypothesest; and Hsx).
The false alarm corresponds to the acceptance of the hyg®thgx), 6(X) # 0 when
the hypothesigHy is true and the missed detection corresponds to the acceptdrihe
hypothesisHy when the hypothesigf;, i # 0 is true. The misclassification corresponds to
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the acceptance of the hypotheBigx), 6(X) = 1,...,nwhen the hypothesigf;,i = 1,...,n,
6(X) # i is true. Therefore, the loss is given by

0 if i=0, §(X)=0,
C if i=0, 6(X)#0,
Qrp. _ 1
L™ [65, 0sx)] = C, if i#0, o(X)=0, “2)

16 — sxoll5 if i#0, 5(X)#0.

for all 6; € ® andésx) € ®, whereCy andC; are the loss of the false alarm and the loss of
the missed detection respectively.

4.2.2 Main Contributions

Historically, the first solution to the MHT problem for the-0 loss function has been
published by Ferguson 196]7 This problem is known under the name of the slippage
problem. The 61 loss function is given by

1 if 0 # Os5(x)>

0 if 0 = O5(x), (4.4)

Lo [0, 050x)] = {
for all @ € ®. This 0-1 loss function is not suitable for the MHT problem arisindgtie case
of seismo-acoustic intruder detection and localizatiansadered in subsectiod.2.2.1
For instance, when the true location of the intrudedsisthe losses induced by a false
decision at the locatios, or 63 are significantly dferent with respect to casualties or fuel
consumed for patrol car. Intuitively, the larger the dis&lie — 05x)ll induced by this false
decision, the worse the loss and other negative conseguéartieced by the false decision.
In addition, as is defined in Chapt8rr andR are the minimum and maximum distances
between all the possible locations. In the chapter, we asgbat the loss of the missed
detection is no less than the loss resulting from the falsalization with the maximum
distance and the loss induced by the false alarm is no griraterthat caused by the false
localization with the minimum distance, i.e.,

Ci1<r’<R?<C,. (4.5)

Such kind of practical problems is better represented bygtla@ratic loss function. But
changing the loss function has a considerable impact on #t@ematical dficulty to
derive an optimal test.

Hence, aimed at the MHT problem with the null hypothefts the main contributions
of this chapter are the following:

1. First, to solve the proposed MHT problem with the null hyyesisHy, a Bayesian
test with the quadratic loss function is designed.

2. The Bayes risk is expressed as a function of the misclesifin probabilities and
the false alarm probability as well as the missed detectiagbility. Then, the
asymptotic statistical performances of the proposed Bagdsst are studied.

3. When the SNR tends to infinity, the asymptotic equivaldnesveen the proposed
test and the Bayesian test obtained for thd (ss function is studied.



66  Chapter 4. Bayesian Test Based on Quadratic Criterion Wh Null Hypothesis

4.3 Bayesian Multiple Hypothesis Testing

4.3.1 Bayes Risk and Bayesian Test

In this chapter, it is assumed that the a priori probabitity- O of hypothesisH; is known
with 21, pi = 1. In the Bayesian framework, the quality of a téfX) is evaluated with
the Bayes risiR[60, 5(X)]:

RI60.000] = )" [ L0 s )0 (4.6)
i=0 RO

whereg(x, 6;), x € R" and6;, € @, denotes the mixed joint density function of, ¢) and
L [6i, 65 ] is the loss function. The value[6;, 05y | is the cost of decidings) when the
true parameter ig; (see examples4(3) and @.4)). The Bayes risk is the mean value of
the loss function with respect to the mixed distributionta tbservation vectof and the
random variabl®@. The test which minimizes the Bayes risk is defined as the 8agdest
§(X) satisfying

S5(X) = arg min R[6, 5(X)] 4.7)

S(X)eX

whereX denotes the set of tesieX) 1 R"+— {0,1,...,n}.

4.3.2 General Results on the Bayesian Test

Under hypothesisHy given by @.1), X,... X, are independent an¥s,... X, are iden-
tically distributed with a common densityp(x). Under hypothesisH; given by @.2),
X1,... X, are independeniXy,. .. Xi_1,Xi:1,. . . Xp are identically distributed with the den-
sity ¢o(X) while X; has another density1(X) = ¢o(x — A). Hence, the joint probability
density functionf (x|6;) of the vectorX = (X1, X», ..., Xp) is given by

n
F(xi60) = | | o) (4.8)
k=1
and .
f(40) = e106) | ] o) (4.9)
k=L ki
fori = 1,..,nwherex = (Xg,...,X%,). Consequently, the mixed joint density function
o(x, 6;) of (X, 0) satisfies
$(x, 6) = pi f(X6). (4.10)

Let f(X) be the marginal density of:

n
109 = > pf(xe) >0, VxeR". (4.11)
i=0
Then, the posterior probability(6;|x) of 6; given the sample observationis defined
by
P(X, 6;)

n(6i1x) = o

(4.12)
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for all 6; € ® and allx € R". A straightforward calculation yields

n
R[6,6(X)] = flz L(ei,95(x))n(9i|x)] f(x)dx (4.13)
g Li=0
Then, it can be easily shown that the optimal Bayesian tegvén by
n
5(X) = arg min > L[6, O50]  7(6:1X) (4.14)
6(X)€7< i=0

whereX denotes the set of tesieX) 1 R"+— {0,1,...,n}.

To be distinguished from the notation made in Chaptiear the MHT problem without
the null hypothesisHp, The probabilities characterizing the quality of a t&sX) for the
MHT problem with the null hypothesi®{y are denoted by

aij = Pri[6(X) = ]

foralli, j =0,1,...,nwhere Pi(A) is the probability of evenA when hypothesig; is true.
Typically,

aoj = Pro[o(X) =i] (4.15)
is the false alarm probability of the hypothegis and the false alarm probability of the test
is defined by the following equation

n
@ = Pro[6(X) # 0] = 1- o0 = ), @0, (4.16)
i=1
Similarly, @; o representing the missed detection probability of the Hypsis; is denoted
by
aip = Pri[6(X) = 0] (4.17)

fori # 0. The misclassification probability of the hypothe#is when?; is true is given
by

aij = P [6(X) = |]. (4.18)
The following proposition shows that the Bayes risk is diserelated with the false alarm
probability @p, the missed detection probabilitiesy and the misclassification probabilities
a;j j Which are respectively given by (16-(4.18).

Proposition 4.3.1 The Bayes risk |, 5(X)] of the tests(X) for testing hypothese#{y,
Hi, ..., Hn given by 4.1) and @.2) with an arbitrary loss function [4;, 65x)] and the
prior probabilities , p1, ..., ph Satisfies

n n
R[6,6(X)] = pozao,jL(Qoﬁj) + Zpiai,oL(Hi,Oo)
j=1 i=1
losses induced by false alarm losses induced by missed detection
n i-1
+ Z [pi@i L@, 0) + pjajiL (). 6)]. (4.19)
i=2 j=1

losses induced by misclassification
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The proof of Propositiod.3.1can be found in AppendiB.1 and the Propositiod.3.1
gives us a general expression of the Bayes risk of the tektamitarbitrary loss function
for the MHT problem.

4.3.3 Bayesian Test with 0-1 Loss Function

When the 6-1 loss function 4.4) is chosen, the MHT problem is reduced to a simple form
of slippage problem in Exampl2.4.6 when there is no nuisance parameter. It has been
shown in Example2.4.3that f(x6) and L% [6, 65xx)] are invariant under a groug of
permutation, so the MHT problem with the 0-1 loss functiomisriant undeG. Thus an
invariance method has been used to solve the MHT problemifigadly, [Ferguson 1967
has proposed a Bayesian test with respect to a prior disbibinvariant undeG giving
equal weight t@1, ..., . However, in the case of a general prior distribution, thiewang
theorem, derived from that established IRefguson 1967 gives the Bayesian test with
the 0-1 loss function based on a Gaussian distribution, ¢&X) is given by

2
wo(X) = ﬁ exp(—%). (4.20)

Theorem 4.3.1 The Bayesian tesi® (X) based on the Gaussian distribution given by
(4.20 for testing hypothese&ly, Hi, . . . ,Hn given by 4.1) and @.2) with the loss function
LO1[6;, 65x)] and the prior probabilities g, pa, ..., g is given by

X)) =

{ 0 if MaXi<j<n Pj eXP( )< pOeXp(zch) (4.21)

i if p; exp(AX') MaXi<j<n Pj eXp(AX ) > poeXp(zAgz),

Although the method for solving the MHT problem has been ifidat in
[Ferguson 196[7/where the prior probabilities of the hypotheses are eqiha,concrete
result under the general prior distribution in the chapees hot yet been given directly. To
be rigorous, the proof of Theorem3.1lis included in AppendiB.2.

According to ¢.19, the Bayes risk 06%1(X) is

=

n n
R0,8%1 ()] = poad ™t + > padpt+ > > (malt + pja’t) (4.22)

i=1 i=2 j

i
._\

wheread ™, a?;! and’ci?j‘l are respectively the false alarm probability, the misseeadion
probability and the misclassification probabilities &r*(X).

Remark 4.3.1 The fact that the MHT problem with-1 loss function is invariant under
G means that althougho, @i, @; j respectively given by equatiod.(6-(4.18 are influ-
enced by the prior distribution, the Bayes ris@(i‘?[e,go‘l(X)] is independent of the prior
probabilities @, p1, ..., -
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4.4 Bayesian Test with Quadratic Loss Function

4.4.1 Bayesian Test with Quadratic Loss Function

It is shown in Exampl&.4.4thatL? [6;, Bs(x)] is not invariant under the groy of permu-
tations, so the MHT problem with quadratic loss functionas imvariant under the group
G of permutations. Therefore, we could no longer use the iamae methods proposed by
Ferguson to treat the problem. L&?(X) denote the Bayesian test which minimizes the
Bayes risk for the quadratic loss functichd).

By combining @.3) and @.14), the Bayesian test with quadratic loss function is defined
as

69(X) = arg min Z L (61, B3] 7(6i1X) (4.23)
S(X)eK

After some analytical manipulations, the t6S(X) is given in Theoren#.4.1

Theorem 4.4.1 The Bayesian tesi?(X) based on the Gaussian distribution given by
(4.20 for testing hypothese®{y, Hi, ..., Hn given by 4.1) and @.2) with quadratic
loss function B [6;, 65x)] and the prior probabilities @ pi, ..., p is given by

§(X) = argomin B?(X) (4.24)
<j<n
where -
BY(X) = { Ca Xt AdX) if j=0,
j C1A0 + Sy ks 16k = OilI5AX) if | #0.
with
AZ
Ao = Po eXp(zaz)’
AX
A) = P eXp(_;)
g

The proof of Theorerd.4.1can be found in AppendiB.3.
According to @.19, the Bayes risk 062%(X) is

n i-

n 1
RR[6,6%X)| = Crpodg + Ca ) g+ ), >~ (ma@ + pjay) 6 — 61 (4.25)
i=1 i=2 j=1

Wherea(?, anda are respectively the false alarm probability, the missedali®n

probability and the mlsclassification probabilities #8t(X). From @.25), it can be seen
that the losses resulted byffdirent misclassifications are weighted by the distdificed;||,
which is desirable for the practical applications.

Remark 4.4.1 Because the MHT problem with quadratic loss function is mgéy invari-
ant underg, the Bayes risk R[,5°(X)| depends on the prior probabilitiesoppy, . .,

Pn.
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4.4.2 Asymptotic Performance of Bayesian Test
4.4.2.1 Exactformulas

In this section, we compare the performances®f(X) ande(X) to study the relation
between them. Specifically, the false alarm probabii@yl and’o?o, the missed detection
probability a; ‘1 anda as well as the misclassification probabllltl*}% 1 andal are

i
respectively compared However, it idfttiult to directly calculate these probabllltles For

instance, the misclassification probability for t6%t!(X) is calculated as follows

ot = Pife®t(x) =]

~ Py [A, (X) = maxAm(X)]

m=1,m#j

L Ax, A? AX;
ﬂ pnexp| o) < py exp( =5 )| ()| Poexp 5| < Pexp—3

m=1,m#j

_ {ﬁ %m<mmﬂhwxmmw
.

2

_ Pm o P A _
P“{ m |:Xm<XJ—X nE]m[KInE+§SXJ]}

m=1,m#j

The above probability can be calculated byrafold integral, specifically

r X2 AV
apy f L exp|-—L f L exp|- 22 lax
’ 202 202 2 202

|

N ) n
—@(X‘——%Inﬂ_) [ @(X’—% @)dx,
7 Pi melmejme Pi

(4.26)

where®(-) is the cumulative distribution function of the standaramal distribution. Al-
though the integral for calculaﬂ@0 Lin (4.26 is rather complex, its approximate value
can be obtained with low numerlcal complexity by replacihg integral with a numeri-
cal integration procedure since all thg’s are independent. However, when we calculate
the misclassification probabllltthJ for test6Q(X), the structure of the test for quadratic
loss function is far more complicated than the one obtainedhie G-1 loss function. For
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instance,
@y = Pi[o%X) = j
= Pr [B?(X):mint(X)]
= Pri{ ﬂ [BQ(X)<BQ(X)]m[BQ(X)<BQ(X)]]
m=1,m#]|
where

Pri [BR(X) < BR(X)]

Pn[ D=6 B AX) < D] ||ek—em||§Ak(X)]

K=Lk#] k=Lk#m

Pri [BR(X) < BR(X)]

Pr [cle(X)+ (16— 613 —cz)Ak(X)sczA,-(X)]

K=LK#j

The dfficulty in calculatingb?i?j has been explained in SectiBr.2.1and similar prob-

lems also exist in the calculation of the false alarm prdiiatiy“Q and the missed detection
probabllltya and hence it is dficult to calculateR [9 5Q(X)] Consequently, we look for
the lower and upper bounds for these probabilities to iotiyestudy their performance,
especially in the asymptotic sense.

4.4.2.2 Lower and upper bounds

The lower and upper bounds for the false alarm probabiligy given in Theoren#.4.2
and the corresponding for the missed detection probabkitéygiven in Theorem.4.3 that
follow.

Theorem 4.4.2 The Bayesian test&®-1(X) and 69(X) for testing hypothese®ly, Hx, .. .,
H, given by 4.1) and @.2) and associated with the prior probabilitiesy,pp1, ---,
satisfy the following relations

n |n&

—0-1 _ P, SNR

at=1-] 11“’ S\RT 2 } (4.27)
j=

and
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where
" . n o §1+In% SNR] (4.28)
@o i1 SNR 2
n {2 +1In E SNR]
u.Q Pj
—< = 1- (0] , (4.29)
0 g { SNR 2
C
4 = In E;’ (4.30)
Cy
¢ nC, — (n— 1)r2 (4.31)

{1 and, the parameters associated with the hypotheses geometriharwbst allocation
strategy.

Theorem 4.4.3 The Bayesian test®1(X) and 6°(X) for testing hypothesesly, Ha, . . .,
H, given by 4.1) and @.2) and associated with the prior probabilitiesy,pp1, ---,
satisfy the following relations

N gNR) " In £ SNR
~0-1 Pi DJ
0-1_ g @ 4.32
%o [SNR ) L] *\snr (4.32)
j=1,j#i
and
1Q _ ~Q _ puQ
Po S s Pio
where
L+In® gNR) Y (L+I 2 SR
PO = @ b [T Py :
i SNR 2 [ SNR 2
j=1,)#
(4.33)
O+ Ry N (4+INP SNR
PL = o P ® by . (4.34)
] SNR 2 ) L1 SNR 2

In particular, wherC, = r? = R? = Cp, a9 * = a; and~0 1= aQ The demonstrations of
Theorend.4.2and Theoren#.4.3are respectlvely detalled in Appen®<4 and Appendix
B.5.

4.4.2.3 Performance analysis

The asymptotic equivalence between the proposed test agddea’s test is also of great
interest. From Theorem.4.2and Theoremd.4.3 the following two corollaries can be
obtained.

Corollary 4.4.1 WhenSNR — +co, the Bayesian tes&1(X) and 6°(X) for testing hy-

pothesesHy, Ha, - . ., Hn given by 4.1) and @.2) and associated with the prior probabili-
ties @, p1, ..., ph Satisfy
&8—1SNFS—>00585NF3_>00”® (_ S';R) )
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Corollary 4.4.2 WhenSNR — +co, the Bayesian tes&1(X) and 6°(X) for testing hy-
pothesesHy, Ha, . . ., Hn given by 4.1) and @.2) and associated with the prior probabili-
ties @, p1, ..., ph Satisfy

a

~0-1 —>oo~Q —> 00, SNR
T (D(_ )

2

forl<i<n.

In the two corollaries above,(t)!>*°g(t) means thaf (t) = g(t) + o[g(t)] whereo(X) is such
thato(x)/x — 0 asx — 0.

Although it is dificult to obtain the non-conservative lower and upper bouridbeo
misclassification probabilities for the proposed test,rdmilts obtained in Chapt8rcan
be used. For example,

>t = Pr [’50—1(X)=']

l.)
Ax, AXm A?
= Pr|pjexp|—|= 1Tn?X Pmexp| —- 2 > pPoexp 252

= Pr max pmex AX ex AZ j ex 2% = max pmex AXm
- pmexp| —5" | > Poexp| — ||| P exp| — | = max pmexp| —
= Pr.(ElmEz) (4.35)
where
2
Pr(E1) = Pr max pmexp(AX )> poexp( A )]:1—’07?51 (4.36)
O' O' ’
and
AX;
Pr(E2) = Pri | pj exp(—zj) = Mmax pm eXp(AX’“)] =t (4.37)
(o 1<msn O' ’

Then, similarly, the misclassification probability & (X) is calculated as follows

@y = Pr[6%X) = ]

= Pr.(BQ— min BQ)

0<m<n

_ . ; Q Q Q _ Q

= Pr{(min B8 < B§)()(8F = min &5))

= Pr(EsnE) (4.38)
where

P (Es) = P ( min BS < Bg) -1-a% (4.39)
1<m<n 5

and

Pr(E4) = Pr,( — min B,%):a.Q.. (4.40)

"~ 1<msn I
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Remark 4.4.2 According to 4.39 and @.40), it can inferred tha’@'Q < aﬂ

Remark 4.4.3 In particular, when G = r2 = R? = Cy, because’ay?0 =% andcz0 1= aIQJ
as itis pointed out in Rema& 4.4 then it can be inferred thfifo 1 anda , are also equal.

Similarly, we can obtain tha¥3* = @3 in the particular case.

According to Corollary.4.3

SNR
a]ﬁ(;lSNF\:—moa'SOSNlieooq) (_ 5 )’
so, according to4.36 and &.39),
SNR
Pr.(El)SNR*wPr(Eg)SNRﬁ""d)( > ) (4.41)
According to Corollary3.4.2
SNR
Pr(Ey) = a,O 1SNR—>00Q( \/E )
and
Pi(E) = oS (851+ Q[ 2
where|B;| andQ(-) is given in Theoren8.4.3 If |[B| = 0, then
SNR
Pn(EZ)SNR—)ooPr(E4)SNR—>ooQ( ﬁ)

and it can be inferred fron¥(35-(4.41) that~0 1SNR—eopy QJ However, in the other cases,
especially when the dimensiarof the parameter spaéis Iarge |B; | is usually large, so
in such cases the asymptotic equivalence betvﬁ@f}handa ij canno longer hold.

Therefore, it can be concluded from the analysis above amdli@cy 4.4.1:4.4.2that
the false alarm probability and the missed detection pritibab of 5°-* ands®? are always
asymptotically equivalent with respect to SNR while themagtotic equivalence between
their misclassification probabilities depends on the gdéponaf the parameter space and
they are asymptotically equivalent in a particular case.

To verify the above theoretical analysis, in the followiragon, a Monte-Carlo simu-
lation is carried out in the context of the anomaly detectad localization in a WSN.

4.5 Numerical Results

In this section, two primary simulation experiments in tbatext of intruder detection and
localization in WSN are carried out to verify the performaranalysis made in Section
4.4.2.3 In the first experiment, the main objective is to verify trenrasymptotic lower
and upper bounds of the false alarm probabiligy the missed detection probabili@y o of
the tests’%1(X) ands?(X) as well as their asymptotic performances with respect tB.SN
The second experiment is dedicated to illustrate the infl@ei hypotheses geometry on
the asymptotic equivalence between the misclassificatiobghbilities of the proposed test
and the Ferguson test.



4.5. Numerical Results 75

4.5.1 Non-asymptotic Lower and Upper Bounds

05

Intrusion

[

Figure 4.1: Detection and localization of an intruder in aNM8ith a monitoring center.
Thei-th sensor has the geographic locatrand the virtual locatiorfy represents the
absence of the anomaly.

The first experiment concerns the WSN described in Figdre with 6 =
{(05.5.8).(5.1).(85.35).(85.6).(6.8)} ando? = 1. BecauseR?[6,6°(X)| depends on
the prior distribution, in order to eliminate its dependerand to highlight the influence
of the quadratic criterion, a uniform prior distributionasglopted, i.e., the prior probabil-
ities pi’s satisfy pg = 0.1 andp; = 0.18 for alli = 1,...,5. Without loss of generality,

C; = 0.5r2 andC, = 2R2.

In Figure 4.2, ’&3‘1, ’07(? and its lower and upper bounds are plotted as the functions
SNR. The false alarm probability of the proposed test isdiatban that of the Ferguson
test. Although nonzerg; and/, make asymptotic equivalence between the two bounds
and the curve representing the false alarm probability @F#rguson test less remarkable,
these results also well corroborate Theoed2and Corollary4.4.1

In Figure4.3, &‘2’1)1, ’oZSO and its lower and upper bounds are plotted as the functions
SNR. The missed detection probability of the proposed tealways smaller than that of
the Ferguson test. Although nonzefoand/, make asymptotic equivalence between the
two bounds and the curve representing the missed deteatidoalpility of the Ferguson
test less remarkable, these results also well corrobotaerem?? and Corollary??.

4.5.2 Comparison oy, aio and @; j when SNRis Fixed

In order to give a better illustration, a complete comparigwr the empirical values with
confidence intervals of the false alarm probability andredimissed detection probabilities
are given in Tablet.1 SNR = 4.5 is chosen so that these missed detection probabilities
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Figure 4.2: Lower and upper bounds of Figure 4.3: Lower and upper bounds of
’07(? as well asad~* which are plotted as ’0720 as well asa§ ;- which are plotted as
the functions of SNR. the functions of SNR.

Table 4.1: Comparison betweé?r(X) ands?(X) with respect targ anda; o when SNR=
4.5

g @10 a20
0.082[0.081 0.082] 0.00804[0.00792 0.00818] 0.00799[0.00786 0.00812]
0.43%[0.43 0.432] 0.000357]0.000324 0.000379] 0.00036@0.000341 0.000397
30 @40 as50
0.00813[0.008 0.00827] 0.0080¢[0.00793 0.0082] 0.00801[0.00788 0.00814]
0.0003630.000336 0.000392] 0.000362[0.000335 0.000391] 0.000377[0.000349 0.000407

are not too small. Specifically, in each cell of Tadld, the empirical value oﬁg‘l and

’d{ifgl are listed above and the one’&g and’o?i?o below. It can be seen that agﬁ@‘l < E(?

and'o?iQ0 < &?51 in accordance with Theoreh4.2and Theoren#.4.3 In addition, it can
be seen tha&ig;é =a%l and&le’o = '0?82’0 for 1 < k; # k» < nin accordance with that
observed in Figur@?.

In addition, a complete comparison on the empirical valugk wonfidence intervals
of the misclassification probability are given in TaBle. SNR= 1 is chosen so that these
misclassification probabilities can be distinguished ityed he same phenomenon can be
seen as is shown in TabBl, that is, all the probabilities of correct classificati(ﬁil?fl for
i = 1,...,nare identical and all the misclassification probabilifé?1 fori,j =1,..,n
andj # i are identical. On the contrary, because of the quadratiflogction, all the'o?i?i
andaa. are discriminated by the distance. More detailed compargsowell as the reason
for this phenomenon have been made in Sec8idn In addition,'d'a- < ai?j according to
Remark4.4.2which can be verified with the comparison between T&bleand Table4.2

Note that the results in Tabldsl-4.2 are based on a IMonte Carlo runs.
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Table 4.2: Comparison betweéPr?(X) ands®(X) on@; j when SNR= 1

j

1

2

3

4

5

0.492[0.491 0.493]

0.126[0.125 0.126]

0.125[0.125 0.126

0.125[0.125 0.126]

0.125[0.125 0.126]

0.0466[0.0463 0.0469]

0.0749[0.0745 0.0753]

0.143[0.143 0.144

[ ] [
0.287[0.286 0.288] | 0.139[0.138 0.139] | 0.128[0.128 0.129]| 0.1%[0.109 0.11] | 0.336[0.336 0.337]
5 0.126[0.125 0.126] | 0.49%[0.491 0.492] | 0.125[0.125 0.126]| 0.126[0.125 0.126]| 0.125[0.125 0.126]
0.0539[0.0535 0.0542]|  0.395[0.394 0.395] | 0.277[0.276 0.277]| 0.12[0.1190.12] | 0.155[0.154 0.156]
3 0.125[0.124 0.125] | 0.125[0.125 0.126] | 0.492[0.492 0.493]| 0.125[0.125 0.126]| 0.126[0.125 0.126]
0.0406[0.0403 0.0409]| 0.0989[0.0983 0.0992]| 0.468[0.467 0.469]| 0.219[0.219 0.22] | 0.174[0.173 0.174]
. 0.125[0.125 0.126] | 0.125[0.125 0.126] | 0.126[0.125 0.126]| 0.492[0.491 0.493]| 0.125[0.125 0.126]
0.0389[0.0386 0.0392]| 0.0742[0.0738 0.0746]| 0.218[0.217 0.218]| 0.435[0.434 0.436]| 0.234[0.234 0.235]
5 0.125[0.124 0.125] | 0.125[0.125 0.126] | 0.125[0.125 0.126]| 0.126[0.125 0.126]| 0.492[0.491 0.493]
] ] [

0.224[0.224 0.225

0.517]0.511 0.512]

Topology 1

Topology 2

Topology 3

Figure 4.4: Three network geometries
where’c?fl"zl andb?fz are compared.

4.5.3 Geometry Influence
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amd’o?‘l-"2 for Geometry 1.

The influence of hypotheses geometry on the asymptotic algmge between the mis-
classification probabilities of the proposed test and thgyls®n test can be seen from
the simulation results based on three triangles shown ior€ig.4. Specifically,® =
{(0,0),(1,1.732) (2,0)} andd; » = d3 < dy1 3in geometry 1d; » = dp 3 = dy 3in geometry
2 andd;» = dy3 > dy 3 in geometry 3. In order to relate the results abeus with Figures
3.8-3.1Q the misclassificatiom » is observed. We assunmg = py = ps to eliminate the
influence of the prior probability. In addition, to highligthe particular case where the two
tests are perfectly equivalent, we cho@e=r? = R? = C,.
On one hand, according t¢.85 and @.38), a;  is related toe; ; andajp. On the
other hand,?;fi?(‘)l and’o?i?o are always asymptotically equivalent, for any geometryhef t
parameter space we adopt. Therefore, the influence of thmeigp on the asymptotic
equivalence betweeiiﬂj‘l and b?i(?j is the same with that on the asymptotic equivalence

betweenozi‘?JTl and aa. This can be verified with the comparison between Figuyrés
4.7 and Figures3.83.10 Specifically, in geometry 1, similar with the non-asymjutot
equivalence between the misclassification probabilitiethe two tests withoutHy, the
misclassification probabilities of the two tests witly also don’t asymptotically converge
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Figure 4.7: Comparison betweer !
anday, for Geometry 2.

~Q
andczl’2 for Geometry 3.

together. In geometry 2, the misclassification probaegitf the two tests wittiy are also
equal, which is the same with the misclassification proli#silof the two tests withoutly
because all the distances are equal and the proposed edticed to the Ferguson test. In
geometry 3, the asymptotic equivalence between the mssfitaion probabilities of the
two tests withHp also holds like the asymptotic equivalence between thelasisification
probabilities of the two tests withodtfy. Similarly, the geometry parametas is not O,
which also makes the convergence less remarkable. Notththegsults in Figure4.5-4.7
are based on a $gepetition Monte Carlo simulation.

4.6 Conclusion

A Bayesian test with the quadratic loss function for the sotuof the MHT problem with
the null hypothesisHy is proposed for the Gaussian distributions. The Bayes risk o
test for the MHT problem with the null hypothesi4; is expressed in a closed form as a
function of the false alarm probability, the missed detatiprobabilities and the misclas-
sification probabilities. The asymptotic performance & linver and upper bounds of the
false alarm probability, the missed detection probabgitand the misclassification proba-
bilities are derived. Finally, the asymptotic equivalebetween the Bayesian test with the
0 - 1 loss function and the proposed Bayesian test with the gtiadoss fucntion as the
SNR tends to infinity is analyzed and the condition of the gstyiic equivalence between
them is established.
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5.1 Introduction

In this chapter, an experiment is conducted to demonstnataplicability of the statistical
test proposed in Chaptdrin the context of detection and localization of a signal blase
acoustic measurements of individual microphones. Givenikaneous acoustic measure-
ments taken by the microphones at known locations, the gegptest is expected to detect
and locate the signal with the minimum cost measured witlytiaratic criterion.

First, on account of the temporal correlation in the realiatio measurements, an au-
toregressive (AR) model is used to characterize the measumts with and without the
signal. Then, a local hypothesis approach is used to casrtest statistics for the pro-
posed detection problem. Finally, thextiveness of the Bayesian test with the quadratic
loss function in Theorem.4.1is verified based on the experimental results.

5.2 Autoregressive Model for Acoustic Measurements

The time series of acoustic measurements can be viewedras-@dirying discrete random
process where the measurements takenfigrdint time instants are correlated. However,
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as is made in SectioB.2.2.]1 the independence among these measurements is assumed in
the construction of the statistical test. To handle witls teimporal correlation, a Gaussian

AR model is used to represent the random process, spegifitadl measurements of the

i-th microphone are defined by

p
Vi) = ) avitk—1) +vi(k (5.1)
t=1

wherep is the order of the model ang(k) is a Gaussian white noise with varianee
We assume that the root of the polynoniBl- 2&1 a;zPt must lie within the unit circle
so that the model is stationary. Lg{k) be the innovation which is computed recursively
according to the following equation

P
ai(k) = Yi( — > avitk—1). (5.2)
t=1

The vector parameter of the AR model is denoteduby (a1, ...,ap,p)T. In particular,
in the AR model without the signal, the innovation is repreeed bysio(k) and the vector
parameter is denoted by = (aJ, ..., a0, po).

The statistics in the test proposed in Theorémh.1is related to the likelihood ratio
(LR), but it is difficult to directly compute the LR for the AR model. Thus, in tbtdwing
section, a local hypothesis approach is used to construatisties based on the parameter
u to replace the LR and the new statistics asymptoticallyofola Gaussian distribution,
which is conformed with the assumption for the constructibthe proposed test.

5.3 Local Hypothesis Approach

5.3.1 Hiicient Score and Fisher Information

First, we introduce thefBcient score associated with an observatibin the case of a
vector parametes of dimensionm. Let f,(y) be the density function of the observation
and letl,(y) = In f,(y). Then the #icient score is defined as

S
op

and the Fisher information is defined asmx m matrix with elements
1ol (y) ][ al.(y)
Fij(u) = f = H—#

Oui ouj
Similarly, if a sample of sizeN is denoted by Y(k)]1<k<n, then the #icient score for
[Y(K)]1<k<n is denoted and defined by

] f.(y)dy.

ol (YY)
op

N =
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If we note .
Al [yi)Y Y
S = T
u
then we get
N
Sn=)S
i=1
and in particular
_ Ol [y(D)]
1= —a'u .
The dficient score can be also viewed asmadimensional vector:
S
Sn =
SN,m

The Fisher information matrix is then amx m matrix with elements
1
Fij () = B (SN,iSL,j)-

The concept of #icient score and Fisher information will be used in the folluyvasymp-
totic local approach.

5.3.2 Asymptotic Local Approach

In this section, the local hypothesis approach based onyanpstic local expansion of the
LR is introduced. A detailed introduction of this approaeim e found inlLleCam 196

We consider a parametric family of distributioffs= {P,},c,., 1 ¢ R™ satisfying some
regularity assumptionsjoussas 197Davies 1973lbragimov & Khasminsikii 198]land
a sample of siz&\. Let (vnT)n, Where|| T ||= 1, be a convergent sequence of points in the
spaceR™ such thatyy — v € R. Letuy = u + V—\/NNT. Therefore, the distance between the
hypotheses

Ho={Y~P,} and H; = {Y ~ P#+%T}

depends upoiN in such a way that the two probability measures get closeath ether
whenN grows to infinity. The logarithm of the LR fo(K)]1<k<n Can be written as

P (YY)
pu(le) ‘
Then, from 6.3), the definition of a local asymptotic normal (LAN) family dfstributions
is given.

LR(, un) = In (5.3)

Definition 5.3.1 (LAN family of distributions) The parametric family of distributions
P = {Pu}ue. Is called locally asymptotic normal if the logarithm of th& lfor hypothe-
sesHy andH; can be written as

2
LR(z, un) = v TESn(u) - %TWWW + an(N, v (5.4)
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where

1 0npYY) 1
ESn(u) = WT = WSN,

#n(u) is the Fisher information matrix fofY (k)] ;<< and
ESn(u) ~ N[O, Fn(u)] when Y~ P, (5.5)

where~» means that the distribution of the random variable \{&) weakly converges to
the normal one when N> . In expansion §.4), the random variablery is such that
an — 0almost surely under the probability measurg. P

We have the following asymptotic normality bR(u, un), ESn(u):

NI-5YTFu() T 20T F(u) Y] when Y ~P,
LR ) -~ {N[+V—22‘I’TTN(/1)‘I’,VZTTTN(#)T] when Y ~ P,y (5.6)
ESn(u) ~ N[VFn)Y, Fn(w)] when Y ~ Pf”TVNT (5.7)

As is proven in Basseville & Nikiforov 1993 LAN properties exist for some important
special cases. In particular, the asymptotic local expani.4) can be derived for an AR
random process.

Remark 5.3.1 The important corollary of the LAN properties for a parametiamily £
satisfying the regularity conditions is that®-#n) behaves approximately as if the family
were exponential. Thus, the vector of thfeceent score ER(u) is an asymptotic gficient
statistic. Moreover, from the above asymptotic normalitis ipossible to transform the

asymptotic local hypothesis testing problems H {Y ~ P, | against H = {Y ~ Py+:/—’\l‘r}
N
into a much simpler hypotheses testing problem for the méarGaussian distribution.

5.3.3 Local Hypothesis Testing Approach with AR Model

We consider a parametric family of distributiofs = {P,},c.crm, and we assume these
following two simple hypotheses:

Ho = {u=puo},

v
Hi = {M=MN=M0+—‘Y’}
VN

where’ is the unit vector of the change. The log-likelihood ratio [f6(k)];<k<n IS

Pun (VYY)
Puo(YY)

WhenN goes to infinity, according tb(4), we assume thdtR(uo, un) can be written as

LR(uo, un) = In

2
LR(u0, n) = v YT ESn(uo) — %TTTN(,UO)T (5.8)
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whereESy(uo) is related to the ficient scoreSy(uo) for [Y(K)]1<k<n:
1
VN
and¥n(uo) is the Fisher infqrmation mat_rix.
In the experiment, ES|(uo) and S\ (uo) represent the ficient scores associ-

ated with a sample of siz&l of the i-th microphone and it has been calculated in
[Basseville & Nikiforov 1993 that

ESn(uo) = Sni(uo) (5.9)

L3l Yik- P

. aln p,(YN) :
i M\
St g B 5.10
N0 =g ] T A S k- e (510
1 oN [ R
P_OZ":l{ I _1}
Let
x-—vf]rTEsi(,l)—E L (o) (5.11)
i N MO \/N NM0)- :

From (6.6), (5.8 and 6.11), it can be seen that on one haxidasymptotically follows
a Gaussian distribution with zero mean and known variancenvthe sample does not
contain the signal. On the other hand, tH&cegent scoreX; of a sample containing the
signal also asymptotically follows another Gaussian ithistion with another mean and
the same variance. Therefor¥, can be used as the observation for the statistical test
proposed in Theorem.4.1 In the following section, we verify the performance of the
statistical test based on acoustic measurements with ¢aéHgpothesis approach.

5.4 Experimentation

5.4.1 Scenario

The scenario of the experiment is shown in Figbre 3 microphones are used for record-
ing the sounds within their receiving range, a part of whiglgénerated artificially, for
example, by rubbing on the microphone. An AR model of orpes used to model the
acoustic measurementgk)|,...n. When we do not rub on thieth microphone, the pa-
rameter of the AR model igg € RP*1 while when we rub on it, the parameter of the AR
model isun = uo + LNT. These acoustic measurements are transmitted via thescable
to a portable audio d/;vice connected to a computer. The guoeeof the experiment is
illustrated in Figures.2

First, these measurements are pre-processed by a low pasariill a simple decima-
tion since the useful signal in the acoustic measuremeinearin the low frequency region
which is a very small portion of the power spectrum.

Then, a short portion of the pure noise in the measuremeniseid to estimate the
parametefg = (a‘l’, ...,a%,po) of AR model without the signal andy is estimated in a
sampling window where we have rubbed on one of the microphoivée choose some
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X1

X2

. X;
H, is true 8

\

microphone 1 oSS

%/ audio device

microphone 3

///

Y3(K)

microphone 2 ((( environmental noise

Figure 5.1: Experimental scenario

sampling windows where thefiierence between thdfeient scoresX;, i = 1,2, 3 is not
large to be more convinced of th&ectiveness of the proposed test.

Finally, the algorithm for the statistical test is execubaded on thes¥; for each sam-
pling window. According to the testing results on all theampling windows, the perfor-
mances, for instance, the detection probability of thewdtst respect to the measurements
can be obtained.

R
Y1(Ky— > . y
1 Local X1 oy
Low Pass Filter . ST
hypothesis - s
Yo - P S P
Decimation approach 2 N Y
N AV
Ya(K)—»] » AR model -
X3 \
et

Figure 5.2: Experimental procedure

To render the observation model in the experiment well aathpd the observation
model given in 4.1) and @.2), whenever we rub on one of these microphones, we assume
that only this microphone is expected of being influencedthieumore, the experiment is
assumed to be carried out in a homogeneous environment tsthvéhaoise level for each
microphone is the same. Moreover, the experiment is caotédh a noisy environment or
the rub is slight, the reason for which is that the SNR is notléamge. We need also make
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the slight rub with more or less the same strength so thatgtimation on the ficient
score of one sampling window of interest can be more rea$pgaberalized to the other
sampling windows of interest.

5.4.2 Observation Model

According to 6.5 and 6.7), it can be seen that the observation model of the experiment
can be transformed as follows
Ho : Xe =& YK (5.12)

and fori € {1, 2, 3}
Hi o X = VLT FN(o)T + &, X =& YK#I. (5.13)

wheregy w N[O, VZTTTN(/uo)T] for | = 1,2,3 and all thety are mutually independent.

When the parameterst® and¥ (up) are estimate@ priori (see the method in Section
5.4.3, the established observation model given5ril® and 6.13 is well adapted to the
one given in 4.1) and @.2). In the next section, an experiment is carried out to vahgy
effectiveness of the proposed statistical test.

5.4.3 Experimental Results

In order to demonstrate the applicability of the proposedistical test to the real data,
an acoustic experiment is carried out as is shown in Figu2e We rub continuously
only on the 1-st microphone for about 16 seconds to createessH# anomalous signals.
Each microphone records the sounds for 20 seconds with thienomin sampling frequency
fs = 44100Hz of the audio device. The network geometry is showFignre5.3, where

r = 2, R=3.6. In the Bayesian test with the quadratic loss function iedrem4.4.1 let
C1=r%Co=R% pp=0.1andp; = po = ps = 0.3.

2

1 3

Figure 5.3: Network geometry

At the beginning of the experiment, The original measuremand its power spec-
trum are respectively shown in Figuge4 and Figure5.5. The red curve represents the
measurements containing the useful signal while the othercurves represent the mea-
surements only containing the environmental noise. Th&lusinal is related with the
power augmentation in the lower frequency part of the spattr

The measurements after filtering and decimation and its pepectrum are respec-
tively shown in Figures.6and Figureb.7. The decimation ratio is/R0. It can be seen that
the useful signal has been largely preserved by decimation.
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Figure 5.6: Filtered and decimated mea- Figure 5.7: Power spectral density for
surements the filtered and decimated measurements

To represent the temporally correlated measurements, egselan AR model of order
p = 10. First, the measurements between the [3738800]-th sampling points are used
to estimate the vector paramejey of the AR model without the signal and the measure-
ments between [80001000]-th sampling points ig1(K) are used to estimate the vector
parametepuy of AR model with the signal. With the estimatgg, the innovation&ck’ of
the AR models without the signal can be calculated accortir{§.2). To illustrate the ef-
fectiveness of the estimated AR model, the auto-correlaticche acoustic measurements
of the microphones and the auto-correlation of the innowatiof the estimated AR model
without the signal are compared in Figl@&and Figures.9. It can be seen that the quality
of AR model is good in representing the temporally correlateeasurements.

Then, we verify the performance of the statistical test dasethe measurements be-
tween [780024000]-th sampling points since the SNR is relatively serallThe dicient
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scores of the measurements at each time instant in a sanvglidgw are calculated ac-
cording to 6.10 in the case oN = 1 and are shown in Figure. 10 K = 20 sampling
windows, each of which consists of 800 sampling points, hosen and the respective ef-
ficient score associated with the measurements in thesdisgmpndows are calculated.
For the sake of simplicity, the mean and the variance of ffieient score associated with
the measurements of the 1-st microphone in the first samplindow is estimated with
Matlab and they are both taken &8¢'" ¥ (i0)Y in the observation modeb(13. Then,
the dficient scores in the remaining 19 sampling windows are alkwledged in the same
way and taken consecutively as the observation for thesstati test.

Figure5.11shows the testing results based on tffeient scores in 20 sampling win-
dows wherH; is true. For the proposed test, the hypothesis correspgrditne minimum
statistics is decidedB?, which corresponds t@{;, is the smallest. The distance between
microphone 1 and microphone 2 is larger than that betweeroptione 1 and microphone
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3, so it causes a larger loss. Therefore, in order to baldrecexpectation of the losses, the
test guarantees that the misclassification Wthis less tolerable than the misclassification
with H3, thereforeBég > BS. Ho is chosen with the smallest probability because the loss
of missed detection is the largest. With respect to the ohien in these 20 sampling
windows, the detection probability of the statistical iest00%. Although this simple ex-
periment is not quite delicate, it also illustrates tifieetiveness of the proposed statistical
test in the practical applications.

5.5 Conclusion

In this chapter, an acoustic experiment on the signal deteahd localization is carried out
to illustrate the application of the proposed statistieat to the real data. Berent from the
measurements that we have assumed in the constructiontesthéhe measurements in the
real experiment are temporally correlated. An AR model edu® depict the correlation
and a local hypothesis approach is utilized to generatetiatgta for the test. Finally, the
testing result based on the real acoustic measurementbooates the applicability of the
proposed test.
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6.1 Conclusion

Anomaly detection and localization is an important probldrat has been researched
within diverse research areas and application domains df great importance because
anomalies often translate to significant, and often ciitiaetionable information. Aimed
at this problem, numerous techniques have been advancéel tivhitopic of this thesis is
confined to the parametric statistical techniques whichrassa underlying data distribu-
tion. More specifically, we use the statistical decisiorotige¢o solve the anomaly detection
and localization problem.

In the beginning, the basic elements of the anomaly deteetial localization problem
are introduced to explain the main principles behind varimchniques, thereby enabling
a classification of statistical parametric techniques. hstsame time, the formulation of
the problem treated in this thesis is also established, a.enultiple hypotheses testing
(MHT) problem. Afterwards, the fundamentals of the reskedapls, i.e., the statistical
decision theory, are introduced in detail to further clatife objective of this thesis, which
is the construction of Bayesian tests with quadratic loastion for the MHT problem. On
account of its complexity, the construction of the Bayeg&st is divided into two steps.
In the first step, we are only concerned with the MHT problerthait the null hypothesis
and this problem corresponds to the anomaly localizatiorthé second step, we further
solve the MHT problem with the null hypothesis and this peoblis correlated with the
anomaly detection and localization.

Next, the first step of the construction is detailed in Chaptehich contains two main
parts: the construction of the Bayesian test with the quedlass function based on a
Gaussian distribution for an MHT problem without the nullployhesis and the analysis
of its statistical performance via misclassification phulbites. Before the construction
of the test, the appropriateness of the quadratic lossiumoter the 0- 1 loss function
is explained in depth with some practical applications d@Bayes risk of a test for the
MHT problem without the null hypothesis is expressed in aetbform as a function of the
misclassification probabilities. Because the proposeceBian test with the quadratic loss
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function is a generalization of the-01 loss function, their misclassification probabilities
are compared. On account of théhdiulty in the exact calculation, the lower and upper
bounds for the misclassification probabilities of the twstseare proposed, from which
the influence of the topology of parameter space on the asyimmquivalence on the
misclassification probabilities between the two tests watdpect to SNR is revealed. In the
end, two kinds of simulations are carried out to corrobocateperformance analysis.

Further, the second step of the construction is detailechap@r4 which is also com-
posed of two main parts: the construction of the Bayesianviih the quadratic loss
function based on a Gaussian distribution for an MHT probleith the null hypothesis
and the analysis of its statistical performance: the falagraprobability, the missed de-
tection probabilities and the misclassification probéibsi Before the construction of the
test, the Bayes risk of a test for the MHT problem with the hylbothesis is expressed in a
closed form as a function of the false alarm probability, tissed detection probabilities
and the misclassification probabilities. The proposed Biayetest with the quadratic loss
function and the one with the © 1 loss function are compared again with respect to the
false alarm probability, the missed detection probabgitand the misclassification proba-
bilities. On account of the fliculty in the exact calculation, the lower and upper bounds
for these probabilities are proposed. From the analysis cibncluded that the false alarm
probability and the missed detection probability of the tests are always asymptotically
equivalent while the asymptotic equivalence on the misdiaation probability between
the two tests is still closely correlated with the topolodyttee parameter space. The per-
formance analysis is verified again with two kinds of simiolas.

Finally, an experiment in the context of signal detectiod ltalization based on the
measurements of the microphones is carried out in Ch&pténose motivation is to simply
demonstrate thefiectiveness of the proposed test in a practical applica®onAR model
is used to model the temporally correlated acoustic meammts and a local hypotheses
approach is applied to generate a statistic for the testmilsi testing result corroborates
the applicability of the test proposed in Chapter

6.2 Perspective

In this thesis, we propose two Bayesian tests with the qtiadess function for the mul-
tiple simple hypotheses testing problem. However, severpiovements are anticipated
which are enumerated in the following with the example afuder anomaly detection and
localization in a WSN. The firstimprovement is to consider thse of composite hypothe-
ses, for example, when nuisance parameters exist in thevalises. Nuisance parameters
can represent the unknown non-zero mean value of the noithe inbservation of each
sensor. It has been proved that the MHT problem associatidiva O— 1 loss function is
invariant under the group of permutation while the one wlith quadratic loss function is
not. Therefore, the MHT problem with the-01 loss function can be solved with the use
of the invariance principle while the one with the quadr&iis function cannot. Although
the observation model is only a littleftérent, we need more delicate methods to solve the
new MHT problem.
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In addition, the assumption that the anomaly is a known eoisthould be improved
in the later construction of the Bayesian test accordinguioexperience in the acoustic
experiment. For example, when we assume that the anomae ialiservation is an un-
known constant or even a random variable, the MHT problenoines more practical.
Moreover, we assume that at most a sensoffected by the intruder at each time. How-
ever, in a dense network, this assumption becomes fésgtiee. What is more complex,
is to consider the noises in the observation model to be ledekto each other, then we
need first to eliminate this correlation with appropriateasges.

Another consideration is about the decentralization ofalgerithm for the proposed
Bayesian test in a WSN. In this sense, the algorithm is eredatseveral sensors instead
of a single one since the computational complexity of thét becreases with the number
of sensors but the energy of each sensor is limited.

These aforementioned improvements are associated withplecation of the test in
WSN. For other applications, other improvements can beideresd. With these potential
needs in mind, the research interests in the constructiddagésian test with other loss
functions for the MHT problem will continuously grow and defely expand the applica-
tion domain in the near future.
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7.1 Introduction

Le probléme de détection et localisation d’anomalie esamdp dans divers domaines et il
est important parce que les anomalies se traduisent solegeimformations importantes,
voire critiques. La formulation de ce probleme est congétade plusieurs éléments de
base, telles que les données d’entrée, les étiquettescetritzaintes li€ées a des applications
spécifiques.

Les techniques de détection d’anomalie peuvent étre eagséncipalement en des
techniques a base de la classification, des techniques aésseisins les plus proches,
des techniques a base du regroupement et des techniqustisies.

Les techniques de détection d’anomalie a base de la clasificconsistent en deux
phases ou un classificateur est appris en utilisant des dsmt@prentissage disponibles
avec les étiquettes dans la phase d’entrainement et demdastde test sont classées
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comme normales ou anormales en utilisant ce classificatdeno dans la phase de test.

Les méthodes représentatives de ce type sont des méthodss déoréseau nerveux, des
méthodes basées sur le réseau bayésien, des méthodessbhasg@sachine a vecteurs de

support et des méthodes a base de régles. La limitationipaieades méthodes basées sur
la classification est que les données d’entrainement soesséires alors que cela ne peut
pas étre toujours satisfait dans la pratique.

Les techniques de détection d’'anomalie a base des voisifug proches exigent une
mesure de distance ou de similarité définie entre deux iostade donnée et supposent
gue les instances normales de donnée se produisent damdsiesges denses tandis que
les anomalies se produisent loin de leurs voisins les ploshass. La complexité de calcul
dans la phase de test est un défi important pour ce genre dedgees, car il implique le
calcul de la distance associée a chaque instance de test.

Regroupement des données est un processus de recherch®uessgle points de
donnée similaires de sorte que tous les groupes de pointsrdesd sont bien séparés.
Dans cette approche, les données sont d’abord regroupge$a pétection d’'anomalie est
réalisée avec ces groupes. Pour les techniques a base dupegent, la complexité de
calcul pour le regroupement des données est souvent urcigbsta

Ces techniques dessus de détection d’anomalie n'assun@meconnaissance préal-
able sur la distribution des données. Au contraire, dangelgsniques statistiques, un
modéle statistique pour le comportement normal est ésgiliori, puis un test statistique
est appliqué pour déterminer si une instance appartiennzgodele ou non. Les instances
ayants une faible probabilité d'étre générées a partir daagele a base de la statistique
du test appliquée, sont déclarées comme des anomaliesvdrdages principaux des tech-
nigues statistiques sont les suivantes: 1) des méthodesdigtees peuvent fonctionner en
situation non supervisée sans avoir besoin de donnéesaligrnent avec les étiquettes; 2)
si les suppositions en ce qui concerne la distribution deéles sont propres, elles peuvent
fournir une solution statistiquement justifiable pour léedéon d’anomalie. Bien que dans
la pratique les techniques statistiqgues ne peuvent pasutgugarantir les meilleurs résul-
tats empiriques en comparaison avec d'autres types deigeelsnde détection d’anomalie,
elles nous aident & contréler les résultats d'une mani@ethEorique.

Avec les techniques statistiques, certains chercheussdgment que le probléme de dé-
tection et localisation d’'anomalie se compose de deux stdigéinctes tandis que d’autres
étudient le probléme de détection et localisation simeékagqui est un probléme du test en-
tre hypothéses multiples (THM). Deux grandes tendancesemtidans la littérature pour
résoudre le probléme du THM: I'approche non paramétriqguagproche paramétrique.
Les méthodes non paramétriques qui ne exploitent génésatgmas de modele statistique
précise d'observation sont largement étudiées tandiseguagdproches paramétriques ont
été étudiées par un peu de chercheurs en raison déitaulté théoriqgue du probléeme de
détection et localisation simultanée.

Cette thése se concentre sur les techniques statistiquasigtaiques et le probleme
de détection et localisation d’anomalie est traité commenailéme du test statistique
entre hypothéses multiples simples dans le cadre bayéSetihypothése de basg{
dans le probléeme du THM indique I'absence de I'anomaliestirésolu en deux étapes.
Plus précisément, un test bayésien pour le probleme du THhgl Kaypothése de base
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Hy est établi, puis celui pour le probléme du THM avec I'hypsthéle basé, est con-
struit. L'originalité principale de cette thése est quedst thayésien proposé est optimal
par rapport a un critére quadratique qui est choisi en fonales exigences de nombreuses
applications pratiques. En outre, le colt de bayes pourlel@me du THM est explicite-
ment exprimé. Ce qui est le plus important est que chaqueeéliédu colt de bayes, c’est
a dire, toutes les sortes de probabilités de fausse dédsianétudiés avec leurs bornes
inférieures et supérieures.

7.2 Test bayésien entre hypothéses multiples sans I'hypatbe
de base

7.2.1 Introduction, motivation et contribution

Ce chapitre étudie la construction d’'un test bayésien anedanction de perte quadratique

pour un probléme du THM sans I'hypothese de bage Concrétement, considérons un
vecteur aléatoireX = (Xq, Xa, ..., Xn) € R" composé da observations indépendantes. Les
hypothéses a testé{,. .., H, sont de la forme

Hi : Xk=A+& et Xi=&, Vi#Kk, (7.2)

ol le biaisA > 0, connu, représente 'anomalie a détectetiet N(0,o2) suit une loi
normale de moyenne nulle et de varianceconnue. Les variableg sont mutuellement
indépendantes. Chaque hypothg§est associée a une étiquette vectorielle unigueR9
qui caractérise I'hypothése. L'ensemble des étiquettesaté par® = {01, 6, ...,6,}. Un
THM est une fonctios(X) : R" — {1,...,n} telle queH; est acceptée lorsqugXx) = |.
Le THM étudié dans cette thése s’appuie sur deux élémemtsipaiux : 1) la probabilité
a priori p; > 0 de I'hypothéseH; est connue pour toutd i < navec),!, pi = 1 et 2) une
erreur de décision est pondérée au moyen de la quantité

LG, 05x)) = 116 — Bsoll3 (7.2)

ou 6 € O designe I'étiquette de I'hypothése vraiedgi) designe I'étiquette décidée par
le THM. De cette fagon, I'espace des hypotheses est doté dhétrique qui permet de
comparer les hypothéses. Le test bayésien recherché est lgui minimise le colt de
bayes associé aux probabilitpset aL9(6;, B5(x))-

Historiguement, Ferguson 196]7a publié la premiére solution au probléme du THM
pour la fonction de perte-l donnée par

1 si 6 # 05x)s

(u 6(X)) { 0 si 6 295(X),

(7.3)
pour toutd; € ©. Bien qUELO_l(ei,Qg(x)) puisse étre facilement manipulée, elle n’est pas
appropriée pour certaines applications comme la locaisat’intrusion dans un RCSF
puisque la perte causée par une localisation erronée nedi¢@es de la distance entre
I'emplacement détecté de la cible et son emplacement régkeritiant, changer la fonction
de perte a des conséquences considérables sufitallte a obtenir un test optimal. Les
contributions principales de cette étude sont les suigante
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1. Le test bayésien qui minimise la fonction de perte quagratest calculé sous une
forme explicite,

2. Le colt de bayes est exprimé en fonction des probabilgé&dadsification erronée et
les performances statistiques asymptotiques du test ibaygoposé, qui sont trés
difficiles a calculer sous une forme exacte, sont bornées de émadytique,

3. Lorsque le Rapport Signal-sur-Bruit (RSB) devient infient grand, I'’équivalence
asymptotique entre le test proposé et le test associé adtidorde perte 61 est
étudiée.

7.2.2 Test bayésien entre hypothéses multiples
7.2.2.1 Risque de Bayes et test bayésien

On suppose que la probabiliggpriori p; > 0 de I'hypothéseH; est connuey.! , pi = 1.
Dans le cadre bayésien, la qualité d’'un t§3t) est évaluée avec le colt de bajRég, 6(X)):

n

RO.000) = ), [ L. oo ) (7.9)
i=1 RO

ou ¢(x,6), x € R" et € O, représente la fonction de densité conjointe Hgd) et
L(6i, 05x) est la fonction de perte. La valeur dg6;,0s) est le colt de décidedsy
lorsque le paramétre réel egt(voir les exemples?.2) et (7.3). Le colt de bayes est la
valeur moyenne de la fonction de perte par rapport a la biigion conjointe du vecteur
d’observationX et de la variable aléatoir® Le test qui minimise le colt de bayes4) est
défini comme le test bayésié(X) :

5(X) = a min R X 7.5
ouK désigne I'ensemble des tesi(X) : R"— {1,...,n}.

7.2.2.2 Résultats généraux sur le test bayésien

Sous I'hypotheseHyi donnée par 1.1), Xi,... X, sont mutuellement indépendantes,
X1, -« Xke1,Xks 1, - - Xn SONt identiquement distribuées avec une densité gauss@m-
munego(X) tandis queXy admet une autre densité gaussiepnex) = po(X — A). De ce
fait, la fonction de densité de probabilité conjoiritgx) du vecteurX = (X, Xo, ..., X,) est

() = ¢1(x) [ ] #olx)

i=Lizk

ou X = (Xg,...,X%n). La fonction de densité de probabilité conjoint€x, 6,) de (X, ) est
donc donnée pap(x, 6;)) = pifi(x). Par ailleurs, soitf(x) la densité marginale d¥ :
f(x) = XL, pifi(X¥) > 0, Vx € R" La probabilitéa posterioriz(6;|x) de ¢; étant donné
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I'observationx est définie par(6;|x) = % pour toutd; € O et pour toutx € R". Le colt
de bayed(0, 6(X)) s’écrit alors

R6.000) = [ [Z L<ei,95(x>)n(ei|x)] (¥ (7.6)

R i=1

Il est ensuite immédiaBerger 201Dde montrer que le test bayésien est donné par
n
o(X) = arg min L(6;, 0 6i|1X). 7.7
(X) 95(X>e«; (61, 6500) (61 1X) 77

La qualité d’'un THMs(X) est généralement caractérisée par I'ensemble de valeurs
aij = Pi(6(X) = j) (7.8)

pour tout 1< i # j < n, qui représente la probabilité de classification erronég/pgguand
Hi est 'hypothése vraie.

Proposition 7.2.1 Le co(t de bayes(R §(X)) du tests(X) pour tester les hypothésés;,
..., "Hn données par{.1) avec une fonction de perte arbitrairgd;, 65x)) et les probabil-
itésa priori p1, P2, ..., ph Satisfait

RO, 604))=>" > [pra L@, 0)+pjerjiL(0), 6)] (7.9)
i=1 j=1

ol a; j est donnée par7(8).

7.2.2.3 Test bayésien avec la fonction de perte-1

Le théoréme suivant propose un test bayésien avec la foragipertd °-1(6;, 65x)) & base
d’une distribution gaussienng(x), plus précisémentzy(X) est donnée par

= ——exp (7.10)
Théoréme 7.2.1Le test bayésies1(X) basé sur une distribution gaussienne donnée par
(7.10 pour tester les hypothésé4,, ..., H, données parq.1) avec la fonction de perte
0-1 et les probabilités a priori p, py, ..., gy €st donné par
O YX) = arg maxA(X), (7.11)
1<k<n
AX
AX) = peexp—". (7.12)

Selon {7.9), le coiit de bayes d#-1(X) est
n i-1
R0,651X) = > > (pad; + pjedih) (7.13)
i=2 j=1

ola;* sont les probabilités de classification erronée pOUH(X).
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7.2.3 Test bayésien quadratique
7.2.3.1 Test bayésien pour la perte quadratique

Théoréme 7.2.2Le test bayésied?(X) basé sur une distribution gaussienne donnée par
(7.10 pour tester les hypothésé4,, ..., H, données parq.1) avec la fonction de perte
quadratique 2(6;, 95x)) et les probabilités a priori p, py, ..., g st donné par

5%(X)= arg, 1 m|n Zuek Orml13AK(X). (7.14)

_1 k#m

Selon {7.9), le coit de bayes d#?(X) est

n i-1
RR(6.59X) = > > (e + pja) 16 — 01 (7.15)
i=2 j=1

N Q yey s . . , ~
ol ¢y sont les probabilités de classification erronée p&iX).

7.2.3.2 Performance asymptotique des tests

Parce qu'il est dficile de calculera ij et donc de calculeR(6, 62(X)), nous recherchons
les bornes inférieure et supérieure des probabilités dsifization erronée pour étudier
indirectement ses performances, en particulier dans kagymptotique. Afin de trouver
ces bornes inférieure et supérieure, quelques parameines'abord introduits, tels que
la distance entré; et §; dénotée pad; j = [|6; — 6l ainsi quer = Minigi+j<n dij €tR =
Maxi<ixj<n di,j respectivement dénotant la distance minimale et maxin@i@igoutes les
étiquettes vectorielles. et R sont utilisés afin de souligner un cas particulier d’éqeinae
parfaite entre®1(X) et 69(X) clarifiée dans la remarqu&2.1 Le ratio deA a o est un
paramétre similaire au rapport signal sur bruit (RSB),saloest dénoté par RSB (%.

Théoréme 7.2.3Le test bayésies1(X) basé sur une distribution gaussienne donnée par
(7.10 pour tester les hypothésé4,, ..., H, données parq.1) avec la fonction de perte
quadratique [2(6;, 95x)) et les probabilités a priori p, py, ..., p satisfait

1,0— 0— 0-1
P ai’jl < P!
pour toutl <i # j < nou
RsB Ing n rep N
PO = Qe+ —) Q-—=+ ezl (716)
" V2 RSBV2 kzﬂkﬂ V6 RSBV6
Pi
RSB Ing
PIY = Q=+ =——%). (7.17)
V2 RSB\/E
+00 1
QX = —exp(——)dt (7.18)

x  Var
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Théoréme 7.2.4Le test bayésietn®(X) basé sur une distribution gaussienne donnée par
(7.10 pour tester les hypothésé4,, ..., H, données parq.1) avec la fonction de perte
quadratique [2(6;, 95x)) et les probabilités a priori p, py, ..., p satisfait

1,Q Q u,Q
HJ_ @ SPU

pour toutl <i # j <nou

RSB A RSB Aj
PO = Q—=+ Q”Z(——+ ‘ ) 7.19
" (\/_ RSB\/E) V6 RSBV6 (7:19)
RSB |ﬂ7.
pQ = B+ +— 7.20
. I 2 RSB\/E) (720
ou|U| est le nombre des éléments dans I'ensemble U et
dﬁ.—dﬁ
kK _ ki m
mj
B = {ke(L..nh{jmiCk; >0}, (7.22)
Pm + Yke: CK: P
T = o T (7.23)
Pj
A; = maxiny, (7.24)
M
By = {ke{L...n\(j.ilC{j <0}, (7.25)
]~ ZkeBi* Ci,j Pk
y, = > > 0. (7.26)
(|

7.2.3.3 Analyse de performance

Corollaire 7.2.1 Le test bayésies®(X) basé sur une distribution gaussienne donnée par
(7.10 pour tester les hypothésé4,, ..., H, données parq.1) avec la fonction de perte
quadratique [2(6;, 65x)) et les probabilités a priori p, pg, ..., [ satisfait

PIO 1RSB—>c>opUO 1RSB—>ooQ( ) (7.27)
\/_
et par conséquent
RSB
o lRSB—>c>oQ( ) (7.28)
V2

ou f(t)'2g(t) signifie que {t) = g(t) +o(g(t)) pour f(t), g(t) > 0ol o(g(t)) est l'infiniment
petit d’ordre supérieur de (@) lorsque t— +co.

Corollaire 7.2.2 Le test bayésien®(X) basé sur une distribution gaussienne donnée par

(7.10 pour tester les hypothésé4,, ..., H, données parq.1) avec la fonction de perte
quadratique 2(6;, 95x)) et les probabilités a priori p, py, ..., p satisfait

RSB

1Q %

P RSB Q(«/é)’ (7.29)
RSB

PUQ RSBoe (1B + D) (7.30)
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En particulier, si la condition suivante

CK >0 vke B (7.31)

est satisfaite, d’'une part, selon.29, |B;| = 0 et puis d’apres7.29 et (7.30),

|QRSBﬁm UQRSBﬁw
PI] P Q(\/—)

ainsiaQ.RS%wQ(RSB) D'une autre parte; 1RSB—>‘>°Q(RSE‘) en s’appuyant sur le corol-

laire 7.2.1 Par conséquent, on peut établir qxf(?l et aQ sont asymptotiguement équiv-

alentes et ainshQ(X) et 6%-1(X) sont équivalents asymptothuement. Cependant, dans
d’autres cagB; | est un nombre entier positif et

Pl

lim —5 =IBl+1>1
R%%pr

Lorsque la dimension de I'espace de paramét@est grande, la conditiorY (31 ne peut

plus guere étre satisfaite fB-| est souvent grand. Par conséquent, dans ces cas, cette
borne supérieure est moinfective car I'équivalence asymptotique enif%X) et5%1(X)

ne peuvent plus étre directement obtenu a partir d’elle. Aving) ces bornes révélent
explicitement et quantitativement l'influence de la togiode I'espace des paramétres
sur la performance asymptotique des probabilités de fitzstiin erronée dé®?(X).

Remarque 7.2.1Sir = R, puis||6x — 0; ||2 16k — 9m||§ pourk=1,...,n,k# jetk+ m.
Avec une manipulation simple, on peut en déduire &) et 6°-1(X) sont équivalents,
ce qui indique qu’ils sont parfaitement équivalentes dansas particulier .

7.2.4 Résultats numérigues
7.2.4.1 Bornes inférieure et supérieure non asymptotiques

La premiére expérience concerne le RCSF décrit sur la figufe avec ® =
{(0.5,5.8),(5, 1), (8.5,3.5),(85,6),(6,8)) et 02 = 1. Parce queR?(f,5%(X)) dépend
aussi de la distributiom priori, afin d’éliminer son interférence et de mettre en évidence
l'influence du critére quadratique, une distributiarpriori uniforme est adoptée, c’est a
dire, les probabilités priori p; satisfontp; = 1/5 pouri = 1,...,5. Parce que RSB est
un facteur importantféectant de maniére significative la performance du test eyéi

est considéré comme une variable dont les fonctions soprddmbilités de classification
erronée et leurs bornes inférieures et supérieures.

La figure 7.2 présente la comparaison enti®1(X) et 5°(X) par rapport & la prob-
abilité de classification erronée ; dans le cadre de la localisation de lintrusion dans
le RCSF. Sans perte de généralit¢, et @13 sont observées. Les bornes inférieures et
supérieures respectives de ces probabilités de classifiaronée sont également tracées
pour une meilleure illustration du théoréme2.3et du théorem&.2.4 On peut voir que
les probabilités de classification erronée disparaissgatie RSB— +co comme il est
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Intrusion

61 7)7(%=A+§1

| centre de surveillance *

4 S~

Xg =3

Figure 7.1: Localisation d’'une intrusion dans un RCSF avecantre de surveillance. Le
i-ieme capteur est a I'emplacement géographiguell mesure la valeur moyenng en
présence d’une intrusion.

établi dans le corollair@.2.1et dans le corollairg.2.2 On peut voir quexi‘zl = ac1>’—31 car
LOY(61,6,) = LOY(61.605) = 1. Au contraire,a?, > o, lorsquelly — 6ol < [l — 6]
soit L2641, 62) < LO(61,63). Selon .13, il est clair que les probabilités de classification
erronéeozﬁj‘l n‘ont pas besoin de varier en fonction | — 6j|| pour réduire au minimum
le colt de bayes pour la fonction de pertel0

La figure7.3présente également la comparaison esftr&(X) et5°(X) par rapport a la
probabilité de classification erroneg;, mais I'axe vertical est logarithmique afin de mieux

distinguer ces courbes. On peut voir elg; * = P.%* et queP}S ™ = P9 parce que

les bornes inférieure et supérieure&ﬂgl sont indépendantes de la tobologie du réseau
selon .16 et (7.17). Au contraire, les bornes inférieure et supérieuraﬁedépendent de

la topologie du réseau en fonction deX9 et (7.20, et dans cette topologi@,'l’g # P'lg

et Prl‘:g? # P*l’::?. En outre, la dférence entre les borné!lif’z‘l et P*l‘:g‘l décroissent de
maniére exponentielle a 0 quand RSB+ et le fait la diférence entre les borné%%‘l

et P'l‘:g‘l, ce qui vérifie le corollairé’.2.1 Toutefois, ce phénoméne n’est pas sigﬁificatif
pour les bornes d&f2 et 0‘(1?,3- En fait, dans cet exemple, on calcule dBg| # O, par
conséquent, d’'apres le corollaire2.2 les bornesP'l’g et PT:S ne convergent pas ala méme

I’Q h’Q
valeur lorsque RSB~ + et pas plus quey s etPy ;.

7.2.4.2  Comparaison entrey);* et a/in lorsque RSBest fixé

Afin de donner une meilleure illustration, une comparaisomléete sur les valeurs em-
piriques avec des intervalles de confiance de toutes;|esst donnée sur le tablegul
RSB = 1 est choisi de telle sorte que ces probabilités de clag#iiicarronée peuvent
se distinguer clairement. Plus précisément, dans chadudecdu tableaur.1, la valeur
empirique deyﬁj‘l est listée ci-dessus et celle @I% ci-dessous. Parce que la distance géo-

graphique est un facteur important da®%X), les distances entre ces capteurs sont listées
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Figure 7.2: Estimation de, et ai3
pour les test$%1(X) et 52(X) comme
les fonctions de RSB. Les bornes
PLOLPEILRIRPEY  sont  tracées
comme Ies fonctions de RSB.

Figure 7.3: Estimation de, et a3
pour les test$%-1(X) et 52(X) comme
les fonctions de RSB. Les bornes
PLOLPEILRIRPEY  sont  tracées
comme Ies fonctions de RSB.

Table 7.1: Comparaison enméj‘l etain lorsque RSB=1

! 1 2 3 4 5

I
1 0,493[0,492 0,494] | 0,127[0,126 0,127] | 0,127[0,126 0,127]| 0,126[0,126 0,126]| 0,127[0,127 0,128]
0,287[0,286 0,287] | 0,139[0,138 0,139] | 0,129[0,128 0,129]| 0,1¥[0,109 0,11] | 0,337[0,336 0,337]
5 0,127[0,126 0,127] | 0,494[0,493 0,494] | 0,126[0,126 0,127]| 0,127[0,126 0,127] 0,127[0,126 0,127]
0,0534[0,0531 0,0537]|  0,394]0,393 0,395] | 0,277[0,277 0,278]| 0,12[0,120,12] | 0,155[0,155 0,156]
3 0,127[0,126 0,127] | 0,126[0,126 0,127] | 0,494[0,493 0,495]| 0,126[0,126 0,127]| 0,127[0,126 0,127]
0,0409[0,0405 0,0411]| 0,0989[0,0984 0,0993]| 0,467[0,466 0,468]| 0,219[0,219 0,22] | 0,174[0,174 0,175]
. 0,127[0,127 0,128] | 0,127[0,126 0,127] | 0,126[0,126 0,127]| 0,493[0,492 0,494]| 0,127[0,126 0,127]
0,0392[0,039 0,0395] | 0,0743[0,074 0,0747] | 0,217[0,217 0,218]| 0,434[0,433 0,435]| 0,235[0,234 0,236]
5 0,127[0,126 0,127] | 0,127[0,126 0,127] | 0,127[0,126 0,127] 0,126[0,126 0,127] 0,494[0,493 0,495]
0,0466[0,0463 0,0469]| 0,0749[0,0746 0,0753]| 0,143[0,143 0,144]| 0,224[0,224 0,225]| 0,51%[0,51 0,512]

sur le tablealr.2
Sur le tableaur.1, on peut voir que toutes les probabilités de classificatimmecte

-1 pouri = 1,..,n sont identiques et toutes les probabilités de classificaimonée

“Lpouri,j = 1,...,netj # i sont identiques. Au contraire, en raison de la fonction de
perte quadratique, toutes Ieg et aQ sont discriminées par la distance. D’une part, dans
le cas deaQ, plus grande|6; — 6| est plus petltey est. D'apres le tablead.l et le
tableau7.2, |I s'interpréte ques?(X) garantit une probabilité plus faible de classification
erronée qui résulte potentiellement une perte plus grafautre part, dans le cas de

“, bien que il semble que la distance ne peut pas poser un ippe que la distance
n'est pas concernée, la discrimination dﬁspourl =1,...,npeut s’expliquer par une autre
distance virtuelle, c'est a dire la distance entre le capgele centre géométrique du réseau
de capteurs noté pég = % k-1 O Dans cette expérience, = (5.7, 4.86) et les distances
de tous les capteurs au centre géométrique sont énumériestahbleau7.2oui = j. Si
tous les capteurs sont triés selon I'ordre ascendant ddistelan fonction de la distance
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Table 7.2: Comparison sur les distances parmi les capteurs

"Wal23|4|s

53/66|83| 8 |59
6639436171
83|43(31|25|51

QB W NP~

5971513232

d’eux au centre géométrique, le capteur qui est répertari@dikeu de la liste (la location

de ce capteur est notée p&y) correspond a la plus grande probabilité de classification
correcte tandis que les probabilités de classificatiorecterassociées aux autres capteurs
sont classifiées en fonction de lgtdrence entre deux éléments. Le premier élément est
la distance entré; et 6. pouri = 1,...,neti # met le deuxiéme est la distance entre
etd.. Par exemple, le 5-iéme capteur est classé au 3-iéme niwesulel liste poun = 5
capteurs en fonction de sa distance du centre géométiigdencass est la plus grande.
Ensuite, la probabilité de classification correetg i = 1, ..., 4 sont classifiées inversement
selon la dfférence entrdlt; — 6.l et||6s — 6¢||. Par conséquentys s est la deuxieme plus
grande tandis que1; est la plus petite. Ce phénoméne pourrait s’expliquer notant

par la symétrie de la fonction de perte quadratique comms pouvons voir que la valeur
extréme apparait toujours au centre du domaine et pluslleirg du centre, plus petite la
valeur correspondante est.

2 0

text1

text2
1 3 T
Topology 1 2 Pt
10° ooy
2 S —— P w
S]

Topology 2 3 ‘ ‘
Topology 3 1 2 3

a~

Figure 7.4: Trois topologies du réseau ou

ag_zl eta:?z Sont Comparéesl F|gure 750 L Comeara|80n entl’e IeS
bgrnes degzl’2 et deczl’2 pour la topolo-
gie 1.

7.2.4.3 Influence de la topologie du réseau

Afin de vérifier I'effet de la topologie de I'espace des paramétres, trois tojgsi@imples
d’'un réseau composé de trois capteurs sont prises en coammgdalseconde expérience.
Plus précisémen®) = {(0,0),(1,1.732) (2,0)}, di2 = do3 < di3 dans la topologie 1,
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Figure 7.6: Compgraison entre les Figure 7.7: Comparaison entre les
0-1 _
bornes dex;," et deay’, pour la topolo- bornes der$;! et dea, pour la topolo-
gie 2. gie 3.

di2 = dy3 = dy 3 dans la topologie 2 e, , = dy 3 > dy 3 dans la topologie 3.

p1 = P2 = Ps est supposé pour éliminer l'interférence de la probabdipFiori etas 2
est observée sans perte de généralité. S&ld)¢(7.26, dans la topologie 1, on calcule
qued; = 0, anrsP'l’g = P;%". Au contraire C?, < 0, donc|Bj| = 1 et P?:S > PO
Dans latopologie 2, = R, cestadireCl, =0 pour 1< ki # ko # ks < 3 et6Q(X) est ré-

koks
o AR0-1 . LQ _ pl,0-1 pl,Q _ pl0-1 0-1 _ ,Q RSB- RSB
duite a0~ *(X). Par conséquenk;3 = P57, Pr5 = P5 " etay, = a,"27°Q 7 )

. . . . 1,Q 1,0-1 3

Dans la topologie 3, il peut étre calculé que> 0, anrsPl’2 <P, De pIus,CL2 > 0,
- _ hQ _ pho-1 4 0-1RSB— ,Q RSB- RSB

donclBll =0 etPL2 = P1,2 . Par consequen«'n;l’2 > °°a/12 5= ) 7 ) Toutes ces

conclusions sont bien vérifiées par les résultats numésigueles figureg.57.7.

7.3 Test bayésien entre hypotheses multiples avec I'hypaibe
de base

7.3.1 Introduction, motivation et contribution

Ce chapitre étudie la construction d’un test bayésien anedanction de perte quadratique
pour un probléeme du THM avec I'hypothese de bake Concretement, les hypothéses a
testerHy, H,. .., H, sont de la forme

Ho @ X¢ =&, VK (7.32)

et
Hi @ Xi=A+& et Xq=é VK#I, (7.33)

Tous les paramétres ainsi que toutes les suppositions@ombe ceux dans la secti@r2. 1
L'ensemble des étiquettes est n@é= {0y, 61, ..., 6n}. Un THM est une fonctiod(X) :
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R" - {0,1,...,n} telle queH; est acceptée lorsquiX) = j. En raison de la spécialité

de I'hypothéseH, par rapport aux hypothéses alternatives, il existe trggesyde pertes
selon I'hypothéseH; et I'hypothéseHsx). La fausse alarme correspond a I'acceptation
de I'hypothéseH;xy, 6(X) # O lorsque I'hypothéséHy est vraie et la détection manquée
correspond a l'acceptation de I'hypothésg lorsque I'hypothéser, i # O est vraie.

La classification erronée correspond a I'acceptation dgobthéseH;xy, 6(X) = 1,...,n
lorsque I'hypothéséHi, i = 1,...,n, §(X) # i est vraie. Le THM étudié aussi s’appuie sur
deux éléments principaux : 1) la probabilaéoriori p; > 0 de I'hypothéseH; est connue
pour tout O< i < navec),!, pi = 1 et 2) une erreur de décision est pondérée au moyen de
la quantité

0 si i=0, 5(X)=0,
c si i=0 5(X)#0

Qrp. _ 1 > ,

L™=(61, 0sx)) = C, si i£0. 509=0. (7.34)

16 — sxll5 Si i#0, 8(X)#0.

ou 6 € O designe I'étiquette de I'hypothése vraiedgi) designe I'étiquette décidée par
le THM. C; et C, sont respectivement la perte de la fausse alarme et celbe ditdction
manquée. De cette facon, I'espace des hypotheses est do& mdétrique qui permet de
comparer les hypothéses. Le test bayésien recherché est lgui minimise le codt de
bayes associé aux probabilitset aL9(6;, B5(x))-

Visant au probléme du THM avec I'hypothése de bakgeles contributions principales
de ce chapitre sont les suivantes:

1. Le test bayésien qui minimise la fonction de perte quagratest calculé sous une
forme explicite,

2. Le co(t de bayes est exprimé en fonction de la probabiétéadsse alarme, des
probabilités de détection manquée et des probabilitésadsification erronée. Les
performances statistiques asymptotiques du test baypsigosé, qui sont trés dif-
ficiles a calculer sous une forme exacte, sont bornées de &wytique,

3. Lorsque RSB devient infiniment grand, I'équivalence gsyatique entre le test pro-
posé et le test associé a la fonction de pert st étudiée.

7.3.2 Test bayésien entre hypothéses multiples

7.3.2.1 Risque de bayes et test bayésien

On suppose que la probabiligépriori p; > 0 de I'hypothéseH; est connue),l, pi = 1.
Dans le cadre bayésien, la qualité d’'un t§3t) est évaluée avec le colt de bajRég, 6(X)):

n

R@,5(X) = > f L6, 650)b(% 61)dx (7.35)
i=0 gn

ou ¢(x,6), x € R" et € O, représente la fonction de densité conjointe Hgd) et
L(6i,05x) est la fonction de perte. La valeur di€6;,05) est le colt de deécidetsy
lorsque le paramétre réel &t Le colt de bayes est la valeur moyenne de la fonction de
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perte par rapport & la distribution conjointe du vecteubd&rvationX et de la variable
aléatoired. Le test qui minimise le colt de bayes 35 est défini comme le test bayésien
5(X) :
5(X) = arg min R(8, 5(X 7.36
() = arg_min R(.5(X) (7.36)

ou K désigne I'ensemble des tes{X) : R" — {0,1,...,n}.

7.3.2.2 Résultats généraux sur le test bayésien

Sous I'hypothéseHy donné par 7.32, Xi,... X, sont mutuellement indépendants et
X1,... Xy sont identiquement distribués avec une densité compg(). Sous I'hypothése
H; donné par7.33, Xi,... X, sont indépendants,. .. Xi_1,Xi+1,. . . Xn Sont distribuées
de fagon identique a la densigg(x) tandis queX; a une autre densiig;(X) = go(X — A).
Par conséquent, la densité de probabilité conjointe foncfi(x|6;) du vecteurX =
(X1, X2, ..., Xn) est donnée paf (X6o) = TTy_; vo(X) €t F(X6) = ©1(X) [Te_g i L)
pouri = 1,...nouXx = (X,..., X,). Par conséquent , la densité fonctigfx, 6;) de (X, )
satisfaitg(x, 6;) = p; f(x|6;). Soit f(x) la densité marginale d&: f(x) = Xi, pi f(x6;) >

0, ¥ x € R". Ensuite, la probabilité postérior{d;|x) ded; étant donné de I'observation de

I'échantillon x est définie par(6;|x) = % pour toutd; € © et tousx € R". Le codt de
bayesR(9, 6(X)) s’écrit alors
n
R(®, 6(X)) = f lz L(@i,95(x))n(9i|x)] f(x)dx (7.37)
i Li=0

Il est ensuite immédiat de montrer que le test bayésien estedpar
- n
6(X) =arg min L(4;, 6 6i1X). 7.38
(X) gmaé(hwwm) (7.38)

La qualité d’'un THMs(X) est généralement caractérisée par 'ensemble de valeurs
a@ij = Pr(6(X) = )
pour tout 0< i # j < n. La probabilité de fausse alarme associée a I'hypotigsest
représentée par
g = Pro(6(X) =) (7.39)
et la probabilité de fausse alarme du test est

n
@ = Pio(d(X) # 0) = 1-ago = )  @oj. (7.40)
i=1
Similairementg; o représentant la probabilité de détection manquée assotégpothése
H; est donnée par
aip = Pri(6(X) = 0) (7.41)
pouri # 0. La probabilité de classification erronée associée a dthgseH; lorsquet,;
est vraie est donnée par
@;,j = Pi(o(X) = ). (7.42)
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Proposition 7.3.1 Le colt de bayes(®R (X)) du tests(X) pour tester des hypothésg#),
Hy, ..., H, donnees parq.32 et (7.33 avec une fonction de perte arbitrairgd;, Osx))

et avec les probabilitéa priori po, p1, ..., p satisfait
n n
R(#,6(X) = Po ) @ojLlto.0j)  + > pidi oL (6, 6o)
j=1 i=1
pertes causées par fausse alarme Dertes causées par détection manquée
n i-1
0 Ipian L. 6) + P, 6)] - (7.43)
i=2 j=1

pertes causées par classification erronée

7.3.2.3 Test bayésien pour la perte 0-1

Comme une extension directe d’'un résultat établi paruson 196]7 le théoréme suivant
propose un test bayésien avec la fonction de pett&(6;, 6sx)) & base d’une distribution
gaussienneg(X), plus précisémentyo(x) est donnée par

2
exp (—%rz). (7.44)

@o(X) =

1
o\N2r

Théoréme 7.3.1Le test bayésien® (X) basé sur la distribution gaussienne donnée par
(7.44 pour tester des hypothéesé&4y, Hi, ..., H, donné par 7.32 et (7.33 avec la

fonction de perte £-1(6;, 65x)) et avec les probabilités a priorigp py, - .., p est donné
par

~0-1 0 si MaXi<j<n Pj exp2 < poexpL

X ={ Ax 7 =2 (7.45)

I SI P eXp? = MaXi<j<n Pj eXp(r—ZJ > Po expr._z,

Selon [.43), le colit de bayes d&®-1(X) est
i1

n n
R0, 6851(X) = poag ™t + Y patg! + > > (malt + pad ) (7.46)
i=1

i=2 j=1

otadt, ot et ’o?iojfl sont respectivement la probabilité de fausse alarme, tesapilité
de détection manquée et les probabilités de classificationée pous®1(X).

7.3.3 Test bayésien quadratique
7.3.3.1 Test bayésien pour la perte quadratique

Théoréme 7.3.2Le test bayésiea?(X) basé sur la distribution gaussienne donnée par
(7.44) pour tester des hypothésé&4y, Hi, ..., H, donné par 7.32 et (7.33 avec la
fonction de perte R(6;, 05(x)) et avec les probabilités a priorigp py, . .., fh est donné par

S9X) = arg min BJQ(X) (7.47)
<j<n
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ou
600 { g, 200 si j=0
! Ci1Ag + Zﬂzl,k;tj 16 — QJHSAK(X) si j#0.
avec

A? AX
Ao(X) = Poexpz— et A(X) = pcexp—y".
g g

Selon {.43, le cot de bayes d&(X) est

i-1

n n
RO(6,5°(X)) = Capodg + Co ) Pty + Y, > (P + pia) 6 - 0515 (7.48)
i=1 i=2 j=1
ou ’07(? : ’o?iQO et ’oZin sont respectivement la probabilité de fausse alarme, tdsapilité de

détection manquée et les probabilités de classificatimnée pous?(X).

7.3.3.2 Performance asymptotique des tests

Théoréme 7.3.3Les tests bayésied81(X) et 5°(X) pour tester les hypothésésy, i,
., H, données parq.32 et (7.33 avec les probabilités a priori @ p1, ..., p satisfont

n In &
l RSB
=1- 7.49
[o{re %) .9
et
agt <PV < ag < pLPP
ou
n In Q +1In E RSB
plow _— 1_1| o , 7.50
% L { RSB 2 (7.50)
n + In RSB
up g ] ]| s (” L . 751
o Fl[ = > (7.51)

Théoréme 7.3.4Les tests bayésien81(X) et 6°(X) pour tester les hypothésésy, i,
., Hn données parq.32 et (7.33 avec les probabilités a prioriq) p1, ..., p satisfont

In RSB
"'O 1 _ Pi
%0 _(D(RSB ] 1_[ ¢

n
j=1,j#i
Plow<a, <P pp<a,|01

(7.52)

'”m RSB
RSB

et



7.3. Test bayésien entre hypothéses multiples avec I'hyptse de base 109

ou

N + IR RsB) | In—%—— +Ink RSB
P:?(\)N _ (D{ nCo—(n-1)r P ]—[ o nCo—(n-1)r pj N ’
j i

RSB 2 )L RSB 2
(7.53)
Inﬁ+lnﬂ? RSB| InC—;+Inﬂ? RSB
PP = | BB [To| 522+ (7.54)
h RSB 2 )L RSB 2

En particulier, lorsqu€; = r? = R? = Cp, a5 * = 5(? eta?;! = EiQO.

Théoréme 7.3.5Les tests bayésien81(X) et 6°(X) pour tester les hypothésésy, i,
..., Hn données parq.32 et (7.33 avec les probabilités a priori@ p1, ..., p satisfont

Py <Al <Py (7.55)

et
P <ap <P (7.56)

ou
P = maxPi - ag" 0, (7.57)
Pt = min{l-al;t P, (7.58)
P? = maxP?- PP 0}, (7.59)
'ﬁ;f’jQ = min{1- Py, P;f’jQ}. (7.60)

et Pt PO, P:? Pi“’jQ sont données dans le théoreie.3et le théoremd.2.4 a%*,
Pl et PP sont données dans le théoreina.4

7.3.3.3 Analyse des performances

Corollaire 7.3.1 LorsqueRSB — +oo, le test bayésied®1(X) et 5%(X) pour tester des
hypothésedHy,H1, ..., H, données parq.32 et (7.33 avec les probabilités a priori @
p1, ..., ph Satisfont

~0-1RSB-00 5 QRSB _
g ZCa g™ nd 5

RSB)

Corollaire 7.3.2 LorsqueRSB — +o, le test bayésien®1(X) et 5%(X) pour tester des
hypothésedHy,H1, ..., H, données parq.32 et (7.33 avec les probabilités a priori @
P1, .-,

RSB)
2

a,?(;lRSBﬁooa'iQORSB;—)oo@(_

pourl<i<n.
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Tout d’abord,
alt = P00 =)

AX; AX A2
Pr (| p; exp? = max pmexp > Po exp

Pr. max ex AXm > ex AZ ﬂ i ex AXJ = max ex Axm
"1\ 1<men Pm €XP o2 Po p20'2 P exp 02 1<men Pm €XP o2

= Pr(E1nEy) (7.61)
ou

AX A?

Pi(E1) = Pr ( max Pm exp—2m > Po exp—z) =1-a’%"h (7.62)
1<msn ’

AX; AX

Pr(Ey) = Pr (pj exp—2J = max pnexp m) = afj‘l. (7.63)
a <m<n

Puis, de méme, la probabilité de classification errai®¥¥X) est calculée comme le suivant

@) = Pi(s%0) = )
Pr.(BQ— min BQ)

0<m<n
= P {( min BQ< BQ)m(BQ— min BQ)}
1<m<n 1<m<n
= Pr(EznEy) (7.64)
ou
Pr(Es) = Pr(mln BQ < BQ) 1-a%, (7.65)
1<m<n
PH(E)) = Pr,(BQ: min BQ): a2, (7.66)
1<m<n

Remarque 7.3.1Selon 7.64), on peut déduire queQ < aIQJ

Remarque 7.3.2En particulier, lorsque @ = r2 = R?> = C, a%! = ’o?iQO et aiOJT = aIQJ
comme il est souligné dans la remargi@.], alors on peut en deduwe q@ifQj‘l etai j sont

également parfaitement équivalentes.

Selon le corollairer.3.4

—0- - RSB
ai’OlRS%—)wai?ORS%—)w(D(_ > )
ainsi, d'apres .62 et (7.65,

RSB
Pfi(El)RSEi_’”PFi(Es)RSEi—"’O@(T)- (7.67)
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En s’appuyant sur le corollairé.2.2

PR(Ey) = ¥ iRSE+s Q(Rj;)
Pr(Es) = ai‘jRSEﬁ“(IB |+1)Q(R—SB)

\/_

ou|B| est donne dans le théoremg.4 Si|B| = 0, alors

PA(ER)RSEPr(E)RS2=Q(~ )

SB
V2

et a partir de 7.61)-(7.67) on peut déduire quié{"lRSBﬁ“fQ Cependant, dans les autres
cas, en particulier lorsque la dimensiode Iespace des parametl@sest grande|B; | est
généralement de grande taille. Dans ces cas, I'équivaksaaptotique entr’é0 1 eta

ne peut plus tenir.

7.3.4 Résultats numérigues

7.3.4.1 Bornes inférieure et supérieure non asymptotique

La premiére expérience concerne le RCSF décrit sur la figufe avec ® =
{(0.5,5.8), (5, 1),(8.5,3.5), (8.5,6), (6,8)) etc? = 1. Parce qu&R?(9, 6°(X)) aussi dépend

de la distributiona priori.

Afin d’éliminer son interférence et de mettre en évidence

l'influence du critére quadratique, une distributi@mriori uniforme est adoptée, a savoir

les probabilitésa priori p; satisfontpg = 0.1 etp;

de généralitéC, = 0.5r% etC, = 2R?.
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Figure 7.8: Estimation de&g pour les
testss® 1(X) et 5Q(X) comme une fonc-
tion de RSB. Les borneE""W et Pﬂpp
sont tracées comme les fonctlons de
RSB.

= 0.18 pour touti = 1,...,5. Sans perte

RSB

Figure 7.9: Estimation dério et de

@40 pour les testss®1(X) et 6°(X)

comme une fonction de RSB. Les bornes
inférieures et supérieures sont tracées
comme les fonctions de RSB.
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La figure7.8présente la comparaison enifel(X) et59(X) par rapport a la probabilité
de fausse alarmeg dans le cadre de la détection et localisation d’intrusiamsdan RCSF.
Les bornes inférieure et supérieure’&%sont également tracées pour une meilleure illus-
tration du théorém&.3.3 On peut voir que les probabilités de fausse alarme disgsaai
lorsque RSB— +o00 comme il est établi dans le corollaire3.1 La relation quéfg‘l < ’d'(?
est également vérifiée par les résultats numériques.

La figure7.9présente la comparaison enifel(X) et59(X) par rapport & la probabilité
de détection manques o etaso. Leurs bornes inférieures et supérieures sont également
tracées pour une meilleure illustration du théoréh84 On peut voir que les probabilités
de détection manquée s’augmentent au début et aprés dspgataorsque RSB» +co

comme il est établi dans le théoreme3.4 On peut également voir qu“élo‘o1 = ’0?2‘01

etay, = Gy, carLoY(do,01) = LO%(6o.0a) = 1 etL%o.01) = L6o.6s) = Cao. En
outre, la vitesse de diminution des probabilités de déteathanquée est plus petite que
celle des probabilités de fausse alarme comme il est moatré k& corollairer.3.1et le

corollaire 7.3.2 La relationa(l?0 < aly et 520 < a3, est également vérifiée par les

résultats numériques.
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Figure 7.10: Comparaison entre les tests Figure 7.11: Comparaison entre les
6%-1(X) et69(X) en ce qui concerne; » bornes d&?;! et deay, pour la topolo-
etay 3 comme les fonctions de RSB. gie 1.

Dans la figure7.10 6%-1(X) et5Q(X) sont comparés par rapport a la probabilité de clas-
sification erroné&; ;. Sans perte de généralite, > eta; 3 sont observées. Les bornes in-
férieures et supérieures respectives de ces probabiétémssification erronée sont égale-
ment tracées pour une meilleure illustration. On peut vog lgs probabilités de classifica-
tion erronée disparaissent lorsque RSB+co comme il est établi dans le théoréma.5
Parce quezgil = acl’j31 dont la raison a été détaillée dans I'analyse de donrféehées sur
le tableau.1dans la sectioff.2.4 alors on peut en déduire qag," = a} ;" est également
valide et cela est corroboré par les résultats numériquasauﬂ'e,b?fz > 5(1?3 est égale-
ment convaincu comme il est représenté sur la figuBeNotez que les bornes inférieures
et supérieures de ces probabilités de classification exnea&ont pas bonnes car elles sont

obtenues de facon conservative.
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7.3.4.2 Comparaison suk, aip et a; j lorsque RSBest fixé

Table 7.3: Comparaison stip eta; o entres® 1(X) et562(X) lorsque RSB= 4,5

%)
0,082[0,081 0,082]
0,43[0,43 0,432]
3o
0,00813[0,008 0,00827]
0,0003630,000336 0,000392

20
0,00799[0,00786 0,00812]
0,0003680,000341 0,000397
asp
0,00801[0,00788 0,00814]
0,000377[0,000349 0,000407

a1p
0,00804[0,00792 0,00818]
0,000351{0,000324 0,000379
@0
0,0080¢[0,00793 0,0082]
0,000362[0,000335 0,000391

Afin de donner une meilleure illustration, une comparaisomgléte sur les valeurs
empiriques avec des intervalles de confiance de la protgatidifausse alarme et de toutes
les probabilités de détection manquée est donnée sur EatahB. RSB = 4,5 est choisi
de telle sorte que ces probabilités de détection manquéentepas trop petites. Plus

précisément, dans chaque cellule du tabléa, les valeurs empiriques d&)* eta?;!
sont Iistées ci-dessus et ceIIeS@ et EiQO ci-dessous. |l peut se voir que de nouveau
st < a eta < ;! selon Ie théorém@.3.3et le théorémé&.3.4 En outre, on peut
Voir queak 0 = ak o etak 0= ak obpour 1< ki # ko < n, conformément a celui observé
sur la flgure7 9.

Table 7.4: Comparaison sar j entres®1(X) et 59(X) lorsque RSB= 1

! 1

2

3

4

5

0,492[0,491 0,493]
0,287[0,286 0,288]

0,126[0,125 0,126]
0,138[0,138 0,139]

0,125[0,125 0,126
0,128[0,128 0,129

0,125[0,125 0,126]
0,1%[0,109 0,11]

0,125[0,125 0,126]
0,336[0,336 0,337]

0,126[0,125 0,126]
0,0539[0,0535 0,0542]

[

[
0,491[0,491 0,492]
0,395[0,394 0,395]

0,125[0,125 0,126
0,277[0,276 0,277

0,126[0,125 0,126]
0,12[0,119 0,12]

0,125[0,125 0,126]
0,155[0,154 0,156]

0,125[0,124 0,125]
0,0406[0,0403 0,0409]

0,125[0,125 0,126]
0,098[0,0983 0,0992]

0,492[0,492 0,493

0,125[0,125 0,126]
0,219[0,219 0,22]

0,126[0,125 0,126]

0,125[0,125 0,126]
0,0389[0,0386 0,0392]

0,125[0,125 0,126]
0,0742[0,0738 0,0746]

0,126[0,125 0,126
0,218[0,217 0,218

0,492[0,491 0,493
0,435[0,434 0,436

0,125[0,125 0,126]
0,234[0,234 0,235]

0,125[0,124 0,125]
0,0466[0,0463 0,0469]

0,125[0,125 0,126]
0,0749[0,0745 0,0753]

0,125[0,125 0,126

]
]
]
]
]
0,468[0,467 0,469]
]
]
]
0,143[0,143 0,144]

]
]
0,126[0,125 0,126]
0,224[0,224 0,225]

0,492[0,491 0,493]
0,51%[0,511 0,512]

[
[
[
[
[
0,174[0,173 0,174]
[
[
[
[

En outre, une comparaison compléte sur les valeurs emegiguec des intervalles de
confiance de la probabilité de classification erronée esiéksur le tablead.4 RSB=1
est choisi de telle sorte que ces probabilités de classificatronée peuvent se distinguer
clairement. Le méme phénomeéne peut se voir comme il est ésutre tableai.1, c’est

a dire, toutes les probabilités de classification corré‘flté pouri = 1
et toutes les probabilités de classification erro*?.%1L pouri, j =

,hsontidentiques
.,netj # 1 sont

identiques. Au contraire, en raison de la fonction de panquathue, toutes Ieﬁ:‘,Qi et’o?in
sont discriminées par la distance. La comparaison pludléétainsi que la raison pour ce

phénomene ont été données dans la sedtidrll En outre aQJ <

a ] selon la remarque

7.3.1et il peut se vérifier par la comparaison entre le tableaet le tableaw.4.
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Figure 7.12: Comparaison entre les Figure 7.13: Comparaison entre les
bornes dex} ;' et de’o?f2 pour la topolo- bornes de} ;' et de’o?f2 pour la topolo-
gie 2. gie 3.

7.3.4.3 Influence de la topologie de I'espace des paramétres

Dans la deuxiéme expérience, la probabilité de classificatironée est comparée en-
tre 6%1(X) et 6Q(X) dans le cadre d'un RCSF simple composé de 3 capteurs. En
outre, la comparaison est faite dans les trois topologifgrdntes représentées sur la
figure 7.4 pour vérifier I'influence de la topologie de I'espace des jpaiaes sur la per-
formance asymptotique de ces probabilités de classifitaioonée. Plus précisément,
= {(0, 0), (1, 1.732), (2, 0)} et d1,2 = d2,3 < d1,3 dans la topologie ld]_,z = d2,3 = d1,3
dans la topologie 2 et » = dy3 > dj 3 dans la topologie 3. Afin de relier les résultats asso-
ciés a7 sur les figure§.57.7, la probabilité de classification erronée; est observeée.
p1 = p2 = ps3 est supposé pour éliminer l'influence de la probabditpriori. En outre,
pour mettre en évidence le cas particulier ou les deux testsparfaitement équivalents,
nous choisisson8; = r?2 = R? = C,.

D’une part, selonq{.6]) et (7.64), a;; est lice avew; j etaio. D'autre part,?w‘i?(‘)l et
b?i% sont toujours asymptotiqguement équivalentes, n'impoutellg topologie de I'espace
des paramétres Par conséquent, I'influence de la topadogi&quivalence asymptotique
entrea?® 1l eta  est le méme que celle sur I'équivalence asymptotique eﬁ‘yrjeeta
Cela peut etre ver|f|e par la comparaison respective erdffigleress.11-7.13et les flgures
7.57.7.

7.4 Expérimentation sur la détection et localisation du sigal

7.4.1 Introduction

Dans ce chapitre, une expérimentation est réalisée pouortéen I'applicabilité du test
statistique proposé dans le chapifrelans le contexte de la détection et localisation du
signal basée sur les mesures acoustiques des microphaiéduals. Compte tenu des
mesures acoustiques simultanées prises par les micraphahes emplacements connus,
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le test proposé est prévu pour détecter et localiser lelsiyea le colt minimum mesurée
avec le critére quadratique.

Tout d’abord, en raison de la corrélation temporelle dasséitables mesures acous-
tiques, un modeéle autorégressif (AR) est utilisée pourésgmter respectivement les
mesures avec et sans le signal. Ensuite, une approche dethdses locales est utilisée
afin de construire une statistique pour le test. Enfirffitacité du test bayesien avec la
fonction de perte quadratique dans le théoréh®2est vérifiée sur la base des résultats
expérimentaux.

7.4.2 Modéle autorégressif pour les mesures acoustiques

En fait, la série temporelle de mesures acoustiques peonsiérer comme un pProcessus
aléatoire discréte variable dans le temps désignéfaar ¢u les mesures prises dférents
instants sont corrélées parmi elles. Toutefois, l'indélagce parmi ces mesures est sup-
posée dans la construction du test statistique. Pour gétter aorrélation temporelle, un
modeéle gaussien AR est utilisé pour représenter le prosedéatoire, concrétement,

p
Yk = Z a Y + vk (7.68)
i=1
ol p est 'ordre du modéle ety est un bruit blanc gaussien de variancg Soit g
l'innovation qui est calculée par récurrence selon I'émqulsuivante

p
ek = Yk — a Yii. (7.69)

i=1
L'ensemble des observations précédentes mises a I'ondéeeaest noté par

LVyllz—p = (Yio Yie1s ooos Yk_p)T

et le vecteur de parameétres du modéle AR est notd paas, ..., ap, o)". En particulier,
l'innovation et la variance du bruit blanc dans le modéle ARsssignal sont respectivement
dé signées pa et paro3.

La statistique du test proposé dans le théor@rBe2peut également se transformer en
rapport de vraisemblance (RV), mais il edfidile de calculer directement le RV du modéle
AR. Ainsi, dans la section suivante, une approche localenpsytique est utilisée pour
construire une statistique basée sur le parangedtemodéle AR 7.68 pour remplacer le
RV.

7.4.3 Approche des hypotheses locales
7.4.3.1 Score flicace et information de Fisher

Tout d’abord, nous introduisons le scorffiGace associé a une observatigndans le
cas d'un vecteur de paramétfede dimensionrm. Soit fy(y) la fonction de densité de
I'observation ety(y) = In f4(y). Ensuite, le scorefcace est défini comme

dla(y)
00
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et I'information de Fisher est définie comme une matnte mavec des éléments

0= [ m[i In fe(Y)Ha%jln 00| oy

o |06

Similairement, si un échantillon de taill d’'un processus aléatoir®)1<k<n €St noté par
(Yk)1<k<N, le score ficace associé &f)i<k<n €St noté et défini par

~ Alg(YY)
00

N
Si on denote

ol .yi—l
Zi _ G(yge 1 )’

N
Zn=) 27
i=1

Le score €icace peut se également considérer comme un vecteur de chmsms

alors, on obtient que

Z1
N = :
Zm

La matrice d'information de Fisher est alors une matricec d@s éléments

1j0) = SEAZ1Z])

7.4.3.2 Approche asymptotique locale

L'approche des hypothéses locales est basée sur une expasgmptotique locale du RV.
Une introduction détaillée de cette approche se trouve [daGam 196()

Nous considérons une famille paramétrique des distribst® = {Pg}yce, ® ¢ R™
satisfaisant certaines suppositions de régularité etéthantillon de tailleN. Soit (/nT)n,
ou|| Y ||= 1, une suite convergente de points dans l'esfidtéel quevy — v € R. Soit
On =0+ V—':\IT. Soit la fonction de distribution d¥ notée parL(Y). Par conséquent, la
distance entre les hypothéses

Ho = {L(Y) = Pg} et Hy={L(Y)= P9+V_‘/NNT}

dépend deN de telle maniére que les deux mesures de probabilité seocmrde I'autre
lorsqueN tend vers l'infini. Le logarithme du RV associé¥)Ji<k<n peut s'écrire

Pon(Y7)

S(0,0N) = In ————.
(@) =In = o
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Définition 7.4.1 (LAN famille de distributions) La famille paramétrique de distribu-
tions P = {Pylyco €St appelée localement asymptotique normale si le logastiu RV
pour hypothéseg{, et H1 peut s’écrire

2
S(6,6n) = vITAN(6) — %TTIN ©O)T + an(Y, 0,v7) (7.70)

ou

1 dlnpy(Y}) 1

A 9 :——:—Z s
Vo) VN 00 Nt

In(0) est la matrice d'information de Fisher associ€¥a)i<k<n, et ou
L(AN(O)) ~ NTO, In(9)] lorsque L(Y) = Py (7.71)

et~ correspond a la convergence faible. En expansibi@, les variables aléatoiresy
est telle query — 0 presque slrement sous la mesure de probabilité P

Nous avons la normalité asymptotique $i@, 0y ) et deAn(6):

NI-EYTIn()T, 2 YT In()Y] lorsque  L(Y) = Py
L(S(6,6n)) { N[+V—22TT In@)Y,v2YTIy(6)Y] lorsque L(Y)=Pe+%Nfr(7'72)

L(ANO)) ~ N[vIN@G)Y, In(O)] lorsque L(Y) = P9+ﬁ‘r (7.73)

Comme il est prouvé danBasseville & Nikiforov 1993, les propriétés LAN existent pour
certains cas particuliers importants. En particuliexp@nsion asymptotique localé.{0
peut étre dérivée d’'un processus aléatoire AR.

7.4.3.3 Approche locale de détection de changement dans ledgle AR

Nous considérons une famille paramétrique de distribat®nr= {Pg}gcocrm, €t NOUS Sup-
posons ces deux hypothéses simples suivantes:

Ho = {0=06o}
Hy = {0=0n=00+—T)

VN

ou T est le vecteur unitaire de détection de changement. Leitbgaque RV associé a

(Yi)1<k<n €st
Pay (YY)

p(fo(*yT)
LorsqueN tend vers l'infini, nous supposons q8§(90, ON) peut s’écrire

SlN(HQ, QN) =1In

2
SN(o. On) ~ v An(bo) - %‘Y‘TIN(GO)T (7.74)
ou An(6o) est lié a la partitioniZn(6o) pour (Yk)1<k<N:

A (o) = %ZN(%) (7.75)
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et Iy est la matrice d’information de Fisher.
Pour le modéle AR , il a été calculé darBafseville & Nikiforov 1993 que le score
efficace & = 6 est

1 N 7i-1_0
O-_%Zi:].‘y' E

onp)| 5
0=0p O-ié le\il[

2Zn(bo) = 50

2
9

Enfin, la relation approximative entre le RV et le scofigcaceAn(6p) est établi dans
(7.74. En outre, 7.76 montre queAn(fo) est une statistique fiisante calculable pour le
test. Par conséquent, dans la section suivante, nousnsai&s mesures expérimentales
avec I'approche locale asymptotique pour vérifier les parmces du test statistique.

7.4.4 Expérimentation
7.4.4.1 Scénario

Dans I'expérimentationn = 3 microphones sont utilisés pour I'enregistrement des sons
dans leur zone de réception, dont une partie sont généi@siellément, par exemple,
en grattant sur le microphone. Nous utilisons un modéle A&die p = 10 pour
décrire les mesures acoustiqugg){k<n. Quand on ne gratte pas surit&me micro-
phone, le paramétre du modéle AR éste RP*! tandis que le paramétre du modéle
AR estOy = 6p + ﬁ“r lorsque I'on frotte sur lui. Ces mesures acoustiques sanstr
mis par des cables a un appareil d’enregistrement connegtécidinateur. La procé-
dure de I'expérimentation est illustrée dans la figte4 Tout d’abord, ces mesures sont
traitées a I'avance par un filtre passe-bas et une décimsitiople puisque la fréquence
d’échantillonnage de I'appareil d’enregistrement et &levée, qui renforcent d’avantage
la corrélation temporelle. Ensuitéy et 6y sont estimés priori pour calculer le/Y. En-
suite, nous choisissori§ intervalles d’échantillonnage ou une vibration est géadréur
calculer le scoreficacexy(i), i = 1,2, 3, selon 7.69 et (7.76). Apres cela, I'algorithme
pour le test statistique est exécuté sur la base de(@sSelon les résultats du test sur ces
intervalles d’échantillonnage, les performances, pamgte, la probabilité de détection du
test par rapport a ces données réelles peuvent étre obtenue.

R

Y2y Tuning %
LAN Filt b S

@) iltre passe-bas . . !

Test Decimation X(2 R gt
AN 2

Yi(3)—» > t7 - .
%(3 g

Figure 7.14: Procédure expérimental

Pour rendre le modéle d’observation dans I'expérimentatieen adapté au modele
d’'observation donnée par.G2 et par .33, chaque fois quand on gratte sur I'un de
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ces microphones, nous supposons que seulement ce miceopsbprévu d'étre influ-
encé. En outre, I'expérimentation est supposée d'étecteée dans un environnement
homogeéne de sorte que le niveau de bruit pour chaque mianepdst le méme. En outre,
I'expérimentation est réalisée dans un environnementaiugu le grattage est Iéger, dont
la raison est que le RSB n’'est pas trop grand. Nous devons fairssle l1éger grattage
avec plus ou moins la méme force de sorte que I'estimationcdtesdticace d’'un in-
tervalle d’échantillonnage d’intérét peut étre plus raisblement généralisée aux autres
intervalles d’échantillonnage d'intérét.

7.4.4.2 Modéle d’observation

Selon {.71) et (7.73, on peut voir que le modéle d’observation de I'expérieneat [se
transformer comme le suivant

Ho : () = &), VI (7.77)
et pouri € {1,2, 3}
Hi : x(i) =vI@)TY + &(>1), x() =&, VI #1i. (7.78)

ou L(&(1) ~ N(O, I(9) pourl = 1,2, 3 et toutes legy(l) sont mutuellement indépen-
dentes.

Avec I'utilisation de Matlab, nous pouvons estimer la valées parameétresy et I(6).
Ensuite, le modéle d’'observation donné parlp et par .13 est bien adapté a celui
donné par7.32 et (7.33.

7.4.4.3 Reésultats expérimentaux

Afin de démontrer I'applicabilité du test statistique pre@a@ux données réelles, une ex-
périence acoustique est réalisée comme il est représensélaldigure7.14 On gratte
continuellement sur le 1-er microphone pour environ 16 138es pour créer une série
des signaux anormaux. Chaque microphone enregistre legpsom 20 secondes avec la
fréquence d’échantillonnage minimale= 44100 de I'appareil d’enregistrement. La dis-
tance entre ces 3 microphones sotity = dyz3 = R = 3.6 etd;3 = r = 2. On choisit
C1=r%Co=R% pg=0.1etp; = p, = p3 = 03.

Au début de I'expérience, les mesures acoustiques sotttgitées par un filtre passe-
bas et un décimation simple, car la fréquence d’échantiige est trop élevée et le micro-
phone est trés sensible. Le rapport de décimation /@€ &t les mesures traitées ainsi que
la densité spectrale de puissance a leur égard sont resgpeetit présentées dans la figure
7.15et la figure7.16

Pour représenter les mesures temporellement corréléas, amisissons un modéle
AR d'ordre p = 10. Tout d'abord, les mesures entre les [378339%00]-ieme points
d’échantillonnage sont utilisées pour estimer le vecteuparamétredy du modéle AR
avec seulement le bruit et les mesures entre [8DD000]-ieme points d’échantillonnage
dansyk(1) sont utilisées pour estimer le vecteur de paran¥frée modéle AR ou le sig-
nal aussi existe. Avec l'estimatiafy, les innovations&‘lz du modéles AR sans le signal
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Figure 7.15: Mesures filtrées et décimées
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puissance pour les mesures filtrées et
décimées

peuvent se calculée. Pour illustrerfiieacité du modéle AR estimé, 'auto-corrélation des
mesures acoustiques des microphones et I'auto-cornéldée innovations du modele AR
estimé sans le signal sont comparées dans la figliet dans la figur&.18 On peut voir
gue le modele AR estimé est utile pour représenter des neeimporellement corrélées.
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Figure 7.17:  Auto-corrélation des

mesures filtrées et décimées
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Figure 7.18: Auto-corrélation des inno-
vations du modeéle AR estimé

Ensuite , nous vérifions les performances du test statestigqisé sur les mesures entre

les [780024000]-ieme points d’échantillonnage puisque le RSB dativement moins
grand. Les scoredlicacesxy sont alors calculés selo.f6 ouN = 1 et illustrés dans la
figure7.19 K = 20 intervalles d’échantillonnage sont choisies et le sefiteace moyen
respectif dans ces intervalles d’échantillonnage, doatehe se compose de 800 points
d’échantillonnage, est calculé. Pour la simplicité, la smuye et I'écart type du score
efficace moyen du premier intervalle d’échantillonnage sdithés avec Matlab et ils sont
considérés commeY et I(0) dans le modéle d'observatio7.78. Ensuite, les scores
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Figure 7.19: Scorefiicace entre les [780@4000]-iéme points d’échantillonnage

efficaces moyens des 19 intervalles d’échantillonnage restaont également calculés de
la méme maniére et pris a la suite comme les observationdgtest statistique. Pour ces
scores #icaces illustrés dans la figurel9 la probabilité de détection du test statistique
est 1919 = 1. Bien que cette expérience simple n’est pas tres délicdiysire encore
I'efficacité du test statistigue proposé dans les applicati@im|pes.

7.5 Conclusion et perspective

Conclusion

La détection et localisation d’anomalies est un problémgoitant qui a été étudié dans
divers domaines de recherche et de nombreux domaines idatuph. |l est important
parce que les anomalies se traduisent souvent les infanmsdthportantes, voire critiques.
Visant a ce probléme, une abondance de techniques ont étééagaalors que le sujet de
cette thése se limite aux techniques statistiques pariguésrqui supposent une distribu-
tion des données. Plus précisément, nous utilisons lai¢hdera décision statistique afin
de résoudre le probleme de détection et localisation d'afiem

Au début, les éléments de base du probléme de détectioratislion d’anomalie sont
introduits pour expliquer les principes principaux deBlentes techniques, ainsi pour per-
mettre une classification des techniques statistiquesngdrgues. Dans le méme temps,
la formulation du probléme traité dans cette thése est égaitétablie, autrement dit, un
probléme du test entre hypothéses multiples (THM). Enslagefondements de 'outil de
recherche nommé la théorie de la décision statistique sonpleétement introduits afin de
clarifier I'objectif de cette thése, qui est la constructibnn test bayesien avec la fonction
de perte quadratique pour le probléme du THM. En raison desgplexité, la construc-
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tion du test bayésien est divisée par deux étapes. Dansragueeétape, nous sommes
seulement préoccupés par le probléme du THM sans I'hypettiédase et ce probléme
correspond a la localisation d’anomalie. Dans la seconalgeéton résout d’avantage le
probléme du THM avec I'hypothése de base et ce probleme gslié® avec la détection

et localisation d’anomalie.

Ensuite, la premiére étape de la construction est détaiiée le chapitr8, qui contient
deux parties principales: la construction du test bayemiea la fonction de perte quadra-
tique basé sur une distribution gaussienne pour un probtmeHM sans I'hypothése
de base et I'analyse de sa performance statistique: piliaadé classification erronée.
Avant la construction de ce test, la supériorité de la famctle perte quadratique sur la
fonction de perte G- 1 est expliquée en profondeur avec des applications pestigtile
colt de bayes d'un test pour le probleme du THM sans I'hysatide base est exprimé
dans une forme fermée en fonction des probabilités de fitzggin erronée. Parce que le
test bayésien proposé avec la fonction de perte quadrasiueme généralisation de celui
avec la fonction de perte-01, leurs probabilités de classification erronée sont coégzar
En raison de la diiculté dans les calculs exacts, les bornes inférieures étisupes re-
spectives des probabilité de classification erronée des t@sits sont proposées, a partir
desquelles l'influence de la topologie de I'espace des patrasisur I'équivalence asymp-
totique sur les probabilités de classification erronéeedrf deux tests par rapport a RSB
est révélée. A la fin, deux types principaux de simulatiort sfiectués pour corroborer
'analyse de sa performance.

En outre, la deuxiéeme étape de la construction est détaidés le chapitrd qui est
également composé de deux parties principales: la cotistiudu test bayesien avec la
fonction de perte quadratique basé sur une distributiosgi@nne pour un probléme du
THM avec I'hypothése de base et I'analyse de ses perforrsatatstiques: la probabilité
de fausse alarme, les probabilités de détection manqués erdbabilités de classifica-
tion erronée. Avant la construction de ce test, le colt dedalun test pour le probléme
du THM avec I'hypothése de base est exprimé sous une formeééeen fonction de la
probabilité de fausse alarme, des probabilités de détemimnquée et des probabilités de
classification erronée. Le test bayésien proposé avec @idonde perte quadratique et
celui avec la fonction de perte-01 sont comparés de nouveau par rapport a la proba-
bilité de fausse alarme, aux probabilités de détection m@mainsi que aux probabilités
de classification erronée. En raison de Ificlilté dans les calcul exacts, les bornes in-
férieure et supérieure respectives de ces probabilitédalestests sont proposées, a partir
desquelles il est conclu que la probabilité de fausse alamtee probabilité de détection
manquée des deux tests sont toujours respectivement adiqgunpment équivalentes tan-
dis que I'équivalence asymptotique sur les probabilitésldssification erronée entre les
deux tests est encore étroitement liée a la topologie ded@sdes paramétres. L'analyse
de ses performances est vérifi€ée a nouveau avec deux typegpatix de simulation.

Finalement, une expérience réelle est réalisée pour déendiapplicabilité du test
statistique proposé sous le contexte de la détection eidatian du signal. Un modéle
AR est utilisé pour représenter les mesures acoustiqguesxggtience et une approche
des hypothéses locales est utilisé pour exploiter unesstpie qui est liée au rapport de
vraisemblance pour le test statistique. Les résultatsrempataux confirment I'ficacité



7.5. Conclusion et perspective 123

du test proposeé.

Perspective

Dans cette thése, nous proposons deux tests bayésiensadeection de perte quadra-
tique pour le probleme du test entre hypothéses multipfeples. Cependant, plusieurs
améliorations sont prévues qui sont énumérées dans lensa@vac I'exemple de la dé-
tection et localisation d'intrus dans un RCSF. La premiénglgration a I'avenir est de
considérer le cas d’hypothéses composites, par exemmeu® le paramétre de nuisance
existe dans I'observation. Le parametre de nuisance perédgenter la valeur non nulle et
inconnue de la moyenne du bruit dans I'observation de chegpieur. Il a été prouvé que
le probléeme du THM associé a la fonction de perte D est invariant sous le groupe de
permutation tandis que celui associé a la fonction de peddmtique n’est pas. Par consé
guent, le probleme du THM avec la fonction de pertel(peut se résoudre avec le principe
d’invariance tandis que celui de la fonction de perte gquégira ne peut pas. Bien que le
modéle d'observation soit seulement un pefiédent, nous avons besoin d’'une méthode
plus délicate a résoudre ce nouveau probleme du THM.

En outre, la supposition que l'anomalie est une constantenum devrait étre
améliorée dans la construction ultérieure du test bayéssdon notre expérience dans
I'expérimentation acoustique. Par exemple, lorsque nappasons que I'anomalie dans
I'observation est une constante inconnue, voire une Varabatoire, le probleme du THM
devient plus pratique. En outre, on suppose que tout au plusapteur estféecté par
l'intrus a chaque instant. Cependant, dans un réseau dmtisesupposition devient moins
efficace. Ce qui est plus complexe, lorsque les bruits dans I&lmakbbservation sont
corrélés, nous devons d’abord éliminer cette corrélati@t @es méthodes appropriées.

Une autre considération est la décentralisation de I'dlyoe pour le test bayésien
proposé dans un RCSF, en ce sens, l'algorithme est exécogébéaucoup de capteurs
plutdt que d’'un seul car la complexité de calcul de ce testange avec le nombre des
capteurs mais I'énergie de chaque capteur est plutét Bmité

Ces améliorations susmentionnées sont associées adafuui du test dans le RCSF.
Comme pour d’'autres applications, d’autres amélioratamisent étre envisagées. Avec
ces besoins potentiels a l'esprit, les intéréts de reckedans la construction du test
bayésien avec d’'autres fonctions de perte pour le probl&am&HM continuera croitre
et étendra ses domaines d’application dans un avenir proche
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Appendix for Chapter 3

A.1 Proof of Proposition 3.3.1

The prior probabilities are denoted with = Pr@ = 6;),i = 1,...,n. According to 8.6),

(3.9, (3.11), (3.12
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Becausd_(6;, 6;)) = 0, we have

n i-1

R[6,6(X)] = Z [ pici,jL(6, 6;) + pjaj,iL(Hj,Hi)].

i=2 j=1

WhenL(6;, 6;) is symmetric, we can write

n i-1

RI6, 5001 = D > (miai j + pjaji)L (6, 6).

i=2 j=1
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A.2 Proof of Theorem3.3.1
The Bayesian test with-l loss function, proposed by Ferguson, is as follows

6%71(X) = arg maxpi f (X|6k).
1<k<n

Because
~p1(X) : :
09 = 2053 L[soo(x.)
and
1 X2
o) = - vzexp(‘ﬁ)’
e1(X) = @o(X-A),

the Bayesian test with the-Q loss function for the MHT problem is
OYX) = arg maxA«(X),
1<k<n

A(X)

AXk
Px exp(—z).

g
A.3 Proof of Theorem3.4.1

The prior probabilities are denoted with = Pr@ = 6x), k = 1,...,n. First, let

n n

R; [6,5(X)] = Z L [0k O50x) = 6; | x(0IX) = Z L(6k, 6;)7(6k/X). (A.1)
k=1 k=1

According to the definition of the Bayesian test for the MH®lgem, @.13 can be trans-
formed as follows

5(X) = arglgj]i!g R; [6,6(X)] . (A.2)

According to 8.9) and 3.11),

_ Pef(XI6k)
By combining A.1) and @A.3), we obtain
R [6,6(X)] = 2 L6k, 6;) Px f?gf)"). (A.4)
Since,
f(X]6k) ¢1(X) AXk
%) oc F(X|0k) ) o ex (?),
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wherex signifies the proportional relationship, we obtain

R; [0, 6(X)] o Z L (6. 0;) px exp(%).
]
Let
A = peewp| ). (A5)
Bi(X) = > L(fk 0)AX). (A.6)
=]
Therefore,
R; [6, 6(X)] « B;(X). (A7)
SincelL(6k, 6k) = 0,
Bi(X) = > L6k 6)AX). (A.8)
k=1,k#]j

Then, according toA.2), (A.7), (A.8) and B.2), the Bayesian test with the quadratic loss
function is

69(X) = arg minBX(X),
1<j<n

n
BRX) = > llok—6ilAX).
k=1,k#]j
Because the procedure above is independent from the spiecificof L (6, 0;), it is
concluded that the Bayesian test with other types of losstimms can be constructed using
the same methodology. For instance, accordinght8)( (A.8) and 3.5), the Bayesian test
with the 0-1 loss function is

6> H(X)

arg min B®(X),
1<j<n J

n

>0 AX),

K=LK#j

BY1(X)
which is equivalent to the bayesian test withl0loss function in Theorer8.3.1

A.4 Proof of Theorem3.4.2

First, the following definition and two lemmas are stated.

Definition A.4.1 Two random variables X and X, are positively associated if the co-
variance between them is positive.

Lemma A.4.1 A group of random variables 1X..., X, is positively associated if each two
of them are positively associated.
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Lemma A.4.2 Let X, ..., Xy be positively associated random variableg=Yhg (X4, ..., Xn)
and h be coordinatewise nondecreasings=K., ..., n. Then for any constant x.., X,

P{ﬂ(Yk < Xk)} > [ ]Pt¥es %, (A.9)

k=1 k=1

P{m(Yk > Xk)} > 1_[ P{Yk > Xt (A.lO)
k=1 k=1

The proof of LemmaA.4.2 can be found inlfin & Bai 2011, Chapter 11, Sec 11.2].
When%H; is true, the observation model is as follows:

Hi :Xi=A+& and Xy =&, YKk#I. (A.12)

wheregg ~ N(0,02), k = 1,...,n. & are independent. The Bayesian test with 0 loss
function is

o AX
6%1(X) = arg maxpy exp(—zk)
1<k<n o

which can be transformed into the following expression.

6% 1(X) = arg max(Xy + c) (A.12)
1<k<n
where
52
G =— In P. (A.13)

The misclassification probability of Ferguson test is

n
ai(?j—l = Py (Xj +Cj > Xy + Ck)
KeLkej

pﬁ{ O (+e2 X0+ zxi+ci)}

k=1, ki ks

N (E - Ck_Cj) (fj—fi A+Ci—Cj)
Pr, > S ‘
{kzl,[]i,k;tj( oN2 o2 A o2 o2

Leth,k = &tk K=+ j, Zj = (Zj,l, ...,Zj’n, Zj’i )T. Therefore,
—————— ——

V2’
n-2 1
n
Ck — Cj A+ Ci — Cj
0-1 J j
@i = Pr; (Zj,k > ) (Zj’i > —) . (A.14)
{k=1,[]i,k¢ j V2 A V2
Because £
i — &k

Zik= ~N(0, 1)
J O_\/z
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and
_ 1 1 1
e=Cov(Zjx. Zjy) = ﬁCOV(fj — &6 & — &) = FVar(fj) =2 (A.15)

where VarK) is the variance 0K, it can be obtained that

0 1 e --- e
0 e 1 :
ZJ NN(lJuE) :N . 5
0 e --- ... 1
with
p1 211 12 ]
= ’2 = ? ’ .
H [ n2 ] [ Y21 222
where
p1=1[0,...0", u2 =0,
n-2
and
1 e e
Zi1= e
e 1

21,2 = [e, cees e]T,
e
n-2
22,2 =1
LetZ = (Zj1, - Zjn)- BecauseZ is jointly normally distributed and;; is a Gaussian vari-
e
n-2
able, according to the conditional distribution propertier the multidimensional normal
distribution [Eaton 1983page 116-117], the conditional distribution fg@rgivenZ;; = z

is given by
ZIZji =z ~ N(i, %),

and it can be calculated that

Bo= pa+312555(Z — pa)
0 e
= ||+ |1H@-0)
0 e
e

Il
N
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and that
Y = 21,1—21,225,1222,1
[ 1 e ...oe
. e
= ? 1 | : {17 e ...€
1
1-¢& el-¢ --- el-¢
| el-e 1-¢ :
| e(1-¢) e 1-€2

. 0_1 . .
We can now, according taA\(14), expressy;;~ as an 0 — 1)-fold integral for a multi-

variate normal distributionJohnson & Kotz 194

+00 +00 +00
aﬁl f e f Cnc‘f s, P70, 2) d21...02, 07
a==rd  Ja=—gd Ja=—gl e

o

f+oo f
C1-Cj cn—Cj
7z 17% J

V2

f s foz=2 (21, - ,Zn|z|)¢zj,(z|)dzl .dz,dz

+00
f s ¢zj.(z|)[f =% f ey 1222 (20 Z012) 2.7, | dZ
Z

Tv2 o’\r n— 2
(A.16)

wherep(z, ..., z,, ) is the joint density function ofy, ..., Z,, z, ¢(:) is the density function
of the normal distribution ancﬂzlzj’i:a (21, ..., Zn|z) is the conditional joint density function
of Zj1,....ZjngivenZj;. Let B = (By, ..., B, be a Gaussian vector of sine- 2 whereB;
andB;j are excluded so that

B~ N(@., X),

soin (A.16)

+00 +00
f o oo lezj’i:a(zl,...,zn|zi)dzl...dzn
2 i 7= —_—

V2 T oV2 n-2
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| k=1, ket ks V2
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LetCy = B8 . N(0, 1), so

Vi-&
+00 +00
[ g | e framae i)z g2
a="3 Ty
n Ck—Cj _ Z
= Pi| ) [Ck_Lﬂ. (A.17)
k=1 keti K | 1-¢€
Furthermore, ( )
Cov(By,, Bk e
COV(Ckl,Ckz) = 1_162 2 = s
then
e e
Cy 0 1 = Tre
C, 0 1L .
. ~ N , +e
Cn 0 2 e e 1
Cy— CJ e
In (A.17), let x, = "\/‘F_ez and let

Yk = (Cy, ..., Cp) = Ck
—
n-2
fork =1,..,nandk # j,i. Obviously,hy is nondecreasing. Since the covariance between
Cy, andCy, is

e
Cov(Ci. Cie) = 75> 0

wherekg, ko = 1,...,n, ki, ko # |, i, k1 # ko. Then,Cy, andCy, are positively associated,
according to Lemma\.4.1, all the Cy’s are positively associated. Becauseis nonde-

creasing and is constant, according to the inequali#.{10) in LemmaA.4.2, we obtain
that

P

n X d ez n g ez
Ce>2¥% _||> Pr {Ck (r—]
k=1,Q,k¢j{ Vi-¢ ﬂ kzl,lk—[;ti,k;tj V1-¢€

and the derivation ofA.17) can be continued as

+00 —+00
[ g | g framaes i)z gz

"=
. 00 _ g
> Pr|Ck> =
k=Lksi.k# 1-¢€
o (S
- Q (A.18)
K=Lketi ke 1-¢

where

Qx) = f 1 exp(——)dt
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Therefore, by combiningX.16) and @A.18), it can be deduced that

o oo 11[ “d-ez
s f b0, (2) Q| 2 |ds. (A.19)
i Z=m ik V1-¢

Ckfcj'
Because)(:) is a decreasing function an@f— is decreasing with respect 1g it can be
inferred from @A.19) that

N n &—Cj A+Ci—C;
0-1 a2 o2
@c = . 92,(@) Q——F——14d3
N 4G j W
4= V2 k=1,k#i,k# | -
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V2

_ M) - (Ck_cj_e(A+C‘_Cj)) A.20
Q( O'\/E k=l,1k—[¢i,k¢jQ 0"/5 Vl—ez ‘ ( . )

In addition, it is evident that

i —&j A+ C —C; A+ C —C;
alj_lfpri(xj"'cjZXi"‘Ci):Pri(gJ €:|> | J): (—I

Cj
0'\/2_ 0'\/2 V3 ) (A.21)

Therefore, the lower bound and upper bouncbzﬁ}‘l are found, which are respectively
denoted by

plO-L _ Q(—A+Ci_cj) : Q(Ck_c"_e(“q_c")) (A22)
N ’ )
k=1k#i,k#]

o2 cV2Vli-¢
puo-1 _ Q(M) (A.23)
" —=) .

Let SNR= (%, by combing A.13), (A.15), (A.22) and @A.23), we obtain that

n In p_ﬁ
[T o-22, 2o
k=1, ket ks | V6 SNRVE

o of2e, ok
I

V2  SNRV2
pi
puo-1 _ | SNR —In P
b V2 SNR\/_
and it can be deduced that
PIO 1SNR—>oopU0 1SNR—>ooQ(SNR)
V2
Therefore,
0 1SNR—>ooQ(SNR)
V2
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A.5 Proof of Theorem3.4.3

The proof is divided into two parts. First, we study the loweund ofaa. Then, its upper
bound is established.

A.5.1 Lower Bound ofoziQj
When%H; is true, the observation model is:
Hi : Xi=A+& and X =&, YK#I. (A.24)

whereg ~ N(0,02), k = 1, ..., n. & are independent. The Bayesian test with quadratic loss
function is

6%(X) = arg min By(X),
1<mg<n
n
Bu(X) = D 1ok~ Oml3AX),
k=1k#m
AX
AX) = pkeXp(g—zk)

Letdy, k, = 16k, — Ok,ll, 1 < ki # ko < nandAx(X) is replaced by for simplicity. The
misclassification probability of the Bayesian test with ¢huadratic loss function is

m=1,me|
n n n
el () [ 3 dms 3 n
m=1m#j \k=1k#]j k=1,k#m
n n n
m=1,m#j \k=1,k#j,k#m k=1k#mk#
n n
= Pit () D (R - A< d(A) - Am)]
m=1,m#j \k=1,k#j,k#m
n R -
= Pr ﬂ %AksAj—Am . (A.25)
m=1,mzj \k=1,k j,k=m m,j
Let ) 5
ck dk,j _dk,m
mj — 2 ’
dm,j
then
n n
af = Py () |AzZAn D c,';jAk] : (A.26)
m=1,m#]j k=1,k# j,k#m
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Let

then

n 2 2
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——— ——

a2’
n-2 1
n
Q o4 o A
@ = P (Z',k > —) (Z >—+—|;. (A.27)
" I{k:l,[]i,k;tj KT A2 ﬂ "TANZ o2
Because
Z= 5 N,
oV2
and

1 1 1

e = Cov(Zjx, Zj,k’) =552 Cov(j —éx.&j —&¢) = FVar(gj) =5 (A.28)

where Vark) is the variance oK, it can be obtained that

0 1 e .- e
SR I A R
olle .. .1
with
P s |
where
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and
1 e e
e 1 :
Ti1=| b
e --- .. 1

Yi2=[e... €,
——
n-2

22’2 =1

LetZ = (Zj1, - Zjn)- BecauseZ is jointly normally distributed and;; is a Gaussian vari-
S

n-2
able, according to the conditional distribution propestier the multidimensional normal
distribution [Eaton 1983page 116-117], the conditional distribution fg@rgivenZ;; = z
is given by

ZIZii =7z ~ NI, =),

and it can be calculated that

Bo= pa+312555(Z — po)
0 e
= ||+ 1@ -0
0 e
e
- 7| :
e

and that

M
|
[\d!
=
-
|
[\e!
=
N
\d!
N
N
¢!
N
-

1 e e
: e
- ? 1 A v e e
: oo .
1
1-€ el-¢ --- el-¢
_ | el-9 1-¢ :
_e(l‘—e) 1—‘e2

The rightward side ofA.27) can be expressed as anH{1)-fold integral for a multivariate
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normal distribution Johnson & Kotz 194R

ai?j f o f Mjf - . p(z, ...,z z) dz...dz, dz
Aa73 = a2t n-2
L_ thr/lj

f . foz=2(21, .- Z0lZ) 97, () dz1...dZ, 7
z= J A ———

[\

AV2 A\/é V2 n-2
+00 +00
- f b3 @| [y [ fana(ezin) da.d |d2
_J A Z:—J Zn:—J \—\/"—/
IR vz vz e

(A.29)

wherep(z, ..., z,, ) is the joint density function ofy, ..., Z,, z, ¢(-) is the density function
of the normal distribution andy;;;-(z, ..., z:1z) is the conditional joint density function
of Zj1,....ZjngivenZj;. Let B = (By, ..., B.)" be a Gaussian vector of sine- 2 whereB;
andBj are excluded so that

B~ N, %),
so in the rightward side of inequalityA(29)

f f o fz|z,-,i=a (z1, ..., zn|z) dz...dz,
_‘/J_ | —

n-2

/l.
- Pr m (Bkz&)
k=1 ket Kt AV2
ol
= Pr ﬁ Bk—eZ A\/J— €2
= i
kekeikej | V1— e2 Vi-¢&

LetCy = B2 . N(0, 1), so

Vi-e
+00 +00
f o f o fzzj,i:z(zl,...,znlz)dzl...dz1
a=3 M=z

V2 V2
n 0—_/11 — ez
= P () |azE— (A.30)
k=1, ket ket | 1-¢
Furthermore,
Cov(By,, Bk,) e
Cov(Cy,,Ck,) = X S ,
Ch Cia) 1-¢ l+e
then
e e
Cl O l Fe ... Fe
C, 0 _€_ .
) ~N ) , 1+e
Cn ol e ... ... 1
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ol i

In (A.30), let xx = % and let

Y = h(C, ..., Cn) = Cx
2
n_

fork =1,..,nandk # j,i. Obviously,hy is nondecreasing. Since the covariance between

Cy, andCy, is .
COV(Ckl,CkZ) = 1 e

whereky, ko = 1,...,n, ki, ko # |, i, k1 # k, Cy, andCy, are positively associated, according

to LemmaA.4.1, all theCy’s are positively associated. Becaudmgéas nondecreasing andg

is constant, according to the inequali#y.{0) in LemmaA.4.2, we obtain that

n o _ ez n o _ ez
Pr; Ck = ESEENNG | N Pr|Ck > vz
ke ket b 1-¢ k=Lketi k# | 1-¢

and the derivation ofA.30) can be continued as

f dj f o fZ‘ZJI Z(Zj_?' ,Zn|z|)dZ]_ dZn
i —_

o
V2
> Pr|Cy> 22—
ke ket ki [ V1i-¢
n a'/lJ
_ olae_— (A.31)
K= ket ke 1-¢
where
QW) = f — exp(——)dt
Therefore, by combining/.29) and (A.Bl), it can be deduced that
odj
oo n —+ — €3
Q f . AV2
a2 | L. ¢2,(2) Q| ———|d2. (A.32)
R k=1,lk_[¢i,k¢j [ Vi-¢

o'/lJ
Because&)(') is a decreasing function arvpd\/; is decreasing i@, it can be inferred from
(A.28) and inequality A.32) that

Q _ AVZ A2 o2
oSz [, L @ ] Q[ S ]dz

A=aatove k=Lkati ke j

e | " %ﬂj—ﬁ]
| vy on@an ] 'Q( =

A2 o2 k=1,k#i,k# |

O-/IJ n-2 A/ll
Q(m (rﬁ)Q ( Ve ) (A.33)

v
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Let SNR= %, then the lower bound afa. is found, which is denoted by

Aj Aj
Q(SNR , )Qn_z(_SNR+ j ) (A.34)
V2  SNRV2 V6  SNRV6
and it can be deduced that
I QSNR—»ooQ(SNR)
V2
where
- [
A mgxnym,

Pm + ke, Ch P

Ym = Pj ’

B, = {ke{l,...,n}\{j,m”CrI%,j>0}’
42 —d?

‘ ki “km

Cni = —m—

2
dm,j

A.5.2 Upper Bound ofain

Let
B = {k € (L ...n\\{j. m}IC,; < 0},
then, according toA.26)

af Pn{ ﬁ {AjZAm"' Zn: Cr"m-Ak]}

m=1,m#] k=1k#j,kzm
n
< Py ﬂ {Aj > Ant Y C,‘;,-Ak]
m=1,m#] keBn,
< PrlA>A+ Z C
keB;
AX
= Pr|p; exp( ) Z C keXp( )> pi exp(—z) :
| keBy
Let
M; = max{Xj, maxX},
keBy
then

o = {p,exp( ) 3 ek Jpkexp( )>p|eXp(AX.)}

keB;

{pj - ZkeBi‘ Ci,jpk (AMi) (Axi)}
= P eXpl— | = exp|— |-
pi o o
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Let

pj — ZkeB( Cilfj Pk
>0
| pl

>

then

2
g
= Pr{X < max{maxXg, Xi} + —In
|{ S X{keB.‘ k> J} A ZI}

2
= 1-Py {xi > maxmaxX, Xj} + — Iny_}
keB- A =l

2

-l e a5 o)

keB;
0'2 0'2
= 1—Pn{ﬂ(Xi—Xk>XInzi)ﬂ(Xi—Xj>Xlnzi)}. (A.35)
keB;
In (A.35), define
Tk = X — Xk.

fork e B U{j}. From @.1), it can be seen that th&’s are independent ang| ~ N(A, a?)
while X, ~ N(0, o2). The covariance betwedn, andTy, is

Cov(Tk,, Ti,) Cov(Xi — Xy, Xi — Xi,)
Cov(X;, X;) + Cov(X;, sz) + COV(Xkl, X)) + COV(Xkl, sz)

Var(X;) > 0,

whereky, k; € B U {j} and VarK) is the variance o, so Ty, and Ty, are positively
associated. Then, according to Lemmd.1, for k € B U {j}, all the Ty = Xj — X, are
positively associated. Lék(Ty,..., Tx) = Tx. Becausdy is nondecreasing arﬁgE In Y, is
constant, according t&\(10) in LemmaA.4.2, we obtain that

pn{ﬂ (xi ~ Xy > %Zlnzi)ﬂ(xi ~ X > %Zlnzi)}

0'2 0'2
> Pr {xi - X > Klnzi}k]—[ Pr; {xi — X¢ > Klnzi} (A.36)
eBi’
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and the derivation ofA.35) can be continued as
2
g
[ ]Pn {xi ~Xi> — Inzi}

2
r_{Xi—Xk—A %h’]zi—A}

Q
@]

A
=
|
LY
—
X
|
<
\Y%
=1
=
——

N2 o2

I
l—\
|
RY
X
|
X
|
>
>|9
=3
=
|
>
—_———

"Tln —A %In —A
— l_ —I |
. SNR  Iny,
- 1_OBH|_ =] A.37
© [\/§+SNR\/§) (A.37)

where|U| is the number of elements in the dét Therefore, the upper bound of?j is
found, which is

In
Pi“’jQ - 1-QB (_Sﬂ? + Y )

V2  SNRV2

where

pj — ZkeBi‘ Cilfj Pk
>

Y = o 0, (A.38)

Br = {kel{l..n\{j.ilCk <0}, (A.39)
a2 —d2

ck = XK (A.40)

1) dlzj

When SNR— oo, because

(SNR_ Iny, )40+
V2  SNRV2

and
(1-X"=1-nx+0(X)

whereo(X) is such thab(x)/x — 0 asx — 0, we can write

o SNR Inzi B +1
PP = 1-41-Q| =% -

V2  SNRV2
i SNR InL SNR Inﬂ
fom -l 2

2

) SNR - Iny, SNR Ny,
Ga|+1m{_75__SNRVﬁ]+O[Qf?E__SNRVQJ
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therefore

SNR). (A.41)

U.QSNR—co(|R—
P,J ~ (|B| | + 1)Q( \/z
From (A.39) and @A.41), it can inferred that the asymptotic propertsz?ffjo‘l with respect
to SNR is correlated wittti'fj, i.e., the geometry of the parameter sp@ce



APPENDIX B

Appendix for Chapter 4

B.1 Proof of Proposition4.3.1

The prior probabilities are defined @as= Pr@@ = 6,),i = 0,1,...,n. According to 4.6),
(4.10, (4.12, (4.13

R[6,5(X)]

D 8- B 5 B

f (61, 6] A0, 61}
RN

L [65, 050 ] T(XI6;) pidx
Rn

Bi | L[6i,0s00] T(X65)dx

—

RN

PIE(L(Gi, O5(x)|0 = 6)}

ke

- -

L [61. 650 = 05| Pr[6sx) = 6116 = 6]

i=0
n
= pi ) aijL(6,6))
i=0  j=0
n n
= pozaojl-(é’o 0)+ > D @L(6;,6)
j=0 i=1  j=0
n n n n
= Po ) | @0jL(60,6) + > pidiol(®,00) + Y pi > @ L6, 0)).
j=0 i=1 i=1  j=1
In AppendixA.1 it has been proved that
n n n i-1
Z pi Z’o? L(61, 0; Z [pii,jL(6, 6;) + pjajil(6;, 6)],
i= i= i=2 j=1

therefore

RI6,600] = Ppo) @0 L<eoe)+2p.a.oue. 6o)
j=0

>
T
=

+ [picijL(6i, 05) + pjajil(0;, 6i)].
i=2 j=1
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WhenL(6;, 6;) is symmetric, we can write

n
i=2 j=

i-1
j:l i=1 | 1

n n —
R[6,0(X)] = poZb?o,jL(Go, 6;) + Z piai oL (6, fo) + Z(Dib?i,j + pjaji)L(8:, 6)).

B.2 Proof of Theorem4.3.1

The Bayesian test with-l loss function, proposed by Ferguson, is as follows

1) = | 0 if maxa<ken PiF(XI6k) < pof (XI6o)
i if p f(XI6) = maxi<ien Pef (XI6k) > pof (XI6o).
Because .
F(XI60) = | | #o(X)
i=1
and .
01(X)
f(X|6y) = X;

for k = 1,...,n and because

2
o) = @exp(—ﬁ),

e1(X) = @o(X-A4),
then
fXI0) _ e1Xd _ (A_Xk ~ A_Z)
f(XI6o)  ¢o(Xi) o2 202
and

fXe)  pr%)  exp(53)

FXI0)  ¢1(X)  exp(L%)’

o2

Therefore, the Bayesian test with thel0loss function for the MHT problem is

3O1(x) = 0 if maxy<en Peexp(23) < po exp(25).
i i p eXp(%):maXKksn pkexp(%)> po exp(L%).

B.3 Proof of Theorem4.4.1

The prior probabilities are distributed such tipat= Pr@ = 6;),i = 0,1, ..., n. First, let

R [6,60¥)] = > L [0k, 60 = 0;] 7(8dX) = > L0k, 6))7(0IX). (B.1)
k=0
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According to the definition of the Bayesian test for the MH®lgem, @.14) can be trans-
formed as follows
6(X) = arg minR; [0, 6(X)] . (B.2)
0<j<n

According to ¢.10-(4.12,
Px f (X16k)

n(OIX) = X

(B.3)

where .
f0) = 2, Pt (Xlo). (B.4)
m=0

By combining B8.1) and B.3), we obtain

C f
R [0.500] = Y L0 0P fg
k=0

By combining 4.8), (4.9 and B.4), we obtain
f(Xlfo) _ [Th-1 £0(Xm)
f(X) Po [Tie wo(Xm) + iy Pie1(X) TTie1 mei #0(Xm)
Hnm=1 SOO(Xm)
Po Hﬂ):]_ SOO(Xm) + Zin=1 Pi ié&g Hﬂ):]_ SOO(Xm)
1
Po-+ 1Ly PGS
exp(52)
- n AX] (B.6)

Po+ XLy piexp(23)

(B.5)

and
f(X16) ¢1(%) TTie1 mek Po(%Xm)
f(X) Po Hﬂtl SDO(Xm) + Zinzl piﬁol(xi) nﬂtl’mii SOO(Xm)
52&(8 Hnm:;L ©o(Xm)

Po [T wo(xm) + Xy 29 117, 0o(Xm)
©1(%)
©0(Xc)

Po + Zin=1 Pi %
exp(7)

- n AX; (B7)
Po+ 2Ly piexp(23)

fork=1,...,n.
By combining 8.5), (B.6), (B.7), we obtain

L(6o, 8j) Po eXp(zATZ) + Xy L(6k. 05) peexp(22)
Poexp(£%) + XLy piexp(23)

A? S AX
oc L(eo,ej)poexp(2—)+ L(ek,ej)pkexp((r—zk). (B.9)

2
o k=1
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Let
AZ
Ay = Po exp(ﬁ), (B.10)
AX
A = peexo( ) (B.11)
fork=1,...,nand
Bj(X) = L(fo: 0)A0 + Y L(6hk 0))A(X). (B.12)
k=1
Therefore,
R; [6, 5(X)] o B;(X). (B.13)

Whenj = 0, sincel (6, 8;) = 0 andL (6, 6;) = C, for k # O, then

Bo(X) = C2 ) A(X). (B.14)
k=1

When | # 0, sincelL (Ao, ;) = C1 andL(6k, 6k) = O, then

n

Bi(X) =CiAo+ > L(6k,0)A(X) (B.15)

k=1,k#j

Therefore, according td(2), (B.13), (B.14), (B.15 and @.3), the Bayesian test with
the quadratic loss function is

59(X) = arg min BY(X)
o<j<n

where
BX) :{ Ca X1 A(X) ?f J =0,
! CiAg + ZE:l’k_,{j 16 — 9]”%Ak(x) if j#0.
with
Ao = poexp(£5).
A(X) = peexp(2%)

Because the procedure above is independent of the specificofid (6, 6;), it is con-
cluded that the Bayesian test with other types of loss fonatan be constructed with the
same methodology. For instance, according&d ), (B.15 and @.4), the Bayesian test
with the 0-1 loss function is

6°1(X) = arg min B>}(X)
0<j<n

where . -
BO—l(X) — { Zkﬁl Ak(X) If J = Oa
j Ao+ Dickej AX) if j#0.
This form is equivalent to that of the Bayesian test with thiadratic loss function in
Theorem4.3.1
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B.4 Proof of Theorem4.4.2

The false alarm probability a*-1(X) is calculated as follows

agt = Pr[®i(X) #0|
1-Pro [6°1(X) = 0]

_ AXJ' - A2
mexpio| ) < o

1ol () oo %) < mes 2|

Because th«;’s are independent, then

AX A2
m%[mexp( ’><poexp<ﬁ>]
- -1 7

p
n o A
1- ]—[ Pro( "m 20)

1—Pro

n In £
e SNR
= 1-|]|® . B.16
E SNR 2 } ( )
The false alarm probability afR(X) is calculated as follows
ag = Piplo(X) 0]
= 1-Pip[5%X) =0
_ _ Q in RQ
=1 Pro(B0 < 1rg_lsnn Bj)
= PrO(BQ > min B?)
1<j<n
n
=P4QZNW>N%Q%+Z:M—M%MM
k=1 =J=n k=Lk#]
n 2 n
Xk A . AX
= Pn [Cz Z Pk exp( ) > C1po exp(2 ) + min [16k — 9j||§pk exp(—zk)].
o2 1<j<n . (o
k=1 k=1k#]
(B.17)

It can be seen that the calculation@*l is simple while the calculation o”f(? is more
difficult. Therefore, it is of interest to find well-performed lemand upper bounds f@?ff.
On one hand, because

16k — 055 < R,
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then
0 AXg A? ¢ x
ag = Py CZZ peexp| 5| = Capoexp| o |+ min ) Ild—6jl3pcexp|
I Tk
AXy A2 5
> Pro CZZ P expl—- | > Clpoexp +R? min Z pkexp
1<j<n
| K=Lk#]|
= Pp CZZ Pk €XP AX) | C1poexp + RZZ Pk exp — R max p;j exp
o2 20-2 1<j<n J
AX; 2
= Pn (CZ—RZ)Z pkexp( )+R21mapr exp( )>C1poexp( A ) .
<j<n
Because
R2 < Cy,
then
AX;j 2
Pr (C2 -R) Z Pk exp( )+ R® max p; exp( ) > C1Po exp( A )]
1<j<n 202
X 2
> Pr Rzlmax Pj exp( ) > C1pg exp( A )]
i <j<n
» AXJ C1 A?
= Pn r‘gja<)r§ Pj expl —- —zpoexp F
AXj\  Cq A?
= 1-Pp max P;j exp( ) @poexp(ﬁ)]
= 1-

n . 2
Pro{m [pj exp(i—é’) < %po exp(%)]}. (B.19)

j=1

Because th«;’s are independent, then

AX; 2
1- Pro[maxpj exp( J)S %poexp( A )]

1<j<n 202

0 AX;\ C A2
- s [Jrlpen{)< Snen(Z)
j=1

2

i1 o2 = R? i 207
n
A
= 1- Pro —Jsgln&+lnpo+—
o~ A R2 i 20

(B.20)

=)

(B.18)
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By combing 8.18)-(B.20), a lower bound fo’b?(? is

+In
P'.Q 1- HCD{ S';'R].

On the other hand, because

then
ag = Pn
< Pn
= Pnp
= Pp
Because
then
Pro
< Pn

= Pn

[ & 2 AX
CZZ P exp(Axk) > C1Po exp(%) + rzz Pk exp( >§ ) —r? max p; exp( J)
= k=1 g o?

' n AX; 2
(Co—r?) Z P« exp(Ao_é ) +r? max Pj exp( ) > C1po exp( = )
i k=1

2 2
6k = 6ill5 > 1,

[ AX A2 n X,
C2 > exp(—zk) > C1po exp(ZUz) + min Z 116k — 6;113px exp( )
= T I=n 2

P AX
C2 ). pkeXp(—2)>Clpoexp( ) ? min Z pkexp( )
=

=~

=y

o? 1<j<n

(B.21)

1<j<n

1<j<n

AX AX;
pkexp( Zk) < max pj exp( J), k=1,..,n
(o

1<j<n

’ n AX; §
(Co—1?) ; Pk exp(Ao_); ) + 12 max p; exp( ) > C1po eXp(Zi— ﬂ

[ AXJ AX A?
nCy—r ) max pJ exp| —- | + r2 max pjexpl—-| > Cipoexp| == =

1<j<n

[ ) AX; A?
[nC—(n- 1) ] max pJ exp( ) > C1po exp( )]

= P »max ex A% C1 ex —AZ
a 0 | 1<j<n Pj &XP o? ” nC, — (n— :|.)f2 Po &P 202
AX C A?
= 1-Pp max Pj exp( 2 J) < mpoexp(ﬁ)]

n AX; o A?
- Pro{jol [pj eXp( o2 ) G -(-nr™ eXp(ﬁ)] ' (8:22)
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Because th&;’s are independent, then

n ij C]_ AZ
1- Pr iex < expl—
[leo(2): mment)
0 AX' Cl A2
= 1- Pr ex ——— —poexpl—
H o p( ) nC,— (n— 12" p(zgz)]
f [ AX; C A?
= 1—]—[Pfo —zjsln L 2+InE+—2]
i1 Lo nC, — (n— 1) pj 20
n
Xj o Ci po) A
= 1-| |Pp|l—m<—-|N—0—F—=+In— |+ —
E 0 O'_A( nC; — (n—1)r? pj) 20
n In—=—— + In
Co (n 1)r2 SNR
= 1-] o] 2 . B.23
111 SNR 2 ( )
By combing 8.21)-(B.23), an upper bound fdfc? is
—— + In SNR
PUQ 1- o nCz (n 1)r p;j ‘
ﬂ NR 2
Therefore,
n In Po
—0-1 p . SNR
=1-| |0| =—2 + =—
%0 1,1 SNRT T2 )
and
PL? <l < PUQ
a/'o 0 — [67s)
where
LvQ _ 1_]1[(1) In +In SNR
@o i1 SNR 2V
C Po
@ _ 1 TTo N sz N SNR
@ . SNR 2 |
=1
BecauseC; < R?, we obtain thafd* < P-Q and
ayt<ag.
When SNR— oo, we observe
. SNR SNR
a’g—lSNF\N’—moag?SNF\:—mol_(Dn( 5 )SNF\:—mon@ (_ 5 )
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B.5 Proof of Theorem4.4.3

The missed detection probability 6%1(X) is calculated as follows

@t = Pi[e®t(X) =0

AX; A2
Pr; [max P; exp( = )< poexp( )]

| (o %) el

Because th&’s are independent,

R
oF
-

Il
—_———
—
o
L]

X
©
A

e}

o

L]

X

©
—_
Y
~———
[S—
= >

1Y)

==
—

NS

¢]

X

©
—_
~————

A

e}

o

¢]

X

©
—_
N
~———
[S—
———

[ AX; A2\ " AX; A2
= Pr (—z'sln@+—2) Pn(—zjsln&+—2)
o i 20 (=1, pi 2o
2 n X
= Py (A);'_I Po A—z)nPn(—Jszln@+A)
o b 20¢) 1 o A p 2o
J=1,j#i |
Xi — A A\ @ X; A
= Pr ('—_z @——) Pn(—lszln@+—)
\ o A pj 20 (=L oA p 2
N2 gNR) In5.  SNR
o P _ o 2 L 2 B.24
[SNR 2 ]J.J:J.Li [SNR+ 2 (B.24)

]|
O
I
LY
Sl
O
e
=
I
=)

n

C1Ao + Z 16 — 6;115AK(X)

k=1,k#j

= Py {C i A(X) <1rPJI<nn }

A? o 5 AX
c23” peexo(22) < cupexp — |+ min > lioc-6;1Zpcexp| =5 ||
= S 7

S —

It can be seen thﬁ?gl is simple to calculate while the calculation’&f?0 is more involved.
Therefore, it is of interest to find convenient lower and ugmainds for’&?o. On one hand,
because

2.2
16k — Ojll5 > r
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then
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Because th&;’s are independent, then
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By combing 8.25-(B.27), a lower bound ob?f’o is
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Because
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By combing 8.28)-(B.30), an upper bound fdii?o is
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Test Bayésien entre hypothéses
multiples avec critére quadratique

Le probléme de détection et localisation d’anomalie
peut étre traité comme le probléme du test entre des
hypothéses multiples (THM) dans le cadre bayésien.
Le test bayésien avec la fonction de perte 0-1 est
une solution standard pour ce probléeme, mais les
hypothéses alternatives pourraient avoir une
importance tout a fait différente en pratique. La
fonction de perte 0-1 ne reflete pas cette réalité
tandis que la fonction de perte quadratique est plus
appropriée. L’objectif de cette thése est Ia
conception d’un test bayésien avec la fonction de
perte quadratique ainsi que son étude asymptotique.
La construction de ce test est effectuée en deux
étapes. Dans la premiére étape, un test bayésien
avec la fonction de perte quadratique pour le
probleme du THM sans I’hypothése de base est
congu et les bornes inférieures et supérieures des
probabilités de classification erronée sont calculées.
La deuxieme étape construit un test bayésien pour le
probléeme du THM avec I’hypothése de base. Les
bornes inférieures et supérieures des probabilités de
fausse alarme, des probabilités de détection
manquée, et des probabilités de -classification
erronée sont calculées. A partir de ces bornes,
I’équivalence asymptotique entre le test proposé et
le test standard avec la fonction de perte 0-1 est
étudiée. Beaucoup d’expériences de simulation et
une expérimentation acoustique ont illustré
I’efficacité du nouveau test statistique.

Mots clés : tests d’hypothése (statistique) -
statistique bayésienne - détection du signal -
analyse discriminante - son, mesure.

Bayesian Multiple Hypotheses Testing
with Quadratic Criterion

The anomaly detection and localization problem can
be treated as a multiple hypotheses testing (MHT)
problem in the Bayesian framework. The Bayesian
test with the 0-1 loss function is a standard solution
for this problem, but the alternative hypotheses have
quite different importance in practice. The 0-1 loss
function does not reflect this fact while the
quadratic loss function is more appropriate. The
objective of the thesis is the design of a Bayesian
test with the quadratic loss function and its
asymptotic study. The construction of the test is
made in two steps. In the first step, a Bayesian test
with the quadratic loss function for the MHT problem
without the null hypothesis is designed and the
lower and upper bounds of the misclassification
probabilities are calculated. The second step
constructs a Bayesian test for the MHT problem with
the null hypothesis. The lower and upper bounds of
the false alarm probabilities, the missed detection
probabilites as well as the misclassification
probabilities are calculated. From these bounds, the
asymptotic equivalence between the proposed test
and the standard one with the 0-1 loss function is
studied. A lot of simulation and an acoustic
experiment have illustrated the effectiveness of the
new statistical test.

Keywords: statistical hypothesis testing - Bayesian
statistical decision theory - signal detection -
discriminant analysis -sound, measurement.
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