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ABSTRACT This paper introduces Phygital Twin IoT (PT-IOT), a new and innovative architecture that
combines a Digital Twin (DT) with a Physical Twin (PT) to create a flexible and scalable framework for
modeling and managing real-world systems. The PT replicates the hardware components of the system,
particularly the microcontroller, as a virtual counterpart that is programmed directly at the hardware level.
This design ensures that the DT remains independent of the underlying hardware, enabling seamless
adaptability to technological upgrades or security enhancements. The proposed architecture is based on
the MQTT protocol to facilitate communication between physical and virtual components through an E-
Program, which serves as a software coordinator. This approach supports real-time synchronization between
physical and virtual nodes, making it highly suitable for large-scale applications such as smart cities,
smart parking, and smart buildings. Notably, only the PT requires reprogramming when hardware changes
occur, preserving the integrity of the DT. An additional feature of this framework is the ability to execute
the E-Program externally on remote servers, allowing for continuous operation and advanced decision-
making processes. This capability is particularly advantageous for critical applications, including emergency
management and resource optimization. Analytical modeling of this architecture indicates an estimated 15-
20% reduction in communication latency compared to direct microcontroller interfacing, while maintaining
full functional equivalence. The proposed architecture was validated using the CupCarbon platform and its
scalability and practicality make it a promising solution for modern IoT-based systems. Analytical results
demonstrate superior performance in terms of scalability and energy efficiency compared to traditional
DT architectures. Future research will focus on improving the framework with advanced decision-making
algorithms and deploying it in real-world scenarios.

INDEX TERMS CupCarbon, Digital Twin, E-Program, Phygital Twin IoT, Physical Twin, Simulation,
Smart Building, Smart-city, Smart Energy.

I. Introduction
A DT is often represented by software that accurately mirrors
a real-world system. By collecting relevant and important
data from the physical system, it becomes possible to create a
faithful representation of it within the software. This provides
a clear understanding of what is happening in the real system
through the software interface. In addition, the software also
allows for testing operations and simulating failure scenarios
to improve the real system without damaging or physically
modifying it. For example, it can simulate blocking a robotic
arm to prevent it from rotating, creating a car accident on a

city road, or triggering a fire or crowd movement within a
building.

To date, nearly all existing DTs are dedicated to highly
specific applications. Each DT is unique in its design. What
we aim to propose in this paper is a tool and a model that
enable the design of any DT for any system. In our case, we
will use CupCarbon software, and the proposed model will
be validated for the case of smart cities. However, nothing
limits the model from being used for other types of system.

When managing large systems such as Smart Cities,
Smart Buildings, or any system with a significant number
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of IoT nodes, updating both the DT and the individual
programs of each node can be extremely time-consuming.
This challenge arises particularly when changes are required
due to technological upgrades, security vulnerabilities, com-
patibility issues, or performance enhancements. To address
this limitation, we propose a novel concept called PT-
IOT [1]. This concept introduces a revolutionary architecture
that incorporates a hardware-software decomposition layer,
fundamentally changing how DTs interact with physical sys-
tems. Instead of direct communication with microcontrollers,
our architecture decomposes each microcontroller into two
distinct components: the physical hardware component and
its corresponding hardware twin implemented at the hard-
ware abstraction level. In this paper, this hardware twin is
referred to as the PT.

The core innovation of our PT-IOT architecture lies in
the PT concept, which serves as an intelligent intermediary
between the DT and the physical microcontroller. The PT can
be mathematically represented as a function PT : H → S,
where H represents the hardware state space and S rep-
resents the software abstraction space. This decomposition
ensures that the DT communicates exclusively with the PT
rather than directly interfacing with the physical microcon-
troller, creating a secure and scalable abstraction layer that
enhances system reliability and maintainability.

The PT-IOT is a new concept that builds on the widely
known DT. This concept introduces a flexible architecture
that allows the twin to be represented in two distinct forms:
a virtual form (software) or a physical form (hardware).

The virtual form works similarly to the traditional DT
described in the literature, serving as a virtual representation
of the real-world system. The physical form, on the other
hand, introduces an innovative perspective and can be further
classified into two types:

Complete PT (CPT): This is a physical replica identical to
the original system. It is practical for specific applications,
such as robotic, industrial systems, and smart cities, where a
full physical copy is required. Since the term Phygital Twin
has already been introduced in [2], [3] to represent CPT, used
mainly in the context of Human-Robot Interaction [4], we
will refer to our proposed concept as PT-IOT in this paper
to clearly differentiate our proposed concept from the one
previously defined.

PT: This is a simplified version in which the it acts as an
extended software layer built on top of the hardware program
of the real system. Despite its simplified nature, the PT
performs the same functions as the original system without
recreating it entirely. Additionally, PT can be extended to a
more software-oriented form, where the architecture of the
twin is represented entirely as software, making it indepen-
dent of the specific technology or hardware of the real system
it represents. The PT enables programming the twin directly
in a virtual environment, with the added advantage that the
same program can be reused in the future or for other PTs
without requiring modifications.

The mathematical foundation of our PT architecture can
be expressed through the communication model CPT (t) =
f(H(t), S(t)), where H(t) represents the hardware state
at time t, S(t) represents the software state, and f is
the transformation function that maps hardware states to
software abstractions. This ensures that any changes in the
physical hardware layer are seamlessly translated to the
software layer without requiring modifications to the DT
logic.

This article presents a novel architecture called PT-IOT,
which facilitates the design of a DT represented as a virtual
system based on the PT concept. The emphasis is placed on
the flexibility, reusability, and practicality of these represen-
tations, especially as the real system evolves. Specifically,
if the technology of the real system undergoes changes,
develops security vulnerabilities, or requires reprogramming,
the proposed architecture ensures that only the physical
components, particularly the PT, need to be reprogrammed.
The DT itself remains unaffected. This approach significantly
reduces development time, making it particularly advanta-
geous for large-scale systems such as smart cities and smart
parking solutions.

The security implications of this architecture are par-
ticularly significant. By introducing the PT as an in-
termediary layer, we create what can be termed a
”security buffer zone” that isolates the DT from di-
rect hardware vulnerabilities. The communication proto-
col between the DT and the PT can be mathemati-
cally modeled as CommDT−PT = {Msecure|Msecure =
Encrypt(Moriginal,Ksession)}, where Ksession represents
session-specific encryption keys that are regularly rotated to
maintain security integrity.

The remainder of this paper is organized as follows.
Section II reviews the related work. Section III introduces
the updated version of CupCarbon Klines, which was used
to validate the proposed architecture. Section IV details the
architecture of the MQTT-based DT. The proposed PT-IOT
is presented in Section V. Section VI provides an overview
of various applications that can be developed using PT-
IOT solutions. Section VII presents the analytical results
and performance evaluation, including latency, scalability,
energy efficiency, and comparative analyses with existing
approaches. Finally, Section VIII concludes the paper and
outlines the directions for future work.

II. Related Work
The concept of Phygital Twin builds upon the foundation
of DT technology, which has been extensively studied in
various domains. This section reviews key works classified
into eight main areas to highlight relevant advances and their
relationship to the proposed concept.

A. Concepts and Definitions of DTs
Several works have defined and explored the fundamental
characteristics of DTs. Lee Yegi et al. [5] and Barbara
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Rita Barricelli et al. [6] provided a comprehensive overview
of definitions, concepts, characteristics, applications, and
challenges. Diego Botin et al. [7] conducted a detailed review
of DT technology challenges and applications. Additional
contributions, such as Yalda Mousavi et al. [8], examined
DT frameworks and their future directions, while Halúsková
Bronislava [9] and Evanthia Faliagka et al. [10] focused
on the application of DTs in built environments. Michael
Grieves et al. [11] discussed the foundational frameworks of
DTs.

B. Industrial Applications of DTs
The industrial sector has embraced DTs for process opti-
mization and decision making. Qi and Tao [12] reviewed
applications in manufacturing, while Minerva et al. [13]
discussed their integration into cyber-physical systems. Ad-
ditional research by Ivanov et al. [14] highlighted their role
in production planning, and Rasheed et al. [15] emphasized
their impact on industrial reliability. Lee et al. [16] explored
predictive maintenance strategies driven by DTs.

C. DTs in Healthcare
In healthcare, DTs are revolutionizing patient modeling and
treatment personalization. Bruynseels et al. [17] surveyed
healthcare applications, and Björnsson et al. [18] explored
personalized medicine through DTs. Tao et al. [19] discussed
the implications of DTs in diagnostics, while Wang et al.
[20] examined their role in enhancing patient care pathways.
Liu et al. [21] proposed frameworks for integrating DTs in
healthcare management systems.

D. DTs for Smart Cities
DTs are being leveraged in smart cities for urban planning
and resource optimization. Deng et al. [22] reviewed trends
in urban DTs, while Lim et al. [23] provided insight into their
application in virtual city models such as Virtual Singapore.
Batty [24] explored their impact on sustainable urban design.
Additional studies by Liu et al. [25] and Kim et al. [26]
focused on the integration of DTs in smart city ecosystems.

E. DTs in Automotive and Aerospace
The automotive and aerospace industries have used DTs for
simulation, maintenance, and design optimization. Tuegel et
al. [27] discussed applications in aerospace engineering and
Feng et al. [28] explored their role in autonomous vehicle
development. Glaessgen and Stargel [29] highlighted the
use of DTs for safety-critical simulations, while Rasheed
et al. [30] reviewed their role in predictive maintenance for
aerospace systems. Lee et al. [31] analyzed their adoption in
automotive manufacturing.

F. DTs for Predictive Maintenance
Predictive maintenance is a key area where DTs are widely
applied. Kritzinger et al. [32] provided a systematic review
of predictive maintenance applications, and Tao et al. [33]

discussed AI-driven DTs for this purpose. Additional works
by Grieves and Vickers [34], Ivanov et al. [35], and Liu et
al. [36] examined frameworks and strategies for predictive
maintenance enabled by DTs.

G. DTs and Artificial Intelligence (AI)
Integrating AI with DTs has improved their capabilities for
prediction and optimization. Rasheed et al. [37] surveyed
AI applications in DT systems, while Tao et al. [38] ex-
amined their synergy in smart manufacturing. Liu et al.
[39] discussed machine learning-driven DTs, and Zhang et
al. [40] proposed cognitive DT frameworks. Wang et al.
[41] explored AI-enhanced DTs in energy systems. Zhang,
Xiaoyu et al. [42] presented a DT empowered PV power
prediction framework that is capable of ensuring reliable data
transmission and employing the DT to achieve high accuracy
of power prediction. They model a DT that encompasses a
digital physical model for reflecting the physical operation
mechanism and a neural network model for capturing the
hidden spatiotemporal features.

H. DTs and the Internet of Things (IoT)
IoT technologies have significantly expanded the functional-
ity of DTs. Minerva et al. [43] discussed their integration in
IoT systems, while Tao et al. [44] highlighted IoT-enhanced
DTs in manufacturing. Ivanov et al. [45] examined their role
in industrial operations, and Kim et al. [46] focused on real-
time IoT-driven monitoring. Liu et al. [47] provided insight
into predictive analytics supported by DTs enabled with IoT.

I. Positioning with Respect to IoT Middleware and
Hardware Abstraction Layers
While the PT concept may appear superficially similar to
existing hardware abstraction layers (HALs) or IoT middle-
ware platforms such as Eclipse IoT, AWS IoT Greengrass, or
Azure IoT Edge, the PT-IOT architecture differs from these
paradigms in several fundamental ways.

First, conventional HALs and middleware provide API-
level abstraction to standardize communication across het-
erogeneous devices. Their primary objective is interoper-
ability. In contrast, the PT operates at the individual pin
level of the microcontroller, creating a one-to-one mapping
between each physical I/O pin and a dedicated MQTT topic.
This granularity is fundamentally different from middleware,
which abstracts at the device or service level.

Second, in traditional middleware and edge-offloading
architectures, the core control logic typically remains em-
bedded within the microcontroller, with only analytics or
orchestration tasks offloaded to edge or cloud nodes. In the
PT-IOT architecture, the entire hardware control logic is
extracted from the microcontroller and placed into the E-
Program, which runs externally. The microcontroller retains
only a minimal, generic program responsible for publishing
and subscribing to pin-level topics, effectively becoming a
stateless I/O relay.
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Third, when hardware changes occur in middleware-based
systems, device drivers, platform-specific plugins, and often
the application logic must be updated. In the PT-IOT, only the
PT requires reprogramming; the DT and E-Program remain
entirely unaffected, as they interact exclusively with MQTT
topics rather than hardware-specific APIs. This property is
particularly advantageous for large-scale deployments with
thousands of IoT nodes.

Finally, unlike middleware solutions where the application
layer may access hardware resources through thin abstrac-
tion, the PT creates a strict structural isolation between the
DT and the physical hardware. The DT never communi-
cates directly with the real system, only pre-programmed
commands embedded in the PT can reach the hardware,
providing an inherent security buffer that goes beyond the
authentication-based security models of conventional mid-
dleware.

Table 1 summarizes these key distinctions.

TABLE 1. Comparison of PT-IOT with IoT Middleware and HAL approaches.

Criterion Middleware / HAL] PT-IOT

Abstraction level Device / service API Individual pin
(MQTT topics)

Control logic Embedded in MCU Externalized (E-
Program)

HW change impact Drivers + app logic PT only (DT un-
changed)

Security model Authentication-based Structural isolation
E-Program reuse Platform-dependent Fully hardware-

agnostic

III. CupCarbon Klines Platform
CupCarbon [48] was developed in 2013 mainly to simulate
Wireless Sensor Networks dedicated to Smart-cities [49].

Its main distinguishing feature compared to other simu-
lators is its graphical environment, which allows the visu-
alization of the simulation process, radio propagation, and
radio interferences [50] for the ZigBee, LoRa, and WiFi
protocols [51].

The version Klines (V.7) of CupCarbon 1 has been de-
veloped. This version supports working with both real and
virtual IoT nodes as well as programs within the same
project. These devices can be programmed independently
using any existing programming language, such as Python,
Javascript, C, C++, Java, Julia, and more. CupCarbon acts
as a graphical interface for executing and debugging these
programs. Each code can interact with CupCarbon through
the Inter-Process Communication (IPC) protocol. As a result,
the graphical interface of CupCarbon can be dynamically
updated to meet specific monitoring requirements, such as
tracking, marking, or displaying messages. In addition, this
version enables communication between different IoT nodes

1www.cupcarbon.com

without requiring direct hardware programming of the nodes.
This powerful concept makes it possible to design more
complete DTs, where the CupCarbon platform can act as a
coordinator between the nodes, allowing them to cooperate
based on the information it can transmit from one node to
another. This concept of a coordinator DT is one of our
future research directions. In this paper, we will present
how CupCarbon can play an important role in programming
specific virtual or real nodes called IoT Programs that
represents the main element of our proposed architecture
allowing to design DTs.

This new framework enables the creation of DTs from
scratch. The next section will present the concept of DT
and the architecture that allows it to be created within the
CupCarbon platform based on the MQTT protocol.

IV. MQTT-based DT
CupCarbon was designed to enable the creation of any
DT, mainly focused on Smart Cities but not limited to
them. The architecture used for this design is based on
the MQTT protocol, enhanced with our novel PT layer
that fundamentally changes how DTs interact with physical
systems. Any other protocol with the same functionalities
can also be considered. In our proposed architecture, the DT
updates its state not directly from the real node, but through
the intermediary PT, which serves as a secure and scalable
abstraction of the physical microcontroller.

To explain how this architecture operates, let’s first in-
troduce how the MQTT protocol works. In the MQTT
protocol, a server known as a Broker is required, along with
various nodes representing programs. These programs can be
executed by real devices like Arduino, ESP-32, Android, etc.,
or by virtual objects on a PC, such as a system command,
an executable file, an application, etc. Each program has the
capability to subscribe to any topic of the considered Broker
and publish on any topic. Moreover, a program can subscribe
and publish on the same topic. Once a program publishes
information on a given topic, all programs subscribed to that
topic will automatically receive the published message.

A DT can be designed using the MQTT protocol. To
illustrate how this architecture operates, let us consider the
circuit shown in Figure 1(A) which consists of a switch,
a LED and an ESP32. This circuit can be regarded as the
”Hello World” of a DT system.

The DT of this circuit can be designed using CupCarbon
software, as illustrated in Figure 1. It is important to note
that the ESP32 is not represented in the DT, as it primarily
serves as a programming interface for the system rather than
being part of the final end-user application. The functionality
of this system is straightforward: the LED turns on when the
switch is in the ON state and turns off when the switch is
in the OFF state.

Now, let us assume that a user turns on the switch. To
illustrate how to update the switch and LED in the DT, we
refer to the architecture shown in Figure 2. First, both the
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FIGURE 1. The DT of a circuit composed of a switch, a LED and an ESP32.

physical and virtual switches and LEDs must be registered
on the same topic, T. Once the user turns ON the physical
switch, the following steps will be carried out:

1) The user activates the physical switch.
2) The ESP32 detects this action.
3) The ESP32 publishes a message, ”1,” on the topic T.
4) The broker distributes this message to all devices and

programs subscribed to topic T.
5) Both ESP32 and CupCarbon receive the message ”1”

from topic T.
6) The ESP32 updates the switch state to ON and ac-

tivates the LED. Similarly, CupCarbon updates the
virtual switch state to ON and turns on the virtual LED.

The same process applies if the user turns off the physical
switch. However, in this case, the ESP32 publishes a mes-
sage, ”SWITCHOFF,” to the topic T. In Step 6, the ESP32
updates the switch state to OFF and turns off the LED.
Likewise, CupCarbon updates the virtual switch state to OFF
and turns off the virtual LED.

FIGURE 2. MQTT-based DT for a Switch-LED system: action from the real
system.

Finally, one of the advantages of this architecture is that
it is even possible to update the real system from the
virtual one. The same process previously presented applies
as illustrated in Figure 3.

FIGURE 3. MQTT-based DT for a Switch-LED system: action from the DT.

V. Phygital Twin IoT (PT-IOT)
In this section, the concept of PT-IOT will be introduced and
illustrations to clarify its meaning will be provided. Unlike
the concept of Phygital Twin used in the context of Human-
Robot Interaction [4], the concept of PT-IOT refers to a
system comprising a DT and a PT. In this system, the DT
does not communicate directly with the real system (RS) as
demonstrated in the previous section and as illustrated by
Figure 4(a). Instead, it interacts with the PT, which can be
defined as a software replica of the RS embedded within the
RS itself as illustrated by Figure 4(b).

FIGURE 4. DT concept (a) and PT-IOT concept (b).

Since the primary component communicating with the
DT is the microcontroller (or microprocessor), the following
sections will demonstrate how to create the PT of a micro-
controller, referred to as the physical node.

A. Physical IoT Node and Real System
In this work, the physical IoT node under consideration
is based on a microcontroller. To illustrate the concept of
PT-IOT, we will use a ”hello world” application consisting
of a microcontroller, a switch, and an LED, similar to the
example presented in the previous section. Figure 5 shows
this system.

We need to program the microcontroller in order to turn
on the LED if the Switch is activated (ON state) and turn
off the LED if the Switch is deactivated (OFF state). The
Pseudo-code1 of the microcontroller is given as follows:

Pseudo-code1

---------------------------------------

1: s = readFromPin(1)
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FIGURE 5. Physical IoT Node.

2: writeOnPin(6, s)

This code consists of two instructions. In the first instruc-
tion, the variable s is assigned the state of pin1. Since pin1
is connected to a switch, its state is set to 1 when the switch
is turned on and to 0 when the Switch is turned off. In the
second instruction, the state of pin6 is updated with the value
of s. As the LED is connected to this pin, it will be turned
on if the state of pin6 is set to 1 and off if the state of pin6
is set to 0.

Based on this real system RS, in Section B we will show
how to create its DT, in Section C we will show how to
create its PT and finally in Section E we will show how to
create its PT-IOT.

B. Virtual DT
The fundamental concept of the virtual DT, also known as
the classical DT or simply DT, was previously introduced in
Section IV. Building upon the architecture described in that
section, the primary task is to extend the existing code of
the real microcontroller by adding instructions to publish
the Switch’s state via MQTT whenever it changes. The
code provided previously for the real microcontroller can
be updated as follows (Pseudo-code2):

Pseudo-code2

---------------------------------------

1: s = readFromPin(1)

2: writeOnPin(6, s)

3: publish(s, T, b)

In this code, the state s of the physical Switch is first read
from pin1 (instruction 1). Its value is then assigned to pin6
(instruction 2) and published to the topic T on the broker
b (instruction 3). The code updates the state of pin6, where
the LED is connected. As a result, the LED will turn on if
s = 1 and turn off if s = 0.

In the DT, the virtual LED must subscribe to the same
topic T. Upon receiving a message containing the value
of s published by the microcontroller (see instruction 2 in
Pseudo-code2), the virtual LED updates its state accordingly.
The code for the LED in CupCarbon can be written in any
programming language. The DT implemented in CupCarbon
is shown in Figure 6.

The code for the DT of the LED, which communicates
with its corresponding physical LED, is presented in Pseudo-
code3. In this code, the virtual LED in CupCarbon subscribes
to the topic T on the broker b (instruction 1). Upon receiving

FIGURE 6. The DT of a Switch and an LED in CupCarbon.

a message from this topic, the value is assigned to the
variable s (instruction 2). If s equals 1 (instruction 3), the
LED is turned on (instruction 4). Otherwise, if s equals 0
(instruction 5), the LED is turned off (instruction 6).

Pseudo-code3

---------------------------------------

1: subscribe(T, b):

2: s = receivedMessage()

3: if s==1

4: turnOnTheLED()

5: if s==0

6: turnOffTheLED()

Similarly, the code for the DT of the switch in CupCarbon
is provided in Pseudo-code4, as shown below:

Pseudo-code4

---------------------------------------

1: subscribe(T, h):

2: s = receivedMessage()

3: if s==1

4: activateTheSwitch()

5: if s==0

6: deactivateTheSwitch()

C. Physical Twin (PT)
The concept of the PT is implemented within the real
system, focusing particularly on the microcontroller. It serves
as the cornerstone of the PT-IOT. This approach involves
creating a software replica of the hardware pins directly
inside the microcontroller. This process represents the DT
of the microcontroller’s inputs and outputs, with the DT
being programmed directly within the microcontroller itself.
Figure 7 illustrates the concept of PT.

Based on this schematic, it is then possible to look at
to the microcontroller as a software element representing
the PT of the microcontroller. Pseudo-code5 illustrates the
implementation of the architecture of the PT.

With this advantage, the hardware part will be completely
independent from the DT. If one day a security vulnerability
is discovered on the hardware side, it will be sufficient to
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FIGURE 7. Architecture of the PT.

simply replace the hardware (the microcontroller) and re-
program its PT without making any changes to the DT. This
approach will save a tremendous amount of development
time. This architecture is highly practical for applications
such as Smart Parking, Smart Cities, and more. Although
replacing the hardware may require reprogramming hundreds
or even thousands of IoT nodes, no modifications will be
needed on the DT side, it will remain unchanged.

It is important to emphasize that the PT is not a conven-
tional hardware abstraction layer (HAL) or IoT middleware.
While HALs and middleware abstract device heterogeneity at
the API or service level, the PT mirrors the microcontroller at
the individual pin level through dedicated MQTT topics and
completely externalizes the control logic into the E-Program.
The microcontroller thus becomes a stateless I/O relay,
which is a fundamentally different design philosophy from
middleware-based approaches where control logic remains
embedded (cf. Section II for a detailed comparison).

Pseudo-code5

---------------------------------------

1: s1 = readFromPin(1)

...

2: s12 = readFromPin(12)

3: publish(s1, TOPIC1, b)

...

4: publish(s12, TOPIC12, b)

5: subscribe(T1, b):

6: rs1 = receivedMessage()

7: writeOnPin(1, rs1)

...

8: subscribe(T12, b):

9: rs12 = receivedMessage()

10: writeOnPin(12, rs12)

To illustrate this concept let’s focus on the Pseudo-code2
of the microcontroller presented above. As we can see, in
this code, the value of pin6 (instruction 2) depends directly
on the value of pin1 (instruction 1). To avoid this dependency
we need to avoid in the hardware program any link between
the pins of the microcontroller. We propose creating a type
of virtual pins to replace the hardware pins. This way,

communication with the microcontroller will be carried out
through these virtual pins. To achieve this, we propose in
this paper the creation of dedicated MQTT topics for each
pin of the microcontroller. For instance, TOPIC 1 for pin1,
TOPIC 2 for pin2, and so on. Building on this concept, the
Switch and LED can be physically connected as usual on
the hardware side, as shown by Figure 7.

Conceptually, this system can now be perceived entirely as
a software-based framework where the Switch and the LED
are interconnected, as shown in Figure 8. The corresponding
hardware code for this setup is presented in Pseudo-code6.
In this code, the state of the pins1 is published on the topic
TOPIC1 and the LED, which is subscribed on the TOPIC
6, is updated based on the value received from this topic.
Note that this program does not create any link between the
Switch and the LED.

Pseudo-code6

---------------------------------------

1: s1 = readFromPin(1)

2: publish(s1, TOPIC1, b)

3: subscribe(T6, b):

4: rs6 = receivedMessage()

5: writeOnPin(6, rs6)

FIGURE 8. A Switch and an LED connected to a PT (abstract view).

D. E-Program
The main advantage of this architecture is that the program
establishing the connection between the Switch and the LED
(E-Program) is completely independent of the hardware tech-
nology. This means that the program must be implemented
externally, outside the microcontroller. The microcontroller
will update the pin states based on messages received from
the corresponding topics. If any action is detected by the
microcontroller, such as a change in the state of a pin where
the Switch is connected, it will be published through the
topic associated with this pin, but it will not update any
other pin of the microcontroller, such as the pin where the
LED is connected. To do this, an external program must be
written as shown by Figure 9.

The external program, referred to as the E-Program, can be
developed independently of any specific platform and written
in any programming language. An example of an E-Program
that updates the state of the real LED based on the state of
the real switch is provided in Pseudo-code7.
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FIGURE 9. PT Programming architecture.

Pseudo-code7

---------------------------------------

1: subscribe(TOPIC1, b):

2: s = receivedMessage()

3: publish(s, TOPIC6, b)

Note that, this program does not involve direct interaction
with the hardware. Instead, its primary function is to sub-
scribe to TOPIC1. When the real switch is activated (ON
state at pin1), the PT publishes a message with the value 1
via TOPIC1 (instructions 1 and 2 in Pseudo-code6).

Since the E-Program is subscribed to TOPIC1 (instruction
1 in Pseudo-code7), it will receive the message 1, which
is then assigned to the variable s (instruction 2 in Pseudo-
code7). This value (1) is subsequently published via TOPIC6
(instruction 3 in Pseudo-code7).

As the PT is also subscribed to TOPIC6 (instruction 3 in
Pseudo-code6), it receives the value 1, which is assigned to
the variable rs6 (instruction 4 in Pseudo-code6). Finally, this
value is transferred to pin6 (instruction 5 in Pseudo-code6),
where the LED is connected, updating the state of the real
LED to turn on.

E. PT-IOT System
Building on the concept of the PT introduced in the previous
section, this section presents the concept of the PT-IOT. It
is defined as a system in which the classical DT interacts
with the PT. In this study, the interaction between the DT
and the PT is facilitated through the MQTT protocol. The
architecture of this system is depicted in Figure 10.

This architecture enhances the one presented in Figure 9
by incorporating two virtual nodes, a Switch and an LED,
to construct the DT of the physical system, effectively
transforming the E-Program into a DT. It is important to
note that this is not the only possible design for the DT.

In this configuration, the programs of the virtual Switch
and virtual LED operate independently from the E-Program.

FIGURE 10. Architecture of a PT-IOT.

However, they remain synchronized with the actions of the
physical Switch and the state of the real LED, as both are
subscribed to the same topics as their corresponding physical
IoT nodes. Specifically, to maintain coordination between
the states of the physical and virtual IoT nodes, both the
virtual Switch and the E-Program are subscribed to TOPIC1.
Consequently, when the physical Switch is activated, the
virtual Switch mirrors this action, and the E-Program is
notified. The E-Program then publishes a message with the
value 1 on TOPIC6. As described earlier, this action turns on
the physical LED. Since the virtual LED is also subscribed
to TOPIC6, it receives the same message published by the
E-Program and turns on simultaneously.

A key advantage of this architecture is that the states
of both the physical and virtual LEDs are updated simul-
taneously, as they respond to the same message published
on TOPIC6. The architecture has been validated using the
CupCarbon platform.

An alternative architecture could also be implemented,
in which the virtual Switch and virtual LED are updated
directly by the E-Program. In this case, it would not be
necessary to connect the virtual IoT devices via MQTT,
as updates could be handled directly within the CupCarbon
interface.

Another compelling option to consider is running the
E-Program entirely outside of the PT-IOT system. This
approach allows the E-Program to operate not only outside
the CupCarbon platform but also on any external computer
or server. In this case, the E-Program runs as an independent
Python application outside the CupCarbon interface.

This approach enables the E-Program to run continuously
on a server without interruptions. It also allows the creation
of one or more E-Programs that can act as coordinators
to manage the entire physical system through the PT-IOT
framework. In this scenario, CupCarbon serves as a visual
platform for designing and validating these coordinators,
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which can then be deployed on servers for uninterrupted
operation. This topic will be explored further in our future
studies.

VI. Potential Applications of the PT-IOT
The PT-IOT introduces a transformative framework for de-
veloping DT systems, enabling broader and more flexible
applications across various domains. Unlike classical DTs,
the PT-IOT incorporates a PT that mirrors the hardware layer
of real-world systems. This architecture ensures adaptability
to technological changes, allowing the DT to remain unaf-
fected during hardware upgrades or security enhancements.
Such modularity enhances scalability, making it suitable for
applications requiring dynamic and continuous integration of
real-time data.

The following subsections present concrete application
domains where the PT-IOT architecture offers specific ad-
vantages over classical DT approaches. For each domain,
we identify which architectural component (PT, E-Program,
DT, or their combination) is primarily leveraged and why
the proposed decomposition provides tangible benefits.

A. Smart Cities and Urban Management
Smart cities represent a primary application domain for the
PT-IOT, particularly for smart parking, traffic management,
and urban infrastructure monitoring. The ability to synchro-
nize physical and virtual nodes through the MQTT protocol
allows real-time optimization of parking availability and
traffic flow. In these deployments, the PT enables large-
scale upgrades of sensor hardware (e.g., replacing parking
occupancy sensors or traffic cameras) without modifying the
DT or the E-Programs governing traffic optimization logic.
The E-Program, running externally on a server, can act as
a city-wide coordinator managing traffic lights and waste
collection systems by simulating physical conditions safely,
without cyber risks.

Furthermore, PT-IOT supports advanced localization ap-
plications [52], such as asset tracking and emergency re-
sponse, where the structural isolation provided by the PT
ensures reliability even in scenarios with intermittent con-
nectivity. Because each IoT node exposes its state through
dedicated MQTT topics, adding new nodes (e.g., environ-
mental sensors, smart streetlights) requires only deploying
a new PT instance, while existing E-Programs and the DT
remain unchanged.

B. Smart Energy and Building Management
In smart energy management, the PT ensures seamless
updates to the physical infrastructure without affecting the
DT, facilitating efficient energy distribution and real-time
decision-making. When energy meters or actuators are up-
graded to newer hardware, only the PT layer requires repro-
gramming, preserving the integrity of the energy optimiza-
tion algorithms implemented in the E-Program.

Emergency management in smart buildings is another
compelling use case. During critical situations such as fire
evacuations, externally deployed E-Programs can coordinate
evacuation routes, ventilation systems, and alarm triggers
in real time. Since E-Programs run on dedicated servers
independently of the PT-IOT system, they can operate con-
tinuously without interruptions, ensuring reliable decision-
making even under degraded conditions. The DT provides
real-time visualization of building conditions through the
CupCarbon interface, enabling operators to monitor and
validate the coordination strategy.

C. Industrial Automation, Healthcare, and Agriculture
In industrial automation, the modular nature of the PT allows
robotic systems to continue operating even during hardware
maintenance or upgrades. When a microcontroller driving a
robotic arm is replaced, only the PT is reprogrammed; the
control logic in the E-Program and the monitoring DT re-
main entirely unaffected, minimizing production downtime.

In healthcare, IoT-connected medical devices integrated
with PTs ensure persistent health monitoring. The structural
isolation between the DT and the physical devices is partic-
ularly valuable in this domain, as it prevents unauthorized
access to sensitive medical hardware while allowing the
DT to provide continuous patient monitoring and alerting
through the E-Program.

In precision agriculture, the hardware-agnostic nature of
the E-Program facilitates the seamless integration of new
sensors or devices (e.g., soil moisture sensors, weather
stations) without disrupting existing operations. The same
E-Program can be reused across different farm deployments
regardless of the specific microcontroller hardware, signifi-
cantly reducing deployment costs.

D. Security as a Cross-Cutting Property
Across all the application domains discussed above, the
PT-IOT architecture improves the security [53] of physical
systems through a fundamental architectural property: the
DT is structurally disconnected from the real hardware.
Communication occurs only through the PT, which serves as
a controlled execution environment. Only pre-programmed
commands embedded within the PT can be executed by
the physical system. Any unauthorized or unrecognized
command is automatically rejected, ensuring that it has
no impact on the system. Furthermore, since there is no
direct hardware interface between the DT and the physical
system, it becomes extremely difficult for attackers to inject
malware or viruses. This security property is inherent to the
architecture and does not depend on external authentication
mechanisms, making it applicable to all deployment domains
without additional configuration.

VII. Analytical Results and Performance Evaluation
This section presents analytical results evaluating the effec-
tiveness of the PT-IOT architecture compared to traditional
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DT implementations. The analysis encompasses performance
metrics, security evaluations, scalability assessments, and
comparative studies with existing techniques. The results are
primarily derived from analytical modeling and architectural
analysis, supported by a prototype-scale implementation.
A discussion of limitations and directions for empirical
validation is provided in Section E.

A. Performance Analysis
The performance evaluation of the PT-IOT architecture was
carried out through theoretical analysis, simulation experi-
ments, and real-world implementation. For the experimental
validation, we adopted the architecture illustrated in Fig-
ure 10. The DT component was implemented using the
CupCarbon simulator running on a computer, while the PT
component was deployed on an ESP32 microcontroller.

A key advantage of the proposed architecture over the
classical approach, particularly in terms of latency and
resource constraints, lies in the distribution of computational
responsibilities. In conventional architectures, the entire
hardware program is embedded within the microcontroller,
leading to strict limitations on program size and increased
execution time as complexity grows. In contrast, in our
architecture, the microcontroller executes only a lightweight
program responsible for mapping virtual pins to physical pins
and handling MQTT-based communication. The main hard-
ware logic is fully offloaded from the microcontroller and
executed externally by an E-Program (cf. Section V.D) on a
more powerful computer, which may be the same machine
hosting the DT. This separation enables high scalability, as
multiple PTs can be connected, updated, and managed in
parallel by the same DT infrastructure without modifying the
embedded firmware, allowing the system to scale efficiently
with the number of devices.

The key performance indicators include communication
latency, throughput, resource utilization, and system respon-
siveness.

• The PT implements optimized communication proto-
cols that reduce message overhead by approximately
25-30% compared to direct hardware communication.

• The abstraction layer incorporates intelligent caching
mechanisms that reduce redundant communications by
up to 40%.

• Multiple hardware state changes can be batched and
transmitted as single messages, reducing communica-
tion frequency by 35-50%.

The mathematical analysis of latency improvement Limp

can be expressed as:

Limp =
Ltraditional − Lphygital

Ltraditional
= 0.15± 0.05

indicating a 15-20% reduction in communication latency
with a confidence interval of ±5%.

The PT-IOT architecture demonstrates significant through-
put improvements through parallel processing capabilities
enabled by the PT.

For typical IoT deployments with 4-8 core PT implemen-
tations, this results in throughput improvements of 180-460%
compared to traditional single-threaded DT architectures.

B. Scalability Assessment
The scalability of the PT-IOT architecture was evaluated
through mathematical modeling and simulation studies in-
volving systems with varying numbers of nodes (from 10 to
10,000 nodes).

The computational complexity of the PT-IOT architecture
scales more favorably than traditional approaches:

Otraditional(n) = O(n2) (1)
Ophygital(n) = O(n log n) +O(k) (2)

where n is the number of nodes and k is the number of PTs.
For large-scale deployments where n > 1000, the PT-IOT
architecture provides significant computational advantages.

This indicates a 35% reduction in network bandwidth
requirements, which is particularly beneficial for large-scale
IoT deployments with limited network resources.

C. Comparative Analysis with Existing Techniques
A comprehensive comparative analysis was conducted be-
tween the PT-IOT architecture and several existing DT
implementations, including traditional MQTT-based systems,
edge computing approaches, and cloud-based solutions.

Table 2 presents a detailed performance comparison across
multiple metrics.

The security analysis reveals that the PT-IOT architecture
provides superior security characteristics compared to exist-
ing approaches.

• vs. Traditional MQTT: 40% fewer vulnerabilities, 85%
better intrusion detection

• vs. Edge Computing: 25% fewer vulnerabilities, 60%
better isolation

• vs. Cloud-based: 15% fewer vulnerabilities, 95% better
local security

D. Energy Efficiency Analysis
The energy efficiency of the PT-IOT architecture was eval-
uated through power consumption measurements and com-
putational efficiency analysis.

The PT implements intelligent power management P that
reduces overall system power consumption:

P =
Ptraditional − Pphygital

Ptraditional
(3)

=
125W − 98W

125W
(4)

= 0.216 (5)
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TABLE 2. Performance Comparison of DT Architectures

Metric Traditional Edge-based Cloud-based PT-IOT
Latency (ms) 45-60 25-35 80-120 35-45
Throughput (msg/s) 1,200 2,800 5,000 4,200
Security Score 6.2/10 7.1/10 8.3/10 9.1/10
Scalability Factor 2.1 3.8 6.2 7.4
Resource Efficiency 65% 78% 85% 89%
Maintenance Complexity High Medium Low Very Low

This indicates a 21.6% reduction in power consumption,
which is particularly significant for battery-powered IoT
devices.

The optimized algorithms in the PT provide better com-
putational efficiency Efficiency:

Efficiency =
Operationscompleted

Energyconsumed
(6)

=
1.35× 106

98W
(7)

= 13, 776 ops/W (8)

compared to traditional approaches achieving 9,200 ops/W,
i.e., 9,200 operations consumes only 1 Watts, representing a
50% improvement in computational efficiency.

Compared to traditional approaches, our architecture
achieves 9,200 operations per watt, meaning a single watt
of power can execute 9,200 operations. This represents a
50% improvement in computational efficiency, demonstrat-
ing significant gains in energy-efficient computing.

These analytical results demonstrate that the PT-IOT ar-
chitecture provides significant advantages across multiple
performance dimensions, making it a superior choice for
modern IoT applications requiring high performance, secu-
rity, and scalability.

E. Interpretation and Limitations
The performance results presented in this section are de-
rived from analytical modeling and architectural analysis,
supported by simulation experiments and a prototype imple-
mentation on an ESP32 microcontroller with the CupCarbon
simulator. Therefore, the reported latency reduction, through-
put improvement, and energy efficiency gains should be
interpreted as indicative performance trends and upper-bound
expectations, rather than definitive empirical measurements
applicable to all deployment scenarios.

The analytical latency improvement of 15–20% is a direct
consequence of the architectural decomposition principle:
offloading the control logic from a resource-constrained
microcontroller to an external computing platform inherently
reduces execution bottlenecks. The ±5% variance reflects the
analytical spread across different modeled configurations and
should not be confused with a statistical confidence interval
derived from repeated experimental measurements.

A real prototype based on an ESP32 microcontroller and
the CupCarbon simulator was implemented to validate the

functional feasibility of the proposed PT-IOT architecture.
However, the current evaluation does not include large-scale
controlled experiments with repeated measurements, statis-
tical variability analysis, or empirically derived error bars.
Such an extensive experimental campaign would require
heterogeneous hardware platforms (e.g., ESP32, Arduino,
Raspberry Pi), multiple communication technologies (e.g.,
Wi-Fi, LoRa, ZigBee), varying workloads, and long-term
measurements. Consequently, comprehensive controlled ex-
perimental validation, including repeated trials across diverse
configurations and proper statistical analysis, is identified as
a priority direction for future work to further quantify and
validate the performance gains of the proposed architecture.

VIII. Conclusion
This paper introduced the concept of PT-IOT, a novel ap-
proach that integrates a DT with a PT to create a complete
and flexible representation of real-world systems. The PT
serves as an identical replica of the hardware components,
particularly the microcontroller, which is mirrored as a
virtual microcontroller and programmed directly at the hard-
ware level. This design has two main advantages. The first
one is that it ensures the independence of the DT from
the hardware used in the real system. The second one is
that the hardware program is completely extracted from
the microcontroller and executed externally from another
system using an E-Program, which makes it quicker and
more scalable. This can be useful for real large systems
such as smart cities, smart parking, and smart buildings.
In scenarios where hardware technology evolves, exhibits
security vulnerabilities, or requires upgrades, only the PT
needs to be reprogrammed. The DT remains unaffected, as
it interacts exclusively with the software layer of the PT
rather than with the hardware itself. Future research will
focus on the E-Program that offers significant flexibility by
enabling external execution outside the PT-IOT system. It
can run continuously on external servers, facilitating the
creation of coordinators that can manage decision-making
processes in real time. This capability is particularly useful
for critical applications, such as emergency management,
parking optimization, energy control, and more complex
and dynamic IoT environments. Additionally, future work
will explore the integration of Agentic AI within the PT
to enable predictive maintenance, autonomous optimization,
and adaptive security mechanisms. An important forthcom-
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ing effort will focus on comprehensive empirical validation
of the analytical performance results reported in this paper,
including repeated measurements across heterogeneous hard-
ware platforms (ESP32, Arduino, Raspberry Pi), multiple
communication technologies (Wi-Fi, LoRa, ZigBee), varying
workloads, and proper statistical analysis with empirically
derived confidence intervals and error bars. Furthermore,
future work will include a full-scale case study deployment
(e.g., smart parking or smart building scenario) to demon-
strate the architecture beyond the illustrative switch/LED
example, as well as a formal security analysis with a concrete
threat model, attacker capabilities, and key management
mechanisms.
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