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Abstract—RISC-V has emerged as a versatile open-source
instruction set architecture, enabling extensible microarchitec-
tures, custom accelerators, and domain-specific processors. Its
openness facilitates innovation in testability, safety, and security
for safety-critical and security-sensitive applications. This survey
provides a comprehensive review of recent research in RISC-V
verification and protection mechanisms. We analyze AI-assisted
test generation, statistical fault injection frameworks, system-
level testing, design-for-test architectures, and hardware-software
co-verification methods. In the safety domain, we discuss tempo-
ral isolation, performance monitoring, debug support, and fault
containment strategies. Security mechanisms, including trusted
execution environments, memory protection, cryptographic ISA
extensions, post-quantum acceleration, and secure debug prac-
tices, are evaluated. Open challenges in scalable test coverage,
AI-enabled certification, side-channel resilience, and lifecycle
management are highlighted. Finally, we outline future research
directions that leverage RISC-V’s modularity and openness to
enable trustworthy computing systems in automotive, aerospace,
telecommunications, and edge computing domains.

Index Terms—RISC-V, testability, functional safety, secu-
rity, trusted execution environment, post-quantum cryptography,
hardware-software co-verification, temporal isolation, design-for-
test, cryptographic ISA extensions

I. INTRODUCTION

The RISC-V instruction set architecture (ISA) has gained
wide adoption as an open and modular platform for processor
design. Its extensible ISA allows researchers and industry
practitioners to implement custom accelerators, vector units,
and domain-specific cores while maintaining compatibility
with a shared software ecosystem. The base RISC-V ISA and
its standard extensions define a stable foundation upon which
implementations can vary, which creates a challenge for rigor-
ous verification and validation across different configurations
and custom extensions [1]. RISC-V also specifies privileged
features such as Physical Memory Protection (PMP) and a
standardized debug interface to support isolation, memory
access control, and system inspection [2] [3].

Surveys on verification methods highlight simulation, for-
mal verification, and automated test planning as parts of

comprehensive verification methodologies [1]. Work on secure
enclaves and trusted execution environments surveys categor-
ical approaches to isolation and confidentiality in RISC-V
systems [4]. However, these existing surveys typically focus
on either verification in general or a specific domain such as
trusted execution, and do not provide an integrated perspective
that spans test generation, safety mechanisms, and security
enhancements in RISC-V designs.

This survey fills these gaps by reviewing state-of-the-art
methods across test generation, safety architecture, and secu-
rity mechanisms within the RISC-V ecosystem.

A. Contributions

The main contributions of this survey are:

• A review of advanced RISC-V test generation methods,
including AI-assisted pattern generation, statistical fault
injection frameworks, system-level testing, design-for-
test architectures, and hardware-software co-verification
approaches.

• An analysis of safety-oriented architectural features, in-
cluding privilege-level fault handling, performance mon-
itoring, debug modules, and mechanisms for temporal
isolation in multicore systems.

• A detailed examination of security mechanisms, such
as trusted execution environments (TEEs), memory
protection, cryptographic ISA extensions, post-quantum
cryptography acceleration, and secure debug and anti-
tampering techniques.

• Identification of open challenges in RISC-V deployment,
including scalable test coverage, certification of learning-
enabled components, side-channel mitigation, and post-
quantum transition.

• Discussion of future research directions that leverage
the openness and modularity of RISC-V to enable trust-
worthy, safety-critical, and security-compliant computing
systems.



B. Paper Organization

The remainder of the paper is structured as follows. Sec-
tion II surveys advances in testability and verification method-
ologies for RISC-V processors and SoCs. Section III discusses
architectural support for temporal isolation and safety features.
Section IV covers cryptographic acceleration and secure debug
mechanisms. Section V identifies open challenges and future
research directions. Section VI concludes the survey with a
summary and outlook for RISC-V in critical applications.

II. ADVANCES IN RISC-V TESTABILITY

This section reviews recent advances in RISC-V testability,
organized into five key areas: AI-driven test generation, statis-
tical fault injection for security assessment, system-level test
innovations, design-for-test (DfT) architectures, and hardware-
software co-verification. These developments collectively en-
hance the ability to verify, validate, and test RISC-V proces-
sors across the design lifecycle, from pre-silicon verification
to post-silicon debug and manufacturing test.

A. AI-Driven and Fuzzing-based Test Generation

Building on earlier constrained-random algorithm ap-
proaches [5], [6], machine learning techniques have revolu-
tionized test pattern generation for RISC-V processors. Verifi-
cation of RISC-V processors has also developed on coverage-
driven instruction generation techniques [7]. These methods
systematically explore the instruction space to maximize func-
tional coverage and uncover corner-case behaviors.

Chen et al. [8] introduced a deep reinforcement learning
framework that generates instruction sequences maximizing
toggle coverage while minimizing test time. Their approach
achieved 95.4% average coverage across various benchmarks.
Differential fuzzing approaches, such as DifuzzRTL [9], have
also been applied to RISC-V RTL designs, allowing the
comparison of multiple implementations under identical in-
struction sequences to identify inconsistencies.

B. Statistical Fault Injection Evolution for RISC-V Security

The methodology for security assessment of the RISC-
V Instruction Set Architecture (ISA) has evolved from ad-
hoc testing to sophisticated, simulation-based statistical fault
injection (SFI). This evolution directly addresses the need
for scalable, reproducible vulnerability analysis in an open
ecosystem of diverse hardware implementations [10]. Early
security evaluations of RISC-V were limited to physical hard-
ware testing. While providing real-world results, this approach
lacked the fine-grained control and observability necessary for
deep, root-cause analysis of microarchitectural vulnerabilities
and the development of effective countermeasures.

A pivotal shift occurred with the development of specialized
simulation frameworks. The gem5-MARVEL framework [10]

enables microarchitecture-level resilience analysis of heteroge-
neous SoC architectures, including fault injection capabilities
for vulnerability assessment within a full-system simulator.
Its subsequent extension to model multi-core RISC-V systems
with shared cache hierarchies was critical for accurate, system-
level vulnerability assessment, as it allowed researchers to
track fault propagation across cores and coherent memory.
This paradigm enables the statistical injection of transient,
intermittent, and permanent fault models under highly con-
figurable and repeatable conditions.

The most recent evolution seeks to bridge the gap be-
tween simulation flexibility and hardware timing accuracy
through hardware-accelerated platforms. The FPGA-based
Chiffre platform [11] exemplifies this trend, enabling real-time
fault injection into RISC-V cores synthesized on adaptable
hardware. This methodological progression, from physical
testing to simulated SFI, and now to accelerated hybrid
platforms, provides the RISC-V community with a powerful,
scalable toolkit for statistically rigorous security evaluation.

C. System-Level Test Innovations

System-level testing for RISC-V processors and SoCs has
advanced significantly to address the challenges of functional
verification, compliance, and integration validation across
simulation, emulation, and silicon environments. Random-
ized instruction sequence generation and constrained-random
stimulus tools, such as Synopsys STING, produce test pro-
grams that exercise privilege levels, memory protection, in-
terrupt handling, and other system behaviors in a portable,
self-checking manner across simulation, FPGA prototypes,
and silicon platforms [12]. These generated tests have been
effective at uncovering corner cases such as cache coherence
conflicts and fence instruction mishandling that directed tests
often miss.

The RISC-V community also standardizes randomized
instruction testing frameworks like TestRIG, which uses
RVFI-DII interfaces to drive random instruction streams
against both reference models and implementations under test,
comparing execution traces to detect divergences early in
development [13]. TestRIG’s approach supports rapid iteration
and debugging, and has been applied to validate ISA exten-
sions such as capability architectures.

Comprehensive system-level verification suites are provided
by commercial and open-source efforts, such as Breker’s
RISC-V SoCReady SystemVIP test suite, which synthe-
sizes coverage-driven tests for complex operations, including
multicore coherency, atomic instructions, paging, interrupts,
system memory protection, and performance profiling. Sys-
temVIP’s portability across simulation, emulation, prototype,
and post-silicon phases enables unified validation across the
design lifecycle [14].



Open-source directed test frameworks like RiESCUE fur-
ther facilitate customizable test generation and compli-
ance testing with support for multiple RISC-V extensions,
self-checking test harnesses, and flexible constraints [15]. To-
gether, these innovations improve functional coverage, reduce
manual effort, and help ensure robust RISC-V SoC validation
from pre-silicon verification through product release.

D. Design-for-Test Architectures

Design-for-Test (DfT) support is critical for ensuring man-
ufacturability and correctness of complex RISC-V SoCs. Tra-
ditional scan-chain techniques and built-in self-test (BIST)
remain foundational, but recent research has adapted and
evaluated these methods in the context of highly configurable
RISC-V designs. Scan-based DfT remains relevant for RISC-V
cores, enabling sequential element controllability and observ-
ability during test shifts, which supports automatic test pattern
generation (ATPG) for structural faults such as stuck-at and
transition faults [16].

Functional and compliance verification frameworks
for RISC-V benefit from constrained random and
reference-model-driven testing, which augment classical
DfT by exercising ISA-defined behaviors in simulation and
emulation environments. Qiu and Liu propose an integrated
UVM-TLM co-simulation framework that co-verifies
functional correctness alongside performance models for
superscalar RISC-V cores, effectively bridging between
high-level verification and structural test validations [17].
Likewise, Galimberti et al. describe functional ISS-driven
verification that interfaces a RISC-V instruction set simulator
with RTL testbenches to achieve high coverage across
pipeline and control flows [18].

For RISC-V vector and ISA extension units, instruction
coverage and workload-driven tests have been introduced to
supplement structural DfT. Lai et al. develop an instruction
coverage analysis methodology based on TSVC (Test Set
Vector Coverage) to systematically quantify RVV (RISC-V
Vector Extension) coverage, forming the basis for improved
test suite design that captures complex vector behaviors [19].
These approaches, while not purely DfT in the classical hard-
ware sense, contribute to comprehensive test architectures that
combine structural techniques with functional, compliance,
and coverage-driven methods tailored for RISC-V’s extensible
ISA.

Overall, DfT for RISC-V SoCs is evolving toward hybrid
verification strategies that integrate structural scan/BIST with
advanced simulation-based frameworks and ISA-aware cover-
age analysis, enabling more thorough validation of base cores
and custom extension blocks across pre-silicon and prototype
phases.

E. Hardware-Software Co-Verification

Hardware-software co-verification plays a central role in
ensuring that RISC-V implementations correctly realize the
instruction set architecture and interact safely with system
software. Formal verification approaches have been applied
to RISC-V cores to prove ISA compliance and functional
correctness at varying abstraction levels. Polynomial Formal
Verification (PFV) techniques, for example, use Binary Deci-
sion Diagrams (BDDs) and related structures to bound verifi-
cation complexity and have been demonstrated on multi-cycle
RISC-V cores covering both combinational and sequential
logic [20]. These methods provide mathematical guarantees of
correctness, complementing traditional dynamic verification.

Symbolic execution and co-simulation combine strengths
from software and hardware verification domains. In the work
by Bruns et al., symbolic execution engines such as KLEE
are integrated with co-simulation frameworks that couple an
instruction set simulator (ISS) with the RTL of a RISC-V
processor under test. This allows symbolic exploration of
both hardware and software paths and has been effective
in revealing subtle mismatches between simulation and RTL
behavior [21]. Such symbolic co-verification expands coverage
beyond concrete stimuli, enabling systematic exploration of
corner cases inherent to HW-SW interactions.

Hybrid co-verification frameworks also incorporate vir-
tual prototypes and accelerated platforms to balance fidelity
and performance. FPGA-assisted emulation frameworks like
FERIVer accelerate RTL verification by cross-validating hard-
ware behavior against software models running on the same
platform, achieving orders-of-magnitude speedups while pre-
serving functional correctness checks [22]. Complementary
to these, unified co-simulation infrastructures using UVM
(Universal Verification Methodology) and SystemC/TLM pro-
vide scalable environments where software workloads drive
hardware models, enabling early detection of integration and
performance issues across design iterations [17].

The RISC-V formal verification ecosystem also includes
open frameworks such as the riscv-formal project. This frame-
work is widely used to express properties and formally check
RTL models against reference ISA specifications using the
RISC-V Formal Interface (RVFI), often as part of hybrid ver-
ification flows that mix formal, simulation, and co-simulation
components. These layered methodologies improve coverage,
reduce manual effort, and support rigorous correctness assur-
ance from pre-silicon to prototype stages [23].

Table I summarizes the key RISC-V testability techniques,
categorized by approach and representative tools.

III. SECURITY ARCHITECTURE AND ISOLATION

This section focuses on RISC-V mechanisms that provide
isolation, determinism, and architectural foundations for secu-



TABLE I
SUMMARY OF ADVANCES IN RISC-V TESTABILITY

Category Paper / Tool Testing Technique

AI-Driven
and Fuzzing-
Based Test
Generation

Chen et al. [8] Deep reinforcement learning for in-
struction sequence generation

DifuzzRTL [9] Differential fuzzing across RTL im-
plementations

Lu et al. [7] Coverage-driven instr. generation

Statistical
Fault
Injection
for Security

gem5-MARVEL
[10]

Simulation-based statistical fault in-
jection in full-system

Chiffre [11] FPGA-based fault injection

System-
Level Test
Innovations

Synopsys STING
[12]

Constrained-random system-level
stimulus generation

TestRIG [13] Random instruction testing with
RVFI-DII trace comparison

SystemVIP [14] Coverage-driven SoC-level verifica-
tion suite

RiESCUE [15] Constrained test generation

Design-
for-Test
Architec-
tures

Scan/BIST [16] Scan-chain DfT with ATPG support

UVM-TLM [17] Integrated functional and perfor-
mance co-simulation

ISS-driven verifi-
cation [18]

ISS-RTL interfacing for functional
coverage

TSVC for RVV
[19]

Instruction coverage quantification
for vector extension

Hardware-
Software Co-
Verification

PFV [20] Polynomial formal verification using
BDD-based techniques

Symbolic co-
simulation [21]

Symbolic execution integrated with
ISS-RTL co-simulation

FERIVer [22] FPGA-assisted cross-validation of
RTL and software models

riscv-formal [23] Formal property checking via RVFI
interface

rity. It covers temporal isolation techniques, safety-oriented
features built into the privileged architecture, trusted exe-
cution environments, and memory protection. These hard-
ware–software co-designed approaches exploit the openness
of RISC-V to enable analyzable isolation.

Attacker Model: The mechanisms discussed in this section
assume a powerful software adversary operating within the
system but outside the trusted computing base. The attacker
may execute arbitrary code at user or supervisor privilege
levels and may control the operating system or other co-
resident software components. In multicore environments, the
adversary may run concurrently on separate cores and attempt
to interfere with victim execution through shared microarchi-
tectural resources such as caches, memory hierarchies, and
interconnects. The attacker aims to violate spatial or tempo-
ral isolation guarantees by triggering unauthorized memory
accesses, inducing privilege escalation, or exploiting timing-
based interference channels. The hardware implementation,

including machine-mode firmware or security monitors where
applicable, is assumed to be trusted and correctly enforcing
architectural rules. Physical attacks, invasive fault injection,
and malicious hardware modifications are outside the scope
of this model unless explicitly stated.

A. Temporal Isolation and Determinism

Temporal isolation requires bounding interference originat-
ing from speculation, shared caches, and memory subsystems.
In the RISC-V ecosystem, predictability is often achieved
by constraining or eliminating microarchitectural features that
introduce nondeterminism.

Vicuna introduces a timing-predictable RISC-V vector co-
processor designed explicitly for real-time systems [24]. The
architecture removes dynamic scheduling and speculative ex-
ecution within the vector unit, enabling static timing analysis
and tight worst-case execution time (WCET) bounds. Exper-
imental evaluation demonstrates analyzable execution latency
across vector workloads without reliance on speculative mech-
anisms.

The Rocket and BOOM RISC-V cores provide openly
documented microarchitectural implementations that have en-
abled systematic study of speculation and timing behavior
[25]. While BOOM is an out-of-order speculative processor,
its open RTL description allows researchers to selectively
disable speculation, configure cache hierarchies, and eval-
uate timing interference under controlled conditions. This
transparency facilitates experimental assessment of temporal
isolation mechanisms.

Open-source RISC-V platforms such as PULP (Parallel
Ultra-Low Power) provide lightweight in-order cores (e.g.,
RI5CY) with simplified pipelines and predictable execution
characteristics [26]. These cores are frequently used in safety-
oriented embedded contexts due to their reduced microarchi-
tectural complexity and analyzable timing behavior.

Recent analyses of speculative execution in RISC-V cores
have shown that transient execution behavior can affect timing
predictability [27]. Although speculative attacks were first
demonstrated on x86 and ARM, subsequent studies confirm
that similar transient behaviors can manifest in speculative
RISC-V microarchitectures when branch prediction and out-
of-order execution are enabled. This reinforces the importance
of carefully configuring RISC-V cores when temporal isola-
tion is required.

Importantly, RISC-V does not standardize
microarchitectural-level temporal isolation or Quality-of-
Service mechanisms at the ISA level. Instead, determinism
is achieved through microarchitectural configuration choices,
simplified pipelines, and analyzable coprocessor designs
within the open RISC-V hardware ecosystem.



B. Safety-Oriented Architectural Features

Safety-oriented RISC-V systems rely on architectural trans-
parency, standardized debug support, and hardware monitoring
capabilities rather than proprietary safety extensions. The
open specification enables integration of safety mechanisms
consistent with functional safety standards such as ISO 26262.

The RISC-V privileged architecture defines precise trap
handling, interrupt delegation, and control and status registers
(CSRs) that enable structured fault detection and recovery
[2]. Machine-mode exception handling and vectored interrupts
provide deterministic fault containment paths, which are es-
sential in safety-critical deployments.

Performance monitoring counters (PMCs), standardized
through the RISC-V “Zihpm” extension, provide architectural
support for counting hardware events such as cycles, instruc-
tions retired, cache events, and branch behavior [28]. These
counters can be used for runtime monitoring, anomaly detec-
tion, and deadline supervision in safety-aware systems. Be-
cause PMCs are architecturally defined, they provide portable
observability across compliant RISC-V cores.

The RISC-V debug specification defines a standardized
external debug architecture supporting hardware breakpoints,
triggers, single-step execution, and abstract command inter-
faces [3]. The trigger module allows programmable match
conditions on instruction addresses, data accesses, and excep-
tions, which can be used for safety validation and fault anal-
ysis. The debug module operates through a dedicated debug
transport interface, enabling non-intrusive system inspection
during validation and certification processes.

Open-source RISC-V cores such as Rocket and BOOM
provide fully documented RTL implementations of interrupt
controllers, CSR subsystems, and debug modules [25], [29].
This openness facilitates formal verification and fault-injection
campaigns to evaluate diagnostic coverage and failure modes,
which are central requirements in safety-certified designs.

In practice, watchdog timers, lockstep execution, and re-
dundancy mechanisms are implemented at the platform or
SoC level rather than through ISA-defined extensions. The
modular structure of RISC-V allows integration of these safety
mechanisms while preserving ISA compliance.

C. Trusted Execution Environments

Trusted Execution Environments (TEEs) on RISC-V plat-
forms build upon the architecture’s open privileged specifi-
cation and Physical Memory Protection (PMP) mechanism to
provide isolated execution environments. RISC-V enables cus-
tomizable hardware–software co-design for enclave isolation.

Sanctum introduced a secure processor architecture that en-
forces strong isolation between software components without
relying on trusted system software [30]. Sanctum eliminates
shared microarchitectural state between enclaves and untrusted

software, thereby mitigating cache-based side-channel leak-
age. Sanctum’s architectural principles informed later enclave
designs in open ISAs, including RISC-V.

Keystone is the first open-source TEE framework specifi-
cally designed for RISC-V [31]. It leverages RISC-V’s PMP to
isolate enclave memory regions and introduces a minimal se-
curity monitor operating in machine mode. Keystone supports
customizable enclave runtimes and remote attestation while
maintaining a trusted computing base (TCB). The framework
demonstrates that RISC-V’s modular privilege architecture
enables flexible and formally analyzable enclave designs.

To address speculative execution attacks within enclave
environments, Mi6 proposes a secure enclave architecture that
partitions microarchitectural resources such as caches and
branch predictors to eliminate cross-domain leakage [32]. Im-
plemented on the open-source RiscyOO out-of-order RISC-V
processor, Mi6 demonstrates that strong isolation requires both
architectural and microarchitectural enforcement mechanisms.
The design highlights the importance of integrating speculative
execution controls into enclave-capable RISC-V cores.

Collectively, these works establish that RISC-V TEEs rely
on PMP-based memory isolation, minimal privileged secu-
rity monitors, and microarchitectural partitioning to provide
confidentiality and integrity guarantees. The openness of the
RISC-V ecosystem enables rigorous evaluation of enclave
security properties and facilitates reproducible hardware-level
experimentation.

D. Memory Protection and Isolation

Memory protection in RISC-V systems is primarily en-
forced through the Physical Memory Protection (PMP) mech-
anism defined in the privileged architecture specification [2].
PMP enables machine-mode software to define region-based
access control policies for lower privilege levels, allowing
isolation between operating systems, hypervisors, and secure
monitors. Regions can be configured with read, write, and ex-
ecute permissions, and entries may be locked to prevent mod-
ification after initialization. This hardware-supported region
enforcement forms the foundation for enclave frameworks and
secure monitor designs on RISC-V platforms.

Beyond region-based isolation, capability-based protection
has been explored through CHERI-RISC-V [33]. CHERI
extends the RISC-V ISA with hardware capabilities that
encode bounds, permissions, and provenance within pointers.
By enforcing spatial memory safety and fine-grained compart-
mentalization in hardware, CHERI-RISC-V demonstrates how
architectural extensions can mitigate memory safety violations
at their source. The integration preserves compatibility with
the RISC-V software ecosystem while introducing tagged
memory and capability-aware load/store instructions.



Together, PMP-based region isolation and capability-based
memory protection illustrate two complementary approaches
within the RISC-V ecosystem: coarse-grained privilege-
enforced isolation and fine-grained pointer-level protection.
The openness of the RISC-V specification enables both mech-
anisms to be formally specified, implemented, and experimen-
tally evaluated across research and industrial platforms. Table
II provides an overview of RISC-V security mechanisms.

TABLE II
SUMMARY OF SECURITY AND ISOLATION MECHANISMS IN RISC-V

Category Paper Mechanism / Technique

Temporal
Isolation

Vicuna [24] Predictable vector coprocessor
Rocket/ BOOM
[25], [29]

Configurable cores; selective specu-
lation control

PULP [26] In-order cores with simple pipeline

Safety
Features

RISC-V Priv.
Spec [2]

Trap handling, CSRs, deterministic
fault containment

RISC-V PMCs
[28]

Performance counters for runtime
monitoring

RISC-V Debug
Spec [3]

Debug modules and triggers for fault
analysis

Rocket / BOOM
[25], [29]

Open RTL enabling verification and
fault injection

Trusted
Exe.
Environ-
ments

Sanctum [30] Strong enclave isolation; no shared
microarchitectural state

Keystone [31] PMP-based memory isolation with
minimal monitor

Mi6 [32] Partitioning of caches and predictors
to prevent leakage

Memory
Protec-
tion

RISC-V PMP [2] Region-based read/write/execute ac-
cess control

CHERI-RISC-V
[33]

Capability-based fine-grained mem-
ory protection

IV. CRYPTOGRAPHIC AND HARDWARE SECURITY

This section addresses cryptographic acceleration and
physical security features in RISC-V systems. It reviews
post-quantum cryptography implementations on RISC-V
cores, standardized cryptographic ISA extensions, and secure
debug/anti-tampering mechanisms. Collectively, these capabil-
ities demonstrate how the RISC-V ecosystem enables both
high-performance cryptography and robust platform security.

A. Post-Quantum Cryptography Acceleration

The standardization of post-quantum cryptography (PQC)
by NIST has motivated research on efficient implementations
of lattice-based and isogeny-based algorithms on RISC-V
platforms. Both software-optimized and hardware-accelerated
approaches have been explored for embedded and low-power
cores.

Banerjee et al. [34] presented the first full hardware imple-
mentation of the DTLS 1.3 protocol for IoT devices, integrat-

ing a reconfigurable prime-field elliptic curve cryptography
(ECC) accelerator with a low-power RISC-V processor.

Fritzmann et al. [35] proposed RISQ-V, a hardware/software
co-design that tightly integrates dedicated lattice-based cryp-
tography accelerators into a RISC-V core and extends the
ISA with 29 custom instructions. Their ASIC and FPGA
implementations achieve significant speedups and energy re-
ductions for schemes such as NewHope, Kyber, and Saber
compared to pure software on baseline RISC-V. Wang et
al. [36] presented an optimized hardware–software co-design
for Kyber and Dilithium on a RISC-V SoC FPGA platform.
They integrate customized polynomial accelerators, optimized
hashing via RISC-V assembly, and a multi-core acceleration
scheme, achieving 3–5× overall speedup across security levels
while using less than 5% of FPGA resources.

Isogeny-based cryptography, such as SIKE, has been evalu-
ated on embedded RISC-V cores [37]. While highly computa-
tional, these implementations demonstrate feasibility on low-
power RISC-V microcontrollers and highlight trade-offs be-
tween execution time, memory footprint, and security. Overall,
RISC-V’s open ISA and flexible microarchitectures allow both
software-level optimizations and integration of specialized
accelerators, making it a suitable platform for exploring PQC
in embedded, IoT, and safety-critical environments.

B. Cryptographic ISA Extensions

RISC-V standardizes cryptographic acceleration through
architecturally defined instruction set extensions rather than
vendor-specific coprocessors. The RISC-V Scalar Cryptog-
raphy Extensions (Zk*) provide instruction-level support for
symmetric cryptography, hashing, and finite-field arithmetic
[38]. These extensions include AES round instructions (Zkne,
Zknd), SHA-2 and SHA-3 acceleration (Zknh), and carryless
multiplication (Zbc) for Galois/Counter Mode (GCM). By
integrating cryptographic primitives directly into the ISA,
implementations can achieve improved performance while
preserving software portability across compliant cores.

Bit manipulation extensions (Zb*) further support crypto-
graphic workloads [39]. Instructions for bit rotations, general-
ized bit permutations, and carryless multiplication are essential
for efficient implementations of stream ciphers, authenticated
encryption schemes, and hashing functions. The standard-
ization of these primitives enables constant-time software
implementations without reliance on proprietary instructions.

Entropy generation is defined through the RISC-V Entropy
Source Extension (Zkr), which specifies a standard architec-
tural interface for hardware random number generators [38].
The extension provides mechanisms for accessing conditioned
entropy and mandates compliance requirements aligned with
established randomness standards. By defining entropy access
at the ISA level, RISC-V enables portable and auditable



implementations of cryptographically secure random number
generation.

Together, the cryptography, bit manipulation, and entropy
extensions illustrate the RISC-V approach to security: archi-
tecturally specified, openly documented, and implementation-
agnostic acceleration mechanisms that preserve interoperabil-
ity across the ecosystem.

C. Secure Debug and Anti-Tampering

Debug interfaces constitute a critical security boundary in
processor-based systems. The RISC-V External Debug Sup-
port specification defines a standardized debug module, debug
transport module (DTM), and abstract command interface for
controlling harts and accessing system state [3]. While the
base specification enables powerful inspection and control ca-
pabilities, secure deployment requires restricting debug access
through hardware lifecycle management and authentication
mechanisms implemented at the platform level.

Secure boot and anti-rollback protection are typically im-
plemented through a hardware root of trust anchored in im-
mutable ROM and cryptographic signature verification. RISC-
V-based secure platforms such as OpenTitan demonstrate how
a minimal mask-ROM boot stage verifies subsequent firmware
images using public-key cryptography before transferring con-
trol [40]. Version control and anti-rollback protections are
enforced by storing monotonic counters or version metadata in
non-volatile storage to prevent execution of outdated firmware
images.

Device-unique key derivation and entropy generation are
commonly integrated alongside secure boot mechanisms.
RISC-V systems leverage hardware entropy sources defined
in the entropy extension specification to seed cryptographic
primitives and derive device-bound secrets [41]. Although
physical unclonable functions (PUFs) are implementation-
specific rather than ISA-mandated features, they are frequently
integrated in RISC-V-based SoCs to support secure provision-
ing and attestation workflows.

Overall, secure debug and anti-tampering protections in
RISC-V systems are achieved through standardized debug in-
terfaces combined with platform-level authentication, lifecycle
control, and hardware root-of-trust mechanisms rather than
through dedicated ISA-level anti-tamper extensions. Table
III summarizes key RISC-V cryptographic acceleration and
hardware security mechanisms.

V. OPEN CHALLENGES AND FUTURE DIRECTIONS

Despite substantial progress in RISC-V adoption, several
challenges remain in applying the architecture to critical and
safety-sensitive domains.

TABLE III
SUMMARY OF CRYPTOGRAPHIC MECHANISMS IN RISC-V

Category Paper Mechanism / Technique

Post-
Quantum
Crypto.

Banerjee et
al. [34]

ECC accelerator with DTLS 1.3 on
low-power RISC-V

Fritzmann et
al. [35]

Lattice-based accelerator with cus-
tom ISA instructions

Wang et al.
[36]

Multi-core FPGA for Kyber/
Dilithium; polynomial accelerators

Liu et al.
[37]

Embedded isogeny-based cryptogra-
phy on low-power RISC-V

Cryptographic
ISA
Extensions

Zk*/ Zb*/
Zkr [38],
[39]

AES, SHA-2/3, carryless multiply,
bit manipulation, entropy source

Secure
Debug /Anti-
Tampering

RISC-V De-
bug Spec [3]

Standardized debug modules with
controlled hart access

OpenTitan
[40]

Secure boot, anti-rollback, and hard-
ware root-of-trust

RISC-V En-
tropy [41]

Device-unique keys and secure en-
tropy for provisioning and attestation

A. Testability Challenges

Complex microarchitectures, including multi-level cache
hierarchies, vector extensions, and custom accelerators, in-
crease the test space exponentially. Achieving high functional
coverage across cores, peripherals, and software stacks re-
mains a significant challenge. Existing AI-driven and formal
verification approaches provide partial solutions, but complete
coverage guarantees for large-scale RISC-V SoCs have not yet
been established.

System-level validation of RISC-V-based systems remains
resource-intensive. The integration of heterogeneous cores,
peripheral IP, and operating system stacks requires coordinated
simulation, emulation, and silicon-based testing. Standardized
methodologies for hybrid verification that can scale to indus-
trial RISC-V designs are still under development.

Analog and mixed-signal testing is increasingly relevant
as RISC-V cores are deployed alongside PLLs, ADCs,
and power-management blocks. Effective test strategies must
bridge conventional digital verification with functional valida-
tion of analog components, including their interactions with
the processor and memory subsystems.

B. Safety Challenges

Ensuring temporal composability in multicore RISC-V
systems remains challenging. Guaranteeing timing isolation
across partitions sharing accelerators or memory controllers
requires further study. Current approaches rely on static
partitioning or conservative WCET analysis, limiting system
flexibility.

Certification of AI accelerators integrated with RISC-V
cores is an open problem, as safety standards like ISO



26262 lack guidance for learning-enabled components. Supply
chain security also concerns hardware trojans and counterfeit
IP, requiring integrated verification and provenance tracking
throughout the RISC-V development lifecycle.

Deploying RISC-V across domains requires adapting safety
mechanisms to meet specific standards. For automotive ISO
26262, ASIL D compliance demands diagnostic coverage for
latent faults through lockstep execution or self-test mecha-
nisms, and quantitative fault metrics demonstrated through
fault injection campaigns like gem5-MARVEL [10].

Aerospace systems governed by DO-178C/DO-254 require
DAL, a verification with structural coverage metrics, including
modified condition/decision coverage. RISC-V’s open RTL
enables this analysis unavailable in proprietary cores. Deter-
ministic timing favors in-order cores such as PULP RISCY
[26] over speculative designs unless temporal isolation is
rigorously proven.

C. Security Challenges
Transitioning legacy cryptography to post-quantum algo-

rithms within RISC-V systems poses architectural and per-
formance challenges. Maintaining compatibility with existing
protocols while implementing lattice-based, hash-based, or
code-based schemes requires careful hardware-software co-
design. Side-channel resistance continues to demand attention.
Attacks leveraging power analysis, electromagnetic emissions,
or speculative execution require RISC-V cores to adopt both
software and hardware mitigations, including constant-time
execution and partitioned microarchitectural resources. Inte-
grating emerging technologies such as quantum key distribu-
tion with RISC-V-based systems is largely unexplored. Realiz-
ing secure communication channels in hardware and software
will necessitate novel co-design approaches that leverage the
flexibility of RISC-V.

D. Future Research Directions
Research opportunities include extending RISC-V archi-

tectures to support safety-critical anomaly detection through
neural-inspired or neuromorphic accelerators. Exploring mod-
ular verification frameworks and AI-assisted test generation
could reduce the time and cost of certification for safety and
security compliance.

Investigating quantum-resistant hardware primitives along-
side algorithmic post-quantum cryptography may provide
long-term security assurances. Secure provisioning, attesta-
tion, and lifecycle management mechanisms should be inte-
grated into RISC-V platforms to support anti-rollback, key
derivation, and device authentication.

Bio-inspired security strategies, such as adaptive and self-
healing mechanisms, offer potential for resilient RISC-V ar-
chitectures capable of responding to new attack patterns in
deployed systems [42].

VI. CONCLUSION

The RISC-V ecosystem has evolved significantly in recent
years, achieving industrial adoption for safety-critical and
security-sensitive applications. This survey reviewed key con-
tributions across testability, safety, and security, highlighting
developments in multi-core verification, hardware-enforced
isolation, post-quantum cryptography acceleration, and secure
boot mechanisms. Emerging trends indicate a convergence
of safety and security design, integration of AI for verifi-
cation and runtime monitoring, and modular system design
for scalable certification. Persistent challenges include com-
plex test generation, temporal composability in multicore and
heterogeneous systems, post-quantum migration, and lifecycle
management for secure deployment. The openness, modular-
ity, and extensibility of RISC-V provide a unique platform
to address these challenges. Continued collaboration among
academia, industry, and standards organizations will be critical
to advance verification methodologies, co-designed safety-
security solutions, and quantum-resistant architectures. RISC-
V has the potential to become a foundational platform for
trustworthy computing systems across automotive, aerospace,
telecommunications, and edge computing domains, enabling
rigorous safety and security guarantees over the next decade.
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