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ARTICLE INFO ABSTRACT

Keywords: Ensuring the integrity of Internet of Things (IoT) objects is challenging due to their limited energy and
Internet of Things (i0T) processing resources, as well as their exposure to security threats. Remote Attestation (RA) is a widely used
IoT object integrity technique that enables a trusted entity, such as a gateway, to verify the integrity of constrained IoT devices

Lightweight remote attestation remotely. However, applying RA in constrained environments introduces challenges, including redundant
Autonomic Computing

Fuzzy Logic attestations, high energy consumption, and vulnerabilities, such as Time-of-Check-Time-of-Use (TOCTOU)

DBSCAN attacks. To address these limitations, this paper proposes a novel autonomic IoT framework for self-managing
the integrity of IoT objects using a lightweight remote attestation mechanism and the Autonomic Computing
paradigm. The proposed approach uses a DBSCAN model to determine when attestation is required, along with
a fuzzy-logic system that dynamically selects an appropriate lightweight hash function based on the device
state. Meanwhile, the attestation process uses a lightweight HMAC scheme to ensure device integrity. Our
proposed framework reduces redundant attestations, optimizes energy consumption, and extends the lifetime
of IoT systems, making it suitable for resource-constrained environments.

1. Introduction verification, most of these techniques rely on a periodic attestation
method that does not consider the state of the devices or their envi-

The Internet of Things (IoT) is growing rapidly, leading to the ronment. Such methods cause significant energy waste and shorten the
deployment of large-scale devices across domains such as smart homes, lifetime of IoT devices due to redundant attestation processes across
industry, e-health, and smart cities. These devices continuously collect devices. Indeed, each attestation round requires that all devices un-
and exchange valuable information, making security a critical require- dergo a verification process regardless of whether attestation is needed

ment for the proper and reliable operation of such systems. Among
these security requirements, ensuring the integrity of IoT devices is par-
ticularly important because compromised devices can cause operational
failures, data manipulation, service disruptions, and other issues. En-
suring the integrity of IoT devices presents different challenges due to
the extensive use of low-power, limited-computing, and heterogeneous
technology devices. Therefore, Remote attestation (RA) is a well-known
method for ensuring the integrity of resource-constrained devices by
enabling remote integrity verification. With RA, an IoT device (prover)
sends its system measurements to a remote verifier, such as a gateway
or a cloud-based entity, that confirms the device’s integrity based on integrity checks without incurring significant resource costs.
stored information [1].

or not. Such redundancy imposes a uniform attestation period across
all devices, thereby increasing energy consumption.

Furthermore, security measures are chosen without sufficient regard
for these IoT objects, which can affect performance and scalability. In
addition, several challenges remain to be overcome, including Time-Of-
Check-Time-Of-Use (TOCTOU) attacks, Verifier-impersonation, Denial
of Service (DoS) attacks, and transient & self-relocating malware [1].

These limitations highlight the need to develop adaptive and
lightweight remote attestation mechanisms that can effectively perform

1.2. Contributions
1.1. Motivation

To address the above challenges, we propose a novel autonomic

To ensure the integrity of IoT devices, several RA schemes have been . . :
IoT framework that uses the Autonomic Computing paradigm and a

proposed [2-11]. Although existing RA approaches provide integrity
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lightweight Remote Attestation process to ensure the integrity of IoT
objects. The main contributions of this work are summarized as follows:

We propose an autonomic IoT integrity management framework
that enables self-managed and energy-aware remote attestation.

Our approach consists of two phases: the IoT selection phase and
the attestation verification phase.

In the selection phase, we employ a Density-Based Spatial Clus-
tering of Applications with Noise (DBSCAN) model to deter-
mine when an IoT object requires attestation, reducing redundant
attestation operations.

We also design a fuzzy logic system in the selection phase to
dynamically select suitable lightweight hash functions based on
the device state.

In the verification phase, we implement a lightweight HMAC-
based attestation process to ensure device integrity while opti-
mizing energy consumption and extending the lifetime of IoT
systems.

The rest of this paper is structured as follows: Section 2 reviews related
work. Section 3 presents our self-management framework. Section 4
describes the DBSCAN model used to select IoT objects requiring attes-
tation verification, while Section 5 explains the Fuzzy Logic system for
dynamically choosing the most suitable lightweight hash functions. Sec-
tion 6 discusses the evaluation scenarios and results. Finally, Section 8
concludes the paper and outlines potential future research directions.

2. Related works
2.1. Remote attestation for IoT objects integrity

Remote Attestation (RA) allows the IoT device (the prover) to prove
its Integrity to a remote entity (the verifier), such as a gateway or
a cloud-based entity. A variety of IoT Remote Attestation solutions
have been proposed, which are usually classified into three categories:
software, hardware, and hybrid RA schemes [1,12].

For example, for software-based Remote Attestation schemes, re-
searchers employ software techniques to ensure the IoT objects’ in-
tegrity, including memory filling [3], Pseudo-random Memory Traver-
sal (PMT) [2], strict response time mechanisms [4], and attestation
based on random construction of the attestation function [2]. On
the other hand, there are some hardware-based remote attestation
schemes. Researchers have used dedicated hardware modules including
Physical Unclonable Functions (PUFs) [6], Trusted Platform Modules
(TPMs) [5], and Trusted Execution Environments (TEEs) [7,8]. These
hardware-based solutions provide robust security, but are more expen-
sive to deploy. To address the limitations of both approaches, hybrid
attestation schemes [9-11] have been developed that combine the
strengths of software-based and hardware-based techniques.

In this research, we propose a lightweight software-based Remote
Attestation approach that utilizes Fuzzy Logic and the Autonomic Com-
puting paradigm to ensure the integrity of IoT objects.

2.2. Autonomic Computing and IoT security

The Autonomic Computing (AC) paradigm enables systems to self-
manage and adapt themselves with minimal or no human intervention.
It is based on two fundamental elements: the Autonomic Manager and
the Managed Resources, as shown in Fig. 1. For IoT systems, the AC
components are projected as follows: The IoT objects represent the
Managed Resources component, equipped with two interfaces: Sensors
to gather data and Effectors to execute actions. However, the Auto-
nomic Manager component implements the MAPE-K closed control loop
(Monitor, Analyze, Plan, Execute, and Knowledge plane) to manage the
these IoT objects [13].

Limited research has proposed the use of the Autonomic Com-
puting paradigm to ensure IoT security services. Almeida et al. [14]
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Fig. 1. The Autonomic Computing components.

propose a solution that combines AC with dendritic cell algorithms
to detect potential IoT threats efficiently. Another solution [15] aims
to strengthen IoT security with little human involvement. In this so-
lution, an ontology-based autonomic manager continuously monitors,
analyzes, and responds to security attacks by planning and executing
adaptive security actions. Abdelhamid et al. [16] proposed a solu-
tion that combines the AC paradigm with lightweight cryptography to
ensure the confidentiality of IoT data.

3. Framework for IoT objects integrity self-management

In the following sections, we present our Autonomic IoT security
architecture, a comprehensive overview of the interactions between
the key components that enable self-management of IoT devices’ in-
tegrity in our proposed Autonomic IoT security architecture, and a
detailed description of the MAPE-K closed control loops that we im-
plement to ensure the ongoing integrity of IoT devices without human
intervention.

3.1. Proposed autonomic IoT architecture

We have designed an innovative Autonomic Computing-based IoT
security architecture that consists of three layers: Cloud, Network, and
Sensing layers (see Fig. 2). The Cloud layer provides services such as
big data analysis, storage, and visualization, among others. Below this
layer, the Network layer, which serves as a link between the Cloud and
Sensing layers, enables the transmission of data between IoT devices
and the cloud. Finally, the Sensing layer is divided into two sub-layers,
as shown in Fig. 2. The first sub-layer, known as the IoT Devices, is
responsible for collecting data from the IoT environment, forwarding it
to IoT gateways and the cloud, and executing user commands via the
IoT application. The second sub-layer is the Autonomic Edge Security.
This includes two different types of IoT security gateways. The Low-
Level Security Gateway (LL-SG) enables data communication between
IoT objects and the second security gateway. The LL-SG also enables
security measures, such as authentication and controls, and manages
similar IoT devices within the same cluster. Furthermore, the High-
Level Autonomic Security Gateway (HL-ASG) implements the MAPE-K
control closed-loop to manage clusters of IoT objects.

3.2. IoT sensing layer components interactions

In the following subsection, we present a Message Sequence Chart
(MSC) (see Fig. 3) to provide a graphical representation of the inter-
actions within the sensing layer, highlighting how these components
allow the selection of suspicious devices using a DBSCAN model and
then attest them in the attestation phase through a dynamically chang-
ing lightweight attestation approach that adjusts the lightweight hash
function based on a Fuzzy Logic system.

As illustrated in Fig. 3, once the IoT Object is authenticated and
shares its secret key with the HL-ASG, it receives a state request from
the LL-SG. The IoT Object encrypts its current state (i.e., residual en-
ergy, application type, utilization ratio) using the shared key (Ks). This
encrypted state is then sent to the HL-ASG via the LL-SG. In the initial
integrity verification phase, all IoT Objects are selected for integrity
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Fig. 2. The proposed autonomic IoT security architecture.

verification by default. However, in subsequent iterations, the HL-
ASG utilizes the MAPE-K,, based on the DBSCAN model, to determine
whether these devices require attestation (see Section 4). Once the
IoT Object is selected for attestation, the HL-ASG issues a command
to the IoT Object to pause the transmission of IoT data to the cloud
via the two security gateways until the attestation phase is completed.
Then, the HL-ASG decrypts the received state of the IoT Object using
Ks, and applies a Fuzzy Logic process via MAPE-K, to determine the
appropriate lightweight hash function for attestation based on the state
of the IoT Object (i.e., residual energy, application type, utilization
ratio) (as described in Section 5). The above process corresponds to
the first phase, the selection phase of our proposed lightweight auto-
nomic remote attestation scheme, where only suspicious IoT Objects
are selected for attestation along with the corresponding lightweight
hash function.

After that, the HL-ASG (the verifier) generates a challenge (nonce)
and stores it along with the selected lightweight hash function (H) in
the knowledge plane. The challenge is then encrypted and sent to the
IoT Object. Upon receiving and decrypting this attestation challenge,
the IoT Object uses the challenge information: the lightweight hash
function (H) and the nonce, along with the IoT object’s memory
contents (Mjgropjecr)and the shared key (Ks), to compute a lightweight
HMAC using the formula (1) [17], where ipad and opad are the inner
and outer padding constants (bytes 0 x 5C and 0 x 36 repeated B times,
with B representing the block size of the lightweight hash function).
This lightweight HMAC is considered as the attestation result of the IoT
Object that is sent through the LL-SG to the HL-ASG for verification.

lightweight HMAC = H ((K, @ opad) || H ((K, @ ipad) || (nonce || Migropject) ) )
(€Y

At this stage, the attestation phase (i.e., attestation verification) be-
gins. The second closed control loop, MAPE-K,, manages it. In this con-
text, the HL-ASG retrieves the necessary information from the knowl-
edge plane to compute the HL-ASG attestation (i.e., a lightweight
HMAC) for this IoT Object. Specifically, it retrieves the Ks, the nonce,
H, and the stored memory content of the IoT object (HL_ASGMIOTObject)'

The calculated HMAC is then compared to the HMAC received from
the IoT Object to validate the integrity of its software. If the attestation
fails, the HL-ASG prompts the LL-SG to update the authentication
with the IoT Object by denying its access. On the contrary, if the
attestation is valid, the HL-ASG sends a command to resume the IoT
data transmission to the Cloud via the two security gateways. The
IoT Object continues this transmission until the next Selection Time

is reached. This Selection Time parameter is a hardware-enforced pa-
rameter defined by a secure, read-only clock that prevents tampering
or attacks [18].

When the next Selection Time is reached, the IoT Object sends its
encrypted state (i.e., packet rate, energy consumption, utilization ratio,
memory usage, residual energy, and application type) to the HL-ASG
via LL-SG. The first phase, the selection phase, starts again. The HL-ASG
decrypts this IoT Object state and uses a portion of it (i.e., packet rate,
energy consumption, memory usage, and utilization ratio) as input to
the DBSCAN model of MAPE-K; (described in Section 4) to determine
whether the IoT Object should be attested. If the IoT Object is not
selected for attestation, its attestation remains valid. The IoT Object
continues to encrypt and transmit the IoT data to the cloud until the
next Selection Time is reached. The Ks used for encryption is frequently
updated to protect the confidentiality of the IoT data. Conversely, if
the IoT Object is selected for the attestation, the HL-ASG orders the
IoT Object to pause data transmission until the attestation phase is
achieved. Next, the HL-ASG applies a Fuzzy Logic model via MAPE-K;
(as described in Section 5) to select the appropriate lightweight hash
function for attestation based on the last portion of the IoT Object’s
state (i.e., residual energy, application type, and utilization ratio).
Algorithm 1 provides a detailed description of the selection phase.

After that, the attestation phase begins. The HL-ASG defines a
challenge by generating a nonce, storing it with the lightweight hash
function in the knowledge plane, and encrypting this challenge before
sending it to the IoT Object via the LL-SG. The IoT Object decrypts
the challenge, and computes the attestation using a lightweight HMAC.
This attestation result is sent through the LL-SG to the HL-ASG for
verification. The attestation verification is managed by MAPE-K, as
shown in Algorithm 2.

If the attestation fails, the HL-ASG updates the authentication by
denying connection with the IoT Object via a prompt to the LL-SG.
The IoT Object can perform an additional authentication process and
reinitiate the integrity verification, thereby resolving the problem. On
the contrary, if the attestation is valid, the IoT Object resumes IoT data
transmission after receiving a prompt from the HL-ASG, allowing it to
encrypt and transfer the [oT data to the Cloud. This IoT data transmis-
sion continues until the next Selection Time, when another integrity
verification is triggered. This iterative process forms a closed control
loop between the IoT Object, LL-SG, and HL-ASG, enabling autonomic
remote attestation through a two-step selection and attestation phases.
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4. DBSCAN-based IoT object selection for attestation process

During the Analyze phase of the MAPE-K; selection closed control
loop that we implement within the HL-ASG of our proposed archi-
tecture, we opted to use the DBSCAN algorithm to determine if an
IoT object requires attestation. DBSCAN is a robust clustering method
that does not require a predetermined number of clusters. This en-
ables the clustering of IoT devices with similar characteristics and the
identification of outliers that require attestation.

Because a suitable dataset was not available in the literature, we
collected the necessary data to train our DBSCAN model through sim-
ulations, as detailed below.

4.1. Dataset collection

The primary objective of our dataset creation is to collect simulation
data from various operational scenarios and attack conditions, utilizing
the OMNeT++ platform and the INET framework [19,20]. However,
we have implemented two new models due to some limitations of the
INET framework regarding IoT security and self-management. The first
module implements lightweight block ciphers using the Crypto++ li-
brary [21]. The second module focuses on the energy consumption and
memory usage (RAM) of these ciphers, which are based on an earlier
study [22]. This module provides insight into the power consumption
and RAM usage of the IoT devices used in our simulation.

Thus, our simulated architecture consists of three clusters connected
to an HL-ASG. Each cluster has a single LL-SG wirelessly connected to
a group of IoT devices using the IEEE 802.11ac standard. Moreover,
we use a wired connection between the HL-ASG and the LL-SGs. Each
IoT device belonging to the same cluster runs the same type of [oT ap-
plications, which are classified into Non-Critical (NC), Critical (C), and
Very Critical (VC) applications, based on their security requirements
and role in critical operations, ranging from the lowest to the highest
security levels needed. Additionally, we utilize the same packet traffic
payloads (1024-byte payloads) across all IoT devices. Furthermore, all
IoT devices are of the same type: a Raspberry Pi 3 powered by a 3.7 V,
200 mAh battery providing 2664 joules (J) of power.

During an attack, an [oT device may exhibit anomalous behavior,
manifesting as significant deviations from typical performance metrics,
such as high energy consumption, packet rate, memory usage, and
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Algorithm 1: The MAPE-K, selection phase Table 1
Description of the dataset obtained from the simulation.
Input:

Packet rate Energy Utilization Memory usage
attestationSelectionVector, / [packetRate , (packets/s) consumption (%)  ratio (%) (%)
energyConsumption, utilizationRatio, Mean 1.50 1.80 68.89 4.92
memoryUsage] = / std 3.49 1.23 44.39 3.18

- . . Min 0 0.49 0 0
hashFunctionSelectionVector / * [residualEnergy,
Max 33.34 9.05 100 8.4

applicationType, utilizationRatio]x /

Output:

Packet Rate: it defines the number of packets transmitted per
attestationDecision, // {True, False} second.

selectedHashFunction, // 1ightweight hash function
nonce, // random nonce percentage in a time interval.

attestationChallenge // [selectedHashFunction, Utilization Ratio: it represents the percentage of time the IoT
nonce] object is active and not idle in a time interval.

Memory Usage: this parameter defines the percentage of the
memory the IoT object uses in a time interval.

Energy Consumption: it is the system’s energy consumption

1 attestationDecision <
DBSCAN(attestationSelectionVector);

2 if (attestationDecision == False) then

// ToT Object is not selected for

Three modes were considered while simulating different operational
scenarios for the lifetime of IoT devices: always ON, fixed ON/OFF, and
attestation dynamic ON/OFF. These modes reflect how an IoT device alternates be-
3 | Return attestationDecision; tween active and idle states of usage. Additionally, we simulated attack
4 else situations to create abnormal (i.e., outlier) scenarios, including Denial
// IoT Object is selected for attestation of Service (DoS) attacks, Data Injection attacks, Physical Tampering,
5 selectedHashFunction « etc.

FuzzylogicthashFunctionSelectionVector); With only four parameters (i.e., features), the simulations produced

6 nonce < generateNonce(); 4458 samples, which is a medium dataset. A statistical overview of
7 attestationChallenge « [selectedHashFunction, our dataset is presented in Table 1, which includes the mean, standard
noncel; deviation (Std), lowest, and highest observed values.

Finally, we performed data normalization (scaling) thanks to the
StandardScaler from the scikit-learn Python library [23]. The normal-
ization is based on the formula (2):

8 Return attestationDecision,
attestationChallenge;

9 end

original value — mean of the feature
— . (2)

standard deviation
Normalization is an essential preprocessing step for many machine
learning algorithms, including DBSCAN, which are based on some
distance metrics (e.g., Euclidean). If the features are on different scales,
for example, the value of packet rate and the percentage of energy

scaled value =

Algorithm 2: MAPE-K, attestation verification.

Input:
hmaclotObject,

ks, // The shared key

nonce, // a random nonce

selectedHashFunction, // a 1ightweight hash
function

iotObjectmemoryContentHlasg / + The memory contents
of the IoT object stored in the Knowledge plane
of the HL-ASG.x /

Output: attestationResult // {True, False}

1 hmacHlasg « hmacCalculation(ks, nonce,
selectedHashFunction,
iotObjectmemoryContentHlasg);

if (hmacIotObject == hmacHlasg) then
// IoT object integrity is valid
‘ attestationResult = True;
else
// ToT object integrity is compromised
attestationResult = False;

end

Return attestationResult;

consumption, then features with larger scales (i.e., packet rate) will
dominate in the learning process. Indeed, normalization ensures that
all the features contribute equally to the model by usually transforming
them to have a mean of 0 and a variance of 1. This way, it is easier for
the model to perform meaningful distance calculations, and the model
converges faster.

4.2. DBSCAN model training and inference process

The DBSCAN algorithm is designed to identify clusters based on
the density of samples (i.e., data points), thereby ensuring efficiency
in detecting arbitrarily shaped clusters and automatically detecting
noise. This approach is well suited for datasets with clusters of varying
shapes and sizes, and it does not necessarily require that the number
of clusters be predefined in advance. To build a DBSCAN model, two
most important parameters must be defined:

+ Epsilon (¢): the maximum distance between two data points for
them to be considered neighbors.

* MinPts: the minimum number of neighbors (data points) in
the neighborhood for a data point to be considered as a core
point [24].

By setting these parameters, the DBSCAN algorithm classifies points
into three main types (see Fig. 4):

utilization ratio. The construction of the DBSCAN model was guided
by the following four parameters (i.e., features), as determined by this

J + Core Point: a point p is a core point if it has at least MinPts points,
discovery.

including itself, within a distance e.
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» Border Point: a point p is a border point if it has less than MinPts
points within distance ¢, but it is in the neighborhood of a core
point g. Thus, it is not a core point but within ¢ distance of one.

» Noise (Outlier): a point p is considered noise if it does not belong
as either a core point or a border point (it is not within ¢ of any
core point) [24].

Before specifying the steps of the DBSCAN clustering algorithm, it
is essential to define some additional concepts that the algorithm will
use to form clusters:

+ Directly Density-Reachable: a point ¢ is directly density-
reachable from a core point p if ¢ is within the distance ¢ from p,
and p is a core point.

- Density-Reachable: a point ¢ is density-reachable from point p
if there exists a chain of points p,, p,,...,p,, where p, = p and
p, = ¢, and each point in the chain is directly density-reachable
from the previous one.

+ Density-Connected: two points p and ¢ are density-connected if
there exists a point o such that both p and ¢ are density-reachable
from o [24].

The DBSCAN algorithm processes all points in the training dataset,
assigning each point a label upon its visit. A point is designated as a
core point if it has a minimum of MinPts neighbors within a radius
of e¢. In the case that a point is determined to be a core point, the
initial class is initiated (class 1). The core point and its neighbors
within distance e are labeled as belonging to class 1. Subsequently, the
algorithm performs a recursive search to identify all density-connected
points and assigns them to class 1. This process is fundamental to the
evolution of the class. It is important to note that, once all density-
reachable points have been visited, class 1 stops growing. The DBSCAN
algorithm will proceed to revisit unvisited points, and a new class will
be initiated as soon as it encounters another core point. This class can
be expanded similarly. Finally, all points not allocated to a specific class
are considered noise points.

After training our model thanks to our generated dataset and the
scikit-learn Python library [23], we obtained five clusters different from
the label —1, as well as a set of points labeled as —1 (i.e., outliers)
signifying that they do not belong to any cluster. In our study, we have
combined the five clusters into a single cluster, which represents the
group of IoT devices that were not selected for attestation verification.
The remaining points, designated as “—1" labels, correspond to the out-
liers. These points represent the IoT devices that have been selected for
attestation verification. The clustering results are then represented in a
two-dimensional plot, as shown in Fig. 5. Given that the dataset under
consideration contains four input parameters (i.e., packet rate, energy
consumption, memory usage, and utilization ratio), corresponding to
four dimensions, t-SNE (t-Distributed Stochastic Neighbor Embedding)
was applied for dimensionality reduction. t-SNE is an unsupervised,
non-linear dimensionality reduction technique that is commonly used
for exploring and visualizing high-dimensional data [25]. However, as a
result of the dimensional reduction, points corresponding to IoT devices
that were not selected for attestation and the outlier points (i.e., IoT
devices selected for attestation) appear to be nearby, but they are not.

Following the construction of the DBSCAN model, the next step
involves the classification of a new data point, denoted by (x). Initially,
it is necessary to perform data normalization (i.e., scaling) on the new
sample x. Then, it is essential to identify all neighbors within e-distance
of x. If this new point (i.e., x) is a neighbor of one of the core points
from the dataset, it will be assigned to the same class as the core
point. In the absence of a core point within the neighborhood of x,
it is designated an outlier point.
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4.3. DBSCAN model evaluation

Evaluating the performance of DBSCAN or any clustering algorithm,
involves assessing the quality and validity of the clusters it forms. Below
are some standard metrics that are commonly used to validate these
types of algorithms and that we use to evaluate our proposed DBSCAN
model enabling IoT object selection for autonomic attestation [26,27]:

1. Silhouette Coefficient: it is a metric that describes the similar-
ity of an object to its own cluster compared to other clusters.
This value ranges from —1 to +1. A higher value indicates good
clustering. For each point i the Silhouette Coefficient S(i) is
calculated using Formula (3):

S(i) = D) _ ®
max(a(i), b(i))

where for each point i, a(i) is the average distance between i

and all other points in the same cluster, and b(i) is the average

distance between i and points in the nearest cluster to which i

does not belong.

2. Davies-Bouldin Index (DBI): it gives the average similarity
ratio of every cluster to its most similar cluster. The lower values
signify better clustering. It is calculated using Formula (4):

| - o;t+o;
DBI = — max | ——— @

n o i d(c,-,cj)

where o; is the average distance between each point in cluster
i and its centroid, d(c;,c;) denotes the distance between the
centroids of clusters i and j, and » is the total number of clusters.

3. Adjusted Rand Index (ARI): it performs the task of calculating
the similarity between two clustering results by comparing the
number of pairs of points that are assigned to the same or
different clusters in each clustering. It varies from -1 to 1,
where perfect matches have a value of 1. It is calculated using
Formula (5):

RI — Expected RI
ARI = ()
max(RI) — Expected RI

where RI (Rand Index) is the number of point pairs that are
either in the same cluster or in different clusters in both true
and predicted clustering. Expected RI is the expected value of RI
under the assumption of random clustering.

4. Cluster Purity: it is the simple measure of how well the clusters
contain only one class of data points. In other words, it measures
how well the clustering model categorizes samples of the same
true class into the same cluster. Cluster Purity ranges from O to 1,
where 1 means that each cluster contains samples from a single
class. It is calculated using Formula (6):

k
. 1
Purity = — max |C;NL; 6
y N‘_=§1 i ICin Lyl 6)

where N represents the total number of samples, C; denotes the
set of samples in cluster i, L; refers to the set of samples in true
class j, and |C; n L;| indicates the number of samples from class
Jj in cluster i.

According to the definitions provided, the results of the DBSCAN
model evaluation are presented in Table 2. We observe that our model
attains a Silhouette Coefficient value of 0.72, indicating good separa-
tion between clusters in our model. Generally, values above 0.5 are
considered reasonable. Furthermore, the Davies-Bouldin index, a mea-
sure of cluster separation, was determined to be 0.73, indicating that
the clusters were well separated. This finding aligns with the results
of the Silhouette Coefficient analysis. Finally, the values obtained for
the Adjusted Rand Index and Cluster Purity are 1, representing perfect
agreement between the predicted clusters and the true class labels
(i.e., selection of IoT objects or not for attestation verification) as well
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Fig. 5. 2D visualization of our DBSCAN clustering results.

Table 2

DBSCAN evaluation results.
Metrics Values
Silhouette Coefficient 0.72
Davies-Bouldin Index 0.73
Adjusted Rand Index 1.0
Cluster Purity 1.0

as each cluster has data points from only one class, which means perfect
clustering with respect to class labels.

In general, these are promising results for our DBSCAN model. A
high value for the Silhouette Coefficient and a low value for the Davies—
Bouldin Index, along with perfect values for the ARI and Cluster Purity
metrics, indicate that the model does an excellent job of identifying
IoT objects that require attestation verification to ensure the integrity
of those IoT objects.

5. Fuzzy-based IoT objects integrity verification

In order to select a lightweight hash function for the attestation veri-
fication phase based on IoT residual energy, application type, and usage
ratio, we integrated Fuzzy Logic, specifically the Mamdani Fuzzy Infer-
ence System (FIS), with the MAPE-K closed control loop. Fuzzy Logic
is a simple and interpretable rule-based method that is suitable for
IoT contexts where energy limitations are present, data may be noisy
or incomplete, and response latency is critical. Furthermore, Fuzzy
Logic models complex nonlinear relationships and emulates human
reasoning [28].

The Mamdani FIS is comprised of four steps: fuzzification, rule
evaluation, aggregation, and defuzzification. In the following section,
an overview of each phase is presented in the context of the proposed
IoT object integrity self-management system (see Fig. 6).

5.1. Fugzzification

Fuzzification is the process of converting crisp (i.e., exact or binary
values: 0 or 1) inputs into a fuzzy set membership degree, which is
a value in the range of 0 and 1. The implementation of this process
is made possible by a membership function. Mathematically, u,(x)
is the membership function of a fuzzy set A, which is defined as
the degree to which a crisp input x belongs to the set A. There
are several membership functions, including Gaussian, singleton, and
triangular [29].

In our fuzzy logic model for selecting the appropriate lightweight
hash function for attestation verification, three parameters concerning
IoT objects are used as inputs (Residual Energy, Application Type, and
Utilization Ratio), and the output is a Lightweight Hash Function. In
the following section, we provide a detailed description of these inputs,
their corresponding outputs, and the membership functions associated
with them.

» Residual Energy: This input parameter represents energy re-
maining in the battery of an IoT object. These values are typi-
cally expressed as a percentage, ranging from 0% (i.e., an empty
battery) to 100% (i.e., a fully charged battery).

Application Type: This input parameter is used to determine the
criticality level of an application running on an IoT object.:

— Very Critical (VC): IoT applications that require high secu-
rity requirements.

— Critical (C): IoT applications that also require high-security
requirements but are not as strict as those for VC IoT
applications.

— Non-Critical (NC): IoT applications that deal with less sen-
sitive data and have lower security requirements than the
VC and C IoT applications.

Utilization Ratio: This input parameter provides a quantitative
representation of the frequency at which IoT objects transmit
data, ranging from 0%, indicating a state of complete absence
of transmission, to 100%, denoting a constant and uninterrupted
transmission state.

Lightweight Hash Function: This output parameter is a categor-
ical variable representing the lightweight hash function that can
be selected. Table 3 shows the hash functions used in our case,
along with their characteristics [30].

In the following, we will specify the membership functions corre-
sponding to the input and output parameters that were used in our
proposed approach [29]:

1. Residual Energy: In the context of Residual Energy input, the
Triangular membership function is a suitable option due to its
capacity to provide clear and distinct transitions between low,
medium, and high energy states. This function is defined by
three parameters (m,n, k), and is specified by the Formula (7):
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Table 3
The selected lightweight hash function [30].
Algorithm Hash length (bits) Block size (bits) Internal state (bits) Throughput (kb/s) Power (pW)
KNOT-512 512 64 512 365 8.24
KNOT-384 384 48 384 369 6.22
KNOT-256 256 128 384 1280 6.38
QUARK-256 256 32 256 3.13 4.35
SPONGENT-256 256 16 272 0.17 4.21
QUARK-176 176 16 176 2.27 3.1
QUARK-136 136 8 136 1.47 2.44
SPONGENT-128 128 8 136 0.34 2.2
SPONGENT-80 80 8 88 35.8 1.57
1.0 1
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o
g
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Fig. 7. The Residual Energy membership function.
typically 1. The ending point, k, is the right boundary at which
the membership function returns to zero.
0 ifx<m As illustrated in Fig. 7, the membership function of the Residual
Energy input is defined by the following configuration:
27: ifm<x<n
(c;m,n k) =4 °" (7) . .
K k=X i x<k + High: Triangular (50, 100, 100)
" + Medium: Triangular (25, 50, 75)
0 if x >k

where the starting point m (i.e., the left boundary) denotes the
point at which the membership function begins to rise. The
peak point n (i.e., the center) is denoted by the point at which
the membership function reaches its maximum value, which is

+ Low: Triangular (0, 0, 50)

. Application Type: In the context of Application Type input, the

Singleton membership function is a suitable option because it is
a categorically distinct variable. Assuming the singleton point
m, denote where the membership function is equal to 1. The
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Singleton function is specified by the Formula (8):

if x=m

1
= 8
#al) {O otherwise ®

As illustrated in Fig. 8, the membership function of the Applica-
tion Type input is defined by the following configuration:

* Very Critical: Singleton (3)
* Critical: Singleton (2)
+ Non Critical: Singleton (1)

. Utilization Ratio: In the context of Utilization Ratio input, the
Gaussian membership function is a suitable option as it provides
effective transitions between different levels of utilization ratio.
This membership function is defined by two parameters: ¢ (the
center of the distribution) and o (the standard deviation), as
specified by the Formula (9):

(x=¢?

202 >’

As illustrated in Fig. 9, the membership function of the Utiliza-
tion Ratio input is defined by the following configuration:

9

u(x;c,0) = exp (—

» High: Gaussian (100, 20)
« Medium: Gaussian (50, 10)
» Low: Gaussian (0, 20)

. Lightweight Hash Functions: In the context of our output of
lightweight hash functions, the Singleton membership function
is a suitable option because it is a categorically distinct variable
As illustrated in Fig. 10, the membership function of our
lightweight hash functions’ output is defined by the following
configuration:

10

+ KNOT-512: Singleton (1), KNOT-384: Singleton (2), QUARK-

256: Singleton (3),

+ SPONGENT-256: Singleton (4), KNOT-256: Singleton (5),
QUARK-176: Singleton (6),

* QUARK-136: Singleton (7), SPONGENT-128: Singleton
(8), SPONGENT-80: Singleton (9).

5.2. Rules evaluation and aggregation

In Fuzzy Logic systems, fuzzy rules are defined as conditional state-
ments that provide the mapping of inputs to outputs. Fuzzy rules
enable reasoning with degrees of truth that represent the ambiguity
and uncertainty of the actual world, in contrast to classical rules that
employ binary logic (i.e., true or false). Each fuzzy rule is composed of
two components: an “IF” part and a “THEN” part. This configuration
enables the linking of multiple input conditions to a single output
action, as demonstrated in Formula (10):

IF Input, is A; OP Input, is A, OP Input, is A, THEN Output is B,
10

where : A}, A, ..., A, are fuzzy sets describing the inputs, “OP” is a
logical operator, and B is the fuzzy set describing the output.

To establish a foundation for the formulation of our rules, a match-
ing process was employed, in which inputs and outputs were aligned
according to the following guidelines:

1. For Non Critical IoT applications, we selected lightweight hash

algorithms with hash lengths between 80 bits and 136 bits.

. For Critical IoT applications, we looked at hash lengths between
176 bits and 256 bits.

. For Very Critical IoT applications, we take hash length equal to
or greater than 256 bits.

. Then, we proceeded to classify lightweight hash functions based
on their hash lengths. Lightweight hash functions with greater
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Table 4
Our fuzzy logic rules.

Application type Residual energy Utilization ratio  Lightweight hash function

Very critical Low Low QUARK-256
Very critical Low Medium SPONGENT-256
Very critical Low High KNOT-256
Very critical Medium Low KNOT-384
Very critical Medium Medium QUARK-256
Very critical Medium High SPONGENT-256
Very critical High Low KNOT-512
Very critical High Medium KNOT-384
Very critical High High QUARK-256
Critical Low Low KNOT-256
Critical Low Medium QUARK-176
Critical Low High QUARK-176
Critical Medium Low SPONGENT-256
Critical Medium Medium KNOT-256
Critical Medium High KNOT-256
Critical High Low QUARK-256
Critical High Medium SPONGENT-256
Critical High High SPONGENT-256
Non-Critical Low Low SPONGENT-80
Non-Critical Low Medium SPONGENT-80
Non-Critical Low High SPONGENT-80
Non-Critical Medium Low SPONGENT-128
Non-Critical Medium Medium SPONGENT-128
Non-Critical Medium High SPONGENT-128
Non-Critical High Low QUARK-136
Non-Critical High Medium QUARK-136
Non-Critical High High QUARK-136

length are associated with high residual energy and low utiliza-
tion ratio in IoT objects.

Table 4 enumerates the sets that describe our fuzzy inputs and
outputs, which will be used to define our fuzzy rules using formula (11):

IF ApplicationType is (A;) AND ResidualEnergy is (A,)
AND UtilizationRatio is (43)
THEN LightweightHashFunction is B,

After determining the fuzzy rules, the Fuzzy Logic system employs
fuzzy logic operators (AND, OR, NOT) to evaluate the fuzzy rules as
follows:

(€8]

1. AND operator: ugy(Input,, Input,) = min(u,, (Inputy), y4,
(Input,))

2. OR operator: pgye(Inputy, Inputy) = max(u 4 (Inputy), sy,
(Input,))

3. NoT operator: ugye(Input;) =1—-pu A (Input;)

11

Finally, the fuzzy output results obtained from each rule are com-
bined into a single fuzzy output. This process is referred to as the Aggre-
gation phase. This step involves calculating of the union of all the fuzzy
outputs. Mathematically, if there are n rules, the aggregated output
fuzzy set yug(Output) is defined using the following formula (12):

ug(Output) = max(up . (Output), u B, (Output), ..., u B, (Output)) 12)

5.3. Defuzzification

The process of converting the fuzzy output into an exact value
output is referred to as Defuzzification. The most common approach to
this task is the centroid (center of gravity) technique. Mathematically,
if up(Output) is the aggregated output of the fuzzy set B, the centroid
is defined by the formula (13):

/ Output - yp(Output) dOutput

13
[ up(Output) dOutput a3

centroid =

Defuzzification is simple when dealing with singleton output, where
the output fuzzy sets correspond to discrete values. Therefore, rather
than using techniques like centroid, we may simply select the out-
put with the highest degree of aggregated membership function up
(Output).

6. Performance evaluation

This section describes the simulation environment and parameters
used to evaluate our IoT security self-management framework. In ad-
dition, the performance of our proposed framework is evaluated by
considering the lifetime of the IoT system, energy consumption, the
security performance of lightweight hash functions, and the efficiency
of attestation.

6.1. Simulation environment

The simulations were performed using the OMNeT++ platform
[19], extended with the INET framework [20]. As shown in Fig. 11,
we extended the INET framework by integrating two new modules,
which we enhanced with additional functionalities to support the eval-
uation of our new solution concerning IoT object integrity. Indeed,
the first module focused initially on Lightweight Cryptography (Block
Ciphers (LBCs) and Lightweight Hash Functions (LHFs)). While the
second module handles the energy consumption of LBCs and LHFs. In
addition, it handles the memory usage (RAM) for both ciphers and hash
functions, as these functionalities were not initially part of the INET
framework. In the new Lightweight Cryptography module, the LBCs
and LHFs are implemented using the Crypto++ C++ library [21]. For
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Fig. 11. Extended INET OMNeT++ framework for IoT object integrity evaluation.

Table 5
Autonomic IoT object integrity framework simulation parameters.

Value

Topology dimension 1000 m*500 m
Number of clusters 3

Parameter

Number of IoT devices 15

Battery capacity 2664 J (200 mAh)
Packet length 1024 B

Packet send interval 30 ms

Wireless connection used IEEE 802.11ac
Wired connection used Ethernet

the Energy and Memory Usage module, we utilized data from studies
conducted in [22,30] to examine the energy and memory consumption
of encryption and decryption processes, as well as lightweight hash
functions.

Our simulations were conducted on a machine equipped with an
Intel Xeon W-2255 3.70 GHz CPU and 64 GB RAM. The default param-
eters used in our network simulations, enabling the evaluation of our
IoT object integrity-based contribution, are summarized in Table 5.

6.2. Performance metrics

Our proposed framework focuses on the self-management of IoT ob-
ject integrity and aims to reduce energy consumption, extend network
lifetime, and minimize the number of attestation process executions. To
this end, we specify four key performance metrics for the evaluation of
this integrity-related contribution:

12

1. IoT Lifetime: refers to the period during which the IoT system
remains operational, which means that at least one IoT device
has a battery with more energy left in it than zero.

2. IoT Energy Consumption: refers to the energy that remains in
the battery of an IoT device after a specific amount of data has
been transmitted to security gateways.

3. IoT Security Performance: in the context of this study, it refers
to the efficiency and effectiveness of our frequently changing
remote attestation solution. This metric evaluates the resilience
of the scheme against attacks, the impact of our solution on the
integrity of the IoT object, and its ability to prevent and respond
to security threats.

4. Attestation Efficiency: refers to the framework’s efficacy in
eliminating redundant attestations without compromising se-
curity or integrity verification. It is imperative to minimize
attestation executions to optimize energy consumption and en-
hance system efficiency, consequently prolonging the lifespan of
the IoT systems.

6.3. Evaluation scenarios and results

6.3.1. Evaluation scenarios

To evaluate the effectiveness of our proposed self-management
IoT object integrity framework in terms of attestation time, energy
optimization, efficiency of the attestation process, and security perfor-
mance, we have identified four different evaluation scenarios, which
will be referred to as Scl, Sc2, Sc3, and Sc4, respectively, as described
below:
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» Evaluation Scenario 1 (Scl): in this scenario, each IoT object
uses only one lightweight hash function with the lowest energy
consumption for its respective IoT application type. Specifically,
for IoT objects implementing the Non-Critical IoT application
type, the SPONGENT-80 hash function is used. The QUARK-
176 hash function is used for Critical IoT applications, and the
SPONGENT-256 hash function is used for Very Critical IoT appli-
cations (see Tables 4 and 3). In this scenario, the attestation mech-
anism is performed for all IoT objects whenever the attestation
time is reached, without any IoT object selection process.
Evaluation Scenario 2 (Sc2): in this scenario, IoT objects use
the hash function with the highest energy consumption for their
respective IoT application types. Specifically, for IoT objects im-
plementing the Non Critical IoT applications, the QUARK-136
hash function is used. For Critical IoT applications, KNOT-256 is
used, and for Very Critical IoT applications, KNOT-512 is used
(see Tables 4 and 3). Similar to Scl, the attestation mechanism
is performed for all IoT objects whenever the attestation time is
reached, without any [oT object selection process.

Evaluation Scenario 3 (Sc3): in this scenario, our Fuzzy Logic-
based self-management solution is implemented thanks to the
MAPE-K; closed control loop within our proposed framework.
Instead of using a single hash function, IoT objects dynamically
switch between multiple lightweight hash functions according to
their state changes (i.e., Application Type, Residual Energy, and
Utilization Ratio) as determined by the proposed Fuzzy Logic
system. Specifically, for IoT objects running Very Critical applica-
tions, the system selects a hash function with digest length equal
to or greater than 256 bits, for Critical applications, it selects from
hash functions with digest length between 176 and 256 bits, and
for Non Critical applications, it selects from hash functions with
digest length between 80 and 136 bits (see Tables 4 and 3). As in
Scl and Sc2, attestation is performed for all IoT objects each time
the attestation interval is reached, without requiring the selection
of specific IoT objects for attestation.

Evaluation Scenario 4 (Sc4): unlike the previous scenarios,
in Sc4, our DBSCAN-based self-management solution is imple-
mented thanks to the MAPE-K, closed control loop. This scenario
introduces an IoT object selection step. The DBSCAN model au-
tonomously decides whether an IoT object requires attestation
verification or not, depending on the anomaly detection in the
object’s state (i.e., Packet Rate, Energy Consumption, Utilization
Ratio, Memory Usage, Residual Energy, and Application Type). In
addition, as in Sc3, a dynamic hash function switching approach
based on a Fuzzy Logic system is used, with a set of lightweight
hash functions instead of a single one. This scenario is implement-
ing the complete proposed IoT objects integrity self-management
framework.

As shown in Fig. 12, we simulate each scenario using an IoT
architecture consisting of three clusters. Each cluster has a Low-Level
Security Gateway (LL-SG) wirelessly connected (via IEEE 802.11ac)
to a set of IoT devices that have the same application type (NC, C,
or VC) and different operating modes: Always On, Fixed On/Off, or
Dynamic On/Off periods (as explained in Section 4.1). All these LL-
SGs are connected via wired links to a High-Level Autonomic Security
Gateway (HL-ASG).

We use identical application domains and common packet traffic
payloads (1024 bytes) to ensure a fair comparison across all scenarios.
The on/off phases for the IoT objects’ operating mode are replicated
across all clusters to ensure a fair comparison. In addition, all scenarios
use the same type of IoT device: a Raspberry Pi 3 powered by a 3.7 V,
200 mAh battery providing 2664 joules (J) of power.

13

Journal of Systems Architecture 175 (2026) 103751

6.3.2. Evaluation results

To evaluate our IoT object integrity self-management framework,
we conducted two types of simulations based on the four scenarios
outlined in Section 6.3.1. The first set of simulations runs until the
batteries of the IoT objects are exhausted. This approach allows us to
compare the IoT system lifetime, security performance, and attestation
efficiency across the four scenarios (Scl, Sc2, Sc3, and Sc4). For the
second set of simulations, we fixed a data size of 2 GB to be sent by each
IoT object. This set of simulations measures the energy consumption for
each scenario (Scl, Sc2, Sc3, and Sc4) across different IoT application
types (NC, C, and VC).

The results of the first set of simulations, as shown in Fig. 13, illus-
trate the evaluation of the global IoT system lifetime across scenarios
Scl, Sc2, Sc3, and Sc4. These results show that the implementation of
our DBSCAN fuzzy-based autonomic attestation method (Sc4), which
identifies suspicious devices using a DBSCAN model and then attests
them with changing lightweight hash functions through a fuzzy logic
system, significantly improves the overall IoT system lifetime across all
three application types (NC, C, and VC) compared to scenario Sc2 and
Sc3, where no IoT object selection step is implemented before attes-
tation verification. The results also show that the frequent change of
lightweight hash functions in Sc3 results in a higher lifetime compared
to Sc2, where a single hash function is used throughout, highlighting
the importance of lightweight hash function change in extending the
IoT system lifetime.

In the Sc2 scenario, security is prioritized by selecting the most
secure lightweight hash functions for each IoT application type (NC,
C, and VC), but energy efficiency is not considered. Indeed, higher
security hash functions tend to consume more energy, which explains
the shorter lifetime of Sc2 compared to other scenarios. However, the
IoT system lifetime in Sc4 is lower than in Scl, where energy efficiency
is prioritized over security. In Sc1, IoT objects use a single lightweight
hash function with lower energy consumption without considering
whether the chosen lightweight hash function is the optimal choice
in terms of security for NC, C, and VC IoT applications, sacrificing
security for a longer system lifetime. In contrast, our proposed solution
in Sc4 strikes a balance between security and energy efficiency, offering
enhanced security by modifying hash functions in each attestation
iteration while maintaining an acceptable system lifetime.

Concerning the evaluation of energy consumption using the second
set of simulations, which involves the transmission of a 2 GB IoT data
size across the four security scenarios (Scl, Sc2, Sc3, and Sc4) and for
different IoT application types (NC, C, and VC), the results are shown
in Fig. 14. Our proposed solution (Sc4), which implements IoT object
integrity self-management by identifying suspicious devices through a
DBSCAN model and then attesting them with dynamically changing
lightweight hash functions through a fuzzy logic system, performs
better in terms of energy efficiency compared to Sc2 and Sc3, where
no IoT object selection is performed before attestation verification.
Furthermore, the frequent changing of lightweight hash functions in
Sc3 does result in energy gains compared to Sc2, where only one hash
function is used throughout the simulation, highlighting the role of
changing hash functions in energy optimization.

In addition, while Sc4 has a slightly lower energy efficiency than
Scl, the self-management approach in Sc4 provides a much higher level
of security for all traffic types (NC, C, and VC) by frequently changing
both the hash function and the shared key during the attestation
process. The difference in energy efficiency is explained by the fact
that Scl focuses solely on minimizing energy consumption without
considering security, while Sc4 balances energy efficiency and security
improvements.

Regarding the security performance metric evaluation of our pro-
posed framework, we specified several graphs that track the use of
lightweight hash functions over time (represented by lines) and the
generation of shared keys (represented by dots) to ensure the integrity
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of IoT objects for NC, C, and VC IoT application types. This metric,
along with its corresponding graphs, focuses on evaluating the Fuzzy
Logic-based part of our self-management approach, which aims to au-
tonomously adjust the lightweight hash function in response to changes
in the IoT object states

Fig. 15 illustrates the case of the Non Critical application type in
scenarios Scl, Sc2, and Sc3. Unlike Scl and Sc2, which only use the
lightweight hash functions SPONGENT-80 and QUARK-136, respec-
tively, our fuzzy-based dynamic hash changing approach, implemented
in scenario Sc3, periodically changes between several lightweight hash
functions based on the state of the IoT object. These functions include
SPONGENT-80, SPONGENT-128, and QUARK-136. In addition, the
shared key is frequently updated throughout the simulation in Sc3 to
enhance the security of the attestation process.

Furthermore, Sc2 and our fuzzy-based approach (i.e., Sc3) offer
a higher level of security than Scl, which only uses a low-energy,
lightweight hash function, SPONGENT-80, without considering security
concerns. In addition, the flexible, fuzzy-based self-management tech-
niques implemented in Sc3, which adjust security based on the state
changes of IoT objects, provide stronger security and higher resilience
against attacks. This is achieved by frequently changing lightweight
hash functions and shared key values, thereby reducing vulnerabilities
and mitigating the impact of potential attacks compared to traditional
methods, such as Scl and Sc2, which rely on a single hash function for
the entire simulation duration.

As concerning the Critical IoT application type shown in Fig. 16,
scenarios Scl and Sc2 rely on a single lightweight hash function for
the attestation process (QUARK-176 and KNOT-256, respectively). In
contrast, our proposed fuzzy-based self-management solution (Sc3)
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uses multiple hash functions that dynamically change according to the
state of the IoT object. This adaptive approach includes algorithms
such as KNOT-256, QUARK-176, SPONGENT-256, and QUARK-256.
As with the Non Critical application case, our fuzzy-based approach
(Sc3) provides superior security compared to Scl and Sc2 by frequently
changing the lightweight hash functions and generating multiple key
values thanks to the session key generation management.

For the Very Critical IoT application type shown in Fig. 17, Sc3 dy-
namically adjusts the lightweight hash functions based on the changing
states of the IoT objects. This includes the use of algorithms such as
QUARK-256, SPONGENT-256, KNOT-256, and KNOT-384. In contrast,
Scl and Sc2 use a single hash function throughout the simulation, with
Scl using SPONGENT-256 and Sc2 relying on KNOT-512.

After evaluating the security performance of our proposed solution,
we have assessed the attestation efficiency. This evaluation focuses on
analyzing the minimization of unnecessary attestation processes within
our IoT object integrity self-management solution (Sc4), which includes
an IoT object selection step based on the DBSCAN model, compared to
the other scenarios (Scl, Sc2, and Sc3), which do not include any IoT
object selection process before attestation.

To illustrate this, we present a graph showing the average number
of attestation verifications over time for all IoT objects within the
same cluster representing the same I[oT application type (NC, C, and
VC). Additionally, we track the number of attestation verifications
performed before detecting a compromised IoT object.

As shown in Fig. 18, which tracks the number of attestation ver-
ifications, our IoT integrity self-management approach (Sc4), which
determines whether or not an IoT object requires attestation before
proceeding with verification based on the DBSCAN model, is compared
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to the other scenarios (Scl, Sc2, and Sc3), which perform attestation
without requiring any prior selection of IoT objects. The results show
that our approach (Sc4) significantly reduces the number of attestation
verifications to less than half compared to the other scenarios that do
not implement IoT object selection (i.e., Sc1, Sc2, and Sc3).

In addition, after executing the attack, our method detects the com-
promised IoT object only after a cumulative number of one attestation
check, whereas the other scenarios require a cumulative number of
eight unnecessary checks before detection. This demonstrates a signif-
icant reduction in redundant integrity checks, resulting in improved
energy efficiency and extended system lifetime without compromising
the security of the IoT system.

Several key insights can be drawn from these observations. First, our
proposed DBSCAN fuzzy-based self-management IoT integrity solution
adapts security measures based on the context and domain of IoT
applications, ensuring customized protection. Second, across all IoT
application types, the proposed solution automatically changes hash
functions via Fuzzy Logic and a frequently updated shared key, thanks
to session key generation management, based on the state changes
of IoT objects, thereby enhancing security and mitigating potential
attacks. Third, our self-managing security approach, which identifies
IoT objects requiring attestation based on a DBSCAN model and then
attests them via an autonomously changing hash function and shared
key, significantly emphasizes energy optimization and IoT system life-
time. Finally, our autonomic approach significantly reduces redundant
integrity checks, resulting in improved energy efficiency and extended
system lifetime while maintaining strong security for the IoT system.

16

6.4. Security analysis

In this section, we analyze the security of our proposed IoT object
integrity self-management framework using a threat model to evaluate
its ability to resist various attacks and meet security requirements.

6.4.1. Threat model

Code Injection Attacks: it is a software-based attack where ad-
versaries replace or inject malicious code into the IoT device. The
malicious code can change the device’s behavior or compromise
private information [31].

Verifier-Impersonation DoS Attack: in this attack, the adversary
pretends to be the verifier and frequently sends fake attestation
requests. This forces IoT devices to repeatedly perform attesta-
tion, which can prevent them from performing everyday tasks,
potentially leading to a Denial of Service (DoS) attack [1].
Transient and Self-Relocating Malware: in this attack, the ad-
versaries move the location of the malware during the attestation
process, hiding it in areas that have already been verified or are
not being attested. By moving between attestation intervals, it can
evade the security mechanisms designed to detect it [1].
Time-of-Check Time-of-Use (TOCTOU) Attack: in a TOCTOU
attack, the attackers take advantage of the time difference be-
tween check (attestation) and use of the device. By removing or
altering the malicious code between two attestation cycles, at-
tackers ensure that the malware is not detected by the attestation
process [11].

6.4.2. Attacks resistance

Assuming an adversary attempts a code injection attack, where
the attacker’s goal is to compromise one or more devices in the IoT
system without being detected by the verifier, our autonomic attes-
tation scheme is designed to verify the integrity of all devices in the
IoT system. The solution remains resilient to such attacks because the
verifier (i.e., the HL-ASG) accepts and validates an IoT device only if the
HMAC calculated by the device matches the one calculated by the HL-
ASG. The HMAC incorporates a randomly generated nonce, an updated
shared key, and a frequently changing lightweight hash function. This
combination prevents the adversary from using an old, valid HMAC
result of a legitimate IoT object to bypass the verifier.

Regarding verifier-impersonation DoS attacks, traditional attesta-
tion schemes employ a counter to validate the attestation request from
the verifier. However, in our solution, the IoT device itself initiates the
attestation process, rather than the verifier (HL-ASG), as in the case of
challenge- response attestation. This process is undertaken by a secure,
read-only clock that triggers the selection phase of our autonomic attes-
tation scheme. If anomalies are detected during the selection phase, the
IoT device proceeds with the attestation verification. This design makes
our system inherently resilient to verifier-impersonation DoS attacks.
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Regarding transient and self-relocating malware, as well as Time-of-
Check Time-of-Use (TOCTOU) attacks, research works presented in [11,
32] have demonstrated that both types of attacks rely on knowing the
exact attestation time in advance. Unlike fixed periodic attestation in-
tervals that attackers can predict, our self-management approach uses a
secure clock to trigger only the IoT object selection process. In contrast,
the attestation process itself is performed when the device is selected
for attestation by the DBSCAN model. Thus, our self-management solu-
tion can significantly increase the difficulty of predicting the attestation
time and reduce the possibility of these attacks.

Finally, we can conclude that our proposed IoT integrity self-
management approach not only extends the lifetime of IoT systems and
optimizes energy consumption by reducing redundant integrity checks,
but also establishes a robust security model. This is achieved through
two steps: IoT object selection step using DBSCAN and a dynamic
attestation step using autonomic fuzzy-based updates of lightweight
hash functions and dynamically changing shared keys.

7. Discussion

Our proposed framework enhances IoT security by introducing a
lightweight, energy-aware, and autonomic approach to remote attesta-
tion tailored to IoT environments. Unlike traditional static or periodic
attestation mechanisms, our solution uses adaptive decision-making
with DBSCAN and fuzzy logic, as well as a lightweight HMAC solution
for attestation verification, to improve security and resource efficiency.
Additionally, it opens new avenues for research in adaptive security
management that could involve more security services, while empha-
sizing the need to balance security and energy efficiency in large IoT
systems.

Despite its novelty and benefits, this study has limitations. First,
the evaluation of the proposed framework relies on simulation due to
the lack of publicly available datasets and limited access to large-scale
IoT devices. Although it is designed to run under realistic simulations,
real-world deployment may introduce additional challenges. Second,
this framework assumes the existence of a secure hardware clock in
IoT devices that can be used for attestation. However, this assumption
may not apply to all IoT objects on the market. This could impact
the deployment of the proposed solution. Third, it assumes that at-
tackers will not be able to manipulate the DBSCAN model and fuzzy
logic system used for decision-making. The robustness of these systems
against manipulation by attackers is an area of interest that has yet to
be explored. Finally, the current work primarily focuses on integrity
security services. Other security services, such as authentication and
access control, are not addressed but could be included in possible
extensions of the proposed framework.

8. Conclusions and future works

In this research work, we present a novel, lightweight, and auto-
nomic IoT remote attestation solution. This approach was designed to
guarantee the integrity of IoT objects while providing self-management
capability. This solution integrates the Autonomic Computing paradigm
into the IoT sensing layer by implementing two distinct MAPE-K closed
control loops. The initial control loop determines whether an IoT object
requires attestation verification using a DBSCAN model and selects the
most suitable lightweight hash function for the attestation phase via
a fuzzy logic system. The second closed control loop is responsible
for managing the attestation process verification itself. This process
relies on lightweight HMACs that incorporate a randomly generated
nonce, a frequently changing shared key, and frequently evolving
lightweight hash functions. Extensive experimentation using INET and
OMNET++ has demonstrated the efficacy of our proposed framework
in ensuring the integrity of IoT objects, extending the lifetime of the
IoT system, optimizing energy consumption, and eliminating redundant
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integrity verifications. These experiments also underscore the impor-
tance of striking a balance between energy efficiency and security in
IoT systems.

In future work, we plan to extend our framework by incorporating a
hybrid remote attestation approach, which includes both software and
hardware-based attestation methods.
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