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On the Structure of Abstract Interpreters
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Abstract

Static analysis aims at computing semantic properties of
programs. Abstract interpretation provides a framework to
design static analyses and allows one to divide the construc-
tion of a static analysis into the definition of abstract domains
that describe families of logical predicates with operations
to reason on them, and the semantic-guided formalisation
of abstract interpreters. The latter relies on the abstract do-
mains, that describe semantic properties, and on the concrete
semantics. A large part of the research on static analysis fo-
cuses on the design of novel abstract domains, with ever
more expressive and/or efficient computer representation
for semantic properties. In this short paper, we consider more
specifically the core of the abstract interpreters (also called
the abstract iterators) and discuss several techniques to build
them, that are inspired by functional programming. First,
we briefly discuss common iteration techniques based on
control flow graphs, which have often been used for program
analyses aimed at computing state properties. Second, we
consider iteration techniques that borrow principles from
denotational semantics and are typically defined by induc-
tion over the syntax of programs. Last, we extend the latter
family of techniques to relational abstractions that capture
relations between program inputs and outputs.

CCS Concepts: « Theory of computation — Denota-
tional semantics; Operational semantics; Program anal-
ysis; Abstraction; Invariants.

Keywords: semantics, static analysis, abstract interpretation.
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1 Introduction

In this short paper, we review several iteration techniques to
be used in abstract interpretation based static analysers. At
a high-level, a static analyser can generally be split into two
parts: (1) the abstract domain implements the basic proper-
ties that the analysis manipulates and the operations on them,
and (2) the abstract interpreter that computes an approxi-
mation of the semantics of the program. The latter calls the
abstract domain operations to analyse each basic program
step and typically performs some abstract (post-)fixpoint
computation for loops and recursive functions.

Among classical abstract interpreter designs, a common
approach proceeds by iteration over the control flow graph
(CFQG) of the program to analyse [3, 4, 7, 21]. This technique
boils down to an abstract interpretation of an operational se-
mantics. Another popular approach abstracts the semantics
of each statement without requiring its CFG [5, 11, 19] and
simply uses the abstract syntax tree (AST) instead. This sec-
ond technique directly performs an abstract interpretation of
the collecting semantics of commands. It is particularly well
adapted to the use of functional programming languages
(such as ML, OCaml, or Haskell) for the implementation
of static analysers. The AST-based approach also naturally
leads to the design of definitional abstract interpreters [14],
which are built upon abstract machines [1, 2].

Both the CFG-based and the AST-based approaches to
static analysis design have compelling use cases [22]. In this
short paper, we discuss the advantages of both techniques.
More specifically, we illustrate the merits of the AST-based
approach. In particular, it allows one to remain close to a
concrete interpreter while computing over abstract states.
It also leads to compact and elegant definitions of static
analysers, which is the main motivation for us to present
this approach in this essay, dedicated to Olivier Danvy, who
brought major contributions to the design of elegant and
compositional interpreters.

In Section 2, we fix the syntax, operational semantics,
and collecting semantics of a toy imperative programming
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language. In Section 3, we discuss target properties and se-
mantic abstractions. Then, we describe iteration techniques
for state abstractions in the next two sections. We consider
iteration on control-flow graphs in Section 4 and iteration
on abstract syntax trees in Section 5. Finally, the last sections
study two iteration techniques for relational abstractions. In
Section 6, we consider bottom up static analysis, where the
abstraction of a command is computed based on that of the
components of the command. In Section 7, we extend the
iteration technique based on abstract syntax trees to rela-
tional abstractions, so as to compute a relational abstraction
for a command using a classical forward analysis.

2 Syntax, Operational Semantics, and
Collecting Semantics

In this paper, we use a very restricted basic imperative lan-
guage as it provides a sufficient setup to illustrate several
families of iteration techniques.

Syntax. We assume a fixed, finite set of variables X, a
set of scalar values V, and a set of operations O (which are
assumed deterministic and without errors for simplicity). We
consider a basic programming language with expressions
and commands. An expression E may be a constant value,
the reading of a variable, or the application of an operation
to a tuple of expressions (in examples, we write binary op-
erators in the more usual inline notation). We write fv(E)
for the free variables of expression E. A command C may
be the skip command that does nothing, an assignment, a
sequence, a condition, or a loop. The syntax of expressions
and commands is defined formally by the grammar below:

E == ¢ (ceV)
| x (xeX)
| fE.) (f € 0)
C == skip
| x:=E (xeX)
| C;C
| if(E){C}else{C}
|  while(E){C}

Operational semantics. A memory state is a function m
from variables to values. We write M = [X — V] for the set
of memory states. The semantics [ E] of expression E maps
a memory state into a value, and can be defined trivially by
induction over the syntax of expressions. Since all operations
are assumed deterministic, [[E] has signature M — V.

An operational semantics for commands can be defined as
a transition relation that describes all the basic execution
steps that a command defines. A step is defined by a pair
of states, each of which is made of a control state and a
memory state. For simplicity, we let a control state be a
command. Therefore, the operational semantics is defined by
a transition relation —, such that (C, m) — (C’, m’) means
that one possible execution step of command C starting from
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memory state m produces the memory state m’ with the
command C’ remaining to be executed. The full definition
of — is shown in Figure 1(a).

The transition relation — allows one to derive (finite or
infinite) program execution traces or reachable states, by
straightforward fixpoint computation. As usual, we let —*
be the reflexive and transitive closure of —.

Collecting semantics. A collecting semantics for com-
mands can be defined by induction over the syntax, as a
function mapping a set of states fed as input to a com-
mand into a set of states that can be observed as output.
To formalise it, we introduce a couple of notations. We
write m[x +> c] for the update of variable x with value
¢ in memory state m. Given a set of memory states M, we
write [M?E] (resp., [M?=E]) for {m € M | [E](m) # 0}
(resp., {m € M | [E](m) = 0}).

Moreover, the semantics of loops requires the use of fix-
points. We recall that, for any continuous function F from
a complete partial order E to itself, there exists a unique
element e € E such that F(e) = e (i.e., e is a fixpoint of F)
and any other element e’ € E such that F(e’) = ¢’ is greater
than e. This element is called the least fixpoint of F and is
denoted by lfpF. Moreover, it can be computed as the least
upper-bound of the iterates of F.

Based on the above definitions, the semantics [C] of any
command C can be defined by induction over the syntax as
shown in Figure 1(b). To explain more precisely the case of
loops, we consider the loop commmand while(E){C} and
let G(M) = [C]|([M?E]). Then, for all integer n, we have:

) = | ) ¢*an.
0<k<n
For all command C, the collecting semantics [[C] satisfies
the following property:

Vm,m' €M, (C,m) —* (skip, m’) & m' € [C]({m}).

More generally, these two semantics (and others) can be
connected with abstraction relations [8, 9].

3 Target Properties and Common
Abstractions

In the following, we discuss techniques for the static analysis
of programs so as to compute several families of properties.
More precisely, we consider the two following families:

o A state property is a semantic property that boils down
to a set of states S and that expresses that all the states
reached after running a given program should belong
to that set S. More precisely, a command C satisfies S
if and only if [C]](M) C S or, equivalently:

VYm,m' € M, (C,m) — (skip,m’) = m’ € S.

o A relational property is a semantic property that con-
sists of a set R of valid input state—output state rela-
tions. More precisely, a command C satisfies R if and
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(Co, m) — (Co,m")

(skip; C, m) — (C, m)
[E](m) #0
(if (E){Co}else{C:}, m) — (Co, m)

[E](m) # 0

(x := E, m) — (skip, m[x — [E]])

(while(E){C}, m) — (C;while(E){C}, m)

(Co; Cy,m) — (C(/);Cl, m')

[E](m) =0
(if (E){Co telse{Cy}, m) — (Cy, m)
[E](m) =0

(while(E){C}, m) — (skip, m)

(a) Operational semantics transition relation

[C]: P(M) — P(M)

[skip[(M) = M
[x:=E|(M) := {m[x— [E](m)]|me M}
[Co;Cill (M) = ([Ci] o [Col)(M)
[f(E){(Coelse{Cr}](M) 5= [Cal (IM2ED) U [C:]([M2=E])
[while(E){C}]| (M) := [lep?—!E] where Mis, =Ufp Fy
with Fy(M') =M U [C]([M'?E)])

(b) Collecting semantics

Figure 1. Syntax and semantics (operational semantics and collecting semantics)

only if:
[C] € R.

As an example, state properties include constraints over out-
put states, that describe that whenever a command returns,
output states should satisfy a given set of scalar constraints.
Note that non-termination (i.e., the property that a com-
mand should never terminate) is of this form (the set of
acceptable final states—which is empty—can be described by
any unsatisfiable set of constraints). Another case of state
property is the verification of absence of runtime errors as
in, e.g., ASTREE [5] (the formal definition of the absence of
runtime errors as a state property slightly differs from the
above definition though; indeed, while the above definition
focuses on the final states, absence of errors characterises
all states—whether intermediate or final).

Among relational properties we can cite dependence prop-
erties or security properties such as non-interference [23].
When scalar values are assumed real numbers, we can also
cite smoothness properties such as continuity, continuous
differentiability or Lipschitz continuity [17].

Static analysis attempts to infer such properties by the
means of abstractions [9] that enable the computation of
an over-approximation of the semantics. The next sections
utilise both state abstractions and relational abstractions.

Definition 1 (State abstraction). A state abstraction consists
of an abstract domain D with a concretisation function y; :
Ds — P (M). In this set up a sound abstract state semantics
maps each command C to a function [C]|* : Dy — Ds such
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that, for all Mﬁ, we have
[CT o ys(M*) C ys o [CT*(MP).

Numerical abstract domains provide many examples of

state abstractions. For instance, the elements of the abstract
domain of intervals [9] are functions which map each vari-
able into an over-approximation of its range (therefore, an
abstract state M* defines at most two constraints per vari-
able). The elements of the abstract domain of convex polyhe-
dra [12] consist of finite conjunctions of linear inequalities.
In both cases, an abstract element M concretises into the
set of memory states that satisfy all the constraints within
MH.
Definition 2 (Relational abstraction). A relational abstrac-
tion consists of an abstract domain D, with a concretisation
function y, : D, —» P(P(M X M)). In this set up, a sound
relational abstract semantics maps each command C to an
element [[C]]tri of D, and such that:

{(mm') | meMAm € [Ch({mD)} € ([T

Abstract domains such as convex polyhedra can be ex-
tended to capture relations between inputs and outputs, us-
ing the classical variable duplication technique, where each
variable is duplicated into an instance holding the initial
value and an instance holding the final value [20]. In this
setup, by convention, the primed symbol x” denotes the new
value of variable x whereas a non-primed symbol denotes
the old value of the corresponding variable. For example,
the constraint x” = x + 1 describes the effect of command
X:=x+1



OLIVIERFEST ’25, October 12-18, 2025, Singapore, Singapore

Another typical example of relational abstraction is the
dependency abstraction which collects, for each variable x,
the set of variables the initial value of which may have an
influence on the final value of x.

In the following, we study several techniques to compute
state and relational abstract semantics under the assump-
tion that an abstract domain is provided. We also point to
references of analyses of each form.

4 State Abstraction and Iteration over
Control Flow Graphs

We first consider the case of state properties and state ab-
stractions. A standard approach to static analysis for state
properties computes the control flow graph (CFG) of pro-
grams and performs abstract iteration over the CFG [7]. This
approach attaches one abstract state to each CFG node, so
that the abstract interpreter boils down to a fixpoint solver
over a set of equations defined by the CFG edges.

In the setup of Section 3, such an abstract interpreter relies
on an over-approximation of the transition relation — of
the program, whereas each node of the CFG corresponds to
a command. For instance, the execution step corresponding
to an assignment x := E boils down to a transition over an
edge from command x := E; C to the command C.

This technique naturally extends to backwards static anal-
ysis, where one is interested in an over-approximation of
the set of initial states from which executions may reach a
given set of final states.

While this technique is easy to port to lower level lan-
guages (such as assembly), it is less appropriate for higher
level programming languages. It also requires care to miti-
gate the cost of storing abstract states at each control point
or possibly redundant computations of analyses of specific
program steps.

5 State Abstraction and Iteration over the
Abstract Syntax Tree

Another technique for inferring state properties proceeds by
abstraction of the collecting semantics of Section 2. In this
approach, the abstract semantics is defined by induction over
the syntax of commands and associates to each command a
function that maps abstract pre-conditions to abstract post-
conditions. To formally define this abstract semantics, we
fix a few notations. Given an abstract element M¥, a variable
x, and an expression E, we write Mf‘[x > E]tt to denote
the abstract post-condition for assignment x := E in pre-
condition M*. Likewise, we let [M*?E]* and [M#?—E]# be
the abstract post-conditions for condition tests E # 0 and
E = 0. These operations are assumed to satisfy the following
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soundness conditions:

VM € D, Vim € yy (M%),
m[x > [E](m)] € ys(M¥*[x — EJ*
A [E](m) 0= m € y,([M*?E]%)
A [E](m) =0 = m € y,([M¥2-E]%)

Finally, we let LI be a binary operation over D that returns
an over-approximation of concrete unions and we let v be a
widening operator in D. We recall v is a widening operator
if and only if it satisfies the following two conditions:
1. Vv computes an over approximation of concrete least
upper bound in the sense that,

VMG MY,y (M) U s (M) € yo(Mf v m);

2. V ensures the termination of abstract iterates in the
sense that, for any sequence (Mg)neN of abstract states,
the second sequence defined as follows is ultimately
stationary:

N;

# _
n, Nn+1 -

My
Nivm?

n+1°

(N,?)neN where {

The definition of each of these operations is dependent on the
choice of D and not discussed here. Then, a sound abstract
semantics [[]]sﬂ can be defined as shown in Figure 2.

This static analysis definition offers several advantages.
It is natural and based on the program abstract syntax tree
thus, it provides a perfect basis for a direct implementation
in a functional programming language. Moreover, storage
requirements are minimal. Indeed, the analysis of a while
command only requires to store at any given time at most
two consecutive elements of the sequence of abstract iter-
ates (M,E)neN. The analysis of an if command requires to
store the final results of the analyses of both branches till
their abstract union is computed. In the case of any other
command, intermediate abstract states may be discarded as
soon as the analysis moves to the next command. Thus, the
number of abstract states that need to be stored at any given
time is a linear factor of the maximal nesting depth of condi-
tions and loops. Another advantage is that the results that
are produced are intuitive to interpret since analysis output
describes program post-conditions.

This technique has been used in various static analysis
tools such as ASTREE [5] and MEMCAD [19] for C programs,
and Pyppar [18] for probabilistic programs in Pyro. We re-
mark that a similar analysis structure would also apply to
backward analysis.

Support of non-locally branching commands. One ap-
parent limitation of the above definition of |I]]§ is that non-
structured branching statements such as gotos do not triv-
ially fit in the structured iteration scheme. However, this
limitation can be easily lifted as we show in the following
paragraph. Let us consider the addition of a break state-
ment that branches to the exit of the closest enclosing loop.



On the Structure of Abstract Interpreters

OLIVIERFEST ’25, October 12-18, 2025, Singapore, Singapore

[c]}:p—D

[skip] ? (M*) M#
[x = EJf(M¥) =
|[C0;C1]]§(Mﬁ)

[if (E){Co}else{C; }]*(M*)

[while(E)}(CF(Mt) =

M#[x — E]*
([ 1E o [Col®y (M)

[Colt([M*2E1#) L [ ] E([MHF2-E%))
[MY,2-E]*

with {

where Mgo = lim(M,g)

Mg = Mﬂ
ML = MivM? uc]E(MEREL)

Figure 2. Syntax directed abstract iteration

Its operational semantics is trivial to express with a transi-
tion relation —, but can also be captured in an extension
of [.]- Indeed, while [[.]] was defined in Section 2 as a func-
tion from £ (M) to itself, we let it be defined as a function
over P(M) x (P(M))* in the remaining part of this sec-
tion, where A* denotes sequences of elements of set A, and
where the second component denotes a stack of sets of states,
that respectively branch to each of the currently enclos-
ing loops. Intuitively (M, (Mo, M, Mz, M3)) describes a set of
state-continuation pairs, where the states in M are associated
to the current continuation (i.e., are going to run through the
next command), where the states in M, are meant to branch
to the exit of the closest enclosing loop, where the states in
M; are meant to branch to the exit of the next enclosing loop,
and where the conditions for M, M5 are expressed similarly,
with respective depths 2 and 3. In particular, the semantics
of break becomes:

[break]] (M, My - ... My) = (0, (M U My) - My - ...+ M,)

Commands such as assignments and conditions only operate
over the first component.

This new definition of [[.]] directly leads to an extension of
[[]]2 that relies on the same principle, and which operates on
D x (D)* instead of D. This extension of |[]]§ can be defined
in a similar syntax directed style as in Figure 2. The analysis
of the break command proceeds as follows:

[break ] (M, ME - ... ME) = (1, (MP UM - MP M)

where L is the element of D such that y(L) = 0. This dis-
cussion shows that the abstract syntax tree based analysis
[[]]2 also extends to statements with non-structured branch-
ing. As an example, ASTREE [5] and MEMCAD [19] use this
technique to support control flow branching. Likewise, static
analyses for higher-order languages [13, 24] also use abstract
continuations.

6 Bottom-up Relational Abstraction

We now turn to the over-approximation of relational proper-
ties using relational abstraction. A common method to com-
pute such an abstraction relies on inference rules that operate
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by induction over the syntax in a bottom-up style [6, 15]. To
illustrate this approach, we consider the dependency abstrac-
tion that maps variable x to a super-set of the variables that
may affect the final value of x after executing a command. In
this set-up, D, = X — P (X) and y maps R* € D, into the
set of all relations R such that the following condition holds:

Vx € X,V (my, mg), (my, m) € R,
(Vy € RA(x), mo(y) = mi(y)) = m(x) = m](x)

Then, we can derive a sound [[C]]? by induction over the
syntax of C, such as:

[[skip]]? = Ax-{x}
T R fv(E) ifx=y
[x:= E]]T = Ay { {y} otherwise
[Cocilf == Ax-UIGIEW) Iy e [GilE(x}

The definition of this abstract semantics is compositional
and by induction over the syntax of programs. It also applies
to the computation of an abstraction for other smoothness
properties [17] (continuity, Lipschitz continuity, differentia-
bility) that was mentioned in Section 3.

7 Relational Abstraction and Iteration over
the Abstract Syntax Tree

One apparent limitation of the bottom-up iteration technique
shown in Section 6 is the inability to use state information
during the computation of relational abstractions. As an
example, consider the command ¢ = x * x + 1;if (c){y =
O}else{y = z}. The first assignment will always store value
0 into y thus the dependency in the else branch is spurious.
However, to disprove this dependency, one needs to establish
state property ¢ > 1 after the first statement. Therefore, a
static analysis that combines state and relational abstractions
(unlike the analysis defined in Section 6) is required. To
remedy this issue, we propose in this section an iteration
technique that is inspired by that of Section 5 but works
for relational abstraction and show that it enables such a
combined analysis.
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AST-based relational static analysis. The core idea to
achieve this is to define a version of [[.]# that operates on a
relational abstraction rather than a state abstraction. Intu-
itively, the abstract semantics [[C ]]51 inputs an abstract pre-
continuation, which abstracts a computation performed “be-
fore running C” and outputs an abstract post-continuation
that accounts for the effect of running C on top of this ab-
stract pre-continuation. To define the soundness condition
that [C ]]5 should meet, we introduce the following notation
for the application [C]| o R of the semantics of a command C
to a pre-continuation R € £ (M x M) (and returning another
element of P (M x M)):

[C]loR ==

{(m,m’) | Am”" €M, (m,m"”’) e RAm’ € [C]|({m”})}

The corresponding soundness relation boils down to the

following definition:

Definition 3 (Forward relational abstraction). A sound for-
ward abstract relational semantics maps each command C
into a function [[C]]a : D, — D, such that, for all abstract
relation R* and for all concrete relation R € y(R%), we have

[CIR) € v, (ICTRY).
Interestingly, the definition of a sound forward relational
abstraction [[C ]]ﬁ follows the same inductive, syntax directed

structure as that of |[C]]§ in Section 5. This approach can
be applied to dependence or more generally to smoothness
properties [17] (continuity, Lipschitz-continuity, differentia-
bility...). It also enables the computation of abstract relations
that tie data-structures before and after function calls [16].

From state abstraction to relational abstraction. More-
over, forward state abstraction may also be encoded in the
same way. Indeed, let us assume an abstraction of states
defined by Ds and ys. Then, we can let an abstraction for
relations be defined as follows:

D, Dy
(MY = P{(mm') e M2 | m' € ys(MP)}).
Therefore, both state and relational abstractions can be com-
puted using a same abstract interpreter [[C ]]5, the structure of

which follows that of [[C ]]E (Figure 2). Moreover, this obser-
vation implies that the well-known abstract domain reduced
product technique [10] naturally applies in this case. To illus-
trate its effectiveness, we consider the case of the command
c =xx*x+ 1;if(c){y = 0}else{y = z} that was mentioned
earlier in this section and assume a product relational ab-
stract domain that combines an interval abstraction and a
dependence abstraction. As the first component shows that
¢ is strictly positive after the first assignment, the analysis
of the condition needs only to consider the first branch. This
branch stores a constant in y, thus this variable does not
depend on z. In a security context, this entails that there
is no information flow from z to y although a less precise
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analysis would miss this fact. More generally, the Pyprar
extension that infers smoothness properties in [17] uses a
similar reduced product of relational and state abstraction,
so as to infer state properties that are required to refine
smoothness information. For instance, it may use range in-
formation to show that an operation is always applied within
its continuous domain.

8 Conclusion

In this short paper, we have discussed some of the advan-
tages of the syntax directed technique for designing abstract
interpreters. In particular, we have shown that it can be
adapted for programming languages with non-local control
flow branchings and we have presented an application of
the syntax directed technique for the computation of rela-
tional abstraction of commands. The latter result implies that
AST-based iterators apply not only to state properties but
also to relational properties such as some classes of security
properties or smoothness properties.
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