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§ Örebro University, Sweden

shuo.wang@studenti.unipd.it, {alessandro.brighente, mauro.conti}@unipd.it,
valeria.loscri@inria.fr, junqing.zhang@liverpool.ac.uk

Abstract—Jamming attacks present a significant secu-
rity threat to wireless networks by exploiting the open
wireless medium, causing not only a denial-of-service,
but also overloading the network and interfering with
signals. The jamming attack can enable more sophisticated
disruptions, such as protocol-aware and learning-based
jamming, where adversaries transmit selectively upon
detecting legitimate network activity, and this selective
transmission conserves attacker resources and complicates
detection. Channel hopping is widely adopted as a mitiga-
tion strategy, allowing networks to move away from inter-
fered channels dynamically. However, recent studies have
demonstrated that intelligent jammers, such as the Multi-
Armed Bandit (MAB)-based attack, can effectively learn
and predict channel hopping patterns, thereby continu-
ously jamming communications and severely degrading
network performance. Designing robust countermeasures
against such intelligent jamming remains an open and
critical challenge. In this paper, we analyze a kind of
MAB-based attack methodology and propose two refined
variants employing online and offline paradigms. To coun-
teract these advanced threats, we introduce three defense
strategies: (i) speeding up, which modifies the frequency of
channel-hopping decisions to avoid the jammer’s attack,
(ii) deploying a helper node, diversify the communication
patterns to affect the attacker’s learning process, and (iii)
employing a mirror Multi-Armed Bandit (mirror MAB)
approach to predict and bypass channels of highest jam-
ming probability. Comprehensive evaluations demonstrate
the effectiveness of our proposed defenses, significantly
mitigating MAB-based attacks. Specifically, our strategies
achieve a PDR exceeding 90% under persistent attack con-
ditions, while effectively preserving robust and dynamic
channel hopping behaviors.

Index Terms—Wireless Security, Jamming, Channel
Hopping, Multi-Armed Bandit.

I. INTRODUCTION

Guaranteeing security in the wireless communication,
such as WiFi protocols based on the IEEE 802.11
family of standards, is challenging due to the vast
number of interconnected devices and their inherently
distributed nature [1], [2]. Typically, wireless networks

are widely used in information acquisition, command
transmission, drone patrol, construction site commu-
nication, and emergency communication. The wireless
network’s infrastructure relies on wireless connections,
whose openness inherently exposes communication to
security and privacy threats [3], [4]. Among these clas-
sical threats, jamming is particularly harmful, leading
to denial-of-service, overloading the network. Unlike
higher-layer threats, jamming operates at the physical
layer, which will disrupt the communications directly. A
promising countermeasure against jamming is channel
hopping, which dynamically switches communication
channels to mitigate interference [5], [6].

Various defensive strategies have been explored, in-
cluding reputation-based threat detection and isola-
tion mechanisms [7], decentralized Multi-Armed Bandit
(MAB) frameworks [8], and coded rendezvous schemes
such as SPADE [9]. Nevertheless, existing solutions
continue to face limitations, such as reactive-only re-
sponses, added communication overhead, or incomplete
protection against smart attackers [10], [11]. In [12],
[13], the algorithm employs Q-learning to finalize the
selection of the communication channel. These strate-
gies vary from basic sequential or random approaches to
sophisticated game theory-based and machine learning-
driven techniques [14]–[18]. Recently, Reinforcement
Learning (RL)-based methods have attracted significant
attention due to their adaptability. Specifically, MAB
algorithms have demonstrated substantial efficacy in dy-
namically managing noisy wireless environments [19],
[20]. For instance, the authors in [17], [18] utilized
quantized Signal to Interference plus Noise Ratio
(SINR) values as input states for RL frameworks. More
adaptive approaches, such as those proposed by Liu et
al. [21], consider spectrum waterfalls, thus removing
the dependency on prior knowledge of the jamming
pattern. Furthermore, multi-agent RL-based strategies



have been proposed to address both jamming and mutual
interference [22], [23]. Nonetheless, most of these meth-
ods overlook the power limitations inherent to wireless
communication networks’ infrastructure, with only a
few studies explicitly addressing this critical issue [24].
Advancements in inexpensive and accessible hardware
have enabled attackers to also adopt increasingly intel-
ligent and adaptive strategies. Recent studies [10], [25]
demonstrated that an advanced MAB-based jammer,
namely FOLPETTI, can efficiently disrupt communi-
cations despite sophisticated defensive channel hopping
techniques (random or deep RL-based).

In this paper, we analyze and develop the MAB-based
attacks, and meanwhile address the limitations by ex-
plicitly focusing on defense strategies against the MAB-
based jamming. We begin by describing the underlying
MAB approach and differentiating two MAB-based
attack implementations (i.e., online and offline attacks),
clarifying the design for each attack. Subsequently,
we propose three novel defense strategies: speeding
up, helper node, and mirror MAB. Each strategy is
detailed in terms of operational principles, highlighting
its respective advantages and drawbacks. Our simula-
tions demonstrate that these proposed countermeasures
significantly improve network resilience, boosting the
Packet Delivery Ratio (PDR) even under sophisticated
MAB-based attacks. The main contributions of this
paper are summarized as follows:

• We extend the analysis of the MAB attacker model,
develop and evaluate the online and offline attack
strategies against basic channel hopping methods,
to provide the baseline for different countermea-
sures.

• We propose and thoroughly analyze three novel
defense strategies (speeding up, helper node, and
mirror MAB), discussing their operational charac-
teristics and effects for the MAB-based attacks.

• We evaluate the proposed strategies by the metrics
of packet delivery, and test various settings or
parameters of each strategy, demonstrating their
effectiveness against the MAB-based jamming al-
gorithm we used in the paper.

The project focuses on exploring mitigations for
MAB-based attacks. Capodoglio, aka the “sperm
whale”, represents a mammal that is deep-diving (simu-
lating the exploration of jammers) and highly adaptable
(using a variety of strategies for defense). This metaphor
highlights the framework’s ability to operate at varying
levels of complexity while maintaining a single, coher-
ent, and effective outcome.

The rest of the paper is structured as follows. Sec-
tion II introduces the system overview used for our
work, while Section III provides an overview of the

MAB framework as a core methodology of attacks
or defense strategies. Section IV discusses the online
and offline MAB-based attacks. Next, Section V elabo-
rates on our proposed defense mechanisms. Section VI
presents the simulation setup and results, validating
the effectiveness of the proposed solutions. Finally,
Section VII concludes the paper and outlines potential
directions for future research.

II. SYSTEM OVERVIEW

In this section, we describe the system model consid-
ered in this paper, including the network model, threat
model, and defense strategy.

Sta1 Sta2 Sta3

AP

Wireless Network
Threat

Online FOLPETTI-based Attack
Offline FOLPETTI-based Attack

Attacks

Defense Strategy

Attack Detection Countermeasure

Fig. 1. System Model

A. Network Model

In this paper, the network model is a wireless network
system, which includes an Access Point (AP), and three
stations, as shown in Fig. 1. Specifically, the AP in our
network model plays the critical role in running the
defense strategy and reacting to the environment state
changes. The wireless network system is used to test
the performance of our proposed defense strategies.

B. Threat Model

As shown in Fig. 1, the threat model in our paper is
the jammer, which aims to attack the target frequency
channel under the guidance of the MAB-based attacks.
In the field of wireless security, jammers typically emit
continuous noise, mitigating the quality of communi-
cation at the expense of energy efficiency. Specifically,
the jammer in our paper is a kind of intelligent jammer,
which employs machine-learning techniques to infer
channel hopping patterns and target them adaptively.
Also shown in Fig. 1, the jammer runs online or offline
MAB-based attacks to track the channel switching of
the target wireless network and keep the jamming
persistent and successful. The MAB-based attacks will
be described in Section IV.

C. Defense Strategy

As shown in Fig. 1, the wireless network, specifi-
cally the AP, runs the defense strategies for avoiding
compromise from attackers. In Section V, we proposed



three countermeasures and tested them in Section VI.
Despite the countermeasures having different specific
implementations, they are still based on the following
two essential steps:

1) Attack Detection: In the wireless network, the AP
runs a detection method to be aware of the outside at-
tacks. To develop the detection method, we use the PDR
as the performance metric for the detection method.
This type of metric is often used to identify jamming
attacks [26], [27] and can be computed as

PDR =

∑
Number of PSD∑
Number of PT

, (1)

where PSD is the number of packets successfully re-
ceived at the destination, whereas PT represents the
overall number of packets transmitted by the source.

We implement an effective detector based on the
network status and PDR metric, which runs in the AP
as a fundamental component. In particular, it computes
the average PDR in the latest rounds and thus defines
a detection threshold δ. If the AP detects PDR below δ
for consecutive intervals, then it raises an alarm that the
current channel is under attack. The choice of PDR as a
detection approach is mainly based on the consideration
that it allows the detection of jamming attacks without
increasing the computational overhead.

2) Countermeasure: Once an attack is detected, the
AP activates one of the following defense strategies:

• Speeding Up uses the random channel hopping
algorithm, with an increasing frequency of channel
hopping, to make the RL-based attacker hard to
follow the network current channel.

• Helper Node introduces a third-party device to
mislead the jammer into losing the channel change
tracking. The random channel hopping algorithm
runs for channel switching.

• Mirror MAB runs in the wireless network and
predicts the vulnerable channels, updating the pa-
rameters alongside the system’s running. The AP
decides the next channel from the available chan-
nels, except for channels that are probably being
attacked.

These defense strategies, i.e., speeding up, helper
node, and mirror MAB, will be described in Section V.

III. MULTI-ARMED BANDIT FRAMEWORK

In this study, we could formulate the framework
for both the jammer and the legitimate AP as an
MAB algorithm and develop it based there own roles.
Exploiting the adaptive nature of MAB algorithms,
each agent continuously updates its channel selection,
thereby improving network robustness under adversarial
interference. Adaptive to our project, the algorithm can
be described with a tuple ⟨S,A,R, P ⟩, where:

• S is a finite set of states s;
• A is a finite set of actions a;
• R(at, st) is the expected received under state st

and action at at round t, and rt is immediate
reward at round t;

• P (at, st) is the probability that an action a in state
st and action at at round t;

The MAB is a classical RL algorithm, and it provides
a framework for decision-making under uncertainty,
where an agent selects arms (i.e., actions) from a set
of available options. The goal of the MAB algorithm is
to maximize cumulative rewards R; the higher reward
observed at each round, the optimizer is selected by
the MAB, which is equivalent to minimizing cumulative
regret. The biggest difference between MAB problems
and RL is that in MAB problems, the reward is only
related to the action and has no relationship with other
observations or states. In other words, in MAB, the
reward r only depends on the choice of actions at round
t.

In this paper, the MAB-based attacks or mirror MAB
can be modeled via the MAB algorithm. The main
objective of the algorithm is to identify a policy π asso-
ciating an action with each state tuple (i.e., π : S → A).
We use the Thompson sampling algorithm as our policy
to model the problems, inspired by [19]. Thompson
sampling is one of the most effective algorithms for
solving contextual MAB problems. In Thompson sam-
pling, there are K arms (i.e., actions) and k indicates the
arm index, the Beta(α, β) distribution for each action
corresponds to one arm with parameters αk and βk [28],
[29]. We denote by µk the event of success (rt(at) = 1)
when selecting action a at round t. For each arm k, the
probability of success is given by:

p(µk) =
Γ(αk + βk)

Γ(αk) Γ(βk)
(µk)

αk−1
(
1− µk

)βk−1
, (2)

where Γ(·) is the gamma function [30]. Take these priors
to be beta distributed with parameters α ∈ (α1, ..., αK)
and β ∈ (β1, ..., βK), where K is the available actions
number in the model. If the MAB algorithm applies
arm m at round t and returns a reward rt, the Beta
parameters for that channel are updated by Bayes’ rule,
taking advantage of the conjugacy properties:

(αk, βk)←

{
(αk, βk) if m ̸= k,

(αk + rt, βk + 1− rt) if m = k,
(3)

where k ∈ K is the arm indicator in the paper. Hence,
the MAB algorithm with Thompson sampling forms the
core methodology in our project. A beta distribution
with parameters (αk, βk) has mean αk(αk + βk) , and
the distribution becomes more concentrated as αk + βk

grows.



The MAB with Thompson sampling flowchart is
shown in Fig. 2. The Beta distribution ensures that arms
with higher observed success rates gradually receive
larger αk relative to βk, increasing their probability
of being selected, while still allowing occasional ex-
ploration of less-sampled arms. By updating the Beta
parameters in proportion to observed successes and fail-
ures, Thompson sampling naturally skews future sam-
ples toward arms with higher empirical performance,
while preserving randomness for continued exploration.
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Fig. 2. MAB with Thompson Sampling Framework

IV. THE MAB-BASED ATTACKS

In this section, we provide a detailed description of
the proposed attacks. E. Bout et al. [10] have validated
the effectiveness of MAB, showing its application to
a jamming attack. Typically, an efficient attack against
channel hopping has two fundamental requirements: (i)
it should not depend on specific assumptions about
the victim’s hopping pattern, and (ii) it needs to be
continuous in time.

In this paper, we developed two MAB-based attacks,
i.e., online and offline, based on different considera-
tions [31]. The main difference between the two ap-
proaches is the frequency of channel updates and the
reward obtained in each round. Based on the approach

proposed in [10], we implemented the online MAB-
based attack and modified the original model to develop
the offline MAB-based attacks. The following are the
explanations of these attacks.

• Online Attack: In [10], the authors proposed
the original MAB model. We develop the online
MAB-based attack on the original model, where
the channel selection and rewards computation are
performed on a per-round basis. This means that,
for each round, if the attack selects the arm at and
successful attacks on arm k (i.e., at = k), then
αk = αk + 1; if not, βk = βk + 1.

• Offline Attack: An alternative approach is offline
learning, i.e., we assume that rewards and channel
updates are computed on batch rounds. Specifi-
cally, let us assume that the offline MAB-based
attack updates its choice and parameter every N
rounds. Then, the parameters are updated based
on the number of successes and failures of the
attack. In particular, assume the attacker pulls arm
at for the current round t. By denoting as rsucc
the number of successes for arm at = k and as
rfail the number of failures for arm at ̸= k at
a batch round N . Then, at the end of the batch,
αk = αk + rsucc, and βk = βk + rfail.

V. DEFENSE STRATEGY AGAINST MAB

In this section, we describe the proposed approaches
to defend against MAB-based attacks. We propose a
speeding up strategy in Section V-A, a helper node
strategy in Section V-B, and a mirror MAB strategy in
Section V-C.

A. Speeding Up

In wireless networks, the radio channel is ordinarily
held for long intervals, such as minutes to hours, thereby
the attacker has enough time to analyze the channel
status. Thus, in real-world wireless networks, the chan-
nel hops only when external conditions or policy apply.
MAB-based attacks rely on accurate feedback to update
the Beta parameters that govern their arm-selection
rule. The speeding up countermeasure neutralizes this
condition by controlling the legitimate transmitter (AP
and stations) to hop more aggressively, thereby invali-
dating the jammer’s accumulated knowledge.

The defense strategy, i.e., speeding up, is that once
the victim detects the attack, it increases the rate at
which it performs channel hopping. In particular, the
selection of a new channel is not subject to a sig-
nificant decrease in the PDR, but rather to a given
timing. With the speeding up strategy, channel changes
occur periodically: after every N transmitted rounds, the
transmitter switches to the next new channel according
to a specific policy. Consequently, the jammer observes



a non-stationary target and must continuously re-learn
the reward landscape, markedly reducing the dwell time
it can spend on any single channel.

B. Helper Node
Because MAB-based attacks require a certain number

of steps to update their strategy and attack the targets,
the victim can utilize this time, sacrificing part of its
resources to defend against the MAB-based attack. To
this aim, the victim can deploy an additional (third-
party) node that runs a fixed hopping scheme based on
the various scenarios.

As shown in Fig. 3, let us consider the round t1 in
which the victim detects the attack on the channel with
index chi. The helper node will turn on the third-party
device for transmitting noisy data on channel chi, while
the legitimate station transmits on another channel chj ,
i.e., chj ∈M \ chi, where M is the available channels
list. The role of the helper node is thus to poison
the decision-making capabilities of MAB: by creating
dummy regular traffic on channels not used by the
legitimate node, the helper node forces MAB to attack
useless (i.e., information-less) channels. This strategy
requires coordination between the helper node and the
legitimate transmitting device to avoid interference.

Random Channel
Hopping

Third-party
Device

Attack Detection

Running on 

Running on 

Turn off

Transmit
on 

Start to counter

Select next
channel 

Fig. 3. Flowchart for Helper Node

C. Mirror MAB
In this section, we introduce the mirror MAB strategy

(i.e., an MAB algorithm running in the device AP) to
counteract the MAB-based attacks. Our objective is to
safeguard WiFi communications by leveraging the MAB
algorithms. When the network is active, the AP exe-
cutes the mirror MAB algorithm, continuously updating
Thompson sampling parameters based on observable
environment states and returned rewards.

The mirror MAB algorithm runs a mock of the jam-
mer’s behavior in parallel. More precisely, it internally

simulates the attacker’s jamming patterns to anticipate
which channels the attacker will attack. By modeling the
jammer’s state transitions, the mirror MAB maintains a
set of parameters for each channel. These parameters are
periodically updated using observed states, effectively
learning how the jammer operates. The detailed steps
are given below.

1) Initialize Parameters: At the beginning of the
system, the mirror MAB initializes the relative
parameters, e.g., Beta(α, β).

2) Observe Reward: Compute the reward r after a
batch round.

3) Parameters Update: After observing the reward,
the mirror MAB adjusts its internal parameters
(i.e., α, β).

4) Vulnerable Channels & Available Chan-
nels: Using the updated parameters, the mirror
MAB predicts a vulnerable channels list B =
{chb1 , ..., ch|B|} most likely under attack. Mean-
while, the mirror MAB returns an available chan-
nels list M = {chm1 , ..., ch|M |} from the wireless
network.

5) Channel Switching: Selecting the next channel
ch, where we use the random policy to decide
the new channel from the channels list M \B.

MAB

Vulnerable
Channels

Select Channel 

Available
Channels

MAB

FOLPETTI-based attacker

Wireless Network

Select Target
Channel

Sta1 Sta2 Sta3

AP

AP

Fig. 4. Countermeasure: Mirror MAB

As shown in Fig. 4, the rightmost part stands for the
mirror MAB method, where mirror MAB runs in the
AP device. The mirror MAB is a trusted approach in the
network, and it could collect the rewards and update the
parameters according to the network status, and predict
the vulnerable channels for the network.

VI. PERFORMANCE EVALUATION

We describe in Section VI-A the system we con-
sider for implementing the evaluation settings. In Sec-
tion VI-B, we describe the different MAB strategies



employed by the attacker, then show the performance
by running the attack method in Section VI-C.

A. Evaluation Settings

We consider a wireless network composed of wireless
devices, specifically, the wireless network includes an
AP, three legitimate stations connected via an AP, and
capable of transmitting on 12 different channels. We
assume that the attacker aims to jam the communication
between the AP and the legitimate nodes in the network.

To follow the effects of the jamming attacks and
compute the PDR, we assume that the AP constantly
transmits 12 packets every round and begins its trans-
mission at the start of the simulation (t = 0). After
10 seconds, the attacker starts its attack. The legitimate
stations and the attacker start their communication on
the same channel. Table I summarizes the simulation
parameters.

TABLE I
SIMULATION PARAMETERS

Parameter Setting
Simulation Time (seconds) 1800
Start of jamming (seconds) 10

Start of channel hopping (seconds) 1
Threshold Detection (%) 80

We implemented this module using a custom-built
network simulator, considering only the three kinds of
fundamental nodes, i.e., the legitimate stations, the AP,
and the attacker (jammer). For every setting, we run the
simulation one hundred times to collect the results and
calculate the average performance.

B. Attacks Performance
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Fig. 5. PDR for different attack strategies

We develop and evaluate the two implementations
of the MAB-based attacks, i.e., the online and offline

attacks. The attack detection threshold to 80% PDR, i.e.,
when the victim detects a PDR below 80% it switches
to the following channel. The closer the PDR is to
the detection threshold, the more the attack affects the
network.

In Fig. 5, the impact of online and offline MAB-based
attacks on the PDR without defense strategies is shown.
The results indicate that the online attacker consistently
reduces the network’s PDR more significantly than the
offline attackers, where 10, 100 stand for the parameters
update delay. Under the same evaluation settings, the
online attacker successfully jams the victim’s channel
approximately 39.7% of the time, compared to only
20.6% for the offline attacker. In particular, we use the
online setting and offline 10 setting as the corresponding
baselines for the proposed defense strategies.

C. Performance of Our Proposed Defense Approaches
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(a) PDR speeding up for online attack
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(b) PDR speeding up for offline attack

Fig. 6. PDR for Speeding Up parameters.

1) Performance of Speeding up: To better understand
the advantage of the speeding up defense strategy,



we initially describe its behavior and compare it with
that of online and offline MAB attacks. The speeding
up strategy envisions channel hopping occurring on a
predefined time basis or detection of a drop in the PDR.
In Fig. 6, the parameter (e.g., 50) is the interval of
channel change, and when the speeding up parameter
value is set to 0, it means that no speeding up is
deployed.

In Fig. 6, the PDR of the network is shown when con-
sidering random channel hopping with different speed-
up parameters. In particular, we compare the various
speeding up settings values, e.g., 50, 100, 300, which
mean the update intervals for each test, and those
without speeding up (i.e., baseline). We can see that
the speeding up strategy can improve the PDR of the
network, and for update interval = 50, the network
achieves a PDR of 0.93 under online and offline attacks.
Meanwhile, the PDR for the baseline setting is lower
than 0.9. The speeding up of 100 and 300 is all better
than the baseline.
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(a) PDR Helper Node for online attack
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(b) PDR Helper Node for offline attack

Fig. 7. PDR for Helper Node

2) Performance of Helper Node: In this section,
we show the results of the helper node strategy with
different parameters. We notice that the helper node
defense does not depend on the specific values from
Fig. 7, as the victim just needs to move to the successive
channel, regardless of how the successive channel index
is selected.

As shown in Fig. 7a and Fig. 7b, the PDR curves are
shown when considering different helper node values
for the online and offline attacks, respectively. We see
that the helper node strategy is helpful in mitigating the
attack effects, as the victim can improve the PDR with
the defense strategy. From Fig. 5, Fig. 7a and Fig. 7b,
we notice that under online and offline attackers, using
helper node with different helper node settings, e.g.,
10, 50, 100, can improve the performance of PDR, and
keep the PDR around 0.825 ∼ 0.85.
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(a) PDR mirror MAB for online attack

0 250 500 750 1000 1250 1500 1750
Simulation time (seconds)

0.800

0.825

0.850

0.875

0.900

0.925

0.950

0.975

1.000

PD
R

Baseline
Mirror MAB 1
Mirror MAB 2
Mirror MAB 3

(b) PDR mirror MAB for offline attack

Fig. 8. PDR for mirror MAB

3) Performance of Mirror MAB: Fig. 8 presents
the PDR over time for both online and offline attack



scenarios, comparing the baseline approach with the
proposed mirror MAB strategy with different settings,
e.g., 1, 2, 3, which means the number of vulnerable
channels predicted by the mirror MAB algorithm. In
Fig. 8, the baseline approach suffers from significant
PDR degradation, dropping below other settings before
stabilizing. This instability is due to its inability to
adapt to jamming dynamically. In contrast, the mirror
MAB strategies maintain a higher and more stable PDR,
around 0.92 and 0.93 under the online and offline attack,
respectively. However, the initial drop is less severe, as
offline attacks allow for a more predictable jamming
pattern. The mirror MAB strategies consistently outper-
form the baseline, leveraging historical data for more
informed channel selection. While not as adaptive as
online MAB, the offline approach still provides a robust
defense against attacks. Across both settings, mirror
MAB implementations achieve close improvement over
the baseline.
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Fig. 9. PDR for different strategies

4) Summary: In Fig. 9, we illustrate the PDR per-
formance over time for different strategies against the
MAB attack: baseline, speeding up, helper node, and
mirror MAB. The horizontal axis represents the simula-
tion time in seconds, while the vertical axis shows the
achieved PDR.

Overall, we observe that the speeding up strategy
consistently surpasses the other methods in reaching
higher PDR values more rapidly. Its aggressive channel-
switching mechanism allows it to evade jamming at-
tempts sooner, translating into a faster recovery of com-
munication reliability. Meanwhile, helper node employs
additional resources in the network to counteract jam-
ming, helping to maintain a robust PDR once the system
stabilizes. The initial recovery slope for helper node is
slower than speeding up, which means a long period of

development of the defense strategy to mitigate smart
attacks.

By contrast, the mirror MAB approach benefits from
a dynamic learning framework that updates its de-
fense strategy based on observed rewards. Despite a
slightly slower reacting phase compared with speeding
up, mirror MAB proves effective in converging to a
high PDR, reflecting its ability to track and counter
evolving jamming tactics adaptively. In all cases, once
the strategies stabilize, the victim sustains near-optimal
PDR levels despite ongoing jamming. Thus, the results
confirm that both speeding up and mirror MAB yield
rapid improvements.

VII. CONCLUSION

Jamming attacks represent a serious threat to wireless
communications security. In particular, MAB-based at-
tackers leveraging smart jamming strategies to follow
channel hopping patterns can undermine the effective-
ness of some defense mechanisms. Our study demon-
strated that both online and offline variants of MAB-
based attacks can rapidly learn the hopping behavior
of typical IEEE 802.11 deployments. To address this
challenge, we proposed and evaluated three counter-
measures: speeding up, helper node, and mirror MAB,
and demonstrated their effectiveness in mitigating the
sustained impact of MAB-based attacks.

Although the results are encouraging, several avenues
are invited for further investigation. In future works, we
could implement the proposed defenses on a hardware
testbed in order to assess their practicality, overhead,
and robustness under real-world propagation conditions.
Furthermore, we will explore the possibility of using
more RL algorithms as a friendly jamming mechanism
to exclude possible network intruders.
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