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Abstract. Water distribution networks (WDNs), as critical infrastruc-
ture, face growing cyber-attack risks. While Industry 4.0 initiatives mo-
tivate the deployment of edge technologies for monitoring, efficient de-
tection on distributed edge devices requires methods that reduce com-
putational overhead without sacrificing classifier performance. We pro-
pose a hybrid evolutionary-machine learning (ML) approach that con-
structs probabilistic surrogate models of trained ML classifiers using an
Estimation-of-Distribution Algorithm (EDA). Our het-EDA algorithm
supports the analysis of heterogeneous network communication features,
extending r-UMDA for categorical and PBIL-C for continuous data. It
evolves class-wise surrogates which optimize the original classifier’s out-
put scores. Inference is performed via lightweight log-likelihood evalua-
tion, making the method suitable for resource-constrained edge devices.
Experiments on the WDN a Hardware-in-the-Loop dataset show that the
surrogates preserve portions of the original decision boundaries, while
highlighting limitations due to feature independence assumptions. These
results demonstrate the potential of EDA-based probabilistic surrogates
for efficient edge ML inference and motivate the development of more
expressive EDAs suited for complex industrial network data.

Keywords: Estimation-of-Distribution Algorithms · Cyber-attack de-
tection · Machine Learning · Water Distribution Networks · Edge com-
puting

1 Introduction

With the democratization of Internet-of-Things (IoT) devices that accompany
the modernization efforts of industries towards the 4.0 model [18], cyber-security
stakes are at an all-time high. The increase in the number of interconnected de-
vices, while offering better monitoring and control of industrial processes through
edge devices [5], also represents a significant increase in the attack surface. This
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greater exposure to cyber-threats is particularly evident in water distribution
networks (WDNs), where the nature of security incidents has shifted [13] from
on-site attacks by rogue employees, such as data theft or alteration of plant con-
figuration, to remotely operated cyber-attacks such as ransomware carried out
by external malicious actors. The high financial and societal impact of this type
of attack makes detection an increasingly important research field [31].

With the recent framing of WDN security as part of cyber-physical systems
(CPS) [12], considering both the information of the physical processes through
sensors and Programmable Logic Controllers (PLCs), and the cyber layer com-
posed of all connected devices that enable the supervision of the physical pro-
cesses shows promising improvement for machine learning based detection [32].
This approach is especially relevant in the context of edge computing, where
bringing the detection algorithms directly to the devices that generate physical
data can reduce time-to-detection, the volume of data transferred, while provid-
ing an accurate location in case of attack. However, WDN often relies on aging
infrastructures, which modernization progresses at a slow pace due to the high
investment required [26], hindering the deployment of edge Machine Learning
detection due to the low computing power of old PLCs.

To answer this problem of computational cost of Machine Learning (ML) de-
tection for edge inference in WDN, we introduce a hybrid evolutionary-ML ap-
proach that reduces the inference cost of complex ML models by constructing a
probabilistic surrogate model via Estimation-of-Distribution Algorithm (EDA).
The property of EDAs to evolve explicit probabilistic models rather than sin-
gle solutions allows to evolve the surrogate model by using the classifier’s class-
specific score as the fitness function to evolve one surrogate per class. We address
the challenge of applying EDA to network communication data with the design
of the Heterogeneous Estimation-of-Distribution Algorithm (het-EDA) that ex-
tends the multi-valued Univariate Marginal Distribution Algorithm (r-UMDA)
[4] for categorical data, and Continuous Population Based Incremental Learning
(PBIL-C)[29] for continuous data. Its design for GPU computation allows high
population sizes for a wide exploration of the search space that suits the inher-
ent diversity of network data. This process allows the inference to be reduced to
selecting the class whose surrogate model assigns the highest log-likelihood to
the input. Preliminary results show the feasibility of using het-EDA on a variety
of ML model architectures by creating class-wise surrogates of XGBoost (XGB),
Bagging and Multi-Layer-Perceptron (MLP) trained on the a Hardware In The
Loop (HITL) dataset for cyber-attack detection on WDN [8].

The remainder of the paper is organized as follow: Section 2 describes the
state of the art of ML-based attack detection with a focus on CPS and edge en-
vironment, Section 3 contains the formalization of het-EDA algorithm, followed
by the description of the surrogate models creation process. Section 4 outlines
the experiments led and analyses the obtained results, opening for the discussion
in Section 5 before concluding in Section 6.
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2 State of the art

This section first presents the state of the art of ML based cyber-attack detection,
then describes the specificity of this detection for CPS environment followed by
a focus on its application in edge computing.

2.1 ML detection for security

As the number of attacks against WDNs increases over the years, cyber-attacks
such as ransomware and unauthorized remote access are becoming prevalent in
the threat landscape, with impacts ranging from data loss to system paralysis
[11] [13]. In this context of increased risk, different approaches to the detection of
cyber-attacks have been developed by the scientific community. Signature based
detection consists of the search for known patterns in the data, such as statis-
tical properties [23] [20] or rule-based detection and indicators-of-compromise
[2]. While providing a baseline for detection, their reliance on specific indicators
extracted from past attacks renders them blind to new attacks [22].

Machine Learning (ML) based detection uses ML models trained to distin-
guish between normal and malicious data. The two main modalities for training
ML models are supervised and unsupervised learning [10] [24]. With unsuper-
vised learning, the ML model learns from data without attacks to recognize the
normal state of the system. Examples algorithms are as 1-class Support Vector
Machine (1-class SVM) [28] or Long-Short-Term-Memory (LSTM) [15]. With
supervised learning, the model learns to classify data into classes according to
labels provided for each data. Examples of algorithms are K-Nearest-Neighbors
(KNN) [7] and MLP [27].

Unsupervised ML methods benefit from lighter data requirements for their
deployments. These algorithms are built upon the idea of constructing a model
capable of learning the representation of normal data through training, and
then classify new data based on a proximity score to this learned representation.
Multiple score metrics exist depending on the model used, such as reconstruction
error on a predictive model in [21] with an Attention-based Spatio-Temporal
Autoencoder, a distance to a learned geometric envelope of the normal data (1-
class-SVM) in [17], or a threshold of unmet association rules (ML Invariants) in
[34]. As the performances of this approach are tied to how well the normal state is
learned, a common practice is to divide the data into smaller more homogeneous
parts and fit a unique model on each of these subparts parts.

On the other hand, supervised ML models can be seen as an evolution over
signature-based detection in their ability to detect known attacks but without
the need for explicitly defined indicators. These ML models learn to associate
each data instance with its correct class through the construction of complex
representations derived from the labeled dataset used as training data. Recent
work on supervised ML models for detection showed promising results across a
wide range of algorithms such as Logistic Regressions, SVM or tree-based mod-
els (Decision Tree, Random Forest) [14], deep neural networks [25]. Approaches
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combining multiple models in a single detection pipeline such as deep Convolu-
tional Neural Networks with autoregressive moving average attributes [3].

2.2 Specificity of attack detection in CPS

The Cyber-Physical aspect of WDNs anchors attack detection in such systems at
the boundary of Information Technology (IT) and operational Technology (OT).
This duality led to the development of hybrid detection methods that encompass
the entire attack perimeter of the WDN by combining the information present
in OT and IT data. The different approaches to this information combination
process shown in Figure 1 can be classified into two groups: model-wise and
data-wise combinations.

Fig. 1: Comparison of the Data-wise and Model-wise information combination
methods for CPS

Model-wise combination means that the information from the physical and
cyber layers of the CPS are fit into separate detection models, which outputs
are then passed as input to a meta-model which detection will hence leverage
information from the whole system. This approach has been used in [9] by feeding
reconstruction error output from LSTM for the physical layer and autoencoders
for cyber layer, to a Bayesian Network, allowing for an explainable detection
on the whole system with an attack detection achieving 96% accuracy on a
scenario involving attacks on the whole system. A drawback of this method is
that by further adding models, it multiplies the costs associated with training
and maintenance, with the added complexity that any update to one of the base
models implies an update of the meta model.

Data-wise combination, on the other hand, proceeds to merge the data from
both the physical and the cyber layer with a method ensuring consistency of
the combined version. [32] used this method on 3 different datasets to compare
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the detection performances of multiple supervised ML models trained on every
data configuration, namely physical only, cyber only, and combined. The results
showed that the use of combined data is associated with better performances for
the best models on each dataset. However, the proposed combination method
involves data duplication to ensure consistency, which comes with an increase in
data size that can impact training and inference time of the ML models.

2.3 ML Detection in Edge computing

Edge computing is a computational paradigm where the processing is deported
to the devices at the periphery of the network. It emerged as a response to
the observation that the rate of adoption of IoT devices surpasses the increase
of computational power of centralized architecture of cloud computing, thus
leading to a bottleneck [30]. While providing a solution for reduced bandwith
usage, lower latency and enabling more real-time application, edge computing
main challenge lies in the limited resources at the disposal of edge devices [6].

As the attack perimeter of a network grows with the number of intercon-
nected devices, adapting attack detection to the edge computing offers a scal-
able approach to the monitoring of very large interconnected networks, as each
edge device is able to incorporate its own detection model. The approaches from
the literature use signature based detection [33] unsupervised anomaly detection
model such as LSTM [1] [35], or cloud-assisted supervised learning [19], but the
use of supervised learning for direct inference on edge devices remains to be
achieved.

3 Contribution

This Section presents the formalization of the proposed het-EDA algorithm,
followed by the description of the surrogate models creation pipeline.

3.1 EDA algorithm for heterogeneous datatype

In order to use an EDA to model network communication data, the distribution
models used must be adapted to the inherent heterogeneity of datatypes that
encompass: categorical data such as IP and MAC addresses, continuous data such
as packet sizes or counts. In addition, being compliant to GPU parallelization
allows to generate sufficiently large population to reflect the diversity of these
data during the optimization process and thus better explore the search space.
Our proposed algorithm integrates the distribution models from different EDAs
to represent each data type: r-UMDA [4] for categorical data, and PBIL-C[29] for
continuous data. The distribution model used in r-UMDA is a frequency matrix
that represents, for each categorical attribute taking r different possible values,
the probability of each different value of r. In PBIL-C a Gaussian distribution
describes each continuous attribute by its mean µ and its variance σ, which
initial values are passed as vector arguments −→µ −→σ . Argument s corresponds to
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the size of the selection of the best individuals at each generation, from which a
new distribution will be extracted. Its value represents the trade-off between the
exploration of the search space, with a high value of s, versus the exploitation
of solutions, with a low value of s.

Algorithm 1 EDA for heterogeneous Data
Require: N : population size, ncat : number of categorical attributes, r : number

of different categories for categorical attributes, ncont : number of continuous at-
tributes, −→µ : PBIL-C initial means for continuous attributes, −→σ : PBIL-C initial
variances for continuous attributes, s : selection size,

Ensure: P
(tmax)
cat : categorical distribution model after last iteration, P (tmax)

cont : contin-
uous distribution model after last iteration

1: P
(0)
cat ← 1

r
× (i, j)∈[ncat]×[0..r−1]

2: P
(0)
cont ← (µi, σi)i∈[0..ncont]

3: t← 0
4: while not Stop criterion do
5: Poptcat ← Sample(P (t)

cat)×N

6: Poptcont ← Sample(P (t)
cont)×N

7: Popt ← Concat(Poptcat[k], Poptcont[k]), k ∈ [N ] ▷ Merge each individual’s cat
and cont parts

8: St ← Select(Popt) ▷ Select s individuals with best fitness values
9: St

cat ← Categorical elements of St

10: St
cont ← Continuous elements of St

11: for (i, j) ∈ [ncat]× [0..r − 1] do ▷ Update categorical distribution
12: P

(t+1)
cat [i, j]← 1

ncat
Σk∈[ncat],i∈[s]1St

cat[i,k]=j

13: P
(t+1)
cat ← P

(t+1)
cat restricted to [ 1

(r−1)ncat
, 1− 1

ncat
] as described in [4]

14: end for
15: for i ∈ [1..s] do ▷ update continuous distribution

16: P t+1
cont[i]← (

∑ncont
j=1 St

cont[i,j]

ncont
,

√∑ncont
j=1 (X

j
i −X̄i)X∈St

cont
ncont

)

17: end for
18: t← t+ 1
19: end while

The Algorithm starts by initializing the categorical distribution equiprobably
for each value of r for each categorical attribute, as shown in Figure 2. The
continuous Gaussian distribution of each continuous attribute is then initialized
according to the value of arguments −→µ and −→σ as shown in Figure 3.

The iteration number t starts at 0. The optimization loop then proceeds
until the stopping criterion chosen by the user is met. The usual criteria are
either a fitness value threshold or an iteration number. The first step of this
optimization loop is to create a population of candidate solutions by indepen-
dently sampling the categorical and continuous distribution until N individuals
are generated. These individuals are then concatenated into an appropriate order
for the evaluation function to run on them. The selection operator Select(Popt)
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Fig. 2: The initialized matrix of cate-
gorical probabilities

Fig. 3: The initialized matrix of means
and variances of continuous attributes

consists of evaluating each individual and selecting the top s that will constitute
the selected population St. The categorical and continuous components of this
population are then separated into distinct variables St

cat and St
cont to be used

separately to update their respective distributions. The categorical distribution
is updated by counting the occurrences of each value of r of each attribute in
the selected categorical population and dividing it by the number of categorical
attributes ncat to obtain a frequency vector that sums up to 1 on each categor-
ical attribute. This distribution is then restricted to avoid the extremum values
of 1 and 0 that would lock the attribute value for all subsequent iterations. The
continuous distribution is updated by replacing the current value of µ and σ by
the mean and variance of the attributes in the selected population St

cont. The
iteration counter is updated, and the next iteration starts if a stopping criterion
is not met.

Both these distribution models and optimization steps are well suited for
GPU computation due to being easily adapted to "array-like" computations,
however they assume independence between all variables as well as Gaussian
distributions of continuous attributes, which are strong hypotheses that do not
necessarily verify in network data.

3.2 Pipeline for Surrogate Model Creation

General overview The surrogate models creation pipeline is centered around
the concept of using the classification score of a trained ML model as an opti-
mization function. By trying to maximize the classification score for one of the
output classes of a ML model, the optimization process will find solution inputs
to that model that correspond most to what it learned as the target class.

To better represent the inherent diversity in the target class, we opted to use
EDA as the optimization algorithm for their property of evolving probabilistic
distribution models rather than single solutions. As a result, an EDA algorithm
optimizing the classification score of a trained ML classification model will out-
put a probabilistic model of the values that best characterize the target class
learned by the ML model. Repeating this process for each class thus generates
a catalogue of probabilistic models that can be extracted regardless of the ML
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model architecture, as long as the model output score can be set as the opti-
mization function. Finally, these profiles serve as surrogate probabilistic models
of their ML model of origin by computing the log-likelihood of input to each
surrogate model and attributing the class from which this input has highest
probability of being draw.

Fig. 4: Detailed surrogate model creation pipeline.

Detailed Description The distribution extraction pipeline represented in Fig-
ure 4 is composed of 2 main parts: the training of the ML classifiers and the
extraction of the surrogate models through an evolutionary process.

First, the raw data undergo data preparation to be compatible with the
constraints posed by the chosen machine learning models, as well as the EDA
algorithm used. These data preparation steps can entail treatment of missing
values, one-hot encoding of categorical columns, normalization and other appro-
priate operations. Once prepared, the data are split into training and testing sets
for the training of ML classification models. It is important that the same sets
are used for every model to ensure that the learned classes are based on the same
base information, so the comparison of the extracted probabilistic distributions
makes sense.

Next, the EDA optimization process is initialized. The probabilistic models’
initial parameters are set to reflect no prior bias toward any particular outcome.
In the context of our proposed het-EDA, this corresponds to assigning equal
probability to each categorical value and initializing all continuous variables
with a standard normal distribution (µ = 0, σ = 1) to represent normalized
data. In addition, a chosen class of the ML model is selected as the optimization
function. This class stays fixed throughout the iterations. Then, the optimization
process starts until a chosen stopping criterion is met: either after a set number
of iterations or until convergence of the solutions. Once finished, the obtained
probabilistic model for the class chosen as the optimization function is saved,
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and the EDA optimization process is initialized and repeated for all remaining
classes and then for all ML models.

The classification process computes the log-likelihood of an input x under
each probabilistic model: for a given model C, this log-likelihood is the sum
of the log-probabilities of the continuous features of x under the continuous
distributions of C, and the log-probabilities of the categorical features of x under
the categorical distributions of C (Eq. 1).

logP (x | C) =
∑
i

logP (xcont,i | C) +
∑
j

logP (xcat,j | C) (1)

The use of log-likelihoods instead of raw probability multiplications avoids
numerical underflow caused by repeatedly multiplying probabilities less than
one. Then, the class attribution can take two modalities: either by attributing
the class with the absolute maximum log-likelihood, or, for each class, average
the log-likelihoods of the surrogate models that compose it, then attribute the
class with the highest average log-likelihood across its surrogates.

An important side-effect of using surrogates from different ML models is
that the scale of the log-likelihood values can vary depending on the model
architecture. For instance, decision tree models appeared to have more "extreme"
probabilistic models, with categorical probabilities often reaching the maximum
/ minimum probabilistic thresholds (i.e. close to 1 and 0). A possible explanation
for this phenomenon is that a decision tree architecture could have these variables
appearing in only one branch, thus creating a binary condition on its values.
The models with such probabilistic profiles have variations of log-likelihood that
are orders of magnitude higher than the more "balanced" models. This scale
difference biases the use of the maximum log-likelihood for the class attributions.

To solve this problem, each surrogate model is independently scaled by com-
puting its log-likelihood values on every data of the training set, and the mean
and standard deviation of these obtained values are stored and used as cus-
tomized standardization values for their associated surrogate models’ output.
This process allows all surrogate models to have their log-likelihood values stan-
dardized, eliminating bias from their model of origin.

4 Experiments

The proposed distribution extraction pipeline was tested on the HITL cyber-
physical dataset with the proposed het-EDA implemented with the EvoX library
[16].

4.1 Experimental setup

For these experiments, the network communication data of Scenario 4 of the
HITL dataset was used. The labels present are: Normal (51.51%), Denial-of-
Service (DoS) (34.49%), Man-in-the-Middle (MITM) (8.53%), Physical Fault
(5.46%) and Scan (<0.001%).
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The data preparation steps included: conversion of port numbers to cate-
gories (well-known ports: 0 → 1024 , registered ports: 1024 → 49151, dynamic
ports: 49152 → 65535), one-hot encoding of categorical columns, standardiza-
tion of continuous columns, aggregation of identical rows within each one-second
interval and adding their occurrence count as a new column. The data were then
split into train and test sets with an 80-20 ratio.

Table 1: ML model hyperparameters
Model Library Hyperparameters

XGB xgboost eval_metric: mlogloss, learning_rate: 0.01, max_depth: 10,
max_iter = 3000, early_stopping = 10

MLP sklearn hidden_layer_sizes=(100, 50), alpha= 0.001,
max_iter=100, early_stopping=10

Bagging sklearn estimator=DecisionTreeClassifier, n_estimators=10,
max_samples=0.8, max_features=1.0

The ML models are trained in a multi-class setting, i.e., each model is trained
to classify among the five classes. The corresponding hyperparameters are listed
in Table 1, and all random seeds are set to 42.

The EDA optimization process was run with an implementation of het-EDA
with a population size of 200 000, a selection size of 10 000 and using five random
seeds for each model-class combination.

4.2 Results

Table 2: Per class performance metrics for ML models
Class Precision Recall F1-score Support

XGB MLP Bag. XGB MLP Bag. XGB MLP Bag.

Normal 0.78 0.78 0.78 1.00 1.00 0.99 0.87 0.87 0.87 135,269
MITM 0.82 1.00 0.62 0.05 0.03 0.06 0.09 0.05 0.11 24,828
Physical Fault 0.00 0.00 0.17 0.00 0.00 0.01 0.00 0.00 0.01 13,197
DoS 0.97 0.98 0.96 0.88 0.85 0.88 0.92 0.91 0.92 11,768
Scan 1.00 1.00 1.00 1.00 0.43 1.00 1.00 0.60 1.00 7

The classification performances of the ML models summarized in Table 2
show overall similar performances between the different models, with a marginally
better performance for Bagging, which has the best F1-scores across all classes.
A notable point is the Physical Fault class being undetected by all models, as
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shown by almost all-zero recall values, which is coherent with the models being
trained only with network data, while this attack reflects on the physical data.
The MITM attack also has very low detection rates that translate to very low
recall values of 0.03 to 0.06; however, the MLP model’s precision of 1 indicates a
qualitatively learned representation of an extremely small portion of the samples.

The DoS detection metrics are almost identical for all models, with very
high precision and relatively high recall, which points towards a portion of the
class instances escaping all models’ detection. Finally, the Scan class suffers from
extremely low support, which makes the detection performance rapidly drop in
case of error. This is apparent for the MLP model, whose precision and recall
values of 1 and 0.43 can be directly converted to a correct classification of only
3 out of the 7 instances of the test set. The other models’ perfect performances
for the scan class indicate a good identification, but such a few instances do not
allow to have an idea of the generalization capabilities of these models for this
class. Overall, XGB and Bagging show slightly more stable generalization across
classes, whereas MLP’s lower recall on the low support scan class suggests higher
sensitivity to data imbalance.

The classification performances of the surrogate models evolved with het-
EDA from these ML models are summarized in Table 3. They have been eval-
uated on the test set with both the absolute maximum log-likelihood (AML)
method and the average per class maximum likelihood (APCML) method de-
scribed in Section 3.2.

Table 3: Per class performance metrics of surrogate models for classification
Class Precision Recall F1-score Support

AML APCML AML APCML AML APCML

Normal 0.75 0.75 0.16 0.26 0.27 0.38 135,269
MITM 0.14 0.15 0.14 0.17 0.15 0.15 24,828
Physical Fault 0.07 0.07 0.23 0.19 0.11 0.11 13,197
DoS 0.10 0.09 0.31 0.40 0.12 0.16 11,768
Scan 0.00 0.00 1.00 1.00 0.00 0.00 7

The first observation to be made is that the overall detection performances
are very inferior to those of the base ML models. By looking at the confusion
matrix in Figure 5, we can more visually interpret the classification errors of the
surrogate models: on one hand, the APCML method outperformed the AML
method, with both a better recall for the DoS class as well as a higher precision
for the Scan class, which do not appear in the metrics due to the very low
support. As the ML models did all misclassify the MITM and Physical Fault as
the Normal class, it is to be expected that the surrogate models are, in turn,
showing confusion between these 3 classes. However, it is apparent from their
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(a) (b) (c)

(d) (e)

Fig. 5: Confusion matrix of classification performances on the test set of (a)
MLP, (b) XGB, (c) Bagging, (d) surrogate AML, and (e) Surrogate APCML.
The numbers in each cell represent the percentage of true classes predicted as
the corresponding class on the x-axis.

error rates on the DoS and Scan classes that the fine class boundaries learned
by the original models are only roughly approximated by the surrogates.

5 Discussion

The experimental results indicate that the proposed surrogate models can pre-
serve a coarse class structure of the original ML classifiers, while remaining at-
tractive for distributed edge deployment thanks to their lightweight log-likelihood-
based inference. Nevertheless, the results also expose clear limitations of the cur-
rent approach. The surrogates exhibit substantial overlap between class models,
leading to a notable degradation in both precision and recall across all classes.

A major contributing factor to this drop in detection performance is the
strong independence assumption enforced in the het-EDA, together with the
use of a single normal distribution for continuous attributes. Although these
choices enable heterogeneous modeling with minimal computational cost, they
are highly restrictive for industrial network communication data, which often
exhibits correlated features and heavy-tailed distributions. As a consequence,
the surrogate models struggle to capture the complex dependencies that underlie
real-world traffic in WDN cyber-physical systems.
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These observations highlight the need for EDA capable of jointly modeling
dependencies both within and across heterogeneous feature types, while remain-
ing compatible with GPU-parallelization. Such advances would substantially im-
prove the fidelity of EDA-based surrogates for ML decision regions.

Beyond classification, viewing ML decision boundaries through the lens of
EDA opens promising research directions. First, sampling from class-wise proba-
bilistic models could support targeted data augmentation. Second, the likelihood
of an input under these models naturally lends itself to out-of-distribution de-
tection for inputs that exhibit low log-likelihood for all modeled classes. Finally,
replacing point-wise likelihoods with distances between probability distributions
may support sequence-level classification, where the empirical distribution of
observations in a time window is compared to learned class distributions.

6 Conclusions and Perspectives

We propose and evaluate a hybrid EDA-ML approach to construct probabilistic
surrogate models of ML classifiers for cyber-attack detection. By replacing the
original inference function with a lightweight log-likelihood-based surrogate, our
method is better suited for deployment on edge devices in distributed WDN
environments. To handle heterogeneous network communication data, we intro-
duced the het-EDA algorithm, which supports both categorical and continuous
features and uses trained ML classification scores as the optimization function
to evolve class-wise surrogate models.

Experiments on the HITL cyber-physical dataset demonstrate that the sur-
rogate models can preserve portions of the original decision boundaries, though
they exhibit substantial overlap between classes. These results pave the way for
broader applications of EDA-based probabilistic modeling for ML detection and
highlight the need for EDAs capable of capturing the complex dependencies in-
herent in industrial network traffic, while providing lightweight inference suitable
for edge deployment.
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