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Abstract. A growing number of advanced cryptographic protocols and constructions
rely on symmetric primitives known as weak pseudo-random functions (wPRFs).
These functions differ significantly from traditional PRFs: they operate in constrained
models where inputs are sampled uniformly at random and are not chosen by the
adversary. In practice, many of these functions are implemented as shallow, non-
iterated constructions with simple circuit representations.
This Systematization of Knowledge (SoK) provides a unified view of shallow wPRFs
(swPRFs), which we define as wPRFs computable by low-depth circuits and primarily
used in different secure computation protocols. We identify and classify four main
families of swPRFs—alternating moduli wPRFs, Goldreich’s PRG family, and the
VDLPN and EALPN constructions—presenting formal definitions, algorithmic de-
scriptions, known variants, cryptanalytic results, and concrete parameter sets for
each.
In addition to surveying the literature, our goal is to shift the focus from asymptotic
analyses to concrete cryptanalysis. To this end, we provide a set of cryptanalytic
challenges along with reference SAGE implementations for all the primitives discussed.
We aim to encourage the symmetric cryptography community—particularly crypt-
analysts—to rigorously evaluate the practical security levels offered by swPRFs, as
concrete analyses are currently lacking. Given their growing use in high-level protocols
and constructions, any cryptanalytic breakthrough on these primitives could directly
affect the security of the broader cryptographic systems that rely on them.
Keywords: shallow weak PRFs · alternating moduli · Goldreich’s PRG · VDLPN
· EALPN

1 Introduction
Symmetric cryptography has provided other areas of cryptography and information security
with a wide range of secure algorithms, from high-throughput stream ciphers to lightweight
message authentication codes, and from low-latency block ciphers to zero-knowledge-
friendly hash functions. Meanwhile, another class of symmetric primitives has been gaining
ground: shallow weak pseudo-random functions (swPRFs), which have so far mostly
escaped the attention of the symmetric cryptography community.

These functions are symmetric in nature in the sense that they map a secret input to
secure output using a procedure that depends only on a secret key, much like the “usual”
pseudo-random functions. However, these primitives must also satisfy different properties.
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Security Model. They are weak in the sense that the adversary is only allowed to perform
random queries, and that the number of queries is severely limited. To put it
differently, they are only intended to be secure in the known-plaintext setting, and
under a low number of queries.

Input/Output Sizes. The input and key of such functions typically consist of several
hundred bits, while the output can be as small as a single bit. This stands in
contrast to traditional PRFs, which are generally expected to produce outputs of a
size comparable to their inputs.

Cost Model. The main difference with classical constructions lies in the shallow require-
ment: these functions are not iterated. They consist essentially of a single round.

It should then come as no surprise that such primitives look very different from what is
usually considered in symmetric cryptography. For example, the mod-2/mod-3 function
introduced in [BIP+18] is fully specified by the following equation:

𝐹𝑘(𝑥) :=
(︃

𝑛−1∑︁
𝑖=0

𝑘𝑖𝑥𝑖 mod 2 +
𝑛−1∑︁
𝑖=0

𝑘𝑖𝑥𝑖 mod 3
)︃

mod 2, for 𝑥, 𝑘 ∈ 𝒵𝑛
2 ,

where 𝒵𝑛 denotes the set {0, . . . , 𝑛 − 1}. We provide more details about this specific
function in Section 4. As we can see, none of the usual building blocks are present: no
round function, no S-box layer, no Feistel round... And yet the security goals are very
reminiscent of what is usually expected in symmetric cryptography.

To better understand these functions, we must first introduce their formal definition.
This reveals one of the main challenges of this work: the vocabulary and notions used in
complexity theory and symmetric cryptography differ. We begin by describing the security
notion that shallow weak PRFs (swPRFs) are expected to satisfy, using both languages.

1.1 Security Definitions
The different definitions of PRFs intend to capture a similar concept that was already
explicitly mentioned in the seminal work of Luby and Rackoff [LR88]. Consider a family
of functions ℎ𝑘 : 𝒵64

2 → 𝒵64
2 , where 𝑘 is a secret key. The intuitive notion to capture is, in

their words, the following one.

Say that we have two black boxes, one of which computes a fixed randomly
chosen function from the set of functions of 𝒵64

2 and the other computes ℎ𝑘 for
a fixed randomly chosen 𝑘. Then no algorithm which examines the boxes by
feeding inputs to them and looking at the outputs can obtain, in a “reasonable”
time, any “significant” idea about which box is which.

We need to limit the power of the attackers using a definition of what “reasonable” means
as an unbounded adversary could always just brute-force the key. Similarly, the output of
the distinguishing algorithm has to be “significant”. For example, systematically returning
“random function” would be correct sometimes, but would not be interesting at all.

Starting from this insight, two different definitions of “reasonable” have eventually
solidified. The first was already present in [LR88], and relies on complexity classes. The
other, more common in modern symmetric cryptography, relies on precise upper bounds.

Complexity Theory View. A pseudorandom function (PRF), as originally introduced
in [GGM84], is defined as follows.

Definition 1 (PRF in complexity theory). A PRF is a family of efficiently computable
keyed functions such that no polynomial-time adversary can distinguish the input-output
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behavior of a randomly chosen function from the family from that of a uniformly random
function with the same domain and range.

Informally, the “reasonable” power of the adversary lies in the asymptotic complexity
of their attack: it has to scale polynomially at most (and not exponentially).

This definition is, in essence, based on the notion of computational indistinguishability.
Two families of sets {𝑆𝑛}𝑛>0 and {𝑆′

𝑛}𝑛>0 are computationally indistinguishable if, for
any probabilistic polynomial-time algorithm, the advantage in determining whether 𝑥 is
from 𝑆𝑛 or 𝑆′

𝑛 is a negligible function of 𝑛. This is denoted by 𝑆𝑛 ≈𝑐 𝑆′
𝑛.

In this setting, it is easy to define a weak pseudorandom function (wPRF). Such a
function offers a relaxed guarantee: it is only required to be indistinguishable from a truly
random function when the adversary is restricted to querying the function on uniformly
random inputs.

Definition 2 ((Weak) Pseudorandom Function (wPRF, PRF), [GGM84, NR95]). Let 𝜆 ∈ N
be a security parameter. A (weak) pseudorandom function with domain 𝒳 = {𝒳𝜆}𝜆∈N, key
space 𝒦 = {𝒦𝜆}𝜆∈N, and range 𝒴 = {𝒴𝜆}𝜆∈N, consists of the following two polynomial-time
algorithms:

∙ KeyGen(1𝜆)→ msk, a probabilistic algorithm that takes as input the security param-
eter 𝜆, and outputs a master secret key msk ∈ 𝒦, and

∙ Eval(msk, 𝑥)→ 𝑦, a deterministic algorithm that, given as input a secret master key
msk and a value 𝑥 ∈ 𝒳 , outputs a value 𝑦 ∈ 𝒴.

We say that the pair (KeyGen, Eval) is a weak pseudorandom function (wPRF) if
for any Probabilistic Polynomial Time (PPT) adversary 𝒜 and any polynomially bounded
number 𝑄 ∈ N, representing the maximal number of authorised samples, it holds that{︂(︁

(𝑥𝑖, Eval(msk, 𝑥𝑖))𝑖∈[𝑄]

)︁⃒⃒⃒⃒ msk←$ KeyGen(1𝜆)
∀𝑖 ∈ [𝑄] : 𝑥𝑖 ←$ 𝒳

}︂
≈𝑐

{︂(︁
(𝑥𝑖, 𝑦𝑖)𝑖∈[𝑄]

)︁⃒⃒⃒⃒ ∀𝑖 ∈ [𝑄] :
𝑥𝑖 ←$ 𝒳 , 𝑦𝑖 ←$ 𝒴

}︂
.

In this context, the main goal of the designers of such primitives is to identify the
asymptotic behavior of the best attack techniques in order to determine whether a
polynomial-time adversary can gain an advantage.

Symmetric Cryptography View. In modern symmetric cryptography, PRFs are usually
not intended to work for any block size 𝑛. Instead, the input and output size are fixed,
and while the security definition also relies on a game, it differs in a crucial way: there
is no asymptotic reasoning, we instead explicitly upper-bound the probability of success
of a distinguishing algorithm Dist that is allowed at most 𝑞 queries to the function under
scrutiny.

Definition 3 (PRF security). Let 𝑛 and 𝑘 be positive integers. Let 𝐹 = {𝐹𝐾}𝐾∈𝒵𝑘
2

be a
keyed function family with 𝐹𝐾 : 𝒵𝑛

2 → 𝒵𝑛
2 . We say that 𝐹 achieves (𝑞, 𝑇, 𝜀)-PRF security

if for any distinguisher Dist running in time at most 𝑇 and making at most 𝑞 queries, the
distinguishing advantage is at most 𝜀, i.e.,⃒⃒⃒

Pr
[︁
Dist𝐹𝐾 = 1

]︁
− Pr

[︁
Distℛ = 1

]︁⃒⃒⃒
≤ 𝜀,

where the key 𝐾 is sampled uniformly at random from 𝒵𝑘
2 , and ℛ is a uniformly random

function from 𝒵𝑛
2 to 𝒵𝑛

2 .

Since the parameters of symmetric crypto-systems are fixed (e.g., the AES operates on
128 bits), such definitions are better suited to their study.
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In this description, the attacker is allowed to do chosen plaintext queries, meaning
that the distinguishing algorithm Dist can choose on which 𝑥 to evaluate the black box.
It is however possible to instead restrict the attacker to known plaintexts, i.e., to enforce
that the inputs 𝑥 for the black box are chosen uniformly using an external source of
randomness. In this context, we can provide an alternative definition of a weak PRF that
is not asymptotic.

Definition 4 (wPRF security). Let 𝑛, 𝑘, and 𝑞 be positive integers. A family of functions
𝐹𝐾 : 𝒵𝑛

2 → 𝒵𝑛
2 , indexed by a key 𝐾 ∈ 𝒵𝑘

2 , is said to achieve (𝑞, 𝑇, 𝜀)-weak PRF security
if, for every distinguisher Dist running in time at most 𝑇 and making at most 𝑞 queries on
inputs 𝑥1, . . . , 𝑥𝑞 ∈ 𝒵𝑛

2 drawn independently and uniformly at random, we have:⃒⃒⃒
Pr
[︀
Dist (𝑥1, . . . , 𝑥𝑞, 𝐹𝐾(𝑥1), . . . , 𝐹𝐾(𝑥𝑞)) = 1

]︀
−

Pr
[︀
Dist (𝑥1, . . . , 𝑥𝑞,ℛ(𝑥1), . . . ,ℛ(𝑥𝑞)) = 1

]︀⃒⃒⃒
≤ 𝜀 .

where the key 𝐾 is sampled uniformly at random from 𝒵𝑘
2 , and ℛ is a uniformly random

function from 𝒵𝑛
2 to 𝒵𝑛

2 .

Concrete Security. In practice, defining and interpreting the runtime of the adversary
remains a subtle issue for which we are not aware of any fully satisfactory answer. In many
symmetric-key attack scenarios, such as differential or linear cryptanalysis, the dominating
step is a final exhaustive search over a part of the key space. As a result, the total number
of calls to the function under attack is often used as a proxy for the time complexity.
Security claims are then made against adversaries performing up to 2𝑘 such evaluations,
assuming that the final brute-force phase is unavoidable.

However, this reasoning breaks down for attack techniques based on algebraic methods,
such as solving systems of equations. In such cases, the bottleneck is not a brute-force stage
but rather the resolution of the underlying mathematical problem, which may not involve
any calls to the primitive at all after a preprocessing phase. Comparing the performance
of such attacks to brute-force-style security claims is therefore problematic.

Because most of the attacks applicable to the weak PRFs we consider do not rely on
exhaustive search, we argue that it is more relevant to express the time complexity in terms
of the number of elementary operations, rather than just oracle calls. That is, we adopt
the view that security should be measured in terms of the total cost (time or operations)
required to distinguish the function from a random oracle.

In the rest of this paper, we aim to move beyond asymptotic reasoning and instead
adopt a concrete perspective: for a given target security level 𝜆, we consider a weak PRF
secure if no adversary can distinguish it from a random function with success probability
greater than 𝜀 = 𝑇/2𝜆 in less than 𝑇 operations1. This includes both oracle queries and
any algebraic or pre-processing steps the adversary may perform; however, a separate
bound 𝑞 on the total number of oracle queries allowed to the adversary is also typically
assumed (in real-world contexts, the number of queries corresponds to the number of
samples observed by the adversary. It is not directly under their control and is often, in
practice, much smaller than 2𝜆). The set of operations considered can depend on the
context, but one must be clear and exact on what is being counted.

We note that in several existing proposals, the chosen parameters are justified post hoc
to avoid trivial breakage, and the resulting security level is sometimes arbitrarily bounded
(e.g., “80 bits”) to compensate for performance issues. This practical “patching” approach

1This is the traditional way to measure concrete security of symmetric primitives [DS09]. However, it
was recently challenged by Micciancio and Walter [MW18] who showed that 𝜀 =

√︀
𝑇/2𝜆 is more accurate

for decision primitives, such as wPRFs. Nevertheless, we are typically interested in the setting where 𝜀 is
close to 1, in which case both measures coincide.



Christina Boura, Geoffroy Couteau, Léo Perrin and Yann Rotella 293

highlights the need for a more rigorous study based on concrete cryptanalysis, something
we actively advocate for by writing this survey.

1.2 Practical Relevance
While figuring out the existence (or inexistence) of secure wPRFs in some complexity class
could be seen as a problem of purely theoretic significance, it recently received renewed
attention because of the very practical need for such functions in some protocols. We will
provide more details on this topic further in Section 3.

In these contexts, the “symmetric” definitions of (weak) PRF security take precedence
since the parameters are then fixed. This change of paradigm, from complexity theory to
computer security, implies several significant changes.

Irrelevance of Asymptotic Reasoning. While figuring out the asymptotic behaviour of
an adversary is the correct way to investigate complexity classes, it is hardly relevant
when moving to concrete computer security since the aim in this case is not to let a
parameter go to infinity, it is instead to fix it to a specific value. Thus, the attacks
that were relevant asymptotically might be of lesser interest, while new attack vectors
that were previously cast aside because they are exponential may instead become a
threat. In a nutshell, an attack with a runtime equivalent to 2𝑛/3 basic operations is,
in practice, far more threatening than one with a runtime of 𝑛10 similar operations
when 𝑛 = 128, where they amount roughly to 242.7 and 270, respectively.

Performance Trade-Offs. When a function is intended to be implemented, adding struc-
ture can become necessary, or at least welcome, to decrease the cost of its imple-
mentation. On the other hand, such structure could potentially open new attack
directions. The investigation of such trade-offs becomes much more relevant when
leaving the world of complexity theory.

1.3 High-level View of Shallow wPRFs and Their Cryptanalysis
Among the various cryptanalytic techniques, differential [BS91] and linear cryptanaly-
sis [Mat94] are two of the most fundamental and powerful attacks in symmetric cryptogra-
phy. Differential cryptanalysis relies on pairs of inputs that satisfy a specific difference
and is therefore most relevant in a chosen-plaintext setting. However, this requirement
makes it ill-suited for the analysis of shallow weak PRFs: due to input size constraints and
data limitations, the probability of observing a pair with a desired input difference is too
low for the technique to be applicable.

In contrast, linear cryptanalysis is generally applicable in a known-plaintext setting,
making it a more natural approach in our context. Nevertheless, in the case of shallow
weak PRFs, the structure of the “noise”, which corresponds to the error term in the linear
approximation, is deterministic and derived from both the input and the secret key in a
nonlinear way. As such, generic linear cryptanalysis is unlikely to succeed without carefully
modeling the noise generation process specific to each construction.

This observation highlights a broader point: all the primitives studied in this paper
can be viewed, at a high level, as instances of the Learning Parity with Noise (LPN)
problem, with the important distinction that the noise is not random but deterministically
generated from the secret and the input. These constructions are explicitly designed to
resist attacks that abstract the noise as random with fixed bias. Hence, any successful
cryptanalysis must go beyond the generic LPN model and incorporate the properties of
the noise function.

The same phenomenon arises in the context of algebraic attacks. The general strategy
is to collect enough equations involving the secret key and attempt to solve the resulting
nonlinear system, often via linearization. All the constructions discussed here are built
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to resist such generic attack methods, typically by ensuring that the algebraic degree is
sufficiently high. As with decoding-based attacks, the actual shape and structure of the
equations depend heavily on the specific definition of each wPRF. Thus, any meaningful
algebraic analysis must be carefully adapted to the specific design, as generic bounds and
arguments are insufficient to analyze the security.

This situation is actually very close to classical block cipher cryptanalysis: differential
cryptanalysis is a general technique applicable theoretically to almost any design, yet the
actual strategy and refinements to be used vary widely depending on the cipher’s structure.
Similarly, while the constructions presented here share high-level goals and abstractions,
their internal design choices differ significantly—necessitating distinct, dedicated cryptana-
lytic approaches. As a conclusion, attacking shallow weak PRFs requires building upon
generic techniques while carefully taking into account the algebraic, statistic and other
properties of each primitive. A difficult challenge lies in identifying input patterns that are
likely to occur and which lead to a detectable distinguishing property. This suggests that
analysing these constructions from a combinatorial point of view could be an interesting
direction.

1.4 Our Contributions
Our aim in this Systematization of Knowledge (SoK) paper is to describe shallow wPRF
(swPRFs)—what they are and why they are relevant in practice. This involves both
a detailed survey of the literature and a translation of their security goals away from
asymptotics. To this end, we also propose cryptanalysis challenges, along with SAGE
reference implementations of the swPRFs we describe: practical security can only be
studied through cryptanalysis, and our goal is to simplify this analysis.

Outline. The rest of the article is organized as follows. Section 2 introduces preliminary
notions on shallow weak PRFs, while Section 3 discusses their intended applications and
outlines the associated cost and security models. We then present several families of
shallow weak PRFs, providing both mathematical and algorithmic descriptions, known
variants, any known cryptanalysis results and proposed parameter sets that serve as
targets for cryptanalysis. Specifically, we cover four distinct families, which are detailed in
Sections 4,5,6, and 7, respectively. A SAGE implementation of each of these families can be
found in

https://github.com/lpp-crypto/PCF-cryptanalysis/tree/main/implementations

to simplify the task of future cryptanalysts.

2 General Background
2.1 Definitions and Notations
Mathematics. As stated before, we denote by 𝒵𝑛 the ring consisting of the integers
in {0, . . . , 𝑛 − 1}. We also denote by [𝑁 ] the set {1, . . . , 𝑁}, and [𝑎, 𝑏] the interval
{𝑎, 𝑎 + 1, . . . , 𝑏}.

A function mapping 𝒵𝑛
2 to 𝒵2 is a binary or Boolean function. Every such function has a

unique representation as a multivariate polynomial over 𝒵2 in the variables (𝑥0, . . . , 𝑥𝑛−1),
expressed as a sum of monomials of the form

∏︀𝑛−1
𝑖=0 𝑥𝑢𝑖

𝑖 with 𝑢𝑖 ∈ 𝒵2. The Hamming
weight of a vector (𝑢0, . . . , 𝑢𝑛−1) ∈ 𝒵𝑛

2 is the number of non-zero entries in the vector.
The algebraic degree of a Boolean function is the maximum number of variables appearing
in any monomial with a non-zero coefficient in its polynomial representation.

https://github.com/lpp-crypto/PCF-cryptanalysis/tree/main/implementations
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𝑥1

𝑥0

𝑔1

𝑔2

𝑔0

Figure 1: Graphical representation of a small circuit with two input nodes. The circuit has
depth 2. The gate 𝑔0 has indegree 2 and outdegree 1; 𝑔1 has both indegree and outdegree
equal to 1; and 𝑔2 has indegree 2 and outdegree 3.

Parameters. In practice, the message length and key lengths of the function we study
depend on a security parameter 𝜆. To simplify notations, we will explicitly omit indexing
all relevant parameters by 𝜆. For instance, we will write 𝑛 instead of 𝑛(𝜆) and 𝒦 instead
of 𝒦𝜆 for the key space.

2.2 Circuits

In order to formally define the notion of shallow PRF, we need to introduce circuits.

Circuits. A circuit is a directed acyclic graph composed of two types of nodes: input
nodes, which have indegree 0, and gates, which have indegree at least 1. The indegree
corresponds to the number of edges ending in this node, and the outdegree to the number
of edges leaving it.

Each gate with indegree in and outdegree out is labeled by a function 𝑔 : {0, 1}in →
{0, 1}out. To evaluate a circuit 𝐶 with 𝑛 input nodes on an input 𝑥 ∈ {0, 1}𝑛, we proceed
as follows: each input node 𝑖 is labeled with the corresponding bit 𝑥𝑖. Then, for each
gate whose in input wires have been assigned values (𝑧1, . . . , 𝑧in), we compute the output
𝑔(𝑧1, . . . , 𝑧in) and assign its out bits to the outgoing wires of the gate. Gates with outdegree 0
are called output gates, and the final output of the circuit is the bitstring composed of the
values on these output wires. We define a circuit class as a family 𝒞 = {𝒞𝑛}𝑛∈N, where 𝒞𝑛

denotes the set of allowed circuits with 𝑛 input nodes. Figure 1 presents a very simple
example of circuit.

A circuit class typically restricts the set of allowed gate types, and may impose
additional structural constraints, such as bounds on indegree, outdegree, depth, size, or
overall topology.

Shallow wPRF. A shallow weak PRF (wPRF) is a construction whose evaluation can be
performed by a circuit of small depth. Formally, fix a class of circuits 𝒞 and a function
𝑠 : N→ N. A pair of algorithms (KeyGen, Eval) is said to define an 𝑠-shallow wPRF over
𝒞 if for every secret key msk in the range of KeyGen, the function 𝑓 : 𝑥 ↦→ Eval(msk, 𝑥) can
be computed by a circuit in 𝒞 of depth at most 𝑠(|𝑥|).

The function 𝑠 expresses how the allowed circuit depth grows with the input size. For
instance, if 𝑠(𝑛) = ⌊log 𝑛⌋ (where ⌊·⌋ denotes rounding down), then the wPRF is said to
be logarithmically shallow. The notion of shallow wPRFs is relevant in contexts where
parallel-time complexity is a constraint, since small-depth circuits can be computed in
very few parallel steps, assuming enough computational units are available.
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3 Shallow wPRFs in Higher-Level MPC Protocols
The existence of pseudorandom functions computable by low-depth circuits has a long
history, with strong ties to fundamental questions in complexity theory such as circuit lower
bounds [RR94, MV12, SV12], derandomization [NW88, Wil13], and learning theory [Val84,
KV94, BCG+21b]. These connections are not the focus of this work and will not be covered,
as they are typically of little relevance to cryptanalysis and symmetric cryptography.2 In
this work, we focus on the use of low-depth weak pseudorandom functions in practically-
minded higher-level secure computation protocols (we will use the terms secure computation
and MPC, short for MultiParty Computation, interchangeably). More precisely, we will be
mostly concerned with cryptographic constructions that use a wPRF as an inner component
within an outer component, where the latter is a high-end cryptographic building block
(a primitive or a protocol) that uses internally the circuit description of the wPRF (that
is, we do not consider cryptographic protocols that make a “black-box” use of a wPRF,
since such protocols are not sensitive to low-level details of the computational model where
the wPRF is computed). In equivalent terms, these constructions compile a wPRF whose
circuit description meets specific structural constraints into a cryptographic primitive that
fulfills a set of security and efficiency requirements.

Unlike the traditional study of shallow wPRFs, whose focus was generally on low-depth
wPRFs in standard computational models of complexity theory3, the computational models
that best capture these target applications are slightly more exotic at first sight. Indeed,
as will become clear next, there is a duality between the computational model in which a
wPRF is implemented, and the class of functions that the outer cryptographic primitive or
protocol can “evaluate” efficiently.

3.1 Why Weak Pseudorandom Functions?
Pseudorandom functions turn a short random key into a virtually unbounded number of
pseudorandom strings. Advanced cryptographic protocols often consume a tremendous
amount of randomness, as randomness is unavoidable to hide secret data used in complex
interactions, but also to guarantee many other standard security properties (e.g., catching
cheaters with random challenges, authenticating data with MACs...). As such, that
pseudorandom functions can be leveraged in some of these higher-level protocols is not too
surprising.

What is perhaps less natural is the focus on weak pseudorandom functions: by definition,
wPRFs require the participants to be given access to a trusted source of randomness
in the first place, as pseudorandomness holds only when the inputs are truly random.
However, it turns out that wherever PRFs are used as an inner component in a higher-level
MPC protocol, wPRFs also suffice, for in all such applications, the inputs can be easily
preprocessed (either by the party holding them, or by all participants when they are
public). When one is allowed to preprocess inputs, there is an easy way to convert any
wPRF into a PRF: given an arbitrary input 𝑥, hash 𝑥 into H(𝑥) using your favorite hash
function (e.g., SHA-256) before feeding it to the wPRF. This general methodology, dubbed
the hash-then-evaluate paradigm in [BCE+24], belongs to the large family of heuristic
hash-based transforms that are provably secure when the hash is modeled as a random
oracle (similar to the Fiat-Shamir transform, the Fischlin transform, the Fujisaki-Okamoto
transform, and many more). In addition, the work of [BCE+24] showed that for several

2We do note, however, that the tools and results developped in these works have significantly influenced
the design of shallow wPRFs that we will cover here. Therefore, on several occasions, we will refer to some
of these early works to explain the security rationale underlying some candidates.

3That is, the usual “low-depth” classes found in complexity-theory textbooks: AC0, AC0[⊕], ACC0,
TC0, and related classes. They capture functions computable by constant-depth circuits operating with a
certain set of gates, e.g., unbounded fan-in AND and OR gates for AC0.
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wPRF candidates (in fact, for essentially those covered in this SoK), instantiating H with
a PRF whose key is publicly known yields a candidate PRF whose security guarantees are
comparable to that of the original wPRF.

Therefore, if one is fine with relying on the random oracle methodology (for higher-level
MPC protocols targeting real-world applications, this is usually the case) or on the security
arguments outlined in [BCE+24], using a wPRF suffices. Furthermore, building shallow
wPRFs turns out to be considerably easier than building shallow PRFs. This is a known
general behavior both in theoretical cryptography4 and in concrete candidates design.
In particular, all candidate wPRFs covered in this SoK are provably not PRFs (they
are easily broken given chosen queries), and constructing shallow PRFs of a comparable
complexity is an open question (or, in the case of Goldreich’s PRG, is known to be
impossible [Vio13, AR16]).

On computational models and cost metrics. There are two types of restrictions that
can be enforced by the computational model, that we will losely refer to as “hard” and
“soft” restrictions:

• An outer scheme induces a computational model with a hard restriction when a
measure of the circuits in the model (e.g., depth, gate type) cannot exceed a fixed
bound. As a simple example, using a linearly-homomorphic encryption scheme
(e.g., Paillier encryption [Pai99]) as outer component restricts the inner component
(the primitive being homomorphically evaluated) to be computable by a circuit
computing a linear combination over a ring; using instead the Boneh-Goh-Nissim
encryption scheme [BGN05] restricts the inner component to be computable by
a depth-1 arithmetic circuit with product gates of indegree 2 (i.e., a quadratic
polynomial).

• In other settings, the outer scheme induces a soft restriction on the circuits, where
some measures (e.g., depth, gate count) can grow arbitrarily but are associated to a
cost (an efficiency metric of the final protocol, typically computation, communication,
or round complexity) that increases as the measure increases. A typical example
would be the use of BGV-style fully-homomorphic encryption [Gen09, BGV12]: the
inner component can be any Boolean circuit, but the computational cost (measured
by noise growth, or number of necessary bootstrappings) grows with the multiplicative
depth of the circuit.

Below, we cover the main target applications of these cryptographic constructions. For each
target application, we provide some motivation, list the high-end cryptographic building
blocks used as outer component to realize the application, and extract the computational
model that captures the wPRFs that can be evaluated within each outer component,
indicating whether it comes with soft or hard restrictions on the type of circuits that can
be computed.

3.2 Oblivious Pseudorandom Functions
An oblivious pseudorandom function (OPRF) [FIPR05] for a pseudorandom function
family PRF = (KeyGen, Eval) is a two-party protocol where one party holds a key msk in
the support of KeyGen, and the other party holds an input 𝑥 to the PRF. At the end
of the protocol, the party holding 𝑥 should learn Eval(msk, 𝑥) (and nothing more), while
the party holding msk should not learn anything. OPRFs enjoy many applications in
settings such as obliviously searching databases [FIPR05], private set intersection and

4For example, PRFs cannot exist in AC0, even by using a constant number of xor and majority
gates [Vio13], while wPRFs in AC0 exist under standard assumptions such as factoring [Kha93].
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pattern matching [HL08, KKRT16], password-protected secret sharing and password-
authenticated key exchange [JKK14], single sign-on with privacy [BFH+20], cloud key
management [JKR19], and many more—see [CHL22] for a recent survey on the topic.

3.2.1 From General Secure Computation

The simplest way to build an OPRF is to take a PRF family PRF = (KeyGen, Eval), and
to run a secure 2-party protocol that, on input msk from one party and 𝑥 from the other,
securely computes Eval(msk, 𝑥). Secure 2-party computation (2PC) refers to a general set
of techniques involving two participants with private inputs 𝑥 and 𝑦 who wish to compute
a public function 𝑓(𝑥, 𝑦) on their joint private inputs (with the output being revealed to
one participant, or both). The two main paradigms for modern secure 2-party computation
are secret-sharing-based 2PC in the preprocessing model [GMW87, FKOS15, KOS16,
DPSZ12, KPR18] and garbled-circuit-based secure computation [Yao86, KS08, ZRE15,
WRK17b, WRK17a, DILO22, CWYY23], the latter being typically more expensive but
requiring much less rounds of communication than the former, which can make it a better
option over high-latency networks. Secure computation is a very active topic: there are
many available protocols, and the cost metric can vary significantly from one protocol to
the other. The metrics are typically of the “soft restriction” type: 2PC can theoretically
evaluate any function. Nevertheless, the cost is mostly driven by the following properties.

Free Linear Operations. Linear operations (e.g., XORs) are typically “for free” in such
systems, either because they can be performed locally by the participants in secret-
sharing-based 2PC, or due to the free-XOR trick for garbled circuits [KS08]. In
contrast, the number of nonlinear gates (e.g., AND gates) matters.

Low Depth. In secret-sharing-based 2PC, the depth of the circuit (the length of the largest
path from an input to an output, counted ignoring the “free” linear gates) is a major
measure of efficiency, as it translates to a lower bound on the number of messages the
participants must exchange. For example, when written as a Boolean circuit with
XOR gates and AND gates, the AES block cipher has depth 40 [ARS+15]. When the
protocol takes place between distant machines, this incurs a significant latency: a
single round trip between relatively close machines (e.g., in the same country) adds
50–100ms [DKLs19]. For distant machines, latency can range from 100–260ms, up to
0.5 seconds in some cases [DKLs19]. A 200ms roundtrip would result in 8s of delay
for the AES circuit.

Correlated Randomness. In the preprocessing model, the participants initially run a
secure protocol to distribute correlated randomness among them. Different types
of correlated randomness can be used to implement efficiently some “complex”
gates. Typical examples include gates converting between arithmetic values over
different fields [BIP+18], matrix operations [BCG+20c], or some standard non-linear
functions used in machine learning such as equality tests, threshold predicates, and
ReLU [BGI19, BCG+21a].

As the methods and protocols for efficiently distributing complex forms of correlated
randomness evolve rapidly, it is not feasible to pinpoint a specific computational model
and cost metric that would faithfully capture the evolving state-of-the-art. Nevertheless, a
good rule of thumb is that secure computations shine when evaluating low-depth circuits
that minimize the number of non-linear gates, and can rely on certain types of more
complex gates such as equality tests, greater-than predicates, ReLU, splines, or linear
algebra, among others.

The performance gain obtained by using dedicated wPRFs to build OPRFs is significant.
In Section 4, we introduce the alternating moduli paradigm which is argued by its authors
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in [BIP+18, Table 2] to provide three orders of magnitude of improvement compared to
OPRFs built on top of block ciphers such as AES, LowMC [ARS+15], or Rasta [DEG+18].

3.2.2 From TFHE

Fully-homomorphic encryption (FHE) [Gen09] is a natural high-end outer component
for building round-optimal OPRFs: using FHE, one user would encrypt 𝑥, let the other
user compute an encryption of Eval(msk, 𝑥) homomorphically, and decrypt the result.
Unfortunately, FHE is typically considerably slower than general secure computation,
and a significant effort is being invested both in optimizing FHE and in optimizing
primitives for homomorphic evaluation via FHE (in the setting of ciphers, standard
proposals include LowMC [ARS+15], FLIP [MJSC16], Rasta [DEG+18], Kreyvium [CCF+16],
or Transistor [BBB+25], among others). Among the best-performing FHE schemes is
TFHE [CGGI20]. It features more compact ciphertexts and relatively fast linear operations,
as well as a fast functional bootstrapping [MP20, Joy21] that takes only a few milliseconds.
A simplified circuit model for TFHE is the following (also of the soft restriction type, as
TFHE can in principle evaluate any function).

Underlying Algebra. The circuit operates over a small integer ring 𝒵𝑛 (e.g., 𝑛 = 2, 𝑛 = 17).

Noise. A quantity called “noise” is increased by every operation, and will lead to an
incorrect decryption should it become too high. It is then crucial to prevent it from
increasing too much.

Programmable Bootstrap (PBS). Bootstrapping is a “refreshing” operation that brings
the noise back down to a given base level. In the case of TFHE, bootstrapping
is “programmable”, meaning that it is possible to evaluate an arbitrary function
𝑓 : 𝒵𝑛 → 𝒵𝑛 implemented by a lookup table without increasing the cost of the
bootstrap. This operation is by far the most expensive, so its total number must be
minimized—and it is better if those that are used can be evaluated in parallel.

Free Linear Operations. The evaluation of linear gates of arbitrary indegree is virtually
“free” in terms of time, but it incurs a slight increase in the noise.

Of course, a linear function over any integer ring cannot be a wPRF, hence any wPRF
in the above circuit model must contain at least one functional gate. Therefore, a natural
question to answer is the following.

®
Given a small integer 𝑛 (e.g., 𝑛 ≤ 17), are there efficient wPRF candidates
computable by arithmetic circuits over 𝒵𝑛 with additions, multiplications
by a constant, and a single layer of indegree-1 programmable bootstrapping
gates? What is the smallest number of PBS gates required for a secure wPRF
to exist in this model?

Recently, the work of [ADDG24] identified that a wPRF of [BIP+18], while not originally
designed with this circuit model in mind, is especially well-suited for evaluation within
TFHE, as each wPRF evaluation can be computed using solely linear operations together
with a single layer functional bootstrapping. In fact, it is not too hard to observe that the
alternative design of [BIP+18], denoted alternative mod-2/mod-3 wPRF in this writeup,
is a (single-bit output) wPRF that uses a single 𝑓 -functional gate (we cover this wPRF
in Section 4.1). This illustrates a general behavior, also observed in other contexts, that
shallow wPRFs that optimize to the extreme in some circuit model tend to also perform
well in different circuit models (in the context of block ciphers, a similar observation was
made for Kreyvium [CCF+16] that performs well for TFHE in spite of being originally
optimized for BGV-style FHE).



300 SoK: On Shallow Weak PRFs

3.3 Pseudorandom Correlation Generators and Functions
Pseudorandom correlation generators (PCG) and pseudorandom correlation functions
(PCF) are related cryptographic primitives introduced and studied in a recent line of
work [BCGI18, BCG+19b, BCG+19a, BCG+20c, BCG+20a, CRR21, BCG+22, BCCD23].
They play an important role in modern secure computation protocols: secure computation
considers a scenario where 𝑛 parties, with respective secret inputs (𝑥1, . . . , 𝑥𝑛), wish
to jointly compute 𝑓(𝑥1, . . . , 𝑥𝑛) for some public function 𝑓 without revealing anything
more than the result of the computation. Modern secure computation protocols [GMW87,
FKOS15, KOS16, DPSZ12, KPR18] rely on correlated randomness to achieve high concrete
efficiency: random strings are sampled according to a joint distribution (“correlated”)
and are securely distributed among the parties prior to the protocol. Securely generating
these strings has long been a major bottleneck in these protocols. PCGs and PCFs
enable multiple participants, given short correlated keys, to generate long correlated
pseudorandom strings without any communication, effectively pushing the bulk of the
correlated randomness distribution to an offline computation. Below, we will describe two
recent paradigms for constructing PCGs and PCFs from weak pseudorandom functions.
For both paradigms, and unlike Section 3.2, the metrics are of the “hard restriction” type:
the class of circuits handled by the frameworks are highly specific types of very low-depth
circuits that can only handle a limited set of gates.

3.3.1 From Function Secret Sharing

Most constructions of PCGs and PCFs (in fact, all those cited above) follow a common
template that combines a cryptographic primitive called function secret sharing (FSS) with
either a pseudorandom generator (for PCGs) or a wPRF (for PCFs). Roughly, an FSS for
a function class ℱ is a high-level cryptographic primitive that allows sharing any function
𝑓 ∈ ℱ into a pair of shares (𝑓0, 𝑓1) such that two parties with a common input 𝑥 and
respective shares 𝑓0, 𝑓1 can compute 𝑦𝑏 = Eval(𝑓𝑏, 𝑥) for 𝑏 = 0, 1 such that 𝑦0 + 𝑦1 = 𝑓(𝑥).
In other words, an FSS allows sharing a function 𝑓 ∈ ℱ such that from the shares of 𝑓 ,
two parties can obtain additive shares of 𝑓(𝑥) for any input 𝑥. At the heart of PCG and
PCF constructions are variants of the following (semi-formal) theorem.
Theorem 1 (Theorem 5.3 in [BCG+20a]). Let ℛ = {ℛ𝑛}𝑛∈N denote a family of commu-
tative rings. Let PRF = (KeyGen, Eval) denote a weak pseudorandom function and let ℱ
denote the family of all functions 𝑥 ↦→ 𝑐 · Eval(msk, 𝑥) for some constant 𝑐 and PRF key
msk. If there exists an FSS for ℱ , then there exists a PCF for the OT correlation.

The “OT correlation” (short for oblivious transfer correlation) is, without going into
details, the most standard correlation required by secure computation protocols. Hence,
the theorem above says that PCFs for useful correlations can be constructed, provided
that there are wPRFs that fit into a class of functions for which there exists an FSS
scheme.5 In turn, the class of functions for which we know efficient FSS schemes6 is fairly
limited [BGI16], and corresponds to the set of functions that are linear combinations of
“interval functions”, as formally defined below.
Definition 5. Fix a ring ℛ and an integer 𝑁 ∈ N. Let ℐ = ℐ𝑁 (ℛ) ⊂ ℛ𝑁 denote the set
of interval functions 𝑓𝑎,𝑏,Δ : [𝑁 ]→ ℛ, parameterized by 𝑎, 𝑏 ∈ [𝑁 ] with 𝑎 ≤ 𝑏, and Δ ∈ ℛ,
and defined as:

𝑓𝑎,𝑏,Δ(𝑥) =
{︃

Δ if 𝑥 ∈ [𝑎, 𝑏],
0 otherwise.

5More formally, we need scalar multiples of wPRFs to fit in the class, that is, functions of the form
𝑥 → 𝑐 · Eval(msk, 𝑥) for some scalar 𝑐.

6Theoretically, there exist advanced constructions of FSS for all polynomial-time functions from strong
forms of fully-homomorphic encryption [DHRW16] that are known to exist from the LWE assumption.
However, these results are purely of theoretical interest.
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For a given 𝑡 ∈ N, define ℱ𝑡,𝑁 (ℛ) as the set of functions of the form

(𝑥1, . . . , 𝑥𝑡) ↦→ 𝐿(𝑓1(𝑥1), . . . , 𝑓𝑡(𝑥𝑡)),

where each 𝑓𝑖 ∈ ℐ and 𝐿 : ℛ𝑡 → ℛ is a linear function.

Equivalently, the class ℱ𝑡,𝑁 (ℛ) can be viewed as the class of functions computable by
a depth-2 circuit with indegree-1 comparison gates on the bottom (that output a fixed
payload if the input is above, or below, a given threshold) and a 𝑡-ary linear combination
gate on top. In the following, we will slightly abuse the definition and view ℱ𝑡,𝑁 (ℛ) both
as a class of functions and as the corresponding class of circuits. The following informal
lemma summarizes what is known about the existence of efficient FSS schemes for the
class ℱ (a more formal statement can be found in [BGI16]).

Lemma 1 (Informal). Assume the existence of a length-doubling pseudorandom generator.
There exists an FSS for the class ℱ𝑡,𝑁 (ℛ) where the shares (𝑓0, 𝑓1) of a function 𝑓 ∈
ℱ𝑡,𝑁 (ℛ) have size 𝑡 · (𝜆 · log 𝑁 + log |ℛ|) and the cost of evaluating a share on an input 𝑥
is dominated by 2𝑡(log 𝑁 + (log |ℛ|)/𝜆) invocations of the PRG.

In practice, the pseudorandom generator is typically instantiated using AES, and the
cost of evaluating the FSS becomes dominated by 2𝑡(log 𝑁 + (log |ℛ|)/𝜆) calls to AES,
which is extremly efficient (for moderate values of 𝑡) using modern hardware with support
for AES instructions. FSS constructions for more complex classes are known, but they
make a heavy use of public-key cryptography and are considerably less efficient. Therefore,
past works on PCGs and PCFs have focussed on developping PRGs and wPRFs compatible
with the FSS schemes promised by Lemma 1—that is, computable by a depth-2 circuit in
the class ℱ over a suitable ring (typically, the field F2𝜆 , where the reader can think of 𝜆 as
being 128):

®
Are there weak pseudorandom functions computable by a circuit in ℱ𝑡,𝑁 (F2𝜆)
for 𝜆 = 128 and for some value 𝑡≪ 𝑁?

In the PCF-from-FSS compiler, 𝑁 translates to an upperbound on the target number
of samples from the correlation (for a wPRF, 𝑁 must be superpolynomial), and 𝑡 is a
parameter that influences both the PCF key size and the evaluation time. The works
of [BCG+20a, CD23, BCG+22] introduced respectively the VDLPN-wPRF, and the EALPN-
wPRF, as candidate solutions to the above challenge (with a value 𝑡 polylogarithmic in 𝑁).
We cover these candidates in Section 6 and Section 7 respectively.

3.3.2 From Constrained Pseudorandom Functions

Recently, an alternative paradigm for building PCFs has emerged in [BCM+24, CDD+24].
This paradigm replaces the outer FSS component with a constrained pseudorandom function
(CPRF): a pseudorandom function equipped with a special “constraining” algorithm that,
on the input of a constraint 𝐶 (a function with binary output from a target class of
constraints 𝒞) and a PRF key msk, outputs a constrained key k𝐶 that allows evaluating
the PRF on all inputs 𝑥 such that 𝐶(𝑥) = 1, but leaks no information about the PRF
output when 𝐶(𝑥) = 0. The PCFs built from this paradigm enjoy a number of appealing
procedures compared to the traditional paradigm: most notably, they come with a public
key setup (a one-round protocol for securely generating the PCF keys), while efficient
(one-round or multi-round) key distribution protocols for earlier PCF constructions are
still an open problem. At the heart of this alternative paradigm is the following theorem:

Theorem 2. Let PRF = (KeyGen, Eval) denote a weak pseudorandom function with
binary output and let ℱ denote the family of all functions 𝑥 → Eval(𝑚𝑠𝑘, 𝑥) and 𝑥 →
1−Eval(msk, 𝑥) for some PRF key msk. If there exists a CPRF for the class of constraints
ℱ , then there exists a PCF for the OT correlation.
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The work of [BCM+24] additionally introduced an efficient CPRF construction where
the cost of evaluating the CPRF (and therefore the PCF) is dominated by a single
exponentiation over an elliptic curve (on a modern laptop and for the fastest OpenSSL
curves, this can be done in about 8𝜇s). This CPRF builds upon the seminal Naor-Reingold
PRF [NR97], and is restricted to constraints computable by an inner-product membership
(IPM) predicate.

Definition 6. Fix a security parameter 𝜆, integers 𝐵, 𝑛 ∈ N, and let 𝑔 : {0, 1}𝜆 → [𝐵]𝑛
be a function and 𝑆 ⊂ N be a finite set. Let ℐ𝒫ℳ = ℐ𝒫ℳ𝐵,𝑛(𝑆, 𝑔) denote the set of
inner-product membership predicates over 𝑆, i.e., the functions 𝑃𝑦 : [𝐵]𝑛 → {0, 1} for
𝑦 ∈ [𝐵]𝑛 defined as follows:

𝑃𝑦 : 𝑥 ↦→

{︃
1 if ⟨𝑔(𝑥), 𝑦⟩ ∈ 𝑆 ◁ The inner product is computed over N
0 otherwise .

In other words, after fixing some public “preprocessing” function 𝑔 on the input, and a
subset 𝑆, an IPM predicate is a depth-3 circuit with a 𝑔-gate at the bottom (that takes a
single input 𝑥 and has 𝑛 outputs), an arbitrary 𝑛-ary linear combination gate in the middle,
and an indegree-1 membership-test gate on top. A formal statement of the following
informal lemma can be found in [BCM+24].

Lemma 2 (Informal). Assume the power-DDH assumption over a group G of prime order
𝑝. Then there exists a CPRF for the class of constraints ℐ𝒫ℳ = ℐ𝒫ℳ𝐵,𝑛(𝑆, 𝑔) where
the size of a constrained key is (𝑛 + |𝑆|) · log |G|, and the cost of evaluating the CPRF is
dominated by 𝑛 multiplications over 𝒵𝑝 and one exponentiation over G.

Above, the number of multiplications can be reduced to the Hamming weight of 𝑔(𝑥).
Then, to obtain efficient PCFs, it remains to find wPRFs that can be computed by an
inner-product membership predicate, called IPM-wPRF in [BCM+24]:

®
Are there weak pseudorandom functions computable by a circuit from
ℐ𝒫ℳ𝐵,𝑛(𝑆, 𝑔) where 𝐵 is some integer bound and 𝑆 is a small subset of
integers?

In the PCF-from-CPRF compiler, a larger 𝑆 translates to a larger key size (as it grows
linearly with |𝑆|). The work of [BCM+24] showed that two wPRFs from previous works
are actually IPM-wPRFs: the Boneh-Ishai-Passelègue-Sahai-Wu, or alternating moduli
wPRF [BIP+18] and the Goldreich-Applebaum-Raykov wPRF [Gol00, AR16]. We discuss
the two candidates in Section 4 and Section 5, respectively.

3.4 VOLE-Based Zero-Knowledge Proofs
Zero-knowledge proofs (ZKP) are fundamental cryptographic primitives that allow proving
properties about a system that depends on secret values without revealing these values.
While they were mainly an object of theoretical interest after their introduction in [GMR89],
four decades of research have led to a plethora of highly practical ZKP that are now
routinely used in real-world systems, from authentication to anonymous blockchains and
cryptocurrencies (a recent example is Google’s wallet [Goond]).

Definition. An NP-language is a set of strings ℒ ⊂ {0, 1}* such that there is an algorithm
ℛℒ (the relation) that can verify proofs of membership to ℒ in polynomial-time: a string
𝑥 is in ℒ if and only if there exists a witness 𝑤, of size polynomial in 𝑥, such that ℛℒ(𝑥, 𝑤)
returns “accept” in time polynomial in |𝑥|. A zero-knowledge proof for an NP-language
ℒ is a two-party secure computation protocol between a prover and a verifier with the
following characteristics:
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• Both parties have as common input a word 𝑥 ∈ ℒ, and the (honest) prover additionally
holds a witness for 𝑥—that is, a string 𝑤 such that ℛℒ(𝑥, 𝑤) = 1.

• At the end of the interaction, the verifier outputs 1 (“accept”) or 0 (“reject”).

• An honest prover (with a witness 𝑤) should always cause the verifier to accept.
However, if 𝑥 /∈ ℒ (hence no valid witness 𝑤 exists), no prover can possibly cause
the verifier to output 1 with non-negligible probability.

• Eventually, the proof is zero-knowledge, meaning that it leaks no information about
𝑤 (beyond the fact that 𝑥 ∈ ℒ). This is formalized by requiring that the view
of the verifier (the transcript of its interaction with the prover) could have been
simulated without the witness 𝑤, and the simulation is indistinguishable from the
real transcript (hence, in essence, the verifier cannot tell the transcript apart from a
transcript computed independently of 𝑤).

Efficient zero-knowledge proof systems. Modern zero-knowledge proof systems require
tradeoffs and compromises. Typically, they will handle restricted types of algebraic
statements [Sch90, GS08], or be fully generic and optimal on almost any aspect, but
incur an often prohibitive computational overhead on the prover side [BCC+16, Gro16,
AHIV17, BBB+18, BBHR18, BCR+19, MBKM19, Set20, CBBZ23] (the citations are a
short sample from the vast SNARK/STARK ecosystem of proofs). Building on the seminal
work of [IKOS07], a recent line of work has put forth VOLE7-based zero-knowledge as
a promising middle ground [BCGI18, WYKW21, DIO21, YSWW21, BMRS21]: VOLE-
based ZKP can handle arbitrary statements, have reasonable proof sizes (though higher
than SNARKs/STARKs for large statements), and small prover costs, confering them
an overall highly competitive scalability. VOLE-based ZKP are deployed in real-world
applications (e.g., TLSNotary [tls]), and in commercial solutions (such as zkPass [zkp] or
zkTLS [pri]).

A typical “pain point” of zero-knowledge proofs are mixed statements: proofs of state-
ments that mix arithmetics over different structures (a typical example is neural network
training, that often mixes arithmetic over large fields with Boolean operations). Mixed
statements have been the focus of a significant attention, both in general secure compu-
tation [DSZ15, GYKW24, BCG+21a] and in zero-knowledge proofs [CGM16, BBMH+21,
OKMZ24, ABBS25]. A recent work [ABBS25] observed that shallow wPRFs provide an
ideal tool to handle mixed arithmetic in VOLE-based zero-knowledge proofs. At the high
level, the key idea is the following: in VOLE-based zero-knowledge, the secret witness is
authenticated to the verifier via an information-theoretic homomorphic MAC. Previous
works had observed that when the secret witness must be used over two different structures,
e.g., the field F2 and a larger field F𝑝, it suffices to have pairs of identical bits MAC-
authenticated both in F2 and F𝑝 to securely “switch” between the two structures. The
work of [ABBS25] observes that an efficient way to achieve this is by first authenticating
a short wPRF key over both fields and proving the equality. This is a mixed statement,
so it can be expensive, but it is crucially independent of the size of the full statement
since the key is short: it will get amortized away. Then, identical pseudorandom bits are
generated over both fields by evaluating the wPRF and proving (separately over each field)
the correct evaluation. To make this procedure efficient, the key is to find a wPRF that
admits short proofs of correct evaluation both over F2 and F𝑝.

Cost model. The basic cost model of modern VOLE-based zero-knowledge proofs is
the usual “pay-per-product” MPC cost model, inherited from Quicksilver [YSWW21] (the

7Short for Vector Oblivious Linear Evaluation: a mechanism that distributes vectors 𝑢⃗, 𝑣⃗ to the prover
and Δ, 𝑢⃗ + Δ · 𝑣⃗ to the verifier, where Δ acts as a MAC to “authenticate” the vector 𝑣⃗.
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underlying proof system used in these works): when proving that an arithmetic circuit 𝐶
(with additions and multiplications over a field F) evaluates to a certain value on a secret
witness 𝑤, all linear operations (additions, multiplications by a constant) are for free (they
do not incur any overhead in the proof size), while multiplications increase the proof size.
Therefore, the wPRF must be of the standard “MPC-friendly” type: its circuit description
must minimize the number of multiplications.

In the setting of mixed statements, however, a subtlety arises: given a statement mixing
operations over two fields (F,F′), the same wPRF must be computed by an arithmetic
circuit over each of these fields. One must therefore be careful, as a low multiplication-gate
count over one field does not typically translate to a low multiplication-gate count over the
other field—in fact, the opposite is often true: linear operations over a field F𝑝 are highly
nonlinear over a field F𝑞 when 𝑝, 𝑞 are coprime [Raz87, Smo87] (this behavior is actually
a crucial component of the alternating moduli paradigm, that we cover in Section 4).
However, when F,F′ are prime-order fields, a simple observation is that it suffices to have
a wPRF computable by a circuit with a small number of multiplications over the integers8:
the natural arithmetization of this circuit (replacing additions and multiplications over
the integers with the field operations) yields a valid arithmetic circuit for the wPRF over
any prime-order field. In turn, any wPRF computable by a 𝑑-local Boolean circuit (i.e.,
such that each output bit depends on at most 𝑑 input bits) can be arithmetized into an
arithmetic circuit over the integers with at most 𝑑 multiplications. Combining these two
observations, we get the following target cost model.

Underlying Algebra. The circuit operates over the Boolean field F2.

Locality. The circuit is “𝑑-local” for some small quantity 𝑑: every output bit depends on
at most 𝑑 input bits.

The question below summarizes the quest for the best possible candidate:

®
Given a target bound 𝑛(𝜆) on the key size (for a security parameter 𝜆) and a
target number 𝑁(𝜆) of samples, what is the smallest 𝑑 such that there exist
weak pseudorandom functions with key size 𝑛(𝜆) computable by a 𝑑-local
Boolean circuit?

The study of local PRGs and wPRFs has a rich history in cryptography. We cover the
main candidates in Section 5.

4 Alternating Moduli Constructions
In 2018, Boneh, Ishai, Passelègue, Sahai, and Wu introduced a new design paradigm
for constructing wPRFs, which was later described in the literature as the alternating
moduli paradigm [BIP+18]. Constructions based on this paradigm are low-depth, but still
exhibit a high algebraic degree. They are mathematically simple, built by combining linear
functions over different moduli.

The original paper [BIP+18] presented two such constructions: a primary one outputting
elements in 𝒵3, and an alternative design that ultimately attracted more attention from
the community. This second construction, referred to as the alternative mod-2/mod-3 weak
PRF and labeled as Construction 6.3 in the original paper, is the only one from this work
that we describe below.

8The circuit operates directly on the input bits of the wPRF, and must output integers that are
guaranteed to be bits as well.
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4.1 Original Construction ([BIP+18])
Let 𝑛 denote the key length and the input length. The alternative mod-2/mod-3 wPRF
as defined in [BIP+18] is a function 𝐹 : 𝒵𝑛

2 ×𝒵𝑛
2 → 𝒵2, where the key space is 𝒦 = 𝒵𝑛

2 ,
the domain is 𝒳 = 𝒵𝑛

2 , and the output space is 𝒴 = 𝒵2. For a key 𝑘 ∈ 𝒵𝑛
2 , we use the

notation 𝐹𝑘(𝑥) to represent the function 𝐹 (𝑘, 𝑥).
In its original formulation, 𝐹𝑘 is defined as follows:

𝐹𝑘(𝑥) :=
(︃

𝑛−1∑︁
𝑖=0

𝑘𝑖𝑥𝑖 mod 2 +
𝑛−1∑︁
𝑖=0

𝑘𝑖𝑥𝑖 mod 3
)︃

mod 2, for 𝑥 ∈ 𝒵𝑛
2 . (1)

As we can see, we first compute the inner product between the key 𝑘 and the input 𝑥.
Then, this inner product is evaluated both modulo 2 and modulo 3, and the two results
are finally added modulo 2 to produce the final result.

Alternative representation. The above construction can be implemented by a depth-2
circuit: the first layer of this circuit consists of a MOD2 gate and a MOD3 gate, both
connected to all inputs 𝑥𝑖 such that 𝑘𝑖 = 1 (the MOD3 gate is additionally connected to a
“constant-2”: it checks whether

∑︀
𝑖 𝑘𝑖𝑥𝑖 + 2 is divisible by 3), followed by a second layer

with a single two-input MOD2-gate (by inspection, 𝐹𝑘(𝑥) = 1 if and only if
∑︀

𝑖 𝑘𝑖𝑥𝑖 is
0 mod 2 and 1 mod 3, or

∑︀
𝑖 𝑘𝑖𝑥𝑖 is 1 mod 2 and 0 or 2 mod 3).

However, as the designers point out, the above description can have the following
alternative representation, that stems from the observation that 𝐹𝑘(𝑥) = 1 if and only
if the inner product ⟨𝑘, 𝑥⟩ mod 6 =

∑︀𝑛−1
𝑖=0 𝑘𝑖𝑥𝑖 mod 6 ∈ {3, 4, 5}. For this, denote by

⌊·⌉2 : 𝒵6 → 𝒵2 the rounding operator defined as:

⌊𝑢⌉2 =
{︂

0 if 𝑢 ∈ {0, 1, 2} ,
1 if 𝑢 ∈ {3, 4, 5} .

Then, following the above remark, 𝐹𝑘 can alternatively be defined as

𝐹𝑘(𝑥) =
⌊︃

𝑛−1∑︁
𝑖=0

𝑘𝑖𝑥𝑖 mod 6
⌉︃

2

. (2)

One of the security arguments put forward by the designers of the above construction
is that it cannot be approximated by any low-degree polynomial. This is supported by
the classical results of Razborov and Smolensky [Raz87, Smo87], which show that for two
distinct primes 𝑝 and 𝑞, the mod 𝑝 function cannot be approximated by low-depth mod 𝑞
circuits. While the moduli 𝑝 and 𝑞 can, a priori, be chosen arbitrarily (as long as they
are distinct), the most natural and simplest choice is 𝑝 = 2 and 𝑞 = 3. Although the
versatility of the construction allows for different choices tailored to specific applications
(e.g., in [DMMS21, HMM+23], the authors choose 𝑝 = 231 − 1), the concrete security
level may vary depending on the specific instantiation of 𝑝 and 𝑞. Therefore, dedicated
cryptanalysis is required to evaluate the security of the construction under different choices
of moduli.

4.2 Variants and Generalizations
The alternating moduli design paradigm quickly gained popularity as an approach for
constructing weak shallow PRFs. Several subsequent works proposed generalized or
alternative versions of the construction presented in the previous subsection. In this part,
we describe two of the most notable and interesting variants.
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4.2.1 A Generalized Construction [DGH+21]

In 2021, Dinur, Goldfeder, Halevi, Ishai, Kelkar, Sharma, and Zaverucha revisited the
alternative mod-2/mod-3 constructions from [BIP+18] and proposed a generalized version.
Their focus was primarily on the alternative variant (the one presented in the previous
subsection), as having an output over 𝒵2 is more convenient in many applications. The
proposed generalization extends the original design in two main directions. First, the secret
key is no longer a vector in 𝒵𝑛

2 , but a matrix 𝐾 ∈ 𝒵𝑚×𝑛
2 . Second, a public compression

matrix 𝐵 ∈ 𝒵𝑡×𝑚
2 is applied before producing the output. This generalized construction

has, among others, the advantage of outputting multiple bits at once instead of a single
bit, resulting in improved throughput.

More precisely, the proposed construction is parameterized by positive integers 𝑛, 𝑚,
and 𝑡, with the constraints 𝑚 ≥ 𝑛 and 𝑚 ≥ 𝑡. These parameters respectively represent the
input vector size, the size of the intermediate vector(s), and the output vector size. As in
the original design, they are functions of a security parameter 𝜆.

The variant described in [DGH+21] defines a function 𝐹 : 𝒵𝑚×𝑛
2 × 𝒵𝑛

2 → 𝒵𝑡
2, where

the key space is 𝒦 = 𝒵𝑚×𝑛
2 , the input space is 𝒳 = 𝒵𝑛

2 , and the output space is 𝒴 = 𝒵𝑡
2.

For a key 𝐾 ∈ 𝒦, we write 𝐹𝐾(𝑥) to denote 𝐹 (𝐾, 𝑥).
The first step of the construction is to compute an intermediate vector 𝑤 as follows:

𝑤 =
(︀
(𝐾𝑥 mod 2) + ((𝐾𝑥 mod 3) mod 2)

)︀
mod 2 .

The final output is then computed as

𝐹𝐾(𝑥) = 𝐵𝑤 mod 2 ∈ 𝒵𝑡
2 ,

where 𝐵 ∈ 𝒵𝑡×𝑚
2 is a public compression matrix, which can be chosen either uniformly

at random or as a full-rank random circulant matrix. This matrix can also be seen as a
generator matrix for a linear code that has high minimum distance. Its application permits
to resolve correlation issues between the key and the output, that would for example exploit
linear biases in the output. Moreover, introducing the matrix 𝐵 helps prevent decoding-
based attacks such as BKW [BKW03], leading to significantly better parameter choices—for
instance, achieving exponential rather than sub-exponential security. In addition, 𝐾 itself
can be structured; this is precisely the approach taken in some instantiations where 𝐾 is
chosen to be circulant.

It is straightforward to verify that this construction is a generalization of the alternative
scheme proposed in [BIP+18]. Specifically, the original candidate described in the previous
section corresponds to a special case of the construction in [DGH+21], obtained by setting
𝑚 = 1, 𝑡 = 1, and choosing 𝐵 = 1.

4.2.2 A Further Generalization [APRR24]

In 2024, Alamati, Policharla, Raghuraman, and Rindal proposed a further generalization
of the constructions in [BIP+18] and [DGH+21]. Let 𝑛, 𝑚, and 𝑡 be non-negative integers.
Both the input 𝑥 and the secret key 𝑘 are elements of 𝒵𝑛

2 . Let 𝐴 ∈ 𝒵𝑚×𝑛
2 and 𝐵 ∈ 𝒵𝑡×𝑚

3
be public, random matrices.

The construction, named the (F2,F3)-wPRF, proceeds in two steps. First, compute

𝑧 = 𝑘 ⊙ 𝑥 := (𝑘0𝑥0, 𝑘1𝑥1, . . . , 𝑘𝑛−1𝑥𝑛−1) ∈ 𝒵𝑛
2 .

Then, compute the output as

𝐹𝑘(𝑥) = 𝐵(𝐴𝑧 mod 2) mod 3 ∈ 𝒵𝑡
3 ,

where, as before, we write 𝐹𝑘(𝑥) for a key 𝑘 ∈ 𝒵𝑛
2 to denote 𝐹 (𝑘, 𝑥). As with the previous

variants, the authors claim that the moduli 2 and 3 can be replaced with any distinct
prime numbers 𝑝 and 𝑞.
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The core idea behind this generalization is to allow for a better mixing of the terms 𝑘𝑖𝑥𝑖.
In the previous alternating moduli constructions, these terms were combined in a highly
structured manner. For example, in the construction from [DGH+21], the matrix-vector
product 𝐾𝑥 mixes the key and input variables in a very regular way. In contrast, the
use of a random matrix 𝐴 in this construction results in random linear combinations over
the variables composing the shared input vector 𝑘 ⊙ 𝑥. As a result, each product term
𝑘𝑖𝑥𝑖 is reused multiple times throughout the computation, leading to a higher diffusion.
On the other hand, as we briefly discuss in the next subsection, combining the key and
input variables using an AND operation introduces a strong bias in the output, which can
significantly weaken the security of the construction.

The authors also propose a variant, named the reversed-moduli or (F3,F2)-variant,
that produces binary output. For this variant, the key would be an element of 𝒵𝑛

3 , but in
practice it is seen as an element of 𝒵𝑛

2 . In this version, the vector 𝑧 is first interpreted as
an element of 𝒵𝑛

3 . The function output is then computed as:

𝐹𝑘(𝑥) = 𝐵(𝐴𝑧 mod 3) mod 2 ∈ 𝒵𝑡
2 ,

where 𝐴 ∈ 𝒵𝑚×𝑛
3 and 𝐵 ∈ 𝒵𝑡×𝑚

2 .

4.3 Security Arguments and Cryptanalysis

To date, two papers have analyzed the security of the original construction of [BIP+18]
that permit to better estimate the security level and guide the choice of parameters.

First, in [CCKK21], Cheon, Cho, Kim, and Kim proposed a distinguishing attack
with a complexity of 𝒪(20.21𝑛), where 𝑛 is the input length, by exploiting a statistical
weakness of the construction. The authors used the observation that the function 𝐹𝑘 can
be interpreted as operating over the space 𝒵6. However, due to the binary nature of both
the key 𝑘 and the input 𝑥, the function does not uniformly cover the entire space 𝒵6. This
distinguisher requires however a large number of samples to succeed and performs better
when the Hamming weight of the key is low. To mitigate this issue, the authors suggested
using keys with high Hamming weight as a patch. For instance, they recommended using
keys with a Hamming weight of 310 when 𝑛 = 384.

Later, in [JMN23], Johansson, Meier, and Nguyen introduced a different distinguishing
attack against the original alternating modulo construction of [BIP+18]. This attack has a
better computational complexity than that of [CCKK21], achieving 𝒪(20.166𝑛), where 𝑛 is
the input length. Interestingly, unlike the attack in [CCKK21], this approach, which can
be interpreted as a differential attack, performs better when the Hamming weight of the
key is high. This attack also suggests that 𝑛 = 384 does not potentially offer a sufficient
security margin.

Recently, the security of the generalized construction introduced in [APRR24] was
analyzed in [AR25]. The authors present a key-recovery attack with a complexity of
𝒪(2𝜆/2 log2 𝜆) where 𝜆 is the security parameter against the first (standard) variant
described in that work, and an attack of complexity 𝒪(20.84𝜆) against the reversed-moduli
variant. Both attacks rely on a similar principle: they exploit the fact that key and input
bits are combined using the AND operation, which causes any input bit multiplied by a zero
key bit to have no influence on the output. This weakness leads to collisions after processing
approximately 2𝜆/2 inputs, leading to a key-recovery attack. Note that this attack is not
applicable to [DGH+21], as the first operation is a matrix–vector multiplication rather than
a bit-by-bit product of the components of a vector (the key) with those of the input (𝑥).
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4.4 Use of the Alternating Moduli Construction within Cryptographic
Protocols

The original alternating moduli construction [BIP+18] has been incorporated into at
least two cryptographic protocols, each proposing a concrete, and basically identical, set
of parameters. The approach of [BCM+24] for constructing Pseudorandom Correlation
Functions (PCFs) for Oblivious Transfer (OT) correlations suggests using the construction
with a key and input length of 𝑛 = 770 to achieve a security level of 𝜆 = 128 bits. The
choice of 𝑛 was guided by taking into account the attacks of [CCKK21] and [JMN23].
Similarly, the framework proposed in [CDD+24] recommends using the same construction,
but with a key and input length of 𝑛 = 768 instead of 𝑛 = 770, for the simple reason that
768 is a multiple of 32 and therefore more suitable for software implementations.

For other types of applications, the generalized construction from [DGH+21] has been
used in re-keying protocols, such as those proposed in [DMMS21] and [HMM+23]. The
core idea behind these approaches is to use the secret matrix as a master key, generate
randomness within a secure chip, and treat the output as a secret ephemeral symmetric
key—even in the presence of an attacker who can observe linear leakages from the output.
The motivation is that masking the matrix-vector product is relatively efficient, especially
when working over the prime field F𝑝 with 𝑝 = 231 − 1. In the proposal from [DMMS21],
the authors argue that modulus 3 is not a suitable choice, and instead suggest using a 4× 4
matrix over F231−1. However, the security of this approach depends on the assumed leakage
model, and under certain models it may not be secure. In [HMM+23], the authors provide
a more detailed cryptanalysis by explicitly bounding the number of leakages accessible to
an attacker. Their analysis supports the same parameter sets as proposed in [DMMS21].

More recently, [ADDG24] introduced a novel application domain for this shallow weak
PRF by combining it with the TFHE scheme [CGGI20], a fully homomorphic encryption
construction based on programmable bootstrapping to reduce noise. In this context, the
authors target a security level of 𝜆 = 128 bits and set 𝑛 = 256, interpreting the key as a
square matrix of dimension 𝑛.

4.5 Concrete Targets for Cryptanalysis
In this section, we provide explicit parameter sets for the alternative mod-2/mod-3
construction [BIP+18] and for the generalization proposed in [DGH+21], both of which
we consider to be as good targets for cryptanalysis. All parameter sets aim for a 128-bit
security level.

For the first construction, the parameter 𝑛 = 384 proposed in the original paper is
now considered insecure, based on the cryptanalysis results summarized in Section 4.3.
As discussed in Section 4.4, the use of 𝑛 = 768 was later proposed in [CDD+24] as an
alternative. However, this parameter may offer more than 128 bits of security, and a
dedicated cryptanalysis is required to accurately estimate its concrete security level.

Concerning the generalized construction given in [DGH+21], its authors propose two
parameter sets: one described as aggressive and the other as more conservative. For a target
security level of 𝜆 bits, the aggressive setting uses 𝑛 = 𝑚 = 2𝜆, while the conservative
one sets 𝑛 = 𝑚 = 2.5𝜆. In both cases, the output size is chosen as 𝑡 = 𝜆/ log2(3). For
the standard 128-bit security level, this corresponds to 𝑛 = 𝑚 = 256 in the aggressive
case and 𝑛 = 𝑚 = 320 in the conservative one, with 𝑡 ≈ 81 in both settings. The authors
further impose a concrete upper bound of 𝑁 = 240 on the number of samples available to
an attacker under a single key.

Table 1 summarizes the proposed parameter sets, where 𝑁 denotes the maximum
number of queries allowed under a single key. The upper bound 𝑁 = 244.5 corresponds to
the data complexity of the attack presented in [JMN23], and is also referenced in Nguyen’s
thesis [Ngu25] (p. 110). The parameters proposed in [CDD+24] and [BCM+24] are directly
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based on the results of [JMN23].

Table 1: Parameters for the alternative mod-2/mod-3 construction [BIP+18] and the
[DGH+21] generalization, intended as targets for cryptanalysis.

Variant Parameters 𝑁 Reference
Section 4.1 ([BIP+18]) 𝑛 = 768 244.5 [CDD+24, JMN23, Ngu25]

Section 4.2.1 ([DGH+21]) 𝑛 = 𝑚 = 256, 𝑡 = 81 240
[DGH+21]

𝑛 = 𝑚 = 320, 𝑡 = 81 240

4.6 Implementation
The algorithmic description of the alternative mod-2/mod-3 wPRF (Section 4.1) and of
the generalization given in [DGH+21] are provided in Figure 2.

Algorithm 1 The mod-2/mod-3 wPRF
Input: 𝑘, 𝑥 ∈ 𝒵𝑛

2
𝑢←

∑︀𝑛−1
𝑖=0 𝑘𝑖 · 𝑥𝑖 mod 6

if 𝑢 ∈ {0, 1, 2} then
return 0

else
return 1

end if

Algorithm 2 Mod-6 version of the
[DGH+21] construction

Input: 𝐾 ∈ 𝒵𝑚×𝑛
2 , 𝑥 ∈ 𝒵𝑛

2 , 𝐵 ∈ 𝒵𝑡×𝑚
2

Output: 𝑦 ∈ 𝒵𝑡
2

𝑢← 𝐾𝑥 mod 6 ∈ 𝒵𝑚
6

for 𝑖 = 1 to 𝑚 do
if 𝑢𝑖 ∈ {3, 4, 5} then

𝑢𝑖 ← 1
else

𝑢𝑖 ← 0
end if

end for
𝑦 ← 𝐵𝑢 mod 2 ∈ 𝒵𝑡

2
return 𝑦

Figure 2: Algorithms of the two alternating moduli constructions proposed as targets for
cryptanalysis

5 Goldreich’s Pseudorandom Generator
Twenty-five years ago, Goldreich asked the question of whether it is possible to securely
construct a very simple function that is hard to invert [Gol00]. By very simple, we mean a
function whose description is transparent and can be expressed using a concise, closed-form
formula. This question led to the design of a minimalistic and elegant one-way function.
Despite its simplicity, this function is conjectured to offer strong cryptographic guarantees,
and has, over the years, become a central object of study in the theory of cryptography
and complexity.

5.1 Original Reference
Goldreich’s proposal for constructing a one-way function is based on a very simple and
elegant idea. Let 𝑛, 𝑚 ∈ N, and let (𝜎𝑖)1≤𝑖≤𝑚 be a sequence of ordered subsets of {1, . . . , 𝑛},
each of size 𝑑(𝑛). The parameter 𝑑(𝑛) is referred to as the locality of the construction. Let
𝑃 : {0, 1}𝑑(𝑛) → {0, 1} be a fixed Boolean predicate (i.e., a function on 𝑑(𝑛) input bits).
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For any input 𝑥 ∈ {0, 1}𝑛, and for each 𝑖 ∈ {1, . . . , 𝑚}, define 𝑥[𝜎𝑖] ∈ {0, 1}𝑑(𝑛) as the
projection of 𝑥 onto the coordinates specified by 𝜎𝑖 :

𝑥[𝜎𝑖] =
(︀
𝑥𝜎𝑖(1), 𝑥𝜎𝑖(2), . . . , 𝑥𝜎𝑖(𝑑(𝑛))

)︀
.

The candidate one-way function 𝐹 : {0, 1}𝑛 → {0, 1}𝑚 is then defined as:

𝐹 (𝑥) = (𝑃 (𝑥[𝜎1]), 𝑃 (𝑥[𝜎2]), . . . , 𝑃 (𝑥[𝜎𝑚])) .

We define the stretch s ≥ 1 as the number in the expression 𝑚 = 𝒪(𝑛s), where
𝑚 denotes the output length of the function. A fundamental question in the study of
Goldreich’s construction is: how large can the stretch be for a fixed locality parameter 𝑑,
while still maintaining security?

Goldreich’s one-way function is defined by a fixed predicate and a public collection of
access patterns. It can be instantiated to yield various cryptographic primitives, such as
pseudo-random functions [AR16] or pseudorandom generators with output size polynomial
in the input (i.e., 𝑚 ∈ 𝒪(𝑛s) for s > 1), since the existence of local pseudorandom
generators follows from the existence of one-way random local functions [App12].

5.2 Goldreich’s One Way Function as a Weak PRF
Given a locality parameter 𝑑(𝑛), the standard way to select the subsets (𝜎𝑖)𝑖≤𝑚 is to
independently pick 𝑚 uniformly random size-𝑑(𝑛) subsets of {1, . . . , 𝑛}. We briefly overview
the rationale behind this choice. It is convenient to view the ordered subsets as describing
a bipartite graph with 𝑛 nodes on the left (numbered from 1 to 𝑛), 𝑚 nodes on the right
(numbered from 1 to 𝑚). For each right node 𝑖 ≤ 𝑚, we draw an edge between 𝑖 and all
left nodes in 𝜎𝑖; the resulting bipartite graph is right 𝑑(𝑛)-regular: all its right nodes have
degree exactly 𝑑(𝑛).

For Goldreich’s proposal to be hard to invert, it is necessary that the underlying
bipartite graph is sufficiently expanding9: independently of the predicate, whenever the
bipartite graph is not sufficiently expanding, the candidate can be broken in polynomial-
time via so-called shrinking set attacks [AIK08, Zic17]. In turn, being a good expander is
conjectured to also be a sufficient property for Goldreich’s proposal to be secure (assuming
that a suitable predicate is used) [AR16]. While this conjecture was disproved in [OST19]
when 𝑚 is very large (superpolynomial in 𝑛) by exhibiting a specific expander bipartite
graph for which Goldreich’s construction fails to be secure, it remains plausible for smaller
stretches, and for the vast majority of expanders.

In general, we do not know of explicit good bipartite expanders for Goldreich’s construc-
tion. However, it is a well known application of the probabilistic method that a random
𝑑(𝑛)-regular bipartite graph is a good expander with high probability: asymptotically, a
random 𝑑(𝑛)-regular bipartite graph fails to be a good expander with probability 1/𝑛𝑂(𝑑(𝑛)).
Whenever 𝑑(𝑛) is a growing function of 𝑛, this translates to a negligible failure probability.
In addition, the “neighbour function” of a random bipartite graph (the function 𝑁 that
maps a right node to the set of its neighbors) has high circuit complexity, which provably
circumvents the attack of [OST19], making random bipartite graphs a well-motivated
choice for Goldreich’s construction. Concretely, given fixed parameters 𝑛, 𝑚, one can set a
target failure probability 𝜀 and infer the locality 𝑑 that will suffice to resist shrinking set
attacks with probability 1− 𝜀 over the choice of the random graph. A simple and concrete
procedure to select parameters was outlined in Ünal’s recent work [Üna23a].

Given a random bipartite graph and a suitable predicate, Goldreich’s construction is
widely conjectured to be not only one-way, but also pseudorandom: for a uniformly random

9A bipartite graph is (𝑒, 𝛼)-expanding if for every subset 𝑆 ⊆ [𝑛] with |𝑆| ≤ 𝑒, denoting 𝑁(𝑆) ⊆ [𝑚]
the set of all neighbors of the nodes in 𝑆, it holds that |𝑁(𝑆)| > 𝛼 · |𝑆|.
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seed 𝑥 ∈ {0, 1}𝑛, the output sequence 𝑦 = 𝐹 (𝑥) ∈ {0, 1}𝑚 should be computationally
indistinguishable from a uniformly random string of the same length. In fact, in some
parameter regimes, the pseudorandomness of Goldreich’s construction is implied by its
one-wayness [AR16]. Hence, constructions based on Goldreich’s template are generally
referred to as Goldreich’s pseudorandom generator. An additional benefit of using a
random bipartite graph is that it provides an alternative view of Goldreich’s PRG as a
weak pseudorandom function: view the input 𝑥 (the seed of the PRG) as a key 𝑘 for the
weak PRF, and view each random size-𝑑(𝑛) subset 𝜎𝑖 as a random input to the wPRF (a
random string can be parsed as the description of a random fixed-sized subset by fixing a
suitable parsing method). Then, given a predicate 𝑃 , the candidate wPRF becomes

𝐹𝑥(𝜎) = 𝑃 (𝑥[𝜎]).

The proof that the one-wayness of Goldreich’s proposal implies that the above function
is a weak PRF (again, for suitable parameters and predicate) is from Applebaum and
Raykov [AR16]. Therefore, the above weak PRF is sometimes referred to as the Goldreich-
Applebaum-Raykov (GAR) weak PRF; see, e.g., [BCM+24, CDD+24].

5.3 Predicates for Goldreich’s Proposal
While this construction may initially seem purely theoretical, its structure and constraints
provide valuable insights for practical cryptographic applications. In particular, the locality
parameter 𝑑(𝑛) serves as a measure of the circuit’s arithmetic depth or of the complexity of
the circuit implementing the functions, and plays an important role in balancing efficiency
and security. One of the most compact instantiations of this proposal uses locality 𝑑 = 5
and the predicate

𝑃5(𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥5) = 𝑥1 + 𝑥2 + 𝑥3 + 𝑥4𝑥5 .

More generally, natural candidates for the predicate 𝑃 in Goldreich’s construction
include the classes of XOR-MAJ and XOR-THR functions. These predicates operate on
disjoint subsets of the input: the elements of the first subset are combined using XOR,
while those of the second are processed by a nonlinear function, such as a majority or
threshold function. The outputs of these two components are then XORed to produce the
final result.

Threshold function. Let w(𝑥) denote the Hamming weight of a vector 𝑥 ∈ {0, 1}𝑡. For a
given threshold th ∈ [1, 𝑡 + 1], the threshold function THRth : {0, 1}𝑡 → {0, 1} is defined as:

THRth(𝑥) =
{︃

0 if w(𝑥) < th,

1 otherwise.

Majority function. The majority function MAJ : {0, 1}𝑡 → {0, 1} is the special case of
the threshold function where the threshold is set to half the input length (rounded up):

MAJ(𝑥) = THR⌈𝑡/2⌉(𝑥) .

The XORℓ1 − MAJℓ2 predicate. Let 𝑢 = (𝑢1, . . . , 𝑢ℓ) ∈ {0, 1}ℓ be the input to the
predicate, and let ℓ1 + ℓ2 = ℓ be a partition of the input. This predicate applies an XOR
over the first ℓ1 input bits and a majority over the remaining ℓ2 bits, and XORs the two
results:

𝑃 (𝑢) = XORℓ1 −MAJℓ2(𝑢) = XOR(𝑢1, . . . , 𝑢ℓ1)⊕MAJ(𝑢ℓ1+1, . . . , 𝑢ℓ) .
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A similar definition can be given for the XORℓ1 − THRth,ℓ2 predicate. These predicates
are the two most popular choices, as they offer both high algebraic immunity [Cou03, CM03]
and a high resiliency order [Sie84]. Their cryptographic properties have been thoroughly
analyzed in [Méa21, Méa22].

5.4 Cryptanalysis
5.4.1 Generic Cryptanalysis

Before focusing on the properties of specific predicates, it is useful to recall that some
forms of generic cryptanalysis apply regardless of the exact function used. A generic
cryptanalytic result—meaning it does not rely on specific properties of the predicate—was
proposed by Bogdanov and Qiao [BQ09] in the case of linear stretch, i.e., when 𝑚 = 𝜆𝑛
for some constant 𝜆. They show that an adversary can succeed by finding a string 𝑥′ that
is close to the secret 𝑥 in Hamming distance. This work led to a subexponential-time
attack [App15], which runs in time poly(𝑛) · 22𝜀𝑛 if 𝑚 ∈ Ω(𝑛/𝜀2𝑑).

Naturally, the choice of predicate plays a crucial role in resisting such attacks. At a
minimum, the predicate should be non-degenerate: it must be unbiased and not linear.
In the next section, we describe additional cryptographic criteria that a predicate should
satisfy to ensure stronger resistance.

In particular, two main classes of attacks become relevant when the predicate can
either be approximated by a linear function with fewer than 𝑑(𝑛) variables, or when it has
low degree or low algebraic immunity.

5.4.2 Linearity Tests and Resiliency

In 2014, O’Donnell and Witmer [OW14] showed that if the predicate can be approximated
by a function that depends on only 𝑐 < 𝑑(𝑛) variables, then the pseudorandom generator
can be broken whenever 𝑚 ∈ Ω(𝑛𝑐/2 + 𝑛 log 𝑛). This line of attack was further analyzed
in [App15].

This type of attack is particularly efficient when the predicate has a low resiliency
order [Sie84], a property that quantifies its resistance to such approximations. A Boolean
function is said to be 𝑡-resilient if it cannot be approximated by a Boolean function on 𝑡
variables. For example, the predicate 𝑃5 has resiliency order 𝑡 = 2. In [OW14], the authors
approximate 𝑃5 using a function with 𝑐 = 𝑡 + 1 = 3 variables, which leads to an attack
whenever the output length 𝑚 exceeds 𝑛1.5.

With this criterion and the above attack in mind, it is worth noting that any predicate
with locality 𝑑 = 4 would yield an insecure PRG. Indeed, Siegenthaler [Sie84] proved
that for any Boolean function 𝑓 on 𝑑 variables, res(𝑓) + deg(𝑓) ≤ 𝑑 − 1. Consequently,
when 𝑑 = 4, one cannot simultaneously have a resiliency order greater than 2 and an
algebraic degree greater than 2. This implies that the smallest viable locality is 𝑑 = 5.
Determining whether this choice leads effectively to a secure construction remains an
important theoretical question.

5.4.3 Algebraic Attacks

Unsurprisingly, one of the most powerful classes of attacks on Goldreich’s PRG is algebraic
in nature. A straightforward observation is that the generator’s output can be inverted in
polynomial time whenever the output length satisfies 𝑚 ∈ Ω(𝑛𝛿), where 𝛿 is the algebraic
degree of the predicate 𝑃 . Beyond this basic observation, more refined algebraic attacks
have been proposed.

A first example appears in [AL16], where the authors introduce the notion of bit-fixing
degree as an important criterion for resisting linear tests. This quantity refers to the
highest degree that the predicate 𝑃 can attain when some of its input bits are fixed.
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Another important criterion discussed in the same work is the algebraic immunity of
the predicate [Cou03, CM03], which measures the minimal degree of a nonzero Boolean
function that annihilates 𝑃 or 𝑃 ⊕ 1. Low algebraic immunity implies that high-degree
relations can be transformed into lower-degree equations, potentially leading to more
efficient attacks.

This is precisely why functions such as 𝑃5, XOR-MAJ, and XOR-THR are often considered
in this context: they offer both good algebraic immunity and high resiliency, as discussed
in [Méa21, Méa22]. Another interesting, though theoretical, question is whether there
exists a predicate that simultaneously achieves optimal resiliency order and algebraic
immunity for any given locality 𝑑 [DMR23].

Finally, the output of Goldreich’s PRG is a priori defined over the field with two elements
𝒵2. However, the construction can naturally be extended to larger alphabets, such as 𝒵𝑞,
for an integer 𝑞 > 2. In 2023, Akin Ünal proposed three distinguishing attacks [Üna23b],
each effective in different parameter regimes. More precisely, if the output length satisfies
𝑚 = 𝑛1+𝑒, then the first attack achieves good distinguishing advantage with time and
space complexity 𝑛𝒪(𝑛

1− 𝑒
𝛿−1 ), where 𝛿 is the algebraic degree of the predicate. A second

attack is applicable when the alphabet size satisfies 𝑞 ∈ 𝒪(𝑛1− 𝑒
𝛿−1 ). Finally, a third attack

targets the case where the locality is 𝑑 and the alphabet size 𝑞 is constant. In this setting,

the attack has complexity 2𝒪(𝑛
1− 𝑒′

(𝑞−1)𝑑−1 ), where 𝑒′ < 𝑒, with a corresponding adjustment
in the advantage of the distinguisher. In a follow-up work [Üna23a], Ünal improved over
these attacks, as well as over previous shrinking set attacks [AIK08, Zic17], by proposing
a way to extend the outputs of 𝒵2 into larger fields in order to find algebraic relations in
the outputs. He also provided a general methodology to select parameters for Goldreich’s
proposal. Up to replacing the algebraic degree with the notion of algebraic immunity (to
account for the existence of low-degree annihilators [AL16]), this is the methodology that
was employed in recent works to select concrete parameters [BCM+24, CDD+24, ABBS25].

5.4.4 Instantiations and Concrete Cryptanalysis

Up to this point, all the works discussed above provide insights into whether a polynomial-
time attack exists, and offer criteria for determining when the predicate used in Goldreich’s
construction leads to a secure or insecure instance. As previously mentioned, many modern
constructions now aim to target specific applications and are instantiated with concrete
parameters. In this context, we need analyses that directly address this challenge and
ultimately help build confidence in concrete instantiations for very specific security levels
(e.g., 128-bit security).

The first (but slightly different) family of constructions inspired by Goldreich’s PRG is
the FLIP family of stream ciphers [MJSC16], along with its follow-ups: FiLIP [MCJS19,
HMR20] and Elisabeth-4 [HMS23]. However, these proposals suffer from certain weak-
nesses—primarily algebraic in nature—as highlighted in [DLR16, GBJR23]. In particular,
addressing these vulnerabilities requires increasing the size of the secret key to achieve a
satisfactory security level.

For constructions without fixed parameters, a guess-and-determine approach is very
unlikely to yield a polynomial-time attack. However, it proves to be a powerful tool for
designing subexponential-time attacks. More importantly, such approaches can significantly
reduce the complexity of attacks when concrete parameters are fixed. This strategy was
first applied in [CDM+18], where the “determine” phase consists of a simple Gaussian
elimination step. The authors also performed experiments using Gröbner basis techniques.
However, as is often the case with algebraic attacks, these methods did not allow the
authors to prove or disprove the security of the construction at cryptographic parameter
sizes.

Four years later, the above cryptanalysis was improved in [YGJL22] by making
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adaptative guesses, which drastically reduce the number of required guesses. Build-
ing upon [CDM+18], the authors successfully broke the original parameter sets proposed
for the predicate 𝑃5, and provided new ones as open challenges. To date, these revised
parameters remain unbroken. In the same work, Yang, Guo, Johansson, and Lentmaier
also introduced a very interesting variation: the guess-and-decode strategy. While they
also considered attacks on other predicates, no detailed analysis was provided in those
cases, as each predicate requires a separate, in-depth study to evaluate its resistance to
such methods.

5.4.5 Bit-Fixing Correlation Attack

While resiliency and algebraic immunity have long been regarded as the two most impor-
tant criteria for selecting a secure predicate, recent work [FLLL24] has shown that these
properties alone are not sufficient. In particular, for the XOR-MAJ and XOR-THR predi-
cates—which exhibit good resiliency and algebraic immunity—the authors of [FLLL24]
observed a new vulnerability: if certain input bits are guessed to be fixed to 0 or 1, the
resulting output can be interpreted as a system of noisy linear equations, where the noise
level is significantly lower than what is induced by the original function. This attack
becomes increasingly effective as the number of input bits to the majority or threshold
function grows. This article highlights the strength of such an approach and emphasizes
the necessity of predicate-specific cryptanalysis. This work also naturally raises the ques-
tion of identifying predicates that resist algebraic, linearity-based attacks and naturally
guess-and-determine strategies at the same time.

Table 2 summarizes several known subexponential attacks. In this table, 𝑑 denotes the
locality of the PRG, s is the stretch—meaning that the output size satisfies 𝑚 = 𝒪(𝑛s)—and
𝑛 is the size of the seed.

Table 2: Subexponential and concrete cryptanalysis. The first technique applies to any
predicate with locality 𝑑, while the three others specifically target the 𝑃5 predicate.

Technique Complexity Reference

Hamming-distance test (𝑥′ close to 𝑥) 2𝒪(𝑛
1− s−1

2𝑑 ) [App15, BQ09]
Guess-and-determine 2𝒪(𝑛2−s) [CDM+18]
Adaptive guess-and-determine 𝒪(𝑛2 · 2 𝑛2−s

4 ) [YGJL22]
Guess-and-decode 𝒪(𝑛s · 2 𝑛2−s

4 ) [YGJL22]

5.5 Targets for Cryptanalysis

The high versatility of Goldreich’s PRG raises several important questions. In particular,
it remains unclear how to choose an optimal predicate that achieves the best possible
stretch s for the smallest possible locality 𝑑(𝑛).

Arguably, as also discussed above, the simplest and most natural instantiation is
based on the 𝑃5 predicate, for which concrete parameter sets are proposed in [YGJL22]
and [ABBS25].

For constructions based on XOR-MAJ predicates, several parameter sets have been
proposed in [ABBS25] and [BCM+24]. However, some of these were later broken by the
bit-fixing correlation attack introduced in [FLLL24]. For the affected instances, we propose
new parameters. Additional instantiations have also been suggested in [CDD+24].

All these parameter sets are summarized in Table 3.
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Table 3: Challenge parameter sets for Goldreich’s PRG targeting a 128-bit security level.
Seed size (𝑛) Stretch (s) Predicate (𝑃 ) Reference

1024 1.02 𝑃5
[YGJL22]2048 1.10 𝑃5

4096 1.19 𝑃5

8192 1.19 𝑃5 [ABBS25]1024 2 XOR4-MAJ7

512 4.5 XOR10-MAJ64 [BCM+24, FLLL24]
894 3.4 XOR10-MAJ64 [CDD+24]2048 3 XOR10-MAJ64

5.6 Algorithmic Description
The PRG differs from the other shallow weak PRFs presented in this survey in that it does
not rely on a secret key. Instead, the adversary is given the subsets 𝜎𝑖, which are sampled
uniformly at random from all subsets of size 𝑑. We denote 𝐴𝑛

𝑑 the set of all ordered subsets
of 𝒵𝑛 of size 𝑑. These subsets play a similar role to the inputs 𝑥 in the other constructions:
they are public, but not adversarially chosen. The actual secret in this case is the seed,
which was previously denoted by 𝑥. For clarity and consistency with the description of the
other wsPRFs, we now refer to the seed as 𝑘, and the subsets as 𝑥.

Algorithm 3 The Goldreich’s PRF/PRG
Parameters: 𝑛 (seed size), 𝑚 (output size), 𝑑 (locality) and 𝑃 : {0, 1}𝑑 → {0, 1} (predicate).

Input: 𝑘 ∈ {0, 1}𝑛, 𝑥 ∈ (𝐴𝑛
𝑑 )𝑚

𝑦 ← 𝜀 ◁ 𝜀 denotes the empty string of length 0
for 𝑖 = 1 to 𝑚 do

𝑧𝑖 ← {𝑘𝑥𝑖,𝑗
}𝑗∈{1,...,𝑑}

𝑦 ← 𝑦 || 𝑃 (𝑧𝑖)
end for
return 𝑦

6 VDLPN
The candidates introduced in this section and in the next (Section 7) are specifically
designed for use in constructions of pseudorandom correlation functions that follow the
paradigm outlined in Section 3.3.1. These constructions rely on the class ℱ𝑡,𝑁 (F2𝜆) of
depth-2 circuits, consisting of indegree-1 “interval membership” gates at the bottom layer
and a 𝑡-ary linear combination gate at the top, where 𝑁 is the target number of samples
and 𝑡 is a parameter to be minimized. In fact, both candidate families lie within the
more restricted class ℱ𝑡,𝑁 (F2). Recall that Theorem 1 relies on function secret sharing for
functions of the form 𝑥 ↦→ 𝑐 · Eval(msk, 𝑥). In constructions based on VDLPN and EALPN,
the evaluation Eval(msk, 𝑥) is performed over F2, and only the scalar multiplier 𝑐 lies in
the extension field F2𝜆 (typically with 𝜆 = 128).

In this section, we introduce the VDLPN design. While we provide a direct description
below—as a XOR of ANDs of XORs—this representation slightly obscures the connection
to the class ℱ𝑡,𝑁 (F2). To see the connection, observe that a point function (i.e., a function
𝑓𝑎 that outputs 0 everywhere except at 𝑓𝑎(𝑎) = 1) is a special case of an interval function
where the interval reduces to a single point. Verifying that 𝑓𝑎(𝑥) = 1 is equivalent to
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checking whether 𝑥 = 𝑎, which can be expressed as
∏︀|𝑥|

𝑖=1(𝑥𝑖 ⊕ 𝑎̄𝑖), where the 𝑎̄𝑖 are the
bitwise complements of the bits of 𝑎. Therefore, a “XOR of products of XORs” is simply a
linear combination (over F2) of point functions—which, again, are special cases of interval
functions.

6.1 Original Reference
The VDLPN design was proposed by Boyle, Couteau, Gilboa, Ishai, Kohl, and Scholl in
2020 [BCG+20b]. The main candidate introduced in their work, that we will refer to as
VDLPN (for variable-density learning parity with noise), is defined as follows:

𝐹𝑘(𝑥) :=
𝐷⨁︁

𝑖=1

𝑤⨁︁
𝑗=1

𝑖∏︁
ℓ=1

(𝑥𝑖,𝑗,ℓ ⊕ 𝑘𝑖,𝑗,ℓ) , (3)

where 𝐷 and 𝑤 are parameters that depend on the desired security level 𝜆.
An interesting observation is that this function can also be interpreted as a sum

of triangular functions. Given a sequence of variables 𝑧 = (𝑧1, 𝑧2, 𝑧3, . . . ), a triangular
function is defined as:

𝑇 (𝑧) := 𝑧1 ⊕ 𝑧2𝑧3 ⊕ 𝑧4𝑧5𝑧6 ⊕ · · · ,

where each term in the sum is a product of an increasing number of consecutive variables.
Using this definition, Equation (3) can be rewritten more compactly as:

𝐹𝑘(𝑥) =
𝑤⨁︁

𝑗=1
𝑇 (𝑋𝑗 ⊕𝐾𝑗),

where 𝑋𝑗 is the vector (𝑥𝑖,𝑗,ℓ) with indices 1 ≤ 𝑖 ≤ 𝐷, 1 ≤ ℓ ≤ 𝑖, and similarly, 𝐾𝑗 is the
vector (𝑘𝑖,𝑗,ℓ) over the same index set.

Example (toy instance of the main variant with 𝑤 = 2, 𝐷 = 3). For 𝑤 = 2 and 𝐷 = 3,
𝐹𝑘(𝑥) can be written as

𝐹𝑘(𝑥) = 𝑇 (𝑍1)⊕ 𝑇 (𝑍2),
where 𝑇 (𝑍𝑗) = 𝑧1 ⊕ 𝑧2𝑧3 ⊕ 𝑧4𝑧5𝑧6, for 𝑗 = 1, 2 and

𝑍𝑗 = (𝑥1,𝑗,1 ⊕ 𝑘1,𝑗,1, 𝑥2,𝑗,1 ⊕ 𝑘2,𝑗,1, 𝑥2,𝑗,2 ⊕ 𝑘2,𝑗,2, 𝑥3,𝑗,1 ⊕ 𝑘3,𝑗,1, 𝑥3,𝑗,2 ⊕ 𝑘3,𝑗,2, 𝑥3,𝑗,3 ⊕ 𝑘3,𝑗,3) .

We provide also an alternative low-complexity variant of the above function, that was
equally presented in [BCG+20b], which we now describe in detail. We will call this variant
VDLPN*. Let 𝑤 and 𝐷 be two positive integers. Both the secret key 𝑘 ∈ 𝒵𝑤×𝐷

2 and the
input 𝑥 ∈ 𝒵𝑤×𝐷

2 are viewed as binary matrices, represented as (𝑘𝑗,ℓ)1≤𝑗≤𝑤,1≤ℓ≤𝐷 and
(𝑥𝑗,ℓ)1≤𝑗≤𝑤,1≤ℓ≤𝐷, respectively. The associated function 𝐹 *

𝑘 (𝑥) is then computed as:

𝐹 *
𝑘 (𝑥) :=

𝐷⨁︁
𝑖=1

𝑤⨁︁
𝑗=1

𝑖∏︁
ℓ=1

(𝑥𝑗,ℓ ⊕ 𝑘𝑗,ℓ). (4)

We observe that Eq. (4) can also be rewritten in a different form—not as a sum of
classical triangular functions, but rather as a sum of somewhat triangular functions 𝑇 *(𝑧),
defined as follows for a sequence of variables 𝑧 = (𝑧1, 𝑧2, 𝑧3, . . . ):

𝑇 *(𝑧) := 𝑧1 ⊕ 𝑧1𝑧2 ⊕ 𝑧1𝑧2𝑧3 ⊕ · · · .

Specifically, we can express the function as:

𝐹 *
𝑘 (𝑥) =

𝑤⨁︁
𝑗=1

𝑇 *(𝑋𝑗 ⊕𝐾𝑗),
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where 𝑋𝑗 is the vector (𝑥𝑗,ℓ) for 1 ≤ ℓ ≤ 𝐷, and similarly, 𝐾𝑗 = (𝑘𝑗,ℓ) over the same
index range. In other words, this can be seen as a variant of a triangular function in
which variables are reused in higher-degree monomials. This reuse introduces algebraic
dependencies between the terms, which complicates attempts to formally prove security.

Example (toy instance of the low-complexity variant with 𝑤 = 2, 𝐷 = 3). In this
case,

𝐹 *
𝑘 (𝑥) =

2⨁︁
𝑗=1

(𝑥𝑗,1 ⊕ 𝑘𝑗,1)⊕ (𝑥𝑗,1 ⊕ 𝑘𝑗,1)(𝑥𝑗,2 ⊕ 𝑘𝑗,2)⊕ (𝑥𝑗,1 ⊕ 𝑘𝑗,1)(𝑥𝑗,2 ⊕ 𝑘𝑗,2)(𝑥𝑗,3 ⊕ 𝑘𝑗,3).

6.2 The VDLPN′ variant
While [BCG+20a] provides a detailed preliminary security analysis of VDLPN, it is purely
asymptotic. Couteau and Ducros [CD23] revisited the original analysis of [BCG+20a] to
obtain more concrete bounds achieving provable security guarantees against certain classes
of attacks. In the course of refining these bounds, they suggested a variant of the original
design, dubbed VDLPN′, that enjoys the same applications but comes with much tighter
security arguments. Intuitively, this is achieved by shaving the first few terms of the XOR⨁︀𝐷

𝑖=1 and replacing them with a random inner product with the key; this circumvent
corner cases of the security analysis that caused the bounds to become loose due to bad
events that had significant probability of ocurring at the lower levels. Concretely, VDLPN′

is defined as follows:

𝐹𝑘(𝑥) =
𝑟⨁︁

𝑚=1
𝑥0,𝑚 · 𝑘0,𝑚 ⊕

𝐷⨁︁
𝑖=5

𝑤⨁︁
𝑗=1

𝑖∏︁
ℓ=1

(𝑥𝑖,𝑗,ℓ ⊕ 𝑘𝑖,𝑗,ℓ) , (5)

where the (𝑥0,𝑚, 𝑘0,𝑚) are 2𝑟 additional random bits sampled as part of the input 𝑥 and
key 𝐾 respectively (that is, 𝑥 = (𝑥0,1, · · · , 𝑥0,𝑟, (𝑥𝑖,𝑗,ℓ)𝑖∈[5,𝐷],𝑗∈[1,𝑤],ℓ∈[1,𝑖]), and 𝑘 has an
identical distribution), (𝐷, 𝑤) are parameters that depend on the desired security level 𝜆,
and 𝑟 = ℎ(15/2𝐷) · 2𝐷 + 𝜆 (ℎ(𝑥) = −𝑥 log 𝑥(1− 𝑥) log(1− 𝑥) denotes the binary entropy
function).

The candidate VDLPN′ also admits a similar low-complexity variant as VDLPN, that we
denote by VDLPN′*, where the triangular functions are replaced with “shaved” somewhat
triangular functions. Denoting

𝑇 ′
5(𝑧) = 𝑧1𝑧2𝑧3𝑧4𝑧5 ⊕ 𝑧1𝑧2𝑧3𝑧4𝑧5𝑧6 ⊕ · · · ,

that is, the function 𝑇 ′ stripped of its four first terms, we have

𝐹𝑘(𝑥) =
𝑟⨁︁

𝑚=1
𝑥0,𝑚 · 𝑘0,𝑚 ⊕

𝑤⨁︁
𝑗=1

𝑖∏︁
ℓ=1

𝑇 ′
5(𝑋𝑗 ⊕𝐾𝑗). (6)

6.3 Targets for Cryptanalysis
In the original paper [BCG+20b], the authors suggested the following parameters to
instantiate both versions of VDLPN for achieving 𝜆 bits of security: 𝑤 = 1.5𝜆, 𝐷 = 𝑤/4,
and a restriction on the number of queries allowed to an attacker, limited to 𝑁 = 2𝐷.
However, as noted in [CD23], these parameter choices were purely heuristic and not
supported by concrete cryptanalysis.

This initial proposal was later revisited and refined in subsequent works. In [CD23],
the authors conducted a detailed security analysis, allowing them to correct several errors
from the original paper and to propose concrete parameters for achieving 128-bit security :
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𝑤 = 380, 𝐷 = 30, under the assumption that the adversary is limited to at most 2𝐷 queries.
No close formula was however provided. Finally, Ducros proposed in his thesis [Duc24] a
refined method that permitted to propose several good sets of parameters (𝐷, 𝑤). These
parameters are given in Table 4 and we suggest the related instances as targets for
cryptanalysis for both VDLPN and VDLPN′.

All variants are assumed to provide the same concrete security level: the differences
between the variants amount to tradeoffs between efficiency (the low-complexity variant
yields much better PCF constructions) and security arguments (the VDLPN′ variant enjoys
much tighter security arguments), but the easiness (or hardness) of providing formal
security arguments is not necessarily expected to translate to a concrete weakness (or
strength) of the candidate: rather, it reflects limitations of the probability arguments used
to rule out certain classes of attacks in settings where the random variables satisfy some
complex dependencies.

Table 4: Parameter sets for the VDLPN, VDLPN*, VDLPN′ and VDLPN′* shallow wPRFs,
intended as targets for cryptanalysis at the 𝜆 = 128 security level. The parameter 𝑟 is used
only for VDLPN′. Parameters taken from [CD23] and chosen to provably resist attacks
from the linear test framework.

𝑟 𝐷 𝑤 𝑁 = 2𝐷

391 20 293 220

466 25 336 225

541 30 380 230

616 35 421 235

691 40 461 240

6.4 Algorithmic Description
The algorithmic descriptions of the VDLPN shallow wPRF and its low-complexity variant
VDLPN* are provided in Algorithm 4 and Algorithm 5, respectively. The algorithmic
descriptions of the VDLPN′ shallow wPRF and its low-complexity variant VDLPN′* are
provided in Algorithm 6 and Algorithm 7, respectively.

7 EALPN
This shallow wPRF was intended as a successor to the VDLPN wPRF: while it does not
strictly subsume it (as VDLPN enjoys other applications), it provides a candidate in the
class ℱ𝑡,𝑁 (F2) that does not limit itself to point functions. Instead, it fully exploits the
flexibility of the class to support general interval functions, yielding a significantly more
efficient construction, where efficiency refers to the efficiency of the target high-level MPC
application.

7.1 Original Reference
This shallow weak PRF was proposed by Boyle, Couteau, Gilboa, Ishai, Kohl, Resch and
Scholl in 2022 [BCG+22]. It was subsequently analyzed in [RRT23]. Fix a target number
of samples 𝑁 . Define GT to be the greater-than predicate: GT(𝑎, 𝑏) = 1 iff 𝑎 > 𝑏. Then,

𝐹𝑘(𝑥) =
ℓ⨁︁

𝑖=1
GT(𝑥𝑖, 𝑘𝑥′

𝑖
), (7)
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Algorithm 4 The VDLPN wPRF
Parameters: Integers 𝑤, 𝐷

Input: 𝑥 = (𝑥𝑖,𝑗,ℓ) ∈ 𝒵𝐷×𝑤×𝐷
2 , 𝑘 =

(𝑘𝑖,𝑗,ℓ) ∈ 𝒵𝐷×𝑤×𝐷
2

𝑦 ← 0
for 𝑖 = 1 to 𝐷 do

for 𝑗 = 1 to 𝑤 do
𝑡← 1
for ℓ = 1 to 𝑖 do

𝑡← 𝑡 · (𝑥𝑖,𝑗,ℓ ⊕ 𝑘𝑖,𝑗,ℓ)
end for
𝑦 ← 𝑦 ⊕ 𝑡

end for
end for
return 𝑦

Algorithm 5 The VDLPN* wPRF
Parameters: Integers 𝑤, 𝐷

Input: 𝑥 = (𝑥𝑗,ℓ) ∈ 𝒵𝑤×𝐷
2 , 𝑘 = (𝑘𝑗,ℓ) ∈

𝒵𝑤×𝐷
2

𝑦 ← 0
for 𝑖 = 1 to 𝐷 do

for 𝑗 = 1 to 𝑤 do
𝑡← 1
for ℓ = 1 to 𝑖 do

𝑡← 𝑡 · (𝑥𝑗,ℓ ⊕ 𝑘𝑗,ℓ)
end for
𝑦 ← 𝑦 ⊕ 𝑡

end for
end for
return 𝑦

Figure 3: Algorithmic description of the original VDLPN shallow wPRF and its low-
complexity variant VDLPN*.

where ℓ and 𝑡 are parameters that depend on the desired security level 𝜆, and 𝑥 = (𝑥𝑖, 𝑥′
𝑖)𝑖≤ℓ

is sampled from ([1, 5𝑁/𝑡]× [1, 𝑡])ℓ. We assume that 𝑁 and ℓ are chosen such that 𝑡 divides
5𝑁 and ℓ divides 𝑡. We let 𝑤 = 5𝑁/𝑡.

7.2 Security Arguments and Cryptanalysis
The presentation of EALPN in this work differs significantly from the original description
given in [BCG+22]. Before outviewing the security arguments for EALPN, we first clarify
this discrepancy—highlighting that the alternative perspective adopted in [BCG+22] is
particularly helpful for understanding the security rationale.

Equivalence with the original presentation. The original description of EALPN is as
follows:

• Pick a random ℓ-sparse matrix 𝐻 ∈ F𝑁×5𝑁
2 (i.e., each row of 𝐻 is a random weight-ℓ

vector10.

• Sample a weight-𝑡 regular noise vector 𝑒 as a concatenation of 𝑡 length-𝑤 random
unit vectors, that is 𝑒 is drawn at random from {1, 2, 4, . . . , 2𝑤−1}𝑡, and each integer
2𝑖 is viewed as a unit vector over {0, 1}𝑤 via its binary encoding.

• Define Δ5𝑁 to be the 5𝑁 -by-5𝑁 matrix filled with ones on and below the main
diagonal.

• The EALPN assumption states that no efficient adversary can distinguish (𝐻, 𝐻 ·
Δ5𝑁 · 𝑒) from (𝐻, 𝑦) where 𝑦 ←$ F𝑁

2 .

With this alternative view, EALPN becomes the problem of decoding the syndrome of
a code whose parity-check matrix is 𝐻 ·Δ5𝑁 and where the codeword is perturbed with a

10To simplify certain security arguments, rows are actually sampled from a Bernoulli distribution with
parameter 𝑝 = ℓ/5𝑁 , where each entry is independently set to 1 with probability 𝑝, rather than being
drawn as fixed-weight vectors. However, [BCG+22, Section 3.4] explicitly conjectures that both variants
offer equivalent security guarantees. The fixed-weight variant remains the most convenient for the target
application discussed in Section 3.3.1
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Algorithm 6 The VDLPN′ wPRF
Parameters: Integers 𝑟, 𝑤, 𝐷

Input: 𝑥 = (𝑥0,𝑖, 𝑥𝑖,𝑗,ℓ) ∈ 𝒵𝑠
2 , 𝑘 =

(𝑘0,𝑖, 𝑘𝑖,𝑗,ℓ) ∈ 𝒵𝑠
2 with 𝑠 = 𝑟+(𝐷−5)𝑤𝐷

𝑦 ← 0
for 𝑖 = 1 to 𝑟 do

𝑦 ← 𝑦 ⊕ 𝑥0,𝑖 · 𝑘0,𝑖

end for
for 𝑖 = 5 to 𝐷 do

for 𝑗 = 1 to 𝑤 do
𝑡← 1
for ℓ = 1 to 𝑖 do

𝑡← 𝑡 · (𝑥𝑖,𝑗,ℓ ⊕ 𝑘𝑖,𝑗,ℓ)
end for
𝑦 ← 𝑦 ⊕ 𝑡

end for
end for
return 𝑦

Algorithm 7 The VDLPN′* wPRF
Parameters: Integers 𝑟, 𝑤, 𝐷

Input: 𝑥 = (𝑥0,𝑖, 𝑥𝑗,ℓ) ∈ 𝒵𝑟+𝑤×𝐷
2 , 𝑘 =

(𝑘0,𝑖, 𝑘𝑗,ℓ) ∈ 𝒵𝑟+𝑤×𝐷
2

𝑦 ← 0
for 𝑖 = 1 to 𝑟 do

𝑦 ← 𝑦 ⊕ 𝑥0,𝑖 · 𝑘0,𝑖

end for
for 𝑖 = 5 to 𝐷 do

for 𝑗 = 1 to 𝑤 do
𝑡← 1
for ℓ = 1 to 𝑖 do

𝑡← 𝑡 · (𝑥𝑗,ℓ ⊕ 𝑘𝑗,ℓ)
end for
𝑦 ← 𝑦 ⊕ 𝑡

end for
end for
return 𝑦

Figure 4: Algorithmic description of the VDLPN′ shallow wPRF and its low-complexity
variant VDLPN′*.

regular weight-𝑤 noise 𝑒. We first explain why this formulation is equivalent to the formula
given in Section 7.1. First, observe that the left-product by Δ5𝑁 is the accumulation
function, that maps (𝑥1, · · · , 𝑥5𝑁 ) to (𝑥1, 𝑥1 ⊕ 𝑥2, 𝑥1 ⊕ 𝑥2 ⊕ 𝑥3, · · · ). As 𝑒 is a weight-𝑡
regular vector (i.e., a concatenation of 𝑡 unit vectors), Δ5𝑁 · 𝑒 is an alternation of bands of
zeroes and bands of ones. We can therefore rewrite the matrix equations as below: (red
dots represent ones, white areas represent zeroes, light-red areas represent areas filled with
ones):

5𝑁

𝑁

𝐻

Δ5𝑁 𝑒

· 1

0

5𝑁

· 5𝑁

= ·

In the above equation, the rightmost vector is formed by concatenating, for each
block, a vector of the form (0, . . . , 0, 1, . . . , 1) (a sequence of 0’s followed by a sequence of
1’s) when the block is in an odd position (1st, 3rd, 5th, etc.), and a vector of the form
(1, . . . , 1, 0, . . . , 0) (a sequence of 1’s followed by a sequence of 0’s) when the block is in an
even position.

The next observation is that if we take the odd-numbered blocks of 𝑓 = Δ5𝑁 · 𝑒 and
turn them by 180°, the assumption remains formally identical: indeed, we can divide each
row of 𝐻 in a length-5𝑁/𝑤 block and flip identically the odd-numbered blocks (rewriting
them right-to-left). Denoting 𝑓 and 𝐻̃ the resulting vector and matrix respectively, we
have 𝐻 · 𝑓 = 𝐻̃ · 𝑓 . But since the rows of 𝐻 are random weight-ℓ vectors, the distribution
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induced on 𝐻̃ is identical to the original distribution of 𝐻. Therefore, the assumption can
be equivalently stated as: (𝐻, 𝐻 · 𝑓) should be indistinguishable from (𝐻, 𝑦 ←$ F𝑁

2 ). Now,
representing this last version visually:

·

Above, the vector is a now a concatenation of vectors of the form (⃗0, 1⃗) (a vector of
0’s concatenated with a vector of 1’s). That is, compared to the previous equation, we
“reversed” (rewrote in the reverse order) all the even-positioned block so that all blocks
are now of the form (⃗0, 1⃗) instead of alternating with vectors of the form (⃗1, 0⃗). We can
rewrite this matrix-vector product as follows: for each red dot in the matrix row, we look
at the corresponding block of 𝑓 and check whether the red dot is before or after the red
bar. That is, if the 𝑖-th red dot lands at position 𝑥𝑖 in the 𝑥′

𝑖-th block, and if we denote
𝑘𝑥′

𝑖
the position of the red bar in this block, we compute

GT(𝑥𝑖, 𝑘𝑥′
𝑖
)

for all of the ℓ nonzero entries of the row of 𝐻. Hence, sampling a random row ℎ of
𝐻 amounts to sampling ℓ pairs (𝑥𝑖, 𝑥′

𝑖)←$ [1, 𝑤]× [1, 𝑡] and returning
⨁︀ℓ

𝑖=1 GT(𝑥𝑖, 𝑘𝑥′
𝑖
),

which matches the description given in Section 7.1.

Security arguments Equipped with the above equivalence, we briefly overview the security
argument of [BCG+22]. The argument investigates attacks in the linear test framework
against the syndrome decoding problem. An attack against EALPN in this framework
operates as follows:

• The attacker is given 𝑀 = 𝐻 · Δ5𝑁 (the parity-check matrix of the code) and
produces a nonzero test vector 𝑣. This step can run in unbounded time. This test
vector is chosen to maximize the bias of the distribution 𝑀 · 𝑒; a typical choice
would be a minimal-weight nonzero vector in the kernel of 𝑀 . Note that allowing
unbounded adversaries here is equivalent to saying that we consider a worst-case
choice of 𝑣: security in the linear test framework should hold for any possible choice
of 𝑣.

• The noise vector 𝑒 is sampled. The attacker’s advantage is defined as the bias of the
distribution induced by 𝑣⊺ ·𝑀 · 𝑒 (the bias is the distance to 1/2 of the probability
that 𝑣⊺ ·𝑀 · 𝑒 = 0).

For 𝜆 bits of security, we aim for an advantage of 2−𝜆 in the above experiment. This
abstract game captures the fact that most known attacks on code-based assumptions
(such as information set decoding [Pra62], generalized birthday attacks [Wag02, Kir11],
the BKW algorithm [BKW00, Lyu05], and many more) amount to (are formally equivalent
to) computing a linear function of the syndrome (with coefficients computed solely from
the code matrix) and trying to detect a bias in the output.

Then, if 𝑀⊺ generates a code with a large minimum distance (that is, the map 𝑣 →𝑀⊺𝑣
sends all nonzero vectors to vectors with a “large” Hamming weight, typically 𝛿 ·𝑁 for
some constant 𝛿), it is easy to see that no such attack can possibly succeed: if 𝑣⊺ ·𝑀 has
Hamming weight 𝛿𝑁 , then (𝑣⊺ ·𝑀) · 𝑒 has bias approximately 𝛿𝑡. Setting 𝑡 = 𝜆/ log(𝛿)
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suffices to get 𝜆 bits of security. Given this observation, proving resistance against most
standard attacks on code-based assumptions amounts to proving a bound on the minimum
distance of the code generated by 𝑀⊺, which [BCG+22] does:

Lemma 3. Fix a parameter ℓ = 𝜔(log 𝑁). The code generated by the rows of 𝑀 = 𝐻 ·Δ5𝑁

has minimum distance at least Ω(𝑁), with probability at least 1−𝑁−𝜔(1) over the choice
of 𝐻.

A more precisely quantified version of this lemma is given in [BCG+22, Theorem 3.10].
From there, the authors suggest conservative parameters, chosen to match the parameters
for which the theorem guarantees 128 bits of security against linear tests, and aggressive
parameters, based on the (empirically observed) assumption that the code generated by
𝑀 has much better minimum distance than guaranteed by the (somewhat loose) analysis.
However, the minimum distances heuristically assumed to hold have been invalidated in a
follow-up work [RRT23]. Recent works have relied on an updated version of the agressive
parameter set, where ℓ = 7 is replaced with ℓ = 11; we report this choice in the challenge
parameter sets.

7.3 Parameters
Two sets of parameters are provided for a security level of 𝜆 = 128, one that can be
considered as standard and an agressive one. These are summarized in Table 5.

Table 5: Suggested parameters for the EALPN wPRF as targets for cryptanalysis.
𝑡 ℓ 𝑁

85 3 ln(5𝑁) 245

660 11 245

7.4 Algorithmic Description
Algorithm 8 provides an algorithmic description of the EALPN wPRF.

Algorithm 8 The EALPN wPRF
Parameters: integers 𝑁 , 𝑡, ℓ, 𝑤 = ⌈ 5𝑁

𝑡 ⌉

Input: 𝑥 = ((𝑥1, 𝑥′
1), . . . , (𝑥ℓ, 𝑥′

ℓ)) ∈ (𝒵*
𝑤 ×𝒵*

𝑡 )ℓ; 𝑘 = (𝑘1, . . . , 𝑘ℓ) ∈ (𝒵𝑤)ℓ

𝑟 ← 0
for 𝑖 = 1 to ℓ do

if 𝑥𝑖 ≥ 𝑘𝑥′
𝑖

then
𝑟 ← 𝑟 + 1

end if
end for
return 𝑟 mod 2

8 Conclusion
The goal of this Systematization of Knowledge (SoK) article was to unify and present
four distinct families of weak pseudo-random functions (wPRFs) under a common lens.
These families of wPRFs have emerged from the theoretical cryptography community in
response to various application needs. Despite their differing origins, all the constructions
we examined share a common characteristic: they are shallow, typically consisting of a
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Table 6: A summary of the wPRFs we present. The “†” symbol means the primitive is
now considered unsafe, while “‡” indicates an “aggressive” set of parameters. The data
limit for all such functions is at least 240, and the intended security level at least 128 bits.
“NL op.” refers to the non-linear operation.

Description Spaces max
NL op. Best attack

Name Use Case Ref. Input Key Output data

Alternating
MPC

[BIP+18]
𝒵384

2 † 𝒵384
2 †

𝒵2 244.5

mod ad hoc
𝒵768

2 𝒵768
2

Moduli [DGH+21]
𝒵256

2 ‡ (𝒵256
2 )256‡

𝒵81
2 240

𝒵320
2 (𝒵320

2 )320

Goldreich’s
(T)FHE

[YGJL22]

𝐴1024
5 𝒵1024

2 𝒵2 1176

𝑃5

linearization,

PRG

𝐴2048
5 𝒵2048

2 𝒵2 4389

algebraic

𝐴4096
5 𝒵4096

2 𝒵2 19893

[ABBS25]
𝐴8192

5 𝒵8192
2 𝒵2 45387 𝑃5

𝐴1024
5 𝒵1024

2 𝒵2 220 XOR4-MAJ7

[BCM+24]
𝐴512

5 𝒵512
2 𝒵2 240.5 XOR10-MAJ64

[FLLL24]

[CDD+24]
𝐴894

5 𝒵894
2 𝒵2 233.33

XOR10-MAJ64
𝐴2048

5 𝒵2048
2 𝒵2 233

VDLPN,

MPC [CD23]

𝒵5860
2 𝒵5860

2 𝒵2 220

∧
Syndrome

VDLPN′,
𝒵8400

2 𝒵8400
2 𝒵2 225

decoding

VDLPN*,
𝒵11400

2 𝒵11400
2 𝒵2 230

VDLPN′* 𝒵14735
2 𝒵14735

2 𝒵2 235

𝒵18840
2 𝒵18840

2 𝒵2 240

EALPN MPC [BCG+22]
(𝒵*

240.9 × 𝒵*
85)142 (𝒵*

240.9 )142

𝒵2 245 <
(𝒵*

238 × 𝒵*
660)11‡ (𝒵*

238 )11‡
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single round of computation. Moreover, they operate within weakened security models
when compared to standard PRFs or PRPs, notably by restricting the attacker from
choosing inputs. More importantly, the inputs to these primitives are sampled uniformly
at random.

This uniform randomness of public inputs, combined with the small domain sizes
typically proposed, makes differential cryptanalysis largely impractical in this context. As
a result, the main attack strategies that remain applicable seem to be linear cryptanalysis,
based on exploiting statistical biases in (linear combinations of) the output, and algebraic or
combinatorial techniques. However, the field currently lacks a comprehensive understanding
of how effective such attacks can be in practice.

In particular, a more comprehensive combinatorial analysis is needed to characterize
the conditions under which an attack may succeed based on properties of the public inputs.
Indeed, attacks may become feasible when public inputs fall within certain “bad” subsets.
Identifying and understanding the structure of these subsets is an interesting and important
research direction.

More broadly, there is a remarkable lack of systematic cryptanalysis in this weak-
function setting. Security claims for these constructions often rely on heuristic or partial
evidence, and the distinction between exponential and polynomial-time attacks becomes
blurred once concrete parameters are fixed. Despite this, many of these primitives are
being integrated into advanced cryptographic protocols and proposed for real-world de-
ployment. We therefore encourage the symmetric cryptography community to analyze
these constructions, and aim to facilitate this task by providing reference implementations
for each of them. Targeted and rigorous cryptanalysis is essential before these primitives
can be confidently used inside high-level protocols. Bridging the gap between theoretical
proposals and concrete security evaluation is not just desirable, it is necessary to ensure
the security of the advanced protocols that build upon them.
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