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Dark patterns are design practices that undermine users’ ability to make autonomous and informed choices in digital experiences. The
EU Digital Services Act (DSA) seeks to protect users from such designs and their effects, with Article 25 prohibiting three autonomy
violation types: deception, manipulation and distortion/impairment. Demonstrating such regulatory violations, however, requires
design-oriented reasoning necessary to articulate why an observed design practice constitutes a specific autonomy violation type. This
paper maps 59 known dark patterns onto the three autonomy violation types from the DSA and identifies eight new design factors
which can help determine when a dark pattern violates autonomy. Our mapping of dark patterns to autonomy violations grounds
ongoing regulatory debates in design while opening pathways for translational research that reimagines how HCI engages with the
governance of design practices.
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1 Introduction

Commonly referred to as “dark patterns”, 1 deceptive, manipulative, or coercive design practices are used in digital
systems to increase revenue, maximize user engagement, and collect personal data. These practices impact user autonomy
and influence users into making decisions they did not intend, or decisions against their best interests [4, 5, 44, 63].
Dark patterns are highly pervasive: 95% of mobile apps [25] and over 10% of global e-commerce websites [62] feature

1Inspired by the recent workshop on dark patterns at ACM CHI 2024 [43], we adapt the workshop’s statement on the usage of the term “dark patterns”. We
use this term to connect our efforts to prior scholarship across domains and legal codified concepts, recognizing that other terms, notably “deceptive design”
or “manipulative user interface design,” are also used but do not yet encapsulate the broad remit of practices or concepts from academic or regulatory
perspectives. Though we retain this term in the absence of a fully-encompassing replacement, we direct readers to the knowledge that ACM Diversity
and Inclusion Council now includes the term “dark patterns” on a list of problematic terms (https://www.acm.org/diversity-inclusion/words-matter).
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2 Ahuja et. al.

at least one dark pattern. Similarly, an EU Commission report [59] found evidence of dark patterns in 97% of the
200 most popular apps and websites across the EU. Such patterns appear in many different contexts: in the web and
mobile apps [25, 49], e-commerce [62, 67], social media [64, 65, 76], privacy interfaces [11, 46, 50], games [36, 84], voice
interfaces [70] and video streaming platforms [17]. More recent research has analysed and measured the immediate
effect of dark patterns on end users’ behavior within digital systems, such as within consent banners [9, 12, 35, 48, 51, 68],
video-on-demand platforms [77] or even specific interfaces for children [78]. While the body of literature on dark
patterns is continuously growing [42], various definitions of dark patterns types have been proposed in various contexts.
To standardise these definitions into a unified body of knowledge, Gray et al. [47] harmonized multiple taxonomies of
dark patterns spanning those from regulators [18, 31, 37, 59, 69], academia [11, 44, 58, 62], and industry practice [15, 16]
into a unified hierarchical ontology of dark patterns [47]. This ontology will be considered as a fundamental body of
knowledge in our paper, even though it is possible to extend the existing ontology with new types of dark pattern
practices.

As regulators around the world increasingly draft policies for digital technologies, the demand grows for technologists’
subject matter expertise and for translational frameworks that can define concepts across disciplinary boundaries.
Within this space, HCI has a critical role to play in articulating how technical design practices intersect with regulatory
concerns and in shaping tools that make such reasoning actionable. Though prior laws may have jurisdiction over some
aspects of modern technologies, more recent laws often target specific practices discovered in scholarship. One such
example is the EU Digital Services Act (DSA) [27]2, which prohibits the use of dark patterns in online platforms. Article
25 of the DSA states that “[p]roviders of online platforms shall not design, organise or operate their online interfaces in a

way that deceives or manipulates the recipients of their service or in a way that otherwise materially distorts or impairs the

ability of the recipients of their service to make free and informed decisions.” This provision is further concretised by Recital
67, which explicitly mentions the term dark patterns, and contains the motivations, definitions and examples relevant to
Article 25 [74]. Most importantly, this Recital mentions more directly the ability of recipients of a given service to make
autonomous and informed choices or decisions. Both the Article and the Recital scope autonomy as a protected value in
the context of dark patterns. Autonomy loss refers to the user’s lack of capacity to have meaningful control over their
choices and make free, informed, and meaningful choices or decisions [55]. Further, interdisciplinary interpretations of
these provisions reveal that the DSA prohibits dark patterns by explicitly protecting user autonomy [39], articulating
three different types of autonomy violations (deception, manipulation, and distortion/impairment) [74], and providing
examples of potentially prohibited practices. Given that the European Commission can impose fines of up to 6% of the
online platform’s global revenue for significant breaches of the DSA3 [27], clear reasoning is imperative for asserting
that a given practice constitutes an autonomy violation.

With a wide variety of dark patterns present in many different contexts, it remains a challenge to map observed
design practices to the autonomy violations outlined in such legal provisions [13, 54]. Therefore, there is a challenge in
mapping observed design practices in different contexts to specific violations outlined in the DSA Article 25. Thus, we
argue for methodologies and frameworks to help both regulators and industry reason about dark patterns in terms of
the three prohibited autonomy violation types. Moreover, there is a need not only in determining if a given design
practice violates user autonomy, but also in identifying the type of autonomy violation(s), bridging this reasoning closer
to the legal provisions of the DSA. In this paper, we investigate the following research questions:

2Entered into force February 17, 2024.
3As per Article 52, paragraph 3.
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RQ1: How do the dark patterns from Gray et al. [47] unified ontology map to autonomy violation types from
Article 25 of the DSA?

RQ2: What design factors contribute to the reasoning about autonomy violations within dark pattern practices?
RQ3: How can the identified factors be applied to determine autonomy violations for any given design practice?

To answer these questions, we first qualitatively analyse the definitions of dark patterns from the Gray et al. [47]
ontology in several iterative rounds, mapping them to three autonomy violation types from the DSA [74] in § 4.1. This
mapping can enable regulators and platforms with a systematic tool to scrutinize known dark patterns and pinpoint
precisely how and where these violate DSA provisions strengthening oversight and enforcement. Second, we further
analyse the corpus of dark patterns to identify factors contributing to each identified autonomy violation. As a result,
we identified 8 design factors consisting of dark patterns’ design traits that establish the reasoning for why that pattern
may constitute a given autonomy violation (see § 4.2). Third, we articulate our reasoning to justify each dark pattern’s
autonomy violation types and contributing design factors in § 4.3. This reasoning forms one of the core findings of our
work, wherein we describe the contributing mechanism of influence for each of the 59 dark patterns which leads to a
particular autonomy violation.

We contribute our mapping of DSA autonomy violations to dark patterns and associated design factors as a framework
enabling scholars, regulators, and industry practitioners to systematically analyze any design practice. We then
demonstrate our framework’s extensibility, as applied to new and emerging attention capturing deceptive practices
recently identified by Monge Roffarello et al. [66] in § 5.1, as well as to an ongoing legal case in the EU against dark
patterns in § 5.2.

By identifying the underlying design traits of dark patterns, we contribute to HCI scholarship, towards the develop-
ment of shared concepts and a shared understanding of why certain types of designs may constitute dark patterns.
Further, our work aligns dark patterns knowledge to a legal framework of autonomy violations, aiming to aid both
regulators’ enforcement and platform or designer compliance with the DSA in the European Union.

2 Background and Related Work

In this section, we review related work on dark patterns taxonomies and conceptualisations of “user autonomy” in the
dark patterns context, as well as dark pattern regulation and enforcement. We then situate this work within broader
literature.

2.1 Conceptualising Dark Patterns

2.1.1 Taxonomical Work. Since the term “dark patterns” was coined in 2010 [14], literature has identified and tax-
onomised dark patterns in various contexts. Brignull’s original taxonomy was created as a practitioner-led work
of awareness, proposing 12 dark patterns [14]. Zagal et al. [84] proposed a taxonomy of 7 dark patterns in games,
categorised based on three broad intents, depending on whether they influence the user into expending time, money, or
social capital. Bösch et al. [11] proposed a taxonomy of 7 privacy related dark patterns, while Mathur et al. [62] identified
15 dark patterns in e-commerce. Gray et al. [44] conducted one of the first harmonization efforts, creating a high level
taxonomy of dark patterns inclusive of patterns from Brignull [14] and Bösch et al. [11]. Gray et al. [44] proposed 5
primary dark patterns, articulating strategic motivators behind such design practices. In addition to academic literature,
regulatory sources have also proposed taxonomies of dark patterns, such as the European Commission [59], European
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Data Protection Board (EDPB) [31], Organization for Economic Co-operation and Development (OECD) [69], United
Kingdom’s Competition and Markets Authority (CMA) [18], and United States’ Federal Trade Commission (FTC) [37].

A recent comprehensive ontology of dark patterns by Gray et al. [47] unites ten taxonomies of dark patterns from
academic, regulatory and practioner sources into three hierarchical levels. This ontology articulates systematic dark
patterns definitions across 5 high-, 25 meso-, and 34 low-level patterns. The high-level consists of design strategies that
characterize the broad nature of the influence afforded by a dark pattern. On the other hand, the low-level specifies
the means of execution, potentially describing visual and/or temporal design elements that influence user decision
making or choice. The high-level is the most abstract form of knowledge, while the low-level dark patterns are often
context-specific. The meso-level bridges the high- and the low-levels by describing the angle of attack, i.e., the specific
approach used to influence users and to undermine their decision making or choice.

2.1.2 Autonomy Risks. Dark patterns pose an acute cost to user autonomy and welfare, particularly for those with
low digital literacy [58, 63]. Mathur et al. [63] analysed 19 definitions of dark patterns from literature, several of which
included their tendency to ‘confuse’, ‘deceive’, ‘exploit’, ‘manipulate’, ‘mislead’, ‘steer’, and ‘trick’ users, implying a
violation of user autonomy. The literature review on harms caused by dark patterns [75] shows that loss of autonomy is
a potential harm in itself, which is further correlated to additional harms and consequences, such as financial losses, loss
of privacy, cognitive burden or social media addiction and conducive to a range of other harms. Autonomy concerns
echo nearly all of dark patterns literature, with scholars working to articulate these. Ahuja and Kumar [4] analysed
151 dark patterns from literature and found that these designs can potentially undermine four different aspects of
autonomy: agency, freedom of choice, control and independence. They defined each aspect of autonomy, mapping 151
patterns to seven specific autonomy concerns: inadequate information, biased evaluation, insufficient deliberation,
restricted options, pressure to conform, lack of control, and compulsions. Mathur et al. [63] also recognized autonomy
harms, and categorised dark patterns based on their design attributes: (a) those which modify users’ decision space
(asymmetric, restrictive, disparate treatment, covert); and (b) those which manipulate users’ information flow (deceptive,
information hiding). Despite all these efforts, defining autonomy remains challenging, as its meaning shifts across
disciplinary and regulatory contexts.

2.2 Regulating and Enforcing Against Dark Patterns

A 2022 EU Commission report [59] found that “97% of the most popular websites and apps used by EU consumers
deployed at least one dark pattern”. In the EU, several regulations protect users from dark patterns and their effects.
Existing regulations already apply in specific contexts: for instance, dark patterns in e-commerce can be covered by the
Unfair Commercial Practices Directive (UCPD) [80], whereas data collection interfaces are governed by the General Data
Protection Regulation (GDPR) [40]. Recently, several new EU regulations such as the DSA [27], DMA [26], Data Act [24]
and AI Act [6] explicitly prohibit dark patterns, taking a formal stance against this design phenomenon. Nevertheless, all
these legal provisions operate in different digital contexts (for example, DSA only covers “online platforms” while DMA
targets “gatekeepers” and aim to protect users from different types of harms and within various visibility spectrums [57,
Table 3][75]. Globally, other nations have also begun to issue formal prohibitions against the use of dark patterns. In
the U.S., state privacy regulations explicitly ban dark patterns [1–3], while both state and federal rules may already
have jurisdictional coverage (e.g. §5 of the FTC Act [22], which mandates the FTC to counter unfair and deceptive trade
practices writ large).

Manuscript submitted to ACM
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2.2.1 Understanding DSA Article 25. Within the EU, the DSA is likely to encompass most online digital systems under
its definition of “online platforms” [27, Art.3(i)]4. Article 25(1) of the DSA prohibits dark patterns in online platforms,
stating that: “[p]roviders of online platforms shall not design, organise or operate their online interfaces in a way that

deceives or manipulates the recipients of their service or in a way that otherwise materially distorts or impairs the ability of

the recipients of their service to make free and informed decisions.” Following the interpretation of these concepts from a
philosophy, law and HCI lens, Santos et al. [74] identified three different types of autonomy violations in the context of
dark patterns prohibited by this law: deception, manipulation and distortion/impairment. We discuss these types further
in § 3.1, as these three form our autonomy violation codebook. Santos et al. [74] describe the deception violation type
as including design practices which create user perceptions that do not correspond to reality (i.e., false beliefs). The
manipulation violation type includes design practices which have a steering effect on users’ choices and decisions in a
certain direction (potentially by bypassing due deliberation, or through trickery or pressure) – without being rationally
persuasive, or deceptive; or coercive. Finally, the distortion/impairment violation type in Santos et al. [74] includes
design practices which force or constrain users’ choices and options.

These interpretations of the three autonomy violation types align with Benjamin Raue’s legal commentary on DSA
Article 25 [73]. This commentary describes deception as equivalent to giving an inaccurate impression, and manipulation
as way to steer users, such as by steering their attentional or automatic decision making processes. The author argues
that the transition from deception to manipulation is fluid and a clear distinction is often neither possible nor necessary.
Similar to Santos et al. [74], Raue [73] also treats distortion and impairment as equivalent terms, which include designs
that prevent or significantly impede users’ freedom to make decisions in accordance with their preferences. This not
only includes designs in which such freedom is completely suspended or eliminated, but also where obstacles are
introduced to curtail this freedom.

2.2.2 Enforcing Against Dark Patterns. Recent enforcement actions show the growing regulatory focus on dark patterns
across platforms and laws worldwide, illustrating both the momentum to curb manipulative practices and the early
impact of the EU’s DSA. Key cases from the EU and US illustrate how authorities are tackling these issues in practice. In
the European context, from a consumer and competition law perspective, the European Consumer Organisation (BEUC)
together with 25 members from 21 countries filed a complaint against SHEIN in June 2025 for multiple dark pattern
practices, prompting the EU Commission to flag violations of consumer law [8, 30]. Similarly, the Polish Competition
and Consumer Authority in 2024 fined Amazon €8 million in 2024 for misleading consumers about the conclusion of
sales contracts on its online marketplace [81]. From a data protection view, Italy’s data protection authority issued a
€300,000 GDPR fine against a digital marketing company for using dark patterns to collect user consent [38]. Under the
DSA, in May 2024, BEUC and 17 national consumer groups filed a complaint against Temu for presenting manipulative
interface designs, misleading pricing/discounts potentially violating the DSA [7]. Although penalties are still pending,
formal investigations are underway into X (formerly Twitter) for deceptive "verified accounts" [29], and Meta, for the
use of dark patterns and addictive design features, especially those affecting minors and content recommendation
systems [20].

In the U.S., the Federal Trade Commission (FTC) targeted major companies for using dark patterns. Epic Games
misled minors into unintended in-game purchases without parental consent and faced a $520 million settlement [33].
Vonage made it hard for customers to cancel services, paying $100 million in refunds [32]. Amazon used dark patterns
to enroll consumers in Prime without consent and making cancellation difficult through the multi-step ‘Iliad Flow’ [34].

4Indeed, several cases have recently showed an applicability of DSA to known online systems, such as an ongoing case against Meta since 2024 [20].
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2.3 Comparison to Prior Work

We depart from prior interdisciplinary tech-law scholarship in a few key manners, including the direction of our
analysis (from law-to-design instead of design-to-law), scope, and study design. Gunawan et al. [50] similarly conduct
interdisciplinary tech-law scholarship, but perform literature review and case-law analysis rather than directly engaging
with known dark patterns as we do in this study, and do not take a directional focus. We take a similar approach to
Gray et al. [45], which starts with legal texts (specifically, FTC case documentation) and works in the direction of dark
pattern analysis; they additionally take a narrow focus by inspecting a case against Amazon. Departing from Gray et al.
[45], however, we work with legal scholarship and formal regulation as our starting texts, and instead of focusing on
one platform, we inspect the broader Gray et al. [47] ontology of patterns.

In a prior work, though Mathur et al. [63] map dark patterns to design attributes, these attributes describe broader
design strategies and are not further mapped to specific autonomy concerns; our work conducts the latter. Conversely,
Ahuja and Kumar [4] map dark patterns to specific autonomy concerns grounded in philosophical literature; while our
work is grounded in a legal framework of three autonomy violation types. Recent analyses of DSA Article 25 include
Santos et al. [74] and Raue [73], both of which provide examples of dark patterns per the autonomy violation types.
However, this recent literature does not explain why each specific dark pattern contains a given autonomy violation
type. In this paper, we extend these works further, mapping a comprehensive set of 59 meso- and low-level dark patterns
from Gray et al.’s ontology [47] to these autonomy violations. We also then identify a set of eight design factors, which
can be used by regulators, scholars and companies to identify if and how a design practice violates user autonomy as
outlined in Article 25 provisions. Our research methodology is explained below.

3 Methods

Our research team drew on collective expertise spanning human-computer interaction, computer science, law, and
regulatory practice. Figure 1 summarizes various steps of our qualitative coding methods.

Fig. 1. Methodology used to identify design factors to determine dark pattern autonomy violations
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3.1 Autonomy Violation Definition Selection

We use the three autonomy violation definitions as interpreted by Santos et al. [74], as these are the first dark patterns-
specific autonomy taxonomy explicitly grounded in formal regulation (the EU DSA) and interpreted by legal scholars.
This allows our work to engage directly with extant regulation for immediate impact.

Santos et al. [74] argue that dark patterns can potentially deceive users by making false statements or misleading
statements that imply a falsehood; and also by omitting relevant information. They also note the potential to manipulate
users through interface and/or linguistic design elements that steer users’ perceptions, desires or emotions, without
deceiving them or constraining their options [74]. Finally, Santos et al. [74] note that dark patterns might distort or
impair users’ autonomy by altering their choice set or by altering the conditions associated with available choices (such
as threats, incentives, or unnecessary effort). For the purposes of our analysis and annotation, we take the following
structured definitions of each autonomy violation, in accordance to and inferred from Santos et al. [74]:

• Deception violations deceive, mislead, or otherwise interfere with user perceptions of truth.
• Manipulation violations steer user behavior.
• Distortion/impairment violations constrain user behavior.

Naturally, persuasive technologies and designs all exert some form of influence upon user autonomy. However, as
this paper is specific to the scope of dark patterns, we only interpret these three autonomy violations under the premise
that the examined patterns result in unwanted consequences or harm to the user.

3.2 Dark Patterns Corpus Selection

We strictly utilize the Gray et al. [47] ontology described in § 2.1.1 to center our work, both to align with the broader
dark patterns community and to work with a centralized known resource. We exclude the five high-level patterns
(Obstruction, Sneaking, Interface Interference, Forced Action and Social Engineering) from the analysis, as they are
broad design strategies and do not specify the manner in which a design practice may influence users’ choices or
decision making. Instead, we map the remaining meso- (N=25) and low-level (N=34) patterns to specific autonomy
violations, by analysing the definition of each dark pattern from Gray et al. [47], while using the interpretations of
autonomy from Santos et al. [74] as described in § 3.1. These 59 total patterns thus constitute our corpus of exemplars
for analysis.

3.3 Analysis Procedure

To code these dark patterns systematically and map them to the autonomy violations, we conducted annotations and
related discussions in the following iterative stages:

3.3.1 Initial Autonomy Violation Coding. We conducted this coding round to establish an initial mapping of dark
patterns to the three autonomy violations. Two authors with interdisciplinary expertise in dark patterns independently
coded all 59 patterns using AirTable, assigning one or more autonomy violations to each and documenting their rationale
in brief memos. These two authors then met to discuss all labels, assessing discrepancies in three rounds. For every
round, we recorded instances of perfect agreement and deliberated on discrepancies to reach consensus, producing new
memos to document our joint rationale.

In the first round, we inspected dark patterns that were assigned a single autonomy violation by both coders (N=22).
We were in agreement for 17 patterns, and we discussed the five differing patterns towards consensus, either choosing
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one best-fit violation type or choosing both violation types. For example, Complex Language is a low-level dark pattern
that makes information difficult to understand by using obscure word choices and/or sentence structure [47]. One coder
labeled it as deception, and the other as manipulation. At the discussion stage, we concurred on using both labels, as
the autonomy violation would depend on whether the complex language is potentially misleading (deception), or it
simply discourages the user from engaging with the information provided (manipulation).

In the second round, we inspected dark patterns which were assigned a single label by one coder, but multiple
labels by the other coder (N=22). For these, we noted that the single label assigned by one coder always appeared as
part of the multiple labels assigned by the other coder. We again discussed these patterns towards consensus, either
choosing one or multiple violation types which fit best. For example, Countdown Timer is a low-level dark pattern
which indicates that a deal or discount will expire by displaying a countdown clock or timer [47]. One coder labeled it
as deception, and the other as both deception and manipulation. During discussions, we concurred on using both labels,
as the autonomy violation would depend on whether the timer is fake (deception), or it is genuine but it creates an
undue sense of urgency that steers users towards a purchase (manipulation).

Third and last, we inspected dark patterns which were assigned multiple labels by both coders (N=15). We agreed
upon 13 patterns, and we discussed two differing patterns towards consensus.

3.3.2 Design Factor Identification. Following our discussions in § 3.3.1, we noted common factors arising in our rationale
memos. To explore these further, we conducted an inductive exploration round to identify and enumerate these factors,
and a second deductive round to deepen our coding efforts. For this stage, we excluded the meso-level patterns, as the
meso-level definitions describe only an angle of attack, i.e., the approach used to influence users, but do not specify the
exact means of execution – making it difficult to infer specific design aspects leading to an autonomy violation (even if
the violation type is clear). As such, we identify design factors only for the 34 low-level ontology patterns [47].

Inductive Discovery and Codebook Development. The same two authors coding the violations in § 3.3.1 revisited the
low-level pattern definitions, the autonomy violation labels assigned to them, and rationale memos of both authors.
This time inspecting the reasoning memos, the authors inductively identified and iterated upon the design factors
which contributed to our decision to assign particular autonomy violation label(s) to each dark pattern. We refined
these factors in discussions with all authors, finally identifying a set of eight factors, each of which contributed to a
particular autonomy violation type (Deception – 2 factors; Manipulation – 4 factors; and Distortion/impairment – 2
factors). We categorised these eight factors further into two broad design spaces: Information Space and Choice Space.
We explain these design factors and spaces in § 4.2.

Deductive Codebook Annotation. With this set of eight factors as a codebook, we deductively re-coded each of the 34
low-level patterns. Like § 3.3.1, initial coding was done independently across all patterns in the subset by two authors
via AirTable, with coders assigning one or more design factor and providing a rationale memo. At this stage of coding,
we only labeled design factors for the autonomy violation(s) already assigned to that pattern in § 3.3.1. However, if
authors (inductively) noted the potential for other design factors, and thus the potential for other autonomy violations,
this was documented in the memos and flagged for future discussion.

In total, for 34 low-level patterns, the two authors independently coded 162 binary data points for the presence or lack
thereof of a given factor (Deception: 26 labels x 2 factors; Manipulation: 20 labels x 4 factors; Distortion/impairment: 15
labels x 2 factors). For independently-annotated codes, authors agreed on 136 out of 162 items resulting in Cohen’s Kappa
of 𝑘 = 0.679 representing substantial agreement [19]. Remaining discrepancies were discussed towards consensus.
Manuscript submitted to ACM



Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors 9

3.3.3 Final Autonomy Violation Reasoning. In the final step, we created a textual reasoning structure to justify each
dark pattern’s autonomy violation labels and contributing design factors. For this, we consulted all prior labels and
memos, refining our reasoning and flagging potential changes to the autonomy violation labels for the meso-level
patterns as well (The low-level patterns were flagged for discussion in the previous step described in § 3.3.2). The same
two authors from § 3.3.1 wrote the initial reasoning for each of the 59 dark patterns. We then discussed the reasoning
for all flagged dark patterns with a third author, resulting in changes to autonomy violation labels for 11 out of 59
dark patterns (we added a new autonomy violation to 9 dark patterns and removed an autonomy violation from 2 dark
patterns). Out of these 9 dark patterns where a new autonomy violation was added, 7 were low-level patterns, and
together we identified their contributing design factors. All these changes supplemented our reasoning. Lastly, a fourth
author read through and validated our reasoning for all 59 dark patterns, resulting in no changes to the autonomy
violation labels and only one addition of a contributing design factor in one of the dark patterns. Our final reasoning
structure is explained in §4.3 and the detailed reasoning for all 59 dark patterns is provided in § 7.1 of the Appendix.

4 Results

Our analysis described in § 3.3 resulted in the final mapping of the meso- and low-level dark patterns from Gray et al.
[47] to one or more autonomy violations from Santos et al. [74]; and then to the eight design factors underlying these
autonomy violations. This section describes our results, providing an overview on the different types of mappings of
dark patterns to the autonomy violations (§ 4.1), articulating design factors that determine such violations (§ 4.2) and
presenting the final mapping with the accompanying reasoning for each dark pattern (§ 4.3).

4.1 Mapping Dark Patterns to Autonomy Violations

Overall, out of the 59 dark patterns, 17 mapped to a single autonomy violation and 42 mapped to multiple autonomy
violations, and we discuss several instances of both types below5.

4.1.1 Single Autonomy Violation Type. In our mapping, 17 dark patterns mapped to a single type of autonomy violation,
either deceiving or manipulating or distorting/impairing user autonomy, as illustrated in the following examples:

• Deception violations are associated with 2 meso- and 2 low-level patterns. For example, the Pay-to-PlayL dark
pattern claims that aspects of a service or a product are available via purchase or download, but later charging
users further to actually obtain that functionality [47]. We labeled it as deception – either because of an explicit
false or misleading claim that users can access certain functionality, or because of information being omitted
that users need to pay further to obtain this functionality. Another example is the Conflicting InformationL dark
pattern, which includes two or more sources of information that conflict with each other [47]. We labeled it as
deception – because it implies that at least one source or piece of information is false or misleading.

• Manipulation is associated with 4 meso- and 5 low-level patterns. For example, the Visual ProminenceL dark
pattern places an element relevant to user goals in visual competition with a more distracting and prominent
element [47]. We labeled it as manipulation – as it steers user perception through distracting and prominent
interface elements, hence steering their choices. Another example is the ConfirmshamingL dark pattern, which
frames a choice to opt-in or opt-out of a decision through emotional language or imagery that relies upon shame
or guilt [47]. We also labeled it as manipulation – as it steers users’ choices by associating emotions of shame or
guilt with certain choices.

5In the following examples, we label each dark pattern type with “M” or “L” superscript indicating the type of the pattern: meso- or low-level.
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• Distortion/impairment is associated with 3 meso- and 1 low-level pattern. For example, the GrindingL dark
pattern requires repeated, often cumbersome and labor-intensive actions over time in order to obtain certain
game functionality [47]. We labeled it as distortion/impairment – because the user is either forced to grind or
forced to pay in order to obtain this functionality.

4.1.2 Multiple AutonomyViolation Types. The remaining 42 dark patternsweremapped tomultiple autonomy violations,
out of which 31 were mapped to two violations and 11 to all three violation types. These multiple violations can occur
separately, i.e. one or the other ; or together, i.e. one and the other.

Autonomy violations that occur separately: In some dark patterns, the multiple autonomy violations occur separately,
i.e., one or the other. For example, the Activity MessagesL dark pattern presents users with data about other users’
purchases, views, visits, or contributions [47]. We labeled it as deception – if the information presented is false or
misleading; or manipulation – if the information presented is not false or misleading but framed in a way to create a
sense of urgency. In this example, the dark pattern can either deceive or manipulate.

Autonomy violations that occur together: Other dark patterns may implicate two or all autonomy violations occurring
together. We stratify these into the following cases:

• Autonomy violations that follow a temporal progression: The multiple autonomy violations may follow
a temporal progression in some dark patterns. For example, in the Drip Pricing, Hidden Costs, or Partitioned

PricingL dark pattern, an e-commerce website hides information about full costs of a product or a service [47].
We identified it as deception in the beginning – because of hidden cost information. However, as these costs
are revealed later in the user journey, a user may still be steered towards making a purchase, not wanting to
abandon their progress – because of which the dark pattern is also labeled as manipulation. In this case, the
initial deception transforms into manipulation based on the temporal progression of the user journey.

• Autonomy violations that reinforce each other: Other cases of dark patterns may violate autonomy in
multiple ways that reinforce each other. For example, the Sneak into BasketL dark pattern adds unwanted items
to a user’s shopping cart without their consent [47]. We identify this as distortion/impairment – because items
are added to cart without any user action, whereas removing them requires direct action. At the same time,
there is also deception – because the user is not explicitly informed that such items have been added. Both these
autonomy violations occur together.

• “Additional” autonomy violations: For 15 out of the 42 dark patterns with more than one autonomy violation
labels, we identified that some violations were present only in a specific context or condition (depending on
the task flow surrounding the ‘core’ dark pattern or the exact implementation of the pattern). For example,
extending the case of Sneak into BasketL discussed in the previous point, this dark pattern always forces the user
to take extra action to remove the unwanted item from cart (distortion/impairment) and it always leaves the user
uninformed about these unwanted items (deception). However, conditionally, if the items sneaked into users’
carts are actually tempting, it may steer users towards keeping them at the last minute (manipulation). Hence,
manipulation is the additional autonomy violation depending on the exact item added to cart.

4.1.3 Autonomy Violation Types Across High-level Categories. The distribution of autonomy violations also varies
across the five broad high-level categories in the Gray et al. [47] ontology: Obstruction, Sneaking, Interface Interface,
Forced Action, and Social Engineering. While the resulting labeling of each dark pattern may contain one, two, or all three
Manuscript submitted to ACM
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Fig. 2. Bar chart depicting percentages of patterns including an autonomy violation, grouped by the high-level pattern type

autonomy violations, including “additional” violations, in this section we have included all such autonomy violations
when providing visual representations of our mapping.

Figure 2 presents the normalized percentages of each of the three autonomy violation labels (deception, manipulation,

and distortion/impairment) across these five high-level categories of dark patterns. This stresses Sneaking, Obstruction
and Social Engineering dark patterns to be the most consistent internally; that is, all patterns (100%) within the high-
level category share one of the autonomy violation types: Sneaking patterns all constitute deception, all Obstruction
patterns constitute distortion/impairment, and all Social Engineering patterns constitute manipulation. This indicates the
contextual nature of dark patterns, which is consistent with the findings from Gray et al. [47] regarding the necessity of
a nuanced approach to dark pattern identification. That is, though some types of dark patterns always trigger a specific
autonomy violation, diversity in design choices may result in different autonomy-violative mechanisms.

We note more comparative “diversity” in autonomy violations of the Interface Interference high-level strategy. For
Interface Interference the most prominent autonomy violation is manipulation, in which the interface might steer users
towards specific choices without necessarily hiding or eliminating them (such as Manipulating Choice ArchitectureM).
Deception features secondarily, if the interface is also used to disguise relevant information or choices (such as in
Hidden InformationM) or to create a mismatch between information and action possibilities (such as in Feedforward

AmbiguityM). We find that the Forced Action category is comparably the most diverse in terms of autonomy violations
across all high-level strategies. The most prominent autonomy violation in this category is distortion/impairment, for
example, whenever a user is mandated or pressured to take certain actions. Deception also features secondarily here, as
dark patterns can create a false perceptions, making an action appear mandatory (hence, forced) even when it is not
actually mandatory (such as in Forced RegistrationM). Steering effects for manipulation may also be present, but this
largely depends on the manner in which the pattern is deployed.

Distribution across combination subsets. Figure 3 contains the network graph visually presenting the relationships
between autonomy violations and all 59 dark patterns, with a color coding of each dark pattern based on its high-level
categorisation in the Gray et al. [47] ontology. The graph provides more detail as to the distribution of the autonomy
violations beyond Figure 2 and stresses two main trends: first, that some high-level strategies cluster around certain
combinations of autonomy violations, and second, differences in pairwise frequency.
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Regarding the distribution of strategies within each combination subset, we often note a particular high-level
strategy constituting the majority of the subset. For manipulation-only patterns, the prominent high-level pattern
is Interface InterferenceH with 7/9 patterns; for distortion-only patterns this is Forced ActionH with 3/4 patterns. For
two-violation groups, ObstructionH patterns overwhelm the deception-distortion pair (4/6 patterns). We believe this
affirms the overall internal consistency of most Gray et al. [47] high-to-low mappings and highlights dark patterns
that are comparatively less complicated to reason through, while still acknowledging areas for further tightening dark
pattern conceptualisation.

Out of all potential combinations of the three violations, the manipulation-distortion pair had the fewest (N=2) dark
patterns, with the next-lowest combinations being single-violation groups for deception and distortion with 4 patterns
each. These two patterns are Creating BarriersM and Auto-PlayL, which correspond to separate high-level strategies.
Conversely, the deception-manipulation subset was the largest subset across all possible combinations with 21 patterns
total. We hypothesise that these two extremes stem from conceptual similarity, as in our many iterative discussions it
was far easier to define distortion cases as distinct, whereas deception and manipulation at times seemed to present as
two sides of a continuum of influence (separated only by a severity threshold). Our reasoning in § 7.1 explains how
we delineated deception and manipulation, but we expect this to be an interesting distinction to explore in future
scholarship.

Activity Messages
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Fig. 3. Network graph of relationships between autonomy violations and dark patterns, with nodes colored according to their Gray
et al. [47] high-level pattern type

Manuscript submitted to ACM



Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors 13

4.2 Articulating Design Factors to Determine Dark Pattern Autonomy Violations

As described in § 3.3, after Rounds 1 and 2 of analysis, we identified eight design factors to help determine which of
the three autonomy violation type(s) apply to any observed dark pattern. Each of these eight design factors maps to a
particular autonomy violation (Deception – 2 factors; Manipulation – 4 factors; and Distortion/impairment – 2 factors)
(see §3.3.2). We further categorised these factors into two broad design spaces: the Information Space – influencing users
by altering information – and the Choice Space – influencing users by altering their choices – presented in Figure 4.

Fig. 4. Design factors which help determine the dark pattern autonomy violation type(s)

The Information Space consists of all the information made available to the user by an online platform to support
user choices and decisions. This includes information that pertains to a choice, but also the information about the
existence of a choice itself. It consists not only of textual information, but also iconography, graphics, colors, or any
other form of information and the manner in which it is conveyed to the user. These different aspects of the information
space are categorised into four design factors within our framework. The Choice Space consists of the set of choices and
options made available to the user by the online platform. It consists of the relationship between different choices, i.e., if
some choices are easier or more difficult than others, if some choices are incentivised, and the way the different choices
are presented to the user. We categorise these different aspects of the choice space into four design factors. Together, the
eight factors can help reason about why a particular dark pattern constitutes a particular autonomy violation, as shown
in Figure 4. We describe these design factors and explain how they contribute to the three autonomy violation types.

4.2.1 Deception. We identified two design factors, both in the information space, which can contribute to deception.
These are: Information Availability (IA) and Information Correctness (IC).

(1) Information Availability (IA) is concerned with the presence or absence of relevant information. This includes
information which is relevant to make a choice, but also information about the existence of a choice itself. This
factor is implicated in deception when a dark pattern omits or excludes relevant information entirely; or it does
not provide relevant information at a relevant time or in the relevant context, thus limiting its discoverability.

(2) Information Correctness (IC) is concerned with the truth value of information provided. This includes not just
textual information, but also iconography, graphics, colors, or any other form of information. This factor is
implicated in deception when a dark pattern provides user with information that is false or misleading.
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4.2.2 Manipulation. We identified four design factors – two in the information space and two in choice space – which
can contribute to manipulation. These are: Information Framing (IF), Information Presentation (IP), Choice Simplification

(CS) and Choice Presentation (CP).

(1) Information Framing (IF) is concerned with the framing of information provided. This means that the way
that information is conveyed shapes users’ understanding and perception of choices in one way or another – in
addition to relevant facts. This can include emphasising positive or negative aspects of a choice, creating trust,
or exploting emotions such as guilt, fear, confusion or doubt. This factor is implicated in manipulation when a
dark pattern steers users towards or away from certain choices by conveying information in a certain way.

(2) Information Presentation (IP) is concerned with the presentation of information provided in the interface. This
includes elements of layout, color, order, structure, hierarchy or timing of the information provided. This factor
can also be implicated in manipulation, as dark patterns can use these interface elements to perceptually steer
users towards or away from particular information, without actually omitting any relevant information.

(3) Choice Simplification (CS) is concerned with frictionless or effortless choices that require little or no effort
on part of the user. The absence of friction may steer users towards these choices, even though there are no
constraints or restrictions preventing alternative actions. This factor is implicated in manipulation when the
absence of friction steers users towards certain choices due to reduced reflection or deliberation.

(4) Choice Presentation (CP) is concerned with the presentation of choices in the interface. This includes elements
of layout, color, order, structure, hierarchy or timing of choices presented to the user. This factor can also be
implicated in manipulation, as dark patterns can use these interface elements to perceptually steer users towards
or away from certain choices, without actually omitting any options.

4.2.3 Distortion/impairment. We identified two design factors, both in the choice space, which contribute to distor-
tion/impairment. These are: Choice Availability (CA) and Choice Effort (CE).

(1) Choice Availability (CA) is concerned with the presence or absence of relevant choices. This includes restrictions
on the user’s choice set by omitting relevant choices, or by mandating or forcing a user to perform certain actions.
It also includes pre-selecting or executing a choice on behalf of the user without any user action. This factor is
implicated in distortion/impairment, as it causes a user to act unwillingly or involuntarily, or prevents them
from choosing their desired course of action.

(2) Choice Effort (CE) is concerned with the effort required to make relevant choices. This includes making certain
choices unreasonably difficult or effortful, in terms of time, number of steps, or any other form of effort. This
factor is implicated in distortion/impairment, when it causes a user to unwillingly choose the easy course of
action, even if they are aware of alternate choices.

4.3 Mapping dark patterns to autonomy violations and design factors

Following our deductive codebook annotation procedure described in § 3.3.2, we have finalized both labels for each
meso- and low-level dark pattern: autonomy violations and contributing design factors. Table 1 presents the resulting
mapping of dark patterns to autonomy violations, along with the contributing design factors identified for the low-level
patterns. Autonomy violations are organized according to their relationship with a given dark pattern. When a pattern
consistently results in a violation type, the violation is listed directly. When the violation arises only conditionally or
contextually, it is marked as “additional” (see § 4.1.2) and shown in curly braces.
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Table 1. Mapping of meso- and low-level dark patterns [47] to autonomy violation types [74] and their associated design factors.
Dec = deception, Man = manipulation, Dis = distortion/impairment. Design factors are shown in gray (e.g., IA = “Information
Availability”). Additional autonomy violations with associated design factors are shown inside curly brackets { }.

High-level Pattern Meso-level Pattern Low-level Pattern

Obstruction

Roach Motel Dis
Immortal Accounts Dis CA CE { Dec IA IC }
Dead End Dec IA IC Dis CA CE

Creating Barriers Dis Man
Price Comparison Prevention Dis CE Dec IA IC

Intermediate Currency Dis CA Dec IA Man IF CS

Adding Steps Dis { Dec } Privacy Maze Dis CE { Dec IA }

Sneaking

Bait & Switch Dec Dis Disguised Ad Dec IA IC Man IP

Hiding Information Dec Man

Sneak into Basket Dis CA Dec IA { Man CP CS }
Drip Pricing, Hidden Costs, or Partitioned Pricing
Dec IA IC Man IP

Reference Pricing Dec IC Man IF IP

(De)contextualising Cues Dec Man
Conflicting Information Dec IC

Information without Context Dec IA Man IF IP

Interface Interference

Manipulating Choice Architecture Man

False Hierarchy Man CP

Visual Prominence Man IP CP

Bundling Dec IA Man IP CP Dis CA

Pressured Selling Man IP CP CS { Dec IA }
Bad Defaults Dis Man { Dec }

Emotional or Sensory Manipulation Man
Cuteness Man IF IP

Positive or Negative Framing Man IF IP CP

Trick Questions Dec Man

Choice Overload Man

Hidden Information Dec

Language Inaccessibility Man Dec
Wrong Language Dis CA { Dec IA }
Complex Language Man IF Dec IC

Feedforward Ambiguity Dec

Forced Action

Nagging Dis

Forced Continuity Dis { Dec Man }
Forced Registration Dis Dec Man

Forced Communication or Disclosure
Dis Dec Man

Privacy Zuckering Dis CA Dec IA IC { Man IF IP }
Friend Spam Dis CA { Dec IA IC Man IF IP }
Address Book Leeching Dis CA Dec IA IC { Man IF IP }
Social Pyramid Dis CA { Dec IA IC Man IF IP }

Gamification Dis
Pay-to-Play Dec IA IC

Grinding Dis CA CE

Attention Capture Man { Dec } Auto-Play Man CS { Dis CA CE }

Social Engineering

Scarcity and Popularity Claims Dec Man High Demand Dec IC Man IF IP

Social Proof Man { Dec }
Low Stock Dec IC Man IF IP

Endorsements and Testimonials Man IF IP Dec IC

Parasocial Pressure Man IF IP Dec IC

Urgency Dec Man

Activity Messages Dec IC Man IF IP

Countdown Timer Dec IC Man IF IP

Limited Time Message Dec IA IC Man IF IP

Shaming Man Confirmshaming Man IF

Personalization Man Dec
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Intriguingly, the autonomy violation labels of low-level dark patterns generally but do not always match with those
for corresponding meso-level patterns. In some cases, the low-level patterns may have more autonomy violation labels
than the meso-level, because the low-level definition often describes additional and specific means of execution, making
it possible to infer more autonomy violations. For example, Roach MotelM is assigned only the distortion/impairment
label, whereas two of its low-level patterns (Immortal AccountsL and Dead EndL) have also been assigned the deception
label. In fewer cases, there are meso-level patterns (such as (De)contextualising CuesM), whose definition is a summation
of its low-level patterns (Conflicting InformationL and Information without ContextL). Therefore, the low-level patterns
might have fewer autonomy violation labels, as each of them cover only a partial aspect of the meso-level pattern.
Overall, though we noted these quirks after reviewing patterns altogether, we first prioritise adherence to the ontological
text and analyse each definition as a standalone dark pattern. Thus the meso- to low-level mismatches in Table 1 are
left intentionally as such.

The exact reasoning supporting the assignment of the autonomy violations and the design factors for the 59 meso-
and low-level dark patterns is reported in the Appendix (§7.1). Though we did not aim to create a unified reasoning
structure for each dark pattern that explains our mappings, we have still tried to make such reasoning consistent
across patterns. Through our process, we have considered important not only to describe which autonomy violations
each dark pattern constitutes, but also, whenever possible, the expectation of the user and the mismatch between this
expectation and what has happened, similarly to the logic behind the original definitions of dark patterns by Gray et al.
[47, §5]. Nevertheless, though original definitions of dark patterns from Gray et al. [47] implicitly contained references
to deception or manipulation or distortion/impairment, these autonomy violation types were not clearly labeled and
unsupported by the reasoning of design factors – a gap we have started closing with this work.

Based on our iterative generation of the reasoning with four contributing co-authors described in § 3.3.3, we have
identified the common structure for the reasoning described below. This structure differed for patterns with only a single
autonomy violation type from those with multiple types (see § 4.1). For each autonomy violation type, we identified the
“Contributing Mechanism of Influence”, which is by nature different, depending on the autonomy violation type, and is
inspired by the interpretations of Santos et al. [74], presented in § 3.1. As such, for deception, the mechanism would
explain if a dark pattern omits information or provides false or misleading information, thus creating a false perception for
the user. For manipulation, the mechanism explains how a dark pattern steers user choices. For distortion/impairment, the
mechanism explains how a dark pattern constrains user choices. Additionally, for low-level patterns, the “Contributing
Mechanism of Influence” also utilises the eight contributing design factors to describe the reasoning underlying the
autonomy violations (see § 4.2), such as “Information Correctness” labeled accordingly with IC .

For each dark pattern, we take inspiration from the its original definition from Gray et al. [47] and describe the
mechanism causing the appearance of the claimed autonomy violation. However, we do not aim to claim that mapping
these dark patterns to autonomy violations always means that they must be prohibited under DSA Article 25. For
example, some dark patterns may be covered under the GDPR or the UCPD, as discussed in § 2.2, whereas others may
not surpass the threshold of scale or severity required for regulatory prohibitions. Therefore, our mappings demonstrate
the autonomy violation potential for each dark pattern, without making any arguments for legal prohibitions, which
would depend on the exact context and the exact implementation of a design.

4.3.1 Single Autonomy Violation Type. For dark patterns with a single autonomy violation type (see § 4.1.1), we
identified the following structure:

{Dark Pattern} constitutes {Autonomy Violation} as {Contributing Mechanism of Influence}.
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For example, the Choice OverloadM original definition from Gray et al. [47] is: “[it]subverts the user’s expectation that
the choices they make should be understandable and comparable, instead providing too many options to compare
or encouraging users to overlook relevant information due to the volume of choices provided.”. Our reasoning is the
following:

Choice Overload constitutes manipulation as it steers users towards particular choices or options by
increasing the volume of available choices, leading users to overlook some options or relevant information
about these options.

Another example is the Pay-to-PlayL pattern, which “initially claim[s] that aspects of a service or product are available
via purchase or download, but then later charging users to actually obtain that functionality. As a result, the user
incorrectly assumes that a service or product will allow them certain functionality, leading to them downloading or
purchasing the product or service under false pretenses.” [47] Our reasoning, detailed below, illustrates how multiple
design factors may contribute to a single autonomy violation:

Pay-to-Play constitutes deception as it omits information (factor IA ) or provides false or misleading
information (factor IC ) to create a false perception that a certain functionality of a product or a service is
available via purchase or download, whilst later charging users additionally for that functionality.

4.3.2 Multiple Autonomy Violation Types. For dark patterns with more than one autonomy violation type (see §4.1.2),
we identified the following structure:

{Dark Pattern} constitutes {First Autonomy Violation} and[/or] {Second Autonomy Violation}.
There is {First Autonomy Violation} as/if {Contributing Mechanism of Influence}.
There is {Second Autonomy Violation} as/if {Contributing Mechanism of Influence}.

For example, Creating BarriersM “subverts the user’s expectation that relevant user tasks will be supported by the
interface, instead preventing, abstracting, or otherwise complicating a user task to disincentive user action.” [47]. Our
reasoning is explained below, with the two autonomy violation types separated by an “and/or”, indicating that the
violations could occur separately or together (as explained in §4.1.2):

Creating Barriers constitutes distortion/impairment and/or manipulation. There is distortion/impairment if
it constrains user choices by preventing certain tasks or by making them unreasonably difficult or
complicated. There is manipulation if it steers user choices by preferring or prioritizing certain tasks in
the interface, without any constraints or restrictions.

Another example is Reference PricingL, which “include[s] a misleading or inaccurate price for a product or service that
makes a discounted price appear more attractive. As a result, the user is misled into believing that the price they pay is
discounted, leading them to make a decision to purchase a product or service on false pretenses.” [47]. Our reasoning
is explained below, with the two autonomy violation types separated by “and”, indicating that both violations occur
together (as explained in §4.1.2):

Reference Pricing constitutes deception and manipulation. There is deception as it provides false or
misleading information about the ‘original’ price of a product or service (factor IC ). There is manipulation

as it steers users towards a purchase, because the false original price frames the ‘actual’ price as discounted
in comparison (factor IF ), often accompanied by aesthetic or visual cues highlighting this discount (factor
IP ).
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4.3.3 Additional Autonomy Violations. For both meso- and low-level patterns, we identified cases where an autonomy
violation occurs only under specific contexts or conditions (see § 4.1.2). In such cases, we add an additional statement in
the reasoning, labeled Additional autonomy violation, which is appended after the main reasoning text and follows the
structure described below:

Additional autonomy violation: There is also a possibility of {Autonomy Violation} if {Additional
Contributing Mechanism of Influence}.

For example, the Sneak into BasketL “add[s] unwanted items to a user’s shopping cart without their consent. As a
result, a user assumes that only the items they explicitly added to their cart will be purchased, leading to unintentional
purchase of additional items.” [47] Our complete reasoning, including additional autonomy violation, is as follows:

Sneak into Basket constitutes distortion and deception. There is distortion/impairment as it constrains user
choices by adding items to users’ cart without any user action, whereas removal of these items necessitates
direct action (factor CA ). There is deception as it omits explicit information that such items have been
added (factor IA ).
Additional autonomy violation: There is also a possibility of manipulation if it steers users towards a
purchase through last minute presentation of potentially tempting items in the cart (factor CP ) and the
reduced friction in adding them to cart (factor CS ).

5 Utilising and Extending the Framework

Herein we discuss how our framework can be applied to dark patterns that are currently not represented in the ontology
of Gray et al. [47]. Indeed, Gray et al. [47] posited that the dark patterns ontology is inherently extendable, supporting
both the addition of new patterns and strengthening contextual or domain specific examples of existing patterns. In
this section, we demonstrate that our framework is intended as a complement to extant ontologies and taxonomies, and
may similarly be applied to new patterns as they are identified. First, we analyse in §5.1 the case of attention capturing
deceptive practices, which extend the ontology of dark patterns, as well as are of interest to both EU regulators and
upcoming EU law. Then, in §5.2, we apply our framework to an ongoing EU Commission investigation under DSA
Article 25, demonstrating the usefulness of our approach in reasoning about specific dark pattern cases.

5.1 Beyond the Ontology: Attention Capturing Design Practices

Monge Roffarello et al. [66]6 identified that attentional harms have not been covered extensively in the existing
taxonomies and ontologies of dark patterns. Monge Roffarello et al. [66] conduct a systematic literature review
conceptualising Attention Capture Deceptive Patterns (ACDPs): patterns that lay “at the intersection of damaging design
patterns and digital wellbeing” and are defined as “recurring pattern[s] in digital interfaces that a designer uses to exploit

psychological vulnerabilities and capture attention, often leading the user to lose track of their goals, lose their sense of time

and control, and later feel regret” [66, § 3.1]. This work identifies 11 ACDPs observed primarily in social media platforms
but also present in games and video streaming services. The 2023 EU Parliament resolution [71] also emphasizes that
many digital services are deliberately designed to prolong user engagement by exploiting psychological vulnerabilities

6Through this work occurred prior to the Gray et al. [47] ontology, this work was not considered as a source for the ontology and we have noticed many
patterns that can extend the ontology.
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– what the EU Parliament refers to as “addictive design”. The EU Parliament report [72] leading to this resolution
explicitly mentioned eight of these 11 design practices.7

In this section, we demonstrate the practical utility of our framework to these timely and understudied attention
capture damaging patterns (ACDPs). To illustrate the use of our reasoning for such dark patterns that extend the Gray
et al. [47] ontology, we first analyse the definitions of the 11 ACDPs from Monge Roffarello et al. [66] to identify which
of them map to existing dark patterns within the ontology, and which may warrant extending the ontology. We find
that three out of 11 practices – Neverending Autoplay, Disguised Ads and Recommendations, and Grinding – either
completely or largely match with existing dark patterns in the ontology. For these, we draw on the mappings presented
in Table 1 to identify the associated autonomy violations and design factors. We analyse the remaining eight design
practices based on the original interpretations of autonomy violations from Santos et al. [74] (see §2.2.1) and design
factors we identified in Section §4.2 respectively. This analysis was done independently by one of the authors and
verified by two other authors, and we held discrepancy discussions until consensus.

Table 2 presents the final mapping of these 11 ACDPs to the Gray et al. [47] ontology, as well as to the autonomy
violations and design factors. As we analyse the definitions of the 11 ACDPs from Monge Roffarello et al. [66], we find
slight mismatches in the autonomy violations and design factors mappings between Table 2 and our previous results in
Table 1. For example, according to Monge Roffarello et al. [66], the Grinding dark pattern is defined as “forc[ing users] to
repeat the same process several times to unlock an achievement...” Therefore, in Table 2, it maps to distortion/impairment,
constraining user choices by making the process of unlocking an achievement difficult or effortful (Choice Effort factor).
However, the definition of Grinding in the Gray et al. [47] ontology contains the additional aspect in which a user
can “mak[e] unwanted additional in-app purchases to unlock the same functionality without ‘grinding’... ” Therefore, in
Table 1, Grinding also maps to the Choice Availability factor, wherein a user is forced to make in-app purchases to avoid
grinding for extended periods of time. Similarly, wherever the Monge Roffarello et al. [66] ACDPs extend the ontology
as new low-level patterns, they may not always match with the autonomy violations of existing meso-level patterns,
again depending on the definitions of each dark pattern. Hence, in practical contexts, the mapping of any given design
practice to autonomy violations and design factors will depend on the exact implementation of the design.

Table 2. Attention capture damaging patterns and their definitions from Monge Roffarello et al. [66] mapped to the Gray et al. [47]
ontology of dark patterns and to the autonomy violations and design factors. The superscript in the “Ontology Mapping” column
represents the level of the pattern (“M” for meso- and “L” for low-level patterns).

Design Practice Definition Ontology Mapping Autonomy Violations and Design Factors
Infinite Scroll As the user scrolls down a page,

more content automatically and
continuously loads at the bottom.

New low-level of Atten-
tion CaptureM

manipulation

Choice Simplicification CS : Steers users to
watch more content by creating a frictionless
scrolling experience which does not allow re-
flection over time spent

7“[W]hereas addictive practices have been empirically studied and include design features such as ‘infinite scroll’, ‘pull-to-refresh’ page reload, ‘never
ending auto-play’ video features, personalised recommendations, ‘recapture notifications’, meaning notifications to regain users’ attention after leaving a
service or app, ‘playing by appointment’ at certain moments during the day, design leading to ‘time fog’ causing a diluted perception of time or ‘fake social
notifications’ creating the illusion of updates within the user’s online social circle...” [72, par. L].
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Design Practice Definition Ontology Mapping Autonomy Violations and Design Factors
Casino Pull-to-
refresh

When the user swipes down on
their smartphone, there is an an-
imated reload of the page that may
or may not reveal new appealing
content.

New low-level of Atten-
tion CaptureM

manipulation

Information Framing IF : Steers users to
spend more time by framing the upcoming
content as ‘novel’ using animated reload
Choice Simplicification CS : Steers users to
spend more time by creating a frictionless
refreshing experience which does not allow
reflection over time spent

Neverending Au-
toplay

A new video is automatically
played when the current one fin-
ishes. There is never a point for the
user to stop and refect, and the op-
tion to turn of autoplay is hidden
or non-existent.

Mathes with existing
low-level Auto-PlayL

manipulation

Choice Simplicification CS : Steers users to
watch more videos by creating a frictionless
viewing experience which does not allow re-
flection over time spent
Additional autonomy violation:
distortion/impairment

Choice Availability CA , Choice Effort CE :
If it constrains user choices by making it im-
possible or difficult to turn off auto-play
deception

Information Availability IA : If it omits or
hides the option to turn off auto-play

Guilty Pleasure
Recommenda-
tions

Personalized suggestions that prey
on individual consumer frailty to
target user’s guilty pleasures and
increase use time.

New low-level of Person-
alizationM

manipulation

Choice Presentation CP : Steers user choices
by prioritizing presentation of personalized
suggestions targeting users’ guilty pleasures
while potentially demoting other content

Disguised Ads
and Recommen-
dations

Advertisements and recommenda-
tions, e.g., posts and sponsored
pages, that are disguised as normal
content into social networks’ news-
feeds.

Matches with existing
low-level Disguised AdL

deception or manipulation

Information Availability IA , Information Cor-

rectness IC : If it omits the marking of adver-
tisements and recommendations or provides
false or misleading markings
Information Presentation IP : If it steers users
to engage with advertisements and recom-
mendations by not marking them clearly

Recapture Notifi-
cations

Notifications that are deliberately
sent to recapture users’ attention
and have them start a new usage
session, e.g., notifications with rec-
ommended content or notifications
about content the user has never
interacted with.

New low-level of Atten-
tion CaptureM

manipulation

Choice Simplicification CS : Steers users to
start a usage session after receiving notifica-
tions without due reflection or deliberation
Additional autonomy violation:
distortion/impairment

Choice Availability CA , Choice Effort CE :
If it constrains user choices by making it im-
possible or difficult to turn off notifications
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Design Practice Definition Ontology Mapping Autonomy Violations and Design Factors
Playing by Ap-
pointment

Users are forced to use a digital ser-
vice at specific times as defined by
the service, otherwise the user may
lose points and achievements.

New low-level of Gami-
ficationM

distortion/impairment

Choice Availability CA : Constrains user
choices by forcing them to use a service at
specific times to keep points or achievements

Grinding Users are forced to repeat the same
process several times to unlock an
achievement, e.g., a new level in a
video game or a badge on a social
network.

Matches with existing
low-level GrindingL

distortion/impairment

Choice Effort CE : Constrains user choices by
making the process of unlocking an achieve-
ment difficult or effortful

Attentional
Roach Motel

Registering to and accessing
attention-capture digital services
is easy, while operations like
logout or canceling an account are
painfully difficult.

New low-level of
Roach MotelMpartly
matches with Immortal
AccountsL

distortion/impairment

Choice Effort CE : Constrains user choices by
making it difficult to logout of a service or to
cancel an account

Time Fog A pattern through which design-
ers reduce users’ awareness of time
spent, e.g., by hiding the smart-
phone’s clock.

New low-level of Atten-
tion CaptureM

manipulation

Choice Simplification CS : Steers users to
spend more time through lack of time cues
which create a frictionless user experience,
preventing reflection over time spent

Fake Social Notifi-
cations

The platform sends messages pre-
tending to be another user or social
notifications about some content
the user has never interacted with.

New low-level of Atten-
tion CaptureM

deception

Information Correctness IC : Provides false or
misleading messages or notifications pretend-
ing to be from another user
Additional autonomy violation:
distortion/impairment

Choice Availability CA , Choice Effort CE :
If it constrains user choices by making it im-
possible or difficult to turn off notifications

5.2 In-Situ Case Study: X’s Paid Blue Checkmarks

To demonstrate how our framework directly supports legal analysis, particularly in ongoing or former enforcement
proceedings, we present a case study of the paid blue checkmarks on X (formerly known as “Twitter”) . X presently
faces enforcement proceedings8 under Article 25 of the DSA. This case study illustrates how our framework may be
immediately used to identify autonomy concerns and their contributing factors in current cases.

5.2.1 Case Description. Formal proceedings of the European Commission were initiated in 2023 against the known
online platform X due to the suspected manipulative design of the interface, particularly with regard to X’s use of their
“blue check” icons in user profiles [28]. Typically, blue checkmarks signify ‘verified accounts’, i.e., accounts confirmed
by the platform to be authentic. However, in April 2023, X allowed any user to subscribe to an account that obtain a
’verified’ status by paying a subscription fee [83]. In July 2024, the European Commission stated that: “... X designs
and operates its interface for the “verified accounts” with the “Blue checkmark” in a way that does not correspond to

8Enforcement proceedings indicates that a regulatory authority has initiated formal measures to ensure compliance with the law.
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industry practice and deceives users. Since anyone can subscribe to obtain such a “verified” status, it negatively affects

users’ ability to make free and informed decisions about the authenticity of the accounts and the content they interact with.
There is evidence of motivated malicious actors abusing the “verified account” to deceive users [emphasis ours]”[29].

5.2.2 Applying our design factor framework. This legal case analyses an observed design practice, the paid “verified
account” indicated by a “blue checkmark”. This practice clearly maps to the dark pattern Parasocial Pressure in the Gray
et al. [47] ontology, as the blue checkmark indicates that the account has been verified by a trusted entity (X in this case).
According to our mapping (see Table 1 and Appendix §7.1), this design practice can constitute both manipulation and
deception. It can constitute manipulation , as users’ choices and decisions can be steered by verified accounts enabled by
the blue checkmark, which frames such accounts as ‘trustworthy’ (factor Information Framing IF ), as well as placement
and aesthetics of such blue checkmarks (factor Information Presentation IP ). However, when verified accounts are not
genuinely authentic, as in the case of a paid account, this practice constitutes deception as such endorsement is false or
misleading (factor Information Correctness IC ). In the case of X, we argue that the design practice of verified accounts
is problematic precisely because of this deception, which is the subject of the European Commission’s investigation.

6 Discussion

We consider our framework to be a tool both for design and HCI stakeholders, as well as legal and regulatory stakeholders.
We now discuss both the design and legally-oriented implications of our resulting framework, then discuss limitations
and opportunities for future work.

6.1 Design Implications

As a design tool, our framework can help both design practitioners and their stakeholders understand what design
elements contribute to dark pattern deployment, as well as contribute to regulation-informed design or even empower
practitioners and scholars seeking legal engagement or improved compliance.

Articulating Design Differences. In this work, we mapped known dark patterns from Gray et al.’s [47] ontology to
the three autonomy violation type(s) from DSA Article 25 [74], identifying 8 design factors and categorising them
into two design spaces – Information Space and Choice Space – that can help determine these autonomy violations.
In this work, we consider our identified deception factors (Information Availability and Information Correctness) as
exclusive to the information space, as deception alters user perceptions of truth, and is indeed facilitated by alterations
of information provided (or not provided) the user. On the other hand, we consider both distortion/impairment factors
(Choice Availability and Choice Effort) as exclusive to the choice space, as distortion/impairment is indeed about
constraints on the set of available choices for the user. The four manipulation factors (Information Framing, Information

Presentation, Choice Simplification and Choice Presentation) are distributed in both spaces. This is because manipulation
is often interpreted and understood as a steering effect in absence of outright deception or distortion/impairment (see
§ 2.2.1), which are relatively stronger violations. In both spaces, any influences which do not surpass the threshold of
these two violation types can potentially be manipulative. Therefore, we posit that deception and manipulation can
be visualised on a spectrum in the information space, with the stronger violations being deceptive, and the weaker
violations being manipulative. There may be real world design practices which may not be clear cut between the two,
such as when information is presented in a way that it is nearly imperceptible to the user. In such cases, the decision
of the violation type(s) would depend on the exact implementation of the design, as well as how it is likely to be
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experienced by an average or reasonable user. Similarly, distortion/impairment and manipulation can be visualised on a
spectrum in the choice space, with the stronger violations distorting or impairing users’ choice set and the weaker
violations being less restrictive, i.e., manipulative in nature.

Regulation-Informed Design. By operationalising the DSA text and legal scholarship’s [74] distinction of three
autonomy violation types – deception, manipulation and distortion/impairment, our framework can feed forward into
HCI literature on dark patterns, unifying the understanding of what types of designs constitute dark patterns. As
the three autonomy violations are broadly formulated and open to interpretation (even from different disciplines
such as HCI, philosophy and law), the design factors help articulate which design choices or elements contribute to
different types of autonomy problems. In this sense, these factors make an evaluative contribution to dark patterns
literature, acting as an indicator and helping to reason about autonomy violations. However, designers can also take
a generative lens using these factors to identify alternate design practices or countermeasures to dark patterns. For
example, a deception violation that occurs due to Information Availability factor can be mitigated by making relevant
information available and more explicit. Similarly, a manipulation violation that occurs due to Choice Simplicification

factor can be mitigated by introducing friction in choices where due deliberation would benefit users. As such, this
framework provides a toolkit for regulation-informed design against the deployment of dark patterns. Teams seeking
compliance-by-design may take the generative approach earlier in design stages, or evaluate extant interfaces using
this framework without needing to force designers to interpret legal texts on their own. This framework thus provides
guidance that translates concepts for immediate, practical application.

Practitioners could also use this framework to leverage ongoing or decided enforcement cases against competitors. For
example, in the US Federal Trade Commission’s case against Fortnite game developer Epic Games, employees were cited
as having raised concerns over dark patterns, but executives and managers “feared” a reduction in impulse purchases [23,
para. 35]). Such cases intend for a deterrent effect: competitors are meant to take notice and adjust their own behavior
accordingly. In this regard, we turn to Richmond Wong’s work on user experience (UX) professionals’ tactics of “soft
resistance” in values work, which notes that design practitioners’ values may be “disputed by other organizational
stakeholders” [82] . Wong [82] calls for, among other things, tools and structures that “place responsibilities for values in
collectives beyond these individual UX professionals” and also consider that such practitioners may experience different
levels of internal empowerment. We present our framework as a tool from a broader interdisciplinary collective, as a
regulation-informed resource that UX professionals might direct their organizational stakeholders to when challenging
anti-autonomy practices.

Supporting Design and HCI Experts in Formal Proceedings. Our framework supports increasing interdisciplinary
engagement, with particular benefits for expert testimony. Some dark patterns scholars in design and HCI have already
provided expert testimony in important dark patterns cases [41, 56], as have legal scholars [52]. In dark patterns cases,
opposing legal teams may refer to common stances in industry [60], which argue that dark patterns are simply common
designs or are beneficial to users (thus, such patterns should not be called “sludges” and instead be considered the
more benign or even desirable “nudges” [79]). Our systematic mapping of designs to autonomy violations from codified
law may help experts push back on such objections. That is, structured frameworks like the Gray et al. [47] ontology
that are explicitly grounded in legal source material assert the robustness that non-academics (especially those not
practiced in qualitative or design work) sometimes fail to prioritise or recognise. This strengthening, both as a tool to
use or a resource to reference, can facilitate experts’ arguments against opposition, as well as help designers push back
internally on unethical managerial requests.
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Compliance-minded or organizationally empowered practitioners could similarly use the framework directly and
apply our mappings to the designs implicated in current or future cases against companies within their market (as
demonstrated in § 5.2.2), then communicating identified autonomy violations to relevant organisational stakeholders.

6.2 Legal Implications

Informed by legal scholarship and the DSA, this study contributes to dark pattern regulation, enforcement and
policymaking in the following three areas.

Compound Effects and Cumulative Impact. Though all autonomy violations result from a single provision in the
EU DSA (Article 25), our findings note that 42 out of 59 meso- and low-level dark patterns map to multiple potential
autonomy violations (§ 4.1.2). Triggering multiple violations can have several implications. In particular, patterns
deployed by platforms with multiple violation types inherently carry higher risk upon infringing user autonomy. That
is, more avenues for a problem to occur leads to higher risk. This finding has immediate relevance to DSA Article 34,
concerning platform’s risk assessment obligation: multiple potential autonomy violations could impact the systemic
risks9 that the DSA seeks to prevent, and should be further considered in platforms’ mandatory risk assessments.

Further, while our study does not measure the harm resulting from a dark pattern autonomy violation, we do note
that multiple-violation mappings may still have a potentially amplifying effect on resultant harms [75] and overall
severity [61]. Future research could investigate and, where relevant, measure whether dark patterns that operate in
multiple ways are more effective, as users may be more susceptible or vulnerable, although this vulnerability depends
on the specific practice and context. The occurrence of multiple violations may also serve as an indicator of intention
or purpose, helping to demonstrate whether the use of a dark pattern is deliberate (see [74] on the distinction between
purpose and effect). Therefore, we recommend that enforcement of DSA Article 25 takes into account the cumulative
impact of multiple autonomy violation types within a single design, or when multiple dark patterns are used in a single
interface and exacerbate autonomy violative potential.

Operationalizing Laws for Enforcement. Recently enacted EU laws like the DSA, DMA, Data and AI Act emphasize the
purpose of protecting user autonomy in their provisions targeting dark patterns and related design practices. Although
extant regulation, and DSA Article 25 in particular, already establish a legal basis for prohibiting dark patterns, abstract
or broad formulations can leave open questions about which concrete practices impact users autonomy and thus fall
within its jurisdictional scope. This paper translates Article 25’s abstract autonomy violations into eight design-relevant
factors (within a shared vocabulary) that connects design features to legal language. These design factors (§ 4.2) provide
regulators with objective evidentiary indicators that can shape how investigators and auditors collect evidence (e.g.,
documenting missing information or measuring choice effort), and for platform compliance checks. Therefore, the
framework offers enforcers structured guidance for detecting and addressing dark patterns, while clarifying compliance
obligations for the platforms that implement them. This approach supports ongoing legal cases under the DSA (§ 2.2.2)
and can also inform future enforcement efforts.

Informing Provisions in Future Regulation. Among other objectives, the EU’s forthcoming (in-draft) Digital Fairness
Act (DFA) aims to address “unsolved unethical techniques and commercial practices related to dark patterns, and the
addictive design of digital products” [21]. Addictive designs are widely recognized as problematic across multiple
9Under Article 34 of the DSA, systemic risks consist of risks stemming from the design or functioning of online platforms, particularly those that may
negatively affect the exercise of fundamental rights, including, dignity, protection of personal data, private life, freedom of expression and information,
and high-level of consumer protection.
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domains, including in the HCI research community [66], by independent NGOs [10], and in the legal field (e.g. in an EU
Parliament report [72] and a proposed US Senate bill [53], among others worldwide). We consider this to be a timely
opportunity for this work: in this drafting period, our framework could inform dark pattern provisions or recitals in
the DFA, help policymakers ensure the DFA’s compatibility with prior rules’ dark patterns provisions, and serve as a
tool for reasoning through dark patterns in the DFA’s other interest areas (e.g. harm in video games). Specifically, the
EU Commission could refer to mappings directly (from Table 1) or follow the example of attention-capturing design
practices (provided in Section § 5.1) to articulate which dark patterns or practices should be presented in the final text.

6.3 Limitations and Future Work

Scope. Regarding jurisdictional scope, the applicability of the proposed framework is anchored in the legal interpre-
tation of the DSA [74] and may not generalise to other non-EU-based autonomy-oriented regulations or international
jurisdictions. Research, particularly across jurisdictions and cultures, is needed to better understand how different users
or jurisdictions approach or perceive autonomy in relation to dark patterns. Moreover, future work could both expand
upon the types of autonomy violations induced by dark patterns and the design factors that contribute to them within
both HCI research and policy-oriented applications.

We exclusively use the consolidated Gray et al. ontology [47] and do not conduct autonomy violation or design factor
mappings for the five high-level pattern categories (due to their level of abstraction), inspecting only the N=59 meso- and
low-level patterns, while more dark patterns may be identified in other literature or disciplines. However, we believe this
work, grounded in the DSA, offers a springboard for future extensions of our framework, as described in § 5.1. Across
jurisdictional and dark pattern scopes, our work presents an early, but novel effort to bridge the technology-legal gap
with regards to autonomy problems from dark patterns. Future avenues for research include validating this framework
with users, regulators, and/or industry practitioners to ensure that our mappings are practical, relevant, and effective in
addressing present challenges in dark patterns compliance.

Design interpretations versus user perception. Design interpretations vis-à-vis user perception may not perfectly
align with our inferred autonomy violations, as users may still experience a sense of deception from manipulation or
distortion patterns, and vice versa. This may be for variety of reasons, including having an overbroad definition of
each autonomy violation without the granularity favored by legal and policy-oriented experts, personal distinctions
or interpretations, and more. Our work does not explore the resultant consumer perception of each dark pattern’s
autonomy violation; future scholarship might conduct user studies or surveys to see whether our mappings align with
firsthand user perceptions.

Additional context beyond definitional constraints. For consistency in our methodology, we interpreted the Gray et al.
[47] ontology’s dark pattern definitions strictly and did not presume other situations beyond what the definitional text
provided. As such, our work remains closely aligned to the ontological definition. However, the nature of design and
dark patterns–and the flexibility of the ontology– do not capture all possible dark pattern types, cases, or situations. In
some respects, this contributed to autonomy violation assignments between a meso-level pattern and its corresponding
low-level patterns that may not match 1:1, as explained in §4.3. Future work might take more expansive interpretations
to capture a broader range of autonomy violations, or possibly to sub-type dark patterns to greater detail.
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7 Appendix

7.1 Dark patterns autonomy violations and contributing design factors

Below we present the final reasoning behind our autonomy violation labels, including the design factors influencing low-level dark
patterns. We take the original definition of each meso- and low-level dark pattern from Gray et al. [47] presented in gray, followed by
our reasoning, with each autonomy violation is highlighted in color – such as deception – and design factors are also highlited – such

as CA (using factor abbreviations from Figure 4). The level of dark pattern (high-, meso- or low-) is indicated by the corresponding
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superscript (H, M or L).

OBSTRUCTIONH

Roach MotelM subverts the user’s expectation that an action will be as easy to reverse as it is to make, instead creating a situation
that is easy to get into, but difficult to get out of.

- Roach Motel constitutes distortion/impairment as it constrains user choices by increasing the effort or difficulty of getting out
of a situation.

Immortal AccountsL create a Roach Motel and use Obstruction to make it difficult or impossible to delete a user account once it
has been created. As a result, the user may create an account or share data with the false assumption that they can later delete this
information, even though that account and/or data are then unable to be removed by the user.

- Immortal Accounts constitutes distortion/impairment as it constrains user choices by omitting the option to delete a user account

(thus making this choice unavailable, factor CA ) or by making it unreasonably difficult and therefore increasing users’ choice-making
effort (factor CE ).

- Additional autonomy violation: There is also a possibility of deception if it omits information (factor IA ) or provides false

or misleading information (factor IC ) about the possibility of account deletion before account creation.

Dead Ends L create a Roach Motel and use Obstruction to prevent users from finding information through inactive links or redirections
that limit or completely prevent the display of relevant information. As a result, the user may seek to find relevant information or
action possibilities but instead be left unable to achieve their goal.

- Dead Ends constitutes deception and distortion/impairment. There is deception as it provides false or misleading information in

the form of links or redirection chains that are inactive in reality (factor IC ), and thus, it omits information or controls by preventing
users from finding them (factor IA ). There is distortion/impairment as it constrains user choices by increasing the effort required

to find relevant information or controls (factor CE ) or by omitting relevant controls entirely (factor CA ).

Creating BarriersM subverts the user’s expectation that relevant user tasks will be supported by the interface, instead preventing,
abstracting, or otherwise complicating a user task to disincentive user action.

- Creating Barriers constitutes distortion/impairment and/or manipulation. There is distortion/impairment if it constrains user

choices by preventing certain tasks or by making them unreasonably difficult or complicated. There is manipulation if it steers user
choices by preferring or prioritizing certain tasks in the interface, without any constraints or restrictions.

Price Comparison PreventionL Creates Barriers and uses Obstruction by excluding relevant information, limiting the ability of a user
to copy/paste, or otherwise inhibiting a user from comparing prices across two or more vendors. As a result, the user cannot make an
informed decision about where to buy a product or service.

- Price Comparison Prevention constitutes distortion/impairment and/or deception. There is distortion/impairment if it constrains

user choices by increasing the effort required to compare prices (factor CE ). There is deception if it omits information required to

compare prices (factor IA ) or if it provides false or misleading information such as incorrect prices or prices which change on the fly
(factor IC ).

Intermediate CurrenciesL Create Barriers and use Obstruction to hide the true cost of a product or service by requiring the user to
spend real money to purchase a virtual currency that is then used to purchase a product or service. As a result, the user is unable to
easily ascertain the true monetary cost of a product or service, leading them to make an uninformed purchase decision based on an
obscured cost.
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- Intermediate Currencies constitutes distortion/impairment, deception and manipulation. There is distortion/impairment as it
constrains user choices because the user cannot avoid purchasing a virtual currency for the purchase of a product or service (factor
CA ). There is deception as it omits information about the true monetary cost of the product at the moment of purchase (factor

IA ). There is manipulation as it steers user choices by framing the cost of a product as a virtualised cost, subverting deliberation or

reflection over its true monetary costs (factor IF ). In addition, it also steers users towards a purchase as virtualised purchases can be
executed without the friction of formalised payment methods (factor CS ).

Adding StepsM subverts the user’s expectation that a task will take as few steps as technologically needed, instead creating
additional points of unnecessary but required user interaction to perform a task.

- Adding Steps constitutes distortion/impairment as it constrains user choices by adding extra and unnecessary steps to complete
certain tasks.

- Additional autonomy violation: There is also a possibility of deception if it provides false or misleading information about
how many steps a task will take.

Privacy MazesL Add Steps and use Obstruction to require a user to navigate through many pages to obtain relevant information
or control without a comprehensive and exhaustive overview. As a result, the user is prevented from easily discovering relevant
information or action possibilities, leaving them unable to make informed decisions regarding their privacy.

- Privacy Mazes constitutes distortion/impairment as it constrains user choices by increasing the effort to obtain relevant

information or controls, requiring users to navigate through many pages (factor CE ).
- Additional autonomy violation: There is also a possibility of deception if it omits information or controls by limiting their

discoverability within many pages and without a comprehensive overview (factor IA ).

SNEAKINGH

Bait & SwitchM subverts the user’s expectation that their choice will result in a desired action, instead leading to an unexpected,
undesirable outcome.

- Bait & Switch constitutes deception and distortion/impairment. There is deception as it provides false or misleading information

about action possibilities (‘bait’). Then, there is distortion/impairment as it constrains user choices by automatically executing an
unexpected or undesirable action on their behalf (‘switch’).

Disguised AdsL Bait and Switch and use Sneaking to style interface elements so they are not clearly marked as an advertisement or
other biased source. As a result, users are induced into clicking on the interface element because they assume that it is a relevant and
salient interaction, leading to unwitting interaction with advertising content.

- Disguised Ads constitutes deception or manipulation. There is deception if it omits information by not marking advertisements

and other biased sources (factor IA ), or if it provides false or misleading information by incorrectly marking these sources (factor
IC ). There is manipulation if it steers users to engage with these sources by not marking them clearly (factor IP ).

Hiding InformationM subverts the user’s expectation that all relevant information to make an informed choice will be available to
them, instead hiding information or delaying the disclosure of information until later in the user journey that may have led to them
making another choice.

- Hiding Information constitutes deception and manipulation. There is deception as it omits relevant information in the begin-

ning of the user journey. Then, there is manipulation as it steers users towards sticking to these decisions made with incomplete
information, even when relevant information is disclosed later in the user journey.
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Sneak into BasketL Hides Information and uses Sneaking to add unwanted items to a user’s shopping cart without their consent. As a
result, a user assumes that only the items they explicitly added to their cart will be purchased, leading to unintentional purchase of
additional items.

- Sneak into Basket constitutes distortion and deception. There is distortion/impairment as it constrains user choices by adding

items to users’ cart without any user action, whereas removal of these items necessitates direct action (factor CA ). There is deception

as it omits explicit information that such items have been added (factor IA ).
- Additional autonomy violation: There is also a possibility of manipulation if it steers users towards a purchase through last

minute presentation of potentially tempting items in the cart (factor CP ) and the reduced friction in adding them to cart (factor CS ).

Drip Pricing, Hidden Costs, or Partitioned PricingL Hides Information and uses Sneaking to reveal new charges or costs, present
only partial price components, or otherwise delay revealing the full price of a product or service through late or incomplete disclosure.
As a result, the user is misled about the total or complete price of the product or service, leading to them to make a purchase decision
after they have expended effort on false pretenses.

- Drip Pricing, Hidden Costs, or Partitioned Pricing constitutes deception and manipulation. There is deception as it provides

false or misleading information in the form of a partial or incomplete price of a product at first (factor IC ), and it omits information
about additional cost components (factor IA ). Then, there is manipulation as it steers users towards sticking to their decisions and

making a purchase even after the full price is revealed later in the user journey (factor IP ).

Reference PricingL Hides Information and uses Sneaking to include a misleading or inaccurate price for a product or service that
makes a discounted price appear more attractive. As a result, the user is misled into believing that the price they pay is discounted,
leading them to make a decision to purchase a product or service on false pretenses.

- Reference Pricing constitutes deception and manipulation. There is deception as it provides false or misleading information

about the ‘original’ price of a product or service (factor IC ). There is manipulation as it steers users towards a purchase, because

the false original price frames the ‘actual’ price as discounted in comparison (factor IF ), often accompanied by aesthetic or visual
cues highlighting this discount (factor IP ).

(De)contextualising CuesM subverts the user’s expectation that provided information will guide the user to making an informed
choice, instead confusing the user and/or preventing them from locating relevant information due to the context where information is
presented.

- (De)contextualising Cues constitutes deception and/or manipulation. There is deception if it omits relevant information by

placing it out of context, thus preventing it from being located. There is manipulation if it steers user choices in a particular direction
by confusing the user with out of context information.

Conflicting InformationL uses (De)contextualizing Cues and Sneaking to include two or more sources of information that conflict
with each other. As a result, the user is unsure what the consequences of their actions will be and will be more likely to accept default
settings that may not be in their best interest.

- Conflicting Information constitutes deception as it provides false or misleading information in the form of conflicting sources or

pieces of information (factor IC ).

Information without ContextL uses (De)contextualizing Cues and Sneaking to alter the relevant information or user controls to limit
discoverability. As a result, the user is unlikely to find the information or action possibility they are interested in.

- Information without Context constitutes deception and/or manipulation. There is deception if it omits relevant information or

controls by placing them out of context (therefore, information is not available, factor IA ). There is manipulation if it steers user
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choices through the information framing (factor IF ) or presentation of out of context information (factor IP ).

INTERFACE INTERFERENCE
Manipulating Choice ArchitectureM subverts the user’s expectation that the options presented will support their desired goal,
instead including an order or structure of options that makes another outcome more likely

- Manipulating Choice Architecture constitutes manipulation as it steers user choices through interface elements such as order or
structure of options, without hiding or restricting user choices.

False HierarchyL Manipulates the Choice Architecture, using Interface Interference to give one or more options visual or interactive
prominence over others, particularly where items should be in parallel rather than hierarchical. As a result, the user may misunderstand
or be unable to accurately compare their options, making a selection based on a false or incomplete choice architecture.

- False Hierarchy constitutes manipulation as it steers user choices by presenting some options as more prominent than others

(factor CP ), without hiding or restricting any choices.

Visual ProminenceL Manipulates the Choice Architecture, using Interface Interference to place an element relevant to user goals in
visual competition with a more distracting and prominent element. As a result, the user may forget about or be distracted from their
original goal, even if that goal was their primary intent.

- Visual Prominence constitutes manipulation as it steers user choices through the presentation of distracting and prominent

information elements (factor IP ) or choice elements (factor CP ), which can potentially lead users away from their original goals.

BundlingL Manipulates the Choice Architecture, using Interface Interference to group two or more products or services in a single
package at a special price. As a result, the user may incorrectly assume that these items must be purchased as a bundle or be unaware
of the unbundled price for the component elements, possibly leading to an uninformed purchasing decision.

- Bundling constitutes deception and/or manipulation and/or distortion. There is deception if it omits information about the

availability or prices of unbundled products and services (factor IA ). There is manipulation if it steers users towards the bundle

using visual or interactive information elements (factor IP ) or choice elements (factor CP ), even if the unbundled items are shown in
the interface. There is distortion/impairment if it constrains user choices by making it impossible for them to purchase the unbundled

items (factor CA ).

Pressured SellingL Manipulates the Choice Architecture, using Interface Interference to preselect or use visual prominence to focus user
attention on more expensive product options. As a result, the user may be unaware that a lower price is available or even desirable for
their needs, steering the user into making a more expensive product selection than they otherwise would have.

- Pressured Selling constitutes manipulation as it steers users towards more expensive product options, either through preselection

(e.g. an option is presented as “selected” in the interface) (factor CP ), or through visual prominence (factors IP , CP , see Visual
Prominence dark pattern). In the case of preselection, it also steers users through reduced friction in the purchase, subverting a reflective
step within the user’s decision to purchase the expensive product option (factor CS ).

- Additional autonomy violation: There is also a possibility of deception if it omits information about less expensive product

options (factor IA ).

Bad DefaultsM subverts the user’s expectation that default settings will be in their best interest, instead requiring users to take active
steps to change settings that may cause harm or unintentional disclosure of information.
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- Bad Defaults constitutes distortion/impairment and manipulation. There is distortion/impairment as it constrains user choices

by making the user expend unnecessary effort to change default settings. There is manipulation as it steers users towards keeping
the default settings, due to a fear of going against the default.

- Additional autonomy violation: There is also a possibility of deception if it provides false or misleading information that the
default settings are in the user’s best interest.

Emotional or Sensory ManipulationM subverts the user’s expectation that the design of the site will allow them to achieve their
goal without manipulation, instead altering the language, style, color, or other design elements to evoke an emotion or manipulate the
senses in order to persuade the user into a particular action.

- Emotional or Sensory Manipulation constitutes manipulation as it steers users’ choices by affecting their emotions and/or
perception through language, style, color or other design elements.

CutenessL uses Emotional or Sensory Manipulation and Interface Interference to embed attractive cues in the design of a robot interface
or form factor. As a result, a user may place undue trust in the robot, leading the user to inaccurately or incompletely assess the risks
of interacting with the robot.

- Cuteness constitutes manipulation it steers users towards risky choices or options through undue feelings of trust created by

the attractive presentation or ‘cute’ form of the robot interface (factor IP ) and the framing of interactions through visuals, language
or tone (factor IF ).

Positive or Negative FramingL uses Emotional or Sensory Manipulation and Interface Interference to visually obscure, distract, or
persuade a user from important information they need to achieve their goal. As a result, the user may assume that the system is
providing equal access to relevant information, leading the user to be distracted by positive or negative aesthetic cues that distract
them from important information or action possibilities or otherwise convince them to pursue a different goal.

- Positive or Negative Framing constitutes manipulation as it steers user choices through uses positive or negative linguistic

framing (factor IF ) or aesthetic cues in information presentation (factor IP ) or choice presentatation (factor CP ).

Trick QuestionsM subvert the user’s expectation that prompts will be written in a straightforward and intelligible manner, instead
using confusing wording, double negatives, or otherwise leading language or interface cues to manipulate a user’s choice.

- Trick Questions constitutes deception and/or manipulation. There is deception if it provides false or misleading information

by framing or wording prompts in a misleading way. There is manipulation if it steers user choices by using confusing or leading
language or interface cues.

Choice OverloadM subverts the user’s expectation that the choices they make should be understandable and comparable, instead
providing too many options to compare or encouraging users to overlook relevant information due to the volume of choices provided.

- Choice Overload constitutes manipulation as it steers users towards particular choices or options by increasing the volume of
available choices, leading users to overlook some options or relevant information about these options.

Hidden InformationM subverts the user’s expectation that relevant information will be made accessible and visible, instead disguising
relevant information or framing it as irrelevant.

- Hidden Information constitutes deception as it either omits relevant information or misleadingly frames it as irrelevant.

Language InaccessibilityM subverts the user’s expectation that guidance will be provided in a way that is understandable and
intelligible, instead using unnecessarily complex language or a language not spoken by the user to decrease the likelihood the user
will make an informed choice.
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- Language Inaccessibility constitutes manipulation and/or deception. There is manipulation if it steers user choices by preventing

them from engaging with the information provided in complex or wrong language. There is deception if it provides false or misleading
information or omits relevant information through the use of complex or wrong language.

Wrong LanguageL leverages Language Accessibility, using Interface Interference to provide important information in a different
language than the official language of the country where users live. As a result, the user will not have access to relevant information
about their interaction with the system and their ability to choose, leading to uninformed decisions.

- Wrong Language constitutes distortion/impairment as it constrains user choices by omitting the option to access relevant

information in a language that users understand (factor CA ).
- Additional autonomy violation: There is also a possibility of deception if it omits information by hiding it or limiting its

discoverability because of the wrong language (factor IA ).

Complex LanguageL leverages Language Accessibility, using Interface Interference to make information difficult to understand by
using obscure word choices and/or sentence structure. As a result, the user will not be able to comprehend relevant information about
their interaction with the system and their ability to choose, leading to uninformed decisions.

- Complex Language constitutes manipulation and/or deception. There is manipulation if it steers user choices by confusing
the user or preventing them from engaging with the information provided due to obscure word choices and/or sentence structure
(factor IF ). There is deception if it the complex language is framed such that it provides false or misleading information (factor IC ).

Feedforward AmbiguityM subverts the user’s expectation that their choice will be likely to result in an action they can predict,
instead providing a discrepancy between information and actions available to users that results in an outcome that is different from
what the user expects.

- Feedforward Ambiguity constitutes deception as it provides false or misleading information which is not consistent with the
resultant outcome of user actions.

FORCED ACTION
NaggingM subverts the user’s expectation that they have rational control over the interaction they make with a system, instead
distracting the user from a desired task the user is focusing on to induce an action or make a decision the user does not want to make
by repeatedly interrupting the user during normal interaction.

- Nagging constitutes distortion/impairment as it constrains user choices by forcing or coercing users through repeated interrup-
tions to take a particular action or make a decision that they do not want to make.

Forced ContinuityM subverts the user’s expectation that a subscription created in the past will not auto-renew or otherwise continue
in the future, instead causing undesired charges, difficulty to cancel, or lack of awareness that a subscription is still active.

- Forced Continuity constitutes distortion/impairment as it constrains user choices by automatically renewing a subscription to a
service without any user action, accompanied by an additional and often unreasonable effort to cancel such subscription.

- Additional autonomy violation: There is also a possibility of deception and/or manipulation , if it omits information in
advance about the auto-renewal, or if it steers users to choose the auto-renewal option.

Forced RegistrationM subverts the user’s expectation that they can complete an action without registering or creating an account,
instead tricking them into thinking that registration is required, often resulting in the sharing of unneeded personal data.

- Forced Registration constitutes distortion/impairment and/or deception and/or manipulation. There is distortion/impairment if

it constrains user choices by forcing or mandating them to register an account to complete an action. There is deception if it provides

false or misleading information to lead a user into thinking that registration is required when it is not. There is manipulation if it
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steers users into registering an account through linguistic framing or aesthetic interface elements.

Forced Communication or DisclosureM subverts the user’s expectation that a system will only request information needed to
complete their desired goals, instead tricking them into sharing more information about themselves or using their information for
purposes that they do not desire.

- Forced Communication or Disclosure constitutes distortion/impairment and/or deception and/ or manipulation. There is
distortion/impairment if it constrains user choices by forcing or mandating them to disclose information to complete their goals, or

if the platform uses their information for extra purposes over which they have no control. There is deception if it omits information
or provides false or misleading information to lead a user into thinking that sharing more information is required when it is not. There
is manipulation if it steers users into sharing more information using linguistic framing or aesthetic interface elements.

Privacy ZuckeringL uses Forced Communication or Disclosure as a type of Forced Action to trick users into sharing more information
about themselves than they intend to or would agree to if fully informed. As a result, the user assumes that information they are
requested to provide is vital for use of the service, even while this information is used or sold for other purposes.

- Privacy Zuckering constitutes distortion/impairment and/or deception. There is distortion/impairment if it constrains user
choices by forcing or mandating them to share information for the use of a service, or if the information is used or sold for other
purposes (factor CA ). There is deception if it omits information (factor IA ) or provides false or misleading information (factor

IC ) to lead a user into thinking that the information collected is vital or essential for the use of the service.
- Additional autonomy violation: There is also a possibility of manipulation if it steers users into sharing more information

using linguistic framing (factor IF ) or aesthetic interface elements (factor IP ).

Friend SpamL uses Forced Communication or Disclosure as a type of Forced Action to collect information about other users through
extractive means that results in unwanted contact from the service. As a result, the user assumes that information about their friends
or social network is vital for use of the service, even while this information is used to spam other users.

- Friend Spam constitutes distortion/impairment as it constrains user choices by contacting their friends or social network without

their permission (factor CA ).
- Additional autonomy violation: There is also a possibility of deception and/or manipulation. There is deception if it omits

information (factor IA ) or provides false or misleading information (factor IC ) to lead a user into thinking that information about
other users is vital for the use of the service. There is manipulation if it steers users into sharing this information using linguistic

framing (factor IF ) or aesthetic interface elements (factor IP ).

Address Book LeechingLuses Forced Communication or Disclosure as a type of Forced Action to collect information about other users
through extractive means, which are often hidden to the user and/or conducted under false pretenses. As a result, the user assumes that
only vital information will be collected when signing up for or using a service, even while this information is used to gain knowledge
of other users or inform other purposes that have not been initially declared.

- Address Book Leeching constitutes distortion/impairment and/or deception. There is distortion/impairment if it constrains user
choices by forcing or mandating them to share information about other users, or if this information is later used for undeclared
purposes without user permission (factor CA ) There is deception if it omits information (factor IA ) or provides false or misleading

information (factor IC ) to lead a user into thinking that information about other users is vital for the use of the service.
- Additional autonomy violation: There is also a possibility of manipulation if it steers users into sharing more information

using linguistic framing (factor IF ) or aesthetic interface elements (factor IP ).
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Social PyramidL uses Forced Communication or Disclosure as a type of Forced Action to manipulate existing users into recruiting
new users to use a service, often by tying this recruitment to additional functionality or other benefits. As a result, the user assumes
that social recruiting is necessary to continue to use aspects of the service, even while this information is primarily used to build the
service’s user base.

- Social Pyramid constitutes distortion/impairment as it constrains user choices by forcing them to recruit new users to receive

additional functionality or other benefits (factor CA ).
- Additional autonomy violation: There is also a possibility of deception and/or manipulation. There is deception if it omits

information (factor IA ) or provides false or misleading information (factor IC ) to lead a user into thinking that social recruiting is
necessary for the use of the service. There is manipulation if it steers users towards social recruiting, such as by framing (factor IF )

or presenting (factor IP ) the associated additional benefits in a tempting manner.

GamificationM subverts the user’s expectation that system functionality is based on alignment with user goals and needs, instead
coercing them into gaining access to aspects of a service through repeated (and perhaps undesired) use of aspects of the service.

- Gamification constitutes distortion/impairment as it constrains user choices by forcing or coercing them into using certain
undesired aspects of a service to gain access to the desired aspects.

Pay-to-PlayL uses Gamification as a type of Forced Action to initially claim that aspects of a service or product are available via
purchase or download, but then later charging users to actually obtain that functionality. As a result, the user incorrectly assumes that
a service or product will allow them certain functionality, leading to them downloading or purchasing the product or service under
false pretenses.

- Pay-to-Play constitutes deception as it omits information (factor IA ) or provides false or misleading information (factor IC )
to create a false perception that a certain functionality of a product or a service is available via purchase or download, whilst later
charging users additionally for that functionality.

GrindingL uses Gamification as a type of Forced Action to require repeated, often cumbersome and labor-intensive actions over time in
order to obtain certain relevant functionality. As a result, the user may seek to avoid these repetitive actions, leading to them making
unwanted additional in-app purchases to unlock the same functionality without “grinding” over an extended period of time.

- Grinding constitutes distortion/impairment as it constrains user choices by forcing or coercing them to perform repeated,

cumbersome and labor-intensive actions (factor CE ), or otherwise by forcing them to make in-app purchases (factor CA ), so that
they can gain access to relevant functionality.

Attention CaptureM subverts the user’s expectation that they have rational control over the time they spend using a system, instead
tricking them into spending more time or other resources to continue use for longer than they otherwise would.

- Attention Capture constitutes manipulation as steers users to spend more time on a system by potentially bypassing rational
and deliberative thinking.

- Additional autonomy violation: There is also a possibility of deception if it provides false or misleading information to
capture users’ attention.

Auto-PlayL uses Attention Capture as a type of Forced Action to automatically play new video after an existing video has completed.
As a result, the user may lose control over their viewing experience, leading them to watch more content than they intended or result
in them watching content that is unexpected or harmful.

- Auto-Play constitutes manipulation as it steers users towards watching more videos by reducing friction in the video playing

experience, subverting rational deliberation over time spent (factor CS ).
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- Additional autonomy violation: There is also a possibility of distortion/impairment if it constrains user choices by making it

impossible (factor CA ) or unreasonably effortful to turn off the auto-play (factor CE ) .

SOCIAL ENGINEERING
Scarcity and Popularity ClaimsM subverts the user’s expectation that information provided about a product’s availability or
desirability is accurate, instead pressuring the user to purchase a product without additional reflection or verification.

- Scarcity and Popularity Claims constitutes deception and/or manipulation. There is deception if it provides false or misleading

information about a product’s availability or desirability. There is manipulation if it steers users into a purchase by tempting them
through a perception of scarcity or popularity, even if such information is not outrighly false.

High DemandL uses Scarcity and Popularity Claims as a type of Social Engineering to indicate that a product is in high-demand or
likely to sell out soon, even though that claim is misleading or false. As a result, the user may assume that demand is high when it is
not, leading to their uninformed purchase of a product or service.

- High Demand constitutes deception and/or manipulation. There is deception if it provides false or misleading information about

a product’s demand (factor IC ). There is manipulation if it steers users towards a purchase by framing it as popular (factor IF ),

even if such claims are not outrightly false; and through the timing, placement and aesthetics of these claims (factor IP ).

Social ProofM subverts the user’s expectation that the indicated behavior of others in a specific situation is correct or desirable,
instead accelerating user decision-making and encouraging the user to trust flawed implications through provided information.

- Social Proof constitutes manipulation as it steers users towards certain choices or decisions using their feelings of trust in other
people’s behaviors.

- Additional autonomy violation: There is also a possibility of deception if it provides false or misleading information about
other people’s behaviors.

Low StockL uses Social Proof as a type of Social Engineering to indicate that a product is limited in quantity, even though that claim
is misleading or false. As a result, the user may assume that a product is desirable due to demand, leading to undue or uninformed
pressure to buy the product immediately.

- Low Stock constitutes deception and/or manipulation. There is deception if it provides false or misleading information about a

product’s limited quantity (factor IC ). There is manipulation if it steers users towards a purchase by framing it as scarce (factor

IF ), even if such claims are not outrightly false; and through the timing, placement and aesthetics of these claims (factor IP ).

Endorsements and TestimonialsL use Social Proof as a type of Social Engineering to indicate that a product or service has been
endorsed by another consumer, even though the source of that endorsement or testimonial is biased, misleading, incomplete, or false.
As a result, the user may assume that the endorsement or testimonial is accurate and unbiased, leading to their uninformed purchase
of a product or service.

- Endorsements and Testimonials constitutes manipulation and/or deception. There is manipulation if it steers users towards a

purchase using their feelings of trust in endorsements by other consumers (factor IF ) or through the timing, placement or aesthetics
of these endorsements (factor IP ). There is deception if it provides false or misleading information in such endorsements and

testimonials (factor IC ).

Parasocial PressureL uses Social Proof as a type of Social Engineering to indicate that a product or service has been endorsed by a
celebrity, influencer, or other entity that the user trusts, even though the source of that endorsement is biased, misleading, incomplete,
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or false. As a result, the user may assume that the endorsement is accurate and unbiased, leading to their uninformed purchase of a
product or service.

- Parasocial Pressure constitutes manipulation and/or deception. There is manipulation if it steers users towards a purchase

using their feelings of trust in a celebrity, influencer or any other entity (factor IF ); or through the timing, placement or aesthetics
of these endorsements (factor IP ). There is deception if it provides false ormisleading information in these endorsements (factor IC ).

UrgencyM subverts the user’s expectation that information provided about discounts or a limited-time deal for a product is accurate,
instead accelerating the user’s decision-making process by demanding immediate or timely action.

- Urgency constitutes deception and/or manipulation. There is deception if it provides false or misleading information about

discounts or limited-time deals. There is manipulation if it steers users towards a purchase due to a sense of urgency and pressure,
even if such information is not outrightly false.

Activity MessagesL use Urgency as a type of Social Engineering to describe other user activity on the site or service, even though the
data presented about other users’ purchases, views, visits, or contributions are misleading or false. As a result, the user may falsely feel
a sense of urgency, assuming that others users are purchasing or otherwise interested product or service, leading to their uninformed
purchase of a product or service.

- Activity Messages constitutes deception and/or manipulation. There is deception if it provides false or misleading information

about other users’ activity (factor IC ). There is manipulation if it steers users towards a purchase by framing it as urgent (factor

IF ), even if these claims are not outrightly false; or through the timing, placement and aesthetics of these claims (factor IP ).

Countdown TimersL use Urgency as a type of Social Engineering to indicate that a deal or discount will expire by displaying a
countdown clock or timer, even though the clock or timer is completely fake, disappears, or resets automatically. As a result, the user
may feel undue urgency and purchasing pressure, leading to their uninformed purchase of a product or service.

- Countdown Timers constitutes deception and/or manipulation. There is deception if it provides false or misleading information

in the form of fake timers, or if they disappear or reset automatically (factor IC ). There is manipulation if it steers users towards a

purchase by framing it as urgent (factor IF ), even if the timers are not fake; or through the timing, placement and aesthetics of these
timers (factor IP ).

Limited Time MessagesLuse Urgency as a type of Social Engineering to indicate that a deal or discount will expire soon or be available
only for a limited time, but without specifying a specific deadline. As a result, the user may feel undue urgency and purchasing
pressure, leading to their uninformed purchase of a product or service.

- Limited Time Messages constitutes deception and/or manipulation. There is deception if it omits information about the deadline

of the offer (factor IA ) or if the deadline is false or misleading (factor IC ). There is manipulation if it steers users towards a

purchase by framing it as urgent (factor IF ), even if the deadlines are not outrightly false; or through the timing, placement and
aesthetics of these deadlines (factor IP ).

ShamingM subverts the user’s expectation that their decision is being guided by objective information and made in an informed way,
instead using emotionally manipulative tactics to pressure the user to make certain choices over others in order for them to feel they
have done the right thing.10

- Shaming constitutes manipulation as it steers users into making certain choices over others by using emotions to pressure them.

10The definition of Shaming is taken from the Gray et al. [47] Supplementary Materials.
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ConfirmshamingL uses Personalization11 Shaming as a type of Social Engineering to frame a choice to opt-in or opt-out of a decision
through emotional language or imagery that relies upon shame or guilt. As a result, the user may be convinced to change their goal
due to the emotionally manipulative tactics, resulting in being steered away from making a choice that matched their initial goal.

- Confirmshaming constitutes manipulation as it steers users towards or away from particular choices by framing information in

a way that creates shame or guilt (factor IF ).

PersonalizationM subverts the user’s expectation that products or service features are offered to all users in similar ways, instead
using personal data to shape elements of the user experience that manipulate the user’s goals while hiding other alternatives.

- Personalization constitutes manipulation and/or deception. There is manipulation if it steers users towards particular choices

over alternatives by using personal data to shape user experience. There is deception if it omits information by hiding certain choices
or alternatives from users.

7.2 Supplementary figures

Figure 3 and Figure 2 provide visual context to Table 1, particularly for understanding overarching trends in how dark patterns are
distributed across the autonomy violation types. Here we provide further granularity with factor-wise diagrams.

Activity Messages

Info Correctness
Countdown Timer

Endorsements and Testimonials

High Demand

Low Stock

Parasocial Pressure

Limited Time Message

Reference Pricing

Drip Pricing, Hidden Costs, or Partitioned Pricing

Disguised Ad

Conflicting Information

Dead End
Immortal Accounts

Price Comparison Prevention

Complex Language

Privacy Zuckering
Social Pyramid

Address Book Leeching

Friend Spam

Pay-to-Play

Info Availability

Sneak into Basket

Information without Context

Privacy Maze

Intermediate Currency
Bundling

Wrong Language

Pressured Selling

Info Presentation

Positive or Negative Framing

Visual Prominence

Cuteness

Info Framing Confirmshaming

Choice Simplification

Auto-Play

Choice Presentation

False Hierarchy

Choice Availability

Grinding Choice Effort

Sneaking
Forced Action
Interface Interference
Obstruction
Social Engineering

Fig. 5. Network graph of relationships between autonomy violations and dark patterns, with nodes colored according to their Gray
et al. [47] high-level pattern type.

11Confirmshaming at the low-level maps to Shaming at the meso-level in the Gray et al. [47, Figure 5] ontology.
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Fig. 6. Bar chart depicting percentages of patterns with a given design factor, as grouped by the high-level pattern type. Autonomy
violations are inferred by the color of each bar, with factors presented as a gradient of their primary color: orange for deception,
purple for manipulation, and red for deception.
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