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Abstract

Railway cybersecurity has become a critical concern as the integration of advanced moni-
toring systems increases reliance on technology. Cyberattacks targeting railway systems can
disrupt operations, compromise data integrity, and mislead maintenance decisions, jeopar-
dizing safety and efficiency. Despite these risks, existing detection methods often struggle to
address stealthy data tampering attacks designed to either mask failures or trigger unneces-
sary maintenance. To remedy this gap, this article proposes a novel framework combining
Turnout Lifecycle Analysis (TLA) and Expected Behavior Analysis (EBA), complemented
by a weighted, modified Dempster-Shafer theory to integrate threat estimations from both
approaches. The proposed framework supports the detection of stealthy cyberattacks and
the diagnosis of turnout faults, while enabling resilient decision-making under uncertainty.
The framework is validated on simulated cyberattack scenarios, successfully identifying six
out of seven attacks while reducing false positives. The results highlight the potential of
this framework to give railway maintenance operators more accurate insights, help improve
decision-making, and help enhance the safety and resilience of railway operations against
cyberthreats.

Keywords: Cyberattacks, Stealthy Attacks, Cybersecurity, Data Tampering, Railway
Systems, Turnouts, Maintenance

1. Introduction

1.1. Growing cybersecurity concerns in the railway sector
The advent of Industry 4.0 promotes hyper-connectivity as a vector for operational effi-

ciency. While the integration of cyber physical interactions enhances efficiency and improves
performance in the railway sector, it also increases potential attack surfaces for cyberattacks,
making it more vulnerable to intrusion and manipulation. Among others, the transport in-
dustry has witnessed significant impacts [1, 2], making cybersecurity one of the most pressing
concerns in recent years, particularly following the Russian invasion of Ukraine in 2022 [3].
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This ongoing threat is profoundly affecting the railway sector, by drastically altering railway
operations and maintenance, impacting availability, safety and security, more specifically
cybersecurity of railway systems [4]. Cyber-malware can have severe consequences for hu-
man life and equipment [5, 6], as well as cause financial losses due to disruptions in railway
services and equipment availability [7, 8]. According to the 2023 report by the European
Union Agency for Cybersecurity (ENISA) [3], 21% of all observed cyber-incidents targeting
transport sectors were against the railway sector. This report highlights that the primary
objectives of these cyberattacks were disrupting operations and gaining financial benefits.
Earlier, in 2021, the ENISA published a report on good practices in railway cyber-risk man-
agement [9]. These guidelines are based on practices and standards performed by European
railway undertakings and infrastructure managers to assess and mitigate cyber-risks. The
ENISA states that Operational Technology (OT) systems are more exposed to cyberattacks
than Information Technology (IT) systems, due to a lack of cybersecurity awareness when
OT systems were designed [10].

1.2. Attacks against railways: overview, consequences and considered types
Among various cyberattack typologies, railways primarily encounter three main types of

cyberattacks [11]:

• Data theft : compromises confidentiality by collecting stored data exchanged by railway
infrastructure components;

• Access denial : compromises availability by preventing operators from having access to
the railway system to operates legitimate queries;

• Data tampering : compromises integrity by altering data to interfere with railway sys-
tem performance and security.

In this article, we consider cyberattacks targeting OT in railway systems, with a particular
focus on scenarios where IT security measures have been compromised by attackers in an
attempt to manipulate data. This emphasis is derived from the fact that even with robust
IT security, breaches can still occur, potentially disrupting OT in railway systems. A notable
example is the 2015 BlackEnergy malware attack on the Ukrainian power grid [12], which
resulted in railway operation disruptions. Although IT security measures aimed at preventing
intrusion were in place, OT systems remained vulnerable once the grid was compromised.
More recently, in 2020, a cyberattack targeting Israel’s railways [13] demonstrated that
bypassing IT defenses can lead to direct attempts on OT systems. These examples highlight
the critical need for dedicated OT security measures.

The railway Remote Monitoring System (RMS) is an advanced monitoring system that
gathers information from sensors distributed across the infrastructure. Its primary goal is
to provide maintenance operators with real-time data reflecting the health state of railway
components, including rails, turnouts, crossings, sensors, and communication links. The
RMS detects faults and helps anticipate failures. However, its dependency on distributed
data transmission and processing makes it particularly vulnerable to cyberattacks that could
compromise the integrity of the observed data.

Securing the RMS can be approached from two perspectives:
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• Securing against intrusions: This refers to preventive measures designed to block
unauthorized access and detect attempted breaches before they succeed. Intrusion
detection systems and strong encryption protocols can help prevent attackers from
accessing or tampering with the RMS data. Despite these efforts, vulnerabilities may
persist. For instance, in [14], attackers exploit a zero-day vulnerability in the data
transmission protocol in order to bypass RMS security measures and inject false data
into the system, thereby misleading maintenance operators;

• Securing in case IT security barriers are breached: This focuses on maintaining
the resilience and integrity of the RMS even after a successful intrusion into the IT
layers of the railway infrastructure [15]. In such cases, OT components require ad-
ditional safeguards to detect and mitigate anomalies. For example, an attacker who
breaches IT defenses might manipulate sensor data to conceal an impending turnout
failure [5]. If the RMS lacks OT-level safeguards, this manipulation could lead to un-
detected faults and eventually cause operational incidents resulting in accidents and
derailments [16, 17].

Hence, while securing the RMS against intrusions is essential, ensuring resilience after
IT barriers are breached is equally critical to guaranteeing the safety and security of railway
systems in the face of evolving cyberthreats.

One of railway’s key components is the turnout [18]. As illustrated in Fig. 1, turnouts
consist of a pair of rails positioned to direct trains in a direct or deviated direction. Hence,
they must meet strict security and reliability specifications [19]. To ensure the turnout
remains operational, railway maintenance operators must assess its health condition based
on data provided by the RMS.

The integrity of the data delivered by the RMS must be ensured in order to accurately
assess the state of a turnout.

Figure 1: Turnout. © Vossloh 2024. All rights reserved.

This article focuses especially on data tampering attacks targeting turnout data mon-
itored by the RMS, which aim to alter turnout maintenance decisions. As maintenance
operators rely heavily on digital platforms for maintenance scheduling and system moni-
toring, such as the RMS, successful attacks on these platforms may disrupt services and
compromise operational safety [20]. The cyberattacks considered in this work are inspired
by the Stuxnet attack [14] against Iran’s nuclear centrifuges. Its particularity was its design
to conceal its modifications by feeding false feedback to operators, misleading them about
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what was really happening. The objective intended in this work is to detect stealthy attacks
that mislead maintenance operators about turnout’s health condition:

• Fault Masking (FM) attacks : Turnout data reflecting problems in switch operations are
replaced with normal, fault-free switch operations data or other operations data that
do not need maintenance. The objective is to avoid triggering necessary maintenance
actions.

• Fault Injecting (FI) attacks : Turnout data reflecting normal switch operations are
replaced with data corresponding to failures. The objective is to trigger unnecessary
maintenance actions.

1.3. Related research
The following paragraphs will first present the state of the art on various cyberattack

detection methods employed in Cyber Physical Systems (CPS). Subsequently, cyberattack
detection methods specific for railway systems are analyzed.

The detection of cyberattacks targeting CPS is possible by relying on two main Intru-
sion Detection Systems (IDSs) [21, 22]: Signature-based IDS (SIDS) and Anomaly-based
IDS (AIDS). SIDS rely on databases of known, previously observed intrusion types, which
limits their ability to identify new, unknown threats [23]. Meanwhile, AIDS characterizes
a reference system behavior and compares it with current behaviors to identify deviations.
Considering the nature of the cyberattacks studied in this article, an AIDS that takes into
account the behavior of remotely monitored railway turnouts seems appropriate, unlike SIDS
that cannot address the new, stealthy and targeted nature of these attacks.

According to [24], AIDS are classified into: statistical-based techniques, expert knowledge-
based techniques and Machine Learning (ML)-based techniques. Statistical approaches, such
as Hidden Markov Models (HMM) [25] and Bayesian Networks [26], model dependencies
among data and variables to detect deviations in the probability distributions. These meth-
ods are effective for identifying outliers, strange behaviors and known attacks but often
struggle to detect previously unseen or novel attacks. Expert knowledge techniques [27, 28]
rely on experience-based rules to flag suspicious behaviors [15]. While they can identify pre-
defined abnormal patterns, they are generally ineffective against new or unknown attacks.
ML techniques have been widely applied in intrusion detection, including Isolation Forest
[29, 30], Random Forest [31, 32], Support Vector Machine [33, 34, 35], K-Nearest Neigh-
bor (KNN) [36], Convolutional Neural Network (CNN) [37]. Despite their popularity, these
methods have limitations. They rely solely on modeling the system’s normal behavior and
detecting deviations, making them ineffective at distinguishing between normal/failure be-
haviors and cyberattacks that mimic normal operations. Furthermore, some approaches are
validated based on assumptions of secure communications between low-levels (sensors) and
higher-levels (monitoring systems) or the availability of labeled datasets.

Overall, the above mentioned techniques are not well suited to the type of cyberattacks
considered in this study, as they cannot reliably differentiate between stealthy attacks and
normal or failure system behavior, often depend on secure data channels, and frequently
require labeled data, which may not be available in real-world scenarios.

In the context of railways and cyber-risk assessment, several authors have explored cyber-
security concerns and highlighted the risks of the integration of cyber and physical security
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systems. Authors in [38, 39] argue that traditional safety measures are insufficient for ad-
dressing modern cyberattacks. Rekik et al. [40] concentrate on the risks in train control
and monitoring system, focusing on cyber physical vulnerabilities. Additionally, in [41], the
authors underscore the critical need for ethical cybersecurity standards within the railway
sector. Together, these studies advocate for increased cyber-awareness and stronger defenses
to protect railway systems from evolving threats. However, the survey of Soderi et al. [42]
concludes that the analyzed articles rarely consider the overall environment in which a system
is situated, and thus they fail to acknowledge that railways are composed of interconnected
critical systems. Therefore, there is a limited amount of literature that deals with the de-
tection of cyberattacks targeting railway systems from a CPS standpoint. Among them,
authors in [43] propose a method to detect attacks on railway sensors. The method involves
comparing predicted sensors disturbances, which are predefined by topographic information,
with the actual estimated sensors disturbances. In [44], a detection system against false data
injection attacks targeting the sensors of trains’ voltage, current and position was proposed
by setting thresholds on sensor data. Kour et al. [45] introduce a method called Railway
Defender Kill Chain (RDKC), which is designed to predict, prevent, detect and respond
to known cyberattacks. The RDKC is based on an adapted Open System Architecture for
Condition-Based Maintenance (OSA-CBM) framework for the railway cybersecurity, with
the aim of providing cybersecurity information from a technological perspective along an
extended Cyber Kill Chain (CKC) [46]. Authors in [47] provide a systematic review and
outline cybersecurity emerging trends and approaches, concluding that there is a lack of
focus on some important railway assets such as infrastructure and Supervisory Control and
Data Acquisition (SCADA) systems.

1.4. Research motivation and contribution
The field of railway cybersecurity remains both complex and challenging due to several

critical issues. Among the major challenges are integrating cyber and physical components
and detecting stealthy attacks. Hybridizing these components is particularly challenging
due to the lack of integrated models that can capture both, physical dynamics of the railway
infrastructure and interactions with IT systems. Additionally, developing robust anomaly de-
tection algorithms that integrate machine learning techniques with physical models remains
an ongoing challenge. A key issue is distinguishing between natural failures and malicious
data tampering, which complicates maintenance decisions. The need for intelligent diagnosis
methods combining both cyber and physical indicators has become increasingly evident, aim-
ing to reduce false positives and negatives. Stealthy attacks pose an even greater challenge,
as they can perfectly mimic normal behavior, making them difficult to detect. These attacks
often involve subtle, undetectable changes that align with legitimate system operation, pos-
ing a significant detection challenge [48]. To address this, algorithms capable of identifying
small deviations in system behavior without triggering excessive false alerts are necessary.
Furthermore, the lack of realistic databases of stealthy attack scenarios further complicates
model training. These research gaps present significant barriers for the railway sector, partic-
ularly maintenance operators, as they limit the ability to make precise maintenance decisions
that are crucial for ensuring the availability and safety of railway systems.

This research contributes to the reliability and safety of railway systems by ensuring
the integrity of maintenance decisions in the presence of cyberthreats. This is achieved by
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exposing potential cyberthreats that compromise the authenticity of monitored turnout data
and ensuring more informed and resilient maintenance decisions. Unlike approaches that
focus primarily on identifying disruptive anomalies, i.e. non-stealthy attacks, this article
proposes a data-driven framework for detecting stealthy attacks. The proposed framework
addresses data tampering scenarios by relying on collected turnout data, without interfering
with the turnout infrastructure or requiring additional security layers. This article makes
the following key contributions:

• Hybrid cyber-physical threat detection for critical infrastructure: Develop a hybrid de-
tection framework that integrates physical lifecycle representation with temporal be-
havior analysis to identify cyberattacks affecting railways’ turnout data.

• Enhanced failure-attack differentiation: Improve the ability to distinguish between nat-
ural failures and malicious tampering by leveraging both cyber and physical indicators.
This supports more accurate fault diagnosis and reduces false alarms that could lead
to unnecessary maintenance or unsafe decisions.

• Validation through adversarial scenarios : Evaluate the proposed detection framework
under diverse simulated cyberattack scenarios that emulate stealthy data tamper-
ing, addressing the common challenge of limited access to real-world datasets on cy-
berthreats targeting railway infrastructure. This enables a robust assessment of detec-
tion reliability under uncertainty.

To achieve this, two existing approaches - focusing respectively on turnout lifecycle mod-
eling [49] and temporal behaviors analysis [50] - are combined, using the Dempster-Shafer
theory of evidence [51, 52], to propose an enhanced cyberattack detection framework that
involves:

1. Estimating cyberattack likelihoods related to each observed turnout behavior using
two approaches:

• The first approach classifies and analyzes the turnout behavior with regard to its
lifecycle using aging criteria [49];

• The second approach analyzes the temporal turnout behavior evolution in order to
contextualize observed turnout behavior with regard to expected behavior based
on previous behaviors’ observations [50].

2. Combining the cyberattack likelihoods obtained using an additional fusion layer based
on the Dempster-Shafer evidence theory. As detailed in Section 3.3.2, the Dempster-
Shafer theory is applied to mitigate subjectivity in the evaluation of sources and to
aggregate assessments originating from heterogeneous perspectives [53].

The need for a combined approach arises from each approach’s limitations when used
individually. The main strategy involves leveraging the exploitation of the turnout’s lifecy-
cle represented by the bathtub curve, as illustrated in Fig. 7. However, in certain lifecycle
phases as described by the bathtub curve, accurately assessing cyberattack risks based solely
on this analysis becomes difficult. Relying solely on the analysis of temporal behavior evo-
lution can be imprecise when addressing specific turnout behaviors. Therefore, combining
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both approaches aims to enhance cyberattack detection and the decision-making process by
leveraging the strengths and compensating for the limitations of each. This article is struc-
tured into five main sections. Section 1 introduces the concept of cybersecurity in railways
and cyberattack types, and presents cyberattack detection methods. Section 2 provides an
overview of the railway RMS architecture, outlines its vulnerabilities, and presents the re-
search hypothesis and problem statement. Section 3 describes the methodological steps of
the proposed framework in detail. Section 4 presents the application of the proposed frame-
work, followed by a discussion of the findings and suggestions for future improvements. The
article concludes in Section 5 with a summary of the key results and insights.

2. The Cybersecurity problem in railway monitoring

Figure 2: Railway RMS. © Vossloh 2024. All rights reserved.

2.1. Railway RMS architecture
The railway RMS, illustrated in Fig. 2, is composed of sensors distributed throughout

the railway infrastructure. Data from these sensors are combined and merged in data hubs
before being transmitted to the Central Monitoring System (CMS) to facilitate maintenance
and operational decision-making. The RMS’s vulnerabilities lie in its wide geographical
distribution, providing many opportunities for attackers to breach the system at various
points: overriding physical sensors’ data or intercepting communications between sensors
and the CMS.

This article focuses on turnouts; therefore, the emphasis will be on switching sensor data.
During each switching operation, these sensors measure the current and voltage of the elec-
trical motor moving the switch rail and then compute the power consumption. Henceforth,

7



this data will be referred to as current, voltage and power data. Based on [54], to accurately
assess the operational condition of turnouts and the deterioration of their mechanical parts,
attention should be directed towards analyzing power data. Consequently, power curves
reflecting turnout switch operations that are transmitted to the CMS are studied in the
sequel.

2.2. Hypothesis & problem definition
As mentioned beforehand in Section 1, two stealthy cyberattacks corresponding to two

data manipulation scenarios are considered: the FM attack and the FI attack. Thus, the
cyberattacker’s profile is assumed to match the required skills to perform such attacks:

1. Have an extensive knowledge about the railway infrastructure, except for information
concerning the turnout lifecycle;

2. Have the means to manipulate only data reflecting the health of turnouts;
3. Have a high level of expertise to ensure that compromised data consistently reflects

realistic turnout behaviors, depicting either normal or failure scenarios.

Several studies employ the analysis of switch operation curve shapes and patterns to di-
agnose turnout health and detect failures [18, 55, 56, 57, 58]. The authors in these studies do
not question the trustworthiness of the observed switch operation curves, implicitly assum-
ing that they faithfully reflect the actual turnout behavior. Therefore, the reliability of such
failure detection methods is grounded on the assumption that the curves accurately repre-
sent the turnout’s true state. Various factors influence the shape of the collected turnout
data: external ones, such as obstacles, humidity, ambient temperature, and cyberattacks,
and internal ones, such as friction forces and lubrication [59]. This article tackles the chal-
lenge of cyberattack detection by analyzing observed field curves in a highly exposed railway
environment. The key challenge is differentiating data that accurately reflects the true state
of the turnout from data that has been strategically manipulated by an attacker to mimic
legitimate behavior and evade traditional anomaly detection mechanisms.

3. Methodology: from data modeling to cyberattacks detection

Previous sections have outlined vulnerabilities in railway systems, particularly in railway
RMS, along with the types of cyberattacks considered. Domain expertise of railway operators
is considered central in the cyberattack detection framework developed here. This framework
leverages a collection of advanced technical tools and operator expertise. Thus, as raw
field data generally does not provide clear interpretations on its own, it must be modeled
and cross-examined with human expertise to derive meaningful domain insights into each
curve. Subsequently, each collected piece of field data is interpreted and assessed with
respect to cyberthreat likelihood. This framework is highlighted in Fig. 3. It consists of two
phases: a development phase conducted offline with raw data, and an operation phase where
cyberattack detections are performed after each switch operation. This section provides a
detailed explanation of each phase.

The development phase utilizes an uncompromised turnout dataset to identify specific
behavioral reference patterns. During this phase, classification and forecasting models are
developed to interpret each curve and anticipate expected turnout behavior by analyzing
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Figure 3: Methodology of the proposed framework.

its temporal evolution. The operational phase establishes a robust framework capable of
accurately distinguishing between legitimate turnout behaviors and potential cyberattacks.
This is achieved through a double assessment process that cross-analyzes both the expected
system response and real-time behavioral deviations, enabling the detection of subtle ma-
nipulations that could otherwise appear normal to conventional detection methods. Two
cyberattack detection approaches run in parallel, each providing a cyberthreat estimation
by contextualizing the observed behavior with respect to either the turnout lifecycle or the
expected behavior :

• Turnout Lifecycle Analysis (TLA) is based on the premise that the meaning of a field
curve changes throughout a turnout’s lifecycle. Indeed, a curve reflecting perfect opera-
tion can be considered normal in the early stages of a turnout’s useful life, but increas-
ingly suspicious as the turnout ages. Hence, accurate knowledge about the turnout
lifecycle is fundamental. Yet, this reasoning has its limitations: at mid-lifecycle, wear
is barely noticeable and the failure rate increases. In such situations, it is no longer
possible to take a firm stance regarding the cyberthreat likelihood;

• Expected Behavior Analysis (EBA) addresses the shortcomings of the TLA. It provides
a refined assessment of each field curve, put into perspective with respect to a sequence
of curves previously observed.

The cyberthreat detection is then enhanced by combining the TLA and EBA estimations
into a single indicator.
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3.1. Step 1: Data modeling
This step is illustrated in Fig. 4. It involves extracting insights from a large amount of

turnout field data representing power curves of switch operations to determine how best to
use this data. This is accomplished by first identifying behavior classes through a semantic
analysis step, followed by building two predictive models, a classification model supporting
the TLA and EBA and a forecasting model supporting the EBA.

<<Step 1 >>
{ name = Data modeling }

Semantic analysis: Behavior classes identification Classification model developement

Data clustering Build a classification model

Clusters selection by experts Classification model

Clustered data

Prepared data

Classes

Forecasting model developement

Build a forecasting model

Train data

Test data

Forecasting model

Store

<<centralBuffer>>

Curves sequences

Figure 4: Data processing and predictive modeling.

3.1.1. Semantic analysis: Behavior classes identification
Data clustering is a straightforward technique and convenient way of identifying behav-

iors allowing to automatically organize data into clusters using a predetermined similarity
measure. Railway expert knowledge is crucial in determining an appropriate meaning of
each cluster.

A relevant similarity criterion must consider that a turnout power curve is a sequenced set
of data. This specificity shows that Time Series (TS) based methods are necessary. Among
other methods [60], a shape-based method for time-series clustering is employed because the
shape of the turnout time-series data is a critical in identifying and distinguishing different
types of behaviors. To measure similarities between TS curves in both time and shape, two
common metrics are used: the Euclidean distance and the Dynamic Time Warping (DTW).
The Euclidean distance involves one-to-one point comparisons, making it straightforward
but also sensitive to small changes along the time axis [61]. This sensitivity can lead to
misleading measures in case of slight time shifts. Conversely, DTW “elastic” measure allows
for one-to-many point comparisons, making it flexible for aligning curves that may be out of
phase. For clustering turnout data, DTW is chosen as a metric for the clustering algorithm
because it can handle variations in data speed or temporal shifts, aligning with the goal of
defining behavioral classes in the dataset.
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Moreover, when comparing the two widely used clustering algorithms, k-Means [62] and
hierarchical clustering [63], the turnout dataset’s size favors k-Means. K-Means is faster as it
only requires one pass through the data for cluster assignment, while hierarchical clustering
demands more iterations and calculations, leading to a higher time complexity. However, the
k-Means algorithm requires specifying the number of clusters k, which can be determined
using methods such as the elbow method or the silhouette score method [64].

By combining railway domain expertise with findings from related works [65, 66, 67, 18,
58, 68], this phase produces a set of clusters and corresponding labels that systematically link
each cluster to a distinct turnout behavior class, highlighting the generality and robustness of
the approach. Without any loss in overall scope, for this study, the focus is narrowed down to
two broad categories, normal and abnormal curves, along with their respective subcategories.
Let En and Ea represent the sets of labels for these two categories, where En = {ene , enw} are
the labels associated with normal curves, and Ea = {eap , eam , eas} are the labels associated
with abnormal curves. The complete set of labels is given by E = En∪Ea . Table 1 provides
a short description of each considered curve type.

Table 1: Turnout behavioral classes.

Label Description
ene Curves reflecting normal, fault-free turnout behavior
enw Curves reflecting normal aging behavior of the turnout
eap Curves reflecting progressive pre-faults degradations
eam Curves reflecting minor faults with no need for maintenance
eas Curves reflecting sudden failure behavior

As described in the next paragraph, these labels contribute to the supervised construction
of a predictive model capable of identifying any field power curve.

3.1.2. Classification model development
In the semantic analysis, meaning is assigned to each curve. The results of this process

need to be generalized to assign meaning to newly acquired field curves, which is fundamental
for implementing the TLA. This is achieved through the development of a classification model
based on a supervised learning approach, wherein the classes generated in the preceding stage
serve as labels throughout the training and validation phases.

To develop the classification model, the K-Nearest Neighbor (KNN) technique [69] is
used, as it is a straightforward yet powerful algorithm commonly used for classifying time
series data.

The KNN learning algorithm can use the same distance metrics, as discussed earlier, to
compute similarities among data. Findings from a set of experiments on time series data
in [70] confirm that the DTW metric is more effective than the Euclidean distance metric
in the KNN classification for TS data. This supports the use of DTW in constructing the
classification model in this study.

3.1.3. Forecasting model development
The goal of developing a forecasting model is to be able to predict the next expected

behavior of the turnout based on observed behaviors history. This is fundamental for imple-
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menting the EBA.

Forecasting model selection Two of the most widely used deep learning tools for
sequence-to-sequence prediction are examined: Convolutional Neural Network (CNN) [71]
and Long Short-Term Memory (LSTM) networks [72]. CNNs have proven effective in ana-
lyzing visual data for applications such as pattern and image recognition. They can auto-
matically learn hierarchical representations from data, allowing them to efficiently capture
complex features and patterns [73]. LSTMs are a type of Recurrent Neural Networks (RNN)
designed to address the RNN vanishing gradient issue by managing the information flow in
the network. Unlike CNN, LSTM can capture long-term dependencies and handle inputs
and outputs of varying lengths. After analyzing the performance of CNN and LSTM ap-
plied to turnout operation data, and considering research contributions comparing various
prediction methods [74, 75, 76], the LSTM method is selected to develop the turnout field
curve forecasting method.

Table 2: LSTM & CNN performance.

Method Root Mean Squared Error
(RMSE)

Mean Absolute Error
(MAE) Time to train

CNN 0.065 0.028 170s
LSTM 0.043 0.015 50s

Indeed, according to the figures presented in Table 2, LSTM provides both better training
performance and accuracy.

The LSTM learning and prediction process requires a particular preparation step, as
illustrated in Fig. 5. This involves using a set of N curves, called window size, in a sliding
sequence to predict the N + 1th curve. With a total of M switch operation curves in the
training dataset, the size of the training set becomes M − N . The validation dataset goes
through the same data preparation process. The trained and validated model serves as the
forecasting model used in the EBA threat assessment described in Section 3.2.2.

1 2
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Figure 5: LSTM learning data structure.
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3.2. Step 2: Cyberthreat assessment
3.2.1. Turnout Lifecycle Analysis (TLA) threat assessment

The TLA threat assessment process is described in Fig. 6. As mentioned in Section 3.1.2,
turnout power data are classified as either normal En or abnormal Ea. From this stage
onward in the threat assessment approach, the focus shifts from the actual shape of the
power curve to its assigned label by the classification model, as illustrated in Fig. 6.

<<Step 2>>
{ name = Turnout lifecycle analysis threat assessment }

Turnout lifecycle analysis threat assessment

Classification model

Data Classification

Lifecycle-based
threat assessment

TLA likelihood

Field data collection

Class

Figure 6: Turnout Lifecycle Analysis Threat Assessment.

The TLA approach produces an indicator, θTLA_Attack, representing the likelihood of the
existence of a cyberattack. This likelihood is estimated by analyzing each label occurrence
according to its context within the turnout lifecycle according to the following principles:

• Every occurrence of En or Ea results in an estimation of θTLA_Attack;

• It is considered that θTLA_Attack is within the range ∈]0, 1[, indicating that the threats
cannot be dismissed as impossible nor regarded as entirely certain;

• The presence of ene causes less suspicion after maintenance operation and high suspicion
pre-scheduled maintenance;

• The presence of enw or Ea is considered suspicious after maintenance operation, and
less suspicious before scheduled maintenance.

It is assumed that after maintenance operations, turnouts are restored to an as-good-as-
new state, and behave as if newly installed. This allows to represent the turnout lifetime
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failure rate using the Weibull distribution [77, 78, 79, 80]. As turnouts combine both elec-
tronic and mechanical components, exhibiting wear, fatigue and corrosion, their malfunc-
tioning behavior is categorized according to a bathtub shaped curve, as illustrated in Fig. 7.
While other failure rate profiles exist in railway systems [81], the choice of the bathtub shape
is guided by railway domain-specific studies [82, 83, 84], and validated by expert feedback
from the industrial partner who confirmed its relevance in a practical maintenance context.
Therefore the turnout malfunctioning behavior typically progresses through three stages:

Figure 7: The Bathtub curve [85].

• Early infant mortality failures (burn-in) period: The first stage following installation
or maintenance of the system, marked by high failure rates due to material defects and
installation issues;

• Constant failures (useful life) period: This phase denotes a stable period in the turnout
lifecycle where failure rates remain consistently low;

• Wear-out period: The final stage in the turnout’s lifecycle, after prolonged operations,
where failure rates start to increase because of factors like aging, material deterioration
and other factors.

Consequently, detecting FM attacks and FI attacks relies on monitoring the turnout’s
aging time since being installed or maintained. It is considered that the turnout operates as
well after maintenance operations as it does after installation.

Therefore, the TLA approach monitors incoming events online, focusing on the turnout
wear, and on the timing t of switch operations and utilizing two specific milestones known as
α and β. Railway operators specify these milestones, which correspond to different phases
of the turnout’s useful life, where “natural" anomalies are infrequent. During the burn-in
period, the threat level associated with acquired power curves cannot be reliably determined
due to the high risk of failure during this phase, while normal behavior is also anticipated.
To reflect this uncertainty, the corresponding curves are assigned a threat estimation value
of 0.5, indicating that, at this stage, both genuine and cyberattack scenarios are considered
equally probable.
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The threat monitoring is achieved by the Time monitor block modeled in Fig. 8. The
states {0, 1, 2} represent the three intervals of the bathtub curve. Transitions between these
states are triggered by the labels E = En ∪ Ea, associated to a field curve e, as well as by
em, which represents maintenance actions.

The Time monitor Tm is defined as Tm = ⟨Q, q0, E, em, γ, θTLA_Attack⟩ where Q and
E represent the sets of states and labels, respectively, q0 is the initial state, and γ is the
transition function of Tm. Let ϵ be an infinitely small positive real number. The Tm’s state
evolves according to an internal clock, clk, which is reset upon each maintenance action em.

The output function θTLA_Attack : Q × E × R+ →]0, 1[ of Tm, which estimates the
likelihood of a cyberattack, is defined as:

θTLA_Attack(q, e, t) =



0.5 if q = 0
β−t
β−α

− ϵ if q = 1 & e ∈ Ea ∪ {enw}
t−α
β−α

+ ϵ if q = 1 & e = ene

ϵ if q = 2 & e ∈ Ea ∪ {enw}
1− ϵ if q = 2 & e = ene

(1)

3.2.2. Expected Behavior Analysis (EBA) threat assessment
The EBA threat assessment process is based on contextualizing each field curve, with

respect to a sequence of immediately preceding curves, according to the following principles:

• The turnout cannot heal by itself: whenever a sequence of abnormal curves is observed,
a new abnormal curve is expected as long as no maintenance action has been taken;

• Failures documented as being progressive cannot happen suddenly.

As illustrated in Fig. 9, the assessment involves applying the forecasting model from
Section 3.1.3 to predict the upcoming power curve by considering previously observed curve
sequences. To perform a prediction, the forecasting model requires a sequence of N curves.
Subsequently, this sequence evolves over time by incorporating new, non-corrupt field data,
while discarding older data from the prediction sequence.

To detect a potential cyberattack, a systematic comparison is performed between the
predicted and actual field curves. This comparison aims to identify discrepancies between

0 1 2 State

/ clk >= / / clk >= /

/ true / clk := 0

/ true / clk := 0

/ /clk := 0

clk := clk + 1

Figure 8: Time monitor.

15



expected and observed behavior, requiring an appropriate similarity metric. The two distance
metrics, DTW and Euclidean distance, are considered. This dual-metric approach ensures a
robust and comprehensive comparison. To formalize the comparison process, it is essential
to establish thresholds for both DTW and Euclidean distance. These thresholds serve as
references for determining whether two curves should be considered similar or different. As
detailed in Section 4.3.2, these values are derived from an analysis of the training dataset.

Based on these thresholds, observed turnout behavior is classified as either similar to or
different from the expected behavior. As shown in Fig. 9, if the collected curve is found to
be similar to the predicted curve, no cyberthreat is ruled out. This curve is then stored and
used in the next input sequence to maintain temporal continuity in the forecasting model.
However, if the collected curve differs from the predicted curve, further investigation based
on their respective types is required to assess the cyberthreat likelihood.

The EBA evaluation generates a cyberthreat indicator θEBA_Attack. The threat assess-
ment relies on the classification model developed in Section 3.1.2 to categorize both the
collected and predicted curves. Let f be the predicted curve label and F be the label set of
predicted curves.

Given that sudden failures cannot be deduced by just analyzing the temporal evolution of
turnout behavior, these scenarios are excluded from the training data. Hence, F = E \{eas}
and θEBA_Attack : E × F →]0, 1[ according to the following rules:

• No-cyberattack suspected (ϵ):

<<Step 2>>
{ name = Expected behavior analysis threat assessment }

Expected behavior analysis threat assessment

Data prediction

Curve comparison

Field data collection

Forecasting model

Expected behavior-based
threat assessment

Next forecast curve

<<centralBuffer>>

Curves sequences

store field curve

EBA likelihood

Classification model

SimilarDifferent

Figure 9: Turnout Expected Behavior Analysis Threat Assessment.
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– The field curve e matches the EBA predicted curve f , indicating that the observed
behavior is as expected;

– The field curve shows a minor abnormality eam , while the EBA predicted curve
reflects a normal behavior En. The cyberattack risk is negligible. Indeed, it seems
unlikely that cyberattackers would try to raise such alerts, as minor abnormalities
do not require maintenance actions.

• Undetermined situation (0, 5):

– The field curve represents a sudden failure eas , regardless of the behavior (F )
reflected by the predicted curve. The cyberattack risk cannot be accurately esti-
mated, as sudden failures are always possible and cannot be distinguished from
similar malicious curves. In this case, assigning a threat estimation value of 0.5
reflects the uncertainty in determining whether the anomaly is caused by a natural
failure or a malicious cyberattack. This shortcoming is sometimes compensated
by TLA.

• High cyberattack risk (1− ϵ):

– The field curve represents a normal behavior e ∈ En or a minor abnormality eam ,
while the EBA predicted curve is related to a progressive abnormality eap . The
cyberattack risk is considered high, as an evolving abnormal situation cannot heal
spontaneously;

– The field curve indicates a progressive abnormality eap , while the predicted curve
shows normal behavior En. The cyberattack risk is considered high, as the pro-
gressive abnormality appears suddenly, without any prior indication in the previ-
ously observed sequence;

– The field curve reflects a normal fault-free ene behavior, while the EBA predicted
curve indicates wear enw behavior. The opposite situation is also significant: a
wear field curve enw opposed to a fault-free ene EBA prediction. The cyberattack
risk is high, as the observed behavior has no prior indication in the sequence on
which the prediction is based.

The rules above are expressed formally as follows:

θEBA_Attack(e, f) =



ϵ if e = f or (e = eam & f ∈ En)

0.5 if e = eas , ∀f ∈ F

1− ϵ if (e = eam & f = eap)

or (e = eap & f ∈ En)

or (e = enw & f ∈ {ene , eap})
or (e = ene & f ∈ {enw , eap})

(2)
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3.3. Step 3: Turnout Unified Threat Assessment (UTA)
Despite the threat assessment results provided by the TLA and EBA approaches, in

certain instances, as outlined in the subsequent section, they fail to individually provide a
clear indication of cyberthreat to support decisive actions. This points to the necessity of
adopting an approach that merges the estimations derived from these approaches to enhance
the detection process.

This section assesses the TLA and EBA approaches to identify situations where clear-cut
decisions cannot be made. This assessment enhances the global accuracy of the cyberthreat
assessment by proposing a Unified Threat Assessment process that combines the two ap-
proaches’ results based on assigned trust levels.

3.3.1. Evaluating the TLA and EBA threat assessment approaches
The TLA approach is based on the bathtub curve, which is directly related to turnout

failure rates and maintenance operations. The primary blind zone is the burn-in period
([t0, α[), which begins immediately after maintenance or installation and marks the start
of the turnout lifecycle at t0. During this period, the TLA threat estimation is 0.5, this
value reflects indecision due to the variety of possible turnout behaviors. Furthermore, field
knowledge considers that when θTLA_Attack ∈]0.3, 0.7[, in other words when t ∈]0.3β +
0.7α, 0.7β + 0.3α[, the TLA cyberattack estimation is not conclusive and clear-cut decisions
cannot be made. Consequently, the TLA threat estimations in these zones are inconclusive.

Meanwhile, the EBA approach relies on comparing a field curve with the expected be-
havior predicted by the forecasting model. Yet, by construction, the forecasting model does
not account for sudden turnout failures. Consequently, if the field curve represents a sudden
failure eas , the EBA threat estimation remains inconclusive.

To address the inconclusiveness, trust levels are assigned to each approach based on the
moment t during which the switch curve is collected, the type of the field curve e, and the
type of expected behavior f . These trust levels are fixed by considering intervals where
each approach results are not conclusive. Let T = [t0, tf ] represent the turnout life interval.
Hence, the trust levels ωTLA and ωEBA are defined as ωTLA, ωEBA : R+ × E × F → [0, 1], as
illustrated in Table 3.

The trust levels presented in Table 3 will be used in next sections to achieve a combined
cyberattack estimation. In cases where only one approach is considered (trust level equals
to 1), the overall cyberattack estimation corresponds to the one given by that approach.
However, when non-zero trusts are assigned to each approach, the aggregation of their results
into one single cyberthreat estimation is not straightforward, necessitating a combination
solution.

To this end, given the variety of data sources (such as sensors, expert knowledge, predic-
tive models, etc.) and the incomplete nature of information regarding all circumstances con-
cerning switch operations, in addition to the potential conflict between the two approaches,
conventional probabilistic approaches like Bayesian inference necessitate a complete compre-
hensive probabilistic model. They often struggle to handle situations where the information
is ambiguous or incomplete. While Fuzzy Logic effectively addresses uncertainty, it lacks a
strong framework for combining knowledge from different sources when faced with conflicting
information. Weighted Voting, on the other hand, offers a straightforward averaging method
that favors the source with the highest weight. Although this simplicity can be beneficial,
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Table 3: Trust Levels associated to the TLA and EBA approaches.

t e f ωTLA ωEBA Description
[t0, α[ En En ∪ {eap} 0 1 TLA approach is inconclusive during the burn-in period

eap En 0 1 TLA approach is inconclusive during the burn-in period

eam F 0 1 TLA approach is inconclusive during the burn-in period

eas F 0.5 0.5 Both, TLA and EBA approaches are equally inconclusive
when observing a sudden failure during the burn-in period

[α, 0.3β + 0.7α] or [0.7β + 0.3α, β[ eas F 1 0 EBA approach is inconclusive when observing a sudden failure

eam F 0.1 0.9 EBA approach is more accurate, as it allows to differentiate
between abnormal behaviors

else F 0.4 0.6 EBA approach is slightly more accurate than TLA approach,
as it provides better contextualization for each curve e

]0.3β + 0.7α, 0.7β + 0.3α[ eas F 1 0 EBA approach is inconclusive when observing a sudden failure

else F 0.1 0.9 EBA approach is more accurate is the zone
where θTLA_Attack ∈]0.3, 0.7[

[β, tf [ ene enw 0.9 0.1 TLA approach is more accurate, as it enables more direct
reasoning when analyzing fault-free curves

eas F 1 0 EBA approach is inconclusive when observing a sudden failure

else F 0.1 0.9 EBA approach is more accurate, as it enables a more
comprehensive analysis of the context

it may overlook the complexities of conflicting evidence (leading to overconfidence in one
outcome over another). In contrast, The Dempster-Shafer (D-S) theory of evidence provides
a balanced, conflict-resilient method for combining different sources of evidence that can
effectively manage uncertainty and lack of information [86, 87].

3.3.2. The evidence theory: basic concepts and notations
The evidence theory, also referred to as the Dempster-Shafer (D-S) theory, is a technique

introduced by Dempster [51] and later refined by Shafer [52], that allows reasoning with
uncertain, imprecise information without requiring additional assumptions to represent that
information [88]. D-S theory is known to provide well-structured rules for combining infor-
mation, enabling the aggregation of data from various independent sources [53] to support
decision-making processes [89, 90].

The universal set of observed situations, also known as the Frame Of Discernment (FOD),
is denoted by S and contains N elements.

S = {s1, s2, . . . , sN} (3)

The power set of S, denoted 2S, is the set of all subsets of S. It includes 2N elements,
which are listed as follows:

2S = {∅, {s1}, {s2}, . . . , {sN}, {s1, s2},
. . . , {s1, sN}, . . . , {s1, s2, . . . , si}, . . . , S}

(4)

The mass function m : 2S → [0, 1], representing the Basic Belief Assignment (BBA),
must satisfy the following conditions:
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m(∅) = 0 (5)

∑
A∈2S

m(A) = 1 (6)

Where A is a subset of 2S referred to as a focal element, and m(A) denotes the amount
of knowledge associated with every subset A [88].

Let m1 and m2 be two independent BBAs from the same FOD (S). According to the
D-S theory, these BBAs can be combined using Dempster’s combination rule as follows:

m12(A) =


∑

B∩C=A̸=∅

m1(B)m2(C)

1− k
, A ̸= ∅

0, A = ∅

(7)

where k denotes the conflict coefficient, which indicates the level of conflict between m1 and
m2 [88]:

k =
∑

B∩C=∅

m1(B)m2(C) (8)

When the conflict coefficient k approaches to 1, it indicates a high conflict level between
evidences. This issue, initially highlighted by Zadeh in [91], arises when multiple sources
contradict each other, leading to counterintuitive results if the Dempster’s combination rule
in Eq. 7 is applied. In [92], the authors propose an advanced modified D-S combination
approach that effectively addresses the high conflict level when compared to various other
combination rules.

The modified combination rule utilizes distance or similarity between pieces of evidence,
as described in Eq. 9, to compute their “Credibility" weight. This weight represents the
relative importance of each piece of evidence [53, 93, 94].

sim(m1,m2) =
∑

B∩C ̸=∅

m1(B)m2(C)√
(
∑

(m1(B))2).(
∑

(m2(C))2)
(9)

The resulting similarity matrix s between p sources is constructed as follows:

s =


1 sim(m1,m2) . . . sim(m1,mp)

sim(m2,m1) 1 . . . sim(m2,mp)
. . . . . . . . . . . .

sim(mp,m1) sim(mp,m2) . . . 1

 (10)

A high similarity value between two sources indicates a low distance between them,
suggesting they support each other [92]. The support degree of mi, reflecting its reliability,
is defined as:

sup(mi) =

p∑
j=1,j ̸=i

sim(mi,mj) (i = 1, 2, . . . , p) (11)
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The credibility weight of each evidence is calculated then by normalizing the support
degree, as shown in Eq. 12. Subsequently, the weighted average of the belief provided by
each source is computed using Eq. 13:

Crd(mi) =
sup(mi)∑p
i=1 sup(mi)

(i = 1, 2, . . . , p) (12)

mc(A) =

p∑
i=1

mi(A).Crd(mi) (A ∈ 2S) (13)

Finally, by normalizing the resulting weighted average using Eq. 14, according to [53, 93],
the aggregated value m(A) is obtained

m(A) =
m2

c(A)∑
A∈2S m

2
c(A)

(A ∈ 2S) (14)

3.3.3. Combined TLA and EBA threat assessment likelihoods: UTA
When assessing cyberthreats in the collected turnout data, each approach provides an

estimation of its belief regarding the existence of a cyberattack. The D-S theory is applied
to combine the cyberthreat assessments from each approach when their assigned trust levels
are neither 0 nor 1, as discussed in Section 3.3.1. The two approaches estimations can be
represented as M = {mi | i = 1, 2} where m1 refers to the estimations of the TLA approach,
and m2 refers to the estimations of the EBA approach. Consequently, the FOD S = {S1, S2}
consists of the two possible observed scenarios (situations): cyberattack, denoted by S1 or
no-cyberattack, denoted by S2. It is important to note that the cyberattack estimations
(BBA) provided by each approach (source) are considered independent, as the degrees of
belief generated by each source do not influence one another. Indeed, the two estimations
are based on different analysis approaches.

Let 2S = {∅, {S1}, {S2}, {S1, S2}} represent the set of focal elements within the FOD,
obtained from the two approaches m1 and m2. These pieces of evidence satisfy the conditions
given in Eqs. 5 and 6: m1(∅) = m2(∅) = 0 and

∑
A∈2S m1(A) = 1;

∑
A∈2S m2(A) = 1,

where m1(A) and m2(A) correspond to the likelihood of the scenario A given by the TLA
and EBA approaches, respectively. The focal element {S1, S2} indicates uncertainty, and the
mass of this uncertainty, mi(S1, S2), is considered to be zero. This is because the likelihoods
of the two focal elements S1 and S2 are complementary and account for the uncertainty of
each approach, as in the case where m1(S1) = m1(S2) = 0.5 which indicates that the two
situations S1 and S2 are equally possible. This guarantees that the total belief assigned by
each approach to all possible scenarios sums to 1, as required by the D-S theory.

To combine results from the two threat assessment approaches, it is essential to integrate
the trust levels associated to each approach, since their trustworthiness varies based on the
field curve’s type e, its appearance time t and the predicted curve’s type f , as detailed in
Table 3. To address this variability, a modified BBA that accounts for varying trust levels
can be employed, as suggested by [95, 96]. The modified BBAs, denoted as m̄1 and m̄2, are
formulated as follows:
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M̄ = {m̄i | i = 1, 2},
where m̄i = ωi(t, e, f)×mi

(15)

Here, ω1 and ω2 represent the trust levels ωTLA, ωEBA associated with each approach,
satisfying the condition ω1 + ω2 = 1.

In the specific context of this article, where only two approaches are involved, Eqs. 11
and 12 become:

sup(m̄1) = sup(m̄2) = sim(m̄1, m̄2) (16)

Crd(m̄1) = Crd(m̄2) =
sup(m̄1)

sup(m̄1) + sup(m̄2)
=

1

2
(17)

Consequently, the resulting combination approach outlined in Eq. 13 becomes:

m̄c(A) =
1

2

2∑
i=1

m̄i(A) (A ∈ 2S) (18)

The final normalized combined belief for A is obtained by:

m̄(A) =
m̄2

c(A)∑
A∈2S m̄

2
c(A)

(A ∈ 2S) (19)

From now on, the values of m1(S1) and m1(S2) are given by θTLA_Attack and θTLA_NoAttack,
respectively, where θTLA_NoAttack = 1−θTLA_Attack. Similarly, m2(S1) and m2(S2) are given
by θEBA_Attack and θEBA_NoAttack respectively, where θEBA_NoAttack = 1− θEBA_Attack. Ta-
bles 4 & 5 summarize likelihoods given by each approach.

Table 4: TLA likelihoods.

T e θTLA_Attack θTLA_NoAttack

[α, β[ Ea ∪ {enw} β−t
β−α

− ϵ t−α
β−α

+ ϵ

[α, β[ ene

t−α
β−α

+ ϵ β−t
β−α

− ϵ

[β, tf [ Ea ∪ {enw} ϵ 1− ϵ
[β, tf [ ene 1− ϵ ϵ

Table 5: EBA likelihoods.

e f θEBA_Attack θEBA_NoAttack

e e ϵ 1− ϵ
eam En ϵ 1− ϵ
eam eap 1− ϵ ϵ
eap En 1− ϵ ϵ
enw {ene , eap} 1− ϵ ϵ
ene {enw , eap} 1− ϵ ϵ

This will allow calculating, Θ, the combined cyberthreat evaluation, that is given by m̄ in
Eq. 19. Where ΘAttack and ΘNoAttack are given by m̄(S1) and m̄(S2), respectively. Specifically,
ΘAttack and ΘNoAttack are defined as ΘAttack, ΘNoAttack : Q× E × F × R+ → ]0, 1[.
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4. Application: results & discussion

In this section, the proposed cyberattack detection framework is applied to a turnout
dataset, and the results are discussed. The dataset used in this study was provided by our
industrial partner. The labeling process is performed in the development phase (see Section
4.2) by the classification model and consulting the industrial partner. This process results
in categorizing each curve as normal, i.e. without faults, or abnormal, i.e. with faults.
These labeled curves do not reveal if their behaviors is resulted from an attack of a real
turnout behavior. Thus the available dataset does not contain documented cyberattacks
that are aligned with FM and FI attacks. In the absence of publicly available datasets
for this specific context, cyberattack scenarios are simulated by replacing existing genuine
normal/abnormal turnout behavior curves with alternative abnormal (FI) or normal (FM)
ones. This corresponds to an attacker who had perfect knowledge which curve is normal
and which is abnormal as stated in Hypothesis 1. These scenarios were designed to produce
a range of detection outcomes allowing accurate evaluation of the individual and combined
performance of the proposed detection approaches.

4.1. Overview
The diagram in Fig. 10 provides a scattered view of the cyberattack detection system in

its physical environment. The development phase has resulted in the production of the Data
Processor (DP) block, which contains the classification and forecasting models. The TLA
and EBA functions compute each a cyberthreat likelihoods from each field curve. Subse-
quently, the UTA function combines these likelihoods into a single global likelihood, which
is communicated to maintenance operators via CMS to assist them in making maintenance
decisions.

This work is illustrated using a raw dataset consisting of 3879 switch operations, each
represented by a power consumption curve.

The raw dataset is split into two subsets: a training dataset consisting of 2480 curves, and
a validation dataset consisting of 1399 curves. Each curve contains 252 points. The training
dataset is used to learn curves, while the validation dataset is used to assess the model’s
accuracy. This is achieved by relying on the basic learning/testing approach supported by
the Scikit-learn library.

In the following, the process of developing the classification and forecasting models is out-
lined. Subsequently, the results obtained from applying the proposed cyberattack detection
framework to the validation dataset are presented and discussed.

4.2. The Development Phase
The training dataset is analyzed to understand the turnout’s behavior. It is assumed

that this dataset is uncompromised and was securely obtained.

Classification model development. This model is at the core of the TLA and EBA
approaches. The first goal is to identify different behavior types through a semantic analysis
step, where dataset similarities were explored to differentiate various shapes of power con-
sumption curves. By applying k-Means clustering within the Scikit-learn environment [97]
and consulting railway experts, five distinct clusters are identified: ene , enw , eap , eam and eas ,
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Figure 10: Switch operations monitoring process.
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Figure 11: Turnout behaviors classes.

as listed in Table 1 and illustrated in Fig. 11. The clustering results were employed to train
a KNN classification model which labels all switch operation power curves.

LSTM model development. This model is at the core of the EBA approach. It aims
to analyze turnout behavior sequences and predict its potential future behaviors. For that,
it is assumed that the used training dataset is free from sudden failures eas , therefore it
contains normal behaviors En, progressive abnormalities eap and minor abnormalities eam .
This exclusion is essential because the forecasting model is trained using field data, which is
at the moment unable to exhibit sufficient scenarios to learn and predict sudden failures.

The performance of the obtained LSTM forecasting model is directly related to hyper-
parameters choice listed in Table 6. The results of a grid search procedure are summarized
below.

Table 6: LSTM model hyperparameters.

Hyperparameter Range Choice
Window size [10, 30, 50, 60] 50
Hidden states [32, 64, 128, 256] 128
Dropout [0.0, 0.2, 0.4] 0.2
Learning rate [0.0001, 0.001, 0.005] 0.001
Batch [16, 32, 64] 32
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(a) Comparison of window sizes and validation loss

Minimum validation loss L2

(b) Loss relation to hyperparameters

Figure 12: LSTM hyperparameters choice.

The grid search first step focuses on selecting the optimal window size through an evalu-
ation of the model’s accuracy by varying all the identified hyperparameters and computing
the corresponding validation loss L2 (Mean Square Error MSE) over 100 epochs. Fig. 12a
presents the model’s accuracy computed as the minimum validation loss observed across
different window sizes. While a window size of 10 field curves results in the lowest median
validation loss, a window size of 50 curves shows less dispersion in the performance figures
with fewer outliers. Performance with a window size of 30 curves exhibits high variability, de-
spite a median loss comparable to other window sizes. Similarly, performance with a window
size of 60 curves is comparable to the 50-curve window but exhibits slightly more variability.
This suggests that, despite not having the absolute lowest validation loss, a window size
of 50 curves is better because it yields a narrower L2 interval and better captures longer-
term dependencies in power curves. This allows the model to account for more historical
information, potentially leading to more accurate predictions.

After setting the LSTM window size to 50, various combinations of LSTM hidden state
sizes, dropout rates and learning rates were evaluated. The resulting minimum validation
losses are illustrated in Fig. 12b. With 256 hidden states, more variability in performance is
observed, with some points indicating higher losses (lighter colors), potentially due to the size
being larger than necessary. Conversely, hidden state sizes of 32 and 64 may be too small,
failing to adequately capture the data variation. The LSTM model with 128 hidden states
consistently results in lower validation loss (darker blue points), indicating a good balance
in the model’s performance. Regarding dropout rates, a rate of 0.2 yields better results, as
shown by the concentration of darker blue points. For the learning rate, the standard value
of 0.001 consistently produces good performance, suggesting that the model converges well
with this rate, unlike other learning rates, which tend to result in higher losses. Therefore,
the optimal configuration appears to be 128 hidden states, a dropout rate of 0.2, and a
learning rate of 0.001.

The KNN and LSTM models obtained are both instrumental for implementing the oper-
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ation phase. It is worth noting that given the data set at hand, KNN did not raise particular
accuracy issues, unlike LSTM. The upstream study and improvement of these models’ accu-
racy allows for a significant choice: prevent the introduction of additional uncertainty into
the aggregation process through the Dempster-Shafer method.

4.3. The Operation Phase
The raw data available does not feature documented cyberattack scenarios. For the

current study, specifically for FM and FI attacks, cyberattack scenarios have been hand-
crafted, using previously seen turnout behaviors, and added to the global dataset to assess the
validity of the proposed framework. These scenarios are illustrated in Fig. 13, where A1, A2,
A3 and A4 correspond to FI attacks, while A5, A6 and A7 represent FM attacks. Descriptions
of these scenarios are listed in Table 7, where t0 stands for the installation/maintenance date
of the turnout.

Table 7: Cyberattacks descriptions.

Label Date (days) Description Attack’s type
A1 t0 + 8d Sudden failure behavior Fault Injecting attack
A2 t0 + 18d Aging behavior Fault Injecting attack
A3 t0 + 24d Progressive pre-fault degradation behavior Fault Injecting attack
A4 t0 + 56d Sudden failure behavior Fault Injecting attack
A5 t0 + 90d Minor fault behavior Fault Masking attack
A6 t0 + 94d Normal, fault-free behavior Fault Masking attack
A7 t0 + 149d Normal, fault-free behavior Fault Masking attack

4.3.1. The TLA threat assessment
The TLA threat assessment is derived from the direct application of Eq. 1, which requires

information about the turnout’s lifecycle and each observed field curve. Key inputs include α
and β, which identify the time interval T related to each period from the turnout’s bathtub
curve, as well as specific details on each switch operation: the observed behavior e and
its corresponding timing t. Due to the reduced scope of the available dataset, all lifecycle
intervals have been scaled down. Due to confidentiality constraints, α and β are not given
as absolute dates. They are hence defined as t0 + 6d and t0 + 123d, respectively. This has a
limited impact on the genericity of this study, because the nature of the observations does
not change from one time interval to another: only the detection logic evolves.

Table 8 presents a selection of threat estimations provided by the TLA approach. The
results shown in the table have been selected to illustrate the TLA approach operation and
offer a representative overview of its outcomes based on different 18 situations (field inputs).

The TLA approach identifies 7 turnout behaviors as potential cyberattacks on t0 + 8d,
t0+18d, t0+24d, t0+44d, t0+94d, t0+114d and t0+149d, as shown in Table 8. However, no
decisions can be made for 3 curves observed on t0+4d, t0+5d and t0+56d since they could
represent either a cyberattack or a legitimate behavior. The remaining behaviors appear
to be legitimate as they exhibit consistency with the turnout expected lifecycle. Further
evaluations are discussed in Section 4.3.4.
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Table 8: TLA threat assessment results with ϵ = 0.1.

T t e θTLA_Attack θTLA_NoAttack Description
[t0, t0 + 6d[ t0 + 4d eam 0.5 0.5 TLA approach is inconclusive during the burn-in period

t0 + 5d ene 0.5 0.5 TLA approach is inconclusive during the burn-in period

[t0 + 6d, t0 + 123d[ t0 + 8d eas 0.9 0.1 Cyberattack is detected due to the observation of
a sudden failure in the beginning of the turnout
useful life

t0 + 10d ene 0.1 0.9 No suspicion is considered due to the observation of
a normal, fault-free behavior

t0 + 18d enw 0.8 0.2 Cyberattack is detected due to the observation of
an aging behavior in early stages of the turnout
useful life

t0 + 24d eap 0.7 0.3 Cyberattack is detected due to the observation of
a progressive pre-fault degradation behavior in early
stages of the turnout useful life

t0 + 44d eam 0.6 0.4 Cyberattack is detected due to the observation of
a minor fault in early stages of the turnout useful life

t0 + 56d eas 0.5 0.5 TLA approach is inconclusive near the mid useful life

t0 + 90d eam 0.2 0.8 No suspicion is considered due to the observation of
a minor fault in late stages of the useful life

t0 + 92d eap 0.2 0.8 No suspicion is considered due to the observation of
a progressive pre-fault degradation behavior in late
stages of the useful life

t0 + 94d ene 0.8 0.2 Cyberattack is detected due to the observation of
a normal, fault-free behavior in late stages of
the turnout useful life

t0 + 114d ene 0.9 0.1 Cyberattack is detected due to the observation of
a normal, fault-free behavior in late stages of
the turnout useful life

[t0 + 123, t0 + 155d[ t0 + 125d eam 0.1 0.9 No suspicion is considered due to the observation of
a minor fault in the wear-out period

t0 + 126d eam 0.1 0.9 No suspicion is considered due to the observation of
a minor fault in the wear-out period

t0 + 143d eam 0.1 0.9 No suspicion is considered due to the observation of
a minor fault in the wear-out period

t0 + 149d ene 0.9 0.1 Cyberattack is detected due to the observation of
a normal, fault-free behavior in the wear-out period

t0 + 151d eas 0.1 0.9 No suspicion is considered due to the observation of
a sudden failure in the wear-out period

t0 + 154d enw 0.1 0.9 No suspicion is considered due to the observation of
an aging behavior in the wear-out period
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Figure 13: Cyberattack scenarios.

It is worth noting that it is difficult to work around indecision (θTLA_Attack = 0.5) in the
middle of the useful life time interval. The same also goes for the early life interval. The
EBA assessment provides additional insight as shown in the next section.
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Figure 14: Euclidean and DTW distance thresholds.

4.3.2. The EBA threat assessment
To investigate cyberattacks based on the temporal evolution of turnout behavior, the

LSTM forecasting model is used with sequences of 50 power curves each, starting with an
initial sequence acquired securely to ensure the integrity of the prediction process. The
predicted curve is then compared to the observed field curve using fixed thresholds for Eu-
clidean and DTW distances. Fig. 14 illustrates the computed distances between curves
from the training dataset that were used to establish these thresholds and define when two
curves are considered similar or distinct. Consequently, 4 and 15 were fixed as thresholds
for Euclidean and DTW distances, respectively.

The Table 9 lists the 11 turnout behaviors that were identified as deviant from expected
behaviors based on a comparison using the established distance thresholds. ED and DTW
correspond to the computed Euclidean and DTW distances, respectively, between expected
and observed behaviors. By comparing the observed curve behavior e with the expected curve
f , and considering cases in Eq. 2, cyberattack evaluations are performed for each curve from
the 11 curves, as outlined in the Description column in Table 9. Of these, 4 behaviors are
found to represent cyberattacks (observed on days 18, 24, 90 and 94 after t0, as highlighted
in Table 9). The curves observed on days 18, 24, and 94 after t0 are illustrated in Fig. 15(b),
15(c) and 15(e), respectively, along with their associated predicted curves. Three behaviors
from the 11 deviated behaviors are associated with safe switch operations (observed on days
94, 102 and 126 after t0 and illustrated in Fig. 16(a), 16(b) and 16(c), respectively. As for
the remaining four curves (observed on days 8, 56, 127 and 151 day after t0 and shown in
Fig. 15(a), 15(d), Fig. 16(d) and Fig. 16(e), respectively), a clear decision of whether they
represent cyberattacks could not be made. Further evaluations are discussed in Section 4.3.4.
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Table 9: EBA threat assessment results with ϵ = 0.1.

t ED DTW e f θEBA_Attack θEBA_NoAttack Description
t0 + 8d 2.7 28.98 eas ene 0.5 0.5 Decision cannot be made due to the observation

of a sudden failure

t0 + 18d 1.85 16.22 enw ene 0.9 0.1 Cyberattack is detected since the expected
behavior is a fault-free behavior, while
the observed curve reflects wear of the turnout

t0 + 24d 13.21 126.29 eap ene 0.9 0.1 Cyberattack is detected since the observed
curve is related to a progressive pre-faults
degradation that appear without prior notice

t0 + 56d 17.36 71.70 eas ene 0.5 0.5 Decision cannot be made due to the observation
of a sudden failure

t0 + 90d 2.06 17.05 eam eap 0.9 0.1 Cyberattack is detected since the observed
curve interrupts a sequence of a progressive
pre-faults degradation

t0 + 94d 7.97 76.80 ene eap 0.9 0.1 Cyberattack is detected since the observed
curve interrupts a sequence of a progressive
pre-faults degradation

t0 + 94d 11.84 123.18 eap eap 0.1 0.9 No suspicion is considered since the observed
curve is related to the progressive pre-faults
degradation

t0 + 102d 3.11 20.62 eam ene 0.1 0.9 No suspicion is considered since the observed
curve is related to minor fault

t0 + 126d 1.10 15.56 eam enw 0.1 0.9 No suspicion is considered since the observed
curve is related to minor fault

t0 + 127d 5.21 32.50 eas enw 0.5 0.5 Decision cannot be made due to the observation
of a sudden failure

t0 + 151d 1.45 15.32 eas enw 0.5 0.5 Decision cannot be made due to the observation
of a sudden failure

4.3.3. The Unified Threat Assessment
To combine the threat estimations from the TLA and EBA approaches, the 18 turnout

behaviors used to illustrate the TLA approach results, and the 11 behaviors considered using
the EBA approach, are combined and assigned weights according to the cases discussed in
Table 3. Then, the modified D-S combination approach equation in Eq. 19 is applied. The
results of the combined threat estimations for each observed curve are listed in Table 10.

The UTA detects cyberattacks on days 8, 18, 24, 90, 94 and 149 after t0, as highlighted in
Table 10. However, an ambiguous situation is observed on day 56 after t0, where ΘAttack =
ΘNoAttack = 0.5. The remaining observed curves are considered legitimate, reflecting true
turnout behavior. Further evaluations are discussed in the next section.

4.3.4. Evaluation, discussion & future work
The evaluation of the proposed framework is based on two criteria: its effectiveness

compared to the TLA and EBA threat assessment results and its accuracy in detecting FM
and FI cyberattacks.
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Figure 15: Cyberattack scenarios: observations vs. predictions.

As detailed in Table 11, the cyberattack results for each observed curve are presented
alongside the true state to assess the reliability of the cyberattack estimations. Of the
seven injected cyberattacks, the TLA approach detected five, the EBA approach detected
four, while the UTA successfully detected six. In terms of false positives, only the TLA
approach mistakenly identified two legitimate behaviors as cyberattacks (on days t0 + 44d
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and t0 + 114d). The first false positive occurred during a minor fault, which was considered
suspicious during the early stage of the useful life period when the TLA approach expected
only fault-free behaviors. The second false positive was a normal, fault-free behavior observed
during a later stage of the useful life, when the TLA approach anticipated faulty behavior
instead.

The results also show that the TLA approach fails to detect the A5 cyberattack, while

Figure 16: Legitimate observations vs. predictions.
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Table 10: UTA threat assessment results.

t e f ωTLA ωEBA Attack No Attack
TLA EBA UTA TLA EBA UTA

t0 + 4d eam f 0 1 0.5 0.1 0.1 0.5 0.9 0.9
t0 + 5d ene f 0 1 0.5 0.1 0.1 0.5 0.9 0.9
t0 + 8d eas ene 1 0 0.9 0.5 0.9 0.1 0.5 0.1
t0 + 10d ene f 0.4 0.6 0.1 0.1 0.02 0.9 0.9 0.98
t0 + 18d enw ene 0.4 0.6 0.8 0.9 0.97 0.2 0.1 0.03
t0 + 24d eap ene 0.4 0.6 0.7 0.9 0.95 0.3 0.1 0.05
t0 + 44d eam f 0.1 0.9 0.6 0.1 0.03 0.4 0.9 0.97
t0 + 56d eas ene 1 0 0.5 0.5 0.5 0.5 0.5 0.5
t0 + 90d eam eap 0.1 0.9 0.2 0.9 0.96 0.8 0.1 0.04
t0 + 92d eap f 0.4 0.6 0.2 0.1 0.03 0.8 0.9 0.97
t0 + 94d ene eap 0.4 0.6 0.8 0.9 0.97 0.2 0.1 0.03

eap eap 0.4 0.6 0.2 0.1 0.03 0.8 0.9 0.97
t0 + 102d eam ene 0.1 0.9 0.1 0.1 0.02 0.9 0.9 0.98
t0 + 114d ene f 0.4 0.6 0.9 0.1 0.34 0.1 0.9 0.66
t0 + 125d eam f 0.1 0.9 0.1 0.1 0.03 0.9 0.9 0.97
t0 + 126d eam enw 0.1 0.9 0.1 0.1 0.03 0.9 0.9 0.97
t0 + 127d eas enw 1 0 0.1 0.5 0.1 0.9 0.5 0.9
t0 + 143d eam f 0.1 0.9 0.1 0.1 0.03 0.9 0.9 0.97
t0 + 149d ene enw 0.9 0.1 0.9 0.1 0.95 0.1 0.9 0.05
t0 + 151d eas enw 1 0 0.1 0.5 0.1 0.9 0.5 0.9
t0 + 154d enw f 0.1 0.9 0.1 0.1 0.03 0.9 0.9 0.97

the EBA approach missed the A7 cyberattack, mistakenly classifying them as legitimate
behaviors. The A5 was overlooked by the TLA approach because it interpreted the faulty
behavior observed as the turnout approached the wear-out period as normal. However,
the EBA approach was able to analyze the sequence of behaviors leading up to A5 and
correctly identified the corresponding curve as a cyberattack, as it interrupted a progressive
pre-fault degradation. Conversely, the EBA approach missed the A7 cyberattack because
the computed distance between the predicted and observed curves on t0 + 149d was below
the set thresholds, leading to an incorrect classification of the curve as legitimate. The UTA,
however, successfully detected both cyberattacks due to the weighted D-S combination of
approaches: it assigned a higher weight to the EBA approach when handling progressive
pre-fault degradation, and a higher weight to the TLA approach when analyzing normal
aging behavior during the wear-out period. This strategic weighting allowed UTA to make
more accurate decisions in both cases.

Ambiguity was the most common issue affecting cyberattack decisions using TLA or
EBA. The TLA approach reported three cases of ambiguity. Two of these curves are col-
lected during the burn-in period, while the third curve reflects a sudden failure occurring
midway through the useful life period, which led to equal evaluation for both cyberattack
and no-cyberattack scenarios. The EBA approach identified four ambiguous situations after
observing sudden failure behaviors. However, the UTA was unable to provide a clear decision
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Table 11: Cyberattack detection results evaluation.

t e True state status TLA EBA UTA

t0 + 4d eam Legitimate AM TN TN
t0 + 5d ene Legitimate AM TN TN
t0 + 8d eas Cyberattack A1 TP AM TP
t0 + 10d ene Legitimate TN TN TN
t0 + 18d enw Cyberattack A2 TP TP TP
t0 + 24d eap Cyberattack A3 TP TP TP
t0 + 44d eam Legitimate FP TN TN
t0 + 56d eas Cyberattack A4 AM AM AM
t0 + 90d eam Cyberattack A5 FN TP TP
t0 + 92d eap Legitimate TN TN TN
t0 + 94d ene Cyberattack A6 TP TP TP

eap Legitimate TN TN TN
t0 + 102d eam Legitimate TN TN TN
t0 + 114d ene Legitimate FP TN TN
t0 + 125d eam Legitimate TN TN TN
t0 + 126d eam Legitimate TN TN TN
t0 + 127d eas Legitimate TN AM TN
t0 + 143d eam Legitimate TN TN TN
t0 + 149d ene Cyberattack A7 TP FN TP
t0 + 151d eas Legitimate TN AM TN
t0 + 154d enw Legitimate TN TN TN

in only one scenario: the sudden failure observed at t0+56d. In this instance, distinguishing
between a natural failure and a cyberattack is not possible. This ambiguity does not reflect
a limitation of the UTA itself, but rather, arises from both the TLA and EBA approaches
being unable to conclusively assess the suspicious behavior due to the anomaly occurring in
the mid useful life (TLA) and the sudden nature of this anomaly (EBA).

Table 12: Performance metrics.

Sensitivity (%) Specificity (%) Precision (%) Accuracy (%)

TLA threat assessment 55 66 50 71
EBA threat assessment 44 75 50 76
Unified threat assessment 86 93 86 95

This analysis confirms that the UTA effectively integrates the strengths of both the TLA
and EBA approaches, as demonstrated in Table 12, which summarizes the performance
metrics of the three approaches. The TLA approach shows slightly higher sensitivity to
cyberattacks than the EBA, while the EBA approach has better specificity in identifying
legitimate cases compared to the TLA. Comparing these performances reveals that the UTA
outperforms both the TLA and EBA approaches. It achieves high sensitivity (86%), meaning
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it successfully detects most cyberattacks, and a high specificity (93%), indicating that it
rarely incorrectly classifies legitimate behaviors as cyberattacks (as in t0 + 56d). These
results lead to high precision (86%) and an overall accuracy of 95%.

It is worth noting that other cyberattack scenarios may occur at different periods of the
turnout lifecycle. The Table 13 lists some examples of other possible cyberattacks. The
TLA approach often overlooks cyberattacks reflecting aging or abnormal behaviors in late
useful life, while the EBA approach helps contextualize these behaviors (e.g. A9 and A10).
Similarly, cyberattacks reflecting progressive pre-fault degradations may be missed by the
TLA approach but are effectively detected by the EBA approach (e.g. the A11). Conversely,
cyberattacks reflecting sudden failures consistently generate ambiguity (e.g. A8 and A12),
and the proposed framework cannot provide clear threat estimations in such cases, except in
early useful life when the TLA approach may help in provide clear threat estimations (e.g.
the A1).

Table 13: Other scenarios threat assessment results.

Label t e f ωTLA ωEBA Attack Description
TLA EBA UTA

A8 t0 + 4d eas ene 0.5 0.5 0.5 0.5 0.5 Both approaches are inconclusive, the TLA
in the burn-in period and the EBA when
observing sudden failures

A9 t0 + 102d enw ene 0.4 0.6 0.1 0.9 0.67 No suspicion is considered by the TLA due
to the observation of an aging behavior in
late stages of the useful life, while the EBA
detects an attack since the observed curve
reflects wear of the turnout that appear
without prior aging indications

A10 t0 + 105d eap ene 0.4 0.6 0.1 0.9 0.67 No suspicion is considered by the TLA due
to the observation of an abnormal behavior in
late stages of the useful life, while the EBA
detects an attack since the observed curve
is related to a progressive pre-faults
degradation that appear without prior notice

A11 t0 + 132d eap enw 0.1 0.9 0.1 0.9 0.78 No suspicion is considered by the TLA due
to the observation of an abnormal behavior in
the wear-out period, while the EBA detects
an attack since the observed curve is related
to a progressive pre-faults degradation that
appear without prior notice

A12 t0 + 135d eas enw 1 0 0.1 0.5 0.1 No suspicion is considered by the TLA due
to the observation of an abnormal behavior in
the wear-out period, while the EBA remains
inconclusive when observing sudden failures

The proposed framework has proven effective in detecting stealthy cyberattacks designed
to mislead maintenance operators. By analyzing the observed curves with respect to their
types, collection times, and corresponding expected curves, weights are assigned to each
threat estimation provided by the TLA and EBA approaches, significantly improving the
accuracy of threat estimation for each observation. The validity of the proposed detection
framework does not strictly depend on the use of the specific LSTM method, nor on the
assumption of a three-phase bathtub shape. The framework remains applicable with other
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forecasting methods and alternative failure rate representations regardless of their specific
shapes, as long as the failure rate evolves over time. Thus, the use of the LSTM model and
the bathtub curve serves primarily as a heuristic guide rather than a prescriptive statistical
model. However, there are several areas that could be addressed to further increase the
cyberattack detection rate:

• Predictive modeling. The EBA threat assessment approach detects cyberattacks by an-
alyzing the temporal evolution of turnout behavior using the forecasting LSTM model.
However, the LSTM has the drawback of basing its prediction only on past behavior,
which may not always be sufficient for accurate prediction (prediction in Fig. 16(a)).
In some cases, context from both the past and future is required to improve prediction
accuracy. To address this limitation, future work could explore using a Bidirectional
LSTM (Bi-LSTM) model, which incorporates both past and future behavior into its
analysis. In situations requiring real-time decisions, the EBA could initially rely on
the LSTM model for quick analysis, with the Bi-LSTM model used as an additional
step to verify the LSTM prediction once the entire sequence is available. However, in
cases where real-time decisions are not necessary, the Bi-LSTM model could be fully
integrated into the predictive modeling process, allowing for more comprehensive con-
textualization by considering both past and future behaviors to enhance the accuracy
of the predicted curve;

• Sudden failures’ analysis. When observing sudden failures, it is crucial to provide ac-
curate threat assessments, particularly during the period ]0.3β+0.7α, 0.7β+0.3α[. For
instance, this challenge contributed to missing the A4 cyberattack due to the ambiguous
nature of the corresponding curve. To counter this difficulty, the overall cyberattack
estimation could be improved by introducing an additional indicator specifically re-
lated to sudden failures. This indicator could be derived from maintenance operators’
expertise and predictive maintenance techniques, allowing for better assessment and
contextualization of observed sudden failure curves;

• Turnout lifecycle. The TLA threat assessment approach relies on analyzing the turnout
bathtub curve, which in this article is assumed to be known. However, to apply this
approach in real-world scenarios, it would be necessary to use approaches that estimate
the start of each period in the bathtub curve. This process should be carried out in
collaboration with railway experts to ensure accurate lifecycle assessments and improve
the overall effectiveness of the threat detection;

• Progressive intrusions. The detection of progressive intrusions that evolve over several
days or weeks, gradually modifying parameters to avoid detection, needs further ex-
ploration. Approaches based on traceability and the analysis of behavioral footprints
should be developed to detect subtle, long-term changes, such as unusual equipment
usage patterns. These changes could indicate the presence of a cyberattack that might
otherwise remain undetected in the short term;

• The evidence theory. The D-S theory of evidence choice was made due to its ability to
combine information from different sources while managing uncertainty. In this arti-
cle, the uncertainty of each approach was addressed independently of the D-S theory,
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by assigning a trust level of 0 to approaches yielding inconclusive results (during the
burn-in period for the TLA approach or when observing sudden failure for the EBA
approach) and a trust level of 1 to the other approach, except in the only situation
when both approaches are inconclusive (observing sudden failure during the burn-in
period) where a trust level of 0.5 is associated to both approaches. Future research
should seek to directly incorporate this uncertainty into the D-S framework by consid-
ering the uncertainty focal element {S1, S2}. This enhancement would provide a more
explicit definition of uncertainty and enable the association of this uncertainty with an
estimation, particularly in situations where the two approaches combined do not help
to make a clear decision. Additionally, it is important to note that when considering
only two sources, the resulting combined belief, m̄, can effectively be reduced to a
straightforward voting mechanism based on threat estimations and trust levels. This
simplification arises because the support degrees of the two sources are equal when
the distance between them remains constant. However, the full potential of the D-S
theory becomes apparent when information from three or more sources is combined, as
the varying distances between sources allow for more nuanced weighting of evidence.
This article examined and used the D-S theory not only to integrate information from
the two approaches, but also to lay groundwork for incorporating additional sources or
methods that may be developed in future research;

• Validation on testbed: Due to the absence of real-world turnout datasets with doc-
umented cyberattacks, the proposed framework was validated using simulated attack
scenarios. It is important to validate the proposed framework with a greater variety of
realistic and diverse cyberattacks to enable a more comprehensive and representative
evaluation and enhance its robustness. Thus, future work will involve applying the pro-
posed detection framework on a testbed currently under development by the industrial
partner. This platform will support controlled injection of realistic cyberattack scenar-
ios in order to facilitate the assessment of the framework’s robustness and effectiveness
under conditions that more closely resemble real-world operational environments;

• Generalization of the cyberattack detection framework. The proposed framework is de-
signed to detect cyberattacks by analyzing the behavior of a specific turnout, using the
power switch operations curves. These curves are influenced by factors like location,
temperature and weather conditions [98, 99], resulting in unique behavioral patterns
across different turnouts. Thus, generalizing this cyberattack detection framework to
a heterogeneous collection of turnouts is both crucial and challenging, as the learned
patterns and their associated behavioral classifications may not apply uniformly across
different contexts. Future research should aim to identify key discriminant parame-
ters between different turnouts and investigate turnout behaviors in relation to these
factors, allowing for broader applicability of the detection framework.

5. Conclusion

This article proposes a novel framework for detecting cyberattacks targeting railway sys-
tems, particularly focusing on stealthy data tampering attacks that compromise turnout
monitoring either by hiding turnouts failures or triggering unnecessary maintenance actions.
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By combining two complementary approaches, Turnout Lifecycle Analysis (TLA) and Ex-
pected Behavior Analysis (EBA), and integrating their outputs using the weighted modified
Dempster-Shafer theory, the proposed Unified Threat Assessment (UTA) demonstrates im-
proved detection accuracy. The UTA provides a robust mechanism for handling limitations in
individual detection approaches, such as indecision during early lifecycle phases or challenges
in identifying sudden failures. The methodology was validated on simulated cyberattack sce-
narios, successfully identifying six out of seven injected attacks while reducing false positives,
thus proving its effectiveness.

For future work, the proposed framework offers a strong foundation for further enhance-
ments in railway cybersecurity. Future research could focus on extending the framework by
incorporating additional data sources, refining prediction models, and addressing limitations
related to decision-making during ambiguous scenarios. Additionally, ethical and societal
implications of deploying cybersecurity measures in railway infrastructure require further
investigation through interdisciplinary studies. In conclusion, the proposed framework can
provide maintenance operators with more reliable insights, enabling timely and accurate
decision-making to ensure operational safety and resilience against cyberthreats.
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