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Abstract. In this article, we study cooperative deception in swarms, in
the context of a two-player zero-sum game played over a directed acyclic
graph. A swarm of agents must navigate to goal destinations while mis-
leading an intelligent adversary that observes only partial, aggregated
signals and updates its belief over time to optimize disruptive actions.
This interaction is formalized as a dynamic game with one-sided par-
tial observability, capturing both coordinated swarm behavior and adap-
tive adversarial inference over a finite horizon. To compute the equilib-
rium strategies, we propose an algorithm based on fictitious play, where
best responses are computed via linear programming. To address the
exponential complexity of multi-stage planning, we introduce a compres-
sion technique that maps observation histories into compact informa-
tion states, ensuring that our algorithm remains effective with such com-
pressed states. This reduction enables efficient equilibrium computation
even in long-horizon settings. Simulations demonstrate how swarm-level
deception can strategically reduce adversarial effectiveness and support
theoretical results on the algorithm’s convergence and complexity.

Keywords: Swarms - Cooperative Deception - Directed Acyclic Graph
- Finite-Horizon Two-Player Zero-Sum Partially Observable Stochastic
Games - Linear Programming - Fictitious Play.

1 Introduction

Deception and camouflage are increasingly critical tools in adversarial environ-
ments, from military operations to cybersecurity. Whether in the physical world
or digital networks, misleading an opponent’s perception can provide a decisive
strategic advantage. In this paper, we focus on swarm-level deception, where the
misleading behavior emerges not from isolated agents but from coordinated, col-
lective strategies. As adversaries grow more intelligent and adaptive, there is a
pressing need to design deception mechanisms that are strategic, scalable, and
grounded in rigorous models of adversarial interaction.

Recent work has explored various facets of multi-agent deception. Some focus
on tactical coordination, such as robot patrol deception using decoys [10], leader
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identity camouflage [], or UAV trajectory misdirection [92]. Others explore
strategic deception against rational adversaries, particularly in cybersecurity,
where defenders use adaptive honeypots learned via reinforcement learning [7],
or multi-stage deception to reduce attacker success over network paths using
heuristic methods [8], or signaling games to model attacker-defender interaction
with equilibrium analysis [3]. While these works provide valuable insights, they
are either limited to single-stage or single-agent settings, or rely on heuristics that
do not directly extend to computing optimal deception strategies in structured,
multi-stage environments as we do.

We study such a scenario in which a swarm of agents (e.g., UAVs) traverses
a spatial environment modeled as a directed acyclic graph (DAG) over multiple
stages. At each stage, the swarm’s distribution across the graph influences the
effectiveness of adversarial actions. A smart adversary observes partial signals
and continuously updates its belief about the swarm’s configuration. Based on
this evolving information, it will attempt to harm the swarm as it travels through
the DAG. The swarm can cooperatively manipulate the observations to mislead
the adversary’s inference, turning deception into a dynamic strategic interaction.

This setting presents unique modeling and computational challenges. First,
it requires orchestrating coordinated behavior across multiple agents, which in-
volves planning in large combinatorial spaces. Second, the adversary is not pas-
sive: it is an intelligent observer capable of inferring hidden swarm states from
partial information and adapting its strategy accordingly. As the consequences
of being understood are costly for the swarm, this calls for a model where a
rational adversarial reaction is taken into account.

We formalize this interaction as a two-player zero-sum game with one-sided
partial observability, where the swarm (Player 1) selects both movement and
deception strategies, and the adversary (Player 2) observes partial information
on the state of the swarm and reacts accordingly. We focus on a finite horizon
game, where the adversary updates its belief at each stage. Prior work has ad-
dressed one-sided partially observable dynamic games using approaches such as
value iteration [6] and heuristic search methods [1I]. However, these techniques
are inapplicable due to the fact that they focus on infinite-horizon game. In con-
trast, we propose an algorithm based on fictitious play, where best responses are
efficiently computed via linear programming.

Our main contributions are as follows:

— We introduce a novel two-player zero-sum game that models deception in
multi-agent navigation over a DAG. The game captures the evolution of the
swarm distribution and allows agents to cooperatively manipulate observa-
tions to mislead a smart adversary.

— We show that best responses for both players can be formulated as linear
programs.

— We develop a learning-based solution approach using fictitious play, where
each player iteratively computes a best response to the opponent’s mixed
strategy. We rigorously show that the LP-based fictitious play converges to
the minmax equilibrium of our game.
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— To improve scalability, we introduce a compression technique that maps the
sequence of past observations into a compact information state, which pre-
serves all relevant information for planning. This reduces the dimensionality
of the strategy space and enables efficient equilibrium computation in com-
plex games.

— We validate our framework with extensive simulations and experiments that
confirm our theoretical results on the algorithm’s convergence and compu-
tational complexity.

2 Model

We first define in[2.1]a general framework based on a zero-sum one-sided partially
observable Markov game without explicitly specifying the swarm’s internal state
structure. Here, Player 1 and Player 2 will represent the swarm and the smart
observer respectively. Then, through a concrete example in we illustrate how
this general framework can be instantiated to study the coordinated deception
strategies of a swarm of UAVs evolving through a DAG.

2.1 State, Action, and Observation Spaces

We study a two-player zero-sum dynamic game over a finite number of stages
H, indexed by discrete stages t = 0,1,..., H. At each stage t, the system is in a
state s; € S;, where S is a finite state space. Player 1 selects an action a} € A},
and Player 2 selects an action a? € A7, representing the swarm configuration it
attempts to guess. We assume that A} and A? are finite spaces. Player 2 receives
a partial observation o; € Oy, where Oy is a finite observation space for stage t.
The observations are deterministically derived from the current state and Player
1’s action. We call observation history at stage ¢ the collection of all observations
received by Player 2 until stage ¢, denoted by 0g.; = (0 )o<y <+ Note that for the
particular case t = —1, the observation history og._; corresponds to an empty
set 0p._1 = (. The space of histories will be denoted by H; := Hil:o Oy

The state evolves according to a time-dependent Markov transition function:

St+1 Npt(' | 5t7a%)-

At ¢t = 0, the initial state so is sampled from a known distribution by € A(Sy),
where the notation A(Sy) represents the probability simplex over Sp.
Observations are generated as follows:

0y = PP (st,ap).

Observe that the observation for a given s; and a; is unique and that the obser-
vations are independent of Player 2’s actions. Also note that Player 1’s action
affects both the transition and the observation, whereas Player 2’s action affects
only the payofff. This will be more concrete in the subsection 2.2}

Player 2 observes only the sequence of observations og.;. However we assume
that Player 1 knows the current state s; at each stage as well as the sequence of
observations from Player 2.
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Definition 1. For each stage t, history og.t—1 € Hi—1 and state s¢, a behavioral
strategy for Player 1 is defined as

i (- | st,00:4-1) € A(A).

It assigns probabilities to actions based on the current state and past observations
of Player 2. For all stage t and history og.: € He, a behavioral strategy for Player
2 is defined as

T (- | 00:) € A(AD),
and therefore solely depends on the observation history. We denote by ' := m}
and 72 = WS:H the policies of players over all stages, and by II' and II? their
corresponding sets.

The stagewise reward for Player 1 is a function g.(s;,a?) and Player 2 incurs
a cost of —gy(s¢,a?) at each stage. In this paper, we focus on the cumulative

payoff:
H
J(rt,7%) =E [th(st,af)] ,
t=0

where the expectation is over the initial state distribution, the transition dy-
namics, and the randomized strategies of both players.

Definition 2. For a fized Player 2 policy w2, Player 1’s best response is:
BR,(7?) € arg max J(mt, 7?).
s

Similarly, Player 2’s best response to 7' is defined as:

BRy(7') € arg min J(mt, 7?).

) satisfying:

A minmaz equilibrium is a pair (7%, 7
' = BRy(7%*), 7% = BRy(r"").

We denote J* = J(m'*,72*) as the expected cumulative payoff at equilibrium.

2.2 A Concrete Instance: UAV Swarm Movement over a DAG

As a possible illustration of our model, let us consider a scenario in which Player
1 wants to control a swarm of unmanned aerial vehicles (UAVs) over a finite
number of stages H € N while Player 2 models an enemy aiming to retrieve
a good estimation of the position of its members. The dynamic of the UAVs
in the swarm is modeled as movement in a directed acyclic graph (DAG) G =
(X, E), where the nodes X’ represent positions of interest and edges E C X x X
represent admissible transitions between positions. Without loss of generality, we
assume that the DAG is layered: that is, the node set is partitioned into disjoint
subsets Xy, X1, ..., Xy, where each layer X; contains the positions reachable at
stages t € {0,..., H}. Transitions are only allowed between consecutive layers:
if (z,2') € E, then © € X; and 2/ € X;41. As such, we will denote E; C E the
set of directed edges from X} to X;11. We also denote parent(¢) and child(&) the
parent node and child node respectively of directed edge £ € E.
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State Space: At each stage t, the swarm configuration is represented by a function
st : Xy = N, where s;(x) denotes the number of UAVs at position = € &;. The
total number of UAVs is bounded by a known constant ny.x € N. The state
space is therefore:

Sy = {(St(x))ze& Z s:(@) < nmax}.

TEX}

In this example, we assume that UAVs are statistically identicals, meaning
that if two UAVs are in the same state, the Player 2 will not be able to dif-
ferentiate them. This is why we focus on this aggregated representation of the
states.

Action Space of Player 1: At stage t, the swarm takes a combination of two
decisions for each edge £ € F;, where E; C E denotes the set of directed edges
from X; to Xyqq:

— ng € N: The number of available UAVs that will follow the path represented
by edge &,

— B¢ € {0,1}: A choice of deceptive behavior where ¢ = 1 hides one UAV
in the group (if any), and B¢ = 0 exposes all. Although the chosen set of
behavior is small here for computation simplicity, we could extend the limit
of dissimulated UAVs with higher values of j;.

Observe that nge must satisfy the flow conservation constraint:

Z ne = s¢(x), Vo€ X
1300
parent(§)=z
We call a} = (ng, Be)ecr, the action of the swarm at stage ¢, representing the
combination of these two choices for each edge in F;. The admissible action set
is:

Af(st) = < (ng, Be)eer, subject to Z ne = s¢(x), Yo € &
§EL,
parent(§)=z
Transition Function: In this example, the state evolves deterministically. Given
st € Sy and af = {(ng, Be) teer, € A} (st), the next state s;11 € Syq1 is computed
by:
St+1(l’/) = Z ng, VZL'/ € Xt+1. (1)

EEE:
child(¢)=z’

This defines a deterministic transition function:

1, if s411, 8¢, a; satisfy ,
0, otherwise.

pt(5t+1 | St,a%) = {
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Observation function: Player 2 receives an observation at each stage derived
from the swarm action. The observation function is defined as:

P (s1,0;) = {max(n¢ — B¢, O)}geE,, :
This reflects that when B¢ = 1, one UAV is hidden (if any are present), while
with 8¢ = 0, all UAVs are visible. The observation space is:

Ot == (Oé)EEEt Z O¢ S Nmax
EEE:

Action Space of Player 2: The adversary is modeled as an estimator that the
swarm aims to deceive. At every stage t, the adversary will guess the current
state of the swarm, which is its distribution over the reachable positions X;. As
such the action space of the adversary A? at stage t will be equivalent to the
state space S;.

Payoff: In this scenario, we evaluate the performance of the swarm deception
at stage t with the distance between the adversary estimation a? and the true
state s;. As such, the stage-wise reward of the swarm is:

gelse,ai) = Y llse(2) — af ().

reEX:

3 LP-based Fictitious Play Algorithm

In this section, an algorithm to find the equilibrium in our game is given. This
algorithm is based on the Fictitious Play algorithm (Brown, 1951; Robinson,
1951) that iteratively compute approximate Nash equilibrium by maintaining
averages of best-response policies. In our case, we show that the best responses
of the players can be formulated as solutions of linear programs.

3.1 Players Best-Response: linear programs formulation

We can formulate the best responses as solution of linear programs, where the
goal is to maximize (resp. minimize) the expected cumulated payoff J.

Let us first define, for all stage ¢, s; € Sy, 0p.4—1 € Hi—1 and a; € Al the
occupancy measure y!' corresponding to policy 7!, as

y'(t, 51,00:4—1,0a1) = Pri(s4,004-1,07).

We note that y' depends exclusively on the Player 1 policy n!, which is only
possible because Player 2 has no influence on the state transition p. We call V'
the set of occupancy measures corresponding to Player 1 policies. This is key in
our work as we can formulate the cumulated cost as a bilinear expression of y!
and 72:
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J(rt,7?) =

H
Z Z yl(t7st700:t717a%) : 71'?((1? | OO:t717ftObs(8t7a%)) : gt(3t7a?)~

— 12
t=0 s;,00:¢—1,a},a?

As such, we can introduce notations that use the occupancy measure in-
stead of the Player 1 policy. For the expected cumulated payoff we introduce
J(y*,72) := J(x',72). For best responses we denote BRy(y!) := BRy(7!) and
BRy(7?) := argmax,: J(y',7%). In the following theorem, we show that we can
optimize the occupancy measure with a linear program to compute the best

response policy of Player 1.

Theorem 1 (Player 1 Best-Response LP). Let o be a fized policy of Player
2. We define the following LP problem:

H
HZIIE}XZ Z yl(twstao():t—laa%) ',/TtQ(a? | OO:t—laftObs(staa%)) 'gt(staa%)

— 1,2
t=0 s;,00.¢—1,a},a7

(P1)
s.t. Zyl(O,SO,@,G%) = bO(SO)v VSO € SO (Cl)
ag
1 1 _
Z Yy (t +1, St+17002t7at+1) =
a%+1
Z Pe(sey1 | 5t7a%) Moy = tObs(Stval)] 'yl(t75t,00:t—1’a%),
St,»OO:t—ha%
Vt € [[O, H— 1]],V8t € Sy, Vog.i—1 € Hi_1 (CQ)
Z y'(t, 84,00:-1,a1) =1, VYt e [0, H] (C3)

1
§t,00:t—1,0¢

yl(ta Staooztflvatl) 2 07 vt € [[OaH]]av(Stvo(J:tflua%) S St X 7_[tfl X A%
(C4)

Let y** be a solution to (P1)). We define 7** such that for t € [1, H]:

yl*(twstaoo:t—laa%) Zf Zy
W}*(a% | 5t700:t—1) = Z&% y1*<t7 Sty 00:t—1, dtl) &%

S¢(af) otherwise,

1 ~1
*(t7 Sty OO:t—17at) > 07

(2)

where §; € A(A}) is an arbitrary distribution. Then the following are true:

1. 7% is a valid Player 1 policy and y'* is its corresponding occupancy measure
2. The occupancy measure y** = BR1(7?) is a best response to 72.
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Proof. See in appendix [7.2}

Interpretation of the Linear Program: We will now give an intuition on why
the linear program defined in theorem [1f can be used to derive the best response
of Player 1. The objective function (P1) is equal the expected cumulative re-
ward, when Player 2’s policy is known. The constraints in the linear program
ensure that y! is a valid occupancy measure. Indeed, constraints (C1) and (C2)
ensure consistency with the initial distribution, and flow conservation over time
respectively. The two of them ensure that y' evolves according to the game’s
transition and observation dynamics. Finally, (C3) and (C4) ensure that y! de-
fines a valid probability distribution. Once the occupancy measure is known, the
optimal policy can be derived using , obtained through Bayes’ theorem.

Player 2 Best-Response: Since Player 2 actions does not influence the state tran-
sitions, we can optimize Player 2’s policy directly rather than using occupancy
measures.

Theorem 2 (Player 2 Best-Response LP). Let w! a fived Player 1 policy
and y' its corresponding occupancy measure. We define the following LP problem.:

H
minY >yt s 000-1,a8) w7 (a7 | oo, [P (sea7)) - gi(se, af)
s

— 12
t=1 s;,00.t—1,a;,a7

(P2)

s.t. Zﬂ?(a? | 00) =1, Vte[0,H],Voo. € Hy (C5)
af

72(a? | 0g4) >0, Vit € [0,H], Yoo € Hy,Va? € A? (C6)

Let w* a solution to (P2)), then it is a best response to occupancy measure y*:
7T2* = BRQ (yl)
Proof. See in appendix

Difference with Linear Program of Player 1: In the case of the Player 2, its
actions have no impact on the state transitions. As such, the expected cumulated
reward is linear in the policy 72 of Player 2 and we can directly optimize the
policy in our Linear Program. Therefore in this case the objective function
still represents the expected reward, while the constraints and ensure
that 72 is a valid policy of the Player 2.

3.2 LP-Based Fictitious Play Algorithm

Using the previous results, we present the pseudo-code of Algorithm[I] This algo-
rithm is based on fictitious play with best responses computed using previously
defined linear programs.
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Algorithm 1 LP-Based Fictitious Play

: Initialize counter k =0

: Initialize occupancy measure y

: while not converged do
Compute BR; (7)) using linear program (P1)

1

2 1,(0)
3

4: ]

5:  Compute BRo(y>®)) using linear program (
6

7

8

and Player 2 policy 720

Update yb*F+1) = (1 - ﬁ) Y ®) 4 %HBR1(7TQ’(’“))

Update 72 *+1) = (1 — ﬁ) a2 4 %_HBARg(yl‘U“))
k< k+1

9: end while

10: Compute 7°® from y* with expression

11: return ﬂ'l’(k), 72k

The algorithm terminates when a convergence criterion is met. In our ex-
periments, we evaluate the convergence with the difference in the players best-
responses:

J(BRy (x> ™), 7> ")) — J(y»*) BRo(y" ™)) (3)

The resulting policies approximate a Nash equilibrium of the game.

3.3 Convergence of the Algorithm

The following theorem proves the convergence of the proposed LP-based Ficti-
tious Play Algorithm in continuous time.

Theorem 3 (Fictitious play convergence in occupancy form). Let y! :
Ry — Y!' 72 : Ry — II? be two functions that are solutions of the following
equation:
§'(7) € BRu(x*(7)) — y'(7),
*(r) € BRa(y' (7)) — 7°(7),
yt(0) € Y, 72(0) € 1%

Then the value difference defined as:
o(r) = J(BRu(x%(7)), 7?) = J (4" (7), BRa(y' (7)),

satisfies:
(1) <wv(0)e™ "

Remark 1. To obtain the convergence of the algorithm 1. in a finite number
of steps and not in continuous time, one needs simply to use the theory of
stochastic differential inclusion [I]. More precisely, one need to apply Theorem
3.6 with Proposition 2.1 and Corollary 3.27 from [1].

Although Theorem [3] proves the that the convergence speed of algorithm 1
converges exponentially in terms of iterations, the time taken for one iteration
still depends on the complexity of our linear programs.
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4 History compression

4.1 History compression model

We now introduce a compressed representation of observation histories, in or-
der to reduce the size of the policy and optimization space. At stage t, rather
than conditioning actions on the full observation history og.;, players may in-
stead use a compressed information state z; € Z;, where Z; is the set of the
new compressed information states would be much smaller that H;. Although
the compression reduces how strong and smart Player 2 is, the aim is to find
compression techniques that keep the relevant information and cuts the redun-
dant parts of the observation history. The compressed states at stage t would be
defined recursively from a predetermined compression function ¢;:

Zt41 = <Pt(2t,0t)7

with initial value z_; = ). We call ¢-compressed policy of Player 1 a sequence
of mappings 7} : Sy X Z;_1 — A(A}), and p-compressed policy of Player 2 a
sequence of mappings 77 : Z; — A(A?). Similarly to the case without com-
pression, we use occupancy measures corresponding to ¢-compressed policies of
Player 1 in the LP formulation:

gl(tv Sty Zt—1, atl) = P(3t7 Zt—1, atl | ﬁ-l)
Theorem 4 (Player 1 Best-Response LP with Compression). Let 72 be

a fized policy of Player 2. The best response of Player 1 is given by the solution
to the following linear program:

H
~ b ~
I%%XZ Z 9e(se,a) - 77 (af | @elze1, f°°(ag))) - Gt 5, 201, 07)

= 1,2
t=0 Sty2t—1,0¢,0%

(P3)
s.t. Z gl(O, 80,@,(1(1)) = bo(So), VSQ € So (C?)
ale A}
Z gl(t + 17 St4+1, 2t a%+1) =
a%+1

S pilsenr | sead) Ngnzor, £7%(a) = 2] - 5 (t 5021, ab),

1
St,2t—1,03

Vit € [[O,H — 1]], VSH_l S St+1, Vzy € Z4 (C8)
Z g (t, 8¢, 20-1,af) =1, Vt € [0, H]| (C9)

St7zt—17a%
gl(t,st,zt,l,a,}) >0, Vte [[O,H]],V(st,zt,l,a%) €8 X Zi_1 X A%
(C10)
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Let j'* be a solution to (P3)). We define #** as:

gl (t, st, 21, a;)
ﬁtl*(a% | St7zt71) = Za% gl*(ta Stazt—lvd%)

S¢(a}) otherwise,

Zf Z&% g1*<t7 Sty Rt—1, a%) > 07

(4)

where §; € A(A}) is an arbitrary distribution. Then the following are true:

1. 7 is a valid Player 1 policy and g'* is its corresponding occupancy measure
2. The occupancy measure §** = BR1(7?2) is a best response to 2.

Proof. See Appendix [7.4]

The computation of the optimal policy 71* follows the same formula as in the
full history case, by simply substituting og.; with the compressed state z;_1 and
the compressed history z;_1, resulting in a more compact representation that
requires significantly less memory than policies based on the full observation
history.

We now describe how to compute the best response of Player 2 to a fixed
policy 7' of Player 1. As in the previous formulation, observation histories are
compressed into states z; € Z; via a recursive function ;. Player 2 chooses
actions based on these compressed states.

Theorem 5 (Player 2 Best-Response LP with Compression). Let 7! be
a fized policy for Player 1, and let §* be its corresponding occupancy measure.
Then the best-response of Player 2 is the solution to the following linear program:

H
. 2 ~2/7 2 obs/ 1 ~1 1
H#znz Z gt(st’at) T Ty (a’t | QOt(Zt—h t (at))) Y (tashzt—lvat)
t=0 s;,2,_1,a},a?
(P4)
sty wt(af =) =1, Vte[0,H], Yz € Z (C11)
a3
72(a? | z) >0, Vtel[0,H], Yz € Z;, Vai € A7 (C12)

Let 7#* be a solution to (P4)), then it is a best response to occupancy measure
=1
y R
#** = BRo(§")

Proof. The proof is identical to the case with no compression described in Ap-
pendix
4.2 Sliding Window Compression

A natural and simple instance of the history compression model is the sliding
window compression, where the compressed state retains only the last & obser-
vations.
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Let k& € N be the window size. We define the compressed space for stage t > k
as:
Zt = Op_jy1 X -+ X Oy,

with the convention that for ¢ < k, we define Z; := Oy x - - - X Oy, i.e., the window
grows with time until it reaches size k. The initial compressed state is z_; = ().
The compression update function ; operates as:

(2t,0041) ift<k-—1,

Zea1 = 0i(2e,0041) = :
e = el 0041 {(Otk+27...70t+1> iftt>k—1,

meaning that z;,, always stores the most recent k observations at stage t + 1.

5 Numerical Results

5.1 Scenario and Qualitative Behavior

To illustrate the behavior of the proposed algorithm, we consider a simplified
instance of the swarm deception game based on the model described in Section
In this simulation scenario, we assume that the swarm evolves through a
line. At each stage, the swarm always has a single position and path to take
at each stage t, and no repartition choice. As such the action space will be
A; = {0,1}, where 1 represents the choice to hide one UAV on that edge and
0 to show all the swarm. The adversary receives an observation affected by the
hiding mechanism, in the form of the number of UAVs in the swarm that are not
hidden, and attempts to estimate the true distribution of UAVs across positions.
The DAG studied in this example is a particular case as the state and action
space at every stage stays small. Although the size of the observation space still
explodes with the number of stages, this example will stay tractable.

so=3 s1=3 s, =3 s3=3 O State
O O O O O Action
e® , o , oo , o®
@ ag =1 () 1= D 2 = @ ‘ Observation
S Q \/ Y 0 2

Fig. 1. Example of swarm evolution throughout a simple line graph used in the simu-
lations.

In our experiments, we simulate this game with a maximum swarm size
Nmax = 9. In this case, the size of state and action space at each stages t will be
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|S¢| = 6 and |A:| = 2. The observation is deterministic and computed from the
swarm action using the function ff"(a}) = max(ng — B¢, 0), as described earlier.
The size of the observation history H; at stage ¢ will be |H;| = 6. At each stage,
the adversary (Player 2) selects an action a? € S;, which is interpreted as its
estimate of the true swarm distribution. The payoff is defined as the negative
{1-distance between the true swarm configuration and the adversary’s estimate.
An example of a game instance in the described scenario is illustrated in diagram
[[] with a horizon H = 3, with an initial state of 3 UAVs in the swarm.

The objective of our simulations are twofold: to quantify the impact of history
compression on the computational cost associated with solving best-response
linear programs, and to evaluate the convergence behavior of the suggested al-
gorithm in terms of iterations.

5.2 Impact of History Compression on the Linear Programs
Runtime

We begin our numerical analysis by evaluating how different observation com-
pression schemes affect the computational cost of solving the best-response linear
programs for each player. Specifically, we compare the LP runtimes under three
settings: no compression, sliding window of size 2, and sliding window of size
1. The experiment is conducted for increasing values of the game horizon H,
ranging from 2 to 6.

Player 1 LP Performance

—e— Window Size 1
102 Window Size 2

—e— No Compression

Player 2 LP Performance
—e— Window Size 1

10! Window Size 2
—e— No Compression

10!

10°
10°

Computation Time (seconds, log scale)
Computation Time (seconds, log scale)

2 3 4 5 6 2 3 4 5 6
Horizon Horizon

Fig. 2. Computation time comparison across window sizes for Player 1 and Player 2
Linear Programs

The results are presented in Figure [2] For each player, we compute the time
required to solve the LP for the different horizon values. The plots reveal the
exponential growth in computation time when no compression is applied as ex-
pected. In the case of no compression, for the Player 1 LP, we witness an explo-
sion in computation time from 4.5 seconds for a horizon of 3 to 186.4 seconds
for a horizon of 4. In contrast, sliding window compression offers a significant
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improvement in scalability. Notably, a window size of 1 achieves the best perfor-
mance, reducing runtime by several orders of magnitude as the horizon increases
with a computation time of 4.6 seconds for a horizon of 6 in the Player 1 LP.

We are facing with the following trade-off: Not using compression allows for
richer policy representations, however it quickly becomes computationally infea-
sible as the time horizon grows. In a futur work, we will optimize the compression
to tackle this tradeoff.

Fictitious Play Convergence

20.0 —— window size 1
window size 2
17.5 ——— 10 compression

—
o
=}

-
0
w

N
v

a
=}

Convergence Criterion
—_
1S)
(=}

N
w

<
o

0 20 40 60 80 100 120 140
Iteration

Fig. 3. Evolution of the convergence criterion across fictitious play iterations.

5.3 Convergence of Fictitious Play Algorithm

We now evaluate the convergence behavior of the fictitious play algorithm un-
der the different observation compression schemes. The convergence criterion
is defined in as the performance gap between the current strategy of one
player and the best response of the opponent. At equilibrium, this gap vanishes,
indicating that both players have reached mutually optimal strategies.

Figure [3] shows the evolution of the convergence criterion over 100 fictitious
play iterations, for the three compression settings described previously. In all
cases, the error decreases exponentially toward zero, confirming the results of
Theorem [3]in this setting.

These results support the theoretical guarantees of fictitious play, even in
partially observable settings with compressed information. While compression
may restrict policy expressiveness, it does not prevent convergence in our exper-
iments.
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6 Conclusion

In this article, we introduced a new formal game-theoretic framework to model
deception strategies for a multi-agent system navigating through a directed
acyclic graph (DAG). Specifically, we defined a two-player zero-sum dynamic
game that captures the strategic conflict between a swarm aiming to conceal
its true distribution in the DAG and an adversary attempting to estimate this
distribution through partial observations.

To efficiently find equilibrium strategies in this complex setting, we proposed
an algorithm based on fictitious play, utilizing linear programming to compute
best-response strategies for both players. Recognizing the computational chal-
lenge posed by the exponential growth of observation histories with the number
of stages, we further introduced a version of our algorithm with compression of
the history, significantly mitigating computational complexity.

Our numerical experiments demonstrated the efficiency of this compression
scheme, even in extended horizon. Additionally, the theoretical and numerical
results confirmed the convergence and practical applicability of our fictitious
play-based approach.

Future research directions include the optimization of the compression func-
tion, in order to minimize the amount of relevant information lost with the di-
mension reduction of the observation history. Other approximations techniques,
such as the use of neural networks, are to be explored to compute efficiently the
best responses in setting with very large state and action spaces. Regarding the
application of this algorithm on more concrete examples, further research could
be conducted on constructing a DAG approximation of a real-case continuous
environment using path optimization methods.
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7 Appendix

7.1 Preliminaries

Definition 3 (Information State Space of Player 1). Let H € N be the
time horizon of the game. For each stage t € [0, H], we define the information
state space Iy as a finite set of all possible realizations of the data available to
Player 1 at stage t.

An information state ¢; € Z; represents the variable on which Player 1 behav-
ioral strategy at stage t is conditioned on. In our case, we have ¢; = (8¢, 0p:¢—1) in
the regular case and ¢; = (8¢, 2:—1) in the case with compression. This definition
will enable us to prove results for both cases simultaneously.

The next lemma is used to prove theorem [I] and [

Lemma 1. Let {y'(t, 1, a})} 5" € Rsg be a collection of nonnegative variables
over information states v, € I, and actions a} € A}, satisfying:

(L1) Initial distribution:

Zyl(O, w,ay) = P(), Vo € Io,

1
ag

(L2) Flow consistency:

Z Y (41,01, a0,) = Z P(uegr | tesar) -y (t e, ap) Yt € [0,H —1].
1

1
Ay iy Lt,0y
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(L3) Normalization and nonnegativity:
Z y (t,u,at) =1, andy'(t,u,af) >0 V€0, H],Y(,a;) € T x Af.
Le,ap
Let us define ' such that for any stage t, (14, a)) € Iy x A}:

1 1

Yy (ta Ltaa‘t) . 1 ~1
1~ Zf 1Y (¢, e, a ) > 0,

rlal | ) = { Sy pl ey 7 ¥ el

5¢(ay) otherwise,

for an arbitrary 5, € A(A}).
Then, the following are true:

1. 7t is a valid behavioral policy of Player 1
2. For all t, y'(t,u,a}) is the occupancy measure of 77 , t.e. it is the joint
distribution over (14, a}) induced by following policy ' equals

P (Ltvat) ) (ta['tva’tl)v VLt GIta CL% € Atl

Proof. We first prove that 7' is a Player 1 behavioral policy. For any stage t
and 1, € Z;, we show that n}(- | 1) € A(A}). If Dal y*(t,14,a;) = 0, then
by definition 7} (- | ¢) E A(A}). Else, we have from (L3) and definition of 7!,
mt(ai | ¢;) > 0 for all a} € A}. Furthermore, we have:

tLt,at) _
Zﬂ't at|Lt ZZ tLt,at)_

As such, 7} (- | ;) € A(A}). Now, we prove by induction on t that the joint
distribution over (14, a}) induced by following 7! is exactly y!(¢, s, a}).
Base case: At t = 0, from (L1) we have:

Z y1(07 Lo aé) = P(I’O)'
ag

If P(s0) > 0, we define:

1 1
Y (07L07a )
’/Té(a(lj | LO) - P(LQ) 0 ’

S0:
P (e, ap) =y (0, 1o, ap).
If P(19) = 0, then y1(0,t9,a$) = 0 for all af, and 7} yields:
Pr(to,ad) = lolad | to) -0 =0=5(0,0,ap).
Inductive step: Suppose that for some ¢ € [0, H — 1],

Pﬂ'l(Lha%) = yl(tabtaatl)7 v(btvatl) €1 x A%
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We now compute the joint distribution at time t + 1:

Pri (te415a541) = T g1 (g | ter) - P (e41)
=mhaag | tea) - Y Plugr [, af) - Pri(u,af)

1
Lt,ay

=mlaag ) - Y Plut [ uwsad) -yt (tu, af).

1
Lt,ay

From (L2) we get:

Pri (b1, 0p1) = T esn (@ o) - Dy (E+ Lovga, agys).

1
Ayt

If ZG}H y'(t +1,041,ai1,) > 0, then by definition of 7':

e L) - Dyt + g, ap) = 91 (E+ L, aggg)
“%4—1
Thus:
P (LtJrlv a%Jrl) = yl(t +1, Lt+1, a%+1)'
If instead 3_,, | y'(t + 1,141, ai41) = 0, then Pri(t441,a¢4,) = 0. From
nonnegativity constraint (L3), we also have y' (¢t + 1, ¢441,af,,) = 0 for all af, .
Thus:
P (Lt+1’ at1+1) =0= yl(t + 1, b4, a%—&-l)'

As such, we prove that Vt, P.i (1, at) = yt (¢, 1, a}).

7.2 Proof of Theorem 1

Let y'* be an optimal solution of the linear program (P1). We construct m!*
from y'* via:

yl*(t78t700:t71aa%)
T (ap | se,004—1) = § a1 ¥ (t s, 001, 47)

di(a}) otherwise,

lf Z&% yl*(t7 Sty 00:t—1, d%) > 07

where 6, € A(A}) is an arbitrary distribution.
We first verify that 7!* is a valid behavioral strategy. We apply Lemma
with information state ¢y = (s¢,00.¢—1). In this case:

Pttt | tesay) = P(8e41,00:¢ | St,00:4—1,0a1)
= P(st41 | 8t:00:4—1,ay) - P(00:4 | St41, 5S¢, 00:¢—1,a;)

= pe(se41 | Staa’%) Moy = tObs(Styatl)]-

As such the LP constraints satisfy the hypotheses [(L1)H(L3)| of the

lemma, and we conclude that:
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— 7!* is a valid behavioral strategy of Player 1;
— y'* is the occupancy measure of m*

Hence, by definition of the LP objective:

y'* = argmax J(y', 7%,
Yy

which implies y** € BR(7?).

7.3 Proof of Theorem [2|

Let 72* be an optimal solution of the linear program . The constraints
and ensure that 72* is a valid policy of Player 2. Furthermore, the
objective function of the linear program is equal to the expected cumulated
reward J(y!, 72*) as such:

7 = argmin J(y', 7°) = BRa(y")

7.4 Proof of Theorem [

Let §'* be an optimal solution of the linear program (P3)). We construct 7!*
from §'* via:

gt se, 21, 04)
7% (ap | seze-1) = § 2oar Ut e, 201, G1)

5i(a}) otherwise,

lf Z&} gl*(t, Sty Zt—1, EL}) > 0,

where §; € A(A}) is an arbitrary distribution.

We now verify that #'* is a valid ¢-compressed behavioral strategy. We

apply Lemma [1| with information state t; = (s¢,2¢—1) and occupancy function
yr(t, e, a0) = y*(t, 8¢, 201, a; ). In this case:

P(eer | vty ae) = P(seq1, 241 | St,Zu@tl)
= P(st41 | Suzt,a%) “P(zi11 | St+1,5t72t7at1)
= pi(sig | se,ap) - Vpe(ze1, [ (ad)) = 2]
As such the LP constraints satisfy the hypotheses [(L1)| of the
lemma, and we conclude that:

— 7!* is a valid p-compressed behavioral strategy of Player 1;

— '* is the occupancy measure of 71*

Hence, by definition of the LP objective:

' = argmax J(§',7°),
Yy

which implies 7'* € BR(72).
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7.5 Proof of Theorem [3| (Convergence of Fictitious Play)

This proof is based on the work of Hofbauer and Sorin ([5]). We first prove that
the sets of occupancy measures of Player 1 policies and Player 2 policies ! and
12 are compact convex sets, and that J is a saddle function, i.e. convex in y!
and concave in 72. We will then apply the main result to prove the theorem.

Proposition 1 (Convexity of variable sets). V! and II? are both compact
conver sets.

Proof. The set Y' C T[], A(S¢ x H; x A}) a subset to a product of simplex sets
and defined by linear constraints As such, it is itself compact convex.
Similarly, the set II? = [], A(A?)** is a product of simplex sets. This makes
both set compact convex.

Proposition 2 (Saddle function property of LP objective function). Let
J be the function expressing the expected cumulated payoff for Player 2 policy
72 and any occupancy measure of Player 1 y*. J is a saddle function: concave
in y' for fized w2, and convez in % for fized y".

Proof. J bilinear in (y!, 72). As such, for fixed 72, J is linear in 3!, hence concave.
For fixed y', J is linear in w2, hence convex.

As such, the propositions [I] and [2 satisfy the hypothesis and allow to apply
the main theorem in [5]. Defining v as:

ol) = [max ! 72e) | - [min S, 2|

Y

we get result:
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