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Abstract—Modern cloud applications consist of containerized
microservices deployed to a virtual computing environment, such
as a Kubernetes cluster. Policies are needed to block unintended
and potentially harmful interactions between the microservices,
which attackers could exploit for discovery and lateral movement.
However, it is challenging for cluster administrators to define
strict network policies because the interactions between the
components are not clearly defined. Enabling them often requires
manual inspection of the declarative configuration and the source
code of the applications. This paper proposes a novel approach
to creating Kubernetes network policies that restricts access
between microservices within a cluster. Based on the principles of
modularity and information hiding, we identify service composi-
tion patterns in cloud applications and use them to create network
policies. The policy generation is implemented as an open-source
tool, Helm-ET, which we evaluate on 451 Helm charts across
three datasets. The results show that the proposed approach can
significantly reduce the internal attack surface in the Kubernetes
cluster (92.71% less allowed connections), achieving comparable
results to state-of-the-art tools. However, compared to other
solutions, Helm-ET is faster (<100ms vs 79 seconds) and applies
the policies before the application deployment.

Index Terms—Kubernetes, Helm, Service Composition, Net-
work Policies, Security, Microservices

I. INTRODUCTION

Modern cloud-native infrastructures are built as collections
of independently deployable microservices that communicate
through application programming interfaces (APIs) [1]. Simi-
larly to how software libraries provide reusable, self-contained
components, microservices are integrated to compose intricate
applications. Cloud platforms, such as Kubernetes [2], main-
tain the state of the containerized services based on declarative
specifications, which are also modular and reusable. Deploy-
ment tools like Helm [3] introduce an additional abstraction
layer with a template language for automating and customizing
the application deployment and configuration.

Despite advances in cloud infrastructure technologies, re-
cent research [4], [5], [6] shows that declarative infrastructure
and application configurations often do not follow best security
practices. For example, many publicly shared Helm charts
lack network policies, which are essential for securing the
Kubernetes cluster. This can be exploited by attackers for
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discovery and lateral movement [7]. Effective security policy
generation is difficult for the microservice users since it re-
quires comprehensive knowledge of the software components
and their intended connections. The more dependencies an
application has, the more difficult it is to implement the
principle of least privilege.

One of the core challenges in securing cloud platforms is
applying network isolation, which is a technique for limiting
lateral movement and attacker capabilities at the network
layer [8], [9]. While physical networks are often highly
segmented, virtual cloud environments frequently have all ser-
vices running in one open network with no internal boundaries.
For example, in Kubernetes, all microservices in the same
layer-3 cluster network are by default allowed to communicate
with each other. Although it is technically possible to define
a network policy that limits internal access, configuring it for
microservice architectures remains a challenge.

In this paper, we develop a new policy configuration method
to restrict access between microservices in the Kubernetes
cluster using the natural boundaries of the declarative ap-
plication specification. To achieve this goal, we employ a
three-stage study. First, we review publicly available cloud
applications and identify their network access patterns. Build-
ing upon these patterns, we define access rules to isolate
the applications. Second, we implement a policy generation
process based on the service composition patterns. Finally,
we evaluate the solution by comparing it with state-of-the-art
policy generation tools and with user-defined policies.

Our main contributions are the following:

1) We propose a new methodology to automatically gen-
erate network policies based on the naturally occurring
composition patterns of cloud applications.

2) We introduce Helm-ET, an open-source implementation
of the proposed approach for Helm declarative specifica-
tions.

3) We conduct a quantitative and qualitative study of our
methodology using 451 publicly available Kubernetes ap-
plications and large benchmark applications. We compare
the results against other state-of-the-art policy generation
tools and show that our solution achieves considerable
improvements.

The rest of the paper is organized as follows. Section II

provides background information on cloud technologies. Sec-



tion III summarizes related work. Section IV explains the goals
of the proposed method and the main challenges it has to
solve. Section V analyzes service composition in Helm charts
and proposes access rules for them. Section VI describes the
implementation. Section VII evaluates the proposed method.
Section VIII discusses the results and future work. Finally,
Section IX concludes the paper.

II. BACKGROUND

This section provides an overview of Kubernetes and its net-
working model, the Helm package manager, and the concepts
of modularity and information hiding as used in this paper.

A. Kubernetes and its networking model

Kubernetes [2] is an open-source orchestration tool for man-
aging containerized applications. Its primary virtual compute
units are Pods, which comprise one or more containers. They
are deployed into a virtual environment called cluster. Pods
are transient entities with dynamic names and addresses. Other
compute resources are collections of Pods with rules that han-
dle their scheduling, replication, and scaling. These resources
can be grouped into namespaces for project management and
resource allocation purposes. Every Kubernetes resource may
also be given labels, which are key-value pairs. An abstraction
called Service is used to give permanent names and, optionally,
static IP addresses to sets of compute resources. Microservices
in the cluster discover each other by resolving the Service
name using DNS.

The Kubernetes networking model creates a flat virtual
cluster network where, by default, all Pods can connect to
each other and all Services with IP-based protocols. The easy
integration of microservices over the flat cluster network is
arguably one of the reasons behind the success of Kuber-
netes [10]. As a result, developers do not need to include
network configuration for the application to work.

B. NetworkPolicy resource

Network-layer access between the compute resources in the
Kubernetes cluster network can be restricted by defining a na-
tive Kubernetes resource called NetworkPolicy. It is typically
used for network segmentation, i.e., isolating applications from
each other, but it can also be used for more fine-grained access
control policies between microservices. The network policy is
expressed as ingress or egress rules on the individual Pods
or collections. The allowed connections in these rules can be
defined based on namespaces, labels, IP addresses, and port
numbers.

The NetworkPolicy resource has several limitations. For
instance, policies are defined on the network and transport
layers and cannot be filtered by domain names or HTTP
headers. Rules identify Pods based on labels but Services
based on their IP addresses, which creates a confusing mixture
of two different identifier spaces. Furthermore, only allow
rules can be specified. The policies are additive, meaning that
when multiple allow rules exist for the same Pod, all those
connections are allowed. Somewhat unexpectedly, when there

are no ingress or egress rules for a Pod, all traffic is allowed
in that direction. Only when the first ingress or egress rule is
added, the default policy for the specific Pod and direction
changes to deny. These limitation affect the complexity of
developing policies incrementally or composing policies from
different sources.

C. The Helm package manager

Helm [3] is a package manager and templating language
for Kubernetes that simplifies the installation and management
of cloud resources. It packages applications as collections
of manifests and templates, called charts. To deploy an ap-
plication into a cluster, Helm renders the chart into YAML
files with Kubernetes resource declarations. Helm charts are
composable, i.e., they can import other charts as dependen-
cies. This enables the reuse of microservice specifications
written by third parties. The dependencies may import entire
microservices or cloud applications into the new deployment.
Charts are typically stored in private repositories but can also
be shared via public registries, such as Artifact Hub [11]. In
addition to storing charts, Artifact Hub collects and displays
associated metadata, such as user rankings and author infor-
mation.

D. Modularity, information hiding and module hierarchy

Modularity, in the context of complex engineering systems,
fulfills three purposes: managing the system’s complexity,
decoupling components to enable parallel work, and accom-
modating future uncertainty [12]. Individual modules are de-
signed and produced independently, with interfaces enabling
their compatibility. Information hiding is a design principle of
modular software structures [13]. It states that system details
likely to change independently should be hidden to reduce
exposure to the module interface. Information hiding aims to
reduce the complexity of the whole system through two key
features: the internals of each module should be easy to modify
without affecting the whole system, and modules should be
easy to use by users without any previous knowledge of the
module’s internal structure. In safe programming languages,
modularity is a security feature that restricts access across
module boundaries [14].

The module hierarchy [15] is a system structure [13] where
modules can depend on each other, e.g., module A uses or
depends upon module B. This principle enables the ability to
change modules in the system. For example if we consider
the hierarchical software structure as a tree, a subtree can be
reused in a different application.

ITI. RELATED WORK
This section summarizes related research in the area of
policy generation and service composition in the cloud.
A. Policy generation using source code

Generating policies based on the application source code
is a popular approach in the literature. Previous research
proposed using the source code to create an ontology model



of the applications, which can be used to formally define their
security properties [16], [17], [18]. Other approaches increase
the security of the application by requiring changes to the
source code [19] or the underlying cloud infrastructure [20],

Li et al. [21] presented a work on automatic policy gen-
eration for Kubernetes applications called AutoArmor. Their
proposal builds Istio service mesh (L7) policies based on the
analysis of environment variables and the source code of cloud
applications. Although their solution does not require changes
in the source code, it can only be applied if all microservices
are developed in a programming language supported by the
tool (Java, JavaScript, Python, C#, Go and Ruby). Similarly,
AutoArmor relies on the service mesh implementation.

Additionally, by avoiding using policies at the mesh level
our approach avoids the performance penalty of proxying each
request at each endpoint.

B. Runtime policy generation

Measuring connectivity and application requirements at run-
time is another common approach to policy generation. Kub-
sec [22] generates AppArmor profiles for containers based
on system calls. Neuvector [23] generates network rules (L3)
based on application traffic inside the Kubernetes cluster'.
The general approach is to record network traffic while the
application is running to learn which policies are needed.
The runtime learning approach assumes that attackers are not
present during the learning phase. Although this assumption
may be reasonable in some cases, it does not hold for policy
updates throughout the cluster lifecycle. The main problem of
using runtime policy generation is how tightly dependent are
the policies to the traffic coverage used during the learning
period. This can lead to valid connections being blocked
because they were not active during the learning, breaking
the application functionality.

In comparison, our static approach does not depend on any
type of traffic to generate the network policies, it only needs
access to the application configuration. Furthermore, one of
the goals of our solution is to avoid application failures due
to the policies generated, which translates on specific steps in
our methodology.

C. Infrastructure as code analysis

Several tools analyze the declarative cloud configurations
and recommend changes to harden the system [24], [25],
[26], [27]. They typically compare the configuration against
a list of well-known best practices. For example, Blaise and
Rebecchi [4] analyze Kubernetes Helm chart deployments by
translating them into topological graphs. They then derive a
security score and potential attack paths based on the MITRE
ATT&CK framework [28].

Inspired by these solutions, our methodology is also built
taking into account best practices in network hardening in
Kubernetes clusters. The key difference is that our approach

INeuvector can also handle L7 policies, but those are not automatically
generated.

directly generates network policies that can be applied to the
cluster, instead of leaving the work to the cluster administrator.

D. Cloud service composition

Cloud service composition and Service Oriented Architec-
ture (SOA) have been extensively discussed in literature [29],
[30], [31]. They mainly consider ecosystems of services lo-
cated in different parts of the cloud and operated by different
companies. Proposed solutions often have reliability and qual-
ity of service as their primary goals. In contrast, our work
leverages service composition within a Kubernetes cluster to
improve security.

I'V. REDUCING INTERNAL ATTACK SURFACE

This section presents a motivating example and the high-
level goals for our work as well as the main challenges.

A. Motivating example

The MITRE ATT&CK matrix for Kubernetes [7] is a
repository of attack methods categorized by techniques and
objectives. As motivation for our work, we briefly explain one
example of how weak network policies can be exploited to
steal data. Splunk [32] is a popular observing and monitoring
tool, frequently deployed in Kubernetes clusters using charts
with multiple dependencies and no defined network policies.
The recent CVE-2024-53247 vulnerability [33] allows unau-
thenticated users to conduct remote code execution attacks as
follows:

1) Initial access: the attacker exploits CVE-2024-53247 to
achieve remote code execution in a Kubernetes Pod running
Splunk; 2) Execution: the attacker spawns a reverse shell, gain-
ing access to the Pod; 3) Discovery: the attacker exploits the
lack of policies to fingerprint the cluster network; 4) Lateral
movement: the attacker leverages the poor isolation to gain
access to other privileged pods such as the open-telemetry
Pod; 5) Impact: the attacker gains access to sensitive data.

B. Goals and solution

The primary goal of our work is to reduce the internal
attack surface within Kubernetes clusters before application
deployment by providing a way of automatically discovering
possible network connections. We aim for a balance between
closing down unnecessary access and retaining the open
cluster architecture that simplifies application development. To
achieve this goal, we propose a novel methodology that relies
on the chart declarative specification and does not depend
on runtime or source code inspection of the microservices.
This allows for policy generation even when the code of
the microservices is not available to the user (i.e., binaries)
and when users want to secure their cluster before deploying
applications by enforcing sane default rules. Our tool generates
Kubernetes network policies based on the static component
structure of the services, which can be directly deployed
to the cluster. In addition, it allows administrators to edit
the generated rules (e.g., allow access to external resources)
without detailed knowledge of the communication between the



individual components. The principles of policy generation are
discussed in Section V and the implementation in Section VI.

C. Challenges

Reducing the internal attack surface in a Kubernetes cluster
is a daunting task due to the numerous challenges involved. We
will now explore these challenges and our countermeasures.

a) Kubernetes flat address space: The flat network archi-
tecture in the Kubernetes cluster simplifies software integration
but also makes the system more vulnerable to attacks by in-
creasing the internal attack surface between the microservices.
The need for network segmentation has been recognized [34],
and the technical solution in Kubernetes is to define network
policies that create boundaries between applications. However,
configuring a strict policy in the flat address space is a labori-
ous and error-prone task for several reasons. First, it is hard for
the cluster maintainers to qualify unused or unintended access
for third-party applications. Second, default-deny and least-
privilege policies are difficult to implement due to the lack
of information about the application structure and significant
risk of misconfiguration [35]. Our goal is to automate the
generation of a network policy that significantly reduces the
internal attack surface.

b) Application complexity and third-party dependencies:
It is a common practice to compose applications from mi-
croservices produced by third parties without knowing their
detailed structure. Many third-party components do not pro-
vide pre-defined network policies [36], leaving the network
segmentation to the cluster administrator. However, creating
strict network policies would require intimate knowledge of
the components, their interconnections, and network usage. We
observe that a lot of information about the interconnections
and network access requirements can be obtained from the
declarative configurations, such as Helm charts.

c) Limitations of the declarative configuration: The
declarative information in a chart only includes the exposed
services and ports; it does not tell which client microservices
should connect to them. This is a natural consequence of the
loose coupling of microservices, where the designers of a
service cannot know who will access it or what other resources
there will be in the cluster. In fact, the user intent is hidden
between the lines of the declarative specification and container
configuration. Our goal is to infer the network connections
from the chart structure and create policies that reflect the
intended communication.

V. SERVICE COMPOSITION ANALYSIS

Before implementing access control rules for Kubernetes
applications, it is necessary to understand how the different
components interact with each other. This involves analyzing
the deployment configurations and the communication patterns
between services. By understanding these interactions, we can
avoid unnecessary access. Service composition occurs when
multiple charts are deployed to the same cluster or when one
chart imports another.

Service composition information can be extracted from the
chart dependencies and the container configuration. The first
uses the Helm chart dependency tree, and the second uses
the declarative configuration files and environment variables
to identify the service interactions. The two approaches alone
are not sufficient to capture all the communication patterns
for several reasons. First, the chart dependencies method does
not capture the communication patterns between compute units
within the same chart and between siblings. Second, container
configuration alone fails when connectivity information (i.e.,
hostname and port) has default values written in the source
code or when the information is not available in plaintext (e.g.,
base64 encoded or in a template file). Finally, the container
configuration method does not take into account access to
external services, such as Kubernetes APIs or DNS servers.

Our methodology combines these two approaches to gain a
comprehensive understanding of the communication patterns
and generate network policies.

A. Composition patterns

Aiming to understand how the different Kubernetes ap-
plications are composed, we analyzed a set of 446 publicly
available Helm charts (see Section VII-A) from Artifact Hub.
We analyzed the declarative configuration and the configura-
tion information which, combined with the design principles
described in Section II-D, provide the foundation for the
network policy creation. During the analysis, we computed
the two network graphs from the declarative configuration and
the dependencies information. We noticed that Helm charts can
have multiple levels of dependencies and complex interactions.
Although dependencies and declarative configuration often
form a Directed Acyclic Graph (DAG), our analysis revealed
that network connections in the applications form Directed
Cyclic Graphs (DCG). This is mainly due to self-loops and
callbacks between applications. By looking at each applica-
tion’s DCG, we find the natural boundaries for network seg-
mentation and interaction across the network segments. One
such example is shown in Fig. 1 where the kube-prometheus-
stack chart imports several dependencies and, among them,
Grafana, which analyzes metrics from Prometheus, creating a
loop.

B. Access rules

The dependency and configuration graphs serve differ-
ent purposes. The former helps understand the application’s
logical structure and identify the components that need to
communicate, and the latter provides information about the
actual network connections between components. While the
configuration graph can be directly translated into access
policies, the dependency graph must incorporate information
hiding and modularity principles to ensure proper network
segmentation. Specifically, access should only be allowed from
a component to itself and to its direct dependencies, keeping
each module as an isolated unit with a well-defined interface.
This approach aligns with the principle of least privilege, as
it reduces access between components.
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Fig. 1: Connectivity graph (DCG) of the kube-prometheus-stack Helm chart from Artifact Hub. The edges of the dependency
graph are shown in black, and the configuration graph edges are shown as dashed brown lines. The boxes on the left display
some of the information sources used to generate the graphs.

VI. IMPLEMENTATION Algorithm 1 Pohcy generation
Require:
1: C'C, chart components
2: A, for ¢ € CC, chart ancestors
3: D, for ¢ € CC, chart descendants
4. ConfigurationGraph
The policy generation process takes a Helm Chart as input  Ensure: policy., Yc € CC
and produces a set of Kubernetes network policies and a 5. AllowIngress(from,to), generates Ingress access rule

This section explains the policy generation process and
introduces Helm-ET, its open source implementation.

A. Policy generation process

configuration file as the output. The process has three steps. 6: AllowEgress(from,to), generates Egress access rule
Step 1 — Resource enumeration and nodes generation: We 7. Allow(a,b) <— AllowEgress(a,b) U AllowIngress(b, a)
start by enumerating the dependencies, the compute resources, 8: for c € CC do
the corresponding Services, labels and selectors. We derive the  9: policy,. < Allow(c, D) // Default Deny
dependency information from the Helm Chart structure and  10: add Allow(c, ¢) to policy,,
use selectors and labels to link compute units to services. 11: for d € D, do
The outcome of this process is a list of nodes for the 12 for cu, svce, € d do
dependency and configuration graphs. 13: add AllowEgress(c, cu) to policy,
Step 2 — Dependency and Configuration graph construction: 14 add AllowEgress(c, svcey) to policy,
This step generates the dependency graph from the chart spec-  15: end for
ifications and the connectivity graph based on the application 16 end for
configuration and environment variables. CC' denotes the set 17: for a € A. do
of all components included in the chart. For every component  18: for cu, svce, € a do
in c € CC, we collect the list of ancestors A, and descendants 19 add AllowlIngress(cu, c) to policy,.
D, in the component graph. We generate the Configuration 20 end for
graph from environment variables, container information, Con- 21 end for
figMaps and Secrets objects. We match the variables with 22 add AllowEgress(c, Cluster DN'S) to policy,
services and compute unit names. These connections form the ~ 23:  add AllowEgress(c, Internet) to policy,
edges in the Conﬁguration graph. 24: for edges (C7 dSt) S ConﬁgurationGmph do
Step 3 — Connectivity graph generation: The dependency 25 if dst = ApiServer then
and configuration graphs are merged into the final connectivity ~ 26: add AllowEgress(c, ApiServer) to policy,
graph. The final connectivity graph contains the union of the 27: else
edges of both graphs. This graph is used to generate the 28 add Allow(c, dst) to policy,
network policies in the next step. 29: end if
Step 4 — Policy generation: Algorithm 1 compiles the policy 30 end for
31: end for

generation. The detailed process is implemented as follows:

(1) The policy generation requires as an input the chart and
its dependencies C'C, the mappings for the ancestors



A and descendants D, calculated in Step 1, and the
Configuration graph from Step 2 (lines 1-4) .

(ii) The first policy created for every chart is the default deny
rule Allow(c, () (line 9).

(>iii) Allow(c,c) enables access from each chart to itself to
allow computing units within the same chart to commu-
nicate (line 10).

(iv) The following rules are applied to the descendants D,
(lines 11-16) and ancestors A, (lines 17-21) of every chart
component c:

a) Access is allowed from the chart to its descendants
(AllowEgress), both to the compute units and the
services (lines 13-14).

b) Mirroring rules allow ingress (AllowEgress) from the
compute units of the ancestor to the chart ¢ (line 19).

(v) Default Egress connections are allowed to DNS port
53 in the kube-system namespace, ClusterDNS, and
addresses outside the cluster, Internet (lines 22-23).

(vi) Finally, rules from the Configuration graph are computed
(lines 24-30). All edges are included in the policy (line
28), but only Egress is required to access the Kubernetes
APIs (lines 25-26).

The set of rules allowing outbound connections, is a neces-
sary tradeoff between limiting connectivity and avoid breaking
applications. For example, microservices use DNS to discover
each other in the cluster. Many applications also need access to
the Internet and other external networks for security updates,
software license validation, or similar functionality. As the
focus of this paper is internal attack surfaces, selectively
disabling the outbound access is outside the scope of the
current discussion.

B. Helm Edge-Trimmer (Helm-ET)

Helm-ET? is an open source implementation of the policy
generation process, written in Go. It runs as an extension of
the Helm software, modifying the rendered chart based on the
policy configuration. Helm-ET automatically performs all the
steps of the proposed approach, including resource labeling
and creating the NetworkPolicy objects.

1) Policy generation: During the rendering process, Helm-
ET generates NetworkPolicy objects and a policy configuration
template. The network policies are automatically added to the
cluster, whereas the template is saved to a separate file and
may be edited by the administrator. The configuration template
includes information about the dependencies and interactions
between the system components. Each dependency includes
a list of allowed incoming connections, and the higher-level
component orchestrates sibling access between its dependen-
cies.

2) Policy customization: Manual customization is an op-
tional step tailored to chart developers and administrators who
want to tune the results of automatic policy generation. For
example, the cloud platform provider may require ingress
to specific IP subnets for service discovery and metadata.

2 Available at: https://github.com/kubesonde/helmet
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Fig. 2: Comparison of chart configurations.

TABLE I: Dataset description

No. Charts
Dataset Description w/ Network ~ w/o Network
. .. Total
Policies Policies

D1 OSS microservices 0 2 2
D2 Artifact Hub 41 394 446

D3 DeathStarBench 0 2 2
>4l 398 450

The configuration template allows users to (i) enable sibling
access between selected charts, (ii) restrict access to selected
recursive dependencies, and (iii) restrict outbound access from
selected charts to services outside the cluster or to DNS in
the cluster. Fig. 2 has an example of an application with rule
customization to allow sibling access and disable access from
the proxy to the database. An example of policy customization
is available in Appendix A.

VII. EVALUATION

This section evaluates Helm-ET and compares it with the
state of the art. First, we introduce the dataset and experimental
setup. Then, we present the results of a security (E1) and
a performance (E2) evaluation. All experiments are run in a
cluster of three virtual machines, each equipped with an 8-
core SkyLake processor and 32 GB RAM. We use K3s [37]
version v1.28.8, and Calico version v1.27.3 as the CNI.

A. Dataset

Table I summarizes the three datasets used in our evaluation.
The first dataset (D1) is used to compare Helm-ET with the
state of the art. It comprises two OSS applications: Book-
info [38] (v1.18.0) and Online Boutique [39] (v0.9.0), which
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TABLE II: Dataset D3 details

No. Open Ports

Application No. Pods Defined Undefined Total

Media Microservices 33 39 54 93

Social Network 27 33 35 68
> 60 72 89 161

we adapt to be deployed as Helm Charts. These applications
and the experimental setup were chosen to allow comparing
our tool with AutoArmor’ [40]. For traffic generation, we use
the load testing tool Locust [41], with each load test running
for 1000 seconds with 10 concurrent users.

The second dataset (D2) is used to evaluate the security
improvement and policy generation time of Helm-ET. It com-
prises 446 Helm charts obtained from Artifact Hub [11]. We
only consider applications that have received at least five stars
(user endorsement indicating interest on the application) and
that have been updated at least once in the year 2024.

The third dataset (D3, Table II) is used to evaluate scalability
of Helm-ET against real-world deployments. For that, we em-
ploy the Death Star [42] benchmark, which is a collection of
Helm charts that deploy large-scale microservices applications.
The dataset comprises three charts: (1) Social Network, (2)
Hotel Reservation, and (3) Media Microservices. We left out
of the experiments Hotel Reservation because the application
crashed when deployed.

Consistency: We use the same cluster setup and configura-
tion for all tests to ensure consistency and repeatability. Each
experiment begins by installing one chart into an empty cluster.
Once the application is running, we measure the internal attack
surface. We then repeat the same process by installing the
application with the policies generated by Helm-ET. When
comparing our results with the state of the art, we also
make sure that the microservices are deployed to the same
Kubernetes nodes on each execution to avoid unnecessary
variation. Whenever possible, the charts are installed with
their default configuration. Otherwise, we manually set the
minimal configuration parameters required for running the
application. The settings are the same when the application
runs alone and when it runs with Helm-ET generated policies.
The automatically generated policies are deployed without any
editing.

False positives: We verify that each chart is correctly
running by inspecting the liveness and readiness probes of
each Pod before and after running the experiment. We assume
that the probes have been correctly configured by the chart
creators. We store the real number of allowed connections
using Kubesonde [36]. Over a total of 451 Helm charts, we
were able to successfully install and run 387 of them. The
remaining 64 applications — all of which belonged to the
D2 dataset — failed to run due to missing dependencies,

3 AutoArmor is not publicly available. We contacted the authors but received
no response. Thus, only the published policy examples could be used for the
comparison.

misconfigured Helm charts, or other issues. This means that
Helm-ET was able to generate policies for over 85% of the
applications. The remaining 15% of the applications were
excluded from the evaluation. The reasons for failure are
detailed in Section VIII-B.

B. Security evaluation (E1)

The security analysis consists of three parts. First, we
evaluate the case when no policies are available in the chart
(Ela). Then, we compare the results of Helm-ET with state-
of-the-art tools such as Neuvector [23] and AutoArmor [40]
(E1b). Finally, we evaluate Helm-ET with charts that have
predefined network policies (Elc).

1) Applications without network policies (Ela): This ex-
periment measures the reduction in the number of allowed
connections when deploying Helm-ET on applications that do
not have pre-configured network policies (dataset D2). The
results are summarized in Figure 3. It shows the reduction
in lateral movement and the number of allowed connections
before and after applying Helm-ET. The results show that
Helm-ET reduces the number of allowed connections on
average by 10% for applications with one dependency, and
by more than 50% for applications with four dependencies.

2) Comparison with other tools (EI1b): This experiment
compares the attack surface reduction of Helm-ET with other
state-of-the-art tools (dataset D1). Specifically, we compare
Helm-ET with AutoArmor [21] and Neuvector [23] by ana-
lyzing L3 connections (reachability of ports) for all test cases,
and L7 connections (access to application-layer interfaces)
for a subset of them. L3 connections are measured with
Kubesonde [36], and L7 connections are obtained from the
server responses to the HTTP or gRPC requests. The results
are summarized in Figure 4a.

AutoArmor controls L7 connections effectively but does not
prevent L3 access. This allows an attacker who is already in the
cluster to scan ports and discover the services. The main reason
why Helm-ET blocks fewer connections than AutoArmor is
that it uses the standard Kubernetes NetworkPolicy resource,
which cannot block direct access to ports that implement a
Service. The direct access to Services is not considered a
security weakness because the client could connect to the same
destinations via the Service. However, not being able to block
the direct access complicates security posture monitoring by
creating seemingly unnecessary open ports.

For L3 connections, Neuvector generates network rules
while running a load test for five minutes (see Table III). We
use a list of endpoints from AutoArmor test data [40] for
consistent comparison. As can be seen in Fig. 4a, Neuvector
restricts the number of connections more than Helm-ET. How-
ever, this happens at the cost of blocking valid connections,
due to the rule generation being based on load testing. For
example, in the BookInfo test case, an endpoint* is missing
from the load test, which causes it to be blocked by both
AutoArmor and Neuvector.

4GET /api/vl/products/<product_id>/ratings



TABLE III: End-to-end latency (in milliseconds) of Bookinfo and Online Boutique with different configurations.

Application Endpoint Baseline Helm-ET  Neuvector AutoArmor
Bookinfo GET /productpage 97 96 96 97
POST /cart/checkout 34 34 36 510
GET /cart 26 26 27 257
GET / 32 32 33 44
Online Boutique ~ POST /cart 41 42 43 272
POST /setCurrency 43 44 44 48
GET /product/* 25 26 27 260
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3) Comparison with pre-defined policies (Elc): This ex-
periment compares the network policies generated by Helm-
ET with those already included in applications (dataset D2),
containing 41 applications from Artifact Hub [11] that include
a pre-defined network policy (see Table I). We compare the
number of connections when the application (1) does not
have any network policy, (2) uses the predefined policies, (3)
uses Helm-ET policies, and (4) uses a combination of both
predefined and Helm-ET policies.

Figure 5a shows the median number of possible connections
for the different policies. The horizontal axis is the number
of charts in the application. The reason for the pre-defined

policies not being as strict as Helm-ET policies is that the
policies typically only block incoming traffic to the chart, and
do not include a cluster-wide default deny policy. Helm-ET
creates default deny policies for all compute resources. Note
that combining Helm-ET policies with pre-defined policies
results in a less strict policy because, after setting a default
deny policy everywhere, the network policy rules are additive
allow rules.

The number of charts with predefined policies is relatively
small (41 charts), which explains the variation of the results.
Nevertheless, the policies generated by Helm-ET are able to
restrict the number of connections better than the chart or
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application developer policies. Since the combination of both
policies is additive, this experiment supports the usage of
Helm-ET both for charts that have missing network policies
or that include them.

C. Application performance (E2)

This experiment evaluates the application performance in
three parts. First, we analyze the end-to-end latency and
iptables rule size of Helm-ET compared with the state of
the art (E2a). Second, we measure the policy generation time
of Helm-ET (E2b). Finally, we measure the performance of
Helm-ET in real-world deployments (E2c).

1) End-to-end performance (E2a): This experiment com-
pares the latency of HTTP requests of Helm-ET with other
state-of-the-art tool (dataset D1). As shown in Table III, the
baseline, Helm-ET, and Neuvector have a negligible difference
of a few milliseconds. In comparison, AutoArmor shows
considerably higher latencies because the policies are enforced
at the application layer, and the connections in Istio traverse
two application-layer proxies.

We also measure the number of cluster-wide iptables rules,
shown in Fig. 4b. The number includes iptables rules in all
network namespaces on all nodes in the cluster. Interestingly,
the number of rules is the lowest in Helm-ET and the highest
in AutoArmor, even though the latter enforces access policies
at the application layer. The explanation is that Istio in
AutoArmor uses iptables to route traffic to the sidecar proxy
in the network namespace of every Pod.

2) Generation time (E2b): This experiment measures the
cost of the policy generation process (dataset D2). The results
(see Figure 5b) show that Helm-ET analyzes the application
charts and generates the network policy in the range of
milliseconds. The generation time appears to increase linearly
with the number of compute units in the application. Each
chart in our dataset creates one or more compute units (Pods
or Deployments). In comparison, the reported performance of
AutoArmor [40] is four seconds for a single microservice and
79 seconds for an app with four microservices.
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Fig. 6: Helm-ET’s achieved reduction in the number of allowed
connections for applications in dataset D3 (E2c).

3) Scalability (E2¢): This experiment measures the perfor-
mance of Helm-ET against large-scale deployments (dataset
D3). The importance of this experiment is twofold. First, it
tests the robustness of our methodology in a realistic scenario.
The applications in D3 are missing network policies. As shown
in Table II, manually defining the policies would be daunting
due to the large number of pods and ports per application. In
addition, the microservices in the dataset contain a total of
89 ports that are not part of the declarative specification and
that would otherwise be blocked if e.g., a configuration-only
approach was used.

This experiment also supports the fact that the effectivity
of the reduction scales with the number of microservices.
Figure 6 shows the difference in the number of allowed
connections before and after applying Helm-ET. Although the
size of D3 does not allow for a comprehensive comparison,
the average reduction of 92.71% in the number of allowed
connections supports the trend observed in Fig. 3c with dataset
D2.



VIII. DISCUSSION

This sections discusses the significance of the results, limita-
tions of the proposed methods, and some directions for future
work.

A. Significance of the results

Deployment tools, such as Helm, simplify the deployment
process of cloud applications by providing a declarative and,
to some extent, composable configuration language for the
application configurations. Nevertheless, the security configu-
ration of cloud services is still mostly a manual task performed
by the cluster administrator. Therefore, there is demand for
automated security configuration methods and tools that help
the administrator.

In particular, we observe that most published applications
and Helm charts do not include Kubernetes network policies,
which leaves their configuration to the cluster administrator.
This is not an easy task because the administrator often does
not understand the detailed interaction between the third-party
applications and their component microservices.

We show that reasonable network security policies can be
generated from static application structure on the microser-
vices’ level. The results in Section VII indicate that the gener-
ated policies significantly reduce the internal attack surface in
the Kubernetes cluster. The policy generation process is fast
and understandable. For most applications, the policies can be
generated automatically. For the small number of charts that
require further access between dependencies, we show that
simple administrator input is sufficient. The administrator can
override the default policy on the component level, such as
“allow access from chart A to chart B”.

Our approach achieves comparable security improvement
with state-of-the-art in network policy generation. The dif-
ference is that we do not rely on source-code analysis or
learning from recorded traffic, which are slow and error-
prone processes. Our approach is based on static analysis of
the declarative application configurations, and even then, on
the highest level of features in them. Comparison with pre-
defined network policies shows that the generated policies can
be stricter than policies published by application and chart
developers.

B. Limitations of automated policy generation

There are cases where our automated policy generation
methodology is unable to produce accurate policies due to
missing information in the declarative application specifica-
tions. First, applications sometimes open network ports that
are not declared in the chart [36]. The default deny policy
of Helm-ET will prevent access to such undeclared ports.
Second, some charts do not respect modularity when importing
dependencies. For instance, they flatten all the dependencies
on a single level. This makes it impossible for Helm-ET to
generate accurate policies based on the chart structure.

Another issue arises when charts rely on undeclared depen-
dencies. A typical example is an application that produces
metrics collected by an external component in the cluster

network address space. The default deny policy will block
access to such undeclared dependencies, and the administrator
must edit the policy to allow the access.

Fortunately, these issues are not common (as shown in
Section VII) indicating that applications tend to respect the
modularity and information hiding principles. However, such
issues are significant because they can lead to false positives
in the generated policies. The administrator must be aware
of these limitations and manually adjust the policies when
necessary.

We also observed that the additive policy composition in
Kubernetes is not conducive to incremental network hardening.
Adding rules or combining policies does not result in a tighter
policy. To achieve tight network policy in Kubernetes, it is
necessary to apply a cluster-wide default deny policy and then
incrementally allow access. We saw this in Fig. 5a, where
the combined policy is less strict. Also, while network-layer
policies of Helm-ET could be combined with most L7 policies,
this does not apply to the Istio service mesh because of the
way it redirects ports.

C. Future work

The current paper is focused on the internal attack surface
in the Kubernetes cluster. The microservice architecture, how-
ever, it not restricted to services inside one cluster or one cloud
platform. The methodology presented in this paper could be
extended to cover such distributed cloud applications.

For the longer term, there is a trend towards reuse and
importing of components. The way microservices are currently
deployed to the Kubernetes cluster makes only limited use of
the composability. In the future, we foresee a shift towards
more compositional application deployments, where major
components are imported and reused based on Helm charts
or similar declarative specifications. The popularity of the
charts shared on Artifact Hub is one indication of such a
direction. For cluster administrators and developers, using
components with well-defined interfaces and hidden internals
reduces the cognitive burden of the system design [29]. Thus,
research is needed on the semantics of composable application
specifications and on security enforcement based on them.

IX. CONCLUSION

This paper presents a novel approach to creating network
policies for Kubernetes clusters. The work was motivated by
the lack of isolation boundaries in cloud applications, with
less than 10% of the tested applications providing a network
policy. We developed a methodology for generating network-
layer isolation policies from the compositional structure of the
application. We implemented the methodology for Helm charts
and evaluated it with an extensive set of published charts.
The approach can be used in any Kubernetes cluster, without
installing new resources and with negligible latency. The
evaluation results show that our approach can automatically
apply policies to over 85% of the top downloaded Helm charts
and reduce the number of unnecessary connections by 50% on
average.
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APPENDIX A
POLICY CUSTOMIZATION

Listing 1 shows an extract of the automatically generated
policy for the charts in Fig. 2b. Listing 2 is an extract of
an administrator-edited policy configuration of the default
template in Listing 1. The edited charts are depicted in Fig. 2a.
To reflect the communication patterns in the application, the
administrator has added configuration lines to enable sibling
access from the web server to the database and commented out
lines to disable direct access from the proxy to the database.
Helm-ET generates the NetworkPolicy object from this edited

policy description.

Listing 1: Helm-ET generated policy for Figure 2b

Name: "proxy-policy"
ComponentSelector:
chart: "proxy"
Ingress:
Allow:
Resources:
— Ports:
- port: "80"
protocol: "TCP"
Interactions:

— From:
chart: "proxy"
To:
chart: "webserver"
- From:

chart: "proxy"
To:
chart: "database"

Listing 2: Administrator-edited policy for Figure 2a

Name: "proxy-policy"
ComponentSelector:

Interactions:

— From:

chart: "proxy"
To:

chart:
Enable co
— From:

chart: "webserver"

e

siblings:

y to database:
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