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ABSTRACT

Training data is the fuel of modern artificial intelligence (AI), fundamentally shaping the capabilities,
limitations, and biases of Al systems. The emergence of large-scale generative models has elevated
the importance of understanding how data influences their behaviors, bringing the field of data attri-
bution to the forefront. This survey provides a comprehensive overview of data attribution, covering
its methods, applications, and evaluation protocols, with a particular emphasis on the challenges and
opportunities arising in the era of generative Al. We start by introducing a conceptual framework for
attribution centered on three core questions: what to attribute (model behaviors), attribute to what
(training entities), and how to attribute (influence measures). Within this framework, we systemati-
cally review major attribution approaches, including those based on influence functions, weighted
marginal contributions, training dynamics, and simulators. We then examine key applications of data
attribution, such as data selection, fact tracing, adversarial attacks and defenses, and the emerging
data economy. Finally, we critically assess common evaluation criteria, including the quality of
counterfactual predictions, utility in downstream tasks, and computational efficiency. We conclude
with a forward-looking perspective on the future of data attribution, highlighting key open challenges
and promising directions for future research.

Keywords Data Attribution - Generative Al

1 Introduction

Training data is the cornerstone of modern artificial intelligence (Al), significantly shaping model behaviors through its
scale, quality, and composition. These data characteristics profoundly influence critical aspects of Al models, including
performance (Kaplan et al., 2020)), robustness (Gowal et al.,|2021), privacy (Carlini et al., [2021)), and safety (Qi et al.,
2024). Consequently, precisely understanding how variations in training data affect model outcomes has become
increasingly crucial. This has led to the emergence of data attribution, a field focused on systematically quantifying
the contribution of individual training data samples or data subsets a model’s predictions, behaviors, or internal states.
Since the seminal work by |Koh and Liang| (2017), which introduced influence functions (Hampel, |1974; Hampel et al.|
2011) as a practical tool for data attribution, there has been a surge of new developments in this field, offering more
scalable and precise techniques (Ghorbani and Zou| [2019; |Pruthi et al.| [2020; |[Hara et al., 2019; [Park et al., 2023 Wang
and Jia, |2023a}; |Wang et al., 2024h)).

*Co-first authors.
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The advent of large-scale generative Al models, such as diffusion models (Ho et al.,|2020b) and large language models
(LLMs) (Brown et al.,|2020), has placed an even greater emphasis on the importance of training data, in turn posing
new demands on data attribution. These demands arise from several interconnected challenges and opportunities unique
to the generative paradigm. First, the immense scale of these models, often comprising billions of parameters trained on
vast datasets, renders many traditional attribution methods computationally infeasible and necessitates the development
of highly efficient and scalable techniques (Schioppa et al., 2022 [Kwon et al.,|2024} [Choe et al.,[2024). Second, the
complexity of generative tasks, from autoregressive language modeling to diffusion-based image generation, expands the
scope of attribution itself. This requires new definitions for both the model behaviors to attribute (e.g., generation quality,
factual recall (Akytirek et al., 2022)), or safety (Cohen and Giryes, |[2024))) and the training entities to which we attribute
them (e.g., individual tokens (Yeh et al.||2022]), data domains (Xie et al.|[2023)), or abstract concepts (Cohen-Wang et al.|
2024) beyond single examples). Third, generative Al creates novel and critical applications for data attribution. These
include verifying the factual grounding of generated text (Akyiirek et al.| 2022), ensuring compliance with copyright
and privacy regulations by tracing generated content (Deng et al., |2024b), understanding emergent phenomena like
in-context learning (Cohen-Wang et al., [2024), and diagnosing complex failure modes such as hallucination (Lin et al.,
2024b). Finally, evaluating attribution methods in this new landscape is itself a major challenge. Traditional evaluation
strategies that depend on repeated model retraining are hindered by prohibitive computational costs, while the inherent
stochasticity of model training further complicates the reliability of assessments (Nguyen et al., 2023).

This survey provides a comprehensive overview of the field of data attribution, examining its methods, applications,
and evaluation, with a special focus on its evolution in the context of generative Al. For methods (Section |Z[),
we first introduce a conceptual framework for understanding data attribution, organized around three fundamental
questions: “What to attribute?” (model behaviors), “Attribute to what?” (training entities), and “How to attribute?”
(influence measures). This framework provides a foundation for understanding data attribution methods. Building
on this framework, we systematically review state-of-the-art attribution methods, which we categorize according to
the principles of their influence measures (i.e., “How to attribute?”). For applications (Section [3), we explore the
diverse and emerging application scenarios of data attribution in generative Al, including data selection, fact tracing,
adversarial attacks and defenses, and data economy. For evaluation (Section[d), we critically assess the major types of
evaluation criteria from the literature, including counterfactual prediction of model behavior, utility in downstream
tasks, and computational costs, and highlight their strengths and limitations. Finally , we conclude the survey with a
discussion of the survey scope (Section[5), and a forward-looking perspective on the future of data attribution in the era
of generative AI (Section[6). Figure[I] provides a visual roadmap of these components and their interconnections.
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Figure 1: Overview of the key components in this survey, comprising methods, applications, and evaluation. The
methods section presents a high-level conceptual framework consisting of training entities, influence measures, and
model behaviors. The applications section explores various sub-applications that can leverage data attribution. The
evaluation section categorizes existing evaluation methods into distinct types. Corresponding section numbers are
indicated in parentheses.
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2 Methods

This section provides a systematic study of training data attribution methods. We begin by introducing the fundamental
concepts of data attribution. We then review mainstream attribution methods, discussing their definitions, underlying
principles, and challenges in scaling to large generative models. Finally, we compare these approaches in terms of
efficiency, attribution quality, and applicability, highlighting their trade-offs and practical considerations.

Definition. Data attribution measures the influence of each training entity on the model behavior.
Section2.1.3] ~ SectionLlZ Section 2111

2.1 Foundations of Data Attribution
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Figure 2: An overview of the three fundamental components in data attribution. Models are trained on training entities,
which leads to various types of model behaviors. Data attribution quantifies the influence measure of each training
entity on these behaviors.

We decompose data attribution into three fundamental components: model behavior, which represents the outcome to
be attributed; training entity, the source responsible for these behaviors; and influence measure, which quantifies the
contribution of training entities to the observed model behavior. See Figure [2]for an overview. We systematically review
each component, providing the necessary foundation for understanding different training data attribution methods.

2.1.1 Model Behavior: What to Attribute?

The definition of model behavior centers around the question: what to attribute? This involves identifying the
measurable effects of a model, typically tied to a well-defined target function. These effects can be static, such as a
trained model’s prediction or loss evaluated on a specific test sample or an entire test set, or dynamic, capturing how
these predictions or losses evolve throughout the training process.

Traditionally, data attribution has been primarily applied to standard supervised learning tasks, such as classification (Koh
and Liang|,[2017}Yeh et al.,2018; Pruthi et al.,|2020). However, the emergence of advanced generative models, including
diffusion models (Ho et al., 2020b; Nichol and Dhariwall 2021} [Song and Ermon, [2019; |Song et al., 2021blc) and large
language models (LLMs) (Brown et al., 2020; |Ouyang et al., 2022} |Achiam et al., [2023] Touvron et al.l 2023albj; Dubey
et al., 2024), has significantly expanded the scope of model behavior. These models, particularly due to their strong
multi-task capabilities (Radford et al., [2019)), introduce richer and more diverse definitions of model behaviors, giving
rise to novel attribution challenges (e.g., fact tracing (Akyiirek et al.,|2022; |Chang et al., [2025), also see SectionE]for
more examples). To provide a structured overview, Table[I|summarizes commonly used target functions across different
generative models, along with their representative references.

2.1.2 Training Entity: Attribute to What?

In parallel, the definition of training entity addresses the question: attribute to what? At its core, this focuses on
identifying the source that drives the model’s behavior, providing insights into its underlying mechanisms. The vast
majority of the literature attributes model behavior to individual training samples, which is the most natural and
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Table 1: Commonly used target functions for different types of generative models.

Model Type \ Target Functions \ Representative References
Negative log likelihood ‘ Choe et al.| (2024)

Decoder-Only LLMs

Multi-class Margin Park et al. (2023))
DDPM loss Georgiev et al.|(2023)
Diffusion Models Norm-based noise prediction Zheng et al.| (2023))
Noise prediction Lin et al.| (2025)
Other Models \ CLIP loss \ Park et al|(2023)

widely applicable formulation. Accordingly, our discussion in Sections to will primarily consider attribution to
individual samples unless otherwise noted.

While individual sample attribution is the standard, some studies explore alternative formulations. In LLMs, attribution
can be performed at a finer granularity, such as token-level attribution (Lin et al., |2024b)), where the influence of
individual tokens is assessed. Another approach is concept-level attribution (Cohen-Wang et al.| 2024), which aims to
identify broader semantic structures such as key phrases, document sections, or contextual passages that are influential.
Conversely, attribution can be extended to groups of samples (Koh et al. 2019), often under the assumption of
additivity (Hu et al., [2024a)). Additionally, in settings involving multiple data distributions, some methods attribute
model behavior to entire datasets or training domains (Wang et al., 2023aj [Liu et al., 2025)). We summarize different
training entity formulations in the literature, along with their representative references, in Table [2]

Table 2: Granularity of training entities.

Granularity | Description \ Representative References
Token Yeh et al. (2022)); |Lin et al.| (2024Db)
Concept \ Attribution to broader semantic structures \ Cohen-Wang et al.|(2024);|Chuang et al.[(2025)

o L. Grosse et al.|(2023); [Park et al.|(2023)),
Sample Attribution to individual samples Wang et al| (2024glh, 2025b)

Attribution to individual tokens

L. .. Koh et al.|(2019); Basu et al.| (2020),
Group Attribution to groups of training samples Hu et al, (2004a); [Cey et al| (2024)

Xie et al.| (2023); Wang et al.| (2023a)),

Domain Attribution to training domains Rang ot al] (2024): Liu et al (2023)

2.1.3 Influence Measure: How to Attribute?

An influence measure serves as the channel between training entities and model behavior by providing a systematic
method to quantify the impact of each training entity on the observed behavior. It answers the question of how to
attribute, establishing a computational framework for linking sources to outcomes.

Influence measures typically assign scores to training entities, most commonly individual training samples. These
scores reflect the importance of each training entity in shaping the model’s behavior and are typically interpreted in
two ways: 1) Magnitude: A larger absolute value indicates a stronger influence; 2) Sign: A positive score suggests a
training entity reinforces the model’s behavior, whereas a negative score indicates an opposing effect.

Within the extensive literature on data attribution, we identify the following primary categories of influence measures:

* Influence function (Section[2.2)): Use first-order approximations of model parameters to efficiently approx-
imate the effect of removing a single training sample (i.e., leave-one-out (LOQO)) without requiring full
retraining. The seminal work in this line is|Koh and Liang|(2017). Additionally TRAK (Park et al.| 2023) is
introduced as a variant of influence function.

+ Weighted marginal contribution (Section[2.3)): Quantify sample influence based on its expected marginal
contribution when added to subsets of the training data, where each subset is assigned a specific weight.
Methods such as Data Shapley (Ghorbani and Zoul 2019 Jia et al.,|2019a) and Data Banzhaf (Wang and Jial
2023al) fall into this category.
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* Training dynamic methods (Section[2.4): Leverage intermediate model checkpoints to analyze how training
samples dynamically affect model behaviors along the training trajectory. Two prominent methods in this
category are Tracln (Pruthi et al.|[2020) and SGD-influence (Hara et al.,[2019).

¢ Simulator (Section : Use surrogate models (e.g., Datamodels (Ilyas et al., 2022)) to estimate the coun-
terfactual effect of model training. We will also discuss the connections between this category and weighted
marginal contribution methods.

* Others (Section[2.6): Methods that do not fit into the above categories, such as those based on unlearning (Wang
et al.| 2024h) or similarity (Yang et al., 2025)).

Influence measures form the core of data attribution, providing a quantitative framework for assessing the impact of
training entities and are typically agnostic to the choice of target functions. In Sections[2.2]to[2.6] we analyze specific
methods in detail. For each category, we first review early approaches that established the core methodologies. We
then examine the challenges of scaling these methods to large-scale generative models. Finally, we discuss recent
advancements aimed at addressing these challenges and highlight open questions that remain in the field.

2.2 Category: Influence Function

The first category of methods focuses on the influence function (IF), a tool originating in robust statistics (Hampel,
1974; Hampel et al.,2011) and is closely related to cross validation (Debruyne et al., | 2008) and jackknife (Giordano
et al.,[2019b). IF was first introduced to deep learning in the seminal work by |Koh and Liang| (2017)). It provides a
principled way to understand how changes in individual training data points affect model parameters and predictions.

Notation. Let z = (z,y) denote a data point, where x is the input and y is the corresponding label. The loss incurred
on a single data point is denoted by #(z;0), where 6 € R? represents the model parameters. Given a training set D =
{2;}1_,, the empirical risk is defined as £(#) = L 3" | £(z;;6), and the optimal model parameters are obtained by
0 = arg min, £(0). We denote 0_ as the optimal model parameters obtained by arg min, LS (zi50) — 20(2:0).
We denote the Hessian of the empirical risk evaluated at 6 by Hy = V3L(6).

Derivation of IF. The key idea in|Koh and Liang| (2017)) is to approximate the change in model parameters when
a single training point z is removed, i.e., _, — 8, without the need for expensive retraining. To formalize this idea,
consider a perturbed empirical risk that upweights z by a small amount e:

1 n
L .(0)=— (20 0(z;0), 1
=(0) n;(z ) + e l(z0) (1
and let éﬂz denote the minimizer of this perturbed objective. Here, € = —% corresponds to leave-one-out (LOO) (i.e.,

6_.) while e = 0 corresponds to the original model parameters 6. When £ is strictly convex, we can apply the implicit
function theorem (Krantz and Parks, 2002) and compute the local perturbation of 6 . around € = 0 as

df...
de

= —H63_1V9€(z; 0).
e=0

Building on this formula, IF leverages a first-order Taylor expansion to approximate the change in parameters as

. 1 .
O_. — 0~ —H;'Vyl(z;0). )
n 0

In practice, we are often interested not only in how the parameters change but also in the impact of these changes on a
specific quantity. As discussed in Section this is typically called the target function, denoted as f(6). For example,
a common target function is the loss at a test point, f(6) = ¢(zix; 6). By applying the chain rule, we propagate the

parameter change’s effect as follows
R . R . 1 . 3 R
FO-2) = f(0) = Vo f(6)" (0. — 0) = - Vof(8)THy ' Vol(2:6). 3)

This expression quantifies the influence of the training point z on the target function f, encapsulating the central idea of
IF as a first-order approximation to LOO retraining.
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Challenges. |Koh and Liang|(2017) demonstrates that, although the derivation of IF relies on the loss function being
strongly convex and the model is trained to convergence, IF can be adapted to non-convex models and still perform
reasonably well. However, their experiments are restricted to small-scale neural networks. When scaling IF to larger
and complex models, which are prevalent in generative Al, several challenges emerge. For example, Basu et al.| (2021)
shows that IF is sensitive to model size and various training hyperparameters. Meanwhile, [Hammoudeh and Lowd
(2022) argues that IF induces a low-loss penalty, causing confidently predicted training samples to be ranked as
uninfluential. |Bae et al.|(2022) show that, in practice, IF in deep neural networks approximates a different measure,
i.e., the proximal Bregman response function, rather than exact LOO. Finally, even putting aside these methodological
concerns, the computational cost and memory footprint of IF, which involves the (inverse) Hessian and gradients for all
training samples, become prohibitively large as both model and dataset sizes increase.

These challenges have spurred two research directionsﬂ particularly relevant to generative Al: one that tackles non-
convexity and non-convergence issues in large-scale models, and another that improves the scalability of IF’s. In
Section [2.2.1] and Section [2.2.2] we examine these research avenues respectively. Moreover, in Section [2.2.4] we
examine TRAK (Park et al.l [2023)), a variant of IF that has recently attracted significant attention. We conclude this
section by summarizing key takeaways and outlining future work in Section [2.2.5]

2.2.1 Addressing Non-convexity and Non-convergence

Non-strongly convexity and non-convergence are two key bottlenecks that limit the application of IF to large-scale
models. In this section, we review existing strategies aimed at mitigating these challenges and highlight several open
questions for future research. We note that trajectory-specific LOO (Hara et al.| 2019} |Bae et al., 2024; |Wang et al.,
2025b), a line of work within the category of training dynamic methods, also aims to address these challenges. We
discuss it in more detail in Section[2.4.2]

Singularity of Hessian. One of the primary challenges when applying influence functions to non-strongly convex
models is that the Hessian matrix may be singular or not positive-definite. In such cases, the inverse of the Hessian,
which is required for calculating the IF as in Equation (2), becomes unstable or undefined. To address this issue,
a common strategy, introduced by |Koh and Liang| (2017), is to add a damping term A to the Hessian to make it
positive-definite. This damping term can be interpreted as equivalent to adding an L,-regularization to Equation (TJ),
thereby constraining the model parameters to a small neighborhood around their optimal values. This constraint not
only enhances numerical stability but also reinforces the validity of the first-order approximation, thereby improving
IF’s attribution quality (Schioppa et al.l 2022). However, tuning the regularization coefficient is challenging without a
clear ground truth; indeed, [Zhang and Zhang| (2022) demonstrates that IF’s accuracy is sensitive to this choice, with too
small a value significantly degrading performance.

Another widely adopted approach is to replace the Hessian with an approximation with benign properties. One such
choice is the Fisher Information Matrix (FIM) (Fisher, |1922); specifically, for models trained with the negative log-
likelihood objective, the FIM is equivalent to Hessian in expectation (a.k.a. Bartlett’s second identity (Bartlett, |1953))),
where the expectation is taken with respect to the model’s predictive distribution. Unlike the Hessian in non-convex
settings, the FIM is guaranteed to be positive semi-definite. Recent work (e.g.,[Teso et al.,[2021; [Kwon et al., 2024} Zhou
et al., [2024) has replaced the vanilla Hessian with the empirical FIM in IF, achieving promising results. An alternative
to the FIM is the Generalized Gauss-Newton (GGN) matrix (Bae et al.l 2022} |Grosse et al., | 2023; Mlodozeniec et al.,
2025)), which is equivalent to the FIM in many practical cases (Martens, 2020). Both the FIM and GGN have been
shown to offer a more robust and stable approximation of the Hessian, thereby enhancing the quality of attributions
derived from IF. Additionally, the simpler formulation of the FIM as a sum of outer products of gradients leads to
improved computational efficiency. We will discuss this further in Section

Randomness from model training. Recent studies have shown that the validity of IF can be compromised by the
inherent randomness in model training (K and Sggaard,2021;|Nguyen et al.,|2023)). This randomness stems from factors
such as random initialization, batch sampling, stochastic optimization methods (e.g., dropout (Srivastava et al., 2014)),
and even the limitations of floating-point precision. Such randomness can inject significant noise into the influence
scores, potentially overwhelming the true signal and rendering the attributions less informative.

One common strategy to address this challenge is to use an ensemble approach (Dietterich| [2000), which smooths
out noise and improves the signal-to-noise ratio by averaging influence scores across multiple models trained on the
same dataset. Early work in this area involved independently trained models (K and Sggaard, 2021}, |Park et al., 2023,

3Beyond the research discussed here, IF’s have been extended to analyze the impact of a subset or group of samples (Koh et al.,
2019t [Hu et al.} 2024a)), incorporate higher-order information (Giordano et al.|[2019a; Basu et al.} 2020), and refine influence ranking
through normalization techniques (Hammoudeh and Lowd} 2022; Barshan et al.,|2020).
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Bae et al.,2024), while more recent studies have demonstrated that ensembling different versions of a single model,
obtained through variations in dropout, fine-tuning procedures, or checkpoint selection, can further improve attribution
quality (Deng et al.,[2024a; Wu et al.,[2024b). On the other hand, while ensembling is a convenient, plug-and-play
technique, it also incurs additional computational cost.

Non-convergence gap. In addition to the issues discussed above, another significant concern is that neural networks
may not be trained to full convergence, either intentionally (since early stopping is widely recognized to enhance
generalization (Prechelt, [2002; |Goodfellow} |2016)) or due to computational constraints. In this context, Bae et al.
(2022)) systematically analyzes this issue along with the previous ones and argue that the practical implementation
of IF in deep neural networks does not approximate LOO but instead tracks a different measure, which they term
the proximal Bregman response function (PBRF). This quantity can be viewed as a prediction-constrained version
of LOO. Notably, while their work does not provide a solution to bridge the non-convergence gap, it offers insight
into what IF is tracking and contends that this measure can still be valuable for data attribution. More recently, (Wu
et al.| (2024b) proposed Debias and Denoise Attribution (DDA), which addresses the challenge of non-convergence in
fine-tuning LLMs. Specifically, DDA improves influence function estimates through a debiasing strategy that removes
bias introduced by the pretrained model and a denoising strategy that smooths variations in influence scores across
multiple checkpoints.

2.2.2 Improving Scalability

Aside from non-convexity and non-convergence, the computational challenges associated with IF present significant
bottlenecks in large-scale machine learning applications. In this section, we outline the primary hurdles in scaling IF
and review techniques to address them.

Recall that computing IF involves the following inverse-Hessian-Vector Product (iHVP):

1O - -
Hg_l v where H; = - Z V3l(z;,0) and v = Vol(2es,0) .
i=1

N~ N———

Oo(p®) O(np?) O(p)
The standard approach of computing a single iHVP (i.e., for a single v) requires calculating the empirical Hessian
and then inverting it. This results in a time complexity of O(np? + p®) and a space complexity of O(p?), which are
generally prohibitive even for small neural networks. Moreover, once the iHVP is obtained, the default strategy for
identifying influential samples involves scanning the entire training set and computing the per-sample gradient, then
taking the dot-product with the iHVP as in Equation (3) to obtain the influence for each sample. This increases the time
complexity by O(np).

To reduce computational costs, existing research focuses primarily on three directions: 1) restricting the set of model
parameters considered (reducing p); 2) subsampling the training dataset (reducing n); and 3) efficiently approximating
the iHVP instead of computing it directly using the standard approach Among these, the third direction has attracted
substantially more research attention. We note that the techniques from these directions are orthogonal and can often be
combined.

Restricting model parameters. A common approach to scaling up influence functions is to restrict the computation
to a subset of model parameters. For instance, several works compute influences only on the last layer (Koh and Liang,
2017;|Yeh et al., [2018; |Guo et al.,|2021). However, Basu et al.|(2021)) shows that influence functions computed on a
single layer may not fully capture the overall influence of training examples.

In the context of LLMs, |Grosse et al.| (2023)) compute influences only for MLP layers while excluding others such as
the attention layers. Another promising strategy is to leverage parameter-efficient fine-tuning paradigms common in
LLMs, such as Low-Rank Adaptation (LoRA) (Hu et al.,[2022a)). Performing attribution solely on the LoRA layers
substantially reduces the number of parameters under consideration, an approach that has gained increasing popularity
in recent studies (Kwon et al.| [2024; Zhou et al.| 2024).

Filtering training samples. Another strategy for scaling up influence functions is to pre-filter the training dataset to
identify a subset of samples that are likely to be influential, thereby avoiding the expensive computation of influence
scores for every training example. |Guo et al.|(2021) reduce the search space to the top-k nearest neighbors of the test
point in the embedding space. |Grosse et al.| (2023)) instead leverage TF-IDF (Ramos et al., 2003), a token-matching

“Methods in this category also involve (more advanced) strategies of reducing p.
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technique, to select sequences most related to a given query, which is conceptually similar to the KNN approach of |Guo
et al.| (2021). However, |Grosse et al.|(2023) also note that token-matching methods may fail to capture the higher-level
abstractions inherent in language models. Other lines of work involve attributing at the level of groups of training points
(Ley et al.,[2024)), and can wrap existing IF methods, reporting speedups based on group granularity.

Efficiently approximating iHVP. The two directions above do not tackle the fundamental challenge of computing
the iHVP, which is the primary bottleneck in scaling IF’s. Here, we discuss three approaches to efficiently approximate
the iHVP: 1) using compute-friendly approximations of the Hessian; 2) employing iterative algorithms; and 3) applying
gradient projection methods.

To derive the time and space complexities of different methods, we consider the model to be a multilayer perceptron
(MLP) with L layers, each having a weight matrix W; € R**“ of identical shape across layers. The number of
parameters per layer is d = a®. At layer [, we denote s; € R® as the pre-activation, a; € R® as the activation, and
0) = vec(WW,;) as the flattened weights. We further define the shorthand g,, = V,£(f; z) and gg, = V4,£(0; 2) to
indicate loss gradients w.r.t. s; and 6;. We continue to use n to denote the total number of training points.

Compute-friendly approximations of the Hessian. A common strategy to reduce the computational cost of iHVP is
to approximate the Hessian with a more tractable matrix. As discussed in “Singularity of Hessian,” one popular
alternative is the Fisher Information Matrix (FIM), which approximates the second-order Hessian with first-order
gradient information only. Another widely adopted technique is to use a layer-wise block-diagonal approximation of
the FIM, ignoring interactions between parameters across different layers. Concretely, the full Hessian is approximated
by diag{G1,--- ,Gr}, where

CTYl = ]Ez[vé‘zé(é; Z) vﬁzé(é; Z)T] = ]EZ [991 g«;rl] .
——— —_————
O(d) O(nd?)

We refer to this approach as FIM + block-diagonal approximation, or BLOCK DIAGONAL for short. This approach
alone is capable of cutting asymptotic iHVP runtime and storage notably. Specifically, computing and inverting all G,
results in an overall time complexity of O(nLd? + Ld?®), as opposed to O(nL?d? + L3d®) when all p = Ldp = Ld
parameters are considered. Meanwhile, the Hessian and its inverse would typically require O(p?) = O(L?d?) in space,
whereas computing these layer-wise requires a space complexity of O(Ld?) instead

We further discuss a few advanced extensions of this approach in several recent works.

* K-FAC (Martens and Grosse} 2015)), or Kronecker-Factored Approximate Curvature, is an efficient approxima-
tion to the aforementioned FIM + block-diagonal. The key idea behind K-FAC is that the parameter gradients
within each layer of an MLP can be further factored into gg, = a;—1 ® gs,, where ® denotes the Kronecker
product:

Gi=E:[(a1-1 ® gs,) (a1-1 ® g5,) '] = E:[(@-10/_1) ® (95,95,)]
~E, [al—lalT—l] ®E, [gslg;} =A_1®5.
—_— —
O(na?) O(na?)

This final step assumes approximate independence between the activations a;—; and the backpropagated
gradients gs,. While this is not strictly true, Martens and Grosse| (2015) justify this simplification using
heuristic arguments based on graphical models, supported empirically— and it is theoretically exact in simpler
linear-Gaussian regimes (Bernacchia et al., [2018). Since the inverse of the block-diagonal matrix is also
block-diagonal, the G~'v approximation can be performed layer-wise, and the separation of A;_; and S
enables the following useful application of identities, where V; € R®** and v; = vec(V}):

Grlluy = (A1 @ 8) = (A7, @ S ) = vee(S; VA ).
O(a)  O(a?) O(a®)

Estimating 4;_; and S; thus requires O(na?) runtime, while inversion requires O(a®). The additional matrix
multiplications cost O(a?). Space requirements scale with O(a?), the size of each matrix.

Putting this together for L layers, K-FAC enjoys a time complexity of O(nLd+ Ld®/?), owing to the Kronecker
factorization of each layer’s parameters into input and output dimensions, as well as a space complexity of
O(Ld) = O(p), which is the size of the model.

>We assume that in practice L < d, and O(Ld) storage requirements to compute gradients thus vanish. Similarly, computing G;
technically requires O(nLd + nd*) = O(nd?) time when performed layer-wise.
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* EK-FAC (Grosse et al.,[2023), the eigenvalue-corrected K-FAC approximation originally proposed by |George
et al.| (2018), eigendecomposes A;—; and S; and efficiently computes the iHVP by inverting the resulting
diagonal form. Asymptotic time and space complexities remain the same as vanilla K-FAC, though the
resulting approximation is provably better. EK-FAC also provides a way to handle damped iHVPs in the form
of (G + \I)~1, which is equivalent to adding \; to each of the eigenvalues.

 DATAINF (Kwon et al.,[2024) proposes to swap the order of operations in the expression for (G; + A\ 1)1,
from the standard inverse of the FIM expectation, to an expectation over per-sample FIM inverses, via

-1
1o 1o -1
(n Zgivel giTa@z + All) ~ n Z(gi’el giTﬂz + )\ZI) ’
i=1 i=1

where we extend our shorthand to g; g, = Vg, (0, z;). While a theoretical justification for this rearrangement
is yet to be established, Kwon et al.[(2024) derive error bounds under mild assumptions (bounded gradients
and positive damping), showing that the approximation error decreases with stronger damping and is con-
trolled by the layer’s parameter dimension. The main practical benefit is that it enables direct use of the
Sherman—Morrison formula, yielding a much more efficient closed form expression for (G; + A1)~ ! of

T
-1 9i,6:9;.0
s et =15 (1 v )

A+ ;6,9i,0,

n

i=1

The full influence estimate fvl (Gi+MI)~ gk ¢, for the l‘h—layer reduces the expression t(ﬂ
v 9i0)(950,9c0) 1
— U Gk,0 )
n\ Z( A+ 9,96, bR

0(d) O(d)

which now consists only of inner-products between layer-wise gradients in R? space, reducing runtime
complexity to O(nd) per layer. For an estimate of the influence of a single training point on a single test point,
Datalnf has an overall time complexity of O(nLd) and space complexity of O(Ld), i.e., for each gradient
term in the expression.

Iterative algorithms. Another major source of computational cost is the inversion of the Hessian (or its approximation).
Even with block-diagonal approximations, direct inversion can be expensive. Iterative algorithms have been developed
to compute the iHVP more efficiently.

* LISSA: To approximate H é_lv, Koh and Liang|(2017) employs LiSSA, an algorithm for stochastic optimiza-

tion proposed in|Agarwal et al.|(2017)). Given a set of training batches z,,, ..., z;, sampled uniformly at
random, the method iterates

Hy v = v; ﬁ;lv =v+ (I - ng(zswé))ﬁf_llu,

t

for j = 1,...,t. This procedure is repeated r times, and the results are averaged to yield the final iHVP
approximation. The efficiency of LiSSA partly arises from the fact that the Hessian-vector product V2/(z, é)v
can be computed in O(p) time (Pearlmutter, [1994), for O(rt) samples. Practically, Koh and Liang| (2017)
note that ¢ ~ n in their settings gives accurate results, resulting in an overall online time complexity of
O(np) and space complexity of O(p). Subsequent works have reduced the effective number of repetitions r by
parallelizing the computation (Guo et al.,|2021) or using advanced sampling techniques (e.g., centroid-based
sampling via K-means) to improve the robustness of the Hessian approximation (Koh et al., 2024).

* SCHULZ: |Zhou et al.|(2024)) adopt Schulz’s iteration (Herzberger and Petkovicl [1990) to compute the inverse
of the Hessian approximation G. The (per-layer) iterative update is given by

Gt~ Gt éj—l = Gj:ll (2] — GG;L) .

O(d3)

Although it does not improve the asymptotic complexity of matrix inversion, this method comes with numerical
stability guarantees and is relatively insensitive to the initial guessﬂ Computing G requires O(nd?) time per

®N.B. the original Datalnf notation has been heavily adapted to match the format presented in this section.

"Initializing with the identity or a random gaussian matrix resulted in convergence within ¢ < 20 steps according to|Zhou et al.
(2024).
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layer, and further applying ¢ iterative updates as shown above at O(d?®) time across L layers results in a time
complexity of O(nLd? + tLd?) and a space complexity of O(d?).

Gradient projection. A third approach to reduce iHVP cost is to project the gradients onto a lower-dimensional subspace,

thereby reducing the size of the matrices involved in the computation. We denote p and d as the projected number of
parameters, a fraction of the original number of parameters p and d. We do likewise for projected activations §; and
a;—1. Two common techniques are:

* RANDOM (Schioppa et al., 2022} [Park et al., [2023): In this approach, a projection matrix P € R?*? is drawn
from a suitable distribution (e.g., Gaussian), where p < p represents the reduced dimensionality. Replacing
gradients gg with projected gradients Pgy, the Hessian is approximated by:

1 n
- Z Pg(‘) ng )
=t O(pp+p?)

3

which rearranges to G = PGP, and can be interpreted as a restriction of the Hessian to a subspace spanned
by the rows of P. Likewise, train and test gradients are projected onto this space in O(pp) time and space to
compute iHVPs and influence scores.

The cost of computing and inverting G is O(npp+7°) which simplifies to O (npp) assuming j < p, n. Should
this be performed layerwise with the block diagonal approximation, we have O(nLd + nLdd) runtime, as

gradients must still be computed for the entire model using O(Ld) time. Space scales with O(Ld + dcf) owing
to an initial full gradient computation followed by projection occurring at the layer level.

* ARNOLDI: While the Johnson-Lindenstrauss lemma (William and Lindenstrauss} |1984) ensures that the inner
products between gradients are approximately preserved under random i.i.d. projection, if the projection
subspace is not invariant under G (i.e., G applied to vectors in this subspace generates significant components
orthogonal to the subspace), the projected Hessian PGP " implicitly neglects these orthogonal components,
which leads directly to approximation errors. This motivates Arnoldi iteration. |Schioppa et al.[(2022) propose
to use Arnoldi iteration (Arnoldi, [1951) to approximate the top-p (in magnitude) eigenvalues of Hjy, and
use the corresponding eigenvectors as the rows of the projection matrix P € RP*P, Since this subspace is
spanned by the eigenvectors of Hy, it is by definition Hz-invariant, i.e., vectors will remain in the subspace
when transformed by Hj;. Another highly desirable property of top-p eigenvector projection is that P H éPT
simplifies to the diagonal matrix of eigenvalues, A, which is trivially invertible in O(p) time. The iHVP then
becomes

(PH;PT) Y (Pu)=A"" Py .
~ ~~
O(p) O(pp)
While projecting onto the top-p eigenvectors of the Hessian matrix is highly desirableﬂ this step comes with
extra computational cost, as we will now outline. The Arnoldi iteration starts by iteratively constructing the
following p" order Krylov subspaceﬂ of the Hessian:

Span{v, Hyv, Hgv e Hgv},

——

O(Bp)
where v € RP is randomly drawn. Intuitively, the sequence above naturally converges to the largest eigenvector
of Hpy, and for sufficiently large p, we may also expect an orthonormal basis of the subspace to span good
approximations of the top-p eigenvectors of H,. While iterating on the above, Arnoldi orthogonalizes each
new term w.r.t. each of the previous terms, and subsequently normalizes, to form said orthonormal basis. It
therefore uses p iterations, each of which requires an HVP and its orthogonalization with respect to every
existing basis vector, costing O(Bpp + pp?) runtime. Note that the HVP is not computed over the full training
data, nor individual training samples as in LiSSA, but rather over batches of size B. Concurrently, a matrix A
is computed containing information about inner products between each new HVP and the basis vectors up
until that iteration. [Schioppa et al|(2022) then eigendecomposes A and projects the eigenvectors onto the
orthonormal basis to approximate the top-p eigenvectors of H,. Eigendecomposing A entails O(p®) runtime,

8Theoretically, the top-p eigenpairs also yield the best rank-p approximation of the full (symmetric) Hessian: specifically, PTHP
is closest in both the Frobenius and spectral norms to Hy, when P € RP*P consists of the top-p eigenvectors, and H € RP*? is the
diagonal matrix of corresponding eigenvalues (Eckart and Young] |1936).

“Technically speaking, Schioppa et al.| (2022) constructs a > p

p" order subspace first, before selecting the top-p eigenpairs.

10
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while projecting gradients with P requires O(pp), meaning the total runtime remains at O(Bpp + pp?), or
equivalently O(BLdd + Ldd?) in the block-diagonal setting. Space scales with O (pp+ p), or O(Ldd + Ld?).
* LOGRA (Choe et al}2024)): Low-Rank Gradient Projection improves space and time complexity of gradient
projection by separating layer-wise projections into two smaller projections at the input and output of the layer
(similarly exploited in K-FAC). In doing so, the full projected gradient may be rewritten as the following, where
P; and P, represent the projections applied to the input activations and output pre-activations, respectively:

Pgo, = (P; @ P,)(a1-1 ® 51) = Piaj—1 ® Pos) = @11 ® 3y,
or the Kronecker product of projected activations/gradients in the layer, where a;_1,5; € R? represent

projected activations. As for the Hessian estimate G = PG,PT, applying the same identities used to derive
K-FAC yields:

G =E.[(Pgs,)(Pgs,) ] = E-[(@1—1 ® &) (a1 ® &) "]
~E.fa1a | ®E.[55 ] =A4_1® S,

with forward and backward uncentered covariance matrices fil,l, S; € R%*@_ QOverall, the derivations in this
section are directly analogous to those in K-FAC, with the final iHVP form of (?flf)l = vec(S flf/}flf_ll),
where U; = Puj is the projected test gradient w.r.t. the layer’s parameters. We denote the matrix form (taking
input and output shapes into account) of v; as V. Projecting onto each of these spaces separately requires
O(\/ﬁ) time, in contrast to standard projection of gy, € R% to gy, € R? which requires O(dd). The full

runtime complexity of LoGra is O(nLd/B + nL\/dTi + L\/gg), owing to per-sample gradient computation
(batch size B), the computation of A;_; and S; followed by inversion of G; for each layer. Assuming \/&~ <«Ln,
the first term dominates, giving O(nL \/d?i) runtime for iHVP pre-computation. As for space complexity,
we still require O(Ld) to store the model, which dominates the smaller space requirements of O(\/dTZ) for

the projection matrices and O(d) for matrix inversions. If projected training gradients are cached for reuse,

an additional disk storage cost of O(nL \/di) is incurred. In summary, LoGra uses a combination of gradient
projection, block-diagonal approximation, and K-FAC approximation.

2.2.3 Comparison of IHVP Computational Complexities

To clarify comparisons across methods, Table [3|presents complexities for computing the influence of a single training
point on a single test point, v. We distinguish clearly between pre-compute complexity, to represent any Hessian
related computational cost (such as IHVPs, H 5111, or inverse Hessians, H (;1), and per-vector (online) complexity,
the cost of attributing to each training point, given access to the pre-computed data relating to the specific test point.
We assume that the methods utilize the FIM + block-diagonal approximation of the Hessian wherever possible (i.e.,
besides the standard LiSSA method). Note that in many cases, parallelization can exchange runtime complexity for
space complexity O(nLd) for increased space complexity O(nLd), beneficial in large-scale settings, i.e. L can be
transferred from runtime to space complexity if parallelized, or online runtime complexity O(nLd) can be interchanged
with increased space complexity.

* EK-FAC, SCcHULZ, and BLOCK DIAGONAL exploit structured approximations, significantly reducing com-
plexities from exact methods O(nL?d? + L*d®) to O(nLd+ Ld*/?), O(nLd? 4+ tLd®), and O(nLd? + Ld®*),
respectively. Assuming terms with n dominate in practical settings, the O(nL?d?) pre-compute complexity
for exact influence is reduced to O(nLd?) with BLOCK DIAGONAL and SCHULZ, and further reduced to
O(nLd) with EK-FAC.

* DATAINF shifts the IHVP computation primarily online. However, it can be structured to transfer complexity
offline, reducing the online complexity to O(Ld) while incurring O(nLd) offline costs by factoring out
gradient terms, denoted with DATAINF (W/PRE) in Table|3| This is necessary if attributing to multiple training
points, allowing online time complexity to scale with O(nLd) instead of O(n?Ld), as we further describe
below.

* LISSA typically moves computation online with complexity O(rtLd). However, pre-computation is possible
by caching intermediate vectors (S = H eflvlest), allowing the online runtime to be reduced to O(Ld) per

training point, or O(nLd) across multiple training points. To compute importance for multiple test points,
LISSA’s pre-compute complexity grows with m, the number of test points, to O(mrtLd), as does online
runtime, which scales linearly with m.

11
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* Projection methods (RANDOM, ARNOLDI, LOGRA) further minimize pre-compute complexity, with slight
increases in per-vector complexity, making them indispenable in applications where full gradient computations
are prohibitive (e.g., LLMs). Of these, LoGra offers the most extensive speedups, combining principles from
EK-FAC (factorization of layerwise gradients into forward and backward passes) with gradient projection to

achieve O (nL vV dci) pre-compute complexity.

Attributing to multiple training points. With p = Ld parameters, attributing to multiple training points increases
online compute from O(Ld) to O(nLd) for all methods (this may be transferred to space complexity when utilizing
parallelization). Online cost may further increase to O(mnp) if scores are required across m test points.

Pre-compute costs for multiple test points. While computing the influence of multiple training points increase
online runtime, computing these training data influences on multiple test points has varying effects on the pre-compute
complexities across the methods. In general, methods that compute IHVPs directly typically scale poorly to multiple
test points, as they save little re-usable information such as the result of H 9—1.

» EXACT influence adds O(mp?) to compute Hé_lv for all m test points, since [ 9—1 is explicitly computed.
This new term remains dominated by the original O(p?®) terms, and complexities are unchanged. In layer-
wise settings, this increase is O(de2), which vanishes for BLOCK DIAGONAL and SCHULZ, where the
pre-compute time complexities include larger O(nLd?) terms.

* EK-FAC requires O(Ld3/ 2) pre-compute runtime for each new IHVP requiring. Thus, the precompute

complexity with 7n THVP operations is increased to O(n.Ld + mLd®/?), which remains unchanged if m+/d <
n.

* DATAINF allows for factorization of v; and gy ¢, terms. As such, the remaining expression comprising 7
training gradients can first be computed in O(nLd) time. Pre-computing all [HVPs comes with an additional
O(mLd) pre-compute cost, which again vanishes.

* LISSA solves each particular IHVP directly, in O(rtLd) time, which scales poorly to O(mrtLd) for multiple
test points, since, as noted above, there is little intermediate, re-usable information across test points.

* Projection methods (RANDOM, ARNOLDI, LOGRA) explicitly compute the (projected) Hessian inverse and
thus incur negligible additional pre-compute costs for multiple IHVPs (as n dominates m).

Recommendations. Traditional influence function research has primarily focused on addressing the computational
bottleneck of Hessian inverse computation, which represents the main challenge for training runs with small-scale
datasets and many training epochs. However, modern large-scale deep learning, especially for large language models,

Table 3: Comparison of time and space complexity of different methods to compute the influence of a single training
point on a single test point. The model is an MLP with L layers of identical shape, each containing d parameters (or d
projected parameters).

Category Method Pre-compute Time Pre-compute Space Time Space
Exact NAIVE O(nL2d? + L3d?) O(L%d?) O(Ld) O(Ld)
BLOCK DIAGONAL O(nLd?* + Ld?) O(d?) O(Ld) O(Ld)

Hessian EK-FAC O(nLd + Ld*/?) O(Ld) O(Ld) O(Ld)
Approx. DATAINF - - O(nLd) O(Ld)
DATAINF (W/PRE) O(nLd) O(Ld) O(Ld) O(Ld)

Lterative LISSA/FASTIF - - O(rtLd) O(Ld)
SCHULZ O(nLd? +tLd?) O(d?) O(Ld) O(Ld)
RANDOM O(nLdd) O(Ldd) O(Ldd) O(Ldd)

RANDOM (W/PRE) O(nlLdd) O(nLd + Ldd) O(Ld) O(Ld)
o ARNOLDI O(BLdd + Ldd*) O(Ldd + Ld*) _ O(Ldd) O(Ldd)
Projection A pNoLDI (W/PRE)  O(BLdd + Ldd® + nLdd) O(nLd + Ldd + Ld%) O(Ld) O(Ld)
LOGRA O(nLV dd) O(Ld) O(Ld+ Vdd) O(Ld)

LOGRA (W/PRE) O(nLVdd) O(nL\d + Ld) O(LVd) O(Ld)
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presents additional challenges. Simply improving Hessian inverse efficiency is insufficient; the critical bottleneck has
extended to computing dot-products between per-sample gradients and the iHVP, which requires per-sample gradient
information. The gradient decomposition techniques from K-FAC literature can significantly improve the computational
efficiency of this process. For contemporary ML applications requiring real-time influence estimation across numerous
inference queries, we recommend a precomputation-storage paradigm: computing and storing iHVPs for each training
sample to disk, then performing efficient dot-products with test gradients at inference time. However, this approach
demands substantial storage capacity proportional to the training set size and model dimensionality. To mitigate storage
requirements while preserving influence estimation quality, projection methods can be used to compress iHVPs into
lower-dimensional representations. This storage-projection framework is so far the most practical approach for scalable
influence computation in production environments, trading one-time preprocessing costs and storage overhead for
dramatically reduced inference-time latency. Moving forward, there are promising opportunities to develop more
effective projection techniques that maximize influence estimation accuracy under constrained storage budgets.

2.2.4 TRAK: A Variant of Influence Function

Recently, TRAK (Park et al.,[2023) has emerged as one of the most popular data attribution approaches, finding successful
application in a range of generative models due to its effectiveness and scalability. While TRAK is proposed as an
efficient estimator of datamodels (Ilyas et al., [2022) (discussed in Section , it is closer to IF on a methodology level.
In particular, we begin by reviewing the concept of the one-step Newton update—a fundamental idea underlying TRAK
that has long been recognized for its close connection to IF (Pregibonl 1981;|Wojnowicz et al.,[2016; Koh et al., 2019).
Next, we discuss the key design choices behind TRAK. Finally, we examine its applications across various generative
models.

One-step Newton update. At the core of TRAK is the one-step Newton update, detailed below. Let £_, denote the
loss function computed without the point z, and let H_, be its corresponding Hessian. Starting from the full-data

estimate 6, the Newton-Raphson method (Ypma, 1995) updates the parameters as

Ons =0 — H~! VoL (D), @
where, by the first-order optimality condition Vgﬁ(é) = 0, we have
A 1 A
VoLl_.(0) = —ﬁVM(z, 0).

Comparing Equation (@) with Equation (2)), we observe that the IF and one-step Newton update serve as approximations
of one another, assuming that H :Zl P H é_l.

Design choices of TRAK. We first consider the original formulation of TRAK based on the one-step Newton update
in Equation (@), and then describe the key design choices that enable efficient and scalable attribution for large-scale
models.

For clarity, we derive TRAK in the context of a multi-class classification problem, which also forms the basis for its
application to language models. Here, the loss function £ is the cross-entropy loss, and £ represents the sum (rather
than the average) of the loss over the training set D. Let p; denote the predicted probability of the correct class for
sample z;, and consider the target function

p
1 —
referred to as the multi-class margin function (Engstrom et al., 2024) for a test point zi.y. This function is particularly
useful because the cross-entropy loss can be succinctly expressed as £(y;, f(2:;0)) = log(1 + e~ 1(z39)) We also
denote g; = Vg f(zi; ) and gest = Vo f (Ziest; ) It is straightforward to compute that

(%(yi, [ (25 9))

f (Ztest; 0) IOg

Vef(zzwé) = 8f(z--é) g9: = (pi — Dy,
90(y;, f(2530)) S Py, f(230)) T>
H_ ;= TID L TN (25 0) T ]
o §< P RS S iy e

6£ y]a Z]ve)) T
= — =V f §i0) +Dpj 719395 | -
;( 0f (3 6) 5f(2:0) +p;(1 p)gg>
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With these quantities, the ideal TRAK score of sample z; for a test sample 2ieg is
-1

dea My, f z-;é A
T8 e = 0l [ 3 szﬂzj;e) o pgal | g 1), )
i is

We now discuss the key design choices adopted by [Park et al.|(2023).

Linearize the target function. The first step is to linearize the target function around the optimal model parameter 6.
Formally, TRAK uses the approximation
f(2i:0) ~ f(2i:0) + Vo f(2i:0)T (0 — 0).
This linearization effectively eliminates the potentially non-PSD component of the Hessian in Equation (3)), since
V2 f(z;;6) = 0. This step is equivalent to the FIM approximation discussed in Sections and Using the
Sherman-Morrison formula (see Hu et al.| (2024a) for details), the TRAK score simplifies to
Gus(GTRG)'gi(1 — py)

1—h; ’
where G = [g1, - ,9,] € R™ P is the stacked gradients, R is a diagonal matrix with entries p;(1 — p;), and
hi=1-— g;'— (GTRG)™1g; ps(1 — p;) is the leverage score for sample z;.

T

Omit scaling terms. Park et al|(2023) find empirically that both the leverage score in the denominator and the diagonal
matrix R have little eftect on the final estimates, and thus omit them from the estimator. Ignoring the leverage score
essentially reverts the formula to that of IF. The TRAK score thus further simplifies to

9t (GTG)tgi(pi — 1).

Random projection. To reduce memory and computational costs, TRAK leverages random projection. Rather than storing

and computing with the full high-dimensional gradient g; € RP, TRAK computes projected gradients ¢; = P g; and
brest = P grest» Where P ~ N(0,1)P**_ The score for sample z; is then given by

P (@ @) i (pi — 1),
with @ = [¢y,---,¢,]T € R"¥* representing the stacked projected gradients. In practice, k is chosen to be on
the order of tens of thousands—substantially smaller than the original parameter count—thereby greatly enhancing
computational efficiency. In fact, random projection allows TRAK to directly compute the inverse matrix without relying
on additional acceleration techniques discussed in Section [2.2.2] Nonetheless, while this method boosts efficiency
without significant performance loss empirically, the justification based on the Johnson-Lindenstrauss lemma, as noted
by Schioppa et al.[(2022), warrants further examination (see “gradient projection” in Section for discussion).

Ensemble. Finally, TRAK employs an ensemble approach to enhance robustness. By averaging scores from different
reference models, either retrained on different subsets or using distinct checkpoints, the method mitigates the inherent
randomness of individual model training. Formally, given M reference models {ém}%’:l and M corresponding
projection matrices { P, ~ A(0,1)P X’“}M the actual TRAK score for a test sample 2 is defined as

m=1>
1 - 1
(o) = [ 77 D0 (Smies (@0 ®m) @L) |- [ 57 D Qm | ©)
me[M] me[M]

where . .
¢m,i = PJVOf(Zi; 9m)7 ¢m,test = Plvﬁf(zlesﬁ 9m)7 (I)m = [¢m,17 e a¢m,n]a

and Q,,, = diag (p;,m — 1) with p; ., being the predicted probability of the correct class for sample z; according to O,
This ) matrix is typically referred to as the output-to-loss gradient (Park et al.,[2023)), defined by

_. dia Ol(ys, f(2:;0))
Q= g({ Of (zi;0) })

Note that the original implementation of TRAK constructs the () matrix with diagonal entries 1 — p;, differing in sign from
the actual output-to-loss gradient. This is because the target function here, the multi-class margin function, is maximized
(i.e., higher values are better), as opposed to common target functions in IF, such as the test loss, where lower values

are preferable. Consequently, Park et al.| (2023) consider the negative LOO difference f(zes(; é) — f(Zest; QA,Zi) N
that the interpretation of TRAK scores align with the convention in data attribution: a positive score indicates a helpful
sample and a negative score indicates a harmful one. For target functions that we seek to minimize (see Table [5 for

examples) , no sign modification is necessary.
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Applications of TRAK in generative models. TRAK can be extended to generative tasks by designing a proper target
function for different loss functions of various generative tasks.

Language models. The core challenge and research direction to apply TRAK on language models is how to scale to
large (e.g., billion-level parameters) models and large datasets while preserving high effectiveness.

DsDm (Engstrom et al.| 2024)) utilizes the multi-class margin for token predictions, following the approach in TRAK, to
attribute examples. To scale to large settings, the paper adopts an approach to use a small proxy model to compute the
data scores and then apply them to downstream tasks on larger models. DsDm (Engstrom et al.| [2024) utilizes TRAK as
an estimator for linear datamodels on data selection tasks. Specifically, DsDm calculates individual data scores using a
small proxy model, i.e., a pre-trained 125M parameter GPT-2 style language model on 6 billion tokens, and selects the
top-K positively influential samples for training larger models with a maximum budget of 1.3B parameters.

Another study, TrackStar, combines several techniques to refine the computation of the gradient-based influence score
and scales the computation to large setups of 8B pertaining LLMs. Specifically, TrackStar defines the influence score
as

I(z,24) = Go(2) - Ga(2g), @
where Gy(z) is the projected, Hessian-corrected, and unit-normalized gradient for example z, given model parameters
0:

- Go(2) _1 . Val(z,0)
Gyg(z) = —F3— Gop(z) =R 2Pj———=.
1Go(2)]|2 vV

where V = E_[(VyLoss(z,0))?], R~1/2 € R%*4 is the Hessian matrix using Gaussian-Newton approximation under
random projection, and ¢ is defined as negative log likelihood rather than margin function.

Diffusion models. Several works focus on adapting TRAK to diffusion models (Ho et al., 2020a)). The most active
research direction focuses on the design of the target function f 4 due to the non-trivial adaptation of TRAK designed for
classification tasks to diffusion models.

Georgiev et al.| (2023) introduces JourneyTrak to attribute the conditional distribution pg(x | x;) of image x
generated by diffusion models conditioned on the intermediate latent states at each step ¢. It takes the training loss

Liimple(%,0) = Ee ¢ [He —eo(Vayx + /1 — aye, t) H;] proposed in DDPM (Ho et al., [2020a) as the target functions.

Additionally, Zheng et al.|(2023)) introduces D-Trak and empirically demonstrates that replacing f 4 with alternative
norm-based functions when computing ¢,, in Equation equation@ while keeping Lgimple as the loss function £ and
using Lgmple for computing @), can significantly improve performance compared to TRAK, in terms of counterfactual
evaluation and Linear Datamodeling Scores (LDS). Recently, [Lin et al.| (2025) points out that the shift of loss function
Limple fails to capture the distributional changes of generated images, as it conducts an indirect distributional comparison.
Therefore, Lin et al.[(2025) proposes Diffusion Attribution Score (DAS) by further revising f 4 to be the noise predictor
output €y(x, t) of the generated sample and directly attributes the KL-divergence between the predicted distributions
Dx1,(po(x)||ps_, (x)), which mitigates the indirect comparison caused by using Lgmpie as f.4. Lin et al. (2025) also
derives the parameter change for diffusion model trained on Lg;mpie, Which coincidences with[Mlodozeniec et al.
(2025)) and further improves the LDS. We summarize target functions used in these methods in Table[3]

Multimodal tasks. TRAK can also be applied to attribute multimodal tasks. For example, enabling an understanding of
which training data contribute to the image-text pair association. For CLIP models, [Park et al.|(2023)) first propose to
reformulate CLIP loss as a classification problem,

U(wi,yi50) = —log (w4, yi; 0) — log p2 (i, yi; 0),
where p1(x;,y:;0) and pa(x;, y;; 0) are defined as:
exp(S”) eXp(S”)

pu(@i, yis0) = . p2(@,yi30) = :
’ Z1§j§n exp(Si;) oo Z1§j§n exp(9ji)
Here, (x;,y;) denote an image-text pair and S;; denotes the pairwise similarity score between the i-th image and j-th
text embeddings, typically computed using cosine similarity. Then they propose the target function defined as

p1(wi, yi; 0) p2(zi,yi; 0)
fa(zi,yi; 0) = log
( ) 1= pi(zi, yi; 0) 1 — pa(zi, yi; 0)
= — lOg Z exp(Sij — S“) — IOg Z exp(S]-i — S“)

1<j<n 1<j<n

+ log

TRAK demonstrates strong empirical performance while significantly reducing the computation and memory cost
compared to linear datamodels and original influence functions.
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Table 4: Summary of methods, generative models, model behaviors and hyperparameters in the largest experiments.
For image generation task, we report n as number of candidate images while for token prediction task, n is taken as the
number of tokens in the candidate datasets.

Method | Generative Models | Model Behaviors \ p \ n | m |k
TRAK Language Models Token Prediction 3 x 108 1.5 x 108 10 | 4000
CLIP Multimodal Contrastive Learning | ResNet-50 | MS COCO | 100 | 20000
JourneyTrak | Diffusion Models Image Generation 3.57 x 107 | CIFAR-10 | 100 | 16384
e . 3.57 x 107 | 5 x 103 1 | 32768
D-Trak Diffusion Models Image Generation 255 % 106 | 1.25 x 10* 1 39763
DAS Diffusion Models Image Generation 11.9 x 107 5x 103 1 32768
DsDM Language Models Token Prediction 1.25 x 10% | 6 x 10° 4 | 16384

Table 5: Summary of methods and their target functions. For language model tasks, T refers to the context length.
For D-Trak method, we specify the target function used to compute the gradient term in TRAK. p defines the mean
probability that the model correctly predicts the masked token or the next token in example x. We also list the Q matrix
in the implementation for TRAK-based methods. ' marks terms using negative output-to-loss gradient. We summarize
the implementation of @ matrix in Table.

Method \ Target Function \ Formulation ‘ Q Matrix
TRAK Multi-class margin log lf(p“(’)w) diag({1 — p(z) )T
. . p(zjlz_;;6) . _
TRAK - Masked LM Multi-class margin 2= Emasked tokens 108 ( m) diag({1 — p(z)})’
TRAK - CLIP Multi-class margin — log Zl<_7'<n exp(Si; — Sii) — log Zl<_7.<n exp(S;i — Sii) diag({1 — W})T
JourneyTrak DDPM loss function Lmple = = >k llei — eo (v @tf((()t) + V1 = arei, t) Hg I
D-Trak Norm-based loss function Lquare (%, 0) = E¢ e [HES (x¢,t) Hg I
LAvg(xye) = Et,e [AVg(Eg (xt;t)) I
Ep-norm(x: 9) :]Et,e [llEG(xtvt)HP I
DAS Noise prediction €g(x¢,t -
; ;0
DsDm Multi-class margin 5:2 log(%) diag({1 — 17(1)}”
Cjle<ys
TrackStar Negative log-likelihood — Z?zg log p(mj | T<js 0) I

2.2.5 Key Takeaways and Future Directions

-
Recent advances in scaling influence functions for large models have converged on a common recipe: applying
gradient projection techniques (Park et al., 2023} |Chang et al., 2025) to reduce dimensionality, combined with matrix
factorization (Grosse et al.,|2023) or other Hessian approximation techniques (Kwon et al., 2024; Mlodozeniec
et al.| [2025) to make computations tractable. While these modifications have enabled influence estimation in
settings that were previously infeasible, rigorous ablations are lacking; for instance, it remains unclear whether FIM
or GGN yields better empirical performance. More fundamentally, after these efficiency-oriented modifications, it
is unclear whether the resulting metric still approximates LOO or instead tracks a different quantity. Addressing
these questions represents an important direction for future work.

2.3 Category: Weighted Marginal Contribution Methods

Another line of research quantifies influence through the weighted marginal contribution of training samples. In this
framework, a sample’s marginal impact is evaluated over subsets of the training dataset, with each subset assigned a
specific weight. Unlike simple LOO which assesses a sample’s importance only in relation to the full training dataset,
this weighted aggregation captures more nuanced interactions between data points, leading to a more comprehensive
and robust estimation of sample influences. Notable methods in this category include Data Shapley (Ghorbani and Zou,
2019; [Jia et al.l [2019b), Beta Shapley (Kwon and Zoul [2022), and Data Banzhaf (Wang and Jia, |2023a)), which we
collectively refer to as probabilistic values (Dubey and Weber, |1977) (the formal probabilistic interpretation will be
discussed in Equation (8)). In Section[2.3.1] we first review these key concepts and discuss their respective strengths
and limitations. Next, we explore efficient methods for computing probabilistic values in Section[2.3.2] Finally, we
discuss the limitations of this research direction, particularly in the context of generative Al, and outline potential future
work in Section
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We note that methods in this category are closely related to game theory, and many works are directly motivated by the
desire to establish a principled framework for compensating data holders (Ghorbani and Zou, |2019)). As a result, the
term data valuation appears more frequently than data attribution, although they share the same technical meaning.
Throughout this section, we use data valuation and data attribution interchangeably.

Notation. Given a training set D = {z;}7;, let S C D be a subset of the training data, and let 65 denote the
model parameters obtained by training on S. A utility function U : 2P — R quantifies the performance of the
model trained on S, typically via an external validation se@ V = {v;}I™,. When the context is clear, we write
U(S) as the evaluation of S and ignore V. We denote the marginal contribution of a data point z; to a subset S as
A(z;,U,8) =U(SU{z}) — U(S). For instance, the LOO error of z; can be expressed as A(z;, U, D \ {z;}). Finally,
we denote a value function (Jia et al., 2019b) by ¢V, which assigns a value ¢ to each z;, and omit the superscript when
the context is clear.

2.3.1 Notions of Probabilistic Values

Data Shapley. (Ghorbani and Zou, 2019; Jia et al., |2019b) is one of the earliest principled frameworks for data
valuation (Sim et al.,[2022) in machine learning. It is based on the Shapley value (Shapley, |1953), a concept originating
from cooperative game theory. Formally, the Shapley value for z; is computed as the weighted average of its marginal
contributions over all possible subsets S C D \ {z;}

@-zizﬂ:(z:})_l 3 Az, U, S).

k=1 SCD\{z:},|S|=k—1

Ghorbani and Zou| (2019) argue that Data Shapley offers an equitable division of value, whereas LOO does not. More
specifically, Data Shapley is recognized as the unique value function that simultaneously satisfies the following four
axioms, which are typically desirable for data valuation:

1. Null Player: If adding z; has no effect on any subset, it should receive a value of zero. Formally, if
USU{z})=U(S),VS C D\ {z}, then ¢; = 0.

2. Symmetry: If z; and z; contribute equally to all subsets, they should receive the same value. Formally, if
U(S @] {Zl}) = U(S @] {Zj}),VS cD \ {Zi,Zj}, then ¢; = ¢j.

3. Additivity: The values are additive under the utility functions. Formally, for two utility functions Uy, U and
o, a2 €R ¢Q‘IU1+Q2U2 = ¢€¥1U1 + ¢Q2U2
) s @4 i ; .

4. Efficiency: The value of the entire dataset is completely distributed among all samples. Formally, > | ¢; =
U(D).

Since its inception, Data Shapley has been applied to a variety of machine learning tasks (Shim et al., 2021} |Liu et al.|
2022} Rozemberczki et al.,|2022)) and has motivated several generalizations, including distributional Shapley (Ghorbani
et al., [2020; [Kwon et al., 2021} Li and Yul,|[2024a)) and class-wise Shapley (Schoch et al.;|2022)). However, despite these
promising advances, Data Shapley faces several issues in both its theoretical formulation and practical implementation.
These limitations have motivated the development of alternative data valuation schemes, which we discuss below.

Beta Shapley. |Kwon and Zou| (2022) argue that the efficiency axiom is not necessary for machine learning for two
main reasons. First, data valuation based on utility functions defined on some test set is typically not directly tied
to monetization. Second, the ordering of samples is often sufficiently informative for many applications (e.g., data
selection or mislabeled data detection), so that knowing the exact absolute values adds little extra value. Based on
these arguments, they propose removing the efficiency axiom, leading to a broader class of value functions known as
semivalues (Dubey and Weber, |1977; |Dubey et al., 1981)). Semivalues satisfy the other three axioms, even though they
may not always adhere to the efficiency axiom. Formally,

Definition 2.1 (Semivalue). A value function ¢ is considered a semivalue if and only if there exists a set of weights

{al(cn), k=1,...,n}satisfying >, _, (Zj)a,(cn) = 1, such that the value function ¢ can be expressed as follows:
pi = a” > A(2, U, S). ®)
k=1 SCN\{z:},|S|=k—1

19The choice (e.g., quality or representativeness) of the validation set can significantly impact the resulting data values. Motivated
by this, several works have addressed the challenge of data valuation in the absence of reliable validation datasets (Kwon and Zoul,
2023; Lin et al.| [2024¢} Jahagirdar et al., [2024).
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The condition ) ;_, (:j)aé”) = 1 naturally induces a probability distribution over all subsets S C N \ {z;}, where

subsets of the same size receive equal weight. Under this distribution, ¢; represents the expected contribution of z;
when joining a randomly sampled subset .S. This probabilistic perspective also motivates the term probabilistic value.
Kwon and Zou| (2022)) further propose a simple characterization of the coefficients: for any probability measure £ on

[0, 1], a set of weights {o\™ }re[n) defined by

1
oy = / 1 =) e () ©)
0

satisfies the condition 22:1 (Zj)aé") = 1, making the corresponding ¢ a semivalue. Mathematically, Equation (@)

is equivalent to sampling each data point independently with a probability ¢, where ¢ is drawn from the probability
distribution £. This formulation also arises in the Average Marginal Effect (AME) (Lin et al.| |2022), which is motivated
by measuring multiple treatment effects using randomized experiments in the literature of causal inference (Imbens and
Rubinl 2015; [Egami and Imail 2019).

Both Data Shapley and LOO can be viewed as specific instances of a semivalue, in particular as instantiations
of Equation (9). Concretely, Data Shapley is obtained by setting £ = Unif([0, 1]), which leads to

m _ L (n—1\""
a = ko1 .
In contrast, LOO is obtained by setting £ = §; (the Dirac measure concentrated at ¢ = 1, whose cumulative distribution
function is 1(¢ > 1)), yielding

a,(cn) = 1[k = n].
Beta Shapley, on the other hand, employs the beta distribution £ = Beta(a, 3), which results in
() _Beta(a+n—k,f+k—1)
[0 =
k Beta(a, )

We note that Beta Shapley is a more general and flexible notion that encapsulates both Data Shapley and LOO as
special cases: Data Shapley is recovered by setting («, ) = (1, 1), while LOO is obtained by setting o« = 1 and taking
B8 — oo. More generally, a and (8 can be interpreted as the weights placed on subsets of small and large cardinality,
respectively. The main thesis of Kwon and Zou/(2022) is that the marginal contributions calculated at sufficiently large
subsets is often negligible, making it difficult to distinguish samples that significantly enhance model performance.
Therefore, they recommend choosing o > 3, which effectively downweights noisy contributions from larger subsets
and provides a more robust estimation.

Data Banzhaf. |[Wang and Jia (2023a) observe that in machine learning, the computation of utility scores U(.S)
can be noisy due to the inherent randomness in weight initialization and minibatch sampling. This further makes the
calculated values ¢;’s unreliable; as a matter of fact, different runs of the same data valuation algorithm may produce
inconsistent value rankings. To quantify the brittleness, they introduce the concept of safety margin, defined as the
maximum perturbation in utility scores that can be tolerated while preserving the relative value ordering of every pair of
data points. They then propose the Data Banzhaf framework based on the Banzhaf value (Banzhaf III, |1964), a classic
notion from cooperative game theory and an instantiation of a semivalue. Formally, it corresponds to setting & = dg 5
in Equation (9)), resulting in

ORI

k on

for all k. In other words, Data Banzhaf assigns uniform weight to all subsets, regardless of their sizes. [Wang and Jia
(2023a) further demonstrate that Data Banzhaf achieves the largest safety margin among all semivalues, enabling it to
robustly distinguish data quality in the presence of noise.

Weighted Banzhaf values. |Liand Yu|(2023) demonstrate that if one assumes a specific structure for the stochasticity
(rather than relying on the safety margin, which is a worst-case robustness notion), Data Banzhaf may not be the most
robust semivalue. Concretely, they show that when the stochasticity is parameterized by Kronecker noise, the uniquely
most robust semivalue which minimizes the worst-case entropy belongs to the family of weighted Banzhaf values
(w-weighted Banzhaf value), a generalized form of the Banzhaf value. Formally, this corresponds to setting & = 4y,
in Equation (9), yielding

a,(vn) = wh (1 — w)" k.

Notably, 0.5-weighted Banzhaf value exactly recovers the standard Banzhaf value used in Data Banzhaf.
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2.3.2 Efficient Computations of Probabilistic Values

Having reviewed the definitions of various probabilistic values in Section [2.3.1] we now turn our attention to their
computation. Taking Shapley values as an example, computing them exactly requires evaluating U on 2" different
subsets of the training data, each corresponding to training a different model. This exponential complexity renders
an exact calculation infeasible even for moderately sized datasets. In fact, Deng and Papadimitriou| (1994) show that
computing these values is NP-hard. In what follows, we discuss two main directions to efficiently compute probabilistic
values: reducing the number of evaluations required and lowering the computational cost per evaluationﬁ

Table 6: Summary of applicability and convergence rates for various methods of estimating probabilistic values.
Theoretically, OFA (Li and Yu,|2024b) achieves the best-known convergence rate for all probabilistic values on average.
Empirically, [L1 and Yu| (2024b) report that OFA generally outperforms other methods, although the complement
estimator and MSR estimator perform comparably to OFA for the Shapley and Banzhaf values, respectively. For
practitioners, since the target probabilistic value is typically known in advance, we recommend using the complement
and MSR estimators for their simpler implementation.

Method Applicability Convergence rate  Remark

Permutation Sampling (Castro et al., [2009) Shapley O(n?logn) —

Group Testing (Jia et al., | 2019b) Shapley O(n(logn)?) Empirically underperforms
Weighted Sampling Lift (Kwon and Zou, [2022) All O(n?logn) —

Sparse Regression (Lin et al., [2022]) Partial O(klogn) Does not apply to Shapley value
Complement Estimator (Zhang et al., 2023a) Shapley Unknown —

MSR (Wang and Jia, 2023a) Banzhaf O(nlogn) —

OFA (Li and Yu, |2024b) All O(nlogn) —

Reducing the number of evaluations. Since the definitions of probabilistic values take the form of a weighted sum, a
natural strategy is to employ Monte Carlo sampling to approximate them, which inherently ensures unbiasedness. The
central question for these approximation methods is: how many evaluations are required to ensure that the estimated
probabilistic values are close to the ground truth? Here, closeness is typically characterized via the (&, §)-approximation:

Pr(|¢ — |l <e) >1-34,

where gZ; denotes the estimated score vector (estimator in short). We refer to the number of evaluations required (denoted
by T') as a function of n as the convergence rate for each method, which will be the main quantity of interest. In what
follows, we review several representative approximation methods, discuss their applicability and convergence rates, and
summarize them in Table [f] Before that, we make an additional comment.

Remark 2.2. Approximating probabilistic values, particularly the Shapley value, is a research problem that extends
beyond data attribution. For instance, it has been extensively studied in the context of feature attribution (Lundberg and;
Leel 2017), and many of those methods directly transfer to data attribution. Nevertheless, to avoid confusion, we focus
our discussion on works that explicitly address data attribution, and refer readers to|Li and Yu|(2024a.b)) for a more
comprehensive discussion, which includes methods such as KernelSHAP (Lundberg and Leel 2017} |Covert and Lee)
2021)), FastSHAP (Jethani et al.| [2022), SHAP-IQ (Fumagalli et al.| 2024), ARM (Kolpaczki et al.| 2024), and others.

Permutation sampling. One of the most widely used estimator for Shapley value is based on permutation sampling,
proposed by |Castro et al.|(2009). The key observation is that the Shapley value can be equivalently formulated as

1 )
¢i = E Z A(Z“ U7 Pl(ﬂ.))7
mell

where II contains all permutations of [n] and P?(7) is the subset that contains all players preceding i in 7. Based on
this equation, the permutation estimator is naturally defined as

T
. 1 ;
¢i = ? Z A(’Z’Lv U7P (Tr]))v
j=1
with {7, }le being uniformly sampled (with replacement) from II. Assume that U is bounded, an application of

Hoeffding’s bound suggests that O(nlogn) samples are required to ensure that él is close to ¢;, implying a total
requirement of 7' = O(n?log n) evaluations.

"'We include the cost of model training in evaluation.
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Permutation sampling is less efficient because the marginal contribution A(z;, U, S;) (which requires two evaluations)

is only used to update ¢;, thereby introducing an extra factor of n in the convergence rate. Nevertheless, due to its
simplicity, permutation sampling has served as a cornerstone for many subsequent works. For example, Ghorbani
and Zou| (2019) propose Truncated Monte Carlo Shapley (TMC-Shapley), which truncates the calculation of marginal
contributions in a sampled permutation once the utility evaluation is close to that of the full training set. While
TMC-Shapley is more efficient than the standard permutation sampling method, it sacrifices unbiasedness. |Jia et al.
(2019b) leverage permutation sampling to construct the label vector within a compressed sensing framework, achieving
a convergence rate of O(n loglogn). It is important to note that this method relies on the assumption that the ground
truth Shapley values are “approximately sparse” (i.e., most ¢;’s are close to their mean).

Group testing. Jia et al|(2019b) propose an estimator based on group testing (Du and Hwang| [1999). The key idea is to
estimate the Shapley difterences between all data pairs instead of the Shapley values directly

i-di= = Y e [U(SULz)) - U(SU ()],

T SCD\{zi,z} ( ISI)
followed by solving a feasibility problem with an additional constraint imposed by the efficiency axiom to obtain the

qASZ-’s. This approach achieves a convergence rate of O(n(logn)?), saving a factor of n compared to the permutation
sampling approach, thanks to increased sample reuse: each utility evaluation contributes to the estimation of the Shapley
values for all samples. [Wang and Jia| (2023b) provide a refined analysis of the group testing method and also propose an
improved estimator using the dummy player technique (we refer interested readers to their work for details). On the
other hand, they make two key observations: 1) group testing does not achieve maximum sample reuse (MSR), a concept
that will be discussed in detail shortly; 2) empirically, group testing does not significantly outperform permutation
sampling, despite having a faster convergence rate.

(Weighted) sampling lift. Equation provides a natural probabilistic interpretation. First, the outer summation
corresponds to a discrete probability distribution over the cardinality of the subset, with the probability of a subset
having cardinality k£ given by (Zj) a,(C"). Second, the inner summation represents a uniform distribution over all subsets

of cardinality k. This idea underlies sampling lift (Moehlea et al., 2022), where the estimator is defined as

T
A 1
j=1

and the {S; };*»le are sampled independently from the two-step process above: first, draw the subset size from the
discrete probability distribution, then uniformly sample a subset of that size.

Kwon and Zou| (2022) extend this idea with a weighted version of sampling lift. Specifically, they reformulate Equa-

tion (8] as
I L Y A
d)l - n nak (k _ 1) (n—l) A(Z“ U7 S) 5

k=1 k=1) SCD\{z}
|S|=k—1

and propose the estimator
T
~ 1 (n) n—1
¢)i = T no g A(Zi,U,S‘),
T ; ‘SJ‘ IS]| -1 J

where the sampling process for {5 };‘»le is modified so that, in the first step, the cardinality of S; is sampled uniformly

from [n]. For the Shapley value, the coefficients na‘(gjl (I gﬁ fl) simplify to 1. However, for general probabilistic values,

computing these coefficients is numerically unstable for large n due to the combinatorial factors.
(Weighted) sampling lift achieves a convergence rate of 7' = O(n? log n), with the proof strategy mirroring that of

the permutation sampling approach (e.g., see Proposition 5 in|Li and Yu|(20244a))). Importantly, since the estimator is
directly derived from Equation (8, it can be applied to any probabilistic values.

Sparse regression. |Lin et al.| (2022) observe that a subfamily of probabilistic values can be formulated as the optimal
solution to a least squares problem. This methodology also underlines earlier works in feature attribution such as
KernelSHAP (Lundberg and Leel |2017) and more recent works such as GELS (Li and Yu, [2024a)). Specifically, when &

(as defined in Equation (EI)) satisfies C¢ =: fol ﬁdg (w) < oo, we have

¢ = argminEg [(Y(S) — X (5)Tv)?].

vERN
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Here, Y (S) = U(S) and X (.5); (the i-th coordinate of X (.5)) equals ﬁ if i € S and otherwise —m. The
random subset S is generated by first sampling w € [0, 1] from &, and then including each sample independently with
probability w. The final estimator is given by

. e 2
¢; = arg min T Z (Y(S;) — X(Sj)—rv) + Mv|l1,

N
veER j=1

where an L;-regularization term is added to perform sparse regression (i.e., LASSO (Tibshirani, |1996)). Assuming
|l¢llo = k,ILin et al.|(2022) show that the convergence rate of this estimator is O(k logn), a significant improvement
over previous methods. However, the requirement that C¢ be ﬁnite precludes the application of this method to the

Shapley value: in particular, when £ = Unif([0, 1]), we have fo w(l ydw = fo (7 )dw =

Complementary contribution. Another equivalent formulation of the Shapley value is based on the complementary
formula (Harsany1, |1982). Instead of expressing ¢; as a weighted summation of marginal contributions, it is written as a
weighted summation of complementary contributions (CC), which are formally defined as CC(S) = U(S) — U(D\S)
for a subset .S. The complementary formula states that

b=+ 3 <n5|1>_1C’C(SU{zi}).

n
SCD\{z}

Based on this,Zhang et al.[(2023a) propose the following complement estimator:

9 Z
where T; ), = Zle (L(i € S, |Sj|=k)+1(i ¢ S;, n—|S;| =k)), and {Sj}jT:1 are sampled independently by
first sampling the subset size uniformly from [n], and then uniformly drawing a subset of that size. The main advantage
of this estimator is that each sample appears either in a subset S or in its complement, so a single utility evaluation
can be leveraged to update the estimates for all samples. In fact, as suggested by |Li and Yu| (2024b), the complement
estimator adheres to the principle of MSR, which will be discussed in the next method. Consequently, although there
is no formal convergence guarantee, it is reported to have the best empirical performance for estimating the Shapley
value (L1 and Yu, [2024b).

Maximum sample reuse. The principle of MSR has appeared in prior works, such as group testing and the complement
estimator, and was formally introduced in Wang and Jia| (2023a)) to efficiently approximate the Banzhaf value. Formally,
MSR requires that each evaluation is used to update the estimates for all ¢;’s. To achieve this, Wang and Jial (2023a)
rewrite the Banzhaf value as

ZOC 1(i € 8;, [S;| =k) —1(i ¢ Sj, n— |S;] = k),

’L

¢i = ]ES\Z7€S[U(S)] _ES|Z«;¢S[U(S)]7 (10)
where S is uniformly distributed over all subsets of D. They then propose the following MSR estimator:

; 1 &
:jz 1(i € ;) AZU S;i),

where T} = Z;F:l 1(i e S;)and T, = Zle 1(i ¢ S;), and {S; } _, are sampled independently from the uniform
distribution over all subsets of D. Thanks to MSR, this estimator achieves a convergence rate of O(nlogn).

While this estimator can naturally be adapted to the weighted Banzhaf value, it cannot be applied to the Shapley
value because it is impossible to construct a suitable distribution over D to express Shapley values in the form
of Equation @ (Wang and Jial [2023a} [Li and Yul 2024a). We note that this is a limitation of marginal contributions: as
demonstrated in the previous method, the complement estimator achieves MSR by using complementary contributions
instead.

One-sample-fits-all. Most of the estimators discussed thus far, with the exception of (weighted) sampling lift, cannot

be applied to all probabilistic values. However, weighted sampling lift not only has a suboptimal convergence rate

O(n?logn), but its convergence can be further degraded by the coefficients nal(g)l (I S” | 11) (referred to as amplifying

scalars). To address this challenge, |Li and Yu|(2024b) introduce the One-sample- Flts All (OFA) framework, which
simultaneously satisfies the following desirable properties: 1) it requires sampling subsets only once to approximate
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all probabilistic values; 2) it adheres to the principle of MSR; and 3) it avoids the amplifying scalars inherent in the
weighted sampling lift estimator. The framework is based on the following formulation of probabilistic values:

" /n—1 n

¢i = Z (k B 1)0@2 ). (E.es,51=k[U(S)] — Es,¢s,151=k—1[U(9)]) ,
k=1

where each expectation is taken with respect to the corresponding uniform distribution. The two expectations, denoted as

oy =E.,es,5=k[U(S)] and ¢; s = E..¢55/=k—1[U(S)], are estimated using the two-step process of the sampling

lift estimator. Furthermore, by optimizing the discrete probability distribution over the cardinality of subsets, OFA

achieves a convergence rate of O(nlogn) for all probabilistic values on average.

Lowering the cost per evaluation. Despite significant progress along the previous direction, the minimum require-
ment of utility evaluation remains at least linear in the number of training samples, which is generally impractical
for training large-scale models from scratch. In the following, we discuss a complementary approach that aims to
address this challenge by lowering the computational cost per evaluation. This reduction can be achieved either by
employing techniques to decrease the training cost directly, or by substituting the entire training process with a lighter,
more computationally efficient proxy mode

Reducing training cost. Building upon the framework of permutation sampling, Ghorbani and Zou| (2019) introduce
Gradient Shapley (G-Shapley), which approximates a fully trained model by training for a single epoch with a batch
size of 1 (this is referred to as an incrementally trainable model in|Jia et al.|(2019b))) and then computing the marginal
contributions as data is sequentially added. [Lu et al.|(2025) propose Sparsified Fine-Tuning Shapley (Sparsified-FT
Shapley) for diffusion models. This method involves pruning a pre-trained diffusion model and fine-tuning it on the full
training set to produce a sparsified yet performant model, which is then used to fine-tune on subsets of the training data
for utility evaluation. Both approaches significantly reduce the computational cost compared to full retraining.

KNN as a proxy.|Jia et al.|(2019a) derive a closed-form expression for the Shapley value in the context of the K -Nearest
Neighbors (KNN) classifier. Specifically, they introduce a KNN utility function that quantifies the impact of a subset .S
on KNN classification accuracy:

1 min{K,|S|}
U(S) = ? Z ]]‘[yOék(S) = yval],
k=1

where (Zyy, Yva) represents a validation sample and «(.S) denotes the indices of the training data in .S sorted by
increasing distance to x,. Building on this utility function, they derive a recursive algorithm that computes the exact
Shapley values in O(nlogn) time:

1
(ban = *l[yan = yval}a
n
1 o; — Yval] — 1 o == Yy i K7 ) .
(bai = ¢az‘+1 + [y - Y al] [y s Y al] mln{- Z}uZ =n—- 17' o 71~

K 7

More importantly, [Jia et al.|(2019a) observe that this framework for calculating Shapley values for KNN classifiers can
be extended to deep neural networks. Specifically, they propose to train a KNN classifier based on the embeddings (e.g.,
extracted from deeper layers of the network or pre-trained feature extractors) of each x; along with their corresponding
labels y;, and then perform data attribution in the latent space. This effectively reduces the problem of data attribution
for deep neural networks to that of KNN classification. This approach, which avoids the need to repeatedly train
complex models, has been recognized in follow-up works as one of the most practical and scalable techniques for
large-scale data valuation (Jia et al.,[2021} |Pand] et al., [2021} |Karlas$ et al., 2024)).

NTK as a proxy. The neural tangent kernel (NTK) (Jacot et al., [2018) is a powerful analytical tool in deep learning
theory, used to investigate the optimization and generalization of (deep) neural networks. It posits that with a suitable
scale of random initialization, the training of a sufficiently wide neural network remains close to its initialization,
effectively reducing the learning dynamics to a kernel regression characterized by NTK. In the context of probabilistic
values, NTK enables an approximate evaluation of the utility function U (S) without the need for full training, thereby
significantly lowering computational costs. For instance, [Wu et al.|(2022b) introduce data valuation at initialization
(DaVinz), leveraging an off-the-shelf generalization bound from Arora et al.|(2019) to compute U (S). Similarly, Wang
et al.| (2024 g) propose fine-tuning-free Shapley value (FreeShap), which employs the empirical NTK (Malladi et al.,
2023)) to characterize U (S). We comment that NTK is particular useful in the fine-tuning regime where the model is
expected to remain close to the pretrained checkpoint.

2We focus on general-purpose proxy models and omit those with a relatively narrow scope, such as Data-OOB (Kwon and Zou,
2023), which is only applicable to bagging models.
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2.3.3 Key Takeaways and Future Directions

( N\
The weighted marginal contribution method builds upon the widely recognized Shapley value framework, with Data
Shapley remaining the most popular notion of probabilistic value for training data attribution. Despite significant
progress in this area, this approach is generally less scalable than influence functions (as discussed in Section [2.2)
because it requires at least a linear number of model trainings relative to the dataset size. In fact, most algorithms
discussed in this section, except those based on training-free proxy models, are not directly applicable in the
context of generative Al. Nonetheless, its strong theoretical foundations, especially its satisfaction of the four
desirable axioms, make it a compelling alternative in scenarios where attribution is needed at a higher level, such as
domains (Kang et al., [2024; Liu et al.,[2025) or copyright owners (Wang et al., 2024c). This is particularly relevant
in emerging applications within the data economy (Sestino et al., 2025) and data markets (Zhang et al.} 2024). We
envision future work focusing on more efficient approximations of Data Shapley and related concepts tailored to
these applications.

G J
Remark 2.3 (Preservation of axioms under Monte-Carlo approximation). Among the four classical axioms that
characterize the Shapley value, the symmetry axiom is often viewed as the key fairness requirement: equally useful
points should receive equal rewards. When the exact Shapley value is approximated with Monte-Carlo (MC) sampling,
however, MC estimates satisfy Symmetry only in expectation. With a finite sample budget, two exchangeable points
typically obtain slightly different estimates because the Monte-Carlo noise that perturbs their marginal contributions
is independent. There is an emerging line of work developing Shapley value approximation methods that provably
preserve most of the Shapley axioms. Wang et al.| (2024d)) developed a deterministic approximation algorithm for
weighted KNN-Shapley that preserves the null player and symmetry axioms exactly.

24 Category: Training Dynamics Methods

This category of methods leverages information collected throughout the training process to assess data influence, an
approach we refer to as training dynamics data attribution. The literature in this area generally divides into two groups:
tracing gradient descent (TracIn) and trajectory-specific Leave-One-Out (TSLOO).

1. Tracing gradient descent. Initiated by [Pruthi et al.| (2020), this approach, referred to as TracIn, estimates the
influence of training data by approximating the cumulative change in model outputs during training.

2. Trajectory-specific LOO. Originally introduced by Hara et al.|(2019) under the name SGD-influence (or
counterfactual SGD), this method was later reframed as TSLOO in a follow-up study (Wang et al.,[2025b)) to
more accurately reflect its goal of dynamically approximating leave-one-out. Specifically, it quantifies the
influence of removing a single training sample on both the model parameters and outputs over the course of
training by building a recursive relationship between consecutive iterations.

Notation. The loss incurred on a single data point is denoted by ¢(z; 6), where § € RP represents the model parameters
and z € D, given a training set D = {z;}_,. We also define f(ziest; 0) as the target function and zes; as a test sample.

2.4.1 Tracing Gradient Descent

Derivation of tracing gradient descent. We review the basic derivation of tracing gradient descent method family,
particularly highlight the connection between TracIn-Ideal and its first-order approximation TracIn.

TracIn-Ideal. The high-level idea of TracIn-Ideal is accumulating the change in model outputs caused by
optimizing on a training sample throughout the training process. The idealized influence of a particular training sample
z on a given test sample ziest is defined as the total model output f(ztest; ) change induced by the whole training
process whenever z is trained on. The definition can be formalized as:

TracIn-Ideal(z, 2test) = Z (f (2test; Or) — f(2test; Or+1)), (11)
tizy=z2
where ¢ : z; = z indicates the iteration where z is taken as the training sample. Equation [I1]is for vanilla SGD where
parameters optimization is done on one training sample at a time. This ideal definition (Pruthi et al.} 2020)) is the goal to
be approximated by tracing gradient descent method family.

TracIn. To make the tracing computationally tractable, TracIn uses first-order Taylor expansion to approximate the
idealized influence, and converts the Equation [IT]into the following inner-product formulation. The formula is also
adapted to mini-batch training.
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1
TracIn(z, Zest) = Bl Z (Vo f(Ztest; 0t), Vol(z;01)), (12)
t t:z€B;

It assumes that parameters are updated by an SGD optimization process with training batch B, and learning rate 7 at
iteration ¢. Most of the developments on tracing gradient decent family are based on this first-order approximation.

Challenges. Among recent studies, tracing gradient decent family can be primarily categorized into two groups:
offline tracing algorithms and online tracing algorithms. Offline tracing algorithms (Pruthi et al.| [2020; |Lin et al.,
2024b; [Xie et al.} 20244} |Yeh et al., [2022)) present the traditional implementations to TracIn, calculating attribution
results after model training, typically leveraging some cached training checkpoints. Online tracing algorithms (Wang
et al.| 2025al|2024e) compute the attribution results of each training iteration during each training iteration alongside
model updates, utilizing access to richer training dynamics such as backpropagation information.

The scalability of Equation[T2]is the most critical challenge for tracing gradient descent methods in the generative Al era.
Though several studies (Pruthi et al., [2020; [Lin et al., 2024b) propose various techniques to reduce the computational
complexity and achieve high usability for traditional machine learning models, the core requirement to instantiate and
cache gradients for every training sample remains. This creates critical limitations when applying offline algorithms on
generative Al models, which have exponentially growing parameter sizes and training datasets. Wang et al.|(2025a)
proposes ghost dot-product, a technique that calculates the exact inner product of a pair of data samples’ gradients
without instantiating them. The technique could also be leveraged for offline algorithms as well and serves as the
current best practice.

Another challenge is the underperformance stemming from errors introduced by inherent assumptions and approxima-
tions. Although different resolutions (Xie et al., 2024a;|Yeh et al., 2022) aim to improve gradient tracing performance,
the deep, fundamental roots of these algorithms and their impact on downstream application performance require further
investigation.

Offline tracing algorithms. Offline tracing algorithms are performed during model training. Since computing
Equation [12|across every training iteration is computationally expensive, several techniques have been proposed to
reduce the cost.

TracIn-CP. A straightforward solution is to only select a few checkpoints during the training process to approximate
Equation Pruthi et al.[(2020) propose to further approximate the accumulation of these inner products using C' fixed
model checkpoints {f;.}&_; that are sparsely saved across the whole training process, where C' < T'. This leads to
the following practical formulation of TracIn-CP :

c
TracIn-CP(2, Ziest) = Z Nt (Vo f(Ztest; 01, ), Val(2;0t,)), (13)

c=1

where 7;, is the learning rate at t.. Grad-Dot is a special case when we extend TracIn-CP to use only one checkpoint,
i.e., C = 1. It coincidences with the similarity in parameterized family defined in|Charpiat et al.| (2019).

Gradient vector compression. Another group of popular techniques are various ways of gradient vector compression,
such as layer cherry picking and random projection. Assuming deep neural networks are usually overparameterized,
Pruthi et al.| (2020) propose to cherry-pick certain layers (e.g., only the last layer) of a deep neural network for gradient
calculation to reduce the dimensionality of gradients. Random projection maps the parameter space to a lower-dimension
subspace. Both of these techniques are also widely used in Influence Function (Section [2.2.2)), thus we will not describe
them in detail here.

Mitigating attribution underperformance. Previous efficient techniques applied to Equation (12} including checkpoint
selection and gradient vector compression, may degrade the performance of offline algorithms across applications. To
address this, recent studies identify and try to mitigate some specific failure modes. [Yeh et al.|(2022) discovers the
cancellation effect, where last-layer weights make the attribution result of each sample have a large magnitude that
contradicts each other. The authors propose picking the first layer (e.g., the embedding layer of a language model) for
the tracing attribution algorithm. Separately, | Xie et al.|(2024a) finds that in diffusion models (Ho et al.,[2020b)), training
examples with large diffusion timesteps (closer to noise) exhibit higher loss gradient norms, skewing the attribution
results. They propose normalizing both training and test gradient terms by their respective norms.

The ease of implementation positions approaches centered around TracIn-CP as a go-to method for various appli-
cations (Akyiirek et al.l [2022)). Per-example gradients are calculated (and optionally cached) for each sample at a
maximum available batch size |B| constrained by the memory limit Mj;,,;;. Nevertheless, the per-sample gradient
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instantiation is memory-consuming for large generative Al, which limits the maximum available batch size to N‘[ “‘l‘;;t

where p is the parameter size.

Online tracing algorithms. Online tracing algorithms aim to estimate the data influence during the model training
process. By leveraging available training dynamics (e.g., backpropagation information), [Wang et al.|(2025a)) enables
efficient computation of gradient inner products between data sample pairs.

Ghost dot-product. For a typical neural net layer without parameter sharing, the per-sample gradient w.r.t. the parameters
at this layer can be computed using the input to the layer and the gradient of the loss w.r.t. the output, both of which are
available during backpropagation in batch. Furthermore, the inner product of two large gradients can be computed in a
layer-by-layer fashion, avoiding the need to instantiate large gradient vectors. The formula for a linear layer can be
presented as

LYY/ ) PYieY PYe) O\ " /o0
= [a® (2) (T . (2)
W © oW = <a ® as<1>> ® (a © o (2)> (( ) a ) (85(1)) (85(2)> . (14

where /(1) and £(®) are the losses of the pair of data samples (typically a training sample and a test sample), W is the
weight of the linear layer, a(*) and a(® are the input of the linear layer, s(!) and s(2) are the pre-activate output of the
linear layer, ® stands for the inner product and ® stands for the outer product.

For online algorithms, a("), a(®), gegi nd 8((2) are ready during back-propagation, so that the overhead caused by

ghost dot-product algorithm is relatively small Nevertheless, the test samples need to be prepared before model
training for online algorithms, which may be invalid for some use cases such as attributing a generated sample (Deng
et al.,2024b)). Ghost dot-product can also be applied to offline algorithms and intermediate checkpoints as well, which
significantly reduces the space complexity. Detailed analyses are stated in the next paragraph.

Time and space complexity. We tabulate the time and space complexity of the methods in Table

For complexity analysis, we split the complexity analysis to “One-time” and “Amortized”. “One-time” stands for the
complexity of calculating the data attribution result for one test samples on the full training dataset. “Amortized” stands
for the amortized complexity of attributing continually incoming test samples and cache the gradient information if
applicable.

We denote the size of training set as n, the parameter size as p, the number of training iteration as 7", the number of
checkpoints as C, the reduced parameter size (e.g., through random projection) as p, and number of layer as L. In most
cases C' < T and L < p. We also assume one forward pass of the target model costs Fy, and one backward pass
approximately costs two forward passes.

Table 7: Complexity analysis of TracIn and its variants. The complexity analysis here assumes non-sequential data
and the attribution for the whole training process.

Methods | One-time | Amortized
| Time Space | Time Space
TracIn | O(nT(Fy+p)) O(p) | O(nTp) O(nTp)
TracIn-CP | O(nC(Fy+p)) O() | O(nCp) O(nCp)
TracIn-CP + Gradient vector compression | O(nC(Fy + p)) O(p) | O(nC’p) O(nCp)
TracIn-CP + Ghost dot-product | O(nC(Fy ++/pL)) O(VpL) | O(nC(v/pL)) O(nCy/pL)

1. TracIn and TracIn-CP perform Equation [2] and [I3] by directly instantiating per-sample gradients and
caching them for multiple test samples. The only difference is the constant scaler C' and T'.

2. Gradient vector compression perform gradient compression right before the caching. Notably, this won’t
change the space complexity when calculating the gradient since mapping the gradient to a lower dimension
happens after the instantiation.

3. Ghost dot-product could avoid explicitly instantiating per-sample gradient and reduce the space cost signifi-
cantly, which is critical for large generative models. For each layer, caching a and % for one training samples
takes O(d;y, + dout) space, which is proportional to the square root of the original cost of explicitly caching
the per-sample gradient (O(d;,, X doyt))-
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Relationship with influence function. While both TracIn and Influence Functions (IF) are commonly used to
quantify the influence of a training sample on a model’s prediction for a test sample and both rely on relatively similar
closed-form expressions. They differ in how they define influence. TracIn estimates the total change in the model’s
output during training process caused by a training sample (Equation[TT). In contrast, IF approximates the change
in the final model parameters and corresponding output when a training sample is removed from the training dataset
(Equation[2)). Another difference is that IF is agnostic to the optimizer used in the training process, while TracIn is
strongly dependent on the optimizer. Stochastic gradient descent(SGD) is assumed to be the optimizer in the derivation
of Equation [I2] while it’s not commonly used for most generative Al applications.

2.4.2 Trajectory-Specific LOO

The second type of dynamic method is trajectory-specific LOO (TSL0O), which was first proposed by Hara et al.
(2019) in the name of SGD-influence. Like influence functions, TSLOO quantifies samples influence by analyzing
the counterfactual scenario of LOO. However, unlike influence functions that only consider the counterfactual at the
final model checkpoint, TSLOO examines the counterfactual at all intermediate checkpoints. In particular, it uses a
first-order approximation to establish a recursive relationship between the LOO influences at consecutive iterations,
thereby propagating a sample’s influence from its initial appearance to the final model. Importantly, this approach
does not assume that the loss function is convex or that the model is trained to convergence, both of which are key
assumptions in deriving influence functions, thereby offering broader applicabilityEl Moreover, as we will see shortly,
TSLOO eliminates the need to compute the inverse-Hessian-Vector Product (iHVP), which is the most computationally
expensive component in influence functions. Instead, it requires only the computation of Hessian-vector products,
which can be performed much more efficiently.

Notation. We denote the loss function as #(z;6), where z represents a training sample and 6 denotes the model
parameters. We assume ¢ is twice-differentiable. The model is trained using SGD for T iterations. At iteration ¢,

the model parameters are represented by 6l*], while H[f]J denotes the model parameters in the counterfactual scenario
where sample j is removed. The mini-batch used at this iteration is S;, and the Hessian over the batch is given by
HY = ﬁ Dic S, V20(z; 6[1). Finally, we define v as a query vector, which is typically chosen as the gradient of the

loss of a test sample 2y at the final iteration, i.e., u = V£(zeq; o7 ).
Original formulation of TSLOO. We review the core methodologies of TSLOO established by [Hara et al.| (2019),

including both the derivation of its formula and an efficient implementation. We will also briefly discuss HYDRA, a
closely-related method proposed by (Chen et al.|(2021).

Derivation of TSLOO. The high level idea of TSLOO is that, in order to obtain the LOO at the final model checkpoint,

i.e., 9[_T]J — 071 it suffices to build a recursive relationship between the LOO at two consecutive iterations, 9[_)5]] — ol
and ;1 — g1,

We start with a simple case where the model is trained for only one epoch. Denote 7(j) as the timestamp where sample
z; is used in training, i.e. z; € Sy(j). Fort > m(j) + 1, we have

M _ plt] — (plt=10 _ glt—1]y _ Mt=1 Lplt=11y L plt—1]
v, — ol = (1 — g1y 5] > (Vol(z:;0"5 ") = Vol(z;0' 7).

i€Si_1
Using first-order expansion, we have the following approximation:
1
|51

S (Vol(zi:015 1) = Vl(zs; 017 1)) & HIEZU (1T — glt=1),
1€St_1

Combining the above equations yields the following recursive relationship:

01 — 01~ (I =y HIZ)(O1 S — 0171), 1> () + 1.

Denote Z, = I — n,H" | and note that Q[f;j)ﬂ] — g+ = %V@K(zj;é)[’r(j)]), we have the following
(5
approximation of the LOO at the final model:
017 — g7 ~ ‘Z’T(“ ZraZrog Zn(jy 1 Vol (2 070y = AG_,. (15)
7(J)

30n the other hand, to date TSLOO supports only the SGD optimizer and does not accommodate alternatives like Adam (Kingma
and Bal 2014), which are essential for training language models.
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Intuitively, this formula can be interpreted as follows: starting from the first appearance of a sample, propagate its
influence (scaled gradient) to the final iteration using second-order information. In data attribution literature, this
approximation in Equation [T5] first appears in [Hara et al.| (2019). Notably, similar analysis and expression appear
frequently in related domains, including continual learning and deep learning theory (Zou et al., [2021; Evron et al.,
2022; Wu et al., 2022al [2024a; Ding et al.| [2024).

For multi-epoch SGD, |[Hara et al.|(2019) propose to sum up the influence of a sample at different epochs. Specifically,
suppose SGD is applied for K epochs, and 7 () is the timestamp of sample j’s appearance at k-th epoch. We can
similarly define Af_; as

K [T—mx(j)—1

AG,J- = Z H Zr_s ZWA(J) Vae(zj70[ﬂk(j)]),
k=1 s=1 ’ ﬂk(])‘

Implementation of TSLOO. [Hara et al.|(2019) propose a backward computation algorithm that computes the TSLOO

scores for all training samples in one pass. The key observation is that if the relevant information (.S, 7, G[t]) is stored
during training, it can later be used during inference to compute the (scaled) per-sample gradient and then its dot product
with ul¥), which can be sequentially updated from the initial query vector u. More specifically, starting from¢ = 7 — 1
and proceeding backward to ¢ = 1, at each iteration the algorithm computes (u, @—ilvfgﬂ (253 6[)) for every j € S; and
adds it to the TSLOO score of sample j. Then, the query vector is updated as u <— Z;u. Additionally, Hara et al.|(2019)
leverage off-the-shelf implementations of the Hessian-vector product to compute Z,u, thereby bypassing the challenges
associated with directly computing and storing the Hessian.

Connection to HYDRA. |Chen et al.|(2021)) propose HYDRA , which is based on a similar principle to TSLOO. Instead of
computing the influence at the final model checkpoint directly via implicit differentiation, both methods unroll the
differentiation throughout the optimization trajectory by establishing a recursive relationship between consecutive
iterations. The key difference is that HYDRA considers the derivative of the upweighted objective as in influence functions,
while TSLOO directly deals with LOO. In addition, HYDRA omits the Hessian terms in the recursive relationship for the
purpose of computational efficiency, which results in a less precise approximation of the ground truth LOO.

Scalable variations of TSL0O0. While the vanilla TSLOO has been applied to GAN (Terashita et al.,|2021), vanilla
TSLOO methods face significant challenges when the number of model parameters scales up. Since vanilla TSLOO
requires unrolling the training and leveraging information such as the Hessian, it posts two main challenges: high
computation cost and large storage demand. In this section, we introduce two scalable variations (Wang et al., 2025b;
Bae et al.,|2024) of TSLOO. We will mainly focus on their design and considerations to scale the method.

DVEmb. Wang et al| (2025b) points out that query vector v is unknown at training time, while Af_; only requires
information along training. The authors then propose data value embedding, noted as DVEmb(*+) (z;), defined as

T-1

DVEmb(*) (2;) =: 7, [ H (I — mp H*
k=t +1

Vlg(z;;0%)).

Notably, when t, = 7(j), the definition of DVEmb(*+)(z;) is the same as Equation Authors further leverage the
empirical FIM to approximate the Hessian (see Section [2.2))

HE = 3" Vey(z,0M)V ey (2;0%)T,

z€Sk
which gives a recursive relationship for the proposed DVEmb () (z5)
DVEmb(+) (2%) = ny, Ve (2" 00:]) — iy MUV 05 (27 018]),
where the matrix M(*) is defined as:

T—1
M) —. Z (Z (DVEmb(t)(z)We(Z;G[t])T)> :

t=ts+1 \2€8;

To compute it recursively:

M= = ME) + 3" DVEmb*e) (2) Ve (2 0) T,
2E€Sy,
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and fort = T — 1, MT~1 = 0. The above framework allows computing M and DVEmb starting from ¢t = T — 1 to
t=0.

The method requires O(T' Bp) storage during training, where B is the batch size and p is number of model parameters.
This can be impractical especially for large models. To further improve the storage efficiency, the authors leverage
gradient decomposition, storing only decomposed components instead of full gradient vectors, as in the ghost dot
product (Equation , reducing storage requirements to O(7'B/p) for non-sequential data. The author further includes
dimensional reduction for foundation models so that the storage becomes O (T Bp) where p is significantly less than p.

The paper also includes some other considerations for computational efficiency. The authors propose to calculate data
value embedding per layer so that the total FLOPs is reduced from O(BTp?) to O(BTp?/L) where L is the number of
layers. The authors also propose parallelized computation through checkpointing the models for fixed step intervals,
which reduce the iteration numbers.

SOURCE. Bae et al.| (2024) introduces an averaged notion of SGD-influence that averages across all possible training
trajectories rather than focusing on a single specific trajectory. To efficiently approximate this averaged influence, they
partition the training process into multiple segments (e.g., corresponding to different training phases) and approximate
the Hessian and gradient computations within each segment.

The segment-based TSLOO can be presented as following:

do'T) s & om
o ) esrn

(=1 \¢'=L k=T,

Ty
L (+1

~ - [l EISe]E[r], (17)

(=14'=L

where Z;, = I — nkH[k] and Zy.pr = Zpr—1 -+ Zi112k. Se = Z7,,_, .1, indicates the influence of segment U7y
indicates the influence of the iterations in segment ¢, g, = Vg{(z; Ikl ).

The approximation of stable Hessian and gradient within one segment ¢ greatly helps to further simplify E[S,] and
E[r] to be

_ K, _ _
E[S = E[Zr,_,.1,] = (I - WHM) ~ exp(—n K HY) = 8,

Ty—1

Efr] =E| > %5kzk+1:ﬂgk ~ (I — (I —nHMNS)HD) gy~ — (I — exp(—n K HY)(HD) ' gy) .

1
N

k=Tp_1

Then the whole procedure has the following close form

Since the calculation of earlier segments requires information from later segments, SOURCE features backward
calculation: for later segments, the approximated Hessian product will be passed to earlier segments to assist calculation.
Furthermore, SOURCE also proposes several techniques to scale the method. Firstly, by checkpointing, we require
fewer calculations of Hessian matrices. Secondly, in order to efficiently calculate the Hessian and its product, SOURCE
leverages Eigenvalue-corrected Kronecker-Factored Approximate Curvature (EK-FAC) (Grosse et al.l[2023) to assume
the Hessian. The authors also present a variant of SOURCE, called Fast-Source, in which the parameters are averages
in a segment rather than Hessian and gradient.
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2.4.3 Key Takeaways and Future Directions

( \
Training dynamic methods are grounded in two seminal studies: TracIN (Pruthi et al., 2020) and
SGD-Influence (Hara et al., 2019). Tracing gradient descent methods are popular due to their ease of im-
plementation and relatively low computational cost, making them an active area of research for adaptation to
various generative Al models. However, their performance can be compromised by spurious factors and often
lags behind other methods in quantitative evaluations. Trajectory-specific leave-one-out (TSLOO) methods avoid
some of the restrictive assumptions inherent in influence functions, such as convex loss functions and convergence
during training, making them better suited for generative Al settings. Nevertheless, their scalability to large models
remains a significant computational challenge, limiting their practical applicability. A common future direction
for training dynamic methods is enhancing compatibility with modern optimizers. Both tracing gradient descent
and Trajectory-specific LOO methods are derived under the assumption that stochastic gradient descent (SGD) is
used, whereas SGD is rarely the optimizer of choice for training generative Al models. Xia et al. (2024)) have taken
initial steps toward addressing this mismatch, but many open questions remain.

. J

2.5 Category: Simulator

This category of methods represents a critical line of research that uses surrogate models (i.e., simulators) to estimate the
counterfactual effect of model training. Datamodels (Ilyas et al.,[2022)) is a landmark work in this category, introducing
a conceptual framework for analyzing model behavior using a surrogate model and proposing linear datamodel as
a practical surrogate function. Other methods in this category have proposed alternative simulators with varying
input-output structures (Guu et al.,|2023; |Chai et al., [2024)) and simulator architectures (Yoon et al., [2020; Liu et al.,
2025)). This section will also highlight the close connection between Linear Datamodel and semivalues (e.g., Data
Banzhaf (Wang and Jia, 2023a)) in weighted marginal contribution category as well as how different simulation models
extend the conceptual framework of Datamodels.

2.5.1 Datamodels

Notation. Suppose we have training dataset D = {z; } ;. We extend the notation of target function as f(ziest; és)
indicating the model output f on test data sample zt.s; and the model f¢ trained on a subset of training dataset S C D.

Datamodeling. |[Ilyas et al|(2022) propose a data attribution framework, datamodeling, to quantify the influence of
training data on model outcomes through surrogate functions. Specifically, Datamodels for a test sample 2iest iS a

parametric function gg : 2P — R optimized to predict f(2est; és) given a training subset S C D:

95 :{0,1}" - R, where 3= argmﬁinE(S]\f;) {ﬁsim (gg(lg); f(ztest;és))} .

Here, D defines a sampling distribution of the subset .S, a fixed training set. 1g € {0, 1}™ is the characteristic vector of
S, Lgim(+;-) is a loss function for simulator training, and E(*) is an M-sample empirical estimate of the expectation.

Linear Datamodel. In practice, llyas et al.[(2022) propose to use a linear function as the surrogate function g, i.e.,
g5(S) = 6[—{:]15 + By for some 3 € R™*!. This is referred to as the Linear Datamodel. The additive assumption
simplifies the analysis by assuming that the combined effect of data can be presented as the simple summation of
independent contributions from each point. Once this assumption is in place, a linear datamodel can be obtained via
solving the following LASSO optimization problem (Tibshirani, |1996):

M
. 1 A 2

f=arg min - Z (95(15.) = Fetens05,)) "+ MBI (18)

The subsets 51, ..., Sy are sampled from a uniform distribution over a-fraction subsets of the training set, i.e.,

D =U(S C D :|S| = an), which is a simple design choice made by Ilyas et al. (2022)). A > 0 is the regularization
coefficient. The sparse prior regularization helps prevent overfitting and reduces the number of training needed. Finally,
B; will be the attribution score for the i-th training sample in the Linear Datamodel.

Connection with weighted marginal contribution methods. It is worth noting that the formulation in equation [I8]is
similar to the sparse regression estimator proposed in AME (Lin et al., 2022). We will further discuss the connection
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between Linear Datamodel and weighted marginal contribution category. In general, Linear Datamodel can
be written as linear combinations of utility values, or target function values, with proper designed subset sampling
distribution D.

When the [, regularization term is removed, we can reformulate Equation [I8]as a weighted least-squares problem with
a subset sampling distribution D:

argmin 30 w.[(871s, — f(aenifs,)’]- (19)
s€ k]

k+1

where k& subset are sampled from distribution D, ws > 0 and ) .} ws = 1. For Linear Datamodel with uniform

sampling distribution, the weights are defined as

1 .
TNy if S = an,
o {(m) 5

0, otherwise.

Considering the stacked vector 15 in X, W as the diagnal matrix with each element ws, f(2test; @) € R™ as an output
vector for all S, the optimal solution for this weighted least-squares problem is 3* = (X "W X)X TW f(24est; 0)
provided X "W X is invertible. The optimal solution 3* of these linear systems satisfies several key properties:

1. Under certain conditions on w,, 8* preserves the pairwise differences of certain probabilistic values, that is, it
retains the relative order of its components (Li and Yul [2024b)).

2. By placing a suitable distribution over the subsets (i.e., specific choice of w;), S* can recover known
probabilistic values. In particular, setting wg = 2% and transforming X into a matrix with elements £1, we
can recover Data Banzhaf Wang and Jia| (2023a) (detailed in Appendix [B). More related discussion can be
found in (L1 and Yu, 2024b)).

3. For Linear Datamodel, the derived data values satisfies the linearity and symmetry axioms. Since 8* is
derived via linear transformations of f(ziest; 6), linearity holds naturally. Symmetry follows because the
weights w, depend only on the subset size. If two data points contribute identically to f(ztest; 6) across all
subsets, X " W X and X "W f(ztest; 0) will remain symmetric w.r.t i and j, leading to 3 = B;.

Ilyas et al.[(2022) also discusses the connection of Linear Datamodel and empirical influence estimation proposed
by Feldman and Zhang| (2020). Specifically, taking (f(ztest; fs) as the correctness of predicting test sample z;cst, the
empirical influence estimation of ¢-th training data point on the test sample z can be approximated by:

Esp(f(2:0s0121)) — Es~p(f(2;05)).

Ilyas et al.| (2022) shows that with o = 0.5 and transforming X into a matrix with elements =1, the minimizer of
original linear regression in equation [I9can cast the estimated empirical influence in the infinite-sample case.

Challenges. There are two notable limitations to this approach of solving linear datamodel. First, the computational
cost remains significant since, in equation [I8] obtaining the ground truth labels requires training models on M subsets,
and the dimension of 0 (i.e., the number of samples) is large. To resolve this problem, some gradient based works (Park
et al.} 2023) are proposed with promising results on Linear Datamodeling Scores (LDS), an evaluation metric proposed
under the concept of Linear Datamodel. The method is introduced in Section [2.2.4] as its close relationship with
influence function.

Second, the linear approximation of gg may introduce misspecification errors, as it oversimplifies the potentially complex
relationships in the data. These challenges highlight the need for further advancements to improve computational
efficiency and reduce approximation errors.

2.5.2 Other Simulators

Other than Ilyas et al.|(2022), different simulator-based data attribution methods are proposed to have different inputs,
outputs and architectures in different studies. Two popular paradigms include 1) predicting the counterfactual target
function (Yoon et al., [2020; Liu et al., 2025)); 2) predicting the target function trajectory (Guu et al.,[2023} Chai et al.,
2024]) are designed to resolve shortcomings in gradient-based data attribution methods.

Predict the counterfactual target function output. A group of methods that directly simulate the counterfactual
target function output follow a simple idea that a map between training subset and target function output can be learned
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by a neural network. The group of methods is closely related to Linear Datamodel (Ilyas et al.|[2022), which can be
seen as taken a linear model to predict the counterfactual target function.

DVRL (Data Valuation using Reinforcement Learning) (Yoon et al.,[2020) leverages reinforcement learning to train a
data value estimator (DVE). The method consists of two components, the target task predictor model and DVE that
valuates each data example. On each training step, a target task predictor model is trained by minimizing the loss on the
training set, weighted by the data valuation learned by DVE model. After that, the DVE model is optimized on a small
validation set to minimize the loss through adjusting the data weight. The DVE model is trained with RL method policy
gradient, receiving the reward signal from the validation loss and its moving average.

RegMix (Liu et al.|, |2025)) is another work that leverages multiple retraining on subset to collect training data for the
simulator to directly predict counterfactual model performance. The major difference between [Liu et al.|(2025) and
Ilyas et al.| (2022) is that RegMix take the data mixture percentage as simulator input rather than the sample-level
information.

CLIMB (Diao et al.|[2025) automatically clusters large datasets in semantic space and uses a small proxy model and a
predictor to iteratively optimize the data mixture in the pre-training setting of LLMs.

Predict the training trajectory. Another group of method predict the training trajectory in each step, such as
simfluence (Guu et al., 2023)) and GPTfluence (Chai et al., [2024).

Simfluence (Guu et al.||2023)) adopt a linear first-order Markov process to model the test loss throughout the training
trajectory. The model takes in the curriculum, C;, which is the order of the training batches on time step ¢ fed in, and
the target function output before training step ¢ begins and output predicted test loss after this training step. Here we
simplify the target function to be the test loss on a test data point £(ziest; 0).

Specifically, the simulator is modeled as:
U(2test; 01) = a(Cr)(2test; Or—1) + B(Cr),

where a(Cy) = Ziect A, B(Cy) = Ziect B;, and A;, B; € R". The reduction in loss is composed by a relative
reduction «(C;) and an absolute reduction 3(C;).

Similar to Simfluence (Guu et al.,[2023), GPTfluence (Chai et al.| 2024) propose another simulator model to predict the
training trajectory. There are two major differences between Simfluence and GPTfluence. First, instead of a first order
Markov process, the authors use an n-th order Markov process to model the training trajectory, which introduces more
parameters but allows for modeling longer dependencies. Specifically, the simulator is modeled as:

Uztest; 0) = Y _ 05 (Co)lztest; Or—5) + B(Ce).
j=1
Note that the process is of n-order, meaning that the latest target function output is related to the previous n steps’ target
function output. Moreover, GPTfluence also proposed to a pre-trained encoder such as BERT and GPT to preserve

the information within the data examples as well as support unseen training data in C;. The coefficients of the Markov
process a(c;) and S(c;) is then obtained by taking the inner product of these embeddings after some linear layers.

2.5.3 Key Takeaways and Future Directions

( N\
Training a simulator to directly predict attribution results represents a conceptual framework aimed at learning
the relationship between training examples and model behavior. Among studies in this direction, Datamodels
stands out as the most popular one. The primary challenge for this category of methods lies in the need to generate
training data for the simulator—typically through model retraining. This requirement severely limits the scalability
of simulator-based approaches to generative models. Although predicting the training trajectory has been proposed
as a way to reduce retraining costs, it introduces another practical concern: error accumulation during trajectory
prediction, which can significantly impact the reliability of the results.

. J

2.6 Category: Other Approaches

There are also some methods that could not be grouped to previous categories. In this section, we collect the untouched
methods and identify two rough groups: unlearning-based methods and similarity-based methods.
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2.6.1 Unlearning-based Methods

A group of methods follow a general procedure that unlearn certain data points from the fully trained model and
directly examine the counterfactual prediction through the unlearned model. Different methods are proposed to unlearn
one or multiple data points, which can be broadly categorized into “unlearning training samples” and “unlearning
test samples”. Notably, most studies in this category focus on data attribution for diffusion models, likely due to the
ambiguous definition and intriguing discover of the target function of diffusion model (Zheng et al.l 2023} |Lin et al.
2025) in gradient-based data attribution methods.

Unlearning training samples. A typical path is to retrain or fine-tuning on different subsets of training data (Lu et al.
2025; Dai and Gifford, |2023)) as unlearning. The resulting unlearned models can then be used to estimate the marginal
impact of individual training entities.

Dai and Gifford| (2023)) propose dividing the entire training set into n overlapping subsets, where n diffusion models are
individually trained on these subsets. During the generation process, images are generated using an ensemble of these
diffusion models. To unlearn a specific training example, all models that have seen the example are removed from the
generation process. Similarly, Lu et al.| (2025) fine-tune a fully trained model on different contributor-specific data
subsets and compute the Shapley value for each contributor.

The path is closely connected to weighted marginal contribution and share some common challenges, where high
computational cost of retraining and fine-tuning is the most critical one. To mitigate fine-tuning costs, |Lu et al.| (2025)
first prune the model to approximate the fully trained version before fine-tuning.

Unlearning test samples. Another way is leveraging the mirrored influence hypothesis (Ko et al., 2024}, which
suggests a strong correlation between train-to-test and test-to-train influence. This insight enables the estimation of a
training sample’s marginal impact by unlearning the corresponding test sample (Wang et al., [2024h)).

Similar to influence functions, [Wang et al.|(2024h)) propose an attribution method for diffusion models. The key quantity
of interest is the change in the loss of a training sample before and after unlearning a specific generated sample. Since
retraining is computationally prohibitive,|Wang et al.|(2024h) employ unlearning techniques to approximate the removal
effect. Specifically, they minimize the elastic weight consolidation (EWC) loss using multiple iterations of Newton
update to mitigate the influence of the generated example.

00+ %F*W(z«; 0),
T(2,2) = 0(z;0_35) — £(z;6),

where F' is the Fisher Information Matrix, ¢ is the training loss, 2 is the generated sample and z is a training sample.

2.6.2 Similarity-based Methods

Similarity-based data attribution methods aim to estimate the influence of data through a defined notion of similarity,
following the intuition that influential training data should resemble test data. Based on this principle, several studies
have proposed model-agnostic approaches for data attribution. However, these model-agnostic methods do not strictly
fall within the scope of this survey, as our definition of data attribution in Section [2] focuses on model behavior.
Therefore, we include only a few representative studies to illustrate research efforts in this direction.

Just et al.| (2023) propose using multi-class Wasserstein distance to quantify the similarity between two datasets. They
frame the data valuation problem as assessing how changes in the distribution of training data affect the similarity
between the training and validation sets. Each training sample’s contribution is then determined by computing the
gradient of this distance with respect to perturbations in probability mass. Compared to LAVA, Yang et al.| (2025)
adopt a discrete similarity-based approach. Intuitively, they compute the value of a training sample as its calibrated
distance to the entire validation set. Representer Point Selection (RPS) (Yeh et al.|2018)) also employs weighted feature
similarity to represent the importance of the training samples. Specifically, leveraging the representer theorem, it uses
pre-activate input of model’s last linear classification layer as feature and the resistance for training example feature
towards minimizing the norm of the last layer’s parameters as weight.
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2.6.3 Key Takeaways and Future Directions

( )
Machine unlearning is closely related to data attribution in terms of methodology, and thus faces similar challenges,
such as the high computational cost of retraining and the non-convexity issues in gradient-based unlearning. The
mirrored influence hypothesis offers a promising direction for reducing computational cost, particularly in scenarios
with a small number of test samples and an extremely large training dataset. Similarity-based methods are generally
model-agnostic; although they do not strictly align with the definition of data attribution, they are relatively easy to
implement and can perform well in certain downstream tasks, such as mislabeled data detection.

3 Applications

In this section, we explore the applications of data attribution, focusing on generative Al settings. We categorize the
applications into four primary areas: data selection, fact tracing and concept probing, adversarial attack and defense,
and finally data economy. In addition, we discuss a few emerging but less common applications in Section [3.5]

For each application, we begin by defining the problem setup and objectives, emphasizing how data attribution principles
can help address its specific challenges. We then review and organize relevant studies that employ attribution-based
methods to tackle these challenges. In applications where literature in a generative Al context is still limited—given
the recent emergence of attribution methods for generative models—we focus on conventional machine learning
approaches instead, including them with the expectation that their insights can be transferred to generative Al settings.
Finally, we conclude with a comprehensive synthesis of the current landscape and future directions. This closing
section summarizes existing literature, reflects on unique difficulties and open challenges, considers practical aspects of
applying attribution methods, and offers recommendations for future research and development.

3.1 Data Selection

Modern generative Al models are typically trained on extensive datasets to improve performance. However, not all data
in these large corpora contribute positively to training outcomes: some examples may be irrelevant, mislabeled (Brodley;
and Friedl,|1999), redundant (Li et al.,[2023), or even harmful (Gong et al.,2023). Data selection focuses on identifying
and retaining the most useful data while filtering out less relevant portions (often referred to as data cleaning), with the
aim of improving model accuracy and increasing training efficiency by reducing dataset size.

3.1.1 Problem Settings

Data selection aims to construct a curated training dataset D from a larger raw data pool D, such that the model
Mp = A(D) trained by algorithm .4 on D achieves desirable properties, e.g., low evaluation loss, better generalization,
or safety guarantees. Formally, this corresponds to minimizing an objective function f,,; over possible datasets:
D* = argminp, fobj(D), where D is drawn from a feasible subset of D, (Albalak et al.,[2024). Notably, the selected
dataset D need not be a strict subset; some approaches allow for weighted sampling or duplication, meaning D may
contain repetitions or weightings of examples from D,,y. In general, the combinatorial nature of the search space
renders exact optimization intractable.

To address this, a variety of approximation methods have been proposed. Recent work, in particular, has leveraged data
attribution techniques, which estimate the counterfactual influence of individual training examples (or groups thereof)
on a specified model behavior. These influence scores serve as tractable surrogates for the objective function and can
guide data selection through computationally efficient heuristics. Thus, data attribution offers a scalable and principled
approach to approximating the intractable selection problem.

Such approaches have been explored across a wide range of generative Al applications, varying in models and their
training setup (e.g., LLM pre-training/fine-tuning, diffusion models), selection granularity (e.g., per-example, per-
domain), and target objectives (e.g., model performance, safety). Before discussing the instantiations across these
different settings, we first present a general algorithmic abstraction of data-attribution-based selection below.

General data-attribution-based data selection pipeline. To understand the core design principles of data-attribution-
based selection, we begin by identifying the main computational bottlenecks in directly solving arg minp, fouj(D). First,
the combinatorial explosion of candidate datasets D renders exhaustive search intractable. Second, evaluating fop;(D)
even once typically requires full training and evaluation, which is prohibitively expensive in large-scale generative
models. In practice, only a limited number of such “oracle” evaluations of f,; are computationally feasible.
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Data attribution techniques address both challenges by replacing exhaustive evaluation with efficient counterfactual
prediction, followed by a computationally tractable selection strategy. Conceptually, counterfactual prediction provides
a localized estimate of each training unit’s influence, and the selection strategy operates on these scores to curate the
final dataset D. We note that this general framework has been widely explored in recent data selection work, particularly
in the context of large language models (Albalak et al., [2024).

In what follows, we focus on the distinctive features of data-attribution-based methods for both counterfactual prediction
and the selection strategy. The former offers a more principled and interpretable approach to data selection compared
to heuristic or proxy-based alternatives. The latter, while more general and not unique to attribution-based pipelines,
remains integral to the overall effectiveness and trade-offs of the framework.

Counterfactual prediction. Instead of directly evaluating the objective for every possible dataset D, counterfactual
prediction considers a localized, fine-grained rarget function f(.S), commonly defined as

f(S) = fobj(Draw \ S)a

where S is a subset of the training data, such as a single point, a group of examples, or an entire domain. This function
captures the sensitivity of fi; to small perturbations of the dataset and reflects the counterfactual change in the objective
when S is removed. Specifically, the corresponding counterfactual change is referred to as the influence of S, defined as

T(S) = Af(S) = f(S) - f(@) - fobj(Draw \ S) - fobj(Draw)a

which quantifies how much the objective would degrade (or improve) if S were removed. This measures the contribution
of training units to the property encoded in the objective. For example, when the goal is to improve model performance,
one may define the objective as fou(D) = ¢(Deyvai; Mp), where £ is a loss function evaluated on a fixed evaluation set
Deyar. A natural choice of target function is then f(.S; Deyar) = €(Deyar; M Diraw\ s), and the corresponding influence
becomes 7(5) = £(Devai; Mp,,\s) — £(Deva; Mp,, ) capturing the marginal impact of S on evaluation performance.

Crucially, various data attribution algorithms exist to approximate 7(.S) without explicitly retraining models for each
possible subset .S, which enables scalable, localized assessment of individual data units’ impact on the objective. We
note that the specific choice of data attribution algorithm depends on several factors, including the model training setting
(e.g., pre-training, fine-tuning), the form of the target function (e.g., evaluation loss, likelihood), and the granularity
of attribution (e.g., individual points, groups, or domains). With a choice of data attribution method, the resulting
estimated influence scores 7(.S) then serve as surrogates to approximate the original dataset-level optimization objective
in a computationally tractable manner.

Selection strategy. The final ingredient in the data-attribution-based data selection pipeline is to act on the estimated
influence scores by deciding which data to retain, discard, or re-weight. This is governed by a selection strategy, which
translates local influence estimates into global modifications of the dataset. Although not unique to attribution-based
methods, the selection strategy plays a crucial role in determining how effectively we can utilize the localized estimates
7(S) to approximately maximize the original dataset-level objective fu;(D). As the influence scores are defined for
every small training unit S (e.g., individual examples or groups), several widely used strategies arise naturally by
making decisions based on these individual scores:

» Threshold selects data units whose influence exceeds (or falls below) a fixed or adaptive threshold. This avoids
combinatorial search by assuming that influence scores provide a meaningful separation between helpful and harmful
data.

* Top-k selection fixes the number of retained examples, selecting the k highest-ranked units by influence. This strategy
assumes that influence magnitudes provide a globally consistent ordering of utility.

» Importance weighting retains all data but adjusts each unit’s contribution according to its influence. This relaxes the
binary nature of selection and assumes that marginal improvements can be linearly composed.

These strategies each reflect specific structural or heuristic approximations to the original dataset-level optimization,
and entail trade-offs: threshold is simple but may be brittle under noisy influence estimates; top-k offers explicit control
over dataset size but may discard complementary examples; importance weighting preserves more information but
depends critically on the fidelity of influence estimation. Crucially, all of these approaches rely on a common modeling
assumption: that each training unit’s influence on the objective can be assessed independently of others. That is, we
assume 7(S U S") = 7(5) + 7(5’), or at least that 7 is highly additive or positively correlated across units, so that
making local decisions independently (i.e., selecting .S into D or not) yields a near-optimal global outcome foui(D).
This additive or decomposable view of influence enables tractable approximation of the otherwise combinatorial
selection problem. However, this assumption may not always hold: for instance, when the utility of one point depends
on the presence of others (Hu et al.| 2024a).
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Lastly, we also highlight that selection strategies can be deployed in either offline or online settings. In the offline
setting, data is selected prior to training based on influence scores computed using a fixed model, typically trained on a
subset of the full dataset as a proxy. This setting offers computational efficiency and is well-suited to static selection.
In contrast, online selection interleaves influence estimation and model training, often by periodically re-evaluating
scores as the model evolves. This enables more adaptive selection that can account for shifting data utility during
training, and also helps mitigate the additive limitation discussed above by dynamically updating scores to partially
capture higher-order interactions. The two approaches can also be integrated: for example, by initializing with an offline
selection and refining it online.

3.1.2 Landscape of Data-Attribution-Based Data Selection in Generative Al

In this section, we examine how concrete data selection algorithms instantiate key aspects of data attribution methods—
counterfactual prediction and selection strategy—across diverse generative Al training settings, to achieve the specified
objective. Specifically, in each setting, we structure the discussion as follows: we first identify the general objectives
and key obstacles shared in this setting, and discuss how different data attribution algorithms and selection strategies
are utilized to overcome them together with specific considerations that are unique to different works.

Data selection for LLM pre-training. In LLM pre-training, the goal is to acquire LLMs with “general knowledge”
from the massive text corpora collected from various sources and domains. Due to the massive raw training dataset
D:aw, the main bottleneck at this stage is the intense computational resources required for a pre-training run. Therefore,
data selection becomes a natural technique to reduce the training cost by reducing the dataset size.

In the case of data-attribution-based selection methods, as pre-training focuses on acquiring “general knowledge,” the
objective fopi(D) is often the validation loss ¢(Deya; Mp), with the natural target function f(.S) = fopj(Draw \ S) =
U(Deyar; Mp,,, \ S) as discussed above (Zhang et al., [2025a; Wang et al., 2024¢} [Liu et al., 2025). In some special
cases when the downstream tasks are known in advance, the evaluation set D,y can be drawn specifically from
the task domains (Wang et al., [2023c; [Yu et al., [2024). On the other hand, [Thakkar et al.| (2023)) approaches the
problem with a complementary viewpoint by focusing on identifying noisy and outlier data. In such a scenario,
self-loss f(S) = (S, Mp,,\s) becomes a natural target function with its induced influence score being the so-called
self-in ence since it has been observed that self-influence is a strong indicator of outlier and noisy data (Bejan et al.
2023))

Given a target function, various attribution methods can be applied to estimate counterfactual effects, which are then
used in conjunction with a selection strategy to curate the final dataset. However, due to the high computational cost
of estimating counterfactual influence scores—especially in large-scale generative models with massive raw training
dataset—the main consideration in choosing a specific attribution method and selection strategy is minimizing additional
overhead. Below, we summarize three common optimization strategies for achieving this goal:

* Efficient influence approximation: The most direct approach is to reduce the computational burden by accelerating
the attribution step itself. A wide range of methods have been proposed to scale up standard attribution algorithms
(Section [2), including utilizing proxy models, exploiting model architectures, or more aggressive approximations that
trade off prediction fidelity for speed. We will expand on these techniques in later paragraphs.

* Coarser granularity: Most prior work adopts per-example attribution (i.e., |S| = 1), which requires estimating | D,y |
separate influence scores. A natural way to reduce this cost is to increase the attribution granularity, e.g., performing
attribution over groups or domains (i.e., |S| > 1), which reduces the total number of training units that must be
evaluated and selected.

* Reduced frequency of selection: Another orthogonal strategy is to minimize the number of times attribution and
selection are performed. Offline selection methods typically require only a single attribution pass before pre-training,
whereas online methods continuously re-estimate influence during training. While online strategies may improve
adaptivity, they incur substantially higher overhead due to repeated evaluation.

Recent works explore various combinations of these optimization strategies to balance computational efficiency with
attribution fidelity. Table [§]summarizes representative methods applied to LLM pre-training, where bolded entries
indicate those that explicitly incorporate one of the above strategies to reduce computational cost. Note that this is
omitted in the Attribution Method column, as almost all works have a certain level of optimization to one of the
standard attribution algorithms. In particular, we highlight several representative works that exemplify distinctive
pipelines or introduce algorithmic innovations worth discussing from various angles.

14As an intuitive explanation is that, if removing a data point deteriorates the loss value on itself, then the data should be different
enough so that the prediction on which could not be learned from the rest of the data, making it an outlier in most cases.
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Table 8: Comparison of data-attribution-based methods for LLM pre-training.

References \ Attribution Method Target Function Granularity Selection Strategy
Thakkar et al.|(2023) TracIn Self-Loss Per-example = Re-weighting & Online
Wang et al.|(2023c) Grad-Dot Validation Loss ~ Per-example Top-k & Offline
Wang et al.|(2024e) (Higher-order) Grad-Dot  Validation Loss  Per-example Top-k & Online

Yu et al.[(2024) BERT-based Datamodel Validation Loss ~ Per-example Top-k & Online
Engstrom et al.| (2024) TRAK on Proxy Model Validation Loss Subset Top-k & Offline
Zhang et al.[(2025a) IF Validation Loss ~ Per-example Top-k & Offline
Liu et al.| (2025) Regression Datamodel Validation Loss Domain Re-weighting & Offline

Firstly, a popular research direction has focused on improving the efficiency of gradient-based attribution methods
by exploiting structural properties of gradients, often in the form of Kronecker factorization, to speed up influence
computation. For example, Wang et al.| (2024e]) proposes the ghost dot-product for linear layers, which enables
efficient influence estimation (Equation (@])). Similarly, |[Zhang et al.[ (2025a) leverages a Kronecker factorization
structure tailored to attention layers, achieving comparable acceleration in transformer-based models. These algorithmic
refinements lead to notable speedups compared to their original attribution counterparts.

Next, we revisit the distinction between online and offline selection strategies and how attribution methods adapt in
each case. As discussed earlier, online selection has the conceptual advantage of using the current model checkpoint as
the reference model for attribution. This makes it natural to apply dynamic attribution methods, which are designed to
trace the behavior of a specific training run. For example, Thakkar et al.|(2023)) uses TracIn to compute self-influence
scores for individual samples throughout training, enabling an adaptive re-weighting scheme that evolves over time.
Along similar lines, Yu et al.| (2024) trains a separate influence prediction model to approximate oracle scores in real
time. This model is combined with a Gumbel-top-%£ sampling mechanism to introduce stochasticity into data selection,
thereby balancing exploration and exploitation during pre-training.

In contrast, offline strategies face a conceptual challenge: since training has not yet started, no reference model Mp_,
exists to support counterfactual prediction. A common workaround is to train small proxy models at low cost and use
them for attribution. For instance, Liu et al. (2025) frames domain-level selection as a regression task, using small
models trained on various data mixtures to estimate domain influence. Similarly, Engstrom et al.|(2024) trains multiple
GPT2-small variants on diverse subsets and applies TRAK to identify influential subsets for pre-training. An alternative
approach is to assume access to a partially trained model: both|[Zhang et al.| (2025a) and Wang et al.| (2023c) consider a
setting in which a pre-trained model already exists, and the goal is to refine it further. They hypothesize that influence
estimates computed with respect to this intermediate model are sufficiently accurate to guide effective data selection.

Data selection for LLM fine-tuning. LLM fine-tuning focuses on improving generalization and robustness beyond a
pre-trained foundational model by training on task-specific examples. Compared to pre-training, this setting typically
involves domain-specific, high-quality annotated data and operates at a smaller scale, making it more controlled and
selective. As a result, more computational resources can be allocated to the data selection process, enabling more
precise and confident decisions to maximize data efficiency.

In the context of data-attribution-based selection for LLM fine-tuning, the choice of target functions is more diverse
than in pre-training, as overall task performance is not always the sole objective. While validation loss on a general
held-out evaluation set Dy, remains a common choice (Jiao et al., 2025} |Chhabra et al.||2024;|San Joaquin et al., 2024;
Xia et al.l2024; Wang et al., 2024 g} [Cao et al.| 2024bj [Zhou et al.,|2024), other target functions have been explored to
reflect different priorities. For example,|Zhao et al.|(2024) considers federated fine-tuning, where private client data
cannot be shared; accordingly, the target function is defined using a public validation set. |He et al.| (2024)) focuses
on safety-critical applications, where the validation set is curated to emphasize safety-sensitive examples. [Han and
[Tsvetkov|(2021), in contrast, targets robustness to spurious correlations: their objective is to minimize loss on a held-out
set that reflects only true task-relevant features, thereby penalizing training examples that strongly influence spurious
signals. To summarize, although validation loss remains the predominant choice of target function in LLM fine-tuning,
the design and curation of the evaluation set can vary significantly depending on task-specific goals, such as safety,
privacy, or robustness, leading to different downstream data selection behaviors.

With the target function defined, various attribution methods are applied to conduct the corresponding counterfactual
predictions, followed by a selection strategy to curate the final dataset. Interestingly, in contrast to the optimization
strategies commonly explored for LLM pre-training—such as efficient influence approximation and coarser granularity—
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data selection for fine-tuning often takes a different direction, emphasizing precision over efficiency due to the smaller
and more curated nature of D.,y. Two common design choices reflect this shift:

* Precise influence estimation: Unlike in pre-training, where attribution efficiency is a primary concern, fine-tuning
literature places less emphasis on speed and instead adopts computationally expensive methods that align closely
with task objectives. Classical influence functions, Shapley-value-based methods, and dynamic approaches are all
explored in this setting.

* Finest granularity: Because fine-tuning datasets are typically small and costly to collect, per-sample attribution
becomes a natural choice, as this granularity enables highly targeted and precise selection decisions to achieve data
efficiency.

We remark that offline methods remain widely used: unlike in pre-training, the absence of a reference model is not a
bottleneck in fine-tuning since the pre-trained model itself provides a strong initialization. Since the fine-tuned model is
often assumed to remain close to its pre-trained counterpart, attribution scores computed a priori with respect to the
pre-trained model tend to remain valid throughout the fine-tuning process. This makes offline, one-shot estimation
of influence both practical and reliable in this regime. In summary, recent work often combines both of the above
strategies to enable accurate data selection in data- and resource-constrained environments.

Table 9: Comparison of data-attribution-based methods for LLM fine-tuning.

References | Attribution Method  Target Function Granularity  Selection Strategy
Han and Tsvetkov| (2021} Grad-Dot Validation Loss  Per-example Custom & Online
He et al.| (2024) Grad-Dot Validation Loss  Per-example Top-k & Offline
Xia et al.| (2024) TSLOO Validation Loss ~ Per-example Top-k & Offline
Wang et al.| (2024 g) Shapley Validation Loss ~ Per-example Top-k & Offline
Cao et al.[(2024b) Regression Datamodel ~ Validation Loss ~ Per-example Top-k & Offline
Zhou et al.[(2024) IF Validation Loss ~ Per-example Top-k & Offline
San Joaquin et al.| (2024) IF Validation Loss ~ Per-example Top-k & Offline
Zhao et al.|(2024) IF Validation Loss Per-example Threshold & Offline
Chhabra et al.| (2024) IF Validation Loss  Per-example Custom & Offline
J1ao et al.|(2025) IF Validation Loss ~ Per-example Top-k & Online

Table [9] summarizes representative methods applied to LLM fine-tuning. Bolded entries in the Target Function column
indicate cases where the validation loss is evaluated on a carefully curated evaluation set to reflect task-specific goals,
as discussed earlier. Below, we highlight several notable works that illustrate distinctive algorithmic choices and design
decisions in this regime.

Computation-wise, most of the referenced methods rely on relatively expensive attribution algorithms compared to those
used in LLM pre-training. Among them, [Wang et al.|(2024g)); (Cao et al.|(2024b) is particularly notable for employing
weighted marginal contribution methods, which generally require multiple rounds of re-training. While computational
cost is somewhat less prohibitive in the fine-tuning setting, repeated fine-tuning remains impractical at scale. To address
this, (Cao et al.| (2024b) leverages proxy models techniques as we have seen in LLM pre-training; on the other hand,
Wang et al.| (2024g) approximates Shapley values using the empirical neural tangent kernel (NTK), which avoids explicit
retraining by assuming the model remains close to its pre-trained initialization, which is a reasonable assumption in the
fine-tuning regime (see Section[2.3).

Beyond attribution itself, the fine-tuning setting also permits more complex training-time integration of selection signals.
For example,|Han and Tsvetkov|(2021)) proposes an online and differentiable selection strategy by directly incorporating
attribution scores into the training objective. The model is guided to prioritize samples aligned with a curated validation
set, while penalizing those that reinforce spurious correlations. As the underlying attribution scores are estimated
via Grad-Dot, this method requires computing higher-order gradients during training, making it computationally
intense compared to more straightforward selection strategies. This broader theme of tailoring attribution pipelines
to task-specific goals is also reflected in other designs. (Chhabra et al.|(2024), for instance, applies outlier detection
algorithms directly on attribution scores rather than raw input features to identify and discard anomalous training
examples.

Data selection for large vision-language models. Large vision-language models (LVLMs) have emerged to meet the
growing demand for foundational models capable of processing multi-modal inputs, particularly combining visual data
with text. A typical training paradigm, following the foundational work of |Liu et al.[(2023), adopts a two-stage process:
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pre-training followed by fine-tuning. This setup assumes modality-specific backbone models, which typically consist
of a pre-trained LLM for text and a pre-trained visual encoder. In the pre-training stage, LVLMs focus on aligning
representations across modalities, while the fine-tuning stage adapts the model to specific downstream vision-language
tasks, much like in LLM fine-tuning.

A (potentially surprising) key challenge in both stages is that the training data is typically large-scale and noisy,
similar to LLM pre-training. This is especially true when synthetic vision-language datasets are created by pairing raw
modality-specific data, where even modest base datasets (e.g., typical fine-tuning datasets) can lead to a combinatorial
explosion in the number of examples. Consequently, data selection again emerges as a natural technique to reduce
training cost by prioritizing high-utility samples.

Table 10: Comparison of data-attribution-based methods for LVLM pre-training (7op) and fine-tuning (Bottom).

Reference \ Attribution Method Target Function Granularity Selection Strategy
Zhou et al.[(2024) | IF Validation Loss Per-example Top-k & Offline
Liu et al. (2024b) | Grad-Dot Validation & Self-Loss  Per-example Top-k & Offline

As LVLMs are still a relatively new research area, only a few works have explicitly explored data selection in this
context. We summarize two representative studies in Table /hou et al.|(2024)), which focuses on pre-training, and
Liu et al.| (2024b)), which addresses fine-tuning. Both adopt validation loss as a core target function. A distinguishing
feature of |[Liu et al.| (2024b) lies in its design of the target function: since the fine-tuning task typically spans multiple
subtasks, each with potentially different characteristics, the authors augment the standard validation loss with a measure
of task difficulty. Specifically, they compute the average self-loss of samples within each task as a proxy for task
difficulty, and combine this with validation loss to guide more nuanced data selection across subtasks.

To mitigate the potentially high computational cost of counterfactual prediction, both works adopt techniques that echo
those used in LLM pre-training—particularly efficient influence approximation and reduced frequency of selection.
In terms of attribution algorithms, Zhou et al.|(2024)) introduces a highly optimized influence function based on the
hyperpower method, specifically Schulz’s iterative algorithm, while Liu et al.|(2024b) employs Grad-Dot as a scalable
approximation.

On the selection side, both studies implement a simple top-k selection strategy in an offline setting. Importantly, this
choice is not just a pragmatic trade-off between accuracy and efficiencys; it is also conceptually motivated. In the case of
LVLM pre-training, where the goal is primarily to align features between backbone encoders (usually through training
additional adapters by fixing the pre-trained backbone encoders’ weights), and hence the model is not expected to
evolve significantly during training. The same happens in the case of LVLM fine-tuning. As a result, attribution scores
computed with respect to the initial model can remain valid throughout training, making offline selection a reasonable
and effective approach.

Data selection in the pre-LLM era. In contrast to recent trends in large language models, earlier work on generative
models focused on narrower NLP tasks such as machine translation with smaller model sizes. In these settings, data
selection was primarily geared towards data cleaning, where identifying outliers and error-prone instances played a
crucial role. Robustness was essential because these approaches typically involved end-to-end training of text-generation
models. Moreover, the smaller scale of these tasks made repeated re-training feasible, thus justifying and facilitating
offline selection.

Table 11: Comparison of data-attribution-based methods for LM training in the pre-LLM era.

Reference \ Attribution Method Target Function Granularity Selection Strategy
Lam et al.| (2022) Influence Function Validation Loss ~ Per-example Top-k & Offline
Bejan et al.[(2023) | Influence Function and TracIn Self-Loss Per-example  Custom & Online
Li et al.| (2024al) Custom Heuristics Likelihood Loss  Token-level Custom & Offline

We summarize three representative works in Table[TT] which collectively exhibit a diverse range of techniques and
creative problem formulations. Among these, Bejan et al.|(2023) and |Li et al.|(2024a)) stand out for their distinctive,
custom approaches. Bejan et al.| (2023) investigates the role of self-influence in data selection and proposes an online,
learnable selection mechanism that leverages automated curriculum learning; by integrating with dynamic attribution
methods such as Tracln, their approach naturally supports online decision-making that adapts to evolving model
behavior. On the other hand, L1 et al.[(20244a) takes a fine-grained approach by analyzing the distribution of non-target
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tokens during text generation. They observe that a high overall loss for a token may arise either from inherently
ambiguous next-token distributions or from actual mispredictions (or, equivalently, wrong labels). To differentiate
between these cases, they compute an /5 error norm between the predicted distribution and the one-hot target, thereby
considering all non-target tokens. The hypothesis is that training on tokens with excessively high /5 error (indicative of
“wrong” label) leads to non-robust performance. Based on this insight, their custom selection strategy truncates tokens
with error norms above a preset threshold by setting their loss to zero—effectively filtering out noisy or high-entropy
training signals rather than discarding full examples.

Overall, these methods reflect the creative and varied approaches developed during the pre-LLM era, offering valuable
insights into how data cleaning and selection strategies can enhance the robustness of generative language models.

3.1.3 Discussion

Data-attribution-based methods for data selection aim to directly estimate the counterfactual impact of modifying the
training set with respect to a target function, offering actionable insights for dataset refinement. While the objective and
constraints vary across application settings, several common challenges persist:

* Additivity assumption. As discussed earlier, common selection strategies such as top-k and thresholding implicitly
assume that attribution scores are additive across training units. That is, the effect of a subset is approximated by
summing per-example scores. However, this assumption is not theoretically justified for many popular attribution
methods, including influence functions (Hu et al.| 2024a) and data Shapley (Wang et al.,|2024f). Accurately attributing
the collective effects of data subsets remains computationally challenging. Online selection strategies offer a partial
remedy by capturing marginal effects dynamically during training.

* Dependence on a reference model. A fundamental challenge in attribution-based selection is its post-hoc nature:
attribution scores are computed with respect to a reference model, typically trained on the full raw dataset D,
This presents a dilemma—training on D,,,, to enable attribution defeats the purpose of data selection in resource-
constrained settings. Two common workarounds have been explored: one is using lightweight proxy models as
stand-ins for the full model, and another is to adopt online attribution methods that estimate influence during training
without requiring a fully trained model upfront.

* Sensitivity and robustness. Since data selection aims to minimize human intervention and operate autonomously,
the reliability of attribution scores is paramount. If these scores are noisy or biased, there is no clear mechanism for
validation or correction. Attribution methods are known to be sensitive to input perturbations (Koh and Liang| 2017)
and vulnerable to adversarial manipulation (Wang et al.,[2025c). Despite their growing use, robust and trustworthy
attribution algorithms remain an underexplored research direction.

Despite these challenges, data-attribution-based methods offer several key advantages over alternative data selection
approaches. Unlike classifier-based filtering (Raffel et al.,[2020; Longpre et al.,|2024), which often lacks transparency, or
heuristic filtering (Gan et al.,[2024; |Albalak et al.,[2024), which can introduce unintended biases or degrade performance,
attribution-based selection provides a more principled and interpretable foundation for identifying impactful training
data. For a broader overview of alternative data selection strategies, we refer readers to the survey by |Albalak et al.
(2024).

In summary, data-attribution-based methods for data selection offer a flexible and principled framework that can
accommodate a wide range of desiderata in trustworthy machine learning, simply by adjusting the choice of target
function. Compared to alternative approaches, attribution-based methods provide greater headroom for improvement,
particularly when the benefits of heuristic-based selection begin to saturate (Wang et al.,|2025a)). As such, they can serve
as a complementary component in broader data selection pipelines. A promising hybrid strategy involves using classical
filtering techniques for coarse pruning, followed by data-attribution-based methods for more fine-grained selection and
cleaning. This combination balances computational efficiency with selection precision, making it especially well-suited
for large-scale generative Al applications.

We also note that while current work on data-attribution-based selection has primarily focused on LLMs, other generative
settings, such as image generation via diffusion models, remain largely unexplored. Although recent efforts have
advanced data attribution techniques for diffusion models (Lin et al.| 2025} Xie et al., |2024a)), their integration into
data selection pipelines has yet to be studied. Extending attribution-based selection to vision generative models thus
represents a promising direction for future research.

3.2 Fact Tracing and Concept Probing

Modern generative models have made remarkable progress in both text and image generation. However, their complexity
and opaque generation processes pose significant challenges in understanding how the content is generated. A key
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concern is whether their outputs are grounded in accurately captured prior concepts or derived from factual training
data. In this context, fact tracing and concept probing have emerged as essential analytical tools for tackling these tasks.

3.2.1 Problem Settings

Fact tracing seeks to identify and verify the specific training data sources that contribute to a model’s generated output,
helping to establish the factual basis of its responses. For LLMs, an important implication of fact tracing is to resolve the
hallucination phenomenon (Huang et al.| [2025), where models generate misleading or entirely fabricated information,
making it difficult for researchers and users to assess the reliability and authenticity of the generated content. To address
this issue, researchers have started exploring techniques such as question-answering attribution (Bohnet et al.,2022),
which focuses on benchmarking and building systems that trace model responses back to their source data. These
efforts underscore the growing need for methods that enhance transparency and trust in LLMs’ outputs.

In contrast, concept probing aims to disentangle and analyze the internal representations of abstract concepts within the
model that stem from the training data. While the notion of “concept” is often vague and can vary depending on the
specific context, there are growing efforts that focus on common use cases such as multi-lingual LLMs (Choenni et al.|
2023],[2024bja) and generative diffusion models (Brokman et al.,[2024). For instance, concept probing for diffusion
models is usually coined as image tracing, as it involves identifying training images with certain high-level concepts
such as style, subject, or category that contribute to a generated image (Xie et al., 2024a).

By systematically applying these techniques, researchers can better interpret model behavior, assess reliability, and
mitigate risks associated with misinformation.

General data-attribution-based fact tracing pipeline. Let F denote the set of factual knowledge or concepts of
interest. In fact tracing or concept probing for generative models, the goal is to identify which portion of the training
data help the model to acquire certain facts. A fact tracing or concept probing pipeline typically starts by observing that
the model tends to prefer a given fact or concept over its negation, i.e. p(t) > p(—t) for t € F, where t is a specific
fact, —¢ is its counterfactual, and p(-) denotes the probability of the model giving a certain prediction. In contrast to fact
tracing, hallucination detection focuses on the set of logical negations —F = {—¢ | t € F}, identifying instances where
the model generates unsupported or fabricated content.

Once the target facts for attribution F is defined, data attribution methods can be applied to trace the model’s behavior
on JF back to its training data. Specifically, these methods aim to answer: How would the model’s behavior on F
change if certain training instances were removed, and how significant would that change be? To formalize this, one
can define a loss function £(¢) as the target function, where £(-) quantifies the model’s loss in predicting a particular fact
or concept. With such target functions, data attribution methods estimate the influence of each training instance on the
model’s alignment with the facts. The greater the counterfactual effect, the more significant the training sample is in
causing the model to generate a fact, either correctly or incorrectly.

3.2.2 Landscape of Data Attribution-based Fact Tracing

A common approach in both fact tracing and concept probing methods is first to estimate the relevance score s; of every
training entity ¢ in the training dataset w.r.t. a given target test data point. Then, a simple top-k selection is applied to
select k data points with the highest relevance scores as the tracing/probing results. Fact tracing and concept probing
have been a common downstream evaluation task for the development of data attribution methods, which we will
elaborate on in Section[£.2.2]

Attribution algorithm. A common attribution algorithm for fact tracing and concept probing for LLMs is the
influence function family (Akytirek et al.||2022; [Wu et al.|[2024b; |(Chang et al.| [2025; [Kwon et al., 2024])) and its variants,
such as Tracln (Lin et al., 2024b}; [Choenni et al., [2023} 2024b)) and TRAK (Choenni et al.| 2024al), where they often
include additional normalization/denoising strategies (Akytrek et al.||[2022;|Wu et al.| 2024b}; |(Chang et al., 2025).

Influence function. Since fact tracing and concept probing are mainly used for large-scale generative models, the Grad-
Dot family methods become the most feasible approach to attribute these models for their efficiency and simplicity.

In the domain of fact tracing, |Akyiirek et al.|(2022) directly applies gradient similarity to real-world and synthetic factual
datasets. While this approach achieves reasonable results, future studies (Wu et al.,[2024b; |Chang et al.,[2025)) suggest
that some more normalization or denoising strategies are still needed for better approximation. Specifically, TRACK-
STAR (Chang et al., [2025) proposes to normalize the raw gradients with the second moment E, ((V Loss(z, 6))?)
before projecting them to a lower dimension. Apart from that, it also adopts a task-specific Gauss-Newton approximation
to the loss Hessian, which means that the final estimation comes from both the training and testing data distribution.
While Hessian can be effective for fact tracing, [Wu et al.| (2024b) proposes DDA, which is a Hessian-free attribution
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method aiming to debias and denoise the gradient dot product. For debiasing, it reanalyzes the effect of the false
assumption of empirical risk minimization, and incorporates a correction term based on the initial state of the model.
Denoising involves averaging the influence score over several epochs, which eliminates influence score discrepancies
due to the overfitting or underfitting of the model during training. Finally, a contrastive influence score is computed
after the debiasing and denoising procedures.

Such Gradient-Dot family methods are also widely used for concept probing. In a multilingual setting, TracIn (Choenni
et al., [2024b} |2023) and TRAK (Choennti et al., 2024a) are applied to investigate how different concept dynamics, such
as values shifts, data sharing, happen when fine-tuning the LLMs on different languages. A parallel line of research
investigates concept dynamics in diffusion models (Xie et al., 2024a; Kwon et al., 2024)), where, in particular, Xie
et al.| (2024a) extends Tracln to diffusion settings by incorporating gradient normalization to correct for time-step bias
inherent in image generation and applying the method to image tracing.

Datamodels. MONTRAGE(Brokman et al., |2024) is a gradient-free attribution method designed specifically for
diffusion models. It traces how internal representations evolve throughout diffusion models fine-tuning, and generalizes
the attribution to unseen generations by training an attribution model.

Contrastive-based tracing. While TDA methods are effective at estimating counterfactual loss changes, they tend to be
less effective than retrieval-based methods for tasks such as fact tracing or hallucination tracing. In order to mitigate this
problem, Contrastive Error Attribution (CEA) proposes to use contrast-based tracing instead of influence-based tracing.
Unlike influence functions, which estimate the counterfactual change in loss or log probability, contrastive-based tracing
focuses on how the probability of the model generating a correct output is higher than that of an incorrect one. Such
idea can be applied to different attribution methods, such as datamodels or gradient dot-product (Chang et al., [2025)).

Iterative attribution. Han et al.| (2023) applies ORCA, an iterative attribution method, to understanding the in-context
learning (ICL) phenomenon in LLM pre-training. ORCA keeps track of a supportive subset within the pre-training
data. During each iteration, the algorithm identifies the pre-training subset with the highest gradient cosine similarity to
the ICL downstream tasks. This subset is added to the supportive set, and the model is updated using the cumulative
supportive set. It turns out that the supportive subset for ICL tends to include rare tokens and is more domain-relevant,
making it more challenging for LLMs.

Target function. The most common target function used in both fact tracing and concept probing is the per-sample
test loss (Choenni et al., 2023} 2024a)), together with normalization w.r.t. the norm of the per-sample to mitigate the
outlier effects (Akyiirek et al., 2022} [Wu et al.| |2024b; |Chang et al. 2025} [Kwon et al.l 2024} Xie et al., 2024a)).

Target subset. While the loss function is relatively fixed among studies on fact tracing and concept probing, the specific
target data subsets still vary depending on different applications. One selection of the target subset is the test data on
which the model produces correct prediction. This choice is commonly used in either fact tracing or concept probing,
since only the acquired knowledge or concepts are trackable inside the model. For instance, |Akytirek et al.| (2022)
suggests performing TDA on the Finetune-learned (FL) slice of the test samples. This approach ensures that the model
learns the factual knowledge during the fine-tuning process rather than the pretraining. In concept probing, (Choenni
et al.[(2024b| [2023)) also focus on the set of samples that the model labeled correctly, thereby narrowing the scope of
their studies to training samples that influence correct predictions.

Another approach to selecting the target subset occurs in hallucination tracing, where the goal is to identify the causes of
false predictions. In this case, the target subset usually consists of the test samples on which the model makes incorrect
predictions. Wu et al.| (2024b) selects 4 typical hallucination types and performs contrastive data attribution based on
a mixture of positive and negative test samples. (Chang et al.[(2025) conducts a case study on the training samples
retrieved by a subset of 1,592 mislabeled test examples, attributing the incorrect predictions to model guesses based on
incomplete information in the training data.

Data granularity. In the context of LLMs, example-level (Lin et al.,[2024b; |Akyiirek et al.,|2022; [Wu et al., [2024b;
Chang et al} 2025} |Choenni et al., 2023|2024 bla; Han et al.,[2023) attribution is the most common use cases for fact
tracing and concept probing, due to compute limitations. However, RapidIn (Lin et al., [2024b) enables token-level
attribution by efficient projection and caching strategies.

For diffusion models, on the other hand, each individual image is the natural attribution unit (Xie et al., [2024aj; [ Kwon
et al.| 2024; Brokman et al.| [2024), making example-level attribution straightforward.

Scope of tracing Training a modern large-scale generative model typically involves two stages, pre-training and
fine-tuning. As a result, the scope of fact tracing and concept probing can also divided into two categories: tracing the
pre-training data and tracing the fine-tuning data.
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Fine-tuning data. Most studies on fact-tracing and concept probing focus on attributing the fine-tuning data(Lin et al.}
2024b; [Akyiirek et al.| 2022} [Wu et al, 2024b; [Kwon et al.| 2024} [Choenni et al., 2023}, [2024ba}, [Han et al} [2023)).
Attributing fine-tuning data is more tractable due to its smaller scale, but special care must be taken, as the influence
may stem not only from the fine-tuning data but also from the pre-training data. To address this, for instance, |Akytirek
et al.|(2022) selects the finetune-learned set as the attribution targets to mitigate the influence of pre-training stage. For
hallucination tracing, [Wu et al.|(2024b) introduces perturbations absent from the pre-training data to the fine-tuning set.
Those adaptations are important for justification of the tracining procedure.

Pre-training data. Attributing the full pre-training data can be challenging, but is still tractable with suitable attributing
algorithms(Xie et al., 2024a; |Han et al., [2023; |Chang et al., [2025). With ORCA, Han et al.| (2023) attributes the
in-context learning behavior of LLMs to 2.5 million pre-training instances and billions of tokens on OPT-6.7B.|Chang
et al.| (2025) scales the influence function to use cases with over 160 billion tokens and an 8B-parameter language model
by leveraging efficient gradient projection and Hessian approximation.

3.2.3 Discussion

Data attribution provides a data-centric framework for understanding how generative models acquire and express
specific facts or concepts. In both fact tracing and concept probing, attribution-based methods aim to identify the
training examples that causally influence a model’s outputs—offering explanations grounded in the data itself. This
contrasts with classical approaches that rely on textual similarity, retrieval heuristics, or probing internal representations.
For example, fact tracing is often framed as a retrieval task, using methods like BM25, embedding similarity, or
fine-tuned language models (e.g., T5/mT5) to locate textually relevant training data (Robertson et al.| |1994} Rajani et al.}
2020; Lee et al., [2024; Raffel et al.,[2020; Xue et al., |2021; [Menick et al.,|2022). Likewise, concept probing methods
such as linear classifiers or neuron activation analyses (Tenney et al., 2019} |Dai et al.| 2021)) aim to interpret learned
representations without directly attributing them to the data. While effective in certain settings, these alternatives
generally measure correlation rather than causal contribution—something data attribution methods are specifically
designed to capture.

By quantifying the influence of individual training examples, data attribution offers a unified lens on both fact tracing
and concept probing. This is particularly effective in fine-tuning settings, where training sets are smaller and attribution
becomes more tractable. However, these methods often require gradient-based computation and white-box access,
limiting their scalability and applicability in black-box or large-scale pretraining contexts. A further challenge lies in
the inherent mismatch between factual overlap (used in traditional fact tracing) and causal influence (captured by data
attribution) (Chang et al.| |2025; Wang et al., [2025a). Moreover, the ambiguous nature of “concepts” and the multi-stage
training pipelines of modern models complicate attribution, making it difficult to isolate responsible training data even
when full model access is available.

Unique difficulties and challenges. Despite their interpretability, most data attribution-based approaches rely on
gradient-based influence estimates, which require full (white-box) model access. In real-world settings—especially for
commercial or proprietary models—only black-box access is available, severely limiting applicability. Additionally,
establishing ground truth for what data “caused” a model to learn a particular fact or concept is difficult in practice. This
is exacerbated by the vague and often task-specific definitions of concepts and the presence of multi-stage pretraining
and fine-tuning, which further obscure the traceability of learned information to specific data sources.

Empirical results further highlight the limitations of directly applying current data attribution methods to fact tracing.
Extensive negative results shows that existing data attribution methods often perform worse than trivial retrieval-based
baselines like BM25. These traditional methods, though rely only on lexical overlap, surprisingly outperform complex
data attribution methods in identifying training examples related to factual outputs. To improve the performance of
attribution methods in this area, recent work has introduced non-trivial adaptations like contrastive-based data tracing.

Nevertheless, the evaluation methodology in this domain presents several important concerns. In many existing
benchmarks, the factual outputs and source inputs exhibit high lexical overlap, which inherently favors baseline
methods like BM25 that rely on surface-level matching. When such overlaps are manually reduced or removed, data
attribution methods often perform more competitively. For instance, Wang et al.|(2025a)) observed greater performance
headroom for attribution methods when evaluating fact tracing under paraphrased conditions, where lexical similarity
was mitigated.

Moreover, while retrieval-based evaluation is efficient and easy to implement, it may fail to reflect the true training
dynamics of small language models. |Park et al.|(2023)) demonstrated this by removing the top-retrieved data points
based on either BM25, TRAK, or ground truth from the training set and retraining the model. Surprisingly, removing
the TRAK-selected instances caused a larger drop in evaluation performance than removing those identified by BM25
or even those matching the ground truth. This suggests that, especially for smaller models, attribution may behave in
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counterintuitive ways, and direct lexical matching between training data and factual outputs may not provide a reliable
reference. Fortunately, this misalignment between human intuition and model learning behavior appears to diminish as
model improves. Newer generations of LLMs tend to demonstrate more consistent attribution patterns, as shown in
Chang et al.[(2025)), providing a better understanding of the connection between training data and model behavior.

3.2.4 Recommendation

While data attribution-based methods provide an intuitive approach to fact tracing and concept probing, their effec-
tiveness depends on a clear dependency between the model’s learned facts and concepts and its training data. If the
model has already acquired the relevant knowledge during pre-training or derives it through complex reasoning, data
attribution-based methods may be less effective than classical approaches (Akyiirek et al., 2022). In such cases, more
computationally expensive alternatives—such as training LLM:s to cite corresponding sources during the pre-training
phase—may be more suitable (Menick et al.||2022). Addressing these limitations and enhancing data attribution-based
methods remains a crucial direction for future research.

Moreover, the current literature on data attribution is still relatively underexplored, as existing studies primarily rely on
the classical loss-based attribution metrics. While it is reasonable to assume that the presence of factual knowledge or
relevant concepts in training data would lead to a decrease in loss—thereby justifying the use of such metrics—the
effectiveness of alternative target functions remains largely unknown. Investigating new attribution metrics and their
potential impact on fact tracing is a promising avenue for future research.

3.3 Adversarial Attack and Defense

As Al systems are increasingly deployed in high-stakes applications, ensuring their robustness and safety has become a
key concern. Adversarial attacks aim to exploit model vulnerabilities for malicious purposes, while defenses seek to
detect and mitigate such threats. Data attribution methods—originally developed for interpretability and data-centric
analysis—have found applications in both attacking and defending machine learning systems. However, due to the high
computational cost of attribution algorithms, adversarial attacks have been almost exclusively explored in non-generative
settings, and defense strategies for large generative models like LLMs remain relatively underdeveloped.

Despite the focus of this survey on generative models, data attribution methods have been extensively studied and
applied in non-generative settings. In the contexts like image classifiers, semantic models, recommender systems, or
graph neural networks, attribution techniques offer a straightforward way to assess the influence of individual data points
on model behavior. Adversaries can exploit these methods to strategically insert, remove, or modify training samples,
thereby manipulating model predictions. Conversely, defenders leverage attribution to detect malicious data and enhance
robustness of these models. Many of these techniques can be adapted to generative models like LLMs with minimal
modifications. For instance, attribution-based attacks in discriminative settings inspire analogous threats in generative
Al such as jailbreaking prompts or safety-alignment bypasses. Specifically, we also discuss in detail the attacks and
defenses on a special type of learning algorithm recommendation systems, due to their similarities with LLMs. Like
LLMs, modern recommendation systems increasingly rely on user-contributed data and interactive feedback loops,
making them vulnerable to adversarial manipulation. By analyzing attacks and defenses in recommendation systems,
we gain insights into both systematic attack methods and emerging threats in generative Al

In the following sections, we will first explore attribution methods in non-generative models to establish foundational
concepts, then extend the discussion to generative settings, highlighting key adaptations in the context of generative
models.

3.3.1 Overview of Data Attribution-based Adversarial Attack and Defense

Attribution-based techniques provide a natural mechanism for both launching and defending against data-centric
adversarial attacks. On the defense side, these methods can help identify harmful or toxic training examples, diagnose
vulnerabilities, and sanitize training sets—often in conjunction with interpretability tools or robustness pipelines. On
the attack side, the key insight is that attribution algorithms like influence functions exhibit counterfactual predictability.
This allows adversaries to craft training points that systematically steer model predictions, inject biases, or interfere
with model updates in a controlled way.

3.3.2 Problem Settings

Data attribution-based attacks or defenses can be applied to various realistic settings. On the attackers’ side, most
strategies fall under backdoor attack, membership inference, or data poisoning, and these methods have been used
to target various machine learning domains, including recommendation systems (Wu et al.| 2021} [Fang et al., [2020;
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Huang and Lil 2023 |Wu et al.,|2023a), image or semantic classification (Yang et al.||2023}|Cohen and Giryes| [2024;
Jagielski et al.,|2021)), language generation (He et al., [2024)), reinforcement learning (Lobo et al., |2022)), graph neural
networks (Wang et al.,|2024a) and machine learning services Huang et al.|(2024). On the defenders’ side, attribution
methods majorly contribute to data cleaning, i.e. identifying and removing the negatively influential data points. Most
efforts have focused on language modeling, particularly in areas such as toxicity detection (Han and Tsvetkovl, 2020),
jailbreak behavior tracing (Xie et al.,[2024b; [Lin et al.| [2024b)), and privacy protection (Liu and Yang| 2024).

On thing worth mentioning is that, while data attribution methods are powerful at launching attacks, they can also
become the victims to some carefully designed adversarial attacks (Ju et al.}2022; |Marchant et al.| [2022; Wang et al.,
2025c). These potential vulnerabilities pose threats to data economy and algorithm reliability.

Attack and defense strategies. We focus on three common attacks: (1) backdoor attacks, which implant triggers via
input or label transformations, so that the model predicts attacker-chosen labels while behaving normally otherwise, (2)
data poisoning, which alters the training distribution or specific samples to steer the learned model toward malicious
outputs, and (3) membership inference, which infers whether a given example was in the training set. While these attack
strategies pose threats to model safety, we also introduce data cleaning, which fix the model by detecting and removing
malicious data.

Data-attribution-based backdoor attack. Backdoor attack is a kind of stealthy attack where the adversary aims to embed
hidden behaviors in the model. The backdoor procedure is usually defined as two transformations on the inputs and
labels, By : X — X and By : Y — Y. The input transformation By inserts a backdoor trigger, which misleads the
model to predict the output as the perturbation label ypertyrp. To launch an attack, the adversary will introduce the
malicious inputs ((Bx (z), By(y)), transformed from the benign input pair (z, y), to steer the behavior of the model
and implant the trigger.

To make the attack even more stealthy, camouflage samples are leveraged to hide the true intension of the adversary.
Specifically, the adversary will involve another set of partially perturbed training samples ((Bx (), y) in the training
set, so that the ground truth outputs remain unflipped. One application of data attribution methods on backdoor attack is
to improve the design of the camouflage samples, by making them even more confusing and malicious. Using gradient
ascent, camouflage samples can be updated to increase their influence on the loss on true backdoor samples. By doing
s0, these seemingly benign samples can be perturbed to mimic the backdoor samples, so that the true backdoor samples
can be hidden.

Data-attribution-based data poisoning. Unlike backdoor attacks, data poisoning focuses on directly perturbing the

model’s behavior without relying on any triggering signals. Generally, we denote a generative model as p(- | zo; 0, X),
where xq is a specific input to the model, X is the training distribution, and 6 represents the model’s final parameters.
The model estimates the output distribution, which ideally follows some benign distribution Ybenign, i.e., p(- |
2050, X) ~ YVbenign- The ultimate goal of the adversary is to manipulate the training distribution into &7 4., such that
after training, the updated model parameters f#adv lead to an output distribution aligned with some malicious target
ymaliciousa i'e'9 p( | Zo; eadva Xad'u) ~ ymalicious'

In this scenario, one can use the model’s loss on the malicious distribution, £(y,, | xo; 6, X'), where yp, ~ Vmaticiouss
as the target function. Data attribution methods can assist in data poisoning attacks in two main ways. First, poisoning
can be formulated similarly to data selection, where the adversary removes training data with benign effects and retains
those that exhibit perturbative influence on the target function, estimated via counterfactual prediction. Interestingly, the
counterpart of data poisoning, data cleaning, can also be facilitated by data attribution methods in a similar manner,
which removing the perturbative data instead of the benign ones. Second, instead of removing data, the adversary may
perturb selected training samples. A typical approach is to perform gradient ascent (Koh and Liang| 2017), increasing
the influence of these samples on the target loss. Since such perturbations are often imperceptible to humans, poisoning
through training sample modification remains stealthy and difficult to detect.

Data-attribution-based membership inference. Membership inference attacks aims to determine whether a data sample
xo belongs to the original training set X of a specific model. Self-influence turns to be an effective approach to
membership attacks (Cohen and Giryes, [2024), as unseen data points tend to have large influences on the loss of a test
point with the same label. Consequently, if the influence of a data sample on itself is large, it is likely not used as a part
of the training set of the model.

Victim models. Various machine learning models are subject to data-attribution-based adversarial attacks. The most
systematic attack approaches are developed on the recommendation systems and discriminative models. With the rise of
generative models, it turns out that many attack approaches can be transferred to this new setting, with minor adaptions.
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Recommendation systems. Recommendation systems are some specific learning algorithms that are usually vulnerable
to attacks due to their transparency. Notably, the sequential modeling nature of the advanced recommendation systems
make them similar to generative models. In some recommendation systems, such as Amazon and Yelp, historical user
ratings used to train the recommendation algorithm are publicly accessible. Besides, some recommendation algorithms
are also reported, making them also exposed to the attackers. To attack a recommendation system, adversaries can
inject a small number of fake users, each with carefully crafted rating histories, in order to indirectly influence the
parameter updates of the system. Attacks on recommendation systems typically fall into three categories: promotion
attacks, demotion attacks, and availability attacks (Li et al., 2016), and data attribution is widely exploited in the first
two. Promotion attacks aim to promote a given item, improving its ranking relative to others in the system. On the
contrary, demotion attacks pursue the opposite goal by suppressing the ranking of a target item. Both attacks can be
regarded as special cases of data poisoning, where the injected fake data serve as toxic samples, and the intended
poisoning effect corresponds to the promotion or demotion of targeted items. Availability attacks, on the other hand,
aim to maximize recommendation errors and disrupt the overall recommendation algorithm. This type of attack remains
relatively unexplored in the context of data attribution and falls outside the scope of this survey.

Discriminative models. Discriminative models can also fall victims to data attribution-based attacks, with the three
typical classes of attacks, backdoor attack (Huang et al., 2024)), data poisoning (Koh and Liang, 2017} |[Lobo et al.,
2022;|Wang et al.| 2024a; Jagielski et al., 2021} He et al.,2024), and membership inference (Cohen and Giryes, [2024)
well developed in theory.

In a backdoor attack, the adversary injects a small number of backdoor samples into the training dataset. These samples
are crafted to induce a specific misbehavior in the model. The ultimate goal is to cause the discriminative model to
misclassify any test input that contains a backdoor trigger, typically a imperceptible perturbation, into a target class
designated by the attacker, while maintaining normal performance on clean inputs. Meanwhile, in order to conceal the
attack behavior, some benign-looking camouflage samples may also be injected during training. |Huang et al.|(2024)
investigate backdoor attacks in the context of Machine-Learning-as-a-Service (MLaaS), where backdoor samples are
introduced through user-contributed data.

Data poisoning, on the other hand, broadly refers to the manipulation of the training data to degrade the overall
performance of the model or to intentionally steer its behavior. Some data poisoning attacks are targeted, where the
adversary aims to alter the model’s behavior on a specific subset of data. For example, Jagielski et al.[(2021)) explore
poisoning attacks that focus on a target subpopulation, while leaving the rest of the population unaffected. In contrast,
untargeted data poisoning attacks aim to degrade the model’s general performance, without targeting any particular
subset, which is a more common objective in some more complicated models, such as LLMs.

Membership inference attacks (Cohen and Giryes, [2024)) are another class of privacy-focused attacks that aim to
determine whether a specific data sample was included in the training set of a given machine learning model. These
attacks are particularly concerning in high-stakes domains, where models trained on sensitive user data. The model may
leak private information through their parameters under membership inference attacks launched by adversaries.

While data attribution can be leveraged to launch attacks on machine learning models, it also plays an important role
in defending them, particularly through data cleaning. For example, [Han and Tsvetkov|(2020) strengthen toxicity
detectors by identifying mislabeled training samples.

Generative models. Recent studies have extended data attribution-based attacks and defenses to generative models,
especially for LLMs, where safety is a growing concern. These techniques are often similar to those used for
discriminative models or recommendation systems, but require key adaptations to account for the larger model scale
and the sequential nature of LLMs. Most research in this area still centers on data poisoning, while backdoor attacks
and membership inference remain relatively underexplored. |He et al.|(2024), for example, demonstrate that carefully
selected benign data can be used to trigger toxic behaviors in LLMs.

In response to rising safety concerns, data attribution methods have also been adopted for training data sanitization
in LLMs, including the detection of jailbreaking prompts and toxic examples. Xie et al.| (2024b)) leverage attribution
techniques to identify and remove backdoor and poisoning samples from LLM training datasets.

Data attribution as victims. Interestingly, data attribution methods themselves are vulnerable to adversarial attacks,
which can undermine their reliability in applications such as data valuation and machine unlearning. Wang et al.[(2025c)
investigate how attribution results can be manipulated even under limited adversarial knowledge. Similarly, Marchant
et al.| (2022) demonstrate that the computational cost of data attribution-based algorithms, such as data unlearning, can
be significantly inflated by adversarial samples. Since these examples are out of the scope of the applications of data
attribution, we will omit the details in the following sections.
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3.3.3 Attack and Defense on Recommendation Systems

Data attribution methods are especially effective in promotion and demotion attacks for recommendation systems. The
core objective of promotion and demotion attacks is to increase or decrease the ranking of a target item relative to all
other items in the system, ideally affecting the preferences of as many users as possible. Taking promotion attacks as an
example, the attack loss is often heuristically defined as

Lok =Y > 9(fij—Fis),

i jelik

where 7; ; denotes the predicted rating score of user ¢ on item j, I'; 3 represents the top-k recommendation list of user 7,
and g is a continuous, monotonically decreasing function, such as the Wilcoxon-Mann-Whitney loss function (Backstrom
and Leskovec, 2011). By minimizing this loss, the predicted score of target item ¢ is maximized and its ranking is
improved. Demotion attacks follow a similar formulation, but with the objective reversed; thus, we omit the details
here. We will introduce a few typical promotion attacks on recommendation systems in this section and summarize the
details in Table[12

Attack knowledge. To launch a successful attack on recommendation systems, attackers typically need access to the
model architecture and training data. In the full-knowledge setting, the adversary knows the exact model architecture,
the complete training dataset, and consequently the model parameters. While this assumption may appear strong,
the attacks described above can also be extended to partial-knowledge settings, where the model is a black box and
the adversary lacks full access to the training data. In practice, adversaries can often crawl partial training data from
public sources on the web. Even if the exact model architecture remains unknown, the transferability of attacks enables
adversaries to train a surrogate model that approximates the behavior of the target model. With white-box access to the
surrogate model, the attacker can design and optimize their attack strategy, which can then transfer effectively to the
real system.

Attribution algorithm. Influence functions (Koh and Liang}, [2017) are the most common data attribution methods
adapted for the minimization of the promotion attack loss L, due to their excellent counterfactual predictability. One
application of influence functions is to evaluate how individual users affect the behavior of a recommendation system,
which provides the importance estimation for a data record or a user. On the other hand, influence functions can also be
used to estimate the impact of fake users on the attack loss, thereby serving as a form of threat estimation.

Even before the era of generative model, influence functions play a critical role in importance estimation. Fang et al.
(2020) investigate how users’ ratings influence the model’s prediction on a target item ¢. Based on this analysis, they
identify a set of influential users whose ratings yield the highest influence scores, and restrict the optimization of the
attack loss L. to this subset of users, therefore improving the attack’s efficiency and effectiveness. In contrast,[Huang
and Li| (2023) focus on maximizing the estimated influence of the single-injected fake user on the model’s training
loss. To achieve this, they first compute influence scores for all real users and then train a three-layer neural network to
predict influence scores for fake users. During optimization, the estimated influence of the fake user is jointly optimized
along with the attack loss.

In the context of threat estimation, the application of data attribution methods are not that straightforward. Since
fake users are not part of the original training set, influence functions cannot be directly applied. To address this, the
influence of injecting a fake user is decomposed into two components. The first component, denoted as Z..,,,,, represents
the influence of duplicating an existing real user from the system. The second component Z,,, captures the additional
influence introduced by perturbing the copied user into the desired fake profile. By carefully selecting the real user to
copy, Zcopy can be reduced to zero, allowing the estimation to focus only on Z,,;.

Building on this formulation, INFMIX (Wu et al., [2023a)) proposes a discrete fake user profile sampling method
called USERMIX, which selects fake user candidates based on their estimated influence on reducing the attack loss.
TrialAttack (Wu et al.| 2021) further incorporates a generative model, generative adversarial networks (GAN) into
the framework to maximize the stealth of the attack. It trains a supervised model to predict the influence of fake
users, aiming to maximize their effect using a GAN-based architecture. Specifically, the GAN here follows the same
methodology as those used for image generation. while the discriminator attempts to distinguish fake users from real
ones, the generator is trained to generate deceptive fake users that could fool the detector and also simultaneously
maximize the the predicted influence of its generation. This adversarial design enhances the subtlety and effectiveness
of the attack.

Notably, attacks based on heuristic attack losses remain defensible through influence function-based methods. [Wu et al.
(2023a)) propose APT, a defense strategy that aims to "fight poison with poison." While adversarial attacks typically
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inject fake users that increase the empirical risk, APT counters this by injecting specially crafted users, the ERM users,
that minimize the empirical risk. The key idea is to reformulate the influence estimation by simply replacing the attack
loss L4t with the empirical risk loss £ r. This allows the defender to identify and inject users that steer the model
toward adversarial robustness, effectively neutralizing the adversarial influence.

Target function. The target function of a data attribution-based attack varies depending on the specific role played
by the attribution method. When used as an importance estimator, the target function can be defined as the predicted
ranking score (Fang et al.,[2020) or the overall training loss (Huang and Li, [2023)). These choices aim to quantify the
influence or importance of a particular rating or user with respect to the model’s decision or behavior, guiding the
attacker in selecting or crafting inputs that most effectively manipulate the system.

For threat estimators (Wu et al.|[2023a} 2021]), the target function is the attack loss L, The counterfactual of interest
is the change in attack loss resulting from the insertion of a fake user. Ideally, the fake user should have a negative
overall influence on the attack loss, hence increasing the likelihood that the target item is successfully promoted or
demoted.

Data granularity. The granularity of data attribution on recommendation systems can differ from per-record to
per-user. One single user can contribute several ratings or data records to the system, and each of them will have
their own influence. |[Fang et al.| (2020) focus on per-record influence of each single user-rating pair. It estimates the
counterfactual effect of removing a single rating from a user independently, and sum up those influence as the overall
influence estimate for a user. [Huang and Li| (2023)); Wu et al.| (2023al |2021)), on the other hand, directly perform per-user
attribution.

Table 12: Comparison of data-attribution-based attacks and defenses on recommendation systems.

References \ Attribution Method Target Function Granularity Strategy

Fang et al.[(2020) IF Predicted Ranking Score ~ Per-record Data poisoning
Huang and L1 (2023) IF Training Loss Per-user Data poisoning

Wu et al.[(2023a) IF Attack Loss Per-user Data poisoning

Wu et al.{(2021) IF Attack Loss Per-user Data poisoning

Wu et al.|(2023a) \ IF Empirical Risk Loss Per-user Data cleaning (via injection)

3.3.4 Attack and Defense on Discriminative and Generative Models

Influence functions and their variants have proven effective in attacking a wide range of discriminative or generative
models, spanning image processing, natural language processing, and even LLMs. These methods support various
types of attacks, such as backdoor attacks, data poisoning, and membership inference. On the other hand, they are also
effective for defending against attacks by identifying and removing malicious or veiled training samples, as a process
known as data cleaning. In the following sections, we provide a detailed overview of how attribution methods are
adapted and applied across these different domains, as well as a summary of representative works in Table [I3]

Attack knowledge. Most of the attacks assume a white-box setting, meaning that the model architecture, the training
data and hence the model parameters known to the adversaries (Yang et al., 2023 |Cohen and Giryes|, |2024; He et al.,
2024). However, some studies (Jagielski et al., 2021; |Huang et al.,|2024) also investigate attacks launched with auxiliary
data that simulates the distribution of real training data and surrogate models trained on those data.

Backdoor attacks. |Huang et al.|(2024) introduce UBA-inf, a stealthy yet persistent unlearning-activated backdoor
attack targeting Machine-Learning-as-a-Service (MLaaS) platforms. In this setting, adversaries can upload customized
data via user contribution mechanisms, and the model is periodically updated using continual learning. UBA-inf
leverages influence functions to iteratively update the camouflage samples throughout the continual learning process,
enhancing the concealment of the backdoor.

In each training iteration, the adversary uses influence function to estimate how perturbing a camouflage sample z will
affect the loss on the backdoor samples, by using the training loss on the backdoor samples as the target function. The
camouflage samples are then perturbed in the direction that maximizes their positive influence on the backdoor objective.
This influence-driven camouflage perturbation not only improves stealth of the attack, but also enables the backdoor to
be more efficiently recovered during the unlearning phase, requiring fewer samples to reactivate the malicious behavior.
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Data poisoning. Data poisoning is one of the most common types of attacks that can be facilitated by influence
functions. Poisoning attacks can be targeted, aiming to manipulate the model’s behavior on specific inputs. As
foundational examples, |Koh and Liang|(2017); |Yang et al.| (2023)) show that influence functions can be used to cause a
classifier to misclassify a particular target sample by perturbing or removing training points to increase the test loss on
that sample. Building on this idea, [Jagielski et al.[|(2021) extend the attack to subpopulations, aiming to maximize the
degradation of model performance on a targeted group while minimizing the impact on unrelated data. To achieve this,
they introduce two filtering algorithms to identify and match samples belonging to some specific subpopulations.

In contrast, untargeted data poisoning aims to broadly degrade a model’s overall performance rather than focusing on
specific samples or subpopulations. |He et al.|(2024) introduce a novel approach that uses two small anchor datasets:
Dharmful» Which contains jailbreaking samples paired with harmful instructions, and D, f., which includes the same
instructions but paired with safe, aligned responses. The adversary then searches a pool of benign candidate data to find
samples that exhibit high gradient similarity with Dj, g, r and low similarity with Dy, s.. Surprisingly, they find that
LLMs can be effectively poisoned using only benign-looking data selected through this gradient-based filtering process.

In this type of attacks, the target function is often the quantity that the attacker wants to perturb. For example, the test
loss or test predictions are commonly used as target functions (Koh and Liang| 2017; Jagielski et al.| |2021}; [Yang et al.}
2023; |He et al.l 2024)), as their gradients reveal how to degrade the model’s performance on specific test instances.
In the context of reinforcement learning (Lobo et al.2022), the target function becomes the value function, guiding
perturbations that directly manipulate expected returns.

Membership inference. Membership inference attacks aim to determine whether a given data sample was part of a
model’s training set, potentially leading to privacy breaches. In this case, self-influence serves as an effective target
function. |Cohen and Giryes|(2024) propose a self-influence—based attack strategy, which evaluates the influence of a
data point on its own. Specifically, if a sample is correctly classified and its self-influence falls within a certain range,
being not too small or too large, it is considered to be a member of the training set. To account for the variability
introduced by data augmentations, the self-influence is averaged over several augmented versions of the sample.
This method proves highly effective, demonstrating robust performance across multiple datasets and highlighting the
potential of self-influence as a powerful signal for membership inference.

Data cleaning. In contrast to adversarial uses, influence functions can also serve as an effective defense mechanism
by identifying and removing poisoned or harmful training samples, a process known as data cleaning. This typically
requires a small held-out dataset that reveals undesirable model behavior, such as misclassification (Han and Tsvetkov,
2020), jailbreaking (Xie et al., |2024b; |Lin et al., 2024b)), or privacy leakage (Liu and Yang}, 2024). The influence of
each training instance on this held-out set is computed, and samples with the highest influence scores are considered
responsible for degrading the model’s benign behavior.

On top of this idea, GradSafe (Xie et al.| 2024b) further identifies safety-critical parameter slices in the model using
cosine similarity, then computes the average gradient similarity on these parameter slices. Additionally, they propose an
adaptive variant of GradSafe, which replaces the averaging with a logistic regression model trained to reweight gradient
similarities across parameter slices based on their estimated importance.

Liu and Yang|(2024), on the other hand, introduce Heuristically Adjusted Influence Functions (HAIF), which apply
heuristic scaling to down-weight training samples with large gradient norms. This adjustment mitigates the error caused
by extreme gradients and leads to more accurate identification of privacy-leaking samples.

Table 13: Comparison of data-attribution-based attacks and defenses on discriminative and generative models.

References \ Attribution Method Target Function Granularity Strategy

Huang et al.| (2024)) IF Backdoor Loss ~ Per-example Backdoor Attack
Koh and Liang|(2017) IF Validation Loss ~ Per-example  Targeted Data Poisoning
Yang et al.[(2023) IF Validation Loss ~ Per-example  Targeted Data Poisoning
Jagielski et al.| (2021) IF Validation Loss ~ Per-example  Targeted Data Poisoning
He et al.[(2024) Grad-Similarity  Validation Loss  Per-example Untargeted Data Poisoning
Cohen and Giryes|(2024) IF Self-Influence Per-example Membership Inference
Han and Tsvetkov| (2020) IF Validation Loss Per-example Data Cleaning

Xie et al.| (2024b) Grad-Similarity  Validation Loss  Per-example Data Cleaning

Lin et al. (2024b) IF Validation Loss Per-example Data Cleaning

Liu and Yang|(2024) HAIF Validation Loss ~ Per-example Data Cleaning
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3.3.5 Discussion

Despite the growing urgency to secure generative Al systems, especially LLLMs, data attribution methods remain
underutilized in adversarial settings. Most attribution-based strategies have been developed for data poisoning attacks
and dataset sanitization in non-generative, discriminative models, largely due to their high computational cost and
reliance on white-box access. These requirements make them ill-suited for large-scale generative models, where training
data is vast, access is restricted, and real-time responsiveness is essential.

In contrast, classical adversarial approaches have rapidly matured across both attack and defense. Black-box attacks
often exploit prompt engineering, such as paraphrasing or template perturbation, to trigger undesired behaviors without
model access (Jin et al., [2020; [Y1 et al., [2024). White-box strategies further optimize prompts or train surrogate models
to design highly transferable adversarial inputs (Zou et al., 2023 |Zhang et al., [2023c; |Qi et al.||2024). On the defense
side, black-box methods include prompt filtering and randomized perturbations (Jain et al., 2023} |Cao et al., [2024a),
while white-box defenses use fine-tuning, interpretability tools, or auxiliary models to detect unsafe inputs (Bianchi
et al., 2024} Xie et al.| 2024b} [Zhang et al., [2025d). These methods have proven to be more efficient and scalable than
attribution-based ones, particularly in real-world deployments.

That said, data attribution offers unique benefits not captured by these classical techniques. By tracing model behaviors
back to specific training examples, attribution enables causally grounded analyses of adversarial vulnerabilities and
a principled way to clean or curate datasets. This is especially valuable for defense: identifying toxic, biased, or
jailbreaking-prone data can lead to interpretable and targeted mitigation strategies. While attribution-based attacks
remain largely limited to toy or fine-tuning-scale models, their interpretability and data-centric perspective provide a
complementary angle to existing adversarial toolkits.

Finally, we remark that this section focuses on the application of attribution methods for adversarial attack and defense.
A distinct but growing body of work aims to attack attribution methods themselves, e.g., by misleading influence
estimates (Ju et al.| |2022; Wang et al.,|2025c)), which we leave outside the scope of this survey.

Unique difficulties and challenges. Despite their interpretability and data-centric appeal, attribution-based adversarial
methods face several fundamental limitations in generative settings. Most rely on computationally intensive influence
estimation techniques involving higher-order gradients, which scale poorly to modern LLMs. These methods also
assume white-box access to model parameters and training procedures—an unrealistic requirement for proprietary or
production-scale systems. Additionally, the long-range dependencies and multi-stage training pipelines characteristic of
generative models make it difficult to attribute specific behaviors to individual training examples. Even when technically
feasible, the resulting signals may be too diffuse or unstable to support reliable attack or defense. From a practical
standpoint, attribution-based methods currently lack the scalability, flexibility, and robustness of classical adversarial
techniques and are unlikely to match them in providing certified guarantees against adaptive attacks.

3.3.6 Recommendation

Looking forward, the utility of data attribution in adversarial settings may lie more in defense than in attack. While
attribution-based attacks face significant scalability and access constraints, emerging work on black-box influence
estimation (Jiao et al., [2024) suggests it may be possible to design lightweight defenses that flag or filter harmful
training data without full model access. Integrating such methods into generative training pipelines could improve
transparency and safety with minimal overhead. Nonetheless, attribution is unlikely to replace conventional adversarial
techniques; its primary contribution may instead be as a diagnostic or forensic tool, offering interpretable insights into
the data-driven roots of model vulnerabilities.

3.4 Data Economy

Data economy is “a global digital ecosystem where data is gathered, organized, and exchanged to create economic
value” (Sestino et al.||2025). It demands the development of new methods for valuing data, ensuring fair compensation
for its use, and designing equitable data markets. The rise of generative Al has intensified challenges related to data
economy, affecting industries such as music, media, and beyond.

3.4.1 Overview of Data Attribution-based Data Economy

Data attribution in the context of data economy aims to address two key questions:

1. How can we fairly assign credit to data contributors whose data was used during training?

2. How can we construct equitable, collaborative, and reliable data markets based on these contributions?
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To address (1), data attribution methods such as Data Shapley (Ghorbani and Zoul |2019) and influence functions (Koh
and Liang, [2017)) are employed. These methods assign a value to each individual data point based on its contribution to
a predefined utility function-a process known as data valuation. Building on this, (2) involves designing allocation
rules based on the valuation results, enabling data contributors to be rewarded through revenue sharing, data incentives,
and more, thereby fostering a sustainable and mutually beneficial data economy. We will call this process of stimulation
and compensation as data compensation.

3.4.2 Problem Settings

As discussed in the previous section, data valuation and data compensation are two core research direction in the
context of data economy.

Data valuation. Data valuation assigns a single value to quantify the contribution of an individual data point to a
utility function v, where v can be any metric of interest, such as empirical risk or accuracy. An ideal data valuation
method should be equitable, satisfying the four desirable properties defined in Section Null Player, Symmetry,
Additivity, and Efficiency.

Data attribution scores provide a natural framework for quantifying data valuation. Among all attribution methods,
data Shapley (Ghorbani and Zou, [2019)) and its variants are the most common algorithm used for data valuation. They
adopt a cooperative game theory perspective and naturally satisfy all four properties. Gradient-based methods, such as
influence functions, are also widely used due to their direct connection to the utility function and their computational
efficiency. However, they are not fully equitable. Due to their leave-one-out nature, most influence function methods
fail to satisfy Additivity and Efficiency.

Data compensation. While data valuation identifies the importance of each data sample, data compensation focuses
on translating these valuations into fair and practical rewards for data contributors. Compensation is a necessary step,
as data value does not directly correspond to actual rewards, due to complex market dynamics and the buyer-seller
relationship in data economy. A typical example is the free data market. Zhang et al.|(2025b) systematically shows that
without appropriate pricing mechanisms, the outcome can end up with a lose-lose situation for both buyers and sellers.

The complexity of the market is further reflected in the diversity of revenue sources and the various forms that rewards
can take. In the domain of generative Al, data valuation methods can attribute specific generations back to copyrighted
training samples (Deng et al., 2024b; Wang et al.,|2024c). However, determining fair compensation remains ambiguous,
as revenue may originate from various sources, and generated content may differ in popularity. Moreover, rewards can
take different forms. For instance, [Tay et al.|(2022) explores data rewards, where contributors receive synthesized data
generated by a model collaboratively trained on all contributors’ data.

Privacy and fairness are also critical concerns in the compensation process. Data valuation typically requires access to
the underlying data, which introduces risks such as data leakage or theft by buyers. Conversely, revealing the valuation
algorithm to sellers may expose the system to manipulation. To address these issues, Tian et al.| (2022) proposes a
framework that enables secure data valuation while ensuring proper compensation for data providers.

3.4.3 Data Valuation and Compensation in the Data Economy

Attribution algorithms. Data Shapley (Tian et al.,[2022) and variants of influence function, such as TracIn (Pruthi
et al.,[2020), TRAK (Park et al.,2023) are the most common algorithms used in data economy. In addition to assigning
a value or score to each data point, they can also be leveraged to ensure the fair distribution of the rewards.

Data valuation. The most straightforward approach to data valuation is through Data Shapley ¢; (Ghorbani and Zou,
2019; Wang et al.l [2024c; [Tian et al.l [2022; [Tay et al.| [2022), which is originally approximated via Monte Carlo
sampling. From a game-theoretic perspective, Data Shapley distributes the total reward for the collective contribution
of all data points in an equitable manner. Recent works, such as in-run Shapley value estimation (Wang et al.,[2025a),
have further improved the scalability of this method for large models. In addition, |Tian et al.| (2022) proposes training a
set function model on a small subset of pre-computed Shapley values, which can then be used to predict the value of the
remaining data points efficiently.

Other methods, such as influence functions, while not strictly equitable, are still widely used in data valuation due
to their strong counterfactual estimation capabilities. For example, Deng et al.|(2024b) employ Tracln and TRAK
to trace generative Al outputs in music back to the original copyrighted training samples, demonstrating both the
consistency and practical utility of these techniques. In addition, model-agnostic approaches have also been explored
for data valuation. LAVA (Just et al.,|2023)), for instance, assigns value to each data sample based on its sensitivity to
the class-wise Wasserstein distance between training and validation sets. This approach indirectly links each training
sample to validation performance, offering a flexible and scalable alternative without dependency on any specific model.
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Data compensation. In some of the cases, data compensation can be simply done in proportion to the data values (Wang
et al. [2024c), which basically ensures the fairness. In free market settings, where things are complicated by the
buyer-seller relationship, Zhang et al.| (2025b)) highlights the risks of exploitative pricing and advocates for setting the
price based on the buyer’s maximum willingness to pay (MWP), which is a value determined by both the marginal
utility gain from the acquired data and the buyer’s budget surplus.

Another interesting case of data compensation is distributing data rewards. In the setting of Collaborative Generative
Modeling (CGM), the goal is to train a generative model using datasets D1 .y provided by N contributors and to fairly
allocate synthetic data rewards sampled from the model back to those contributors. Data Shapley can be integrated with
Maximum Mean Discrepancy (MMD) (Gretton et al.l 2012)), a statistical metric that quantifies the difference between
two distributions, to guide fair compensation. For each contributor ¢, a larger MMD-based data value v(D;) is assigned
if the distribution of their data is more aligned with the joint distribution used for training and the synthetic samples,
i.e., if the MMD between their data distribution and the global distribution is small. This indicates that their data plays
a more central role in the generation of synthetic outputs. The final upper bound on reward for contributor ¢ is then
computed as

ri = v(D;) - (ma)ii(%-))p’

where ¢; is the Shapley value of contributor ¢ , normalized by the maximum Shapley value across all contributors, and
p is a tunable parameter controlling reward sensitivity to Shapley values. During the reward allocation phase, synthetic
data is randomly sampled and added to the reward pool R; for contributor ¢, until their updated data value v(D; U R;)
exceeds the bound r;. This approach ensures that each contributor receives synthetic data that is beneficial to them and
that larger contributions are rewarded more generously—promoting both fairness and utility in the data economy.

Privacy and security are additional concerns in the compensation process. Tian et al.| (2022) propose a framework
where the data remains encrypted to the buyer until payment is completed, which enhances data security and ensures
fairness in compensation. Since the specifics of the encryption scheme fall outside the scope of this survey, we omit the
technical details here.

Target function. The target function used in Data Shapley algorithms are often referred to as the utility function,
which can take various forms depending on the application. In the context of generative Al copyright tracing, a
common choice is the log-likelihood of a given generation (Deng et al.||2024b; Wang et al., 2024c), which evaluates the
extent to which specific copyrighted training samples contribute to the generated output. Alternatively, distributional
metrics can also serve as the utility function. For instance, Tay et al.| (2022) adopt an MMD-based score to quantify
each contributor’s influence on the overall distribution learned by the generative model. In other settings, standard
performance metrics (e.g., accuracy or loss on a validation set) may also be used as the utility target.

Data granularity. The granularity of attribution in data valuation or compensation can be either per-example or
per-dataset. In practice, data contributors typically provide an entire dataset to the buyer, while Data Shapley is
computed at the level of individual data points, as they represent the fundamental units of contribution. Due to the
Additivity property of Shapley values, this two settings have almost no difference, as the value of a dataset is simply
the sum of the Shapley values of its constituent data points.

3.4.4 Discussion

Classical approaches in data economy and Al often assess data through a combination of intrinsic and extrinsic factors.
Raskar et al.| (2019) note that “data valuation use-cases can be performed via intrinsic factors of evaluation such as
based on quality of information within the dataset or via extrinsic factors of evaluation such as based on demand-supply,
market economics, game-theoretic mechanisms and speculative market forces, or via a combination of both.” The first
part of this statement aligns with techniques in data valuation, which aim to reveal the inherent value or utility of the
data. The latter part reflects the practical considerations involved in data compensation, where contributors are rewarded
not only according to intrinsic value but also based on market dynamics such as demand and supply. We refer interested
readers to recent surveys for a broader overview of this topic (Liang et al.,|2018; |Sim et al., [2022; Zhang et al., 2023b).

Data attribution methods stand out among data assessment approaches due to their ability to provide valuable insights
into the training mechanisms. These methods are often grounded in solid theoretical foundations, offering principled
and quantifiable measures of data contributions through frameworks such as Shapley values. As a result, compensation
based on attribution methods is generally considered more equitable and fair. In contrast, the emerging paradigm of
“data labor” reconceptualizes user data from free capital to recognized labor. In this model, users would be rewarded for
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their contributions, potentially improving data quality, encouraging innovation, and providing a more equitable share of
value (Arrieta-Ibarra et al.||2018)). However, these traditional approaches often rely on heuristic assessments, such as
the difficulty of data acquisition or market-driven pricing. These methods lack principled guarantees, and when applied
exploitatively, they risk undermining the long-term sustainability of the data economy (Zhang et al., 2025b)).

Unique difficulty and challenges. Data attribution methods, while theoretically robust, can be prone to adversarial
attacks (Wang et al.L[2025c¢). This introduces vulnerabilities into data valuation and marketplace systems. Moreover, data
attribution methods typically require direct access to training data—a condition that is often unmet in large generative
Al systems.

3.4.5 Recommendation

When training data is accessible, data attribution methods are particularly suited for assessing and compensating data
contributions, as they offer theoretically grounded and equitable allocations, through frameworks such as Shapley
values and influence functions. These methods enable a principled understanding of each data point’s impact on the
model’s performance, making them a natural choice for fair reward distribution in collaborative learning settings.

However, in scenarios where training data is not directly accessible—either due to privacy constraints, security concerns,
or technical limitations—classical approaches may be more practical. These methods typically rely on extrinsic signals
such as market demand, acquisition cost, or supply scarcity, and while they lack formal fairness guarantees, they can
still provide useful heuristics for data valuation and pricing in real-world markets.

3.5 Other Applications

While core applications of data attribution—such as data selection, fact tracing and concept probing, adversarial attack
and defense, as well as data economy—have received growing attention, several emerging domains have begun to
explore their potential. These newer applications, though less mature, highlight the versatility of data attribution and
suggest promising future directions. In this section, we discuss three such areas: artifact detection and bias mitigation,
memorization and privacy leakage detection, and machine unlearning. For each, we define the problem setting and
examine how attribution techniques help address its central challenges.

3.5.1 Artifact Detection and Bias Mitigation

Problem setting. Modern ML systems are vulnerable to learning spurious patterns or encoding social and structural
biases embedded in their training data. These artifacts, such as confounding visual cues in medical imaging or
demographic correlations in NLP, can degrade generalization and produce unfair behavior. A central challenge is
to identify the specific training examples that introduce such undesirable behaviors and to develop mechanisms to
remove, down-weight, or mitigate their influence. This requires both fine-grained accountability and task-specific
interpretability.

Data-attribution-based artifact detection and bias mitigation. Data attribution provides a principled framework
for tracing model behavior back to individual training examples. The effectiveness of this approach hinges on two
components: (1) the design of an appropriate target function to measure the undesirable behavior, and (2) a mitigation
strategy that acts on the attribution scores computed with respect to that function.

Artifact detection. In artifact detection, the goal is to isolate confounding examples that undermine robustness: typically,
those that lead to incorrect predictions or abnormally high confidence on carefully chosen validation instances. By
leveraging attribution methods’ ability to estimate counterfactuals, researchers can assess how the inclusion or removal
of a specific training example affects model performance on a validation set. A common target function for this purpose
is the validation loss on test instances suspected of being influenced by artifacts. Attribution scores with respect to this
target reveal whether a training point contributes to misbehavior, such as reduced prediction confidence or spurious
performance gains.

We highlight two representative works that adopt this paradigm. An early example is|Han et al.| (2020), which focuses
on NLP classification tasks such as sentiment analysis and natural language inference. They apply influence functions
using validation loss as the target function and examine the training points with the highest attribution scores. As an
early exploration, their approach is straightforward: they analyze which training examples most increase validation loss
when removed, identifying potential artifacts via simple ranking.

A more recent study by [Pezeshkpour et al.| (2022)) considers large-scale text generation tasks and proposes a more
fine-grained attribution method. They first compute instance-level influence scores using validation loss on a hand-
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selected test set as the target. Then, to localize artifacts within each example, they combine data attribution with feature
attribution: they compute input gradient-based saliency maps by taking the gradient of the influence score with respect
to each input token. This two-step approach allows them to not only identify problematic training samples, but also
pinpoint the specific foken-level features responsible for the artifact.

Bias mitigation. In bias mitigation, the goal is to reduce performance disparities across demographic or structural
groups in the dataset. This typically involves minimizing discrepancies in group-based metrics such as true positive
rate (TPR), false negative rate (FNR), or other fairness-specific objectives. Data attribution offers a principled way to
simulate counterfactuals: given a well-defined target function that captures fairness notions, attribution methods can
estimate which training examples most contribute to group disparities. A key distinction from artifact detection is that
bias mitigation not only seeks to identify biased or harmful examples but also to modify the training process in response
through reweighting, relabeling, or removing those examples.

Although this direction remains underexplored for generative models in particular, several recent works demonstrate
how data attribution can support fairness improvements in discriminative settings.

Two recent methods, D3M (Jain et al., 2024) and FairlF (Wang et al., 2024b), use data attribution to improve group-level
performance without requiring manual intervention. D3M applies TRAK-based attribution to identify subsets of training
data that disproportionately impact under-performing groups. The target function is group-aggregated test loss, and
group-level attribution is used to determine which examples most exacerbate fairness gaps; this information is then
used to rebalance the training data. In contrast, FairlF employs a two-stage pipeline. In the first stage, it uses influence
functions with group-specific target functions, such as TPR and TNR within each subgroup, to estimate the influence
of training examples on fairness objectives. In the second stage, the estimated influence scores are used to compute
reweighting coefficients, and the model is retrained using this reweighted dataset. This approach improves fairness in a
data-driven and systematic manner.

In the NLP domain, Brunet et al.| (2019)) studies social bias in static word embeddings such as Word2Vec (Mikolov
et al.l 2013) and GloVe (Pennington et al.,[2014). Using influence functions, they attribute changes in the WEAT (Word
Embedding Association Test) score (Caliskan et al.l|2017)—a common metric for measuring bias in embeddings—to
individual training documents. By ranking documents by their influence on WEAT, the method identifies high-impact
sources of bias and enables targeted removal or curation. This represents a natural application of attribution to
unsupervised or non-classification models.

A related direction concerns biases that arise not from group-based disparities but from train-test distribution mismatch.
This scenario resembles data cleaning (see Section [3.1)) but involves a more active mitigation step. Kong et al.| (2022)
explores this case by proposing a novel use of influence functions to actively correct training labels rather than
discard samples. Here, the target function is the standard validation loss, and attribution scores estimate the effect of
relabeling each training point. Based on this, the authors design a relabeling function that selects the optimal label under
counterfactual analysis, thereby mitigating bias while preserving valuable examples and improving model robustness.

Discussion. Data attribution offers a flexible and principled toolkit for detecting artifacts and mitigating bias by
identifying and intervening on influential training examples. Its core strength lies in simulating counterfactual effects:
attribution methods can estimate how small changes in the training data impact downstream behavior, enabling targeted
interventions. Crucially, this counterfactual perspective is adaptable to a wide range of settings and objectives—from
robustness to fairness—simply by choosing an appropriate target function. This makes data attribution a unifying
framework for a broad class of problems involving harmful data influence.

Nonetheless, current applications of attribution-based artifact detection and bias mitigation are largely confined to
supervised, discriminative models and are typically applied in small- to medium-scale settings. Extending these
approaches to large-scale or generative models remains a significant open challenge. From a data attribution perspective,
future progress in this area may require:

» Target function design: Developing principled target functions that reflect nuanced forms of bias or artifact-driven
behavior, particularly for open-ended outputs. For instance, instead of standard loss, one might consider diversity,
toxicity, or factuality metrics in language generation.

* Granular attribution: Leveraging finer-grained attribution units (e.g., token spans, sentence pairs, visual regions) to
localize problematic features within training examples, as seen in the hybrid data-feature attribution approach by
Pezeshkpour et al.| (2022)).

* Intervention strategies: Expanding beyond removal and reweighting to include soft interventions such as relabeling,
synthetic data augmentation, or guided training-time regularization informed by attribution scores.
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As foundational models grow in scale and scope, so too does the risk of learning from biased or confounded data. Data
attribution stands out as a promising direction for making these systems more interpretable, robust, and fair. However,
significant methodological advances are still needed to realize its full potential in generative and large-scale settings.

3.5.2 Memorization Detection

Problem setting. Large generative models are prone to memorizing parts of their training data (Morris et al., 2025a),
largely due to their high capacity and over-parameterization. While some level of benign memorization is expected,
such as well-known phrases or public content, uncontrolled memorization poses risks to generalization, privacy, and
robustness. The goal of memorization detection is to identify whether a model has memorized specific training examples,
and if so, to determine which examples contributed most to this behavior.

Data-attribution-based memorization detection. Data attribution offers a causal lens for understanding memoriza-
tion by linking generated outputs back to influential training examples. A central challenge is defining what constitutes
“memorization” in a way that is measurable and aligned with model behavior. Early work by Feldman and Zhang| (2020)
introduces a formal definition of label memorization in supervised classification. Specifically, the memorization of a
training example z; = (x;,y;) € Dy under training algorithm A4 is defined as

mem (A, Doy, ;) = Pr h(x;) =vy;) — Pr h(z;) =vy;).

( raw Zi ) h<—A(Dr.‘,w)( (z:) = i) h<—.A(D.-uW\{z,,})( (z:) = i)

This counterfactual definition aligns naturally with data attribution: by setting the target function to the model’s
prediction confidence on z;, self-influence (see Section@ becomes a direct estimator of memorization.

In generative settings, however, applications of attribution remain limited and often heuristic. For example, Liu and
'Yang| (2024) applies influence functions to detect privacy leakage by treating the validation loss on a held-out test
sample as the target function. Similarly, Wang et al.| (2025d) employs Tracln in a comparable setup. While these
approaches are practical, the use of validation loss as a proxy for memorization lacks theoretical justification, making
these applications relatively shallow. A more principled connection between generative memorization and attribution
remains to be established.

Discussion. Unlike similarity-based memorization detection methods, attribution techniques offer more precise
diagnostics by not only identifying whether memorization has occurred but also revealing which training examples are
causally responsible. This is particularly valuable for debugging training data, auditing privacy risks, or performing
targeted unlearning.

However, a key limitation lies in the absence of a formal and community-accepted definition of harmful memorization,
especially in the context of generative Al. Without such a definition, attribution-based methods risk being applied in
ad hoc or heuristic ways. To advance this direction, future work should aim to formalize memorization metrics for
generative models—potentially drawing from the existing literature (Morris et al.l 2025b)—and integrate attribution
tools into training-time pipelines for early detection and proactive mitigation.

3.5.3 Machine Unlearning

Problem setting. Machine unlearning aims to remove the influence or effects of specific training examples from a
model. This capability is essential for complying with data deletion requests (e.g., under privacy regulations (Mantelero,
2013)) to protect sensitive data, or to erase unwanted knowledge that is accidentally acquired by the model during
training. While retraining from scratch is the most principled form of “exact unlearning,” it is typically infeasible in
practice due to high computational costs. As a result, there is growing interest in efficient approximate unlearning
methods that can remove the impact of selected training points without full retraining.

A key challenge lies in the global nature of unlearning: the objective is not merely to alter predictions on a few test
points, but to modify the model parameters such that the overall behavior reflects the absence of the removed data.
With the growing complexity of modern model training setups, accurately estimating the counterfactual effect on
model parameters under general settings (e.g., non-convexity, inherent randomness, etc.) remains a significant technical
obstacle.

Data-attribution-based machine unlearning. Since unlearning is fundamentally about removing the influence of
specific training examples, it naturally connects with data attribution methods. In convex settings, this connection has
been explicitly explored: early certified unlearning algorithms for convex models effectively employ influence-function-
style updates. For instance, |Guo et al.|(2020) derives a closed-form parameter update via one Newton step for removing
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one sample z, given by
o ~ 1 ~
0_, ~0+ fHé*IVE(z; 0),
n
which mirrors the classical influence function approximation (Equation (2))) for the parameter change induced by
removing a training example z. Similarly, Neel et al.|(2021)) develops descent-based methods grounded in similar first-

order influence approximations. However, these approaches are limited by their reliance on convexity and smoothness,
which restricts their applicability to modern deep models, where such approximations can be inaccurate or unstable.

Recent work has begun to address this gap by leveraging advances in data attribution for complex, non-convex models.
In particular, |Georgiev et al.| (2025) proposes an unlearning method that uses counterfactual influence estimates, as
computed by TRAK (Park et al., [2023), to guide targeted model updates. Instead of retraining the model from scratch,
they identify and modify only the parameters most affected by the example to be unlearned, enabling more efficient and
localized unlearning. While their method does not provide formal guarantees, they employ their proposed algorithm on
ResNet models on image classification tasks, demonstrating that attribution-informed unlearning is empirically viable
even in the absence of convexity

Discussion. Attribution-based unlearning has shown its potential in the classical classification settings, but in general,
this direction remains largely unexplored, let alone in the context of large generative models. Several obstacles hinder
progress: high computational costs, the challenge of isolating a training point’s impact on open-ended outputs, and
the lack of robust approximations for global parameter influence with guarantees. For instance, the influence function
suffers from non-convex loss functions and multiple local minima of model checkpoints, hence can not accurately
predict the effects of removing a data point for a single model, but only an expectation over training randomness.

A promising future direction is to focus on designing scalable surrogates for attribution that are tailored to the needs of
generative models, and also leverage recent dynamic attribution methods that are more single-model-focused methods
to overcome the training progress.

4 Evaluation

In this section, we present common approaches for evaluating data attribution methods. We categorize these evaluations
into four groups: (i) counterfactual prediction of model behavior, (ii) utility/effectiveness in downstream tasks, (iii)
computational costs, and (iv) other miscellaneous criteria. For each group, we introduce the relevant definitions and
highlight general limitations. We also discuss specific considerations for generative models, including large language
models and diffusion models. Finally, we provide suggestions and recommendations for developing improved evaluation
methods for future work.

4.1 Counterfactual Prediction of Model Behavior

Notations. Consider a training dataset D = {z1, 22, . . ., 2, }, Where each z; is a training example. For any data subset
S C D, let g denote the (optimal) model obtained by minimizing the following empirical risk over S:
R 1
0s = argmin £(S;0) = arg min —- Z 0(z;;0),
o 9 ‘S| z; €S

where £(z;; 0) is the loss incurred by the model with parameters 6 on training data z;. We further define f(z;0) as
the target function, which quantitatively represents the model behavior when the corresponding model is evaluated
at a certain sample z in interest. Note that the input to f can also be a data subset (e.g., f(.5;6)). In particular, for a
query/test dataset Deyy = { zl(ejbz} in interest, we may write f(Dey,; 6). We also denote an attribution method as 7. For
a given attribution method 7 applied on model 6, a training dataset S and the target function f(Dey,; 6) associated with

a test dataset De,,, we define the attribution score associated with training example z; as 7(z;, S; f(Devai; 0))-

Overview. For a given data attribution method 7, the (optimal) model 0 p trained on full training dataset D and a fixed
query dataset D.,,|, evaluation methods in this group examine how well (i) the induced attribution scores of training

samples: {’T(Zi, D; f(Deyar; 0 D)), Vz; € D} and (ii) the counterfactual predictions of model behavior when the model

is directly re-trained on counterfactual subsets .S, :{ f(Deyar; ész’i ),Vz; € D} align with each other Typically,

15Tt is worth noting that in|Georgiev et al.[(2025), they have also provided convergence theory in the case of linear models, echoing
Guo et al.[(2020); Neel et al.| (2021).
"“Note that the definition of counterfactual dataset S, depends on each training example z;.
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these evaluation methods will (i) apply data attribution methods to compute the attribution scores for each training
data point z;, (ii) compute certain types of counterfactual predictions as ground-truth values (such as direct model

output f(Deya; 05) or output of different target functions) and (iii) compute the goodness score between the attribution
scores and the ground-truth values. For example, the goodness score can be defined as some correlation coefficients,
measuring the correlation between two lists of attribution scores and ground-truths.

Below, we introduce some important definition of the ground-truth values, where their corresponding goodness score
will be discussed in each subsection. For each group of evaluation methods, we also provide discussion on its general
limitation and applicability to large generative models.

4.1.1 Leave-One-Out (LOO) Influence

Leave-One-Out (LOO) influence (Cook and Weisberg, |1982; |Koh and Liang} [2017) evaluates how much a model’s
performance changes when a single data point is removed from the training set. Specifically, models are trained with
each data point dropped one at a time, and the performance (i.e. the value of target function output) is measured to
observe the effect of excluding that particular point. Formally, given a test example 2 in interest, LOO influence
defines the ground-truth for training sample z; as f(Ziest, 0 D—{z;})» Where the counterfactual data subset S 2D —{z}
is the full dataset with z; removed. For the target function, a common choice is the loss function £(zes; #). Thus, the
corresponding LOO influence can be written as Zy 0o(2;) =: ¢(Zest; 0 D—{z}) — L 2est; 0 p). For the corresponding
goodness score, the Pearson correlation coefficient (Pearson, [1895)) is used by comparing the attribution scores with
the change in model behavior observed when that data point is removed. Representative experiment setups with LLO
influence are summarized in Table [T4l

Influence-function-based influence. As an approximation of LOO influence, influence function (Koh and Liang]}
2017) exhibits strong correlation with LOO ground-truths under certain conditions, such as the convergence of model
and convexity of the loss function. However, for papers that propose variants of influence functions (Koh and Liang,
2017), LOO influence can not capture the most accurate information since those conditions may not be satisfied. Thus,
these papers evaluate the quality of their proposed data attribution methods by treating the attribution scores derived
from either exact or approximate of influence function as ground-truths. For example, FastIF (Guo et al.} 2021)) and
Datalnf (Kwon et al.| 2024)) compare their methods to the exact computation or LiSSA-based approximation of influence
function and conduct correlation analysis (via Pearson correlation coefficient (Pearson, |1895) computation).

Trajectory-specific LOO influence. To overcome the limitation of typical LOO influence, which assumes permutation
invariance of training data and only consider the final state of the trained model, trajectory-specific LOO influence
(TSLOO influence) (Hara et al.,|2019; |[Wang et al., 2025b) has been developed to quantify the change in loss when a
specific data point is removed during an iteration within a specific training run. Specifically, a training run is defined as
a sequence of mini-batches and the random initialization that is defined and fixed before model training. The advantage
of TSLOO influence is that it considers the case that an identical data can have significantly different attribution scores
when introduced in different training stages. Correlation analysis has been carried out with epoch-specific single data
removal influences (i.e. each data point within a specific epoch or all epochs is removed) as ground-truths (Hara et al.,
2019; 'Wang et al.,|2025b).

Table 14: Representative experiment settings with LOO influence.

Reference Models Datasets

Language Models

Wang et al.|(2025b) Pythia-410M (Biderman et al.|[2023) Pile (Gao et al.||2020)

Jiao et al.|(2024) Pythia-1B (Biderman et al.|[2023) Alpaca (Taori et al.|[2023), K-Means-100 (Li et al.}[2024c)
Diffusion Models

Dai and Gifford (2023) DDPM (Ho et al.| 2020b) MNIST {LeCun ct al.j[1998),

CIFAR-10 (Krizhevsky|[2009), CelebA (Liu et al.|2015)
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( )
Limitations. While LOO influence provides a theoretically grounded approach to measuring the effect of
individual training examples, it comes with several practical and theoretical limitations:
¢ Assumption of unique solution: LOO influence typically assumes that the solution to the underlying loss
minimization problem is unique, requiring a fixed reference point to compute the effect of data removal.
However, large and deep neural networks often violate this assumption, making LOO estimates ambiguous (Basu
et al.| 20215 Bae et al.; 2022} |Schioppa et al., 2023} [Bae et al., [2024).

¢ Indistinguishability: In modern large-scale datasets, models trained with only one data point removed are
often indistinguishable with the original model. This ambiguity persists even when averaging over multiple
independent re-trained models with different random initializations (Nguyen et al., 2023).

 Fragility: Several studies (K and Sggaard, 2021; Epifano et al., 2023; Basu et al., 2021; |Bae et al., 2022,
2024) have highlighted the fragility of LOO influence. Notably, Bae et al.| (2022) identifies failure modes of
influence-function-based estimates and introduces the proximal Bregman response function (PBRF) as a more
reliable ground-truth.

¢ Computational inefficiency: LOO influence requires retraining the model n times to compute influence scores
for all training samples, where n is the number of training instances. This makes it computationally infeasible

for large datasets.
& J

( N\
Generative model settings. Computing exact LOO influence is already impossible for large models before the
era of large generative models. As an efficient alternative, influence-function-based influence approximates LOO
influence by certain technical assumption. Nevertheless, it is still computationally infeasible for large generative
models mainly due to the expensive computation of Hessian matrix and inverse Hessian-vector-product. For
example, most papers (Koh and Liang| 2017} |[Ko et al., [2024; Kwon et al.l 2024) evaluating their method with
influence-function-based influence typically only consider small models, such as MLP/CNN or RoBERTa-large (Liu
et al.,. 2019), whose sizes are much smaller than modern generative models.

| J

4.1.2 Linear Datamodeling Score (LDS)

Proposed by |Park et al.|(2023), the linear datamodeling score (LDS) evaluates data attribution methods by probing their
ability to estimate the counterfactual predictions of models being re-trained on random data subsets. By the additivity
assumption on attribution methods| ‘| LDS defines a method’s counterfactual prediction as the sum of the scores of the
examples in the given training subset. Formally, for a given attribution method 7 and a test example 2 in interest, we
can first define the artribution-based prediction of the target function f(z.s; 0) as follows:

9r(Ziest; $; D) £ 7(2i, 95 f(ziesis 05)),

1:2, €S

where D is the full training set and S C D is a subset of D. Conceptually, g, (2, S; D) computes the overall
attribution of the subset .S on the test example zi.s, which should serve as a proxy of the counterfactual prediction

measured on 2y (i.€. f(2est; 0s)). The linear datamodeling score (LDS) then defines the goodness score as the
Spearman rank correlation (Spearmanl |1904) between counterfactual predictions when the models are re-trained on
different training subsets .S and the scores computed by the attribution method. Formally, let {S1, ..., Sy, : S; C D}
be m randomly sampled data subsets from the full training set D, each of size o x n for some fixed o € (0,1). The
linear datamodeling score (LDS) of T for a specific example z is defined as:

LDS(T, Ztest) £ p({f(ztest§ éSj> 1j € [m]}7 {gT(Ztest» Sj; D) 1J € [m]})7

where p is the Spearman rank correlation (Spearman, 1904)@] Compared to LOO influence, only a constant number of
training data subsets are required to compute an accurate LDS, regardless of the size of the training data set (typically
only tens to hundreds of models are sufficient for the LDS to converge (Park et al., 2023)). Notable experiment settings
with LDS are summarized in Table

1If a data attribution method is additive, then it defines an attribution score that the overall influence of a group is the sum of the
individual influence in the group.

81t is straightforward to extend the definition of LDS to a set of test examples (i.e. Deva = {zl(e{t) 1 by LDS(7, Deva) =
‘Dim‘ ZztesteDcval LDS (T’ ZIESI)
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( N\
Limitations. While being more computationally efficient than LOO influence, LDS still faces the following
limitations.
¢ Spearman rank correlation: As discussed by Epifano et al.[(2023), the Spearman rank correlation coeffi-
cient (Spearmanl |1904), often used as a goodness score for evaluating data attribution, captures only monotonic
relationships and ignores scale. Thus, it may yield high correlation even when the estimated and true influence
values diverge significantly in magnitude, potentially masking estimation inaccuracies.

* Assumption on additivity: The assumption on the additivity of attribution scores can be violated and might
hinder LDS from probing the true ability of attribution methods on predicting the behavior of re-trained models
when they are trained with a significant amount of data points removed (Hu et al., 2024a).

Generative model settings. |Park et al.|(2023) evaluate their main method, TRAK, with LDS on mostly small-
scale classification tasks (i.e. the parameter size of models is much smaller then modern generative models). The
only generative setting discussed in the paper is conducted on a mt5-small model (Xue et al., 2021) (= 300M
parameters), which is much smaller then modern generative models. Even much cheaper than LOO influence,
training hundreds of model variant is still computationally extensive for large language models (typically with tens
to hundreds of billion parameters). Thus, it is more often for papers discussing diffusion models to evaluate their
proposed methods using LDS. For example, these data attribution methods designed for diffusion models (Georgiev
et al.,[2023} |Zheng et al., 2023} Brokman et al.| 2024; Lu et al., 2025} Bae et al., [2024} |Wang et al., [2024d) all
include LDS as one evaluation protocol.

Table 15: Representative experiment settings with LDS.

Reference Models Datasets
Diffusion Models

CIFAR-10 (Krizhevsky|[2009),
MS COCO (Lin et al.|[2014)

CIFAR-2/10 (Krizhevsky!2009),
Zheng et al.|(2023) DDPM (Ho et al.|[2020b) ArtBench (Liao et al.|[2022),
CelebA (Liu et al.[[2015)

CIFAR-2/10 (Krizhevsky/[2009),
ArtBench (Liao et al.|[2022)

CIFAR-20 (Krizhevsky|[2009),
Lu et al.|(2025) DDPM (Ho et al.|[2020b), Stable Diffusion (Rombach et al.}2022) ArtBench (Liao et al.|[2022),
CelebA-HQ (Karras et al.[[2018)

Georgiev et al.|(2023) DDPM (Ho et al.|[2020b), LDM (Rombach et al.}[2022)

Lin et al.|(2025) DDPM (Ho et al.||2020b), Stable Diffusion (Rombach et al.|[2022)

4.1.3 Steering Model Output Change

In contrast to the previous methods, another line of evaluation focuses on the general utility of attribution scores through
data removal or addition experiments. Rather than comparing attribution scores to ground-truth outputs, these methods
assess how model output changes when specific subsets of the training data are removed or added based on their
attribution scores. The key hypothesis is that removing the most influential samples, which are those with the top-k
highest (most positively attributed) scores, should degrade performance, while removing the least useful or harmful
samples (those with the bottom-£ scores) should improve it. This form of steering offers a practical way to validate the
effectiveness of a data attribution method. For this type of evaluation method, the definition of goodness score varies
between different scenarios, which includes but not limits to the magnitude of the prediction logit or loss change (Yeh
et al.,|2022; 'Wang et al., [2024hlh; \Guo et al.| [2021; Barshan et al., 2020; |Koh et al.| 2024} |Lu et al., 2025)), accuracy
drop (Park et al.| 2023} [Fotouhi et al.| 2024} [Wu et al.| 2023b; [Lin et al., |2024c; [Wang et al., [2024g), and change of
FID score (Georgiev et al., 2023} |Lin et al.| [2024a)). Representative experiment setups that inspect model output are
summarized in Table

Brittleness. Brittleness (Ilyas et al., [2022; Moitra and Rohatgi, 2023), which is originally defined as finite-sample
stability by |Broderick et al.|(2020) and Moitra and Rohatgi| (2023), is another important evaluation metric probing the
prediction change of the model trained with a valuable set of data removedE;] Formally, given D as the full training

We note that brittleness was originally defined in the context of traditional classification problems. Accordingly, we adopt the
same setting for its definition.
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dataset and z. a test example, we define the data support of 2, denoted as SUPPORT (2 ), as the smallest subset
S C D such that the counterfactual classifier trained on D \ S mis-classifies ze:

SUPPORT (ziest) = min{|S|, where f(zies; Op\s) # Yz}

where f(Zes; 0 D\s) is the (optimal) classifier trained on D — S and y.,, is the ground-truth label of z. Specifically,
a test example 2y is considered brittle if SUPPORT(zy) is small, i.e., removing only a few training points can
significantly change the model’s prediction on z.g. Notably, Ilyas et al.[(2022) proposes an algorithm that is suitable
for any data attribution method to approximate brittleness utilizing its corresponding attribution scores for a guided
search on optimal S. Several later papers (Park et al.| 2023} Choe et al.,2024) evaluate their proposed data attribution
method via the same algorithm design to compute brittleness.

( )
Limitations. When measuring brittleness, previous papers (llyas et al., 2022} |Park et al.,|2023) typically first
apply a specific algorithm, which utilizes the assumption of additivity of attribution scores (i.e. group influence
can be approximated by the sum of individual influence) to obtain the data support for each test sample. This
assumption is not necessarily true and thus contributes to a mismatch gap between the exact utility of data attribution
method and the brittleness output by the algorithm (Hu et al., [2024a).

( \
Generative model settings. While brittleness is originally used to probe classification tasks (Ilyas et al.,2022), it
can be extended to generative scenarios by modifying the definition of the target function f(z;6). For example,
Park et al.| (2023)) and |Choe et al.|(2024) compute the effectiveness of their proposed methods with the generative
language modeling setting, where for any text query in the training corpus, the classification target can be defined
as the next token associated with the ending token of the query.

L J

Table 16: Representative experiment settings with model output change.

Reference Models Datasets Metrics Task

Language Models

Bae et al.|(2024) GPT-2 XL (Radford et al.|[2019) Wikitext (Merity et al.|[2017) Perplexity Brittleness

Wang et al.|(2025a) GPT-2 small (Radford et al.;[2019) Pile (Gao et al.,[2020) loss change Counterfactual

Diffusion Models

Georgiev et al.|(2023) LBII\D/IPM (Ho et al.|[2020b), ‘ CIFAR-10 (Kri;hevsky. 2009), EID change Brittleness
(Rombach et al.[[2022) MS COCO (Lin et al.[[2014) {y-distance change Counterfactual

CIFAR-2/10 (Krizhevsky|[2009),

{y-distance change

Zheng et al.|(2023) DDPM (Ho et al.}|[2020b) ArtBench (Liao et al.|[2022), CLIP-similarit Counterfactual
CelebA (LCiu et al.|]2015) y
Wang et al. |(2024h) LDM (Rombach et al.| 2022) MS COCO (Tin et al|p074) ~ 10ss/fz-distance change, | ool

CLIP-similarity

4.2 Effectiveness in Downstream Tasks

Overview. Application-based evaluation of data attribution methods assesses their practical utility in real-world
scenarios. Key application domains include data selection (Section [3.1)), fact tracing (Section and adversarial
attacks and defenses (Section[3.3)). We focus on these areas for their heightened relevance in the era of generative AL
For each downstream application, we further discuss the associated evaluation metrics, common limitations as well as
caveats in applying them to generative modeling contexts.

4.2.1 Data Selection

In this evaluation setting, attribution methods are applied to edit the training dataset and their effectiveness is judged
by the change in downstream model performance. The underlying assumption is that a well-calibrated attribution
method assigns high scores to genuinely useful examples and low scores to detrimental ones. Accordingly, retaining
top-ranked data or removing low-quality entries should yield performance improvements, while the inverse should lead
to degradation. The following paragraphs examine common applications of this setting: Selection and Filtering, which
focuses on retaining or discarding samples based on their scores, and Mislabeled Data Detection, which targets the
identification and removal of incorrectly annotated examples. Notable experiment settings are summarized in Table
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Selection and filtering. Whether aiming to retain only the most valuable samples or remove those harmful ones, data
attribution scores are ultimately judged by their impact on downstream performance. As mentioned in Section a
common pipeline is to utilize the score to retain, discard, or re-weight training samples, and then re-train or fine-tune
the model on the edited dataset. The updated model is evaluated on a target dataset, with metrics such as accuracy and
mean log-probability on a holdout set being standard choices (Engstrom et al.| 2024} Xia et al., [2024; Zhou et al., |2024;
Wang et al.,|2024e; Zhou et al.| 2024; Yu et al., 2024; Wang et al., 2024¢}2025b} [2023c; Kang et al., |2023; He et al.}
2024} Chhabra et al., [2024}; |Zhou et al.| |2024; |Wang et al.| 2024e).

When the goal is to filter out low-quality or toxic data (Wang et al.l 2024b; Bejan et al., 2023} |Schioppa et al.| [2022)),
attribution scores guide the identification of such samples. In some cases, their influence is explicitly “unlearned” by
altering the model to forget them (Wang et al., [2024h; [Lin et al.| 20244} [Ye et al.l |2024). Here too, effectiveness is
measured by improvements in downstream metrics, supplemented by task-specific measures such as F1 or exact match
score in question answering tasks (Bejan et al., 2023} [Xie et al., [2024b; [Teso et al., [2021)).

Mislabeled/noisy data detection. As another important application, mislabeled/noisy data detection aims to identify
incorrect labels/noisy features in training datasets. In earlier works, mislabeled/noisy data is curated manually and has
been a standard task to for evaluation (Koh and Liang, |2017; Khanna et al., 2019; |Pruthi et al., |2020; |Kim et al., 2023}
Kwon et al.| 2024} Zhou et al., 2024; Ko et al.,|2024; Bejan et al., [2023}; |Schioppa et al., 2022} Just et al., [2023).

To detect mislabeled/noisy data, different indicators are used to rank the training samples. For example, gradient-based
methods (Koh and Liang| 2017} |Pruthi et al.,|2020; [Park et al.,|2023)) typically compute self-influence by imaging a
test set with the training data point in interest within it and computing the attribution scores between them. In contrast,
shapley-based methods (Ghorbani and Zou, [2019; [Li and Yu, [2023} Wang and Jia,|2023a) do not require specifying the
imaginary test set. They assess the contribution of each training example by considering its marginal impact directly. A
high self-influence score indicates a mislabeled or noisy data point, suggesting that the remaining training data cannot
adequately compensate for its absence.

To evaluate the effectiveness of data attribution methods in identifying such points, most studies compute false positive
and true positive rates under varying thresholds (i.e., number of retrieved samples). Common evaluation metrics include
Area Under the Curve (AUC) (Pruthi et al., [2020; Schioppa et al., 2022; Wang et al., 2025a; Just et al., [2023; |[Ko et al.}
2024; Kwon et al.| 2024)), Average Precision (AP) (Schioppa et al.,2022), and F1 score (Cail [2024)). For this evaluation
protocol, the experiment setting is primarily designed for traditional classification settings rather than generative ones.
Therefore, we omit a detailed coverage in Table

( )
Limitations. Despite the practical appeal, several important limitations should be noted:
* Dependence on high-quality validation set: Data selection and cleaning rely on the existence of a reliable
validation dataset to serve as a proxy for measuring attribution effectiveness. However, constructing such a
dataset is often non-trivial or infeasible in many real-world settings.

* Limited generality of mislabeled data detection. Although mislabeled data detection is a widely studied
task, spanning gradient-based (Koh and Liang, 2017; Pruthi et al., [2020; Schioppa et al., [2022), data Shapley-
based (Wang et al., [2024d; Kwon and Zou, [2022; Wang and Jia, |2023a; |Li and Yul 2023} Kwon and Zou, [2023)),
and more recent approaches (Zhou et al., 2024} Ko et al., 2024} Just et al., 2023; Bejan et al., 2023), its relevance
to evaluating data attribution methods remains questionable. These methods often rely on self-influence scores,
ignoring the relative ranking across the dataset, which contradicts key principles of attribution evaluation.

Generative model settings. We summarize how the data-selection evaluation protocol is specifically instantiated
for large language models and diffusion models.

* Language models: Due to the scale of modern LLMs, the gold-standard of full pre-training on a selected
subset is practically impossible. As a result, most studies resort to continued pre-training of a fixed checkpoint
or fine-tuning on a pruned corpus. This introduces a systematic mismatch: performance gains (or losses)
observed under light fine-tuning may not extrapolate to those achievable via full-scale training, undermining
the fidelity of the evaluation. Moreover, if the chosen performance oracle fails to capture the intended LLM
capability, attribution-guided selection can lead to misleading conclusions about a TDA method’s effectiveness.

* Diffusion models: In vision-generative settings, stochastic sampling and guidance-scale sensitivity introduce
substantial noise into fidelity and alignment metrics. Thus, attribution scores can misrepresent an image’s
true utility and produce unstable evaluation signals. These issues are amplified in text-conditioned diffusion:
image—caption pairs form joint representations, meaning that pruning based on single-modality influence can
degrade the complementary modality’s fidelity results toward high-frequency patterns.
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Table 17: Representative experiment settings with data selection.

Reference Models Datasets Metrics Task
Language Models
g . ] GPT-2 small (Radford et al.||2019) Wikitext (Merity et al.|[2017), . .

Wang et al.|(2025b) Pythia-410M (Biderman et al.[|2023) Pile (Gao et al.|[2020) Accuracy Pre-train
Yu et al.|(2024) Pythia-410M/1B (Gao et al.|[2020) C4 (Raftel et al.}|[2020) Accuracy Pre-train
Thakkar et al.|(2023) mT5-base/large (Xue et al.|[2021) C4 (Raffel et al.}|[2020) F1, Accuracy Pre-train

. ] Pythia-1B (Biderman et al.||2023), Alpaca (Taori et al.|[2023), .
Jiao et al. {2025} Llama-3.2-3B (Dubey ct al.|2024) K-Means-100 (L et al.]2024c) Accuracy  Fine-tune

Llama-2-7B (Touvron et al.|[2023b), - ]
| Llama-3.2-3B (Dubey et al.[[2024), LESS data (X1-a etal ] 2024"’ Accuracy, .
Wang et al.|(2024e) . = Alpaca (Taor1 et al.[[2023), . Fine-tune
Mistral-7B (liang et al [ 202), OpenWebText (Gokaslan and Cohen|[2019) Perplexity
GPT-2 small (Radford et al.[|2019) P ] E
JUNUAP - 3 MMLU (Hendrycks et al.|[2021),
Xia et al.|(2024) Ll““‘l‘wziszgf_lfg ((J{‘l’[‘llvre‘;‘; ft ‘2‘162%?23'”’ TyDi QA (Clark et al.| 2020}, Accuracy  Fine-tune
g etaljj st BIG-Bench Hard (Suzgun et al.||2023)

. . ] Mistral-7B (Jiang et al.![2023), MMLU (Hendrycks et al.|[2021), Accuracy, .
San Joaquin et al. (2024) Gemma-2B (Team ot al.|2074) Ultrachat (Ding et al.|2023] Perplexity ~ [ine-tune
Vision-Language Models
Zhou et al.|(2024) Llava (Liu et al.][2023) Prismatic VLMs instructions (Karamcheti et al.|[2024) Accuracy Pre-train

LLaVA-1.5 instructions (Liu et al.|[2024a),
Liu et al.|(2024b) Llava-1.5-7B/13B (Liu et al.||2024a) SVIT-Mix (Zhao et al.[[2023), Accuracy Fine-tune
Mini-Gemini (L1 et al.||2024b)

Diffusion Models
Xie et al.|(2024a) DDIM (Song et al.|[2021a} MNIST (LeCun ct al ]I D8), Precision  Mislabeled

CIFAR-10 (Krizhevsky![2009)

4.2.2 Fact Tracing and Concept Probing

For these two applications, researchers primarily assess whether a data attribution method can successfully retrieve a
predefined set of training examples that represent specific facts or concepts. The goal is to determine whether high-
or low-scoring training samples align with known positively or negatively influential examples. These may include
fact-providing instances or erroneous and harmful samples in a poisoned dataset. Representative experiment settings
are summarized in Table [I8]

Fact tracing. The goal of fact tracing (Park et al.} 2023; |Akyiirek et al., 2022} Ko et al.,[2024) is to evaluate whether a
data attribution method can accurately identify the "ground-truth" training examples that served as factual sources for a
given test prediction. A closely related task is hallucination tracing, which aims to attribute targeted hallucinations in
model outputs back to perturbed or misleading training examples (Wu et al.,|2024b; [Lin et al., |2024b)). Fact tracing
is typically framed as a retrieval task. Its effectiveness is measured using standard ranking metrics such as Mean
Reciprocal Rank (MRR) (Park et al.,2023;|Liu and Yang} 2024} Chang et al.,|2025) and Recall @k (Akytrek et al.,[2022;
Chang et al.l 2025; |Wu et al.,|2024b). MRR evaluates the rank position of the first correctly identified ground-truth fact,
assigning higher scores when relevant examples appear closer to the top while Recall @ k£ measures the proportion of
test instances for which the true fact appears among the top-k most attributed training examples.

Tail-patch. In contrast to traditional retrieval-based metrics, which often assume that the top-k retrieved samples contain
the target fact, Chang et al.| (2025) propose tail-patch as a more direct evaluation strategy that incorporates model
influence. Specifically, this evaluation method takes one additional training step using a single top-ranked training
example (retrieved based on attribution scores) from the final model checkpoint, and measures the change in the
predicted probability of the target test sample. This directly quantifies the causal impact of each retrieved example on
the model’s behavior.

Attribution by customization. [Wang et al.|(2023b) introduce a novel evaluation framework called Attribution by Cus-
tomization (AbC) for text-to-image models.” AbC involves fine-tuning a pre-trained diffusion model on a single or
a set of exemplar images. It extends the concept of fact tracing by treating exemplar images as ground-truth facts
and evaluating whether the generated outputs can be correctly attributed back to these sources. Similar to other
retrieval-based evaluations, AbC employs metrics such as Recall@k and mean average precision (mAP) to assess
attribution performance. Wang et al.| (2024h) and Brokman et al.| (2024)) also follow this setting to evaluate their
attribution methods on diffusion models.
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Concept probing. In contrast to fact tracing, which is relatively straightforward to define ground-truth labels for
training samples, concept probing presents additional challenges due to the vague and context-dependent nature of
what constitutes a "concept." The definition of a concept often varies depending on the task and use case. For language
modeling, one notable scenario is in the context of multilingual language models where the goal is to investigate
how training data in one language influences performance in another. Here, concept of a specific training data can
be explicitly defined as its corresponding language (Choenni et al., 2023| |2024a). The evaluation metric is termed
Top-k Contribution, which refers to the average percentage of training samples from each fine-tuning language that
contributed to the top-k training samples for a test language. For diffusion models, Brokman et al.| (2024) uses the
CustomConcepts101 dataset (Kumari et al., |2023)), which is a benchmark dataset encompassing various concepts
and their corresponding textual prompts. Similarly, Kwon et al| (2024); Brokman et al.| (2024) build customized
text-to-image datasets with ground-truth concepts to evaluate their proposed methods.

( N\
Limitations. For fact tracing applications, the main limitation lies in the acquisition of high-quality ground-truth
fact defined in the training data. This is also reflected by the scarcity of the available dataset used to test the
attribution methods dedicated to solve these two applications. For example, FTRACE-TREx (Akyiirek et al.| [2022)
and its variant (Akyiirek et al., 20225 Chang et al., 2025) are the only golden-standard datasets for the fact tracing
evaluation (Ko et al., 2024; 'Wu et al.| [2024b; |Park et al., 2023)).

\ Y,

s 2
Generative model settings. We describe how fact tracing and concept probing are adapted and evaluated in two
major classes of generative models, namely language models and diffusion models, as follows.

* Language models: In this setting, language models are fine-tuned on a fact tracing dataset consisting of
abstracts and their corresponding facts, using a masked language modeling (MLM) objective. Since MLM
involves predicting masked tokens from a fixed vocabulary, the task naturally aligns with a v-way classification
problem, where v is the vocabulary size. As discussed in TRAK (Park et al., 2023)), this framing enables the
application of data attribution methods originally developed for multi-class classification tasks.

* Diffusion models: For image generation models, fact tracing and concept probing are often referred to as image
tracing, where the goal is to identify specific training images that contribute to the generation of a given output.
These images may share common styles, subjects, or categories. For instance, |Xie et al.[|(2024a) construct a
synthetic dataset by mixing MNIST (LeCun et al., [ 1998) and CIFAR-10 (Krizhevsky et al.,[2010), and train a
diffusion model on this combined set. For each test sample, they compute the proportion of correctly attributed
training examples among the top-£ influential samples as the evaluation metric.

Table 18: Representative experiment settings with fact tracing and concept probing.

Reference Models Datasets Metrics Task
Language Models
Akyiirek et al.|(2022) - - 1 X = - 3 MRR, Recall, o Tracino
Ko et al.[(2004) mT5-base (Xue et al.|[2021) FTRACE-TREx (Akyiirek et al.|[2022) Precision Fact Tracing
Park et al.|(2023) . - X m - 1 ot Tracing
Liu and Yang[(2024) mT5-small (Xue et al.|2021) FTRACE-TREXx (Akyiirek et al.|[2022) MRR Fact Tracing
Lin et al.|(2024b) Llama-2-7B/70B (Touvron et al.|[2023b) Alpaca|Taori et al.|(2023) Precision Fact Tracing
] ] T-REx (Elsahar et al.{[2018), Tail-Patch, .

Chang et al.|(2025) PALM-154M/1B/8B (Chowdhery et al.|[2023) C4 (Raffel of al.|2020] MRR, Recall Fact Tracing

. | ] PBC (Christodouloupoulos and Steedman]2015), Top-100 .
Choenni et al.|(2024a) mT5-small/base/large (Xue et al.|[2021) Tanzil (Tiedemann| 2012) Contribution Concept Probing

XNLI (Conneau et al.|[2018), Top-100

Choenni et al.|(2023) XLM-R Base (Xue et al.}[2021) PAWS-X (Yang et al.[[2019), Contll?ibulion Concept Probing

MARC (Keung et al.|[2020)

XNLI (Conneau et al.|[2018),
Choenni et al.|(2024b) XLM-R Base (Xue et al.;|2021) PAWS-X (Yang et al.[[2019), Accuracy Concept Probing
MARC (Keung et al.|[2020)

Diffusion Models

Xie et al.|(2024a) DDIM (Song et al.}|2021a) é\;[II*‘\EIS{Tl(()L(elSrl]l;heetszylggg;l Precision Fact Tracing
Brokman et al.[(2024)  Stable Diffusion (Rombach et al.][2022} C““j‘;‘r‘:gl‘i"v‘g?[’{tz ig eln‘ I;“C‘?:;:& ;102 §?23j', lisegeaalinll’;g;’rn ConcepAleCrobing,
‘xggg o 2} gggiﬁ: CDSI\LO( l‘ggg‘; de;ta:i..zgozéi.?l LAION (Schuhmann et aL.| 2022} Recall, mnAP AbC
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4.2.3 Adversarial Attack and Defense

Evaluation of adversarial attack/defense application involves deliberately perturbing or poisoning the training data, and
measuring how effectively data attribution methods can identify these (negatively) influential samples. For instance, |Lin
et al.| (2024b)); Xie et al.[(2024b) construct poisoned dataset and apply attribution methods to locate the injected harmful
data samples. Detection performance is typically quantified using metrics like Area Under the Precision-Recall Curve
(AUPRC) and Area Under the Receiver Operator Characteristic Curve (AUROC) (Xie et al.| 2024b; Lin et al., [ 2024b)).
On the defense side, evaluation methods can also assess how attribution methods help mitigate harmful impacts by
guiding model fine-tuning or data selection processes. For example, studies (Choe et al.,|2024} [Barshan et al., 2020)
study model responses to fine-tuning on harmful data and evaluate improvements using safety-oriented metrics, such as
Attack Success Rate (ASR) and output loss reduction. The notable experiment settings with adversarial attack/defense
are summarized in Table [T0]

Table 19: Representative experiment settings with adversarial attack/defense.

Reference Models Datasets Metrics Task
Language Models
Llama-2-7B/13B-Chat (Touvron et al.|[2023b), — ]
He et al.|(2024) Llama-3-8B-Chat (Dubey et al.|[2024), ]?ol ﬁacf(;(}ggilerete:z‘l 23(2)%" GPT /ig(}){ei’ngz:;?s}{’ Attack
Gemma-7B-Instruct (Team et al.}[2024) y . ]
Lin et al.|(2024Db) Llama-2-7B/70B (Touvron et al.|[2023a) Poisoned Alpaca (Taori et al.{[2023) AUPRC, AUROC Attack
| . . . Alpaca (Taori et al.||2023), .
He et al.|(2024) Llama-2-7B-Chat (Touvron et al.||2023b) Dolly (Conover et al.| 2023) ASR reduction Defense
. . ] . A ToxicChat (Lin et al.|[2023), AUPRC, F1,
Xie et al.|(2024b) Llama-2-7B (Touvron et al.|[2023a) XSTest (Rotiger et al.. 2024) Precision, Recall Defense

4.3 Computational Costs

Parallel to the evaluation on the effectiveness of data attribution methods, time/memory efficiency metrics such as
runtime (Lin et al.| 2024bj [Wang et al., [2024h; [Koh et al.| [2024; Yu et al.[2024; Wang et al.,[2024e; Brokman et al.,
2024; [ Kwon et al.| 2024} Ko et al., 2024; Schioppa et al., [2022; Yang et al., [2025; |Kwon and Zou} 2023} |Wang et al.,
2024¢), throughput (Wang et al.| [2024e| 2025b)), memory storage (Wang et al., [2025b; [Lin et al.| [2024b}; Xia et al.,
2024) and peak GPU memory consumption (Koh et al.,2024; Deng et al.| 2024aj; Wang et al., 2025b) are all commonly
appeared in the data attribution literature.

4.4 Other Evaluation Criteria

Loss curve fitness. For simulator methods (Guu et al.l 2023; |Chai et al., [2024), the evaluation metrics test the ability
to predict the entire training loss trajectory and the final training loss. Thus, the mean squared error (MSE) aggregated
throughout the loss trajectory and the correlation coefficient between the true final-step training loss and the predicted
one are the main metric (Guu et al.,|[2023}; |Chai et al., 2024; |Yoon et al., [2020).

4.5 Suggestions for Future Evaluations

To address existing limitations of evaluation paradigms for data attribution methods, the following directions can be
considered when proposing new evaluation protocols in the future:

4.5.1 Beyond Multi-model Training

According the the previous section, data attribution methods across various models trained on counterfactual datasets can
provide a more comprehensive understanding of data influence. However, training multiple models is computationally
expensive, which is involved in the computation of LOO influence and LDS.

Recommendation. To reduce the computational burden of multi-model training while still capturing the ability
of data attribution to predict counterfactuals, future evaluation protocols should explore scalable approximations to
evaluate large generative models. For example, researchers can investigate surrogate modeling to reduce model size
or ensemble approximation techniques to cut down number of re-trained models needed. These approaches could
help preserve the quality of attribution assessments while significantly lowering computational costs, especially when
dealing with large generative language and diffusion models.
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4.5.2 Attribution Scores as Distributions

For the first time, Nguyen et al.| (2023) introduces a Bayesian formulation of training data attribution. Rather than
treating a trained deep model as a fixed entity, the paper embraces the inherent randomness during model training by
considering the resulting model as a sample from a posterior distribution. The paper also offers the following key
insights: (i) noise dominance: the variance in the data attribution scores can be larger than their average influences
and thus mean estimates might be misleading, (ii) score reliability: for each pair of training-test data, only those with
substantial signal out-weighting the noise can be deemed reliable, and (iii) inaccurate evaluation: stand metrics like
Pearson or Spearman correlation coefficients (Pearson, |1895} [Spearman) |1904)) may fail when the uncertainty is ignored
during the data attribution score comparison.

Recommendation. Based on the observation aforementioned, we can conclude that analyzing the standard deviation
and other statistical properties of the data attribution scores can reveal the consistency and reliability of the attributions.
We encourage the development of evaluation methods that account for the inherent variability in model training and
data sampling processes, together with more nuanced evaluation metrics that are independent of the internal variances.

4.5.3 Benchmark Suite with Standardized Settings

Establishing a comprehensive benchmark suite that includes a series of downstream applications with standardized
settings, including fixed combinations of models, datasets, and evaluation metrics, would facilitate consistent and fair
comparisons of data attribution methods. Recent efforts, such as the development of the dattri library developed
by [Deng et al.| (2025)), have aimed to provide unified APIs and benchmark frameworks to streamline the evaluation
process. Moreover, the suite must cover the full spectrum of generative model classes, including relatively modern
large language models and diffusion models, so that attribution methods can be evaluated under consistent, real-world
settings. Such a standardized, transparent framework will accelerate methodological progress and build confidence in
attribution techniques across diverse use cases.

Recommendation. For future TDA research, we recommend including LDS evaluation alongside downstream
applications such as data selection experiments (fine-tuning on or without selected influential subsets) and explicit
reporting of computational cost (GPU-hours, memory storage and peak GPU memory consumption).

5 The Scope of the Survey

Scope. This survey focuses on data attribution in modern machine learning, with a particulary emphasis on generative
Al Prior to this work, there was only one survey dedicated to the topic of data attribution (Hammoudeh and Lowd,
2024@ yet their focus was on conventional machine learning models and did not cover recent state-of-the-art
development. We also note that while the concept of data attribution has historical roots in fields such as statistics and
econometrics (e.g., robust statistics (Huber and Ronchetti, [2009)), regression diagnostics (Belsley et al., [2005)), and
game-theoretic Shapley values (Shapley} |1953)), these antecedents fall outside the scope of this survey.

Our coverage of data attribution methods (Section[2) is guided by two key criteria: broad representation of major data
attribution paradigms and their (potential) applicability to generative Al models. Notably, although weighted marginal
contribution methods (Section [2.3)) are often computationally infeasible for generative Al due to repeated retraining, we
provide a comprehensive overview given their central role in the data attribution literature and the lack of systematic
treatment in existing surveys (Hammoudeh and Lowd, [2024)). Our discussion of applications (Section E]) centers on
generative Al but also includes scenarios in conventional machine learning (e.g., adversarial attack and defense in
Section[3.3)) where applications in generative Al are currently limited but transferable in principle.

The systematic literature search for this version of survey paper was conducted in March 202 and focused on
influential and peer-reviewed studies related to data attribution with a particular focus on generative Al. The process
began with approximately 40 seed papers selected based on their topical relevance. We then employed a snowball
sampling strategy to expand the literature list by including papers cited by or citing the initial seed papers. To ensure
quality, we filter the papers with proxy criteria based on their publication status and citation count: papers were included
only if they were published in peer-reviewed journals or conferences, or if they were well-cited, defined as having a
citation count greater than or equal to the number of months since the paper’s first preprint became available online.

They refer the field as “training data influence analysis”, while the term “data attribution” has become more standard recently.
2'We have planned an updated literature search to be included in the next version of this survey paper.
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Related topics. We briefly discuss the distinction between data attribution and some closely related topics to better
clarify the scope of this survey paper.

1. Data monetization. Data monetization, sometimes also referred to as “data valuation” (Fleckenstein et al.}
2023)), focuses on deriving economic benefits from data (Najjar and Kettinger, 2013} [Faroukhi et al.| [2020). In
contrast, data valuation or data attribution as named in this survey paper typically emphasizes the contribution
of individual data points or subsets to a model’s behavior with various applications, rather than directly
assigning a market price. While these concepts are related, such data attribution scores may serve as a
prerequisite for monetization but do not necessarily involve commercialization, we have some discussion
about this in Section 3.4

2. Membership inference attacks. Membership inference attack (MIA) aims to determine whether a specific
data sample was included in the training set of a given model (Shokri et al.| 2017} Salem et al.,[2019; [Parisot
et al.l 20215 Hu et al., [2022b)). Such attacks are widely used to estimate the privacy risks of machine learning
systems, particularly in sensitive application domains such as medical records or personal user data (Shokri
et al.} 2017; [Truex et al., 2019). While both MIA and data attribution examine the relationship between a
model and its training data, their objectives and assumptions differ. MIA focuses on a binary classification
problem—inferring whether a given sample was included in the training set. In contrast, data attribution
methods aim to quantify the influence of individual training points on model predictions (Koh and Liang,2017)),
typically under the assumption that the full training set is known or accessible. Despite these differences,
both approaches leverage signals from models (e.g., prediction confidence, gradients, or loss) and share
methodological overlaps, which are discussed in Section [3.3.4]

3. Machine unlearning. Machine unlearning, which focuses on removing the influence of specific training data
from a trained model, often to comply with data removal requests such as those mandated by the “right to
be forgotten” (Cao and Yang, 2015} |Ginart et al., |2019; Neel et al., 2021). Unlike data attribution, which
typically does not modify a machine learning model, machine unlearning aims to reverse the model so it
behaves as if the target data sample had never been used for training. Existing approaches range from exact
retraining to approximate strategies like certified removal guarantees (Golatkar et al.| 20205 Bourtoule et al.}
2021). Both areas benefit from a sample-level understanding of data and model interactions, and in recent
years, the advances of data attribution methods and machine unlearning methods are shown to improve each
other, which is discussed in Section [2.6.1}

4. Differential privacy. Differential privacy (DP) (Dwork and Roth| 2014} |Abadi et al., 2016) is a mathematical
framework that limits what an adversary can infer about any single training example from an algorithm’s
output, and has been widely adopted in deep learning (De et al., 2022} |Yu et al.,2022; |Hu et al.,2024b). Unlike
data attribution, which seeks to quantify individual data influence, DP aims to cap it through randomization.
Despite this difference in goals, both operate at the level of individual samples and thus share methodological
similarities. For example, per-example gradients are central to both: in data attribution, they estimate sample
influence; in DP, they are clipped to bound it. The ghost dot-product technique in Section[2.4.1]is one such
crossover, adapted from the ghost clipping method (Li et al., [2022)) originally developed for DP.

6 The Future of Data Attribution in GenAl

Looking ahead, this section presents a research agenda for data attribution in the era of Generative Al, outlining
key directions intended to guide future work. We delineate our vision for data attribution within this transformative
landscape, identifying the most impactful challenges and opportunities ahead. These points are designed to serve as
both a practical blueprint for concrete research endeavors and a northstar to orient the field towards realizing its full
potential.

1. Scale as a central consideration in data attribution for GenAl. The defining characteristic of state-of-the-
art GenAl is its operation at scales previously unimaginable—billions of parameters trained on petabytes of
data. Scale is not merely a technical hurdle for data attribution methods; it fundamentally shapes the problem
itself, influencing model behavior, data interactions, and computational feasibility. Therefore, a scale-aware
mindset must permeate all research in GenAl attribution. This imperative translates into several interconnected
research thrusts, including: (1) Development of scalable attribution methods (Wang et al., 2025aj; Chang
et al., [2025)); (2) Studying the scaling properties of data influence (Covert et al.|2024); and (3) Leveraging
cross-scale insights (especially small-to-large) (Kang et al.,[2024;|Yang et al., 2024} Khaddaj et al., [2025]).

2. Data attribution for GenAI’s diverse data & paradigms. GenAl models are characterized by the
heterogeneity of their training data—spanning diverse modalities (text, image, video), sources (massive
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web scrapes, curated datasets, synthetic data), and types (raw data, human preferences). Furthermore, their
development involves complex multi-stage processes incorporating various learning paradigms (pre-training,
supervised fine-tuning, RLHF). Data attribution must evolve to handle this multifaceted landscape. This
requires developing attribution strategies capable of: (1) Handling diverse data modalities; (2) Adapting to
more sophisticated learning paradigms, such as RL and RLHF (Hu et al.| 2025)); (3) Understanding cumulative
impact across multi-stage training (e.g., the development of frontier LLMs is a continual effort, and often
times we want to answer the following question: “how much value does this new data point / data source add
to the existing model?”); and (4) Accounting for the usage of synthetic data.

. Data attribution as a foundational tool for interpreting and governing responsible GenAl. Data
attribution serves as a critical lens for peering into the opaque nature of large generative models, providing
essential interpretability and debugging capabilities. While data attribution has a history in traditional machine
learning, GenAI’s unique complexity, emergent behaviors, and challenging failure modes significantly elevate
its importance. It provides actionable insights into key concerns for responsible Al, including identifying
data sources of bias, uncovering potential privacy leaks through memorization, tracing the origins of safety
failures, and understanding intellectual property issues related to training data (e.g., copyright violations).
By establishing a crucial link between model behavior and its training data, data attribution moves beyond
being a purely technical tool to become an essential pillar for building and governing responsible Al systems,
providing the transparency needed for ethical deployment and regulatory compliance.

. Shift towards proactive and dynamic attribution. Moving data attribution from a purely post-hoc analysis
to a more proactive and dynamic process integrated into the GenAl development lifecycle is crucial for
efficiency, control, and continuous improvement. We encourage the field to explore methods that perform
attribution during training to guide data sampling, weighting, or filtering in real-time. This enables early
problem detection and more efficient use of massive datasets |Coalson et al.| (2025)).

. Establish rigorous evaluation and standardized benchmarks for GenAlI attribution. To measure algorith-
mic advancement and ensure the practical utility of data attribution methods for GenAl, the field must move
towards more application-oriented, challenging, and rigorous evaluation. This involves several key steps: (1)
Quantifying the direct impact and effectiveness of attribution methods on crucial downstream GenAl applica-
tions, shifting focus from correlation analysis based on LOO and LDS (which can sometimes be misleading
or easily “fooled”); (2) Establishing application-oriented benchmarks that capture the complexity, scale, and
unique data/model characteristics of GenAl, going beyond simple tasks like mislabeled data detection; and (3)
Standardizing evaluation protocols, defining clear and reproducible procedures within these benchmarks (e.g.,
use ensembles or multiple runs to mitigate noise in the evaluation process).

. Synergy between data attribution and other interpretability methods. Combining insights from data
attribution (understanding data-model relationships) with other interpretability techniques such as mechanistic
interpretability (Elhage et al.|[2021}Sharkey et al., [2025) (understanding model internals) offers a powerful
path towards achieving truly comprehensive understanding, control, and improved development of GenAl
models (Zhang et al.| 2025c;|Cohen-Wang et al., 2025 |Hua et al.| 2025)).
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A Notation

Table 20: Common notation used throughout the paper.

Symbol Meaning

zi = (i, Yi) i-th training example (input, label)
Zt(ejsz (j-th) Query/test example

D = {z} Training Dataset

Deya = {Zt(eg}
SCD

Query/test dataset
Data subset

f(S;0) Target function (usually depends on some data .S and model )
0 Model parameters after training
£(z;0) Per-example loss function

gi = Vol(2;,0)
Hy
)

Empirical risk (training objective)
Gradient of loss for z;
Hessian of L(6)

H (5 = Hp+ A\ Damped Hessian (regularized)

F Fisher Information Matrix

F; Block-diagonal FIM for layer

G Stacked gradient matrix [g1, ..., gn] "

P Projection matrix (e.g., random projection)
¢ =Py Projected gradient for z;

O =1[p1,...,0n]" Stacked projected gradients

TTDA (Zu Ztest)

Influence of z; on query 25 under TDA method TDA

Number of layers in the model
Number of model parameters
Parameters per layer

Reduced dimension after projection
Number of training examples
Number of query/test examples
Batch size

Training step or checkpoint index

T3S Y AT~

B Derivations

B.1 Derivation of Banzhaf value

Without loss of generality, define M = X "W X € R"" and X; := 214(i) — 1. We transform X into a matrix with
elements of 1 or —1. Then we have

Myj = o S%jn](zlsa) ~1)(21s() - 1) = {3 Lo A
Therefore, it’s easy to see
M~ =21
and
0; = 2c;, (20)

where ¢; := 5= > (21 sy — 1) fa(z; S). We can rewrite the above solution as

0 = 5is (X Fal=SUGN — Y fal=9). @n

S;j¢S S;i¢sS

In this case, 9;-‘ is the Banzhaf value.
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