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Abstract—Over the last 15 years, blockchain technologies
have evolved into a heterogeneous ecosystem with numerous
practical applications. The diversity of blockchain data models –
ranging from UTxO-based to account-based systems and evolving
towards smart contract platforms – has led to fragmentation
in how blockchain data is stored, accessed, and analysed. This
heterogeneity hinders interoperability, complicates cross-chain
analytics, and limits reproducibility in blockchain research. In
this paper, we present a comprehensive study of blockchain data
unification, covering a wide range of academic and commercial
approaches. We examine their underlying data structures and
identify key limitations in existing solutions. Building on these
insights, we propose a unified data model that abstracts and
flattens token transfer data while capturing the semantics of both
UTxO and account-based paradigms. We conclude by outlining
future research directions to further validate and extend this
model across diverse blockchain ecosystems.

Index Terms—public blockchain, blockchain data, distributed
ledger technology, standardisation, data structure

I. INTRODUCTION

Since Satoshi Nakamoto published the seminal Bitcoin
whitepaper [1], distributed ledger technologies (DLTs) have
emerged as a disruptive innovation in several fields span-
ning across finance, logistics, healthcare, cybersecurity, and
entertainment. Over the past decade, the original concept has
evolved across a broad range of novel implementations, over-
coming various initial limitations of Bitcoin, such as privacy
protection, inefficiencies of consensus protocols, excessive
energy consumption, transaction throughput constraints, and
smart contracts support.

The blockchain ecosystem has evolved into a complex
taxonomy of DLTs, each defined by specific properties, con-
sensus mechanisms, and user interactions. Moreover, integrat-
ing smart contract functionality on selected blockchains has
enabled virtually limitless classes of applications, broadening
the scope of the initial financial use case for blockchains.
These systems now support a diverse portfolio of assets –
from native cryptocurrencies to various other tokens – tailored
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for specific use cases while serving as a fertile ground for
research into transaction networks, cryptocurrency economics,
and forensic analyses of illicit activities.

Each blockchain generates publicly accessible data en-
capsulating transactions, addresses, metadata, and complex
constructs such as smart contracts and internal transactions.
These smart contracts enable decentralised finance (DeFi)
applications, which extend traditional financial services on
decentralised networks. Data from DeFi applications is stored
on blockchains in granular detail – publicly available while
user identities remain pseudonymized – making it ideal for
comprehensive analysis. Beyond this, inter-blockchain opera-
tions facilitated by bridges add another layer of complexity.

Although available, distributed ledger data is not straight-
forward to browse and analyse because it lacks consistent,
indexed, user-friendly data structures, representations, and
associated APIs. Each blockchain tailors its architecture to
specific use cases, making data access and interpretation chal-
lenging. Whereas emerging commercial entities compete to
provide unified blockchain data services, their offers are often
prohibitively expensive for most potential users and academic
research. The absence of open, standardised, and unified data
structures, representations, and APIs forces researchers to
waste a considerable amount of their efforts in data collec-
tion, indexing, and organisation, rendering blockchain research
costly, time-consuming, difficult to replicate, and ultimately
inefficient.

This paper explores the challenges of a unified blockchain
data structure, reviews the academic and commercial state-
of-the-art, and proposes a framework for standardising digital
asset or token transfers within a unified data structure. We
make several contributions to the field of blockchain research:

1) We identify and analyse the primary challenges of
identifying unified blockchain data structures, particu-
larly focusing on issues such as data representation,
standardisation, modularity, and reusability;

2) We provide a comprehensive review of theoretical and
practical tools that address blockchain data standardisa-
tion, highlighting their strengths and limitations;

3) We introduce a novel abstract data structure for token
transfers designed to bridge the gap between academic
or theoretical insights and current commercial practices.
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Fig. 1. The Decentralised Finance Stack (reproduced from Schär (2021) [2])

The rest of this paper is structured as follows: Section II
discusses the challenges of blockchain data unification. Theo-
retical and practical tools aimed at blockchain standardisation,
including academic and commercial solutions, are reviewed
in Section III and Section IV, respectively. Section V in-
troduces a unified abstract data structure for token transfers.
To contextualise the contributions in this paper, Section VI
presents relevant blockchain data and analysis surveys, as well
as limitations of the current endeavour and possible further
directions for blockchain data unification. Finally, Section VII
presents our conclusions.

II. CHALLENGES TO BLOCKCHAIN DATA UNIFICATION

In this section, we analyse the challenges associated with
harmonising blockchain data models and access by looking
at differences in system architecture, issues associated with
assets and tokens, interoperability, and data duplication. We
conclude with a reflection on the heterogeneity of settlement
layers and the evolution of token standards in order to propose
a theoretical basis for future standardisation solutions.

Unifying blockchain data models presents significant chal-
lenges, both in incorporating the appropriate abstraction el-
ements across various layers of blockchain systems [2] and
in accessing data from different blockchain platforms. As
illustrated in Figure 1, the foundation lies in the settlement
layer, responsible for achieving consensus and maintaining
the blockchain ledger. Above it lies the asset layer, which
encompasses both native assets and tokens issued via smart
contracts on the underlying blockchain. Building on these is
the protocol layer, which introduces interoperable standards to
compose complex smart contract-based activities. Each layer
introduces unique structures and semantics, making consistent
modelling across blockchains a non-trivial task. Although
the diagram also includes the Applications layer and the
Aggregations layer, these operate off-chain. Accordingly, we
have chosen not to focus on these layers in this paper.

Implementing a practical solution requires striking a balance
between the availability of blockchain data and the efficiency
of storage and querying for specific use cases. This paper
focuses on establishing a standardised and unified data frame-
work for token transfers – a targeted approach that underpins
a broad array of frequent research use cases. Achieving
this objective first requires identifying the abstract processes

common to all blockchains – especially at the blockchain and
asset layers.

A. Differences in Operationalization and Architecture

One of the primary challenges lies in the variation in
data organisation and supported operations across different
blockchain architectures. At the heart of this complexity is
the accountancy system of the public ledger, which typi-
cally falls into two distinct categories: account-based and
unspent transaction output (UTxO-based) blockchains. The
key difference is in how transactions are processed: account-
based blockchains, such as Ethereum, store user balances in
accounts, while UTxO-based blockchains, like Bitcoin, trace
unspent transaction outputs, akin to tracking change from cash
transactions.

Furthermore, smart contracts (SCs) introduce an additional
layer of complexity. SCs are self-executing programs deployed
on the blockchain that manage and store state variables – such
as user balances for a given token – which are updated through
internal transactions. They enable the creation of complex
protocols – such as DeFi – and digital assets – such as fungible
ERC-20 tokens and non-fungible ERC-721 tokens (NFTs) –
to be issued, transferred, or deleted under specified conditions.
Unlike native token transfers, which are recorded directly
on the ledger, internal transactions occur within the smart
contract logic. This makes them inherently less transparent
and more challenging to track.

As a result, extracting and analysing SC data often requires
additional decoding steps to accurately interpret internal state
changes, since these operations do not appear as explicit asset
transactions on the ledger. Although traditional UTxO-based
cryptocurrencies did not support SCs, newer systems such
as Cardano [3], [4] have decoupled the core accountancy
mechanism of the ledger from its SC functionalities. This
separation enables the integration of stateful contract logic
within the UTxO framework without altering its fundamental
transaction model.

B. Native Assets and Smart Contract Tokens

Initially, most blockchain ledgers were designed to track the
native protocol asset of each blockchain, such as BTC for
Bitcoin or XMR for Monero. These assets are transferred
between accounts or transaction outputs through regular trans-
actions. Native assets are generated through the blockchain’s
validation process (e.g. mining in Bitcoin) and are integral to
the blockchain’s economic system.

The advent of SC platforms, such as Ethereum, introduced
token issuance: where additional digital assets, known as SC
tokens, are created and managed by SCs on the blockchain [2].
These platforms facilitate token issuance beyond the capabili-
ties of native assets, with operations such as minting, burning,
or freezing providing greater flexibility. However, this in-
creased functionality also complicates the standardisation and
analysis of these assets across different blockchain systems.
This evolution underlines the importance of studying the asset
layer in blockchain systems.



C. Interoperability and Data Duplication

Scaling Solutions (Layer-1, Layer-2, and Sidechains):
Layer-1 (L1) refers to the base blockchain – such as Ethereum
or Bitcoin – that maintains the original consensus mechanism
and ledger. By contrast, Layer-2 (L2) solutions are built on
top of L1 protocols to enhance scalability by processing
transactions off the main chain while inheriting its security
guarantees. Examples include Optimism and Arbitrum in the
Ethereum ecosystem. Sidechains, like Polygon, are indepen-
dent blockchains operating parallel to L1; they interact with
the parent chain but follow separate consensus rules. These
differing architectures pose challenges for standardising data
due to their distinct transaction processing and validation
mechanisms.

Cross-Chain Interoperability and Data Duplication:
Bridges enable interoperability by facilitating asset and data
transfers across otherwise isolated blockchain networks. How-
ever, this process can result in the replication of data across
distinct chains, contributing to data duplication. In parallel,
permanent chain forks introduce additional challenges in en-
suring consistent data across split ledgers.

Testnets: Testnets replicate the live blockchain environment
for development and testing purposes. Examples include
Göerli, Sepolia and Holesky in the Ethereum ecosystem.
Although testnets follow the same protocols as their corre-
sponding mainnets, they operate on distinct ledgers, and the
assets within them hold no financial value. This separation
allows developers to experiment with new features without
risking real assets and avoids complications related to data
duplication in a production environment.

D. Heterogeneity of Settlement Layers

Even at the settlement layer – where operations and tokens
are generally standardised – significant heterogeneity remains
a challenge for data unification. While UTxO-based and
account-based blockchains represent the two major paradigms,
many DLTs deviate from these models or introduce novel
features that alter their data structures. Even within ecosys-
tems featuring multiple layers and compatible tokens, like
Ethereum, there is a diverse range of blockchain technologies
in active use, each with its own settlement protocols. For
example, of the 100 tokens with the highest market cap in early
2023, 46 were native tokens used directly by the community
(i.e. associated with L1 chains) [5].

Many other L1 blockchains exhibit completely novel oper-
ations and lack compatibility with Bitcoin or Ethereum. For
example, NANO [6] employs a unique structure in which
each account maintains its own chain, while Solana [7] pro-
cesses transactions containing numerous instructions that can
be signed by multiple users. Furthermore, Cardano [8], [9],
which uses a proof-of-stake settlement mechanism, extends
the UTxO model to support SCs through its extended UTxO
(eUTxO) model [3], [4].

Despite these differences, most settlement-layer operations
fundamentally involve transferring and recording information

on a public ledger. Conceptualizing blockchain operations as
flows – the movement of data or digital assets between source
and destination – provides a useful abstraction that enables
comparison across these heterogeneous systems.

E. Token Standards and Decentralised Applications (dApps)

Ethereum tokens adhere to well-defined tokenization stan-
dards that ensure consistency and interoperability. Fungible
tokens follow the ERC-20 standard [10], while non-fungible
tokens (NFTs), which are unique and traceable, are governed
by the ERC-721 standard [11]. In addition, ERC-1155 [12]
facilitates the management of multiple token types within a
single contract. These standards define common data fields
and functions, promoting both intra-standard consistency (e.g.
within ERC-20 tokens) and cross-standard interoperability;
for instance, ERC-20 can interoperate with BRC-20 [13],
a standard that enables the issuance of non-fungible tokens
on the Bitcoin blockchain, thereby expanding cross-chain
interoperability [14].

Building on these token standards, a wide range of de-
centralised applications (dApps) and decentralised finance
(DeFi) protocols have emerged. These systems leverage SCs to
facilitate peer-to-peer transactions with enhanced transparency
and security. DeFi platforms – such as decentralised exchanges
(DEXs), lending protocols, and yield farming platforms – have
rapidly gained popularity by offering users access to financial
services without relying on traditional banks. The programma-
bility of SCs also enables the creation of customisable financial
products, including synthetic assets, derivatives, staking (and
related operations), and other innovative financial instruments,
further expanding the possibilities of decentralised ecosystems.

Moreover, governance tokens have become a fundamental
element of decentralised autonomous organisations (DAOs),
granting token holders voting rights on key decisions – ranging
from protocol upgrades and fee structures to governance
proposals. By allowing stakeholders to participate directly in
decision making, governance tokens promote a more transpar-
ent, inclusive, and democratic system, ensuring that control
remains decentralised and within the community rather than
centralised in a single authority.

The growing adoption of DLTs has resulted in a fragmented
ecosystem, where diverse architectures and data structures
pose significant challenges to interoperability, analysis, and
unified data processing. In the following sections, we examine
key theoretical and practical approaches aimed at bridging the
gaps between these disparate models.

III. THEORETICAL AND ACADEMIC SOLUTIONS

Theoretical and academic solutions to blockchain unification
focus on developing abstract models, formal methods, and con-
ceptual frameworks that can bridge the gaps between different
blockchain architectures. Table I summarises theoretical and
academic solutions, detailing their focus, covered blockchains,
key contributions, and limitations.



TABLE I
COMPARISON OF THEORETICAL AND ACADEMIC SOLUTIONS

Paper Focus Blockchain Covered Key Contribution Limitations
Unified Data Structure
A Unified Data Model
for Blockchains [15]

Schema-matching
algorithm for blockchain
data unification

Ethereum
(account-based),
NANO
(block-lattice)

Identifies semantically similar
fields and maps them for
cross-chain integration

Limited to Ethereum and NANO,
does not generalize to all
blockchain types

Chimeric Ledgers [16] Unified ledger model
bridging UTxO and
account-based systems

UTxO
(Bitcoin-like),
Account-based
(Ethereum-like)

Defines abstract data types and
conversion functions, leading to
the Extended UTxO model in
Cardano

Focuses on theoretical abstraction;
lacks real-world implementation
for multiple blockchains

Blockchain
Networks [17]

Network representations
of different blockchain
transaction models

UTxO (Bitcoin,
Litecoin, Monero),
Account-based
(Ethereum, Ripple),
DAG-based (IOTA)

Categorises blockchain transaction
models and highlights challenges
in interoperability

Does not propose a unified model
or solution for cross-chain
interactions

Data Processing & Analytics Framework
A General Framework
for Blockchain
Analytics [18]

General-purpose
blockchain analytics

Bitcoin, Ethereum Provides a flexible,
SQL/NoSQL-based framework for
structured blockchain analysis

No unified support for both
blockchain models; lacks
real-time network analytics

BlockSci [19] High-performance
blockchain analysis
platform

UTxO-based
(Bitcoin, Litecoin,
Dash, Namecoin)

Efficiently parses and analyses
blockchain transaction graphs
with address clustering

Does not support Ethereum or
Monero due to different
transaction paradigms

GraphSense [20] Cryptoasset analytics for
transaction tracking

UTxO-based
(Bitcoin, Litecoin,
Bitcoin Cash,
Zcash)

Provides a modular, extensible
framework with interactive
dashboards and API access

Limited to UTxO blockchains;
lacks support for Ethereum and
real-time updates

A. Unified Data Structure Proposals

A Unified Data Model for Blockchains: Meyer et al.
(2022) [15] propose a clustering-based schema-matching al-
gorithm to unify the data models of multiple blockchains.
This method identifies semantically similar fields in different
blockchain structures and maps them together. The study fo-
cuses on Ethereum and NANO. Ethereum follows an account-
based model, where a single state ledger records account bal-
ances. In contrast, NANO operates on a block-lattice structure,
where each account has its blockchain, and each transaction
is represented as a single block. Despite these differences, the
study finds that both blockchains share fundamental concepts,
such as the movement of tokens between accounts, which
enables meaningful cross-chain data mapping despite their
architectural differences.

Chimeric Ledgers: Zahnentferner (2018) [16] proposes a
unified ledger model that bridges the gap between UTxO-
based and account-based blockchain systems. Based on the
UTxO model introduced by Atzei et al. (2017) [21], this
approach defines abstract data types for both accounting styles
and provides conversion functions between them.

For UTxO-based blockchains, transactions reference un-
spent outputs from previous transactions, and the ledger is
modelled as a list of transactions. Balance computation re-
quires traversal of the entire ledger. The abstract data types
for the UTxO-based model are:

Ledger := List[Transaction]
UTxOTx := (inputs : Set[Input], outputs : Set[Output],

forge : Value, fee : Value)
Output := (address : Address, value : Value)

Input := (tx : Id, index : Int)

where address represents the recipient, tx refers to the
transaction identifier, and index denotes the specific output
being referenced.

For account-based blockchains, transactions directly modify
account balances. A nonce field is required to prevent replay
attacks, and transactions explicitly reference sender and re-
ceiver addresses. The abstract data type is defined as:

AccTx := (sender : Option[Address],
receiver : Option[Address], value : Value,
forge : Value, fee : Value, nonce : Int)

The proposed translation mechanism defines an equivalence
relation between UTxO-based and account-based transactions,
considering two transactions equivalent if they share the same
forged amount, fees, and net balance effect. To facilitate the
conversion, the author introduces the HybridTx type, which
represents transactions by mapping addresses to values rather
than treating them as distinct entities.

HybridTx := (inputs : Map[Address,Value],
outputs : Map[Address,Value],
forge : Value, fee : Value, nonce : Int)

DepTx := (inputs : Set[Input], depositor : Option[Address],
forge : Value, fee : Value)

WithTx := (withdrawer : Address, outputs : List[Output],
forge : Value, fee : Value, nonce : Int)

This approach bridges UTxO and account-based models by
decomposing transactions into deposit and withdrawal opera-
tions, effectively linking balances across both frameworks.

Building on this work, the Extended UTxO model (EUTxO)
has been formalised, incorporating these concepts into the
UTxO model with smart contracts developed by the Cardano
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Fig. 2. Three Main Blockchain Network Models (reproduced from Wu et al. (2021) [22])

research team [3]. An implementation in the functional pro-
gramming language Agda is available in [23].
Blockchain Networks: Akcora, Gel, and Kantarcioglu
(2022) [17] review the network representations of transaction
data in six major blockchains. The authors categorise network
models based on the transaction models. Figure 2 illustrates
the three primary blockchain network models identified in their
study, reproduced from Wu et al. (2021) [22].

1) UTxO-based Blockchains (e.g. Bitcoin, Litecoin, Mon-
ero, Zcash), where transactions consume unspent outputs
from previous transactions and generate one or more
outputs. This structure forms a transaction graph, where
nodes represent transactions and edges connect inputs to
outputs. Two network representations can be derived:

• The Transaction network omits addresses, connect-
ing transactions directly, useful for anti-money laun-
dering (AML) analysis (Figure 2 (a)).

• The Address network, the most commonly used
graph model for UTxO networks, creates edges
between addresses (Figure 2 (b)).

To infer ownership, multiple addresses can be clustered
based on heuristics such as multi-input and change ad-
dress detection [24]–[26]. Privacy-focused blockchains,
such as Monero and Zcash, introduce cryptographic
enhancements to obscure transaction details.

2) Account-based Blockchains (e.g. Ethereum, Ripple)
modify account balances rather than generate new out-
puts, simplifying transaction networks. Ethereum sup-
ports SCs and consists of three node types: externally
owned accounts (EOAs), smart contract accounts (CAs),
and the NULL address. Based on these, three types of
networks can be constructed:

• The Transaction network captures native currency
(Ether) transfers between accounts, similar to the
UTxO-based Address network. Edges represent the
movement of native tokens (Figure 2 (c)).

• The Token transaction network represents token
trade through internal SC transactions (e.g. ERC-20
and NFTs).

• The Trace network represents a sequence of contract
calls, capturing interactions between CAs and EOAs
within the transaction.

Ripple, a permissioned blockchain, uses a credit network
where trust lines indicate that the source address trusts
the target address.

3) DAG-based Blockchains (e.g. IOTA) introduce a Di-
rected Acyclic Graph (DAG) structure known as the
Tangle rather than a linear chain to improve scalability.
Two models can be derived:

• The Tangle network is a DAG where nodes repre-
sent transactions, and edges indicate approvals of
previous transactions.

• The Transaction network represents the money flow
network adopted from the UTxO transaction model.

While these models provide efficient mechanisms for trans-
action handling, they lack a unified framework for cross-model
interoperability. Challenges persist in integrating Layer-2 scal-
ing solutions and enabling seamless cross-chain transactions.

B. Data Processing and Analytics Frameworks

A General Framework for Blockchain Analytics: Bartoletti
et al. (2017) [18] present a general-purpose blockchain an-
alytics framework that supports both Bitcoin and Ethereum,
implemented as an open-source Scala library. The framework
constructs data views stored in SQL or NoSQL databases
and provides modular APIs representing blockchain entities,
such as blocks, transactions, and metadata. It also integrates
with external data sources, such as cryptocurrency exchange
rates and address tags. The authors evaluate the framework
through various use cases, including protocol-specific analysis,
transaction fee dynamics, and address tagging.

While the framework offers greater flexibility than other
blockchain parsers, supporting multiple databases and external
data integration, it lacks capabilities for analysing network-
level events (e.g. information propagation, forks, and attacks),
which require a full node. The framework is scalable and
adaptable for blockchain data analysis. However, it does not
unify the data structures of Bitcoin and Ethereum, meaning
each blockchain requires accessing separate data sources.

BlockSci: A Blockchain Analysis Platform: BlockSci [19]
is an open-source blockchain analytics platform written in
C++ that parses raw blockchain data into transaction graphs,
indexes, and scripts for querying and visualisation through
Jupyter notebooks. It supports UTxO blockchains, including
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Fig. 3. The Blocksci Transaction Structure (reproduced from Kalodner et al.
(2020) [19])

Bitcoin, Bitcoin Cash, Litecoin, Namecoin, and Dash. It does
not support Monero (due to its non-DAG transaction structure),
Ethereum (due to its complex scripting), or Zcash (due to
the use of zero-knowledge proofs that obfuscate transaction
details).

BlockSci’s architecture enables fast analysis by loading
transaction graphs into memory and using a custom parser to
extract transaction data into a unified intermediate format. It
constructs a transaction graph while exposing only the longest
chain, omitting orphaned and stale blocks. Many analytical
operations use MapReduce to compute transaction values and
fee distributions. For address clustering, it employs heuristics
such as multi-input and change address detection [27], except
in cases of CoinJoin transactions (a mixing service) [28].

Figure 3 displays the entity-relationship (ER) diagram of
the BlockSci transaction structure. Each transaction entry in
BlockSci’s core transaction graph consists of a fixed-size
header followed by variable-length input and output arrays.
The header includes metadata fields such as the real size
(32 bits), base size (32 bits), locktime (32 bits), input count
(16 bits), and output count (16 bits). Each input occupies
128 bits and includes the spent transaction ID (32 bits),
address ID (32 bits), value (60 bits), and address type (4
bits). Similarly, each output also occupies 128 bits and stores
the spending transaction ID (32 bits), address ID (32 bits),
value (60 bits), and address type (4 bits). This compact and
uniform structure allows for memory-efficient storage and fast
sequential iteration, which is crucial for analyses that benefit
from the spatial locality of reference.

While BlockSci offers a structured approach to blockchain
analytics, it is limited to UTxO-based blockchains and lacks
support for account-based models like Ethereum. Additionally,
the absence of built-in address labelling or tagging restricts its
ability to link addresses to real-world entities, making it less
suitable for certain kinds of analysis.

GraphSense: A General-Purpose Cryptoasset Analytics
Platform: GraphSense [20] is an open-source cryptocur-
rency analytics platform designed for in-depth investigation

of money flows and customised analytics. It is built as a
modular and extensible analytics pipeline, managed using
Docker and Docker Compose, and consists of the following
key components:

• Data Aggregation: Collects data from UTxO-model
blockchains (e.g. Bitcoin, Bitcoin Cash) using
BlockSci [19], as well as external sources like TagPacks
(attribution tags) [29] and cryptocurrency exchange rates.

• Data Transformation and Storage: Performs the fol-
lowing tasks: (1) Ingests blockchain and external data
into Apache Cassandra, a NoSQL backend, for efficient
processing; (2) Transforms data to compute transaction
statistics and cluster addresses; and (3) Generate struc-
tured address and entity graphs.

• User Interfaces: GraphSense offers a REST API and
Apache Spark integration, along with a visual dashboard
for interactive data exploration and analysis.

GraphSense offers higher-level graph abstractions and col-
laborative address tagging (TagPacks) compared to other
blockchain analytics tools. However, its key limitations include
support only for UTxO-based blockchains and the lack of
real-time transaction updates, as updating address clusters and
recomputing graph abstractions require significant computa-
tional resources.

C. Discussion

Theoretical and academic studies mainly tackle the challenges
of unifying blockchain data structures and outline analyti-
cal frameworks. On the data unification front, prior works
such as Meyer et al. [15] and Zahnentferner [16] propose
schema-matching algorithms and abstract transaction models
to reconcile architectural differences between blockchains –
particularly between UTxO and account-based paradigms.
These approaches lay important theoretical groundwork but
remain limited in scope, either focusing on a narrow set of
blockchains or lacking real-world deployment.

Meanwhile, analytics frameworks like BlockSci [19],
GraphSense [20], and Bartoletti et al. [30] provide pipelines
for blockchain data processing, primarily targeting UTxO
systems. However, they did not propose a unified analytics
framework across transaction models. With the partial excep-
tion of BlockSci, these efforts do not demonstrate scalable
deployment in practice. While these works highlight founda-
tional progress, a scalable, practical, and cross-model solution
for unified blockchain data analysis remains needed.

IV. COMMERCIAL PLATFORMS AND PRACTICAL TOOLS

The increasing demand for blockchain data access has led to
the development of various practical tools, some commercial
and some open-source, aiming to offer structured, scalable, and
user-friendly access to blockchain data, eliminating the need
to operate full nodes. While some services focus on raw data
retrieval, others offer analytics, indexing, and visualisation
capabilities. Table II compares these data tools based on data
availability (raw, decoded, off-chain), query endpoints, and
backend databases.
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COMPARISON OF BLOCKCHAIN DATA PLATFORMS
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Query Endpoint Backend DB

Node-as-a-Service
Infura 19 ✓ ✓ JSON-RPC Unknown
QuickNode 60 ✓ ✓ ✓ ✓ ✓ C C JSON-RPC Unknown
Alchemy 38 ✓ ✓ C C JSON-RPC Unknown
Moralis 18 ✓ ✓ C C C C C C ✓ JSON-RPC Unknown
Data Processing
Blockchain ETL 18 ✓ ✓ ✓ ✓ ✓ SQL Google BigQuery
Cryo 6 ✓ ✓ C C Command Line,

Python library
Raw table files

Data Provider
Blockchair 17 ✓ ✓ ✓ JSON-RPC Unknown
BitQuery 10 ✓ ✓ C C C GraphQL Unknown
GoldRush 75 ✓ ✓ ✓ C C C C JSON-RPC Unknown
Transpose 12 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ JSON-RPC, SQL Unknown
The Graph (and
Messari Subgraphs) 71 ✓ ✓ ✓ C C C C C GraphQL Firehose

Data Query & Analytics Tool
Blockscout 47 ✓ ✓ ✓ ✓ ✓ JSON-RPC, GraphQL PostgreSQL
Dune Analytics 47 ✓ ✓ ✓ ✓ C C C C ✓ C ✓ SQL, JSON-RPC DuneSQL
Flipside Crypto 30 ✓ ✓ ✓ ✓ ✓ ✓ C C C C ✓ SQL, JSON-RPC dbt, Snowflake
Footprint Analytics 31 ✓ ✓ ✓ C C C ✓ ✓ ✓ SQL, JSON-RPC SQL
Allium 62 ✓ ✓ ✓ ✓ ✓ C C C C ✓ SQL, JSON-RPC PostgreSQL,

Snowflake, DataBricks,
Bigquery, S3, GCS

Note:
• ✓: The tool/platform provides an endpoint or access to this data.
• C: The tool/platform provides a unified endpoint for multiple blockchains, with documentation demonstrating unification (e.g. using

the same endpoint or offering a single documentation for multiple chains).

A. Node-as-a-Service

Infura [31], in collaboration with MetaMask, provides scal-
able blockchain infrastructure, allowing developers to interact
with various blockchains through JSON-RPC APIs without the
need to run their own nodes. It supports Ethereum, Polygon,
Optimism, Avalanche, and IPFS, featuring multi-chain access,
archive data querying, and a decentralised infrastructure net-
work (DIN) for reliability.

QuickNode [32] provides blockchain infrastructure with
JSON-RPC APIs for accessing 60+ blockchain nodes. It also
provides additional APIs for enhanced functionality, including
streams (for real-time data), rollups (for deploying Layer 2 or
3), IPFS storage, and Token/NFT APIs.

Alchemy [33] provides Chain APIs (for blockchain node ac-
cess, similar to Infura and QuickNode) and enhanced APIs for
NFT tracking, token analytics, and price data. The Transfers
API is its key feature, consolidating token transfer records
for native tokens, ERC-20, ERC-721 (NFT), and ERC-1155,
simplifying wallet and on-chain activity tracking.

Moralis [34] is a Web3 development platform that offers its
own APIs for accessing real-time blockchain data, user au-
thentication, and multi-chain support. Moralis includes a DEX

Trades API, which enables developers to track decentralised
exchange transactions, and a DeFi API, which allows users
to view their DeFi positions per wallet, including liquidity
pools, staking, and yield farming positions across various DeFi
protocols. Moralis also supports IPFS storage via its File API.

B. Data Processing

Blockchain ETL [35] is an open-source Extract, Trans-
form, Load (ETL) framework for processing and analysing
blockchain data. It supports UTxO chains (Bitcoin, Litecoin,
Zcash), EVM-compatible blockchains (Ethereum, Polygon,
Avalanche, Arbitrum), and non-EVM chains (Solana, Polka-
dot, Tezos).

While public datasets are accessible via Google Cloud
BigQuery, the open-source ETL framework allows users to
run data extraction on their own nodes. The data schema varies
based on blockchain type:

• UTxO Blockchains use a standardised schema with tables
for blocks, transactions, inputs, and outputs. However,
significant data redundancy exists, as the transactions
table contains the most relevant information, including
block metadata and input/output details.



• EVM-Compatible Blockchains follow a five-table
schema, i.e. blocks, transactions, logs, receipts,
decoded events, to capture contract interactions and
transaction outcomes. Ethereum datasets also include
additional tables for account state, token transfers, and
traces, which capture internal contract execution.

These datasets provide a structured and comprehensive re-
source for blockchain researchers and analysts, enabling the
processing and exploration of large-scale data. However, they
do not inherently unify UTxO and account-based models, as
the ETL framework and datasets are stored separately.
Cryo [36] is an open-source blockchain data extraction tool
compatible with Ethereum and EVM chains, such as Opti-
mism, Polygon, and Avalanche. It offers command-line and
Python integration, allowing users to extract, filter, and format
blockchain data into tabular formats, such as Parquet, CSV,
JSON, or Python DataFrames. Cryo supports data filtering
based on block ranges, contracts, transactions, logs, traces,
and state changes.

C. Data Providers
Blockchair [37] provides aggregated statistics and raw data
across 17 blockchains, including Bitcoin-like, Ethereum, and
other blockchain types (Ripple, Stellar, Monero, Cardano,
Mixin). It supports JSON-RPC API requests, SQL-like queries
for filtering and aggregating data, and daily data dumps for
large-scale analysis.
GoldRush [38] (formerly Covalent’s Unified API) offers
structured multi-chain data APIs for wallets, NFTs, and trans-
action tracking over 75 blockchains. Its APIs include:

• The Wallet API to trace token balances, transfers, prices;
• The Transactions API for historical transaction data with

readable log events;
• The NFT API for metadata and trading history;
• The Cross-Chain API to fetch cross-chain wallet activity

and transactions;
• The Security API for token allowances and potential risk;
• The Blockchain API to access raw blockchain data,

including token prices.

Transpose [39] provides a structured blockchain data API
with an integrated SQL Analytics API. For each blockchain
supported, it organises data based on four hierarchical layers:

• The Settlement Layer captures raw on-chain data such as
blocks, transactions, logs, and traces;

• The Asset Layer tracks token balances, ownership, trans-
fers, and NFT metadata;

• The Protocol Layer aggregates data from on-chain pro-
tocols including DEXs, lending markets, liquidity pools,
and bridges;

• The Prices Layer provides token pricing data, including
real-time values and historical price series (e.g. Open,
High, Low, Close (OHLC) price analysis over specific
time periods).

The Graph [40] is a decentralised protocol designed to
efficiently index and query blockchain data. It introduces

subgraphs, structured APIs that allow developers to index
specific SCs and events for specific DeFi protocols. The
Graph Node, a core component of the system, continuously
scans blockchain transactions, extracts relevant event data, and
updates indexed records. Users can query indexed subgraphs
via GraphQL, enabling decentralised applications to retrieve
structured blockchain data efficiently and effectively.

Since June 13, 2024, The Graph has fully migrated to a de-
centralised network of Graph Nodes, creating a permissionless
and incentive-driven ecosystem [41]. It supports both account-
based models (e.g. Ethereum) and UTxO-based models (e.g.
Bitcoin), making it a versatile solution for standardising
blockchain data structures across different ledger models.
Messari Subgraphs [42]: Messari, a crypto market intelli-
gence company, is a leading subgraph developer within The
Graph ecosystem. It offers a unified method for indexing
DeFi protocols, such as decentralised exchanges (DEXs) and
lending platforms, using consistent data schemas. Their data
structures include a generic schema for network-wide use,
along with specialised schemas for decentralised finance appli-
cations, including tokens, bridges, DEXs, NFT marketplaces,
lending platforms, and derivatives.

Compared to other blockchain data solutions, Messari sub-
graphs provide a more structured and category-specific in-
dexing approach, ensuring interoperability and efficient data
retrieval for DeFi applications.

D. Data Query and Analytics Platforms
BlockScout [43] is an open-source, customisable blockchain
explorer for EVM-compatible chains. It supports real-time
transaction tracking, contract verification, and enriched on-
chain interaction analysis. Unlike closed-source explorers like
Etherscan, BlockScout offers full transparency, customisation,
and adaptability, making it ideal for developers and blockchain
researchers.

The platform provides a comprehensive database that in-
cludes [44]:

• Raw Data: Blocks, transactions, event logs, and internal
contract calls.

• Aggregated Data: Network statistics, including transac-
tion counts, gas fees, and market history.

• Decoded Data: ERC-20 and ERC-721 token transfers,
contract metadata, and verified contract source code.

BlockScout offers both GraphQL and JSON-RPC APIs for
querying data, as well as the feature to export blockchain
data to CSV for further analysis. While it lacks advanced
clustering and forensic analytics, BlockScout excels in real-
time blockchain monitoring, contract execution, and multi-
chain compatibility. However, its design remains focused on
EVM-compatible blockchains, limiting its ability to unify
UTxO and account-based models.
Dune Analytics [45] is a SQL-based blockchain analytics
platform that allows users to query, visualise, and analyse
blockchain data. Dune features SQL-based queries, a user-
friendly interface for querying and visualising data, and cus-
tomisable dashboards. It also allows users to share, fork, and



build upon public queries and dashboards. Dune organises data
into four categories:

• Raw Data: Unprocessed blockchain data, including trans-
actions, blocks, logs, and traces, directly extracted from
blockchain nodes.

• Decoded Data: Translated SC interactions using Applica-
tion Binary Interfaces (ABIs), converting event logs and
function calls into structured, human-readable tables.

• Curated Data: Pre-processed datasets, such as DEX, NFT
trades, and address tags, are categorised for specific use
cases across various blockchains.

• Community Data: Protocol-based datasets contributed by
the community through Spellbook [46], including gover-
nance, DeFi protocols, and other blockchain applications.

Dune utilises its own Dune SQL engine for fast and distributed
data retrieval, replacing PostgreSQL and Spark SQL in earlier
versions.
Flipside Crypto [47] is a blockchain analytics platform that
transforms raw on-chain data into structured, human-readable
formats across multiple blockchains. It enhances analysis
with curated labels, including wallet tags, token prices, and
DeFi protocol identifiers. Flipside models data using a Star
schema, featuring a central fact table linked to dimension
tables containing additional data, which makes querying more
efficient at the cost of data redundancy. It categorises tables
into three types:

• Fact tables store raw blockchain events (transactions,
transfers, logs) and enable the summarisation of on-chain
activity;

• Dimension tables store metadata and context (token
names, DEX platforms, addresses) useful for filtering and
grouping;

• Curated tables (called “ez”) combine fact and dimension
data and are optimised for easy querying and aggregation.

Flipside uses dbt to process and transform low-level tables,
making data accessible via Snowflake SQL through Data
Studio, a web-based SQL query interface for analysts, and
LiveQuery, an API for real-time data access and application
integration.
Footprint Analytics [48] is a blockchain data analytics plat-
form that aggregates, models, and visualises on-chain data.
It enables users to analyse DeFi protocols, NFT markets,
cross-chain bridges, and GameFi ecosystems through struc-
tured datasets and interactive dashboards. Footprint Analytics
processes raw blockchain data through the following structured
pipeline:

• Bronze: Ingests, normalises, and cleans raw on-chain data
into basic data structures (e.g. blocks, transactions, event
logs).

• Silver: Enriches data with contextual labels (e.g. cross-
chain, DeFi, GameFi, and NFTs) and links SCs to known
entities.

• Gold: Aggregates data into cross-chain metrics (e.g. total
value locked, trading volumes, user behaviour, and market
caps) for business-level insights.

Footprint offers two data output paths: REST APIs for devel-
opers to access structured data via SQL and the Footprint Web
App, a no-code platform for analysts to explore and visualise
blockchain data for non-technical users.
Allium [49] is an enterprise-grade blockchain data platform
with Online Analytical Processing (OLAP) capabilities and
real-time access to raw and enriched on-chain data via SQL
APIs. It enables low-latency querying (50–100ms), making it
ideal for high-performance applications. Like other analytics
tools, Allium offers Allium Explorer, a web-based platform
for querying, analysing, and visualising blockchain data.

E. Discussion

Commercial platforms and practical tools offer solutions for
blockchain data access, processing, and analysis. Services like
Infura [31] and QuickNode [32] enable easy node access
and real-time data retrieval, while Blockchain ETL [35] and
Cryo [36] provide open-source tools facilitating advanced data
extraction and transformation. Nonetheless, these solutions are
often fragmented and blockchain-specific, meaning they do not
provide integrated solutions that unify data across different
blockchains in a single structure or query endpoint, limiting
their ability to offer a holistic view of blockchain data.

Commercial data providers such as GoldRush [38] and
Transpose [39] provide the data structure and query endpoint
for blockchain data across multiple chains. These platforms
offer access to raw and decoded data, as well as advanced
features like cross-chain transaction tracking, wallet activity,
and security monitoring. Platforms like The Graph [40] stand
out by providing structured and indexed data to query specific
SCs and DeFi protocols efficiently. While these platforms
reduce the complexity of accessing diverse blockchain data
and offer some level of integration across blockchains, it is
unclear how they handle the unification of UTxO and account-
based transaction data. Moreover, commercial platforms often
involve subscription fees or data access limitations, which
could present barriers for smaller projects or researchers
working within tight budgets.

On the analytics front, platforms like BlockScout [43],
Dune Analytics [45], Flipside Crypto [47], and Footprint
Analytics [48] offer powerful query and visualisation capa-
bilities. While commercial services like these provide robust
infrastructure and ease of use, they often come with a trade-
off between user-friendliness and the level of control over data
processing. In contrast, open-source platforms like Blockchain
ETL and The Graph offer more control over data extraction but
require higher technical expertise for effective implementation.

To move forward, the next step for blockchain data plat-
forms is to bridge existing gaps by offering more unified,
cross-blockchain solutions within a single, granular data struc-
ture. This would allow for integrating different blockchain
architectures while maintaining open-source principles and
transparent data processing. Such an approach would not only
simplify access and analysis but also promote data ownership,
control, and reproducibility, which are critical factors for both
developers and researchers.



V. UNIFIED TOKEN TRANSFER DATA STRUCTURE

The heterogeneity of blockchain architectures demands flexi-
ble data representations tailored to specific applications. De-
spite these differences, most blockchain activities ultimately
involve the movement of tokens, which can be abstracted as
sequential token transfers. Building on this insight, we propose
a unified data structure centred on token transfers to represent
the discrete movement of value within and across blockchain
networks.

Instead of modelling entire transactions in their native, often
complex formats, our approach focuses on token transfer activ-
ities as the core unit of analysis. This abstraction captures the
essential elements required for balance tracking, behavioural
analysis, and forensic investigations. This simplification not
only promotes standardisation and interoperability but also
streamlines data analysis by focusing on the most critical
element: token movement. However, it may obscure finer
details – such as transaction lineage or internal contract logic –
especially in blockchains with more complex operations.

Standardising token transfer data is essential for enabling
robust cross-chain analysis and for seamlessly correlating
data from both centralised and decentralised exchanges. Our
unified model is designed to accommodate native assets as
well as SC-generated tokens, including both fungible to-
kens and NFTs. This approach is applicable across diverse
blockchain paradigms, including account-based systems (such
as Ethereum) and UTxO-based systems (such as Bitcoin).
To mitigate data redundancy and ensure consistency across
datasets, our design leverages normalised tables for key entities
such as ledgers, blocks, tokens, transactions, and transfers.

A. Flattened Transactions Approach

Building on the Chimeric Ledgers model [16] and solutions
such as the GoldRush API [38], our approach “flattens”
complex transactions into discrete entries representing token
transfers. In this model, each token transfer is recorded as an
individual entry. For instance, in a UTxO-based transaction
with multiple inputs and outputs, the model records one
transfer per input and one per output. For account-based
blockchains, each transfer is derived from token transfer
events recorded in transaction logs (e.g. ERC-20 tokens) and
includes native token transfers (such as Ether on the Ethereum
blockchain) embedded directly within transactions.

A key design decision in our unified data representation
is the simplification of UTxO data. Instead of preserving
the full UTxO reference – which typically includes details
like the originating transaction hash and output index –
we abstract this information by representing UTxO entries
solely by their associated addresses. Specifically, a UTxO
input is represented by a spender_address (the address
spending the input), while a UTxO output is represented by
a receiver_address (the address receiving the output).
This abstraction reduces granularity but aligns well with use
cases focused on address-level balance tracking and token flow
analysis.

To further clarify, we represent each token transfer by
recording its effect on specific addresses. In our model, a token
transfer may manifest as a deposit, a withdrawal, or both –
depending on the underlying transaction type:

• Deposits: In UTxO-based transactions, each output cred-
its tokens to an address, thereby constituting a deposit.
Similarly, in account-based transactions, the receipt of
tokens by an address is regarded as a deposit. This
classification clearly represents the inflow of funds.

• Withdrawals: Conversely, UTxO inputs remove tokens
from an address and are thus recorded as withdrawals. In
account-based systems, when tokens leave an address, it
corresponds to a withdrawal. This categorisation allows
us to capture the net effect on address balances across
various blockchain architectures.

This unified view – abstracting UTxO inputs and outputs into
withdrawals and deposits, respectively – enables a consistent
representation of token flows regardless of the underlying
transaction model. Although this approach omits some low-
level details, it offers a pragmatic balance between simplicity
and the granularity required for effective analytics and forensic
investigations.

B. Proposed Data Model

Our proposed unified blockchain data model (Figure 4) is
centred on the AbstractTokenTransfer table, which
serves as the core schema for representing token movements
across UTxO-based and account-based blockchains, as well
as across native tokens and smart contract-based assets (e.g.
ERC-20, NFTs). The unified token transfer table comprises
the following fields:

• tx_sid: A unique identifier (surrogate key) of the
transaction containing the token transfer. This field is
an external key linked to the AbstractTransaction
table.

• transfer_index: An index that orders token trans-
fers within a transaction. For smart contract tokens, this
corresponds to the transfer event log index; for UTxO
models, it identifies the specific input or output referenced
by the token transfer. Together with tx_sid, it uniquely
identifies each token transfer.

• token_sid: A unique identifier of the token involved
in the transfer. This field is an external key to the
AbstractToken table.

• spender_address: In account-based models, this
represents the address of the token owner from whom
the tokens are transferred. For UTxO-based models, it
denotes the signer of the transaction that spends the
UTxO input. This field is set to null when SC tokens
are minted or in UTxO-based deposits.

• receiver_address: In account-based models, this
denotes the recipient’s address where tokens are de-
posited. In UTxO-based models, it represents the owner
of the UTxO output. This field is set to null when SC
tokens are burned or in UTxO-based withdrawals.



AbstractLedger

ledger_sid: VARCHAR(255)

protocol_name: TEXT *
chain_id: INT ?
network_name: TEXT *
is_mainnet: BOOLEAN *
model_type: CATEGORICAL *

AbstractBlock

block_sid: VARCHAR(255)

block_hash: VARCHAR(255)*
block_number: INT *
parent_hash: VARCHAR(255)?
timestamp: DATETIME *

ledger_sid: VARCHAR(255)*

AbstractToken

token_sid: VARCHAR(255)

token_address: VARCHAR(255)?
token_id: VARCHAR(255)?
token_symbol: VARCHAR(10)*
token_standard: CATEGORICAL *
token_decimals: INT *

ledger_sid: VARCHAR(255)*

AbstractTransaction

tx_sid: VARCHAR(255)

tx_hash: VARCHAR(255) *
tx_index: INT *
tx_fees: BIGINT *
tx_signer: VARCHAR(255) ?

block_sid: VARCHAR(255)*

AbstractTokenTransfer

transfer_sid: VARCHAR(255)

transfer_index: INT *
amount: BIGINT *
category: CATEGORICAL *

tx_sid: VARCHAR(255)*
spender_address_sid: VARCHAR(255)?
receiver_address_sid: VARCHAR(255)?
token_sid: VARCHAR(255)*

AbstractAccount

account_sid: VARCHAR(255)

address: VARCHAR(255) *
create_time: DATETIME *
creator_address: TEXT ?
type: CATEGORICAL *
last_active: DATETIME ?
label: TEXT ?

ledger_sid: VARCHAR(255)*
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Fig. 4. ER diagram of the proposed Unified Data Structure. Each ledger supported by the model is described in the AbstractLedger table. Blocks,
characterised by their number, hash, and parent, are stored in the AbstractBlock table. Accounts, along with optional token balance, label, and activity
information, are maintained in the AbstractAccount table. Native and non-native tokens (such as NFTs) are stored in the AbstractToken table and
referenced by transfers. Each transaction recorded in the AbstractTransaction table is decomposed into multiple transfers, which are stored in the
AbstractTokenTransfer table. This structure supports UTxO transactions with multiple inputs and outputs (recorded as individual transfers) as well as
smart contract transactions that transfer multiple assets within a single script.
Note: A star (*) indicates a compulsory field, while a question mark (?) denotes an optional one.



• amount: The quantity of tokens transferred, stored as
the highest precision decimal representing a large integer
to avoid precision loss.

• category: The type of transfer operation (e.g. transfer,
mint, burn, deposit, withdrawal). Missing spender or
receiver values indicate minting or burning events.

To enrich this core representation, the model is supported
by contextual tables that describe essential entities, including
blocks, transactions, accounts, tokens, and blockchain ledgers.
Each table in the schema adopts a surrogate key convention to
ensure uniqueness and facilitate robust data integration across
multiple blockchain networks and forks. These surrogate keys,
denoted as {table_name}_sid, are constructed by combin-
ing the chain_id with the appropriate native identifiers. This
design choice avoids conflicts arising from identical hashes or
indices across chains. The surrogate keys also serve as primary
keys for their respective tables and enable semantic joins.
AbstractTransaction stores transaction data in a format
that is compatible with different kinds of ledgers:

• tx_sid: A unique identifier for each transaction, derived
by combining chain_id and tx_hash.

• tx_hash: Transaction hash or ID, stored as a hash with
appropriate prefixes. Uniquely identifies the transaction.

• tx_index: The order of the transaction within its block.
• tx_fees: The fee paid for the transaction.
• tx_signer: The address of the entity that signed the

transaction.
• block_sid: The external key to the AbstractBlock

table.

AbstractToken stores data about tokens, including symbol
and denomination details for native assets, fungible tokens, and
NFTs:

• token_sid: A unique token identifier composed of
chain_id and token_address

• token_address: The address of the token contract
(for smart contract fungible and non-fungible tokens);
null for native tokens.

• token_id: Uniquely identifies NFT within a collection
(that is identified by the token_address field). This
field is set to null for fungible tokens.

• token_symbol: The symbol or ticker of the token (e.g.
BTC, ETH, USDT).

• token_standard: The token standard (e.g. native,
ERC-20, ERC-721, ERC-1155).

• token_decimals: The number of decimals for the
token’s smallest denomination.

• ledger_sid: External key to the AbstractLedger
table.

AbstractAccount represents an individual entity identi-
fied by its public key address. It serves as a generalised
abstraction of both externally owned and smart contracts
accounts across different blockchain architectures.

• account_sid: A unique identifier for each address,
created by concatenating chain_id and the raw
blockchain address.

• address: The hash or unique identifier for the account,
smart contract, or transaction input/output address.

• create_time: The UTC timestamp when the account,
smart contract, or address was created or first used.

• creator_address: For smart contract addresses, the
address of the account that created the contract; null for
standard account addresses.

• type: The type of address (e.g. UTxO input/output,
Externally Owned Account (EOA), or Smart Contract
(SC)).

• last_active: The UTC timestamp indicates when the
account was last active when the smart contract was
executed.

• label: A human-readable label or description for the
address (e.g. an alias or categorisation).

• ledger_sid: External key to the AbstractLedger
table.

AbstractBlock stores block-level data, offering a unified
representation of blocks regardless of the originating ledger:

• block_sid: A unique block identifier formed by com-
bining chain_id and block_number.

• block_hash: Uniquely identifies the block, stored as a
hexadecimal string with appropriate prefixes (i.e. 0x).

• block_number: The block height or numerical iden-
tifier. Note that different blockchains or forks may have
blocks with the same height.

• parent_hash: The hash of the parent block; null for
genesis blocks (i.e. block number 0).

• timestamp: The UTC timestamp when the block was
included in the chain.

• ledger_sid: External key to the AbstractLedger
table.

Finally, AbstractLedger tracks different blockchain
ledgers and their variants, including mainnets, forks, side-
chains, and testnets.

• ledger_sid: A unique identifier for blockchain ledger
• protocol_name: The name of the protocol that im-

plements the ledger.
• chain_id: The identifier for the specific chain (e.g.

1 for Ethereum Mainnet, 17000 for Ethereum Holesky
Testnet).

• network_name: The name of the specific chain (e.g.
btc-main, eth-main, eth-gorli, polygon, etc.).

• is_mainnet: Indicates whether the ledger is a main
network or a testnet.

• model_type: The underlying model type (e.g. UTxO-
based, account-based).

C. Considerations and Trade-offs

This unified and simplified token transfer data structure fa-
cilitates efficient cross-chain analysis by standardising diverse
transaction formats. It supports forensic and analytical tasks
while avoiding extraneous complexity. However, this design
involves several trade-offs, which are outlined below:



Granularity vs. Simplicity: Substituting detailed UTxO refer-
ences with spender_address and receiver_address
eliminates the ability to reconstruct exact UTxO lineages.
Despite this loss of granularity, the substitution considerably
simplifies the schema for use cases centred on net token flows
and balance analysis – common requirements in forensic and
behavioural analysis.
Unified View Across Models: The flattened structure provides
a consistent representation across UTxO- and account-based
blockchains, as well as native and SC tokens. It facilitates
integration and comparison across different chains and token
types. The model incorporates internal transactions (e.g. SC
events) alongside native token transfers, simplifying queries
and enabling coherent joins with other blockchain data such
as block metadata and transaction logs.
Applicability: Our simplified schema intentionally abstracts
low-level details, such as full UTxO references and trace-level
execution, to prioritise scalability, interpretability, and storage
efficiency. This design is well-suited for analytics and forensic
applications focused on token flows and balance changes over
time rather than reconstructing full transaction lineages or
contract execution paths. By flattening transactions into token-
level transfers, the model reduces data complexity and enables
more efficient querying across heterogeneous blockchains.

Nonetheless, this abstraction may introduce limitations for
use cases that depend on fine-grained provenance data. For
instance, identifying maximal extractable value (MEV) trans-
actions often requires precise trace-level information to anal-
yse transaction ordering and internal contract calls, which
may be obscured in our abstracted model. Likewise, tracing
Anti-Money Laundering (AML) flows based on UTxO lineage
or multi-input address clustering may lose resolution when
such structures are simplified. Despite these trade-offs, the
unified token-level view enhances cross-chain compatibility
and supports behavioural clustering, making it a pragmatic
choice for many blockchain analytics tasks.
Anonymity: By abstracting away low-level details, partic-
ularly in UTxO models, the unified model may limit the
visibility of privacy-preserving techniques (e.g. CoinJoin and
stealth addresses). This abstraction could hinder fine-grained
forensic investigations that rely on transaction lineage or
script-level execution data. Inadvertently, centralising diverse
blockchain data into a common structure may facilitate de-
anonymisation when combined with off-chain identifiers.
Protocol Compatibility: As blockchains evolve and introduce
new transaction types, token standards, or execution mod-
els, maintaining a unified schema becomes more complex.
Protocol-specific data requires custom parsing logic, leading
to potential fragmentation within the unification framework.
Moreover, reconciling semantic differences (e.g. handling
zero-value transfers, gasless meta-transactions, or state tran-
sitions) may challenge long-term schema consistency. While
blockchain data abstraction supports interoperability, it should
be designed with flexibility and extensibility in mind to
accommodate emerging blockchain paradigms.

VI. DISCUSSION

This section reviews prior surveys on blockchain data manage-
ment and analytics, highlighting their key contributions while
positioning our work within this landscape. We highlight how
our approach differs, particularly in addressing data structure
integration, and identify open challenges and research direc-
tions to advance cross-chain analytics and interoperability.

A. Related Work

Apart from generic descriptions and reviews of blockchain
technology (e.g. [50]–[52]), existing blockchain data surveys
focus primarily on data management (performance and stor-
age) or data analytics (analysing transactions and detecting
fraud). Most studies address only one side and do not explore
blockchain data structures that connect both aspects. Wei
et al. [53] classify blockchain systems into standard (e.g.
Bitcoin), hybrid (e.g. Fabric), and DAG-based (e.g. IOTA),
describing optimisation techniques for architecture, data struc-
tures, and storage engines. Paik et al. [54] examine trade-
offs between on-chain and off-chain storage while explor-
ing blockchain analytics for fraud detection and financial
tracking. Dinh et al. [55] compare blockchain platforms and
introduce benchmarks to assess the data processing perfor-
mance of Ethereum, Parity, and Hyperledger. Loghin [56]
categorise blockchain databases into permissioned, hybrid, and
ledger databases and compare their scalability and transaction
throughput.

Beyond data management, surveys on blockchain analytics
focus on extracting insights from transaction data. Akcora
et al. [57] review analytics methods, tools, and applications
in finance, identifying gaps in multi-blockchain compatibility
and large-scale data visualisation. Liu et al. [58] explore data
mining approaches in blockchain analytics, categorising tasks
into transaction traceability and address linking, collective
user behaviour, and individual user behavior. Balaskas and
Franqueira [59] evaluate tools for transaction tracking and
fraud detection, identify challenges such as data volume,
pseudonymity, and real-time processing, and highlight the
need for improved cross-chain analytics tools. Tovanich et
al. [60] examine visualisation techniques for blockchain data,
highlighting the lack of visualisation tools that support smart
contract execution and addressed the specialised needs of
blockchain analysts and domain experts.

Two particular surveys focus on network analysis of
blockchain data. Wu et al. [22] provide an overview of
network analysis pipelines, covering network modelling, sta-
tistical profiling, and analysis tasks such as illicit activity
detection and entity recognition. Khan [61] surveys network
analysis methods applied to Ethereum, categorising them into
network modelling, extracted network properties, machine
learning techniques, and target applications. Azad, Akcora, and
Khan [62] review machine learning techniques with a focus on
graph-based and temporal methods. The study demonstrates
how machine learning enhances fraud detection, market be-
haviour analysis, and the security of smart contracts.



Most analytics studies in the surveyed literature focus on a
single blockchain. Emerging research proposes methodologies
for detecting and analysing cross-chain transactions, includ-
ing [63]–[66]. An increasing body of research addresses Max-
imal Extractable Value (MEV) – the profit miners or validators
gain by inserting, reordering, or censoring transactions within
blocks [67], [68]. Several studies detect and quantify MEV,
especially in private mempools [69]–[71]. Recent surveys
provide overviews of MEV techniques [72], [73], while others
focus on mitigation strategies, including consensus changes,
transaction ordering policies, and privacy mechanisms [73]–
[75]. To make MEV extraction more transparent, Ethereum in-
troduced block-building auctions through its proposer-builder
separation (PBS) model [76], [77].

Finally, Vo, Kundu, and Mohania [78] highlight key data
management and analytics challenges, including scalability
and privacy. The study emphasises the need to integrate on-
chain and off-chain data to ensure interoperability between dif-
ferent blockchain networks. Deepa et al. [79] outline research
challenges in integrating blockchain with big data applications,
concerning security, privacy, computational overhead, and the
need for standardisation across diverse domains.

Despite these contributions, none of the reviewed studies
discusses blockchain data structures and modelling, particu-
larly in the context of comparing UTxO-based and account-
based models. Our work bridges the gap between surveys
on data management and analytics, addressing the challenges
of unifying blockchain data structures to facilitate blockchain
data analytics tasks, particularly for cross-chain transactions,
rather than focusing solely on data management performance.

B. Limitations and Future Work

Our extensive review of academic solutions (Section III), as
well as open-source and commercial practical tools (Sec-
tion IV), focuses on analysing relevant research and technical
documentation rather than deploying tools or benchmarking
performance (such as BlockSci [19]). As part of future work,
performance evaluation will be essential to determine suitable
backend architectures for implementing our proposed unified
data model to enable standardised and reproducible blockchain
research.

For commercial platforms, we did not systematically create
accounts or directly test public APIs. Instead, our analysis
relies on a detailed study of documentation, which proved
essential for understanding key data structures, API endpoints,
and the intended analytical use cases. Although this paper does
not list or compare the internal data models of each platform,
these insights were instrumental in identifying commonalities
and gaps relevant to our unified data model.

While we compare blockchain data platforms, deeper tech-
nical benchmarking is limited by the lack of standard eval-
uation metrics across tools. Many academic and open-source
solutions either use different evaluation strategies or do not
report performance. Benchmarking blockchain systems is the
focus of other works, including [55], [80]–[83].

Our data model design involves trade-offs guided by
the technical challenges outlined in Section II. However,
these decisions need to be validated in practice. Our future
work includes implementing this unified schema on public
blockchains, testing scalability, querying performance, and
integration with analytics platforms. Quantitative metrics in-
clude query efficiency, storage overhead, and scalability across
chains, while qualitative assessments focus on usability, inter-
pretability, and support for practical applications such as MEV
detection, AML heuristics, and cross-chain analysis.

Given the rapid evolution of the blockchain landscape, our
model will need to adapt to emerging paradigms. While we
have focused on account-based and UTxO-based architectures,
we also considered hybrid approaches such as Cardano’s
extended UTxO and NANO’s block-lattice design. Expanding
blockchain use cases – including DeFi, DAOs, and supply
chain tracking – will produce increasingly diverse data, span-
ning multiple chains and abstraction layers. A flexible, abstract
data model supporting unified analysis across such ecosystems
will be vital for advancing future blockchain research.

Finally, ethical and legal concerns arise in standardising
blockchain data, particularly regarding user privacy. While our
model retains pseudonymity (address-based), the risk of de-
anonymisation increases when on-chain data is combined with
external sources such as KYC databases, address clustering,
or IP addresses [27], [84], [85]. Regulatory frameworks such
as the General Data Protection Regulation (GDPR) may
constrain how unified models can be deployed, stored, or
shared [86], [87].

VII. CONCLUSION

This paper addressed the challenges of blockchain data unifi-
cation by analysing existing fragmentation in data structures
across blockchain platforms. We reviewed prior efforts, both
academic and practical solutions, to standardise blockchain
data and identified their limitations in handling diverse models.
Our study highlighted the need for a unified approach that in-
tegrates both UTxO-based and account-based structures while
maintaining flexibility for various blockchain architectures.

To bridge this gap, we proposed a novel data model that
abstracts blockchain data, unifies addresses, and “flattens”
transactions into simpler token transfers, providing a standard-
ised framework for analytics and research. This model en-
hances interoperability across different blockchain ecosystems,
facilitating cross-chain transaction analysis and improving data
accessibility for both researchers and developers.

Future research should focus on implementing and bench-
marking this model across multiple blockchains to validate its
scalability and efficiency. It will be crucial to explore ways to
extend this model for emerging blockchain paradigms, such as
modular and cross-chain protocols. Practical applications in-
clude its integration into blockchain analytics platforms, DeFi
risk assessment tools, and fraud detection systems, ensuring
more reliable and reproducible blockchain data analysis.
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