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Hardware verification is crucial to ensure the quality of Integrated Circuits, and prevent costly bugs down the
manufacturing flow. Electrical Rule Checking (ERC) is a verification step used to assert that a circuit complies
with some electrical rules, from the absence of short-circuits to dedicated constructor rules. In this survey, we
provide a global overview of existing ERC techniques at transistor-level, where voltage values are explicit. We
propose a new classification method to compare the existing approaches based on their semantic modeling of
circuits. This survey precisely describes transistor-level ERC research challenges and existing solutions. We
believe it will help structure this research domain by positioning existing approaches with respect to each
other. Obviously, a survey should also facilitate technological transfer and this one should help CAD vendors
identify the most relevant approaches to integrate in their tools. Finally, we highlight several promising
directions to improve the existing solutions.

CCS Concepts: « General and reference — Surveys and overviews; Verification; - Hardware — Elec-
tronic design automation; Design rule checking.

Additional Key Words and Phrases: Electrical Rule Checking, Integrated Circuits, Electro-Static Discharge,
Electrical OverStress, Static Verification

1 INTRODUCTION

Building an Integrated Circuit (IC) for a particular use case is a complex task that significantly
relies on the expertise of hardware designers. During this process, they must consider both logic
behavior and physical properties to produce electronic circuits that are suited for particular targeted
environments. Indeed, while actually designing circuits is already difficult as it requires both
expertise and time, it is even more difficult and time-consuming to verify that the circuit behaves
as it should. As a result, most of the time required to build an IC is spent on circuit verification
(50-60% in 2022 [14]), and easing this task is an efficient way to increase engineers productivity.
More precisely, we are interested here in the verification of large ICs, like systems on chips (SoC)
that can contain up to several billion circuits, where scalability of the approach is paramount.

In order to ensure the quality of the chips produced, verification steps must be taken at every level
of abstraction in the flow. Functional properties are usually best checked at high level descriptions
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like Register-Transfer Level (RTL). Electrical properties usually do not make sense at this level where
voltage values are abstracted as logical values. However, complex circuits are composed of multiple
power-domains with different voltages, which implies extra-functional properties to be checked
on the circuit. For example, connection between different power-domains must be protected with
so-called level-shifters. Their insertion can be automated [22], but human errors are possible in the
configuration of automatic tools or in manually written parts of the design. Checking for missing
level shifters cannot be done at RTL level, and requires going down to the transistor-level, which
is the highest level of abstraction where voltages are explicit. More generally, in this survey, we
consider a particular step of this verification flow, called Electrical Rule Checking (ERC).

In particular, we discuss ERC approaches that consider circuits topologies to perform analysis,
and that can scale to analyze SoCs as a whole, or at least at a large scale (i.e., from thousands to
billions of transistors). This kind of checks can be designated as Transistor-Level Electrical Rule
Checking (TL-ERC), as they operate at transistor-level to assert that the circuit is compliant with
some electrical rules, which should protect it against particular issues. Section 2 details these
electrical rules, and how issues can be introduced and detected. Consequently, we do not discuss
verification approaches that aim at verifying complex properties, such as temporal properties, on
the circuit. Neither do we discuss approaches that rely on simulation to model the exact behavior
of the circuit. Indeed, simulation can provide a very precise model for small circuits but cannot
scale to the billion component scale required for modern SoCs. The exact scope of this survey is
further detailed in Section 3.

TL-ERC groups a large variety of techniques, tackling different electrical issues, with no common
classification. This makes comparison of existing approaches difficult, and thus impede both the
understanding and the improvement of such approaches.

In particular, while TL-ERC techniques are widely used in the industry (see Section 7 for an
overview of industrial tools), as such checks are mandatory in the flow to avoid heavy additional
costs after manufacturing, the research domain (in particular from the academic side) seems to
be quite unorganized, and would benefit from a federated approach to highlight similarities in
the various use-cases that exist in the literature. Moreover, it is also important to remark that
TL-ERC is a domain that focuses in identifying issues in circuits that may be produced by different
design flows. While some of those flows might ensure the absence of electrical errors using correct-
by-construction approaches (e.g., pure CMOS circuits), other design flows might rely on manual
intervention and/or more complex electrical structures, resulting in circuits that might exhibit
vulnerabilities after the design process. In this way, we are aware that most of the circuits should
not exhibit electrical errors. However, for the remaining circuits, and independently of the design
methodology that was used, it is important to provide guarantees that the circuit is safe, and to do
so in a convenient way (e.g., avoid raising too much false alarms, and provide meaningful reports
for the engineers [2]). Such approaches should be usable as early as possible in the flow, because any
bug found and fixed late in the flow requires re-running exhaustive and computationally intensive
simulations to avoid regressions. Using early verification approaches also enables iterating more
efficiently on the circuits, before running sign-off simulations at the end of the flow: ideally, such
simulations should be run with a strong confidence in the fact that no electrical issues remain
in the designs, in order to avoid time-consuming iterations at the end of the flow. Fast and fully
automatic TL-ERC checks can even be run in continuous integration (i.e., after each commit or
push) during development [3].

The aim of this survey is hence to provide a global overview of the existing techniques for
TL-ERC, their principles, their strengths and weaknesses, the properties they are able to ensure, and
their ability to analyze large circuits. We also provide insights on how existing approaches could
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be combined and enhanced to improve TL-ERC tools and allow them to check more properties and
larger circuits. The main goals of this survey are:

e Give more visibility to the TL-ERC research challenges and existing solutions. Our expe-
rience is that researchers from the circuit verification communities are often unaware of
the verification issues that appear at transistor-level, while researchers from the low-level
hardware communities lack familiarity with static analysis techniques that could be used to
verify their circuits. We want to foster collaborations between these research communities
with a survey explaining both the problems and existing approaches.

o Structure the research domain of TL-ERC. The research approaches we consider in this
survey are very diverse, and are often published without citing each other. By summarizing
many approaches in a single document, and by proposing a new classification, we hope
to help researchers working on TL-ERC position their work with respect to other existing
approaches.

e Facilitate technological transfer to CAD tools. Many approaches presented in this document
were developed either internally by circuit designers, or by academic researchers, but were
not transferred to industrial tools. This survey should allow developers of circuit verification
tools to identify the most relevant approaches to integrate in their tools.

As a side effect, the survey may also help circuit designers and verification engineers understand
the state of the art in TL-ERC.

This paper is organized as follows. Section 2 introduces electrical rule checking, including the
errors and properties of integrated circuits that we are interested in, and the integration in the
design-flow. Section 3 delimits the perimeters of the research contributions we consider and how
we classify them. Sections 4, 5 and 6 respectively compare the existing approaches for TL-ERC that
correspond to the different classes of approaches that we discuss. Section 7 gives a rapid overview of
the industrial tools that can be used to perform TL-ERC at transistor-level, and Section 8 concludes
this work, presenting various perspectives that we consider promising for TL-ERC, and how they
could be integrated in the community.

2 CHECKING ELECTRICAL PROPERTIES: DEFINITIONS AND PRINCIPLES

TL-ERC consists in verifying properties on a transistor-level description of the circuit, where power
supplies are properly described. Properties involving voltage values can not be checked at higher
level of abstraction, and would be far more difficult to check at lower-level, such as layout.

A transistor-level description of a circuit (also known as schematic-level) is a set of devices
(transistors, diodes, resistors, etc.), interconnected with nets (or wires), which forms a netlist.
Devices are connected to nets through several terminals, such as the source, drain and gate of
a transistor. Some nets are internal, others are external pads (sometimes also called pins of the
circuit), connected to the outside world, either power supplies (including the ground, which can be
considered as a specific kind of supply), or inputs and outputs. A set of devices and nets connected
to the same non-ground supply composes a power domain.

2.1 Properties of Interest

In order to apprehend the different approaches to TL-ERC, we define several properties of interest
for netlist verification [3]. We are interested here in the properties that are related to the topology
of the circuits being analyzed (including their power domains), and to specific electrical rules that
the circuit must comply with to prevent damages and misfunctioning. Pure logical properties are
out of the scope of this survey as they can be verified without low-level implementation aspects
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like power supplies and the precise netlist; this kind of properties can typically be verified at a
higher level of abstraction such as Register Transfer Level.

Stating properties of an electrical system requires taking into account the different electrical
states that a net can take, and reason on an abstraction of this set of states. The state of each net
should relate to the different supplies of the circuit. A connection can be defined as an electrical path
of low resistance, such as one made of wires, active transistors, diodes or resistors of low resistance.
Two nets of a circuit are not connected if there is no path of low resistance connecting them, i.e.,
every path between them is highly resistive. Of course the notion of high or low resistance paths
depends on the context. Based on these simple notions of nets, states, and connectivity, we consider
properties corresponding to the absence of the following potential faults.

Floating nets. A net is considered floating (or “in a high impedance state”) if it is not connected to
any supply. Note that a net can be floating for three distinct reasons. The first two ones come from
the netlist itself: the net is not physically connected to a supply. This can happen because there is
no wire leading to any supply, or because such wires cannot force a value on the net (e.g., a net
connecting only the gates of two transistors — no voltage can be forced on it, as voltages are only
propagated from source to drain or drain to source in transistors). Such nets will always be floating,
independently of the electrical state, and can be considered a static floating net. Static floating nets
in the design can straightforwardly be found with a reachability analysis of the netlist. They can
also be the result of a manufacturing open-circuit fault, in which case they have to be detected
by testing on each individually manufactured chip [61] and cannot be found by ERC. Such testing
techniques are therefore out of the scope of this survey.

In contrast, a net is dynamically floating when the circuit electrical state is such that every
path from the net to any supply crosses a device in highly resistive state. In most cases, a floating
net is an error. Connecting a floating net to the gate of a transistor leads to non-deterministic
behavior. Simulation results in the presence of floating gates are often not trustworthy as devices
are operating in the sub threshold region, which is often not modeled accurately enough by the
available device models [64]. The actual behavior of the circuit is technology-dependent and even
layout-dependent [48]. Floating nets are therefore both undesirable in the final circuit, and hard to
spot or debug. However, dynamically floating nets can be legitimate in particular circumstances —
e.g., high impedance states are commonly used to build communication buses.

Short circuits and leakages. A net is in short circuit state if it is connected to two (or more) different
supplies, leading to a continuous path of low resistance between two supplies. A path of almost
null resistance is clearly an error — i.e., an undesirable short-circuit — but in some contexts a path
of medium resistance implying some leakage current may be used on purpose, e.g., to propagate
information through electrical current instead of voltage level. A leakage — i.e., an electrical current
between two supplies, which increases the power consumption of a circuit — can thus be either
legitimate or illegitimate, based on the intention of the designer.

Both short-circuit and floating properties of the nets can lead to damages and/or malfunctioning
of circuits. It is hence required to check for the absence of such faults during TL-ERC [1, 62].
However, since both can be legitimate in particular cases, properties to be checked on the circuit
are usually more specific than the complete absence of both. For example, one could prove that only
some nets of interest (such as transistors gates) cannot be floating, or that no leakage is possible at
the interface between power-domains.

Missing level-shifters between power domains. When it comes to complex circuits with multiple
supplies, more complex properties might be required. One typical case of potential failure of a
circuit appears at the interface between power domains. If a device has its terminals connected to
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different power domains, it might cause misfunctioning of the circuit. For instance, current can leak
through a transistor at the interface between power domains, as the voltage applied on their gate
might cause them to be partly conductive. To prevent this problem, specific components, known as
level-shifters, should be used at these interfaces [29], and a proper verification methodology should
assert that each interface is correctly protected [30, 64].

Over-voltage on thin oxide. The technological details of the devices used in the circuit may also
require additional verification. For example, when thin oxide transistors are used, one needs to assert
that the voltages applied on the terminals of those devices cannot damage them. This particular
fault, called over-voltage on thin oxide, requires a proper analysis to identify the vulnerable devices,
as well as the potential voltages applied to their terminals [30].

Electro-Static Discharges (ESD) and Electrical OverStresses (EOS). Other vulnerabilities of the
circuit may not come from their design, but from external events which may cause damages if not
properly handled. For example, circuits can be exposed to Electro-Static Discharge (ESD) events,
where undesired current flows within the devices. This can happen when an excessive voltage
is applied on the pads of the circuits, typically because a human touched the device (known as
the Human-Body Model, or HBM), or when a device builds up internal voltage and release it in
the circuit (known as the Charged-Device Model, or CDM). Moreover, ESD events are becoming
even more critical with the development of new manufacturing technologies, as reducing the size
of the transistors also reduces the breakdown voltage for ESD [32]. Specific protections must be
introduced in the circuit to prevent induced damages, should an ESD event occur, and it is thus
necessary to check that critical parts of the circuits are protected against ESD, to ensure their
robustness [33, 59].

Electrical OverStress (EOS) is a similar kind of electrical event that may damage circuits. Electrical
OverStress occurs when undesirable voltage or current is applied to a given component for a longer
period of time. Some design rules can be used to ensure protection against EOS, and should once
again be verified to improve reliability [21].

ESD and EOS events are critical to ensure the robustness of circuits. The definition of design
rules that can prevent such events and the verification of the presence of protections against ESD
and EOS constitute a wide domain of research [11]. Moreover, those checks must be performed at
various steps during the design flow, from cell level to full-chip level [25]: some of those verifications
require considering very low-level details of the circuit (e.g., physical characteristics of the devices),
while other approaches might only consider the topology of the circuits under verification.

Power-down modes and their consequences. While the properties introduced previously are in-
teresting to check in a general context, other verifications may be required, depending on the
context of use of the designed circuits. A highlighting example can be found with the integration
of a power-down mode in a given circuit. Such functioning mode makes it possible to save energy
by dynamically cutting power supplies in parts of the circuits when these parts are not used,
by adding extra-functional circuitry to the initial design. However, with such mode comes new
verification challenges: modifying the circuit to add this functionality can induce new errors, such
as new short circuits and floating nets. It can also impact some crucial properties of analog circuits,
such as symmetry [10, 27, 35]. The absence of symmetry in an analog circuit can cause aging [64],
reducing its lifespan and increasing the risk of failures. Ensuring symmetry properties when adding
a power-down mode to a circuit is hence required to improve its robustness.

Beyond transistor-level properties. In this survey, we focus on the verification of properties directly
related to the transistor-level. However, the verification of some properties linked to other levels of
abstraction may require to also consider the transistor-level to be performed efficiently. In particular,
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some verification approaches combine transistor-level and layout level verifications to improve
the feedback for users, with approaches such as Logic-Aware Physical checks [31], Logic-Driven
Layout Analysis [16, 26] or Design Rule Check driven geometrical checks [21]. Those approaches
focus on verifying some geometrical properties of the layout, but uses information extracted from
the transistor netlist to identify the area where geometrical checks should be performed. This kind
of approach demonstrates that combining information from different levels of abstraction can help
providing meaningful verification tools. However, as will be stated in Section 3, in this survey we
focus on transistor-level verification approaches; we thus do not study such combined approaches.

2.2 Verification at Different Levels of Abstraction

Checking the logic properties of a circuit can usually be done at a high level of abstraction,
regardless of the exact implementation of state-machines and basic cells such as gates and registers.
These properties can typically be checked on the RTL description [5, 18, 24], or even at a higher-
level [13, 55]. The verification at RTL level is a widely explored domain: it can rely on different
techniques, such as high-level simulations, or state-space exploration techniques that can reason
directly with more abstract concepts, e.g., exploring the states of a Finite State Machine without
considering the detailed implementation. This question has hence been widely addressed in the
literature, with methods and tools enabling the verification of a lot of properties — including
temporal properties — from hardware descriptions written in languages such as VHDL or Verilog.
This can be used to verify that a device is compliant with a given specification, by proving properties
on the behavior of the system such as the reachability of a given state. The correctness properties
should then be preserved when synthesizing the netlist from the high-level description.
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Fig. 1. High level view of a typical design and integration flow including both digital and analog parts: a
particular focus is put on transistor-level verification.

2.3 Integrated Circuit Design Flow

However, the verification task should occur at different steps in the design process of an IC,
considering different levels of abstraction to verify that the circuit can be sent to manufacturing, not
only from a functional point of view, but also concerning extra-functional aspects — e.g., verifying
some electrical rules to ensure that there is no current leakage. Nevertheless, many different design
flows can be used to produce a circuit from a set of specifications, depending on the usage of
analog and digital parts, the target technology, the design methodology, or even the company
expertise — and the verification steps must be adapted to these different design flows. These flows
are complex, and any error introduced in the design can result in heavy costs to fix the circuits
after manufacturing, making it important to check the circuit properties all along the flow.



A Survey on Transistor-Level Electrical Rule Checking of Integrated Circuits 7

An example of a typical design process is shown in Figure 1. In this flow, the circuits are built
and assembled by expert designers, from a combination of RTL descriptions and analog patterns,
derived from a specification of the target circuit. It results in a global layout of the circuit to be sent
to the foundry for manufacturing. Important verification steps are highlighted in red, they occur
all the way from high-level representations to low-level details, as manual interventions may occur
at every step of the flow (see Section 2.4).

In such process, the concept of “netlist” is used at different levels of abstraction: logic- and
transistor-levels. As a matter of fact, a netlist is only a description of the interconnections between
base components, where these components can be logic gates, transistor devices, or any other
relevant component depending on the level of abstraction.

When considering logic netlists, the base components are logic gates, which can be mapped to
standard cells: for a given technology of manufacturing, the foundry provides a list of primitives
(the so-called standard cells), each physically implementing a logic gate or a set of logic gates into a
layout. These standard cells map a logic representation to a set of characteristics — such as layout
size and path delay — to be used in the manufacturing flow. This enables the efficient realization of
the place and route step, i.e., generating a circuit layout by physically mapping each logic gate to a
set of physical transistors — which are basically sets of geometrical shapes on the circuit layout —
at a particular location on the chip, and adding the wires to connect them.

On the other hand, at the end of the design flow, we need to reason at low-level of abstraction and
consider transistor-level netlists. Indeed, before running the manufacturing step, the circuit layout
should be checked, especially to ensure that some design rules — required by the foundry — have
been respected in the design process. However, circuit layouts are representations built to fit the
needs of semiconductor manufacturing processes, and are hence not adapted to the verification of
some functional or electrical properties on it. To cope with this issue, a usual step of the verification
flow is to consider both the circuit layout and its schematic in a step called Layout vs. Schematic'
(LVS). Doing so, some properties can be checked on the schematic representation, and subsequently
ensured on the layout representation. This schematic representation is actually the transistor-level
netlist.

2.4 Sources of Errors in the Flow

For digital designs, the complete flow from RTL, i.e., a “synthesis” step followed by “place and route”,
is potentially automatic. RTL can either be handwritten or generated from a high-level synthesis
tool. When this is the case, no manual intervention can introduce bugs in the flow. However, in
practice, many human interventions may be needed in the flow, to go from the design phase to the
actual layout. For analog designs, the transistor-level netlist is usually generated from a manually
designed schematic, hence it might contain functional and/or electrical human-introduced errors.
Moreover, as illustrated in Figure 1, complex Systems-on-Chip are often composed of both digital
and analog parts, which can either be custom-made, or external IPs. In this context, the process of
integrating the different parts can also introduce errors, even if each individual subcircuit is correct.
In particular, such integration requires the designers to explicitly consider the power domains of
each component to properly interface each part, and this must be thoroughly checked to avoid
errors that can result in severe damages on the produced chips [30, 59]. While the integration of
power-domains can be automated, in particular with tools based on the Universal Power Format
(UPF), the process remains complex, allowing the user to customize the integration. Figure 1 shows
a simplified version, more detailed versions can be found in e.g., [17]. Doing so, the integration

1Sometimes also called Layout vs. Source in the literature.
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phase might introduce errors when the tools are mis-configured, or when the UPF source file is
erroneous.

Last but not least, even a generated transistor-level netlist may be manually modified for various
reasons. For example, the detection of a bug late in the flow may require to patch the generated
netlist, as patching the initial RTL and starting again the flow from scratch would be too costly.
Such late patches have led to the apparition of engineering processes, such as Engineering Change
Order (ECO) [9], which can be used to fix bugs very late in the flow, adjusting the circuit to a
slightly modified functioning environment or modifying the interface between the components.
This may also introduce new bugs.

2.5 Preventing Electrical Issues

Preventing electrical issues as the ones mentioned above is indeed crucial to ensure that circuits
are reliable. As this problem is critical in the manufacturing domains, solutions have been used for
years to gain confidence in the reliability of the circuits, before the manufacturing process ends.

As far as we are aware of, there exist three different (and complementary) approaches to ensure
that no electrical issues are left in a design [7]:

(1) Low-level (SPICE) simulations covering all interesting cases. With the growing complexity
of circuits, the number of configurations to simulate grows exponentially with time, and
full coverage in simulation is no longer achievable.

(2) Architectural constraints on the circuit, imposing each sub-circuit (usually called IP) to
include the necessary protections. This leads to needlessly duplicate some parts of the circuit,
and is hardly achievable when the IPs themselves include complex power-management
logic for example.

(3) Silicon debug tools, where electrical issues are measured physically on a first prototype.
While post-silicon validation is anyway required, waiting for this stage to debug electrical
errors is only applicable when at least two tape-outs (i.e,, masks manufacturing) are planned,
which is less and less manageable with the increasing cost of mask sets [45]. Obviously, this
should only be used as a last resort solution.

2.6 Transistor-Level Electrical Rule Checking

All these reasons motivate the need for efficient verification processes at the transistor-level,
especially to verify properties that cannot be checked at a higher level of abstraction. The transistor
netlist can be extracted automatically from the layout (LVS step in Fig. 1), hence properties checked
on this netlist also hold on the layout. Among these properties, the electrical properties of the
netlist are crucial to avoid misfunctioning of the chips or damaging them.

In this survey, we call this particular verification step Transistor-Level Electrical Rule Checking
(TL-ERC), i.e., ensuring that a design is compliant with a set of electrical rules. Such rules, which
can be checked by considering the topology of the netlists, can vary from simple and naive ones
(e.g., “there is no wire between two supplies”) to complex statements (e.g., “this part of the chip
includes a protection against ESD”), resulting in a need for various verification tools. Moreover, for
complex circuits such as Systems-on-Chip (SoC), TL-ERC must be performed at the scale of billion
transistors, which requires a trade-off between the exhaustiveness of the verification, and its speed.
Such checks are difficult and may take time but, as mentioned earlier, the cost of fixes after circuits
have been produced by the foundry [58] are high enough to make these verifications valuable.

Compared to solutions mentioned in Section 2.5, TL-ERC is not meant to replace simulation
completely, as simulation is anyway needed to check other properties. It can however reduce
considerably the number of simulations to be run in the complete design flow, while keeping a full
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coverage with respect to some properties. It also makes it possible to lift the constraints imposed
on the architecture, giving designers more freedom to optimize the circuit finely, instead of solely
relying on protected IPs. Finally, TL-ERC reduces the risk of finding issues during post-silicon
validation, hopefully allowing the first tape-out to be correct.

The various approaches for TL-ERC that exist in the literature tend to be extremely specific for a
particular application, and the positioning is usually focused on the applicative domain, and do not
compare with the existing approaches for seemingly different problems. Indeed, some aspects of the
existing verification solutions depend on the circuits’ functionality, context of use, and reliability.
However, in this work, we aim at providing a unified vision of the TL-ERC problem, comparing
verification approaches that may differ on their applicative context, but use similar techniques and
models. Crucially, in order to compare existing methodologies, we do not classify on faults. Instead,
we classify the approaches for verification tasks based on the level of abstraction used to represent
transistors. Our classification criteria are precisely defined in Section 3.2.

3 SCOPE AND METHODOLOGY OF THE SURVEY
3.1 Scope of the Survey

As mentioned in the previous section, standard design flows are complex processes that operates
at various abstraction levels, from a high level specification to the physical manufacturing of the
resulting chip, and verifications must be performed at various steps of these processes to ensure
the quality of the final product.

RTL verification is a well-known verification step that has been widely discussed in the literature
[5, 24]. Nevertheless, it cannot be used to verify electrical properties, which usually requires
information on power supplies that are not yet present at RTL level. For all these reasons we do
not discuss RTL verification in this survey.

Another approach for circuit verification that is frequently used to model electrical properties is
to use simulation, which allow designers to ensure the quality of a device for specific electrical
scenarios, by providing input vectors. This makes it possible to model details of the electrical
behavior of a circuit in an accurate way via analytic models rooted in physics principles — e.g.,
to analyze the leakage of a given transistor in a given electrical state. However, simulation-based
approaches are very costly in terms of computation needs, meaning that they cannot scale to
full-chip analysis [50]. Moreover, as these approaches rely on input vectors to make the electrical
scenario explicit for the verification task, they lack exhaustiveness: a simulation is usually run
for every input vector, and the only way to be exhaustive is hence to consider every possible
vector in the simulation plan. Naturally, this grows exponentially with the number of inputs and is
intractable in realistic use cases at industrial scale. Last but not least, in some specific cases, the
model used to simulate the behavior of a circuit may not be accurate under certain assumptions:
for example, Zwerger et al. state that, in power-down mode, the behavior of transistors may not be
modeled as accurately as it is in “normal” functioning mode [64]. For all of those reasons, we will
not discuss simulation-based verification approaches in this survey.

As a matter of fact, both RTL and simulation-based verification processes highlight an inherent
challenge of the verification of any complex system: there is an implicit trade-off between the
accuracy of the verification tools, and the complexity it requires. The more a verification method
uses a realistic model to approximate the real behavior of a system, the more complex is the
verification process, hence impacting the scalability of the approach. For example, to correctly
model the behavior of an IC, simulation-based models usually rely on differential equation systems
to simulate the behavior of the components and their interactions, and this approach indeed requires
more computational resources than higher-level abstractions, such as RTL. On the other hand, by
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abstracting the low-level details, RTL verification methods can be used to verify more complex
properties, such as the temporal behavior of a state machine, as the inherent model is simpler. Both
RTL verifications and simulation-based methods are considered out of the scope of this survey.

This work focuses on verification processes that operate at transistor-level to verify electrical
properties on the circuits. As stated by Zwerger et al. [64], such verification tools are growing
in popularity, with initiatives to detect issues like floating gates, leakages, electrical overstress
at thin-oxide devices or missing level shifters at the border between voltage domains [20, 56].
In particular, these processes must consider not only the transistor netlists of the circuits, but
also the various power supplies that are driving them, in order to model electrical behavior in an
accurate way. This survey covers all the design methodologies that, as long as they only consider
the components that were introduced in Section 2 (transistors, diodes and resistors). A particular
focus will be put on the handling of hierarchy in each approach, as it is a practical way to scale up
verification processes to full-chip analysis, by benefiting from the modular design of the circuits.

This survey also covers some of the approaches used for ESD verification in the literature. In
particular, considering the ESD approach taxonomy as exposed by Trivedi et al. [57], static ESD
checks can be performed either at transistor-level or at layout level [15]. While the layout level is
out of scope here, some of the static ESD checks fall in our scope. They are called topology checks
and consider the transistor topology and their patterns to identify vulnerabilities to ESD events.

To summarize, in this survey, we consider a specific kind of verification that operates at transistor-
level, called Transistor-Level Electrical Rule Checking (TL-ERC). TL-ERC is used to check that some
electrical rules are followed on a given netlist; these rules avoid some well-identified misfunctioning
and/or damage causes that were described in Section 2. In the next sections, we detail existing
approaches for TL-ERC, explain their principles, and compare them.

3.2 Classification

As the goal of this article is to provide a comprehensive analysis of the different approaches that
exist for Transistor-Level Electrical Rule Checking in the literature, it is important to propose
adequate classification criteria for comparing the contributions.

Circuit Semantics for
Electrical Rule Checking

| }

W|re-Ba§ed Ad-Hoc Patterns Swnch-Bz.ased
Semantics Semantics
« transistor = wire « pattern = function « transistor = switch
« context independant « known behavior « context dependant

Fig. 2. Proposed taxonomy for Transistor-Level Electrical Rule Checking (TL-ERC) approaches, based on the
semantics used to model the components’ behavior.

The different approaches presented in this survey are split with respect to how they model
the semantics of the circuit they analyze. More specifically, we consider three different semantics
categories, as introduced in Figure 2.

Wire-Based Semantics (Section 4) model transistors as wires: the analysis considers that current
may flow between drain and source independently of the voltage applied to the gate terminal. This
is a coarse approximation of the circuit’s real behavior, but its simplicity has benefits for TL-ERC,
notably scalability.
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Pattern recognition approaches (Section 5) aim to identify, in a given circuit, some structures
with a specific behavior (for example, correct interfaces between power domains). Instead of model-
ing the behavior of each component in the circuit, these approaches only focus on some identified
structures and thus only model parts of the circuit. It can be used for specific behaviors which
require details on the low-level implementation and can not be modeled precisely by combining
the individual behaviors of the components.

Switch-Based Semantics (Section 6) model the switching behavior of transistors, making it
possible to model more precisely the voltages at each net of a circuit. In these approaches, a
transistor is modeled either as a wire — i.e, is switched on — or as an open circuit — i.e., switched off
— depending on the voltage applied to its gate.

In each of these sections, we present the different techniques that have been proposed for TL-ERC,
not only their functioning principles, but also the several criteria that can be used to compare
them. In particular, we will consider the following comparison criteria: properties and errors that
are considered, usability of the approach on realistic use cases, scalability of the methods, and
identified limitations.

4 WIRE-BASED SEMANTICS APPROACHES

This section discusses approaches to the TL-ERC problem that use a simple abstraction of the
transistors’ behavior, by modeling them as wires.

Principles. The main shared characteristics of these approaches is the abstraction that transistors
can always be switched on, no matter the voltage applied to their gate. In other words, a transistor
is modeled as a wire between the source and drain terminals. Even though naive, this approach
can be used to analyze all the possible scenarios of voltage propagation in circuits, by considering
the reachability of the circuit nets in a graph formed by those wire-like transistors. However, such
approximation also leads to a lot of “false alarms”, as the considered electrical states of a circuit are a
coarse over-approximation of the actually reachable states. For example, the wire-based abstraction
of an inverter considers that it may connect the supply to the ground. The actual circuit, however,
contains two transistors in series that cannot be “on” at the same time in normal conditions.

Analyses. Performing an analysis with a wire-based semantics is often called voltage propagation
(or supply propagation), and mainly relies on traversing a graph that is an abstraction of the circuit
to annotate every net with the possible supplies that can reach it [30, 63]. If a given supply can reach
the source (resp. drain) of a transistor, then voltage propagation considers that it can also reach its
drain (resp. source). Hogan et al. [21] use a similar approach in one of their analysis modes, namely
vectorless mode, where no input vector is provided to the tool. Their other approach to supply
propagation, called vectored mode, is discussed in Section 6. Srinivasan et al. [54] demonstrate how
a property can be propagated throughout all the resistors in a hierarchical SoC, without flattening
its structure thanks to a symbolic algorithm. The kind of properties they study are path-dependent,
such as point-to-point resistance in a circuit. As resistors are simple dipoles, it is modeled as a wire
in their approach, making it similar to the wire-based TL-ERC approaches.

Note that other approaches use supply propagation with different semantics (see Section 6). In
the following parts, we will hence denote the process of propagating voltage information through
transistors independently of the voltages applied to their gates as naive voltage propagation.

After a naive voltage propagation step, basic TL-ERC analysis can be performed by traversing the
annotated graph and use voltage propagation information to check some connectivity properties
on the nets (short-circuit, floating nets, . .. ).
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Several techniques rely on custom type systems to propagate more information on the nets’
connectivity, such as stating if the net is a drain, a source and/or a gate [33, 59]. In particular, it can
be used to identify power domain interfaces, where specific design rules must be used to protect
the circuits — notably against ESD events — or ensure a correct behavior — e.g., with level-shifters.
Such interfaces can be identified using a type system, with the following rule: if a transistor’s
source and drain have voltage v; its gate has voltage vy, then this transistor is on a power domain
crossing interface. For example, Viale et al. [59] use a specific net type propagation algorithm as a
prerequisite for further analysis of ESD paths. They use naive voltage propagation to initialize the
nets in their representation of the circuit with specific types and voltage labels, which can then be
used for further processing. Custom type system can be used for other checks, as the nature of a
net (i.e., source, gate, net, . ..) has to be considered in error scenario. For example, if a net is not a
gate, it can not be concerned by a floating gate error.

Another example of wire-based semantics approach can be found within the graph-based ap-
proach for ESD vulnerability identification from Liu et al. [32]. In this approach, hierarchical circuits
are modeled as weighted graphs, where weights are used to define current paths between I/O pads,
which may lead to ESD vulnerability. The proposed algorithm can hence be used to identify the
pad-to-pad paths to protect against ESD events, considering that only a small fraction of pad-to-pad
paths are vulnerable to such events (i.e., one only needs to protect paths where there are few MOS
transistors, as the other paths are not vulnerable to ESD events due to their higher resistance).

Properties and errors considered. Several properties may be considered with wire-based semantics,
which can be seen as a fast and reliable first filter to eliminate parts of the circuit where no error
can occur.

Lescot et al. [30] propose an integrated solution to identify various electrical errors, namely
floating MOS gates, over-voltage on thin-oxide transistors and missing level shifters. Their approach
is based on supply detection — using a heuristic on bulk-connections to identify the supplies at the
different levels of hierarchy — and naive voltage propagation, demonstrating that naive voltage
propagation can be useful in many use cases.

Other approaches demonstrate the usability of this abstraction for EOS ([21] in vectorless mode)
and ESD identification [32, 33, 54], even though most approaches rely on a refining step — called
pattern recognition — to filter out “false alarms” from real ones. Naive voltage propagation is hence
mainly used as a first step for other approaches that will be detailed more thoroughly in Sections 5
and 6.

Usability. The abstraction at stake in the wire-based semantics approaches is quite naive, and
is hence rarely used as a standalone method. Instead, it is generally used as a first step of further
analyses — see Sections 5 and 6 for a comprehensive study of how naive voltage propagation can be
used in more advanced TL-ERC techniques.

Scalability. However, performing naive voltage propagation on an industrial-scale circuit —
which can include up to billions of transistors — is an expansive task, which needs to be efficient to
be integrated in standard toolchains. Those approaches led to the development of industrial tools to
perform this task, such as Calibre PERC [51], which can be used for supply propagation [16, 26, 30],
and also provides pattern recognition features, that will be introduced in Section 5. Calibre PERC is
designed to handle circuits hierarchy (and in particular hierarchical supply propagation), in order
to scale efficiently to realistic industrial designs.

Limitations. Wire-based semantics are a way to over-approximate the behavior of an integrated
circuit in a coarse-grain manner. This abstraction identifies more or less trivial errors in a given
netlist and as such its results may include many false alarms.
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Overall, wire-based analysis raises too many false alarms to be usable as a standalone approach
— as its results must be filtered out by experienced designers. However, because it is simple, this
approach scales and can be used as an effective prerequisite for other more precise analyses.

5 AD-HOC PATTERNS APPROACHES

A classic complement to a wire-based semantics is to rely on pattern recognition, which aims to
ensure some properties of a circuit by identifying specific patterns within it.

Principles. The main principles behind the ad-hoc pattern approaches is to consider specific blocks
of the circuit which presents interesting properties with respect to TL-ERC. Those approaches are
generally used to add behavioral information to wire-based semantics. For instance, a pattern can
be used to identify existing circuitry for ESD protection on a path that was identified as vulnerable
by a previous wire-based analysis. Patterns can be provided by both the designers of the circuit
and the engineers in charge of the verification task, and can be used to specify the behavior of
specific blocks with respect to the errors models under analysis. These approaches hence rely on
pre-defined pattern libraries, which provide all the variations of the blocks to identify to ensure
the given property. These libraries must be provided by experienced engineers, with sufficient
warranties on the properties of each pattern. In order to identify these patterns in the circuit, the
different approaches use graph isomorphism algorithms to detect pre-selected patterns in a given
circuit [43, 46].

Pattern-based approaches allows checking properties that is difficult to build by considering
each component individually, instead the behavior of the identified patterns is based on designers’
expertise and time-tested design rules.

Analyses. Ad-hoc pattern approaches are most of the time used to check extra-functional consid-
erations, which does not act on the circuit’s functionality, but are design rules that shall be used to
ensure a correct functioning and prevent damages. Typically, ad-hoc pattern approaches can check
that a specific feature exists in a given circuit — e.g., a protection pattern against ESD events or a
level-shifter topology.

Combining a first analysis based on wire-based semantics with a pattern-based refinement
step is hence generally a good approach, as it is a way to filter out potential errors that have
been identified with voltage propagation. Pattern-based analyses are often used to improve the
wire-based semantics of a circuit with some more accurate details for specific parts, based on some
expertise-based libraries of patterns.

Properties and errors considered. Pattern recognition-based approaches are used to identify level
shifter topologies, typically to avoid raising a false missing level shifter alarm when naive propaga-
tion techniques raise a warning within a level-shifter component, at the interface of two power
domains [30]. Patterns are also used to identify ESD protections, in the context of ESD vulnerability
analysis [15, 30, 31, 33, 57]. In particular, those approaches focus on verifying that cross-domain
interfaces (i.e., transistors for which gate and source/drain terminals belong to different power
domains) are correctly protected against ESD events, as such interfaces are particularly vulnerable.
These first approaches essentially consist in asserting electrical rules based on the existence of
relevant patterns.

Protection against ESD deserves a particular discussion. On one side, ESD protection is a canonical
case for pattern matching as ESD protection circuits are quite standard circuits that provide a
local protection at very specific points. We thus clearly consider them as a particular form of
TL-ERC. On the other side, while checking the presence of ESD protections can be relatively easy
using pattern-matching, identifying the places of the circuit where such protection is needed is
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more difficult: ESD protections are usually added in parallel to the path to be protected, to give
an alternative, easier path to high-voltage discharges. To protect against any external ESD (see
Human-Body Model in Section 2.1), one protection should be needed for any pair of external pads
(I/O or supplies) of the circuit [59]. However, some ESD protections should also be integrated inside
the circuit itself to protect it against inner ESD events (such as Charged-Device Model).

Overall, ESD analysis covers a wide range of techniques: some being local to I/O ports regions,
others requiring a more global view of the circuit. Even if the points of verification are in general
well-identified, ESD analyses are already a good source of inspiration for more global pattern-based
approaches. Conversely, we will see that some efforts exist for ESD analysis using different (i.e.,
less local) verification methods.

Structure recognition techniques are also used to assert properties on the patterns themselves, for
specific use cases such as analog designs and power-down mode. For instance, Zwerger and Graeb
[64] and Neuner and Graeb [39] rely on pattern recognition can to assert symmetry properties in
analog structures, such as differential pairs and current mirror, which is crucial to limit the aging of
the designs. Similarly, Kunz et al. [28] use pattern matching to identify structures that are known
to be vulnerable against ESD events. Pattern-based analysis can also provide a qualitative analysis
of such structures — e.g.,, to characterize the quality of all the ESD protections in a design [59, 60],
making it possible to quickly identify the most vulnerable parts.

Scalability. Building pattern recognition tools is a non-trivial task, which has already been
addressed in the graph analysis domain. In order to avoid implementing such tool from scratch,
TL-ERC approaches based on pattern recognition tend to use existing tools, and to adapt graph
isomorphism techniques to the context of transistor-level circuits. Notably, Calibre PERC [51] is
commonly used for this particular feature [19, 30, 59, 60].

To scale up to billion-scale SoCs, pattern recognition techniques need to handle hierarchy. Neuner
and Graeb [39] demonstrate how a hierarchical approach can use pattern-matching techniques, in
particular by matching module patterns for symmetry assertions. Other optimizations have been
proposed to improve the performances of pattern recognition on realistic use cases, for example by
using pattern reduction [59] to reduce the complexity of the approach.

Usability. TL-ERC approaches and tools should be easily integrable in design flows, in order
to ease their usage by designers in their daily task, especially so that verification processes are
run whenever necessary. To enable such integration, Viale and Allard [59] propose an innovative
process to characterize and visualize the quality of ESD protection patterns. In their framework, the
quality of each ESD protection is quantified, and can be visualized through a visualization matrix,
where each cell represents the vulnerability of the path between two I/O pads. Users can hence use
this visualization feature to quickly apprehend which parts of the circuit are the most vulnerable,
and where the design efforts should be put to improve the circuit resilience. This is particularly
useful during the revision process, i.e., the task of modifying a circuit when the verification process
highlighted some design rule violations. By using such approach, designers can hence reduce the
effort required for revision by focusing on the actual vulnerabilities of the circuit, as highlighted
by the analysis tool. Other pattern-based TL-ERC approaches also provide guidelines for revising
the designs based on the results of the TL-ERC analysis [39], to help designers understanding the
impact of those analysis results, and using them correctly for the debug task.

Limitations. One of the major issues of pattern-based approaches lies in the patterns themselves.
As amatter of fact, relying on a library of patterns for the structure recognition can lead to erroneous
conclusions during the analysis. On one hand, a pattern library cannot be exhaustive, and some
structures which should be identified by the pattern recognition algorithms might actually be



A Survey on Transistor-Level Electrical Rule Checking of Integrated Circuits 15

missed. When pattern recognition is used as a refinement step after an analysis yielding false alarms,
some warnings which should have been filtered out will not. Conversely, if pattern recognition
is used to identify vulnerability patterns, some might not be found by the tool, as they do not
correspond precisely to the ones in the library. On the other hand, libraries are provided by the
engineers, which leverages their expertise to identify relevant patterns, along with the properties
of those patterns. An engineer may introduce an erroneous pattern in the library, which would
make the analysis unsound (real errors from a prior analysis may be mistakenly filtered out).
Additionally, some functional blocks with interesting properties might replace the usual patterns
and not be detected by a standard pattern-recognition technique. For example, functional parts
might be considered as secondary protections against ESD events [59], but cannot be identified by
pattern recognition in the general case.

Moreover, while pattern recognition techniques can be used to ensure properties that cannot
be detected by a simpler approach such as the ones described in Section 4, it cannot be used to
accurately model the dynamic behavior of the designs. It is hence limited to identifying structures
where the interesting behavior (e.g., the ability to prevent damages during an ESD event) does not
depend on the electrical state of the circuit. In this way, the pattern recognition algorithms search
for structures with a specific “static behavior”, but cannot consider the “dynamic behavior” of
those structures. For example, Viale et al. [60] and Viale and Allard [59] use pattern recognition to
identify both static and dynamic ESD IPs, e.g., respectively structures that are always a protection
against ESD events, and structures that must be triggered to efficiently protect the design. However,
as patterns do not model the electrical state of the circuit (which mean it cannot determine the
value of the trigger signal), they specify that for dynamic ESD IPs, they can only assume that the
pattern is properly controlled — i.e., that the trigger signal is correctly set. This results in potential
flaws in the analysis, as their assumption cannot be enforced by the verification process. In this
example, dynamic ESD IPs may never be enabled, while the verification process considers they are.

6 SWITCH-BASED SEMANTICS APPROACHES

The last family of TL-ERC approaches model the switching behavior of the transistors in the design
under analysis. In contrast with the wire-based semantics approaches introduced in Section 4,
switch-based semantics considers more realistic electrical behavior of the circuits, reducing the
abstraction level at which the analysis is performed.

Principles. The approaches presented in this section model transistors as programmable switches:
depending on the voltage on the gate, an electrical connection is made between source and drain.
This refinement over the wire-based semantics allows pruning the electrical state space from
unstable/unreachable states. For example, when considering the inverter circuit from Figure 3a,
such approach can model that the trigger signals of both transistors — i.e., the voltage applied
on their gates — are not independent. In this case, a switch-based analysis is able to state that
at least one of the transistors must be switched on and thus Z cannot be floating. Such behavior
cannot be captured by the previously described approaches, meaning that both wire-based and
pattern-based semantics would consider some unreachable states in their verification process,
leading to numerous “false alarms”.

Switch-based approaches for TL-ERC are still emerging initiatives, implemented using numerous
analysis techniques. The following subsections consider three proposed approaches which seem
promising both in the accuracy of their results and their potential of scalability.
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6.1 Iterative voltage propagation

Iterative voltage propagation is an improvement of the naive voltage propagation technique intro-
duced in Section 4, where the switching behavior of transistors is considered during the voltage
propagation phase. The technique mainly relies on marking the voltage at each net and the state of
each transistor of a circuit as initially unknown. Then, an input vector is used to start an iterative
traversal of the nets. For each gate for which a voltage can be defined, the transistor is either
switched on or off, and this information can be used for further propagation at the next iteration.
At the end of this propagation phase, every net has been annotated with either a voltage, or an
unknown value if the input vector was not sufficient to propagate information to this net. This
phase is sometimes called static voltage propagation in the literature [62, 64]. In the scope of this
survey, we use the clearer denomination of iterative voltage propagation, to contrast with naive
voltage propagation approaches described in Section 4.

Analyses. A first approach for iterative voltage propagation was introduced by Blieck et al. [6],
which used a simple algorithm and type system to iteratively propagate the voltage values in
the circuit nets to check for undesired currents. This approach has been generalized by Zwerger
et al. [62, 64], making it possible to efficiently propagate supplies in analog circuits with power-
down modes. They provide various models for the basic components (i.e., transistors, resistors and
capacitors), and use them to build a graph representation of the circuits, where vertices are the
nets and edges are connection between the nets, through the devices. Doing so, they can define an
ad-hoc propagation algorithm that iteratively scans this graph to propagate the supply values — as
well as a given power-down signal value — throughout the circuit. Edges may be considered as on
or off switches, depending on the voltages already propagated in the circuit. The complexity of this
iteration-based supply propagation algorithm is O(n?), with n being the number of connections in
the circuit.

Hogan et al. [21] propose a similar technique with a two-mode analysis: the vectorless mode that
corresponds to naive voltage propagation and has been presented in Section 4, and the vectored
mode. In vectored mode, users must provide an input vector, to define the value of each input
signal of the circuit (making this approach quite similar to simulation-based approaches). The
voltage propagation algorithm can then use this input vector to model transistors either as on or
off switches (while vectorless mode models every transistor as a switched on transistor), iteratively
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propagating the supplies from source to drain in the design. This can hence be used to define the
global electrical state of the design — i.e., the voltage at every net — with respect to an input vector.

Considered properties. Iterative voltage propagation has been used in multiple verification tools
for various error properties. By design, it can estimate the voltages of the different nets of a circuit
in a more accurate manner than naive voltage propagation. It can even be used to propagate some
information on the electrical status (i.e., short-circuit or floating) of the nets [6]. For those reasons,
these approaches have been used to check for undesired short-circuits, current leakage or floating
nets [6, 62]. This approach has also been used in the context of asymmetric voltage conditions
in power-down mode [64]. As stated in Section 2, asymmetry in the voltages applied to some
analog structures may lead to critical aging of devices. Using a proper modeling of the components’
behavior, iterative voltage propagation can be used to check for symmetry rules in analog designs,
making it possible to identify potential vulnerabilities, like for example asymmetry resulting from
the integration of a power-down mode. Last but not least, iterative voltage propagation can also be
used for more complex error identification in combination with other techniques (notably pattern
recognition), such as identifying EOS [21] or ESD [37, 39] vulnerabilities in analog circuits.

Scalability. Tterative voltage propagation mainly rely on a custom modeling of the transistor
behavior and a propagation algorithm. To improve the performance of these algorithms, Neuner
et al. [37, 39] proposed a generalization of the voltage propagation algorithm from Zwerger and
Graeb [62], to make it possible to handle hierarchical circuits. This is probably a required step for a
further adoption in industrial-scale processes.

Usability. Iterative voltage propagation should be usable in standard verification processes,
to be integrated in most workflows. The possibility to use input vectors for dynamic supply
propagation [21] hence seems suited for industrial usage, as it complies with standard simulation
processes that already use such vectors.

Limitations. While iterative supply propagation approaches seem to be a promising improvement
of naive supply propagation techniques, it currently suffers from some limitations.

The first limitation is related to I/O value management. In most of the approaches, the value
of inputs is not modeled [6, 62], and the iterative voltage propagation mechanism actually only
propagates the different supplies in the circuit. This means that if an input net (with an unknown
voltage) is applied to the gate of a transistor, the current status of this transistor is undefined — it is
hence considered as being switched on, for correctness reasons. On the other hand, in the “vectored”
approach from Hogan et al. [21], the user must provide an input vector to specify the voltage
of each input net, meaning that each propagation is valid only for this vector. In the first case,
the voltage propagation over-approximates the reachable electrical states, indeed the reachability
of some states depends on the input values. In the second case, supply propagation must be run
on every interesting input vectors [64], which can be an exhaustive combination of all possible
vectors, or a subset of it if defined by the user (either based on previous simulations, or users’
knowledge), but this is in general too inefficient. Additionally, if only some scenarios are explored,
this under-evaluates the set of reachable states.

Moreover, in the current state of the art, iterative supply propagation is also limited due to its
computational complexity [62]. As it is an emerging approach, there is no standard, optimized tool
to perform this propagation, and algorithmic/implementation optimizations are still to be proposed
to improve its efficiency.
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6.2 Power-up transformation

Power-up transformation is an operation proposed by Zwerger et al. [64] as a prerequisite for
TL-ERC verification on analog circuits with a built-in power-down mode. Power-up transformation
uses an identified power-down signal as input, which is the trigger signal for the power-down mode
(for example, the pwd signal in Figure 3b). This analysis can hence be seen as a particular case
of iterative voltage propagation, where the input vector consists in the pwd signal. In addition, a
library of patterns is also used to identify digital blocks which may be implied in the power-down
circuitry.

Analyses. Power-up transformation is often a necessary first step because standard verification
tools are not built to work with the power-down circuitry, and may fail to do so — for example,
analyses may use pattern recognition to identify analog patterns that should be symmetrical, but
such patterns may be different from the ones in the pattern recognition libraries due to the power-
down circuitry. Indeed, once the power-down circuitry has been identified, it can be removed (i.e.,
the corresponding transistors will be replaced either by a wire, if power-up mode requires them to
be switched on, or will be removed in the other case). The resulting circuit can then be checked
using standard techniques (such as pattern recognition).

For example, consider the inverter circuit from Figure 3b, we can use power-up transformation
to remove the power-down circuitry (i.e., the PMOS transistor controlled by the pwd signal), in
order to retrieve the original inverter circuit from Figure 3a. This makes it possible to model the
circuit behavior during its “normal” operating mode.

In [64], power-up transformation is followed by another supply propagation algorithm that uses
an input vector to propagate voltages to the nets of the circuit.

Considered properties. Zwerger et al. [64] used power-up transformation for symmetry assertions,
using two complementary pattern libraries: a first library to identify and remove power-down
circuitry, and a second one to identify analog patterns in which symmetry rules must be asserted.
For each of those patterns, and for each input vector, they identify symmetry violations and provide
areport error that can be used to verify that no mismatch in the analog design may lead to premature
aging of the circuit.

Based on this approach, Neuner et al. [37, 39] proposed a generalized approach to identify not
only symmetry rules violations, but also undesired short circuits and floating nets.

Usability. Neuner et al. also address a more practical concern by providing guidelines to revise
designs after analysis [39]. The technique has shown to be general enough to be integrated in more
complex approaches for verification and synthesis. Based on the same techniques, initiatives have
also been proposed for synthesis of power-down circuitry [65], in order to ensure the electrical
properties of the circuits while adding a power-down mode.

Scalability. Power-up transformation techniques are meant to be a necessary first-step of the
analysis. As such, they must be efficient and scalable. By nature, the analysis is not much precise and
thus relatively scalable. Neuner et al. also propose a hierarchical optimization of these techniques
in order to improve the performance on large scale circuits [39].

Limitations. Power-up transformation approaches suffer from the limitations due to the tech-
niques used.

First of all, they rely on pattern recognition techniques, which lack exhaustiveness and correct-
ness, as detailed in Section 5. Moreover, the voltage propagation phase relies on input vectors to
identify power-down signals and are thus sensible to the fact that these signals are exhaustively
identified.
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6.3 SAT solving approaches

A Boolean SATisfiability solver (SAT for short) is a tool that analyzes a logic formula to check
whether there exists a valuation of the formula’s variables such that the formula evaluates to true.

SAT solvers can be used to analyze a circuit. The approach consists in building a logical formula
from a given netlist, where each term either encodes the behaviour of the circuit, or encodes an
error condition. A standard SAT solver (e.g., CryptoMiniSat [53]) can then be used to efficiently
find a condition on the circuit inputs that satisfies this formula, somehow propagating the error
condition to check if it’s satisfiable.

Analyses. Afonso et al. [1] use a SAT solver to identify sufficient conditions for a short-circuit.
To build the formula, the algorithm iteratively scans the netlist, and, for each device, adds the
condition for a short-circuit to happen on this device to the existing short-circuit formula. The
existing formula is simplified if an existing term in the formula is in contradiction with the new
term to add. In this approach, the dynamic behavior of the circuit is modeled by encoding the
switching conditions of the transistors directly in the short-circuit formula. Resistors and inductors
are modeled as wires, and capacitors are modeled as open circuit, as the approach only considers
the steady states of the circuits. Consequently, if no input combination is found, it also means that
no short-circuit is possible in a given circuit. For example, their method can be used to identify the
short-circuit conditions in the circuit from Figure 3c, where the input combination —x A y A z leads
to a direct path from Vdd to the ground.

In [40], a method to encode the semantics of a circuit is presented in the form of a patent. The
encoding considers not only 0/1 logical values for each net, but also high-impedance — i.e., floating
values. It uses a one-hot encoding of net states, assigning one Boolean variable for “net has value
0”, “net has value 1” and “net is floating”. The encoding is applied to floating net detection [41].
The method relies on a prior search for suspect floating gates. A logical tree representation is
then built for every suspect gate net, taking into account the immediate sub-circuit containing
the gate net. An iterative process is run to check the satisfiability of the error on predecessor
circuits, which repeats until either no predecessor circuit that can cause the gate to float is found,
or until a circuit causing the gate to float is found. The analysis is performed on a subset of gate
nets representing floating gate candidates, it then follows a Counter Example Guided Abstraction
Refinement (CEGAR) over circuit portions on which a candidate floating gate net is found. The net
is only identified to be actually floating when a root cause is encountered. The authors also discuss
the possibility of reducing the number of reported floating gates — e.g., by dismissing floating gates
when they correspond to powered off devices.

Considered properties. SAT solving have only been used for short-circuit and floating gates
identification, but in principle it could be generalized to identify sufficient conditions for any path
to be active in a given circuit. This could identify other errors and could be composed with other
approaches, for example to perform voltage propagation by modeling the conditions for each net
to be connected to the various supplies of a design.

Scalability. In their work, Afonso et al. [1] propose an approach where the different terms of the
formula are built independently from different parts of the circuit. This phase can be parallelized
before merging the different terms for solving [49], leading to a reasonable scalability (circuits with
10,000 internal nodes are analyzed in less than a minute on average with 16 threads).

CEGAR-based approaches [41] run the SAT-based analysis only on very small portions of the
circuit, avoiding the scalability issue due to the NP-completness of SAT and allowing them to scale
linearly in the size of the circuit. They can also use parallelism to independently analyze several
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floating gates and discover whether each of them is a real error or disappears when enlarging the
boundaries of the analyzed circuit.

Limitations. Afonso et al. only consider circuits with a single supply, making the voltage propa-
gation phase useless, while in [41] two power levels are considered (“low” or “high”). To generalize
these approaches to more realistic use cases, multiple supplies should be supported.

Not many results exist in the literature analyzing the scalability of SAT-based approaches.
Moreover, while both of the presented approaches consider exploiting parallelism to improve the
performances, hierarchy considerations are not discussed, hence limiting the potential of scalability.

Overall, this field of researches highlight a promising usage of SAT solvers, long known to
software verification engineers for symbolic model-checking, in the context of Transistor-Level
Electrical Rule Checking.

Usability. The restriction to a single supply in the SAT-based approach from Afonso et al. [1, 49]
is, in practice, an important limitation for an integration in standard design flows. For example,
short-circuits are usually avoided by construction on CMOS designs synthetized from e.g., RTL,
but they can appear by mistake on circuits with multiple supplies, for example as a consequence of
a missing-level shifter.

6.4 SMT solving approaches

A more general approach, based on Satisfiability Modulo Theory (or SMT) instead of SAT, has been
proposed by Oulkaid et al. [12, 44]. SMT solvers make it possible to consider numerical variables to
represent voltage values. This makes it possible to represent multi-supply circuits and to express
properties related to voltage values. The objective of this work is to provide a generic framework
for TL-ERC, based on the use of an SMT solver. They demonstrate how it can be used to identify
missing level shifters in integrated circuits.

Analyses. The approach is based on the proposal of semantics of integrated circuits at transistor-
level. Doing so, they provide a way to encode the behavior of any circuit into a logical formula ¥.
¥ actually encodes all the constraints that are used to define the voltage of every net of a circuit,
resulting in a large formula for which any solution represents a steady-state of the circuit. This
formula can then be checked against any property # that can be expressed as an SMT formula too,
e.g., any formula that reasons on the voltages of the nets in a circuit. If ¥ A =P is UNSATisfiable,
then it is proved that # holds for any valuation of 7, i.e, for any electrical state of the circuit.

Considered properties. This approach is demonstrated on an industrial use case, in order to identify
missing level shifters in integrated circuits. Moreover, they also state that both short-circuit and
floating states are encoded in the logical formula, implying that this method could be adapted to
identify undesirable short-circuit or floating gates.

Scalability. The performance of this approach is tightly linked to the performance of SMT solvers,
which may be a limitation for scaling. The approach is shown to scale to subcircuits of thousands
of transistors on artificial benchmarks and real-life examples, but not to full-circuit scale. This can
be used to successfully analyze subcircuits and identify electrical issues at the leaf or at least the
bottom of the circuit hierarchy, reducing the number of issues to identify with other approaches
(e.g., simulation) in the remaining of the flow. Moreover, the authors propose modular verification
as prospects of their work, to make it possible to scale to realistic, industrial-size circuits.

Usability. The use of an SMT solver instead of a SAT solver makes the approach applicable
to multi-supply circuits or sub-circuits, hence more widely usable than e.g., [1]. The proposed
encoding is modular in the sense that each device is translated independently to a set of SMT
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clauses, and the property to be verified is also encoded separately. As a consequence, the same
circuit encoding can be used to verify properties other than missing-level shifters.

Limitations. To demonstrate their approach, Oulkaid et al. [12, 44] focus on the problem of
missing level shifter identification, and the applicability of the method to other TL-ERC is still to
be proved. Moreover, they also state that the semantics that they propose is limited, and cannot be
used to analyze any circuit. Last but not least, the scalability of this approach is yet to be studied,
with respect to industrial-size circuits with up-to-billions of transistors.

There exists some more precise SAT-based approaches that aim at reasoning about analog circuit
parameters in steady-states — as done by Miller et al. [36]. They introduce a circuit encoding
technique which considers a bounded behavior model of transistors, so that different sorts of
device variations can be captured. Such approach can be seen as complementary to TL-ERC since
it proposes an alternative to simulation to explore the state-space exhaustively, but doesn’t fit in
the scope of this survey as the scalability is limited to a few transistors only.

7 INDUSTRIAL TOOLS

The goal of this survey is to present the various methods and approaches for TL-ERC that exist
in the literature. Indeed, besides the several articles that were discussed in this paper, numerous
industrial tools exist that operate on circuit descriptions to perform TL-ERC related tasks, such as
ESD characterization or short-circuit identification.

In this section, we hence present some of the most used tools for TL-ERC. By essence, it is
difficult to understand exactly how industrial tools work — it would require several benchmarks to
understand the various approaches and properties that each tool considers. As such benchmarking
effort is out-of-scope for this survey, in this section we only describe the purpose of each tool, as
well as how it relates to the taxonomy we introduced in Section 3.2, based on publicly available
information.

Some of these tools are dedicated to the identification and characterization of ESD vulnerabilities
in circuit design. Among them, one can cite Magwel ESDi [34] and Ansys PathFinder [4], which
provide way to find the causes of design issues related to ESD, or Cadence ESD Cross Domain
Checker [8], which focuses on ESD protection at cross-domain interfaces. Those tools can be used to
identify ESD protection networks, characterize their properties, and identify related vulnerabilities
to assert the quality of the chips.

On the other hand, some of the industrial tools target non ESD-related ERC, such as identifying
short-circuits, floating gates or missing level shifters. Among them, the tool that is the most
mentioned in the literature seems to be Calibre PERC. Calibre PERC [19, 51] (for “Programmable
ERC”) is a tool from Siemens that can be used to define custom ERC rules, and check them
automatically. In particular, it offers hierarchical supply propagation and pattern recognition features
that have been used in several of the works that we considered [26, 30, 59, 60]. It can also be
used for context-aware geometrical checks, i.e., performing geometrical checks on the layout for a
subset of devices that have been identified at transistor-level [16, 26, 31]. Siemens recently acquired
the company InsightEDA, which commercializes the tool Insight Analyzer [23] that performs a
wide variety of checks on a transistor-level netlist, including short-circuit checks, floating gate
checks [41], and missing level-shifter detection [42]. They position their tool as designed to find
issues that are often missed by simulation and other traditional sign-off tools. Synopsys also proposes
its own tool, called Synopsys CustomSim [56], which can be used for Analog/Mixed Signal (AMS)
verification. It embeds SPICE simulation as well as Design Rule Checking, and makes it possible to
perform static, dynamic or even programmable checks on integrated circuits, in order to identify
vulnerabilities such as mismatched power domains, excess leakage paths or floating gates. More
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recently, Aniah proposed a new solution to perform efficient ERC [2], with a particular focus on
how to control the trade-off between accuracy and efficiency of the verification phase.

Limitations. Even though these industrial tools are widely used in manufacturing processes,
we highlight a few of their limitations, mostly linked to their opacity, i.e., the lack of internal
documentation and/or access to the source code of the tools. We believe their opacity limits their
adoption, both from the point of view of the users and from the point of view of researchers. As
the approaches used by industrial tools are in general not (or lightly) documented, it is difficult for
the users (whether researchers or engineers) to (1) understand which approaches could be adapted
to each use case; (2) characterize the limitations of the tools, in particular, which case may lead
to false warnings or to errors being missed (see the discussion on soundness and completeness
in conclusion). These limitations raise significant issues in terms of reliability of the proposed
solutions, since claims about the absence of false negatives are not verifiable. For example, scientific
research could easily back-up the soundness of a well-defined approach by publishing their results,
while this is not possible if the approach is not well-documented nor formalized. These limitations
also impact the development of new TL-ERC approaches, as they make it difficult to reproduce and
improve the existing methods.

8 CONCLUSION AND PROSPECTS

This survey proposes a new analysis of existing techniques for the problem of Transistor-Level
Electrical Rule Checking (TL-ERC). More specifically, we introduce a new taxonomy to classify
existing approaches with respect to how they model the behavior of the components, in particular
of transistors. This taxonomy is based on how the behavior of the transistors is abstracted away:
some approaches model transistors as wires (Section 4), other approaches identify specific patterns
of components to model a known behavior (Section 5), and finally some approaches model the
switching behavior of transistors (Section 6).

Complementarity of Wire-, Ad-hoc- and Switch-based Approaches for TL-ERC

Based on the considerations exposed in Sections 4, 5, and 6, we highlight several points of interest
in the analysis of TL-ERC approaches. The following paragraphs introduce a discussion on those
keypoints, which can be used to understand what is the common ground for the different approaches
and how they can be combined and/or compared.

Voltage estimation as a prerequisite. Most of the approaches that we discuss are based on estima-
tion of the voltages at the nodes of the circuit. Techniques used to perform this estimation can be
very simple, as seen with naive voltage propagation (Section 4), or more precise, with approaches
such as iterative voltage propagation or even SMT encoding of the constraints on the voltages
(Section 6). This highlights a trade-off between the performance of the voltage estimation method
and the accuracy of the estimation. Indeed, naive voltage propagation is fast, it can be done in a
few seconds, but leads to a rough overestimation of the voltage sets for each node of a circuit,
eventually resulting in a lot of “false alarms” in the diagnosis. On the other side, while more
advanced estimation techniques can be used to reduce the number of “false alarms” at the cost of
performance. For example SMT encoding seems to be limited to a few thousands of transistors [44].

Generality vs ad-hoc approaches. Some of the approaches that we discuss are limited by design to
specific use-cases — e.g., Afonso et al. [1, 49] use a SAT encoding of circuits dedicated to short-circuit
detection — while some others are generalizable to more use cases — e.g., Oulkaid et al. [12, 44],
where the error condition can be any formula considering the voltages of the nodes. It can be
remarked that, in this setup, adding error conditions, like trying to identify missing level-shifters or
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floating gates instead of missing level-shifters only, should not impact the scalability substantially,
as the encoding of the voltages of the circuit remains the same.

On the other hand, when it comes to ad-hoc patterns approaches, scalability might be affected
when trying to generalize the approach. As exposed in Section 5, pattern matching approaches
are widely used, either to filter out “false alarms” raised by other approaches, e.g., by naive voltage
propagation, or to identify vulnerable patterns in a design. However, by design, those approaches
are limited in scaling by the number of patterns to be searched: if we want to add a new class of
patterns to detect, either for detecting a new kind of errors or for supporting a new protection
pattern, the matching algorithm must consider more patterns, hence impacting their performance.

This highlights a difference in the scalability potential between ad-hoc patterns and voltage
estimation approaches (either with wire- or switch-based semantics). Indeed, most approaches
(both in industrial and academic worlds) tend to mix techniques from Sections 4, 5, and 6 to provide
adapted tools that can be integrated in existing workflows. Fast and imprecise approaches like
voltage propagation are commonly used as a first step to focus more precise analyses on smaller
parts of the circuit, where less scalable approaches can be used.

Comparison of the presented approaches

The different approaches analyzed are summarized in Table 1. In particular, the table details how
the different aspects of each analysis under study can be classified in three classifying categories.
The table also exhibits the errors and properties that are considered by the various approaches,
highlighting that several properties may be asserted with similar approaches. The detailed descrip-
tion of the approach in the table has been proposed in the survey, but this table allows us to draw a
few high-level conclusions. Note that pattern-based analyzes (Section 5) are a bit special as they
mostly do not reason on the net voltages in the circuit to identify errors. Moreover, please note that,
in Table 1, we do not include the synthesis approaches such as [38, 65], as we focus on verification
techniques rather than correct-by-construction methods that are safer but not adapted to some of
the industrial practices.

One can first observe that many approaches are very similar and analyze similar errors and
properties. For example, similar approaches, based on iterative supply propagations, have been
proposed to diagnose undesired short-circuits in various functioning conditions [6, 37, 62]. Another
example lies in identifying vulnerabilities to ESD events, with similar methods based on both
supply propagation and structure recognition [31, 59, 60], highlighting how the various techniques
summarized in this work can be combined for efficient, industrial-fitted tools. In particular, it
demonstrates how TL-ERC approaches are suitable to perform a subset of the static ESD checks,
i.e., the topology checks [57]. However, the proposed solutions are not well positioned relatively
to the similar approaches in the literature. Our first contribution in this survey is to propose a
common setting for comparing the different existing approaches. We hope that this will help build
a more consistent research community around the topic. A further step would consist in providing
benchmarks for TL-ERC, making it possible to effectively compare the various approaches in a
quantitative manner. Such benchmarks would be a big step forward in an attempt to unify the
community working on TL-ERC, providing not only a theoretical common setting to discuss TL-ERC
approaches, but also an experimental setup to compare their performances.

Performance and usability

The approaches presented here work in practice, and many of them have been experimented
on real-world large circuits. The approaches that can analyze real-life circuits all rely on ad-hoc
combinations of the key steps we identified. The most effective industrial tools (such as Calibre
PERC) combine several different steps, they generally perform both naive voltage propagation
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Table 1. Summarizing the approaches to Transistor-Level Electrical Rule Checking
Article(s) Analysis Technique Circuit Semantics Errors C idered
Y q Wire-based (Section 4) ‘Ad-Hoc Patterns (Section 5) Switch-based (Section 6) e
Type based & .
(6] dynamic supply propagation B B supply propagation S€
[21] Custom rule checking sufply propagatlon"m sulaply propagatlo? n EOS
vectorless mode’ vectored mode
(30] Custom rule chegklng supply detectxoq & pattern ldentlhcgtlon B FN, MLS, ESD, EOS
and error filtering supply propagation for error filtering
(31] ESD verification using cross QOmaln supply delectmrf & ESD structure recognition ~ ESD
checks and pattern matching supply propagation
[59, 60] ESD pattern recognition supply detectmg & ESD network identification - ESD
supply propagation
(33] Cross-domain interface verification | topology aware net type ad-hoc type-based ESD protections R ESD
with custom rule checking for supply propagation (anti-parallel diodes and GGNMOS)
N ESD path identification o
[32] with graph decomposition ESD path identification - ESD
¥ . . . . identification of topology patterns
[28] ESD sensitive topology identification - that are vulnerable against ESD events - ESD
Graph-based dynamic .
[62] supply propagation - supply propagation SC,FN
(64] Asymmetry voltage conditions B power-down mode structures & supply propagation & s
in analog power-down mode symmetrical pattern recognition power-up transformation ym
Power-up transformation, ower-down mode structures & supply propagation &
[37,39] dynamic supply propagation - P . " PPy propag y SC, FN, Sym
? symmetrical pattern recognition power-up transformation
and symmetry assertions
Identifying short-circuit conditions . encode short-circuit conditions
(1, 49] using a SAT solver single supply as logical formula S€
j Identifying missing level shifters encode both circuit semantics and
[12, 44] ! - - o nan MLS
using a SMT solver error conditions as logical formula
Checking the Samﬁablh,ty of floatmg Refinement based analysis for
[40, 41] gate candidates, by iterative - identifying floating gates FN
propagation of error conditions e &8

2SC: Short-Circuits; ESD: ElectroStatic Discharges (in particular, Human Body Model); EOS: Electrical OverStress; FN:
Floating Nets; MLS: Missing Level Shifters; Sym: Symmetry properties (see Section 2).

and pattern recognition. However, a verification tool that would consider not only the topology of
the circuit, but also its semantics could perform a precise analysis without the need to maintain a
library of patterns. Such an approach would in general be a bit more computationally intensive,
but we believe that, by combining with other approaches, it could scale to large circuits.

Concerning scalability, this survey also highlighted the fact that enabling TL-ERC at industrial
scale requires managing efficiently the hierarchy of circuits. Indeed, a lot of recent initiatives
have adapted previously designed approaches to handle hierarchy [39, 59]. This demonstrates how
existing approaches can be adapted for industrial-scale circuits of billions of components and this
way, be integrated in realistic design flows.

Concerning precision, we believe that switch-based semantic approaches is an interesting and
under-exploited direction for improving the performances and reliability of TL-ERC approaches.
Switch-based semantic approaches model the fact that transistors can dynamically switch from
on to off states, given the electrical state of a circuit, while operating at transistor-level (i.e.,
without considering complex details such as differential equations to model the real behavior of
the transistor). Formal methods [1, 12, 49] can effectively model the switch-based semantics of
circuits. In particular Counter Example Guided Abstraction Refinement (CEGAR) and Satisfiability
Modulo Theory (SMT) techniques seem particularly adapted to the reasoning on electrical circuits
and TL-ERC. As a matter of fact, recent initiatives based on formal methods have tackled TL-
ERC. For example, Plassan et al. [47] use CEGAR to assert that clock domain crossing parts of
circuits are correctly protected. While this check is performed at RTL abstraction level, the problem
itself is very similar to asserting that level-shifter structures are correctly inserted in a circuit at
transistor-level; TL-ERC could hence benefit from such initiatives. More generally, we believe that
the formal-method community could bring efficient and innovative approaches to TL-ERC.
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Reproducibility and comparison of TL-ERC approaches

In this work, we consider various approaches to TL-ERC, with each approach seemingly validated
on custom benchmarks, composed of non public circuits. This makes it difficult to compare the
different approaches. It also makes it difficult to design new solutions, especially for researchers
who might not have access to realistic circuits through industrial partnerships. While out of the
scope of this survey, we believe that providing an open-source benchmark of circuits that could be
used to evaluate new approaches to TL-ERC would be a crucial contribution to the TL-ERC research
community. Such a benchmark would benefit to both academic and industrial actors. Designing
such a benchmark is however particularly difficult in a context where there was no common view
of the existing approaches. We hope that the present survey will provide to the researcher and
industrial actors an overview of the approaches a public benchmark should target.

Discussion on soundness and completeness

When it comes to verification, strong — i.e., formal — guarantees on the result provided by the
verification tool play a major role. In the formal method community, this is often defined using two
complementary concepts: soundness and completeness [52]. To put it in a nutshell, a verification
approach that is sound should identify all possible errors (i.e., no error is missed but false warning
may be raised), while a complete approach should identify only errors that appear in feasible
scenarios (i.e., no false warning can be raised, but some errors may be missed). In other words,
sound approaches can only prove properties that are actually true, while complete approaches can
prove all true properties. Obviously, an ideal TL-ERC approach should hence be both complete
and sound, meaning that the approach should identify real electrical violations, and only those.
However, for most interesting analyses, finding precisely the errors is an undecidable problem, and
each verification approach can only provide guarantees of either soundness or completeness, while
limiting the number of false alarms or missed errors for the approach to be usable.
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