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Introduction:

Accurate forecasts of the power output of wind farms is a prerequisite for their efficient integration into power
systems and electricity markets. The state of the art on wind power forecasting is particularly rich. Spatiotemporal
models have been established among the main-stream approaches to improve predictability in short-term horizons
of a few minutes to a few hours (i.e. 6 hours ahead). Using data from geographically distributed wind farms in an
area that can span several tens of kilometers has been shown to produce significant accuracy improvements of up
to 20% [1] when predicting the output of the wind farm of interest. However, data from neighboring wind farms
cannot always be shared because they are owned by different stakeholders, often competitors, because of concerns
about losing their competitive advantage. The objective of this work is to unlock these limitations by developing
methods that enable collaboration by exchanging past observations through privacy-preserving methods.

A widely used approach for securely sharing data without revealing critical information is federated learning
[2]. Instead of sharing the original raw data, federated learning permits the exchange of by-products of machine
learning models, typically gradients, transmitting only encrypted gradients instead of data. Federated learning can
be categorized into two types based on its application goals. The first type is horizontal federated learning and
addresses data scarcity when individual participants lack sufficient data to train a complex model. Examples in
wind energy include wind turbine condition monitoring [3] and wind blade icing detection [4].

Our focus is on the second approach, vertical federated learning, which leverages different types of information,
making it particularly suited for spatiotemporal forecasting. Here, each data owner contributes with complemen-
tary information, improving forecasting accuracy. Applications include forecasting of wind power [1] and of solar
power production [5].

However, applying privacy-preserving frameworks to distributed energy resources presents several challenges.
First, most relationships between power output and explanatory input data are inherently non-linear, requiring
either approximation techniques (e.g., cubic splines) or models capable of capturing these relationships natively.
In addition, sensor or communication malfunctions can lead to missing input features. Ensuring convergence
guarantees under such operational constraints is crucial for reliable results. Tree-based models naturally fulfil
these requirements, offering robustness and resilience in real-world applications. Studies, including [6] and the
HEFTCOM 2024 challenge [7], highlight their superior performance compared to neural networks, which require
extensive fine-tuning. In our previous work [1], we proposed a multivariate tree-based model for a resilient,
lossless forecasting framework. Our results demonstrated higher efficiency and accuracy than univariate lossless
tree-based methods, such as those presented in [8]. An important consideration when sharing features is whether
all data require encryption. Certain features, such as the hour of the day or potentially numerical weather prediction
(NWP) data, do not require encryption and should remain unencrypted within the framework. A mixed encryption
framework, which handles both encrypted and unencrypted data, offers a promising approach to enhance scalability
and transparency, ensuring that publicly available features are not unnecessarily treated as sensitive. Furthermore,
if features are not revealed to each other, it prevents the same feature from being encrypted twice on accident by
different participants.

In this contribution, we evaluate the scalability of our wind power forecasting model, comparing the impact of
a fully encrypted and mixed encryption framework. Existing federated frameworks [8, 1] are typically assessed
on relatively small datasets, often limiting the number of participants or tree depth. We investigate whether mixed
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encryption can mitigate scalability challenges as the number of encrypted features grows more slowly than a fully
encrypted model. Using an open-source solar dataset, we also analyze how these frameworks scale when adding
new participants with a small number of features versus adding fewer participants with more features.

Federated learning with multivariate trees

This section introduces federated multivariate trees, discusses their functionality, and describes the key factors
when analyzing scalability. First, we introduce our setting and security assumptions. For our collaborative partic-
ipants, we assume the so-called semi-honest but curious setting [9]. We assume that participants try to gather as
much information as possible about others by analyzing encrypted messages and shared information. They do not,
however, collude against each other or send malicious false data and follow the protocol.

Our setting distinguishes between active parties (data owners) and passive participants (publicfeatures).

Suppose we have d active data owners and one public party k. The set of active data owners is &'\ {k}. For
this set, an active owner i € [d] posses a sample matrix X; € R"<%  and a target vector ¥; € R usually consisting of
power observations. This means we have n past observations with {; features.

The public party k only contributes with a sample matrix X, € R"*%* and does not contribute to the loss.

Now, we introduce the multivariate tree model. Multivariate trees, as shown in [10], are a natural extension of
univariate gradient-boosted trees, but they have a d dimensional leaf instead of a one-dimensional one. Let bold
variables now describe the d or higher dimensional corresponding vectors. Hence, suppose we have an input vector
X = [x1,X2,...X4,%] then a prediction § = [y1,y2,...,Yq4], is the sum of all T trees predictions. Hence, let f;(x)

T
describe the prediction of tree ¢ then § = Y f;(x). This also intuitively shows the optimization process, as gradient-
i=1

boosted trees optimize additively, meaning that in this example, the (7' + 1) — th tree would correct the previous
prediction. This requires a twice differentiable convex loss function. Then, by applying the Taylor approximation,
we obtain:
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Here, y,A > 0 describe the regularization parameters, g, H the gradients and Hessians respectively, and w the
leaves which we want to optimize for. A key criterion for efficiently solving leaf weights in multivariate trees is
whether the Hessian matrix is diagonal. This is the case when the loss function is separable. Separability is also
crucial for privacy. With separability, each owner can compute their leaf outputs independently. Thus, final pre-
dictions remain private and are computed locally, preventing inference attacks. For forecasting, the common loss
function is the Root Mean Square Error (RMSE), the RMSE is inherently additively separable allowing localized
gain calculations. A detailed representation of the algorithm is given in [1]. The goal of this work is to evaluate the
scalability; hence, the encryption will only be briefly explained. Secret-sharing is a multi-party control operating
on a ring structure. This means one can perform multiplication and addition. A value is encrypted by owner i
by sending the other d — 1 owners a random value. The share of i < x >’ is build by building the difference of
<x>i=x— dzl < x >J. This allows us to perform the loss-aggregation encrypting by localizing the gain cal-
it

culations an(]i egploying randomization to calculate an encrypted multiplicative inverse for the common tree gain
calculation. In our case studies, we evaluate the impact of different data configurations on the framework’s scal-
ability. While theoretical properties have been discussed in [1], we focus on numerical scaling effects introduced
by Python. Specifically, we compare the efficiency of adding data by increasing features within an existing party
versus distributing data among multiple smaller parties. Finally, as prior evaluations were conducted on a small
dataset, we extended our experiments to more diverse conditions to assess generalization performance.

Case-studies and results This subsection presents the two case studies on which the analysis is performed and
describes the main results.

1. Windpower GEFCom 2014 The first dataset utilized for evaluation is the GEFCom 2014 dataset [11]. It has
10 wind farms in Australia for a period of over two years, from January 01, 2012, to November 30, 2013. Previous
evaluations for the multivariate tree model were only done on a small cluster. Here, we can clearly analyse the
scaling effect and the difference between full and mixed encryption. The dataset possesses hourly observations of
the wind farm’s power production normalized by the wind farm’s nominal capacity, as well NMPs such as the u
and v wind speed components at 10m and 100m heights. It is split into one year of training data set for tuning
and one year for evaluation via a sliding window. Feature selection revealed that the past 6 observations are the
optimal spatio-temporal input. The results illustrate the benefits in forecasting accuracy and are compared to the
case of fully available data for spatiotemporal forecasting.

2. PV data set
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The second data set is the one utilized in [12]. It provides 44 generation units localized in a microgrid Evora
covering from February 1st, 2011 to March 6th, 2013, allowing for a similar approach with training and testing
sets as the previous case study. The relevant past observations were analyzed in [12] to be three features per
party, allowing us to evaluate many participants with few features versus the impact of few participants with many
features. Results Initial experiments showed that mixed provides needed efficiency gains compared to the existing
vertical federated learning methods. We expect this to hold up in the full evaluations. Furthermore, we demonstrate
that mixed encryption and smart utilization of how the participants are designed by either minimizing the number
of data owners and maximizing the number of features per data owner or splitting data owners into smaller parties)
is a solution to transfer privacy-preserving methods to a more applied setting.
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