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Abstract: Dynamic consensus pertains to the case in which a group of interconnected systems
adopt a consensual dynamic behaviour; this covers in particular the more common consensus
problem in which case all the systems admit a stable common equilibrium point. In this article
we tackle the problem of dynamic consensus for systems under measurement bias. The latter
may result, e.g., from sensor faults or attacks, but it is assumed that bias is constant. Under
this condition we design a nonlinear adaptive estimator that successfully estimates the bias,
so the controller ensures dynamic consensus. Our results are designed for linear controllable
systems, but the class of systems that we consider is broader than in the available literature
since, in particular, it covers systems with singular matrices ( e.g., chains of integrators). The
only assumption on the graph topology is that it is directed and contains a spanning tree. For
illustration purpose, we address a case-study of formation control of a group of satellites, whose
orbital relative motion is modelled as per Clohessy-Wiltshire equations, under the assumption

that the measurements are biased.
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1. INTRODUCTION

Diverse consensus problems both for linear and nonlinear
network-interconnected systems are available in the liter-
ature (Li and Tan, 2019), but under the assumption that
the measurements are accurate or, eventually, are affected
by faults (Qin et al., 2016). However, in typical engineer-
ing systems sensors are susceptible to faults. This may
entail unwanted constant or time-varying measurement
offsets, which in turn may cause severe accidents (Choi
and Lee, 2020). These kinds of sensor faults are technically
called sensor biases, and are quite common in applications
involving, e.g., robotic and aerospace systems— see the
discussions in (Metni et al., 2005) and (Shi et al., 2020).
Measurement bias, especially if time-varying, may also be
caused by false injection attacks (FDI) perpetuated by
malicious agents interfering in a network.

Several works on identification and compensation of sensor
bias have been proposed over the last decade—see e.g.,
(Shi et al., 2020; Sukumar et al., 2018; Dutta et al.,
2024), or (Meng et al., 2020; Modares et al., 2018; Gao
et al., 2019) on the related problem of false-data injection.
Both leader-follower and leaderless consensus have been
addressed, for systems interconnected over undirected (Shi
et al., 2020) or directed networks (Meng et al., 2020;
Modares et al., 2018; Gao et al., 2019; Sukumar et al.,
2018; Dutta et al., 2024). Controlling multi-agent systems
over directed networks is particularly challenging due to
the non-symmetry. Yet, they are useful to represent several

real-world communications such as power transmission
lines or social networks. Moreover, unilateral flow of in-
formation reduces the communication bandwidth of the
network topology.

It is important to remark that even though some of the
solutions to consensus problems available in the literature
include the construction of Lyapunov functions, even in
fairly general scenarii (Moreau, 2005), and it is a fairly
standard technique of nonlinear control to rely on strict
Lyapunov functions to redesign controllers to cope with
additive disturbances (Khalil, 2002), measurement bias
cannot be tackled with such techniques since the pertur-
bation, which enters directly through the measurement, is
amplified by the control gains. The bias must be estimated
to be compensated for. However, for the same reason, bias
estimation is not a straight forward extension of standard
adaptive control techniques (Boyd and Sastry, 1986; Roy
et al., 2017; Glushchenko et al., 2022; Aranovskiy et al.,
2022).

In this manuscript, we propose a certainty-equivalence dy-
namic consensus controller for controllable linear systems
that, implemented with a distributed nonlinear estimator
ensures the achievement of dynamic consensus in spite
of the presence of constant heterogeneous sensor biases.
Even though, similar problems have been studied and
are well-established, we overcome some of the limitations
in the available works. Unlike the leader-follower setups
in (Meng et al., 2020; Modares et al., 2018) where the



leader information is not prone to attacks, i.e., they are
unbiased; we assume a more realistic situation where all
the exchanged information, regardless of the hierarchy of
a node in the directed network, are transmitting biased
data. Paper (Gao et al., 2019) covers leaderless consensus
among agents interacting though directed graphs such that
all the transmitted information are affected by identical
multiplicative biases. The papers (Sukumar et al., 2018)
and (Dutta et al., 2024) cover estimation of constant
heterogenous additive biases in the measurements with
the parallel requirements of leaderless dynamic consensus
among linear systems which are interacting via directed
network containing a spanning tree. However, they are
limited in the sense that the former establishes uniform
ultimate boundedness with respect to the synchronisation
manifold while the class of systems in the latter is narrow
since it excludes systems with singular system matrices,
as for instance, in innocuous chain of integrators, which
models many physical systems. Compared to the work in
(Sukumar et al., 2018), we establish asymptotic stability
with respect to the consensus manifold and opposed to
(Dutta et al., 2024), we do not need non-singularity of the
system matrix.

2. PROBLEM FORMULATION

We consider N homogeneous, linear dynamical autonomous
systems modelled as per the equation

T; = Ax; + Bu;, Vi={1,27'-~,N}, (1)
where z; € R™ are the states, u; € RP are the control inputs

to be designed and A, B are constant matrices of suitable
dimensions.

We are interested in establishing dynamic consensus (Pan-
teley and Lorfa, 2017), i.e., ensuring that

lim [ (1) — a,(0)] =0, Vi#je (L2 N} (2

—mnote that this does not imply that x; — constant—for
these systems via distributed control, that is, control laws
(t,yi,y;) — ui(t,ys,y;) that depend on the measurement
of the actual agent, y;, and of those received by from its
neighbours, y;. These consist in the respective states of
the ith and jth system, but with the caveat that the said
measurements are affected by constant biases §; and §;
respectively. That is, y; := x; + §; for all ¢ < N; J; being
defined similarly, for all j € N;, where N; denotes the set
of indexes pertaining to the agents that send information
to the system ¢ over the network.

In addition, the control input u; is expected to depend on
time because it is dynamic, it relies on a bias estimator.
That is, in addition to achieving the dynamic consensus
goal (2), the objective is to design distributed bias estima-

tors that produce estimates §; such that
Jim 5(6)] == lim |5 — &i(1)] = 0. (3)

where §; is the bias estimate for the unknown bias §;.

Now, it is assumed that the ith agent receives the measure-
ments y; from neighbouring systems through a communi-
cations network with directed topology. This can be defined
by a directed graph with a Laplacian L := [l;;] € RV*V,
whose elements are defined as

N

Z Qij, l,‘j = —04y, 7:?& ] (4)
J=1,j#i

lyy =

That is, a;; = 1 if information flows from the jth to the
ith agent and a;; = 0 if otherwise. On the other hand, in
general a;; # aj;.

The dynamic-consensus problem under bias measurements
is reminiscent, for instance, of scenarios in which a network
of cooperative agents is under false-data injection attacks
(Meng et al., 2020; Modares et al., 2018; Gao et al., 2019)
or the agents are physical systems equipped with faulty
sensors (Shi et al., 2020; Sukumar et al., 2018; Dutta
et al., 2024). In (Dutta et al., 2024) we solved the dynamic-
consensus problem, with biased measurements, but under
the restrictive assumption that the matrix A is full rank.
This condition is clearly conservative because it excludes
the common case of simple chains of integrators, such
as innocuous second-order systems, which serve to model
a variety of physical systems. Now, it is important to
remark that even if the (A, B) is controllable, which is not
an unusual property in physical systems, if A is not full
rank one cannot pretend to apply a preliminary feedback
w; = —Kz; + v; to transform the system (1) into one of
the form

.i?i:(A—BK)l‘i-l-BI/i, Vi:{l,Q,---,N}, (5)
and such that, after this feedback, (A — BK) is full rank,
because the state z; is not measurable; only y;, = x; +
d; is. Therefore, applying the feedback w; := —K(x; +
0;) + v; would result in a preliminary closed-loop system
affected by a perturbation K§;. Such a perturbation to
(5) cannot be compensated for using classical Lyapunov
redesign techniques, discontinuous control, etc. nor can it
be effectively estimated, either, using, e.g., unknown-input
high-gain observers or classical adaptive-control methods.
There is not, either, a work-around for the bias estimator
proposed in (Dutta et al., 2024), which relies on the
unavoidable conservative assumption that A is full rank.
The estimator design that we present in this paper is
completely different from (Dutta et al., 2024), but it
is somewhat reminiscent of the DREM-based adaptive
control (Aranovskiy et al., 2022).

The solution that we present is based on the following
standing hypothesis.

Assumption 1.

(1) The pair (A, B) is controllable and
(2) The network’s topology is described by a directed
graph that contains a spanning tree .

The controllability assumption is little restrictive; it is a
technical condition used in the design of certain auxiliary
filters that make a part of a dynamic estimator. On the
other hand, Assumption 1.2), which leaves considerable
freedom in what the class of systems and network topology
concern, is instrumental to the controller design, notably
because it guarantees the following statements.

Lemma 2. (Ren and Beard, 2010, 2005) If the directed
graph G has a rooted spanning tree then its associated
Laplacian matrix L € RV*¥ has a simple zero eigenvalue
and all of the remaining eigenvalues lie in the open right
half plane. That is,

Al(L):Ov §R{>‘!f(L)}>07 k:{2a"' aN}

1 This will naturally cover the cases in which the directed graph
consists in a spanning tree ( i.e., leader-follower topology), as well
as the more conservative cases of strongly-connected and balanced
digraphs.




On the other hand, the right eigenvector of the zero

eigenvalue is 1 = [1 1 --- 1]7 which satisfies L1y = Oy
and the left eigenvector v; satisfies ZkN=1 v, = 1 and
TL _ OT

v, L =0yp.

Lemma 3. (Panteley et al., 2020) Let G be a directed

graph of order N and L € RVN*Y be the associated non-

symmetric Laplacian matrix. Then, the following state-

ments are equivalent:

(1) the graph G has a spanning tree,
(2) for any matrix Q, € RV*N Qp = Q] > 0 and for
a > 0, there exists matrix P = PT > 0 such that
PL+L"P=Qp —a[Plyv +vlyP], (6)
where v; is the left eigenvector associated to the single
zero eigenvalue of L.

The previous technical statement are fundamental to the
control design and the stability analysis.

3. ESTIMATION OF THE SENSOR BIASES

In this section we develop our original bias estimator. It
relies on the design of two auxiliary “filters” which render
certain key signals exciting. The estimator design starts by
pretending to introduce a preliminary state feedback Kx;
which is actually unavailable. That is, we simply rewrite
(1) as
where K € RP*™ is a feedback constant matrix that is
to be determined. Then, we pose the preliminary control
input

u; = —Ky; + v, (8)
where v; is an additional control input yet to be deter-
mined. Next, after (7) and (8), and using y; = z; + J;, we
obtain

Now, with aim at defining the auxiliary filters that serve
in the design of the dynamic estimator of §;, we solve the
previous differential equation; integrating on both sides of
(9), from 0 to t, we obtain
t
x;(t) = ®(t,0)x;(0) +J O(t, 7)Br;(T)dr
0

t
—J O (¢, 7)BKdr §;,
0
where @ : Ry x R™ — R"*" is the state-transition matrix
corresponding to the nominal system 2 = (A — BK)z.
Then, let us consider the following filters with null initial
conditions,
xvz:(A_BK)xvz+BVlv xvl(o) :OTH (10)
X5=(A—BK)Xs — BK, X5(0)=0nxn, (11)
and rewrite x;(t) in terms of the filters’ solutions x,;(t)
and X;(t). We obtain
x;(t) = ®(¢,0)z;(0) + 24 (¢) + X5(¢)0;, i€{l,--- ,N}.
(12)
Next, we proceed to find an expression for the available
measurement y;(t) = x;(t) + J;. To that end, we add
d; — ®(t,0)0; on both sides of (12) and then, rearrange
the terms to obtain

Yi(t) —20i(t) = (¢, 0)y:(0) = [X5(t) + I — D(2,0)]6;. (13)

Note that the terms on the left-hand side of this equation
are available, either from measurement or by design, as
well as the factor of §; on the right-hand side. That is,

U= X5+ I, — ®(t,0) (14)
is known, so defining
T, =y — xy; — P(¢,0)y:(0),
we may rewrite (13) as Y; = ¥4;. This is equivalent to
adj(P)Y; = adj(¥)Wo; = det(¥)d;, (15)
where adj(¥) denotes the adjoint matrix of ¥. Since the
terms on the left-hand side of the equation above are

known, we can define the nonlinear bias estimation law
as

b1 = s det(W)[adj (9)T; — det(¥)5], % >0, (16)
which, in view of (15), is equivalent to
Si =Y det(‘l’)zgi. (17)

Remark 4. (Feasibility of the assigned bias estimate). We
stress that the expression (17) is included for further
development. For the purpose of implementation, we use
(16), in which the matrix ¥ and the composite vector
T, = adJ(\Il)((xl + 50 — XTyi — @(t,O)(xz(O) + 50) are
available.

Then, we have the following.

Proposition 5. (Bias estimation). Consider N identical lin-
ear systems as in (1) under Assumption 1. Consider, in
addition, the bias estimator defined by (11), (14), (16) and
let K be such that det(¥) ¢ L2. Then, the bias estimation

errors 0; := J; — §; tends to zero asymptotically.
Proof : After (17) we have

i = —yidet(W(t))%0;, ie{l,---,N}, (18)
so, solving (18), we obtain
5i(t) = exp [”y J t det(\I!(T))QdT] 5;(0)  (19)
and, since det(V) ¢ Lo, ’
Jim [9() [ = 0. (20.)

Remark 6. (Regarding the used filters in (10)-(11)). Tt is
worth remarking that unlike related literature—see, e.g.,
(Kreisselmeier, 1977; Roy et al., 2017), the designed gain
K does not need to guarantee that A — BK is Hurwitz.
This is to say that we design K to obtain marginally stable
(A — BK) based ‘filters’, which in turn ensure that the
signal t — det(¥(¢)) is not square integrable.

4. DYNAMIC CONSENSUS

We proceed now to design the dynamic consensus con-

troller, which relies on the bias estimates d; designed
previously. To ensure the property of dynamic consensus,
that is, that (2) holds, we design a distributed control law
v; and we analyse the behaviour of the networked system,
(9). To that end, we start by writing the equations in the
multi-variable form

z=[IN®(A—BK)]|z+[INn®Blv—[In ® BK]6 (21)
where z := [z{ ---az{]T, v = [y ---v{]T, and § :=
[6] ---64]". Then, we apply the controller—cf. (Dutta
et al., 2024)

v=[IN®Kly—e[L®Fly+e[LQF]S  (22)



where y := [y} - yA]T, € = Amax(P), P solves (6) for
Qr =In,F=BTM,and M = MT € R"*™ is the solution
to the Riccati equation

MA+ A" —MBB™M = —Q, (23)

for an arbitrarily given Q@ = @' > 0. The existence of
the positive definite matrix M is guaranteed by the as-
sumption that the pair (A4, B) is controllable—see (Naidu,
2018).

Then, we have the following.

Proposition 7. Consider the compact form of N general
linear systems given in (1) as & = (In®A)z+ (Iy®B)u in
closed loop with the distributed control input © = —€¢[L®
BT My + €¢[L® BT M]é and the bias estimator defined by
(16), (14), (11). Then, under the conditions of Proposition
5, (2) holds.

Proof : First, we note that Equation (21) may be
rewritten as

t=[In®Alz+[IN®Blv — [In ® BK][z + ] (24)
while Equation (22) is equivalent to
v=[INQK|y—[LQFlz —e[L&FJ]5.  (25)
Therefore, using (24) and (25) we obtain
i=[Iy®Alz—e[LQ BF|z — [LQ BF]§  (26)

The dynamic consensus objective (2) is achieved if for each
1 < N we have

i [l;(8) — (v @ Ln)x(1)] = 0, (27)

where vy is the left eigenvector corresponding to the
null eigenvalue of L. Equivalently, dynamic consensus is
achieved if the synchronisation errors e = [(Ixy — 1nxv]) ®
I,]z satisfy e — 0 —cf. (Panteley and Loria, 2017).
Indeed, (véT ®I,,)z may be regarded as a weighted average
of the states x;.

Note that the overall closed-loop system, given by Equa-
tions (18) and (26), is in a standard cascaded form. To
apply cascaded-systems theory, we rewrite the networked
system (26) in terms of the synchronisation errors e =
[(In — 1nv)) ® I,]z. Differentiating on both sides of the
latter equation and using (26) we obtain
é=[In®Ale —€[L® BFle — ¢[L® BF]o0 (28)
This system is also in cascade with (18). Since the intercon-
nection term in (26) does not depend on e, and {6 = 0} is
asymptotically stable for (28) it is only left to prove global
asymptotic stability of {e = 0} for
¢ =[In®Ale — ¢[L® BB M]e, (29)
which is obtained by replacing ' = BT M. Then, after
Assumption 1, we let Lemma 3 generate P = PT for
Qr = Iy and we introduce the Lyapunov function V =
e’ (P® M)e which is positive definite and decrescent. Its
total derivative along the trajectories of (29) equates to
~Amax(P)e" (I ® Q)e —see the proof of (Dutta et al.,
2022, Proposition 1). Global asymptotic stability of {e =
0} follows and so does the statement of Proposition 7. m

5. RELATIVE FORMATION CONSENSUS OF
NETWORKED SATELLITES.

To illustrate the utility and performance of the distributed
controller and bias estimator previously described, we

performed some numerical simulations using the case-
study of a network of five satellites modelled using the
Clohessy-Wiltshire equations (Schaub and Junkins, 2003).
These models are linear but the drift is defined by a
singular system matrix:

i 0 1 00 0 0][zu 000
goi | |3%° 0 02x 0 0]y 100 _
ig|_[ 0 0 01 0 0ffa|, [000 lgl?]
gy | | 0 =20 0 0 0fzy 010ff *
5 0 0 00 0 1|[as 000"
Tei 0 0 00 —20]|ze 001
i€{1,2,3,4,5} (30)

This equation represents the relative orbital motion in
terms of Cartesian coordinates, between a common chief
and a deputy satellite. More precisely, z1;,23;, 25 (in
units of m), are the relative Cartesian position along the
x,1, 2 direction for the i*" deputy satellite with respect
to the chief satellite and s being the standard orbital

rate (in units of 2d) (5¢:= 4/ 7% where § is the standard

sec
gravitational constant (in units of sré‘; ) and r is the radius
of the chief satellite’s orbit (in units of m)). We take its
value to be 0.00113 corresponding to the low earth orbit

(Sampaio et al., 2014).

It is assumed that the relative state measurements between
neighbours are affected by the following unknown biases
due to sensor faults:

61 = [507 37 1007 27 1407 2.57] T,
8o = [557 3.37 1507 1.57 2107 2.57] T,
63 = [45m 2.57 907 w 1207 1.77] ",
64 = [257 1.27 697 1.757 1507 2.57] T,
85 = [307 1.257 307 2.37 607 1.437] ",

where the values of the bias offsets in the measurements
are somewhat comparable to the plausible actual values
of the corresponding state variables they are associated
with. As a result, here, the measurement still falls into
the range of actual values of relative orbital position and
velocity. Consequently, in such situations, the undesired
bias remains imperceptible from the actual measurement
and can severely affect dynamic formation and consensus.

The interaction graph, as well as the corresponding Lapla-
cian matrix, for the five deputy satellites are given in
Figure 1 below. It can be inferred from the graph that

(1)
@, &
® O

Fig. 1. Directed communication graph between five deputy
satellites and corresponding Laplacian.

node 1 representing the deputy satellite 1 is the root
node of the network. The intention is to artfully assign
the offsets to the available state measurements which are,
however, affected by constant unknown biases. This is to
ensure that the deputy satellites form a desired geometric
formation with respect to the common chief satellite once
the unwanted biases are estimated correctly.



For instance, we assign an offset Ay = [1000, 1000, 0] ", Az =
[~1000, —1000,0]T, A4 = [1000, —1000,0]T,

As = [~1000,1000,0]T, all in units of m, to 2 —y —
coordinates of deputy satellite 2, 3, 4 and 5 respectively.
As aresult, the deputy satellite 2, 3, 4 and 5 will eventually
occupy the vertices of a square with the deputy satellite 1,
i.e. the root node, at the centre of this formation with
common 2z coordinate. This is appreciated in Figure 3,
Figure 2. The maintenance of desired formation is possible
due to convergence of the unknown biases in the state
measurements as seen in Figure 4 and Figure 5. This in
turn is possible as the det(¥) ¢ L5 as seen in Figure 6.
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Fig. 2. Position of Deputy satellite 2, 3, 4 and 5 with
respect to Deputy satellite 1.
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Fig. 3. 3-D Plot of Deputy satellites with respect to the
chief satellite.

200 ; ‘ : _
C~ - = _‘ill
= \‘ - _l§12
E.100 F 4 d13
v 1{ - = _(EM
or ‘__""_T_____'T “““““ ."___615

0 500 1000 1500 2000

500 - . : . =
N [

400 F 1 2
=300 F - 0w
=) L3 033
wg 200 - = =0y
100 | e =5y
O0f ‘——rmmgm e il

0 500 1000 1500 2000
600 [ ~ mp——
L - = =55
—_— —:l 752
E 400 £ 553
€ 200 A —
Y - = =05
e R R A O R e s

0 500 1000 1500 2000

Time [Sec]

Fig. 4. Error in estimation of biases associated with
the relative position measurements of C-W equations
when its dynamics is given by (18).
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velocity measurements of C-W equations when its
dynamics is given by (18).

Fig.

6. CONCLUSIONS

In this manuscript, we have proposed a distributed proce-
dure for simultaneously solving the cooperative problem
of dynamic consensus in networked systems which are
interacting through directed graph containing a spanning
tree along with sensor bias estimation. For the latter, we
converted the differential equations associated with the
individual systems into algebraic equation by means of
designed auxiliary filters to get the regressor- unknown
bias form. A square-integral condition with respect to the
determinant of the resultant regression matrix was derived.
Asymptotic bias estimation ensured dynamic consensus
among the closed-loop systems. Using the proposed pro-
cedure, we implemented it for formation consensus among
a set of deputy satellites with respect to a chief satellite.
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Fig. 6. Determinant of the matrix ¥(t) = Xs5(t) + Inn —
®(t,0) for the C-W equations.

Such manoeuvres are quite useful in cases where we re-
quire a cluster of satellites to fly at a specific geometry
which helps in removal of financial and technical strain of
building a radar of an equivalent size. Extensions of such
problems to unilaterally interacting switching linear sys-
tems and general non-linear systems which are dependent
on biased information are to be explored.
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