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Abstract—Cyber-Physical Systems (CPS) are digitized infras-
tructures controlling physical processes. To improve their de-
pendability, we propose in this paper CYBERSIM, a framework
to jointly automate safety and cybersecurity risk assessments
for CPS in a common tool by means of generating cyberattack
scenarios compromising system safety. However, due to the state
space size of these complex systems, the sequence generation is
subject to combinatorial explosion leading to an unmanageable
number of attack scenarios. We develop in CYBERSIM a flexible
and multi-metrics cost function which enables us to filter out
quantitatively sequences of lesser importance and concentrate
analysts efforts on the system’s most critical weaknesses. This
cost model using CVSS scores computed for MITRE EMB3D
threats has been applied to an automotive case study in order to
prove its applicability and effectiveness in an industrial context.

Index Terms—Quantitative Analysis, Security Metrics, Safety,
Risk Assessment, Cyber-Physical System

I. INTRODUCTION

Cyber-Physical Systems (CPS) are safety-critical infrastruc-
tures used in various fields such as industry, automotive,
aeronautics, etc. which are increasingly computerized and
thus exposed to cyberattacks. To improve the dependability
of these complex systems, we developed in partnership with
Airbus Protect CYBERSIM, a framework that aims to jointly
automate the safety and cybersecurity risk assessment of CPS
in a common tool called SimfiaNeo [1]. The last one uses
the mathematical formalism of Discrete Event Systems (DES)
for its capacity to model complex system behaviors. This
formalism models the system in the form of a state transition
system from which we can generate sequences of events
leading to a critical state. These critical sequences can be
used to identify weaknesses in the system under study, and
to suggest ways of improving its architecture. The challenge
of CYBERSIM is to adapt the DES formal framework initially
dedicated to safety, which deals with random and unintentional
events, to security, with intentional attacker actions.

A preliminary study [2] of the similarities and differences
between critical sequences in the cybersecurity (cyberattacks)
and safety (failures) domains revealed two major differences
that require adaptation to apply the DES formalism to cyber-
security domain.

Firstly, the critical sequences representing cyberattacks tend
to be longer than those representing failures, which compounds

the state space explosion problem, characteristic of CPS mod-
els. To avoid an exhaustive state space exploration, safety
approaches define cutoff criteria, similar to threshold, under
which the probability of occurrence is considered acceptable.
Due to the lack of reliable historical data in cybersecurity, no
relevant probabilistic distributions representative of reality can
be computed to match with a cutoff criterion.

Secondly, safety-critical sequences are combinations of in-
dependent failures whose order is unimportant, unlike cyber-
attacks, which are sequences of intentional actions aimed at
achieving a defined objective. A first contribution was to take
advantage of the dependencies between an attacker’s actions
to compute a cutoff criterion in the form of “Footprint” [2]
that limits the exploration of the state space. This preliminary
work allows us to generate a set of candidate cyberattack
scenarios for which we want to quantify the risk they pose
to system safety, so that risk analysts can prioritize and filter
them appropriately.

Contributions: We present in this paper CYBERSIM, a
theoretical framework based on a Multi-Metrics Cost Function
that proposes a flexible quantitative assessment of cyberattack
scenarios which can be adapted to available data. We apply this
framework to build a cost function for MITRE EMB3D [3], a
threat modeling framework dedicated to embedded systems,
based on reliable data such as Common Vulnerability and
Exposures (CVE) [4] and Common Vulnerability Scoring
System (CVSS) [5] scores provided by the National Institute
of Standards and Technology (NIST). Finally, we show the
effectiveness of the EMB3D Multi-Metrics Cost Function in
the industrial context by assessing attack scenarios identified
by SimfiaNeo for an automotive case study based on the
EVITA project [6].

The paper is organized as follows. We introduce in Sec-
tion II some related work on quantitative model-based security
analysis. Then, we detail the CYBERSIM Multi-Metrics Cost
Function and its application to the MITRE EMB3D framework
in Section III. Then we apply the EMB3D cost function to an
automotive case study in Section IV. Finally, Section V gives
some conclusions and directions for our future work.



II. RELATED WORK

The generation of relevant attack sequences has been studied
in various research works through for example the simulation
of complex scenarios with cyber range platforms, the data
model such as MITRE Attack Flow [7] to describe sequences
of adversary behaviors, the use of reinforcement learning to
dynamically evaluate the relevance of attack paths, etc. These
approaches differ in a number of aspects such as the ab-
straction level, the mathematical foundation, the automatic or
manual generation, and the qualitative or quantitative analysis.

This work is part of the field of quantitative model-based se-
curity analysis in which we retrieve two principal model types:
attack graphs and stochastic models [8]. Attack graphs are
models used to represent the set of possible paths an attacker
can take to achieve a feared event [9], [10]. To build the attack
graph, vulnerabilities are modeled according to preconditions
and postconditions, respectively the requirements to exploit
a vulnerability and the consequences of the exploitation (e.g.
attacker privilege escalation or device denial of service). Once
modeled, vulnerabilities are associated together to represent
their relationships, based on theirs preconditions and postcon-
ditions, in a form of a graph, hence the name of attack graph.

Related work defines four main security metric types based
on attack graphs. Path metrics define security metrics accord-
ing to characteristics of paths such as the path length [11]
or the number of paths [12], [13]. The second type of metrics
belongs to the Non-Path metrics which measures more general
information like the Weakest Adversary metric [14] which
defines the security strength of a network as the strength of the
initial conditions of the attack graph required to compromise
it. Finally, Probabilistic metrics and Bayesian Network-Based
metrics use respectively probabilities and Bayesian network
formalism for their computation [15], [16]. The main limit of
attack graphs is that they are not scalable for a real system
and can not be used in the industrial context.

Stochastic models rely on finite state machines to represent
the system behavior. The transition from one state to another
is triggered by an event labeled with random variables whose
distribution function permits to represent uncertainty in the
occurrence of the event. Stochastic models use time-based or
probability-based metric analyses, such as Monte-Carlo meth-
ods, to calculate statistical data like the mean time [17] or the
probability (likelihood) [18] of a system to be compromised
by an attacker. In CYBERSIM, we use another classical safety
analysis method, called the minimal cutset [19], which defines
a set of minimal sequences (minimal means, when any basic
event is removed from the sequence, the remaining events
collectively are no longer a sequence), in line with a cutoff
criterion that fixes a threshold beyond which sequences are
not considered as significant.

Regardless the model type used, stochastic or attack graph,
security metrics are frequently based on unreliable data and
data sources [17], [20], [21], [22], such as vulnerability
exploitation probability provided by expert opinion, to de-
termine input’s values of the assessing function. Some other

researches use ad-hoc methods that lack of a mathematically
sound framework, to convert reliable data, such as those
provided by the CVSS scores, into probabilities [9], [16], [23],
[24], [25]. CYBERSIM proposes to aggregate scores from
CVSS, a published standard and open framework, for MITRE
EMB3D threats. These CVSS metrics are considered by [26]
as sound security metrics with well-defined, progressive and
reproducible properties.

III. CYBERSIM QUANTITATIVE ASSESSMENT OF
CYBERATTACK SCENARIOS

A. Quantitative Security Metrics Framework

We extract from [2] and extend here two important def-
initions about Discrete Event System (DES) and Critical
Sequence.

Definition 1 (DES): A discrete event system is a five-tuple
⟨V,E, T, s0, C⟩ where:

• V is a finite set of variables. The state si of the system
is thus described by valuations of variables of V .

• E is a finite set of events ei. These events represent
threats that an attacker can use to attack the system.

• T is a finite set of transitions ⟨e, g, i⟩ where:
– e is an event from E;
– g is a Boolean condition on variables of V , called

the guard of the transition;
– i is an instruction that modifies the current values of

variables, passing the system from a state s satisfying
the guard g to the new state s′ = i(s) through the
event e. We denote s

e−→ s′.
• s0 is the initial state of the system;
• C is a Boolean expression on the values of the variables

of V representing the critical states.
Definition 2 (Critical Sequence): Let M = ⟨V,E, T, s0, C⟩

be a DES and let s0
e1−→ s1 · · ·

en−→ sn be an execution of M .
The sequence e1 · · · en is a critical sequence if:

• sn satisfies C;
• none of the si, 0 ≤ i < n satisfies C.
In order to limit the number of generated critical sequences,

we associate a cost to each event and compute the cost of a
sequence as the aggregation of the costs of its events. The
condition that a cost Cost must verify is that:

• It associates events with values taken in a domain D
equipped with an order relation ⊑, an aggregation func-
tion ⊕, and an identity element id;

• It is monotonically increasing, i.e. for all valid sequences
we, where w is a, possibly empty (∅), sequence and e is
an event, the following condition holds:

Cost (w) ⊑ Cost (we) = Cost (w)⊕ Cost (e)

Cost(∅) = id

Costs can be defined over the domain ⟨R+,≤,+, 0⟩ to
associate a positive weight to each event and to set the weight
of a sequence as the sum of the weight of its events. If the
weight is set to 1 for all events, the weight of a sequence



is simply its length. The domain can also be ⟨[0, 1],≥, ∗, 1⟩
to associate a probability to each event and to define the
probability of a sequence as the product of the probabilities
of its events. Then a threshold on the cost of sequences could
be used by the sequence generation algorithm implemented in
SimfiaNeo to avoid state explosion.

Costs in cybersecurity can be combined of different criteria
such as the complexity of an attack, the needed expertise of
the attacker, etc. We then can define a generic and flexible
multi-metrics cost function that can be adapted in different
risk analysis context.

Definition 3 (Multi-Metrics Cost Function): Let ⟨Di,⊑i

,⊕i, idi⟩, 1 ≤ i ≤ n be a domain with an order relation ⊑i,
an aggregation function ⊕i, and an identity element idi. The
combined cost domain ⟨D,⊑,⊕, id⟩ is defined as:

• D is the Cartesian product D1×D2×· · ·Dn, with identity
element id = (id1, id2, · · · idn) and elements such as
(c11, c12, · · · c1n) and (c21, c22, · · · c2n);

• (c11, c12, · · · c1n) ⊑ (c21, c22, · · · c2n) if and only if
c1i ⊑i c2i,∀1 ≤ i ≤ n.

• (c11, c12, · · · c1n)⊕(c21, c22, · · · c2n) = (c11⊕1c21, c12⊕2

c22, · · · , c1n ⊕n c2n).
We will apply this generic multi-metrics cost function to

the MITRE EMB3D threat model in the next subsection to
illustrate the flexibility of our framework.

B. A MITRE EMB3D Multi-Metrics Cost Function

To limit the state space of the system model, we use threats,
an abstraction of vulnerabilities, as events (cyberattack steps)
in SimfiaNeo in order to build the cyberattack scenarios as
sequences of threats. For that purpose, we used a recent
threat modeling framework called MITRE EMB3D, which
provides a single repository of information for known threats
to embedded device features/properties. EMB3D also provides
information on weaknesses (Common Weakness Enumera-
tion, CWE [27]) best associated with each threat, as well
as examples of publicly disclosed vulnerabilities (Common
Vulnerabilities and Exposures, CVE) exploited in embedded
devices.

The application of the multi-metrics cost function to the
MITRE EMB3D threats is composed of three following tasks.

1) Define Metrics of the Multi-Metrics Cost Function: The
CVSS proposes a well-known and widely used vulnerability
severity score called the base score. To apply the Multi-Metrics
Cost Function to EMB3D, we rely on the security metrics used
for calculating the CVSS base score. These metrics are split
in two sets, those related to calculation of the vulnerability
exploitability and those related to assessing the impacts of
the vulnerability. In the context of this work, we are inter-
ested in impacts on the safety of the system whereas CVSS
impact metrics assess cybersecurity consequences. Therefore,
we choose to use only metrics belonging to the exploitability
set which is define as follow:

• Exploitability Metrics: This set of metrics aims to reflect
the ease and technical means by which a vulnerability
can be exploited through 4 metrics:

– Attack Vector (AV): measures how remote the at-
tacker is.

– Attack Complexity (AC): measures if an attacker can
expect repeatable success in exploiting a vulnerabil-
ity.

– Privileges Required (PR): measures the level of
privileges required before exploiting a vulnerability.

– User Interaction (UI): measures the dependency of
an attacker to another user to exploit a vulnerability.

• Scope: Scope is a specific metric belonging to both sets
(exploitability and impact metrics sets) that captures if
a vulnerability impacts components beyond its security
scope. The base score and the Privileges Required metric
are dependent of the Scope value. For sake of simplicity,
we will not use Scope in calculation.

2) Define Metrics Value for EMB3D Threats: Each CVSS
metric includes several metric values which are associated
to a numerical value to be used in the scoring formula. For
example, the User Interaction metric has two metric values,
None and Required, which are respectively associated to the
numerical values 0.85 and 0.62. Therefore, if an analyst
evaluates the User Interaction as Required, the metric User
Interaction will have a value of 0.62 in the scoring formula.
Descriptions of the metric values and their corresponding
numerical value are detailed in the CVSS V3.1 specification
document [5].

Due to the level of abstraction of the threats, it is not trivial
to assign a value to the metrics directly. We therefore propose
to build up a set of CVEs representative of the threat, from
which we calculate the average value of the set of CVEs for
each of the metrics as the EMB3D threat metric value.

To this end, we use the National Vulnerability Database
(NVD) [28], a reliable CVE database that systematically
provides a detailed CVSS base score and a corresponding
CWE for each CVE record. Since each threat in MITRE
EMB3D may be associated with different CVEs and CWEs,
and the last ones are mapped as a root cause of vulnerability
to different CVEs found in NVD, we can collect a set of CVEs
related to a threat. This set will be the union of direct CVEs
and mapped CVEs as shown in Figure 1.

Fig. 1. The MITRE EMB3D™ Threat Model UML Class Diagram

Then, for each threat, we compute its exploitability metrics
as an average value of those of its CVEs:



∑
i number_of_CV Es_in_categoryi ∗ valuei

total_number_of_CV Es

For example, for Attack Vector metric, the 4 categories are
{Network,Adjacent, Local, Physical} and the numerical
values are respectively {0.85, 0.62, 0.55, 0.2}.

3) Apply the Multi-Metrics Cost Function: Applying the
the Multi-Metrics Cost Function to EMB3D requires to define
an aggregation function for each metrics. From our semantical
interpretation of the metrics description in the context of an
attack scenario (multi-step attack) and the assumption that, all
other things being equal, the more steps an attack scenario
comprises, the less critical it is. According to this hypothesis,
metrics value should be monotonically decreasing according to
the attack length (i.e. the number of steps). We therefore chose
the multiplication (∗) as aggregation function for all metrics, as
the CVSS metrics values are all between 0 and 1. Furthermore,
values 0 and 1 can be used respectively to provide an attacker
ceil (value 0), i.e the attack step is not achievable by the
attacker, or an architecture vulnerability (value 1) which does
not require exploitation. These interpretations and assumptions
are open to discussion as they depend on the risk analyst’s
point of view. Therefore, the combined cost domain for the
MITRE EMB3D threat model is AV × AC × PR × UI
and the domains are ⟨[0, 1],≥, ∗, 1⟩. Then, we combine the
cost function of threats belonging to the same attack scenario
generated by SimfiaNeo by applying the aggregation function:

seq(av, ac, pr, ui) = (av1 ∗av2 ∗· · · avn, ac1 ∗ac2 ∗· · · acn,
pr1 ∗ pr2 ∗ · · · prn, ui1 ∗ ui2 ∗ · · ·uin)

Once the combined cost function is established for the four
exploitabiblity security metrics, we can compute the cost of
a sequence by using a norm function in a 4-dimension vector
space such as the Euclidean norm:

cost(seq(av, ac, pr, ui)) =
√
av2 + ac2 + pr2 + ui2

As with the choice of the aggregation function, another
norm can be used in another modeling context. The weight
of each security metric is equal here since it has already been
taken into account by the numerical values proposed by CVSS.

Finally, we compare attack scenarios by considering their
safety impacts severity. In SimfiaNeo, attack scenarios are
generated according to an observer, i.e. a safety feared event.
Therefore, attack scenarios generated for a same observer can
be directly compared without safety impacts score because
they share the same safety impacts. Otherwise, a safety expert
assigns a severity impact score to each observer, which is
integrated in form of attack scenarios weighting, to compare
scenarios with different safety impacts. Although the formula
to calculate this safety impact severity score is beyond the
scope of this work, Process Hazard Analysis (PHA) can
provide this kind of information.

IV. APPLICATION TO AN AUTOMOTIVE CASE STUDY:
EVITA

We extended a previous work [29] on a case study taken
from the EVITA project in order to assess attack scenarios
generated by SimfiaNeo with the EMB3D cost function intro-
duced in Section III-B.

A. EVITA

EVITA, for E-safety Vehicle InTrusion protected Appli-
cations, is an European project that designed, verified, and
prototyped a secure architecture for automotive on-board
networks. The project proposes a set of 18 use cases from
which they build dark-side scenarios, which we will call feared
events in this paper, in order to identify requirements for the
system. Figure 2 shows the graphical model of the EVITA case
study, representing a classical on-board network architecture,
in SimfiaNeo.

Fig. 2. EVITA Automotive Graphical Model on SimfiaNeo [29]

B. Generating and Assessing Attack Scenarios of the Case
Study

Serru et al. [29] implemented two of EVITA project’s feared
events in SimfiaNeo which we propose to extend with a
quantitative security assessment. The first feared event, called
Unauthorized brake, aims to identify sequences leading to an
unwanted activation of the brake function. The second one,
Attack active brake function, determines sequences preventing
the expected automated brake operation by delaying, inhibit-
ing, or degrading the quality of a legitimate brake.

Sequence computation for these two feared events in Simfi-
aNeo generate respectively 14 Unauthorized brake and 26 At-
tack active brake function sequences for a Footprint equal to 1,
i.e. each attack step is necessarily conditioned by the previous
one. The same sequence computation without the Footprint
criterion generate respectively 45 Unauthorized brake and
116 Attack active brake function sequences. An example of
a sequence, as displayed by the graphical user interface of



SimfiaNeo, is shown in Figure 3. The sequence presents
an attack scenario belonging to the Unauthorized braking
where: an attacker (1) send an unauthorized replay message
to MyCar impersonating another car; then (2) the MyCar’s
communication module processes the replay message as a
legitimate one and forwards it to the chassis safety controller;
which finally (3) triggers an activation brake function event
leading to the feared event (4) an unwanted activation of the
brake function. For sake of simplicity, we will refer to this
sequence as the "impersonate" attack scenario or sequence in
the rest of this section.

Fig. 3. Example of a SimfiaNeo Sequence for EVITA Case Study

SimfiaNeo allows to display internal system state in the
sequences which are not attack steps, such as the feared events
or corrupted data processing, to facilitate the remediation pro-
cess. We increase readability of attack scenarios by identifying
attack steps with the prefix TID_XXX where XXX is the ID
of the corresponding EMB3D threat. Table I shows the 5
most costly sequences, according to the EMB3D cost function,
for both feared events. A first observation of the sequences
included in the top 5 shows that the attack scenarios’ length
seems to strongly impact the final score, in line with the design
choice made when choosing the aggregation function.

TABLE I
TOP 5 SEQUENCES FOR EVITA CASE STUDY

Unauthorized brake
Rank Sequence Score
1 406, 407, 412 0.98
2 224, 205, 412, 412, 211, 406 0.45
3 224, 205, 412, 302, 406, 412 0.43
4 224, 205, 412, 412, 301, 406, 412 0.36
5 224, 205, 412, 302, 406, 202, 406 0.33

Attack active brake function
1 404 1.50
2 224, 405, 412, 405 0.63
3 224, 405, 412, 204 0.61
4 224, 205, 412, 302, 404 0.45
5 224, 205, 412, 302, 204 0.44

C. A Detailed Application of the EMB3D Cost Function

Continuing the example presented in Figure 3, we detail
the calculation steps of the impersonate attack scenario which
happens to be the best-scored scenario of the Unauthorized
brake. In Table I, the impersonate scenario is defined as
sequence (406, 407, 412) meaning that the scenario includes
three steps, each of which refers to an EMB3D threat ID num-
ber: 406 refers to the threat TID-406: Unauthorized Messages
or Connections1, 407 refers to the threat TID-407: Missing

1https://emb3d.mitre.org/threats/TID-406.html

Message Replay Protection2 and 412 to the threat TID-412:
Network Routing Capability Abuse3. To determine the cost
of this sequence, we start by collecting CVEs related to the
threats belonging to the sequence.

1) CVE collection: The impersonate sequence comprises
three different threats, TID-406, TID-407 and TID-412. The
TID-406 has 4 CVEs and 2 CWEs directly linked. We build
the CVEs set by calculating the union of the CVEs directly
linked to the threat (colone CVE in Table II) with the CVEs
related to the CWE linked to the threat (colone CWE in
Table II). CWE-related CVEs have been collected thanks to the
NVD CVE/CWE mapping which respectively represent 1399
CVEs for CWE-306 and 3646 CVEs for CWE-287. This union
provides a global pool of 4996 CVEs for TID-406. Then, TID-
407 has 2 CVEs and 1 CWE assigned, which represents a set
of 161 CVEs. Finally, TID-412 has no linked CVE and 2
CWEs, which include respectively a set of 1399 CVEs for
CWE-306 and 35 CVEs for CWE-15, for a total of 1434
CVEs in the global CVE set. This information is summarized
in Table II.

TABLE II
COMPONENTS OF THE CVE SET FOR EMB3D THREATS TID-406,

TID-407 AND TID-412

Threat CVE CWE CVE Pool

TID-406

CVE-2022-30266,
CVE-2022-33139,
CVE-2019-18250,
CVE-2019-6533

CWE-306,
CWE-287 4996

TID-407 CVE-2017-6034,
CVE-2013-2820 CWE-294 161

TID-412 CWE-306,
CWE-15 1434

2) Average CVSS score computing: The second step is to
compute the average CVSS score of TID-406, TID-407 and
TID-412. Table III shows the distribution of CVE according
to their metrics values. For example, the TID-406 has 93% of
its CVE set with an Attack Complexity metric equal to Low.

As a side note, the cost function uses metrics defined by the
CVSS V3.1, thus CVEs that do not contain a CVSS V3.1 score
in the NVD were removed from the set (1824 CVEs removed
for TID-406, i.e. a set of 3172 remaining CVEs). This large
cut in the set is explained by the fact that the CVSS V3.1 has
been released in 2019 whereas NVD includes all CVEs since
1999.

We obtain the following average score for the threats TID-
406, TID 407 and TID-412:

TID407(av, ac, pr, ui) = ((88 ∗ 0.85 + 37 ∗ 0.62 + 8 ∗ 0.55 + 4 ∗ 0.2)/137,

(91 ∗ 0.77 + 46 ∗ 0.44)/137,

(117 ∗ 0.85 + 16 ∗ 0.62 + 4 ∗ 0.27)/137,

(121 ∗ 0.85 + 16 ∗ 0.62)/137)

= (0.75, 0.66, 0.81, 0.82)

TID406(av, ac, pr, ui) = (0.78, 0.75, 0.79, 0.84)

TID412(av, ac, pr, ui) = (0.80, 0.76, 0.82, 0.84)

2https://emb3d.mitre.org/threats/TID-407.html
3https://emb3d.mitre.org/threats/TID-412.html



TABLE III
METRICS VALUES DISTRIBUTION FOR IMPERSONATE SEQUENCE

THREATS

Metrics Values TID-406 TID-407 TID-412

Attack Vector

Network 0.80 0.64 0.85
Adjacent 0.06 0.27 0.06
Local 0.08 0.06 0.06
Physical 0.05 0.03 0.03

Attack Complexity Low 0.93 0.66 0.96
High 0.07 0.34 0.04

Privileges Required
None 0.79 0.85 0.84
Low 0.18 0.12 0.12
High 0.03 0.03 0.03

User Interaction None 0.96 0.88 0.97
Required 0.04 0.12 0.03

3) Threat score aggregation: Once the threat’s metrics
values have been computed, we aggregate them according
to the impersonate sequence, i.e. (406, 407, 412) and the
aggregation function ∗:

impersonate(av, ac, pr, ui) = (av406, av406, pr406, ui406)

⊕ (av407, ac407, pr407, ui407)

⊕ (av412, ac412, pr412, ui412)

= (av406 ∗ av407 ∗ av412, · · · , ui406 ∗ ui407 ∗ ui412)

= (0.78 ∗ 0.75 ∗ 0.80, · · · , 0.84 ∗ 0.82 ∗ 0.84)

= (0.47, 0.38, 0.52, 0.58)

4) Sequence cost computation: Finally, we compute the
sequence score by using the Euclidean norm function of the
sequence vector:

cost(impersonate(av, ac, pr, ui)) =
√

av2 + ac2 + pr2 + ui2

=
√

0.472 + 0.382 + 0.522 + 0.582

= 0.98

We therefore find the same cost (0.98) as that presented in
Table I.

V. CONCLUSION

In order to automate cybersecurity risk analysis, we pro-
posed in this paper CYBERSIM, a formal framework for the
generation of attack scenarios that can have an impact on the
safety of Cyber-Physical Systems (CPS), by focusing on the
key problem of state-space explosion and handling the most
relevant scenarios. Our model-based approach using discrete
event systems considers the intentional actions of an attacker
which are performed in a well-defined order to reach specific
objectives. A multi-metric quantitative analysis based on the
various security metrics such as the attack vector, the attack
complexity, the required privileges and the need for a human
user is proposed to filter the most probable scenarios. These
exploitability metrics extracted from CVSS to compute the
cost of MITRE EMB3D threats are applied to the EVITA case
study to illustrate the approach.

Since our multi-metric framework is generic, we can adapt
the approach to other metrics in cybersecurity risk quan-
tification covering various points of view such as attacker
motivation, financial cost [30], etc. The results will help risk
analysts to automate tasks and optimize the time spent in
assessing the most likely scenarios and identifying weaknesses
in system architecture. System designers can then effectively
choose compensatory or corrective measures to inhibit the
consequences of the identified sequences or to attenuate their
criticality. All this from the system design stage, by combining
both safety and security analyses in the same tool.

Thanks to these quantitative assessments, the selection of
the most plausible cyberattack paths can also be used in
intrusion test to assist the auditor with a tool to assess a
system’s resilience. Knowledge of the most relevant attack
scenarios without countermeasures will also enable the design
of detection rules to raise a security alert when the presence
of certain steps in the attack path is detected, which is very
helpful for Security Operations Center (SOC) detection.

The implementation of the research results in SimfiaNeo,
a tool developed by Airbus Protect for safety analyses is a
major technical challenge for the company as well as a quite
promising potential business asset, because it will improve the
performance of its software in terms of cybersecurity disci-
plines and constitute a major advance in the effectiveness of
the adaptation of "model-based" approaches to cybersecurity
specificities.

Future work will delve deeper into the decision-making pro-
cess for choosing metrics and functions (aggregation function
and cost function) to explore their relevance and impact on
the final score. In addition, we plan to reduce the uncertainty
of metric value assignment for large and diverse CVEs sets
by filtering CVEs based on component attributes. Finally, we
will test the framework in different industry-derived use cases
to assess the operational relevance of the simulated attack
scenarios proposed by CYBERSIM.
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