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Abstract—Confidential computing includes various methods to
enhance data security, notably by processing sensitive informa-
tion within Trusted Execution Environments (TEEs). However,
TEEs remain vulnerable to Side-Channel Attacks (SCAs), such
as cache timing attacks, which exploit timing variations to
extract confidential data. Existing TEE designs do not provide
sufficient protection against these threats, highlighting the need
for stronger security measures. This study focuses on integrating
countermeasures specifically targeting timing and cache vulner-
abilities within a TEE. The implementation will leverage the
RISC-V architecture to explore its potential in mitigating SCA
within TEE.

Index Terms—Computer Architecture, Confidential Comput-
ing, Hardware Security, TEEs, SCAs.

I. INTRODUCTION

Trusted Execution Environments (TEEs) are essential for
protecting sensitive data by providing isolated environments
that guarantee both data confidentiality and integrity. Notable
TEEs include proprietary solutions like ARM TrustZone [1],
Intel SGX [2] and AMD SEV [3], as well as open source
solutions such as Keystone [4] and Penglai [5] for RISC-
V. While TEEs offer strong protection against numerous
software attacks, they remain vulnerable to cache-based and
timing side-channel attacks. These attacks exploit variations
in execution time or cache access patterns to extract sensitive
data, posing a major challenge to TEE security.

Microarchitectural cache timing attacks, such as
Prime+Probe, Flush+Reload, and Evict+Time [6], pose
significant challenges to the security of TEEs [7] as they
can leak sensitive data by analyzing cache accesses. Various
countermeasures have been proposed to mitigate these
risks [6], but each comes with trade-offs, some cause high
performance overhead, while others do not fully protect
against all types of side-channel attacks.

II. THREAT MODEL

The threat model considers that applications executing in
both the Rich Execution Environment (REE) and the TEE
are vulnerable to cache-based and transient execution side-
channel attacks [8]. The attacker is any application running
on the system that shares the cache with the victim. This
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includes both untrusted applications in the REE and potentially
malicious applications in the TEE. We do not consider physical
attacks (e.g., fault injection, power analysis).

III. KEYSTONE STUDY

Keystone [4] is an open-source TEE designed for RISC-
V processors, combining both security concepts from ARM
TrustZone and Intel SGX to establish a clear separation be-
tween two execution domains. The non-secure world operates
under normal processor conditions, running the untrusted op-
erating system and normal applications while the secure world
ensures the execution of sensitive applications, isolated from
both the operating system and other applications (sensitive
and normal). Keystone is based on a Security Monitor (SM)
that manages the entire lifecycle of enclaves and ensures a
secure communication between the two worlds by using the
RISC-V Physical Memory Protection (PMP) [9] to enforce
memory isolation, ensuring that confidential data and enclaves
are safeguarded against unauthorized access, providing a flex-
ible and efficient security framework. Figure 1 presents the
architecture of a secure system based on enclaves, highlighting
the different privilege levels and the separation between trusted
and untrusted worlds.
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Fig. 1. Keystone Architecture: Secure and Non-Secure World Isolation
(adapted from [4]).

IV. COUNTERMEASURES ON KEYSTONE

Various countermeasures have been developed to mitigate
cache timing side-channel attacks [6], each addressing differ-
ent vulnerabilities:
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Fig. 2. Flexible Enclaves with Customizable Countermeasures library.

« Constant-time execution: Ensures that both cache access
patterns and control flow remain independent of secret
data, preventing any information leakage through cache
timing attacks. This technique is widely used in crypto-
graphic algorithms like AES to prevent key leakage due
to execution time variations [10].

« Noise injection: Introduces randomness in timing mea-
surements or accesses to shared resources to obscure
variations exploitable by an attacker, thereby preventing
the leakage of sensitive information. This technique is
widely used in cryptographic implementations, real-time
systems, and secure embedded devices [11], [12].

o Enforcing Determinism: Eliminates execution time vari-
ations that could be exploited by an attacker to ex-
tract sensitive information through timing channels. This
technique is widely integrated in debugging frameworks,
cloud computing, and virtual machines security [13], [14].

o Time Partitioning: Controls access to shared resources
over time to prevent cache timing-based attacks. This
is achieved through techniques that influence concurrent
resource access and program transitions. This approach is
widely used in countermeasures such as Cache Flushing
[15], Lattice Scheduling [16], and Execution leases [17].

o Hardware Partitioning: Isolates hardware resources to
prevent cache side-channel attacks by ensuring that each
process has its dedicated space. This technique is widely
used in countermeasures such as cache locking [18],
Cache Coloring [19], and Quasi-Partitioning [20].

This work aims to develop a flexible and modular frame-
work within Keystone. Although existing research primarily
addresses individual mitigation techniques, our approach inte-
grates these countermeasures into a unified framework, thereby
providing users with enhanced flexibility to selectively enable
the protections that best align with their specific security
and performance requirements. One possible direction is to
integrate these protections within the SM to enhance enclave
lifecycle management and security [21]. However, this remains
an open question, and further analysis is required to assess the
feasibility, trade-offs, and effectiveness of such an approach.

Figure 2 illustrates how we envision the Keystone structure
with the integration of these security techniques and protec-
tions.
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