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Abstract

As Smart Grid technologies are deployed, the many advantages of new metering, controls, and analysis come with added technical
challenges. Specifically, the digitalization of the power grid and the increasing dependence on communications systems makes
the network real-time monitoring more vulnerable to cyber-attacks. Cyber-attacks, if not detected and accurately corrected, can
lead to system operator misinformation. Current state-of-the-art models for real-time monitoring cybersecurity, hypothesizes
that the measurement model is correct, without error. While this assumption might be acceptable for systems and devices not
dependent on communication networks, this can be considered a strong hypothesis for power grids real-time monitoring. False
data injection attacks on the measurement model are also possible. This work presents a parameter correction model against false
data injection attacks. False data injection attacks on measurements and measurement models are simultaneously considered. A
chi-squared hypothesis test is used for detection of cyberattacks, while a normalized composed measurement error test is used for
cyberattack identification. Parameter correction model is then used if a modelling error is identified, otherwise a measurement
correction model is used if a measurement error is identified. Easy-to-implement model, built of the classical quasi-static state
estimator, without hard-to-design parameters, suggest potential for real-life applications.

1 Introduction the chi-squared test for bad data detection, and the normal-

ized residual test for identification [1]. The WLS model fails
As distribution systems implement smart grid technologies, though to consider the masked component of the error, which
the many advantages of new metering, controls, and analysis was corrected in [4]. Regarding False Data Injections (FDI)
come with added technical challenges. Specifically, the digi- on measurements, [5] presents a correction model that is built
talization of the power grid and the increasing dependence on  on top of the classical WLS SE results. [6] otherwise presents
communications systems makes the network more vulnerable proofs and properties of parameter model errors spreading out
to Cyber-attacks. Cyber—attacks, if not detected and accurately to the measurement functi()n, while [7] presents a per_phase
corrected, can lead to misinformation to system operators and model for parameter error correction. [8] otherwise presents a
potential collapse of the power system. While much research  parameter correction model for False Data Injections (FDI) in
has been done to address this concern, science and technology  the measurement model. The fundamental limitation of [8], is
for smart grids cybersecurity is still seldom. In any distri- that it does not consider the effect of the parameter error on the
bution system, real-time monitoring is a critical process for results of the two-step SE model in [9], during the measure-
reliable operation. Currently, Power System State Estimation ment error correction. This will cause an increased necessary
(PSSE) is the main tool for real-time system monitoring [1]. number of iterations and sometimes can lead to convergence
The Weighted Least Squares (WLS) measurement model is the  to physically incorrect solutions. This effect is because, in
most used for PSSE. The State Estimator (SE) uses sensorread-  [8], the parameter error correction model uses corrected mea-
ings to provide information about the system condition. The  surements without considering the potential parameter error
results of the SE are used in many applications for distribution  effect. Toward overcoming this limitation, this work presents
system operation. One of the most important applications of a parameter correction model that incorporates the effect of
the PSSE is its gross error processing capability [2]. Measure-  the measurement error. Towards this effect modelling, the error
ments that are obviously incorrect or inconsistent are discarded  is included in the measurement and parameter error correc-
in a pre-filtering step, still a post-processing step called bad  tion model. The extended correction model is validated on a
data analysis is performed afterwards [3] Classical PSSE uses Synthetic grid, with comparative test results in [8] Considering

different cyberattack scenarios. The remainder of this paper is



presented as follows. Section 2 presents a theoretical review on
false data correction modelling. Section 3 presents the param-
eter correction model. A case study is presented in Section 4.
Conclusions of this work are presented in Section 5.

2 Theoretical Background

Consider a system with the following measurement model:
z=h(z)+e (1)

where z € R™ is the measurement vector, h(z) : RY —
R™, (m > N) is a continuously differentiable nonlinear alge-
braic function that relates the state to the measurement vector,
z € RY is the state vector, e € R™ is the measurement resid-
ual vector with a Gaussian probability function, zero mean, and
known standard deviation o, N = 2n — 1 is the number of state
variables, and n is equal to the number of buses. One can solve
(1) through the WLS model, as:

J(@) = (= = h(@))" R~ (= — h(x)) @

where R is the covariance matrix of the residuals, J(x)
is effectively a weighted L,-norm in the measurement vector
space R™. Regarding the solution of (2), it is obtained through
the Newton-Raphson method. The linearization of (1) fives:

Az=HAx +e 3)

where H is the Jacobian matrix of h in the current estimated
state variable vector &, Az = z — h(%) is the correction of the
measurement vector and Az = x — & is the correction of the
state vector. The WLS solution can be seen geometrically as the
projection of Az onto the Jacobian space by a linear projection
matrix P, that is, AZ = PAz. The projection matrix P is the
idempotent matrix that has the following expression:

P=H(H"R'H)"'HTR™ )

The general problem of the previous equations is that they
consider the measurement model to be correct, without errors.
In [9], it is shown that in the gross error analysis process
a two-step approach should be adopted. In the first step, all
measurements should be weighted equally proportional to the
magnitude of the measurement and the gross error analytic per-
formed. After processing of gross error, in the second step,
the meter precision can be restored and the state estimation
executed. The fundamental limitation of this process is that it
considers the model free of error. Toward solving this limita-
tion, [8] presented a parameter correction mode. The conjugate
of the complex power flow is expressed in (5).

§*

km

= Bilim = Y Ve (Vie s = Ve + b3, V2
&)

From the real and imaginary components of the aforemen-
tioned equation, the expressions for active and reactive power

flows can be derived as follows.

(6)

ka = - ‘/Igz(bkm + bi?n) + Vkvmbkmcos(okm) (7)

Given that the active power loss is defined as the sum of the
active power at both ends, it can be expressed as (8).

Pkm(loss) = Pk:m + Pmk:

8

Prmoss) = Gem(VE + V2 = 2V, V,.c08(01m) ®

[8] arranged the aforementioned equation in a matrix format
and applied a Taylor series expansion to relate the correction
of an identified measurement to the error of the parameters,
as shown in (9). This framework uses the output of the WLS
estimation to define the state variables Vi, V,,,0,,0,,. It is
important to note that the measurements were assumed to be
free of gross errors, despite the presence of Gaussian noise with
zero mean coming from the current and potential transformers.

n

Agk'm L ZPkm(loss) - Pkm(loss)
Abkm =T ZPkm - h”};km (9)
sh n
AbT, 2Qum — Qi
where 7 is given by (10).
V2 + V2 — 2V Vi cos(0km) O 0 "
V,f — Vi Vi, cos(0km,) — Vi Vi sin(Om,) 0

— Vi Vi sin(0gm) —VZ + ViVin cos(Okm)  —Vi2
(10)
The deviations between the true values of the line parame-
ters and those in their parameter model could be attacks made
individually, an unbalanced parameter error, as reflected in
(11).
Gem = Gem ™ + AGim

true
bkm = blmn + Abkm
sh __ j.sh true sh
byt =bir " 4+ Ab

km

(1)

where g, b, and b** € R”, and p equal to the number of
parameters of the measurement model.

Although, it should be noted that the state variables are
derived from estimated measurements without error. Toward
solving this, the next section presents a parameter correction
model which considers this effect.

3 Parameter Correction Model

The parameter correction model presented by [8] fails to model
the effect of parameter error on measurements, which can cause
multiple unnecessary iterations and/or convergence to a phys-
ically incorrect solution. (1) does not consider the parameter
error effect, and thus will be modified as:

z=h(z)+e+e, (12)
where e, € R” that is the residual vector of parameters with

a Gaussian probability function, zero mean and known standard
deviation o,.



Therefore, the error of the parameter is incorporated into the »
corresponding equation h™ (). The power flow equations (6)-

Read Data Input

(8) then become (13)-(15). Then, (13)-(15) are used in (9). Network parameters und
" 9 Perform WLS Estimatio
hpkm’ — f gk:m _ ‘/kvmgkmcos(ekm) (13) Two-step procedure - first step
Detect Gross Error
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Perform
Measurement Correction
Measurement with
the highest CME?. Use eq. (16)

1s there any
isolated measurement with
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Since the parameter error is propagated not only at both
ends of the line but also to other measurements related to the
involved buses, a single iteration may not be sufficient to fully
correct the error upon its initial detection. To address this issue,
the following procedure is proposed and in Fig. 1 the improve-
ments of the current procedure and new blocks are highlighted
in green.

Is there any
set of measurements with the same pair line
where CMEY > 32

Perform

Stored the new Parameter Correction
pair line in =,,,. on 2, using eq. (9)

with egs. and (13)-(15)

1. Read the data input, which includes the network parameters
and the set of measurements.

2. Perform WLS estimation using the two-steps procedure
proposed in [9], where the weight matrix is constructed with

o; = =L,
g 100
3. Perform the detection of gross error by applying the x? test Fig. 1 Simultaneous FDI detection, identification, and correc-
to the Composed Measurement Error in its normalized form  jon flowchart.

CMEY defined in [1]. If the test is true, proceed to Step 4.
Otherwise, proceed to Step 8.

4. Identify the gross error by constructing a descending list of
the measurements based on |C M E™|. If an isolated mea-
surement with the highest |C'M E™ | exceeds the threshold
value 3, proceed to step 5. If a set of measurements with
the same pair of buses and high |CM E"| exceeding 3 is
identified, proceed to step 6.

5. Correct the measurement error using (16) proposed in [9],
where CNE; is the Composed Normalized Error of the
measurement ¢. Then, return to Step 2.

Keep using stored
pair line in z,,,.

4 Case Study

A 3-bus system was used to evaluate the proposed framework,
as shown in Fig. 2. The test system consists of one generator
as a slack machine with |V;| = 1.06 p.u. and two PQ loads
with power demands given by P, = 0.076 p.u., @, = 0.016
p.u. and P, = 0.216 p.u., @, = 0.127 p.u., respectively. Line
parameters are defined in Table 1.

P: 12 P: 21

2 =20 — CNE,o0, (16)

3

6. If a set of measurements with the same pair line is identified
with a parameter error, a variable z,,,. is created and stored.
Zwpe € R™ 1s the affected measurement with the highest
|C M E™|.If 2,,. has an associated stored line and is in the
descending |C M E™| list, the procedure continues with this
line until it has a value lower than /3. In both cases, proceed
to Step 7. Fig. 2. 3-Bus Test System

7. Using the state variable vector from the output of Step 2,
perform the parameter correction in z,,. using (9) while Table 1 Line parameters in per unit (p.u.).

applying (13)-(15). Then, return to step 2. Line g (p.u.) b (p.u.) b (p.u.)
8. Proceed to step two of the two-step procedure suggested by Ly, 2.499 7.632 0.013
[9]. Lis 1.026 -4.235 0.025
Los 1.701 -5.194 0.017




To evaluate the framework, two different tests were con-
ducted. For the first test, a measurement error was added to
P53 with a value of k,. = 5o, resulting in P/ = Pol + k..
The results of the first detection and identification steps are dis-
played in Table 2, where the measurement error was accurately
detected and identified.

Table 2 Measurement Cyber-attack: First step - GRL = 3.6.
Type of error: Measurement error

Element: Pis
Error: ky,e =50
Detection
X2 test: Jo(&) =59.6 > x* = 32.35
Attack detected!
Identification
Measurement with  II CMEY CNE
|ICMEN| > 3.0
P 1.193  4.596 0.989
P, 0.832 4.564 1.189

In Table 3, the chi-square test shows that the measurement
error was successfully corrected by using (16). The procedure
then proceeds to step 9 of the proposed framework.

Table 3 Measurement Cyber-attack - After correction.
Detection
x2test:  Jo(&) = 26.04 < x* = 32.35 No attack detected

For the second test, an unbalanced parameter error was
applied to line,3 with the following adjustments: g decreased
by 3%, b increased by 6%, and b*" decreased by 8%. Table 4
highlights the significant impact of this unbalanced error on
the detection step. Furthermore, the descending C M E™ list
emphasizes the influence of the error in the parameter b on the
estimated measurement of (),3. In this first approach, the [8]
framework is tested.

Table4 Parameter Cyber-attack: First step - GRL = 3.6.
Type of error: Measurement error

Line parameter approximation (Ap)
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Fig. 3. Convergence of Ap - [8] framework
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Fig. 4. Performance of Parameter Correction - [8] framework
The results of the proposed framework’s implementation are
presented. Table 5 provides the updated values of the descend-

ing CMEV list, reflecting the effects of Gaussian noise added
to each measurement in each simulation.

Table 5 Parameter Cyber-attack: First step - GRL = 3.6.

Element: Line;s

Error: g=+3% b=+6% b"=+8%

Detection

X2 test: Jo(&) = 756.29 > x* = 32.35

Attack detected!

Identification

Measurement with 11 CMEY CNE

|ICME™| > 3.0
Q13 0.855 15.772 12.127
Q23 2.512 11.132 5.990
Q12 2.266 7.174 3.931
P, 2.812 6.802 3.599
Py, 2.818 6.099 3.235
Py, 2.286 4.669 2.557
Pis 2.291 3.571 1.947

Using the framework proposed in [8], the correction does not

Type of error: Measurement error

Element: Lineqs

Error: g=4+3% b=+46% b"=+8%

Detection

X? test: Jo(2) = 743.32 > x* = 32.35

Attack detected!

Identification

Measurement with II CMEN CNE

ICME™| > 3.0
Q13 0.855 15.859 12.203
Q23 2511 11.246 6.060
Q12 2.267 7.248 3.973
Py, 2.817 6.104 3.235
Py 2.799 5.959 3.165
P 2.296 3.892 2.120
Py 2.289 3.726 2.031

converge, as shown in Figures 3 and 4. As previously described,
neglecting the measurement errors used to estimate state vari-
ables results in the correction procedure converging only to a
point of uncertainty.




Fig. 5 illustrates the convergence of the parameter correc-
tion Ap to a value below 1072, Fig. 6 shows the performance
of the line parameter correction, which required 9 iterations
to achieve an error of 1.99% for g and 0.21% for both b and
b*". Table 6 presents the results of the parameter correction in
the detection step, which is successfully below the chi-square
threshold value.

Line parameter approximation (Ap)

- Agu
Dby
—o— Ab

4p
°
g

0,0000

-0.0083

—0.02 4

Iteration
Fig. 5. Convergence of Ap - proposed framework
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Fig. 6 Performance Parameter Correction - proposed frame-
work

Table 6 Parameter Cyber-attack - After correction.
Detection
x2test:  Jo(&) =17.59 < x* = 32.35 No attack detected

5 Conclusion

This work presents a parameter correction model for distribu-
tion networks real-time monitoring. Current parameter error
correction state-of-the-art models do not consider the effect
of the parameter error on measurements. This will cause an
increased necessary number of iterations and can sometimes
lead to convergence to physically incorrect solutions. The
parameter correction model presented in this work considers
this effect by modelling the error in the measurement functions.
A case study considering a synthetic 3-Bus system is further
presented, highlighting the mitigated modelling error effect
the parameter error correction model has. Easy-to-implement
model, without hard-to-design parameters, built on the clas-
sical WLS solution, highlights potential aspects for real-life
applications.
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