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Abstract

In recent years, there has been a lot of discussion around ethics in IT and Al. Many researchers and organisations have
proposed guidelines to address privacy, fairness, and explainability challenges for creating trustworthy Al. In this paper,
we discuss ethical principles in the context of Al and their significance in developing trustworthy Al solutions. We con-
sider the problem of the categorisation of ethical principles in IT. We concentrate our discussion on privacy, fairness, and
explainability. These principles, we believe, meaningfully contribute to the trust of Al systems. We overview the available
privacy regulations in the EU and US. We also look at how to achieve compliance with them, including private data detec-
tion, data anonymisation techniques and toolkits. From a practical perspective, we analyse fairness and bias problems. We
discuss the issue of fairness assessment and metrics. To improve the fairness of Al solutions, an enormous number of tech-
niques have been developed. We also focus on fairness improvement techniques and a few popular toolkits in which these
techniques are implemented. Explainability is another ethical principle discussed. It is one of many socially important
properties, as it ensures understanding of Al system decision-making and transparency in inspection. Ensuring explainabil-
ity is important for high-risk applications in healthcare, finance and criminal justice. Finally, we outline approaches that
help in the level of explainability. With this review and analysis, we contribute to the knowledge of available techniques
and toolkits that can be used by Al practitioners as an initial step in implementing ethical principles into Al solutions.
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1 Introduction

In recent years, ethics in IT and, in particular Al, received
a lot of attention. Ethics, as a system of principles, guides
people in distinguishing between right and wrong. Ethics in
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Al and IT guides how to build programming solutions that
people can trust on. [1] recognizes ethics as a building block
of trustworthy Al and trustworthiness as a prerequisite for
people and societies when developing, deploying and using
Al systems.

In this paper, we concentrate our discussion on privacy,
fairness, and explainability. These principles, we believe,
meaningfully contribute to the trust in Al systems. Privacy
is one of the fundamental rights. Its protection makes people
feel safe and encourages data sharing among institutions for
research and development of Al solutions. Due to long-
standing historical biases and a lack of data across a wide
range of demographic groups, fairness is one of the most
difficult moral ideals to implement in Al systems. Explain-
ability principle is often identified as a requirement of an Al
system. This principle ensures understanding of Al system
decision-making and transparency to inspection—to name
one of many socially important properties [2].

From a practical perspective, ethical principles require
understanding at the level of people who design and develop
artificial intelligence solutions. Moreover, developers need
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to be aware of techniques and programming tools that can
help implementing ethical principles in software products.
In this paper, we review and analyse some of these tools and
techniques for the presented ethical principles.

The paper consists of 7 sections. In Section 2, we describe
the methodology of the literature search. In Section 3, we
discuss the existence of guidelines, relevance of ethical
principles, their importance for various fields and the prob-
lem of categorising ethical principles. In Sections 4, 5, 6 we
consider privacy, fairness and explainability principles. And
finally, in Section 7 the conclusion is presented.

2 Methodology

This paper presents a narrative review of research on ethical
principles in Al, focusing on privacy, fairness, explainabil-
ity and their practical implementation. It aims to provide an
overview of ethical principles in Al, guidelines and regu-
lations, available techniques and toolkits that can assist Al
practitioners in building trustworthy Al systems.

A structured literature search was conducted using the
following keywords, including but not limited to: Al ethics,
trustworthy Al, ethical Al frameworks, Al guidelines and
regulations, privacy in Al, data privacy regulations, bias and
fairness of Al models, bias mitigation techniques, explain-
able Al, Al model explainability techniques.

Searches were performed on multiple academic data-
bases, including ScienceDirect, IEEE Xplore, Springer
Link, ACM Digital Library, Google Scholar, and arXiv.

The selection of studies was based on their relevance
to Al ethics principles, particularly privacy, fairness, and
explainability. Studies that discussed Al governance frame-
works, ethical guidelines, and regulations were included, as
well as those that presented tools, techniques, or method-
ologies for implementing Al ethics principles. Only peer-
reviewed journal articles, conference papers, and reputable
industry reports were considered.

3 Ethical principlesin Al

The value of Al and the harm it can cause to people are rec-
ognised by society. As a result, a large number of guidelines
for trustworthy Al have been developed [3—5]. By 2019, 84
documents containing ethical principles or guidelines were
identified [4]. It is also observed that multiple definitions of
each ethical principle exist, for example, fairness has more
than a hundred metrics and definitions [6, 7]. As presented
in [4] “a global convergence emerging around five ethical
principles—transparency, justice and fairness, non-malefi-
cence, responsibility and privacy”. However, the research
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made by [8] outlines numerous gaps in the Al governance
frameworks, including the lack of details on how to achieve
a fair society, respect diversity, and address the potential for
Al to drive inequalities and bias in the labour market.

In 2021, the European Commission proposed the Arti-
ficial Intelligence Act [9]. Al Act would be the first com-
prehensive law to regulate the development and use of
Al systems. It differentiates Al systems depending on the
application risk—unacceptable, high and limited-risk
applications. Unacceptable risk applications, including
social scoring and biometric identification systems, will be
banned. High-risk applications, for instance, in toys, air-
crafts, cars, will be assessed during development and before
becoming open for usage. Limited risk applications, such as
media content editors, have to comply only with minimal
transparency requirements and the user can decide whether
to use them or not. The presented categorisation helps to
imply specific rules for each group to reduce potential harm
to people and increase the level of compliance with ethical
principles.

The importance of ethical principles varies. According
to the survey [5], the most important principle in the ICT
industry is responsibility, followed by protection of data pri-
vacy, transparency, robustness, minimised bias, and “an Al
should have a purpose” meaning that the highest purpose of
Al is to support people, not replace them.

The World Health Organization recognises the great
potential of Al and to reap the benefits of Al, ethical issues
must be addressed [10]. In the medical field, the full effec-
tiveness of Al solutions is limited by the inability of algo-
rithms to explain results to human experts. The authors of
[11] recognise explainability, transparency, accountability
and trust as very important ethical principles in the health-
care domain.

Diversity of views on ethical principles as well as on
their categorisation certainly exists. The High-Level Expert
Group on Al that was set up by European Commission in
June 2018 formulated the Guidelines to promote Trustwor-
thy AI [1]. They outlined four ethical principles, including
respect of human autonomy, prevention of harm, fairness
and explicability. Preservation of privacy is not on their
list of ethical principles. They identified privacy as a tech-
nical requirement among seven others: human agency and
oversight, technical robustness and safety, privacy and data
governance, transparency, diversity, non-discrimination
and fairness, environmental and societal well-being and
accountability.

The authors of [12] created a graph of relationships
between different aspects of Al trustworthiness. They define
privacy, fairness and accountability as ethical require-
ments, and explainability as a technical requirement. From
a practical perspective, the ethical principles presented as
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requirements to an Al system are more natural for develop-
ers and technicians. Therefore, we need a methodology that
translates ethical principles into technical requirements and
actions that need to be taken during Al solution develop-
ment lifecycle.

4 Privacy

Privacy is one of the fundamental human rights included
in the Universal Declaration of Human Rights [13]. GDPR
protects the right to know about the use of personal data,
the right to update personal information, the right to restrict
the use of data, and others. Nevertheless, it does not forbid
the free movement of data [14]. American regulations are
more specific. HIPAA regulates privacy in the healthcare
domain, FERPA in education and CCPA protects consumers
from unwanted data usage. Identification and anonymisa-
tion of personal information are two key actions required
for mitigating privacy concerns. The authors in [15] dis-
tinguish two groups of identification methods—rule-based
and machine learning (ML) methods, including deep learn-
ing (DL). “The final solution to the problem can also be a
combination of several approaches used together for differ-
ent parts of the task, or one approach can be the input to
another approach” [15]. For example, the authors in [16]
experimented with a neural network model that feeds out-
put vectors of long short-term memory (LSTM) network
into a conditional random fields (CRF) layer for NER tasks.
The choice of approaches to identifying private information
depends on the structure of the text dataset, the length of the
text instances, and the need to understand the context. The
shorter and more structured text means rule-based methods
may be suitable, otherwise—Iless structured and long text—
require ML or DL methods.

Data anonymisation involves modification of sensitive
data including personally identifiable information. The level
and type of data anonymisation should be chosen in consul-
tation with legal experts. As a “gold standard” of anonymi-
sation, differential privacy is considered within legal circles
[17]. “Differential privacy is a system for sharing informa-
tion about a dataset by describing patterns about groups in
the dataset without disclosing information about specific
individuals” [18, 19]. The recent advances in large language
models that are able to understand context can make the
data anonymisation task less challenging. In the experiment,
the authors in [20] used a chain of GPT-3 for NER task and
ChatGPT for pseudonymisation. As a result, it was shown
that LLMs can accurately pseudonymise sensitive informa-
tion while preserving the syntactic and semantic integrity of
the original text.

For the identification and anonymisation of sensitive
data, multiple toolkits have been developed. For instance,
Microsoft Presidio! can be used for private data identifi-
cation and anonymisation in text and images. It leverages
regular expressions, rule-based logic, NER and can detect
names, credit card numbers, emails, etc. Anonymisation
stage is performed by operators such as redact, hash, mask,
replace, encrypt. Another tool or even platform named
Kodex? can anonymise almost any kind of structured data
in batch and streaming modes. For data anonymisation,
it leverages cryptography, aggregation, randomisation,
probabilistic techniques, and differential privacy. Another
algorithm is Format Preserving Encryption (FPE) [21]. It
is applicable for transforming sensitive data in a specified
format with a fixed length, such as credit card numbers or
phone numbers into identically formatted data.

The choice of data protection methods can be challeng-
ing. On the one hand, the data must be protected; on the
other hand, it must not lose its value for downstream tasks.
In this case, there is a trade-off between data security and
data quality that must be balanced to preserve the value of
the Al system.

5 Fairness

The requirement for Al systems to be fair in their decisions
is more important than ever. In the literature, no universal
definition of fairness exists. Additionally, it is common for
Al systems aim to meet multiple fairness constraints, for
instance, group and individual fairness.

The terms fairness and bias are often used interchange-
ably. A bias measurement or fairness evaluation determines
whether individuals with various protected characteristics,
such as gender, age, and ethnicity, are treated fairly and are
not subjected to discrimination. The evaluation can be per-
formed on a dataset prepared for training the ML model,
as well as on a dataset that includes decisions made by the
trained ML model. Among the metrics that can be used for
the assessment are demographic parity [22], equalized odds
[23], equal opportunity [23] and others.

Depending on the outcome of the fairness assessment,
particularly if bias exceeds acceptable limits, mitigation
may be necessary. In total, there are more than 100 unique
bias mitigation methods [6]. These methods are grouped into
three categories depending on the stage of their application
in the Al solution development lifecycle: pre-processing, in-
processing and post-processing [6, 7]. According to the sur-
vey [6], the most used are in-processing methods, followed

! https://microsoft.github.io/presidio/.
2 https://heykodex.com/.
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by less commonly used pre-processing and post-processing
methods. Pre-processing techniques aim to modify or weight
data instances to reduce bias in the dataset. For instance,
Re-weighting technique [24] adds additional column with
weights, Disparate Impact Remover [25] modifies numeric
attributes, whereas Learning Fair Representation [26] and
Optimized pre-processing [27] create new data representa-
tions. Adversarial Debiasing [28] and Prejudice Remover
[29] methods are examples of in-processing approaches that
apply constraints to the loss function and control fairness
with regularisation parameters, respectively. Post-process-
ing techniques, including Calibrated eq. odds post-process-
ing [30] and Reject option classifications [31], adjust model
output to satisfy applied fairness constraints. As a response
to the fairness problem, toolkits that include fairness met-
rics and mitigation techniques have been developed. Two
of the most popular open-source toolkits, Al Fairness 360
(AIF360) [32] and Fairlearn [33], were compared among
practitioners [34]. AIF360 was created by IBM Research.
It contains 71 fairness metrics and 9 bias mitigation tech-
niques. Among the metrics implemented in this framework
are popular metrics such as statistical parity difference [18],
disparate impact [25], and equalized odds [23]. Bias miti-
gation algorithms are implemented for the pre-processing,
in-processing, and post-processing stages of the ML pipe-
lines. Furthermore, the toolkit includes a facility for metric
explanations to help end users understand the meaning of
bias detection results. This feature is also suitable for build-
ing bias audit reports.

Fairlearn toolkit is grounded in the understanding that
fairness is a sociotechnical challenge [33]. For fairness
assessment, the toolkit contains all popular metrics, includ-
ing demographic parity, equalized odds, equal opportunity.
The toolkit contains one pre-processing algorithm, Corre-
lation Remover, which removes correlation with sensitive
features. Among the in-processing mitigation techniques,
two approaches are implemented: redaction approach [22]
and adversarial mitigation approach [28]. A post-processing
technique, proposed in the paper "equality of opportunity in
supervised learning" [23], is implemented in the toolkit and
identifies a separate threshold for sensitive groups.

Another toolkit, called Fairkit-learn [35], is based on
scikit-learn and AIF360. It has the same interface as scikit-
learn, and utilises all the metrics and bias mitigation strat-
egies from AIF360. A major contribution of the toolkit is
the ability to search for an optimum set of models that bal-
ance fairness and performance. The toolkit performs a grid
search over multiple models, hyperparameters, applies dif-
ferent bias mitigation techniques available in AIF360, and
selects Pareto optimal set of models that satisfy one or mul-
tiple fairness metrics.
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Among other tools, it is worth mentioning Google
What-If* and Aequitas [36]. Google What-If is good for
data analysts due to its excellent graphical interface for
data exploration. Aequitas can generate tables, charts, PDF
reports with metric values across analysed groups that are
interpretable by technical users and policymakers.

Bias mitigation techniques may have a negative effect on
Al model accuracy. We face a trade-off issue with fairness
protection that is comparable to that with privacy. Addition-
ally, pre-processing techniques also change data that might
not be acceptable for high-risk applications. The choice of
fairness metrics and bias mitigation techniques, as well as
their effect on Al system decisions, should be thoroughly
analysed by domain experts and technicians.

6 Explainability

Explainability is an active area of research due to its impor-
tance in the development of Al solutions for healthcare,
finance, criminal justice and education. It is also one of
the requirements for building trustworthy Al according to
the Ethics Guidelines for Trustworthy Al [1], though, it is
named as a principle of explicability. Explainability helps
to understand how an Al model makes decisions [37]. The
level of explainability limits Al application in the medi-
cal domain due to the inability to “explain” its results to
human experts [11]. However, models with high explain-
ability level have been recognised as being disadvantageous
in terms of performance [12].

The problem of explainability of ML and DL models
arises due to the internal structure of such models. Mod-
els, by design, can be divided into models explainable by
design, and black-box models. The first group includes ML
models such as linear regression, trees, KNN. These mod-
els require manual feature development; therefore, a data
scientist explores the influence of each feature on the data
analysis stage and has intuitive understanding of feature
importance. The other group of models, mainly DL mod-
els, do not require manual feature generation and generally
have higher accuracy, but explainability is their disadvan-
tage. These models include various kinds of neural net-
works—CNN, RNN, and LSTM. To explain the outcomes
of such models so-called post-hoc methods are used. The
idea behind them is to perform experiments with inputs
and further analysis of intermediate state and outcome. The
approaches for post-hoc model explanations include model
approximation with a more explainable model, analysis
of feature importance using tools such as LIME [38] and
SHAP [39], feature introspection, example or rule-based

3 https://pair-code.github.io/what-if-tool/.


https://pair-code.github.io/what-if-tool/

Al and Ethics

explanation. A comprehensive guide of explainability meth-
ods is presented by [40].

The problem of explainability has led to the research
and development of new ML algorithms that are nonlinear,
highly accurate and directly interpretable, such as explain-
able neural networks. Other examples of interpretable mod-
els are Explainable boosting machines (EBMs, also known
as GA2M), Monotonically constrained gradient boosting
machines, Skope-rules, Supersparse linear integer models
(SLIMs), RuleFit [19].

7 Conclusion

This paper examines the problem of compliance with ethical
principles in the field of IT and Al. We review the current
state of regulations and guidelines, as well as the categori-
sation and relevance of ethical principles. The problem of
the declarative nature of the guidelines and the lack of their
influence on decision-making when developing an Al sys-
tem is outlined. We discuss privacy, fairness, and explain-
ability principles, as well as a limited number of existing
techniques and toolkits for ensuring compliance with
ethical principles. To comply with privacy principle, Al
creators must address four major challenges—ensure com-
pliance with applicable regulations, detect and, if needed,
transform private information and preserve data quality. To
ensure an Al system complies with fairness principle, it is
important to identify fairness, determine ways to measure
it for a specific use-case and consider applying bias miti-
gation techniques. AIF360 and Fairlearn are among widely
used toolkits for fairness assessment and bias mitigation.
Explainability principle is identified as very important for
the medical domain. Explainable models as well as post-
hoc approaches, including LIME and SHAP, are used to
improve explainability. Ensuring compliance with privacy,
fairness and explainability has a negative influence on Al
decision accuracy; therefore, metrics and techniques should
be chosen considering the final efficiency of Al system. This
work contributes to the knowledge of Al ethics through a
summary and analysis of the methods and toolkits available
to practitioners for ensuring implementation of ethical prin-
ciples in Al solutions.
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