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Abstract—The Von-Neumann bottleneck is one of the biggest
problem to achieve higher computing performances and energy
efficiency, especially in data centric applications. One of these
application, the Internet of Things (IoT), is expanding at an
impressive pace and is relying massively on sensors with limited
energy to work. The emergence of new CMOS compatible
technologies like ferroelectric field effect transistor (FeFET)
allows to design new kind of Logic-in-Memory (LiM) operators.
These non-volatile operators are expected to help overcoming the
Von-Neumann Bottleneck as it will retain information thanks to
the non volatility of the FeFET. The amount of data transfer
will decrease thanks to this particularity. However, design of
new computing operators is a long process. It is important to
know if these operators are interesting to pursue into further
development, which is why they need to be evaluated. To
this extent, we present in this article a Non-volatile Operators
Emulation Platform. the platform is based on the COMET RISC-
V processor and use emulation to evaluate the impact of new non-
volatile memories based operator on the processor performances
in terms of number of instruction.

Index Terms—FPGA, RISC-V, FeFET, Emulation, Logic in
Memory.

I. INTRODUCTION

For a few years now the use of Internet of Things (IoT)
devices as well as Artificial Intelligence (AI) have been in
the center of attention regarding electronic. This lead to an
always growing quantity of data that need to be treated and
secured. It is forecasted that the number of active connected
IoT objects will achieve 30.9 Billion in 2025 [1]. The recent
progress in processor technology improving the speed as well
as power consumption has revealed a problem in the Von-
Neumann and Harvard architectures. The separation of the
computation unit and the memory has become the limiting
factor in term of performances [2]. Also, memory transfers are
representing one of the biggest part in the power consumption
of the processor. Memory transfer alone would take more than
half of the power budget of the processor [3]. This problem
is now more important since the focus of new algorithms are
mainly data intensive application or IoT devices, where the
power supply is really small.
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To overcome these challenges, numerous solutions are ex-
plored. One of them is the Logic In Memory (LiM) paradigm
that appeared in the 70s [4]. The paradigm gained a lot of
popularity in the recent years thanks to non-volatile emerging
technologies that allow a tight integration with CMOS tech-
nologies such as ferroelectric field effect transistor (FeFET) [5]
or spin-transfer torque magnetic tunnel junctions (STT-MT]Js)
[6]. LiM could be applicable to both Al and IoT, enabling us to
mitigate the effects of the Von-Neumann bottleneck. However,
there is a strong need of testing the new LiM devices that will
be designed based on non-volatile technology.

In this article, we propose a RISC-V based platform that
is dedicated to the evaluation of non-volatile operator de-
signed around non-volatile emerging technologies and made
for LiM. In our platform, these technologies are emulated
with a behavioral model which is included in the form of
new instruction inside the execution flow of the RISC-V
processor. The Emulation is a method based on mimicking one
technology or electronic component inside an other electronic
component. This method allow us to be faster and cheaper than
circuit design. It will also induce less issues than simulating
emerging technologies with model on Cadence for a whole
system like a processor. In the literature, the Emulation is
mainly used regarding actual memory, like cache memory
and main memory [7]-[9]. This article proposes a different
approach that centers around the way in which the emulation
of new LiM devices is done thanks to the help of the flexibility
of RISC-V. Also, the non-volatility is used as a tool to store
specific constants and allow reprogrammability of our devices.
This is why it is not really comparable to these others article
more in the way of emulating a partial, or complete memory,
that would be non-volatile. Due to the high complexity of
emulating the FEFET based component in a precise way [10],
the choice has been made to use a model card described in
sectionlIl as a base for emulation. The platform is based on
COMET [11] a RISC-V processor based on C++ High Level
Synthesis (HLS) with an explicit pipeline.

We propose to evaluate the benefit of the integration of
FeFET based operator inside the data-path of the RISC-V pro-
cessor. The results shown in this paper are from the simulated
version of our platform and are based on 28nm FeFET [5]
based logic gates [12]. The design of theses operators would
allow the addition of a security layer inside IoT nodes for



algorithm with publicly known constant since storing them
directly will not impact the safety of our system. Evaluations
are done using the Advanced Encryption Standard (AES)
cryptographic algorithm and in particular the new non-volatile
operators are placed in the Galois Field multiplication used in
this algorithm. This Paper shows that the Emulation platform
is an effective tool to evaluate newly designed operators. It
shows an improvement by a factor of 4X in term of execution
speed compared to the same program without any dedicated
instruction. It also shows that the non-volatile version of the
operator doesn’t degrade the performance of the processor
compared to the volatile version of the operator.

The rest of this article is organized as follow : Section
II, you will find background related regarding FeFET, RISC-
V instruction set architecture as well as hardware emulation.
Section III presents the emulation platform. Section IV details
the way you can use RISC-V to emulate new FeFET based
operators with the implementation of the Galois field multi-
plication used in the AES cryptographic algorithm as a case
study. Finally, Section V concludes the article.

II. BACKGROUND AND RELATED WORKS
A. RISC-V

RISC-V is an open instruction set architecture (ISA) created
in 2015 in Berkeley ref création de RISCV. It is designed to
be flexible with its construction. It has a base instruction set
on 32bits of data called "RV32I” on which it is possible to
add some extension like the "M” extension that is focused
around multiplication and division. The ISA is made around
some template of instruction as shown in Fig.1 that give the
definitions of every type of instructions bit by bit for the basic
instruction set architecture. The R-type instruction where the
R stands for Register is the main type regarding instruction
doing computation using registers with two registers being
used for the operands and a third one used to store the result.
This I-type instruction is for instructions with immediate and
load instruction, S-type is for store instruction, B-type is
for branching, the U format is for instructions using upper
immediate which are 20 bits integers, finally the J-type is for
the Jump instructions.

To describe the parts visible in the Fig.1 in details: ”rs” parts
are for source register, ’rd” for the destination register, "imm”
stands for an immediate data to be used in the operation,
the opcode gives information about what kind of instruction
is going to be used whether it is loading data, computation
with an immediate or between two registers from the CPU,
and “funct” stands for which function is going to be used,
allowing to make to a maximum of 1024 different functions
per opcodes. The presence of Opcodes also let some free
space to design custom instructions with dedicated Opcodes
like 0x0B.

The RISC-V ISA is interesting because it is free and
opened. Thanks to that, the community is really active and
is developing numerous extensions. One of them regarding
cybersecurity is on the way to get standardized at the moment
[14], this one example is just a part of how users of the ISA

are willing to develop it freely. This extension shows that the
tools and field we are trying to develop are relevant to the
community.

B. FeFET based logic in memory

This article focuses on the utilization of FeFET based on
28nm SLP technology from GLOBALFROUNDRIES as the
principal technology for our tests [5]. Non-volatility serves as
a viable solution to address memory wall issues and provides
excellent optimization for IoT circuits, which are typically
low power. Modern technologies now allow for Non-volatile
SRAM to achieve the same efficiency as classical SRAM [15].
Processors developed with non-volatile memory demonstrate
significantly improved performance compared to classical sys-
tems, particularly in low-energy environments [16]. This is
primarily because the need to reload the context is managed in
a closer environment, and thanks to non-volatility, intermediate
calculations are preserved, unlike classical volatile processors
that often require restarting computations from the beginning.
As a result, this leads to both time and energy savings for the
processor.

The interesting part here about FeFET is that you can store
one of the operand previously to the computation and then use
the second operand passing through the gate. This enables the
fact of having gates with only one FeFET like shown with
the dynamic NAND from [12]. This also allows to explore
paradigm like in memory computing or Logic in Memory
[17]. Logic in Memory is a paradigm that exist since the 1970
[4] and that is all about making memory able of doing some
computation directly in the memory cell instead of sending it
to the computation unit. It is envisaged as an efficient solution
to overcome the Memory wall [18] as well as to reduce the
power consumption of circuits [19].

C. Emulation

The evaluation of the newly designed non-volatile operators
in this paper is conducted through the use of emulation.
Emulation involves extracting information regarding technol-
ogy parameters such as delay and power consumption and
utilizing these metrics to replicate the behavior within a larger
system. When compared to simulation, emulation proves to be
an interesting alternative. While simulation provides precise
results, the risk of encountering non convergence becomes
more significant when simulating an entire processor with
the integration of emerging technologies, especially as the
number of FeFET increases. Also, according to [20], classical
simulators like Gem5 would require 8 hours to simulate just
one second of processing for an entire core operating at
200 Thousand Instructions per seconds. On the other hand,
the use of ASICs (Application-Specific Integrated Circuits)
allows more accurate results. However, the time and financial
resources required for designing such circuits are often less
flexible than desired.

The emulation makes it possible to perform a fast evaluation
during the early stages of development regarding emerging
technology based operators. Indeed, it remains cheaper and
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funct7 | rs2 rs1 funct3 rd opcode R-type
imm[11:0] rs funct3 rd opcode | |-type
imm[11:5] rs2 rs1 funct3 imm([4:0] opcode S-type
imm[12]10:5] rs2 rsi funct3 | imm[4:1]11] opcode B-type
imm[31:12] rd opcode U-type
imm[20[10:1]11]19:12] rd opcode | J-type

Fig. 1: The different type of RISC-V instruction from [13]

less time consuming than manufacturing demonstrators to
ensure proper functionality. In addition, design using emerging
technologies is usually based on model that may cause simu-
lation issues in design tool such as Cadence, which makes the
simulation of scaled operation very long an difficult.

In the attempt to integrate novel computing operators de-
signed with emerging non-volatile technologies, the initial
idea was to approximate the hysteresis curves from the actual
FeFET model [10] to obtain the most precise information.
However, these models proved to be excessively complex
and resource-intensive using a huge number of lookup tables
(LUTs) and Digital signal processors (DSPs), even on the large
FPGA that is going to be used in the futur [21]. Therefore,
in order to maintain flexibility and efficient resource usage
on the Field Programmable Gate Array (FPGA) board, a
simpler model depicting the behavior with delays and energy
consumption are used for emulating the designed operators.

III. THE PROPOSED PLATFORM

The objective of the RISC-V based platform presented in
this section is to evaluate new computing operators designed
using emerging technologies in their early stage of devel-
opment. This evaluation platform needs to be as generic as
possible to allow designers to add or change both the operators
and technology. The evaluated operator is integrated thank to
emulation of its behavior in terms of timing for now and
in terms of consumption for each type of operation it can
perform. The overall evaluation platform is depicted in Fig. 2.

As presented in Fig. 2, the emulation platform is divided in
two main blocks: the core manager and the RISC-V processor.
These two main blocks interact with each other through a
control bus and the Core Manager (CM) Access, that allows
the CPU to tell the Core Manager when to go on a break and
send data back to the computer. The whole platform can be
controlled with a serial communication. The UART will also
send the instruction and data to the memory part, which is a
Dual port Ram (DPRAM).

A. Core Manager
The Core Manager uses four 8 bits commands to fully
control the platform :

o Get the whole program from the computer through the
UART to the DPRAM,
o Send part or all of the memory back to the computer,

Comet SOC
|
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== UART —  CORE MANAGER Mem
Tx )
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e 2e)
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bus $
PLL <% R/
RISC
CPU ] data
COMET bus
NVOP
— Output Port
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Fig. 2: Plan of the Non-Volatile Emulation Platform

« Start the CPU by sending an enabling signal through the
control bus,

o Put the CPU on halt if a signal is received from the CM
Access part.

The platform is fully managed using theses four commands
and ensure a proper use of the RISC-V processor. In addition,
the ability to send a pause command at any moment makes it
possible to get information after critical computation.

B. A RISC-V processor : COMET

The main computation unit in the platform is the COMET
RISC-V processor [11]. The COMET processor is described
in C++ language and is able to be synthesized for FPGA using
High Level Synthesis (HLS) tools, allowing us to get either
a VHDL or a Verilog description of the processor. The C++
definition of the processor makes it easy to modify as well as
really understandable with an explicit description of the five
stage pipeline.

The processor is a five stages pipeline. It is based on
the RV32-I Instruction set architecture which is the smallest
among the one proposed by RISC-V. In addition, the cache
memory has been removed from the CPU to stay consistent
with area and energy constraint devices as in the IoT context.



C. Non-volatile operators

The way the non-volatile operators are added into the RISC-
V is by creating new instructions for the ISA. Each instruction
being dedicated to the use of one operator. The newly made
instructions are then placed at the point in the C code where
the operator is going to be used thanks to inline assembly
simplifying the process to test operators since the need to
modify the compiler is removed. The first step to make the
designed non-volatile cells into instructions was to adapt the
delays of the model for the cell used to the way the processor
is working. In the case of the proposed platform, the COMET
processor is working at I00MHz, meaning the operators need
to be used according to a 10ns schedule. If the time needed
to process the data with the new operator is greater than 10ns
the number of processor cycles needs to increase accordingly.
For example, if the operator takes 23ns to process the data
then a total of three core cycles will be needed. Also, to not
disturb the pipeline of the processor, during the moments the
operators are used, the processor will be put into a stall state
for the right amount of cycles to mimic the time needed by the
designed cells. This allows the gathering of information for the
efficiency regarding computational speed to be collected. For
the part regarding power consumption, the platform possesses
counters monitoring the number of transition for each bit of
non-volatile data. This is also done for the reading part of
the FeFET. The values of these counters are then sent to the
DPRAM at dedicated addresses and then sent to the computer
for analysis to recover the energy consumed by the operator
during a particular program.

1V. EXPERIMENTS AND RESULTS
A. Presentation of the Experimental setup

The decision was made to implement a segment of a
cryptographic algorithm as a use case for multiple reasons.
Firstly, most of cryptographic algorithm use publicly available
constants. Secondly, these constants remain the same over a
long period of time. We are still using cryptographic algo-
rithms such as the AES, which has been standardized in 2001.
This makes the constants good targets to be stored inside the
newly designed operators. Finally, most of the cryptographic
algorithms are using special arithmetic that generic processor
does not possess specific instruction for, since cryptographic
computation defer from classical operation. In this article, the
newly designed operator is developed for the multiplication
into the Galois field used in the AES. In such operation,
the result must stay in the field. To ensure this property,
an irreducible polynomial of the field is used to reduce any
result that is out of the field. The operator is based on
already existing circuit [22] dedicated to efficiently do it,
where it has been modified to include some FeFET. The
implementation of multi-bit multiplication uses a serial circuit,
meaning that 8 cycles are needed to perform an 8-bit Galois
field multiplication. Developing a non-volatile operator for
such computation will reduce amount of core cycles needed
to process the data, making the modified processor faster

Actual Values
(in term of core cycles)

Concerned Part Prospected Values

Multiplication Circuit 8 1
Reading into FeFET 26 1
Writing into FeFET 52 10

TABLE I: Information about the used parameters

compared to basic version. In addition, when the standard will
change, the processor instruction can be reconfigured to be
adapted to the new algorithm, increasing the lifetime of the
system.

To implement this operation, two new instructions are added
to instruction set architecture from RISC-V:

o LoadPoly : An instruction setting up the nine bits of the
irreducible polynomial in our platform, where there is a
dedicated register for it inside our processor.

o GaloisMul : This instruction realizes the Galois Field
multiplication of two eight bits integers. It is important
to know how many bits are used, since the number of
cycle needed to complete the multiplication is related to
the length of the data.

Each new instruction exists in two version, one for the
volatile operation and one for the non-volatile operation based
on FeFET. For the LoadPoly instruction, the change is done
regarding the monitoring of the changes on all the FeFET,
whether each bit transitions. For the GaloisMul instruction, the
difference relies on the number of cycle the COMET processor
will be in its stall state. Here, there is the need to adapt the
stall time to the integrated operator. For example, the processor
needs to be placed in its stall state for 8 cycles for an 8-bit
Galois field multiplication. It is Also important to take into
account the time needed to write values inside FeFET or read
for FeFET when it is needed.

The experiments will take place with two different set of
values. The first one is based on the circuit design presented
before in this section, where the FEFET data used are based on
the Cadence simulation results based on 500nm square FeFET
from [12]. These results are way less optimal compared to
what is forecasted to be in the future with the reading into
a FeFET taking 5ns and the writing a 100ns [23], which
translate into a single core cycle to read and ten to write.
The circuit would also be optimized, allowing the data to
be processed in parallel which would change the eight cycles
needed to a single one. All these parameters are summarized
in Table I where the unit displayed is the core cycle, which is
equal to 10ns.

Finally, the operator will be used in the decryption part.
Indeed, for the encryption the value with which the operands
need to be multiplied are integers between 1 and 3 making the
Galois Field multiplication irrelevant compared to a left shift
that is already defined in the RISC-V ISA.

B. Results and discussion

After conducting the tests with the presented combinations
of parameters, the results shown in Figure 3 illustrate the
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Fig. 3: Graph of the Number of core cycle for one decryption
for Different Types of Parameters Used in the Non-Volatile
Operator

significant simplification of the processor’s workload by in-
corporating a new instruction. The following can be read,
the amount of core cycles required for a single deciphering
operation is reduced by a factor of five when comparing
the ”"No Instruction” test where no new instruction were
added with the “simple instruction” where the Galois Field
Multiplication is added without any non-volatile component.
The difference between the volatile and non-volatile versions
of our instructions depends on the optimization level of the
operator. Currently, with the reading of a FeFET operation
taking 26 cycles and a multiplication taking 8 cycles, rep-
resented in Fig3 by "NV R=26 W=52 Mult=8", there is
an overhead of approximately 20% compared to the volatile
version of the instruction. However, as depicted in the graphs
in Figure 4, this overhead diminishes over time. In fact, with
the most optimized technology projections, the one where the
operator is fully parallel and with the prospected value of
the FeFET shown in Table I, the non-volatile version of the
operator outperforms the simple instruction. This improvement
becomes evident after using the non-volatile version of the
deciphering operation three times, as shown in Table II.

This improvement can be attributed to the elimination of
the need to reload the polynomial, resulting in faster and more
efficient computations. The relatively small amelioration is due
to the fact that the amount of data saved represents only a nine-
bit polynomial, which is a relatively small amount of data.

V. CONCLUSION

In this paper, we have presented a RISC-V based emulation
platform able to quickly tests the efficiency of LiM devices
based on non-volatile memory by introducing dedicated in-
structions, that emulate the newly designed operators using
a model, to the basic RISC-V ISA. Also, the results of our
Galois Field Multiplication instructions reveal a significant re-

duction in the number of core cycles required for the processor
compared to a version without any dedicated instructions. This
demonstrates the efficiency gained by incorporating special-
ized instructions for Galois Field Multiplication. By comparing
the two versions of the instruction—one non-volatile and
the other volatile—we observed that the non-volatile version
introduces only a small overhead using the current technique.
This indicates that the non-volatile nature of the operator does
not significantly impact performance. However, we took it a
step further and optimized the non-volatile version, leading to
a notable reduction in the overhead. In fact, the optimized non-
volatile version became even more efficient than the volatile
counterpart, showcasing the advantages of incorporating non-
volatile operators.

Our future research steps involve transitioning from simu-
lation to implementing the platform directly with an FPGA.
This will make it possible to use the same platform to
develop and test a first ASIC demonstrator of non-volatile
operators in order to extract the real values of latency and
energy consumption from manufactured operator only. Ad-
ditionally, we plan to expand our investigation by exploring
the integration of more non-volatile parts with the addition
of the evaluation of the Substitution box, which is also an
important part of the AES algorithm. This will provide a
comprehensive understanding of the impact and benefits of
non-volatile operators in cryptographic algorithms.
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