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Abstract

Mixnet protocols are used in electronic voting protocols to mix the ballot box before the tally, to
preserve ballots privacy and unlinkabiliy. Whereas proving security properties of the other components
of the electronic voting protocols has globally already been done in several logical frameworks and tools,
proofs of mixnets remain a real challenge to handle. In this paper we focus on the quite recent CCSA
logic, which enables handling of computational security proofs with first-order logics facilities. We enrich
the logic to be able to deal with zero-knowledge proofs and rewinding techniques, and provide the first
complete proof of Terelius-Wikstrom mixnet protocol.

1 Introduction

Electronic voting protocols are more and more used for widespread applications, from professional elections
even to political elections, in direct democracy, as for example in Switzerland. Therefore, depending on
the criticality of the elections, we need them to provide robust security guarantees. In broad terms, such
protocols should achieve two main properties: verifiability and privacy. Roughly, verifiability ensures that
all the ballots in the ballot box have indeed been counted during the tally (universal verifiability) and that
each voter can verify if his ballot is present in the ballot box (individual verifiability). Besides, privacy hides
a variety of shades, such as “no adversary can link each ballot to each voter”. E-voting protocols are running
in three main steps. They begin with a setup, where a server is prepared (by an authority commitee) to host
the election. Next, it is strictly speaking the voting phase where voters submit their votes in a public ballot
boz. Finally, as soon as the voting delay expires, authorities bring together to perform the tally. However,
some metadata artefacts may remain at this stage. For simple tally, for example when only sums are involved,
homomorphic encryption can be enough to compute the result while eliminating these remainings artefacts.
However, for more complex tallies, for example when voters are asked to rank candidates, we need to mix
the ballot box to safely decrypt the ballots and then compute the tally without compromise ballot privacy,
this thanks to mixnet protocols.

In a nutshell, a miznet is composed of a certain number of authorities acting as a network. Each mix-
server takes as input the encrypted list of ballots, and produces as output a permutation (going with a
reencryption) of these ballots. Regarding the main security properties we want electronic voting protocols
to guarantee, we expect two security properties from mixnets:

e Permutation secrecy: A honest mixnet should ensure that no adversary can link votes from the output
list with votes from the input list.

o Verifiability: A dishonest mixnet should not be able to convince a honest verifier that the output list is
a reencrypted permutation of the input list when it is not the case. In particular, as the output list is



indeed a permutation of the input list, no ballot can be dismissed or duplicated. This preserves both
individual and universal verifiability properties.

To achieve these security properties, mixnets rely on advanced cryptographic constructions, such as zero-
knowledge proofs and commitment schemes, with complex interactions between them. Consequently, proof
techniques required by these protocols are quite evolved. Indeed, they are based on non-standard crypto-
graphic reductions (e.g. rewinding) and complex interactions between cryptographic and algebraic results.

As a matter of fact, the complexity of the arguments needed to prove mixnets security may decrease our
confidence regarding handmade proofs. As an example, the original pen-and-paper proof of the Terelius and
Wikstrom [19, 18] mixnet (a variant of mixnet protocols used in electronic voting protocols CHVote [12] or
Belenios [10]) provides key cryptographic and algebraic ideas but is far from a complete cryptographic proof.
Providing a full and precise pen-and-paper cryptographic security proof based on this previous work would
be a challenging and non-trivial task. Considering the size and complexity of the resulting proof, its formal
verification will yield much higher confidence.

A number of tools aim at mechanizing security proofs of cryptographic models. These tools are based
on two main paradigms: symbolic models where attackers consider cryptographic constructions as black-
boxes with perfect secrecy, and computational models where attackers can break cryptography with some
probability. Purely symbolic tools (such as ProVerif [7] or Tamarin [15]) do not fit to capture the fine
grained probabilistic reasoning needed to faithfully catch all the key arguments of the proof. Therefore, this
leaves with tools based on computational models, where attackers are modelled by probabilistic polynomial
Turing machines. CryptoVerif [8] is a fully automated tool, which does not support arbitrary mathematical
reasoning nor rewinding, which are both essential to perform security proofs of mixnets. Tools based on
probabilistic Hoare logic (mainly EasyCrypt [6]) will be more suited for our purpose. Unfortunately, event if
recent advances allow rewinding in EasyCrypt [11], performing complex proofs of protocols using advanced
cryptographic techniques remains complex and time consuming with this kind of tools, making them ill
suited for our goal.

In this work, we focus on a third paradigm, namely the Computationally Complete Symbolic Attacker
(CCSA) model [4, 3]. This model aims to take benefits of both previous paradigms: automation of symbolic
models to ease proofs thanks to a powerful logic, and strong cryptographic guarantees of computational
models hidden in a probabilistic semantics. These benefits rely on the central predicate u ~ v encoding
the fact that the probability for a probabilistic polynomial time adversary to distinguish the computational
interpretations of the terms u and v is negligible. In order to perform a proof in this model, one has to
provide elementary axioms in this logic to capture the properties of the cryptographic constructions used
(their computational interpretation should be proven sound) and then perform the proof with the help of
those axioms. A correct proof then provides guarantees against a computational attacker. This logic has
been implemented in the Squirrel proof assistant [2]. This logic allows relatively simple proofs of complex
protocols (for example key-management APIs [16]), with very limited work on proving soundness of the
axioms. Notably, the soundness proofs are small and relatively easy to check, and the remainder of the
reasoning can be checked automatically.

1.1 Related work

The original works of Terelius and Wikstrom on mixnets [18, 19] provide a sketch of proof of the proposed
constructions, with a particular focus on algebraic properties. Our proof structure follows their proof, which
does not formalise the rewinding step, and simply assumes that the adversary produces as many proof tran-
script as needed to extract a number of witnesses. This formalisation is at the core of our contribution, and
requires a number of non trivial reductions and probabilistic arguments that are not present in the original
proof sketch. In particular, throughout the proof the Terelius and Wikstrém assumes that the adversary
is not able to influence the distribution of challenges for which rewinding is performed; our formalisation
allows us to identify the fact that this assumption does not hold and that all algebraic arguments must hold
for vectors that are not necessarily uniformly random (see Section 5 for more details).

We have to mention that some efforts have already been made to formalise such proofs. In particular [13,



14] propose a model of Terelius-Wikstrém mixnet in Coq using the CertiCrypt project [5]. These proofs focus
on properly capturing all arguments in the proof, except rewinding, at the associated probabilistic arguments.
Their models are lower level when studying the algebraic properties (which we mostly axiomatise), providing
a lot of confidence in the algebraic reasoning justifying in particular the proof of permutation. However,
[13, 14] do not model rewinding at all and thus miss the adversarial selection argument exposed previously.
This work is complementary to ours, it provides us with confidence that our axiomatisation of algebraic
properties is correct, while our work ensures that the rewinding step of the proof is correct (once gaps are
fixed).

Finally a number of works aim at formalising and automating cryptographic proofs. Most notably,
CyptoVerif [8] and EasyCrypt [6] provide both a formal model for cryptographic proofs and some level of
automation. CryptoVerif’s semantics does not allow for capturing rewinding as the adversary is always
implicit. For EasyCrypt logic’s , some work has been performed for formalising rewinding [11]. However,
proofs in EasyCrypt are notoriously involved as soon as the reductions become complex, and capturing the
nested rewinding steps necessary here would be a rather complex problem in this logic. By contrast, we
provide here a relatively simple proof thanks to our formalisation of adversarial success.

1.2 Contributions

Focusing on Belenios electronic voting protocol, many automated proofs have been proposed, in the symbolic
[1] and in the computational [9] models. However, due to the complexity of mixnets security proofs, this very
step of electronic voting protocols remains a blind spot in the security study of these works. Actually, the
computational proofs of security focus on the cases where simple tally solved with homomorphic encryption
is enough. As a matter of fact, proving mixnet security proof appears to be the last substantial barrier to
obtain a fully automated security proof of the Belenios protocol against a computational attacker.

Our work aims to fulfil this gap with a proof of the Terelius-Wikstrom mixnet in the CCSA logic. This
requires new axioms and an extension of the semantics of the logic. More precisely:

e We provide (and prove) axioms for the algebraic properties needed for the proof.
e We provide the first axiomatisation of zero-knowledge proofs, commitment schemes and reencryption.

e We provide a new construction that allows us to capture rewinding in the CCSA logic. Natively, the
original CCSA logic only allows reasoning on globally negligible (or globally non negligible) events, in
the sense that one can only reason on probabilities on the whole sampling space, but do not have any
construction to deal conditional probabilities. However, rewinding requires reasoning on the probability
of a certain event knowing that an execution point has been reached. Therefore, we introduce a new
construction in the CCSA logic that captures that a certain formula is true with non negligible probability
knowing that another formula is true. Additionally, we provide axioms related with the interaction
between this construction and the usual global CCSA formulae. This allows us to capture the rewinding
argument.

1.3 Outline

Our paper is organised as follows. We first provide some background on the CCSA logic in Section 2. Then,
Section 3 is dedicated to the presentation of cryptographic primitives and the properties they address; it is
followed by the presentation in Section 4 of Terelius-Wikstrom mixnet protocol. We provide the proofs of
verifiability and permutation secrecy respectively in Sections 5 and 6. The article ends in Section 7 with a
summary of contributions and future work directions.

2 The CCSA logic

We recall here the key concepts of the computationally complete symbolic attacker logic from [3]. This
logic is built on (higher order) terms, using names to denote random samplings, and a subset of functions



for representing the adversarial comptations. These terms are interpreted as random variables over the
randomness of both the protocol and the adversary, and represent the interactions of the protocol and the
adversary.

Formulas are built on top of two main predicates: [¢] which denotes that a formula (a term of type bool)
is true with overwhelming probability, and u ~ v that states that no probabilistic polynomial time adversary
can distinguish the distribution of the lists of terms u and v with non negligible probability.

2.1 Terms

Types in the CCSA logic are built on a set of base types T using the usual type arrow —. Notably we assume
that base types includes at least the types bool, nat, real and msg (models bitstrings).

A type structure M defines an interpretation [r]j; for each base type 7 € T and security parameter 7.
The interpretation of standard types is the standard one. Function types are defined as usual. A type is
said to be finite if, for any 7, its interpretation is finite.

The terms considered in the CCSA logic are simply-typed A-terms built upon a set of variables X

teo=z|tt|NMae:7)t | V(z:7)8

where variables represent function arguments, logical variables and function symbols (e.g. cryptographic
functions) declared in an environment.

An environment consists in variable declarations (x : 7) and variable definitions (x : 7 = ). We
assume that environments declare at least the standard Boolean operation (e.g. A,V), integer operations,
real operations, and a number of standard function (in particular an if then construct). Note that
environments allow for well founded recursive definitions.

A model M for a term structure € consists, for every 7, of two sets of random tapes Tf, M, (the honest

randomness) and Tfy , (the adversarial randomness) It defines, for every declared variable (x : 7), for every

security parameter 7 a [7]; valued random variable p € TMW X 'H‘Mm [«]3;°. This interpretation [-];* is

naturally lifted to terms. We require that usual functions are interpreted in the standard way.

Example 2.1. For all n € [1; N], for all i € [1;n], we define the term i to be the i-th canonical vector
w; € Zy where, for all j € [1;n], (w;); = d;;. Therefore, we have [i]{; s = u; for all security parameter n
and all random tape p € Q.

We call a subset N' C X of variables names. These are used to denote honest random samplings. Names
can only be declared in an environment and are of type 79 — 7, where 73, is a base type. Names are interpreted
as a sequence of independent identically distributed random samplings from the honest randomness 'I[‘h M,y O
Tp. In other terms we require that two different names, or the same name used with two different indices
do not “use” the same part of the random tape. Contrary to [3] we do not require that 7 is a finite type,
however we require that all formulas involving names are guarded by a condition ensuring that they only use
for every n a finite number of indices, which achieves the same effect. This allows us to define a recursive
term of type nat — msg that returns a list of randomness of arbitrary size. It is then only used under the
assumption that its argument is bounded for every 7.

2.2 Formulas

The formulas of the CCSA logic are standard first order formulas built on top of the first order terms defined
previously, with predicates designed to capture cryptographic reasoning. We write V, A, 3, ... for the usual
global logical connector, in order to distinguish them from their local counterparts that appear in terms.
The semantics of the logic is the usual first order semantics, where M = F' means that F' holds in M.

We now recall the definition of the main predicates of the CCSA logics from [3]. As we aim at capturing
cryptographic properties, we need to define what is a small enough success probability for the adversary.

Definition 2.1. A function f : N — R is negligible if for all polynomials P, asymptotically f(n) < ﬁ.



The predicate [¢] denote the fact the the formula ¢ (i.e. a term of type bool) is almost always true.
Precisely M |= [¢] if Pr, [ [o15:" } is negligible in 7.

The predicate ~ captures computational indistinguishability. If u and v are lists of terms with matching
types, u ~ v holds if for any probabilistic polynomial time Turing machine A

[Pr, [ A, g p0) | = Pr, [ AC, W 0) |

is negligible in 1. Note that A is given access to the adversarial randomness from the model.

The predicate adv(u) expresses that the term u can be computed by the adversary in polynomial time.
The predicate det states that a term does not depend on randomness (i.e. is a constant for each n). The
predicate pbound(u) states, for a term of type nat, that [u]f;” is bounded by a polynomial in 7.

The logics from [3] is equiped with a proof system that allows to reason at two levels, the local level
(i.e. for a fixed randomness), and global (i.e. first order reasoning on the predicates given above). A global
judgement &; O F F states that F is entailed by the global hypotheses © in environment £. Precisely

= &0F Fif = (AO)SE.

A local judgement &; O;T F ¢ states that under global hypotheses O, I almost always entails ¢ (a term of
type bool). Precisely
E&O;TE¢If E (AO)S[(AT) — ¢).

In order to ensure that terms never need to be evaluated on unbounded randomness, for every term k used
as index for a names in ¢ or F, we have pbound(k) as a global hypothesis.

The proof system proposed in [3] provides with generic reasoning rules for logical connectives, together
with a number of rules dealing with simple properties of the predicates which we do not recall here.

3 Modelling cryptographic properties

Now, let us present some cryptographic primitives we need to model Terelius & Wikstréom mixnet protocol.
First, we model commitment schemes to reveal only a fingerprint of the permutation used. Next, we model 3-
protocols which are a kind of interactive zero-knowledge proofs used to prove the good behavior of a mixnet.
Finally, we model an abstraction of the shuffle performed by a mix-server, with so-called shuffle-friendly
maps.

3.1 Commitment schemes

Commitment schemes are used to commit to an information without revealing it directly; the commited
information is first sealed and can eventually be revealed later, but its value cannot be modified between
the commitment step and the opening step. We denote by M the set of messages we will commit to. More
formally, a commitment scheme for the set of messages M is a pair KS(M) = (gencomkey,com) of
algorithms where

e [gencomkey]; . defines an algorithm which outputs a commitment key ck and defines the set RO of
randoms used to commit, as well as the set ¢ of commit messages.

e com : msg — msg — msg — msg is a deterministic algorithm outputting a commit message a; it takes
as inputs a commitment key ck, a message m € M and a randomness r € R{M.

A commitment scheme has two cryptographic properties: the hiding property and the binding property. In
both properties, the commitment key ck is honestly computed by a setup oracle.



e (hiding property) The hiding property states that given a commit message a, no polynomial time
adversary can break a to obtain an opening information (m,r) such that ¢ = com ck m r. The
cryptographic game Hidingﬁés( M)(I”; 6) used to formalize the hiding property is a classic left-right
game with some secret bit 8 € {0,1}. An adversary against this game is given by a pair of probabilistic
polynomial time adversaries A = (Asemp,.Aguess) such that Agetyp generates a challenge consisting of
two messages mg, m1 € M with mg # m1, and Agyess tries to guess 8 from the output of the commitment
oracle which has commited to the message mg. The adversary A wins the game Hidingﬁg( 2 (175 6)
when 3 is correctly guessed by Agyess. Hence, we define the advantage of A against the hiding game to
be

Vi € N*, Adv | A, Hidingys ) (175 ﬁ)} () %!

~ Pryee [ 14 Hidinggls ) (17 8= 1) ||

When this advantage is, at least, a non-negligible function in the security parameter 7, the following rule
is sound:

G.Com:HiDE _
87 67 %] Fpptm u, mip, ms 57 @ '7 [¢T71 (u7 mi, mQ) A ¢Ck7n (ua my, mQ)]

rand comkey

E;0 F u,com (ck n) my (ri) ~u,com (ck n) my (1)

e (binding property) The binding property states that a commit message a can only be opened to one
message m, the one used to compute a. We can see this property as the collision resistance for hash
functions where the function com is seen as a kind of hash. Therefore, the idea behind the cryptographic
game Bindingﬁég( M)(l”) is to leave the choice of challenge messages to the adversary A. She has to
produce two messages mi, my € M with two randoms 1,72 € R and sends this two pairs (mq,71)
and (mag, r2) to the commit oracle producing honest commitments ¢1, ca € K¢ from these two pairs. The
adversary A wins the game Bindingﬁg(M) (177) when ¢; = ¢g but (mq,r1) # (ma,r2). Hence, we define
the advantage of A against the binding game to be

def

Vn e N Adv [.A, Bindingyg ) (1")} (n) = Pryen- [ 1+ BindingﬁS(M)(ln) }

When this advantage is, at least, a non-negligible function in the security parameter 7, the following rule
is sound:

L.Com:BIND
57 67 %) Fpptm mi,m2,T1,T2
E;0;TF ¢ (my,my) &;0;T + com (ck n) my 11 = com (ck n) mg 1o

comkey
E;0:TFmy =my

3.2 Y-protocols

Let R C Xr X Wg be a polynomial-time computable binary relation. For pairs (z,w) € R, we denote by

x € X the statement, and by w € Wyg the witness. We define the set ERd:Ct{x | Jw € Wg, (z,w) € R} to
be the language set of the binary relation R. Besides, given a security parameter € N* and a random tape
p € Q, the property [zkp-rely = w]jy’, holds for a statement = and a witness w when ([z] %, [w]{ /) € R.
A X-protocol for the binary relation R is a 3-message protocol Yi between two agents, a prover P and a

verifier V. These agents are formalized as polynomial-time Turing machines, as well as the setup phase

S: ERd:ef(S,P,V). Note that the statement z is a public input of both P and V but the witness w is a

private input of only P. The prover P is split in two steps, the first one is a commit message which ”setup”



the interaction. Then, after the prover P receives a challenge sends by the verifier V, P responds to this
challenge. A ¥-protocol X is then defined by three functions zkp-comy, zkp-resy and zkp-verif; which
corresponds to executions of honests prover P and verifier V such that

e zkp-comy : msg — msg — msg outputs a commil message o on input a witness-statement pair
(x,w) € R;

e zkp-resy : msg — msg — msg — msg outputs a response message z(c) on input a witness-statement
pair (z,w) € R and a challenge ¢ chosen uniformly at random in the challenge space and sends by the
verifier V after he received the commit message «;

e zkp-verif; : msg — msg — bool takes as input a statement = and a proof transcript {a,c, z(c)) and
outputs a boolean b : bool whether or not the verifier is convinced by the proof transcript.

To ease notations, the function zkp-provey : msg — msg — msg — msg is a macro standing for

zkp-prove, x w (r i)dzef<zkp-comR x w,r i,zkp-resp x w (r 7))
We denote by (P(w) :g) V)(x) the X-protocol interaction between the prover P and the verifier V as
described above by the macro zkp-provey. Finally, functions zkp-provey, and zkp-verif; must verify
the following equation
zkp-verif; x (zkp-provey x w (ri)) =T.

Besides, a X-protocol must verify the two following properties

e (special-soundness) Y% is said to be special-sound when their exist of a polynomial-time extractor g
given by the function zkp-extracty, : msg — msg — msg — msg such that the witness extraction is
possible when two proof transcripts p%)d:Cf<a, ci, z(c;)) (where ¢ € {1,2}) are accepted by the verifier for
the same commit message « but for different challenges ¢; # c¢o. Informally, Y5 is special-sound when
any prover producing a proof accepted by the verifier for the witness-statement pair (x,w) € R then the

prover “knows” the witness w. Therefore, the following rule is sound:
L.2-P:SPSOUND
0,k /\ zkp-verif; z (o, ¢;, 2(¢;)) E;0;TFc #co
ie{1,2}

&;0;T F zkp-rely z (zkp-extracty p%)(cl) p%) (c2))

where py (¢;)= (v, ci, 2(c:)).

e (honest-verifier zero-knowledge) This property is surely the trickiest one. The idea behind this
property is to state that any proof accepted by the honest verifier V leaks no information about a witness
w of a witness-statement pair (z,w) € R. More precisely, Xx is said to be honest-verifier zero-knowledge
(HVZK) when there exists a polynomial-time simulator Simz (given by the function zkp-simy : msg —
msg — msg) such that on a statement = € L and a random challenge ¢ outputs an accepting interaction
(o, ¢, z) with the same probability distribution as honest interactions (P(w) ﬁg) V(c))(z) between the
honest prover P and the honest verifier V where w is the witness for the statement = (i.e. (z,w) € R)
and the verifier V must sends the challenge c¢. Hence, the following rule is sound.

G.2-PHVZK ‘
E;0;T Fpptm U, T, W EOF gl (u,z,w)]

rand

E;0 F u,zkp-provey z w (r i) ~ u,zkp-simg x (r 7)

In the case of Terelius & Wikstrom protocol, we will define a family of ¥-protocols (ER(e))eezév for a family
of binary relation (R(e))eczn for each vector e € Z(]I\; . Such family of X-protocols is defined by adding a
an

first challenge vector e € Zé\z sends by the verifier at the very beginning of the X-protocol. Next, the rest of
the protocol is a standard X-protocol but for a relation depending of the challenge vector e.



3.3 Shuffle-friendly maps

In their works, Terelius & Wikstrom generalize the rerandomization of the encryption and potential partial
decryption performed by a mix-server, by a so-called shuffle-friendly map ¢pr. Formally, each ballot in
the ballot box is encrypted using a cryptosystem CS allowing re-encryption (typically, a homomorphic
cryptosystem is well-suited to encrypt ballots). The encryption algorithm Enccg is a non-deterministic
algorithm using some randoms r as randomness: for a plaintext m € Mcs the encryption of m under the
public key pk = pkeg(sk) is ¢ = Encpi(m; 1), where 7 & Reg is chosen uniformly at random. With this
ciphertext ¢, we can re-encrypt the plaintext m without decrypting the ciphertext, by multiplying ¢ by
the encryption of 1 using some other random 7’ & Res. That is, if ¢/ is the new ciphertext, then the re-
encryption algorithm ReEnccs applies the following operation: ¢ = ReEncyy(c; 7/ )d:efc -Encpi(1; 7). Said
differently, in the case of homomorphic cryptosystems, if ¢ = Encpi(m; r) and ¢ = ReEncpi(c; 7’) then
¢’ = Encpr(m; r+r'). A ciphertext c is said to be well-formed for a secret key sk, denoted by wf_ctxt sk c,
when ¢ can be decrypted with the secret key sk. Said otherwise,

[wEctxt sk c]iy/c =1 <= Decpan-o ([cliye) # L

We extend this predicate to ciphertexts lists ¢ of length n:

wf_ctxt, sk c < /\(wf,ctxt sk (c| 1))
i=1

For a public key pk € PKcs, amap ¢pr, : Ces X Reg — Ccs is called a shuffle-friendly map for a cryptosystem
CS if it defines a homomorphic map, i.e., for all ciphertexts ¢, ¢’ € (Ccs, -) using some public key pk € PKcs
and for all randomness 7,7’ € (Reg, +), we have ¢, (c-¢'; r+71") = ¢, (c; 1) - ,.(c"; 7'). We model these
shuffle-friendly maps ¢, in the CCSA model by supply a function shuf-map : msg - msg — msg — msg.
Roughly, two different modes can be considered, separately or together: re-encryption or partial decryption.

For the "re-encryption only” mode, the shuffle-friendly map ¢ is defined by the following equation:

def

Ve e Ces, V1’ € Res, opnc(c; )= ReEncpi(c; ).

Concerning partial decryption, we suppose we use a threshold cryptosytem where each mix-server M, with

j € [1;p], of a mixnet Md:Cf(Mj)ﬁzl has its own partial secret key sk;. Moreover, we suppose that the public

key pk of the election is computed from those partial secret keys (skj)§:17 i.e. pk = pkeg(ski, ..., sky), where
at least t € [1;p] of them are needed to be able to decrypt the whole election. Therefore, in the ”partial
decryption only” mode, the shuffie-friendly map qSiZ is defined for each mix-server M; by the following
equation

d def
Ve € Ces,Vr' € Res, qbpfcs(skj)(c; )= Decgg, (c).

In the CCSA logic, we denote by deccs the decryption predicate of only one ciphertext and by dec-listgé)

the decryption of a ciphertext list of length n.
Actually, to be used in a mixnet protocol, a shuffle-friendly map ¢, must verifies three properties.

e (decryption preservation) Firstly, the map ¢,, must keep untouched the content of each ballot. For
this property, we suppose that the public key pk is honestly computed from a secret key sk, i.e. we
have pk = pkeg sk. Therefore, we say that ¢, preserves decryption when, for all ciphertexts ¢, ¢’ € Ccs
such that if (i) ¢ is an encryption of a message m € Mcs using the public key pk, (i.e. we have
Ir € Reg,dm € Mcs, ¢ = Encp(m; 7)) and (i¢) their exists a random value ' € Rg such that
¢’ = ¢.(c; 1) then we conclude Decsy(c') = Decsy,(c) = m. Hence, when ¢, preserves decryption, the
following rule is sound.

L.SFM:CORRECT
E;0;T F wf_ctxt sk ¢ &;0;I' Jv. ¢ = shuf-map (pkeg sk) cv

&:0;T I deccs sk ¢ = deccg sk ¢




Notice that for each new definition of a shuffle-friendly maps, one has to prove this new map verifies the
decryption preservation property.

e (associated zero-knowledge proof) Secondly, we suppose we can prove with a zero-knowledge proof
that a ciphertext ¢ € Ccs is computed with ¢, from a ciphertext ¢ € Ccs and a random value 7’ € R .
Hence, we define the following computable binary relation for shuffle-friendly map Rg‘;p to be the
following relation

((Ph,c, ), 17) € RYP E5 ¢ = g (c5 1),

¢ (indistinguishability of ¢,; output) Finally, we do not want that the map ¢, leak any information
about the inputted ciphertext ¢ € Ccs. Let ¢,¢’ € Ces be two ciphertexts such that ¢ = ¢, (c; 1)
and ¢ = Encyi(m; r) where m € Mcs is a message and r, 7" € Rg are random values. In the case
of "re-encryption only” mode, a solution will be to suppose that no adversary can distinguish between
a re-encrypted ciphertext ¢’ = ReEncpi(c; 1’) from a first-time encryption, i.e. in the case where
¢ = Encpi(m; r’). However, we consider this solution to be too strong for the use we want. Indeed,
we only want that any adversary can not distinguish if ¢ was computed by ¢, using a ciphertext
c1 € Ccs or some other ¢ € Ces. Besides, this last solution seems to be more suitable for the ” partial
decryption only” mode. Therefore, we define a new cryptographic game Ind—CPAﬁpk,valid (77; B) to be
a left-right game with some secret § € {0,1}. An adversary against this game is given by a pair of
probabilistic polynomial time adversaries A = (Asetup, Aguess). The first sub-adversary Ageryp generates
two ciphertexts cg,c; € Ces with ¢y # ¢; and a proof v that these ciphertexts verify any valid predicate
valid which is an over-approximation property of the well-formed predicate wf_ctxt:

valid pk c v — 3 sk. pk = pkeg sk A wi_ctxt sk c.
Then, we extend this predicate to ciphertexts list ¢ in this way

valid,, pk ¢ v — 3 sk. pk = pkeg sk A wi_ctxt,, sk c A /\ (len {(c | i) = len (c | j))
1<i<j<n

Next, the second sub-adversary Agyess tries to guess S from the output of the oracle which apply the
map ¢pi to the ciphertext c¢g. Therefore, the adversary A wins the game

Ind—CPAfphvalid (n; ﬂ) when 3 is correctly guessed by Agyess. When A wins the game with negligible
advantage, the following rule is sound.

G.SrFM:INDCPA

E;0; T Fpptm U, ¢, v ;0] S{fey(u, ¢, v)]

u, if valid (pkqg sk) c v then shuf-map (pkeg sk) ¢ r
E;0F ~ u,if valid (pkgg sk) cv
then shuf-map (pkeg sk) (0 (len c)) r

Example 3.1. Using the El-Gamal cryptosystem over a group G, with public key pk = (g,y), where y = g*"
with secret key sk, we define the shuffle-friendly map defined by ¢(g7y)((u, v); r) = (g"u,y"v) describes re-
encryption. Besides, if y; = ¢°% is a partial key, y = y1y2ys is the shared public key, and sk = sk + sko + sk
is the shared secret key, then the shuffle-friendly map defined by qﬁfg’;)’ly)((u,v); r) = (97u, (y/y1)"u" 1)
denotes partial decryption and re-encryption using the partial secret sk; and randomness r. Both shuffie-
friendly maps defined above satisfy security properties given above. For the map ¢, ) for re-encryption,
the indistinguishability of ¢, ,) outputs property holds because the El-Gamal cryptosystem satisfies the
Ind-CPA assumption. In the case of (bf;ly) for partial decryption and re-encryption, the indistinguishability
property holds because of the Decisional Diffie-Hellman assumption.



4 Terelius and Wikstrom mixnet protocol

Before presenting the protocol, we need to introduce some notation. From now on, N will denote a non-null
natural number and g, € N* will be a prime number of size at least 7, i.e. we have log, ¢, > 7. Moreover,
Gy, refers to a cyclic group of order ¢,,. We denote by (- | -) the standard scalar product over Zé\; : for all

vectors x = (z1,...,2n),y = (Y1,.--,UN) € Zfl\f], we have (x | y) = Zf;l x;y;. By 1, we refer to the unit
vector 1 = (1,...,1) € Zé\i‘ Finally, we define ® to be the following operator on vectors: for two vectors
x = (1,...,2N), ¥y = (Y1,..-,YN) € Zé\z, X®y = Hivzl z¥". In Terelius-Wikstrom mixnet protocol, we

choose to represent permutations as matrices. More precisely, if 7 € Gy is a permutation of length IV, the
()

representation of the permutation 7 in the form of matrix is given by the matrix M, = (mm )1<i SN where,

for all ¢,5 € [1; N, mgg) = 0ir(j)- We denote by permy M, when M, is a permutation matrix.

4.1 Protocol description

Before presenting the key ideas of the protocol, let us recall informally the properties we want a mix-server
to satisfy:

e (Correctness) When both mix-server and verifier are honest, a mix-server must keep the content of
each ballot untouched, and the proof transcripts produced by the mix-server must be accepted by the
verifier. More precisely, the decryption of the inputted list of ballots and the decryption of the outputted
list of ballots are equal in the sense of multisets. Actually, as this property has been showned in [18] and
[14], we won’t linger on it.

e (Permutation secrecy) When the mix-server is honest but the verifier is dishonest, i.e. controlled by
an adversary A, the mix-server blurs the link between the outputted list of ballots and the inputted one.
That is, the adversary A cannot link each ballot to each voter.

e (Verifiability) This property aims to verify that a mix-server does not cheat, under the assumptions that
the mix-server is controlled by an adversary A and the verifier is honest. More precisely, it is achieved if
the adversary A cannot not produce proofs transcripts accepted by the verifier while the decryption of
the outputted list of ballots is not a permutation of the inputted one.

The mixnet protocol proposed by Terelius and Wikstrém ([19], [18]) is split into two parts, one offline
and one online. We will describe it briefly, before diving deeper into the details.

The protocol in a nutshell: First, at the same time as the election setup, and during the offline phase,
each mix-server chooses a random permutation 7 & ~ and publishes a commitment to the matrix M

. . . . $
representing this permutation 7. In other words, each mix-server chooses a random vector s < fo] and

publishes the value a < Com,vxn(ck, My ;s) where the commitment algorithm Com, ~«~ is based on
an an

Pedersen’s commitment scheme. In doing so, each mix-server publicly promises to use the permutation m
without revealing itself. Later, just before the tally of the election, the online phase will consist of the ballot
box mixing procedure, which goal is to blur the link between the lists of ballots and voters, ensuring ballot
privacy. During this phase, each mix-server takes on its turn all the ballots in the ballot box b(™ and
outputs a permutted and re-randomized version of these ballots b(®""). Besides, each phase of the protocol
comes with a zero-knowledge proof attesting that the target property is satisfied.

More details: To define a commitment scheme for matrix, we first define a commitment scheme for vectors
in Zf]\] based on Pedersen’s commitment scheme. The commitment algorithm com-vec for vectors in Zfl\; is
given by the following function.

. GN+1 N
ComZéVn. Gq, " X Ly, X Ly, — Gy,

T4

((9,8).%,5) — ¢TI, o
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ZNXN

Next, the commitment algorithm com-mat for matrix in is based on this commitment scheme for

vectors com-vec with the exception that the randomness space is Zf]\fl and the commitment space is Gfl\fl .
For a matrix M, a commitment key ck and a random vector s, the commit message a = com-mat ck M s
to the matrix M is such that (a | i)d:efcom-vec ck (M -1i) (s | i). Both previous commitment schemes are
perfectly hiding and computationally binding under the Discrete Logarithm assumption for the group G, .
During the offfine phase, each mix-server must produce a valid commit message to the secret permutation
matrix it chose. The corresponding zero-knowledge proof proving this step is based on an algebraic result
of characterisation of permutation matrix. Indeed, a matrix M € Zé\; XN is a permutation matrix as soon as

(i) M -1 =1 and (i%) for all vector e = (e1,...,en) € Zé\’n, Hfil(M -e); = Hfil €;.

Definition 4.1 (Correct commitment relation). Let a € Gf]\; be a vector. Let ck - Genyn (17, N) € Gé\;“
an

be a commitment key of the Pedersen commitment scheme KS(Zé\; ). Let e € Zé\f] be a vector. We define
Re™(e) to be the (binary) relation of correct commitment for the vector e where

a®l= ComZN (ck,1;1t)
((ck,a), (t, €, k) € R (e) 2L ! na®e= comZN (ck,€; k)
A Hz 1 z*Hf\Lﬂfl-

Roughly, if a = Com, nxn (ck, M ; s) for some matrix M € Zé\;XN and some vector s € Zf;i, by operation
an

on commitments, we obtain ComZé\; (ck,M -1;(s | 1)) = ComZév (ck,1;t). Therefore, by applying the
binding property for the commitment scheme on vectors, we obtain the first condition of the characterisation
of permutation matrix, i.e. (i) M -1 = 1. By doing the same thing, we obtain the second part of the relation
of correct commitments M -e = €, and then (i) Hi]\il(M-e)i = Hfil e;. Therefore, if a is a commit message
to a matrix M using a commitment key ck and if the relation of correct commitment R™ (e) holds for some
vector e € Zé\; computed by the verifier and for the statement (ck,a), i.e. (ck,a) € Lgeom(c), then M is a
permutation matrix. During the online phase, a mix-server has to use the same permutation (than the one
picked up and commited during the offline phase) to permut the inputted list of ballots and transforms it
thanks to the shuffle-friendly map ¢,;. We define the following relation of correct shuffle.

Definition 4.2 (Correct shuffle relation). Let a € Gé\; be a vector of size N. Let ck < Gen,n«n (17, N) €
an

GJ\; 1 be a commitment key for the Pedersen commitment scheme KS (ZN *NY. Let (sk, pk) + KeyGengg(17) €
Zq, x PKcs be a key pair for the cryptosystem CS. Let ¢,x be a shuﬁcle -friendly map for the cryptosystem
CS. Let c,c’ € C& be two lists of ciphertexts. Let e € ZN be a vector. We define Rbhume( ) to be the

(binary) relation of correct shuffle for the vector e where

N e g s, | % © = Comg (s 1)
((ck,a,pk,c,c), (e, k,u)) € RGN (e) < { A ((pk, e ® e,c’n® &), u) € Rmap.

Again, if a is a commit message to a matrix M, we obtain M - e = €’ from the first equality and by the
binding property for the commitment scheme to vectors. Hence, by an algebraic argument we will explain
later, we conclude with overwhelming probablhty the existency of a vector of random values r = (r;)¥ | € ZN
such that we have, for all ¢ € [1; N], ¢ <y = = ¢pr(cis r;). To ease notations, we denote by shuffle pk ¢ = r
the function outputting the ciphertext list c¢. Finally, concrete definitions of X-protocols for both relations
of correct commitment R°™(e) and of correct shuffle Rf;;fﬂe(e) can be found in [18].

4.2 Algebraic properties

Proofs of verifiability strongly rely on some algebraic properties. Firstly, once enough witnesses are extracted
and give enough equations to fully determine a matrix M and a vector s such that a = com-vec ck M s
(if M is of size N, we need N equations and therefore N witnesses), their exists a function solve : msg —
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msg — msg — (msg x msg) whose semantics corresponds to an adaptation of the Gaussian elimination,
which is a polynomial-time algorithm. Each witness (¢, €}, k;) € Wx for the relation of correct commitment

) ©4

Reo™ (e;) associated with the vector e; € Zé\; for all 4 € [1; N] gives the following equation on the matrix M

a®e; = ComZé\:] (ck,€}; ki).
Actually, we have enough equations, i.e. we have N equations, when the vector family (e;))¥; defines a
basis of the vector space ZN In that case, we denote basisy (e;))Y; in the CCSA logic. As dlm(ZN) N,
we only need a free famlly, 'which is achieved with overwhelming probability for any vector famlly chosen
uniformly and independently at random. Therefore, we can model the opening of the commit value a by the
following rule:

L.OpPEN
N
£;0;T + basisy (e;)Y, E;0;TH /\(a@ e; = com-vec ck e k;)

i=1
E;0;T'+a=com-mat ck M s

where (M, s)df solve a (e;)N; (e, k;)X

Secondly, when the matrix M is obtamed, we use the characterisation of permutation matrix to show that
this matrix indeed represents a permutation. This characterisation states that M is a permutation matrix if
and only if the two following equations hold: (i) M -1 =1 and (i) when e is chosen uniformly at random
in Zfl\i, then Hi\;l(M -e); = Hfil e;. In the CCSA model, we denote this last product operation by the
function prod,. Actually, to model this characterisation result in the CCSA model, the second condition
(i7) is a bit twisted. Indeed, instead of Condition (i¢), we will use Equation (ii") given by:

N

N
(ii') VeeZ) [[(M-e)=]]e:
i=1

i=1
Therefore, the characterisation of permutation matrix is modelled in the CCSA logic by the following rule:

L.m:CHARAC
EO;THFM-1=1 E;0;TFprody (M-X)—prody X =0

E;,0;T Fpermy M

Equations (i) and (4’ ) are equivalent thanks to the Schwartz-Zippel lemma ([20, 17]). This lemma states
that for fq € Zg,[X1,...,XnN] a non-zero multivariate polynomial of total degree d € N over Z,, and for

ed ZN] a vector chosen uniformly at random in the vector space ZN then
d
8 N {fd(e):()} < N
n qn
This result can be model by the following rule:

L.Sz
£, 0; Fl—¢frcsh( ) E;0;TF P(xp) =0

O, T'FP=0

Finally, to show that matrix M was indeed used to shuffle the inputted list of ciphertexts, the second
zero-knowledge proof shows the following equation for any e € Zé\; chosen uniformly at random:

Ju € Ly, ¢ ® (M-e)=¢,(c®e;u).
By studying the set Hc ¢ » given by
Heo = {e €ZY |30 €Ly, ¢/ ® (M €)= pplc®e;v)},

we show the equivalence between the two following properties
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1. There exists a vector of random values r = (r;)¥ | € Zé\i such that: Vi € [1;N], ¢ ;) = dpp(cis 3).

2. When vectors e of the vector space Zé\; are chosen uniformly at random, we have: Precznv | € €
an

Hc,c’,ﬂ' :| > L

an’
This equivalence gives us the following rule to characterise the shuffle property of a mix-server:

L.SFM:CHARAC
E;0;T + permy 7 E;0;T F ¢f (e, ) E;60;TF3v. ¢’ ® (7 e) = shuf-map pk (c® e) v
E,(x:msg);0;TF I (vg:rand). ¢’ ® (7-x) =
shuf-map pk (c ® x) vy

4.3 Security properties

Formally, security properties for a mix-server are defined as follows. In both following properties, the
commitment key parameter ck is honestly computed by the setup algorithm gencomkey and is publicly
sent on the network to all agents.

e (Permutation secrecy) For this property, the mix-server behaves honestly while the verifier is con-
trolled by an adversary A. The idea of the secrecy property is to show that there is no way for the
adversary A to guess the permutation used by the mix-server if the mix server behaves according to the
protocol. To prove it, we ask the adversary to generate two permutations 7y and m in &y and send
them to the mix-server. Then, the mix-server secretely chooses one of both permutations, depending
on a secret random bit S € {0,1}, and mixes the ballots with the permutation 7. At this step, the
adversary takes all the mix-server outputs and tries to guess the secret bit 8. The adversary wins the
permutation secrecy game SecrecyA(1’7 ; 5) if he correctly guessed the secret bit 5. If he cannot win the
game with significant probability, then we consider that the permutation secrecry is guaranteed. This
property is modelled in the CCSA logic by the following property:

&2 Fmixy,, 7 (ckn) (pkeg sk) ¢ ~ mixy , id (ck n) (pkeg sk) €

e (Verifiability) For this property, the mix-server is controlled by an adversary .4 and the verifier is
behaves honestly. Intuitively the verifiability property ensures that as long as the mix-server provides
proofs that are accepted by the verifier, the decryption of the outputted list of ballots is a permutation
of the decryption of the inputted one. That is, the adversary first outputs a vector a € Zé\z along with
a proof transcript p, showing the relation R°™(e,) for some vector e, € Zé\; computed by the verifier

V. Then, the adversary outputs two ciphertexts lists c,c’ € Cé\é of length N and a secret key sk € Z,,
along with a proof transcript ps showing the relation Rzi‘;ﬂle(e@ for some other vector ey € Zé\z . The

adversary wins the verifiability game VerifA(ln) when the proofs are accepted by the verifier, but the
decryption of the outputted ciphertexts list ¢’ leads to a different decryption of the inputted ciphertexts
list c. We state this property in the CCSA model by the following property

zkp-verif . (ck n,a,e;) (Qx, 7, 2x)
A zkp-verif 5 (ck n,a, pkeg sk, c,c’,ey) (ap, T, 2)
AN wi_ctxty sk c

—

wf_ctxty sk ¢’

A eqmy (dec—listgg) sk c) (dec-listgg) sk c’)

E;ok

where eqm ; is the predicate standing for equality of lists in the multisets sense.
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5 Proof of verifiability

In the case of the verifiability property, the adversary A plays the role of a mix-server and the verifier
V is honest. This property is a trace property, i.e. at the very end of the mix-server protocol, we
check whether or not the verifiability property holds for the obtained trace by considering all the mes-

sages exchanged between the adversary A and the verifier V. More precisely, the full trace ¢ is given by

(bdﬁfck n,a,€r, Qr, Tr, 2 (Tr), Sk, C, ¢, €4, g, T, 2¢(Tg) Where a, ar, 2:(rz), sk, ¢, ¢/, ay and z4(ry) are

outputted by the adversary A.

5.1 Sketch of verifiability proof

To prove the verifiability property, we first need to extract N witnesses for the correct commitment relation
Re™(e;) for a vector basis (e;)Y, sends by the verifier to be able to rebuild the matrix 7 contained in
the commit message a € Gé\f] sends by the adversary. Then, by extracting one last witness for the correct
commitment relation R™(e) where e is a vector chosen uniformly at random and independently from the
other vectors (e;)Y_;, we use the binding property of the commitment scheme KS(ZN ) to show that 7 satisfies
both of the following equations (i) 7-1 =1 and (i) prody (7 X) = prody X and hence conclude that 7
represents a permutation. Finally, from the second zero-knowledge proofs, extract a witness for the correct
shuffle relation Rz)l;ifﬁe(e) for a vector e chosen uniformly at random allows to show that both ciphertexts
lists ¢ and ¢’ are link by the shuffle-friendly map ¢y, i.e. for all ¢ € [1; N], we have the following property:
dr; € an,c;(i) = qbpkcg(sk)(ci ; 71). Those last equations implies, by the correctness of shuffle-friendly maps
(i.e. apply the function ¢,; does not change the decryption of ciphertexts), the equality in the sense of

multisets of the lists dec-hst( )(sk‘, c) and dec-list((cg)(sk, ¢’) which is the property we want.

To be able to extract Wltnesses, the rewinding technique is mandatory. Roughly, this technique states
that one can run the adversary A twice: the adversary A4 is run a first time, next we rewind her to a previous
state, and finally the adversary is run a second time from this state.

st a(to) ~ sta(t) ~ sta(ty) — sta(t) ~ StA(t/f)

rewinding

The rewinding argument is used in two different contexts. The first one is for the witness extraction from a
Y-protocol with the special-soundness property. As a remind, the idea behind the special-soundness property
is to obtain two different proof transcripts but for the same commit message, only the challenge and the
response differ in these two proof transcripts. The second one is when we rebuild the matrix commited in
the vector a, we have to obtain enough equations. If the first use case of rewinding can be abstract as a
black-box, the second use case can not. Indeed, to be able to apply the system solver of linear equations
solve, the family of vectors (e;)); used to extract witnesses, and then to get the linear equations system,
has to be a free family. However, even if the probability for a vector family to be free is overwhelming, the
verifier must generates more than N vectors because the adversary may not give an accepted proof transcript
for all vectors produce by the verifier. As a matter of fact, the adversary A sort of chooses which vectors
she will responds by an accepted proof.

5.2 Rewinding in the CCSA logic

To present how to model rewinding in the CCSA model, we take the witness extraction for X-protocols
using the special-soundness axiom as enlightening example. Then, let R be a computable binary relation
and let Xz = (S,P,V) be a X-protocol for the relation R. As Yx is a X-protocol, Yz is in particular
special-sound. Therefore there exists an extractor £ for this Y-protocol which outputs a witness w € Wg
for a statement z € Xz (i.e. we have (z,w) € R) on inputs two different proof transcripts but for the same

commit message pgz)(cl)d f(oz ¢iy zi(c;)) for i = 1,2. We consider an adversary A which acts as of the prover
P. The procedure of witness extraction procedure consists in running the adversary on a different challenges
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for the same commit message. The procedure can be found in Appendix C, Algorithm 1. This procedure is
polynomial if the probability for the adversary A to produces a proof transcript accepted by the verifier is
non-negligible.

To model this witness extraction procedure, a local aproach can not be adopted, because if the verifier
V accepts some particular proof transcript, i.e. if £;0;I' F zkp-verif; = (pgg), c pgz)( )), it says nothing
about whether or not V accepts another proof transcript for some other challenge ¢’ # c. Said otherwise, we
have

E;,6;T,c # ', zkp-verif; x (pgg),c pR ( )) I/ zkp-verif; x (pga), ,p%)( )

Therefore, we necessarily have to deal with global formulas. As seen before, we need to talk about global

formulas which holds with non-negligible probability. In the CCSA logic, by definition of [¢] semantics, the
property £;© F = [-¢] means that the following function is non-negligible

n+— Prpeq { [oDir e }

which is exactly the kind of properties we want to catch. However, we need explicit lower bound for this
previous function, we therefore add a new predicate which gives us a lower bound for an event to occurs. We
first define non-negligible parameter in the CCSA logic as terms g : real such that the property non-negl(g)
holds. The non-negligible predicate non-negl holds for a real parameter g : real when the function n —
E,co ([[g]]g/ﬂ’:p 5) defines a non-negligible function. Therefore, for all formula ¢ : 71 — ... — 7,, — bool and for
all non-negligible parameter g : real with non-negl(g), we define the global predicate [¢] with the following
semantics

def, * s s
L [0lha. e =V € N Pr | [0 %% | > B, (Lol %)-
Notice that, as g is a non-negligible parameter, we indeed have:

G.5:CHARAC

&0 F = [~¢] & 3 (g: real). non-negl(g) A ,[¢]

Informally, we need a second property that states that from a property (bdzd)\(x : 7). ¢ x which holds
with non-negligible probability, by resampling = enough times, we can make ¢ almost always true. Said
differently, to return to our running example of witness extraction for Y-protocols, we want that if the
adversary A produces proof transcripts accepted by the verifier with non-negligible probability, then the
function extract-sigpy produces a witness w for a statement x with overwhelming probability and in
polynomial time. To the best of our knowledge, the previous work based on the CCSA logic defines the
non-negligibility definition to capture at least the usual cryptographic definition of non-negligibility. In fact,
the two properties we want on our new predicate g[¢] means that the non-negligible definition in the CCSA
logic must be at most the usual cryptographic definition of non-negligibility. Therefore, a term ¢ : real is a
non-negligible parameter (i.e. the property non-negl(g) holds) when there exists a polynomial P such that

ot
P(no)’

However, the new predicate q[¢>} of non-negligible formulas is not enough to successfully capture the
rewinding technique. Indeed, if a formula &;© - [t/] holds, it means that the function

Ve N 3o > n,E,([glif: ) >

n+— Pr, [ (K }

is overwhelming. More precisely, this means that if 1 depends on random samplings given by the random
tape p, all these samples are re-computed. While what the procedure given in Algorithm 1 means is that
we have to rewind only a part of samples used to compute proof transcripts.

Therefore, if a formula v depends on random samplings Wl {m}Z 1, we want to split these samplings in

two parts wrewmd = {n}le 1 for fized random samplings and wgy —w \ Wrewind for random samplings we want
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to rewind where I C [1;n]. To do so, we consider the property ¢ : 77 — -+ — 7, — bool where the
parameter of ¢ are exactly the parameter of ¢ we want to rewind, i.e. we have p = Card(I) and, for all
security parameter 7 € N* and for all ¢ € [1;p], we have r; € [[Ti]]g,ﬂ <= T; € Wrewind.- Therefore, given a
property ¢ : 71 — --- — 7, — bool and a parameter g : real with non-negl(g), we define the predicate
low-bound with the following semantics

* ,p def R o
Vn e N VpeQ,[low-bound g ¢]; % = Pr,. clrin ie1ip] [ [l e (ras i) ] > Ep/([[g]]gﬁ:pg).

Thus, the predicate low-bound capture exactly the probability that a formula 1 is non-negligible when part
of random samplings, those which belongs to the set wgy, are fixed. Before properly states the rewinding
lemma, we will states a crucial rule on the low-bound predicate, the one which eliminate this predicate.

G.LB:ELIM
E;0 Vg :real non-negl(g) A det(g) =
[low-bound g ¢ — ¢r — ¥ 1]

E;OF[pr = Y]

Proposition 5.1. The rule G.LB:ELIM is sound.

Proof. Soundness of this rule is proved by contraposition. That is, we prove the property &£;0 + 3 (g :
real). non-negl(g) A det(g)

A = [low-bound g ¢ — ¢ r — 1) r] under the hypothesis

E;OF A [¢r — tr]. After using characterisation of non-negligible formulas G.5:CHARAC, it remains to
used a key argument of the low-bound introduction rule given by

G.LB:INTRO
&OF [or]

&0, 5[low-bound (g/2) ¢]

More details can be found in Appendix B. O

Finally, we can now properly states the rewinding lemma.

Proposition 5.2 (Rewinding lemma). Let ¢>d:ef/\a:.¢(x) : 7 — bool [ptime] be a polynomial time property.

Let n € N* be a natural number. Let g : real with non-negl(g) be a non-negligible parameter. Then we
conclude the following judgement.

£;0 F 3k : nat. det(k) A pbound(k) = 3r, : nat — T.éselect(")d :nat — (nat — 7) — set,, (7).

ran

[low-bound g ¢ =V (rst:7) € selectf;lr)ld krs. ¢ (rs t)]A [select(n) krs C{rs1,...,rs k}]

rand

To prove the rewinding lemma, we define an adversarial selection function selectszlr)1 q : nat — (nat —
7) — set,(7), its complexity study gives a concrete value for the natural term k : nat and which satisfies
verifies both predicates det(k) and pbound(k). The full definition can be found in Appendix C.

To end our enlightening example of witness extraction for ¥-protocols, the application of the rewinding
lemma gives us existency of a polynomial bounded and deterministic natural number k : nat, a source
of random challenges ry : nat — msg and an adversarial selection function select((jl)all : nat — (nat —

msg) — seto(msg) such that
E;0 F [low-bound g Yg — V (r, ¢t : msg) € selectgl)all krs. ¢Yr (rs t)A [selectgl)all krs C{rs1,...,rs k}]

where g : real is a non-negligible and deterministic parameter and 15 is the property defined by

wRd:Cf)\r. zkp-verif x (a,r, z(r)).
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Therefore, as the property selectgl)all kErs C {rs 1,...,rs k} holds, this leads to the existence of two
challenge terms 71,72 : msg with 1 # 79 and ¥ 7;. Hence, we have all gathered hypothesis to use the
special-soundness axiom L.3-P:SPSOUND and conclude

&;0 F [low-bound g Yy — g r — zkp-rel, = (zkp-extracty p%)(rl) p%) (r2))]
where select((jl)all krs={ri,r2} and p%)(ri) = (a, 1, 2(r;)). As this property holds for all non-negligible and
deterministic parameter g : real, we conclude by the elimination rule G.LB:ELIM, the following property

&;0 + [zkp-verif; z (o, 7, 2(r)) — zkp-rely x (zkp-extracty = p%)(rl) pg) (r2))]-
Therefore, this previous property fully model the witness extraction for »-protocols and use an adversarial

selection function selectgi)an defined in Algorithm 2.
Property transfer by adversarial selection

G.SEL
EFrs:nat =7 £+ select!™  : nat — (nat — 7) — set,, (1)

rand *
&; 0+ det(k) A pbound(k) E;OF[p(rsl) ... (rsn)] E;0F [select(") kry C{rs1,...,rs k}]

rand
EOFNn<<k—¢ (select(n) krs)l

rand

Intuitively, this property states that is a property ¢ holds with overlwhelming probability over a set
a random samplings, then it still holds even if the adversary is allowed to select the randomness from a
polynomially sized set. Intuitively, this property follows from the fact that in a polynomially sized set
of randomness, the probability of finding a subset that invalidates ¢ is negligible. As a short example
[basis (selectEZr)ld k ry)] holds, meaning that even if the adversary can select randomness in a polynomially
size set, N random vectors still form a basis with overwhelming probability.

5.3 Verifiability proof
Let ¢d:efck n,a,er, Qr, Tr, 2x(77), Sk, C, ¢/, €4, g, ', 2¢(T¢) be a trace such that

zkp-verif, (ck n,a,ex) (Qr,7r, 22(7x)) A zkp-verif 5 (ck n, a, pkeg sk,c,c' ep) (Qp,Tgy 26(Te))

A wi_ctxty sk c.

5.3.1 Extraction of the commited matrix

To be able to rebuild the commited matrix, we have to extract N witnesses (e}, k;)Y ; for the relations of
correct commitment R°™(e;), where (e;);Y; is a free family of Z} . Consequently, there is two steps of
rewinding, one on the vectors e;, ¢ € [1; N], and the other one is once we obtain a candidate vector e;, we
have to rewind the challenge r € Z,, to be able to use the special-soundness axiom. Therefore, in that case,
we have to use two times the predicate low-bound, one states there is enough random vectors to rewind
and the second one states that for a chosen vector, there is enough random challengs to rewind. Hence, if
we denote by 1, the formula

wwd:ef)\e. Ar. zkp-verif . (ckn,a,e) (o, r, z2:(1)),
we have to suppose the following property
low-bound g (\e. low-bound ¢’ (¢ €))
for any two non-negligible and deterministic parameters g, g’ : real.

Consequently, by two successives rewinding lemma application, we obtain existence of two random source

names e; : nat — msg for vectors and ry : nat — msg for challenges such that () select\(f;?t ke €5 =
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{eq t;},, (i) selectgi)all ky rs = {rs ri1,rs 70} with ¢1,..., ¢y : nat pairwise distincts and r; 1 # 752
and (i91) ¢¥r (es t;) (rs r; ;) holds for all ¢ € [1; N] and j € {1,2}. Therefore, for all ¢ € [1; N], we have
Yr (s t;) (rsri1) and Yr (es t;) (rs r52) with 7,1 # 7; 2. Thus, by the special-soundness axiom, we obtain
N witnesses w, (%), for all ¢ € [1; N], defined by

wn (i) L zkp-extract,, (. (i) (PEV (rs ri1)) (U (rs 7i2))

where z,(i)=(ck n,a,rs t;) and pgf’j)(cj)di%ogr (2), ¢, 2x (1, ¢;)) such that w, (i) verifies the property

zkp-rel . (z,(i)) (wx(7)). In particular, by using the function solve, we conclude the existency of two terms
M and s such that a is a commit message to the matrix M, i.e. such that a = com-mat (ck n) M s.

d;f (

5.3.2 M represents a permutation

Next, we want to apply the characterisation of permutation matrix to show that the matrix M represents a
permutation. To do so, we have to extract a new witness to the relation of correct commitment R™ (e, )
where the vector e, must be independent from the matrix M in order to apply the Schwartz-Zippel lemma
and conclude. Therefore, once again we suppose that we have enough of random challenges to rewind with
the vector e, i.e. we suppose the following property

low-bound ¢’ (¢r ).

Therefore, with this new witness, we will be able to verify conditions of the characterisation of permutation
matrix and show that M is indeed a permutation matrix.

5.3.3 M was used to shuffle the inputted ciphertexts list with the shuffle-friendly map ¢,

Finally, after have rebuilt a matrix M such that a = com-mat (ck n) M s for some vector s and have
shown that M is a permutation matrix, we can verify if the outputted ciphertexts list ¢’ is the shuffle of the
inputted ciphertexts list ¢ using the permutation matrix M and the shuffle-friendly map ¢,,. Once again,
to be able to show this property, we have to extract a witness but from the second zero-knowledge proof this
time. Therefore, we define by 14 the following formula

def

o=

and we suppose there is enough of random challenges to be able to rewind and then extract a witness. Thus,

we suppose the following property low-bound ¢’ ;. As soon as the witness is obtained, we can prove that
M was used to shuffle the inputted ciphertexts list.

Ar. zkp-verif ; (ck n, a, pkeg sk, c, c’,ep) (g, 1, 26(r))

5.3.4 Proof of the verifiability property
We denote by H the function defined by
HE e, Ar. Ar’.zkp-verif . (ck n,a,e) (a7, 2 (1))
A zkp-verif , (ck n,a, pkeg sk,c,c’,e4) (ag, ', 24(r')) A wi_ctxty sk c.
We want to prove the following formula
[H errz Ty = eqmpy (dec-listgg) sk c) (dec-listgg) sk c')]

As H er rp rp = Yr €, 7 and H e, r; 1y — Yy Ty, We can use the 3 previous results to conclude the
following property for all deterministic non-negligible parameter g, ¢’ : real:

low-bound g (\e. low-bound ¢’ (H e)) —
low-bound ¢ (H e;) = H e, 1,74 —

eqm (dec-listgg) sk c) (dec-list((cg) sk c’)
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Therefore, by two applications of the elimination rule of predicate low-bound (one with the parameter g
then another one with the parameter ¢'), we obtain the property we want to show.

6 Proof of permutation secrecy

ofc

To ease notations, we denote by z,(w) the statement z,(m)=(ck n,ar,e;) and x,(m) the statement

x¢(7r)C126f(ck n,ar, (Pkeg sk),c,cl,eq). By unfolding the definition of the mix predicate mixg ,, one has
to prove the following indistinguishability

E; D ar, pr(m),if validy (pkeg sk) ¢ v then ¢, py(m)
~ ajq, Pr(id), if validy (pkcg sk) ¢ v then ciy, py(id)

where a, *'com-mat (ckn) 7 (si1), pw(w)d:dzkp—proveﬂ o () Wy (7 13), cﬁrdzdshuﬁie (pkeg sk) ¢ 7 (r iy)
and py (W)‘lﬁfzkp-prov%) x4(m) wy (4 i6). To prove this secrecy property, the first step is to use the honest-
verifier zero-knowledge property for both zero-knowledge proofs. Indeed, both proof transcripts depend on
statements where messages a, and ¢, might appear. Therefore, we could not prove indistinguishability
between both traces without use the honest-verifier zero-knowledge property to transform honest executions
with zkp-proveg (which depends on witnesses) to simulated executions with zkp-simg (which does not
depend on witnesses). Hence, by applying this property to both proof transcripts, we have to prove the
following property:

&, D+ ay, zkp-sim_ x,(7) (ry i3),if validy (pkeg sk) c v
then ¢/, zkp-simy x4(7) (14 i6) ~ aiq, zZkp-sim, z.(m) (ry i3),

if validy (pkeg sk) ¢ v then ciy, zkp-sim, 24(7) (74 ic)

Next, using the function application rule G.~:FA, by the elimination of duplicates with G.~:Dup, by the
elimination of fresh randoms with G.~:FRESH and because terms computed by the adversary can be remove
(thanks to G.~:FA), it remains to prove the following indistinguishability:

E; @ F ag,if validy (pkeg sk) ¢ v then ¢ ~ ayq, if validy (pkeg sk) ¢ v then ¢y

Finally, by using hiding property (rule G.CoM:HIDE) for the commitment scheme for matrix KS(Z?L *N) and
the indistinguishability of ¢px (k) outputs property (rule G.SFM:INDCPA), we achieve the secrecy proof.

7 Conclusion

Many electronic voting protocols use mixnets, which are critical to achieve security properties but unfortu-
nately really hard to handle in automatic formal proofs frameworks. In this paper we propose a complete
proof of Terelius-Wikstrom mixnet protocol in the CCSA logic. To do so, we introduce new predicates, rules
and axioms in the logic to be able to handle zero-knowledge proofs and rewinding. To our knowledge, it is
the first time that this protocol can be proved in a logical framework, and the first fully precise cryptographic
proof of the Terelius-Wikstrém mixnet. As future work, we plan to include this new material in Squirrel,
the tool implementing the CCSA logic. This will open the way to complete proofs of electronic voting pro-
tocols using mixnets. In parallel, this will also open the way to proofs of other kinds of protocols needing to
handle zero-knowledge or rewinding. Another future improvement will be to adapt our work to handle non-
interactive zero-knowledge proofs. This will imply to manage Fiat-Shamir transform, where reprogrammable
Random Oracle Model is a prerequisite. This last primitive can be proven by using techniques developped
to catch the rewinding lemma in the CCSA logic as it involves similar probabilistic arguments.
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A Cryptographic definitions

Hidingﬁgzxf)’flg““ (1’7; ﬁ) — Hiding property

ck < Geny, (1) 5 r & RGOMMIT
(mo, m1) < Asetup(ck) ;

cg  Com(ck,mg; r);

b — Aguess (Cﬁ) ;

return b.

Figure 1: Cryptographic game of hiding
BindingﬁS(M) (1") — Binding property
ck < Gen y, (17) ;
(mqy,11) < A(ck) ; (ma,ra) < A(ck) ;
a1 < Com,,(m,m1) ; ag ¢ Com,,(ma,T2) ;
if (mq #mgaAa; =az) thenb<«+ lelseb<«+ 0;
return b.

Figure 2: Cryptographic game of binding

Ind—CPAjfpkwalid (n; B) — Output indistinguishability

(Sk7pk) — KeyGenCS(ln) T (i an )
(co,c1,v) = Asetup(0, DE) ;

if (- (valid (c,¢1) v)) then abort ;
g dp(caim) s

b+ Aguess(StA, CQB) ;

return b.

Figure 3: Indistinguishability of ¢, output game
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SecrecyAS”“P’Aguc” (1’7 ; ﬁ) — Permutation secrecy property
ck < Geny, (1") ; 0 < Sz (1", N) ; (sk,pk) + KeyGengg(17) ;
( st4, (c,v), (mo, m1),

(€r,7x), (e¢,r¢)
({ms,s} ar,) ./\/lfffz)(a, ck; mg) ;
Pr < P,(,?ffx)({m;, sho,er; )
({mg5.7},€'x,) = Mii)({ms,8}. Pk, €) ;
Po  Proi ({ma,5,7),0,e03 1) ;
b+ Aguess(StAa Ang, P qu) ;
return b.

— Asetup(av Ckapk) )

Figure 4: Cryptographic game of permutation secrecy for a mix-server
VerifAseturAprooss (1") — Verifiability property
0 Szr(1",N) ; ck < Gen,nxn (1", N) ;
an

eﬂﬁzfj ;e¢<iZéV ;
n
(sta,a, (sk,c,c)) + Aserup(o,ck,N) ;
b
b‘n’ — (Aproofs ‘igg)om(ew) Vﬂ)((0k7a)) 3
bo = (Aprooss =peammineq,) Vo) (k. 2, Phes(sk). €. ¢')
pk
if (—=b;V —by) thenreturno ;

¢ ( equalmultisets (decrypt_list sk c)

(decrypt_list sk ') ) then return O ;

else return 1 ;

Figure 5: Cryptographic game of verifiability for a mix-server

B Proof system

Global and local judgements about logical reasoning can be found in [3] (in particular, proofs of soundness
for these rules), but in Fig. 6 we remind several useful rules used in this paper.

B.1 Soundness of low-bound rules

In this subsection, we prove the soundness of rules about low-bound predicate. Let g : real with
non-negl(g) be a non-negligible parameter. Let ¢ : 71 — -+ — 7, — bool be a formula with n parameters.

e (G.LB:ELM) For this proof, we suppose also g to be deterministic, i.e. property det(g) holds. We
proceed by contraposition, i.e. we suppose £;© F = [¢ r — 1 r]. Hence, by classical logic operations,
we have £;0© F 5 [= (¢ r A= (¢ 1))]. Therefore, by characterisation of non-negligibility, we conclude
by the rule G.5:CHARAC the existency of a non-negligible parameter ¢ : real with non-negl(g) such
that €50 = [(¢ A=) r] where gy {(g : real)}. Actually, without loss of generality, we can
suppose that parameter g is deterministic, i.e. the property det(g) holds. Next, by the introduction rule
G.LB:INTRO of the predicate low-bound, we conclude
&0k [low-bound (9/2) (¢ A= ¢)]. As parameter g is deterministic and by the rule G.LB:OuT,

we conclude
g,0r 2/allow-bound (g/2) (¢ A=) A (¢ A= 9) .

Therefore, as we have £';© F | [(¢ A = 9) r — ¢ r], we conclude by the global transitivity rule G.LB: TRANS
the following property
& OF 2 4[low-bound (g/2) ¢ A (¢ A=) 1]
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Global judgements: equivalence rules

G.~:CS

G~ REFL EOFw, by, s ~ur, b, sy EO0Fw, bt ~up, by, sy
EBOFu~u - -
;0 F uy,if b; then s; else t; ~ u,,if b, then s, else t,
G.~:FA G.~:Dup G.~:FRESH
EOFut~u,t, &6k adv(f) E;0Fut ~u,t, E;0F (ol (u,1)]
EOFu fti~u,ft E;OFut,t; ~u,ty, t, E;OFunt~u ngesn ()
Other rules
L.ByGLoB L.REWRITE G.R-3
E;0+ [9] E;0;T F ¢[s] E;0;TFs=t E;0F F{zxr—t} EF(t:7)
E;0;TF¢ £;0;T F ¢lt] EOF3(x:7). F
L.Cowmp

E;0; Fif bthen (t1,...,t,) = (if bthen ¢,,...,if b then t,)

G.5:CHARAC

E;OF = [=¢] < 3 (g : real). non-negl(g) A [¢]
Figure 6: Used structural local and global rules

However, by logical operations, we have

low-bound (g/2) ¢ A (pA =) T
= low-bound (9/2) pA - (m¢pVY)r
= low-bound (g/2) p A= (¢ — 1)

= (= low-bound (g/2) ¢V (pr — ¥ 1))
= - (low-bound (g/2) ¢ = ¢ — 1)

Besides, as £’; © - non-negl(g), we have £’;0 + non-pegl(g2/4) (idem for det predicate) by operations
on non-negligible real terms. Hence, by the rule G.R-3, we conclude the following property

£';© F 3 (h, : real). non-negl(hy,) A det(h,) A [ (low-bound (g/2) ¢ — ¢r — ¢ 1r)].
By characterisation of non-negligibility, we conclude by the rule G.5:CHARAC the property
&0 F = [low-bound (g/2) ¢ — ¢ — 2 1]
Finally, as £’ F (g : real) and by the rule G.R-3, we conclude
£;0+ 3 (¢ : real). non-negl(g') A det(g’)= [low-bound ¢’ ¢ — ¢ r — ¢ ]
Which achieves the proof of soundness of the rule G.LB:ELIM by contraposition.

e (G.LB:INTRO) We suppose the property £,© & [¢r1 ... ry], i.e. by definition of the predicate [¢]
semantics, we suppose the following property

Vn € N*,Pryco [ lori o ralire } > Eoea([glii ) (*)

We have to prove the following property

Vn € N*, Pryeq [ [low-bound (g/2) ]] 7p£ ] Z EPEQ([[Q/Q]]KIE:/JS)'
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Rules for low-bound predicate

G.LB:ELIM
E;0 F Vg :real. non-negl(g) A det(g) = G.LB:INTRO
[low-bound g ¢ = ¢ r — 9 1] EOF [pri ...
E;0F[pr = ¢ 1] &0k, ,[low-bound (g/2) ¢]
L.LB:TRANS

G.LB:Out &;0 I non-negl(g)

E;0 F det(h) &;0F  [low-bound h ¢| EOF (pr1 ...mn) = (Pr1 ... )]

E;,0F gAh[(low-bound hd)AN(pri ... )] £;0; 7 F low-bound g ¢ — low-bound g ¥

G.LB:TRANS

EOF (@1 ...rn) = (W1 ... )]
&0+  [(low-bound h ¢) A x]

&0+ [(low-bound h ) A X]

Algebraic rules For the rule L.OPEN, terms M and s are defined by (M, s)(i:efsolve a (e, (e}, ki)N,.

G.SEL
£;0 + det(k) A pbound(k) EFrs:inat -7
Er selectfgr)ld : nat — (nat — 7) — set, (1) L. CHARAC
&0 F[p(rs1) ... (rsn)] O, TFM-1=1
E;0F [selectizr)ld kro C{rs1,...,rs k}] E;0;TFprody (M-X)—prody X =0
£;,0+ [nék—)qzﬁ(selectgzzdkrs)] &;0;TF permy M
L.Orex N L.BAsIS
&A(?;P F basisy (ei)i— EFx1,...2, : nat EFes:nat — 7
E;G;FI—/\(aG@ei:com-vecckeg ki) &6;I'k /\ Ti # T
i=1 1<i<j<n
E;0;T'+a=com-mat ck M s &;0;T + basis, (es x;)i—1
L.EQM:CHARAC
E;,0;I' permy «
N
L.Sz £0;TF /\((X |i) = (x| 7-1)) L.WF:VALID
E6;TF ¢l (P) E;0;TF P(x0)=0 o1 &;0;T I valid (pkgg sk) cv
e 'FP=0 E;,0;'-eqmy xy E;0;T  dsk. wi_ctxt sk ¢
L’ﬂglﬁé; I F permy 7 L.DecLisT L.®:CANOVEC
N N . . (N) o . =y P -
E;0;T + (dec-listys’ sk x | i) = deccs sk (x| i o Ex@i=(x|1i)
et AV i) (dec-tist sk x | 1) = decce sk x| 1
i=1j=1
L.®:Com L.SHUFFLE
&;0;T F (com-mat ck M s) ® x £;0;T F ¢’ = shuffle pk ¢ 7 (r j)

= com-vec ck (M -x) (s | x N
( )&% <—>/\(c/®(7r~i):shuf—mappk(c®i) (rjli))

Figure 7: New rules
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Cryptographic rules: commitment schemes

G.CoMm:HIDE
5; 9; %] l_pptm u, my, ma
g’ 6 + [d)r’l (u7 my, m2) A d)dc’n (u7 my, mQ)]

rand comkey

E;0 F u,com (ck n) my (ri) ~u,com (ck n) ms (ri)

L.Com:BIND .
E;0; 3 Fpptm M1, M2, 71,72 & 05T F ooy (1, M2)
&;0;TF com (ck n) my ry = com (ck n) mg ro

S;@;Fl—m1:m2

Cryptographic rules: Y-protocols

L.3-P:SPSOUND
E;0;TF /\ zkp-verif; x (o, ¢;, 2(¢;)) E;0;TFc #co
ie{1,2}

E;0;T F zkp-rely x (zkp-extracty « p%)(cl) pg)(cQ))
G.2-P:HVZK _
E,0;F Fpptm U, z, W &0+ ot [(u,x,w)]

rand

E;0 F u,zkp-provey x w (r i) ~ u,zkp-simy z (r 7)
Cryptographic rules: shuffle-friendly maps

L.SFM:CORRECT
E;,0;T +wf_ctxt sk c

&;0;T' + Jv. ¢ = shuf-map (pkeg sk) cv
&:0;T I deccs sk ¢ = deccg sk ¢

L.SFM:CHARAC
E;0;T + permy 7 E;0;T F ¢f . (c, ¢ )
E60;TFJv. ¢’ ® (7 e) =shuf-map pk (c ® e) v

E,(x:msg);0;T F Jug. ¢ ® (7 - x) = shuf-map pk (c ® x) vx

G.SFM:INDCPA
E;0;@ Fppem U, ¢, v E;OH] sk (u,c,v)]

skey

&;0 Fu,if valid (pkgg sk) ¢ v then shuf-map (pkg sk) ¢ r
~ u,if valid (pkqg sk) c v then shuf-map (pkeg sk) (0 (lenc)) r

Figure 8: New cryptographic rules
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Let n € N*. By definition of the predicate low-bound semantics, we have
Preq | [low-bound (9/2) lii /e | = Pryea | Prreqrppiern | 005/, m) | > Eea(lo/21%) |

Moreover, by semantics of real terms, we have [g/2]{;/: = %[gli;/. Therefore, by linearity of the
function E, (X (p)), we have

Epca (I9/205%%) = 3Epcololi%s).
We denote by pg the function defined by
pe(n, p)dZCfPfr,-e[[T,-]]gﬂ,ie[u;n]] [ [oli e (e, ) } :
and we denote by e, the function defined by
eq () <Epea(Iglis e)-

Consequently, we have to prove the following property

Pr,cqo [m(nm) > %eg(n)} > 5eg(n)-

We have, by definition of pe (7, p),
Prpeq [[[sb . rn}]’JM’fg] :/ ps(n,p) dp
pPEN

Hence, the idea is to split the space of random tapes 2 whether or not ps(n, p) is greater than %eg (n).
To do so, we denote by (in¢, respectively Qgyp, the set of random tapes defined by

def

Qup={p€Q | ps(n.p) > 3e4(n)}
def

Qinr={p € Q | ps(n,p) < 3e4(n)}.

As Q = Qinr U Qgqup (these two subsets form a partition of the random tape space 1), we conclude
Proen [[[aé L rn}]&ffg} = / Py (1, p) dp+/ pe(n,p) dp
PEQins PEQsup

Besides, on the set Qins, we have by definition of this subset py(n, p) < %eg(n). As for the set Qgyp,
because pg(n, p) is a probability, we have py(n, p) < 1. Therefore, we have

1
Prpeo [ [pri ... T"]]K’H7:p£:| </ (%eg(n)) dp+/ dp = 569(17)/ dp+/ dp
PEQint PEQsup PEQint PEQsup

Now, by property on probabilities, we have

1
[ do<Pren [plng) < et ] <1
PEQinst

and
1
dp < Proca | po(n,p) > Se4(n) |
PEQsup

Moreover, by hypothesis Eq. (x), we conclude

1 1
eg(n) < Proca [ 071 -l | < Gealn) +Proen | ps(n.p) > 5e,0) |
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Therefore, we have the following probability

1 1

Vn € N*,Pryeq | po(n,p) = 569(77) 2 569(77)

which achieves the soundness proof of the rule G.LB:INTRO.

(G.LB:Out) We suppose the property &; 0 + g[low-bound h ¢] where the parameter h verifies £;0
non-negl(h) A det(h) By definition of ,[¢] semantics, this leads to the following property

Vi € N*, Procqo [ [low-bound / @]y /s } > Epea ([gll f)- (H)
Let n € N* be a security parameter. By definition of A semantics, we have
Proco [ [(low-bound h ¢) A (¢ 71 ... ro)]i e ] =Pryco [ [low-bound & ¢]j; . }
- Pryeco [ [671 ... raliy % | low-bound h ¢]%; /%
Besides, by definition of low-bound semantics, we have
Pr, criniclim] [ [8lig % (r1s - - aTn)] > By ([hl %)

Moreover, for all p € €2, we have the following lower bound

Pryeq [ [¢pre ... Tn]]gm’;pé } 2 Pro cnn iefim] [ ) e ST ]
Therefore, by the two previous equations, we have the following lower bound

Proea | [0 71 - ralil/e | Now-bound h ¢l % | > Epen(IA ).
Consequently, by hypothesis Eq. (#) and by the previous equation, we have

Pryeq | [(low-bound h ) A (611 . ra)lif%e | > Bpea(loliifs) - Epca(IR/%)

As £;0 F det(h) holds, we have E,cq([hli;/s) = [hli.¢ (here we blend h with its deterministic
semantics). Therefore, we conclude the following lower bound by properties on expected value

Pryeq | [(low-bound h o) A (671 .. ra)Jiyfe | > Epea(l - hIik/%)
which achieve proof of soundness for G.LLB:OuT.

(L.LB:TrANS) Let n € N* be a security parameter and p € Q be a random tape. We suppose
[low-bound g ¢];; /.. By definition of low-bound semantics, we have the following inequality

Prneﬂn]]&,ie[[lml] [ [[¢]]g/ﬂ’;ps(7"17 ey Th) } 2 Ep'eﬂ([[g]]gﬂ’:pg)-
However, by hypothesis £;0 F [(¢p 71 ... 1) = (¥ 1 ... ry)], we conclude the following inequality
Prrie[[‘ri]]&,ie[[l;n]] |: [[¢]]I7\I4I7:p£(rlv cee 7rn) :| < Prrie[[n]]&,ie[[l;n]] |: Wﬂ&fpg (rlv ey Tn) ]
Therefore, the two previous inequalities leads to the following property

Pr enlp iclin] [ [l e(re, - mn) } >Eyca(lglinle)-

Said otherwise, for all security parameter n € N* and for all random tape p € 2, we conclude [low-bound g ]/,

and achieve the proof.
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e (G.LB:TraANS) Let h : real with non-negl(h) be two non-negligible parameter. Let ¢ : 74y — -+ —

7, — bool be a formula with n parameters. Let x : 7 — bool be a formula. By definition of  [¢]
semantics, we have to prove

¥n € N*, Prycq | [(low-bound h ) A X % ] > Bpeo([R]5%).

Let n € N* be a security parameter. Because we have as hypothesis&;O & [[(¢ 71 ... 7)) = (¥ 11 ... 1)),
we conclude by the rule L.LB:TRANS the following property

&;0; 2 low-bound h ¢ A x — low-bound h ¢ A x.
Therefore, we have the following inequality

Pr,cq | [(low-bound h ¢) A X[y % } < Prjco [ [(low-bound h ¢) A x]i; /2

Then, by the hypothesis £;0 -  [(low-bound % ¢) A x|, we conclude the property we want.

B.2 Soundness of algebraic rules

(G.SEL) Let k : nat be a polynomial bounded and deterministic natural term. As k is deterministic,
that is the semantics of k does not depend on the random tape p (i.e. for all random tapes p,p’ € Q

and for all security parameter n € N*, we have [k]}; /. = [kl” 5/) Therefore, we denote by k the
function k : n — [k]{y /. and because pbound(k) holds, the related function & is polynomial bounded.
Let ry : nat — 7 be a random source term of random terms of type 7 uniformly distributed. Let

n € N* be a natural number and ¢ : 7 — --- — 7 — bool be a formula of n parameters of the

same type 7. Let selectfar)ld : nat — (nat — 7) — set,(7) be an adversarial selection function

of n distinct terms of type 7 given by a random source term. Let n € N* be a security parameter.

We suppose that we are in the case where [k]{;; < n. By definition of the type set, (1), we have

Card([[select(n) k rs]life) = n. Then, by hypothesis £; 0 F [select( " okr, C {rs 1,...,rs k}], we

rand rand
conclude, without loss of generality, the existency of n distinct natural terms ¢q,...,t, : nat, such that
1<t <<ty <kand selectﬁzr)ld krs={rst;}}_,. Therefore, we have

Pryea | [~ ¢ (select i, kro)liife | = Proen [ 31 <1 < o < jn <k, [0 (v o) - (o )i |
By property on probabilities, we have the following upper bound

Proeq | [~ ¢ (select (), k)l /% | < X Preo ISCICE NS A
{7:}io, € [LEM)]

But as r; is a random source term of uniformly distributed random terms of type 7, we have

Y0y © k)] Proce [ [0 (e dn) o (gl | = Proca [ [0 (1) oo (rmile |
Besides, we have
Card({Ji}oy C [L:k()]) = (’“(’7)) < k()™

Therefore, we conclude the following upper bound

Proeq | [0 (select (g ko)l | < k()" Proea [ [20 (0 1) o (e n)liphe
N~

polynomial in n

negligible in n

By hypothesis £;0 F [¢ (rs 1) ... (rs n)], we conclude the property we want, i.e. we obtain the following
property
E;OFnLk—=¢ (select( "ok ).

rand
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e (L.m:CHARAC) This rule is a model of the following proposition:

Proposition B.1 (Characterisation of permutation matrix). Let M € ZfIY?XN be a matrix. Let e <- Zé\;
be a vector of N independent variables and chosen uniformly at random. We suppose that the two
following equations, denoted by (i) and (i¢) hold, for M and e.

(i) M-1=1 and (i) J[; ,(M-e), =TI, e

Then we conclude that M is a permutation matrix with probability at least equal to 1 — qjyv.

A proof of this proposition can be found in [19].
(L.OPEN) Soundness of this rule come quite straightforwardly from the following lemma:

Lemma B.1. Let a = (a;)Y, € GN be a vector. Suppose there exists a set W = {e;}X, of N linearly
independent vectors of Zé\f] such that

Vie[1;N], 3¢} € Z) , ki € Zy,, Comzévn(ck,e;; ki) =a® e;.

Then a is a commit message to a matrix My, € Z(JI\;XN using the vector of random values sy, € Zf]\;, i.e.
we have
a = Comyn«n(ck, My ; sy). Besides, these opening (M, sy) can be obtained in polynomial time.

an

Proof. Let a = (a;)Y, € G(JX’ be a vector of values in the group G, . Let W = {e;})*; a set of N linearly
independent vectors of Zfl\f] such that

Vie [1;N],3e} € Z) , 3k € Z,, Comyy (ck el k) =a®e;. (%)

;€43

As the vectors of the set W = {e;}Y, are linearly independent, and because dim(Zfl\f7 ) = N, the family
By = (el,.. eN) is a basis of ZN. Hence, for all j € [1; N], there exists a set of scalar values

NI TNC Zy such that >N )\(J)e7 = u; where u; is the j-th standard vector of Z}). In fact, such
set of scalar Values can be obtain in polynomial time by Gaussian elimination. Let j € [[1 N]. By basic

properties on ®, we have
L 0) 5 A
aj=a® Z)‘i e; :H(a@ei)" .

i=1 i=1

y €53

By the equation Eq. (x), we have, for all i € [1; N], a® e; = Comzév (ck,e€; k;). Thus,

N NG

a; = H (Comzév (ck,el; ki)) '

=1

By definition of the commitment algorithm Comyx , we have Comyy (ck, e ; k;) = g*i H =1 gl(e . Con-
an an

sequently,
N O () N () N N AW
a; = H Al H A7 (e :gzizl Al kngZL L (el
i=1 I=1
Finally, we have

N N
Vj€e[l;N],a; = Comzé\; (ck,ZAZ(_j)e; ; ZAEj)kz) _

i=1 i=1
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Consequently, we conclude that a is indeed a commit message produced by the commitment algorithm
Comnyw, i.e. a= ComZNXN(ck, My ; sw) where My, € Zé\f]XN and sy, € Zé\z are defined as following.
an an

N N

N N
My = (Z /\y)eg> and sy = (Z Ag.”kj)
Jj=1 j=1

=1 =1

O

e (L.Basis) Let n € N* be a non-null natural number. Let (e;)]—;' be a free family of vector in Zy,.

n—1

Let H be the linear span of vectors set (e;);—; . Hence, H defines a hyperplane of Zgn. Therefore, the

probability to choose a new vector e uniformly and independently from vectors family (ei)?:_ll such that
e € H is at most equal to i:

Pr
e

1
[eeH] < —.
er}n

dn
Which achieve proof of soundness of the rule L.BAsIS.
(L.m:CHARAC) This rule is a model of the following lemma:

Lemma B.2 (Schwartz-Zippel). Let fq € Zg, [X1,..., Xn] be a non-zero multivariate polynomial of
total degree d € N over Z,, . Let e & Zzlz\i be a vector chosen uniformly at random in the vector space
Z). Then Proczy [fd(e) - 0} <&

A proof of this lemma can be found in [20] and [17].

Soundness of rules L.EQM: CHARAC, L.WF:VALID, L.7:INJ, L.DECLIST, L.®:CANOVEC and L.SHUFFLE
are trivial by definition of involved functions or predicates.

(L.®:CoM) Soundness of this rule come from the following proposition:

Proposition B.2. For ck = (g,g) + Gen (1", N) be a commitment key, for all matrix M € Zfl\i]XN and
for all vectors x,s € Zé\; , we have the following identity.

Comzé\;xN(Ck7M; S)®x = ComZévn (ck, M -x; (s | x))

Proof. Let ¢k = (g,91,-.-,9n) + Gen(1", N) be a commitment key. Let M € Z(%XN be a matrix and

let x,s € Zé\i be two vectors. Then, by definitions of both commitment schemes and of operator ®, we
have

ComeZ\;XN(Ck’ M S) ®x = HgSiIi g;n”m

i=1 j=1

N
N
— ng’:I SiT; H g_Zi:1 Mj,iTs
J
Jj=1

= Comyy (ck, M -x; (s | x)).
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B.3 Soundness of cryptographic rules

Using semantics of functions appearing in cryptographic rules and associated with corresponding cryp-
tographic assumptions, soundness of rules G.Com:HIDE, L.Com:BInD, L.X-P:SpSounD, G.X-P:HVZK
and G.SFM:INDCPA are proved as other cryptographic rules proofs found in [3]. As soundness of rule
L.SFM:CORRECT is strongly dependent from definition of shuffle-friendly maps, this rule has to be proved
as soon as such map is defined. It remains to prove soundness of the rule L.SFM: CHARAC of characterisation
for shuffle-friendly maps. Actually, soundness of this rule come from the following lemma we will prove next.

Lemma B.3 (Characterisation of correct shuffle). Let ¢, be a shuffle-friendly map for a cryptosystem CS.
Let (c1,...,cn) € CO5 and (cf,...,cy) € C& be two lists of ciphertexts. Let m € Gy be a permutation
of length N. Let pk € PKcs be a public-key for the cryptosystem CS. We denote by Hc o C Z(]I\i the
following set

Heo,r ={ €€Z) |30 €Ly, ¢/ ® (My-e) = (c®e;v) }

Then, we have an equivalence between the following properties.

(i) There exists a vector of random values r = (r;)¥, € Zé\; such that we have:
Vie [[1§N]]7€;(i) = ¢pk(0i; 7).

(i) Hee n =28 .
(iii) Card(Heerx) > gt
1
(iv) Preegn {e € Hqc/,w] > —.
dn qn

Proof. Let ¢, be a shuffle-friendly map for a cryptosystem CS. Let (c1,...,cn) € C& and (], ..., cy) € C&
be two lists of ciphertexts. Let m € G be a permutation of length N. Let pk € PK¢s be a public-key for
the cryptosystem CS.
e (i) = (ii) Suppose there exists a vector of random valuesr = (r;)N, € Zf]\i’ such that: Vi € [1;N], ¢ ;) =
qbpk(c,»; r;). We want to prove the following inclusion: Zé\’n C Heer ro Let e € Zé\f] be a vector. Let

M, € Z?LXN be the permutation matrix representing the permutation 7. We set € = M, -e. By

definition of €', we have, for all i € [1; N],

N N
= (00 €), = 3 s = 3 s = en vy
Jj=1 j=1

Hence, we have

N

N
dwe = [0 =] (@pulcrrirai) ™"
= i=1

=1
(by the hypothesis (7))

N N
= Ppk (thCff_ll(S) ; Zewl(i)rwl(i)>
i=1 i=1
(because ¢,y is a homomorphism)
= dplc®e;(e]r)).

Thus, we have e € He ¢/, i.€. we have proved (ii).
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e (ii) = (i) Actually, we will proceed by contraposition. Hence, we suppose the existence of iy € [1; N]
such that we have the following property

Vv e Z‘hﬂc;(io) # ¢pk(Cio ;v).
We will show that u;, ¢ He e ». Let v € an. Hence, we have.
C/ @ (Mﬂ— . uio) = C;‘r(io)
# Opi(Cig 5 V) (by definition of — (4))
= ¢pp(c® uyy 5 v)

Consequently, we have H¢ ¢/ » C Zf]\; .

o (ii) <= (4ii) In fact, we will prove that H¢ ¢ is a subgroup of (Zf]\;,—i—). Let e1,es € He e r. By
definition of H ¢/ r, there exists v1,ve € Zg, such that

{ ' ® (My-e1) =¢,(c®er;vr)
c® (Mﬂ' 'e2) = (;SPk(c@ ey, ’02)

Then, we have

—1

' ® (Mr-(e1—e))=c ® (Mg -e) - (c/ ® (Mg - 62))

—1
=¢(c®er;v)- ((bpk(c ® eq; v2))
(because e; € He o/ and ez € He o/ 1)
=¢ (c® (e1 —e);v1 —vy)
pk
(by a basic property of ¢pk)
Consequently, we have e; — ey € Hc o n. Thus, He e r is a subgroup of (Zfl\i7—|—). However, by the
Lagrange’s theorem, the cardinal Card(He,cr ) divides the cardinal Card(Zy] ) = ¢}’. Therefore, we have
(17) <= ().
o (iti) < (iv) As the vector e & Zé\g is chosen uniformly at random, we have

d Hc c’/
Procyy {eeHC’C,’W} _ Car (N, )
an qn

Consequently, we have (iii) <= (iv).

C Rewinding algorithms
The procedure of witness extraction for the ¥-protocol X% is given by Algorithm 1.

The following procedure given in Algorithm 2 which defines an adversarial selection function selectﬁgr)ld :
nat — (nat — 7) — set, (1)
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Algorithm 1: Witness extraction procedure using the
rewinding technique

-

10

11

Input : A security parameter n € N*. An adversary A. A ¥-protocol ¥ = (S,P,V) for a

computable binary relation R. An extractor &g for ¥z. A statement x, € Lr of bit-size
polynomial in the security parameter 7, i.e. |z, |= ).

Output: A witness w € Wy such that (z,,w) € R.
let extract-sigpp x, =

The adversary A begins by computing some commit message for the statement x, which updates
her state and sends it to the verifier: (stfi),a) — A(zy) ;

repeat

The verifier V chooses a first challenge ¢ < V(2, @) ;

A produces a response for this challenge, which also updates her state:
(stf),zl(cl)) — Az, a, e stfi)) :

Then, we rewind A to her previous state sti) ;

One more time, V chooses a second challenge ¢y < V(z,,a) and A produces another response
for this challenge: (stf/), z2(c2)) +— A(zy, o, o ; stﬁ)) ;

Finally, the verifier V check whether or not the two produced proofs are valid
by — V(xy, (o, ¢i, 2i(ci))) 5

until both booleans by and by are true (by = by = 1) and the challenges are different (c1 # c2).;

Finally, at this point, we can finally extract the witness from the two proof transcripts

7 def
p'g?,) (ci) = <O[, Ciy zl(cl>>
return w « Ex(x, p%)(cl), p,(,g) (c2))

Algorithm 2: Adversarial selection function for rewinding

w N =

I 'S

10

Output: n random values (rs(i;))7

Input : A natural number k € N* and a source of uniformly distributed and independent random

values rs : N* — X. (implicit inputs) A natural number n € N* such that n < k and a
formula ¢, , : X — {0,1} evaluable in polynomial time.

o1 C X" with 1< i <... <4y <k

let select(rzzld kr, =

t—1;1+1;L«[;
while (I <n A t<k)do

i & LR {iY2h s

j=17
if ¢, ,(rs(i7)) then
L+ rg(iy) =L
l+—1+1,;
t—t+1;
end
return L
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D Full version of security properties proof
D.1 Proof of permutation secrecy
By unfolding the definition of the mix predicate mixy ,, one has to prove the following indistinguishability
& D ar,pr(m),if validy (pkeg sk) ¢ v then ¢, py(m) ~ aia, P~ (id), if validy (pkeg sk) ¢ v then ¢y, py(id)
where aﬁd:Efcom-mat (ckn) (s i), pﬁ(ﬂ')d;fzkp-prove7r (ck n,ar, e;) wy (ry i3), c;rd:efshufﬂe (Pkeg sk) € (r i4),
and p¢(7r)d:szkp-prove¢, (ck n,ar, (Pkes sk), ¢, e4) Wy (7 i6)
1. By the rule G.X-P:HVZK applied to the relation of correct shuffle Rfﬁl;‘]‘fﬂe([[eqb 1), we have to prove

& b ag, pr(m),if validy (pkeg sk) ¢ v then ¢,

zkp-sim (ck n, ar, (pkes sk), ¢, ¢, eq) (rg i6)

~ ajq, Pr(id), if validy (pkeg sk) ¢ v then cig,
zkp-sim, (ck n, aiq, (pkeg 5k), ¢, iy, €4) (g i6)

2. By the rule G.X-P:HVZK applied to the relation of correct shuffle R°™([e,]{; /%), we have to prove

&, @+ ay, zkp-sim (ck n,a,e;) (ry is),if validy (pkeg sk) ¢ v then
¢, zkp-simy (ck n,ax, (pkeg sk), ¢, ¢, e4) (rg ic)
~ ajq,zkp-sim . (ck n,aiq,er) (7 i3),if validy (pkeg sk) ¢ v then
ciq, zkp-simy, (ck n,aiq, (pkeg sk), ¢, ciy, eq) (¢ ic)

3. By the function application rule G.~:FA and by the elimination of duplicates rule G.~:DuP, we have
to prove

E; D ag,ckn, ey, ryis, if validy (pkeg sk) ¢ v then ¢, (pkeg sk), €, €4, 74 ic
~ aq,ck n,ex, 7y i3, if validy (pkeg sk) ¢ v then ciy, (pkeg sk), €, €4, T i6

4. By eliminate all terms computed by the adversary e, e4 and c with the function application rule G.~:FA
and by the freshness rule G.~:FRESH, we have to prove

E; @ b a,,if validy (pkeg sk) ¢ v then ¢ ~ ayq, if validy (pkeg sk) ¢ v then ¢, else

5. Next, the hiding rule G.CoM:HIDE for the commitment scheme to matrix KS(Z} *™) leads to

&; @ Fif validy (pkeg sk) ¢ v then ¢, ~ if validy (pkeg sk) ¢ v then ciy

6. Now, let us focus on c;défshufﬂe (pkeg sk) ¢ 7 (r i4). By the characterisation of the predicate shuffle
given in the rule L.SHUFFLE, we have, for all i € [1; N],

¢ ® i = shuf-map (pkcg sk) (c® (771 1)) (rig |77 -1)

By the function application rule G.~:FA and structural rules for if b then ¢ else v and n-tuples L.ComP,

and because
N

validy (pkeg sk) cv — /\ (valid (pkeg sk) (c | ) v),
i=1
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we have to prove that for all i € [1; N], we have

&; @ validy (pkeg sk) c v, if valid (pkeg sk) (¢ | (771 1)) v
then shuf-map (pkcg sk) (c® (7' 1)) (rig | (771 1))
~ validy (pkeg sk) c v, if valid (pkeg sk) (¢ | i) v
then shuf-map (pkqg sk) (c ® i) (r iy | i)

Now, let ¢ € [1; N]. By the action of ® on canonical vectors rule L.®:CANOVEC, we have {c |i) = c®i.
Therefore, by the rewrite rule L.REWRITE and by the indistinguishability rule for shuffle-friendly maps
G.SFM:INDCPA in both previous sides, we have to prove

£;0 I validy (pkeg sk) c v, if valid (pkeg sk) (c | (771 -i)) v
then shuf-map (pkqg sk) (0 (len (c® (77 -1)))) (rig | (71 1))
~ validy (pkeg sk) ¢ v, if valid (pkeg sk) (¢ | i) v
then shuf-map (pkgg sk) (0 (len (c ® i))) (riq | i)

However, by definition of the predicate validy, we have the following formula

validy (pkeg sk) cv — /\ (len (c | i) = len {(c | j)).

1<i<j<N

Therefore, the property we have to show holds by reflexivity G.~:REFL.

D.2 Rewinding lemma proof

To prove the rewinding lemma, we will need the Chernoff bound, which we recall here:

Lemma D.1 (Chernoff bound). Let X1,..., X, : N — {0,1} be n independent and identically distributed
random variables, i.e. there exists a number p € [0, 1] such that, for all ¢ € [1;n], Pr[X; = 1] = p. Then we
have

n 2
vé e]0,1[, Pr { ZXi <(1- 5)np} < exp(inp) )
i=1

Proposition D.1 (Rewinding lemma). Let gbd:ef/\x.gb(x) : 7 — bool [ptime] be a polynomial time property.
Let n € N* be a natural number. Let g : real with non-negl(g) be a non-negligible parameter. Then we

conclude the following judgement.

£;0+ Ik : nat. det(k) A pbound(k) = 3r, : nat — r3select!™ , : nat — (nat — 7) — set, (7).

rand

[low-bound g ¢ — V (r, ¢ : 7) € select'™  kr,. ¢ (r, t)]A [select™  kr, C {r, 1,...,r, k}]

rand rand

Proof. Let g : real with non-negl(g) be a non-negligible parameter. Let 7 € N* be a security parameter
and let p € Q2 be a random tape. Let Y, , be the following random variable

~def

V(i) =¢n,p(rs(i)) € {0, 1}

Let Y1(n, p), ..., Y,(n, p) be n consecutive draw of the random variables Y,, , for n index ¢; € [1; k] randomly
chosen. As r; is a source of uniformly distributed and independent random variables, the random variables
Y;(n, p), for all j € [1;n], are mutually independent. We suppose we have

py (1, P)d:efPTrEX [d’n,p(r) =1 ] 2 Ep’eﬂ([[g]]{\]/f:ps)'
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We want to prove that the function 1 —— Pr,cq [ 2?21 Y(n,p) =2 n } is overwhelming. In fact, we will

1
show that, for all security parameter € N*, Pr,cq { 2521 Yi(n,p) <n ] < o0 which is equivalent to the
property we want to show. To prove this property, we will use the Chernoff bound which states the following
property

k
62
V4 €]0,1[, Pryen [ > Yi(n,p) < (1= 3)kpy (n, p) } < eXp<—2kpy(n,p)) :
j=1
Therefore, to obtain the property we want, we have to find a pair (6(n), k(1)) €]0, 1[xN* such that

5(n)*
2

(L= S)kmpy(n.p) <n and exp(— k<n>py<n,p>)<1 @

an
By monotonic increasing of the logarithm function, the second equation becomes

6(n)?
2

E(m)py (n,p) = nln2.

In fact, the system of inequalities Eq. (Z) can be solved by solving the following system of equations where
we have to find a pair (§(n),z(n)) €]0, 1[xR* such that

(I =dm)z(npy(n,p) =n (1)

5(n)*

5~ 2(mpy(n,p) =nln2. (2)

and

Indeed, if we have found a solution (4(n),z(n)) of the second system of equations, the pair (§(n), [z(n)]) is
a solution of the first system Eq. (Z). The second equation Eq. (2) leads to

2nln2

x(n) = ——F—. *
" = 5o . 0) .

Hence, by equations Eq. (x) and Eq. (1) leads to the following quadratic equation
nd(n)? + (2nIn2)8(n) — 2nn2 = 0. (Es)

The solutions of this quadratic equation are given by

d_ef—27’]1112 + VA

6+(n) o

where A = (271n2)% + 8nnln2 > 0. Moreover, we have §_(n) < 0 and & (n) > 0. Besides, we have

2
n n+1

) 1 1
+n) < — +771n2<771n2

;o _(n )
7nln2 nln2
n \2
0
(nlrﬂ) g

Therefore, only the solution ¢, (n) interest us and the partnered solution z(n) is given by

2(n) 2”2(1— L >_2.

" oy (1, p) In2 nln2

~— 1+
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Therefore, we denote by f, : N* — R% such that

def fn(n)

Vne Nz )
7 ) py (1, p)

To conclude, we have to study the asymptotic behavior of the function f,, to show this function is at least
polynomial bounded in the security parameter 7. By series expansion, we have the following results.

—1
n? 2n n
v N* = 1—4/1
n €N fuln) nln2< +771n2+771n2>

n? n \21 !
- 2(7> 2 e
n1n2< 2In2/ n? on (’72)>

= 2(In2)n (1 + 0p-40(1)).

Therefore, the asymptotic analysis of function f, gives us the following result

[ Fn(n) ~y e 20 2)n | (©)

Moreover, by hypothesis on py (7, p) given by the hypothesis

Lo __ Therefore, if we denote by k(n) € N* the quantity

low-bound g ¢, we have z(n) < —+“+—
99 )< ()

k(n)z[ fn(n) w

EP ([[g]]ly\]d:pg)

we conclude, as g is a non-negligible parameter and because of result Eq. (©) that k is polynomial in the
security parameter 7).
Proof assessment We have proved that if £ : nat is the natural term for whose semantics is given by

ot 1 on2 om0\
vy eN VpeQ,[k]Y : (1—,/1+)
<l 2 Ey ([gliye) nin2 7ln2

then k is polynomial in the security parameter n and is deterministic. Moreover, by analysis of the system
Eq. (Z), if we denote by ® and H the functions respectively defined by

d(n, p) LV (rst:7) € selectfgid krs. ¢ (rst)]ip’e

and  H(n, p)dzmc[[low-bound g ol e,
we have shown the following result

1

Vn e N* Pryeq [ ®(n, p) ‘ H(n, p) } >1- o

(n)

And finally, by definition of the function select given in Algorithm 2, for all ry : N* — X, we have

rand
selectizr)ld krs C {ry(i)}¥_, and then we conclude
Vne N, Pryeq [ [[selectEZI)ld kry C{rs1,...,rs K} % } =1
Consequently, those results achieves the proof of the rewinding lemma. O
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rs u; —»
select'? . T o Zn(rs w)

r
e, tl Qn rand .

rs Ug —» Z‘,T(I's ’LLQ)

selectg\;)d ke €5

ck —a

rs wy — 2z (rs wy)

select(2)

rand kr rs

e;ty —> Qn

rs Wy — 2z (rs we)

Figure 9: Skeleton of commited matrix extraction proof

D.3 Verifiability proof
Let ¢d:efck n,a,er, Qr, Tr, 2 (77), Sk, C, ¢/, €4, Ay, ', 2¢(T¢) be a trace such that

zkp-verif _ (ckn,a,e;) (r,Tr, 22 (T7)) A zkp-verif, (ck n,a, pkeg sk, ¢, ¢’ ep) (g, T4, 26(rp))

AN wi_ctxty sk c.

D.3.1 Extraction of the commited matrix

To be able to rebuild the commited matrix, we have to extract N witnesses (e}, k;)Y , for the relations of
correct commitment R™(e;), where (e;)Y, is a free family of Zé\z . Consequently, there is two steps of
rewinding, one on the vectors e;, for ¢ € [1; N] and the other one is when we obtain a candidate vector
€;, we have to rewind the challenge r € Z,, to be able to use the special-soundness axiom. Therefore, in
that case, we have to use two times the predicate low-bound, one states there is enough random vectors
to rewind and the second one states that for a chosen vector, there is enough random challengs to rewind.

Hence, if we denote by 1, the formula

e Ar. zkp-verif _ (ck n,a,e) (a,,r, z:(1)),

we have to suppose the following property
low-bound g (\e. low-bound ¢’ (¢, €))

for two parameters g, ¢’ : real with non-negl(g) and non-negl(y’).
Lemma D.2. Let £ be an environment, let © be a context of global formulas and let I" be a context of local
formulas. We denote by 1, the formula

wﬁdzof)\e. Ar.zkp-verif _ (ck n,a;e) (aq,r, z:(r)).

We suppose
&;6;T I low-bound g (\e. low-bound ¢’ (¢, €)), (He,r)

with
&; 0 F non-negl(g) A det(g) and &;O F non-negl(g’) A det(g’)

Then, the property £;0;T - a = com-mat (ck n) M s holds, where there exists a name e : nat — msg

and N terms tq,...,ty : nat pairwise distincts such that there exists a name r, : nat — msg and 2 terms

i1, 7,2 : nat with r; 1 # r; o such that if we denote, for all ¢ € [1; N], e;d:efm wy (i) and kid:efm wy (1) with

. def
wr (%) :ezkp-extract7T (ckn,a,es t;) (Qr, s 71, 27 (Ts 75.1)) (Qr, Ts Ti2, 22 (Ts 752))

then terms M and s are defined by M%7, u and sy u where u'<'solve a (es ti)N, (e, ki)N,.
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Proof. Firstly, we have to obtain N vectors such that the adversary produces at least two different proof
transcripts but for the same commit message to be able to apply the special-soundness axiom. To do so,

we apply the rewinding lemma (Proposition 5.2) to the formula wdch)\e. low-bound ¢’ (¢, e). Hence, there
exists a polynomial bounded and deterministic term ke : nat such that N < ke, a name e; : nat — msg,

and a selection function select‘(,Cct such that

E;0+ [low-bound g ¢ — V(es t) € selectVect ke €s. v (es t)]A [selectVect kees C{es1,... €4 kel]

Therefore, by L.BYGLOB and by hypothesis Eq. (He ), we conclude

E;0;THV(est) € select'™Y) ke 5.1 (€5 ).

vect

On another hand, we have the following global formula by the rule L..BAsIs
£;0 | [basisy (e, i)X,].

Therefore, by the second conclusion of the rewinding lemma and by the transfer of properties by adversarial
selection rule G.SEL, we have

£;0 F [N < ke — basisy (select™) ke e,)] )

Moreover, by the second conclusion of the rewinding lemma, and because Card( [[selectgc)t ke ey ) =N

by definition of the semantics of the type sety(msg), we conclude the existence of N pairwise distinct terms

t1,...,ty : nat such that 1 <t; < ... <ty < ke (without loss of generality for the order of terms ¢;) and
selectf,ec)t ke es = {es t;}¥ |. Therefore, for all i € [1; N], we have
&;0;T I low-bound ¢’ (¢, (es t;)) (Hr)

Now we have obtain those N vectors, we can apply the rewinding lemma for each vector to obtain two
different proof transcripts but for the same commit message in the goal of extract a witness by the special-
soundness property. Let ¢ € [1; N]. By the rewinding lemma (Proposition 5.2) applied to the formula
U, (es t;) the existency of a polynomial bounded and deterministic term k,. : nat such that 2 < k,., a name

rs : nat — msg, and a selection function select‘(jl)all such that

£;0 + [low-bound g (vx (s t;)) — V (r, t) € select), ky rs. tr (e t:) (rs 1)]
A [selectgi)all krrs C{rs1,...,rs kp}]
Therefore, by L.BYGLOB and by hypothesis Eq. (#,.), we conclude
E;O;THY(rst) € selectgl)all krts. ¥ (€5 t;) (rs t).

By the second conclusion of the rewinding lemma, and because Card([[selectgi),dn kr )iy fe) = 2, we conclude

the existency of 2 distinct terms ;1,72 : nat with, without loss of generality, 1 < r;1 < 7;2 < k, and
selectg]ln kyrs ={rs ri1,rs 1i2}. Therefore, for all ¢ € [1; N] and for all j € {1,2}, we have

E;0;T F zkp-verif _ (ckn,a,e, t;) (an,Ts 155, 22 (Ts 75 5))

By the special-soundness property L.X-P:SPSOUND applied to the relation of correct commitment R™ ([e; ;]
we conclude the existency of an extractor function zkp-extract, such that

E;0;T F zkp-rel . (i) (zkp-extract, ©,(i) px(i,1) px(i,2))

where xﬂ(i)dzd'(ck n,a, es t;) and pr (i, j) <a7r,r5 nﬂ,zw(rS ri;)), for all i € [1; N] and j € {1,2}. Hence,
for all 7 € [1; N], we denote by w, (i) the witness w (i )—zkp -extract, x,(i) pr(i,1) px(%,2). Besides, let
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ydef

e, and k; be the terms defined by €} =ms w, (i) and ki(ﬁfm wy (i). Therefore, by definition of the predicate

zkp-rel ., we have in particular
N
E;0;TF /\(a@ (es t;) = com-vec (ck n) €] k;). (%)
i=1
Hence, by properties Eq. (3), Eq. (x) and by the commitment opening rule L.OPEN, we conclude

E;0;TFa=com-mat (ckn) Ms
def def . def N ’ N
where M =m; v and s=m v with v=solve a (e, t;);_ (€}, ki) - O

D.3.2 M represents a permutation

Lemma D.3. Let £ be an environment, let © be a context of global formulas and let I" be a context of local

formulas. We denote by v the function wd:Cf)\r. zkp-verif . (ckn,a,e;) (ar, 7, 2:(r)). We suppose

&; 0  non-negl(g) A det(g) (Hy)
£;0;T I low-bound g v, (H1)
&;0;T+a=com-mat (ckn) M s, (H2)

Then, we conclude &;0;I" - perm M.

Proof. By the rewinding lemma (Proposition 5.2) applied to the formula 1, their exists a polynomial bounded

and deterministic term k,. : nat such that 2 < k,, a name r; : nat — msg, and a selection function selectgizﬂl
such that

&;0+ [low-bound g ¢ — V(rs t) € selectgizﬂl krrs. 9 (rs £))A [selectgi)an krrs C{rs1,...,rs k. }]
Therefore, by L.BYGLOB and by hypothesis Eq. (#1), we conclude
E:0;THVY(rst) € selectg‘lﬂl krrs. 1 (rgt).

Hence, their exists 2 distinct terms 1,79 : nat with, without loss of generality, 1 < r;1 < r < k. and
selectii)all k. rs = {r1,r2}. Therefore, we have

£;60;T+ /\ (zkp-verif . (ck n,a,e;) (ar,rs 1, 22 (rs 75))).
je{l.2}

By the special-soundness property L.X-P:SPSOUND applied to the relation of correct commitment R°™ ([e,]
we conclude the existency of an extractor function zkp-extract, such that

23

&;0;T I zkp-rel_ (ckn,a  e;) w,.

where w, is the witness defined by

lof
Wy = zkp-extract, (ck n,a,e;) (an,rs 11, 27 (Cs 1)) {Qr, Ts T2, 27 (T T2)).

Hence, let t, € and k be the terms defined respectively by tdzefﬂ'l Wy, € dzefﬂ'g w, and deZEfm wy. By definition
of the correct commitment relation predicate zkp-rel_, we have the three following properties

£;0;T-a®1=com-vec (ckn)1t (7)
E;0;T+a®e, =com-vec (ckn) e k (i1)
&;0;T I prody € = prody e, 0]
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— By Eq. (i), by hypothesis Eq. (H2) and by using the rewrite rule L.REWRITE, we have &;0;I" +
(com-mat (ck n) M s)® 1 = com-vec (ck n) 1 t. Next, by action of ® on commitments and by transi-
tivity, the rule L.®:CoMm applied to the previous identity leads to £;0;T" F com-vec (ck n) (M -1) (s |
1) = com-vec (ck n) 1 t. Finally, as the commitment scheme KS(Z% ) is computationally binding, we
conclude, thanks to the related rule L.CoM:BIND, the following equality

;M- -1=1. (*1)

— Similarly, using equation Eq. (i7) and hypothesis Eq. (#H2), we conclude by the binding rule L.CoM:BIND
the following judgement &£;0;T + M - e, = €. Hence, by the rewrite rule L.REWRITE and by the last
equation Eq. (ii1), the last identity leads to

E;0;T Fprody (M -e,) =prody e;.

Let Py (M) be the polynomial defined by Py (M)d:efprodN (M-X)—prody X. As e, is a fresh name,
we can apply the Schwartz-Zippel lemma to the polynomial Py (M) and conclude by the related rule
L.Sz

E;0;TFprody (M-X)=prody X. (*11)

Consequently, as equations Eq. (x1) and Eq. (1) hold, we conclude by the characterisation of permutation
matrix that M represents a permutation, i.e. by apply the rule L.m:CHARAC, the following judgement holds
&;0;I' - permy M. Therefore, the vector a is a commit message to a permutation matrix, i.e. we have

E;0;TFa=com-mat (ckn) Ms and &;0;TF permy M.

O

D.3.3 M was used to shuflle the inputted ciphertexts list with the shuffle-friendly map ¢,

Lemma D.4. Let £ be an environment, let © be a context of global formulas and let T" be a context of local
formulas. We denote by 14 the formula defined by

1/1¢d:ef)\r. zkp-verif , (ck n,a, pkeg sk, ¢, ¢’ e4) (ag, 7, 24(r))

We suppose
&;© F non-negl(g) A det(g) (Hy)
&;0;T I low-bound g 1 (Hr)
E;0;T+a=com-mat (ckn) Ms (Ha)
E;0;T + permy M (Hr)

Then, we conclude the following property
N
£;0;T+ /\(3 v;. ¢ ® (M - i) = shuf-map (pkcs sk) (¢ ® i) v;).

i=1

Proof. To ease notations, we denote by x4 the statement defined by x¢d:ef(ck n,a,pkeg sk,c,c’,e,). By
hypothesis Eq. (#,) and by the rewinding lemma (Proposition 5.2) applied to the function 4, we conclude

the existency of a term k,. : nat such that 2 < k,., a name r, : nat — msg and a selection function selectﬁién
such that their exists 2 distinct terms t¢1,t5 : nat with 1 < t; < to < k, such that selectgl)all k. ry =
{rs t1,rs t2} and
E;60;TF /\ (zkp-verif ; x4 (g, 15 L), 24(rs t5)))-
Je{1,2}
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By the special-soundness property L.3X-P:SPSOUND applied to the relation of correct shuffle RS e ([es]1r /),
bpk olm: e
we conclude the existency of an extractor function zkp-extract, such that

&;0;I' - zkp-rel, x4 wy
where wg is the witness defined by

w¢d:szkp-extract¢ Ty (g, Ts 11, 24(Ts 1)) (g, T's ta, 24 (T t2)).

Hence, let €/, k and u be the terms defined respectively by e’ d:Cfm W, kd:CfWQ wg and ud:Cfm wg. By definition
of the correct shuffle relation predicate zkp-rel,, we have the two following properties

£:6;I'a®ey; =com-vec (ckn) e k (i)
&;0;TF ¢’ ® e =shuf-map (pkg sk) (¢ ® ep) u )

By the first equation Eq. (), by the hypothesis Eq. (Ha,) and by the binding rule L.CoM:BIND applied to
the commitment scheme KS(ZQ{I ), we conclude £;0;T' - M -e4 = €'. Therefore, the second equation Eq. (i7)
becomes

E6;T'Fc ® (M -ep) = shuf-map (pkeg sk) (¢ ® ey) u

Besides, as e, is a fresh name, we have £ 0;T F ¢°° (c,c¢’, M). Moreover, by hypothesis Eq. (H.), M is

rand
a permutation matrix, i.e. the following property holds £;0;I' - permy M. Thus, by characterisation of

shuffle-friendly maps given by the rule L.SFM:CHARAC, the following property holds
E,(x:msg); ;T F Juy. ¢’ ® (M - x) = shuf-map (pkcg sk) (¢ ® x) vy

In particular, this property holds for all vectors i where 7 € [1; N] and achieve this way the proof. O

D.3.4 Proof of the verifiability property under conditions

Now we have obtain the 3 key lemmas to show that we can extract a permutation matrix 7 from the commit
message a sent by the adversary and show that this matrix 7 was indeed used to shuffle the inputted
ciphertexts list ¢ to form the outputted ciphertexts list ¢/, we can present the lemma proving the verifiability
property we want but under some conditions needed to rewind parts of the protocol trace.

Lemma D.5. Let £ be an environment, let © be a context of global formulas and let I" be a context of local
formulas. We denote by H the function defined by

HE Ne. Ar. M. zkp-verif . (ck n,a,e) (o, T, zx(r)) Nzkp-verif ; (ck n,a, pkeg sk, ¢,c’, eg) (ag,r’, 24(r"))

A wi_ctxty sk c.

We suppose
&;0 F non-negl(g) A det(g) (Hy)
£;0 I non-negl(g’) A det(g’) (Hy)
&;0;T F low-bound g (\e. low-bound ¢’ (H e)) (H1)
£;0;T + low-bound ¢ (H e,) (Ha)
O TFHerrrry (Hs)

Therefore, we conclude the following property

E;0;T I wf ctxty sk ¢’ Neqmy (dec-listgg) sk c) (dec-listg;) sk ).
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Proof. Let 1, be the formula defined by

wﬂd:d)\e. Ar. zkp-verif . (ck n,a,e) {ag,r, z2:(r)). By definition of ¢, and H, we have the following global
judgement
EOF [Herr = 4rer]. (*r)

Hence, by the rule L.LB:TRANS of local transitivity and because £ F ¢’ : real with £;© F non-negl(g),
we conclude &;0;2 + low-bound ¢ (H e) — low-bound ¢’ (¢, e) for all vector e. In fact, this last
property is true with probability 1, i.e. we have £;0  |[low-bound ¢’ (H e) — low-bound ¢’ (¢ e)].
Therefore, by apply one more time the rule L.LB:TRANS and because € F ¢ : real and £; © - non-negl(g),
we conclude

£;0; 2 I- low-bound g (A\e. low-bound ¢’ (H e)) — low-bound g (\e. low-bound ¢’ (¢ €)).
Hence, by this last judgement and by hypothesis Eq. (1), we conclude
&;6;T I low-bound g (\e. low-bound ¢’ (¢, €)).

Therefore, by the first key lemma (Lemma D.2), we conclude the existency of two terms 7 and s such that
&;0;T F a=com-mat (ckn) rs.

Next, by global property Eq. (), by the local transitivity rule L.LB:TRANS, because £ | ¢’ : real and
&;0 F non-negl(g’) and by hypothesis Eq. (Hz), we conclude &£;0;T + low-bound ¢’ (¢ e,). Therefore,
by the second key lemma (Lemma D.3), the rebuild matrix 7 previously obtained is a permutation matrix,
i.e. we have the property £;0;I' - permy 7. Hence the vector a sends by the adversary can be open to a
permutation matrix:

E;0;TFa=com-mat (ckn)ms and &;0;TF permy 7. (I
Now, let 14 be the formula defined by

def

Yg=Ar'. zkp-verif , x4 (g, 7', 24(r"))
where 4 is the statement defined by sc¢,d:cf(ck n,a,pkeg sk, ¢, c’,ey). Hence, by definition of ¢4 and H, we
have the following global judgement

E;OF [Herr — ] (*4)

Hence, by global property Eq. (*4), by the local transtivity rule L.LB:TRANS, because € I ¢’ : real and
&; 0 F non-negl(g’) and by the second hypothesis Eq. (#2), we conclude &; ©;T" - low-bound g’ ¢,. There-
fore, by this last property and by the conclusion Eq. (I'), we can apply the third key lemma (Lemma D.4)
and conclude the following property

N
£:0;T+ /\(Fvi. ¢ ® (r-i) = shuf-map (pkeg sk) (¢ ® i) vy).

i=1

By conclusion £;©;I' - permy 7 given by Eq. (I') and by the injectivity rule for permutations L.7m:INJ,
we have, for all i € [1; N], the existency of an index j; € [1; N] such that the property £;0;T F 7-i = j; holds.
Hence, by the action rule of ® on canonical vectors applied to i and j;, we conclude £;0;TFc®i= (c|1i)
and &;0;T'F ' ® (m-i) = ®ji = (¢’ | ji) = (¢’ | m-i) by the rewrite rule L. REWRITE. Then, the equation
obtained in the previous step becomes

&;0;T' +Ju;. (¢' | - i) = shuf-map (pkeg sk) (c | i) v;. (@)

As the inputted ciphertext list ¢ is well-formed for the secret key sk by the third hypothesis Eq. (Hs), i.e.
&E;0;T + wf_ctxt sk c, we have by the characterisation of the predicate wf_ctxt rule L.WF:VALID, for
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all i € [1;N], &;0;T + wf_ctxt sk {c | i). Therefore, by the correctness rule for shuffle-friendly maps
L.SFM:CORRECT, and by the equation Eq. (®), we have

N
£;6;T + A (deccs sk (¢ | 7-i) = deccs sk (c| i)).

i=1

Next, by application of the characterisation rule of dec-listgg) L.DecLisT and by the rewrite rule, the

previous equation becomes &; 0;T Afil((dec-listgg) skc|(n-i)) = (dec-list((cg) sk ¢ | i)). Finally, using
this property and because the property £; ;' - permy 7 holds, the characterisation of multisets equality
rule L.EQM:CHARAC leads to

E;0;T Feqmy (dec-listfcg) sk ') (dec-listég) sk c)

D.3.5 Proof of the verifiability property
Now, we can finally prove the verifiability property. We denote by H and Goal the functions defined by

HE Ne. Ar. i’ .zkp-verif . (ck n,a,e) (o, T, zx(r)) Azkp-verif ;, (ck n,a, pkeg sk, c,c’,eq) (g, 7", 24 (1))
A wf_ctxty sk c

and
Goal Zwf_ctxty sk ¢/ A eqm (dec-listég) sk c) (dec-list((cg) sk ).

Hence, the verifiability property consists in proving the following global formula
E;DF [Heqryry — Goall.

Therefore, by the elimination rule G.LB:ELIM of predicate low-bound applied to the hypothesis function
‘H e, and to the goal Goal, we have to prove

&;@ VY (g : real). non-negl(g') A det(g') >[low-bound ¢’ (H e;) — H e, 7 14 — Goal].
Let ¢’ : real with non-negl(¢’) and det(g’) be a non-negligible deterministic parameter. By another use of

the elimination rule G.LB:ELIM of predicate low-bound applied to the hypothesis function

H;,dﬁf)\e. low-bound ¢’ (H e) and to the goal Goal'“)e. H e 1y ry — Goal, we have to prove

E.(g : real); @ k- V (g : real). non-negl(g) A det(g) =[low-bound g 1, — H/, e, — Goal e,].

Let g : real with non-negl(g) and det(g) be a non-negligible deterministic parameter. By putting notations
back together, we have to prove the following judgement

&,(9,¢ : real); @ + [low-bound g (Ae. low-bound ¢’ (# e)) — low-bound ¢’ (H e:) = H e, rr ry — Goal]

Which is exactly the statement of the last key lemma (Lemma D.5). Therefore, we have achieved the proof
of the verifiability property.
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