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A B S T R A C T

Electrochemical (EC) techniques are crucial in detecting microbiologically-influence corrosion (MIC) in both 
laboratory and field settings. This review fundamentally examines the electron transfer mechanisms ad microbial 
interactions with corroding metal surfaces, emphasizing the strengths and inherent limitations of EC in accu-
rately assessing corrosion rates across various scales. The non-destructive and electrical stimulating techniques 
are discussed, highlighting their applicability for in field conditions. Emerging local techniques are assessed for 
their potential in laboratory MIC investigations. Despite their limitations, advanced EC methods, integrated with 
microelectrodes and microscopy, facilitate exploration of MIC phenomena in a multi-evidence approach.

1. Introduction

Microbiologically-influenced corrosion (also simplified as microbial 
corrosion or MIC) is corrosion driven or accelerated by microbial ac-
tivity on metal surfaces, involving diverse microorganisms such as 
bacteria, archaea, fungi, algae, and protozoa. These microorganisms 
range from the most economically destructive to the most extensively 
studied since the phenomenon was first reported [1–5]. Recent advances 
in molecular tools like next-generation sequencing (NGS) [6–9], have 
expanded our understanding of the microbial communities involved in 
MIC [10–12]. It reveals a broader diversity than traditional culture 
methods, which could only identify less than 0.01 % of the total, mostly 
focusing on the well-known corrosive sulfate reducing bacteria (SRB). 
While the specific microorganisms involved in MIC are numerous, the 
key question remains: “What is the corrosion rate of a material in an 

environment with aggressive microbial activity?” [13,14]. The answer, 
which will likely remain unchanged in the future, is “it depends”. This 
prompts further questions: “What material? What environmental con-
ditions?” and importantly, “During what time period?”. Similarly, for 
questions concerning other types of complex issues on a large scale, such 
as “What is the cost of a war?” or “What is the impact of humanity on the 
climatic change?”, the answer about MIC cannot be separated from 
timing and various stochastic variable conditions that can alter the 
course of events at the microbial scale, especially during crucial steps. 
The unpredictable nature and strategies of life over time make MIC 
distinct from other corrosion scenarios. However, since MIC, as any 
corrosion, is an electrochemical (EC) phenomenon driven by redox 
chemical reactions on conductive materials, its rate can be measured 
and monitored using electrochemical techniques.

Microorganisms directly alter the chemical-physical conditions at 
the metal-solution interface [15,16] creating a complex environment 
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Nomenclature

Acronyms
AC Alternating current
AFM Atomic Force Microscopy
BES Bio-Electrochemical Systems
CA Chrono Amperometry
CV Cyclic Voltammetry
c-cyt Cytochrome
DEIS Dynamic Electrochemical Impedance Spectroscopy
DET Direct Electron Transfer
DC Direct Current
DIA Differential Impedance Analysis
DNA Deoxyribonucleic Acid
EC Electrochemical Techniques
EET Extracellular Electron Transfer
EFM Electrochemical Frequency Modulation
EIS Electrochemical Impedance Spectroscopy
EN Electrochemical Noise
EPS Exo-Polysaccharides
FESEM Emission Scanning Electron Microscopy
HER Hydrogen electrochemical reduction (protons or water into 

hydrogen gas)
LEIS Localized Electrochemical Impedance Spectroscopy
LOM Local Operating Model
LPR Linear Polarization Resistance
MIC Microbiologically-Influenced Corrosion (or microbial 

corrosion)
M-S Mott–Schottky plots
OCP Open Circuit Potential
OER Oxygen Electrode Reaction
PDP Point Defect Model
PDP Potentiodynamic Polarization
QMT Quantum-Mechanical Tunnelling
RNA Ribonucleic Acid
SCE Standard Calomel Electrode
SECM Scanning ElectroChemical Microscopy
SKP Scanning Kelvin Probe
SVET Scanning Vibrating electrode Technique
SRB Sulfate Reducing Bacteria
LEIS Localized Electrochemical Impedance Spectroscopy

As used in the equations
A area (cm2)
ba (βa = ba

ln10) anodic Tafel slopes
bc (βc =

bc
ln10) cathodic Tafel slopes

aOH− activity of OH- species
CO concentration of oxygen vacancies
CL

v concentration of cation vacancies at the metal/barrier 
layer interface

C0
i concentration of cation interstitials at the barrier layer/ 

outer layer interface
CH concentration of hydrogen ion at the barrier layer/outer 

layer interface
C0

H+ standard concentration of hydrogen ion (1 mol L–1)
[C] enzyme concentration (mol L-1)
[Ox] concentration of oxidized species
[Red] concentration of reduced species
[S] substrate concentration (mol L-1)

pO2 partial oxygen pressure
C capacitance
e electron charge
EFB flat band potential
E potential (V/Ref)
E◦ standard potential (V/Ref)
Ecorr and Eredox corrosion and redox (Nernst) potential, 

respectively
E1/2 half jmax potential
Epit piting potential or breakdown potential Eb
Eprot protection potential.
Ecrit critical potential
F Faraday constant (96,485 C mol–1)
ΔGo standard Gibbs free energy
HAD overlap between D and A orbitals
j current density (A m-2)
jcorr corrosion current density
jmax maximum current density from a reaction
jSS steady state current density
jcrit critical current density for passivation
jpass and passive current density
kB Boltzmann constant (1.38× 10–23 J K–1)
kET electron transfer rate (ET rate)
kET(0) activation-free rate
ki and k0

i rate constant and standard rate constant of the ith reaction
kn hopping rate with n number of hopping steps
KM Michaelis constant (mol L-1)
KS half-saturation constant
l path (cm) between anode and cathode
LSS steady state barrier layer thickness
n kinetic order of the dissolution reaction of the barrier layer
ND and NA donor and acceptor densities, respectively (cm-3)
(rDA − ro) separation distance between D and A orbitals
Rb media resistance (Ω)
Re electrolyte resistance
Rp polarisation resistance
R gas constant (8.314 J mol–1 K–1)
T temperature (298 K for standard conditions)
V applied potential (V/Ref)
z number of electrons transferred in the redox reaction
Z Zreal + jZimag Z’+jZ’’ complex impedance
α polarizability of the bl/ol interface
αa and αc anodic and cathodic transfer coefficients
β pH dependence of the potential drop across the bl/ol 

interface
β medium performance factor
δ thickness
δ and χ oxidation state of cation in outer layer and barrier layer
ε dielectric constant
ε0 permittivity of vacuum (8.85 × 10− 14 Fcm− 1)
εbl and Lbl electric field strength and thickness of the barrier layer 

(bl). Same for outer layer (ol)
η overpotential
λ reaction energy
σe(x) electronic conductivity profile in the barrier layer
σ ionic conductivity (S cm− 1)
φm

bl
potential drop across the metal/barrier layer interface

ω = 2πf angular frequency
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which evolve from a conditioning film to a mature biofilm, formed by 
aerobic and anaerobic layers (Fig. 1). This environment modifies both 
electrochemical and biological processes either accelerating or inhibit-
ing corrosion.

It has been widely demonstrated that the primary MIC mechanism, 
involves the direct interaction of the microorganisms and/or their me-
tabolites with the metal surface [17–20]. The Fig. 1 illustrates how the 
complex interaction between algae (phototrophic) and bacteria (het-
erotrophic) can in different ways led to material degradation. MIC can 
either occur directly, via reactive oxygen species (ROS) produced by the 
photosynthetic metabolic activity, or indirectly, by providing metabolic 
products (oxygen) to bacteria within biofilms. Also, microorganisms can 
compete with the surface for oxygen consumption during their aerobic 
metabolism, making the environment anaerobic and therefore less 
aggressive. They can also prevent the diffusion of certain chemical 
species, particularly organic matter from dead organisms, through a 
structured biofilm layer. In aerobic conditions, biofilms formed by mi-
croorganisms can create differential oxygen concentration cells, pro-
moting localized corrosion like pitting [17–20]. Conversely, biofilms 
can also protect metals by limiting oxygen availability or fostering the 
formation of protective layers of corrosion products [21].

The concept of electroactive biofilms emerged at the start of the 21st 
century, recognizing that microorganisms could exchange electrons 
with non-soluble substrates such as conducting materials [221,222]. 
Thus, in anaerobic environments, extracellular electron transfer (EET) 
explains why corrosion is enhanced [3–5,22]. Therefore, since micro-
organisms are recognized as being able to catalyze the EC reactions 
involved in corrosion, MIC phenomena have been extensively investi-
gated using EC techniques [15]. Many EC techniques have been suc-
cessfully employed to study various aspects of MIC under aerobic and 
anaerobic conditions in complex electrolytes, such as microbiological 
culture media [21–30]. Electrochemistry is almost always necessary to 
quantify corrosion rates, investigate MIC reactions, study the mecha-
nisms at the metal/biofilm interface, and monitor the onset of MIC and 
its propagation [31]. Other techniques, such as weight loss, metallo-
graphic and microscopy observations, only confirm the electrochemical 
information and the occurrence of MIC by post-experimental examina-
tion (after the fact!). EC techniques offer real-time monitoring with 
minimal disruption of the interface. However, they face challenges 
related to the resolution and sensitivity needed to detect subtle changes. 

The unpredictable nature of biofilm formation complicates EC mea-
surements, as biofilms evolve over time and can vary in thickness, 
composition, and microbial activity. Furthermore, biofilm heterogene-
ity, both spatially and metabolically, introduces additional complexities 
in interpreting EC data. Transcriptomics of producing enzymes and 
metabolomics are some new chemical techniques with great potential 
for monitoring MIC mechanisms and development. The ability to rapidly 
detect, identify, and determine the metabolic status of bacteria in situ 
could revolutionize microbiology [32]. However, these techniques 
require invasive sampling of the biofilm and complex knowledge, which 
is still lacking, for data interpretation [33,34]. Even, no direct correla-
tion exists between microbial composition and corrosion rate, high-
lighting the complexity of MIC. It must be remarked that there are no 
field conditions where just a single species exists, and it is not possible to 
recognize by EC techniques alone the single contribution to MIC of 
different species living in the biofilm. Ultimately, combining EC with 
molecular techniques and artificial intelligence may offer deeper in-
sights into microbial corrosion and help model its behaviour in 
real-world scenarios.

By sampling electrical feedback from the metallic surface, EC tech-
niques offer the possibility of detecting and monitoring the redox re-
actions of the corrosion process in real time, thereby avoiding (or 
minimizing) invasive effects that can markedly alter the investigated 
phenomena. On the other hand, electrochemistry can also be severely 
disruptive, depending on the intensity of the electric perturbation used. 
Typically, an electrochemical system reversibly reacts to a temporary 
electrochemical stimulation of a few mV or µA, and it takes a few mi-
nutes to reach a new equilibrium or steady-state if such a stimulation 
persists. If the perturbation is much higher (i.e., more than between 10 
and 20 mV), the system can be irreversibly modified or take hours to 
return to the original condition, depending on the kinetics of the pro-
cesses involved. This is particularly important in the case of MIC, as 
microbes can detach from the electrode due to the stimulation. There-
fore, possible to acquire information about the progress of the corrosion 
process by monitoring the response of an electrochemical system to a 
controlled electric stimulation.

Considering these aspects, this review aims to screen EC techniques 
used to investigate MIC at laboratory level, and to monitor MIC in the 
field, discussing challenges in understanding MIC mechanisms.

Fig. 1. Relevant steps of microorganism attachment and biofilm formation in aerated waters: (a) rapid and spontaneous conditioning film of adsorbed organic and/ 
or inorganic layer formation produced by natural biological and chemical processes in the form of metabolites and decomposition products of marine life or present 
in the environment; (b) reversibly microbial initial attachment; (c) secretion of extracellular polymeric substances (polysaccharides, proteins and extracellular DNA 
that form the slimy aggregates termed biofilms) during biofilm growth with some metabolites (ROS, NO, extracellular matrix, …) that influence physicochemical 
conditions at the metal/biofilm interface; and (d) mature biofilm formation with various structural components and dynamic consortia of microbial clusters including 
aerobic and anaerobic organisms (spatiotemporal diversity).
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2. Macro- to nano-scale MIC

This section reviews how living biofilms create inhomogeneous conditions 
that can lead to localized corrosion and disrupt protective oxide layers. Mi-
croorganisms can either promote or inhibit corrosion, depending on several 
environmental factors, with oxygen content being the most relevant. These 
phenomena can be investigated at different scales using electrochemical 
techniques. The thermodynamics of extracellular electron transfer (EET) 
through biofilm and conductive networks are described, highlighting the 
central role that ionic species and redox mediators play in accelerating 
corrosion kinetics.

A biofilm is a catalytic respiring barrier growing at the metal- 
solution interface. The respiration of microorganisms consists of a 
cascade of redox reactions where electrons are delivered to a final 
electron acceptor (oxygen, nitrate, and sulfate) by protein electron 
carriers. Direct interaction with the conductive substrate (electrode) 
changes the chemical-physical characteristic of the interface, usually 
allowing microorganisms to obtain nutrients and a satisfactory envi-
ronment for their community. The corrosion phenomenon also occurs at 
the metal-solution interface, driven by the electrochemical performance 
of this specific location, where the oxide passive layer develops, 
depending on the thermodynamics and kinetics of the system.

The oxide layer thickness is a few nanometres for a passive metals 
like stainless steel and titanium alloys, whereas oxide films of a hundred 
nanometres are reported for copper alloys (often termed protective 
oxide layers). The less protective oxides that develop on carbon steel are 
hundreds of microns thick and cannot match the performance of the 
thinner passive films of stainless steels. Nevertheless, stainless steels also 
suffer from MIC. Several laboratory studies have discussed and docu-
mented how communities of bacteria, including single-cell components, 
can attach and propagate to form a biofilm and then disrupt and degrade 
the passive layers of stainless steel in a few hours. Typically, Sulfate 
Reducing Bacteria (SRB) are involved in creating pitting phenomena, 
such as documented on 304 L stainless steel in the presence of Geobacter 
sulfureducens under an established biofilm (Fig. 2 [24]). MIC was here 
explained by an inhomogeneous surface energy distribution that caused 
bacteria colonization and pit formation, while in another study [35], the 
co-presence of conductive cell filaments and magnetite in the biofilm 
was outlined (Fig. 3).

A different example of stainless steel pitting corrosion due to aerobic 
Shewanella algae was documented by the nanomanipulation mode of 
Atomic Force Microscopy (AFM) which allowed for obtain the three- 
dimensional topography of cell/passive film under the settlement. In 
this case, the variation of Volta potential in the area of the microbe 
settlement was correlated to accelerated degradation of the passive film 
[36].

A uniform condition at the interface never truly exits, probably not 
even in the case of uniform acidic corrosion of iron, and certainly not for 

alloys in any environment, especially when a biofilm is present. Typi-
cally, the oxygen concentration inside the biofilm decreases due to 
aerobic respiration, thus the surface area immediately adjacent to the 
biofilm will be subject to anaerobic conditions. In contrast, the areas of 
the metallic surface without a biofilm will be under aerobic conditions, 
thus creating a galvanic couple (driven by differential aeration). More-
over, local inhomogeneities, such as differences in medium composition, 
concentrations, phases, and states (gas, liquid, and solid) of the matter, 
are present in both the anaerobic and aerobic biofilm layers. These 
factors contribute to increasing the complexity of the interface and 
possible electron pathways.

Despite the increase of biofilm thickness promoting the anaerobic 
condition on the metal surface and stabilizing these conditions, there is 
no evidence that biofilm thickness (or the count of microorganisms) 
strictly correlates to the corrosion rate. Inhomogeneities conditions on 
the surface and electron pathways across the biofilm are more likely 
responsible for corrosion and corrosion inhibition than the biofilm 
thickness itself.

Fig. 4 illustrates the microscale distribution of aerobic bacterial cells 
(Vibrio sp.) on a carbon steel surface, observed using Field Emission 
Scanning Electron Microscopy (FESEM) and confocal microscopies [37]. 
The exopolymer matrix filling the space between bacteria agglomerates 
(green) is not visible. However, it is an important component of this 
oxygen-respiring biofilm, which has shown to provide a protective 
behaviour against corrosion. On abiotic samples, the higher abundance 
of oxygen at the surface caused more intensive corrosion of the steel, 
covered by a partially protective (inhomogeneous) layer of iron oxides 
of hundred microns in thickness.

Biofilm has a complex structure although more than 90 % of their 
weight is water (in a liquid phase) [38]. Various physical and electro-
chemical characteristics were measured by assessing the entrained 
water with microsensors, including local fluid flow velocities, oxygen 
concentration, redox potential, and local mass transfer coefficient pro-
file within the biofilms. Examples illustrate the use of microelectrodes 
and microsensors in studying biofilm structure and physical-chemical 
characteristics.

A clearer physical description of biofilms was achieved by using 
redox microelectrodes in a work that investigates the stratified structure 
of biofilm and transport/transformation processes involved, as detailed 
in Ref. [39]. Dissolved oxygen and pH were measured at 100 µm in-
tervals through a 2.5 mm thick mixed species biofilm. Recently, a 
J-shaped oxygen microelectrode was used with an open flow system 
under microscopic examination at depth intervals of 10 µm. The loca-
tion of the electrode tip was verified using confocal laser microscopy, 
providing highly accurate information on the depth of the electrode 
within the biofilm and its position relative to pores in the biofilm matrix. 
Local oxygen gradients were measured within cell clusters and pores. 
Microsensors were also successfully used for sensing sulfide and 

Fig. 2. Dense local settlement of Geobacter sulfreducens (white spots) in the vicinity of deep pits on 304 L stainless steel a) and in a region free of pitting (b) observed 
by an Epifluorescence microscopy (from ref. [24]).
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measuring pH to monitor the activity of sulfate-reducing microorgan-
isms and sulfur oxidizers. Amperometric and potentiometric measure-
ments of H2S were also successfully conducted using microelectrodes, 
documenting the anaerobic conditions present in biofilms interfacing 
with air [40]. In another study, of the use of microelectrodes combined 
with electrochemical impedance spectroscopy (EIS) was explored to 
differentiate between one- and two-electron transfer electrochemical 
reactions occurring within marine microbial biofilms [41]. Unlike con-
ventional electrodes, microelectrodes are able to detect the local activ-
ities (concentrations) of various chemical species that influence either 
the current or potential at the metallic interface and within the biofilm. 
By combining microelectrodes with micro-mechanical devices and mi-
croscopy for scanning macro surfaces (of a few centimetres squared) at 
the microscale (as in Figs. 3 and 4), it is possible to measure and analyze 
data from the corrosion products and other micro-components charac-
terizing the metallic surface.

Building on advancements in microsensors technologies, local elec-
trochemical techniques such as the scanning electrochemical micro-
scopy (SECM), the scanning vibrating probe technique (SVET), and the 
local EIS (LEIS) are now more widely used to study the interactions of 
chemical and microbial components at the microscale. A more detailed 
description of such local techniques applied to MIC studies was recent 
reviewed by Chang et al. [42] to which reference is made for further 
details. Hence, here they are only briefly described in the last chapter.

2.1. Extracellular electron transfer at the biofilm and metal interface

During the colonization of a metallic surface, bacteria excrete 
Extracellular Polymeric Substances (EPS), which include poly-
saccharides, fatty acids, proteins, and enzymes. These substances help 
anchor the biofilm to the surface and facilitate interactions whether 
cooperative or competitive, with other microorganisms. The EPS 
network forms the structural component of the biofilm, which can 
exceed more than 100 µm in thickness. Extracellular Electron Transfer 
(EET) within the biofilm can occur through the structural network of 
EPS and bacterial membranes (dielectric components), as well as 
through the locally conductive aqueous media that constitutes most of 
the biofilm’s mass, due to the dissolved ions and enzymes it contains. 
Fig. 5 summarizes the three popular biofilm models for EET for Sulfate 
Reducing Bacteria (SRB), which can to varying synergically extents 
contribute to the progression of the corrosion process: a) direct contact 
or conductive cell extensions (pili) of living cells, b) a conductive EPS 
network within the biofilm, c) the use of electron-shuttles (e.g., extra-
cellular or self-excreted small molecules such as phenazines, flavines, 
quinones, and extracellular cytochromes hydrogenase). Electron shut-
tles actively enable clusters of microorganisms located away from the 
metal surface to contribute to the electrochemical process.

Research to elucidate the role of the biofilm components in EET is 
ongoing in several laboratories, particularly with the development of 
Bio-Electrochemical Systems (BES). However, the results remain 
controversial and do not yet provide a comprehensive explanation of 

Fig. 3. Atomic force microscope analysis of primary filaments emanating from genetically modified G. sulfureducens strain (strain named ACLHF and ACLHF/Aro-5) 
a) Amplitude image and filament height measurement (inset) taken at the location designated by the dashed white box for strain ACLHF (left) and strain ACLHF/Aro-5 
(right) b) Current-voltage analysis of conductance filament for strain ACLHF (left) and strain ACLHF/Aro-5 (right) c) Confocal laser scanning microscopy images of the 
stainless steel surface after biofilms had been removed from incubations with strain ACLHF (left) or strain ACLHF/Aro-5 (right). Modified from ref. [35].

Fig. 4. FESEM scanning electron microscopy and confocal microscopy (CLSM) images of biofilms formed by Vibrio sp. on X80 carbon steel (from ref. [37]).
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corrosion phenomena [43]. Among these, EET facilitated by extracel-
lular redox mediators is the most well-documented [44]. These studies 
typically combine transcriptomic analyses of RNA and EC 
measurements.

2.1.1. Biofilm conductivity and consequence for EET
The components forming the solid polymeric network within the 

biofilm display semiconductor properties, characterized by their con-
ductivity in a range between 10–6 and 1 mS cm–1. The presence of redox 
components can enhance conductivity, but their pseudo-capacitive 
characteristics are significantly lower compared to those of corrosion 
products, passive oxides and organic coatings [43,45] (see Fig. 6). It is 
important to note that EET through a network of organic polymers 
(dielectric), such as cell membranes or EPS in the biofilm, is several 
orders of magnitude lower than electron transfer in metallic materials. 
Additionally, ionic conductivity within the biofilm is also orders of 
magnitude lower than that of metals. However, natural waters and 
biological solutions typically exhibit ionic conductivity that is several 
orders of magnitude higher than the common biological polymers, and 
corrosion products (Fig. 6). At 25◦C, the conductivity is less than 10− 6 S 
cm–1 for cellulose [46], is 7.6 × 10–8 S cm–1 for benzene, 1.35 × 10–9 S 
cm–1 for ethyl alcohol and 3 × 10–7 S cm –1 for glycol [47].

The dielectric characteristics of biofilms were primarily studied in 
BES, such as microbial fuel cells and microbial electrolysis cells. In these 
systems, microorganisms exhibit the same metabolic behaviour as in 
MIC, but reside on ideally-polarized (i.e., inert) anodes that do not 
corrode. The electrochemical process, whether spontaneous or induced 
by an external polarization, generates ions from water redox processes, 
the oxidation of organic compounds and other redox reactions occurring 
at the electrode/biofilm interface. In capacitive corrosion processes, 
ions are also supplied by metal dissolution (corrosion products), which 

leads to the formation of capacitive or pseudo capacitive passive layers. 
In polarized systems, where electrodes are inert and highly conductive, 
anode dissolution does not occur. Consequently, it is possible to estimate 
the capacitive properties of the biofilm, unlike in the corrosion process 
where these properties are influenced by corrosion products. A con-
ductivity of approximately 250 µS cm–1 was observed in ‘electroactive’ 
(polarized) biofilms, which consisted of a diverse bacteria consortia 
sustaining current densities of around 1 A m–2 on a polarized inert 
anode [48]. Similar values of biofilm conductivity were reported for 
single strains of Geobacter sulfureducens by the same authors. The con-
ductivity of biofilms formed by dual-species Geobacter aggregates was 
two orders of magnitude lower [49], and the conductivity of biofilms 
composed of multispecies methanogenic aggregates derived from 
wastewater digesters was one order of magnitude lower [50]. It was 
suggested that a stronger selection microorganisms occurs in biofilms 
with higher conductivity compared to planktonic microbial aggregates 
because electrons need to be transported much farther in the first case 
[47].

However, another explanation, not yet fully explored, involves the 
enrichment of ions and metabolites in the liquid fraction of biofilm 
under polarization. This phenomenon was documented by micro- 
electrodes in air-respiring cathodes of microbial fuel cells, where a 
thick anaerobic biofilm composed of a rich microbial community on the 
cathode facilitated the rapid delivery of electrons to the oxygen of the air 
through the production of sulfides [40].

It can be inferred that in the corrosion of carbon steel induced by 
Geobacter sulfureducens, the production of motile sulfide anions (HS-) 
likely enhances the electrical conductivity of the biofilm. Additionally, 
the enrichment of cations coming from metal corrosion, where diffusion 
is limited in the quiescent aqueous media of the biofilm, can also in-
crease the conductivity at the interface metal-biofilm, though this is 

Fig. 5. Schematic of the three different possible electron-tranfer mechanisms of SRB in an ionic conductive biofilm: a) EET by bacterial membrane or connected pili, 
b) EET by interconnected solid conductive elements (nanowire) of the EPS matrix; c) EET by mediators excrected in the liquid matrix acting as shuttle of electrons.

Fig. 6. Electrical conductivity approximative ranges for different materials and ionic waters.
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partially offset by the precipitation of salts and oxides. Notably, the 
excretion of soluble redox enzymes (electron shuttles) can increase the 
ionic conductivity of the biofilm in both BES and MIC scenarios. These 
enzymes interact with the other redox species and attached to solid 
components.

At the macroscale, biofilm pseudo-capacitance typically cannot be 
distinguished from the corrosion product pseudo-capacitance and can be 
neglected in corrosion cases. A significant pseudo-capacitive effect 
induced by a biofilm (inhibiting corrosion of steel in that case [51], was 
convincingly detected in lab experiments only after the solid (dielectric) 
phase of biofilm containing EPS was artificially concentrated of about 
one order of magnitude, an unusual condition.

Amino acids that form proteins, enzymes, co-factors, as well as 
nucleic acids (i.e., DNA and RNA), can conduct the electrical current in 
the biofilm more effectively than the EPS polysaccharides. This is 
because they contain active redox centres, often including metal atoms, 
and a complex distribution of dipoles that can be spatially adjusted to 
allow the electron exchange. Therefore, direct electron uptake from a 
metal through conductive polymers is organized similarly to conductive 
nanowires [52], outer membrane redox protein c-type cytochromes 
(c-cyts), and other redox proteins (such as multi-copper proteins OmpB 
and OmpC) can, to some extent, increase the biofilm’s electrical con-
ductivity, This process works synergistically with the soluble shuttle 
mechanisms, as described in Fig. 5.

2.1.2. The thermodynamic approach to EET in biofilm components
The thermodynamic analysis is crucial for understanding how electro-

chemical techniques can measure the complex EET processes between biofilms 
and conductive surface. This chapter addresses some fundamental principles 
relevant to any type of bioelectrochemical system.

From a thermodynamic standpoint, corrosion is an irreversible and 
spontaneous process driven by the potential difference between anodic 
and cathodic reactions, which correspond to different redox systems 
occurring in different (or the same) spatial areas on the same material. 
The electromotive force corresponding to the potential difference is 
counteracted by the ionic resistance within the system. For a single 
system (anodic or cathodic contribution), the electromotive force results 
from the concentration gradient of redox molecules, which establishes 
the equilibrium potential for a charge transfer reaction as described by 
the Nernst equation (Eq. 1). This gradient promotes the ET between 
reactions with different equilibrium potentials. The Nernst equation 
relates the electrochemical equilibrium potential to the concentration of 
species involved in the redox process: 

E = Eo −
RT
zF

ln
(
[Red]
[Ox]

)

(1) 

where E is the potential, Eo is the standard potential, R = 8.314 J mol–1 

K–1 is the gas constant, T = 298 K is the temperature, z is the number of 
electrons transferred in the redox reaction, F is the Faraday constant 
(96,485 C mol–1), [Ox] and [Red] are the concentrations of oxidized and 
reduced species, respectively.

By analyzing the thermodynamic aspects of an enzymatic redox re-
action [53], in the context of Marcus’ theory for electron transfer [54], it 
becomes possible to explain how electron transfer between the orbitals 
of two groups of ionizable biological molecules (e.g., co-factors, amino 
acids, DNA bases, and enzymes) can occur and determine the maximum 
distance over which it can take place.

The relevant concept from Marcus’ theory, as reviewed by Cordes 
and Giese [53], is that in the thermodynamic energy balance of a redox 
reaction, the reorganization energy-energy that molecules can dissipate 
into the surrounding medium - must also be considered. This explained 
how enzymes and other shuttles significantly influence the energy 
required for a redox reaction to occur.

The ET rate (kET) estimated from the driving force (redox reaction 
energy) and the reorganization energy (entropic components due to the 

surrounding molecules, such as enzymes) is given according to Eq. 2

kET = kET(0)exp

[
− (λ + ΔGo)

2

4λRT

]

(2) 

where λ is the energy required to bring the nuclei from the equilibrium 
position of the reactants to the equilibrium position of the products, 
which must be compensated for by the standard Gibbs free energy ( −

ΔGo). kET(0) is the activation-free rate occurring when - − ΔGo equals λ. 
The excess free energy that must be dissipated in the media can be 
harnessed from enzymes that allow ET to occur.

The molecular distance between distinct orbitals of electron donor 
and acceptor plays a significant role in ET. Therefore, an additional 
element HAD, representing the electronic coupling matrix was later 
introduced into Marcus’ theory, as shown in the Eq. 3. 

kET =

(
4π3

h2λkBT

)1/2

H2
ADexp

[
− (λ + ΔGo)

2

4λRT

]

(3) 

H2
AD represents the probability of an electron crossing a potential 

barrier between a Donor (D) and an Acceptor (A) when the activation 
energy is reached [54]. The overlap between D and A orbitals (HAD) 
decays exponentially with increasing D–A separation distance (rDA − ro), 
as expressed in the Eq. 4 [53]. The factor β reflects the performance of 
the medium to influence the ET rate. 

HAD = Ho
ADexp( − β(rDA − ro) ) (4) 

Relative values of HAD and β can be derived from crystal structures of 
proteins and/or protein complexes. Experimental and computational 
calculations have shown that ET by tunnelling can occur efficiently at a 
maximum distance of about 20 Å [55] with a β-value of 1.4 A–1 [56]. 
Distances that exceed HAD (the limit for fast electron tunnelling re-
actions) can be overcome by a cascade of multistep hopping processes 
involving different types of molecules, typically enzymes. The rate of the 
hopping mechanism scales algebraically (rather than exponentially as 
with the tunnelling rate) with the number (n) of hopping steps, as shown 
in Eq. 5, where kn is the hopping rate and ranges between 1 and 2 [53]. 
The hopping mechanism enables EET to occur over an extended dis-
tance, effectively minimizing energy dispersion. 

kET∝knn− n (5) 

Spectroscopic observations indicate that tunnelling is the main 
mechanism for rapid and direct electron transfer in simple organic 
molecules. For more complex or distant molecules, hopping allows faster 
electron transfer compared to a single-step electron tunnelling process. 
This mechanism explains, why amino acids of proteins, particularly 
triptosyne and sulfur-containing tyrosine, can undergo rapid and 
reversible oxidization and reduction [57]. DNA is highly effective at 
carrying charge, ustilizing guanine or adenine bases as steps for the ET 
hopping mechanism.

It is important to note that chemical intermediates, such as metal 
complexes, can promote super exchange of electrons between proteins 
and other organic aggregates. Typically, the co-factors in protein com-
plexes that enable photosynthesis and respiration aid ET across cell 
membranes. A sequence of organic and inorganic co-factors, with slight 
differences in their reduction potentials, drives electrons in a defined 
direction (either outside or inside membranes and cells) through a 
suitable cascade. This process is coupled with an inverse ionic flow to 
balance local charge.

In the context of corrosion, redox proteins like c-type cytochrome (c- 
cyt) including hydrogenase and iron-sulfur proteins, are extensively 
implicated in enabling EET over multiple length scales (up to tens of 
micrometres) in well studied bacteria models such as Geobacter and 
Shewanella [58]. However, for long-distance EET, the chain-to-chain 
hopping is the primary source of resistance in conducting polymers 
[59]. For example, outer membrane c-cyts, can directly exchange 
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electrons over a few nanometres. Consequently, flavin and other small 
molecules are also excreted during long-distance EET, although their 
exact role was not fully understood.

In a comprehensive study analyzing the thermodynamics of pro-
cesses promoted by biofilms on an uncorrodible anode, Torres et al. 
concluded that a solid network of conductive polymers was the most 
preferred mechanism associated with EET, as described in Fig. 5 [60]. 
However, subsequent research, both in bioelectrochemical systems and 
microbial corrosion, has not detailed convincing pathways, especially 
for non-sulfate-reducing bacteria [43]. Most studies have not considered 
the possible role of variations in the ionic conductivity within the bio-
film in relation to the electrochemical process, and the motility of me-
diators, with a few exceptions. As emphasized by Blackwood [43], any 
claims of high electrical conductivity in bioelectrochemical systems 
need to be carefully verified in light of the coupled ionic balance. This is 
particularly relevant for microbial corrosion, as metal dissolution in-
creases the aqueous medium conductivity and alters pH within the 
biofilm. Ionizable mediators, including inorganic ions such as sulfides, 
and ionizable elements i.e. hydrogen and metal ions, although present in 
lower concentrations compared to other ionic salts in the biofilm, can 
significantly impact the ionic conductivity of the medium [40]. They can 
significantly influence the progression of EET both at the metal interface 
and though interactions with the semi-conducting components (such as 
membranes, pili, EPS, and nucleic chains) within the biofilm.

From a kinetics perspective, the ionic gradient’s electromotive force 
within the biofilm (which consists of over 95 % water) can generate an 
electrical current, constrained by ohmic resistance. The ionic conduc-
tivity (σ) is expressed in Eq. 6: 

σ =
l

(RbA)
(6) 

where σ is the ionic conductivity usually expressed as S cm− 1, l is the 
path (cm) between anode and cathode, A is the area (cm2) where the 
electrical field between anode and cathode is expressed, and Rb (Ω) is 
the media resistance. In biofilms, mass transfer phenomena can be 
complex due to the local interactions between ions (or ionizable mole-
cules) and semi-conductive organic components of the biofilm and 
corrosion products. Consequently, local ionic conductivity can vary 
significantly, depending on the local production and consumption of 
active elements, their charge, concentration, and the thickness they 
need to traverse.

If an enzyme concentration is the rate-determining step (the slower 
one) of the EET, the current density (j) can be expressed as a function of 
its concentration [C] using the Nernst-Michaelis equation [60], as 
expressed in Eq. 7: 

j =
jmax[C]

(KM + [C] )
(7) 

where: [C] is the enzyme concentration, jmax is the maximum rate of the 
enzyme-catalyzed reaction, and KM is the Michaelis constant, repre-
senting the enzyme-substrate concentration at which the reaction rate is 
half of jmax. When a more complex microbial metabolism limits EET, we 
can empirically calculate the current density from the concentration of 
the substrates limiting microbial growth by the Nernst-Monod, Eq. 8: 

j =
zFjmax[S]
(KS + [S] )

(8) 

where j is the current density, jmax is the maximum current density from 
the reaction, [S] is the concentration of the substrate, and KS is the half- 
saturation constant.

Various phenomena contribute to limiting the electric current 
through the metal-biofilm interface, making it challenging to theoreti-
cally determine, a priori, the limiting step and components of energy 
losses that restrict the overall EET process to different extents.

Significant insights can be gained from measuring the electrical pa-
rameters of the electrochemical system, as the current density and 
electrode potential can be correlated by combining the Nernst and 
Michaelis Menten equations, as in expressed in Eq. 9: 

j =
jmax

1 + exp
[

− F
RT

(
E − E1/2

)
] (9) 

where E is the Nernst potential, E1/2 is the potential when j is equal to 
half jmax.

The difference between E and E1/2 represents all phenomena that 
limit EET, which can be attributed inseparably to diffusion (substrates 
and/or metabolites), the electron transfer rate at the electrode- 
electrolyte interface, and microbial kinetics. These factors are usually 
expressed as the overpotential η.

The overpotentials dissipated to transfer z electrons from the liquid 
solution inside the metal (considering the electrode-electrolyte interface 
of both anode and cathode regions), are expressed by the Butler-Volmer 
equation (Eq. 10): 

j = jo
[

exp
(

αazFη
RT

)

− exp
(

αczFη
RT

)]

(10) 

where αa and αc are the anodic and cathodic transfer coefficients, 
respectively, and η is the overpotential. Note that Eq. (10) does not 
recognize mass-transfer effects.

All the aforementioned electric parameters can be measured using 
electrochemical methods which can force EET out of its equilibrium to 
varying extents by adding a controlled quantity of energy to the system 
via an external electrical source.

2.2. The electric behaviour of passive layers in the presence of biofilm

This chapter examines how different layers—passive, outer, and bio-
film—affect the corrosion resistance of metals like stainless steel. It highlights 
the Point Defect Model’s role in explaining the formation and breakdown of 
barrier layers on stainless steel, with a particular focus on the electrical 
properties of these layers and their implications for charge transfer and 
corrosion rates.

A schematic of the electric behaviour of different layers playing a 
role in the corrosion process of an active-passive alloys, such as stainless 
steel, is illustrated in Fig. 7. Steels with chromium contents higher than 
10–12 % are termed ‘stainless’ due to the ability to form naturally 
occurring, protective, and self-repairing chromium and iron oxide layers 
on their surface when exposed to an oxidizing atmosphere. The passive 
film is thin (between 1 and 3 nm); however, it can be detected by ETs 
due to its high resistance to electrical current flow. Once this film has 
formed, the metal is ‘passivated’, meaning it has gained kinetic stability 
despite lacking thermodynamic stability. In addition to the passive oxide 
layer (referred to as the barrier layer, bl), other layers can form 
depending on the external environment. These include layers resulting 
from the reprecipitation of corrosion products (known as outer layer, ol) 
and layers associated with biological activity (i.e., a biofilm). The bio-
film and the porous outer layer are generally mixed within the same 
thickness. These layers have different electrical properties. Fig. 7 also 
illustrates the distribution of ionic and electronic conductive compo-
nents, as well as the capacitive and diffusive components at the metal 
surface. The double layer serves as the interface between the ionically 
and the electronically conductive parts. The biofilm is considered as an 
ionic conductor, while the barrier layer is described by a capacitive/ 
resistive (and in some cases diffusive [61]) mixed conductor. The outer 
layer also exhibits capacitive/resistive behaviour, but due to its porosity, 
a diffusive Warburg component should be included to represent the 
restricted diffusion of species (such as dissolved oxygen) through this 
water-saturated layer.

The electrochemical performance of materials is primarily correlated 
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with the nature of the various layers. For stainless steels, the ’corrosion 
resistance is typically attributed to the barrier layer. However, the outer 
layer and biofilm can also significantly influence, the interfacial 
impedance, either positively or negatively. For instance, if the biofilm 
generates metabolites that accelerate the dissolution of the barrier layer, 
this could lead to a decrease in the interfacial impedance and, conse-
quently, an increase in the corrosion rate. The electrons or electron holes 
produced at the interface between the electrolyte (with or without the 
biofilm) and the solid layer (corrosion products) are transferred to the 
metal via electronic resistance. For a homogeneous oxide, the imped-
ance per surface area is approximately equivalent to a resistor parallel 
with a capacitor. However, the corrosion products are often inhomo-
geneous in both composition and spatial distribution between the metal 
and the electrolyte interface. These can then be associated with a 
dielectric layer, characterized by a resistivity and a permittivity that 
result from the combined contributions from each component. Thus, the 
global impedance varies spatially. Similarly, a biofilm can be unevenly 
distributed on the solid interface (i.e., patchy), contributing to charge 
transfer and ionic conductivity, much like the solution.

It is important to note that at the corrosion potential, both cathodic 
and anodic reactions simultaneously contribute to the net current den-
sity flowing across the interface. Different electrochemical techniques, 
both stationary and potentiodynamic can help identify the phenomena 
involved and determine the predominant or limiting phenomenon. The 
impedance associated with the double-layer capacitance at the interface 
can generally be neglected compared to the impedance of the anodic 
oxide layer when the metal is in a passive state. Indeed, the space charge 
capacitance of the barrier layer is generally much smaller than that of 
the double layer. Since the capacitances are in series, the phenomenon 
with the lower capacitance (i.e., the space charge capacitance) generally 
dominates. For the cathodic branch, a parallel impedance with single 
components must be considered for modelling the global process. For 
example, oxygen reduction or water reduction on the passive surface 
generally occurs at the barrier layer/outer layer interface, where charge 
carriers must traverse the barrier layer to and from the metal. For a 
sufficiently thin barrier layer, electron/electron-hole transfer is 

generally via direct, resonant quantum-mechanical tunnelling (QMT). 
As such, an electronic QMT impedance must be added to the cathodic 
charge-transfer resistance. Both these impedances (anodic and cathodic 
charge transfer impedance) can be strongly influenced by microorgan-
isms’ activity. The sum of the two can be determined by impedance 
analyses [62].

2.2.1. Barrier layer and outer layer
The pathway of a metal atom/ion through passive layers to solution 

is detailed in the schematic of Fig. 8. The figure shows a point defective 
oxide barrier layer that forms via the generation of oxygen vacancies at 
the metal/barrier later interface and a porous, outer layer that forms via 
the reaction of the cations that are transmitted through the barrier layer 
with components in the environment, including the solvent water and 
eventually, biofilm. The barrier layer grows rapidly reaching a thickness 
between 1 and 3 nm in the case of stainless steels, while the outer layer 
forms at a mor constant rate, growing to macroscopic dimensions (>
100 µm or more). The outer layer is the visible corrosion (rust) observed 
on corroded non-stainless ferrous alloys. Because the outer layer forms 
via the precipitation of the metal cations transmitted through the barrier 
layer, species present in the environment, including microorganisms, 
may be incorporated via co-precipitation. Thus, over extended exposure 
periods, the passive films on most metals and alloys, including stainless 
steels, becomes dominated by the outer layer.

The most highly developed theoretical model for the passive state is 
the Point Defect Model (PDM) [63–65]. The PDM is recognized for 
providing an accurate account of the growth and breakdown of passive 
films at the atomistic level, as well as accurately describing passive 
dissolution and the formation of the precipitated outer layer. The point 
defect model offers valuable insight into the microbial interactions with 
metal surfaces at the atomic level, helping to explain key aspects of MIC, 
such as the initial stages of biofilm formation, localized corrosion, and 
the role of microbial metabolites in modifying surface reactivity. While 
the model itself focuses on atomic defects, integrating it with microbial 
behaviour allows for a deeper understanding of how microbial com-
munities contribute to corrosion, both by accelerating it through 

Fig. 7. Schematic of electric properties of different corrosion layers of stainless steel and biofilm which can be explored by EC techniques. ZBL, ZOL, and ZDL are the 
resistive and capacitive or pseudo-capacitive impedance components for the Barrier layer, Outer layer, and Double layer respectively; RΩ is the faradaic resistance of 
each component.
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electrochemical interactions and, in some cases, potentially mitigating it 
by modifying the surface structure or creating protective biofilms.

One important characteristic of the PDM is that it yields many 
analytical relations available for evaluation against experimental data. 
To the authors’ knowledge, the PDM has never been shown to be at odds 
with experiments when confluence exists between experiment and the-
ory (i.e., when the experiment performed on a system are consistent in 
detail with the basis of the model). For example, when evaluating the 
validity of the steady-state PDM, it is necessary to demonstrate that the 
experimental data are also in the steady state. This model has allowed 
the formulation of the criterion for the very existence of our reactive 
metals-based civilization by specifying the conditions that must be 
present for the existence of a meta-stable barrier layer on the surface.

The charge exchange across the passive layers of active-passive al-
loys has been extensively investigated over the past 40 years, cumu-
lating with the development of the PDM [66]. The PDM is presented here 
because it is generally unfamiliar to the MIC community. It is 

incorporated in the Mixed Potential Model (MPM) [67] to describe the 
partial anodic process of steel electro-dissolution associated with the 
partial cathodic process of the Hydrogen Electrode Reaction (HER) 
and/or the Oxygen Electrode Reaction (OER). The kinetics of the partial 
cathodic process are described by the Generalized Butler-Volmer equa-
tion (Eq. 10) [68]. The model is based on the bi-layer version of the PDM 
[66] shown in Fig. 9a. It takes into account the various ohmic drop 
contributions at the interfaces (φm − φbl,1 + φbl,1 − φbl,2 +

φbl,2 − φol,1 + φol,1 − φol,2 + φol,2 − φR) that decrease the value of the 
potential (V) applied to a metal immersed in a solution and measured vs 
a reference electrode (Eqs. 11 and 12): 

V = φm − φR

= φm − φbl,1 +φbl,1 − φbl,2 +φbl,2 − φol,1 + φol,1 − φol,2 +φol,2 − φR

(11) 

Fig. 8. Schematic of a point defective bi-layer displaying the formation of the barrier layer (primary passive layer) and the outer layer (porous, precipitated 
upper layer).

Fig. 9. Potential distribution across the barrier layer as envisioned by the PDM (a) in abiotic (a) and as it can be inferred for biotic conditions (b). Note that the 
electrostatic potentials at each interface are specified in the figure. The indicated potential drops are not to scale. (modified from ref. [65]).
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V = φm
bl
+ εblLbl +φbl

s
± Δφol +φRef (12) 

where φm
bl 

is the potential drop across the metal/barrier layer interface, 

εblLbl is the voltage drop across the barrier layer of thickness Lbl; φbl
s 

is the 

voltage drop across the barrier layer/solution interface εolLol across the 
barrier layer of thickness Lol, and εol are the corresponding quantities for 
the outer layer, (= φbl,2 − φol,1), and φRef = φol,2 − φR is a constant 
associated with the reference electrode. Now, from the PDM we may 
write Eq. 13: 

φbl
s
= αV+ βpH+φ0

bl
s

(13) 

where α is the polarizability of the bl/ol interface, β is the dependence of 
the potential drop across the bl/ol interface on pH, and φ0

bl
s 

is a constant. 

Combining Eqs. 12 and 13 yields the following expression: 

φm
bl
= (1 − α)V − εblLbl − βpH − φ0

bl
s
− Δφol − Δφref (14) 

Eqs. 13 and 14 detail the potential drops at the barrier layer/solution 
and the metal/barrier layer interfaces, respectively. These potential 
drops drive the defect generation and annihilation reactions at the 
barrier layer interface. The schematic in Fig. 9b highlights that, in the 
case of biotic conditions, the potential drops of the outer layer from the 
barrier layer interface to the solution can be influenced by an active 
metabolism. To a first approximation, the biofilm could be included in 
the outer layer. This approximation is justified by noting that the biofilm 
and the outer layer interpenetrate and may be described as a single 
phase. The potential distribution profile can vary depending on the 
catalytic activity and conductivity of the biofilm.

The point defects of interest in the formation of the barrier layer are 
the cation vacancy (Vχ́

M) on the metal sublattice, the oxygen vacancy 
(V••

O ) on the oxygen sublattice, and the cation interstitial (Mχ+
i ) within 

the barrier layer. Other (non-point defect) species include the metal 
cation on metal sublattice (MM), the oxide ion on the oxygen sublattice 
(OO), the metal cation in the solution (Mδ+), the barrier layer oxide 
(MOχ

2
) and the components of the outer layer. These components vary 

with the system but are generally metal hydroxides, oxyhydroxides, 
oxides, and other precipitates like carbonates, sulfates, and sulfides, as 
well as microorganisms/biofilms. The potential distributions across the 
electrical double layer at the metal/solution interface, and across the 
barrier layer/solution interface are not shown. These distributions can 
be affected by biofilms in still unpredictable way.

The PDM concludes that the barrier layer grows into the metal, 
consistent with marker experiments [63–65,67], and that growth occurs 
through reactions describing the generation and annihilation of the 
point defects, as shown in Fig. 9. This model explains the formation of 
the point defective barrier layer on stainless steels, along with the for-
mation of the outer layer. Both metal interstitials (Mχ+

i ) and the oxygen 
vacancy (V..

O) are electron donors, thus doping the barrier layer n-type. 
On the other hand, the cation vacancy (Vχʹ

M) is an electron acceptor that 
dopes the p-type. Most studies show that the barrier layer on stainless 
steels is n-type in electron characteristics, demonstrating that the 
dominant point defects in the barrier layer are V..

O and/or Mχ+
i , at least 

over the potential range of interest, depending upon the pH and V(vs. 
SHE). Some research indicates p-type behaviour at potentials outside of 
this range.

As shown in Fig. 9, seven fundamental point defect reactions are 
proposed to describe the growth and dissolution kinetics of the passive 
film. The rate constants for these reactions have been derived using the 
method of partial charges and are expressed in the form: 

ki = k0
i eaiVeaiLSS ecipH (15) 

where the coefficients are summarized in Table 1. The parameter k0
i is 

the standard rate constant of the ith reaction, and the expressions for k0
i 

in terms of the base rate constant (k00
i ) can be seen in [64].

At the steady-state, the rate of Reaction (3) equals the sum of the 
rates of Reaction (6) and Reaction (7), with allowances for differences in 
the stoichiometric coefficients for metals other than iron. These equal-
ities lead directly to Eq. (2), predicting that the thickness of the barrier 
layer is a linear function of the applied voltage and the prevailing pH. On 
the other hand, from the equalities of the Rates of Reactions (3) and (6), 
we may write k3 = k6CO from which we can obtain the concentration of 
oxygen vacancies at the barrier layer/outer layer interface as: 

CO =
k3

k6
(16) 

Based on the PDM, the steady state barrier layer thickness (LSS) and 
the current density (jSS) can be expressed as Eq. (17) [64]: 

LSS =

(
1 − α

ε

)

V +

(
c7 − c3

b3

)

pH+
1
b3

ln

[
k0

7

k0
3

(
cH

c0
H+

)n
]

(17) 

and 

jSS = F

[

χk1CL
v + χk2 + χk3 +(δ − χ)k4 +(δ − χ)k5C0

i +(δ − χ)k7

(
CH

C0
H+

)n ]

(18) 

respectively, where CL
v is the concentration of cation vacancies at the 

metal/barrier layer interface and C0
i is the concentration of cation in-

terstitials at the barrier layer/outer layer interface, CH is the concen-
tration of hydrogen ion at the barrier layer/outer layer interface and C0

H+

is the standard concentration of hydrogen ion (1 mol L–1), n is the ki-
netic order of the dissolution reaction of the barrier layer with respect to 
the hydrogen ion, α is the polarizability of the barrier layer/outer layer 
interface, ε is the electric field strength within the barrier layer, and δ 
and χ are the oxidation state of cation in outer layer and barrier layer, 
respectively. Analytical analysis shows for Reactions (1) to (3) of Fig. 9
and that provided χ = δ, then aiV + biLSS = constant. Application of this 
condition results in an equation collapsing to Eq. 18. From this equation, 

Table 1 
Coefficients for the rate constants (ki = k0

i eaiVebiLss ecipH) of the reactions that 
generate and annihilate point defects at the metal/barrier layer interface and at 
the barrier layer/outer layer interface.

Reaction ai
(
V− 1) bi

(
cm− 1) i Units (k0

i )

(1) m +

Vχʹ
M̅→

k1 MM +

vm + χé

α1(1 − α)χγ − α1χK  − α1βχγ cms− 1

(2) m̅→k2 Mχ+
i +

vm + χé

α2(1 − α)χγ − α2χK  − α2βχγ molcm− 2 s− 1

(3) m̅→k3 MM +
χ
2
V••

O + χé

α3(1 − α)χγ − α3χK  − α3βχγ molcm− 2 s− 1

(4) 

MM ̅→
k4 Mδ+ +

Vχʹ
M + (δ − χ)é

α4αδγ   α4βδγ molcm− 2 s− 1

(5) Mχ+
i ̅→

k5 Mδ+ +

(δ − χ)é

α5αδγ   α5βδγ cms− 1

(6) V••
O +

H2O̅→k6 OO +

2H+

2α6αγ   2α6βδγ cms− 1

(7) MOχ
2
+

χH+ ̅→
k7 Mδ+ +

χ
2
H2O + (δ − χ)é

α7α(δ − χ)γ   α7(δ − χ)βγ molcm− 2 s− 1
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we conclude that the passive state is very tenuous and exists only when 
the rate of barrier layer formation exceeds the rate of dissolution at the 
interface with the outer layer. Violation of this condition leads to 
depassivation and often catastrophic corrosion. This underlines the 
crucial role of microorganisms that can inhabit the microporosities of 
the outer layer, directly interacting with the barrier layer.

2.2.2. Electron transfer across the passive layers
The electric charge transfer accompanying the reactions described by the 

PDM is analyzed in detail here.
For very thin barrier layers (< 3 nm thick), such as those on stainless 

steel, electron transfer across the barrier layer occurs via tunnelling 
(direct QMT) [69]. Since tunnelling is an isoenergetic process, an empty 
acceptor state in the quantized electronic energy levels of the cathodic 
reaction at the barrier layer/outer layer interface must be available at 
the same energy level as a donor state in the metal for the cathodic re-
action to occur. For thicker barrier layers, electronic charge transfer is 
believed to occur via tunnelling between oxygen vacancies that act as 
quantized (‘particle in a box’) quantum wells. However, due to the 
strong electric field strength (≈ 3 ×106 V cm–1), it is doubtful that the 
required overlap between filled and empty states in neighbouring oxy-
gen vacancies exists. It is envisioned that an electron will tunnel from a 
filled quantized state in the donor oxygen vacancy to an empty ‘virtual’ 
state in the acceptor oxygen vacancy, which is at much higher energy 
than the quantized states. The carrier in the virtual state loses energy 
through interaction with the oxide phonons, ultimately occupying a 
quantized state in the acceptor oxygen vacancy. This vacancy then acts 
as the donor state for the transfer of the carrier to another oxygen va-
cancy or ‘virtual’ acceptor state. The overall result being indirect QMT 
via the hopping of electronic charge carriers from oxygen vacancy to 
oxygen vacancy and the transfer of the carriers across the barrier layer 
from the metal to the cathodic reaction. The charge transfer rates due to 
direct and indirect QMT can vary over widely depending upon the 
thickness and height of the energy barrier.

The existence of free electrons (in the conduction band) and holes (in 
the valence band) generally requires an additional Randles circuit (Reh/ 
Ceh) in the equivalent circuit summarized in Fig. 10 for their movement 
within the barrier layer. Note that the capacitance is included to account 
for reactance originating from the point defect reactions that are 
responsible for their generation and annihilation, as described by Boji-
nov [70–72] and later by Sharifi et al. [61]. In turn, and following this 
model, the impedance Ze is calculated by using the Young relation, Eq. 
19 [73]: 

Ze =

∫ L

0

dx
σe(x) + jωε0ε (19) 

where σe(x) is the electronic conductivity profile in the barrier layer, ω is 
angular frequency, ε is the dielectric constant of the film, and ε0 is the 
dielectric permittivity of the vacuum and j the complex number (j²=-1). 
The electronic conductivity of the barrier layer is proportional to the 
concentration of electronic charge carriers, CT, i.e., Eq. 20: 

CT = χCi +2CO + χCV (20) 

The quantities Ci, CO, and CV are the concentrations of metal in-
terstitials, oxygen vacancies, and cation vacancies, respectively, within 
the barrier layer [74].

Thin films of the barrier layer can achieve the high capacitance 
performance of supercapacitors, ranging from 50 to 1100 F g− 1, due to 
charge separation across a small distance in the electrical double layer 
created with the adjacent electrolyte. It’s important to note that large 
number of pores within a high surface area of oxide layer contributes to 
enhanced capacitance properties. Inside the pores, indeed, energy 
storage involves rapid movement of the ions interacting with the oxide 
[74].

3. Electrochemical assessment of biofilms

Traditional EC techniques investigate the kinetics of anodic and cathodic 
processes on conductive surfaces at the macro-scale. These techniques involve 
applying an external input (current or potential) via a generator (galvanostat 
or potentiostat) and measuring the system’s response. Continuous measure-
ments of one or more electrochemical parameters, such as current density, 
potential differences, impedance, resistance, and capacitance, are conducted 
and subsequently analyzed. Advanced technologies can investigate conduc-
tive surfaces at a more microscopic scale than conventional methods, 
providing more detailed information on MIC mechanisms.

A notable example illustrating the need to move measurements to a 
microscopic scale is the work of Mollica et al. presented, for the first 
time, at Eurocorr 1996 [75]. They demonstrated that the potential 
ennoblement observed after a few days of immersion in natural seawater 
was correlated to the presence of active biofilm that covered only 2 % of 
the surface. Thus, it became evident that the global parameter (poten-
tial) was influenced by the local distribution of catalytic sites. Among 
the local techniques used for corrosion research, the Scanning Vibrating 
Electrode Technique (SVET), the Scanning Kelvin Probe (SKP), and 

Fig. 10. Postulated defect generation and annihilation reactions at the metal/barrier layer and barrier layer/solution interfaces of the barrier oxide layer of a passive 
film on a metal. Vχʹ

M= cation vacancy, V••
O = oxygen (anion) vacancy, Mχ+

i = cation interstitial, Mδ+(aq) = cation in outer layer/solution interface, VM = vacancy in 
the metal substrate, OO = oxide ion in anion site on the oxygen sublattice, MM = cation in cation site on the metal sublattice, MOχ

2 
= stoichiometric barrier layer 

oxide [65].
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those that combine electrochemical microscopy with a system for 
scanning the metallic surface in two- or three dimensions. Scanning 
Electrochemical Microscopy (SECM) and localized electrochemical 
impedance spectroscopy (LEIS) are excellent examples of advanced 
techniques used to study corrosion at a microscopic scales.

3.1. Open circuit potential measurement

The Open Circuit Potential (OCP) is crucial for investigating corro-
sion processes, particularly MIC, as it avoids potentially destructive 
electric stimulations. Its value is determined by the dominant electro-
chemical processes generating charge exchanges at the interface metal- 
solution of the studied system. OCP is a mixed potential, measured by a 
high-impedance voltmeter as the voltage between the analyzed element 
and a stable reference electrode placed in the electrochemical system 
[31]. When corrosion is the dominant process driving current exchange, 
OCP also defines the corrosion potential (Ecorr) [76]. If the metal is 
non-corrodible, or a high overpotential impedes the corrosion process, 
OCP is dominated by the redox equilibria of elements dissolved at the 
metal-solution interface, under the biofilm. Therefore, several variables 
of the electrochemical system can affect OCP measurements. The 
magnitude and sign of OCP depend on the nature of the metal, the 
electrolytic medium (chemical composition, oxygen, pH), hydrody-
namics and temperature [25]. It is also influenced by the microbial ac-
tivity, which relies on the aerobic or anaerobic conditions of the media 
[77]. Positive or negative shifts may be observed and can be explained 
by interfacial changes [75,78,79]. The OCP ennoblement due to biofilm 
growth has been the main phenomenon observed for active-passive al-
loys when they are exposed to natural seawater [80–84]. If alloys suffer 
from pitting phenomena, the risk of pitting occurrence increases. A 
sudden negative shift in OCP after ennoblement indicates the initiation 
of accelerated corrosion attack due to bacteria. For stainless steels, OCP 
ennoblement has mainly been attributed to the catalysis of the oxygen 
reduction [23,24,83,85]. To explain the potential ennoblement due to 
biofilm activity, there must also be consideration of either enzyme 
involvement [86], the deposition of oxide layers such as manganese 
oxide [87], or the production of metabolic byproducts such as H2O2 
[88]. When the OCP is measured on uncolonized, totally inert electrode, 
such as platinum, it expresses the solution redox potential (Eredox). Based 
on Nernst equation, Eredox can be used to characterize the aggressiveness 
of the solution. It usually indicates the aerobic conditions favourable for 
corrosion [1] or the aggressiveness of microbial metabolism occurring 
within the biofilm [1]. When the oxygen reduction (Eq. 21) is the main 
cathodic reaction [1], a Pt electrode can be used to estimate changes in 
the local oxygen concentration [76] based on the Nernst equation for 
this reaction (Eq. 22). The rates of oxidation and reduction at the plat-
inum surface are assumed to be equal, and Eredox is a function of the 
oxygen concentration, temperature, and pH of the solution [25]. 

O2 +4H2O+4e− →4OH− (21) 

E = E◦ +
RT
4F

ln
pO2

a4
OH−

(22) 

where pO2 is the partial oxygen pressure and aOH− the activity of OH- 

species.
If the oxygen concentration increases or the pH decreases, the po-

tential of Pt shifts in the positive direction. It must be emphasized that 
equilibrium conditions are required to achieve a stable Eredox, which is 
difficult to reach in biofilms with living systems. Living microorganisms 
dynamically consume and produce redox substances in response to 
external conditions and nutrient availability [25]. These phenomena are 
also responsible of the signal shift in online chlorine sensors based on 
redox potential, which are often used to monito continuous low level 
chlorination treatments (less than 1 mg L–1 residual Cl2) in industrial 
waters for the biofouling control [89].

In corrosion monitoring, changes of Ecorr and Eredox need to be 
associate with corrosion rate measurements. For instance, the single 
measurement of OCP, or its trend, can have contradictory in-
terpretations for stainless steel. A low OCP can indicate a passive state in 
anaerobic condition and, conversely, severe localized corrosion in aer-
obic conditions. Therefore, OCP measurements should be used alongside 
other electrochemical techniques that provide an adequate reflection of 
the corrosion kinetics, to quantify and depict the corrosion process. 
Nevertheless, measuring Eredox together with Ecorr and pH could be 
sufficient in some cases to assess whether the oxidizing conditions of the 
surrounding electrolyte medium can initiate MIC [76,90,91].

The non-destructive technique of Electrochemical Noise (EN) can 
also be mentioned, although its relevance has been limited over the past 
thirty years. This technique does not apply any electric stimulation to 
the sample under investigation, avoiding perturbations to operating 
systems [31]. In this approach, potential fluctuations are measured with 
a high-impedance voltmeter between two coupled nominally identical 
electrodes, and current fluctuations are measured through a 
zero-resistance ammeter (ZRA). The electrochemical noise resistance 
(Rn), defined as the ratio of standard deviation of the measured potential 
and current noise, is inversely proportional to a uniform corrosion 
process [92], that can be correlated with a localization index for the 
localized corrosion [93]. The increase in current along with drop in 
potential has, in some cases related to localized corrosion due to the 
microbial activity [92–96]. In principle, it is suitable for studying MIC. 
However, However, analyzing the EN data can be challenging and re-
quires advanced mathematical software to characterize the significance 
of the noise signal. Unstable electrical connections and variation in 
electrolyte composition during the measurement can also hinder 
achieving reliable results.

3.2. Local electrochemical scanning techniques

The OCP and EN parameters correspond to the global response of the 
entire test surface. To localise the anodic and cathodic zones present on 
the surface during corrosion, local electrochemical techniques have 
been developed [97,98]. These techniques allow a more in-depth un-
derstanding of the phenomena of localised corrosion, where the reactive 
surface is small compared to the non-active areas. Advanced software 
now enables a more sophisticated statistical analysis of the large elec-
trochemically data sets. However, interpreting responses from these new 
tools can again be challenging if numerous perturbations and physical 
entities produce similar responses to MIC from an inhomogeneous 
macroscopic area of the sample. Modern software enables more 
advanced statistical analysis of the large of data sets produced through 
electrochemical processes.

3.2.1. Scanning vibrating electrode technique
The scanning vibrating electrode technique (SVET) is a non- 

destructive method that provides a sensitive means of locating anodic 
and cathodic zones using a vibrating microelectrode. The technique does 
not alter the corrosion process or change the local environment of the 
sites and electrochemical counterparts. Variations in current densities 
on a microscopic scale on a corrosive metal are obtained by measuring 
the potential gradients developed in the solution due to ionic flows 
[99–105]. During SVET measurement, the Pt microprobe vibrates at a 
frequency of 80 Hz an amplitude of around 30 µm, perpendicularly to 
the surface being scanned. The difference in potentials of the probe tip at 
the vibrating peak and valley, ΔE, is transformed into a current using 
Ohm’s law. The potential is directly related to the electrochemical ac-
tivity of the monitored material in the test environment. Scanning the 
surface produces a map showing the spatial distribution of anodic and 
cathodic sites, allowing the study of oxidation–reduction reactions in the 
micro-range. Moreover, the vibration above the surface creates an 
alternating potential signal, which is then filtered to increase the signal 
to noise ratio. This allows the monitoring of very small current 
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variations over a metal surface even at OCP. This non-destructive 
technique can locate any surface heterogenities like inclusions, 
observe the initiation and the growth of pits and cracks in real time 
under straining conditions, and observe galvanic coupling and catalytic 
reaction. In MIC studies, SVET can provide qualitative and quantitave 
data about biofilms and their components [76,106–108]. The example 
given in Fig. 11 illustrates how SVET can be used to investigate oxygen 
reduction catalysis due to the presence of enzyme in an aerobic medium. 
Hemin, a heme protoporphyrin, was chosen to represent the catalytic 
centre of the enzymes involved in oxygen reduction. Hemin, dissolved in 
DMSO, was deposited on stainless steel by adsorption, creating a simple 
configuration that mimicked the presence of enzymes. The areas where 
hemin was deposited exhibited a cathodic current (blue colour), indi-
cating a catalytic effect, while the adjacent areas without hemin dis-
played a pronounced anodic behaviour (red colour). SVET thus enabled 
the identification of active catalytic centres and the evaluation of the 
enzyme contribution to the formation of galvanic cells, which can lead 
to localised corrosion [107].

Thus, SVET can be regarded as a useful tool for studying the inter-
action between biological media and metallic surfaces, offering a new 
approach for visualizing and understanding MIC. SVET can also be 
corroborated with optical microscopy to show the variation in surface 
morphology. For example, SVET combined with optical microscopy was 
used to investigate the MIC mechanism of 304 L stainless steel in treated 
urban wastewater [108]. Initially (1 h), a random distribution of 
cathodic and anodic low currents was detected, and few white spots, 
assigned to the pioneering attachment of microbes, were observed using 
optical microscopy (Fig. 12). As bacterial colonization progressed and a 
mixed biofilm formed, the potential distribution on the electrode surface 
lost its uniformity, and relatively large cathodic zones (blue colour) 
were observed [108]. The results confirmed that the electrode surface 
became heterogeneous when porous corrosion products combined with 
biofilm formed on the stainless steel surface.

3.2.2. Scanning Kelvin probe
The Scanning Kelvin Probe (SKP) is local technique capable of 

measuring the contact potential difference between a working electrode 
and a vibrating reference electrode using a Kelvin probe. It provides 
high-resolution maps for the distribution of possible galvanic elements 
[109]. The main disadvantage of SKP and its combined techniques is 
that they cannot be employed in aqueous solutions, making online 
measurement of MIC impossible with this approach [110]. However, the 
measured potential (Ekp) is linearly related to the corrosion potential of 
the metal, as Ecorr = a + bEkp.

The SKP technique is applicable for characterizing passive film 
developed on passive-active metals such as either stainless steel or ti-
tanium [111]. When the Ekp of the whole surface is uniform and positive, 

it indicates stable passive behaviour and the absence of localized 
corrosion. It should be mentioned that Ekp is not the Volta potential 
distribution, but rather the difference between a specific probe tip and 
particular material surface [109]. Often, a two-dimensional map of 
Volta surface potential distribution is collected by SKP to reveal the 
metallic interface resistance to external change.

SKP technique has been also used in MIC studies, where the potential 
distribution has been reported to indicate the formation of biofilm and 
corrosion products. In this context, fluctuation of ΔEkp can determine 
the presence of localized corrosion on metal surfaces. An example is 
shown in Fig. 13, where the Ekp distribution on the surface of a X80 
pipeline steel is plotted for different exposure times in the sterile arti-
ficial Beijing soil, with or without the presence of a nitrate reducing 
bacterium, B. cereus [110]. After one day, Ekp, exhibited an almost a 
uniform distribution with small potential differences, indicating that the 
sample was covered by a uniform corrosion layer (Fig. 13a). However, in 
the presence of B. cereus, Ekp shifted in a positive direction, and surface 
potential distribution of X80 steel became scattered. This suggests an 
enhancement in the formation of biofilm and corrosion products, 
resulting the surface being divided into two distinct cathode and anode 
areas. This process became more noticeable with time. After 18 days of 
immersion, the potential fluctuation became disordered due to the 
deformation and biofilm detachment [110]. Additionally, the ΔEkp for 
the inoculated medium was much higher (about three times) than 
ΔEkp in sterile medium, indicating the surface potential heterogeneity 
and severe pitting [112].

SKP can be combined with other microscopy techniques, such as 
AFM, to visualize both topography and Volta potential variations on 
local surface areas [111]. SKPFM has also become a powerful method for 
determining local potential differences in many alloy systems, especially 
aluminum and magnesium alloys. This technique achieves a lateral 
resolution of less than 1 μm, allowing precise measurement of surface 
potential and to study the corrosion mechanisms on and around inter-
metallic precipitates [113]. In SKPFM, the signal is expected to strongly 
depend on the tip-sample distance, as the contribution of the cantilever 
becomes increasingly significant when the distance between sample and 
tip is increased. In addition, the measured potential differences on a 
sample usually do not represent the real potential differences between 
the tip and sample because it is difficult to prevent the cantilever 
contribution [109]. SKPFM is highly promising for studies into the 
heterogenous electrochemistry at the biofilm/ metal interface due to its 
high resolution and non-destructive nature [111].

To date, SKPFM is seldom used in MIC investigations to its necessity 
of only being able to scan initial microbe attachment and thin biofilm 
layers. Since the heterogeneity and structure of biofilm cannot be 
controlled, these techniques should be combined with numerical simu-
lations to obtain reliable results [114]. An example of SKPFM 

Fig. 11. Local current map (3D) obtained by SVET in 0.001 M NaCl at open circuit potential on stainless steel: (A) control without hemin; (B) interface hemin/no 
hemin (from ref. [107]).
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application in MIC is the study of the effect of SRB on stress corrosion of 
2205 duplex stainless steel (2205 DSS) [114]. In this work, 2205 DSS 
samples were immersed in a bacterial solution for different exposure 
times. The samples were then removed from solutions, and the biofilms 
were fixed using glutaraldehyde before being observed using SKPFM. 
The results showed a sharp increase of SRB cells and biofilms on the 
surface over time, along with a significant difference in Volta surface 
potential between then austenite and ferrite phase before incubation, 
indicating the presence of galvanic current. However, when the biofilm 
covered the surface, the differences became smaller. In addition, the 

austenite phase under the biofilm became more positive, creating a 
micro-galvanic corrosion area between high-stress and low-stress re-
gions. Indeed, SRB preferentially grew on the austenite phase, causing 
sulfidation and chromium depletion of the passive films [114].

Finally, it should be noted that SKP, as a dynamic scanning probe 
technique is combined with SECM as a static scanning probe technique 
for multifunctional measurements. Several studies [115,116] describe 
the application of SKP-SECM to study corrosion mechanisms by 
measuring the contact potential difference under various conditions 
without requiring a sample change or working electrode replacement, 

Fig. 12. Optical micrographs and SVET current density maps of 304 L SS immersed in treated urban wastewater for: (a) 1 h, (b) 3 days, (c) 7 days, (d) 10 days and (e) 
11 days (from ref. [108]).
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due to the non-destructive nature of this technique [117]. However, 
there are no reports on the application of this technique in MIC, possibly 
due to its limitations. One requirement for the SKP-SECM approach is a 
fast measurement speed to visualize rapid events such as pitting initia-
tion. The maximum scan speed can be adjusted to be up to several tenths 
of mm s–1 [118]. In addition, despite the reliability of SECM to obtaining 
spatially resolved in situ electrochemical information, SKP is not valid 
for assessing potential corrosion behaviour [118].

4. Direct Current (DC) stimulation

While non-destructive techniques like OCP have limitations, DC current 
techniques described in this section provide valuable insights into MIC 
development. However, they can be highly destructive and require careful 
application to avoid interference with microbial activities. These methods, 
combined with biofilm monitoring, are primarily used to understanding and 
mitigate MIC in industrial environments.

Non-destructive techniques are useful for observing MIC phenom-
ena. Monitoring the OCP or mapping surfaces at local scale are valuable 
tools for evaluating the impact of microorganisms and biofilms on the 
corrosion behaviour of metal. Nonetheless, in microbial systems, espe-
cially SRBs, which contain numerous chemicals, OCP trends are often 
misleading and not reflect the true corrosion tendency. Therefore, they 
are completely unusable in supporting weight loss data trends. This is 
not surprising, since OCP provides no corrosion kinetics insight. 
Consideration must also be given to the fact that an oxidation reaction 
on a working electrode can exhibit a rather negative OCP, while its 
related corrosion kinetics may be negligible, while a different reaction 
with a less negative OCP is kinetically favoured. Furthermore, when the 
working electrode is covered with a biofilm, the biofilm can donate 
electrons harvested from organic carbon oxidation to the working 

electrode, as in microbial fuel cells (MFCs). Therefore, OCP may become 
the output of an MFC process rather than a reflection of the sole working 
electrode’s susceptibility to oxidation. Recently, MFC output variations 
due to corrosion phenomena were investigated in lab experimentations, 
such as [119], providing indirect insights on the progression of corrosion 
phenomena. Previously, the catalytic effect of biofilm in oxidizing or-
ganics was also detected using other electrochemical techniques, such as 
the Zero Resistance Ammetry, which was proposed by Little and Lee 
[120] for MIC studies. This biocatalytic effect prevents this technique 
from establishing a direct correlation between the measured current and 
the corrosion rate.

In contrast, numerous MIC studies have shown that active scans 
utilizing external and controlled current signals are reliable when 
properly performed in support of weight loss data trends, which reflect 
the much mass of the working electrode in favour of the biofilm. 
Nevertheless, it should be noted that jcorr (corrosion current density) 
from polarization performed at the end of MIC incubation cannot 
accurately reflect weight loss because the latter is cumulative and de-
pends on a corrosion rate that can vary significantly during the test 
period. It is generally acknowledged that electric stimulation by direct 
current, using stationary (chronoamperometry) or transitory (potentio-
dynamic) EC techniques, can provide insights into the impact of mi-
croorganisms/biofilm on the corrosion behaviour and the mechanisms 
of metallic interfaces. This will be critically discussed in the following 
sections.

4.1. Chronoamperometry

Chronoamperometry (CA) is an electrochemical technique that in-
volves imposing a constant potential (anodic or cathodic) and measuring 
the variation of current as a function of time [121]. It is an effective 

Fig. 13. SKP distribution of potential on X80 pipeline steel in artificial Beijing soil with (a-c) and without B. cereus (d) at 30 ◦C for different times: (a) 1 day; (b) 6 
days; (c) 18 days; (d) 18 days (from ref. [110]).
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method for obtaining data about the long-term steady-state reaction 
rate. This approach can be used for electrodeposition, evaluating the 
formation and repair of passive film on metal surfaces [122]. In MIC 
studies, both the kinetics and mechanisms of electron transfer can be 
investigated using this technique. One example involves marine bio-
films, which catalyses the oxygen reduction on stainless steel [23,24,75, 
82]. When polarized at a fixed cathodic potential in natural seawater 
(around –0.2 V vs. SCE in this case), the electrodes exhibit the 
current-time response shown in Fig. 14. Initially, when the electrodes 
were first immersed, the current is low (less than 1 mA m–2). After a 
period of a few days, depending on the water temperature and the 
season, the current was seen to increase rapidly as microbial colonisa-
tion proceeds, via microbiological attachment and growth processes. 
Once the biofilm is formed, the current reaches a plateau, with an in-
tensity can be more than 100 times greater when compared to electrodes 
without a biofilm[221].

4.2. Biofilm monitoring probes

After biofilm ennoblement was first reported for non-corrodible al-
loys, light polarized electrochemical probes were developed to monitor 
in the early stages of biofilm growth in real time and online, in various 
environments (water and soil) [123–125]. The BIOX probe [123] is one 
of the first types of these electrochemical probes. It detects and measures 
biofilm growth on an inert cathode (either stainless steel or titanium) 
that is slightly polarized by coupling with a sacrificial zinc anode 
through an electric resistance (Fig. 15 insert). The current response of 
the probe (measured as a resistance voltage) is due to cathode enno-
blement, as the zinc corrodes, behaving like an almost unpolarizable 
electrode. It should be stressed that the presence of oxidants in the 
aqueous medium, due to biocide treatments such as chlorination, also 
increases the potential of the cathode electrode. However, the signal 
increase due to chemical dosage is immediate, whereas for biofilm 
growth it is slow (see Fig. 15). By analyzing the electrochemical signal 
trends, it becomes feasible to optimize biocide treatments. Several bio-
film electrochemical probes, i.e., BiGeorge [126], ALVIM [127], and 
others integrated with LPR are available on the market [128]. These 
industrial devices exemplify how electrochemistry aids operators in 
monitoring and mitigating microbial corrosion risks across a number of 
industrial sectors [124,125,129]. Another notable example is the direct 
electron transfer (DET) between sulfate-reducing bacteria (SRB) and 
carbon steel in anaerobic conditions [130]. When polarized at − 0.740 V 
vs. SCE, a cathodic current was reported exclusively in the presence of an 
SRB medium during biofilm formation. This DET explains the observed 
ennoblement of the corrosion potential.

Moreover, the role of bacterial enzymes can be highlighted using the 
CA technique. For instance, hydrogenase from Clostridium acetobutyli-
cum has been reported to accelerate the corrosion process on mild steel 
[131]. CA performed at a cathodic potential demonstrated that 

hydrogenase catalyses the electrochemical reduction of protons or water 
into hydrogen gas (HER) through direct electron transfer (Fig. 16a), 
indicating its involvement in the OCP ennoblement (Fig. 16b).

Finally, it should be mentioned that CA is widely used in bio-
electrochemical systems, such as microbial fuel cells and bio-
electrosynthesis cells, to highlight and enhance electron transfer 
phenomena between conductive (non-corrodible) materials and elec-
troactive microbial species [132–138]. Fig. 17 illustrates the behaviour 
of a stainless steel electrode when anodically polarized in a deaerated 
medium containing bacterium Geobacter sulfurreducens. Three distinct 
phases are observed: 1) a latency period with low currents, 2) current 
increase due to the growth of the electroactive biofilm that catalyses the 
oxidation of acetate, and 3) a current decrease due to acetate (soluble 
substrate) consumption. When the test medium was refreshed, the cur-
rent increased again. Similarly, when the electrode was cleaned (biofilm 
removed), the current dropped significantly, and it took a few days to 
observe the microbial catalysis phenomenon again. The maximum cur-
rent density depends on the applied potential, microbial activity, and the 
ability of the substrate to be oxidized or reduced.

It is also worth noting that several microbial species can exchange 
electrons with a solid substrate in both anodic and cathodic directions, 
depending on the electrode potential and the composition of the test 
medium in which they develop [132,133,139]. An example is shown in 
Fig. 18, where Shewanella loihica PV-4 [139] demonstrates its ability to 
catalyze the lactate oxidation on carbon cloth electrode at 0.000 V vs. 
Ag/AgCl (outward Bielectrochemical Stimulation) and the reduction of 
nitrate at − 0.500 V vs. Ag/AgCl. This phenomenon of extracellular 
electron transfer (EET) is also relevant in biocorrosion studies, where 
environmental and surface conditions change over time.

4.3. Linear polarization resistance

Linear polarisation resistance (LPR) is a well-established potential 
sweep technique operating within a narrow potential range around Ecorr, 
typically ± 20 mV. It is used for continual monitoring of the instanta-
neous corrosion rate of a metal or alloy exposed to a corrosive envi-
ronment (jcorr). Based on the Stern and Geary theory [140], the 
relationship between E and jcorr is generally linear (Eq. 23) around Ecorr, 
where anodic and cathodic reactions are both reversible, close to their 
equilibrium. 

Rp =
B

jcorr
(23) 

The evaluation of jcorr from Rp (Eq. 24) requires prior data of the 
anodic and cathodic Tafel slopes (ba and bc) [141], which are deter-
mined using polarization curves conducted far from Ecorr, and utilised in 
Eq. 25. 

jcorr =
B
Rp

(24) 

B =
babc

2.303(ba + bc)
(25) 

Eq. 24 estimates the linear polarization resistance Rp evaluated by 
Stern and Geary from Ohm’s law. The method is validated for cases of 
uniform corrosion and at low pH, which are not common conditions. 
Furthermore, it should be notes that in presence of a coating, mass 
transport limitation, or kinetic with different steps, the currents do not 
follow Tafel kinetics making it impossible to determine a value of jcorr. In 
such cases, other theoretical relations between jcorr and Rp must be used 
to address scenarios where anodic and cathodic kinetics are not charge 
transfer controlled [142]. Consequently, it is not prudent to use fixed 
values of ba and bc to calculate the MIC corrosion rate since these values 
can vary significantly within the same microbial culture at different 
incubation times, as well as different MIC systems. These varying ba and 
bc values have been reported in Tafel parameter tables in numerous MIC 

Fig. 14. Cathodic current collected on stainless steel electrode polarized at 
–0.2 V vs Ag/AgCl in seawater in the CNR/IAS (ex ISMAR) marine station at 
Genova harbour (from ref.[221]).
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publications, for instance in [143]. Fig. 19 shows that despite fluctua-
tions in Rp data, they correctly reflect the weight loss trend for treat-
ments using different biocide dosages, with and without biocide 
enhancement [143]. Consequently, Rp data have been proven valuable 

when used qualitatively to support weight loss data trends, while also 
providing additional transient corrosion rate information that cumula-
tive weight loss data do not offer. Moreover, despite the simplicity of this 
technique, significant calculation errors can occur in cases of the low 

Fig. 15. The typical signal trend of a BIOX probe inserted in a marine cooling circuit. SEM micrographs show the biofilm development at different signal levels (blue 
rows). Image of a BIOX probe and schematic of the electrochemical cell is also reported (from ref. [144]).

Fig. 16. Cathodic polarisation plotted at − 100 mV vs OCP (a), and OCP versus time for S235JR mild steel electrodes in 0.1 M Tris-HCl pH7 medium inside a dialysis 
bag (b). Injection at t = 0 + of 75 µL hydrogenase solution (pink triangles) and 75 µL Control solution (blue circles). Modified from ref. [131].

Fig. 17. Time evolution of the current density obtained on stainless steel 
polarized at + 0.2 V vs Ag/AgCl in a deaerated growth medium with 10 mM 
acetate. The inoculation of bacteria (Geobacter sulfurreducens) and the 
replacement of the medium are indicated by the arrows (from ref. [132]) .

Fig. 18. Current evolution for bidirectional EET performance of S. loihica PV-4 
on carbon cloth electrode. Applied potential is 0 V vs Ag/AgCl in outward BES 
and − 0.5 vs Ag/AgCl in inward BES (fro ref. [139]).
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electrolyte conductivity or localized corrosion. Since the sum of Rp and 
the solution resistance (Rs) between electrodes is measured, relevant 
noise can be introduced in the measurement when the electrolyte con-
ductivity is lower than about 0.5 mS cm− 1, depending on the probe 
geometry [144]. Low conductivities can be found in oligotrophic 
freshwaters, tap waters, boiler waters, and similar environments. For 
highly conductive waters, the geometry of the monitored samples and 
their surface finish can play a crucial role in MIC monitoring, as biofilm 
growth is strongly influenced by hydrodynamics and surface roughness. 
In case of crevices, secondary electrochemical reactions which are 
controlled by diffusion of reaction species and passivation, are not 
accounted for [145]. Conversely, Gonzalez et al. [146] have stated that 
when the corrosion systems are under mass transfer control, even a small 
potential perturbation as low as 10 mV can cause changes in the mea-
surement. In this case, LPR cannot provide adequate information, 
particularly regarding the initiation and growth of passivation or 
passivation breakdown [145]. For high capacitance systems, such as 
carbon steel in anaerobic environment, LPR tends to overestimates the 
corrosion rate [76]. This high capacitance is often associated with 
corrosion product deposits.

For active-passive metal alloys, since MIC is frequently accompanied 
with pitting and localized corrosion, the LPR technique cannot, in 
principle, provide accurate information about the actual weight loss. 
Nevertheless, LRP is widely used to monitor corrosion rate in field and 
industrial applications, where corrosion phenomena are usually local-
ized and occur in near neutral pH environments. Indeed, commercial 
corrosimeters are usually based on a variation of the LPR technique. 
They scan the potential in the range of the Eocp ± 5–10 mV, close to the 
open circuit potential of the corrosion process. Operating in a non- 
destructive manner, the measurement provides an almost immediate 
response (in a few seconds), allowing for frequent repeat measurements 
over time. By monitoring the trend of collected data, it enables real-time 
extraction of information linked to the overall corrosion process and the 
effectiveness of anticorrosive treatments/mitigation strategies.

The practical application of LPR to monitor microbial corrosion of 
copper alloys in industrial environments, such as marine cooling cir-
cuits, has demonstrated the usefulness of this technique for localized 
corrosion as well [144]. Empirically estimated values of B (Tafel factor, 
see Eq. 25) for copper alloys usually falls within the range of 10 and 

20 mV, with jcorr usually validated by gravimetric assessment [124,147]. 
Fig. 20 provides an example of integrated corrosion monitoring of 70/30 
cupronickel samples, biofilm growth using a BIOX probe, and other 
parameters such as temperature and turbidity [147]. The corrosion 
trends, estimated in µm y–1 by LPR measurements and corroborated by 
BIOX signal, highlight how corrosion increases, especially in case of new 
(unpassivated) sample of the copper alloy, when the antifouling treat-
ment (chlorination) is interrupted in a cooling circuit supplied with 
sediment-rich seawater (as highlighted by the increase in turbidity 
signal).

For MIC studies accessing the Tafel slopes is not feasible, LPR can be 
used to track the corrosion rate evolution via 1/Rp without estimating 
jcorr during the immersion test. This approach can also determine the 
role of microbial activity (i.e., biofilm and enzymes) in corrosion per-
formance. Fig. 21 illustrates how LPR is performed and how it can help 
assess the influence of hydrogenase in the corrosion of mild steel [131]. 
In this case, it is clearly shown that hydrogenase increased the corrosion 
rate and induced grain boundary degradation, which was not observed 
in the control medium.

Fig. 19. Rp responses supporting weight loss trend in assessing enhanced biocide treatment of carbon steel MIC by an oilfield biofilm consortium (Modifed from 
ref. [143]).

jc
or

r  
  [

µm
y-1

]
ne

w
 s

am
pl

es

jc
or

r  
 [µ

m
y-1

] 
pa

ss
iv

at
ed

  s
am

pl
es

 

B
IO

X
[
m
V
]

T
 
[
°
C
]
 T
u
r
b
i
d
.
[
N
T
U
]

Fig. 20. Integrated monitoring of corrosion of CuNi 70/30 samples by LPR, 
biofilm (BIOX probe), temperature and turbidity (due to mud incoming) in a 
seawater cooling circuit of a power plant (from ref. [147]).

P. Cristiani et al.                                                                                                                                                                                                                                Corrosion Science 246 (2025) 112694 

19 



4.4. Potentiodynamic polarization technique

The potentiodynamic polarization (PDP) technique is more intrusive 
than the LPR technique. It scans a wide range of potentials, typically 
± 0.5 to ± 1.0 V vs. OCP, to extrapolate Tafel curves, the pitting po-
tential Epit, and the protection potential Eprot. The analysis is generally 
performed by considering the reactions at the steady state, can be 
approximated using a low potential scan rate. For corrosion tests, this 
means a scan rate of less than 5 mV s–1, and usually 1.666 mV s–1 

(equivalent to 100 mV min–1).
Polarization curves provide an overview of the reaction kinetics for a 

given corrosion system. including charge-transfer or mass-transfer 
controlled reactions, passivity, transpassivity, and localized corrosion 
phenomena [76]. Tafel curves offer mechanistic insights into the rates of 
anodic and cathodic reactions, which can behave differently, especially 
during when active-passive transition, thereby determining the limiting 
step of the corrosion reaction. Under these conditions, passivation 
properties can be evaluated based on the critical potential Ecrit, critical 
(jcrit), and passive (jpass) current densities for passivation. The PDP 
technique is widely used to study dynamic changes of anodic and 
cathodic processes caused by microorganisms or a biofilm [1,148]. 
However, high-field polarization can alter the electrochemical condi-
tions at the metal-solution interfaces, affecting bacteria attachment and 
biofilm formation. Therefore, anodic and cathodic polarization should 
be performed separately, starting from the corrosion potential. Despite 
this, MIC researchers often use a continuous scan towards electroposi-
tive potentials on a single electrode instead of using two replicate 
electrodes to obtain separate cathodic and anodic curves. Indeed, an 
electropositive potential scan (Fig. 22 yellow curve A5) can result a 
lower jcorr (often 50 % or more), along with significant compression of 
the cathodic curve (in voltage range) and elongation of the anodic curve 
when compared to the half-scan curves obtained separately (Fig. 22
black curve standard WEs) [149]. This is because when a living biofilm 
is suddenly exposed to the lowest voltage (e.g., an overpotential of 
− 200 mV), the biofilm has no time to adapt to the external DC voltage, 
unlike the case when the scan pattern starts at OCP (no external 
voltage). Moreover, when the dual-half scan scheme is adopted to scan a 
single electrode with a cathodic scan from OCP to − 200 mV over-
potential and then an anodic scan from OCP to + 200 mV overpotential, 
the jcorr deviation is greatly reduced, resulting in more symmetric anodic 
and cathodic curves (Fig. 22 curves A1 and A2). Furthermore, with the 
mild dual-half scan scheme, the same electrode covered with a biofilm 
can often be repeatedly scanned without severe deterioration (Fig. 22
curves A3 and A4) [149].

Regarding pitting corrosion performance, Epit (pitting potential or 
breakdown potential, Eb) can be determined when the anodic curve 
shows a sharp increase, even in the presence of bacteria. Epit provides 
data on the tendency for pitting but not the pit propagation rate [76]. 
Therefore, it is useful to assess the repassivation curve by reversing the 
polarisation, allowing the current density to decrease to the passive 
current density at the repassivation potential (Er). Consequently, the Er 
and the area under the repassivation curve give the extent of pit prop-
agation. For example, it was reported that the Geobacter species influence 
the pitting behaviour of 304 L stainless steel differently depending on 
the test medium in which the biofilms develop (Fig. 22). In 
acetate-lacking media, pitting occurred with and without bacteria 
within the same potential range of, but the presence of bacteria mark-
edly increased the pit size [150]. In fumarate-lacking conditions 
(Fig. 22b), the biofilm exhibited a protective effect by shifting the Epit to 

Fig. 21. Determination and evolution in time of the inverse of polarization resistance (1/Rp) for S235JR mild steel electrodes in 0.1 M Tris-HCl pH7 medium inside a 
dialysis bag. Injection at t = 0 + of solution with or without hydrogenase. (a) Examples of polarization curves to determine 1/Rp (slope of the curve), obtained after 
10 minutes of immersion with 75 µL hydrogenase solution (pink curve) and with 75 µL control solution bleu curve. (b) 1/Rp versus time for experiments performed 
with 75 µL hydrogenase solution (pink point) and with 75 µL control solution (blue points). SEM images of the S235JR mild steel electrode surface after 24 hours of 
immersion with hydrogenase (modified from ref. [131]).

Fig. 22. Potentiodynamic polarization curves for C1018 carbon steel MIC by 
Desulfovibrio ferrophilus biofilm using continuous upward scan scheme (from 
− 200 mV vs. OCP to +200 mV vs. OCP) and dual-half scan scheme with each 
half scan starting from OCP
(from ref. [149]).
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more positive potentials and improved the repassivation conditions 
[151]. However, disadvantages of this technique can be highlighted as 
follows: 

1. Large polarizations alter the electrochemical conditions, which can 
be deleterious to the biofilm microorganisms, especially when a large 
potentials (high-field) are used or a continuous electropositive scan 
is used [25,149].

2. This technique alone cannot provide information about the local 
contribution of biofilm to corrosion.

3. The choice of potential scan rate is crucial in MIC studies to minimize 
effects on biofilm structure and characteristics. Faster scan rates have 
less the impact on microbial activities.

4. Slow potential sweep rates can affect localized conditions at the 
metal-solution interface [87].

A fast potential scan usually leads to the formation of an electric 
double layer of charge at the metal–solution interface. This non–faradaic 
charging current constitutes a significant source of error in estimating 
the faradaic current density, which influences the equilibria of the redox 
reactions occurring at the metal surface [145].

4.4.1. Cyclic voltammetry
Cyclic voltammetry (CV) is a potentiodynamic technique to study the 

reversible, irreversible or quasi-irreversible behaviour of redox couples 
at metal-solution interface. It involves applying a rapid triangular po-
tential scan to the working electrode, in a cyclic manner, inducing the 
oxidation of electroactive redox species followed by their reduction (or 
vice-versa). Single redox species generate peaks in the E-I curve both in 
the anodic and cathodic regions when the induced redox process is 
reversible. for irreversible processes peaks appear only in one region 
(Fig. 24). In CVs, the scan rate (ν mV s–1) is the most important 
parameter, as it affects the intensity and the shape of the redox peaks. 
Lower scan rates result in lower peak heights, while higher scan rates 
produce sharper redox peaks. For bioelectrochemistry systems and 
consequently MIC studies, CV is useful for highlighting the electro-
activity of a biofilm that forms on an electrode [24,152–154]. Some 
examples are shown in Fig. 25 with an anodic biofilm (a) formed from 
garden compost, that oxidizes acetate [155]. In this case, the shape of 
the anodic curve is a wave with a jmax that indicates a limiting phe-
nomenon, which can be attributed to the diffusion of substrates and/or 
metabolites, the electron transfer rate and the microbial kinetics. These 
curves can be fitted with the Nernst-Michaelis expression, see Eq. 7.

Fig. 25b shows the CVs obtained with a cathode biofilm of Algo-
riphagus yeomjeoni, a species isolated from a marine biofilm that catal-
yses oxygen reduction [221]. It is interesting to note the shift of the 
cathodic curve, corresponding to the reduction of oxygen, towards 

electropositive potentials, indicating the reduction catalysis by the 
biofilm. CV is extensively used to identify the redox activity at the 
biofilm/metal interface and to study the EET pathways of electroactive 
bacteria and to calculate the standard EET rate constant and diffusion 
coefficients [154,156–162]. For example, numerous bacteria isolated 
from electro-active marine biofilms have shown high efficiencies in 
oxygen reduction catalysis through CVs performed on inert glassy car-
bon (Fig. 26). This activity was attributed not only to direct electron 
transfer between adhered cells and electrode but also to redox com-
pounds present in test medium [154]. Fig. 27 provides another example 
where CVs, obtained with a pencil graphite electrode covered by a 
cultivated SRB biofilm (Desulfovibrio singaporenus) showed a reversible 
peak due to the presence of redox mediator and the contribution of the 
electroactive biofilm, as well as c-type cytochrome activity [158]. The 
redox peak currents were enhanced by between 1.5 and 2.5 times with 
riboflavin and cytochrome c, respectively, confirming the positive 
connection of the attached biofilm with soluble riboflavin and cyto-
chrome c in EET.

The CV technique can effectively highlight the catalytic effects of 
enzymes and other molecules. Fig. 28 shows the irreversible wave of 
oxygen reduction catalysed by (a) laccase and (b) Hemin, an iron 
protoporphyrin.

However a possible disadvantage of CV, is that the faradaic current 
can be masked by a high resistive and/or capacitive behaviour of the 
electrode surface [163] as illustrated in Fig. 29. Although the different 

Fig. 23. Influence of medium composition on pitting curves (0.5 mV s− 1) in presence of Geobacter sulfurreducens for 304 L stainless steel electrode a) medium 
containing 5 mM acetate (e- donor) and 25 mM fumarate (e- acceptor) (from ref. [148]) and b) after 20 days immersion in a medium containing 10 mM acetate and (○ 

blue) 25 mM fumarate or (Δ red) 0 mM fumarate. Closed and open symbols represent, respectively the presence of 5 % v/v G. sulfurreducens and the absence of 
bacteria (from ref. [151]).

Fig. 24. Schematic CV curves for reversible, quasi-reversible and irreversible 
redox process.
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surface treatments (Acid – A, Electrochemical E, or the both A+E) of the 
graphite electrodes enabled the generation of microbial bioanodes 
delivering significantly higher current densities than the untreated 
control electrode (table in Fig. 29) after microbial colonization in do-
mestic wastewater (end of the 25-day of experiment), the CV graph of 
the electrode A+E is very different from the others. In fact, for the A, E 
and control electrodes, the CV graphs displayed a shape characteristic of 
bioanodes oxidizing organic matter with, however, a higher capacitive 
current for the electrode E (C = 248 mF). In contrast, the A+E electrode 
presented a steady state current equal to that of the A one and yet the CV 
graphs showed a strongly capacitive (C = 627 mF) and resistive (incli-
nation of the I/V curve) behavior that masked the oxidation phenome-
non. Furthermore, while CV is mainly used to analyze solutions, it often 
struggles to clearly observe detect reactions in weakly concentrated 
electroactive species in solution. Applying CV to solid samples, such as 
the biofilm/metal interface, necessitates more advanced strategies, as 

the technique measures impedance of the entire electrochemical cell.

5. Alternating Current (AC) stimulation

Methods based on the perturbation of an electrochemical system in 
equilibrium or steady state, through the application of a sinusoidal input (AC 
voltage or AC current) over a wide range of frequencies, and the monitoring 
of the resulting sinusoidal response (current or voltage, respectively), are 
powerful tools for investigating the electrical properties of interfaces, passive 
layers of corrosion products, and insulating coatings. These methods also 
provide detailed mechanistic insights into microbial corrosion and the role of 
biofilms in corrosion processes. However, their successful application requires 
advanced analytical techniques (now included in specific software) and a 
thorough understanding of the electrical aspects of corrosion phenomena.

Unlike DC methods, where current flows only in one direction, in AC 
methods current periodically reverses direction and changes its 
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Fig. 25. CV curves (1 mV.s− 1) for a) microbial anodes, formed after 10 days’ polarization at 0.2 V/SCE in garden compost leachate, E-I curves drawn in a synthetic 
medium with 20 mM acetate, 9-cm2 (continuous line) and 50-cm2 (dotted line) anodes made of flat carbon cloth [160] and b) microbial stainless steel cathodes, 
formed after different times of polarisation at − 0.2 V vs Ag/AgCl in seawater inoculated with Algoriphagus yeomjeoni, an electroactive species extracted from 
marine biofilm.(modified from ref. [221]).

Fig. 26. Roles of dissolved oxygen, adhered bacteria and released compounds (GC electrode and cell suspension of Roseobacter sp.). (a) CV1 and CV3 were recorded 
in deoxygenated solution and CV4 after 10 minutes of air bubbling (Roseobacter sp. R-26140). (b) CV1 and CV3 were recorded following the standard procedure, 
then the cell suspension (Roseobacter sp. R-28704) was replaced by fresh buffer that did not contain cells and, finally, the electrode was cleaned. (c) CV1 and CV3 
(standard procedure) obtained with the filtrate of bacterial cell suspension (Roseobacter sp. R26140). Modified from ref. [154].
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magnitude continuously with time. Similar to DC, AC stimulation can be 
a non-destructive technique or can influence the measured phenome-
non, depending on the current intensity. The frequency of the 

stimulation can also strongly impact the process under investigation.

5.1. Electrochemical Impedance Spectroscopy

Electrochemical impedance spectroscopy (EIS) is an effective non- 
destructive method for mechanistic studies of various corrosion phe-
nomena, not limited to MIC. In this method, the working electrode at the 
corrosion potential is generally stimulated by a small amplitude sinu-
soidal voltage at variable frequencies. The response of the working 
electrode to this perturbation, in terms of: current, signal amplitude, and 
phase, is recorded [1]. By dividing the imposed voltage by the induced 
current, the impedance of the system at all excited frequencies. The 
applied voltage perturbation covers a wide frequency range, from mil-
lihertz (mHz) to megahertz (MHz),allowing the characterization of all 
the phenomena occurring at the solid/solution interface [164]. Each 
elementary phenomenon can be observed and characterized at a specific 
frequency range that corresponds to its own time constant (the relaxa-
tion time to return to steady state). Rapid electrochemical phenomena 
(such as charge transfer) are revealed at high frequencies, whereas slow 
phenomena, such as diffusion (mass-transfer) or adsorption are observed 
at low frequencies. Experimentally, at high frequencies, only the ohmic 
component due to the solution resistance is measured. When the 
measured |Z| increases inversely with frequency (on a log scale), it 
demonstrates the characteristics of a pure capacitance. Thus, EIS enables 
the distinction between different phenomena that are stimulated at 

Fig. 27. CV curves for the pencil graphite electrode covered by a cultivated 
SRB biofilm in a 10 % carbon source medium for 15 days in different solutions: 
SRB solution (culture medium with planktonic cells), PBS medium (fresh abiotic 
medium) and PBS medium with addition of riboflavin or cytochrome c (from 
ref. [158]).
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Fig. 28. Catalysis of oxygen reduction by a) laccase from Trametes versicolor on a titanium electrode in 0.1 M citrate-phosphate solution at pH 3.0, deaerated or 
oxygen saturated at atmospheric pressure with and without Laccase confined near the electrodes and b) the iron protoporphyrin Hemin, adsorbed on a stainless steel 
electrode in NaCl solution. Modified from ref. [107].

Fig. 29. CV performed in domestic wastewater on treated graphite surfaces (A+E, A, E) and non-treated commercial graphite surface (Control) after microbial 
colonization (end of the 25-day experiment). The correspondent steady state current densities (at 25-days) are given in the table as well as the improvement over the 
Control. Scan rate: 1 mV s− 1. A: acid, E: electrochemical. Modified from ref. [163].
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different frequencies. EIS can be performed as a high-resolution tech-
nique to achieve kinetic parameters, determine reaction mechanisms, 
and measure electrolyte and electrode conductivities, as well as the in-
fluence of a biofilmson the metallic surface. EIS can thus be used to 
characterize non-conducting or semi-conducting passive layers, coating 
on the surface [45,165–170]. For example, Fedrizzi et al. reported that 
high-frequency peaks were associated with coating performance, 
whereas the other peaks were related to activation of electrochemical 
processes [45].

EIS data can be interpreted using various plots such as Nyquist, Bode- 
modulus, Bode-phase, and Cole-Cole plots. The Bode plots display in-
formation on impedance, frequency, and phase angle [87]. For instance, 
the Bode-phase plot can provide insights into pitting corrosion when 
combined with optical microscopy. It has been observed that when the 
phase angle reaches a minimum at the lowest frequencies, pitting can be 
initiated, and the growth of active pits increases the capacitance [171, 
172]. It must be noted that the breakdown of the passive layer, 
accompanied by pitting corrosion process, is critical to detect by EIS 
since their initiation and development are unstable processes. In such 
cases, EIS provides only qualitative, not quantitative, results. The 

interpretation of the EIS data is not straightforward and requires un-
derstanding of the physical meaning of the electric components to model 
an effective equivalent circuit of the corrosion process, including mi-
crobial interactions for MIC. To address this, an integrated approach 
combining experimental observation, model development, and error 
analysis has been proposed by Orazem and Tribollet [173]. Moreover, 
dedicated software packages are also available to mathematically 
generate equivalent electrical circuits from the raw EIS data. These 
packages use a structural identification approach that involves the 
generalized deconvolution of the impedance data without requiring 
priori chosen assumptions. For example, Differential Impedance Anal-
ysis (DIA) is a technique that applies a structural identification approach 
to time constants [174]. It ensures both structural and parametric 
identification based on a single experimental data. The method applies a 
local operating model (LOM) for the parametric analysis by scanning 
along the analytical coordinate frequency. The LOM describes a simple 
first-order inertial system extended with an additive term. A determin-
istic approach is used by extending of the initial set of data (Zreal and 
Zimag components of the impedance and frequency ω) with two addi-
tional terms – the derivatives of Zreal and Zimag with respect to the 

Fig. 30. Nyquist (a) and Bode (b) plots of an aluminum bronze showing the most significant EIS spectra achieved during exposition in a control solution of 0.1 M of 
NaCl solution (Circles); filtered biotic solution with metabolites (squares) and biotic solution containing Pseudomonas fluorescens bacteria (triangles) at different 
exposition time; c) Trends of calculated film resistance Rf and d) trends of Charge transfer resistance Ct (from ref. [30]).

P. Cristiani et al.                                                                                                                                                                                                                                Corrosion Science 246 (2025) 112694 

24 



frequency. The number of plateaus found in the frequency range where 
the LOM corresponds to the object’s behaviour, is the number of time 
constants. The temporal analysis can qualitatively estimate frequency 
distribution, indicated by deviations from the plateau-behaviour. 
However, for precise quantitative analysis, i.e., for structural and para-
metric identification, another algorithm called Secondary DIA [175], 
and complex non-linear regression least squares fitting procedure [176]
must be performed based on the results obtained by DIA. Despite the 
complexity of this method, it was successfully applied recently in MIC 
studies of copper alloys, supported by microscopy observations, Raman 
data, and other electrochemical techniques [21], [220]. EIS techniques 
also allowed us to demonstrate how the aerobic metabolism of Pseudo-
monas fluorescens promotes the formation of a stable and highly resistive 
oxide film, which inhibits the corrosion of Aluminum bronze. Although 
this bacterium initially produced an electroactive meditator (pyocyanin) 
that increases charge transfer, corrosion was ultimately inhibited. This is 
due to the enhanced metal dissolution being followed by the 
re-precipitation of metal ions in a more stable (higher capacitive and 
resistive) passive layer compared to the sterile and metabolite control 
tests ([30], Fig. 30).

Wharton et al. [177,178] report a study monitoring aerobic marine 
biofilms on electrode surfaces, and the influence of nitric oxide attach-
ment control as an innovative method for detecting and monitoring 
marine bacterial biofilms using EIS. The study effectively demonstrates 
the use of microelectrodes to monitor the condition film, biofilm for-
mation and the impact of nitric oxide on biofilm dispersal (Fig. 31). A 
key aspect of this investigation is its novel application of EIS for 
real-time biofilm monitoring, which is crucial for understanding biofilm 
dynamics and developing mitigation strategies, which incorporated 
confocal microscopy to validate the electrochemical data. However, the 
study has limitations. The experimental setup, although detailed, may 
not fully replicate the complex conditions of natural marine environ-
ments, potentially limiting the applicability of the findings. Addition-
ally, a more thorough discussion on the long-term stability and 
reproducibility of the sensor system under varying environmental con-
ditions would have been useful. While the innovative use of micro-
electrodes offers high sensitivity and specificity, the potential scalability 
issues could limit practical applications. Overall, the study provided 
insights into biofilm detection and control, although further studies are 
needed to address its limitations and improve its practical applications.

It is worth noting that equivalent circuit models often cannot accu-
rately represent the corrosion process due to its complexity. Multiple 
interfaces involving partial coverages, mixtures of corrosion products, 
elements with different geometries, and porosity can co-exist on the 

surface [78,173]. Additionally, biofilms are also dynamic entities that 
cause short-term fluctuations in the electrochemistry at the metal/film 
interface, making localized corrosion under the biofilm difficult to 
detect. The period of these fluctuations is shorter than the time for 
gathering EIS data through a full frequency sweep, meaning that not all 
frequencies of the applied signal respond to the same electrochemical 
conditions [25]. Nevertheless, many EIS reports monitoring bacterial 
cell attachment [78,179] and biofilm formation [87,171,180,181], 
bacterial electroactivity and conductivity of biofilm, often misinterpret 
the equivalent circuits, and incorrectly attribute the double layer 
response of corrosion products to the biofilm.

When analyzing EIS data linked to MIC or biofilm studies, it is 
important to remember that the biofilm is mostly composed of water 
[38] and is a good electrolyte. Therefore, it cannot exhibit a capacitive 
behaviour itself, although it can influence the charge transfer in several 
ways. For the study of MIC mechanisms, low frequency data are of 
greater interest. In conclusion, the EIS technique can be a useful for 
studying biofilm and its effects on corrosion if the experimental data are 
well analysed. EIS is non-destructive to the biofilm, and electrochemical 
conditions on electrodes change very little after the EIS measurements 
[1]. Several studies have demonstrated that the small signals required 
for EIS do not adversely affect the numbers, viability, and activity of 
microorganisms within a biofilm [76,78,181]. Conversely, cell pop-
ulations can be significantly reduced on the polarized surface when 
subject to either PP or CV [182].

Although the EIS cannot directly determine the corrosion current 
density and biofilm thickness, it can estimate the passive layer thickness 
under the biofilm. The high-frequency impedance range (40 MHz down 
to 100 Hz) corresponds apparently to a pure capacitive behaviour [183]. 
At infinite frequency, all resistances are negligible compared to the 
impedance corresponding to the capacitance [184]. Therefore, extrap-
olating of the complex-capacitance diagram can reliably determine the 
thickness of the capacitive layer [184]. The complex capacitance (C) is 
calculated using the impedance data corrected for the electrolyte resis-
tance (Re) (Eq. 26). 

C(ω) = 1
jω(Z(ω) − Re )

(26) 

The physical meaning of this capacitance is linked with the dielectric 
properties of the electrochemical interface. Using the known dielectric 
constant of oxides, the capacitance estimated in the high-frequency 
domain using Eq. 27 allows the calculation of the oxide layer thick-
ness δ as described in Eq. 28 (used for plate capacitors): 

Fig. 31. EIS for abiotic and abiotic artificial seawater before and after nitric oxide dosing: (a) Nyquist (–Zimag vs. Zreal) and (b) Bode phase (deg. vs. f) and Bode 
modulus (Zmod vs. f). From ref. [177,178].
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Cox =
εε0

δ
(27) 

Where ε0 is the permittivity of vacuum (ε0 = 8.85 × 10− 14 Fcm− 1) and 
ε is the dielectric constant for metal oxide. In practice, the high- 
frequency capacitance is determined at frequencies above 25 kHz [185].

5.1.1. Mott–Schottky plots to study passive films
Mott–Schottky (M-S) is another method that can be used to under-

stand how the biofilm affects passive layers of metallic surfaces from EIS 
data. M-S plots show changes of capacitance at an electrochemical 
interface under voltage fluctuations and are typically used to determine 
the semiconductor property of passive films. The Mott-Schottky analysis 
expressions are as follows (see Eqs. 28–29): 

1
C2

SC
=

2
εε0 eND

(

E − EFB −
kB T

q

)

forn − type semiconductor (28) 

1
C2

SC
=

2
εε0 eNA

(

E − EFB −
kB T

q

)

forp − type semiconductor (29) 

Where e is the electron charge, ND and NA are the donor and acceptor 
densities (cm− 3), ε is the dielectric constant of the passive film (ε = 12 
for iron/steel substrates), ε0 is the vacuum permittivity kB is the Boltz-
mann constant (1.38× 10–23 J K–1), T is the absolute temperature and 
EFB is the flat band potential. The interfacial capacitance, C is also 
explained in Eq. 30: 

C = −
1

ωZimag
(30) 

where Zimag is the imaginary component of the impedance and ω = 2πf 
is the angular frequency [186]. In corrosion science, this technique is 
often employed when the double layer capacitance is negligible. Under 
these conditions, the measured capacitance (C) is equivalent to the space 
charge capacitance (CSC). Consequently, a plot of 1/C2

SC versus EFB is 
generated. In these plots, positive slopes indicate the presence of n-type 
semiconductor behaviour at all formation potentials. From the linear 
portion of the slopes, the donor density can be estimated. This method 
calculates the dopant density near the alloy/passive film interface, 
where the concentrations of oxygen vacancies and metal interstitials are 
expected to be the highest [186]. Thus, understanding the nature of the 
passive film is crucial for comprehending the corrosion properties of 
engineering metals and alloys [187]. For instance, M-S analysis is per-
formed to investigate how the electronic properties of the passive film 
change with an increase in solution temperature.

An important consideration in the M-S analysis is the influence of 
frequency on the measured capacitance. To determine the optimized 
frequency, capacitance should be measured across a range of fre-
quencies. The highest frequency at which the capacitance does not 
significantly decrease should be selected as a reference frequency for 
M–S analysis [188]. It is important to note that M-S analysis is not 
suitable for analyzing biofilms, as they do not a capacitive character, a 
fact sometimes overlooked in some publications. However, M-S analysis 
can be used to study the impact of biofilms on the characteristics of the 
passive layers beneath them [189–192]. For instance, a study presented 
M-S plots for the passive films on 304 SS after 14 days of exposure to 
both sterile and inoculated media. In both conditions, two linear regions 
were observed. This confirmed that the biofilm did not change the 
semiconductor properties of the passive film. However, the increase in 
donor density (Nd) and acceptor density (Na) indicated enhanced elec-
tron transfer within the passive film, accelerating its dissolution [192]. 
Notably, the increase of these parameters also suggests that the passive 
film became more defective. Thus, it is expected that the biofilm 
compromise the barrier function of the passive film, increasing the 
likelihood of pitting corrosion [192]. Fig. 32 shows an example of M-S 
plots with two distinct regions of semi-conductivity for stainless steel 

under various test conditions. The positive slopes, found at potentials 
more positive than about –0.5 V vs. SCE correspond to n-type behaviour. 
Conversely, the negative slopes, observed at potentials more negative 
than around –0.7 V vs. SCE denote p-type behaviour. Additionally, there 
is a flat band potential (Efb) region between –0.504 V and –0.686 V vs. 
SCE, which represents the transition between p-type and n-type con-
ductivity. Both Nd and Na calculated from the linear portions of the 
slopes were of the order of 1021 and progressively decreased with the 
development of biofilm and reduction of the light levels [189]. Alter-
natively, another study shows that M-S analysis can elucidate why a 
G. sulfurreducens biofilm on 254SMO stainless steel exhibited higher 
cathodic current densities compared to biofilms on 316 L stainless steel. 
It was found that at the cathodic potential used for biofilm formation 
(below the EFB), 316 L displayed slight p-type behaviour, whereas 
254SMO did not show any semi-conductive behaviour. The p-type 
behaviour in 316 L indicates a lack of available electrons near the sur-
face, which is detrimental for the cathodic process. In contrast, the 
absence of this p-type behaviour in 254SMO explains the superior 
electrochemical performance of biocathodes formed on it [193].

5.1.2. Dynamic electrochemical impedance spectroscopy
Another potentially relevant technique for studying the dynamic 

effects induced by a biofilm on protective oxides and anticorrosive 
coatings is Dynamic Electrochemical Impedance Spectroscopy (DEIS). 
DEIS is powerful for investigating mechanisms in surface electro-
chemical reactions by applying an AC signal while sweeping the po-
tential [194]. This novel approach provides impedance data from 
non-stationary systems [194]. DEIS can be distinguishes from conven-
tional EIS through the use of advanced software, ensuring precise 
measurements in critical applications [195]. The technique achieves a 
frequency limitation as low as 0.1 Hz, validated through the 
Kramers-Kronig transform and consistency tests [196]. The mechanisms 
of electrochemical systems can be analysed qualitatively and quantita-
tively, enabling time-resolved studies of various physicochemical pro-
cesses across different time scales. Different acquisition strategies and 
correction algorithms facilitate high-precision dynamic impedance 
spectra and cyclic voltammetry measurements, addressing the challenge 
of high-frequency artefacts caused by to non-ideal instrument behav-
iour, which can lead to incorrect interpretations down to 0.1 Hz. By 
leveraging advanced computing to reduce computation time, DEIS can 
effectively study corrosion, inhibitors, pitting, organic coating damage, 
cavitation and battery discharge processes [196]. This makes DEIS a 

Fig. 32. M-S plots obtained for biofilm formed on stainless steel surfaces 
immersed in coastal seawater for 37 d at different test conditions of ambient 
light (AL), moderate light (ML), low light (LL), and full darkness (D). From 
ref. [189].
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powerful tool for advancing the understanding and monitoring of 
complex electrochemical phenomena. Although it has not yet been 
applied to MIC scenarios, DEIS is valuable for analysing non-stationary 
systems. It allows for time-resolved studies of various electrochemical 
processes, including those occurring in biofilms, to examine the dynamic 
effects induced by biofilms on protective oxides and anticorrosive 
coatings. Therefore, it shows promise for studying microbial corrosion in 
real time for laboratory experiments.

5.1.3. Electrochemical frequency modulation
Electrochemical frequency modulation (EFM) is a modern, non- 

destructive technique that applies a dual frequency potential perturba-
tion to measure the current density response at sums, differences, and 
multiples of the input frequencies [145]. Simpler and faster than EIS, 
EFM provides data about corrosion parameters, such as corrosion rate 
and polarization resistance of metals and alloys undergoing electro-
chemical corrosion, without requiring prior knowledge of the Tafel 
slopes. It validates the accuracy of results obtained using causality fac-
tors (CF-2 and CF-3) [197]. The EFM approach can also interpret the 
corrosion mechanism as either activation, diffusion, or 
passivation-controlled phenomena based on the potential-current rela-
tionship involved in the corrosion process [145]. Consequently, EFM is 
suggested as a good alternative to the conventional electrochemical 
techniques.

Bosch and co–workers [198] modified the Stern–Geary equation and 
derived mathematical expressions for the theoretical calculation of 
corrosion current density, Tafel slopes (constants) and causality factors 
CF-2 and CF-3 from the current peaks at harmonic and intermodulation 
frequencies. (see Eqs. 31–34): 

jcorr =
i2ω1,ω2

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
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2
√ (31) 
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CF − 2 =
iω2±ω1

i2ω1
and CF − 3 =

i2ω2±ω1

i3ω1
(34) 

where ω1 and ω2 are the (angular) perturbation frequencies in rad s− 1 

(and ω = 2πƒ, with the frequency ƒ in Hertz), and ΔE is the perturbation 
potential.

Compared to conventional techniques such as LPR and PP, EFM of-
fers several advantages. Firstly, it is less susceptible to errors caused by 
the bulk medium in which the metal corrosion is analyzed, such as the 
solution resistance and the double layer charging during potential 
perturbation. Secondly, the causality factors help detect the initiation of 
phenomena like active-passive transition and localized pitting and 
crevice corrosion. EFM provides accurate values of Tafel constant and 
corrosion current density, even when the metal is under passivated 
condition, pitting or diffusion control [145]. The experimental values of 
CF-2 and CF-3 obtained during an EFM measurement are usually 
compared with theoretically established values. If the theoretical and 
experimental values are close, it means the EFM experiments are veri-
fiable. It is important to use low frequencies in EFM experiments to 
avoid the influence of the capacitive behaviour of the electrochemical 
double layer.

The Rp derived from EFM can be comparable to Rp obtained from EIS 
and polarization techniques, but only when the metal corrosion is 
charge-transfer controlled. In the case of diffusion controlled and 
passivation, these parameters are not comparable and Rp derived from 
EFM is generally more reliable [145]. Despite reliability of EFM 

compared to conventional electrochemical methods, there are only a 
few reports on the application of EFM in MIC investigations [197,199]. 
In one study [200], iron corrosion in a culture media inoculated with 
Desulfovibrio sp. strain HS3 was investigated using EFM. A significant 
deviation between the corrosion rates measured by EFM and LPR was 
observed after five days of incubation, attributed to the onset of severe 
localized corrosion of the iron surface by the bacteria communities. In 
addition, localized colonization distorted the active surface area 
measured by both EFM and LPR, leading to an underestimation of the 
corrosion rate by LPR and an overestimation by EFM, compared with 
average from long term incubation studies. The overestimation by EFM 
was attributed to a shift in the impedance of the corrosion system to-
wards lower frequencies, causing the EFM input frequencies to fall into 
the capacitive region [200]. However, EFM was able to detect significant 
changes in its causality factors CF–2 and CF–3 [145], indicating when 
the MIC transitions from uniform to localized behaviour and when 
corrosion rate monitoring breaks down. This capability of EFM could be 
a distinct advantage over other electrochemical methods for MIC 
monitoring [200].

5.2. Localized Electrochemical Impedance Spectroscopy

The localized application of EIS (LEIS) was firstly introduced by 
Isaacs in 1992 [201]. In LEIS, the applied voltage is similar to the con-
ventional EIS typically involving sinusoidal amplitudes of 10 mV and a 
DC potential scan rate of 1 mV s–1. However, LEIS measures the local 
potential difference using a moveable probe that scans the sample sur-
face. The potential difference between micro-probes is then used to 
accurately calculate the local current on the sample. This technique 
involves a two-step process and can be customised as needed [202]. 
Initially, the probe is polarized at a fixed frequency and moved over the 
sample to identify the area of interest, for instance defects and discon-
tinuities in the passive film with low impedance. Subsequently, a sys-
tematic variable perturbation is applied above the area of interest, 
potentially using the second probe. In this configuration, complete 
impedance spectra over some frequencies can be acquired [203]. 
Three-dimensional graphs of the explored area, usually coloured as a 
function of capacitance, are then produced. An example of such data 
processing is shown in Fig. 33a [223].

The spatial resolution of this technique is governed by several pa-
rameters, including size and distances between microelectrodes, as well 
as the distance between the probe and substrate. To obtain reliable data, 
it is crucial to consider the dependency of potential differences on the 
distance of microelectrodes. In addition, the measured potential will be 
smaller if the probe is positioned farther from the substrate during 
interface mapping [202].

By equipping dynamic LEIS with two digital-analogue cards for 
measurement of current and voltage signals, EIS spectra can be deter-
mined over narrow time periods. This makes the method suitable for 
investigating pitting corrosion, as the breakdown of passive layers is 
usually accompanied by this corrosion type. A recent review on LEIS 
[202] highlighted that the shape of the curves and the low frequency 
limit of the impedance diagrams were correlated with the potential at 
the bottom of the pit formed on stainless steel (see Fig. 33b [202]).

Hence, another feature of LEIS is its ability to measure the impedance 
during the propagation of a pit. However, this technique can be limited 
at low frequency ranges, where capacitive and inductive elements in the 
measurement setup and the electrochemical cell itself can introduce 
artifacts, resulting in negative polarization resistances. To overcome this 
limitation, the conventional EIS and LEIS are usually conducted to 
simplify interpretation of the LEIS data [202].

6. Advanced localized electrochemical techniques

Localized Electrochemical Impedance Spectroscopy (LEIS) and Scanning 
Electrochemical Microscopy (SECM) are advanced techniques for studying 
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MIC. LEIS maps corrosion sites by measuring local impedance, making it ideal 
for detecting pitting corrosion, although it has limitations at low frequencies. 
SECM uses a microelectrode to scan surfaces and monitor localized corro-
sion, biofilm activity, and redox reactions, providing detailed insights into 
biofilm-electrode interactions. Both techniques offer high spatial resolution 
but face challenges such as slow scanning speeds and sensitivity to environ-
mental conditions. Combining SECM with Atomic Force Microscopy (AFM) 
enhances both topographical and electrochemical analysis, offering a more 
comprehensive understanding of the corrosion/MIC processes.

6.1. Scanning ElectroChemical Microscopy

Scanning ElectroChemical Microscopy (SECM) is highly effective 
technique for studying of a wide range of electrochemical processes, 
including biological processes, surface reactivity, local corrosion, and 
charge transfer mechanisms. The setup of SECM involves an ultra-
microelectrode (UME) probe that scans the working electrode surface, 
while a two-channel potentiostat monitors the potentials of both the 
UME probe and the working electrode. The working electrode, where 
electrochemical processes occur, perturbs the electrochemical response 
of the UME probe. This perturbation provides information about the 
nature and properties of the working electrode [204]. The distance 

Fig. 33. Example of LEIS profiles and their projections in time (a): aluminum alloys under salt spray test from ref. [223]); (b): LEIS diagrams obtained above a 
propagating pit on 316L steel in differnt media, from ref. [202]
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between the UME and the electrode surface is controlled by a 
three-dimensional positioning stepper motor and a piezoelectric motor 
for precise adjustments. Results from SECM are presented by 
three-dimensional graphs showing current versus distance. While the 
current of the working electrode does not depend on the UME 
tip-to-electrode distance, the response of the UME probe highly depen-
dent on this distance. This is one of the most relevant factors that can 
limit this technique.

Furthermore, the tip is often very fragile at dimensions of just a few 
hundreds of nanometres and is fabricated of glass; therefore probe/ 
substrate crashes are a regular occurrence in SECM analysis [205]. To 
allow the piezo to respond to height variations, it is necessary to slowly 
scan small areas Consequently, the time frame for SECM is relatively 
long, with an area of just a few square millimetres taking over 10 h to 
fully scan. This extended scanning time can lead to issues such as sub-
strate fouling and aging, solvent evaporation, and irreversible chemical 
reaction in the solution [205]. Therefore, SECM is ideal for small surface 
areas on the microscale. Despite its limitation, SECM has become valu-
able in corrosion science due to its ability to probe surface reactivity of 
wetted materials at microscopic scales. SECM can be used to study the 
MIC in real-time, detecting chemical reactions occurring at the interface 
between two regions (such as metal/air or metal/electrolyte interfaces) 
in a corrosion process, providing insights into the pathways and speed of 
such reactions with spatial resolution. In addition, SECM can probe the 
diffusion layer of specific chemicals on the working electrode surface 
and convert chemical signals into visual electrical signals [206].

The application of SECM for MIC studies offers two significant ad-
vantages: (1) it provides detailed data on localized corrosion, and (2) it 
delivers insights into absorbed electroactive species (oxidation or 
reduction enzymes) on the electrode. Thus, the technique has a bright 
future to study MIC and EET-MIC mechanisms in particular [207,208].

An MIC application example is illustrated in the Fig. 34 [206]. This 
work utilised SECM to study the influence of catalase on the MIC of 304 
stainless steel in presence of archaeon N. tibetense. A platinum UME was 
utilized as the SECM probe, with the distance between the probe tip and 

the sample surface maintained at a micron scale. The current drop on the 
UME revealed pit on anodic regions of the stainless steel surface 
(Fig. 34a). These pits appear only in inoculated media, and their 
occurrence is intensified by the addition of catalase (Fig. 34c). 
Conversely, SECM images under sterile conditions showed no changes or 
current fluctuations (Fig. 34b).

In other studies, SECM has been widely used to investigate the for-
mation and conductivity of biofilms of various bacteria, including 
Escherichia coli [209], Staphylococcus aureus [210], Salmonella typhimu-
rium [211], Rhodobacter sphaeroides [212] and Paracoccus denitrificans 
[213]. In these cases, the early detection of biofilm formation is crucial, 
especially when microorganisms are present at relatively low densities 
on metal surfaces. Under these conditions, the concentration of signal 
molecules is low and can be easily disturbed by the background signals 
from metal substrates and electrolytes [214], making detection chal-
lenging. However, SECM uniquely enables the quantitative monitoring 
the redox-active molecules in biofilms [204]. SECM is also used to 
monitor the distribution and activity of enzymes immobilized on flat 
surfaces, enhancing the sensitivity of this technique, through the use 
alternating current mode (AC-SECM) [97].

Zhang et al. [215] investigated the EET mechanisms using SECM to 
examine the formation process of Shewanella biofilm on an electrode. As 
the bioelectrogenic process progressed, the SECM tip moved vertically to 
trigger positive feedback, while the feedback current decreased at each 
vertical point. This current change was influenced by two factors: the 
increased electrochemical activity, which raised the current, and the 
shielding effect of the insulating biofilm, which lowered it. These find-
ings demonstrated that SECM characterization can accurately reflect the 
biofilm thickness and conductive properties. Given the complexity of the 
biofilm and MIC reactions on metal surfaces, as well as the influence of 
metabolites, chemical signal molecules and electron shuttles on surface, 
modern techniques such as SECM are essential for detecting local elec-
trochemical variations near the biofilm. This helps establish relation-
ships between chemical species and the electrochemical corrosion 
process at metal surfaces. When a potential is applied at the SECM tip, 

Fig. 34. SECM image of the stainless-steel samples in the inoculated culture media (a without catalase, c with 0.3 mg/mL catalase) and sterile medium (b with 
0.15 mg/mL catalase, d with 0.3 mg/mL catalase) on the 7th day (from ref. [206].
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the oxidation or reduction of specific chemical species in the culture 
media or the biofilm can be observed. The resulting current map can 
provide insights into the interactions within the biofilm [208].

Li et al. [190] applied this technique to investigate the local con-
centration of riboflavin as a redox-active mediator and to monitor its 
interactions with a stainless steel surface during the EET-MIC process. 
Through starvation tests, one of common method to investigate the 
mechanism of EET, Huang et al. [216] also applied SECM to reveal the 
acceleration of MIC for 304 stainless steel in the presence of Pseudo-
monas aeruginosa and absence of an electron acceptor. Through starva-
tion tests, a common method to investigate the EET mechanism, it was 
attributed to the bio-reduction of the passive film in micro-local regions. 
Multi-mode SECM was used to probe the environmental changes around 
the biofilm (~30 µm) caused by respiratory metabolism, including Fe2+, 
O2 and pyocyanin.

Aside from various enzymes, certain metabolic products and pH 
variations near or within the extracellular polymeric substances (EPS) 

can become focal points in SECM-based MIC research [214]. The main 
limitation lies in the uncontrollable environmental conditions that 
hinder tracking variations in biological and electrochemical processes, 
as samples are typically immersed in nutrient-rich culture media for 
extended periods. Another major limitation is the relatively low tem-
poral resolution, since the in situ detection of MIC is a time-dependent 
process. Improving the high-speed SECM mode [214] presents a real 
challenge to overcome these limitations. In addition to AC-SECM mode, 
which is particularly well-suited bacterial behaviour and biofilm activity 
in biological systems, there are several other operating modes. These 
include Generation and Collection Mode, Redox Competition Mode, and 
Potentiometric Mode, which utilize an ion selective electrode.

The SECM approach can be successfully combined with atomic force 
microscopy (AFM-SECM) to probe the local electrochemical responses in 
liquid while studying the native topography of biological components 
[217]. For instance, the AFM-SECM has been used to simultaneously 
investigate pit nucleation electrochemically and topographical imaging 

Table 2 
Methods without externally applied electrical stimulation.

Acronym: name Method Strengths Limitation Notes

OCP: Open Circuit Potential  Measure of the voltage vs. a 
reference electrode.

Non-destructive. 
Simple to apply in both 
laboratory and field.

Does not measure the corrosion 
rate. 
A stable (reference) electrode is 
necessary. 
Different phenomena (oxygen 
conc., pitting, sulphides, etc.) 
can lead to similar variations.

For passivable alloys, 
anaerobic conditions 
induce a negative shift, 
while the cathodic effect 
of a biofilm induces a 
positive shift.

EN: Electrochemical Noise  Measure of the stochastic 
fluctuations of the current and 
potential between two nominally 
identical sample surfaces, 
typically in the range of mV or 
µA).

Non-destructive and allows for 
the evaluation between 
uniform and localized 
corrosion.

Requires complex mathematical 
approaches to characterize the 
significance of the signal. The 
noise induced by the setup can 
be of the same order or higher 
than the measured parameter.

The increase in current, 
along with drop in 
potential can be 
associated with localized 
microbial activity.

SVET: Scanning Vibrating Electrode 
Technique  

Measure of the local ionic current 
in an electrolyte near the surface 
of a sample using a vibrating 
microelectrode. This technique 
maps the spatial distribution of 
anodic and cathodic sites.

Non-destructive and capable of 
mapping corrosion activity and 
surface morphology in real- 
time. It allows the 
identification of the active 
catalytic centers, such as 
enzymes, within the biofilm.

For laboratory studies only. 
The conductivity of the solution 
must be low, and it can change if 
ions are released by the mapped 
surface. 
The microelectrode can displace 
and disrupt the biofilm, if it is 
too thick.

Provides qualitative and 
quantitative data about 
biofilms and their 
component distribution. 
It can also be 
corroborated with optical 
microscopy.

SKP: Scanning Kelvin Probe  Measures the contact potential 
difference between a sample and 
a vibrating reference electrode 
using a Kelvin probe.

Non-destructive 
Provides high-resolution maps 
for the possible galvanic 
element distribution of 
possible galvanic elements.

It cannot be employed immersed 
in aqueous solutions, and online 
measurement of MIC is not 
possible. For laboratory studies 
only.

The SKP technique can be 
combined with AFM 
(SKPFM) to visualize both 
topography and Volta 
surface potentials on 
small surface area.
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of pit formation on aluminum alloy AA1050 [218]. This method pro-
vides pit distributions and detailed information about localized corro-
sion and intermetallic particles, offering real-time data with high spatial 
resolution (in the micron or submicron range).

7. Conclusive remarks

This review critically examined both conventional and advanced EC 
techniques used in-field and laboratory corrosion studies within the 
context of MIC investigations, as summarized in Tables 2 – 4. While EC 

techniques generally do not specifically target MIC, they can monitor 
specific MIC conditions and corrosion rates. However, no single tech-
nique can fully address all aspects of the complex MIC process. The 
diverse chemical and physical characteristics, along with the thermo-
dynamics of corrosion layers and their surface distribution, influence 
metal corrosion behaviour and the impact of microorganisms. These 
microorganisms form heterogeneous biofilms that interface with and 
adapt to varying environmental conditions at the metal-solution 
boundary. Consequently, environmental changes due to corrosion can 
affect the microbial communities within biofilms. Although the 

Table 3 
Direct Current (low/high perturbation) Methods.

Acronym: name Method Strengths Limitation Notes

CA: Chrono Amperometry  Imposes a fixed potential 
and measures the current 
response with time.

It investigates electron transfer 
kinetics and allows online and 
long-time monitoring of the 
steady-state.

Does not measure the corrosion 
rate. The conditions do not 
correspond to the pure 
spontaneous process.

Industrial biofilm monitoring 
probes are based on this 
technique. They measure biofilm 
growth on a specific material 
(stainless steel or titanium) that 
can be different than on other 
materials.

LPR: Linear Polarization Resistance  Perform a potential sweep 
within a narrow range of a 
few millivolts around the 
corrosion potential.

It is non-destructive and allows 
the estimation of instantaneous 
corrosion rates both in the field 
and in laboratory. The theory was 
validated for cases of uniform 
corrosion, confirmed in 
laboratory settings at neutral pH 
and in field conditions.

Issues in correlate Rp with 
corrosion current: suitable 
coefficients from weight losses or 
Tafel plots are mandatory.

Commercial corrosimeters for 
field and industry are most often 
based on the LPR technique, 
despite its limitations.

PDP: Potentiodynamic 
Polarization  

Scan of a wide range of 
potential ( ± 0.5 to ± 1 V 
vs OCP) at scan rates of 
< than 5 mV s–1 

(typically, 1.666 mV s− 1).

Provides an overview of corrosion 
reactions, charge transfer, 
diffusion-controlled reactions, 
passivity, transpassivity, and 
localized corrosion.

The anodic sweep is invasive, 
particularly deleterious to 
microorganisms within the 
biofilm. 
It is unusable if system is under 
diffusion control.

The impact on microbial 
activities decrease as the scan 
rate increases.

CV: Cyclic Voltammetry  A rapid triangular 
potential scan cyclically 
applied to the working 
electrode, at a fast scan 
rate (i.e., 10 − 50 mV s–1).

The highest scan rate emphasizes 
sharpe redox peaks, such as the 
ones resulting to enzymatic 
activity, making it useful for 
highlighting biofilm 
electroactivity.

Faradaic current can be masked 
by high resistive and/or 
capacitive characteristics of the 
surface. Weakly concentrated 
electroactive species in solution 
may not be detected.

It examines the reversible, 
irreversible or quasi-irreversible 
behaviour of redox couples at the 
metal-solution interface.

SECM: Scanning Electro Chemical 
Microscopy  

The surface of the working 
electrode is scanned in 
three-dimensional manner 
using a polarized 
microprobe.

It is ideal for studying the surface 
at the level of individual microbes 
and the activity of redox enzymes. 
It can focus at nanometric scale 
(the most sensitive).

Measurement can take over 10 h 
to fully scan, leading substrate 
fouling and aging, solvent 
evaporation, and irreversible 
chemical reactions in solution.

SECM can be combined with the 
atomic force microscopy (AFM- 
SECM) to study in a liquid phase 
the topography of biological 
components.

P. Cristiani et al.                                                                                                                                                                                                                                Corrosion Science 246 (2025) 112694 

31 



evolution of chemical and microbial components over time effectively 
assessed, the overall process remains largely unpredictable, making it 
challenging to accurately replicate biofilm development and MIC at the 
laboratory scale. Ultimately, it is crucial to emphasize that combining 
electrochemical techniques with complementary methods -such as mi-
croscopy and advanced molecular analyses, including next-generation 
sequencing of specific genes - forms a powerful multi-evidence 
approach. This integrative strategy can provide unparalleled insights 
into the roles of biofilms, specific microbial groups, enzymes, and in-
dividual cells, offering a deeper understanding of the complex systems 
across the taxonomic kingdoms of microorganisms involved in MIC.

Despite present limitations, EC techniques offer innovative methods 
for studying microbial corrosion across various scales. New online 
probes can assist plant operators in preventing corrosion by optimizing 
biocide treatments. Additionally, the ability to visualize and electro-
chemically characterize surface regions as small as 1 µm enables more 
precise analysis of MIC-induced localized degradation under controlled 
laboratory conditions. In conclusion, advanced EC techniques, com-
bined with microelectrodes and microscopy, now enable more effective 
exploration of MIC phenomena at the microscale. These methods can 
evaluate the effects of individual microorganisms rather than merely 
integrating the impact of complex biofilms. Additionally, advanced 
statistical methods can efficiently process the large volumes of data 
produced by these techniques, promising a deeper understanding of the 
interactions between bacteria and metallic surfaces, as well as the 
associated redox reactions, in both spatial and temporal contexts.
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Table 4 
Sinusoidal Stimulation (Low Perturbation) Methods.

Acronym: name Method Strengths Limitations Notes

EIS: Electrochemical Impedance Spectroscopy  The steady-state is 
disturbed by a low- 
amplitude sinusoidal 
voltage 
(10 mV) at variable 
frequencies ranging from 
0.01 Hz – 106 Hz.

Allows the characterization of the 
electric phenomena (capacitance, 
resistance, inductance) occurring 
at the solid/solution interface, 
both in the laboratory and in the 
field.

To analyze the data, 
specialized software and a 
physical model are 
essential. MIC can deviate 
from a steady-state 
condition during the 
measurement. The low 
frequency response is the 
most relevant for MIC.

While EIS cannot directly 
determine the corrosion 
current density and biofilm 
thickness, it is capable of 
estimating the thickness of 
the passive oxide layer 
thickness beneath the 
biofilm.

EFM: Electrochemical Frequency Modulation  A dual frequency potential 
perturbation is applied, 
and the current density 
response is traced. The 
generated spectrum of 
multiples harmonics, is 
analyzed.

Simpler and faster than EIS, it can 
provide data on corrosion rate and 
polarization resistance, activation, 
diffusion, or 
passivation–controlled 
phenomena.

The Rp derived EFM can be 
comparable with the Rp 

derived from EIS and 
polarization techniques, 
only when the corrosion of 
metal is subject to an 
activation-controlled 
process.

This method is well-suited for 
MIC because it is less prone to 
the errors caused by solution 
resistance and the double 
layer charging during 
potential perturbation.

LEIS: Localized Electrochemical Impedance 
Spectroscopy  

A sinusoidal amplitude as 
for traditional EIS. 
However, a local potential 
difference is measured at a 
moveable microelectrode 
that explore the sample 
surface.

Insights into local resistive, 
capacitive, or diffusional 
properties of the surface. 
It is a two-step method that can be 
suitably personalized.

As for other EIS techniques, 
can be limited at low 
frequency ranges, where 
capacitive and inductive 
artifacts can cause a 
polarization resistance with 
negative values. Resolution 
depends on the size of the 
probe and its distance from 
the surface.

The output is a complex 
impedance 3D plots (Nyquist, 
Bode) or spatial maps of 
capacitance (presented in 
different colors). 
Suitable for complex 
electrochemical studies.

P. Cristiani et al.                                                                                                                                                                                                                                Corrosion Science 246 (2025) 112694 

32 



Data Availability

No data was used for the research described in the article.

References

[1] J.W. Costerton, G.G. Geesey, T.I. Ladd, C. Nickel, M. Dasgupta, T.I. Marrie, 
Bacterial biofilms in nature and disease, Annu. Rev. Microbiol 41 (1987) 
435–464, https://doi.org/10.1146/annurev.mi.41.100187.002251.

[2] H.A. Videla, L.K. Herrera, Microbiologically influenced corrosion: looking to the 
future, Int. Microbiol. 8 (3) (2005) 169–180. PMDI: 16200495.

[3] W.P. Iverson, Corrosion of iron and formation of iron phosphide by desulfovibrio 
desulfuricans, Nature 217 (5135) (1968) 1265–1267, https://doi.org/10.1038/ 
2171265a0.

[4] I. Beech, J. Sunner, Biocorrosion: towards understanding interactions between 
biofilms and metals, Curr. Opin. Biotechnol. 15 (3) (2004) 181–186, https://doi. 
org/10.1016/j.copbio.2004.05.001.

[5] D.C. White, P.D. Nichols, A.T. Mikell, B.D. Kerger, J.M. Henson, G.G. Geesey, C. 
K. Clarke, Role of aerobic bacteria and their extracellular polymers in the 
facilitation of corrosion: use of Fourier transforming infrared spectroscopy and 
‘signature’phospholipid fatty acid analysis, in: S.C. Dexter (Ed.), Biologically 
induced corrosion, NACE8, NACE, Houston, TX, (1986), pp. 233–243.

[6] S.P. Kotu, A. Jayaraman, Emerging molecular techniques for studying microbial 
community composition and function in microbiologically influenced corrosion, 
Int. Biodeter. Biodegr. 144 (2019), https://doi.org/10.1016/j. 
ibiod.2019.104722.

[7] D.H. Leary, L.J. Hamdan, W.J. Hervey, N. Lebedev, Z. Wang, J.R. Deschamps, A. 
W. Kusterbeck, G.J. Vora, Integrated metagenomic and metaproteomic analyses 
of marine biofilm communities (in eng), Biofouling 30 (10) (2014) 1211–1223, 
https://doi.org/10.1080/08927014.2014.977267.

[8] S.M. Poulsen U.S. Thomsen Th Lundgaard, "Use of Advanced Molecular 
Microbiology Methods to Manage Microbial Corrosion Issues in Topside Facilities 
2016 Abu Dhabi, UAE.https://doi.org/10.2118/183526-MS.

[9] J.M. Suflita, A.L. Oldham, B.M. Perez-Ibarra, K. Duncan, Molecular tools to track 
bacteria responsible for fuel deterioration and microbiologically influenced 
corrosion, Biofouling 28 (9) (2012) 1003–1010, https://doi.org/10.1080/ 
08927014.2012.723695.

[10] S.J. Salgar-Chaparro, Complementary DNA/RNA-Based Profiling: 
Characterization of Corrosive Microbial Communities and Their Functional 
Profiles in an Oil Production Facility, Front. Microbiol. 10 (2019) 2587, https:// 
doi.org/10.3389/fmicb.2019.02587.

[11] S.C. Whitby, T.L. Skovhus, Applied Microbiology and Molecular Biology in Oil 
Field Systems, Conference Proceedings, Springer Publisher, 2011, https://doi. 
org/10.1007/978-90-481-9252-6.

[12] J.L. Wood, S.A. Wade, High taxonomic diversity in ship bilges presents challenges 
for monitoring microbial corrosion and opportunity to utilize community 
functional profiling, Appl. Environ. Microbiol 87 (18) (2021) e00890–21, https:// 
doi.org/10.1128/AEM.00890-21.

[13] B.J. Little, D.J. Blackwood, J. Hinks, F.M. Lauro, E. Marsili, A. Okamoto, S. 
A. Rice, S.A. Wade, H.-C. Flemming, Microbially influenced corrosion—Any 
progress? Corros. Sci. 170 (2020) https://doi.org/10.1016/j.corsci.2020.108641.

[14] J.P.G. Stott, "What progress in the understanding of microbially induced 
corrosion has been made in the last 25 years? A personal viewpoint, Corros. Sci. 
35 (1) (1993) 667–673, https://doi.org/10.1016/0010-938X(93)90202-R.

[15] F. Mansfeld, B.J. Little, A technical review of electrochemical techniques applied 
to microbiologically influenced corrosion, Corros. Sci. 32 (3) (1991) 247–272, 
https://doi.org/10.1016/0010-938X(91)90072-W.

[16] D.A. Jones B. Pitonzo P. Castro P.S. Amy Electrochemical characteristics of MIC, 
Conference Paper osti_509472.https://www.osti.gov/biblio/509472.

[17] R. Jia, T. Unsal, D. Xu, Y. Lekbach, T. Gu, Microbiologically influenced corrosion 
and current mitigation strategies: a state of the art review, Int. Biodeterior. 
Biodegrad. 137 (2019) 42–58, https://doi.org/10.1016/j.ibiod.2018.11.007.

[18] M. Saleem Khan, Z. Li, K. Yang, D. Xu, C. Yang, D. Liu, Y. Lekbach, E. Zhou, 
P. Kalnaowakulet, et al., Microbiologically influenced corrosion of titanium 
caused by aerobic marine bacterium Pseudomonas aeruginosa, J. Mater. Sci. 
Technol. 35 (1) (2019) 216–222, https://doi.org/10.1016/j.jmst.2018.08.001.

[19] S. Yu, Y. Lou, D. Zhang, E. Zhou, Z. Li, C. Du, H. Qian, D. Xu, T. Gu, 
Microbiologically influenced corrosion of 304 stainless steel by nitrate reducing 
Bacillus cereus in simulated Beijing soil solution, Bioelectrochemistry 133 (2020) 
107477, https://doi.org/10.1016/j.bioelechem.2020.107477.

[20] E. Zhou, F. Li, D. Zhang, D. Xu, Z. Li, R. Jia, Y. Jin, H. Song, H. Li, Q. Wang, 
J. Wang, X. Li, T. Gu, A.M. Homborg, J.M.C. Mol, J.A. Smith, F. Wang, D. 
R. Lovley, Direct microbial electron uptake as a mechanism for stainless steel 
corrosion in aerobic environments, Water Res 219 (2022) 118553, https://doi. 
org/10.1016/j.watres.2022.118553.

[21] G. Ghiara, R. Spotorno, S. Delsante, G. Tassistro, P. Piccardo, P. Cristiani, 
“Dezincification inhibition of a food processing brass OT60 in presence of 
Pseudomonas fluorescens, Corros. Sci. 157 (2019) 370–381, https://doi.org/ 
10.1016/j.corsci.2019.06.003.

[22] W. Dou, W. Cai, D. Wang, R. Jia, S. Chen, T. Gu, Electrochemical investigation of 
increased carbon steel corrosion via extracellular electron transfer by a sulfate 
reducing bacterium under carbon source starvation, Corros. Sci. 150 (2019) 
258–267, https://doi.org/10.1016/j.corsci.2019.02.005.
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