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Blockchain based Distributed Trust Management in
[oT and IIoT: a survey

Asma Lahbib , Khalifa Toumi , Anis Laouiti , Steven Martin

Abstract—Internet of Things (IoT) is the intercon-
nection of objects sensing, communicating and inter-
acting with each other on a cooperative basis to meet
a standard goal. The integration of such paradigm
within the manufacturing environment and processes
in combination with other technologies has introduced
Industry 4.0 that represents the fourth industrial rev-
olution. In this scenario, security requirements rep-
resent a crucial issue whose satisfaction is a key to
achieve users acceptance of such technologies. Such
requirements include data confidentiality, integrity and
authentication, identity management, privacy and trust
among the different devices. Trust management plays a
crucial role in IoT and particularly in IToT for qualified
services development, reliable data collection, device
authentication and secure decision making situations.
Recent research works have focused on the integration
of the blockchain technology within trust management
systems for IoT and IIoT environments. The inherent
features of such technology could provide promising
solutions to trust management systems specifically the
decentralization of the trust process, the transparency
and the traceability of shared trust data, the effective
sharing of historical trust information, and finally the
confidentiality, the integrity and the availability of the
trust evidences. In this work, our focus is to provide
a comprehensive and an investigated survey of current
works carried out towards blockchain based trust ap-
proaches in IoT and IIoT systems. Following this, we
discuss and identify raised issues and open challenges of
blockchain based trustworthy IoT and IIoT in attempt
to give an overview on strategies and directions for
future research in this field.

Index Terms—Trust management, Blockchain, Secu-
rity, Internet of Things, Industrial Internet of Things.

I. INTRODUCTION

Internet of Things (IoT) is the interconnection of objects
sensing, communicating and interacting with each other
on a cooperative basis to meet a standard goal [1], [2].
The integration of such paradigm within the manufac-
turing environment and processes in combination with
other technologies such Cloud Computing (CC), Cyber
Physical Systems (CPS), Information and Communication
Technologies (ICT) as well as Enterprise Architecture
(EA), has introduced the fourth wave of the industrial

revolution called also Industry 4.0 [3], [4], [5], [6]. In this
scenario, security requirements represent a crucial issue
whose satisfaction is a key to achieve users acceptance
of such technologies. Such requirements include data con-
fidentiality, integrity and authentication, identity man-
agement, privacy and Trust among the different devices.
Trust management plays a crucial role in IoT and partic-
ularly in IoT based smart factories for qualified services
development, reliable data collection, exchange, analysis
and mining, preserved privacy and secure decision making
situations.

This concept is essential when participating devices, with-
out being previously interacted with each other, want
to cooperate and to use provided services with a cer-
tain degree of trust among themselves. It is needed also
to achieve trustworthy data during collection, exchange,
analysis, fusion and mining phases which is inevitably
crucial in IoT and especially in smart factories where
devices continuously collect data with great amounts and
important information within that is needed for critical
decision making. It is needed as well for many other
decision-making situations such as access control, intrusion
detection, authenticating devices and isolating misbehav-
ing ones before interaction and other purposes.

In the current literature, trust management mechanisms
have been extensively studied in.different research areas,
specifically in IoT environments: Yet; a number of issues
within trust management systems such as. the confiden-
tiality and the integrity of trust evidences during their
collection, propagation and communication; the identity
management and the ability to link an identity to a single
entity; the sharing and the storage of trust information;
the preserving of interacting entities privacy and sensitive
information, etc. have not been extensively examined.
On the other hand, currently in the scientific research,
numerous efforts have been emerged leading to significant
advances in the fields of attacks resiliency, cryptogra-
phy, identity management and decentralized computer
networks resulting in the emergence of the blockchain
technology, which has the potential to fundamentally over-
come raised challenges and to solve almost of the above
mentioned issues.

The inherent features of such technology make it a natural
fit to developing distributed and secure frameworks for IoT
and IToT environments.

That’s why many research works have proposed and are
proposing until the date the integration of this technology
within trust management systems so as to solve encoun-
tered issues and especially to take advantages of security
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features it provides.

Applying the blockchain technology to trust management
systems could provide promising possibilities and solutions
to issues they encounter mainly: (i) the decentralization of
the trust process that will no longer depends on centralized
third parties, (ii) the transparency and the traceability of
shared trust related information, (iii) the effective sharing
of histrorical trust information, and finally (iv) the con-
fidentiality, the integrity and the availability of the trust
evidences.

As mentioned above, in the literature, trust management
models have been extensively investigated in IoT networks.
However very little work focused on the security and
trust of both IoT and Industrial based IoT in a decen-
tralized manner with the integration of the blockchain
technology. A limited number of surveys of blockchain
based trust management were conducted in the context
of IoT [7], [8]- These latter have surveyed the integration
of the blockchain technology within trust and reputa-
tion management systems in IoT environments. In this
direction, this paper presents a comprehensive survey of
blockchain based trust management mechanisms designed
and developed for IoT and TIoT environments. Our major
contributions through this paper could be summarized as
follows:

o Raised issues and challenges of trust management
systems for IoT environments have been identified.

e A detailed literature review of distributed  and
blockchain based trust management schemes has been
presented for both IoT and IToT systems. An outline
of the main contributions and limitations of presented
schemes is as well presented.

o An analysis of investigated mechanisms regarding
their application scenario, the adopted methodology,
the blockchain type, the considered performance met-
rics, as well as their strengths and weaknesses is
provided.

o A comparative analysis of investigated schemes’ ver-
satility regarding a set of comparative criteria is also
given.

o Raised issues and challenges are identified and future
research directions for blockchain based trust man-
agement in IoT and IIoT are suggested.

More specifically this paper is organized as follows. In
Section 2, we recall the basic concepts of IoT and IloT
as well as the main challenges and issues related to their
appearance. The concept of Trust management in IoT and
IIoT is therefore explained, distributed trust management
systems are surveyed and raised issues and limitations
are as well discussed. The second part of this section is
devoted to present background information related to the
blockchain technology. The classification, the review and
the comparison of blockchain based trust management
mechanisms in IoT and IIoT systems are presented in
Section 3. Thereafter in Section 4, a comparative analysis
of investigated schemes’ versatility regarding a set of
comparative criteria is given and we discuss raised issues

and challenges in attempt to give an overview on strategies
and techniques taken for the design of blockchain based
trust management mechanisms for IoT and that could be
applied to IloT. Finally Section 6 concludes this paper.

II. BACKGROUND INFORMATION AND BASic CONCEPTS

In this section we will point out first the basic principles
of Internet of things (IoT) and Industrial IoT. We will
overview then the main challenges and issues related to
their appearance and we will focus on some important
recurring topics that could be integrated within these
concepts in order to obtain benefits in specific application
scenarios.

A. Internet of Things

1) Definition: As an arising technology, IoT is expected
to offer promising solutions that will revolutionize not
just the conduct but also the services to be provided
across several industries such as health-care, transporta-
tion, energy and manufacturing. Building upon a complex
network connecting billions of devices, objects, services
and humans into a multitechnology, multi-protocol and
multi-platform infrastructure, this paradigm main vision
is to create an intelligent world while bridging the physi-
cal world, sensing/actuating, processing, analytics, to the
digital, cyber, and virtual worlds on a global scale [10].
In other words, IoT could be defined as the intelligent con-
nection of objects that equipped with sensors, collect data
and take decisions locally or collectively. These objects
communicate with each other without human interaction,
however they just need to have Internet connectivity in or-
der to retrieve and send their data to be kept in a database
or even in a Cloud infrastructure for further processing
that requires many other networks to be realized.

For example, production processes will be organized and
monitored remotely, machines will talk to machines to
coordinate their actions function of the information col-
lected by different sensors and exchanged with other en-
tities among the production line in order to control the
corresponding value chain.

It is clear here that the fact of exploiting IoT basic
technologies including sensor networks, embedded tech-
nologies, communication standards and Internet protocols
will impact the nature of involved objects, making them
capable of communicating and interacting with other ex-
ternal entities while sharing information and coordinating
decisions.

2) Reference Architecture: Although several architec-
tures have been proposed to model the Internet of Things,
the basic one is still the well-known three-layer architec-
ture [11], [12] consisting of the application, the network,
and the perception layers.

As illustrated in Fig. 1, the perception layer is made up
of smart devices, actuators and wireless sensing devices.
Its main tasks are perceiving, identifying, collecting infor-
mation and automatic control. To ensure such functions,
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Fig. 1. Internet of Things reference architecture

several standards and communication protocols were pro-
posed such as IEEE 802.15.4, Bluetooth, LTE-A, Wireless-
HART, ISA100.11a, etc.

As a second layer, the network layer ensures-the pro-
cessing, the addressing, and the information transmission
and routing from the perception layer to the application
layer safely and reliably through the use of infrastructure
protocols such as 6LowPAN, 6TiSCH, IPv4/IPv6, RPL,
etc.

Finally, the application layer takes in charge the control
and the management of transmitted information, the ac-
tivation of relative events and the generation of requested
services by both customers and end users. To do so, several
application and service discovery protocols were proposed
such as DDS, COAP, AMQP, MQTT, XMPP, REST,
HTTP, mDNS, DNS-SD.

B. Industrial Internet of Things

1) Definition: The vision of Industry 4.0, also referred
to as the fourth industrial revolution, represents the
integration of emerging information technologies within
industrial and manufacturing processes what could make
production operates in an efficient, flexible and economic
manner with constantly high quality and low cost. This
concept has introduced the Industrial IoT (IIoT) devoted
to using the Internet of Things paradigm for ensuring the
interconnection of connected intelligent devices, ubiqui-
tous networking and computing, storing and analytics abil-
ities within industrial and manufacturing environments.
As a consequence thereof, every- thing in and around
the manufacturing supply chain will be interconnected
such as machines, data, processes, suppliers, customers,
distributors, even the product itself. By this way, data
about business operations will be shared between involved
entities and locations, production lines will be remotely

monitored and automatically handled, machines will com-
municate with each other to organize the production,
to adapt their functioning to both operating conditions
and received orders , and also to coordinate their actions
function of the information collected by the different sen-
sors regarding their location, their status, as well as the
encountered faults, exceptions and problems.

2) Reference Architecture: Fig. 2 illustrates the general
layout of IToT within Industry 4.0. This framework is
composed. of four main layers [24], [25], including the
physical resource layer, network layer, Cloud layer, and
application layer. The physical resources layer comprises
smart IoT devices. such as sensors, actuators, manufac-
turing objects and facilities, and other industrial manu-
facturing and automation related objects. These resources
acquire and compute data while communicating with each
other through the industrial network for the completion of
mechanical tasks and the achievement of the system-wide
goal. These resources communicate not only with each
other but also with the data servers and the industrial
Clouds through the industrial networks. These last are
made up of cellular, wireless, wired and other industrial
networks transmitting data in realtime among the involved
entities. The Cloud layer is responsible for storage, ana-
lytics, mining, computation, high performance processing
and so on. Once activated and operated, the physical
resources begin to collect and produce huge amounts of
information data transferred to the Cloud via the net-
work layer in order to be processed after by application
systems. Hence the Cloud is an important infrastructure
that provides the bridge between the networked resources
and the application layer. This last links users, workmen,
and management to the smart factory systems. Through
the terminals they use such as computers, LCD screens,
smart phones and tablets, they can access the statistics
provided by the Cloud, apply a different configuration
and provide key parameters according to their needs by
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choosing some different options or perform maintenance
and diagnosis of the production process, even remotely
through the Internet.

C. IoT and IIoT

After presenting the basic principles of IoT and IIoT, it

is useful to determine a common understanding of the way
they differ. In this section, we will explore the existing dif-
ference between IoT and IToT before outlining in the next
the main challenges and issues related to their appearance.
In Table I, we outline the major differences between
IoT and IToT systems according to specific aspects. In
general Industrial IoT is thought to be a subset of IoT
that requires higher levels of security, safety, reliability,
fault tolerance and real time monitoring of industrial
operations. Such specificity is mainly due to the type of
environments in which it is applied. The presence of harsh
environmental conditions often cause repeated failures and
interruption of industrial processes hard to readjusted. As
an example-of harsh conditions, we can notice temperature
variations and radio interference that could easily increase
latency, packet loss and energy consumption affecting as
a consequence thereof key attributes of industrial systems
such as availability, reliability and timeliness [29]. Another
property differentiating Industrial IoT from regular IoT is
the type of interconnected devices utilized in-industrial
settings such as sensors, actuators, production- lines, in-
dustrial equipments, controllers, facility utilities, ete.-Such
application is proven to have a great potential to make the
industrial production operates in an intelligent, efficient,
flexible, and safe manner with constantly high quality and
low cost.
However and even so IIoT have higher and stricter security
and safety requirements, proposed solutions for IoT could
quite easily be applicable to a specific IIoT scenario. This
is especially true for requirements derived out of common
challenges such as resource constraints, dynamic changes
and identity management.

D. Research challenges

The integration of IoT technologies within the industrial
environments makes production processes and operations
operate in an efficient, intelligent and flexible manner with
constantly high quality and low cost. However, such inte-
gration will create also various challenges that have gained
increasing attention from the public and the research area
[11] [13] [14]. In the following, we will cover five main
challenges coming from both IoT and IIoT unconventional
characteristics namely scalability, heterogeneity, reliabil-
ity, dynamic changes, and security as presented in Fig. 3.

1) Artificial intelligence: With the increase in the global
number of IToT connections from 17.7 billion in 2020 to
36.8 billion in 2025 according to Juniper Research’s new
Industrial IoT research, specific attention must be paid to
communication, storage, access, and processing of the huge
amount of data to be produced by dynamic and complex

Heterogeneity

lloT challenges

Artificial
Intelligence

Dynamic
Changes

Reliability

Fig. 3. Industrial IoT raised challenges

manufacturing environments with additional uncertainties
and interdependencies. Moreover as this data is multi-
sourced, heterogeneous, redundant, dynamic, sparse and
considered having highly useful, valuable and most of the
time deeply hidden information within [?], [?], it has been
a challenge to handle this data, to aggregate it, to extract
and to analyze the useful information it contains.

Recent advances in Artificial intelligence have demon-

strated the potential of this technology to assist manu-
facturers in tackling the challenges associated with this
digital transformation of CPSs, through its data-driven
predictive analytics and capacity to assist decision-making
in highly complex, non-linear and often multistage envi-
ronments.
In the context of Trust management, data fusion and
mining techniques have become crucial of importance for
the guaranteed success of IoT Trust management systems,
In fact they play a fundamental role in reputation gener-
ation approach by applying filtering, fusion and grouping
techniques in order to generate a concrete reputation value
from the opinions and feedbacks targeting a specific node
within the network. The use of such approach could reduce
the amount of data to be forwarded and transmitted in
the network which will conserve the energy consumption
of the network nodes, reduce the traffic load and avoid
exhaustion of network resources what would consequently
lead to a longer network lifetime.

2) Scalability: With the explosive growth of Internet
connected devices, both IoT and IToT based applications
and services must be able to support the increasing
number of connected objects, end users as well as the
application features, processing and analytics capabilities
without causing any significant decrease nor degradation
in the quality of the service offered to their customers.
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Selected Aspects Internet of Things

Industrial Internet of Things

Connected devices
mercial settings

Devices located in end users or com-

Devices located in industrial settings:
factory floors, production lines, au-
tomation control, power grids, etc.

Focus
protection

Guarantee personal data and assets

Ensure intelligent industrial operations
Prevent process interruptions
Enhance industrial safety

Save Time and cost

Service model Human centric

Machine centric

Prioritized Security require- Confidentiality, Integrity, Availability Availability, Integrity, Confidentiality
ments

Resilience Not required Fault Tolerance highly required
Maintenance Customer preferred Scheduled and planned

Devices failure implications

No critical consequences

Interruption of process, impact on pro-
duction, potential physical threats

Type of environment

Regular environments

Harsh environments

TABLE T
COMPARISON OF 10T AND IIOT

Scalability is therefore essential to meet the inherent
features of such systems. In such vast networks of inter-
connected objects, designing related frameworks such as
authentication, authorization and access control mecha-
nisms should take into full consideration the scalability
feature of such environments so that_ all participating
and involved entities from organizations and humans to
devices, assets and services should be identified. and au-
thenticated to grant access and authorization tokens to
entities requesting to use their resources at anytime and
from anywhere. These mechanisms therefore should be
extensible in size, structure, and number of users and
resources. Besides, the unbounded number of connected
entities exposes them to potential threats and attacks
that imposes to move towards distributed approaches and
infrastructures without centralized control of any security
authority or management system.

3) Heterogeneity: The ToT interacts with a large num-
ber of devices presenting very different technologies, ser-
vices and capabilities from the computational and com-
munication standpoints thus making them incompatible.
Differences between those devices can be the operating
system, the connectivity, the I/O channels and the perfor-
mance which will lead certainly to different computational
power, storage capacity and energy consumption. Since
IoT devices would be connected through an interface
in common in order to communicate all together, the
management of their heterogeneity should be guaranteed
at both architectural and protocol levels [23]. Thus the
task of standardization needs to be considered to ensure
interoperability among devices and also to standardize the
communication among the network.

4) Reliability: The reliability within the Smart factory
is an important evaluation factor that reflects the perfor-
mance of the whole system insofar as it evaluates both
data and results consistency as well as the stability of the
offered services.

In an industrial environment, the reliability is concerned
with how much data is received successfully at the receiver
end with minimum delay. However, the reliability of the

transmitted data is affected by the environment dynamic
topology where packets transmission is susceptible to link
availability, interference, channel state change and proto-
col overheads. Therefore, high communication reliability
is essential to provide accurate and precise supervision of
industrial processes.

In this context, authors in [?] have presented some of
the approaches used to increase the reliability of wireless
sensor networks used in industries such as redundancy,
frequency-hopping and interference minimization. In addi-
tion, many other works [26], [27], [28] have assumed that
the use of the fifth generation (5G) mobile technology will
address effectively the industrial requirements associated
with Industry 4.0 based Smart factory by reducing the
communication latency, increasing the longevity of devices
battery life and more importantly improving the reliability
of communication in indoors as well as in outdoors.

5) Dynamic changes in industrial environments: In the
context of IoT, states often describe devices’ behaviors.
Transitions between states are quite common. and fre-
quent, e.g., started and standby, sleeping and waking
up, leaving and joining networks. Besides, the number of
connected devices can also evolve. Environments in which
IoT devices operate are subject to contextual changes.
The characteristic of dynamic changes is the intrinsic
properties of the IoT. However, many threats emerge
due to dynamic changes in IoT systems. For instance, in
intelligent transportation systems with characteristics of
the high mobility of connected vehicles, rapidly changing
network topology and unbounded network size, hackers
could even hijack a moving car and take the control. Par-
ticularly, IoT devices, such as vehicles or wearable devices
equipped with strong mobility, often make great demands
on across domain authentication and authorization to
prevent malicious attacks from adversaries. Therefore, the
secure [oT infrastructure should be able to resilient to this
dynamic changes environment and provide a peer-to-peer
authentication and authorization services.

6) Security: Many Other challenges have been dis-
cussed in the context of IoT but one of the most im-
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portant ones is the security challenge [14], [15], in fact
traditional security mechanisms could not be used directly
within IoT applications due to its different technologies,
standards and communication stacks [16]. In addition, the
existence of such a large network with a high number of
interconnected entities will definitely imply various sce-
narios of attacks and eavesdropping which could threaten
those entities and put them in danger thus harming the
corresponding users.

To cope with this challenge, cyber security systems must
offer adapted mechanisms to protect the collected data
from physical devices and this since it may include and
manage sensitive user information. This means that data
confidentiality, integrity, and availability should be pro-
vided by the IoT system [17] which could be done by
considering encryption primitives [18], [19], redundancy
techniques as well as authentication [20], access control
and authorization [21], [22] mechanisms in order to prevent
unauthorized users to access the system.

Recently, many other security challenges have been arised
especially with the full-increasing implications of ubiqui-
tous connectivity and on the other hand as regards to the
frequent integration of IoT services and applications to
carry out daily activities.For-example, data providers can
behave deceitfully by providing false information. Users
personal and sensitive data could be collected, accessed
and interpreted by third parties what could make data
providers hesitant about sharing their information. Hence
both privacy and trust represent real and major issues
that may limit the potential and the development of IoT
applications. The increasing amount of production data
uploaded and shared between smart devices deployed in
heterogeneous and distributed architectures and commu-
nicating with each other independently within and beyond
the factory site put the corresponding industrial system at
a greater cyber risk that need to be seriously considered
in the near future. For example, attackers can manipulate
and infiltrate industrial systems, malware injection can
disturb their functioning and put them out of action,
which could cause significant damage to the whole pro-
duction area.

E. Trust management in IoT and IloT

In the current literature, various trust definitions have
been proposed. these last range from specific scenarios to
wide and general systems. Meanwhile, the trust meaning
across existing proposals differs from one work to another
insofar that each one of them has considered trust from
different perspectives. According to [120], trust is defined
as the subjective expectation of others future behavior as
expected by their evaluators on the basis of the history
of their encounters. An- other definition was given in
[69] where trust was defined as the firm belief that other
entities are competent enough to act in a secure, depen-
dent, and reliable way within a specified context. A trust
management system is often needed to produce reaction
based on the real time evaluation of entities behaviors

during established interactions in addition to feedbacks
and recommendations gathered from other entities. These
last aggre- gated together form an overall trust score that
once shared and propagated over the network, participat-
ing entities could decide whether to continue or not the
collaboration. This concept plays a key role in IoT in gen-
eral and has a great importance for in- dustrial IoT based
environments. It is essential when participating devices,
with- out being previously interacted with each other,
want to cooperate and to use provided services with a
certain degree of trust among themselves. It is needed also
to achieve trustworthy data during collection, exchange,
analysis, fusion and mining phases which is inevitably
crucial in IoT and especially in smart factories where
devices continuously collect data with great amounts and
important infor- mation within that is needed for critical
decision making. It is needed as well for many other
decision making situations such as access control, intrusion
detection, key management, isolating misbehaving nodes
for effective routing, authenticat- ing devices before inter-
action and other purposes. Regarding this set of security
requirements, in this survey, we will focus mainly on trust
mechanisms specifically those based on the blockchain
technology. Details about the notion of trust and the
operations considered for trust computation are given in
Appendix A.

1) Challenges of Trust Management Systems in loT
and IloT: To provide trustworthy IoT, research on Trust
management should respect the following criteria as
marked in Fig. 4.

Data fu5|0n
and mmmg

’ Generallty

Privacy | I ru St Usability
preserving,
|
Attacks Context
resiliency awareness

Energy
awareness

Community
awareness

Fig. 4. Trust management challenges in IoT

o Generality (G): A Trust evaluation mechanism should
be suitable for various IoT systems and services that
can be commonly considered and widely applied in
different application scenarios.
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o Usability (U): A Trust management system should be
usable for users with regard to user-device interaction
in order to provide more intelligent services interact-
ing with humans.

o Energy awareness (EA): Energy awareness is an im-
portant factor that should be considered when de-
signing a Trust management system for IoT networks.
Thus a Trust evaluation mechanism should take into
consideration the remaining energy levels when select-
ing trusted entities.

o Context awareness (CxA): A Trust evaluation mech-
anism should evaluate the Trust level of an entity
by taking into account additional parameters and
details concerning the current context in which the
evaluation has been conducted.

o Community awareness (CmA): A Trust management
system should be able to adapt to different communi-
ties and also to be aware of the impact and community
specific properties on the trustworthiness evaluation.

» Adaptability (Ad): The Trust evaluation can be based
on such customized. criteria or on a general metric
to compute the corresponding trustworthiness. Here
the Trust management system must be adaptable in
order to be able to update Trust values in response
to changing criteria and according to the evaluating
entity’s characteristics.

o Attacks resiliency (AR): The trust management sys-
tem must provide strong defenses against attacks that
could be launched by malicious parties including those
related to Trust composition (bad mouthing attack,
self promoting attack, on-off attack, etc.), those re-
lated to Trust propagation (at the communication
level : man-in-the middle, sniffing, etc) and those
related to the accesslevel (Sybil, spoofing, etc.).

o Privacy preserving (PP): While sharing and com-
municating Trust related information, the entities’
identities and personal information must be flexibly
preserved. The trust management system here should
not leak private details as well as behavioral informa-
tion related to each part within the network.

o Data fusion and mining (DFM): the huge amount of
data collected in IoT should be processed and ana-
lyzed in a trustworthy way with regard to reliability,
holographic data process, privacy preservation and
accuracy. This objective also relates to trusted social
computing in order to mine user demands based on
their social behaviors and social relationship explo-
ration and analysis.

o Decentralization: A trust management system is often
needed to produce reaction based on the real time
evaluation of entities behaviors during established
interactions in addition to feedbacks and recommen-
dations gathered from other entities. Towards this
aim, current TM frameworks are built on a centralized
model where a central server determines the trust
values of participating entities. This approach necessi-
tates high-end servers and proves to be unsuitable for
scenarios where objects are required to autonomously

exchange trust data and where end-to-end communi-
cations do not have to go through a centralized server
for performing trust management services especially
when these last could be analyzed to reveal sensitive
information about trust providers and targets.

2) Distributed Trust Management Systems in loT and
IloT: This section presents distributed trust management
schemes. In this, each of the devices is liable for trust
management owing to the fact that devices in IoT are
capable enough to evaluate, process, propagate trust
information to other nodes upon request, and even
aggregate trust information (including self evaluations)
for trust assessment toward other participating devices.
Further, the process of trust computation is accomplished
by relying on the information observed directly by the
devices or received as the recommendations from the
other devices in the system.

In [35], [36] as well as in [37], every entity acts
autonomously to collect evidence (through self-
observations or recommendations) and also serves as
a recommender upon request. Hence it is based on
distributed on demand trust management. An entity
first collects evidence of the service quality trust and
social similarity trust of adjacent entities. Then it
collects recommendations from qualified adjacent entities
about other ones in the system. Respectively, three
Trust properties were considered to evaluate nodes’
trustworthiness namely honesty, cooperativeness, and
community-interest.

In [37],~the - scalabilty of IoT devices was considered
by designing a storage scheme. Instead of storing trust
information for all the devices, trust information about
a group of devices meeting the interest is kept. The
validity of the proposed model has been evaluated by the
simulation for trust convergence and hit ratio.

A trust model for service composition in IoT, based on the
service-oriented architecture (SOA), is proposed by [40].
The proposed model uses Beta Distribution over positive
and negative feed- backs along with the social attributes
to compute direct and indirect trust. A filter-based
approach (distributed collaboration filtering) is adopted
to select feedbacks using social contacts, similarity rating
of friendship, and CoT relationships.

The advanced vision of the proposed approach is presented
in [38] where authors considered a smart storage scheme
and resilience towards more sophisticated trust-related
attacks.

Authors in [39] proposed and analyzed an adaptive trust
management scheme for social IoT where relationships
between IoT devices and their owner change dynamically.
The authors presented a trade-off between trust
convergence speed and trust fluctuation, aiming to
identify the best and appropriate parameter setting for
trust propagation and aggregation.

In [41], a decentralized trust evaluation model was
presented for vehicular IoT where a where a fuzzy
logic-based approach was considered to compute direct
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Advantages

Limitations

- Takes into account social re-
lationships.

- Accumulates the past behav-
iors and weighs them based on
time.

- Considers a social IoT en-
vironment with dynamically
changing conditions.

- Defines a weighting factor
to evaluate the confidence put
into recommendations.

- Meets the scalability, compat-
ibility, extendibility, dynamic
adaptability and resiliency re-
quirements.

- Computes trust in communi-
ties of interest.

- Uses distributed collaborat-
ing filtering to select feedbacks
of nodes sharing similar social
interests.

- Trust parameters are ad-
justed dynamically by an adap-
tive filtering technique.

- Proposes a clustering archi-
tecture based on the similarity
of interest.

- Computes Trust at both node
level and admin level.

- A filter-based approach (dis-
tributed  collaboration filter-
ing) is_adopted to select feed-
backs.

-An adaptive technique is-used
to compute the weight for di-
rect and indirect trust.

- Learning based approach to
assess recommendations for in-
direct trust computation with
discounted rate

- Effective and fast method-
ology to detect on off attack
with lower latency in informa-
tion centric IoT.

- Does not address issues per-
taining to scalability and dy-
namicity.

- Does not take into account
the context while evaluating
trust.

- Does not address issues per-
taining to scalability.

- Estimates the Trust when
providing reports basing on its
trustworthiness score when as-
sisting in a service.

- Assumes that a Col will have
same social interest, which may
not be true always.

- Very computation intensive

- Assumes the availability of a
high-end device for every user,
which cannot be guaranteed.

- Additional complexity in im-
plementing the Kalman filter
for Trust prediction.

- Susceptible towards trust re-
lated attacks

- Ineffective to address dishon-
est recommendation based at-
tacks.

‘Work ApplicabilityAdopted Considered Performance
Method- Model metrics
ology
[35] Service EX-REC  Statistical Honesty,
Composi- model Cooperativeness,
tion Community-interest
[36] Service EX-REC Statistical Honesty,
Composi- model Cooperativeness,
tion Community-interest
[37] Service EX- Statistical Honesty,
Composi- REC-K model Cooperativeness,
tion Community-interest
[38] Service EX-REC  Beta distri- Friendship, social
Composi- bution and contact, and
tion statistical community of interest.
model
[39] Service EX-REC  Statistical Satisfaction level,
Composi- model capability, and
tion sociability.
[40] Service EX-REC Beta distri-  Friendship, sociability,
Composi- bution and and community of
tion statistical interest.
model
[41] Service EX-REC Fuzzy Honesty,
Composi- logic, cooperativeness,
tion Q-learning responsibility
[42] Service EX-REC  Bayes dis- Positive and negative
Composi- tribution interactions, Time
tion duration
TABLE II

DISTRIBUTED TRUST MANAGEMENT SYSTEMS FOR IO0T AND II0T

trust using cooperativeness, honesty, and responsibility
metrics. For indirect trust, reinforcement learning has
been adopted.

Another distributed trust management scheme was
presented in [42] for defending against on-off attacks in
information-centric networking based IoT. In the proposed
scheme, trust is computed using Bayes Probability
distribution over positive and negative feedbacks. To
observe on-off behavior, the time duration between higher
and lower trust value is considered.

Authors in [43] have followed also the distributed scheme
where each node maintains its own trust assessment
towards other nodes and propagates its recommendation
trust toward other nodes. The computation of trust was
inspired by clustering techniques that are adopted in
WSNs..

In the context of Industrial IoT, authors have proposed
in [44] an adaptive context-based trust evaluation system,
which calculates distributed trust at the node level
to achieve edge intelligence. Each edge node takes
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recommendations from its context-similar nodes to
calculate the trust of serving nodes. This collaborative
trust calculation mechanism helps in filtering out
malicious nodes in the network.

Another trust management approach suitable for
industrial environments was presented in [45] where
authors have proposed to change the traditional
centralized architecture of IToT networks in automotive
plants into a hybrid architecture based on a set of new
industrial relationship rules.

Table II summarizes discussed schemes based on
different measures such as their applicability, adopted
methodology, considered model, and performance metrics
while highlighting their strength and weakness.

3) Limitations and open issues of distributed TMS in
IoT and IloT: The emergence of distributed networks
of embedded-IoT and IIoT devices has generated new
challenges for ‘trust management. Traditional schemes,
even decentralized, as the ones introduced above, suffer
from several shortcomings:

o According to the carried review, existing trust man-
agement schemes generally consider a common small
set of parameters to evaluate trustworthiness which
are either related to QoS, social or reputation as-
pects without focusing on the security aspect that
consists of verifying the confidentiality and integrity
of trust evidences during their collection, propagation
and communication between participating devices.
Instead, they assume that collecting information from
a large number of entities and executing aggregation
operations on the exchanged trust related information
will result in a relatively accurate assessment.

o Another issue that has not been extensively studied
within proposed trust models is the sharing of trust
information. In fact existing trust models do not
explain how trust scores are represented and how they
are interpreted by involved and participating entities
during the evaluation.

e A third issue that trust management systems face
is the ability to link an identity to a single entity
and to prevent that a specific entity obtain more
than one identity. Whereas identity management can
play an important role in measuring the credibility
of exchanged trust related information and resisting
against Sybil attacks where a malicious entity can
forge different identities to trick the system with
multiple fake entities. As a partial solution to this
issue, authors in [33] have introduced a framework
to detect possible sybil attacks against trust man-
agement schemes within peer-to-peer (P2P) networks.
This has been shown to almost entirely prevent a
Sybil attack, although the cost to the network in
terms of the resources required to verify each peer
is high which makes the solution unsuitable for IoT
networks.

o Finally, a last but not least important issue is the
storage of trust information, In fact and regarding

IoT networks with tight resource constraints, some
of the existing trust systems store trust information
for devices with the highest trust values [39], others
for those that have been recently encountered and
interacted with which is not that good deal especially
as trust computation depends on the past evaluations
of all behaviors and interactions.

Promising solution: Decentralizing Trust
Management Systems in a Secure Way Through
the Blockchain

A decentralized, resilient, fault tolerant, secure and
censorship resistant approach to trust management
systems in both IoT and IToT networking would solve
many of the encountered issues. Currently, the blockchain
technology is considered as one of the most appropriate
candidate technologies capable of supporting a distributed
and secure trust management system for both the IoT
and the Industrial IoT. The inherent characteristics of
this technology make it a convenient tool for developing
secure and distributed frameworks for these environments.
In this context, a trusted communication environment is
created using smart contracts, policies, or set of rules.
Relevant trust information, in the form of transactions,
is computed, stored and shared using a distributed ledger
and can be accessed either publicly or with permission.
The idea of a blockchain based trust frameworks for
IoT and IToT has attracted considerable interest from
researchers for the following potential benefits:

o The decentralization feature of the blockchain tech-
nology enables device autonomy and self organisation
where entities interact with each other without any
central control, and where end to end communications
do not have to go through a centralized server for per-
forming trust related services such as trustworthiness
evaluation, recommendation sharing and trust com-
putation. Participants in the blockchain can verify the
integrity of trust related data they sent, as well as the
identity of the sending participant.

e Since no single entity controls the contents of
blockchain, trust related data and event logs stored
on the distributed ledger are immutable and practi-
cally impossible to be tampered. Similarly, all historic
trust records are also immutable and, in order to
modify any previous data, an attacker would need to
compromise the majority of entities involved in the
blockchain network. Otherwise, any changes in the
distributed contents are easily detected.

o By Providing effective and consistent sharing of his-
torical trust information, the blockchain technology
guarantees transactions transparency and traceabil-
ity. In the area of IoT applications such as smart
manufacturing, tracing historical trust data is crucial.
For instance, by reviewing trust data, we can predict
the future behavior of malicious and attacker entities
launching especially on-off attacks.

e Since all participating peers hold a copy of the
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distributed ledger, they can access all timestamped
transaction records. This transparency allows peers
to look up and verify transactions involving spe-
cific blockchain addresses. Blockchain addresses are
not associated with identities in real life, so the
blockchain provides a manner of pseudo-anonymity.
While records of a blockchain address cannot be
traced back to the owner specific blockchain addresses
can indeed be held accountable, and inferences can be
made on the transactions a specific blockchain address
engages in.

F. Blockchain Technology for IoT and IloT

We provide in this section a detailed description of
what a blockchain is, how a blockchain network operates,
what are its main characteristics and concepts, how smart
contracts allow us to radically redefine how interactions
between transacting parties on a network can be set up
and automated, and finally what are the different security
application scenarios a blockchain is used for in IoT and
IIoT.

1) Definition: Originally designed for keeping a finan-
cial ledger and meeting the purpose of cryptocurrency
applications, the blockchain paradigm can be extended
to provide a generalized framework for ‘managing any
movements of data related to goods, devices, information
records, etc. This last could be defined as a distributed
ledger of transactions across a decentralized network
whereby records of all established interactions are regis-
tered providing thereof a proof of existence, of ownership
and modification of this data during interaction [81], [82],
[83]. These transactions are hold within blocks chained
together through cryptographic hashes contained within
their headers in order to ensure immutability insofar
that blocks once chained, data contained within will be
available and could never be changed or altered. Each
block references the hash of the block that came before it.
This establishes a link between the different blocks, thus
creating a chain of blocks, or blockchain.

2) Blockchain Types: Based on several criteria and how
they are used in different application scenarios, blockchain
systems can be classified into three main types namely
public, private, and consortium blockchains [84], [81].
These three are compared in Table III and described as
follows:

o Public Blockchains: This category provides an open
platform that allows users from different organiza-
tions and backgrounds to join, transact, mine and
perform read and write operations on the blockchain.
There are no restrictions on any of these factors
and anyone can send transactions, maintain a copy
of the distributed ledger and engage in validating
and adding new blocks to the chain where the nom-
ination of permissionless blockchains. Moreover the
blockchain is open and transparent, there are no
specific validator pre-selected set of nodes and all
users can publish new blocks to the blockchain by
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solving either computationally expensive puzzles, or
staking one’s own cryptocurrency.

o Private Blockchains: This kind of blockchain is mainly
set up to facilitate the private sharing and exchange
of data among a group of known members within a
single organization. Private blockchains are also called
permissioned blockchains insofar that external users
cannot have access nor participate unless they are
authorized to do. Users’ participation is decided either
by a set of rules or by the network that controls access.
This inclines the network more toward centralization,
while derogating the elementary blockchain features
of complete decentralization and openness as defined.
In a private blockchain system, once nodes become
part of the network, they contribute in running a
decentralized network, with each node maintaining
a copy of the ledger and collaborating to reach a
consensus for updating. But, unlike public blockchain,
the writes are restricted.

o Consortium Blockchains: This kind of blockchain
could be considered as a partly private and permis-
sioned blockchain, in which no single organization
handle consensus process and block validation but
rather a set of pre-selected set of nodes. These nodes
decide who can participate in the network and who
can partake in the consensus mechanism. Thus, it is a
partially centralized system, owing to the control by
some selected validator nodes.

8)~Blockchain Technology Features and Working Prin-
ciples: Imorder to understand the potential applications
of blockchains in IoT and IloT, it is important to have
a clear understanding of the main concepts and working
principles of blockchains.

1) Consensus mechanisms: To ensure that all entities
agree on the transactions and the order in which these
are listed on the newly validated block so that they
have the same copy of the ledger, an agreement is
required to maintain the blockchain architecture and
to ensure its functioning and consistence. Otherwise,
the individual copies of the blockchain will diverge
and we will end up with forks. A distributed consensus
mechanism is therefore needed in every blockchain
network in order to make sure that an agreement
is reached between the set of predefined entities to
support a decision making. The type of the consid-
ered consensus mechanism depends mainly on the
blockchain network as well as the characteristics and
the capabilities of the participating entities.

To reach consensus among validating entities, several
ways could be considered [85], [86]. Below, a brief
introduction to a few of them is given.

o PoW (Proof of Work): this consensus strategy is
used in the Bitcoin network in addition to many
other cryptocurrencies to confirm transactions
and produce new blocks to the chain. In such a
strategy, publishing new blocks to the blockchain
is called "mining”, and miners engage in a race to
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Public blockchain

Consortium blockchain Private blockchain ]

Registration Anyone Multiple entities (organiza- Single entity
authorities tions) Defined before initializ-
ing the network

Access Public read/write Can be restricted Can be restricted

Identity Pseudo-anonymous Approved participants Approved participants

Immutability Nearly impossible to  Could be tampered Could be tampered
tamper

Participation All nodes Selected nodes in multiple or-  Single organization

in consensus ganizations

Transaction Slow Lighter and faster Lighter and faster

Speed

TABLE IIT
TYPES OF BLOCKCHAINS

find a nonce that, when hashed with the hash of
a block, produces a resultant smaller than a pre-
defined threshold. In the decentralised network,
all participants have to calculate the hash value
continuously by using different nonces until the
target is reached and get rewarded.

o PoS (Proof of Stake): this consensus strategy is
an alternative approach for PoW that requires
less CPU computations for minting. Meanwhile,
the more currency forgers held, the greater chance
they have to generate the next block.

o PBFT (Practical byzantine fault tolerance): this
consensus strategy is based on a replication algo-
rithm to tolerate byzantine failures. All entities,
in this method, should participate in the voting
process in order to validate and to add the next
block. Here, the consensus is reached when more
than two-thirds of all nodes agree upon that
block. Meanwhile, PBFT can tolerate malicious
behavior from up to one-third of all nodes to
perform normally.

e« RR (Round Robin): This mechanism is mostly
used in private blockchain networks, where min-
ing is restricted only to select identifiable entities.
Within this consensus strategy permitted entities
create blocks in rotation in order to generate a
valid blockchain. More specifically, every entity
in a given time window can only create a finite
number of blocks calculated using a network pa-
rameter called mining diversity that determines
the number of blocks that should be wait for
before attempting to mine again.

2) Smart contracts: A smart contract is an executable

code deployed and residing at a specific unique ad-
dress on the blockchain network. This last is triggered
by addressing a transaction to it. The main aim of a
smart contract is to automatically execute the terms
of an agreement once specified conditions are met. It
include a set of data which are the state variables
and code corresponding to the executable functions.
These last are executed when transactions are made,
broadcast to the network and addressed to its address.
Called smart contract then runs independently and
automatically in a prescribed manner on every node in

the network, according to the data that was included
as input in the related transaction, as a result an
eventual return value is shown to the outside.
Smart contracts can be developed and deployed in
different blockchain platforms where each one of them
offers distinctive features for development supported
by different high-level programming languages. In
Ethereum blockchain platform, advanced and cus-
tomized smart contracts are supported with the help
of Turing complete programming language. The code
of an Ethereum contract is in a low-level, stack-
based bytecode language referred to as Ethereum vir-
tual machine (EVM) code. Users define contracts us-
ing high-level programming languages compiled into
EVM code.
Peer to peer networks: The continuous and
widespread growth of Internet based applications
in terms of number of users and computational
resources, has challenged the centralised nature of
the client-server’ paradigm which has led to the
emergence of peer to peer networks. These last
provide a good substrate for creating large-scale data
sharing, content distribution and- application-level
multicast applications [87], where neither hierarchical
organization nor central governing authority is needed
within the network. Instead a set of autonomous
entities called peers form self-organizing overlay
networks that are overlayed on the IP networks,
offering a set of various properties as follows:

a) Self-organisation: where nodes are able to inter-
act with each other without any central control.
This is the main property of peer to peer systems
that makes the difference against the client-server
paradigm.

b) Decentralised resource usage: available resources
of nodes (CPU, storage, and bandwidth) are dis-
tributed and shared with the best effort regarding
its load distribution.

c¢) Fault tolerance: where the failure of a single node
within the peer to peer network must not compro-
mise the correct operation of the whole system.

When it comes to blockchains, one of the main goals

of this technology is to minimize the number of

intermediaries being involved in the process. As a
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Fig. 5. Classification of blockchain based distributed trust management systems for IoT and IIoT

result, the use of the peer to peer architecture was
a necessity to offer security, decentralization, and
censorship resistance.

Cryptographic techniques: In blockchain, cryptogra-
phy technology is mainly used to protect user privacy,
transaction information, ensure data consistency and
immutability, and guarantee the blockchain as a dis-
tributed ledger with tamper proof and public verifia-
bility [88]. In what follows, we will present an overview
of the commonly and widely used cryptographic prim-
itives and algorithms in blockchain platforms.

o Hash functions: Hash functions are generally used
to guarantee data integrity and immutability and
to ensure that it has not been illegally tampered
with. In the context of blockchains, hash functions
can be used to perform block and transaction
integrity verification where the hash value of the
information of the previous block is stored in the
header of each block, and any user can compare
the calculated hash value with the stored hash
value. In turn, the integrity of the information of
the previous block is detected. The most popular
hash function used in blockchains is SHA256,
which is one of the algorithms from a family of
cryptographic hash functions named SHA (Secure
Hash Algorithms).

o Digital Signatures: Besides hash functions, dig-
ital signatures are another inevitable crypto-

graphic primitive in blockchains. Generally speak-
ing, these primitives are used for ensuring source
authentication, source non-repudiation and in-
tegrity. A digital signature scheme usually con-
sists of two algorithms: a signature generation
algorithm and a wverification one. In the con-
text of blockchains, ECDSA and EADSA are the
two digital signature schemes frequently used in
blockchains [88]. In principle, both of them are
based on the hardness of the elliptic curve version
of discrete logarithm problem. *

e Other primitives: To enhance more transactions
and identites privacy, some other primitives are
applied in some blockchain based applications
such as ring signatures, multi-signatures, non
interactive zero knowledge proof, commitment
proof and so on [89], [90].

III. BLOCKCHAIN BASED TRUST MANAGEMENT FOR
IoT anD IIOT

In this section we will review first how existing works
deal with the concept of blockchain based trust man-
agement in IoT systems and exceptionally for Industrial
IoT. Therefore, we will investigate the different dimensions
on which they are based and the criteria that could be
considered to compare existing models and frameworks.
According to the usage and the role of blockchain tech-
nology within the trust management process in both IoT
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and TIoT systems, we classified blockchain based trust
mechanisms into four categories as it is illustrated in Fig.
5: Blockchain based basic trust frameworks, Blockchain
based enhanced trust interaction, Blockchain based trust
data management and Blockchain transactions validation
based on trust degree. Below we will introduce the research
progress in each of the above areas. Therefore we will
outline the aspects that can be considered as done and
we will point out where we still have some gaps that need
further research.

A. Blockchain based basic trust frameworks

Generally speaking, trust comprises both identity
trust and behavior trust. Behavior trust is a key factor
in assessing and predicting the credibility of entities’
behaviors while identity trust is concerned with verifying
the authenticity of participating devices and determining
the authorizations they are entitled to access.

1) Identity management and Access authorization:
In [58], a blockchain based trusted IoT environment for
robust identification and authentication of IoT devices is
presented. In the proposed work, a secure virtual zone,
called a bubble of trust (BoT) is created for enabling
devices trusting each other. Each zone hasa master device
that signs tickets for its follower devices using group ID,
object ID, public key, and signature. The uniqueness of
both the master’s object ID and the group ID is verified
using smart contracts.

Authors in [59] have introduced a trust and reputation
system incorporating blockchain to control the access
between IoT devices. Their approach considers attribute
based access control policies for dynamic management
of access rights. The automatic execution of imposed
policies is carried out by composing three types of smart
contracts automating the process of attribute validation,
trust computation, and access policy validation.

For lightweight IoT devices, a blockchain based
authentication and access control mechanism was
proposed in [64]. This model is decentralized in nature
which performs its operations based on fog computing
and public blockchain. A smart hospital is used as a
use case for the implementation study of this model.
This model protects IoT systems from many attacks
such that non-repudiation attacks, message reply attack
substitution attacks, etc. This model provides security
of nodes from the same IoT system as well as other
ToT systems. However, this model uses a huge amount
of energy and power which can be avoided by using a
lightweight smart contract mechanism.

Another blockchain based authentication system is
presented in [51] where a fully distributed large scale
trust management model based on a new technology
called Holochain is considered. This model is designed to
address the limitations of the blockchain technology such
as scalability and slow transaction rate. A distributed fog
layer is used along with an IoT layer to store and manage
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all related trust information of IoT devices. Security
issues like the bad behavior of nodes, the integrity of
data, and the availability of services are addressed. To
provide security, a copy of this protocol is included in
every fog to join the system. However, no mechanism
is presented against different attacks of IoT trust. This
model may have some attack-specific mechanisms which
make it more secure.

In [65], authors have designed IoT Passport, a blockchain
based trust mechanism for collaborative IoT systems.
The proposed framework comprises blockchain driven
authentication, authorization and trust management
within the perception layer. Therefore it is built upon
a trust based collaboration and an hierarchical trust
synchronization within the network layer for data sharing
across trust domains. Finally, the Application layer at
the top includes a collection of essential services called
collaborative IoT services. The proposed components are
associated with smart contracts to manage access control
policies, collaborative rules for cross platform trust and
incentive policies for participants reward.

2) Behavior evaluation: In [52], a scalable blockchain
based trust management protocol with mobility support
in distributed IoT systems, named BC-Trust was
proposed. The presented scheme based on both the
blockchain and the fog computing technoology, allows
highly mobile IoT devices to accurately assess and share
trust recommendations about other devices in a scalable
way without referring to any pretrusted entity which
makes it resilient against bad-mouthing, ballot-stuffing
and cooperative attacks.

In [56], a blockchain-based IoT monitoring framework,
named IoTCop was designed to detect and isolate
compromised devices. These last are identified by checking
their behavior against the organization’s security policies.
Moreover three inherent challenges of IoT. systems were
adressed in this work namely latency; applicability, and
resource constraints using Hyperledger Fabric blockchain
framework and add-on hardware modules.

Another scheme was presented in [46] where authors have
introduced ITM, an IoT trust management solution based
on the blockchain technology as a decentralized system
that interacts with decentralized applications and IPFS.
The presented solution manages IoT devices trust to
share a trusted content through the blockchain network.

In [66], a blockchain based trust management mechanism
called BBTM is proposed where the trustworthiness of
sensor nodes is evaluated by the mobile edge nodes based
on exchanged trust feedbacks for specific contexts. The
evaluation of trust computation outcomes is therefore
completed via three smart contracts running on the
blockchain network. The performance of the proposed
BBTM mechanism is analyzed in terms of trust accuracy,
convergence, and resiliency against bad mouthing and
ballot stuffing attacks attacks.

Another blockchain based and energy efficient trust
mechanism was presented in [67] for analyzing IoT
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devices’ behaviors as well as detecting and isolating
suspicious nodes to enable reliable and trusted network
communication, to minimize network latency, traffic
congestion, and message overhead for enhanced network
lifetime. For trust assessment, gathered information
involve details about the forwarding behavior and the
energy consumption of neighboring nodes. Therefore the
Subjective Logic Framework is considered for deriving a
trust score that will be stored on the blockchain ledger
and updated according to smart contract rules.

Another approach was presented in [68] where a
game theory based decentralized trust management
mechanism was proposed for IoT applications. The
proposed work proposed to exploit on game theory to
identify malicious nodes executing ballot stuffing and
bad mouthing attacks by sending false trust scores. For
trust composition, the fuzzy theory is considered for
trust scores classification. Therefore for trust update, the
Dempster-Shafer combination rule is used to combine the
collected scores for trust derivation.

B. Blockchain enhanced trust interaction frameworks

Once the trust is computed on target by any of
the network entities, the resources, ‘the time-and the
complexity spent on re-evaluation and re-computation of
trust by other entities could be avoided in case where
trust gets propagated in the network, which is particularly
important in IoT environments which are characterized
by resource scarcity, dynamicity, autonomy, mobility and
lack of infrastructure. Recommendations are the simplest
case of trust propagation, these latter could be propagated
either on request from relying entities or autonomously to
other immediate neighboring entities. On the other hand
it can be of multi hop thus the transitivity property of
trust. Moreover, the core factor to be considered for trust
propagation is the existing cooperation between network
entities in communicating, exchanging and transmitting
the trust related information. In the traditional trust
systems, two schemes are considered for trust propagation
including centralized and distributed approaches, where
in centralized schemes, a third party (e.g. a centralized
server, a cloud platform, a virtual service, etc.), came into
play to propagate the trust information over the network
in order to make it publicly available. Whereas in the
distributed scheme, each entity will record locally the
trust information and provide it either on request from
relying nodes or communicate it autonomously to other
entities it interacts and collaborates with. In this context,
the blockchain technology acts as the reliable platform
for ensuring the secure propagation and sharing of trust
related information among collaborating entities.

In [60] a decentralized solution based on the blockchain
technology for IoT data trusted exchange is proposed to
improve data utilization and benefit from the trade. Three
data exchange requirements were introduced namely
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trusted trading, privacy preservation, and data access,
similarly three smart contracts were created namely access
contract for providing trusted data permission manage-
ment, auto exchange contract for setting access rights, and
communication contract for recording the whole commu-
nicated process of data exchange.

Another work was presented in [61] where authors pro-
posed PrivySharing, a blockchain-based framework for
privacy preservation and secure data sharing in smart
cities. The proposed solution divides the blockchain into
multiple channels where each channel processes data from
a specific domain, for example, smart city, smart home.
Interactions with the blockchain network is secured with
dual security in the form of an API Key and OAuth 2.0.
[62] presents a blockchain enabled data collection and shar-
ing for industrial IoT with deep reinforcement learning.
Their solution uses deep reinforcement learning to help
each mobile terminal to sense nearby points of interest to
achieve maximum data collection amount, geographic fair-
ness, and minimum energy consumption and blockchain
for secure data sharing among mobile terminals.

One other work was presented in [63] where a collaborative
trust based and blockchain aware unbiased control transfer
mechanism was proposed for industrial automation. To
do so, a scalable trust propagation protocol is devised
to enable the monitor and control center (MCC) and
infrastructures can receive the publicly verifiable trust
values from the terminals. Moreover a collaborative trust
based delegated proof of stake (CT-DPoS) mechanism
is proposed, which make sure the blockchain can select
control nodes randomly and unbiasedly.

C. Blockchain based trust-data management

In many cases we are also interested in how trustworthy
a data is rather than the nodes who forward it or produce
it, whereas an attacker can easily conduct eavesdropping,
tampering and forgery attacks what could falsify the
transmitted data and hence cause a grievous damage
to the system in question. That’s why evaluating the
data trustworthiness and integrity is inevitably crucial in
IoT and especially in IIoT where devices collect a large
amount of data that convey important information for
critical decision making. Thus, being able to guarantee
the security and trust of data during collection, exchange,
processing, invocation and storage become crucial and no
more important than ever.
Blockchain based enhanced trust data management
schemes include three sub research areas whereas: a) trust
data provenance, b) trust data access, and c) trust data
storage and sharing. In the following, we will present the
research progress in each of the mentioned areas.

1) Blockchain based trust data provenance: Data
provenance has the potential to guarantee the
trustworthiness of trust related data by assessing

the history of trust data sets and recording information
about its origins, the operations executed on and all
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its processing history from the initial source to its
current state so as to achieve traceability, auditability,
accountability, and privacy protection of both IoT and
Industrial data. Although, the state of the art research
on data provenance is often too complex and lacks
effectiveness.

In [70], authors proposed ProvChain, a decentralized
blockchain based data provenance architecture to
guarantee data integrity and verifiability. The proposed
framework stores the provenance data in blockchain
to record and check the data usage history so as
to make data operation transparent and traceable,
thereafter establishing a trustworthy relationship among
participating entities.

To achieve automatic blockchain based data provenance,
several works have considered smart contracts into the
provenance system. Smart contracts include a function
for tracking data changes and define access rules for data.
With the specific functions defined in smart contacts, the
privacy of shared data can be guaranteed.

In [71], an end-to-end blockchain based framework
was proposed for data trust. The proposed framework
introduces a trust model to assess the quality of data
using three trust parameters ~namely data owner’s
reputation, data asset endorsement and confidence level
in the data provided. All these parameters are stored on
the blockchain and updated with each new transaction.
Moreover three primary smart contracts are considered
mainly for access control, consent management and
data provenance. The data asset provenance contract
is responsible for monitoring access regulations and
modifications on each data asset by exploiting both the
provenance and the audibility features of the blockchain.
Another provenance system was proposed in [72] where
trust concerns coming from various IoT edge devices
in cloud infrastructure are addressed by a provenance
mechanism to record sensor data and origins of the
related entities. The provenance system structure is based
on a combination of IoT edge devices organized with a
blockchain network. Blockchain transactions are used to
record all actions within the ledger with data provenance.
A last but not least work was proposed in [74] where
a secure IoT framework called BlockPro was proposed.
Based on the Blockchain technology and using physical
unclonable functions (PUFs) in addition, this work ensures
not only data provenance but enforces data integrity
by providing an immutable storage system. Within the
proposed framework, PUFs are used to give each IoT
object a unique hardware fingerprint that is mainly
utilized to identify data origins. Moreover the blockchain
based decentralized storage and retrieval enforces data
integrity with its immutable chain of records.

In the context of Industrial IoT, in [73] authors presented
AgriBlockloT, a fully decentralized blockchain-based
model to maintain the data traceability for Agri-Food
supply chains. The mechanism provides immutable,
fault-tolerance, and auditable records of the whole supply
chain system from production to consumption. The

15

history of the purchased product is recorded in the
blockchain system thus enabling effective data retrieval
for consumers.

Another distributed provenance aware framework for
traceability was proposed in [75] for IoT based supply
chain systems. The proposed scheme monitor the
different items within the supply chain according to
their provenance such as the origin, the production,
the different modifications and the process of custody.
The monitored data are therefore stored in the IOTA
Tangle distributed ledger whereas two smart contracts
are deployed to ensure the storage and the distribution of
the related provenance data.

2) Blockchain based trust data access: In [76], authors

used the blockchain technology to provide a decentralized
data management system for IoT networks. Within the
proposed framework data access permissions among IoT
users and IoT service providers are enforced using smart
contracts while the audit trail of data access is kept stored
in the distributed ledger. Moreover, a trusted execution
environment is used to provide raw encrypted data pro-
tection from unauthorized access by adversaries.
In [77] a distributed resource management framework
for Industry 4.0 environments (DRMF) was proposed.
The presented work utilizes the blockchain technology to
keep a living document trace about the flow of resources
being shared among collaborating parties while using an
access control model to implement fine grained and secure
resource data access authorization through smart con-
tracts. The proposed framework adds the notion of trust
management to the access control model. Here a trust
framework is integrated to evaluate the trustworthiness
degree of shared resources as well as requesting entities
guaranteeing thereof dynamicity of security policies insofar
that they would be defined and validated function of the
access requester entity’s behavior.

8) Blockchain based trust data storage and sharing:
Secure sharing and storage of trust information is
inevitably crucial for its confidentiality, integrity and
immutability especially in IoT enabled industries
environments where devices collect a large amount
of data conveying important information for critical
decision making. That’s why ensuring that the authentic
data collected by physical devices can be transmitted,
exchanged and stored within the IoT network without
being unauthoritatively tampered, altered or stolen before
being injected into the information system become crucial
and no more important than ever. In this direction and
given the noted features of blockchain technology, this last
applied to trust management systems provide promising
solutions. Taking that into account, many distributed
and blockchain based schemes have been proposed in the
current literature.

The work proposed in [48] intends to secure the
storage and sharing of trust related information in IoT
environments. The proposed mechanism is designed to
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‘Work Application Adopted Blockchain Performance Advantages Limitations
scenario Method- type metrics
ology
[58] IoT Smart Ethereum Follower - Creates secure virtual zones for en- - Not adapted to real time IoT
devices’ contract blockchain  device’s id abling trusted communications. applications
identifica- based Follower’s - Protects against sybil attacks, spoof- - requires an initialization
tion and ticket ing attacks, message based attacks and  phase that needs the
authentica- Follower’s DOS/DDOS attacks intervention of the service
tion public key vendor.
[59] IoT Smart Ethereum Delay analysis - Dynamic management of access right - Data structure is not adaptive
devices’ contract blockchain ~ Computation for resource utilization based on de-  with change in contracts.
access au- based efforts vices attributes. - Demands sufficient compu-
thorization Trust and tational power for asymmetric
reputation cryptography
evolution

[64] TIoT devices smart Ethereum - Considers a smart hospital as a use - Uses a huge amount of energy

authentica- contract blockchain case for the implementation study and computation power
tion and based Relies on fog computing to address the
authoriza- latency issues
tion - Protects IoT systems from non re-
pudiation, message reply and substitu-
tion attacks
[52] IoT devices' Rule based Tendermint Satisfaction - Allows highly mobile IoT - Devices connectivity is always
behavior blockchain level of devices to assess and share trust mneeded for the entire process.
evaluation provided recommendations.
services Addresses bad-mouthing, ballot-
Average of rec-  stuffing and cooperative attacks
ommendations
given
[66] Sensor Smart Private Sensor nodes’ - Solves the resource shortage problem - Needs to validate the pro-
nodes contract Bitcoin feedback scores  of constrained devices during the trust  posal with real world IoT ap-
behavior based blockchain process. plication scenario.
evaluation Calculates the accuracy of trust evalu-
ation outcomes.
Defends against ballot stuffing and bad
mouthing attacks.
[(68] IoT nodes’ Smart Hyperledger Reputation - Combines Game and Dempster- - The performance is required
behavior contract Fabric scores Shafer theories to realize robust trust to be evaluated against poten-
evaluation based estimation tial attacks in IoT.
Uses Fuzzy logic for trust scores classi-
fication
Defends against ballot stuffing and bad
mouthing attacks.

[71] Trust data Smart Hyperledger Data owner - Calculates trust for data sets and - Needs to validate the pro-
provenance contract Fabric reputation, only trusted assets are recorded on the posal with real world IoT ap-
and access based Data asset ledger. plication scenario.

control endorsement - Implements a secure and automatic -
Confidence access management system.
level - Utilizes smart contracts for querying
data asset provenance.

[48] Trust data Policy Multichain Cooperativeness, - Provides tamper proof data - Lacks to demonstrate compu-

storage and based blockchain ~ Competence, - Enables a more reliable trust informa-  tation cost involved
sharing Community of  tion integrity verification during shar-
interest ing
- Defends against ballot stuffing, bad
mouthing and on-off attacks.
[67] Sensor Smart Ethereum Packet - Detects blackhole and greyhole at- - Needs to validate the pro-
nodes contract blockchain  forwarding tacks in sensor nodes powered IoT posal with real world IoT ap-
behavior based Energy - Improves the message overhead, ma-  plication scenario.
evaluation consumption licious node detection time,
optimizes the network lifetime
TABLE IV

BLOCKCHAIN BASED DISTRIBUTED TRUST MANAGEMENT SYSTEMS FOR 10T AND ITIOT
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collect trust evidences, to define a trust score for each
device and to securely store and share them with other
entities within the network by embedding them into
blockchain transactions.

In [49], authors proposed SLTA, a blockchain based
secure and lightweight triple trusting architecture for
TIoT systems. The proposed architecture includes an
oracle-based data collection mechanism, used to ensure
the immutability of IoT collected data, the credibility of
participating IoT devices identities without relying on
trusted third parties and finally to guarantee trusted,
decentralized, reliable and privacy preserving data
sharing.

In [50], a lightweight trust model based on the blockchain
technology was proposed for supply chain management
systems to enhance industrial data (including the key
product data, sensor data, and data from some additional
sources) storage and sharing among supply chain parties
while reducing computational, storage and latency
requirements.

A detailed comparison-of blockchain based distributed
trust management /systems regarding the application
scenario, the adopted methodology, the blockchain type,
the performance metrics, the advantages and limitations
is provided in Table IV.

Discussion

As seen in Tab. IV, almost all blockchain based trust
management schemes have adopted the structure of
public blockchain (Bitcoin or Ethereum blockchain)
for building trust relationships and setting up fully
distributed trust frameworks. On the other hand, little
works have considered private and consortium blockchains
for defining their trust management systems. These last
are mainly considered to facilitate the private sharing
and exchange of data within a closed or semi closed
network with a known hierarchical structure. Moreover,
proposed trust management systems are often designed
to handle security services such as identity management,
malicious nodes detection and behavior evaluation, access
control management, and data assessment. From surveyed
papers, we notice that more focus is given for designing
distributed basic trust frameworks specifically for access
authorization and behavior evaluation. Trust based access
control systems make use of security policies and rules
within the decision making process in order to map Trust
values to the access permissions and to decide whether
the access request is allowed or denied. The definition,
the management and the update of these policies are
distributed and supported by smart contracts running on
the blockchain network.

When it comes to smart factories, controlling access to and
within the manufacturing zone and protecting information
and automation systems from violation is a business
essential. Physical or digital security lapses, especially
malicious behaviors can cause significant damage,
particularly when it harms the factory equipments, or
impacts the quality process. That’s why access control
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mechanisms are essential in order to prevent unauthorized
access to the system.

For the trust assessment, we have seen that this last takes
into account in most investigated papers the reputation
score of the trust target computed through the feedbacks
and the recommendations provided by its neighbors. This
last mainly refers to the social aspect of IoT and IloT
networks where devices are capable of autonomously
establishing social relationships not only between each
others but also between their owners and the community
to which they belong.

Moreover, we can interpret from Tab. IV that some works
have considered the energy consumption level in several
existing works so that to address the energy efficiency
challenge present in almost IoT based environments.

To validate the performance of proposed blockchain based
trust management systems as well as their relevance
and adequacy to IoT and IIoT environments, different
perspectives were considered such as the effectiveness, the
latency, the system throughput, the computational cost
and the resiliency against malicious trust based attacks.
However, and for some works, the performance evaluation
of the proposed scheme was just done on the basis of a
theoretical argumentation without presenting a real world
application scenario or case study.

Moreover non of the investigated schemes explained how
to implement the presented frameworks and how to deal
with blockchain related concepts especially incentives
schemes and consensus mechanisms where most works
consider basic mechanisms as the PoW and the PoS.
Miners selection and incentives payment for actively
creating blocks with trustworthiness assessment are not
discussed as well.

In this context, a. considerable number of trust and
reputation based consensus protocols have been proposed
in the current literature. These last are investigated in
the next Section.

D. Blockchain transactions validation based on-trust degree

To ensure that all entities agree on the transactions and
the order in which these are listed on the newly validated
block so that they have the same copy of the ledger, an
agreement is required to maintain the blockchain archi-
tecture and to ensure its functioning and consistence. To
reach consensus, several protocols have been developed.
Well established consensus mechanisms include PoW, PoS,
PBFT, and their variants. Recently several alternatives
have been proposed as an ongoing effort to improve these
protocols such as those based on the trust or the repu-
tation. Consensus mechanisms based on trust allow nodes
with good conduct and legitimate behavior to agree on the
global state of the chain. More specifically, nodes having
a trust score higher than a given threshold are selected to
publish new blocks in the chain.

In [91], a reputation based consensus protocol is pro-
posed for peer to peer networks. Reputation values, in
the proposed protocol, are used as incentives for block
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validation and participating entities are rewarded with
trustworthiness instead of network coins for block creation
as well as for legitimate behavior and good conduct.
Another reputation based consensus protocol is proposed
in [92] for blockchain enabled IoT systems. The proposed
mechanism, called Proof of X Repute PoXR, combines
the distributed reputation system with PoX (Proof of X)
consensus protocols. Entities having acceptable behavior
history are chosen to participate in the mining process
based on their accumulated reputation scores. Once ac-
complished, publishing entities receive repute rewards with
reduced difficulty in the consensus process of the consid-
ered PoX. However, malicious ones are punished and have
their reputation scores reduced.

A third trust based consensus fusion scheme was pro-
posed in [93] for consortium chain enabled and self or-
ganized collaborated learning systems along with X-BFT
consensus protocols. The proposed scheme, called TX-
BFT, combines the trust evaluation system with the X-
BFT consensus protocol to build a trust layer, evaluates
consensus candidates’ trust level and maintains consensus
fusion stable. In each'consensus process, participating enti-
ties assess eachothers’ behavior and verifies corresponding
trust degrees. These last are-assessed while referencing to
their historical behaviors stored in the blockchain ledger.
Finally, trust rewards and punishments method are con-
sidered to realize trust incentive consensus.

Another trust based consensus protocol was proposed
in [94] for XBFT consensus mechanisms. The proposed
algorithm called T-PBFT use the EigenTrust trust model
to evaluate participating nodes trust degrees and build
a trustworthy consensus group called primary group re-
sponsible for building, recording and confirming new gen-
erated blocks. The trust assessment is based on the direct
observation of nodes behavior in addition to received
recommendations from indirect neighbors. After the group
construction, the consensus process is launched where a
consensus is made first within the primary group and
therefore between the remaining nodes and the primary
group.

One more trust based consensus protocol was proposed in
[95] with proof-of-trust negotiations to identify the com-
promised fixed miners. With negotiation rules, a trusted
random selection algorithm is introduced to select pro-
posers and validators in a round of block creation while
avoiding more communication overload of consensus pro-
tocols. As the proposers know nothing about each other,
collusion to fake blocks among the proposers can be
avoided.

A last but not least scheme was presented in [96] where
authors have proposed a consensus protocol that can be
used in IoT systems that uses the reputation (behavior)
of the nodes within the blockchain network.

In Table V, a comparison of presented trust based con-
sensus mechanisms against Proof of Work is presented
regarding four metrics especially the energy consumption,
the scalability, the throughput and the resilience against
attacks.
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Discussion

As seen in the previous paragraph, for trust/reputation
based consensus alternatives, entities with a good conduct
resulting in a high trust value have a greater chance of be-
ing chosen to agree on the global state of the ledger. How-
ever entities that depict malicious behavior are detected,
punished and their trust/reputation values are reduced
consequently. For this reason, entities have an incentive
to positively participate in the consensus mechanism for
a long time in order to increase their trust value as the
incentive in this class of alternatives is non transferable.
Moreover, according to the carried study, we found that a
large number of proposed alternatives have been designed
especially for private and permissioned protocols such as
BFT based blockchains and PoR. These alternatives are
more energy efficient, resist more against a larger number
of attacks, support higher scalability and manage a greater
number of transactions than the underlaying protocols.
Regarding public and permissionless protocols and accord-
ing to the study made, PoXR [92], proposed for blockchain
enabled IoT systems, combines the distributed reputation
system with PoX (Proof of X) consensus protocols such as
PoW and PoS. Entities having acceptable behavior history
are chosen to participate in the mining process based
on their accumulated reputation scores. The reputation
module applied to the Proof of Stake consensus enables
entities having a good reputation score in addition to
their moderate stake to have a better chance for being
selected for the block publication process. Besides, this al-
ternative enhances the PoX corresponding protocol related
efficiency and improves their security aspect and attacks
resilience.

IV. CONGLUSION

In this survey, we pointed ‘out the importance of
trust management in IoT and IIoT and. we identified
raised issues and challenges of trust. management
systems. In order to conduct holistic IoT distributed
trust management based on the blockchain technology,
we introduced a review of blockchain based trust
management approaches in IoT and IToT systems. The
investigated mechanisms are classified into four categories
namely blockchain based trust frameworks, blockchain
enhanced trust interaction, blockchain based trust data
management and blockchain transactions validation based
on trust degree. In a next step, we surveyed the existing
blockchain based trust management schemes developed
for both IoT and IIoT systems. An outline of the main
contributions and limitations of presented schemes is as
well presented. Afterwards an analysis of investigated
mechanisms regarding their application scenario, the
adopted methodology, the blockchain type, the considered
performance metrics, as well as their strengths and
weaknesses is provided. Finally, we identified gaps in IoT
Trust computation research and suggested future research
areas.
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‘Work Description Energy Scalability Throughput Attacks Advantages Limitations
consump- resilience
tion
PoR Distributed ledger Low High 51 tps as  Bad mouthing Reputation incentives Designed only
[91] of reputation average attack for block creation for permissioned
for  permissioned for Replay attack Malicious nodes could  blockchain systems
blockchains different On Off attack not compromise the
network Sybil attack consensus as  they
sizes must gather reputation
incentives which is not
possible
PoXR A repute model depending depending depending 51% attack of Improves the security Inherits the limitations
[92] built on the on PoX on PoX on PoX PoW of the underlying pro- of the underlying pro-
existing PoX Sybil attack tocols through the in-  tocols
consensus tegration of reputation
protocols such incentive
as PoW or PoS for Users with lower com-
IoT systems puting power can easily
participate in the min-
ing process
TX- A trust evaluation Low depending takeover parlia- Improves the trust Inherits the limitations
BFT system built on the on X- ment attacks. level of Dblockchain of the underlying pro-
[93] X-BFT ' consensus BFT enabled collaborated  tocols
protocols in IoT learning IoT systems
domains. Defends malicious
users and data within
the parliamentary and
leader election
T- A multi-stage  Low Moderate Increased Not considered  Construct a  more Inherits the limitations
PBFT  consensus trustworthy consensus of the underlying pro-
[94] algorithm  based group based on  tocols
on the EigenTrust EigenTrust model to
model with the improve the efficiency
PBFT  consensus and  scalability  of
protocol. PBFT
TABLE 'V

COMPARISON OF TRUST BASED CONSENSUS MECHANISMS BENCHMARKED AGAINST PROOF OF WORK

APPENDIX A
TRUST MANAGEMENT SYSTEMS IN I0oT AND IIOT

In the current literature, various trust definitions have
been proposed. these last range from specific scenarios to
wide and general systems. Meanwhile, the trust meaning
across existing proposals differs from one work to another
insofar that each one of them has considered trust from
different perspectives. In this section we will give a generic
definition for trust in the context of IoT. Then, we will
describe trust properties, the operations considered within
the trust management process, and therefore we will re-
view how proposed works have dealt with the concept of
trust management within each operational block in IoT
systems.

In the context of IoT, trust could be defined as a rela-
tionship established between two entities: a trustor and
a trustee, where the trustor is the evaluating entity while
the trustee is the evaluated one. The trustor when needing
to collaborate with the trustee, to use the services or the
information it provides, when it receives outcomes through
the established communication while coming in touch to
it, will evaluate its competence to act just as predicted
for a specific period and within a specified context. Thus

this relationship is always related to a time value which
corresponds to the trust evaluation time, a context where
the relationship resides in, and a parameter on which the
evaluation depends.

In this appendice, we present more details about the no-
tion of trust, and we will review how proposed works have
dealt with this last during the trust composition process
in IoT systems and exceptionally in smart industries.

A. Trust properties

Due to the different requirements of IoT applications
and regarding the nature of the harsh industrial environ-
ment, the concept of trust can be viewed in a different
way and accordingly its evaluation can depend on several
properties and characteristics. In this section, we will
define the main trust properties as illustrated in Fig. 6.

a) Trust is unidirectional: When evaluating the trust-
worthiness of a specific entity, the trustor generally rely
on the evidence it has about the trustee. This evidence
may be acquired either through its direct observations,
either through the policies it specifies, either from the
recommendations it receives from the neighboring nodes,
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Fig. 6. Trust properties

or other means.

Obviously, the trustee. may not necessarily know the
trustor or has established previous interaction with him
and therefore it may mot trust-him. Even in the case
where previous interactions have been existed between the
two entities, the disposition of the trustee,-its willingness
to trust, its perception on the trustor’s performance and
benevolence may differ.

Hence trust may not be mutual or reciprocal .
property could be formalized as follow:

This

(e, e5) : trust(e; — e;); # trust(e; — e;)f

b) Trust may not be transitive: [?], [?] If the trustor e;
needs to evaluate the trustworthiness of e; to collaborate
with for the first time, e, which e; trusts, comes and
recommends e;, in this case should e; consider the received
recommendation and trust e;?

The answer may be yes and no. This fact is so large to be as
simple as this. In fact many other factors come into play to
determine whether trust could be transitive or not such as
the context in which the trustor e; trusts the recommender
ek, the community to which each entity belongs and the
relationships that exists between them.

This property could be formalized as follow:

trust(e; — ex)iAtrust(ey — €;); =5 trust(e; — e;){

¢) Trust is dynamic: Present entities in IoT environ-
ments are generally resource constrained and mobile in
nature and due to these two characteristics, the network
topology changes at every instant and consequently data
in transmit will be typically incomplete and can change
rapidly. To accommodate the different changes related
to the environment in question, various approaches were
considered in the literature.
Some have considered event driven scheme [?], [?], [?],
where trust is updated after a communication or an event
is made between two entities or after ratings and feedbacks
are sent to the evaluating entity.
Others have considered time-driven scheme [?], [?], [?], as
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trust evidence is collected periodically, trust needs to be
updated at each period, past evidence can be considered
also while updating trust either by applying aggregation
techniques or by using exponential time decay function.

d) Trust is social based: The exploitation and the
integration of social concepts within IoT environments has
introduced SIoT, the Social Internet of Things paradigm
[?], [?]. This last is mainly related to the fact that objects
within IoT environments are able to establish social re-
lationships in an autonomous way with regard to their
owners. The evaluation and the computation of trust
therefore will depend not only on the trustee’s competence
and capability to perform the requested task, but also
on its commitment and on the type of the relationship
towards the trustor.

e) Trust is subjective: The evaluation of trustwor-
thiness depends not only on the behavior of the trustee,
its performance, reputation or technical properties but
also on how this evidence is perceived and interpreted
by the evaluating entity. Hence trust can be influenced
by the subjective properties of both the evaluating and
the evaluated entities [?] such as the evaluated entity’s
honesty, benevolence, goodness and on the other side, the
evaluating’s confidence, expectation, belief and willingness
to trust, etc.

B. Trust operational blocks

The design, the implementation and the development

of a trust management model generally goes through a
succession of operations that are considered essential for
trust computation in dynamic networks [?].
In Fig.7 we present the possible trust operational blocks
that need to be implemented within a trust framework for
IoT. These phases include: (i) the computation of a trust
value based on a specific parameters, considering some
metrics and using certain factors, (ii) the computed values
are propagated over the network in order to establish trust
between entities having neither prior knowledge nor pre-
vious interaction, (iii) As trust values are sent by several
evaluating entities and since they are propagated through
multiple paths, they need to get aggregated into one single
value which will be used in a later trust compositions, (iv)
Whenever a change occurs due to the network dynamicity,
trust could be predicted potentially using the present and
past trust values, (v) The trust values will be applied into
the network in order to achieve the desired purposes.
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Fig. 7. Trust operational blocks
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These five phases the trust composition process is made
up of are detailed in the following paragraphs.

a) Trust Composition: Before producing a trust score
and judging an entity either trustworthy or not, the trust
management system should -collect enough information
about a specific entity in order to define its trust score
regarding its behavior as it will be considered by other
network entities.

The questions to be asked here:

o What approaches to use to determine trust?

e Which kind of aspects to consider?

e How to compute the gathered information and to
provide a final trust value?

The process to be realized within this block is illustrated
in Fig 8

Trust Composition

Trust aspect

“ Quality erenies

Information gathering

KnOWIedge

Experience

Trust Calculation

\

Fig. 8. Trust composition process

As seen, the first step within trust composition is to
determine and to specify which kind of aspect the infor-
mation gathering will focus on. Here we can distinguish
between social trust and technical trust (or QoS trust)
[?]. Social trust derives from established social relation-
ships among IoT entities while quality of service trust is
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determined by the belief on entities ability to guarantee a
certain quality of service in response to a service request.
When reviewing the current literature, we can interpret
that almost all trust management systems have considered
both technical (QoS) and social trust as an aspect on
which the information gathering focuses for the trust
evaluation phase. This fact is mainly related to the intro-
duction of the social Internet of Things [?], [?] according to
which participating entities are capable of setting up social
relationships that are generally affected by those existing
between their corresponding owners. Among social proper-
ties, friendship [38], [?], [?] and community of interest [35],
[36], [37], [38], are the most used ones for the evaluation
of social trust. This refers to the fact that having a good
friendship, sharing a common interest or belonging to
the same community implies a good confidence on the
provided service and the established communication. For
the technical trust, we have seen that this last considers
several parameters such as the energy consumption level
[?], [?] and the device related capability [?], [?], [?], [?]
in order to address respectively the energy efficiency and
the resource constraints challenges present in almost IoT
based environments.

As a next step and once the aspect is determined, the
information gathering process can be launched. This last
may be based on several approaches such as experience,
reputation, knowledge and policies which represents the
trust parameters [?], [?], [?]. The experience parameter
corresponds to each node’s interpretation of the previous
interactions and events established with its immediate
neighbors at-a specific period of time. These evaluations
will be kept within each node and updated at regular
periods and regarding regular events. Moreover, they will
be propagated as trust recommendation part to other
network nodes. Subsequently, the past gathered trust in-
formation will be regularly kept and, considered after as
the knowledge part of trust. Another approach to evaluate
trust is to use well-defined languages and semantics as
policies to make trust decisions. For the information gath-
ering process, we have seen that some works in the current
literature have considered the context while assessing the
trustworthiness degree of each entity within the network
[?], [?], [?]- The context awareness is an important feature
that should be considered while designing a trust manage-
ment system insofar that some nodes could act honestly
in such a context and maliciously in other one.

Finally a last step within the trust composition process is
the trust calculation where a trust value will be computed
and modeled according to a specific method such as
probability, mean, difference, etc.

b) Trust Propagation: In Fig. 9, we illustrate the
functional sub-blocks corresponding to the trust propa-
gation process. In fact, once trust is composed regarding
a specific entity, the trust value will be propagated to
the network entities what would effectively optimize the
resource utilization as entities will spend no more resources
to recompute trust.

The main questions here are:
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o How to propagate trust values?

e Shall an entity propagate trust autonomously and
periodically to other entities within its neighborhood?

o Shall it wait until it receives a request from another
entity to propagate trust?

o Or shall it send it to a centralized entity for further
processing and storage?

Generally, there are three schemes of trust propagation
namely centralized, distributed, and decentralized. where
in the distributed scheme, each entity will record locally
the trust information and provide it either on request
from relying nodes or communicate it autonomously to
other entities it interacts and collaborates with. On the
other hand, in the centralized scheme, a third party (i.e.
a centralized server, a cloud platform, a virtual service,
etc.), came into play to propagate the trust information
over the network in order to make it publicly available.
As it is seen here, the process of trust propagation could
be launched either on demand from the relying entities or
autonomously, freely and independently by the evaluating
ones.

Trust propagation
[ Y /

Independently

Centralized

-~

Distributed Decentralized

Fig. 9. Trust propagation process

After reviewing the existing works, we have seen that
existing proposals mostly consider the distributed scheme
for trust scores propagation [35], [36], [37], [38]. These last
are sent either upon demand to nodes requesting their
use or autonomously and independently to serve within
the trustworthiness evaluation process of target nodes.
The consideration of such a scheme seems to be the most
convenient to the inherent requirements of IoT systems
where devices scattered over a wide area could have always
access to a centralized system to send and get trust
information regarding nodes to be assessed. Moreover no
work far discusses how to ensure the integrity, the validity
and the authenticity of the transmitted data during the
propagation phase. Instead, existing works assume that
collecting information from a large number of entities and
executing aggregation operations on the exchanged trust
related information will result in a relatively accurate
assessment.
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¢) Trust Aggregation: Generally speaking, when trust
values regarding a specific entity are requested, differ-
ent evaluating entities will send their assessed values
which will be obviously propagated through multiple paths
within the network, thus different trust values will be
received and multiple versions of each value will be created
as well. For this reason an aggregation technique is needed
to combine the received value into a final one.

The main question to be asked here is:

o Which technique to use for trust aggregation?
In the current literature, many aggregation techniques
have been presented. According to [?], these last include
belief theory, weighted sum, fuzzy logic, regression analysis
and Bayesian inference.

d) Trust Prediction: Whenever a change occurs due
to the network high dynamicity, trust could be predicted
potentially using the entities’ present and past trust val-
ues. Moreover, when two entities lose contact and there is
no edge between them, it will be so important to be able
to estimate the trust relationship nature to be established
before it took place in the reality.

The main questions to be raised here are:
o Which approach to consider for the trust prediction?
o How to guarantee the accuracy of trust prediction?
o How to trust the prediction in itself and take actions
based on it?
Various approaches have been considered in the literature,
some of them used the kalman-filter approach to predict
the trust system future state [?], [?], others have focused
on the unsupervised methods to predict trust [?], while
several ones have used the principles of machine learning
[?] and data mining [?] as a basis for creating a prediction
enabled trust model.

e) Trust Application: "Applications of trust manage-
ment are enormous in mobile networks and particularly
in IoT environments where trust management systems are
often designed to handle effectively many security services
as illustrated in Fig 10. These services include : intru-
sion detection, key Management, secure routing, malicious
nodes detection, quality of information assessment, access
control management etc.

Fig. 10. Trust design purposes and applications

APPENDIX B

Appendix two text goes here.
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