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Abstract

Social Networks have become a major part of people life, used
to communicate and cooperate between humans and even
with connected objects. Current social networks are server
based, either centralised or federated. This poses security,
privacy and performance issues as the server administrators
must be trusted and the server is a single point of failures. De-
centralised social networks proposed to tackle those issues
lack customization. We propose a model to create customiz-
able social network, focusing on the decentralisation and its
security. We show how it can be implemented using existing
decentralized technologies, arguing that data availability is
not a hard constraint.

Keywords: online social networks, decentralization, decen-
tralised online social networks, security

1 Introduction

Online Social Networks (OSN) have been a major innovation
of the 21th century. They are used for efficient cooperation
and information sharing between humans, for example for
sharing alerts [4], or collaborating at work [37].

OSNs are a medium for human-machine interactions and
cooperation (symbiotic) [29], they are also useful for cooper-
ation between autonomous agents (social Internet of Things
approach[24]) where connected objects imitate human social
networks to better cooperate.

Current OSNs are mainly centralised, either with a single
server or with a federation of servers. This poses perfor-
mance and security issues as users are dependent of a server
that can see their content and is a single point of failures[6].
Decentralised OSN (DOSN)[27, 31] have been proposed to
tackle those issues, however they are designed to reproduce a
specific centralised social network and as such lack the ability
to be customized. For example Mastodon[33] is designed to
imitate twitter and so only allows for small public messages.
It cannot scale for video hosting that is handled by PeerTube,
the federated alternative to YouTube.

Content hosting and guaranteeing data availability at scale
is the main technical challenge for OSN. In centralised OSN,
content hosting costs are handled by showing ads to users
and using their data for marketing or Al training purposes.
However this is hardly feasible in DOSN, culturally and tech-
nically, since there is not central authority guaranteeing
data availability and DOSN are designed for an improved
privacy. Data replication schemes with cryptocurrencies
incentives[20, 32] have been proposed for the collaborative
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hosting of data, but they remain complex to implement and
secure.

Data availability is not guaranteed by centralised OSN[8],
they may arbitrarily remove any content (e.g. Google has
the rights to delete inactive accounts[3]). Since data avail-
ability is not guaranteed in centralised OSN, we argue that
it is not necessary for decentralised OSN. In our approach,
content that is not popular enough to be hosted by anyone
can legitimaly be removed from the OSN.

Securing DOSN is also an important challenge as they can
be victim of various attacks such as communication privacy
breaches [17], attacks on decentralisation [39] or spam. The
integrity and privacy of data and communication must be
guaranteed without the help of a centralised trusted third-
party while protecting from toxic content.

This paper provides the following contributions: We propose
a customizable model for social networks and show how it
can be decentralised. We identify the security properties of
our model and the counter-measures that can be added. We
propose an architecture and its technological stack for an
implementation of our model.

This paper is structured as follow: In section 2 we review the
current OSN approaches. Section 3 presents our proposed
model for social networks. Section 4 presents our architec-
ture and the associated technology stack.

2 Related Works

In this section we review the current approaches to decentral-
ising OSN. We identify the core functionalities and security
properties an OSN may feature.

2.1 Decentralizing OSN

We distinguish three types of OSN in terms of architecture
(Figure 1):

Decentralised

Federated

Server

Centralised

Server

Server

| User | I User I | User l I User

Figure 1. Types of OSN

Centralised — OSN hosted and administrated by a single
entity (e.g. Twitter, Facebook). They may be distributed on
multiple data-centers for better scalability and resilience as
they are limited by the providers infrastructure. They show



privacy and security issues as the administrators have a full
control on the OSN and may block or read any content.
Federated — Multiple OSN are hosted and administrated
by different entities following the same protocol[35] (e.g.
mail protocol, Mastodon). Users of an instance can inter-
act with users of another, for that they are identified with
a user@server identifier. The W3C [9] has worked on the
normalization of such protocols.

Decentralized — The users interact directly with each other
without using centralized hosting instances [27]. Each peer
is in charge of hosting a part of the social network.

Data hosting is the main challenge of decentralized social
network as it must guarantee data availability of the content
with a high client churn. Distributing hosting is sensitive to
Sybil attacks[14] where a single entity creates multiple iden-
tities to get more storage. Decentralized OSN usually limit
Sybil attacks on free hosting and spam by using monetary
incentives in forms of cryptocurrency[20].

To design DOSN, two technologies are used in existing projects
(Figure 2):

Blockchain [21, 40, 41] approaches write all of the content in
a distributed ledger copied over all of the OSN users. Users
share their content (transaction) by propagating it by gossip
in the network. Every x amount of time, the new content is
added to the ledger as a block pointing to the previous block
of the blockchain. All of the hosted content is copied by each
peer, this drastically limits the scalability of the OSN in the
number and size of messages.

Distributed Hash Tables (DHT)[28] approaches allow to search
for clients sharing a specific content (user, file, service) using
its identifier (e.g. file hash in IPFS[38]). The hash table is
distributed between the users to allow for resilient and fast
look ups. DHT based OSN often feature a protocol to shard
the user content into multiple clients for redundancy[16].

Blockchain Distributed Hash Table
tn Blockn Global Hash Table
Key Value
Transactions Key Value Kev 1 Valoe 1
Key 1 Value 1 Key 2 Zue
1 Key 2 Sy
Key 3
| Key 4
t2 Block 2
Transactions
1 Key Value
t1 Block 1 Key 2 Key Value
Key 3 Key 1 Value 1
Transactions
Key 2

Figure 2. Blockchains and Distributed Hash Tables

2.2 Functionalities of OSN

OSN allow for different types of interactions that may be
themselves a composition of other interactions. We identified
in OSN the following functionalities:
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Communities/recursive: grouping the users in sub-communities

with their own set of rules and functionalities. A user may
be part of multiple sub-communities as in Discord with its
servers.

Profile: a public and unique file is associated to a user, only
he can modify. Anyone can find the profile knowing the user
(e.g. Facebook wall, profile picture).

Direct messages: sending direct messages be it text or
streams between two users (e.g. text, phone/video call).
Groups : direct messages are sent to a predefined group of
users (e.g. chat groups). They follow the publish-subscribe
(PubSub)[10] pattern where users can subscribe to a subject
of interest and receive messages pertaining to this subject.
Inter-OSN interactions : interacting in an OSN with the
content of another (e.g. using Facebook authentication to log
in another website, sharing a YouTube video on Facebook).
The W3C Fedpub standard[1] aims to standardize inter-OSN
interactions.

Boards: are spaces where users can write. All of the content
written on a board can be found by consulting it (e.g. product
comments on e-commerce sites, forum discussions, 4chan
boards).

Content Search : searching for a content either by identifier
or with semantic search. (e.g. DHT to search content by hash
[28, 38], search engines for semantic search[30])
Transactions: establishing contracts with other users, es-
pecially to buy or sell content. (e.g. Facebook Marketplace,
Ethereum transactions and smart contracts [40])

Other functionalities that improve the user experience in-
clude:

Username: provide the possibility to look for user and con-
tent through a human readable name (e.g. usernames instead
of public key, domain names instead of IP address for web-
sites).

Timestamp: provide a proof of the content existing at a
specific time[15].

Other specific functionalities can be added for specific cases
by combining existing functionalities (e.g. making votes and
polls using boards where each user can only write once).

2.3 Security of OSN

In this subsection, we identify the security properties needed
in OSNs.

Integrity — Content integrity: the recipient of a content
should be able to verify it was produced by the right person
and not altered in the transfer.

Functionality isolation: functionalities should not impact the
working of other (e.g. the board functionality should not
interfere with direct messages). An automatism on a spe-
cific functionality should be isolated from the rest of the
functions (e.g. a spelling checker not interfering with audio
communications).
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Figure 3. ReDOSN software stack

Availability — Function availability: functionalities should
keep working in case of system failure and scale in the num-
ber of users or exchanged content. Data availability: The
user content on the OSN should be available at anytime.
Privacy - Exchanged content: content should be accessi-
ble only to those authorized by the author. Behaviour: user
behaviour like content consulted and times of connections
should not be accessible to others[17].

Malicious users — Toxic and illegal content should be hidden
from users. The OSN should be able to detect and limit the
impact of spam.

3 Proposed model

We propose ReDOSN (Recursive Decentralised Online So-
cial Networks) a model to create customizable decentralised
social networks. It is a middleware (figure 3) that allows to
reproduce most social networks with an API for either a
human user’s GUI or for autonomous systems to cooperate.
It provides the functions identified in subsection 2.2 based
either on a decentralised or centralised organisation of the
infrastructure, connecting the members of the organisation
using different network protocols.

3.1 Recursive OSN

As illustrated in figure 4, we consider in ReDOSN that a
social network is a composition of sub social networks or
communities with their own rules. A user participates in
multiple OSN as in Helios [23]. Each OSN has its own func-
tionalities (customization), access rights (e.g. a specific house
network) and connectivity (e.g. Wifi, 5G). Social Networks
can be centralised or decentralised depending of the security
and performance needs, for example a road traffic network
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Figure 4. Composition of OSN

may be decentralised for better latency and a house network
can be centralised around the WiFi router.

To handle multiple OSN and the possibilities of sub-OSN, we
propose a recursive approach where the OSN are composed
as a tree (figure 4). This account for the possibility to partic-
ipate in multiple independent OSN at the same time, or to
participate in a sub-OSN inheriting its parent properties (e.g.
security policy).

Figure 5 shows how ReDOSN is organised as a tree where
functionalities are attached to OSNs, those OSN may han-
dle the functionalities in a centralised or decentralised way.
OSNss feature a recursive functionality in charge of handling
the sub-OSNs. This defines a path to reach the functionality
of a sub-OSN from the root OSN. Calling a remote client
follows then the format functionality:user@OSN1/OSNZ2.
Figure 5 illustrates simplified visions of WhatsApp, Microsoft
Teams and Reddit with the ReDOSN model. WhatsApp fea-
tures direct messages and group messages, the profile is used
to set a profile picture. Teams features direct messages, users
can join teams which are sub-OSNs with their own access
rules and discussion channels (groups). Reddit features com-
munities called subreddit which work as sub-OSN with their
own rules, they use a main board to list the post made in the
community, each post is a board that features the post and
its associated comments.

3.2 Decentralising ReDOSN

We observed in the main decentralized content sharing tools
like IPFS [12] that data availability is not guaranteed. Host-
ing depends of the will of the participants to keep content
available. So, contrary to other DOSN, we do not aim to guar-
antee availability of user data. To decentralise ReDOSN, we
consider here that content not popular enough to be hosted
by anyone can legitimately be lost with limited impact on
user experience.

As in Bluesky [22], we consider that each user is identified
by a Decentralised identifier (DID) [19]. It can be an ID pro-
vided by a third party or a public key working as an ID. This
allows to establish encrypted and authenticated communica-
tions between users. A sub network can either use its own
certificate with a hierarchy of certificates as in https or use
the certificate through its parent network.

Providing the functionalities described in sub-section 2.2 for
centralised OSNs is a mature field. We describe here how
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Figure 5. ReDOSN model and illustrations

they can be implemented in a decentralised way using ex-
isting P2P solutions. Those technologies are resilient and
scalable but at the cost of reduced data availability. User-
name, Timestamp and Transaction functions are exceptions
which use blockchains at their core, but at the cost of limited
scalability in the number of calls [41].

We use the Kademlia[28] DHT to find the resources on the
network in a log(n) time where n is the number of users.
Kademlia has been extensively tested in terms of efficiency
and resilience by its implementation in IPFS [38].

Profile: We use an IPNS [5] approach, the hash of the user
public key is used to point to the static content. The changes
are broadcasted on the network and signed using the user
private key to guarantee integrity and prove that the update
is the most recent. To provide data availability, policies such
as hosting friends profiles when the user is offline can be
implemented.

Direct messages: to send messages to other users, the DHT
can be used to find the IP address of a user from its public
key. Indirect messages can be sent by asking a tier to host
and forward a message.

Groups: groups are implemented using IPFS Pub-Subs [10],
the group is a topic to which users subscribe. Other sub-
scribers to a specific topic are found through the DHT. The
messages are broadcasted through gossiping, this reduces
the load on the sender: it will not have to send a message to
each member individually. Access rights to groups can be
set by sharing a common encryption key between allowed
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members and setting a list of participants to prevent message
gossiping from leaving the group.

Inter-OSN interactions: the user’s DID can be used to
identify a user on multiple different OSN. Content from
other OSN can be shared using their URI. Other OSN may
access content through a trusted user acting as a gateway to
the p2p network.

Boards: decentralised databases like orbitDB[7, 26]can be
used to store messages of boards. Each board (e.g. forum
discussion) should be considered as its own database that
is collaboratively hosted by those that interacted with it.
Meta-boards can be created to list all of the sub-boards.
Content Search: a DHT can be used to search for content
by its identifier (e.g. searching with a hash). Decentralised
semantic search is an active field of research with tools like
YaCy and De-DSI[30].

For functionalities like usernames and timestamping there
is a need for a trusted third party, either centralised or
with blockchains approaches (e.g. Ethereum name service[2],
smart contracts for time stamps[15]), but at a scalability cost.

3.3 Security countermeasures in a decentralized
setting

We described in the previous section how our model can
be implemented in a decentralised way using existing tech-
nologies. We identify here the security countermeasures
applicable to guarantee the security properties identified in
sub-section 2.3.

DHT security as been explored separately [39], we consider
that they are secure against attacks aiming to prevent honest
nodes from discovering and interacting with each other. The
use of hashes to identify content and public keys for users
guarantees the integrity of content and the user identity.
Integrity - Content integrity: exchanged content is signed
by its sender using its private key. Boards and groups can set
access rights to control which user can write and what they
can write. Functionality isolation: the OSN and functional-
ities are organised as a tree this allows to define access rights
between functionalities and isolate them (e.g. a functionality
can call sub OSN functionalities but not the opposite). Con-
sensus: to prevent Sybil attacks[14] where a single entity
creates multiple identity to get more vote rights. The core
functionalities are based on a DHT that does not need for
consensus. Blockchain based functionalities use Proof of X
approaches. A list of identities allowed to vote can also be
set in other cases.

Availability — DHT based functionalities remain available
by exploiting the Kademlia DHT’s resilience and scalabil-
ity. Data availability is guaranteed by replication [36]. For
example using hosting policies where users automatically
participate in hosting the content they liked or from their
friends. A user can also use paid tiers (e.g. Pinata or File-
coin for IPFS) to host their content. Finding content that
is provided by someone in the OSN is guaranteed by the
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DHT. Blockchain based functionalities have their availability
guaranteed by the blockchain.

Privacy - Exchanged content: message content is en-
crypted using the recipient public key. Access control poli-
cies on groups and boards can be set where updates are only
shared between a list of allowed users that also share a com-
mon encryption key. As in centralised OSN, were a single
member to be corrupted, the whole content of the groups
and boards could be leaked. Cryptographic schemes can be
set for specific cases (e.g. polls and votes, computing the
mean of a private value[25]) to guarantee the privacy.
Behaviour: network anonymization tools like TOR or mixnets
[13, 34] and the use of temporary identities can limit network
traffic monitoring. Other obfuscation methods like dummy
traffic, creating fake content requests and content padding
can be added to limit privacy leakages[17].

Malicious user — To tackle toxic content and spam, reactive
approaches can be applied where a trusted authority that
publishes lists of whitelisted/blacklisted content/user. This
has been implemented in the ublock origin browser exten-
sion to block adds through filtering lists, or in the Bad Bits
Denylist for IPFS files. This is also the approach adopted in
Bluesky with labels emitted by moderation services . Proac-
tive approaches can be applied by a user or a group of users
using a reputation system[18], setting real-time detectors
using rule-based systems or machine learning to detect and
block users having unusual behaviors (e.g. sending thou-
sands of messages, words featured in message content).
Confidential workloads - In cases where a trusted central
authority is needed to run confidential workloads, confiden-
tial and trusted compute can be delegated to networks of TEE
(Trusted Execution Environment) like Ekiden[11]. TEEs are
hardware secured execution environments with encrypted
memory that guarantees the privacy and integrity of data
an execution. They feature remote attestation schemes that
allow to remotely verify that a specific code is running in a
TEE.

4 Implementation

In section 3 we described the ReDOSN model and identified
how the functionalities can be decentralised and secured.
In this section we review how it can be implemented using
existing technologies.

4.1 Architecture

Figure 6 shows an UML representation or our proposed ar-
chitecture. Each functionality has its own methods that are
independent of their implementation (e.g. sending a direct
message will provide the same interface in a centralised and
decentralised implementation). An OSN has a policy defin-
ing access rights and the configuration of the functionalities.
The private key for communications associated to the DID is

Lhttps://docs.bsky.app/docs/advanced-guides/moderation

held by the OSN object which grants its usage to functionali-
ties and sub-OSNs. The recursive functionality allows to join
multiple sub-OSNs that can have different implementations
of functionalities (centralised or decentralised).

Receiving messages, either in direct messages or in groups
is done by setting a handler function that will be called at
each received message. Groups and Boards feature a policy
which is used to define specific behaviors like access rights.
A user may join a group by subscribing, it can create new
boards or read/write on existing ones.

Inter-OSN interactions feature the GET and POST calls de-
fined in the ActivityPub standard [1], they allow to pull inter-
actions received from other OSN and push content outside
to another OSN.

Search can either be done by looking for the content associ-
ated to an ID or semantic search, looking for content with
a certain meaning. New content can be set to be searchable
using the index method, with a policy to set access rights.
A user has a profile with content it may modify, it can also
find the content of other users using their identifier.

A user can set a unique human readable name for itself and
others ID from their name. A timestamp of a content or a
transaction can be generated and existing timestamps/trans-
actions can be verified.

4.2 Technology stack

Figure 6 shows how each functionality can be implemented
using existing decentralised technologies and how those
technologies linked to each other. We choose technologies
that can run directly in the browser, allowing to run on
a multitude of environments and specially to run on user
device without any software installation. We consider here
that users are identified on the OSNs by their public key, this
can be extended using veramo for DID.

They are two main families of decentralised technologies
proposed:

Blockchain based technologies are built with the Ethereum
blockchain at the core. Operations induce a monetary cost
to use the smart contracts but guarantee data availability.
The library web3.js is used for interaction with the Ethereum
blockchain. Etherum name allows to associate a human read-
able name to a public key, Ethereum attestation service 2
provides time-stamping based on the Ethereum blockchain.
DHT based technologies induce no monetary cost but pro-
vide no data availability guarantee. The libp2p library pro-
vides a DHT to find other peers and content, it allows au-
thenticated and encrypted direct communication for direct
messages. It is fully available to run directly in web browsers
using WebRTC and works at the core for IPFS implementa-
tions. For groups it provides a pubsub that broadcast mes-
sages to the users following a specific subject. IPNS is a
sub-system allowing for dynamic pointers in IPFS instead

Zhttps://docs.attest.org/docs/tutorials/timestamping-attestations
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of static ones by file hash, this allows to build a profile that
can only be modified by the user. OrbitDB is a key-value
database built on top of IPFS that provides a global ledger
users can read and write on to build boards. Semantic search
can be done using solutions such as YaCy and De-DSL

In both approaches, the DOSN are not directly accessible
with an URL, they need a gateway for interactions with other
OSN like cloudflare gateway acts for IPFS.

5 Conclusion

We proposed a model to create decentralized social networks
that is completely customizable. We identified the key func-
tionalities working as building blocks for any OSN. Arguing
that data availability is not a hard requirement, we identified
the decentralization techniques that allow for efficient, scal-
able and secure OSN functionalities. We showed how our
model can be implemented, identifying existing technologies
for its decentralization and highlighting their ability to be
deployed directly in varied environments and especially in
web browsers. However, an implementation or ReDOSN and
benchmarks of the technologies proposed are necessary to
verify that beyond their architecture guarantees, the imple-
mentations answer to the performance requirements of the
OSN use-case.
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