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Abstract—In the rapidly evolving landscape of the Internet of
Medical Things (IoMT), the demand for robust and trustworthy
identification systems has become paramount due to the sensitive
nature of healthcare data. Traditional identification methods,
such as passwords, tokens and smart cards, are increasingly
being replaced by advanced biometric systems, which provide a
higher level of security and protection. The rapid advancements
in biometric technology, with its potential to uniquely identify
individuals, have driven its integration into a wide range of
healthcare applications. Meanwhile, blockchain, a decentralized
and immutable ledger technology, offers a powerful solution
to address critical challenges in IoMT systems, including data
security, privacy and trust. The integration of biometric systems
with blockchain introduces innovative approaches for secure
identity management and authentication, enhancing both security
and trustworthiness in digital healthcare environments. This
paper explores biometric systems and blockchain technology
and their convergence within IoMT systems, focusing on how
this combination strengthens the security and trustworthiness of
healthcare systems. It also presents a comparative analysis of
existing approaches and provides insights into their practical
applications and potential for future advancements in secure
IoMT systems.

Index Terms—Biometrics, Blockchain, Internet of Medical
Things, IoMT, Security.

I. INTRODUCTION

In recent years, the Internet of Medical Things (IoMT)
has attracted considerable attention from academia as well as
the healthcare industry. These systems aim to collect remote
data from patients through wearable sensors and devices
[1], enabling real-time health monitoring, remote diagnostics
and personalized treatments. However, the transmission of
sensitive health data across IoMT networks introduces security
and privacy concerns, such as hacking, data breaches and
unauthorized access, which can compromise the quality of
healthcare services, patient safety and ultimately undermine
trust in digital healthcare solutions. To effectively address
these challenges, innovative security mechanisms are neces-
sary to safeguard data and ensure efficient and secure user
authentication, thereby maintaining the integrity and reliability
of IoMT systems.

Traditional authentication methods, such as passwords and
PINs, rely on knowledge-based security, which can be easily
compromised through phishing and brute-force attacks or can
be forgotten or stolen [2]. Thus, these methods provide limited

protection, especially in healthcare environments where data
privacy is paramount.

Biometric authentication, or simply biometrics [3], has
emerged as a promising solution to the aforementioned chal-
lenges. It opens up novel possibilities for enhancing security
by providing a unique and hard-to-replicate identification
method. Unlike conventional authentication methods, biomet-
ric traits are difficult to duplicate and require the physical
presence of the individual [4], making it a more efficient
solution for securing sensitive data in increasingly complex
digital systems like IoMT systems.

Blockchain is a breakthrough technology that ensures de-
centralization, immutability, transparency and data integrity
and promotes a higher level of security [5]. In IoMT systems,
blockchain’s decentralized nature eliminates the reliance on
central authorities, ensuring that all interactions with medical
data are recorded in an immutable and transparent manner,
preventing unauthorized data modifications and strengthening
overall data security [6] [7].

Integrating blockchain with biometrics can provide new
insights for identity management, authentication and security
[5]. Blockchain-driven biometric authentication systems en-
able secure, immutable and transparent identity verification.
This integration facilitates secure, real-time identity verifi-
cation within IoMT systems, offering enhanced protection
against fraud, unauthorized access and privacy breaches in
healthcare environments.

This paper is organized as follows: Section II provides
an overview of biometrics in IoMT. Section III presents
blockchain technology in IoMT, discussing its architecture,
advantages and applications. In Section IV, we provide an
insightful explanation of how biometrics and blockchain tech-
nologies can be integrated within IoMT systems to enhance
healthcare security and privacy. Section V presents a compar-
ative analysis of various systems that integrate biometrics and
blockchain technologies in IoMT. The last section concludes
this paper.

II. BIOMETRICS IN IOMT

Biometric systems are advanced technologies that identify
and authenticate individuals based on their unique biological
and behavioral characteristics. These systems are increasingly



used in various fields, particularly in IoT, due to their high
accuracy in personal identification [8].

A. Classification of Biometric Traits

Biometric traits fall into two main categories: physiological
and behavioral traits [9]. Physiological traits refer to physical
characteristics that are inherent to an individual, such as
fingerprints, facial recognition, iris patterns, Electrocardiogram
(ECG) and finger-vein. These traits are generally stable and
unique, making them reliable for identification purposes. Be-
havioral traits, on the other hand, are related to patterns in
a person’s actions, such as voice recognition, gait, signature
dynamics and keystroke patterns. Although they may vary
over time, they still offer a valuable means of identification
when analyzed correctly. The combination of physiological
and behavioral traits makes biometric systems more secure
and reliable for verifying identity across various applications
compared to conventional methods [10]. Such biometric traits
and their applications in IoMT are illustrated in Table I.

TABLE I
BIOMETRIC TRAITS AND THEIR APPLICATIONS IN IOMT

B. Biometric Authentication Frameworks in IoMT

In this section, we underline some of the recent advances in
the application of biometrics to secure IoMT networks. For in-
stance, a framework is presented by Kabel et al. [11] to secure
IoMT networks using cancellable ECG biometric recognition.
It proposes a hybrid method that combines blind signal sepa-
ration and lightweight encryption to produce cancellable bio-
metric templates. These templates are non-invertible, ensuring
that even if compromised, the original ECG signals remain
secure. This approach enhances user privacy while ensuring
robust authentication. The proposed system was tested on two
datasets (ECG-ID and MIT-BIH), demonstrating promising
results with high security and efficiency, offering an innovative
solution for authenticating users in IoMT networks while
safeguarding sensitive medical data. Similarly, Hamidi [2]
proposed a smart healthcare system based on the IoT that uses

biometric authentication (e.g., fingerprint, facial recognition)
to ensure secure access to healthcare data. The system pro-
vides a more secure and user-friendly alternative to traditional
password-based access methods. The results demonstrate that
the biometric-based approach effectively enhances user privacy
and security, making it suitable for applications like patient
monitoring and remote healthcare.

Xin et al. [12] introduced a multimodal biometric authenti-
cation system for IoMT, combining face, fingerprint and Finger
Vein (FV) recognition to improve security and accuracy. By
using feature-level fusion with Fisher vectors, the system ad-
dresses the limitations of unimodal methods. The system also
incorporates liveness detection to prevent identity spoofing.
With k-Nearest Neighbors (kNN) as the optimal classifier, the
system significantly enhances both security and recognition,
making it highly suitable for IoMT platforms.

III. BLOCKCHAIN IN IOMT (B-IOMT)

A. Architecture of B-IoMT

The architecture of the Blockchain-enabled Internet of Med-
ical Things (B-IoMT) comprises five distinct layers, organized
from bottom to top, as shown in Fig. 1. These layers are the
Perception layer, Network layer, Blockchain layer, Computing
layer and Application layer.

1) Perception Layer: this is the device layer where IoMT
nodes, such as wearable devices, smart implants and medical
sensors, gather real-time data from patients. These devices
continuously monitor vital signs, track medical conditions and
collect other health-related information, forming the founda-
tion of connected healthcare.

2) Network Layer: this layer integrates a range of com-
munication technologies (e.g., Wi-Fi, Zigbee, LoRaWAN) to
ensure seamless connectivity and data transmission between
sensors and actuators in the system.

3) Blockchain Layer: serving as the core layer, it manages
secure and trustworthy interactions across underlying layers.
It regulates data access between cloud providers, enabling
authorized parties to securely share patient information, re-
gardless of its location. Through blockchain’s decentralized,
immutable ledger, it ensures transparency, trust and controlled
access to patient data, supporting seamless cloud integration
while safeguarding data privacy and security throughout the
IoMT system.

4) Computing Layer: responsible for data processing and
storage services, this layer supports scalable data management
and enhances decision-making within the IoMT system.

5) Application Layer: it is the topmost layer, focusing on
delivering specific healthcare applications and services to end-
users. This layer encompasses the user-facing applications
and interfaces that interact directly with patients, healthcare
providers and other stakeholders.

B. Advantages of B-IoMT

The integration of blockchain technology into the IoMT
offers transformative advantages for healthcare systems. We
discuss these advantages in the following aspects:



Fig. 1. B-IoMT Architecture Layers

1) Privacy Preservation: it is a critical aspect of safe-
guarding sensitive patient data and ensuring confidentiality
in healthcare systems. Blockchain’s decentralized architecture
provides enhanced privacy by allowing only authorized parties
to access specific data through cryptographic techniques.

2) Transparency: in Blockchain-based IoMT systems, each
transaction, whether related to patient data access, device
activity, or health monitoring, is recorded in a transparent and
tamper-proof manner. This ensures that all actions are trace-
able. Therefore, blockchain enhances transparency throughout
the entire lifecycle of medical devices.

3) Security: sensitive medical data are encrypted and stored
across a network of distributed nodes, making it highly resis-
tant to hacking and data breaches. Blockchain’s mechanisms
ensure that only authorized users can access or modify data,
with each transaction being time-stamped and immutable
to prevent tampering. Additionally, smart contracts enforce
automatic security protocols, such as access control, to restrict
data interaction to authorized individuals or devices.

C. Applications of B-IoMT

In this section, we delve into some prominent applications
of B-IoMT. These include:

1) Remote Patient Monitoring (RPM): IoMT devices, such
as wearable sensors, track patients’ vital signs in real time.
However, as the use of these devices increases, concerns
regarding data privacy and security become more prominent.
Blockchain technology addresses these challenges by offering
a decentralized, tamper-resistant way to securely log and share
data with healthcare professionals.

2) Secure Electronic Health Records (EHR): as the health-
care sector advances toward digitalization, traditional central-
ized storage systems have become increasingly vulnerable
to critical risks such as unauthorized access, data breaches
and falsification of patient data. Blockchain offers a powerful

solution to these issues by providing a decentralized, tamper-
proof ledger for storing and managing patient data. This
enhances privacy, data integrity and access control among
healthcare providers.

3) Drug Supply Chain Management: ensuring the safety
and integrity of pharmaceuticals is a major concern in the
healthcare environment, as counterfeit drugs pose significant
risks to patient safety. With the growing complexity of global
supply chains, it becomes increasingly challenging to track
the origin, handling and authenticity of drugs. Blockchain, as
an innovative solution, provides a decentralized, tamper-proof
system that enables pharmaceutical products to be securely
tracked from manufacturer to patient. Moreover, each transac-
tion along the supply chain is immutably recorded, preventing
counterfeiting, ensuring proper handling and verifying the
authenticity of drugs.

IV. BIOMETRICS AND BLOCKCHAIN INTEGRATION IN
IOMT

The integration of biometrics and blockchain technologies
in the IoMT represents a significant advancement in healthcare
security and privacy. Biometrics, which is unique to each
individual, offers a robust method for authentication, ensuring
that only authorized users can access sensitive medical data.
This is particularly crucial in IoMT environments where
devices collect and transmit personal health information. On
the other hand, blockchain technology provides a decentralized
and secure framework that can enhance the integrity and
transparency of data sharing among various healthcare stake-
holders. This integration reduces the risk of data manipulation
and unauthorized access. It also facilitates seamless sharing
of medical records for telemedicine and remote monitoring.
Additionally, it supports smart contracts to automate processes
like insurance claims and drug delivery, thereby improving
operational efficiency and reducing errors.

V. COMPARATIVE STUDY

Over the past few years, there has been growing interest
in integrating blockchain technology with biometrics within
the IoMT. Although a few articles have contributed to the
understanding of the role of blockchain-enabled biometrics
in the IoMT system, they place a strong emphasis on its
effectiveness in enhancing security and authentication. Table
II illustrates a comparative analysis of some key case studies
that highlight this integration.

For instance, Barka et al. [13] presented a biometric-based
blockchain system for secure access to Electronic Health
Records (EHRs), using fingerprint biometrics. This system
integrates biometric authentication with blockchain smart con-
tracts, ensuring secure synchronization and access manage-
ment across healthcare providers. The results underline the
effectiveness of this approach in securely managing access to
EHRs. Additionally, Sarier [14] presented a Privacy-Preserving
Biometric Authentication (PPBA) protocol designed for smart
healthcare using blockchain technology. The main contribution
of the authors is the development of an efficient and GDPR



TABLE II
COMPARATIVE ANALYSIS OF BLOCKCHAIN BASED BIOMETRIC SYSTEMS

IN IOMT

(General Data Protection Regulation)-compliant system that
integrates biometric authentication with blockchain for secur-
ing patient identities and health data. This protocol is based
on anonymous patient authentication using Zero-Knowledge
Proofs (ZKP) and ElGamal encryption, ensuring privacy, secu-
rity and integrity of the biometric data while preventing brute-
force attacks like hill-climbing. The authors implemented the
system on the Monero blockchain, showing that it allows
secure, anonymous verification of patients without disclosing
sensitive information. Performance evaluations indicated that
the proposed system outperforms existing methods, ensuring
high efficiency and protection against attacks, even for low-
entropy biometric data.

Moreover, Mohsin et al. [15] proposed a secure frame-
work for patient authentication using FV biometrics, Radio
Frequency Identification (RFID), blockchain, AES (Advanced
Encryption Standard) encryption and PSO (Particle Swarm
Optimization)-based steganography to enhance data security.
The authors developed a hybrid biometric model that combines
FV and RFID features to increase randomness and protec-
tion. Blockchain ensures data integrity, while steganography
conceals sensitive biometric information. The system was
tested on 6000 FV images, demonstrating high resistance
to spoofing and brute-force attacks, with an improvement in
securing biometric data during transmission. It also supports
decentralized networks, providing high availability and robust
security for healthcare applications.

VI. CONCLUSION

The IoMT often requires advanced security solutions to
safeguard sensitive medical data and ensure reliable access to
healthcare services. Integrating biometric systems provides a
robust method for authentication, leveraging unique biological
and behavioral traits to verify user identities and access to

medical devices. Combining blockchain technology with bio-
metrics further strengthens these systems, addressing complex
security challenges. In this paper, we first introduced a global
overview of biometrics and blockchain technologies, their inte-
gration into IoMT systems, and how this integration enhances
healthcare security and privacy. Afterward, we presented a
comparative analysis of various systems that integrate these
technologies.
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