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Abstract

Human Digital Twins (HDTs) are an emerging concept with the potential
to create human-centric systems for Industry 5.0. The concept has rapidly
spread to new application domains, most notably Healthcare, leading to di-
verging conceptual interpretations. This Systematic Literature Review anal-
yses the conceptual understanding of HDTs across all application domains
to clarify the conceptual foundation. Our review reveals a consensus that an
HDT’s twinned entity is a human individual. However, there is little agree-
ment on the data flows between the individual and their HDT. We address
this shortcoming by proposing three categories based on the level of data
integration: Human Digital Models, Human Digital Shadows, and Human
Digital Twins. Finally, we synthesise our findings in a domain-agnostic gen-
eral definition for HD'T. We highlight an edge case where the twinned entity
is a human individual alongside a strongly coupled technical system, and
name it augmented Human Digital Twin (aHDT). The definition and cate-
gorisation scheme provide the needed conceptual clarity for inter-disciplinary
collaboration to address open challenges. Notable challenges are sensing hu-
man data, reliable data transfers and modelling, especially behavioural mod-
elling. Additional ethical issues concerning security, privacy and consent are
central to successful HDT adoption. We call for cross-disciplinary efforts to
establish a standardised framework and ethical guidelines to enable future
developments.

Keywords: Human Digital Twin, Industry 5.0, Digital Twin,
Human-centricity
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1. Introduction

Industry 4.0 is a system-centric paradigm that seeks to optimize produc-
tion outcomes by interconnecting cyber-physical systems and their ability
to communicate, control, and compute. Building on the technological ad-
vancements from Industry 4.0, the Industry 5.0 paradigm [1] shifts the focus
towards human-centricity, sustainability and resilience. Human-centricity
in manufacturing goes beyond creating a safe and ergonomic environment
for human workers, as it seeks to address higher needs like belonging, es-
teem and self-actualisation [2]. Humans are recognized as bringing valuable
skills like creativity and decision making instead of merely being a cog in
the machine. A symbiotic relationship between human and machine is en-
visioned, such that human capabilities are enhanced, not replaced. For this
close human-machine relationship, it is not enough for machines to react
to humans’ movements and actions. They need to be aware of humans’
physiological, psychological and even cognitive state. Ultimately, they have
to become “empathic machines”[2] and learn continuously to grow together
with human co-workers. The concept of Operator 4.0 is a significant step
towards human-centricity. It seeks to enable a balanced and collaborative
relation between operators and automated systems by equipping the opera-
tor with the required skills and tools. Operator 5.0 advocates to adapt the
technological systems to the human instead, which requires awareness of the
human state [3]. Enabling technologies for Industry 4.0 are mainly Cyber-
Physical Systems (CPS), Internet of Things (IoT), and Digital Twins (DT),
all increasingly supported by Artificial Intelligence (AI). They all can support
the human-centricity targeted by Industry 5.0, but the DT could be a key
element when it is used to represent humans digitally, serving technological
systems adaptation sought by Operator 5.0.

Within a manufacturing context, a DT is defined as a “fit for purpose
digital representation of an observable manufacturing element with synchro-
nization between the element and its digital representation” [4]. The con-
cept can be applied to physical entities outside the manufacturing context
to monitor, analyse and predict the states and behaviours of the physical
entity. Before being named Digital Twin in 2002 [5], the original concept of
component-based emulation has been introduced in 2000 [6]. Typical appli-
cation cases are tracking the status of a machine and triggering maintenance
cycles predictably before expensive damage occurs, or triggering an emer-
gency stop if parameters drift far from their nominal values. Aligned with



the tenants of Industry 5.0, a new type of DT, known as Human-Centric
Digital Twin was proposed. It includes the state of the human worker with
the objective to enable systems that adapt and respond to human needs. An
illustrative example is a DT that monitors worker fatigue to dynamically re-
allocate tasks. However the Human-Centric Digital Twin modelling scope is
a system containing human participants and stops short of creating a holis-
tic model of the humans themselves. An additional ethical concern is the
collection of personal data to be used in a larger system. In contrast Human
Digital Twins (HDT) focus specifically on digitally representing humans,
rather than treating them as just another element of a larger system, mak-
ing them well-suited to handle and protect personal data from their human
counterparts. In the long-term vision an individual would be accompanied
by their HDT throughout life to provide personalized assistance in a large
variety of contexts and situations. The HDT would host interlinked models
about numerous aspects of human nature (e.g. physiology and cognition),
learn about individual preferences and evolve over time through continuous
learning. In practice, creating a DT of a human comes with a broad variety
of specific challenges. Machines can be designed with integrated sensors to
provide exploitable data to their DTs, which is only true in a limited fashion
for humans. For instance, humans understand their environment through
stimuli which are hard to capture and feed to the HDT, not to mention
the difficulty of modelling the subsequent cognitive processes transforming
the stimuli into a specific reaction. In cognitive neuroscience, visual stimuli
have been successfully decoded from neural activity measured by functional
Magnetic Resonance Imaging [7] and brain-machine interfaces, for example,
enable disabled individuals to use and control prostheses and wheelchairs
[8]. Nonetheless, methods are limited and often invasive making gathering
data from internal human processes significantly harder when compared to
machines. A large body of literature addresses the technical challenges of
gathering human data and building models on top of it. Papers addressing
the conceptual basis of HDTs are rarer.

HDTs have first appeared in applications in Industry where traditional
DTs are well understood. More recently HDT's spread to new communities,
bringing not only new perspectives and interpretations, but also confusions
about the concept. A key aspect of traditional DTs is the high level of
data integration, i.e., the data flow between the DT and the physical en-
tity. However in Healthcare we see examples of HDTs without persistent
data flows, for instance HDT's that are used as simulation platforms [9]. Just
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as it was important to distinguish between digital models and digital twins
for traditional DTs in industry, it is essential to clarify the vocabulary for
HDTs. Building a human model is already a considerable challenge, requir-
ing interdisciplinary efforts from fields like cognitive science, psychology and
biomedicine. But synchronizing a model with real-world changes adds fur-
ther complexity requiring expertise from, among others, computer science,
communication systems and machine learning communities. To facilitate the
required collaboration and identify the right challenges, it is imperative to
clarify the conceptual basis for HD'T's. Specifically in industry, it is important
to determine whether HDT refers to a DT of an industrial system that con-
siders human interactions and the influence of human factors, or if it refers
to a DT of the human entities within the system.

Before the conceptual understanding between communities drifts further
apart we perform a systematic literature review, considering all application
domains, to extract and analyse their interpretation of what constitutes an
HDT. We examine the differences between traditional DTs and HDTs and
disambiguate the concept of HDT by identifying multiple categories that
deserve to be differentiated. Finally we propose a domain-agnostic general
definition that may serve as clear conceptual foundation for future HDT
developments, irrespective of the application area.

2. Prior Reviews

Recently a few landmark reviews have been performed on the progress
of HDTs. The reviews come from authors with various backgrounds which
informs their point of view and understanding and restricts the scope of
their efforts. From Industry multiple reviews are investigating topics that
are closely related and overlapping with HDT's, namely the topics of Human-
centric DTs [10] and Human-Robot Collaboration DTs [11]. One review from
Industry is exclusively focused on HDTs [12]. From Healthcare four reviews
that exclusively focus on HDTs have been published [13, 14, 15, 16]. From
the field of Mobility a pivotal review [17] has provided a solid basis for HDT
developments in their discipline. Finally a set of two reviews are general in
scope [18, 19] without restricting themselves to a specific application domain.
Besides the application area, the reviews also differ in their focus. Some are
interested in the conceptualisation of HDT's while others explore the enabling
technologies to provide guidance for designers and developers. See Table 1



Reference Domain Scope Focus

Asad et al. [10] Industry ~ Other DT Pragmatic
Chen et al. [14] Healthcare HDT Pragmatic
Chen et al. [16] Healthcare HDT Pragmatic
Hu et al. [17] Mobility HDT Pragmatic
Lauer-Schmaltz et al. [15] Healthcare HDT Conceptual
Lin et al. [19] General HDT Conceptual
Miller and Spatz [18] General HDTS Conceptual
Ramasubramanian et al. [11] Industry =~ Other DT Pragmatic
Sahal et al. [13] Healthcare HDT Pragmatic
Wang et al. [12] Industry ~ HDT Pragmatic
Our Review General HDT Conceptual

Table 1: Classification of prior reviews and alignment of our own review.

for an overview on the domain, scope and focus of each review. We elaborate
on the content of the past reviews and the perceived research gap we seek to
address.

The first appearance of the keyword HDT in scientific literature is from
Industry [20]. The first review paper appeared in 2022 on HDT's in Healthcare
for behaviour change therapy [15]. Despite the highly specific use case the
paper discusses fundamental differences between traditional DT's and HDTs.
At the centre is the personal nature of medical data and an increased need
for stringent data safety and privacy. Ethical questions, for instance whether
an HDT should be deleted after death, are raised. To maintain trust in
the HDT all decisions need to be explainable, and models based on human
data need to deal with poor data quality and common data gaps. Capturing
data about human cognition and modelling it is a unique challenge stemming
from the human nature of the twinned entity. The paper provides a set of
design considerations for how to develop an HDT, but clearly states that the
definition, and essential components, of the HDT concept are underdeveloped
and requires further research.

Two reviews focus on conceptual aspects of HDT's without a specific ap-
plication case [18, 19]. In Miller and Spatz [18] the authors first propose a
Digital Twin Systems (DTS) which is composed of a Real-World Twin, the
DT itself, and an Interchange Component. As an extension a Human Dig-



ital Twin System (HDTS) follows the same structure but contains at least
one human agent that is modelled alongside other machinery, sensors and
actuators. This digital representation is considered an HDT, but it can be
created, not only for a human individual but also for a human class. The
authors take the position that the HDT can take the shape of a purely mathe-
matical model and does not require a direct link with a physical human. The
differentiation between HDT and HDTS represents a significantly different
conceptual point of view.

A subsequent review by Lin et al. [19] proposes a more detailed HDTS
framework. However, their framework exclusively focuses on a human indi-
vidual and their digital model, without any surrounding entities. In their
view an HDT conceptually requires a twinned human individual, real-time
data gathering and modelling of the human. The authors further elaborate
on the limitations and challenges of creating HDTS. A major limitation lies
in the gathering and transmitting of heterogeneous data, while guarantee-
ing its safety and reasonable latency. The authors underline the need for
ontologies that unify human body data. Societal challenges include ethical
questions as well as problems related to trust and social regulation.

A second set of reviews has an increased focus on specific application
domains. They are less concerned with the conceptual basis for HDTs and
focus their efforts on enabling technologies, frameworks and architectures
to enable future HDT developments. For the domain of Mobility applica-
tions an influential review by Hu et al. [17] applies the concept of HDTs to
drivers. The review proposes a detailed framework to build a Driver Digital
Twin with the goal to detect driver attention, distractions, intentions and
drowsiness. For each of the four applications guidance is provided including
taxonomies of the possible types of distractions and driver states. While the
application domain is highly specific many identified challenges are general
in nature. Both heterogeneous data and highly specialised scattered models
are challenges. To develop the most impactful Driver Digital Twin holistic
models are needed, but multi-model datasets are lacking. Another general
challenge is the need for personalisation, especially when modelling behaviour
which is highly dependent on the individual’s characteristics. The authors
distinguish the Driver DT from the Driver DT System, the former being a
digital representation of a driver HDT, while the latter includes intercon-
nected components from the car.

Within Healthcare the most investigated topic in terms of performed re-
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views is personalised Healthcare. An extensive analysis of Personal Digital
Twins is presented in Sahal et al. [13], which can be seen as synonymous
with HDT. They discuss the benefits, potential applications, essential build-
ing blocks and open challenges. Particular attention is given to artificial
intelligence and blockchain technology and how they can be integrated for
enhanced personalised Healthcare services. A second extensive review by
Chen et al. [14] investigates many facets of the concept for personalised
medicine. One observation is how separate DTs for individual organs can
merge into one holistic HDT for a patient. The central topic of the review
is a network architecture that is divided in 5 layers; data acquisition; data
communication; computation; data management; data analysis and decision
making. For each layer the authors address in detail the enabling technolo-
gies and spend little time on conceptual questions. A third review with an
interest in personalized Healthcare is presented in Chen et al. [16], where the
authors perform an extensive review on how generative artificial intelligence
techniques may address key challenges in HDT development. In particular
the potential to generate synthetic data, enhance communication and data
management, creating better digital models and performing data analysis is
investigated thoroughly. All three reviews view an HDT as a digital replica
or representation of a human being that evolves with time as the human
changes. Two of them state that real-time data is needed [14, 16], imply-
ing continuous and automatic data acquisition, while the third review is not
explicit on this matter [13].

Wang et al. [12] perform a review of HDT's for industrial cases, and specif-
ically Industry 5.0. The central contribution is a system architecture organ-
ised in four layers to guide future developments. For each layer a detailed
discussion of enabling technologies is provided. The conceptual grounding
is not a central point in the paper but the authors align with the view that
an HDT is necessarily twinned to a human in the physical world, with bi-
directional data flow.

Ramasubramanian et al. [11] review DT's for Human-Robot Collaboration
and identifies approaches related to HDTs. Operator data is included in the
DT but the modelling efforts are mostly limited to the creation of 3D avatars
and human motion. The review discusses the challenges of Human-Robot
Collaboration which notably includes the dynamic nature of the human and
a need to account for their behaviour. Modelling a human operator is rec-
ognized as extremely complex and difficult. Current technology is seen as
insufficient to create a holistic Operator Digital Twin, that includes not only
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physical, but also emotional aspects.

Most recent reviews focus on enabling technologies and provide guidance
to developers through guidelines, frameworks and architectures. From the
three reviews that address conceptual aspects; one calls for further research
into essential components and the definition [15]; one sees HDTs as digital
representations of a human [19]; while the last proposes an alternative view
where HDT may also represent a human class [18]. With our review we seek
to address this gap and divergence in conceptual interpretation.

3. Methodology

Research on HDTs is experiencing an accelerated growth since 2019. We
choose to perform a systematic literature review to explore the literature
on HDTs in an exhaustive and reproducible way. In this paper we rely
exclusively on primary studies i.e.: original research. The objectives of the
SLR are to (%) summarise the literature on the concept of the HDT, (%)
identify conflicting interpretations of the concept and (%i2) propose a general
coherent definition, (4v) summarising research challenges and give research
directions.

To achieve exhaustive and reproducible results we adopt a methodology
that consists of three main steps:

e Planning the Review: Define precise research questions and a de-
tailed protocol.

e Conduct the Review: Identify research, select relevant primary re-
search, extract and analyse content.

e Document the Review: Discuss review report, assess study quality,
identify research directions.

3.1. Research Questions

To align our efforts with the main objective of the systematic literature
review, we define an overall guiding research question which is:

What is a general definition for HDTs that applies to all appli-
cation areas?



From the overall guiding question, we define a set of specific research
questions (RQ) to extract relevant information from selected papers. We list
our research questions below alongside their rationale.

ID Reseach Question Section
RQ1 How has the research into HDTs Section 4.1
evolved? Section 4.2

RQ2 What are the main application areas for Section 4.1
HDTs?

RQ3.1 What is the scope of the twinned entity? Section 4.3.2

RQ3.2 How is the concept of DT understood Section 4.3.1
and used?

RQ4 What are the challenges for HDT devel- Section 6
opment and future research directions?

Table 2: Summary of Research Questions with links to the relevant sections.

e RQ1: How has the research into HDTs evolved? With this
research question we quantify the growth rate of HDT research and
identify the main research locations that are active in the field. These
insights help understand the influences and centre of interest for HDT
research overall. The results of this research question are of special
interest when considering them alongside the application areas which
are at the centre of RQ2.

e RQ2: What are the main application areas for HDTs? While
the concept of HDT has taken strong roots in manufacturing Industry
and Healthcare, it is continuously expanding into new domains. With
this research question we gain insights into the variety of fields that con-
tribute to conceptualising and building HD'T's. We have to understand
the differences of vocabulary and methods for each field to establish a
useful definition and taxonomy for all applications.

e RQ3: What is the conceptual understanding, or definition, of
HDTs? The various backgrounds can lead to different understand-
ings of what constitutes an HD'T. With this research question we focus
on the used definitions and what concepts they embody. We record



whether the authors explicitly use an existing definition or propose
their own. In many cases, no definition is given but we record the
implicit characteristics the author gives to their HD'T implementation.

— RQ3.1: What is the scope of the twinned entity? The
nature of the twinned entity varies depending on the application
case. With this question we investigate whether there is consensus
on the twinned entity.

— RQ3.2: How is the concept of DT understood and used?
Not all HDTs are implemented, or conceptualised, with all the
characteristics of a full DT. With this research question we ex-
plore proposed concepts and case studies and to what extent they
include characteristics from DTs.

e RQ4: What are the challenges for HDT development and fu-
ture research directions?

3.2. Review Protocol

To guarantee reproducibility of results, we define a protocol for conduct-
ing the review based on the guidelines provided in [21]. It comprises two
major steps: () identification of articles (Section 3.2.1), (4¢) inclusion and
exclusion of articles (Section 3.2.2).

3.2.1. Search Strategy

1. SCOPUS 5. MEDLINE

2. Web of Science 6. PubMed

3. ACM Digital Library 7. ArXiv

4. TEEE Xplore 8. Google Scholar

We select 8 databases to identify relevant research on HDTs. Given the
novelty of the HDT concept and the limited literature we choose to use
Google Scholar and arXiv to include preprint articles instead of restricting
ourselves to journal and conference papers. The full list of selected databases
can be seen at the start of the Section. The databases are queried using search
strings that consist of keywords and logical operators. To cover the largest
possible extent, we apply the search to the full body text instead of restrict-
ing ourselves to the Title, Keywords or Abstracts. To minimise the number
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of irrelevant papers collected we apply the following stopping criterion: Stop
collecting articles after encountering 10 consecutive articles with no reason-
able link to the search query. The stopping criterion is especially relevant for
Google Scholar.

3.2.2. Inclusion and Fxclusion Criteria

Not all papers will be relevant to answer the research questions. A set of
inclusion and exclusion criteria is applied to screen the collected papers for
their relevance. A paper that meets an inclusion criterion but also an exclu-
sion criterion will be excluded from the review. See the list of all inclusion
and exclusion criteria below:

e InC1: The document proposes an explicit HDT definition.

e InC2: The document proposes a (meta-)model, framework or archi-
tecture for an HDT.

e InC3: The document reports an implementation of an HDT use case.

e ExC1: The document is of a type that we exclude. We focus our
review on scientific papers which includes preprints, conference papers
and PhD theses (but not Master theses). Documents that we exclude
are marketing material, presentations, blog articles and editorials. Full
proceeding collections and syllabi are also excluded.

e ExC2: Only primary studies are considered which means that we ex-
clude reviews. With good queries and snowballing we cover all papers.
To ensure this is true we use review papers in the snowballing phase
directly even if they are excluded from analysis. Review papers are
discussed in the introduction.

e ExC3: The document is not accessible from the selected databases,
which is mostly applicable to papers that are published as chapters in
books.

e ExC4: The document is not in English. While our research team
is multilingual, we choose to only review English papers to make the
review more easily reproducible.
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e ExC5: The document has no relation to DTs. This exclusion criterion
does not apply if the author is using an incomplete DT. For example,
papers that report creating a digital model are in principle excluded,
except if the authors identify it as DT. This choice might lead to the
inclusion of less relevant papers, but it is necessary to understand the
common perception of what a DT consists of.

e ExC6: The twinned entity is in no related to humans. We don’t
consider it necessary that the twinned entity is a human individual.
For our review it is sufficient when a human role or a human organ is
considered. Factory DTs which explicitly include the worker are also
included for review.

The established criteria are applied in two separate phases. First, we
perform a coarse-grained filtering step during which only the title, abstract,
introduction and conclusion are considered. In case of doubt the paper is
included during this step and reanalysed in the subsequent step. The second
fine-grained step is performed by analysing the full text of the paper.

3.8. Collection & Filtering Results

First we define our search string for the queries with the goal to find all
papers that discuss HDTs and tangential concepts. A prominent example of
a tangential concept is a Human Digital Shadow, which is a live representa-
tion of the twinned entity without returning any feedback. The search string
is the following:

S1 = “Human Digital Twin” OR “Patient Digital Twin” OR “Worker
Digital Twin” OR “Operator Digital Twin” OR “Student Digital Twin” OR
“Driver Digital Twin” OR “Citizen Digital Twin” OR “Human Digital Shadow”
OR “Customer Digital Twin” OR “Consumer Digital Twin” OR “Elderly
Digital Twin” OR “Bio Digital Twin” OR “Human Digital Clone” OR “Hu-
man Virtual Twin”

An alternative approach we considered was a composite search string e.g.:
(“Human” OR “Patient”) AND “Digital Twin”. Unfortunately this approach
led to an unmanageable number of results, many with poor relevance. The
above described string will include papers that use the words “Human” and
“Digital Twin” independently and far apart in the article. We queried the
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Database Number of Papers | Percentage
ACM 23 4.11%

arXiv 9 1.61%
Google Scholar | 302 53.93%
IEEE Xplore 37 6.61%
MEDLINE 10 1.79%
PubMed 10 1.79%
SCOPUS 71 12.68%
Total collected | 560 100.00%
Total unique 389 69.46%

Table 3: Number or records extracted by database and total number of unique records

databases listed in Section 3.2.1 on June 15 2023 and obtain a total of
1009 results. During the collection of records our stopping criterion is applied
which reduces the number of collected records to 560. The breakdown of how
many results have been found for each database, and how many are unique,
are listed in 3.3.

3.3.1. Coarse-grained filtering

The coarse-grained exclusion step results in 106 included papers and 283
excluded papers. For ExC1 most of the 28 exclusions were full proceedings
from conferences whose papers are listed separately as well. Other excluded
document types were slides, call for submissions, abstract collections and
editorials. A total of 49 reviews and surveys were excluded, many of which
covered tangential topics, such as IoT hardware or general digital health
technologies. This type of review frequently briefly mentions HDT as a future
ambition or future enabling technology. A non-negligible number of papers,
83 in total, were inaccessible. A final large category for exclusion was content
based (ExC5 and ExC6) with 112 exclusions. We merge ExC5 and ExC6
because in many cases both apply at the simultaneously.

3.3.2. Fine-grained filtering

After fine-grained exclusion further 16 papers are excluded, leaving us
with a collection of 90 papers for analysis. Half of the excluded papers
did not talk in any substantial manner about DTs. These are papers that
often mention the keyword DT in their abstract but never address it in the
paper itself. Three papers were excluded for not being primary sources, and

13



five more for being the wrong type of document. To be precise one was a
guidebook, one a company blog post, two were Master’s theses, and one was
an unpublished draft for a future paper.

4. Descriptive Analysis

The objective of the present paper is to describe and analyse the different
viewpoints when it comes to the definition of an HDT. A way of categorising
the papers is by application areas. The concept of HDT was born in the
community of industrial research, where the concept of DT's itself has strong
roots. Over time the concept has spread to other application domains such
as Healthcare, Metaverse applications or Mobility. Both the variety of appli-
cations and ways of conceptualising the HDT have grown over time. In this
part of the paper we present the main application areas and how the num-
ber of publications has evolved over time in Section 4.1, a quick look at the
geographic distribution of research in Section 4.2, and a detailed exploration
into the various conceptual understanding in Section 4.3.

4.1. Timeline & Application Areas

This section provides the answer to the first part, namely the evolution
over time, of RQ1: How has the research into HDTs evolved? Alongside we
provide the answer to RQ2: What are the main application areas for HDTs?
We choose to combine the results of both research questions to show how the
concept of HDT has spread into new domains with time. Figure 1 shows the
key moments in HDT research, namely the appearance of new conceptual
perspectives, and entry into new major application areas.

We have gathered all papers on HDTs based on our query defined in
Section 3.3, including papers from all application domains of the papers.
Four main domains emerged from our selection: (%) Industry (32.2%), (i)
Healthcare (28.9%), (iii) Metaverse (7.8%) and (iv) Mobility (5.5%). The
first scientific publication that uses the concept of HDT was published in
2017 with an application in industrial production systems [20]. The author
applies the concept of DT to a human to capture their behaviour and act
as their representative. Since the first publication the concept has attracted
increased interest, which manifests as an accelerated growth in the number
of publications, as presented in Figure 2. Notably Industry was the first ap-
plication area to adopt the concept and an increased number of publications
follows over the next years. In 2019 the concept spreads for the first time to
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Figure 1: Timeline of Human Digital Twins (HDT) and various conceptual perspectives.

another domain, namely into Healthcare [22]. Within only 3 years the num-
ber of publications in Healthcare surpassed the ones from Industry, and is
now the most active application area in terms of number of scientific publica-
tions. Since 2020 the concept of HDT is entering many different application
areas. The number of application areas has been increasing since. Two no-
table application domains that emerged later are Mobility, and Metaverse
applications. Research in Mobility applications started in 2021 [23] and has
experienced a slight increase since.

The total number of scientific publications by application area is shown
in Figure 3(a). HDT research remains dominated by Healthcare and In-
dustry with a combined 61.1% of all extracted scientific publications. Both
Metaverse and Mobility applications are new additions that are worth setting
apart. Notably a large number of publications is categorised in the Other
application area category. This is due to the rapid introduction of HDTs in
completely new, and highly diverse area. From Figure 2 the number of pub-
lications that don’t fit prior categories is increasing rapidly around 2022. A
more detailed breakdown on Figure 3(b) illustrates how wide the application
areas have spread since 2022.
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4.2. Geographic Distribution

This section provides an answer to the second part, namely the geographic
distribution, of RQ1: How has the research into HDTs evolved? The start
and evolution of HDT research divided by continent are shown in Figure
4. First publications start in Europe with a very low volume of publica-
tion for 3 years, before growing rapidly. By 2021 the research groups from
Africa, North America and Asia have all published research on HDTs. A
more detailed breakdown of publications by country and application area is
presented in Figure 5. Notably the United States of America is leading in
terms of total number of scientific publication, and is the only country to
publish for Mobility applications.

4.3. Concept of HDT

This section provides an answer to RQ3: What is the conceptual un-
derstanding, or definition, of HDTs? Due to the high number of different
application cases many different scientific communities are researching HDT's.
With each community comes a different set of domain-specific vocabulary and
understandings of what an HDT should consist of. In Figure 1 we highlight
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Figure 5: Number of publications by country and application area.

the appearance of conflicting perspectives on the HDT concept. A point of
disagreement is the nature of the data flows between the human and HDT.
To be precise HDT's are presented as simulation models without continuous
synchronisation [9, 24] or as a fully synchronised digital representation that
maintains bi-directional data flow with its human [25]. A second point of
contention is the scope of the HDT’s real-world twin. In Miller and Spatz
[18] an HDT may model a class of humans, while a more common conception

is that HDT's model human individuals.
The objective of our paper is to bridge the gap among scientific commu-

nities and provide a general, domain-agnostic definition for HDT. In prior
work we proposed a preliminary definition which serves as starting point for

the present systematic literature review:

A Human Digital Twin (HDT) is a subclass of the Digital Twin whose
particularity lies in the human nature of the twinned entity. It is a real-time
marroring computerised system of a human agent, able to simulate or emulate

his characteristics and behaviour in context. (Naudet et al. [26])
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Before proposing a general definition in Section 5.5 we described the cur-
rent landscape of HDT definitions and conceptualisations across application
domains. An important number of papers do not introduce or define the
concept of HDT before using it. Indeed 38.3% of papers don’t reference any
existing definition nor do they introduce the concept explicitly. Because of
this shortcoming we need to extract the implicit understanding of the HDT
concept from their implementation or proposed usage. From the preliminary
definition in [26] a few key dimensions can be extracted.

1. Digital Twin: The concept of DT first found numerous applications in
Industry. However it is a new concept for the Healthcare community.
The perception of what constitutes a DT is not uniform within or
across scientific communities. We discuss the definition and types of
DTs encountered in literature when applied to humans in Section 4.3.1.

2. Twinned Entity: The twinned entity of an HDT needs to be of human
nature. From the scientific literature we extracted what the twinned
entity of HDTs is and present it in Section 4.3.2.

4.8.1. Digital Twin Conceptualisation

This section addresses RQ3.2: How is the concept of DT understood and
used? A clear understanding of the DT concept is a fundamental part of any
HDT definition. The first mention of the concept is attributed to work on
Product Life cycle Management [5]. At its centre a DT is at least composed
of a twinned physical system and a digital object that contains all measurable
information about the physical system [27]. A later popular definition and
model includes 5 dimensions, [28][29]; (1) physical entity (2) DT Data (3)
Virtual Models (4) Services (5) Connections between each of the dimensions.
Further extensions for specifically Human-Machine DTs have been proposed
in [30], which explicitly include the environment, the human user, and a
discussion on shared autonomy between the human and their DT.

In 2018 a major paper [31] presents how the concept of DT is used differ-
ently in various disciplines, as well as conceptual variations in the definitions
themselves. According to the authors the level of data integration of the DT
is not always considered explicitly. To harmonise the understanding they
introduce three subcategories which are distinguished by their level of inte-
gration (see Figure 6), namely; (%) Digital Model, (i) Digital Shadow, and
(i1i) Digital Twin.
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Figure 6: (a) Digital Model, (b) Digital Shadow and (c) Digital Twin as introduced in
Kritzinger et al. [31]. The categories are distinguished by the level of data integration.

(i) Digital Models represent physical objects without any automated data
exchange (e.g. simulations): “A change in state of the physical object has
no direct effect on the digital object and vice versa.” [31]

(ii) Digital Shadows receive data from the physical object through an
automated data flow: “A change in state of the physical object leads to a
change of state in the digital object, but not vice versa.” [31]

(iii) Digital Twins have integrated and automatic data flows in both
directions, which enables the DT to act as a control instance: “A change in
state of the physical object directly leads to a change in state of the digital
object and vice versa” [31].

As an additional anchor for our understanding of DTs we use a more
recent definition as provided; A set of adaptive models that emulate the be-
haviour of a physical system in a virtual system getting real time data to
update itself along its life cycle [...] (Semeraro et al. [32]). For our own
analysis we extract three pieces of information from the scientific papers:

1. Have the authors explained the concept of DT before using it? Do they
reference an existing DT definition, explicitly proposing a definition or
explaining the concept in their own words all count?

2. We distinguish between papers that propose conceptual models, frame-
works or architectures for HDTs (concept papers) from papers that de-
scribe implementations (case study papers). Authors that propose a
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Definition provided | Digital Twin | Digital Shadow | Digital Model
or referenced Count Count Count
Yes 39 5 12
No 10 6 18

Table 4: Number of publications grouped by level of integration and whether they provide
a definition before using the HDT concept.

conceptual approach and implement it in the same paper are counted
as case study papers only.

3. Finally we categorise the conceptual models or implementations ac-
cording to their level of integration following the three sub-categories
from [31] as shown on Figure 6.

Out of the 90 papers on HDT analysed, 49 were about true DTs, 11
about Digital Shadows and the remaining 30 about Digital Models. The
level of integration is changing significantly depending on whether authors
provide a definition or not in their paper (See Table 4). Papers that don’t
provide a definition tend to follow the tenants of DTs less closely and have
increased risk of developing Digital Models instead. It indicates a potential
misidentification of the concept.

A second major factor that impacts the integration level is whether the
paper is conceptual in nature or presents an implementation. Following this,
Figure 7 shows the difference in level of integration for each application do-
main. For all application areas the level of integration is higher for conceptual
papers than for case-studies. In aggregate 76.2% of conceptual papers pro-
pose true DTs, while only 42.9% of case-studies do. The difference is even
more pronounced when counting the increase in Digital Models when moving
from concept towards implementation; 16.7% of conceptual papers propose
Digital Models while 46.9% of implementations are Digital Models. Please
note that not all Digital Models are misidentified DT's as some authors choose
to create a Digital Model first, before addressing the technical challenges to
elevate it to become a DT. On Figure 7 a more granular overview is given.
Notably the level of integration is decreasing for all application areas when
going towards implementation. Paper from industrial applications achieve
an overall high level of integration. The concept of DTs themselves stems
from industrial research and the community has an increased familiarity with
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Figure 7: Level of data integration in reviewed paper, categorised by application domain

and whether the study is conceptual in nature or a practical case-study.

the concept. All of the conceptual proposals are at least Digital Shadows in-
dicating a more strict adherence to the tenants of digital twinning in the
community. Nonetheless when implementing case studies nearly a third of
the papers present digital models. Only Mobility applications succeed in hav-
ing full data integration for both their conceptual models and implemented
case studies, however the field is rather new and only 5 publications have
been analysed. A third of papers from Healthcare that focus on the con-
ceptual aspects of HDT's propose Digital Models instead, indicating a drift
in conceptual understanding. Actual case studies are dominated by Digital
Models because the research is mostly focused on creating working models
first, and integrating said models later. Metaverse applications are highly
focused on 3D avatar creation which tend to be decoupled from any human
subject, as a consequence they should be considered Digital Models.

We observe that the interpretations and implementations of the DT ten-
ants vary across application domains. The use of the word is ambiguous
and often used interchangeably with Digital Model and Digital Shadow. We

disambiguate the terms in Section 5.
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4.3.2. Twinned Entity

This section addresses RQ3.1: What is the scope of the twinned entity?
HDT is a special application of a DT. While a DT can in principle have
any system as its twinned entity, an HDT should have a human entity as its
twin. Understanding what is exactly meant by human entity constitutes the
second part of our HDT definition.

From the literature a large majority of cases, to be precise 94.4%, con-
siders a human individual as the twinned entity. However there are two
other notable categories that emerged; human roles, and systems containing
humans. A breakdown of the exact count is shown in Figure 8.

For human roles a model is created that is meant to reproduce the be-
haviour or attributes of a human class or a human in a specific role. These
models are not connected in real time to an individual nor do they seek to
simulate a specific individual. All three examples have a low level of data
integration and all qualify as Digital Models. As an example, in [33], a model
is created that reproduces the behaviour of a control room operator based
on a cognitive architecture (ACT-R). However there is no live data from an
individual being fed into the model, the goal instead is to simulate and ap-
proximate real operator behaviour. In other work a 3D model of a human is
created either while sitting [34] or walking [35] to determine the impact on
wireless connections using ray-tracing. While data from humans is used to
adapt the model they remain generic in nature and don’t seek to describe
one specific individual.

The second category is DTs of systems containing humans. If the authors
create a DT of a system that contains humans (e.g: factory, household, traffic
system, hospitals) and identify the whole as an HDT, then we count it in this
category. In [30] the authors extend the concept of DTs with a special focus
on humans. They have a particular interest in Human-Machine systems and
propose a holistic DT for the entire system. In that context the human is
entirely integrated as part of the larger DT, named Human-Machine DT,
and does not have its own HDT. Interestingly two types of humans are dis-
tinguished; those who are subject to data collection and are modelled; and
those that are users of the DT through the service layer. In [36] an HDT
reference model is proposed which includes factory entities and events as well.

From this analysis we can observe the overwhelming consensus that the
twinned entity of an HDT is a human individual. It is to be distinguished
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Figure 8: Count of publications categorised by the nature of the twinned entity.

from a human user of the HDT, which is similar to the operator of a tradi-
tional DT.

5. Analysis & Discussion

Through our literature review we have explored the main conceptual com-
ponents of HDT's as they are understood and used by various communities.
It revealed that the term HDT is not only used to refer to true DT's, but also
to Shadows or Models. In Kritzinger et al. [31] the notion of Digital Object
and Physical Object is introduced. To avoid confusion, Figure 9 summa-
rizes the vocabulary used for DTs and HDTs and common synonyms for the
Physical Object.

For our analysis, we come back to the high-level model of a DT and its
twinned entity. That is a physical object (the twinned entity), a digital ob-
ject (the DT), and data flows between them. In the following, we clarify
what are the physical object and the digital object in the case of an HDT,
and we categorise HDTs variations based on the nature of data transfers.
In Figure 10 we give a basic overview of the differences between (i) Human
Digital Model; (4¢) Human Digital Shadow; (44¢) Human Digital Twin and,;
(iv) traditional Digital Twin. A traditional DT receives data automatically
from a technical system through a data acquisition interface. It processes
the data and runs models to return automatic feedback to the twinned sys-
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tem. Likewise, an HDT receives data automatically from a human individual
through a data acquisition interface. However additional data can be entered
manually. The data is processed and models are run to create feedback that
is returned through a human-machine interface to the twinned human. How
the feedback is given represents a major difference from traditional DTs and
is discussed in a dedicated Section 5.4.

Each of the elements are discussed in detail in the Sections below; (%)
Physical Object, also referred to as twinned entity (Section 5.1); (4¢) au-
tomatic data flow to the Digital Object (Section 5.2); (i) Digital Object
(Section 5.3); (iv) automatic feedback to the Physical Object (Section 5.4).
After covering all the elements that make up an HDT, and laying out the
differences with a traditional DT, we aggregate all our findings in a general
and application agnostic definition (Section 5.5).

5.1. HDT Specificities: Twinned Entity

For DTs in general the twinned entity can be any physical object. One
aspect that separates an HDT from a traditional DT is that the twinned
entity needs to be human. In our preliminary definition the twinned entity
has to be of human nature. However in Section 4.3.2 we have established
that there is high consensus that the twinned entity needs to be a human
indiwidual. We align ourselves with the consensus and refine the definition
with the necessary, but not sufficient, condition that the twinned entity is a
human individual.
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Figure 10: Overview of entities and data flows for (3) Human Digital Model; (43) Human
Digital Shadow; (%4¢) Human Digital Twin and; (4v) traditional Digital Twin.

However there is a special case which tests the boundary of this condi-
tion. Is it still an HDT if the twinned entity is a human individual including
a strongly coupled technical system? A system is strongly coupled when its
components are highly interdependent and hard to separate. A hypothetical
example would be a pacemaker or insulin pump where the twinned human
is highly dependent on the technical system’s functioning. In contrast, for
weakly coupled systems the human can remove themselves from the interac-
tion and exist independently. An illustrative example of a weakly coupled
technical system is a smart car that provides driver assistance [17]. Exoskele-
tons are another great example, where the coupling can be weak if a worker
is using the exoskeleton temporarily [37], or strong if the augmented human
is permanently dependent on the system.

We take the position that a single DT that encompasses a human and
a weakly coupled technical system is not an HDT as the gathered data is
no longer focused on the human individual but also the technical system.
Additionally the human can remove themselves from the interaction and
render the joint DT ineffective. For this reason it would be advisable to create
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Figure 11: Data flows of an augmented Human Digital Twin (aHDT) where a human and
a strongly coupled technical system is twinned to a single DT.

two separate DT's with the ability to share data with each other, as proposed
in [38] for a Human-Robot Collaboration context. The most interesting edge
case is a DT containing a human and a strongly coupled technical system.
Like before data from both the human and technical system are gathered
and processed, with the only difference being the level of interdependence. If
the strongly coupled technical system is meant to accompany the human for
a long period of time, or even their entire life, then we consider it a special
type of HDT. To be precise with our language we propose that the DT of a
human including technical systems that augment the twinned human should
be referred to as Augmented Human Digital Twin (see Figure 11).

5.2. HDT Specificites: Data Flow to the Digital Object

When considering traditional DTs, for a machine, or an autonomous car
for example, there is the possibility to design the technical system with in-
tegrated sensors. For a human individual does not come with integrated
sensors and some of the internal processes are not easily measurable with
today’s technology. Lauer-Schmaltz et al. [15] identify that in particular
gathering information about human cognition represents a substantial re-
search gap. Besides the challenge of gathering data that provides insights
into the human’s internal state, it is important to consider how the data is
transmitted to the HDT i.e., whether the data flow is manual or automatic,
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and whether the data is received in real-time.

For traditional DTs and Digital Shadows the data flow from physical
object to digital object needs to be automatic [31]. The same necessary con-
dition applies to HDTs and can, for example, be fulfilled with data collection
through wearables or live video feeds. Depending on the application case the
automatically gathered data may be insufficient and complementary manual
input may be required. An illustrative case study is the prediction of fitness
outcomes based on manual inputs about food consumption and automatically
received data from wearables [39]. It is worth noting that traditional DTs
may also receive manual inputs, but from an operator, not the twinned en-
tity. This is markedly different from receiving manual data directly from the
twinned human. An analogous situation for HDTs would be manual inputs
from a Healthcare professional that has the role of monitoring the twinned
human, similar to an operator monitoring a twinned technical system.

A second point of contention is whether a DT, in general, needs to receive
data in real time as explicitly stated in the definition of DT in [32]. Depend-
ing on the application case the real time requirement is not needed for the
HDT to be effective. For a Human-Robot Collaboration case where collisions
have to be avoided it is necessary to track the movement of the human in
real time. But to monitor the development of a disease to adapt treatment,
it is not a necessary requirement to achieve effectiveness. Nonetheless both
cases deserve to be considered HDTs which is why we believe the automatic
nature of the data transfer is a more meaningful component of the definition.

In short, we take the position that an HDT necessarily receives data
automatically from its twinned human individual but it is not necessary to
receive the data in real time. The automatically received data can, but does
not have to, be complemented by manual entries.

5.3. HDT Specificites: Digital Object

The Digital Object refers to the HDT itself and is purely digital in nature.
Its primary role is to be a digital representation of the twinned individual,
requiring a model that emulates the state, and possibly behaviour, of the
twinned human. Like for a traditional DT, this model may be used to pre-
dict future states or run simulations. To build its model, the HDT receives
data from its twinned individual through deployed sensors and manual in-
puts. The personal nature of the data makes security and data management
a fundamental responsibility of the HDT. In addition an HDT may deploy
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communication interfaces to receive data from other DTs or technical sys-
tems to provide the needed context to the hosted models and send relevant
messages to surrounding systems. The key components described here are
fairly similar to traditional DTs, nonetheless we see two specific challenges
for HDT's, namely the complexity of humans and the highly dynamic context
they live in.

Traditional DTs mostly have human-made technical systems as their
twinned entity. The engineering efforts to develop the technical system es-
tablish a minimum level of understanding and mastery of the system at hand.
While technical systems can be highly complex, they pale when compared
with the complexity of a human individual which is composed of highly in-
terlinked cognitive, physical, physiological, social and biographic aspects. To
truly reflect the state of a human, let alone predict their evolution, each
aspect would need to be modelled including their interactions and dependen-
cies. For practical use cases it may be sufficient to model a subset of human
aspects to achieve a fit for purpose digital representation.

A second difference is the context in which a human or a technical system
lives or operates in. Most technical systems are designed to operate in highly
specific contexts and their DTs can be effective by hosting highly specialised
models e.g.: autonomous cars operate on roads and industrial robots are
operated on assembly lines. In contrast a human individual is exposed to
an enormous spectrum of contexts within their lifetime making the transfer-
ability and generalisation of models increasingly challenging. For example, a
model for visual attention can be applied in various contexts, such as driver
behaviour, pedestrian street crossings, or factory worker alertness. Creat-
ing a generalised attention model is an enormous challenge but can benefit
multiple applications simultaneously. These generalised models represent the
building blocks for a holistic human model.

In summary, an HDT primarily emulates its twinned human’s state and
potentially behaviour. Beyond emulation the HDT may have additional func-
tions such as simulation or prediction. Personal data needs to be safeguarded
and contextual information may be received by other DTs or technical sys-
tems.

5.4. HDT Specificites: Feedback to the Physical Object

According to [31], “A change in state of the physical object directly leads
to a change in state of the digital object and vice versa.”. This means that
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for classical DTs, feedback should be direct and automated. However in
reality feedback is partially directed towards the twinned system (prescribing
real time actions [32]) and partially towards the human operator to adapt
their decisions when optimising operations or scheduling maintenance. So
we can distinguish two kinds of feedback: (i) direct feedback addressed at
the twinned system directly, and (%i) indirect feedback which goes through
an operator before any changes to the physical object are applied. The latter
kind inhibits the automatic application of the feedback.

For traditional DTs the form of the feedback varies from warnings to
the operator to direct control of the twinned entity. An illustrative example
is from predictive maintenance where the DT pro-actively schedules main-
tenance based on real-time data of twinned machinery and the estimated
Remaining Useful Life [40]. A DT may simulate a robotic arm to optimize
path selection and provide a program with optimized behaviour as feedback.
Even direct control is possible with DTs, for example the ventilation and air
conditioning of buildings may be directly controlled to maintain ideal work-
ing conditions. In contrast a human cannot be directly controlled by their
HDT. Instead recommendations and warnings can be sent, but a human may
miss or ignore feedback messages. For instance a recommendation to take a
break during an industrial assembly task can easily be ignored by the worker.

Just like for technical systems, humans can receive direct and/or indirect
feedback from their HDT. Direct feedback is necessarily mediated through
a Human-Machine Interface while indirect feedback goes through a third
system before impacting the twinned individual. To fulfil the condition to be
a DT the feedback needs to be automatic, which is the lens through which
we analyse both direct and indirect feedback below.

Direct feedback is necessarily mediated through a Human-Machine Inter-
face to be understandable to a human individual. Any model output from
the HDT needs to be translated into a human understandable form and
can take various forms, e.g., visual feedback on a screen, push notifications,
lights and sounds for alerts or even haptic feedback. Depending on the
modality of the feedback the human can easily ignore or unwillingly miss
it, and even if the feedback is successfully received it can be disregarded by
the human. Overall the feedback can be considered weak in its potential
to control the twinned individual which is a fundamental difference to tra-
ditional DTs. In our view, any direct feedback that is automatically sent,
independently on whether it has been accepted, fulfils the condition of [31].
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Indirect feedback goes to another system first which can be a human
entity or a technical system. An illustrative example for indirect feedback
through a human is a Healthcare professional. They may use an HDT to
receive updates about the progress of an affliction and adapt the treatment
based on it, much alike the case of an operator receiving information about
a machine to adapt its operating parameters. The introduction of a human
entity that has to manually apply any change to the twinned human’s state
breaks the automatic nature of the data transfer and should not be con-
sidered an HDT. A technical system can be weakly or strongly coupled. A
strong coupling implies that a change in the technical system will lead to a
change in the state of the twinned human as well. Thus feedback received by
a strongly coupled systems is functionally the same as a direct feedback. In
contrast, a feedback mediated through a weakly coupled system is indirect
in nature.

An HDT needs to provide automated feedback to the twinned individual.
Direct feedback through a Human Machine Interface fulfils this condition.
Indirect feedback through another human entity, or weakly coupled technical
system, is insufficient and would fall into the category of Human Digital
Shadow.

5.5. General Human Digital Twin Definition

Based on the prior sections on the specificity of an HDT compared to a
traditional DT we synthesise a general domain-agnostic definition. From the
prior discussion the following elements have been identified:

e The twinned entity is necessarily a human individual.

e The input data is necessarily gathered automatically and may be com-
plemented by manual data entries.

e The HDT necessarily needs to host models to reflect the state of the
twinned individual, that is be able to emulate the twinned individual.
The HDT may host additional functions such as simulation or predic-
tion.

e Feedback is necessarily given automatically to the twinned human.
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Proposed General Definition: Human Digital Twin

Human Digital Twin is a class of Digital Twin whose twinned entity
is a human individual. It is a digital representation of the twinned
human, emulating their state and dynamics. It automatically receives
data, with optional manual entries, and provides automatic feedback
directly to the twinned human.

With this definition we give our best proposal that respects the tenants
of digital twinning and duly considers the conceptual understanding from
different disciplines. The definition clarifies the exact nature of the twinned
entity and characterises the required data transfers. It also requires HDT's
to emulate their twinned human. HDTs may have additional functions, such
as simulation and prediction functions. Also communication with other DT's
or technical systems is allowed but not required.

During the prior discussions about the nature of the twinned entity (Sec-
tion 5.1) we identified the special case of a human augmented by a strongly
coupled technical system. This constitutes a special case of HDT which we
named augmented Human Digital Twin and define as follows:

Proposed Definition: Augmented Human Digital Twin

Augmented Human Digital Twin is a class of Human Digital Twin
whose twinned entity is a human individual coupled strongly with a
technical system. It returns automatic feedback directly to the twinned
human individual or to the technical system.

6. Challenges and Research Directions

This section addresses RQ4: What are the challenges for HDT develop-
ment and future research directions?

6.1. Communication and Connectivity

HDTs rely on the data they receive but reliable data transfer is a ma-
jor challenge. Depending on the use case, the twinned human individual
may be moving in various environments throughout the day. Minimising
the effect of mobility is a key technical challenge [41]. Lacking network cov-
erage can lead to gaps in data collection which directly impact the HDT’s
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ability to run models in real-time and provide feedback to the twinned in-
dividual. A promising approach for continuous real-time synchronisation is
prediction-enhanced connectivity which uses the HDT’s prediction to relieve
the need for constant synchronisation [42]. The computing resources to run
the deployed models should be in physical proximity of the human to reduce
latency. Techniques like cloud-edge computing are promising approaches [43]
that can help minimise the latency. Interesting choices have to be made for
what models should be run at on an edge node and which should be del-
egated to the cloud. The place of models hosting, resource allocation and
task off-loading are decisions that need to be optimized. A two-timescale
optimization approach, where frequent decisions are run on the edge, while
rare decisions are run on the cloud, can help balance accuracy, delay and
energy consumption [44]. A set of guidelines to help designers decide which
computation delegate to what level would be a helpful contribution to the
community.

6.2. Sensing Human Data

Humans are complex systems and our capability to measure and model
the human state is limited. External features like movement, position or
gaze are measurable with current day technology through computer vision
methods and eye tracking methods. Even for external features data from
various sensor types are often required which leads to a need for effective
and efficient data fusion techniques. Data about human physiology can be
gathered through wearables but only provides a limited picture of the actual
human state. Heavy limitations arise when trying to capture data about
human cognition [15] where the measurements often rely on invasive imag-
ing techniques like electroencephalography or functional Magnetic Resonance
Imaging. Last, not all human aspects can be gathered through sensors, mak-
ing data directly provided by the twinned human (e.g. issued from question-
naires) important for an HDT. Depending on the use-case, complementing
real-time observations from sensors with “manual” data becomes essential.
For example, personality today can mostly be obtained from standardised
psychological tests (e.g. Big Five [45] or the like). Attempts exist to deduce
personality traits from behaviour in games [46], but results are not as reli-
able as with normalised questionnaires. Another example is biographic data,
which most of the time cannot be invented, though they can be retrieved
from digital records when available.
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6.3. Modelling

Once data is gathered about a specific aspect of the human individual, the
challenge becomes modelling their state, evolution and behaviour. Current
HDT developments are highly specialised and typically seek to create models
that focus on very few aspects of the individual and are restricted to specific
contexts. As a result a large variety of models are built and often function as
proof of concept. The ambitious vision of HDTs is to create one persistent
DT that accompanies the twinned individual throughout their life and is
able to provide support in a large variety of contexts. To work towards
this vision the efforts across communities need to be coordinated such that
a multitude of specialised HDTs can be integrated into a holistic one. A
standardised framework and architecture with precise design guidelines with
the idea of integration in mind would be of enormous benefit to developers.
Multiple frameworks and architectures have been proposed, often with a
specific application in mind, but the current challenge is to build consensus
across disciplines and decide on a standard.

Independent of the long term vision, challenges with specialised models
persist and need to be addressed. When creating a specific model, the hu-
man nature of the subject creates a set of challenges. As not all types of
data can be gathered at all times, models need to be robust to data gaps.
Similar robustness is needed for poor data quality, especially when comple-
mentary manual data entries are used in the model. Especially Machine
Learning models, and in general data-driven models, are affected by this lim-
itation as they need large volumes of high quality data to be trained. The
data scarcity and gaps may be addressed by Artificial Intelligence-Generate
Content (AIGC). This approach advocates for the use of generative Al (e.g.
GAN [47] or Diffusion model [48]) to create synthetic data. First models are
pre-trained on general datasets, before fine-tuning it to the specific use, like a
rare disease or personalization to a specific individual [49]. In addition, gen-
erative Al can help with data management by de-noising or imputing data,
or even directly be used to model the human body [16]. In all cases trained
data-driven models need to be validated in field conditions to determine
whether they generalises well, especially when datasets are created in lab
conditions. Explainability is an important requirement for critical applica-
tion cases where an operator or Healthcare professional needs to understand
the reason behind a given output. In more general terms explainability of
the models is a key factor in building trust and acceptance.

Models may require multi-modal data to describe, track and predict the
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behaviour of an individual. In this context data fusion is a challenge for
development [50], which directly impacts the models that can be built on
top of fused data. The phenomena influencing the state and behaviour of
a human happen at different time scales which may pose a challenge to
modelling efforts. A slow process like ageing, or shifting moods, impact the
behaviour, just like fast processes like recalling instructions, or recognising a
change in the environment.

If the HDT requires real-time operations (e.g. in collaborative motion
planning [51]), or fast feedback, it imposes heavy restrictions on the com-
putational complexity a model can have. Depending on the human aspects
that are modelled the computational complexity for high-fidelity models can
easily be prohibitive, therefore a trade-off between fidelity and complexity is
an inevitable dilemma that arises.

Cognitive aspects represent a major modelling challenge [15]. HDTs seek
to emulate humans including their cognition and could take inspiration from
Cognitive Digital Twin (CDT) research. CDT development aims to create
a digital representation of a physical system with additional cognitive capa-
bilities to perform autonomous activities and adapt in real time to varying
operational contexts [52]. The field has advanced modelling of perception,
memory and reasoning. In particular CDTs can be driven by cognitive ar-
chitectures that recreate the cognitive cycle of human cognition, to enable
real-time adaptation of technical systems [53, 54]. The CDT cognitive cycle
may well be used to represent human cognitive processes dynamically on dif-
ferent time scales and in different interaction contexts [55]. However, CDT
and HDT pursue different goals, since the former seeks to use cognition to
enhance a DT functions (e.g. analysis), while the latter needs to emulate
cognition of a human-being [56].

6.4. Societal and Ethical Challenges

With new technologies come questions about their ethical use and societal
acceptance. HDTs are inherently built on personal data that require more
stringent protection. Poor data security & privacy, faulty models and lack of
explainability can all erode trust in HDT's and hamper societal acceptance.

For secure data sharing blockchain technologies have been identified as a
solution but struggle to meet latency requirements because of their expensive
consensus mechanisms. A potential solution is dividing the blockchain into
shards for parallel processing and use a reputation based mechanism to ap-
pend transactions to the blockchain [57]. When building data-driven models
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classical approaches centralise the data for model training which necessarily
requires the transfer of sensitive data. To maintain privacy federated learn-
ing is popular solution, i.e., instead of sharing data directly, a local model
is trained and shared to be subsequently aggregated into a general model.
The shared local models may still be used to infer personal data. Adding
calibrated noise to the local model parameters has been proposed as a solu-
tion [58]. Additionally Okegbile et al. [58] propose a proof of model quality
mechanism to validate the local models before aggregation.

Beyond challenges about trust that are related to technical challenges,
there are ethical questions that need answering. Concerning data collection
HDTs are potentially unduly intruding into an individual’s private life, which
alongside the risk of data breaches can lead to catastrophic consequences. A
potential problem is informing the user about the functioning of the HDT
and the use of their personal data in order to get informed consent for the
data collection and processing. A clear process is needed for revoking consent
and deleting the data in question. Linked to data deletion is the question
of what should happen with an HDT upon death of the twinned individual.
The gathered data can be of great benefit to domains like medical research,
but it is unclear whether the data of the deceased can be used ethically after
their death [59]. When HDTs rely on data-driven models, the problem of
bias and discrimination becomes significant [60], especially when the HDT
outputs are used for critical decisions such as who to hire or what treatment
to apply for a disease. It can be argued that the twinned individual should
retain control over any decision that impacts their own life. If HDT's become
a tool to empower its users equitable access becomes an important priority to
avoid creating a two tiered society with a significant section of the population
left behind [61]. A last problem to consider is the intentional misuse of HDT's
which includes surveillance by governments or corporations, manipulation by
political operatives or commercial marketing.

HDTs concentrate data about a human individual and with an appro-
priate design philosophy can give the individual increased control over their
data in question and how it is used, including what decisions impacting their
own life can be made with it. Establishing guiding principles for ethical HDT
development are an urgent need for industrialists [62] and requires interdis-
ciplinary work with researchers from social sciences.
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be complemented with manual entries, and feedback to the twinned individual is automatic.

Categorisation: Any twinned entity can be combined with any level of data integration to build the appropriate name.

Figure 12: Essentials of Human Digital Twins and categorisation framework based on the
twinned entity and level of data integration.

7. Conclusions

In this systematic literature review, we surveyed the current day under-
standing of Human Digital Twin (HDT) across all application domains. We
have shown how the concept started in Industry before spreading to Health-
care and subsequently to an ever increasing number of new domains. With
new domains came new viewpoints, which contributed to a divergence of con-
ceptual understandings. From the analysed papers, we extracted how HDT's
were conceptualised and observed a consensus that an HDT’s twinned entity
is a human individual. In contrast, researchers have different views on the
data flows between the individual and their HDT. We analysed the differ-
ences to clarify and disambiguate the concept itself. As a result, we provide
a domain-agnostic general definition of an HDT, a special edge case of aug-
mented HDT, and a categorisation framework to distinguish between model,
shadow and twin, for technical systems, humans or augmented humans (see
Figure 12).

We explored the differences between traditional and human DT's to pro-
pose our domain-agnostic general definition of HDT anchored in the litera-
ture from all application domains. We took position on the nature of (%) the
physical object, (i3) the required data transfers to the digital object, (%it)
the nature of the digital object, and finally (iv) the required data transfers
to the physical object. Through our analysis, we came to the conclusion
that an HDT has a human individual as physical object (its twinned entity),
from which it automatically receives data which may be complemented with
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manual entries. We thus defined the HDT as a digital representation of a
human, capable of emulating their state and dynamics, and providing them
with automatic feedback. Additionally, we proposed a categorisation into
Human Digital Model, Human Digital Shadow and Human Digital Twin,
based on the level of data integration. During our analysis, we discussed an
edge case where a single digital twin is created for a human and a strongly
coupled technical system, which we named augmented Human Digital T'win.

Lastly we discussed the current day challenges for HDT research and
development. HDT's have the potential to provide valuable personalised sup-
port to its users and enable a new generation of human-centric systems for
Industry 5.0. However, HDT development faces a plethora of technical chal-
lenges and ethical implications. Technical challenges revolve around gath-
ering data from humans, transferring it and modelling the twinned human
individual, especially their behaviour. Measuring internal states like cogni-
tion remains an enormous hurdle. Current developments mostly take the
shape of proof-of-concepts that operate in a highly specific context, but the
long-term vision is creating a persistent Human Digital Twin to accompany
the user in various life scenarios. Therefore we call for a cross-discipline effort
to converge towards a standardised framework to enable the integration and
interlinking of specialised models. Beyond technical challenges HDTs have
profound ethical and societal implications. Trust and societal acceptance de-
pend on stringent data security, highly reliable models, and explainability of
their outputs. The users need to provide informed consent before their data
is used, beyond which data privacy needs to be guaranteed. We call for the
creation of ethical development guidelines for HD'T development, such that
HDTs empower their users with control over their data and decision-making
processes that impact their own life.
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Appendix A. Systematic Literature Review Categorisation Table

In this appendix we list all the reviewed papers and in which categories
they fall. We categorise papers by (%) Application Area, (ii) choice of
twinned entity, (2#2) level of data integration and (iv) type of study. Below
we briefly explain the details of our categorisation:

Application Area: Papers are organised by application area. We identi-
fied four main application areas and use a fifth Other category for all areas
with very few examples. The possible categories are encoded in the table as:
Industry, Healthcare, Mobility, Metaverse, Other.

Twinned Entity: The twinned entity of an HDT is the physical entity
from which data is gathered. Overall we identified three separate categories;
human individuals; human roles; systems containing humans. The possible
categories are encoded in the table as: Individual, Role, System.

Data Integration: With the level of data integration we distinguish pa-
pers by the types of data transfers that occur between the physical object
and digital object. Digital Models (DM) have only manual data transfers
between both objects. Digital Shadows (DS) have automatic data transfers
from the physical object to the digital object, but the other direction is man-
ual. Digital Twins (DT) have automated data transfers in both directions.
The possible categories are encoded in the table as: DM, DS, DT

Study Type: We distinguish between papers that perform case studies and
papers that present purely conceptual work. If a paper proposes a conceptual
model and presents results from a case study in the same paper the paper
will be classified as case study. Reviews are treated separately in Section 2
and are not included in the tables below. The possible categories are encoded
in the table as: Case-Study, Concept
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