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Abstract
The Cloud of Things (IoT) that refers to the integration of the Cloud Computing (CC) and the Internet of Things
(IoT), has dramatically changed the way treatments are done in the ubiquitous computing world. This
integration has become imperative because the important amount of data generated by IoT devices needs the
CC as a storage and processing infrastructure. Unfortunately, security issues in CoT remain more critical since
users and IoT devices continue to share computing as well as networking resources remotely. Moreover,
preserving data privacy in such an environment is also a critical concern. Therefore, the CoT is continuously
growing up security and privacy issues. This paper focused on security and privacy considerations by
analyzing some potential challenges and risks that need to be resolved. To achieve that, the CoT architecture
and existing applications have been investigated. Furthermore, a number of security as well as privacy
concerns and issues as well as open challenges, are discussed in this work.

Keywords Cloud of Things, Cloud Computing, Internet of Things, Privacy, Security

Paper type Original Article

1. Introduction
The world is undergoing major changes or technological developments with the advent of
computer “things”, first on the Internet and then in Cloud Computing (CC). Computer
networks are no longer isolated, they are opening up to the great world of Internet, which now
connects not only computers but also a number of smart andminiaturized objects of our daily
life such as embedded electronic chips, sensors, actuators, and smart software, for providing
pervasive information access. These objects can be mobile, wirelessly connected and
dynamically reconfigurable. Moreover, the considered smart devices are capable in
collecting, storing, transferring and processing data from the environment, without
discontinuity between the virtual and the physical worlds [1–3]. This is known as the
Internet of Things (IoT), which has been defined by the International Telecommunication
Union (ITU) as a network that enables connectivity in any place and any time for any
connected whatever devices. Besides, IoT puts together computer processing and real world
data to reduce the costs while increasing the efficiency and accuracy [4,5].

Moreover, constant innovations in hardware development, software and wireless
communication technologies over the past decade conferred to the IoT the status of an
innovative concept and have led to the expansion of smart objects as the amount of connected
devices increases day by day. It promises to ease our lives, save us time, relieve our brain of
memorizing logistical data such as routes, times of medication, etc [6]. The constant increase
in the use of these objects led to the explosion of the global amount of generated data. In this
light, given to the ever increasing abilities of sensing platforms, computing and
communication capabilities of smart devices, Cisco Internet Business Solutions Group
predicted that, from the end of 2019, IoT smart devices will annually generate more than 500
zettabytes of unstructured and structured data. In addition, this number is expected to
exponentially grow [7]. Moreover, industries’ forecasts project more than 50 billion of
connected devices to the Internet by 2020 [8–10].

Therefore, the ubiquitous access to different types of information would allow the
sophistication of the lifestyle and a significant improvement of the quality of the services
in different fields [11]. These areas include e-health, video surveillance, smart home,
smart city, smart community, e-transport, environmental monitoring, street lighting, and
traffic control. IoT is typically characterized by the real world and small devices or
objects with limited processing capabilities and storage, as well as issues related to
performance, reliability, privacy and security [12]. Moreover, the CC has non negligible
capabilities in terms of processing power and storage that are the main drawbacks of IoT
[12,13]. Nowadays, The cloud technology has become the one that provides a faster and
smart platform for application development and hosting as well as data storage and
management [14–16].
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Furthermore, the recent trend of fog computing, especially the fog-to-cloud computing
paradigm [17,18] that decentralizes the cloud by bringing the services closer to the end-
system and end-user, changed the future of the Internet by introducing the Internet of
Everything (IoE) as denominated by Cisco [19], which is meant to connect all smart objects
surrounding us in our daily life [11,20]. Nowadays, the necessity to combine both technologies
appears and that combination can help us in many aspects of our daily life. Besides that, the
IoT can contain many things and a number of interconnected technologies like Radio
Frequency and IDentification (RFID) as well asWireless Sensor Networks (WSNs) in order to
share information and large amounts of heterogeneous data are speedily generated.
Unfortunately, the IoT devices have limitations in terms of storage, network, and computing.
In addition to this fact, data access and scalability require technology as the CC to supplement
the storage and computing resources. While the CC technology has a non negligible potential
to satisfy a number of IoT requirements, the fog-to-cloud computing-based solutions are
becoming a way of addressing some challenging issues including real-time processing, low
latency, and data response speed. Hence, a new computing paradigm in which the CC
functionalities and IoT act as two merged linked technologies is expected in order to disrupt
the actual and the future Internet. Therefore, once these two technologies, i.e., IoT and CC are
put together, the resulting technology called CloudIoT or Cloud of Things (CoT) become the
post CC era [13,21], which enabled new perspectives including Big Data collection and
processing [10,22] as well as resource constraints, scalability, security and privacy
concerns [23,24].

Certainly, a number of security and privacy mechanisms that aim at securing the CoT
infrastructure has been proposed [25]. However, in the CoT environment, adversaries can still
perform various kinds of incursions by exploiting the vulnerabilities of the heterogeneous
IoT devices. These attacks include jamming, collision, Sybil or flooding. Therefore, the best
protection against these attach is to remove the technological vulnerabilities or defend
against them. Furthermore, according to the fact that works in IoT tends to the underlying
system, before saving data into the cloud, research has not focused enough on the privacy and
security risks beyond these subsystems. This paper focuses on CoT and aims at studying
open security and privacy issues. Particularly, the work proposed here aims at increasing
readers’ knowledge by providing a sufficient and comprehensive background. The first
contribution of this paper is enabling novice readers to understand the mechanism and
operation CoT. Secondly, we propose review of privacy and security issues in CoT.

This paper is organized as follows. Section 2, presents some background of CoT and the
corresponding architecture. We then present some CoT applications, platforms, challenges in
CoT and issues involved in Section 3.1. In Section 4, we present a number of security and
privacy threats in CoT. Then, a brief literature review on security and privacy aswell as some
open research challenges in CoT are presented in Section 5. Finally, we conclude the paper in
Section 6.

2. Cloud of Things
2.1 Background
From their emergence, the two concepts of CC and IoT have evolved separately. For many
years, they have seen independent evolution in their hardware and software aspects. In its
evolution, IoT faces many problems among them storage capacity, energy efficiency,
computational capabilities. While looking for solutions to these problems, scientists found
that CC could help to solve them. That is why they think about how to combine the two
concepts. The integration of IoT and CC has generatedmany advantages for each of them. By
visiting other network technologies, the Cloud Computing paradigm seems to be an answer in
regards to its characteristics. CC could fill some gaps of the IoT which has limitations with
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regard to the storage, networking and computing capabilities of different connected objects.
IoT is also limited as far as energy, scalability, interoperability, flexibility, reliability,
efficiency and availability are concerned [12,26–28].

On the one hand, as the CC has virtually unlimited resources and capabilities, the IoT
could be interested in this potential which can help in the compensation of its technological
constraints such as processing, storage, and energy. For instance, CC can help to effectively
implement many IoT applications. Some of them can be found among the solutions for IoT
service management and composition, applications exploiting the produced data from
devices. Otherwise, IoT can give to the CC the chance to deal with real-world objects in amore
dynamic and distributed way for delivering new attractive services and applications in some
practical scenarios. Hence, the need to merge the Cloud and IoT technologies emerge. As a
result, the concept of CoT was born [29,30]. The emergence of the new concepts of CoT
appears in recent years: Sensing-as-a-Service, Video-Monitoring-as-a-Service, Database-as-a-
service, Identity and policy management as a service, Big Data Analytics-as-a-Service, Data-
as-a-Service, Sensor-as-a-Service, etc.

2.2 Architecture of CoT
The CoT is an opportunity that represents the ongoing trend for the next generation
applications of IoT smart services [30]. The IoT objects generate a big amount of data that
will be processed and analyzed in the Cloud in order to produce important information. That
information can be very sensitive, they are used by many smart services and/or applications.
Therefore, to achieve the objective of efficiently managing the large amount of generated
data, the existing cloud architecture needs to be reinforced. This enhancement is necessary to
be more efficient and practical for the IoT based real-time services in terms of energy
consumption, security, privacy, and end-to-end delays. To overcome these two last problems,
cloud architectures are migrating to distributed architectures closer to the network edge like
it is the case for Cloudlets, micro-cloud and fog nodes. The CoT networks, with these
distributed architectures, can gain many facilities.

In this direction, Vasi�c et al. [31] give an understandable description of the CoT ecosystem.
They describe it as a tiered architecture made of diverse devices interconnected. These
objects can be interconnected through various and different networked environments.
Moreover, Khanna [32] proposes an architecture for CoT that acts as a plan for the technology
and describe its components. The author proposed an architecture with four layers. Also,
Distefano et al. [33] as far as they are concerned, have introduced the approximate schema
and the whole stack of the architectural modules so as to construct a CoT based on the
paradigm of Things as a Service (TaaS). Therefore, the logical organization of the CoT
layered architecture is given in Figure 1.

3. CoT applications, platforms and challenges
3.1 Applications of CoT
With the convergence of CoT paradigm, IT domain faces many significant changes. New set
of smart applications and smart services, that can seriously impact user’s daily life, appeared,
Other one were significantly improved. A number of CoT applications and services can
benefit from Machine-to-Machine communications (M2M) and not only send information
towards the cloud. By pointing out the corresponding challenges, a number of CoT
applications (see Figure 2) are presented in this section.

1. Healthcare. In many countries nowadays, the current trend concerning healthcare
aims at reducing a number of available hospital resources bymoving some healthcare
services at home [12]. For instance, the medical checking is one of these services.
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With connected health, more work should be done on designing algorithms and
models to use data for the decision-making activities of diagnosis and treatment. With
CoT, many health applications or health services which were not executable on low
capacity devices become executable with the cloud. Patients can be then remote
monitored with appropriate reactions in time if necessary. In healthcare, some issues
have been investigated: the lack of trust in data privacy by users, security,
interoperability, streaming QoS, legal issues and how to dynamically increase the
storage are commonly considered issues [34].

2. Smart city.Today, with the rapid growth of the population in our cities, the scarcity of
natural resources and the environmental concerns, services and infrastructures
should be more accessible, interactive and effective in order to tackle them. Smart
cities have the ambition of improving our everyday life in many areas like public
safety, tourism, transportation, urban consumption, and so on [12,35]. With the CoT, it
is today possible to have a new generation of services and applications, which are
capable to interact with the surrounding environment and thus creating new geo-
awareness opportunities. In a number of smart cities, open data are used to organize
some collected data, which requires providing a QoS level: availability, auto-scaling,

Figure 1.
CoT architecture.
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load balancing, security and privacy. Some of these requirements can be provided by
the infrastructures of CC. Therefore, common issues and challenges are related to
privacy and security reliability, heterogeneity, scale, resilience, and real-time
interactions.

3. Smart home. One of the outstanding examples of CoT is Smart home. Users mainly act
in home networks environment. We can find nowadays many smart objects in our
homes. These smart objects are adapted to our needs. In home environments, we can
found many CoT applications with the adoption of heterogeneous embedded devices
integrated in CC, enabling the automation of commonly in–house activities [12,36].
A number of smart-home applications in literature involve sensor and actuators
networks, and connect smart devices to the Internet in order to remotely manage,
monitor or control them. Some examples are the smart metering, smart lighting, smart
heating, and smart air conditioning, and intelligentmanagement of energy consumption.

4. Smart surveillance. Intelligent video surveillance becomes a very important tool for
several applications as far as security is concerned. Given the complexity enabled in

Figure 2.
Applications of CoT.
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video analytics, it require Cloud-based solutions like Video Surveillance as a Service
(VSaaS) in order to effectively satisfy the requirements of storage, management and
processing of video contents obtained from video sensors. The CoT in that same
context also leads to an automatic extraction of knowledge from scenes. Moreover, the
proposed solutions of intelligent video surveillance are capable to deliver video
streams to a non negligible number of user devices on the Internet.

5. Smart energy and smart grid. Smart grid and smart energy are enhanced by modern
ICT (Information and Communications Technologies), monitoring and automation
tools that allow a more efficient management of energy needs. The CC and IoT can be
putted together to provide efficient and intelligent management of energy distribution
and energy consumption in heterogeneous environments. For instance, a great
economy of energy can be made by only providing lighting where and when strictly
necessary. This is made possible by analyzing the information collected by various
sensing nodes. Those sensing nodes have also networking and processing
capabilities, but their resources are limited, so they have to be used intelligently.

6. Smart mobility. The automotive industry is changing with an increasingly
fragmented customer base. The ownership of a car is replaced by shared mobility
options for environmental sustainability and cost-effective options. Smart mobility is
bringing a flexible transportation system including autonomous fleets and car
electrification. So consumers should be able to adjust their transportation costs based
on their individual needs. A new paradigm has emerged, Mobility as a Service (MaaS)
and it can help to save a great amount ofmoney. CoT can help in these transformations
by proposing solutions to transportation systems and automobile services, which
become Intelligent Transportation Systems (ITS) [37,38].

7. Smart logistic.With the introduction of CoT in logistics, business paradigms change
radically because of the promotion of newmodes of service. It is thenceforthmore easy
to automatically manage flows of goods from a departure point to an arrival point,
while tracking these goods simultaneously in transit [39,40]. With CoT, conventional
logistics systems are evolving into more sophisticated systems able to automatically
deal with complexity and changes.

8. Environmental monitoring. In the domain of environmental monitoring, the CoT can
help in the deployment of a high-speed information system that link the sensors and
actuators deployed in the considered environment and the entity in charge of
monitoring [39,41]. Some applications can be related to the water quality/level
monitoring, pollution source monitoring, air quality and gas concentration in air
monitoring, soil humidity monitoring, lighting conditions. Those monitoring can be
continuous and long-term.

Certainly, the integration of IoT and CC can help to achieve a number of Internet goals in the
future. It is nonetheless a process that has some difficulties. It generates several challenges
and concerns such as security and privacy, standardization, power and energy efficiency,
storage and manipulation of the large amount of data generated, management of network
communications, scalability and flexibility, etc. In particular, privacy and security issues are
of paramount importance. If a system can not assure both challenges of privacy and security,
several consequences could be inquired. It is easy to imagine the danger if CoT devices spy on
us and reveal our personal data with the real identity. The situation would be even worse if
the critical applications of the IoT, for example, the nuclear reactor control system, the vehicle
safety system or the medical devices were compromised. To ensure privacy and security in
the CoT, viable and robust solutions must be considered.
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3.2 CoT platforms
Designing CoT platforms can lead to the development of smart infrastructures, which enable
intelligent applications. Many authors in the literature try to propose various architectures
for CoT platforms in order to deal with the new concept of CoT. These platforms can be open
source or proprietary. Unfortunately, they are concerned on addressing heterogeneity issues
related to both IoT and the CC by implementing amiddleware towards the Cloud and another
one on the things’ side, in addition to offering anAPI to ease the interaction with applications.
We present in Table 1, the most common of these CoT platforms by reporting their main
characteristics.

3.3 Challenges faced by CoT and issues involved
We discussed in the previous section how CoT provides many benefits and how its
implementation could ease many processes in our lives. CoT encourages the improvement of
some interesting applications in a considerable number of domains. Moreover, CoT scenario
imposes many challenges (see Figure 3). In this section, the analysis of such challenges and
issues involved. The prominent challenges raised by the application scenarios of CoT are
listed hereinafter. (see Figure 4).

Platform Integration Data collection Security
Analytic
type

Energy
efficient

Open
source

OpenIoT [42] REST XGSN oAUTH 2.0 - Yes Yes
Xively [43] REST MQTT, Sockets, SSL/TLS, Keys RA No No

Websockets oAUTH 2.0
HTTP(S) Password

Nimbits [44] REST REST oAUTH 2.0, Keys RA No Yes
ThingSpeak [45] REST HTTP, ZigBee Keys Yes No Yes
CloudPlugs [46] REST PlugNet, MQTT, PlugNet, SSL RA Yes No

Websockets
EvryThng [47] REST MQTT, CoAP, TLS, oAUTH 2.0 RA Yes No

Websockets
ThingWrox [48] REST REST, MQTT E-t-E, R RA, PA – No

Websockets
AWS IoT [49] REST HTTP, MQTT, TSL BA, PA Yes No

Websockets
MS Azure IoT
hub [50]

REST AMQP, HTTP oAUTH 2.0, SAS BA, PA Yes No

MQTT X.509
Websockets

KAA IoT [51] REST MQTT, HTTP, TLS, DTLS BA Yes Yes
XMPP, REST

CoAP
Oracle IoT [52] REST MQTT E-t-E RA, PA Yes No
SENSEi [53] REST COAP TA, R RA Yes –

Sockets
USB, REP

Paraimpu [54] REST – TA RA – No
Particle [55] REST COAP Password – – Yes

oAUTH 2.0

REST API: REpresentational State Transfer API; XGSN: An Open-source Middleware for the Web of Things;
MQTT: Message Queuing Telemetry Transport; TA: Token-based Authentication; X.509: X.509 Certificate;
Password: User/Password Authentication; E-t-E: End-to-End security; R: Roles for permissions.
RA: Real-time Analytics; BA: Batch Analytics; PA: Predictive Analytics.

Table 1.
Selected CoT platforms
and their main
characteristics.
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1. Security and privacy. Among the main concerns of CoT, privacy and data integrity
have a great place. The main part of the exchanged data is about the user’s personal
information. Many issues as the protection of user’s privacy and manufacturer’s IP;
the detection of malicious activity and how to block them, come under CoT security
threats [32]. With CoT, the data transfer from the real world towards the Cloud is
made possible. One particularly important issue that has not yet been addressed is
how to provide appropriate authorization policies and rules while ensuring that only
authorized users have access to the sensitive data.

2. Heterogeneity. The wide heterogeneity of devices as well as operating systems, cloud
platforms and their available services, are important challenge in CoT. Due to the fact
cloud services are typically embedded with proprietary interfaces, integration of
resources becomes a not easy task given the customization and specificity of CoT
service providers. This issue can become worse when services depend on a number of
different providers.

3. Big data.With the huge amount of upcoming connected devices that are estimated to
50 billion by 2020, more specific attention must be paid to data transfer, storage,

Figure 3.
CoT challenges.
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processing and access of the enormous quantity of produced data. Therefore, IoT is
among the main sources to big data, and the CC has the role of processing and storing
these data. The need for scalable computing cloud platforms is real because mobile
devices are ubiquitousness and sensor are pervasive and every day 2.5 quintillion
bytes of data are generated [10,56]. Moreover, data integrity is an important aspect
because of its impact on the QoS and also because of outsourced data privacy and
security [57].

4. Performance. CoT applications require specific performances and QoS at many levels
like for data transfer, communication, computation, and storage aspects. Particularly,
obtaining good network performance towards the Cloud is a great challenge because
bandwidth increase does not follow computation and storage evolution [39].

5. Legal and social aspects. With the CoT application, legal aspects are very important
and actual in recent research concerns. For example, service providersmust adapt the
international regulations because cloud databases, providers and clients can be
situated in different countries or continents. Social aspects are also an important
challenge that interests the research community.

6. Monitoring. This is the mainly documented issue in the literature. Monitoring is an
essential activity in the CC environments when it comes to security, performance,
capacity planning, managing resources, and troubleshooting. Thus, CoT inherits the

Figure 4.
Security and privacy
threats.
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same monitoring requirements from the CC, despite the fact that there are still some
related challenges that are affected by velocity, volume, variety, and some
characteristics of IoT.

7. Scaling. The CoT makes possible the design of new applications that aim at
integrating and analyzing data that originated from IoT devices. Some depicted
scenarios require interacting with a non negligible number of these devices, usually
distributed throughout a number of areas [12,39]. The large scale behavior of the
resulting systems raises new challenges harder to overcome.

8. Fog computing. It is a model that extends classic CC services to the edge of the
network. The fog computing has been designed to support IoT applications which are
latency constraints and require mobility as well as geo-distribution [58].

9. Energy conservation. Recent CoT applications need frequent data transmissions from
smart devices towards the cloud, which quickly drains battery capacity of devices,
thus limiting their continuous operation. Thus, energy saving as well as energy
efficient management are very important challenges.

10. Pricing and billing. Pricing and billing in CoT is a major concern. Many different
entities in CoT have their own systems of customers and services management, as
well as their own payments and pricing methods [21]. Furthermore, the cost of
keeping devices connected to the Cloud is quickly increasing while the cost of
deploying them is decreasing.

11. Standardization. The confusion problem of unavailable standards is actually
considered by researchers as a big issue in the CoT. Even if there are a number of
contributions in the deployment and standardization of the CoT, there exists a
necessity of standardizing architectures, protocols, and frameworks. This will
facilitate the interconnection among heterogeneous devices and thus, the creation of
smart services for the CoT [59].

4. Security and privacy threats on CoT
At large, preserving privacy has always been a fundamental human right. In the business
context, privacy implies the protection and mostly an appropriate use of the customers’
personal information. This use should meet expectations of customers. As weel, in business
entities information systems, privacy refers to the application of laws, standards, policies and
processes by which personal information is managed. In order to be in the same focus, in this
paper, the notion of security refers to information security, which is defined by the ISO 27001
standard as the preservation of confidentiality, integrity, availability as well as
accountability, authenticity, reliability and non-repudiation can also be involved [60–62].
Commonly, some security practitioners consider confidentiality equated with privacy. But it
is an error. For the standard ISO 27001 of 2005, Confidentiality is the property that
information is not made available or disclosed to unauthorized individuals, entities or
processes [63]. In this section, after comparing conventional security and security in IoT
paradigm, we make an overview on security challenges in CoT. We also present the privacy
and security threats as well as feasible solutions are discussed.

4.1 Conventional and IoT security
In this context, IoT refers to the interconnection of large heterogeneous networks of things in
different communication models including human-to-human (H2H), human-to-machine
(H2M), and object-to-object or machine-to-machine (M2M). Its specific end goal is to provide
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advanced and intelligent services to users. Connected objects such as sensors, actuators and
mobile devices, monitor the environment and collect all kinds of data in real time. In an IoT
model, devices equipped with sensors know how to deliver lightweight data gathered around
them, allowing cloud resources to extract data from actuators, which improve communication
between the nodes. As amajor gathering platform for the development of constrained devices
in IoT, WSNs have been widely studied a number of methods and algorithms for securing
WSNs have been proposed in the literature. In another hand, communication between the
Internet and sensor nodes should satisfy the following criteria in order to be well secured:
reliability, secrecy, verification, and non-revocation.

However, the IoT security and privacy issues are distinct from those of conventional
wireless networks and others; this in terms of deployment and technology. Therefore, IoT
networks are commonly deployed on environments constrained by energy, processing and
storage [64]. These constraints make sensors impossible for public key encryption to secure
the devices. Because of these characteristics of IoT devices, it is a necessity to use a
lightweight encryption technology for security and privacy of devices and data. This
technology implies a lightweight cryptographic algorithm. Data loss here is due to node
spoofing. erroneous control messages can be sent by an attacker.

Furthermore, in the network layer, security issues can be man-in-the-middle attacks and
counterfeiting. During these two attacks, false information can be captured and sent to the
nodes involved in communication. Unallowed nodes are blocked by the mechanisms of
identity authentication and data privacy. For instance, a lightweight and robust
certificateless signature mechanism has been proposed by Zhang et al. [65] in CoT.
Moreover, at the application layer, data sharing is themain feature. Security issues here are in
data privacy, access control, and disclosure of information. Therefore, the security
architectural design for conventional networks is not applicable for machine-to-machine
communication. It is more for users.

4.2 Security threats
despite the fact that the research on the security in the CoT is still in progress, there is some
existing works that analyzes the outlined challenges and some possible protection schemes.
Hence, a number of existing threats can strongly compromise the security of CoT system.
Security threats in CoT are in different forms including communication threats, physical
threats, data threats, service provisioning threats and other threats.

4.2.1 Communication threats. Here the communication channel within a CoT system can
be abused by an attacker to initiate various threats.

1. Denial of Service (DoS). A non negligible number of DoS attacks can be launched
against the CoT. This attack can reduce or remove a the capacity of a network to
execute its expected function through hardware failures, resource exhaustion,
software bugs and malicious broadcasting of high-energy signals. Due to the
limitations of devices, CoT is especially vulnerable to the DoS attack [24,66].

2. Eavesdropping. It refers to a real-time unauthorized interception of a private
communication. Attacker gain access to communication channels and exploit them
to extract the data during interactions between diverse entities within a system [66].

3. Spoofing attack. In this attack, a malicious party try to mimic another device on the
network or impersonate a user on a network in order to launch attacks against network
nodes, spread malware, steal data and bypassing access control mechanisms. A
number of kinds of spoofing attacks exist, among which, IP spoofing and ARP
spoofing [60,67].
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4. Man-in-the-middle (MITM) attack. It is a common type of cybersecurity attack that
allows attacker to eavesdrop on the communication between a legitimate sender and a
legitimate receiver without their knowledge. He can then intercept the sensitive data
packet during data transmission and replace them with fraudulent ones [68,60].

5. Replay attack. The scenario of this attack relies on an unsecured network in which an
attacker can capture the data traffic and then resend the captured packets later in order
to obtain unauthorized access to the targeted network resources. The resources of the
node or the system can also be wasted by this attack, thereby inducing a mild DoS.

4.2.2 Physical threats. Physical threats refer to causes of physical incidents that may lead to
loss and physical damage on devices. Physical threats can be classified into three main
categories: internal (fire, humidity, unstable power supply, etc), external (lightning,
earthquakes, floods, etc) and human (theft, errors which can be accidental or intentional,
vandalism of the infrastructures, etc). Below is another description of the identified threats.

1. Device capture. An attacker can capture the devices and extract information before
they are transmitted and securely stored in the system. Device and network security
are two of themajor challenges to be considered in the design of a secure architecture
of constrained devices [69,70].

2. Node damaging. With physical access to the IoT devices, an attacker can physically
damage one of them. A damaged device is unsuitable to sense and transmit any data.
A DoS attack can be launched if many devices are damaged. So, the system will be
unusable for providing any services that rely on such data [71,60].

3. Side channel attack.This security violation refers to is any attack based on information
gained on the implementation of the system. It relies on the fact that logical
functionalities may exhibit some deterministic physical characteristics depending on
the input data. Inference can be made from these characteristics. Those inferences can
be exploited to compromise the system security.

4.2.3 Data threats. For common Internet users, data threats are one of the most common
threats to cybersecurity. Spams can be sent, security settings can be disabled, data can be
corrupted and stolen. We present here the threats and their corresponding attacks that rely
on data generated by a CoT system.

1. Threats during data retrieval from devices, transfer, and storage. If an attacker can get
physical access to an IoT device, he could retrieve raw sensed data by tampering the
device via reverse engineering or micro-probing. Normally, collected data need to be
transferred to the cloud system for storage and further analysis. So, there is a high risk
of data tampering during the transfer or during the storage [72].

2. Deployment of unauthorized device.Unauthorized devices may be deployed to the CoT
environment by an attacker. If the authenticity of a device is not established, his data
must not be accepted. The systemmust accept just the data gathered by only properly
authenticated and authorized devices, if not, the trustworthiness of the CoT system
can not be guaranteed [73].

3. Key compromization and the breakage of cryptographic protocols. The developer can
use weak cryptographic protocols because of the limited resources of IoT devices.
That mechanism can be easily breakable. An attacker can get the cryptographic keys,
he can compromise them or use them to compromise the security of the system and its
users [60].
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4. False data injection. An attacker can deploy unauthorized or unauthenticated IoT
devices or even reverse engineer of a well authenticated and authorized device in
order to inject false data into the system. Those data would compromise the
system security [74].

5. Data loss and leakage. This problem could occur for many accidental reasons as fire,
earthquake and deletion by the service provider. Malicious insiders, weak access
control mechanism and weak encryption algorithm can also cause data leakage.

6. Data breaches. Unauthorized entities can access data and data breaches can occur at
any level in a system. The origin might be from outside or inside the system [75].

All Data in a CoT system can not have the same level of sensitivity. Some data as medical or
financial data are more sensitive than others, and then need more attention and more care
should be taken for it. If not, privacy could be easily invaded.

4.2.4 Service provisioning threats. In a CoT system, many different services and
applications are used to ensure smooth operations. The threats here are related to those
different services.

1. Unidentified and unauthorized access. Services in a CoT system must ensure that
unidentified and unauthorized users cannot access data, even sensitive or not. A
user can also gain more privileges than normally, which allows him to access
sensitive data and analysis. This may result from a problem in the authorization
infrastructure [60].

2. Identity theft.Key pieces of personal information of a valid user can be obtained by the
attacker. With this information, he can gain illegal access to restricted services and
resources. The victim can lose his data and can be held accountable for the attacker’s
actions [76].

3. Service hijacking. It is a particular kind of network security attack in which the attacker
takes control of a communication between two entities andmasquerades as one of them.
A user, in a service hijacking attack, while trying to access a valid service, is redirected
to an illegal one controlled by the attacker [60].

4. Insecure or compromising interfaces andAPI. It is counted among the top threats in the
cloud, because the cloud provider always distributes a set of API that helps consumers
to retrieve data and get access to other services [75]. If the interface is not well
protected, an attacker can easily exploit his weakness and launch fraudulent services
using legitimate data [77,78].

4.2.5 Other threats. Here are various threats which are not related to any of the previous
categories.

1. Malicious insiders. An insider attack is a malicious attack perpetrated on a network
system by a person having access authorization to the system or to sensitive data. The
insider may exploit such access to abuse the data and services.

2. Shared technology issues. There are many shared resources in a CoT system. These
resources might be used via virtualization through multi tenancy architecture. This
fact might allow accessing to the virtual machine (VM) of another user [79]. This VM
Monitor can have vulnerabilities and a malicious user could exploit it to gain access
to another user’s VM.

3. Abusing cloud computing.With the CC, one of the biggest advantages is that it allows
organizations to avail an enormous volume of computing power. However, a
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drawback comes with this opportunity as it allows anyone to abuse such computing
power to launch attacks. A single attacker can rent out many computer power to
launch DoS attacks to another cloud service provider [80].

4.3 Privacy threats
The evolving nature of the CoT as far as technologies and features are concerned by privacy
threats. Also, the emerging new ways of interaction in CoT lead to specific privacy threats.
Many threats can be exploited to pervade the privacy of some users in a CoT system.

� Vulnerabilities in web applications. Only one vulnerability can cause a major data
breach. Companies have to keep their patching procedures in order, if not, hackers can
exploit vulnerabilities and enter the system.

� Unnoticed capture and unaware identification. A deployed IoT device can collect data
about users in an extremely discrete way. It can be a small size camera or a small size
sensor. Such data, captured without the knowledge and/or the consent of the
concerned users, can ultimately be analyzed to identify users and invade their privacy
[60].

� Lacking breach response. It is possible to have incident even with the best security
control procedures. Companies can not prevent all incident, but they can do their best
and the maximum will be prevented. They have to be prepare to provide adequate
response to minimize the impact of attacks. team.

� Lack of control and transparency. Once collected data about users are uploaded to the
cloud, sometimes, they may not have access to those data. Even when they, have
access to them, users have no or limited control over them. The ubiquitous sensing
process which may capture data makes it very difficult for the users to express their
consent regarding data collection or what to do with such collected data while they are
processed, analyzed, presented and shared in a system. Without such controls it is
difficult to create access control rules in a system which can protect the privacy. To
efficiently preserve the privacy in a system, consent is a major requirement for
collecting, storing and processing personal information. In this light, an access control
mechanism that takes on sensitive information has been designed in [81] and well
applied on the smart health domain. To consent to something, you might be able to
understand what you are consenting to.

� Unauthorized disclosure and loss of governance.While using the cloud infrastructures,
It is essentially the cloud provider who control the operations, which might impact the
customers privacy. The difficulty to collect consent and/or even notify users about data
collection and processing might result in unauthorized disclosure of sensitive data.

� Profiling and tracking. Sensors deployed in different environments collect data which
can be tied to a particular user. So, there is a risk of creating a fake profile of that user
and then track him without his knowledge.

� Unforeseen inference. An attacker can comprehensively analyze Data from different
sensors using extensive computing power of the cloud. Such analysis can lead up to
unforeseen inference about any user. The result of such inference is knowledge which
could be exploited to invade the privacy of the user, or even worse, to create inference
for future events which were not possible otherwise.

� Outdated or incorrect personal data Outdate or incorrect personal data have to be
rectified. For example, in a medical database, the report of a patient that has been first
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diagnosed a specific illness, but stated later not to be afflicted. It can be very dangerous
if this kind of information are not updated. Companies should make sure that personal
data are current and accurate.

Furthermore, cybercriminals are not unfortunately the only privacy threat sources.
Sometimes the companies themselves to whom we entrust our data and in which we trust,
are the first to manipulate our data without our consent. They sometimes use private
information to their gain without considerations to individual’s rights. After discussions on
security and privacy threats on CoT, the next section is dedicated to the existing solutions
addressing these threats as well as the open challenges.

5. Security and privacy solutions for CoT: a brief revue and open challenges
5.1 Literature revue
In the literature, authors proposed many techniques and methods to secure the CoT and
ensure data privacy.

Bhattasali et al. [61] present an insight into the security challenges in the environment of
CoT with a focus on security and trust. The authors proposed the concept of secure trusted
things as a service that aims at reducing the number of privacy and security issues in CoT.
The scheme proposed by authors includes an encryption mechanism that enables less
overhead. Furthermore, a trust model that enables real-time decision making is the main
focus of the proposal. In [82], Alohali et al. proposed a CoT based simple and secure scheme
for a smart home. The proposal defines how a device is served from the CoT to bring it back
into the secure zone. The authors illustrate how the requirements in terms of security are
managed from the CoT and propose a group keymanagement scheme for smart housing. The
proposed security ensure a secure data transfer. For secure communication between the
devices, symmetric key cryptography is deployed. After security analysis of their scheme,
they claim that it is easy to implement, flexible and energy efficient.

Zhu et al., [83] introduced an authenticated reputation and trust computing and
management (ATRCM) system for the integration of CC and WSN. To demonstrate the
effectiveness of ATRCM, analysis, design and further functionality evaluation results are
presented, followed with system security analysis. In [84], Bai and Rabara proposed an
integrated secured and intelligent architecture for the IoT and Cloud. This intelligent
architecture is suitable for the public to access various smart applications in the cloud, no
matter the position, the time, the device and the network. Moreover, in order to ensure
complete protection against security threats, Elliptic Curve Cryptography (ECC) has been
used. This architecture is without ambiguity, it ensures security with improved performance
and helps to realize the vision of “one intelligent smart card for any applications and
transactions”.

Lee et al. [85] affirmed that the adoption of IoT and fog introduces several particular
security concerns. They first discussed the concept of the IoT fog and the existing security
measures and then, explore potential threats. They highlighted the need for securing the fog
computing environment by using some security technologies. In this light, Henze et al. [86]
designed their solution, UPECSI, for User-driven Privacy Enforcement for Cloud-based
Services in the IoT. The proposed scheme takes a whole approach to ensure privacy in the
CoT by providing an integrated solution that concentrates on the end-users and developers of
cloud services individually and together. The approach consists of organizational processes
and many technical components. Kumari et al. [87] designed a biometrics-based
authentication scheme for multi-cloud-server environment. It uses biometric hashing and
the ECC as building blocks. Then the efficiency and performance of the proposed scheme is
analyzed to proof its utility. They also compare it with related contemporary schemes for the

ACI
20,1/2

134



evaluation. Besides, Alrawais et al. [88], make investigation and discussion about security
and privacy challenges of introducing fog computing in IoT environments. In the context of
fog computing coupled with IoT applications, authentication is among one of the challenges
that need a particular attention.

In [31], Vasic et al. proposed an adaptable model for securing communication in CoT
environment in contrast to the existing pre-configured solutions. The proposedmodel defines
a number of secure communication operations that enable CoT entities to dynamically and
autonomously agree on the security protocol and the used cryptographic keys. The authors
verified their solution by implementing a prototype of CoT device agreement based on the
required security level.

In [89], Sahmim et al. propose in their review paper some privacy solutions to get into some
of CoT issues as confidentiality. Many techniques are developed and they propose two
classifications of them: techniques and methodologies. Techniques include: encryption,
processing encrypted data, obfuscation, anonymization, sticky policy, trusted platform
module, data segmentation and trusted third partymediator. For themethodologies, we have:
identity, access, security and key management.

In [90], Pacheco et al. propose an architecture that helps to preserve privacy in CoT. With
this architecture, users can fully control the access to the data stored in the cloud and
generated by their devices, part of the IoT networks. This architecture is supposed to enable
fine-grained control over data, because privacy and controls are implemented on the IoT
devices instead of at the network border. This component could also represent a single point
of failure, it could harm the security of the system if an attack is successful.

In [91], Wang et al. constructed a privacy preserving message forwarding scheme
intended for opportunistic CoT in order to guarantee the privacy and to improve transmission
efficiency. First of all, they develop an architecture of a cloud server, with two layers in order
to improve the communication efficiency of clients. Then, after the integration of a security-
based mobility prediction algorithm together with a routing decision scheme, their proposal
can effectively protect individual privacy.

In [92], Stergiou et al. proposed a method to secure CoT. They first presented both
concepts of IoT and CC. They focused on the security issues in both technologies. After
discovering of the benefits of their integration, they surveyed the security challenges of this
integration. The authors proposed a new method which improve the privacy and security
issues in the CoT.

In [24], Alohali list some of them as the using of private cloud with enterprise parameter,
the use of session containers, the encryption of content, the cloud access brokers and the
runtime security visualization.

� Private cloud. Involves the establishment of a virtual infrastructure inside the
corporate firewall. Here, data and applications in the cloud are easily accessible to only
authenticated users.

� Content encryption. It helps in the protection of the confidentiality of content that you
add to a database in case the content is accessed outside. The encryption is related only
ta data in the storage area.

� Session containers. it ensure the security of the public clouds by helping the user in the
initiation of a relatively secure connection that maintains end-to-end closure.

� Cloud access brokers. A broker is used to monitor the authentication path from users
and provide enhanced security [24].

� Runtime security visualization.it implies the dynamic establishment of runtime
security visualization.

Privacy and
security in
Cloud of
Things

135



5.2 Open challenges on security and privacy
It is an absolute necessity to well manage access, usage of available IoT resources and
communication between different entities of a CoT system. The access and usage of resources
has to be secure and transparent and with no waste. There is a need of secure communication
between IoT devices and cloud infrastructure, what is crucial to preserve individual privacy
and security in the CoT context. Unfortunately, the integration of IoT environments with the
cloud has generated a new set of challenges. Therefore, an implementation of a CoT require
further transformation of cloud technologies towell manage the data flow and the data source
ownership within CoT environments. Since data can be accessed by third parties and IoT
resource are virtualized, new interrogations regarding source of data ownership, verifiable
data origin and data trustworthiness are created and need to be addressed. Furthermore,
eavesdropping and monitoring without the consent and the knowledge of the observed
person is another serious problem.

In the CoT context, devices can have ad hoc interconnections and they can also
communicate with a back-end cloud. Hence the need to secure communications. For Vasic
et al. [31], securing communications requires an agreement protocol which will enable all
communicating parties to agree each other on a cryptographic algorithm and keys used to
protect the communication in the exchanged messages. In CoT environments, there is a need
of flexible and adaptable agreement mechanisms because of the limitations of IoT devices in
terms of storage, computing and bandwidth resources. The key challenges and obstacles to
practical security on CoT and the available technology solutions are given hereinafter:

� Dynamic activity cycle. Connected devices may realize different roles and functions
linked with security challenges of CoT. They may transmit data to other devices or
directly to cloud servers.

� Heterogeneous interactions. In CoT, connected devices are extremely heterogeneous
since they aremade by differentmanufacturers who use different protocols, standards
and technical requirements. So, home devices cannot be all homogeneous and
interoperable. Due to the heterogeneity of protocols and technical features of
connected devices, implementing new light cryptographic algorithms for securing
end-to-end secure communication channel becomes a necessity [93].

� Anti-virus provision.Anti-virus suites are normally used in classic networks to protect PCs
from malware and attacks [94]. Theses suites are memory-consuming. It is very difficult
and a great challenge to provision the connected devices with these anti-virus protection.

� Small packets vulnerability. Normally, IoT devices are built based under the IEEE
802.15.4 standard created for low-rate wireless personal area network which is a
standard supporting 127 byte packets at the physical layer [24].With this architecture,
large packets of security protocols may be fragmented. As a result, new attacks can
occur, as Denial of Service (DoS) attacks.

Moreover, challenges about the security issue in the integration of IoT and CC include:
heterogeneity, performance, reliability, Big Data, and monitoring Hence, some open research
challenges for the enhancement of security and privacy issues in IoT environments using fog
computing can be summarized as follow: privacy, updating IoT devices, secure and Efficient
protocols, authentication, attack detection, location verification, and access control.

6. Conclusion
The Concept of CoT which is from the combination of modern cloud technology and IoT
represents a big leap ahead in the future Internet. The new applications arising from the CoT
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technology is a new exciting direction for both business and research. The CoT concept is
very relevant to handle and analyze large volumes of data. Thus, considerations of privacy
and security become critical. This paper shows how the CoT paradigm arises from the
combination of Cloud and IoT in their complementary aspects. It then presents that concept,
its architecture and some of its applications. The paper demonstrates that the creation of CoT
system faces many challenges and risks, linked with specific characteristics of things. In
particular, privacy and security threats related to the resource-constrained nature of the CoT
devices were discussed. The paper also presents the literature review on security in CoT. The
future research should address the issue of security and privacy in CoT environments. These
issues are both critical research ones, they have received a great deal of attention and are still
open issues that require more attention.
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