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Abstract 

 
The rapid proliferation of Internet of Things (IoT) devices has transformed various sectors, enhancing 

connectivity and efficiency. However, this surge has also introduced significant security vulnerabilities, 

making IoT networks attractive targets for cyber threats. This literature review investigates the development 

of AI-powered intrusion detection systems (IDS) tailored specifically for IoT environments. By leveraging 

machine learning algorithms, these systems can analyze vast amounts of data generated by IoT devices, 

identifying anomalous patterns indicative of potential security breaches. The review categorizes existing 

machine learning techniques, including supervised, unsupervised, and reinforcement learning approaches, 

assessing their effectiveness in real-time anomaly detection and response. Furthermore, the Key challenges, 

including computational and energy constraints, are discussed, alongside advanced approaches like feature 
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selection and hybrid models to enhance detection accuracy with minimal resources. Ultimately, this review 

highlights the necessity for a multi-layered security framework that not only addresses current threats but also 

anticipates future challenges posed by evolving cyberattack methodologies. By synthesizing insights from 

recent studies, the findings aim to inform the design of more robust and adaptive AI-powered IDS, 

contributing to the secure implementation of IoT networks across diverse applications.  

 

 
Keywords: Internet of things; intrusion detection system; machine learning; cybersecurity; anomaly detection. 

 

1 Introduction 
 

The rapid expansion of the Internet of Things (IoT) has revolutionized industries by enabling seamless 

connectivity among devices, networks, and systems, fostering digital transformation in sectors like healthcare, 

smart cities, and industrial automation, while also introducing significant security concerns due to the 

proliferation of vulnerable devices [1-4]. This interconnectedness exposes IoT networks to a broad range of 

cyber threats, including malware, botnets, Distributed Denial of Service (DDoS) attacks, and unauthorized data 

access, which attackers can exploit for financial or disruptive purposes [5-8]. The concept of interconnectivity 

among commonplace objects is being built by the IoT, which is bringing forth huge developments and 

technological advancements. The idea of the IoT has enormous ramifications for individuals, businesses, and 

society as a whole because to the rapidly increasing number of objects connected to the Internet. IoT is 

attracting interest from academics and businesses because of its potent real-time applications, which increase the 

need to comprehend the whole range of the area. Nonetheless, protecting the IoT ecosystem has grown in 

importance as a result of growing security concerns. Adequate security measures are necessary to fully utilize 

the advantages of this novel idea since devices and information are becoming more exposed, which raises the 

possibility of attacks. [9-13]. Traditional intrusion detection systems (IDS) have been pivotal in securing IT 

infrastructures, but they struggle to cope with the dynamic, resource-constrained, and highly distributed nature 

of IoT networks, which are particularly vulnerable to advanced cyberattacks [4, 14-16]. Given the limitations of 

conventional IDS, AI and machine learning (ML) have emerged as promising technologies to enhance detection 

accuracy, scalability, and adaptability in identifying malicious activities within IoT ecosystems [17-20]. 
 

Despite advancements in IoT security technologies, a critical research gap remains in developing adaptive, 

intelligent IDS capable of effectively countering sophisticated zero-day attacks and reducing high false-positive 

rates, common in current IDS solutions for IoT networks [14, 21-23]. Traditional IDS models often rely on rule-

based methods, which depend on predefined attack signatures, making them inadequate against rapidly evolving 

and sophisticated threats that can bypass static detection methods [24-27]. Additionally, IoT networks generate 

vast amounts of heterogeneous data from various devices, posing challenges for conventional IDS models that 

are not optimized for real-time big data processing and analysis [18, 28-30]. This literature review aims to 

explore how AI and ML-based IDS can address these limitations by enhancing detection capabilities and 

providing more adaptive security measures for IoT networks [2, 14, 20, 31]. 
 

This review is structured to provide a comprehensive examination of AI-powered IDS for IoT networks, 

focusing on key areas such as IoT architecture, security challenges, and the current threat landscape [4, 20, 32]. 

It begins by exploring IoT network architecture and its associated security challenges, followed by an analysis 

of the IoT threat landscape and the limitations of current security solutions [3, 9, 12, 33]. The review then 

explores the role of machine learning in enhancing the effectiveness of IDS, focusing on various machine 

learning algorithms, such as supervised, unsupervised, and reinforcement learning, and their application in IoT-

based intrusion detection systems [1, 4, 21, 28]. 
 

2 IoT Network Architecture and Security Challenges 
 

IoT network architecture comprises various components, including sensors, gateways, and cloud platforms, 

which work collaboratively to facilitate communication and data exchange among connected devices [9, 34, 35]. 

The architecture is often hierarchical, consisting of layers such as perception, network, and application, where 

each layer plays a vital role in ensuring the overall functionality and efficiency of the IoT ecosystem [36-38]. 

The perception layer includes various sensors and actuators that collect and transmit data to the network layer, 

while the network layer is responsible for data transmission and communication between devices [9, 33, 39, 40]. 

The application layer processes and analyzes the data to derive meaningful insights, which can be utilized for 
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decision-making [21, 24, 41, 42]. This layered architecture is essential for the scalability and flexibility of IoT 

networks, allowing for the integration of diverse devices and technologies [10, 43-45]. 
 

The unique characteristics of IoT networks pose several security challenges that can compromise data integrity, 

confidentiality, and availability [46-49]. One of the primary challenges is the heterogeneity of devices, which 

often run on different operating systems and protocols, making it difficult to implement uniform security 

measures [50, 51]. Additionally, many IoT devices have limited processing power and memory, restricting their 

ability to support complex security protocols [52-54]. Furthermore, the lack of standardized security frameworks 

and protocols for IoT devices exacerbates vulnerabilities, leading to increased risks of cyberattacks [36, 55]. The 

vast number of connected devices in IoT networks also complicates monitoring and managing security threats, 

as traditional security measures may not scale adequately [56-59]. 
 

The IoT threat landscape is characterized by a diverse array of threats that specifically target the vulnerabilities 

of connected devices and networks [60-63]. Common threats include unauthorized access, where attackers 

exploit weak authentication mechanisms to gain control over devices [64-66]. Additionally, IoT devices are 

often susceptible to DDoS attacks, which can incapacitate services by overwhelming systems with traffic [21, 

67, 68]. Malware targeting IoT devices, such as the Mirai botnet, has demonstrated the potential for massive 

scale and damage, emphasizing the need for robust security measures [69-71]. Moreover, data interception and 

manipulation attacks can compromise the integrity of the data transmitted across IoT networks, leading to 

significant security breaches [72-74]. 
 

Various security solutions have been developed to address the security challenges faced by IoT networks, 

including encryption, access control mechanisms, and intrusion detection systems [3, 13]. Encryption 

techniques, such as Advanced Encryption Standard (AES) and RSA, are employed to protect data transmitted 

over IoT networks, ensuring confidentiality and integrity [4, 36]. Access control mechanisms, including role-

based access control (RBAC) and attribute-based access control (ABAC), are implemented to restrict 

unauthorized access to IoT devices [38, 42]. IDS have also been adapted for IoT environments, utilizing 

machine learning and AI techniques to enhance their detection capabilities and respond to threats in real time 

[21, 75]. However, these existing solutions often require further optimization and integration to effectively 

combat the rapidly evolving threat landscape in IoT networks [76, 77]. 
 

3 Machine Learning for Intrusion Detection in IoT Networks 
 

Machine learning (ML) is a subset of artificial intelligence that focuses on developing algorithms that can learn 

from and make predictions based on data [12, 17, 18]. By leveraging statistical techniques, ML enables systems 

to improve their performance over time without being explicitly programmed [20]. In the context of IoT 

networks, ML algorithms can analyze vast amounts of data generated by connected devices to identify patterns, 

detect anomalies, and predict potential threats [18, 31]. This capability makes ML particularly valuable for 

intrusion detection systems, as it enhances their ability to adapt to evolving threats and reduce false positives 

[20, 31, 38]. Additionally, ML techniques can be employed to improve the efficiency and accuracy of feature 

selection, a critical aspect of developing effective intrusion detection models [20, 24, 78]. 
 

Machine learning algorithms can be broadly classified into three categories: supervised, unsupervised, and 

reinforcement learning [30, 79]. Supervised learning algorithms require labeled data for training and are 

commonly used for classification and regression tasks [9, 79]. In contrast, unsupervised learning algorithms 

work with unlabeled data to discover hidden patterns or groupings within the data [79]. Reinforcement learning 

involves training agents to make sequential decisions by maximizing cumulative rewards, making it suitable for 

applications where actions must be optimized over time [9, 79]. Each type of algorithm has its strengths and 

weaknesses, and the choice of algorithm depends on the specific requirements of the intrusion detection system 

being developed [30, 79]. 
 

The application of machine learning in IoT intrusion detection has gained significant attention in recent years, 

driven by the increasing need for automated security solutions [36, 54]. Numerous studies have explored the use 

of various ML algorithms, such as decision trees, support vector machines, and neural networks, to improve the 

detection of anomalies and intrusions in IoT environments [14, 80]. For instance, decision tree algorithms have 

been employed to classify network traffic and identify malicious patterns, while neural networks have shown 

promise in detecting complex attacks through deep learning approaches [14, 48, 80]. Additionally, ensemble 

learning techniques, which combine multiple classifiers to improve detection accuracy, have been increasingly 

adopted in IoT intrusion detection systems [14, 36]. However, the effectiveness of machine learning approaches 
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is heavily dependent on the quality of the training data and feature selection, which can significantly impact 

their performance [4, 54]. 
 

Evaluating the performance of machine learning-based intrusion detection systems is crucial for understanding 

their effectiveness and reliability [14, 17, 21, 53]. Common evaluation metrics include accuracy, precision, 

recall, F1 score, and area under the receiver operating characteristic (ROC) curve. Accuracy measures the 

overall performance of the model, while precision and recall provide insights into the system's ability to 

correctly identify malicious activities [81, 82]. The F1 score is a harmonic mean of precision and recall, offering 

a balanced assessment of the model's performance, especially in scenarios with class imbalance [81, 82]. The 

area under the ROC curve (AUC-ROC) is another important metric that assesses the model's ability to 

distinguish between classes across various threshold values, providing a comprehensive evaluation of its 

performance [81-83]. 
 

4 AI-Powered Intrusion Detection Systems for IoT Networks 
 

AI-powered intrusion detection systems (IDS) leverage advanced algorithms to enhance the security of IoT 

networks by improving threat detection capabilities and reducing response times [11, 15, 49]. These systems 

utilize machine learning, deep learning, and other AI techniques to analyze network traffic, identify anomalies, 

and adapt to evolving attack patterns [9, 17, 20, 48]. By continuously learning from new data, AI-powered IDS 

can effectively mitigate risks associated with IoT vulnerabilities and provide real-time insights into network 

security [21, 33, 38, 54]. Moreover, these systems can significantly enhance the accuracy of detection, reducing 

false positive rates that often plague traditional IDS solutions [14, 15, 21]. The integration of AI into IDS 

represents a paradigm shift in IoT security, enabling proactive threat detection and more efficient resource 

allocation [1, 45, 72]. 
 

Deep learning-based IDS utilize artificial neural networks (ANNs) to analyze complex patterns in data, making 

them particularly effective for identifying sophisticated attacks in IoT networks [15, 17, 36, 56]. These systems 

can automatically extract relevant features from raw data, eliminating the need for manual feature engineering 

and improving detection accuracy [13, 19, 43, 67]. For example, convolutional neural networks (CNNs) and 

recurrent neural networks (RNNs) have shown promise in detecting anomalies in network traffic and classifying 

malicious activities [33, 43, 67]. Moreover, deep learning models can handle large volumes of data generated by 

IoT devices, allowing them to scale effectively with the growing number of connected devices [84, 85]. 

However, the training of deep learning models requires substantial computational resources and large datasets, 

which can be challenging in resource-constrained IoT environments [84, 85]. 
 

Reinforcement learning (RL) is a type of machine learning where an agent learns to make decisions by 

interacting with its environment and receiving feedback in the form of rewards or penalties [30, 79]. RL-based 

IDS can adaptively respond to evolving threats by continuously updating their strategies based on real-time 

feedback [10, 13, 54]. This approach enables the system to learn optimal defense strategies and effectively 

mitigate risks associated with new attack vectors [5-7]. For instance, Q-learning and deep Q-networks have been 

successfully employed to train agents to recognize and respond to various types of attacks in IoT environments 

[86, 87]. Although RL-based IDS offer promising capabilities, they also face challenges, such as the need for 

extensive training data and the risk of overfitting in dynamic environments [1, 10, 21]. 
 

Transfer learning is a machine learning approach that leverages knowledge gained from one domain to enhance 

learning in another, making it particularly useful for IoT security applications [88, 87]. In the context of 

intrusion detection, transfer learning can address the challenge of limited labeled data, which is common in IoT 

environments, by utilizing pre-trained models on related tasks [1, 54, 67]. This approach allows for faster model 

training and improved detection accuracy, particularly for emerging threats [20, 45, 87]. For instance, studies 

have shown that transfer learning techniques can effectively enhance the performance of IDS in detecting 

various attack types, including denial-of-service and man-in-the-middle attacks [21, 20, 45, 87]. Despite its 

potential, transfer learning also presents challenges, such as domain adaptation and the need for robust feature 

selection to ensure effective knowledge transfer [45, 88, 87]. 
 

5 Dataset and Feature Engineering for IoT Intrusion Detection 
 

The availability of high-quality datasets is crucial for developing effective machine learning models for IoT 

intrusion detection [89,90]. Various publicly available datasets cater specifically to IoT security research, such 
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as the NSL-KDD, CICIDS 2017, UNSW-NB15, BoT-IoT, TON_IoT, IoT-23. The ‘CICIDS 2017’ dataset, 

which includes labeled network traffic for various attack types [91,92]. Another notable dataset is the ‘UNSW-

NB15’, which contains a diverse range of attack scenarios and normal traffic patterns, making it valuable for 

training and evaluating intrusion detection systems (92). Furthermore, the ‘Bot-IoT’ dataset is designed 

specifically for detecting botnet attacks in IoT environments, providing rich features for anomaly detection [93]. 

The selection of appropriate datasets is critical, as they need to represent realistic traffic scenarios and 

encompass various attack types to facilitate comprehensive model training [89, 90]. 
 

Feature extraction and selection play a vital role in enhancing the performance of intrusion detection systems in 

IoT networks [89, 90]. Effective feature extraction techniques enable the identification of critical attributes from 

raw data, allowing machine learning models to focus on relevant patterns that indicate malicious activities [89, 

90]. Methods such as Principal Component Analysis (PCA) and Linear Discriminant Analysis (LDA) are 

commonly employed to reduce dimensionality while retaining essential information [94]. Moreover, the use of 

domain knowledge to guide feature selection can significantly improve detection accuracy by ensuring that the 

most relevant features are prioritized [89, 90, 94]. Automated feature selection techniques, such as Recursive 

Feature Elimination (RFE) and Genetic Algorithms (GA), have also been explored to optimize the feature set for 

intrusion detection tasks [95]. 
 

Data pre-processing is a critical step in the development of machine learning models for IoT intrusion detection, 

as it directly impacts the quality and reliability of the training data [11, 89, 90]. Key pre-processing techniques 

include data cleaning, normalization, and transformation [96]. Data cleaning involves removing duplicates, 

handling missing values, and addressing inconsistencies in the dataset [92, 96]. Normalization techniques, such 

as Min-Max scaling and Z-score normalization, are essential for ensuring that all features contribute equally to 

the model's training process [92, 96]. Additionally, transforming categorical features into numerical formats is 

necessary for compatibility with machine learning algorithms [89, 90, 96]. The effectiveness of the intrusion 

detection system heavily relies on the robustness of these pre-processing steps, as they determine the quality of 

input data fed into machine learning models [54, 96]. 
 

6 Performance Evaluation and Comparison of AI-Powered IDS 
 

Evaluating the performance of AI-powered intrusion detection systems is essential for understanding their 

effectiveness in identifying threats within IoT networks [53, 92]. Various metrics, including accuracy, precision, 

recall, F1-score, and area under the ROC curve (AUC-ROC), are commonly used to assess the performance of 

these systems [81, 82]. Accuracy provides a general measure of the model's ability to classify both normal and 

malicious instances correctly [19, 53, 87]. Precision and recall are crucial in understanding the model's ability to 

detect true positives while minimizing false positives and negatives, respectively [17]. The F1-score is 

particularly useful in scenarios with imbalanced class distributions, as it provides a single metric that balances 

precision and recall [81, 82]. 
 

The effectiveness of AI-powered intrusion detection systems can be significantly enhanced compared to 

traditional IDS approaches, which often rely on rule-based mechanisms and signature matching [1, 11, 20]. 

Traditional systems typically struggle to adapt to new and evolving attack vectors due to their reliance on 

predefined rules [17, 54]. In contrast, AI-powered systems leverage machine learning algorithms that can learn 

from historical data and adapt to emerging threats, resulting in improved detection rates and reduced false 

positives [1, 11]. Additionally, AI-driven solutions can efficiently analyze large volumes of data generated by 

IoT devices, making them more suitable for modern, dynamic environments [17, 54]. However, the 

effectiveness of AI-powered IDS is highly dependent on the quality of training data and the robustness of the 

chosen algorithms [17, 54, 92]. 
 

The comparison of various AI-powered intrusion detection approaches highlights the strengths and weaknesses 

of different techniques [17, 54]. For instance, deep learning-based IDS, which employ neural networks to 

capture complex patterns, have demonstrated superior performance in detecting sophisticated attacks compared 

to traditional machine learning methods [1, 11, 20]. However, these models often require substantial 

computational resources and large datasets for effective training [17, 54]. Reinforcement learning approaches 

offer the advantage of adaptability, enabling systems to learn optimal strategies for threat detection in real-time. 

Nonetheless, they may struggle with extensive training requirements and convergence issues [30, 79]. Transfer 

learning techniques, which leverage knowledge from one domain to improve performance in another, have 

emerged as a promising solution to overcome data scarcity issues in IoT environments [88, 87]. These 
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comparisons highlight the importance of selecting the most appropriate approach based on specific application 

requirements and the unique challenges of the IoT landscape [88, 87]. 

 

7 Challenges and Future Research Directions 
 

Despite the advancements in AI-powered intrusion detection systems, several challenges remain in effectively 

implementing these solutions within IoT networks [1,11,20]. One significant challenge is the limited 

computational resources available in many IoT devices, which constrains the complexity of algorithms that can 

be deployed [13,32]. Additionally, the heterogeneity of IoT devices and communication protocols complicates 

the integration of security measures, leading to potential vulnerabilities [15, 17]. The dynamic nature of IoT 

environments, characterized by the frequent addition and removal of devices, presents further challenges in 

maintaining an up-to-date and effective intrusion detection system (17, 20). Finally, issues related to data 

privacy and regulatory compliance pose additional obstacles, as organizations must navigate complex legal 

frameworks while ensuring the security of sensitive information [11, 92]. 

 

To address the challenges facing AI-powered intrusion detection systems for IoT networks, future research 

should focus on developing lightweight algorithms that can operate efficiently on resource-constrained devices 

[15, 17]. Research on federated learning approaches could enable collaborative model training across multiple 

devices without compromising data privacy, enhancing security while minimizing computational burdens. 

Additionally, exploring hybrid models that combine the strengths of different machine learning techniques may 

lead to more robust and adaptable intrusion detection systems. Investigating the integration of blockchain 

technology into IDS frameworks could provide improved data integrity and accountability, further enhancing 

security in IoT networks [11, 92]. Finally, continuous efforts to improve the quality and diversity of datasets 

used for training will be essential to enhance the generalization and accuracy of machine learning models in 

detecting IoT-specific threats [15, 17]. 

 

Emerging trends in AI and machine learning, such as the utilization of explainable AI (XAI) techniques, offer 

promising avenues for improving the transparency and interpretability of intrusion detection systems [15, 17]. 

By providing insights into the decision-making processes of machine learning models, XAI can help security 

analysts understand the rationale behind detected anomalies and enhance trust in the system [11, 92]. The 

integration of edge computing with intrusion detection systems has also gained traction, enabling real-time 

threat detection and response capabilities at the network's edge, thereby reducing latency and improving 

efficiency [15, 17]. Furthermore, the development of adversarial machine learning techniques presents both 

challenges and opportunities, as they can be employed to improve the resilience of intrusion detection systems 

against sophisticated attacks [15, 17]. As the landscape of IoT security continues to evolve, ongoing research 

efforts will be critical in ensuring that intrusion detection systems remain effective and capable of addressing 

emerging threats [15, 17, 92]. 

 

Table 1. Summary of Surveyed Papers on AI-Powered Intrusion Detection Systems for IoT 

 

Year Title ML Method Limitations 

2019   Deep Learning-Based IDS for 

IoT Networks 

Deep Neural 

Networks (DNN)         

High computational cost, lacks 

adaptability to new attack patterns 

2020 Lightweight Anomaly 

Detection in IoT Using SVM 

Support Vector 

Machines (SVM)      

Ineffective for large-scale IoT networks, 

struggles with multi-class detection 

2021 Reinforcement Learning for 

Adaptive IDS in IoT 

Reinforcement 

Learning             

Long training times, limited scalability                                        

2022      Hybrid ML Approaches for 

Intrusion Detection in IoT 

Environments 

Ensemble methods 

(Random Forest)   

High memory usage, requires feature 

engineering                                 

2023 Energy-Efficient Intrusion 

Detection Using Federated 

Learning in IoT 

Federated Learning                 Vulnerable to data poisoning attacks, 

requires high-quality decentralized data 

2024   Unsupervised Anomaly 

Detection with Autoencoders 

for IoT Security 

Autoencoders    High false-positive rate, difficulty in 

parameter tuning                        
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Table 2. Datasets Described in Surveyed Papers 

 

Year Title Dataset Name Dataset Features Use in IDS Development 

2021 Reinforcement Learning for Adaptive IDS in 

IoT    

NSL-KDD                         Network traffic features, labeled as 

normal or attack            |  

Training and testing 

reinforcement learning-based IDS 

models   

2022 Hybrid ML Approaches for Intrusion 

Detection in IoT Environments 

CICIDS 2017                     Real-world traffic with multiple attack 

scenarios                 

Evaluating ensemble ML methods 

for multi-class detection       

 

Table 3. Summary of IoT Datasets and Their Characteristics 

 

Dataset Name Characteristics Importance in IDS Development 

NSL-KDD            Improved version of the KDD'99 dataset; balanced data 

distribution; labeled normal and attack classes. 

Reduces redundant records, ensuring a fair evaluation of IDS performance 

and focusing on diverse attack types.     

CICIDS 2017        Realistic traffic data; contains a variety of modern-day 

attacks, including DDoS, Brute Force, and more 

Provides real-world relevance, supporting the evaluation of IDS under 

contemporary attack scenarios 

IoT-23             Traffic from real IoT devices; includes benign and malicious 

traffic from smart home environments.       

Focuses specifically on IoT devices, enabling the creation of IDS tailored to 

IoT-specific network patterns.       

TON_IoT            Comprehensive dataset with IoT telemetry, network traffic, 

and system logs from IoT devices.            

Facilitates multi-layered IDS development by integrating IoT-specific 

telemetry and network traffic data.          

BoT-IoT            IoT-specific botnet attack traffic; includes multiple types of 

DDoS attacks.                            

Highlights botnet-specific vulnerabilities in IoT environments, allowing 

targeted IDS for botnet mitigation.       

UNSW-NB15          Modern attack scenarios; generated in a controlled network 

environment; diverse feature set.            

Ensures a balance between normal and malicious traffic for robust IDS 

performance across various attack types.      
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Table 4. Survey of DL Models for IoT Intrusion Detection Systems (IDS) 

 

Year Title DL Model Dataset Used Limitations Key Contributions 

2020 IoT Intrusion Detection 

Using CNN-Based Feature 

Extraction 

Convolutional Neural 

Networks (CNN) 

CICIDS 2017            High computational cost, 

limited scalability                                     

Demonstrated improved feature extraction 

for anomaly detection 

2021 RNN for Real-Time 

Anomaly Detection in IoT 

Networks 

Recurrent Neural 

Networks (RNN) 

UNSW-NB15              Struggles with long sequences, 

high false-positive rate                          

Struggles with long sequences, high false-

positive rate                         Enhanced 

time-series anomaly detection using 

sequence modeling 

2022 GNN-IDS: Graph Neural 

Networks for IoT Security 

Graph Neural Networks 

(GNN)     

IoT-23                 Requires graph-based data 

preprocessing, lacks 

interpretability 

Leveraged graph structures to model IoT 

network relationships   

2023 Hybrid CNN-RNN for 

Multi-Class IDS in IoT 

Environments 

CNN + RNN                       BoT-IoT                Increased model complexity, 

longer training time                                 

Combined spatial and temporal analysis 

for enhanced accuracy    

2024 Federated GNN for 

Distributed IoT Intrusion 

Detection 

Federated GNN                   TON_IoT                Vulnerable to data poisoning 

attacks, requires secure 

federated setup            

Distributed intrusion detection with 

privacy-preserving models 
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Table 5. Performance Metrics of Research Works 

 

Year Title ML/DL Model Dataset 

Used 

Accuracy Precision Recall F1-

Score 

Training Time Limitations 

2019 Deep Learning-

Based IDS for IoT 

Networks 

Deep Neural 

Networks (DNN)     

NSL-KDD                 92%              90%               88%               89%               High (due to large 

model size) 

High computational cost, 

poor scalability                            

2020 Lightweight 

Anomaly 

Detection in IoT 

Using SVM 

Support Vector 

Machines (SVM) 

CICIDS 

2017             

88%              85%               80%               82%               Moderate     Ineffective for large-scale 

networks, struggles with 

multi-class detection 

2021 Reinforcement 

Learning for 

Adaptive IDS in 

IoT 

Reinforcement 

Learning         

UNSW-

NB15               

87%              85%               83%               84%               Long (due to 

training over time) 

Limited scalability, slow 

convergence                                

2022 Hybrid ML 

Approaches for 

Intrusion Detection 

in IoT 

Environments 

Ensemble Methods 

(Random Forest) 

CICIDS 

2017           

90%              91%               87%               89%               Moderate High memory usage, 

requires feature 

engineering                     

2023      Energy-Efficient 

Intrusion Detection 

Using Federated 

Learning in IoT 

Federated 

Learning             

TON_IoT                 85%              83%               80%               81%               High (due to 

communication 

overhead) 

Vulnerable to data 

poisoning, decentralized 

data quality challenges 

2024 Unsupervised 

Anomaly 

Detection with 

Autoencoders for 

IoT Security 

Autoencoders IoT-23                  82%              79%               85%               81%               Low (due to 

unsupervised 

nature) 

High false-positive rate, 

difficulty in tuning 

parameters            

          
[97]
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List 1. Abbreviations and their meanings 
 

AI Artificial Intelligence 

IDS Intrusion Detection System 

IoT Internet of Things 

ML Machine Learning 

DDoS Distributed Denial Service 

KNN K-Nearest Neighbours 

SVM Support Vector Machine 

CNN Convolutional Neural Network   

RF Random Forest   

ROC Receiver Operating Characteristic   

AUC Area Under the Curve   

TP True Positive   

FP False Positive 

TN True Negative 

FN False Negative   

F1 F1 Score   

TPR True Positive Rate   

FPR False Positive Rate   

RNN Recurrent Neural Network   

FL Federated Learning   

PCA Principal Component Analysis   

NIDS Network Intrusion Detection System 

SNMP Simple Network Management Protocol   

API Application Programming Interface   

HIDS Host Intrusion Detection System   

IoMT Internet of Medical Things   

DPI Deep Packet Inspection   

  
 

8. Conclusion and Recommendation 
 

This literature review highlights the significance of designing secure AI-powered intrusion detection systems for 

IoT networks, emphasizing the unique challenges and complexities associated with IoT security. The integration 

of machine learning techniques into intrusion detection systems has demonstrated improved performance in 

detecting various attack types and adapting to evolving threats. Furthermore, the selection of appropriate 

datasets, feature extraction methods, and pre-processing techniques plays a crucial role in the effectiveness of 

these systems. Performance evaluation metrics such as accuracy, precision, recall, and F1-score are essential in 

assessing the effectiveness of AI-powered intrusion detection systems compared to traditional methods. 
 

The findings of this review have important implications for both practice and research in the field of IoT 

security. AI-powered IDS often face resource constraints, with high computational and energy demands that are 

challenging for resource-limited IoT devices. Practitioners must prioritize the implementation of AI-powered 

intrusion detection systems to enhance the security of IoT networks, addressing the challenges related to 

resource constraints and device heterogeneity. Additionally, researchers should focus on developing novel 

algorithms that are lightweight, efficient, and capable of adapting to the dynamic nature of IoT environments. 

Future research should continue to explore the integration of advanced technologies such as federated learning, 

explainable AI, and edge computing to enhance the effectiveness of intrusion detection systems in IoT networks. 

Moreover, investigating the role of adversarial machine learning in fortifying intrusion detection systems against 

evolving threats presents an exciting avenue for exploration. By focusing on these emerging trends and 

technologies, researchers can contribute to the development of more robust and effective security measures for 

the rapidly growing IoT landscape. 
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