
HAL Id: hal-04818807
https://hal.science/hal-04818807v1

Submitted on 4 Dec 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution - ShareAlike 4.0 International License

Avalanche Entropy as an Information-Theoretic
approach to Analyze the Effect of Cascading Failures in

a Multiplex Transportation Network
Om Roy, Guillaume Bouleux, Giacomo Kahn, Aurelie Charles

To cite this version:
Om Roy, Guillaume Bouleux, Giacomo Kahn, Aurelie Charles. Avalanche Entropy as an Information-
Theoretic approach to Analyze the Effect of Cascading Failures in a Multiplex Transportation Network.
International Conference on Complex Networks and their Applications, Dec 2024, Istanbul, Turkey.
�hal-04818807�

https://hal.science/hal-04818807v1
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://hal.archives-ouvertes.fr


Avalanche Entropy as an Information-Theoretic
approach to Analyze the Effect of Cascading Failures in

a Multiplex Transportation Network

Om Roy1,2, Guillaume Bouleux1, Giacomo Kahn1, and Aurélie Charles1

1 Université Jean Monnet Saint-Etienne, INSA Lyon, Université Lumière Lyon 2, Université
Claude Bernard Lyon 1, DISP UR4570, F-69007, Lyon, France

2 Computer and Information Sciences, University of Strathclyde, Glasgow, UK
o.roy.2022@uni.strath.ac.uk, guillaume.bouleux@insa-lyon.fr,

giacomo.kahn@univ-lyon2.fr, a.charles@univ-lyon2.fr

1 Introduction

The quantification of robustness of multi-modal transport systems has been an area of
particular research interest in recent years [1, 2]. More specifically, it is of interest to un-
cover specific routes or modes of transport that may be particularly vulnerable. This has
various important applications, for example, in resource allocation during humanitarian
crises [3, 4]. In these scenarios we have to consider not only the individual impact of a
loss of a route but also its resulting effect on other routes in the network. We must also
consider the effect of switching modes of transport in terms of flow re-distribution and
capacity overflows. Using Cascading failures as a medium for this seems like a natural
choice [5, 6].

Previous research, however, has not considered the effect on the overall information
flow of network when the loss of a route causes a cascading failure. While subsets of
node and edge centrality measures such as degree and betweenness centrality have been
used to determine important actors in the network, these do not consider the entire topol-
ogy of the network, including its dynamics [7]. It is well established that key structural
components in a network are often crucial for information flow, though not always vice
versa. Consequently, spectral entropy can reveal vulnerable and critical components in
a network [8].

In this preliminary study, we introduce Avalanche Entropy (AE), a novel measure of
edge importance in multiplex systems, leveraging recent advances in information theory
tailored for complex networks. AE assesses edge significance by analyzing cascading
failures, flow redistribution, and their impact on information dynamics. We demonstrate
the practical utility of AE by applying it to a multiplex transportation network in Haiti,
showcasing its effectiveness in a real-world scenario.

2 Multiplex Avalanche Entropy as a Measure of Robustness

We assume here that the multiplex network represents transportation efficiency between
cities, with larger edge weights indicating more efficient routes.



2.1 Cascading Failures

Robustness against attacks and failures is a key research area, often focused on single-
layer networks. However, real-world systems, like transportation networks, involve mul-
tiple layers of interaction. Perturbations in one layer can trigger cascading failures
across the entire network, leading to widespread disruptions. To study this, we use the
local weighted flow redistribution rule (LWFRR) to simulate the impact of edge fail-
ures [9, 10]. The capacity of an edge, proportional to its initial load eM

i j , is defined as
CM

i j = (1+α)eM
i j , where α ∈ R. There are two scenarios for edge failures:

1. If an edge ei j fails in one layer, a fraction z of its weight is redistributed to its
replicas across layers according to z · ei j

N−1 . The remaining (1− z) is distributed among

neighbors in the current layer such as ∆eim = (1− z)ei j · eim

(
1

∑a∈Γi eia+∑b∈Γj e jb

)
2. If no replica exists, the entire weight is redistributed in the current layer.

2.2 Multiplex Avalanche Entropy

We define the Avalanche Entropy of an edge AEi j as the Quantum K-L Divergence
between the density matrices of the original network Gρ and the network after cascading
failures Gcapi j due to the removal of edge i j

AEi j = D1(Gρ ∥ Gcapi j)

Here the K-L Divergence is given by D1(ρ ∥ σ) = Tr [ρ(log2 ρ − log2 σ)] where ρ and
σ are the density matrices of two networks and ρ = e−βL

Z , Z = Tr(e−βL ), with

L = I −D− 1
2 AD− 1

2 the normalized (Supra) Laplacian Matrix.

3 Results

Figure 1 depicts the multiplex transportation network of Haiti [11], with edges color-
coded according to Avalanche Entropy (AE) values, normalized within each layer. The
network includes three layers:
Roads (LR): Edge weights are based on the inverse of normalized travel time between
cities, Airports (LA): Edge weights are derived from the inverse of normalized Haver-
sine distance between cities with airports and Helipads (LH ): Edge weights combine
normalized inverse Haversine distance and helipad count, with weights adjusted by a
factor λ = 0.5.

Critical points of interest include edges with extreme AE values. For instance, the
road link from Bombardopolis to Jean-Rabel shows a low AE value, indicating minimal
impact on the multiplex network in case of failure. This link’s lack of nearby helipads or
airports suggests that isolated cities like these may require increased resource allocation.
Conversely, Hinche exhibits many high AE paths, primarily because several nearby
cities lack air access, underscoring Hinche’s role as a vital road hub. Loss of these roads
would significantly disrupt the road layer and potentially lead to cascading failures
across other layers. Mirebalais presents another notable case: low AE values in the



helipad layer for paths leaving the city indicate its isolation in terms of air travel due to
the absence of an airport. This highlights that damage to Mirebalais’ road network could
severely impact the entire transportation system, including air travel, due to its crucial
role as a road hub. In general AE provides a readily interpretable measure of paths
of interest in the transport system and this can be explored far beyond the examples
mentioned above.

Summary. In conclusion, we have introduced Avalanche Entropy (AE) for multiplex
systems as a measure of robustness that considers cascading failures across various
transport modes and capacity constraints. AE evaluates the impact of edge failures not
only on local neighborhoods but also on the entire network, utilizing the Quantum K-L
divergence, which accounts for global graph topology through the Graph Laplacian. We
demonstrated AE’s practical utility with a real-world dataset from Haiti, highlighting its
effectiveness in identifying critical transportation paths. Future research should inves-
tigate AE across different time scales by adjusting the beta parameter and compare
it with existing edge importance metrics through rigorous statistical analysis. Addi-
tionally, exploring changes in AE following major events, such as humanitarian crises,
could provide further insights.
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Fig. 1: The Map of Haiti for all three layers in the multiplex with edges colored accord-
ing to AE values


