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Abstract

Automatic identification system is an navigation aid system that allows vessels
to exange automatically positions, identity and other information. It improves
the safety and of the maritime traffic and help to monitor it. However, this
system can be manipulated to send falsified information and mask illicit activ-
ities. While previous research has proposed strategies to detect these threats,
none of them suggest a solution that considers the time-division multiple access
(TDMA) communication protocol. In this work, the compliance of the sent mes-
sages with this protocol, specified by the system’s standard, is checked for every
ship to detect message falsifications. Furthermore, because the ships velocity
affects TDMA protocol, a strategy based on the use of a Kalman filter is ap-
plied to track every ship and assesses the consistency of their velocity data sent.
The proposed strategy was validated on real data, is computationally cheap and
can be run in real time. Source codes of the method are open-source to foster
research activities from both industry and academia in this field.

Keywords: Automatic Identification System (AIS), TDMA protocol,

falsification detection, spoofing detection, Kalman filtering.
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1. Introduction

Automatic identification system (AIS) is an electronic tracking system in-
troduced to enhance the safety of vessels traffic by automatically exchanging
up-to-date information [I]. Since 2002, AIS has been a mandatory installation
to vessels above 300 gross tons or for all ships carrying passengers in interna-
tional water. Currently, AIS use has also been extended to the pleasure boating
sector. Nowadays, about 2 million ships use AIS for regular operations [2].
The typical coverage range of an onboard transceiver is about 25-40 kilometers
(km), depending on many factors such as transceiver altitude/type or weather
conditions. The messages from AIS transceivers are exchanged in the very high
frequency (VHF) network using time-division multiple access (TDMA) proto-
col, which prevents messages interferences for a share medium network. Data

exchanged between AIS transceivers, can be divided into two classes:

1. Static data (e.g., vessel name, the dimensions of the vessel, voyage-related

data, etc.);

2. Dynamic data (e.g., vessel position, velocity, course over ground, etc.);

Combined with geographic maps, Radar images and depth charts, these data
provide a maritime vessel with a complete view of its surrounding environ-
ment. Also, these data are used to characterize marine traffic patterns [3],[4],
to avoid collisions [5], and to detect anomalous vessel movements behaviour [6],
[7]. However, main limitations and weaknesses of the AIS are its reliability and
susceptibility to manipulation. Recent works have highlighted and proven the
vulnerability of the AIS [, [9] 10, 11, 12] 13]. Examples of AIS attacks are re-
ported in [9, [I0]. An overview on AIS threats and their classification as software
and radio attacks has been provided by Balduzzi et al. [8]. Recent real AIS data
reported by NATO show that there is compelling evidence that the AIS tracks
of ships can be faked [I4]. Overall, AIS is not secure because the data received
by the transceivers are not subject to any verification of their integrity. Only a

cyclic redundancy check is applied to detect transmission errors.
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Thus, the transmitted data may contain errors [15] whose possible causes are
classified in three categories [16]: unintentional errors, falsification and spoofing.
Unintentional errors which represent most of the errors are caused by transceiver
deficiency, incorrect input of manual data or poor environmental conditions.
Data can then be false, incomplete, impossible according to the norm or the
physics (e.g a latitude field value superior to 90°). Lists of these kinds of errors
are presented in [I7]. Falsification is a voluntary alteration to data of messages
to deliberately mislead the outer world. It can concern the emitted identity
[18], the dynamic data [I9, [§] and the static data [20]. AIS systems can be
also turned off to stop broadcast messages [2I]. Spoofing is done by creating ex
nihilo false messages, from an external actor, and by broadcasting them on the
AIS frequencies [§]. These spoofing activities are carried out to mislead both
the outer world and the crews at sea, e.g by creating ghost vessels, by sending
false closest point of approach triggers or by emitting false emergency message.
Also, spoofing can jam communication between AIS transceivers [8]. These
falsifications and spoofing of AIS messages, in addition to reducing the reliability
of AIS data, can mask illicit activities like piracy, illegal fishing, terrorist attacks.
Thus checking the reliability of AIS messages is becoming a necessity to exploit
the full potential of this system for safety and security of the maritime traffic.
This is why, we present a strategy to detect falsifications or spoofing of AIS

messages.

1.1. Related works

To tackle the problem of the AIS weaknesses, two strategies can be consid-
ered. On the one hand, the system can apply cryptographic methods enabling
encryption of AIS messages [22]. On the other hand, algorithms can be applied
to the messages decoded by the AIS to detect falsifications or spoofing. The
first strategy needs software update and some changes in the existing AIS ser-
vice. This is not the case for the second strategy which can be already applied
to an AIS transceiver without changes in the the existing AIS service. This is

why, this second approach is considered in this work. Concerning this approach,
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several methods are proposed in the literature.

First, crowd-sourcing methods, which exploit measurements from sensors to
estimate the ships dynamic data (position, speed), and compare these data to
those sent by the AIS to assess its reliability [23]. For example, position can be
estimated with an accuracy of a few hundred meters, using the time difference
of arrivals of AIS messages from several ground stations [24]. In addition, new
position measurements can also be obtained using radar signals (coastal radars
[25] or space-based synthetic aperture Radar (SAR) [20]). Another way to
estimate the position is to use the Doppler effect [27]. A main limitation of
crowd-sourcing methods is that, in addition to AIS, they exploit other sensors,
which sometimes are placed in locations far away from each other [24]. Moreover,
estimation of the positions can be imprecise (a few hundreds meters [24], more
than 10 km for [27]) or can take a long time (a few hours to one day for [20])
when using SAR data.

Second class of methods extract characteristics on the raw signal before
demodulation process to detect spoofing [28] [29], jam or voluntary system shut-
down [30], [31]. For instance, energy evolution over time of the signal can be
observed to detect voluntary system shutdown, or radiometric signatures [32]
can be extracted to identify every transceiver independently of the transmitted
identity and detect identity spoofing [29]. These methods require the building
of new AIS receivers to have a direct access to the raw signal. This is a major
drawback, because we aim to apply, in this work, our algorithms to the messages
decoded by the AIS transceivers available off-the-shelf.

Third class of methods check the consistency of received AIS data. Inconsis-
tency in data may be caused by messages falsifications or spoofing. For instance,
dynamic data consistency is checked considering other AIS dynamic data coming
from either other ships [33] or the same ship [34], 35} 36} 37, B8] [39, 40, (411, [42].
Unfortunately, in [33], large amount of data are processed, which prevents a
real time application. Dynamic data from the same ship are exploited to pre-
dict future position and compare it to the received one to detect inconsistencies

in positions evolution. However, even if this strategy is interesting, none of the
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mentioned papers check the ship velocity, which is necessary because it affects
TDMA protocol. An other strategy, such as presented in [23], proposes algo-
rithms that check that the technical standards are consistent with in terms of
frequency and order by automatic dependent surveillance-broadcast (ADS-B)
messages received [23]. For the moment, these algorithms remain an idea and
have not been implemented and verified with real data. Moreover, this strategy
concerns only ADS-B application which is the equivalent of AIS for aircraft.
In this work, this last idea is investigated because this approach is efficient
to detect message falsifications. Indeed, often when a malicious user creates
messages from scratch to transmit false data, these messages do not respect the
TDMA protocol. This protocol is complex and it is difficulty to reproduce it.
This fact was observed by a proven case of spoofing documented by NATO [14].
Thus, we develop different algorithms to check the messages compliance with
this TDMA protocol, specified by the AIS standard [43], to detect messages
spoofing and falsifications. In addition, the evolution consistency of position
and velocity over time is controlled because velocity intervenes in this protocol.
These developed algorithms can be applied to messages decoded by an AIS

transceiver available off-the-shelf and have real time performances.

1.2. Contributions

Mains contributions of this work are:

1. We propose a new strategy that detects message falsifications by consid-
ering their compliance with the TDMA protocol, which is a first in the
literature. This strategy can be applied to position report messages emit-
ted by Class A shipborne mobile AIS stations; These messages represent
80% of transmitted messages [36];

2. The proposed strategy is computationally cheap and allows real time ex-
ecution. Thus, authorities can detect in real time falsifications and in-
tervene fast to intercept and arrest the malicious user. This represents a
novelty in the literature because most of the proposed strategies do not

have real time performances;



125

130

135

140

145

3. Matlab code of the strategy’s algorithms is in open-source with the real
data used to test them [44]. Tt allows other team to use it to compare
our performances with their strategies performances and to help research
activities from both industry and academia in this field. It is the first time
that AIS messages are available on the Internet with a message arrival time
accurate to the ms and that the code of a strategy to detect AIS message
falsifications is open source.

4. The strategy implements a Kalman filter to detect position falsifications.
This filter considers positions in spherical coordinates. This consideration
saves computations and is a first in the literature. Usually, when position

is tracking from AIS messages, a Cartesian coordinate system is used.

The remainder of this paper is organized as follows. In section II, strategy
overview to detect AIS falsifications and spoofing is presented. The algorithm
that controls dynamic data consistency with some details of its implementation
is introduced in section III. In section IV, we present algorithms that control the
compliance with TDMA protocol to detect falsifications and spoofing. Results
on real data are presented in section V and discussed in section VI. Finally,

some futur works are given in section VII.

2. Detection of AIS messages falsifications and spoofing

In this paper, three algorithms are developed and assembled to form a global
strategy that checks the messages compliance with TDMA protocol (Figure [1)).
The first algorithm (Algorithm 1) checks the reliability of AIS dynamic data (po-
sition and velocity), which intervene in TDMA protocol, using a Kalman filter
that tracks the ships. The two other algorithms verify the messages compliance
with the TDMA protocol, first considering the nominal reporting interval (RI)
of AIS messages (Algorithm 2), and after the time-slot (T'S) booking process
(Algorithm 3). A TS is a small time interval, created by TDMA protocol, during

which a message can be emitted.
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Figure 1: Diagram of the developed strategy to detect AIS position falsifications and messages

spoofing.
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Algorithm 3 is executed in parallel of the Algorithms 1 and 2. These two
algorithms are executed in series because, before checking the RI of messages
(Algorithm 2), the reliability of the sent velocity data has to be verified (Algo-
rithm 1). Indeed, RI depends on sent velocity. Thus, if the checks on Algorithm
1 are correct, a nothing to report (NTR) message is returned and allows Algo-
rithm 2 to be executed. Messages from every ship have to be checked, this is
why, for each ship, a large block composed of the three algorithms is created.
Every large block runs in parallel.

When a position report message is received, the strategy updates its pa-
rameters. This update synchronizes the time of message arrival to the minute
universal time coordinated (minute UTC), computes the TS, updates the list of
tracked ships removing ships that do not send a message for more than 6 min-
utes, and updates booking process parameters explained in subsection [£.3.4]
After, the strategy verifies if the received message comes from a ship already
tracked. If it is the case, a router block sends the message to the large block
that corresponds to the ship identity. Otherwise, this new ship is recorded by
the strategy.

To help user to discern intentional errors (spoofing and falsification) from
unintentional errors, every algorithm reports, in addition of alerts, the numbers
of controlled messages, the number of detected alerts and the alert percentage
computed during the last fifteen minutes. A statistical evaluation is done (Sec.
to fix a threshold value for each algorithm, above which, the alert percentage
has to be considered as suspect and the errors intentional.

Current version of the proposed strategy is not portable to systems that do
not apply the TDMA communication method. However, Algorithm 1 is appli-
cable to systems that receive messages containing the position of the tracked
target and the arrival time of the message, which allows to detect position fal-
sifications. Nevertheless, the spoofing detection idea based on communication
protocol check is portable to other communication systems that apply other

protocols.
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3. Checking of dynamic data consistency

As previously mentioned, ship tracking is achieved via a Kalman filter. Un-
der some conditions, this filter provides the best linear state estimates from
measured data. It operates by propagating the mean and covariance of the esti-
mated state through time. In this work, this filter tracks latitude and longitude

for every ship to detect inconsistency in evolution of dynamic data.

3.1. Related work on methods that predict the dynamics of a ship

Many tracking algorithms have been developed to predict the dynamic be-
havior of vessels. Most of the time, they are not used to detect falsifications or
spoofing, but to resolve a stop in emission causing by poor environmental con-
ditions, and to improve the visibility in the sea area. Some of these algorithms
are based on linear filter such as Kalman filters [35] or non-linear filters such as
extended Kalman filter [37, [38] and particle filter [39]. One can quote algorithms
that do not use filters, but only dynamic equations of a vessel as in [36] and
[40]. Also, some algorithms thanks to machine learning methods, predict the
next dynamic data from a database collected in a same sea area [41]. Finally,
algorithms with particular methods designed especially for AIS data are used in
[42]. Due the linear dynamic of the vessel, we implement a linear Kalman filter

that is well suited for our study because of the following attractive properties:
e [t is the best linear estimator;

e It requires low computation capacity: the Kalman filter could validate the

real-time requirements and be implemented in on-board circuits;

e It provides accuracy of predicted positions to assess the reliability of po-

sition measurements;

e It allows optimum handling of non periodic measurements: AIS messages

are not received at a constant time interval.
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Figure 2: WGS84 geodetic system

3.2. Coordinate system

Several coordinate systems can be used to track vessels. In general, the
choice is between the Cartesian coordinate system, in which the target move-
ment is easily described, and the spherical coordinate system, in which the
measurements from the sensors (radar or GPS) are expressed. The interest of
using the spherical coordinate system is to save important computational costs:
the measurements coming from the GPS are directly used and do not require a
change of coordinate system as it is done for the Cartesian coordinate system.

Thus, in our application, we use the WGS84 geodetic system which is the
spherical coordinate system used by GPS to express the positions of objects.
This is the first time in the literature that this coordinate system is applied to
track vessels from positions transmitted by AIS messages. Usually the Cartesian
coordinate system is used. This coordinate system is represented in Figure
In the figure G is the Earth’s center of mass, M is the position of the observed
object, A is the latitude, ¢ is the longitude, R, is the earth equatorial radius,

R, is the earth polar radius.

3.8. Kalman filter equations
Equations and hypotheses presented in this part were found in [45] and [40].
We apply the constant velocity (CV) model to both latitude and longitude be-

10
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cause most of the time, vessel has a uniform rectilinear motion. Maneuvering
actions are rare events and we will explain below how we consider them
with our CV model. So, speed is considered as constant (H1). However, be-
cause we use the spherical coordinate system, it appears pseudo accelerations on
latitude and longitude when the vessel is moving according to an uniform rec-
tilinear motion [47]. These pseudo accelerations’ maximum value is, according

to [45], equal to :

V2

max (1)

Amaz =
Rmin

with vy, the maximum velocity of the target and R,,;, the minimum distance
between the target and the origin of the chosen coordinate system. Because the
maximum velocity for vessel is 40kt and the earth radius is 6356km, the pseudo
accelerations can be neglected except at the poles for longitude.

So a second order model is applied and the dynamic model assumes that the
state of our system at time n 4+ 1 evolved from the prior state at time n € N

according to the following equation:

XnJrl - Fn+1Xn + Fn+1vn (2)
Tn 1 AT, ATTﬁ
Xn = ’ Fn = I F’I’L =
i 0 1 AT,

where

(a) X, is the state vector containing the position z,, (latitude/longitude) and
the first derivative of x,, with respect to time (,,).

(b) F, is the state transition matrix between time of index n — 1 to time of
index n.

(¢) Ty, is the noise gain matrix at time n.

(d) AT,, =t(n) —t(n — 1) is the time interval between two consecutive mea-
surements (messages).

(d) v, is the process noise at time n.

11
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In this model the process noise model used is a discrete white noise acceleration
(DWNA) model (H2). For this model, the acceleration noise v,,, with standard
deviation o,, is assumed to be constant over each sampling period and inde-
pendent between periods. However, o,AT,, has to be small compared to the
actual velocity to validate the hypothesis (H1). The model can be considered
as nearly constant velocity (NCV) model.

The observation model of our system is:
Y, = CX,, +w, (3)

where Y, is the measurement at the time n, C' = (1 0) is the observation matrix
and w,, is the observation noise at the time n. Noise w,, is assumed (H3) to be

zero-mean Gaussian white noise sequences as v, So:

E[Uk] =0 E[wk] =0
E[wkwlT] = Rkékl E[vlwk] =0
E[XOW]?] =0 E[VleT] = Qi ]E[XoVkT] =0

Vi = (AQT"Z' AT}c)gk Wy = (wk O)T
where (k,l) € N2, E[] is the expectation operator, d is the Kronecker symbol,
V} is the process noise vector at time k, Xy the initial value of state vector and
Wy, is the observation noise vector at time k.

Kalman filter runs successively prediction and estimation algorithms as pre-

sented in Figure [3| Presented variables and equations were taken from [45] and

are expressed below:

Predictor equation:

Xn+1\n = n-‘ran\n (4)

Estimator equation:

)?n|n = )?n\n—l + Hn()/n - C)?n\n—l) (5)

12
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Weight equation:
Hy, = P,y 1 CT[R+ CPyppyy 771 (6)
Predictor covariance matrix equation:
Pjn-1 = COV(Xyjn-1) = AnPaijn-1 4y +Qn (7)

Covariance of process noise vector V,,:

ATt AT
Qn=COV(V,) =EV, V1= | o0 > |03 (8)
= AT
Covariance of measurement vector Y,,:
R = COV(Y,) = COV(W,,) = E[W,W!] = o2 (9)
Estimator covariance matrix :
ﬁn—1|n—1 = COV(A)?n—l\n—l) - (I - Hn—lc)ﬁn—1|n—2 (10)

Initialization is done applying the two-point differencing method [46]:

Vi R &

ATy

X = Py = (11)
Y1 —Yo _R_ 2R
ATy AT, AT?

Standard deviation of observation noise (o,) is fixed considering the standard
deviation of GPS position measurements (5 meters [48]). Dynamic model noise
(0y) is determined as o, = 0.5 x Aa where Aa is the maximum acceleration
increment over a sampling period. The Aa value is fixed in subsection [3.5
Note that in spherical coordinates when a ship goes in a straight line with a
constant velocity, it appears accelerations induced by the geometry in latitude
and longitude [45]. These induced accelerations called pseudo-accelerations can
be neglected outside the poles because, in our application, the radius of the

earth is much greater than the ship velocity [45].

13



280

285

290

Papn-1, Xnjn-1

Predictor Estimator
LT;: ATS Hn, = An|n,—IOT[R + Cﬁn\n—lcT]71
Qu=| ok 2, |00 ~ ~
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Figure 3: Kalman filter operation diagram

8.4. Speed Over Ground computation

Speed over ground (sog) of the ship, also called velocity in this study, is
computed from both latitude state vector ()? ,\(n‘n)) and longitude state vector
()A((z,(nm)) by application of equation . We compare this value with the value
transmitted in the messages to assure consistency between position evolution

and sog transmitted.

509c(1) = \/ X3 1) (B + X2 (2) B205> (K (1) (12)

To evaluate the accuracy of computed sog.(n), its standard deviation, oo, (n),

has to be considered at the same time. However, o , like sog.(n), is not

s0gc(n)
estimated by Kalman filter, so it has to be computed. To do so, we use the state
vectors and covariance matrices estimated by Kalman filter for the latitude
and longitude, in addition to the propagation of uncertainty of a non-linear
combination Z = f(X,Y) [49]. The computation is simplified, making the
hypothesis COS(X)\(nm)(l)) constant over time (H4) which renders )?f(nln)@)

and X«i(nln) (2) independent.

14
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Thus, the following equation is derived:

If(X,Y)\’ If(X.Y)\?
where
Z = sogn)
X = )?)\(n|n)(2)
Of(XY) R2 X\ (njn) (2)
60X 509,
5f(X,Y) _ RgCOSQ(X)\(nM)(1))X¢(n|n)(2)
oY $0gc

Standard deviations ox = T2t (2) and oy = TR ot (2) are obtained from
Py(njn) and Py(p|n) respectively the estimator covariance matrices of latitude

and longitude.

8.5. Consideration of the ship’s dynamics

Ship behavior can be classified into two states. The first one, when the
ship is maneuvering, and the second one, when the ship is not maneuvering.
During maneuverers, course and speed change quickly, so the process noise v,, is
higher than during non-maneuvering state. Thus, depending on the conditions
of navigation, a ship’s motion can be described by two dynamic models.

To consider this change in model, Bar Shalom introduced the interacting
multiple model (IMM) [46]. This estimator computes, at time n, the state
estimate under each possible current model using r Kalman filters. He also
proposed, to apply a Kalman filter and fix o, to 0.8 of the maximum process
noise standard deviation. IMM provides more noise reduction than Kalman
filter at a cost of r Kalman filters. The choice between a Kalman filter (single
model) and a multiple model approach like IMM estimator depends on the
maneuvering index \ = %TZ of the target.

In our application, during the non-maneuvering condition, o, & 5m (an-

gle is converted to distance considering the radius of Earth), AT = 10s and

15
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oy < 0.05kt.s7! (Aa = 0.1kt.s~1); during the maneuvering condition o, o 5m,
AT =3+ is and 0, o 0.5kt.s™! (Aa = 1kt.s™'). X index is therefore respec-
tively equal to 0.5 and 0.54. AT which decreases when the ship is maneuvering,
is imposed by AIS standard [43]. Bar Shalom reports that below about A = 0.5,
Kalman filter and IMM estimator perform equally well [46]. So, we only applied
one Kalman filter because the maximum value we obtained for A is 0.54, which

is close to 0.5.

3.6. Algorithm 1: Consistency checking of dynamic data

Kalman filter is applied ship wise to detect inconsistent position and sog
measurements. The exact position and sog of each measurement are unknown
but their values can be marked out thanks to the vectors and covariance matrices
computed by the Kalman filter. To detect falsified measurements, innovations
and prediction covariance matrices are considered. Innovation on latitude and

longitude are computed using the following equations:

va(n) = Ya(n) = CXx(ujn-1) (14)

vo(n) = Y(n) — CXgnjn—1) (15)

where Yy(n) and Yy(n) are respectively the latitude and longitude data en-
capsulated in AIS message received at discrete time m, and cX A(n|n—1) and
C)?¢(n|n,1) are respectively the latitude and longitude predicted by Kalman
filter.

Variance of position innovation is computed by Kalman Filter as follows

SA(TL) = R+Cﬁ,\(n‘n_1)OT (16)

Sy(n) = R+ CPyjn_1)CT (17)

where ﬁ)\(nm,l) and ﬁd)(n\nfl) are respectively the prediction covariance matri-
ces for latitude and longitude.

Pseudo velocity innovation is computed using the relation :
Vsog (n) = Ysog (n) - 5090(”) (18)

16
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where sog.(n) is the velocity computed with equation at discrete time n
and Y4 (n) is the velocity measurement sent in AIS messages at discrete time n.
We use the term pseudo innovation for the velocity to consider that in equation
it is the computed velocity and not the predicted ones that is used.

To compute the variance of pseudo velocity innovation the correlation be-
tween Yio4(n) and sog.(n), both computed from GPS measurements, is ne-

glected (H5). The following equation is applied:

Ssog(n) = 0%,,,,(n) + 02, (1) (19)
where oy, is set to 0.3 kt [50].

To verify the consistency of dynamic data, a Chi-squared test of conformity
is applied to innovations. This test verifies the hypothesis Hy: the measure-
ments (Y, was not falsified. To verify the hypothesis, it computes the following
normalized and squared innovation and applies the conformity test ((21)):

I(n) =vlS, v, (20)

T(2,) - 1 sil, <~Y, accepted (Hp true) (21)
0 sinon Y, rejected (H, false)
~ depends on the false alarm probability («) accepted. For latitude and longi-
tude we fix @ = 0.001 and for velocity we fix a = 0.01.

Innovation on latitude and longitude, computed by the Kalman filter ((14)
and (15)), must follow a normal distribution v(n) ~ N(0, \/S(n)) because of
H2 and H3. So, considering a look-up table, o value and because the degree of
freedom is 1, 4 = v» = 10.8.

Concerning velocity, the threshold + can not be fixed considering a look-up
table. Indeed, velocity innovation does not follow a normal distribution. So,
a Monte Carlo is applied to find the « value that corresponds to a false alarm
probability equal to 0.01. For oo = 0.01 7404 = 5.76.

Another quantity to consider is the miss probability that represents the

probability to miss a falsification i.e to accept a measurement when it is fal-

sified and has to be rejected. This probability is represented by the variable

17
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B and depends on the probability density function (pdf) of innovation when
measurement is falsified, S,, and - values. This value will be computed during
experimentation.

The consistency checking of dynamic data strategy is summarized in Algo-
rithm (1} and presented in steady state at discrete time n. For more clarity, only
the messages from the same ship are checked. Kalman algorithm is separated
into two classical steps, one step computes the predicted variables (K_p) written
with the subscript (,),—1) and the other step computes the estimated variables
(K_e) written with the subscript (,|,,). If no errors are noted in latitude, lon-
gitude and sog, a nothing to report (NTR) message is sent. If five errors are
detected consecutively in latitude or longitude, their last estimated value is then
fixed to their last measured value to readjust the filter. In Algorithm || Toa(n)
is the time of arrival (TOA) of messages at discrete time n, and nb_err; and

nb_erry, are respectively the number of errors on latitude and longitude.
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Algorithm 1 Consistency checking of dynamic data

Data: Toa(n),Y;(n),Yr(n), s0gm,(n)

Result: info

For each timestep n
AT (n) =Toa(n) — Toa(n — 1)
X(nfn—1)s Prnin—1) = K-P(AT, Xx(n_1n—1): Pr(n1jn-1))
Xonin-1): Po(nin-1) = K P(AT, Xg(n-1jn-1), Po(n-1/n-1))
Compute vy (n),vy(n), Sx(n), Sy(n) using
Ix(n) = va(n)"Sx(n)"'va(n)
if [x(n) < 7y, then
| Xanims Pty = K-e(Ya, Xanin-1), Panin-1)); nb-erry =0

else
info="Latitude is not consistent”

~

nb_erry =nb_erry +1; )?)\(n\n) = Xa(nn-1) ; ﬁ/\(n\n) = ﬁ)\(n|n71)
if nb_erry > 5 then
)?A(nm)(l) - Y)x(n) ) nb_erry =0

end

end

lg(n) = vy(n)" Sy(n) " vg(n)
if l4(n) < 74 then
‘ X(b(n|n)v P¢(7L|n) = K,e(YL, X¢(n\n—1)a Pq&(n|n—1))§ nb,erm, =0

else
info="Longitude is not consistent”

~ ~ ~

nb_erry = nb_erry + 1 ; Xp(nin) = X(njn-1) : Ponin) = Po(nn—1)
if nb_erry, > 5 then

end

end
Compute 50g.(n), 0s0q,(n), Vsog(n) and Sgoq(n) using
Lsog (1) = Vs0g (1) Ss0q(n) " Vs0g(n)

if lso9(n) < Vsog then
| info="Velocity is not consistent”

end
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3.7. FExperiments

Algorithm 1 was tested on AIS messages recorded near Brest (France) during
one data acquisition campaign that lasted 9 hours. From these acquisitions,
100000 messages sent by 73 ships are collected. The pre-processing step extracts,
from the messages, the AIS data and recorded them on a csv data file with the
messages time of arrival given by the GPS. The algorithm is applied on this csv
data file.

To show the efficiency of Algorithm 1, a scenario of falsification was simulated
starting from collected real data of a ship. In this scenario, inspired by [25], a
ship falsified its latitude positions for 6 minutes, from the 4820%"s of acquisition,
by adding 400 m to the longitude measured. This kind of falsification may be
used by fishing boats to fish in protected zones such as Natura 2000 without
revealing their true positions.

Algorithm 1 detected the falsification on longitude: innovations were sev-
eral hundred meters higher than the threshold when the ship started to falsify
(4820%"s) and when it stopped to falsify (5170t"s). The ship’s longitude and ve-
locity innovation evolution over time and the threshold evolution are presented
respectively in Figure |4 and Figure [5} During this time interval, the longitude
and velocity thresholds increased because only the predictor equations and
were applied to predict and estimate the states and covariances, as shown
in Algorithm |1} Estimator equations and which reduce the estimation
noises were not applied. After the first five errors, the estimated longitude is
reinitialized to the last measured longitude to readjust the filter.

In addition, four errors on velocity were detected. Two of them were caused
by the falsifications and are surrounded by black dashed ellipses and the two
other errors are caused because the threshold accepts a false alarm probability
equal to 0.01;

The consistency checking of dynamic data of the other ships shows 373 errors
for sog and 39 for longitude and 30 for latitude. Even if, we suppose that every
alarm encountered is a false alarm, the false alarm percentage is inferior to «

value for latitude, longitude and velocity. This is a consequence of the model
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noise used by the Kalman filter that has been overestimated to allow tracking of
vessels with an acceleration equal to 1kt.s~!. In reality the tracked boats have
a lower acceleration; This is particularly true for container ships.

As explained in the last paragraph, the thresholds depend on the RI which
in turn depends on the environmental conditions (weather, geography) that
can deteriorate and divert AIS signals, and so generate non-receipt messages.
This phenomenon will make the thresholds higher than in normal environmental
conditions and Algorithm 1 will become less sensitive to position falsifications.
For instance, in Figure [d] at the 1980s the threshold reaches a peak equal to
266m due to non-receipt messages.

To evaluate the performances of Algorithm 1, statistical analysis of the dis-
tributions of the thresholds and innovations are computed from the messages.
Histograms of the innovations and thresholds values for latitude, longitude and
velocity are reported respectively in figures[6] [7]] and [8] While computed thresh-
olds (latitude, longitude and velocity) follow multimodal distribution (3 for
latitude and longitude and 4 for velocity), the distribution of the computed in-
novation values (latitude, longitude and velocity) shows a unimodal character.
The two first modes for the threshold histogram on velocity are combined for
latitude and longitude. In the velocity threshold histogram four RI values can
be discerned and are separated by three dotted vertical lines . These RI values
(from left to right 2s, 3.3s, 6s and 10s) are presented in the next section and in
Table Bl

Moreover, the standard deviations of innovations are 7.13m for latitude,
7.04m for longitude and 0.72kt for velocity. The maximum threshold values
are 85m for position and 4.3kt for velocity when no message is missed (max-
imum RI is 10s). If we consider the threshold is fixed to these values, then
only falsifications with a lower value will not be detected. Thus, considering
these values and the probability density function of falsifications on position
and velocity, we can compute the miss probability (f) presented in part .
We suppose that these densities follow an uniform distribution as in [5I] on its

domain of definition. Because AIS range is 40km, the 5 value is insignificant
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Figure 6: Statistical evaluation of Algorithm 1: (a) histogram of the computed innovations

on latitude (vy), (b) histogram of the computed threshold on latitude (3.29/Sy).

for latitude and longitude. Concerning velocity, its values vary between 0 and
40kt, so B = % = 0.11. This is summarized in the following table |1, Note g
is majorised because we take the maximum threshold but this gives an idea of
the test power. Thus, these tests are selective, particularly for position and can

be applied to detect falsifications on dynamic data.

Table 1: Hp and H; testing for sog, latitude and longitude.

sog Ao
Hy true H; true Hy true Hq true
Hpy acc. | 0.99(1 — ) 0.11(B) 0.999 ~0
H, acc. 0.01(ex) 0.89(1 — B) 0.001 ~1

3.8. Comparison of results with other papers

In the literature, there are other works that implements tracking algorithms
to detect position falsifications from AIS messages. The most interesting work
with the best performances is [38] which implements an IMM filter. The use

of this filter allows the conformity test to be more selective than ours. This
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two filters have been compared in this study [52] and the order of magnitude
of the gain in precision is few meters. The comparison applied a Monte Carlo
simulation and the results are presented in table[2] The table presents the root-
mean-square error (RMSE) of the estimated vector on latitude and longitude,

and the average of the threshold (3.29 x /S,,) for the conformity test.

Table 2: Comparison between the Kalman (K.) and IMM filters of the RMSE of the estimated

vector and the average value of the threshold [52]

RMSE (X,,|,,)(m) 1 (3.29v/8,) (m)
sans man. acc. no man. acc.
K. | IMM | K. | IMM | K. | IMM | K. | IMM
4.8 4.1 6.4 6.2 53 40 54 49
47| 41 | 63| 63 |66 | 47 | 64 | 56

It appears, our test, presented in part remains largely selective for our
application. Indeed, position falsifications are superior to one hundred meters
because it makes no sense to falsify one’s position for a smaller distance. More-
over, the interest of using a Kalman filter instead of an IMM filter is that it
requires half as much computation to be executed. Also, in [38], Cartesian coor-
dinates are used to express the positions of the ships while we use here spherical

coordinates to save more computation.

3.9. Remark

Systematic tracking of vessels allows to detect falsifications on position and
velocity, and so insures the reliability of dynamic data. This is crucial because
velocity influences TDMA protocol behavior. So, after dynamic data checking,
compliance with TDMA protocol can be verified. To this end, two algorithms

referred as Algorithm 2 and Algorithm 3 are developed.

4. Control of the compliance with TDMA protocol by AIS messages

Once dynamic data consistency has been checked, the respect of TDMA pro-

tocol by every tracked vessel considering either nominal reporting interval (RI)
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1 frame / 60s / 2250 slots

Ramp up Training sequence Start flag Data CRC End flag  |Buffer
8 bits 24 bits 8 bits 168 bits (16 bits 8 bits |24 bits

Figure 9: Packet format [43].

(Algorithm 2) or TS booking process (Algorithm 3) is controlled to detect falsi-
fications. This is the first time in the literature that this protocol is considered

to detect message falsifications.

4.1. TDMA channel access protocol

TDMA protocol allows several users to share the same frequency channel by
dividing the signal into several T'S. The users send messages in rapid succession,
one after the other, each using its own TS. The standard given in [43] defines this
protocol for AIS communications. AIS uses a common time reference, based on
UTC, and the frame concept. A frame is one minute long, its start and stop co-
incide with the UTC minute and is divided into 2250 TS, ranging from 0 to 2249.
The default length of a message transmission occupies one TS; the transmitter
turns on the radio frequency power at TS start, and turns off after the last bit
of the transmission packet. Every packet has an identical structure, compliant
with the general high-level data link control one, plus a training sequence, as
illustrated in Figure[9} A check of the packet integrity is implemented and uses
the cyclic redundancy check 16-bit polynomial to calculate the checksum.

Data embedded in the packets depend on the message type sent (27 types).
Position report messages have a type equal to 1, 2 and 3. Packet transmissions
are made alternately to channel A (161,975 MHz) and B (162,025 MHz). The
TDMA protocol is split into four different access schemes to the frequency chan-
nels. The ship dynamics and mode of operation determine the access scheme
to be used. The access scheme indicates how a station may select slots for
transmission of its messages.

The access schemes can be self-organized TDMA (SOTDMA), incremental
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TDMA (ITDMA), random access TDMA (RATDMA) and fixed access TDMA
(FATDMA). SOTDMA is the basic scheme used for scheduled repetitive trans-
missions, e.g to transmit position reports, mainly from a ship when it is not
maneuvering. ITDMA is used during maneuvering, network entry phase, or for
a non-repetitive message. RATDMA has a random access to the AIS communi-
cation system. It is used when a ship needs to allocate a slot that has not been
pre-announced. This is generally done for the first transmission slot during data
link network entry, or when the RI has to be changed. FATDMA only concerns

base station communication which will not be considered us in this study.

4.2.  Algorithm 2: Control of nominal RI defined by AILS standard

Messages are received following a RI that depends on the velocity of the
corresponding vessel and its course, as presented in Table [3| extracted from the
AIS standard [43]. When a vessel is not maneuvering, communication state
used is SOTDMA and message identity (id) is equal to 1 or 2. When it is
manoeuvring, communication state is ITDMA and id is equal to 3. When the
vessel is at anchor or moored the Navigation Status (Navs) is equal to 1 or
5. Thus, these data are used to know the expected RI as presented in Table
column Characteristics. They are explained in more details in the AIS standard.

It should be noted that in order to affirm that a vessel is not maneuvering it
is necessary that the identity of the two consecutive messages used to calculate
the RI have an identity equal to 1 or 2. In addition, the two consecutive mes-
sages used to calculate the RI must have the same Navigation Status. During
their navigation sailing boats may switch from sailing to motorized navigation.
During this transition phase, messages with the Navigation Status (Navs= 0)
and (Navs= 8) are transmitted successively. The message transmission period
is therefore divided by 2 so that the messages associated with each navigation
status are transmitted at the correct period.

RI consistency will be checked for every message by Algorithm 2. If RI does
not comply with the standard, shown in Table[3] an alert will be sent. RI accu-

racy is +20% when the ship is not manoeuvring as explained by the standard
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and presented in part . When the ship is manoeuvring experimentations
show that RI accuracy is £50%.

The algorithm is sensitive to poor environmental conditions. Poor environ-
mental conditions increase the probability of non-receipt messages which makes
RI different from RI fixed by the standard. This is why, we make a difference
between alerts reporting a RI that is a multiple of RI specified by standards
(alert 21), which is caused by a non-receipt message, and alerts reporting a RI

that is not a multiple of RI specified by standards (alert 22).

Table 3: Shipborne mobile equipment reporting [43]

Ship’s dynamic conditions RI Characteristics
Ship at anchor or moored and 3 min Navs==
not moving faster than 3 kt OR Navs==
Ship at anchor or moored and 10 s Navs==1
moving faster than 3 kt OR Navs==5
Ship 0-14 kt 10s | idp—1 ==1id, ==10R 2
Ship 0-14 kt and changing course | 3 % S other
Ship 14-23 kt 6s idp—1 ==1d, ==1 OR 2
Ship 14-23 kt and changing course 2s other
Ship > 23 kt 2s idp—1 ==1id, ==10R 2
Ship > 23 kt and changing course 2s other

4.8. Algorithm 3: control of the respect of TS booking defined by TDMA protcol

Every position report message has a communication state equal to SOTDMA
or ITDMA. The communication state incorporates dedicated data (STO, Offset,
Keep flag and Slot Increment) to pre-announce the TS it will use and avoid
messages collisions. Algorithm 3 verifies that each received message has been
booked by the communication state data. Before presenting this algorithm, we
first introduce SOTDMA access scheme and the data sent with SOTDMA and
ITDMA communication state to book next TS.
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4.8.1. SOTDMA access scheme

A general view of the TS map access conducted by a ship to transmit AIS
messages is shown in Figure[I0]where a part of two frames, one for every channel,
is splitted into TS. The nominal increment (NI) corresponds to RI (Table[3)) but
is expressed in TS number (1 TS= 26.7ms). The nominal slots (NS), shown in
black in Figure are defined considering NI and nominal start slot (NSS).
NSS is, for each channel, the first TS used by a ship to transmit a message
on the channel and serves as a starting point to fix NS considering RI. NS
are the centers of selection intervals (SI) in which nominal transmission slots
(NTS), shown in darker gray in Figure are selected according to a uniform
law. Their width are equal to 0.2x NI and are shown in the lightest gray in
Figure[I0] NTS define the TS during which messages are sent. Parameters NSS,
NS, SI, and NI are kept constant as long as the RI keeps constant. However, if
RI is changed (not temporary), then these parameters are also changed.

Channel A

el
5 BE 2 £
| 2*NI | I 2*NI | | 2*NI l
Sl Sl Sl Sl
NI
Channel B
£
| 2w | [ o | [ o [ ]
Sl Sl Sl Sl

Figure 10: Diagram of TDMA protocol [43].

4.8.2. SOTDMA communication state
For SOTDMA communication state, the following pattern is applied, and
data STO and Offset are sent to book the next NTS:

e When a NTS is determined, a number, called slot time-out (STO) between
3 and 7 is randomly generated which specifies the number of remaining

frames for which this NTS (slot number) will be used on the same channel;
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e The STO corresponding to a NTS is decremented at each message trans-

mission ie. at each frame;

e When the STO value is 0, a new NTS must be selected. It is selected
randomly in the SI with center NS of the next frame in the same channel.
The 0ffset from the current NTS to the new NTS should be calculated
and assigned, according to the formula: Offset= NTS, 0, —NTScurrent +
2250, as well as a new STO.

When a new NTS is generated (STO= 0) it can only be determined from the TS

not previously reserved by the other ships.

4.8.8. ITDMA communication state

For ITDMA communication state the following pattern is applied, and data

Keep flag and Slot increment (Slot incr.) are sent to book the next NTS:

e Keep flag isset to 0 or 1. When it is fixed to 1, it informs that the same
NTS remains allocated for one additional frame on the same channel.
When it is fixed to 0, it informs that the same NTS will be free for the

next frame;

e Slot Incr. indicates the increment of TSs from the current NTS to the
new NTS, on the same channel, according to the formula:

Slot incr. :NTSnew_NTScurrent-

4.8.4. Implementation of the TDMA booking process

We implement the TDMA booking process in Algorithm 3 to know the
booked TS, as shown in Figure The process is applied ship wise using the
data presented above to determine their booked NTS. The NTS are inserted into
a list that is created for every channel (ListNTS_A for channel A and ListNTS_B
for channel B). These lists are updated when a new frame is starting which
happens every UTC minute. During the update, 2250TS is subtracted from

every NTS value in the two lists, and after, every NTS that has a negative value
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is removed from the two lists. This step is done during the step called strategy

NTS booking
process

New frame?

parameters update in Figure

ListNTS_A and ListNTS_B
update

I

no

Data
extraction

Channel
router

Channel A Channel B
yes yes
yes no

NTS= TS NTS=8192 NTS=
‘ 1542250 ‘ ‘ TS+Offset +TS+Slot I | | TS+Slot .

Add NTS to Add NTS to
ListNTS_A ListNTS_A

Figure 11: Diagram of the NTS booking process.

‘NTS=TS+2250‘

580 In addition, the diagram is shown in the case when a message was received
from the channel A. The same process is applied if a message comes from channel
B, but, in this case, the NTS is added to the list ListNTS_B. It is the router
block that sends the messages to their corresponding channel process. The TS
number is determined thanks to TOA given by a computer connected to the

sss  AIS that receives messages and is given by:

TS = round (mod ( TOA, ) 2250) (22)

60 60
where mod is the rest of the division and TOA; is message TOA in second.

Computed TS numbers need to be synchronized to TS numbers of TDMA pro-
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tocol. This can be done using Slot number data that are encapsulated in every
AIS messages using SOTDMA communication state with an even STO. Exam-
ples that illustrate the TDMA process booking are shown in Tables [] and [5]
from subsection [E.11

4.8.5. Algorithm

It checks that every TS, during which a message is received, corresponds
to an NTS previously reserved by the same ship. If it is incorrect, an alert
(alert 3) will indicate that the ship is not compliant with TDMA protocol. The
algorithm does not consider messages from RATDMA access scheme because
they can not be predicted. These messages can either be the first message
sent on every channel during maneuvering actions or during data link network
entry, or be characterized by the repeat_indicator of the message equal to 1.
Note that, like booking process, the algorithm is applied ship and channel wise
independently. In addition, it is only applied to a vessel if it has been sending
messages for more than one minute. Indeed, the initialization of the booking

process takes one minute.

5. Experiments

5.1. Application on real messages generated by one ship

For easy understanding of booking process, the TS used by a ship to send
data are shown in Figure The ship uses SOTDMA, ITDMA and RATDMA
access schemes to send data. Visually we can discern two RI in Figure one
RI is equal to 225 TS and the other is equal to 75 TS. In addition, this figure
gives an idea of SI values.

In addition, TDMA data sent during two consecutive frames are reported
in Tables [d and [f] When the id is equal to 1, SOTDMA communication state
is applied, and when it is equal to 3, ITDMA communication state is applied.
repeat indicator and keep_flag data were not displayed in the tables, be-

cause they do not intervene on booking process during these two frames. When
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Figure 12: Histogram of the T'S used by a ship.

the indicated value is ”-1”, data was not embedded in the message. RI data
reported in Tables [4] and [5] were computed from messages TOA.

Using TS, STO and 0ffset received during frame 1 with SOTDMA com-
munication state, we can predict the messages received during frame 2 at the
TS 140, 375, 589, 847, 1051, 1290, 1525, 1956 and 2180. Messages received
during the TS 1971 and 2044 applied RATDMA access scheme because the ship
started maneuvering. RI had to be temporary changed only for the duration
of the manoeuvrer. As mentioned above, this access scheme sends messages
randomly that could not be reserved before. The Slot Incr. (137 and 281)
received during these two messages, allow booking process to reserve the next
message received during the TS equal to 2108=1971+137 and the TS equal to
75=2044+281-2250. Applying the same rules and using the TS and Slot I.
data, every message using ITDMA communication state (message with an id
equal to 3) was booked before being received during these two frames.

One error is detected during the frame 2. Algorithm 2 detects that the
AIS message received at TS 1956 had a RI too high. This error was produced
by technical deficiencies (false alert) that caused a non-receipt of the message

during the TS equal to 1728.
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5.2. Analysis of real falsified AIS messages

We show the effectiveness of our detection strategy on real AIS data for
which there is compelling evidence that the positions have been falsified [14].
The falsifications were reported by NATO and concern a warship sailing in the
Black Sea [I4]. According to the transmitted positions, the ship left Odessa and
sailed directly to Sevastopol, approaching within two nautical miles of the port
entrance. However, there is clear evidence, using live webcam feeds, that the
warship did not leave Odessa.

The AIS messages were collected from a satellite which implies a long delay
between each message (generally between 500s and 1500s) and therefore many
non-receipts of message. This long time induces a high number of 21, 22 and
3 alerts because the maximum RI value, imposed by the AIS standard, is 10s
when the vessel is moving. Therefore, there is no interest to apply our strategy
in this case: our strategy is applied to messages received from a transceiver
located on a ship or on a coastal base station.

Nevertheless, the observation of SOTDMA communication state data, and
particularly the STO and Offset values, displayed in Figure [I3] shows that
booking process is not respected. Indeed, from the 16! message, even if the
STO remains equal to 0, the Offset also remains equal to 0. However, this is
contrary to the standard, because in this case, no TS is reserved to transmit the
next message. In particular, we observe that this is not the case for the STO and
offset data displayed in the Figure[T4] In this figure it is represented data sent
by another warship moving in the same area and whose positions have not been
falsified. Moreover, in the tables [f] and [5} when STO is equal to 0, Offset has a
value greater than 0 to book the TS used to send a message in the next frame.
The 16" message corresponds to the departure from Odessa towards Sevastopol
and the beginning of the falsification of the AIS data. Thus, if the Algorithm
3 had been applied to messages received from a transceiver located in close
proximity to the suspect vessel (< 40km), it would have detected these errors.
The conclusions of NATO [14] would have been confirmed. The trajectory of
the warship that falsified its positions is displayed in the Figure
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Figure 13: Trajectory with falsified messages: (a) STO evolution considering message number,

(b) Offset evolution considering message number.

Finally, the fact that STO and Offset remain to 0 during the whole falsified
trajectory shows that these AIS data have been fixed without considering the
SOTDMA booking process. It is reasonable to think that this is not a particular
case and that, often, when a user transmits falsified or spoofed AIS messages,
it does not respect the TDMA protocol at all. The alert percentage is then
equal to 100%. This fact demonstrates the relevance of our strategy to detect
spoofing or falsification by checking the compliance of the messages with TDMA

protocol.

5.8. Analysis of real messages generated by a set of ships

We apply the strategy to 100000 messages collected in Brest and used to
test the Algorithm 1 (subsection . We only consider the alerts returned
by Algorithm 2 and 3. The detected alerts from Algorithm 1’s were already
presented in the experiment subsection The algorithm provid 7771 alerts
21, 5624 alerts 22 and 6355 alerts 3. Most of the errors come from technical
deficiencies and environmental conditions that cause no reception of messages.
Nevertheless, the number of alerts is high, this is why we compute, for every

vessel, the alerts percentage in relation to the received messages to make the

35




685

7
6 2000 H
5
4 1500
o 1]
= 3 &
n S 1000
2
1 500
° I
-1 0
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Message number Message number

(a) (b)

Figure 14: Trajectory with messages without falsification: (a) STO evolution considering

message number, (b) Offset evolution considering message number.

difference between true and false alerts. The alert percentage is a moving average
computed over the last 15 frames when, at least, the number of received messages
is higher than the number of messages received during three full frames. This
condition is imposed to ensure that we are in a steady state and to have a
sufficient number of messages to compute the moving average.

Vessel positions are presented in Figure [I6] The ships positions for which

an error has been detected by algorithms 2 and 3 are presented in figures [I7]

% STUKeyE

Black Sea ”"”Sevastopol

Figure 15: Trajectories in the Black Sea of the warship that falsifies its trajectory.
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Figure 16: Vessel positions sent in mes- Figure 17: Vessel positions when an alert

sages 21 is detected

and To help the understanding four colors are used to represent the errors
percentage. When the error percentage is between 30 and 60% a green color is
used, when it is between 60 and 80% a yellow color is used, when it is between
80 and 95% a red color is used and when it is superior to 95 a black color is
used.

Rarely, the error percentage exceeds 80%, and when it happens, it lasts for
a short period. Thus, if for several minutes this percentage is exceeded, as it
was the case for the example of falsified messages in the Black Sea, the vessel
must be checked. Alerts from Algorithm 1 have to be considered suspect if they
concern five consecutive messages from a same ship. This separation between
false alerts (technical deficiencies) and true alerts (falsification and spoofing) is
simple but efficient, and can be improved, implementing algorithms from the
detection theory.

Finally, to check the real time performances of the strategy we compute its
execution time to check the 100000 recorded messages. The CPU is a standard
Intel Core I5 processor at 1.7GHz with 16Gb RAM. The execution time is 117s:
on average, the execution time is 1.5 ms per message. This value respects
the real time condition of the algorithm because, in the worst case (maximum

occupation rate of the channels’ TS), two messages are received every 26.7 ms.
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Figure 18: Vessel positions when an alert Figure 19: Vessel positions when an alert

3 is detected

22 is detected

Table 4: TDMA scheme data used to book TS during the frame 1.

id 1111111 1 1 1 113|331
TS 140|375 589|847 |1051|1290|1525(1728]1956|1971|2044|2108|2185
STO 7113|544 ] 7|13 |-1]-1]-1/0
Offset |-1|-1|-1|-1|-1|-1{-1]-1|-11]-1]-1]-1 /2245
Slot Incr.| -1 | -1 | -1 |-1|-1]-1|-1|-11]-1{137|281|148] -1
Sog (kt) [18.4]18.3(18.3]18.3|18.3|18.4|18.5|18.5|18.5|18.5|18.6|18.5|18.4
RI 205235(214|258 | 203 | 239 | 124|204 | 228 | 15 | 73 | 64 | 77
channel | A|B|A|B|A|B|A|B|A|A|B|A|B
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Table 5: TDMA scheme data used to book TS during the frame 2.

id 3131133 1 313|133 ]|1]3 1 1 1 1 1
TS 6 | 75 |140]226|307 | 375 | 456 | 535|589 | 681 | 749 | 847|983 [1051|1290|1525{1956|2180
STO -1/-1,6|-1{-1|0|-1]-1]2]|-1]|-1]4]-1]3 3 6 2 3
Offset | -1|-1|-1|-1|-12247 -1 |-1|-1|-1|-1(-1]-1|-1|-1]-11]-11]-1
Slot Incr.[301|151| -1 {309|149| -1 [293|146| -1 |302| 0 | -1 | O | -1 | -1 | -1 | -1 | -1
Sog (kt) |18.618.4(18.4]/18.5/18.518.5[18.6/18.6|18.6/18.7|18.7|18.7|18.7| 18.8 | 18.7| 18.8 | 18.6 | 18.6
RI 71169 | 65|86 | 81| 68 | 81 |79 54|92 |68 |98 |135| 68 | 239|235 |432 | 224
Channel | A|B|A|  B|A|B|A|B|A|B|A B/ B|A|B|A|A|B

6. Discussion

In this work, a detection strategy of falsifications and spoofing of AIS mes-
sages has been developed. This strategy is based on the checking of TDMA
protocol compliance, which it is a first in the literature to best of our knowl-
edge. The proposed strategy has been validated on real data and has real time
performances.

The obtained results highlight that our strategy is well adapted to detect
message falsifications. Indeed, on the one hand, the strategy is sensitive to fal-
sifications superior in mean to 80m for position and 4.50kt for velocity. On the
other hand, the check of messages compliance with TDMA protocol is appro-
priated to detect falsified messages. Our experimentation shows that when the
alert percentage of messages that do not respect TDMA protocol is above 80%
during several minutes, these errors are intentional and the corresponding vessel
has to be controlled.

In some conditions, algorithms 2 and 3 can be by-passed. Indeed, if false po-
sitions are introduced at GPS sensor input of AIS transceiver or false static data
are changing manually, like identity, the emitted AIS messages will comply with
TDMA protocol, and so algorithms 2 and 3 will not detect these falsifications.

However, in this case, Algorithm 1 will detect jump in position introduced by
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these position falsifications. In addition, falsified AIS messages can be emitted
from an other system than the AIS transceiver. This can be done, for example,
by a software defined radios (SDR) connected to an USRP, as is done in [§].
In this case, the malicious user has to implement TDMA protocol and apply it
to its messages not to be detected by algorithms 2 and 3. Note that TDMA
protocol implementation requires a significant amount of time and effort.

To finish, this highlighted limitation can be filled by the use of another
strategy applied jointly to our strategy. For example, it would be interesting
to consider the radiometric signature of the transceiver to detect falsifications
of ships identity. In addition, the energy variation of the received signal can be
considered to control the distance variation between AIS emitter and receiver,
and so detect messages spoofing. To improve the separation between false alerts
(technical deficiencies) and true alerts (falsification and spoofing), algorithms
from the detection theory could be exploited. To make easy the integration of
new methods and algorithms with our strategy, the Matlab code is open source

4],

7. Conclusions and future work

In this work, a detection strategy of falsifications and spoofing of AIS mes-
sages based on the checking of TDMA protocol compliance has been developed.
In addition, this strategy implements a Kalman filter that tracks ships motion.
The strategy represents a first in the literature, has been validated on real data
and has real time performances. Thanks to it, the reliability of AIS data trans-
mitted increases and malicious users now have to uphold TDMA protocol and
impose a consistent position and velocity dynamic evolution in the AIS messages
they spoof or falsify. For more robustness against attacks, and particularly for
subtle attacks, other verifications should be included. It would be interesting

to consider finger printing of transceiver to detect falsifications of ship identity.
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