N
N

N

HAL

open science

A blockchain-based unified PID with applications in
healthcare

Jose Armando Hernandez Gonzalez, Miguel Colom

» To cite this version:

Jose Armando Hernandez Gonzalez, Miguel Colom. A blockchain-based unified PID with applications
in healthcare. The Sixth International Conference on Blockchain Computing and Applications (BCCA

2024), Nov 2024, Dubai, United Arab Emirates. hal-04812524

HAL Id: hal-04812524
https://hal.science/hal-04812524v1
Submitted on 30 Nov 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution - NonCommercial - NoDerivatives 4.0
International License


https://hal.science/hal-04812524v1
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://hal.archives-ouvertes.fr

A blockchain-based unified PID with applications in
healthcare

Jose Armando Hernandez
Centre Borelli, ENS Paris-Saclay
Gif-sur-Yvette, France
jose.hernandez_gonzalez@ens-paris-saclay.fr
0000-0002-6692-8640

Abstract—This work proposes DOIlschain, a decentralized
blockchain-based architecture to generate and store persistent,
immutable, and perennial identifiers for digital objects (IDO) for
the final products of computational scientific research. A supra
identifier is proposed to guarantee the global reproducibility,
traceability, authenticity, and provenance of the results and
artifacts of scientific research. Reproducibility and credibility
are achieved through the correct, reliable, and FAIR-compliant
identification in blockchain and preservation in the Interplan-
etary File system (IPFS) of the computational artifacts, such
as metadata, the publication paper, the software source code,
and datasets. A use case in the health sector is presented
within the framework of the BraTS (Brain Tumor Segmenta-
tion) competition and a simplified proof-of-concept DOIschains
implementation where a persistent generic basic PID for medical
datasets is described.

Index Terms—Persistent Identifier, Blockchain, IPFS, medical
datasets

I. INTRODUCTION

The preservation, hierarchization, ordering, classification,
and recovery of the location of the information needs of
persistent identifiers (PIDs). These are conceived as a long-
term reference to objects.

PIDs are used to archive, reference, describe, and cite [[1],
and their use has been widely adopted by journals and data
repositories worldwide [2]. PIDs allow different platforms to
interact and exchange information through standard PID for-
mats, thus allowing for FAIR services, simplified workflows,
and databases that can be queried with standard identifiers as,
for example, those proposed by DataCite [3[] and Crossreiﬂ
However, each repository or database generally implements its
own non-standard identifiers, typically because of the myriad
of sources and the many of information management software
available.

Some PIDs are specialized and tailored depending on the ap-
plication or research field, and some repositories and databases
developed their own PID formats because of their own infor-
mation management purposes. We can find intrinsic (computed
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using the binary contents of the object itself) and extrinsic
(assigned by an authority) PIDs with different granularity such
as the swMATH-ID (mathematics), the SHWID (software), the
DOI (journals), the ORCID (researchers) [2], or the MeSH
(National Library of Medicine’s Medical Subject Headings),
to cite a few examples.

In computational scientific research, three fundamental ele-
ments are identified: the article, the software, and any associ-
ated datasets. Indeed, to verify the claims of the article, one
needs to execute the same version of the software used by
the article’s authors with exactly the same input data. In this
sense, much effort has been put into developing PIDs for the
article (for example, with the DOI or with repositories such
as ArXiv and others). Software and datasets have been treated
interchangeably in the FORCE Data Citation initiative focused
on software with identifiers such as SWHID or SWMATH-
ID [4]], for example. However, the adequate persistent identi-
fication and versioning of the data have not been properly or
sufficiently well addressed. According to its particular charac-
teristics, unlike software, the data requires the availability of
large storage resources. Existing data repositories do not have
standard PIDs adapted to the specifics and needs of research
datasets.

Many challenges, for example, BraTS, Kaggle, or ILSVRC,
and benchmarks, strongly rely on well-known datasets. We
can cite for example COC(ﬂ ImageNeﬂ and the BraTS
dataseﬂ public dataset repositories. However, in many cases,
these datasets are maintained and versioned privately without
following any known standards. When they are cited in pub-
lications through their URL, it might happen that the object
disappears when the maintaining entity decides. Typically, the
decision is related to the cost of the infrastructure that makes
them available for the long term.

The use of Content Identifiers (CIDs) and the InterPlanetary
File System (IPFS) can be a solution for the problem of cen-
tralized datasets and their availability [5]]. Inaccessible data be-
cause of broken URLSs or incorrectly inventoried compromises
reproducibility, FAIR compliance, and general trustworthiness

Zhttps://cocodataset.org/#home:
3https://www.image-net.org/
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of results.

This work focuses on PIDs for static digital objects, artifacts
that, once created, do not change and need to be available long-
term to ensure the reproducibility and integrity of research
works that utilize them.

Each of the three elements of a reproducible publication
has its specific role. The article presents the research claims
and explains the method or algorithm in detail. The software
becomes the actual verifiable implementation of the method.
The datasets and metadata constitute the input and setup of
the algorithms.

The data presents its own difficulties as it generally does not
benefit from standard PIDs and might be stored in centralized
repositories. Although there are already recommendations for
the management and publication of datasetﬂ the combined
use of intrinsic PIDs and CIDs IPFS in a blockchain with
a supra-identifier that encompasses all the three mentioned
components has not been yet considered.

Our proposal to address the problem of centralized non-
permanent objects in datasets associated to scientific publica-
tions is a follows.

1) A generic basic PID specialized in data on IPFS storage,
specifically for medicine, is briefly described.

2) Create a DOlschain supra-identifier based on
codemeta.jsmﬂ including also the identifier associated
to the article (the DOI), the software (SWHID), and the
dataset PID.

3) Implement a private blockchain with proof of authority
(PoA) via a consensus algorithm to record the trans-
action of generation of DOlschains. This allows the
validation of their veracity and authenticity before the
scientific community, as authorized nodes must create
these DOIschains. The transaction is saved and validated
on the blockchain ledger, and IPFS saves the metadata
of the DOIschains. Both the metadata and datasets with
intrinsic PIDs CID are stored in IPFS.

The article is organized as follows. Section [II] reviews the
state of the art and compares the existing PID strategies with
our proposal on blockchain-based PIDs. Section |III] describes a
basic PID for medical datasets and how Blockchain is used to
issue a supra PID DOlschains. Section [[V|discusses the reach
and limitations of our proposal around an actual prototype
that we built, which can be considered as a reference imple-
mentation. Section [V] presents how our system behaved in a
real case, such as the BraTS competition. Finally, Section
concludes the paper and presents ideas for future work.

II. STATE OF THE ART ON PIDs

Existing PIDs for People, Organizations, Data, and Publica-
tions can be classified according to their type and purpose [6].
According to the type of object they point to, we can classify
them into three large groups: For People and Organizations,

Shttps://www.nature.com/sdata/policies/repositories
Shttps://codemeta.github.io/codemeta- generator/

For Publications, and General Uniform Resource Identifiers
(URIs).

Examples of type (1) are the Open Researcher and Con-
tributor ID (ORCIDﬂ and the Research Organization Registry
(ROR%For type (2), the Virtual International Authority File
(VIAFY| the International Standard Name Identifier ISNIH
or the International Standard Book Number (ISBN)JT] Fi-
nally, URIs point to resources on the Web, each web page
or file having a unique Uniform Resource Locator (URL).
Finally, for type (3) the most representative would be the
Archival Resource Key (ARKE-] with 8.2 billion ARKSs issued,
the Handle System Digital Object Identifier (DOIfE] with
200 million DOIs issued, the Magnet link (decentralized,
with BitTorrent), the Uniform Resource Names (URNS
the Extensible Resource Identifiers (XRIs["} the Persistent
Uniform Resource Locators (PURLs), the Software Heritage
identifiers SWHIDsm [7], the Wikidata Identifier QID or
the UUIDs (Universally Unique IDentifier) -also known as
GUIDs (Globally Unique IDentifier)- [8]], just to cite some of
the most relevant ones.

The DOI Foundation is a not-for-profit organization that
governs the Digital Object Identifier (DOI) system on behalf of
the agencies that manage DOI registries and their registration
authority for the ISO 26324 standard.

The advances in computing technology in the last decades
and the increase in the number of scientific articles being
published every year (that need to cite data) become a rea-
sonable explanation for the proliferation of data repositories,
especially within the Confederation of Open Access Repos-
itories (COAR) [¥] that issued Community Framework for
Good Practices in Repositories [9]] since they utilize PIDs for
discoverability purposes.

An essential attribute of DOIs is whether they are extrinsic
or intrinsic. Extrinsic DOIs are generated and attributed by
some external authority. In contrast, intrinsic identifiers are
computed considering the contents of the digital object itself
(typically, by considering its cryptographic hash).

For example, the Zenod repository is a well-known
repository to store and check data. It assigns DOISs to reference
digital objects of different nature, including software, data,
and other type of documents. Zenodo stores large volumes of
information. As an intrinsic identifier specific to source code,
we can cite the Software Heritages project to preserve all of

"https://orcid.org/

8https://ror.org/

%https://viaf.org/
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the available software source code by permanently archiving
it and indexing it with their SWHID PID}Y

Extrinsic identifiers are managed by authorities who take
care of the issuance, ensure that the referenced objects exist
and do not change, and revoke them when needed. These
extrinsic PIDs are strongly centralized around an authority,
and they can become invalid or even vanish if the authority
removes them from its index for any reason. W3C recom-
mends the use of Decentralized Identifiers (DIDs) [10]], which
come with wished benefits such as uniqueness, non-ambiguity,
persistence, integrity, security, or gratuity [7].

Schaufelbuhl et al. propose in their prototype EUREKA [[11]]
to use blockchain for the management of scientific publi-
cations, [[12] document verification Doc-chain tool and sci-
entific data reproducibility badging [13]]. Although all those
do not consider the issue of PIDs, these are relevant cases
of blockchain used to solve problems related to referencing
scientific publications. Similar to badging, blockchain-based
CertAPP [14]] has been proposed, and a new form of artifact
traceability at the level of student projects [[15]] suggests the
possibility of extending the solution to reproducible artifacts
derived from computational scientific research. Recently, basic
models of PIDs in blockchain have been proposed [16]] such
as T-PID, and other works based on IPFS [17].

Regarding the storage of medical datasets [18] [19], these
analyze the benefits of using IPFS to store this type of medical
data over traditional on-premise or cloud storage. Others
propose IPFS and blockchain to specifically store and manage
patient medical information [20], including images [21] [22],
which depending on the number of patients treated can be
quite large.

In the following, we shall present, as part of the review of
the SOTA, the particular case of PIDs in biomedical sciences
in section [[Il and the blockchain-based PIDs in section

The particular case of PIDs in biomedical sciences

Currently, in several publications, a reasonable solution to
the problem of identifiers is to assign Digital Object Identifiers
(DOIs) to datasets. DOIs are already widely used by publishers
as persistent identifiers for scholarly publications. They have
been adopted by generalist data repositories such as Dryad,
FigShare, Zenodo, Whole tale, and Dataverse, as well as
by domain-specific repositories outside of biomedicine. The
underlying DOI system, Handles, may also be used directly.
The DataCite consortium provides a robust central mechanism
for assigning DOIs to data.

However, DOIs are not commonly used for biomedical
data, which is distributed across hundreds of autonomous,
independently funded repositories. Instead, biomedicine has a
longstanding practice of using a prefix combined with a locally
assigned accession number as a unique identifier. Creating
DOIs for the billions of existing entities identified via the pre-
fix model may not be practical. Even if it became acceptable in
the community, compatible with the traditional format of citing

2Ohttps://www.swhid.org/

publications, financially feasible, and technically achievable,
the tangible benefits could be significantly reduced by the
complexity and cost of mapping original identifiers to the new
DOIs. and it is forcing a PID system to handle and cite a type
of information for which it has not been designed.

Mesh [2317;'-] is an example of a traditional PID that evolves
and adapts to the advances of a domain as specific as medical
science, considering that at that time it adapted to old physical
library systems. There were no computer systems for large
databases to archive and index information with comparable
performance as nowadays. However, the latest advances in
computer technology in relation to medical sciences have
caused a strong dependence on data. So, this identifier does
not support descriptions of medical software or datasets.

With the COVID-19 pandemic, several difficulties and limi-
tations of the current identification of medical datasets became
relevant. For the first time in this era of computer technology,
the efforts of the entire scientific community were united in the
fight against the virus. Many private medical databases, such
as NCBI with their own indexing system, gave free access
to information on virus genetic sequences, immunological
epitopes{zz], or tools of protein software (BLAS”IFE]). Other
contributions surveyed and classified existing literature [24]]
and datasets available [25].

Much research on the topic was published, but however, the
veracity and legitimacy of the results of many articles remain
questionable due to defects in their reproducibility. Among
them is the origin of the datasets that were used.

Some works have proposed metadata schemes for the dis-
covery of medical datasets [26] from which the search platform
DataMed [27] and OmicsD]@ are searchable research and data
indexes that emerged, bringing together several repositories
along with the corresponding PIDs for each database. The Data
Tag Suite (DATS) model supports the DataMed data discovery
index. DataMed aims to do for data what PubMed has done
for scientific literature. Similar to how the Journal Article Tag
Suite (JATS) is utilized in PubMed, the DATS model facilitates
the submission of dataset metadata to DataMed.

Although other works on the biomedical topic have worked
on compact identifiers for biomedical data [28]] and their
citation via Uniform Resource Identifier (URIs), the use of
IPES is a modern approach that also imposes new challenges
considering its distributed nature of this storage. Therefore,
it is a pressing need to define a PID for medical data from
scientific research in blockchain and IPFS according to good
practices [29] and recommendations [6].

For illustrative purposes of the entire system, we propose a
basic structure for a PID for medical datasets stored in IPFS,
given that the existing PIDs are not well adapted to their use in
the medical context and blockchain technologies, given that:

o Although DataMed is widely used, it is not a PID by

itself, but rather a tool for finding datasets, it does

2Uhttps://www.nnlm.gov/guides/data- glossary/persistent-unique-identifier
22https://www.iedb.org/

23https://blast.ncbi.nlm.nih.gov/Blast.cgi

24https://www.omicsdi.org/
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not mint identifiers for datasets, rather, it relies on the
identifiers provided by the source [27]; no unified PID
exists for medical datasets in blockchain technologies like
MeSH is for medical literature.

e There is a need for PIDs for medical datasets that
provide special crypto-token properties as uniqueness,
immutability and non-fungibility (unique and indivisible
digital identifier representing a numeric active that is
recorded on a blockchain and is used to certify ownership
and authenticity) in the IPFS cloud because it is not
possible to publish the same dataset with the same hash-
based CID.

The Joint Declaration of Data Citation Principles (JD-
DCP) [30] outlines core principles regarding the purpose,
function, and attributes of data citations. The first of these
principles is that data should be recognized as legitimate,
citable research products, these principles rely heavily on the
type and attributes of PID used to cite. Specifically, Principle
3 mandates that any research findings based on data must
cite that data. Principle 4 requires that cited, archived data
be assigned a globally unique, machine-resolvable persistent
identifier, which should appear in the reference list of the citing
article. The above implies that it must be resolvable. New
technologies such as the Ethereum Name Service (ENS) [31]]
could be a good complement to the traditional DNS by
changing the concept of a globally unique and resolvable
machine that identifiers must resolve on the Web as HTTP
Uniform Resource Identifiers (URIs), to comply with PID must
be robust over time to changes in the underlying location of
the data.

As an example, we briefly describe a PID MeSH-like,
specifically tailored to reference biomedical data, which is a
basic description for medical datasets PID based on blockchain
and IPFS technologies. It is persistent, robust, reliable, and
perennial for the very long term, and moreover, it follows the
guidelines of the JDDCP.

III. OUR PROPOSAL FOR A BLOCKCHAIN-BASED
IDENTIFIER: THE DOlschain

As seen in the previous section there are open issues
regarding PIDs. Blockchain systems for badging and man-
aging scientific publications have been proposed [13], but
a blockchain PID system for scientific publications based
on computation extendable to different IPFS repositories has
not been proposed. The goal is to improve aspects such
as discovery, access, reuse, integrity, preservation, and FAIR
access.

From a blockchain point of view, although issuing badges
has certain similarities to issuing PIDs, the latter has more
complexities associated with information management and Big
Data 4V (volume, speed, variety, and veracity). A data science
research project has three main elements (publications, algo-
rithms/methods/code, and the datasets), which represent a large
amount of information that must be correctly identified, stored,
indexed, and retrieved for the purposes of reproducibility, cred-
ibility, and trustworthiness. Therefore, more advanced Object

Identification mechanisms in the so-called information clouds
are increasingly required. Table [[]compares centralized and de-
centralized PID systems for blockchain applications [32] and
their potential for Transparency, Accountability, Robustness
and other desired properties [33].

We propose integrating all three components (publication,
code, datasets) in a supra descriptor that is added to a
blockchain and stored with IPFS. We shall call it the DOIs-
chain. That is to say, we have those three components coming
from reproducible research that are associated with their own
PIDs (DOI, SWHID, DataMed-ID), and we combine them into
a single supra PID that integrates them and records them in
a single blockchain transaction. It allows for reproducibility,
trustworthiness, legitimacy, authenticity, and not censored ro-
bustness.

A. Generic Basic PID description for medical datasets and
IPFS storage

The work by Brower and Narlock [34] draws attention to
the special requirements for scientific data PIDs. Especially for
face issues revealed by the COVID pandemic along with the
possibility of using blockchain, it is possible to specify a spe-
cialized PID in medical datasets, given that there is a gap that
makes it difficult for scientists to correctly associate PIDs of
the final version of medical datasets used to obtain research re-
sults and present them with credibility and verifiability. In this
case, an approach towards IPFS distributed storage guarantees
the permanence, decentralization, redundancy, and robustness
of these medical datasets and a PID in the blockchain that
attests to its authenticity and legitimacy.

Let us give an example of a PID that could be used for
medical datasets on IPFS, which is tailored to these medical
needs and according to the data types handled. Table
presents the meta-descriptor for the basic PID for medical
datasets, with the fields according to the possibilities found in
the datasets commonly used in the medical field and according
to the types [25] [24].

IV. MICROSERVICES BLOCKCHAIN DOISCHAIN
PROTOTYPE

We have designed an API to create and manage the proposed
DOIschain PIDs.

A. Management of DOIschain

The prototype has an Ethereum private Blockchain consist-
ing of three nodes representing authorities of the scientific
community issuers of DOIschain (universities, publishers, lab-
oratories) in a PoA configuration. A more high-level descrip-
tion of the API is given in Figure |1} showing the interactions
with the IPFS and the Ethereum Private Blockchain. The use
of IPFS prevents repeated uploading of the same data with
its data-duplication-avoidance feature [33]. First, client parties
(authors) upload their corresponding original data to IPFS.
Then, their contributions saved in supra PID DOIchain are
recorded in the blockchain by the authorities in the network. In



TABLE I

COMPARISON OF CENTRALIZED VS. DECENTRALIZED PIDS SYSTEMS WITH PROOF OF AUTHORITY (POA)

Aspect Centralized (PID) Decentralized PID

Control Single authority controls the system Distributed control among nodes

Scalability Limited scalability Potentially higher scalability

Trust Relies on trust in the central authority Trustless or trust minimized through consensus
Security Single point of failure Less susceptible to single points of failure
Efficiency Central authority may improve efficiency May have slower transaction throughput
Governance Controlled by central entity Community or consensus-driven governance
Transparency  Limited transparency High transparency through public ledger
Resilience Vulnerable to central authority failure More resilient to individual node failures
Redundancy Limited redundancy High redundancy through multiple nodes
Robustness Lower robustness due to central point of failure Higher robustness due to distributed nature
Authenticity High, due to central control Ensured through consensus mechanisms
Legitimacy Varies, depending on central authority’s reputation ~ Based on decentralized consensus
Examples ARK, DOI, SWHID DID, CID, DOIschain

TABLE II
PROPOSED META DESCRIPTOR AND BASIC DATASET PERENNIAL PERSISTENT IDENTIFICATOR OF MEDICAL DATASETS IPFS STORED.
Field Description Example
D The unique identifier or accession number assigned to the dataset. CID-QmSgtne642z5FTj7..
Dataset Name The title of the medical dataset. sample validation BraTS dataset
Description A brief overview or summary of the dataset, including its purpose, | This dataset contains 4 test MRI

content, and potential uses.

images to test the execution of
BraTSAPP

Source, Author

government agency, or healthcare organization.

The origin or provider of the dataset, such as a research institution,

BraTS 2023 Challenge

Creation Date, Version

Control Version of the dataset.

2023

Format The file format(s) in which the dataset is available, such as CSV, XML, | .nii
JSON, etc.

Size The size of the dataset in terms of storage space required, in bytes. 21474836480

Variables The variables or features included in the dataset, along with their | TI, T2, FLAIR, Tlce
descriptions and data types.

License The licensing terms under which the dataset is distributed, indicating | Creative Commons CC BY-SA 4.0
any restrictions or permissions for use.

MD5 Hash The cryptographic hash value of the dataset file to ensure data integrity. | QmSgtne642z5FTj7..

Transaction Address Private Ethereum

Blockchain
Contract
; transaction
Repraducible »| API DOIschain
Artifacts
CID
A
A
Supra Identifier | MetaCode.JSON | Public IPFS
Post (File)

publication (DOI)
software (SWH-ID)
data (DataMed-ID)

A

scientific investigation
computational based

Fig. 1. API DOIschain high-level description. The computational products
of the research (publication, code, datasets) are assigned a supra identifier
recorded in a blockchain transaction.

this way, originality and transparency in the published research
work are also guaranteed.

All transactions of issuing DOlschain are stored in the
blockchain Proof of Work (PoA) so that traceability and
versioning will remain persistent, immutable, and permanent

for the long term, without intervention or decisions of a private
or governmental nature. This handles a JSON request with the
essential data from a front-end client authorized to issue DOIs
described in Figure 2] We based our format on the existing
CodeMeta generator tool by Software Heritage to incorporate
the corresponding PID for the article (DOI), code (SWH-ID),
and datasets IPFS PID in DOIlschain.

B. Reproducible artifacts and metadata in IPFS

As described in Figure All the required reproducible
artifacts and the codemeta.json metadata are stored in the
IPFS, which will be accessible through IPFS gateway
and persistently referenced by a hash CID vl. It must be
recorded in the private blockchain ledger by one of the agreed
authorities able to issue DOIs to be valid.

This guarantees that the artifacts will be persistently avail-
able and accessible over a long period of time regardless of the
technological infrastructure or the decisions of the organization
that issued the DOIs.

Zhttps://ipfs.github.io/public- gateway-checker/
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V. USE CASE: A BRATS MEDICAL APPLICATION

We present a use case in medical field where we assign
blockchain DOIschain to the reproducible artifacts of BraTS™|
International Brain Tumor Segmentation challenge scientific
articles, that is, assigning PIDs to the results of the finished
research product (scientific article, code, artifacts, data dataset)
to be referenced, cited, and reproduced by the scientific
community.

Let us start with a user story:

”As a radiologist, I wish to have updated and increasingly
accurate neural network models available in emergency rooms
to assist in interpreting brain magnetic resonance images. So,
a diagnosis of the patient’s severity is required very quickly”

For reproducibility and benchmarking MlCube is used.
The special feature of this case is that MLcubes from MLcom-
mons are used in the competition to containerize the model
to make it reproducible and do benchmarking with the other
contesters.

Additionally, the purpose was to create an end-to-end ap-
plication for segmenting brain glioma called BraTSApp. In
this case, the dataset is BraTS 2023 Glioma, and the neural
network architecture is 3D-Unet.

The research results was presented in a publication for
LAWCN2023 (35| and BrainLes2023%]

The complete application, BraTSApp, with a graphical
interface, was presented as an online reproducible and iden-
tifiable artifact example and product of the research in tumor
segmentation.

The primary project artifacts and metadata issued from the
medical research (codemeta.json [*| [2]], plaintext source code,
MLCube conf) are stored permanently in IPFS and assigned
a persistent CID on the private Ethereum blockchain, which
can be validated as a transaction in the blockchain.

Finally, as a result of the proof of concept, the entire compu-
tational research project developed for the BraTS competition
in its final version for the scientific community has been
assigned its perennial persistent identifier DOIschain global
descriptor, with its respective publication article, code/model
(MLCube) and dataset medical images (generic DataMed-ID)
with persistent identifiers. The authenticity of the DOIschain
is registered and validated in the private blockchain of the
decentralized research entities with the authority to issue the
identifier.

1) DOIschain]|
a) Publication [35[7]

b) Data|

20https://www.synapse.org/Synapse:syn51156910/wiki/621282
2Thttps://www.synapse.org/#!Synapse:syn51156910/wiki/622674
28https://link.springer.com/conference/lawcn
2https://link.springer.com/conference/iwb
30https://codemeta.github.io/codemeta- generator/
3https://white- historic-chinchilla- 599.mypinata.cloud/ipfs/
QmUBP3JvR50mbVPPQcBQZkBBPYIGzRtEgIBJZyQCx I RmuD!
3Zhttps://white-historic-chinchilla-599.mypinata.cloud/ipfs/
Qmezmd76kUg38qHmtb3xWXJyvJIRGhmKIMKeGL{TMFjoPdj
33https://white- historic-chinchilla-599.mypinata.cloud/ipfs/
QmSgtne642z5FT)71qHCeFoqUIPim3TxxRpBHcLV9JcaWV/

Application to upload files and store
persistent identifier on PoA
blockchain

Selectfile

file he
Drag and dropfile here Browse files

codemeta_saved.json x

Flle selected: codemeta_saved.json

File content:

Calculated hash of the file: e262e8112a8bs 62813804

Send

Server response:

oL

Fig. 2. Frontend API issuing DOIschain. Shows the process of issuing to
DOlIschain and the corresponding validation of transaction in Blockchain.

i) Generic DataMed-ID: Table
¢) Code
i) BraTSAPP|
ii) MLcubd™)|
In this way, we can contribute to the reproducibility, cred-

ibility, authenticity, FAIR compliance, consistency, compre-
hensiveness, and trustworthiness of the research results and
claims.

VI. CONCLUSION

A generic basic but specialized perennial persistent identifier
PID for medical data IPFS stored has been described, and
management with a supra descriptor in the blockchain of
all the elements resulting from scientific research based on
computation is proposed.

As a use case, a medical application prototype has been built
(within the framework of BraTS competition) with traceability
of all produced artifacts by a supra descriptor of publication,
data, and software, through persistent and perennial DOIs-
chain supported by blockchain, which guarantees its long-term
preservation, trustworthiness, attribution and contributes to its
reproducibility.
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