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Traffic Analysis

» Traffic analysis is essential for network operators to enhance -
performance, address security issues, manage bandwidth, - -
and improve Quality of Service (QoS). &
Al R&
» Traffic analysis methods include: out. N ® Cutput
. . . . . . R3 R4
- Active monitoring: generating and observing synthetic

ket st :
packet streams

L - Passive monitoring: observing natural traffic streams
Affiliation without alteration. > <
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- Hybrid approaches: combining active and passive
techniques for comprehensive insights.
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Challenges of Encrypted Traffic Analysis

» The widespread encryption of internet traffic necessitates
adaptation of network analysis tools.
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Frf’;‘]”COise Sailhan » Traditional packet inspection methods are ineffective on > N> \——>( s >
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encrypted traffic, requiring alternative approaches. nput Output
» Al-based analyzers offer solutions by classifying traffic based
on packet statistics and behavioral patterns. — =
Funding » However, Al-based analyzers have limitations in throughput Legend: Trafficpath  Edgeserver  Router
capacity and latency due to their reliance on inference servers.
In-Network Computing: Pros and Cons
» To overcome Al model limitations, in-network computing deploys Al p ~
models directly on programmable network devices.
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- Memory limitations and restricted data type support,

- Limited computational capacity optimized primarily for high-rate
packet processing. .
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» Large Al models also present coexistence challenges with network
operating systems (e.g., RARE).

Distributed and In-Network Al Inference
for Encrypted Traffic Analysis

» To address resource constraints, [Zheng+23] propose to
decompose target programs into segments and distribute
them across network devices.

» We intend to apply this approach to our Al-based analyzer, -
achieving line-rate traffic analysis with minimal accuracy
degradation. R1

» Our study will focus on the QUIC protocol, considered as a =
complex case In encrypted traffic classification.

» Additional investigations will address unique challenges in
data center environments, SDN/multi-tenant networks, and ... imsenenion vode sesment router
assess the energy efficiency of the analyzer.

[Zheng+23] C. Zheng et al. DINC: Toward Distributed In-Network Computing. ACM
CoNEXT, 2023.
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