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Robustness

Challenges 

Exchanges between DT and industrial assets in operation: Data, Actions and Decisions

From DT to operational industrial asset
Informed action and decision-

making

From operational industrial asset to DT
Data collecting

Industrial assets in 
operation

Improving the R3: Reliability, Robustness and Resilience of Critical Systems.

• Define R3 metrics for analysis and evaluation. 

• Develop R3 KPIs.

• Identify the causes of deviations/degradations.

• Integrate the propagation of events/failures.

• Simulate disruptive/hostile events.

• Manage interoperability, uncertainty and risk. 

• Implement DT-R3 for specific use cases.

JNI5 – Digital Twins for Assessing, Managing, and Improving the R3 of Critical Systems
Dynamic Uncertainty Management in Digital Twin Engineering for Enhancing the Robustness and Resilience of Industrial Systems

Dynamic Uncertainty Management in Digital Twin Engineering: Enhancing the Robustness and Resilience of Industrial Systems

Project Details, Work Packages and Use Cases

JNI5 project and PhD 
thesis started on 
September 2024 

Context and objectives

Resilience

Ability to recover 
after a failure

Reliability

Continuous 
operation 

without failure

Robustness

Resistance to 
disturbance

R3

Use casesProject activities

• DT for cyber resilience of 
critical system.

• DT for aircraft engine 
lifecycle.

This work has been supported by the French government under the “France 2030” program, as part of the SystemX Technological Research Institute within the JNI5 project

What ?

Physical system
Sensing,
measure, 

interaction

Data
Collected,
generated,
obtained 

Service
Verification, visualization, optimization 

Physical Entity
Static information,

Dynamic 
Information

Virtual Entity
Modeling,
Simulation

Data
Connection data,

Fusion data,
Domain knowledge 

Ambiguity 
uncertainty

Interaction 
uncertainty

Epistemic 
uncertainty

Perform a Systematic Literature Review 
about uncertainty management in DTs

Map uncertainty categories to DT 
dimensions

Analyze DT maturity levels in 
regards of uncertainty management

Examine the impact of uncertainty on 
DT and PT alignment.

How?

Uncertainty management

New twinning measures 
based on R3 metrics

New dynamic model for DTs:
-DT/PT Alignment

Dynamic and
coevolution preservation

Aleatoric 
uncertainty

Why ?

Launch September 2024

Durations 4 Years

Partners

Bouthayna EL Bouzaidi Tiali a,b, Achraf Kallel a, Stephen Creff a ,Nabil Anwer a,b

a: IRT SystemX, b: Laboratoire Universitaire de Recherche en Production Automatisée, ENS Paris-Saclay / Université Paris-Saclay

High level architecture of the DT 

Digital Twin
(DT)

Enabling technologies 
OT/IIOT

Reliability, Robustness, Resilience (R3)

Reliability, Robustness, Resilience (R3)

Challenges 

• Define R3 metrics for analysis and evaluation. 

• Develop R3 KPIs.

• Identify the causes of deviations/degradations.

• Integrate the propagation of events/failures.

• Simulate disruptive/hostile events.

• Manage interoperability, uncertainty and risk. 

• Implement DT-R3 for specific use cases.


