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L'internet des Objets
Des objets connectés omniprésents

Libelium Smart World

BCnEasg o climate  gom
sownpetied wonin Doe accdenty of

Smartphones Detection Electromagnetic Levels tetle faret

. - Dtz iPhone and Ars Sencne and = Mepsurement o ihe dnergy radiatod T T
A-I-r Pﬂu.l.“ fon genary, oy deveie whach saries wath WU or By zell s2abans and Wik rouless smaf’t nghllﬂg
Contred of 00 spnasorns of Lsttones, pollufon ERuisalh mieripees needaerd and wisother pioptae Lghlang

aeriiad by cors Dndl IGGE Qs qenaraned an

A Eredd Dl
faerrra

Intelligent Shopping
Getting ndces o Ihe pord of  sali
Sezdreha 1o sl nenasi hubae, prelarenosy
prwience o Allerg e componants I3 tharm
o euhrwidale s

Traffic Congestion

Acoess comirol 1o restncted shept amd Selecton Merdorng of wihicies ond posrirnan
o Beuate i B GLAhGF 0 brelt afiusncs 1y .optimie deaing Bnd wiliing
Lot

Foresl Fire Detection
Mhemetiainy of Lombhpuhion gauet s pravegt e
firg corsdiionk o diefe alort rost

EraT
1 Il:'thh." h
Dletrdud e msasuremend = radaten ey
o PSPyl SO daaTdursdl AR 1
generabe oo sl

Wine Quality Enhancing

a0l Meitiune and TNk darceer
% B COnbrol BN BARaUnt 6F LRy ar N
L v grapEang hasith

Moise Urban Maps

Seurd monitaneg i bor ateas, and
EEMIFRD PoREL 1 Flbl hied,

grane

Offspring Care

Cenfrod of growing condions o 1re oiupang in
arrrnl larrs 1o orayee oo sioneval ged Beylin

Sportsmen Care
Wital wgi monitoring (o P
eariers phd felds

Structural Health
Mieaatoning of misrdtang and matersl cond Bird

m busidengn, Bewbpsy pnd hesfer ol monurments
|

i wre——

Water Leakages

e of e e
B piwiir vand

Vehicle Auto-diagnosis
Enlesmation ccllpctan tram CanBius 1o
sand real Teng alanma 1o engrgunces
2 pasods Adais 1o draars

Waste Management

Dstecton of rulibah Mvels m oonlaners
ta gabemead the brach oollpctan roiutes

Smart Parking Item Location
Mcratprng of parkem) Seadcs mecstlily Seoreh of mdnAdop] fos i by seifezes
o 1E ey Do idd o Abiboury

Quality of Shipment Conditions Water Quality Golf Courses
i

Mtateding &8 ¥ ShE, SRPOL, CEREBINNS SpaThEL Study Sl wiler fedsbity o rvirsand lhi Selectve argabon i Oy 200eh e .
ot cold chain maintynande lor inualande BurpoLen s for fauna and gl dy For dnniatle redane The WATEN RESDUICES PRSI N llhell
e ha grosn. wwrw lietium.com

https://www.libelium.com/success-stories/



https://www.libelium.com/success-stories/

Architecture d’'un réseau pour I'loT

loT Applications
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Internet des Objets et Temps Fréquence

e Applications
Suivi d’assets (logistique, bétail, vol . I'I
Geo fencing

Datation d’évenement
Opérations sur calendrier

0

O
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ma kl ng o le ¢ cuvée concentrée grice d un o
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scooter

LR1110 GNSS + Wifi

invoxia abeeway LoRa tracker S

SoluM KeyCo
https://demo.iot.imagq.fr/d/ftd/ftd?orgld=1&var-deveui=0018b20000020ca0&from=1731587847311&t0=1731619584624



https://demo.iot.imag.fr/d/ftd/ftd?orgId=1&var-deveui=0018b20000020ca0&from=1731587847311&to=1731619584624
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Internet des Objets et Temps Fréquence (suite)

Coceur de réseau (au sein du datacentre)

Stations de base (Gateway, eNB)

e Datation d’évéenement RX (~us, ~ns)
o TDOA

® Programmation d’'une émission TX (~us, ~ns sur PPS GNSS)
o Sync NB-loT
o LoRaWAN beacon classe B
o diffusion de temps




Grenoble Alpes UCA

Internet des Objets et Temps Fréquence (suite)
e LoRa (868, 2400) et GNSS RTK
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N.Palix, D. Donsez @ Grenoble + Col du Lautaret JM Friedt @ Corbel, Svalbard
https://hal.science/hal-04786259

https://github.com/i2hm/micro_climate_station/tree/main/kicad/Ic29h_mikrobus



https://hal.science/hal-04786259
https://github.com/i2hm/micro_climate_station/tree/main/kicad/lc29h_mikrobus

GPSJam GPS/GNSS Interference Map
https://gpsjam.org/?1at=45.59926&lon=32.14739&z=4.1

Grencble Alpes UCA

GPSJam

Daily maps of GPS interference
About | FAQ
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https://gpsjam.org/?lat=45.59926&lon=32.14739&z=4.1
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Guerre electronique / Electronic Warfar
Bouillage et Leurrage GNSS

A Russian Krasukha-4 jamming station was captured in Ukraine in March
The Russian Krasukha-4 is designed to jam low-orbit signals, drones and missiles

A Russian R-330ZH Zhitel station used to jam GPS signals



Guerre électronique / Electronic Warfar
Bouillage et Leurrage GNSS

https://www.gps.gov/cgsic/meetings/2024/humphreys.pdf

~100 kW nuclear power unit

Twn cucrembl Apepuan
INEKTPONUTAHUA  IHEPIroyCTaHOBKa
HOBOIO NOKONEHUA
™na A3Y 25M
Pazpaborumk -
OAO “Kpachan 3se3na”
Cpox

AKTUBHOIO

CYWECTBOBAKNA, NET He menee 7

Qapesian

Russia may be pursuing a radical escalation of EWV:
A nuclear-powered interference source in space.



https://www.gps.gov/cgsic/meetings/2024/humphreys.pdf
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Exemple de leurrage GPS dans un réseau
LoRaWAN (station de base et suiveur GPS

Grenoble, 220m,14/02/2020 —> Svalbard, 8849m, 24/12/2019

28 FTD - Wt 2 B L < Oféw13,202006:47:03 10 févr. 15,202007:34:05. > Q & ~

deveui  0018b20000020che ~

JM Freidt avec 100 euros de matériel

~ 0018b20000020cbe

Position Temperature Trigger
35'C Lo
o 30°C
_ 05
25°C
20°C 0
2/1312:00 2/14 00:00 2/1412:00 2/15 00:00 2113 12:00 2114 00:00 2/1412:00 2/15 00:00
== lemperature == button accalerometer
Datarate RSsI downlink
0de
6
G | Tl 50 dB
|
- 2 L 1] 100 d8
0 " -150 dB
2/1312:00 2/14 00:00 2/1412:00 2/15 00:00 2/1312:00 2/14 00:00 2/1412:00 2/15 00:00
== datarate == downlinkRssi
L'E‘-n & Redundancy RSS1 uplink
=)
Alhance 40 0d8
Certified
30 -50 48
20 I "5 100 dB
1.0 s IRk -150 dB
21312:00 2714 00:00D 214 12:00 2/1500:00 2131200 2714 00:00 21141200 2/15 00:00
= redundancy == uplinkRssi
Mocens GPS satellites Margin
15 10.0 dB
10 7.5dB
Zyadeunis [ | ‘A | 5.0d8
& | bl i |
i Lid 2548
0 - ode
2/1312:00 2/14 00:00 2/14 1200 2/15 00:00 2/1312:00 2/14 00:00 2/1412:00 2/15 00:00
Leafist | © OpenStrestiap =~ = sa satellite number = margin

https://gricad-media.univ-grenoble-alpes.fr/video/time-transfer-and-global-navigation-satellite-systems-gnss-spoofing-poofing-detection-spoofing
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Technologies de communication

sans fil pour I'loT

CELLULAR
COMMUNICATION

SHORT-RANGE
WIRELESS
COMMUNICATION

=
< o=
< £3 Bluetooth [
2| 48
0O ¥4 zigbee
NFC)))

RANGE

also Deep Indoor



LoRa® vs LoRAWAN

Vel
e LoRa® : Technologie Radio LPWAN .
— Définit la couche physique d’'une pile réseau :
LoRa PHY

e | oRaWAN : un protocole réseau “sur” LoRa LgRa Alliance
— Définit la couche MAC (Medium Access Control)

Station
Terminal de Base Network
Server Applications

@ 4 i

= — — | = "

‘ ‘ — e o

. { = kerlink N
- LgRa -
LoRaWAN



Modulation

LoRa

Q
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Fréquence

865 D62 500 Hr

H6E 000 D00 Hr

BAT 937 500 Hz ./

Un symbole

A

868 062 500 Hz T

iT
N,

868 000 000 Hz
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T
:|
ll Deux chirps montées en frequerlce

Beiem

R'Ir(f
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Bandwidth [BWI'.EDFIEI Variation de rreque.ncelars dlm C}n_r;ma

Receive sensitivity (dBm)

Time-on-air and consumplion

SEMTECH

Grenoble Alpes UCA

Symbale 0 Symbaole 1 Symbole 2 Symbole 3

ni

125 kHz

Bits « 00 » Bits a 01 » Bits u 10 » Bits & 11 »

Temps

)

! Exemple avec des symbole de 2 bits IL
l (SF=2) Il y a donc 25F=4 symboles l

Fréquence

Fréquence haute

¢

3 e ]

uaf
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&
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Modulation LR-FHSS
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200 kHz = 1.4 MHz
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Grid

Grid 8
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Grid 5
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Grid 1
Grid 8
Grid 7
Grid 6
Grid 5
Grid 4
Grid 3
Grid
Grid

L

-

Header

(233 ms, 4 Bytes)

8b:
3b:
: Coding rate
1b:
1b:
4b:
9b:
2b:
2b:

2b

Payload length
Data rate

Grid

Hop

Bandwidth
Hopping sequence
SyncWord index
RFU

Pl
J

SEMTECH

Header replicas

O @—» Fragment
(102.4 ms)

-payload-

Grenoble Alpes UCA

GMSK
Modulation

(35 OBW per grid)

Grid sep.
A~ 39kHz =

( ) O 00 0 0o o o —— Hopping over 35 OBWs in/grid 7

———— Hopping over 35 OBWs in grid 2

15

https://hal.science/hal-04777306v1



https://hal.science/hal-04777306v1
https://fr.wikipedia.org/wiki/Hedy_Lamarr
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Modulation LoRa
Robustesse au Bruit

I —
FSK Signal
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WAN

Example: Elsys ELT2 (LoRa endpoint with temperature sensor)

® Battery lifetime from 618 years (1 temp. msg/hour)

Sample time Sensor Battery capacity Battery B Tranami
performancs R
3600 ELTZ HF w 2700 Raceive 1
a0 Boceive 2
Soconds Solect Eloys sensor  Capacity{mah) BN Foceive2
Performance (%) E =rperaturs

Spreading factor B Humidity
= - = o -~ Arcelermmats
I::_II SF7 () sFe () sFa () sF10 () 5F11 (@) SF12 B Froccues
Result: B Seco
B Es=tiery
. . Extamnal
The battery will last for 6.2 years®. The sensor will draw 40uA Ciain
and 35TmAh in one year.
Sample time Sansor Battery capacity Batbery R
performance
36040 ELT2 HP w 2700 Fisceive 1
Seconds Select Elsys sensor Capacity(mah) 1 B Rocene 2
Performance{! B =rmpsratues
Spreading factor Ay
focelsromater
® s/ sFa (Osre (D sPo Osen (Ooseiz ——
Result: B e
B E=tien
. i Extamal
The battery will last for 18 years®. The sensor will draw 14uA .

ar_jd 120mAh in one year.
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Low-Power and Long RangeWAN

OE A ADO] a0

g
n" 2= i

. L -"_'jl-.-u .
n n
n
- = b
L o .
n
https://www.elsys.se/en/battery-life-calculator/#
https://avbentem.qgithub.io/airtime-calculator/ttn/eu868/13.12

https://demo.iot.imagq.fr/d/ems/ems?orgld=1&var-deviceName=ELSYS EMS B1C0 PER
RET SSE&from=now-7d&to=now



https://www.elsys.se/en/battery-life-calculator/#
https://avbentem.github.io/airtime-calculator/ttn/eu868/13,12
https://demo.iot.imag.fr/d/ems/ems?orgId=1&var-deviceName=ELSYS_EMS_B1C0_PERRET_SSE&from=now-7d&to=now
https://demo.iot.imag.fr/d/ems/ems?orgId=1&var-deviceName=ELSYS_EMS_B1C0_PERRET_SSE&from=now-7d&to=now

Alpes  UGA

Low-Power and Long Range WAN
however Low Throughput

Duty cycle and airtime

‘ AS923

-

data rate

AU915 | AU915 DL | CN470 IN865 [ KR920 | US915 | US915 DL ]
EU863-870 uplink and downlink
overhead size' payload size"
13 % + E 12 & -
DR5 DR3 DR2 pr1 @ DrRO @
SF7%: SF8125 SF97: SF102: SF11°: SF12%:
113.2ms 205.8ms 411.6 ms 823.3ms 1,482.8 ms
6.25&6 11.3996 20.6 sec 41.2560 82.3 sec 148.356‘0
3187 17472, 87, 4355,

1% max
duty cycle

1% for g
1% for g1
10% for g4

19



Low-Power and Long Range™"

Q 7

deviceName

ELSYS_EMS_B1CO_PERRET_SSE ~

v ELSYS_EMS_B1CO_PERRET_SSE

Temperature Humidity
10
B
o 0

8 48°C | 82 %H |.

] S 2 S
Temperature Humidity
30.0°C 100 %H
20.0 °C 80 %H
10.0 °C = 60 %H

0.0°C 40 %H
11/09 1M 1713 11/09
== temperature dew point == humidity
RSSI SNR

WAN

Motion

T

nm

Digital

Motion

300
200
100

mns

== motion

fCnt PER Battery

%mé %/(10 d[:\g [/146 47  0.4% ]N/A Iﬁ%m

0

UCA dGRENOBLE

Universi

tksic

cmd+k + v ® N @
s Addv | B & @ Last7days v Q 9O v | A
Water Leak Battery

0

Switch On/Off

‘ 3.58V |

L LM MK

11/09

1nm 1113 /08 mm 113
== Digital
DataRate Redund... Redundancy

20

rnv AT AT

11/09 1im 113

== redundancy

https://demo.iot.imaq.fr/d/ems/ems?orgld=1&var-deviceName=ELSYS EMS B1C0O PER

RET SSE&from=now-7d&to=

now



https://demo.iot.imag.fr/d/ems/ems?orgId=1&var-deviceName=ELSYS_EMS_B1C0_PERRET_SSE&from=now-7d&to=now
https://demo.iot.imag.fr/d/ems/ems?orgId=1&var-deviceName=ELSYS_EMS_B1C0_PERRET_SSE&from=now-7d&to=now

Ve iNp &
Low-Power and Long Range”

WAN

Example: Elsys ELT2 (LoRa endpoint with temperature sensor)
e Mont-Blanc — Strasbourg 300 kms (Eciipse 10T Days 2018)

REQUEN
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Low-Power and Long Range WA

PER 41% @ SF7BW125 Tx 2dBm (1.58 mW) airtime=62ms
109 Kms — FSPL=131.80 dB @ 868 MHz

é‘lw f/ ?.

Chamomx Mont Blan

L highh Parcnaturel
AAix-lesBains regionalfy. 4 &4

1 [t du Massif £ Albertville -

L A /

Le Bourget du Lac # des Bauges e _ 45‘ /\
\. | ; p o - - ﬁBourg Sa nt: Mitirice "y
L'a Motte Sen.role):
B T .

La Plagne-Taren.aisesf + 8

oy

Wip i .

\ Nassif de" = * / : 2 le Beller
Charrreusc 4

OIFOJ"I )\/

"1'.;
t B

. i ¥
g Saint- Jean de Maunem e ¥
4 l‘ Eml Sorlin-d'Arves Ty

¥ -
Mg
Parc paturel.” [is="
I N

régional
du 'L/ercors S

@ ;,‘mz.ne
A [
Distance totale : 109,10 km (67,79 mi) 4%' J

£ 2 ‘m
- # Images ©2023 TerraMetrics, Données canagraphuques-...



https://github.com/CampusIoT/datasets/tree/main/SaintEynard

c

Mais beaucoup de zones “blanches® NP <
sur la planete

Données cartographiques ©2021 | Conditions d'utilisation

Couverture cellulaire et wifi http://unwiredlabs.com/coverage



http://unwiredlabs.com/coverage

What is Direct-to-Satellite loT ?

GEO

satellite |__ Network core

function proxy

Grenoble Alpes UCA

Satellite Coverage
‘. Episodic, point-to-point
\ Persistent, point-to-point

-

+, LPWAN
LEO Inter-satellite b". L
satellite link (ISL) -
(dense or 5 " @ B B R B B " § &8 5 = 8 =8 h ®E B B II " B = " 8 8 85 8 -
sparse
consteallton) g7 T / -
v . = Application
Yoo E server
Yo, |/ . Ground-
fo, . satellite
loT . . links
/ A gateway | ., . (GSL)
Direct [ Indirect "+, . Terrestrial
to-satellite to-satellite - .
loT
O_ -
loT loT loT '
repeater devices  Mobility o sglrsgrfg::kre
Low , Medium High
accesibility : > accesibility accesibility
Figure from [Fraire et Al, « Space-Terrestrial Integrated Internet of Things: Challenges and Opportunities ». IEEE 24

Communications Magazine 60, n° 12 (décembre 2022)]
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Glacier monitoring

.I‘.“h“ "
JM Friedt @ Corbel, Svalbard



https://www.ige-grenoble.fr/Toujours-plus-haut-Le-suivi-en-temps-reel-de-la-neige-en-haute-altitude

Transport maritime

(He + N pressure and level, GPS, 4G, LPGAN)

26
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I2HM (Internet of things and artificial Intelligent
for Health monitoring) https://i2hm.qgithub.io/

Application : Microclimate sensors

for Malaria surveillance

« Malaria (WHO, 2021)
» 247 million cases worldwide

* 619,000 deaths : 25% attributed to
environmental factors

 Surveillance (loT)

* low cost and low tech LoRaWAN weather
stations
for collecting environmental data

 Prediction/prevention (IA ML)

» Machine (Deep) Learning for predicting and
alerting

in case of Malaria epidemic hotspots U C A

» Sites (covered by terrestial LoRaWAN gateways or sat) Université

« Yaoundé (Cameroun), Niamey (Niger) Grenoble Alpes
* Remote areas of African countries are badly covered by

‘terr‘estrial .networks @@ M W

https://en.wikipedia.org/wiki/Malaria Grenoble Alpes



https://i2hm.github.io/
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UNIVERSITE

Volcanologie Clermont
Auvergne

Des volcans et des hommes

prés de 50% de la population mondiale a moins de 31 km d’un volcan

et environ 80% dans un rayon de moins de 60 km
Prevision des evénements catastrophiques
Surveillance dans la caldera du volcan | ;... ==F e

Ground . %’{ o errial Satellite
oL . IRty s Imaging
= I'._.

\ {

¥ (ash hotspats
L8 and InSAR]

La Cumbre Vieja,
La Palma, Canaries
Sept. 2021

5

Deformation Surveying

Ground Vibration

mesure du radon et gaz (HCI, H2, CO et SO2)

Filter Nal crystal

PM tube
Pre-amplifier

Pre-

https://www.uca.fr/medias/fichier/gauthier 16644605857 17-pdf amp.  Si PIPS detector

Digitizer 4 ch
14 bit, 100 MS/s Scm

https://www.unisdr.org/files/15761 dmographieetrisquevolcanique.pdf httpsI://uca.haI.science/tel-03394909/



https://www.unisdr.org/files/15761_dmographieetrisquevolcanique.pdf
https://www.uca.fr/medias/fichier/gauthier_1664460585717-pdf
https://uca.hal.science/tel-03394909/

Volcanologie
Test SatloT du volcan de I'Etna (Sicile) W\
Clermont

Auvergne

Nkindis  UGA

Université
Grenoble Alpes

Carte de communication Kinéis

Carte STM32 Nucleo

Capteur de température Batterie 5 Volt

(7000 Ah)

Relevé GPS externe
10 sec avec un smartphone



Volcanologie

Test SatloT du volcan de I'Etna (Sicile) m

UNIVERSITE
Clermont

Auvergne

— -
¥ EchoStarMobile W TR CA

Université
Grenoble Alpes

Carte Carte de communication
Echostar Mobile

Carte STM32 Nucleo

Carte capteurs de
gaz (HCI, H2, CO et
S02)

+ batterie de 5 Volt (7000 Ah)
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Smart environnement _

Grenoble Alpes UCA

<
e
1
1]
-

@
ﬁ] }{}{}CO a n r agence nationale

FORMA de la recherche

O

Université de Grenoble-Alpes (UGA)

LIG-CNRS laboratory

Skills:

LpWAN technologies (loT
satellite, LoRa, ...)

RTK over LoRaWAN
— Tiny ML

Programming/use of large
number of end devices

Developments &
Experimentations

* ThingSat project
« Counting/recognition of
animals — IA for birdsong

« Air Quality Station

Station LORA station in Alpes

= ¥
WildCount:Recognizing
and counting the Air quality station
presence of humans and
animals

OpenCollar (LR1110)
Connected
groundhog cage

32
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Low Power Global Area Networks (LPGAN)

e Constellation des satellites (fat ou nano) relayant les
messages de terminaux isolés

e Opérateurs LPGAN

o Lacuna Space, Astrocast, Echostar Mobile, Kineis ...

images Lacuna space
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Low Power Global Area Networks (LPGAN)
Exemple : Kineis

Connectivity p

» 2-way communication

» 30-byte messages

* Low-transmission power (100mW)

* Low-consumption, long-lasting batteries
» Native location via Doppler Effect

* Miniaturized devices

|, J'
loT Low Easy &
| | . ;
Gloha dedicated consumption Reliable

Constalletion of 8/24 cubesats
400MHz (2.4GHz next)

X~ kinéis
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"New space”: Space for the mass

PocketQub EyeSat Demeter Corot Pleiades Alphasat
0.5 Kg 4 Kg 130 Kg 630 Kg 1000 Kg 6 600 Kg
{cuhesat] ”ﬂ"_.l’l'iaf.‘:EE‘»:l 1FI"‘JtEiJEF

Pico Nano Micro Mini Moyen Gros

0 1Kg 50 Kg 200 Kg 800 Kg 1500Kg 10 000 Kg




1p 2p 6p 7 x thinsat 1U 1.5U 2U 3U 6U 16U



Component “off the shelf”
(Standardized)

Time development
reduction

Cost reduction
- constellation

Launch Venhicle Sharing
- slot & drop model
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https://www.cubesatshop.com/

http://www.isispace.nl
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Low Power Global Area Networks (LPGAN)

® Affordable Sat-l1oT (LoRa, LR-FHSS, NB-loT)
— part of 6G architecture

® Goal
e Miniatuzed terminals

e Affordable low power terminals
e Affordable ground stations
e Affordable subscription

— License-free sat. communications (ISM bands)
— “Affordable” cubesats constellations
— Affordable and massive network of ground stations



6G Terrestrial and Non-Terrestrial Networks

INTER NODE LINK

UCGA |INP

Université
Grenoble Alpes  UGA
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HAPS
High Altitude Pseudo Satellites | High Altitude Permanent Systems

UAV plus lourd ou plus léger que l'air
Zone blanche, emergency networks, tactical networks ...

Relai 5G
@ 20000-25000 m (-s6.5°c) d'altitude pendant qq semaines

Premiers tests de communication: Rwanda, Japon, Canaries ..

42

https://www.annales.org/enjeux-numeriques/2024/resumes/mars/04-en-resum-FR-AN-mars-2024.htmI#04FR
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ThingSat : Research vehicle uea iNE @
for space com with LoRa + LR-FHSS

LoRa/LR-FHSS link characterizations
e UL: Rx only LoRa sniffer
e DL: Tx only LoRa Beaconer

LoRaWAN applications on test cases

Repeater (with filtering)
Store-carry-and-forwarder GW
Time distribution synchronization (hard discount du LEO-PNT)

Two-way ranging

Test cases

Monitoring helium bottles @ vessel (Air Liquide Maritime)
Firm farms (Université Polynésie Francaise)

Glacier temperature sensors @ Svalbard (IPEV)
Microclimate for I2HM (Malaria @ Cameroon) UY1
EWSS, SAR, AlS, Radio amateur SMS

Space debris (Beacon+Status) 43
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Delayed Tolerant Network
How does it work : Store-Carry & Forward LoRa
frames




Delayed Tolerant Network
CubeSat is a data « mule »
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Delayed Tolerant Network
How it work : Store-Carry & Forward LoRa frames
CubeSat is a data « mule »
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Communication principles for oT
Delayed Tolerant Network
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Low-Power and Very Long Range WAN==! P &

LoRa Experiments from ngh Altltude Balloon

https://gricad-qgitlab.univ-grenoble-alpes.fr/thingsat/public/-/tree/master/balloons/2021-04-15



https://gricad-gitlab.univ-grenoble-alpes.fr/thingsat/public/-/tree/master/balloons/2021-04-15
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Very long range radio tests from HAB
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Thingsat board detail
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Semtech SX1302+SX1250: LoRa eu868 +-eu433
Semtech SX1280: ism2400

RPI — automotive-grade
STM32 uC

SX1302 design copy/paste on a
spatial PCB

Linux source code — RIOT-OS
port

SatRev Edge connector

CAN Bus

Front panel connector
(Nicomatic) for testing and
flashing

(RIDT 03



Grenoble Alpes UCA

From Prototype to Flight Model

Breadboard Model Engineering Model Flight Model

Nucleo + DevKit _
UMY QU - Ui

e e
WIIHHARARER




UCA 4 GRENOBLE
ThingSat : electronical board + antenna U!SIP @

/863-870 a i
ante“n

Contraintes
puissance carte electronique
taille (ex. antenne 8mm épaisseur, 10x10cm max)
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Development Platform

OBC Emulator

UCA NP D

Grenoble Alpes UGA

(@ Home during Covid19)

CAN Bus

Engineering
Model

66
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Shipping to transporter(s) -
Mementus then D-Orbit

EEEEEEEEE
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Payload #1 now in orbit ve iNip &

e January 13th, 2022, 15:25 UTC on SpaceX Falcon 9 Block 5
Transporter 3 SSO Ride. (Rewatch)
e 105 spacecrafts inside, 3 times a year, deployment over weeks



https://en.wikipedia.org/wiki/Falcon_9_Block_5
https://www.youtube.com/watch?v=mFBeuSAvhUQ

UcA iNp &

Grenoble Alpes  UGA

Mission 2 : Thingsat payload #2
@ SOWA-2 STORK-8

Launch SpaceX Falcon 9 Rideshare: October2024 April 2024
Integration in Apri-2024

Funding : Requea; Labex Persyval, SatRev

000000000000
j| lbloboooooooo

L 192 KB RAM 70
I 0 T Firmware ~250 KB FlashRAM



Grenoble Alpes UCA

New space quallflcatlon Test, Test and Test
' |

!

farfield (f=0.868) [1]

Farfield
i on  enabled (kR >» 1)

Abs
Rezlized Gain
0.868 GHz
-3.874°dB
-3.959 dB
3,339 dBi




Mission 3 : Thingsat payloa |

@ Nimph (CSUT

Launch 2026

NIMPH

CcsuT

68 WHz

e TRAGSHISEED
“04“( 4 Iq‘r N e

. Nusng
R Freftas

=

e e
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Grenoble Alpes  UGA

New space qualification : Test, Test and Test

@D LoCKY-AXIS 100ms 1s 3s 10s Tmin 10min LVEVIEW @D
A303IIm
400 mA
B
0 mA,
|
0 mé = I A
-
!
00 m
— vempa— s
W
1]
A
A30
DOW SELECTIO SELECT A
42.57ma 365.58ma 3:03.1m 7.79¢ Hold SHIFT+LEFT CLICK and DRAG to make o selaction
AVEIIgE max time chirgs

28 mA (peak 28mA at boot) in standby,

55 mA while the SX1303 is started,

70 mA during a frame reception (RX),

84 mA (peak 106 mA) during a frame transmit (TX) at 12 dBm (RFPower)
118 mA (peak 161 mA) during a frame transmit (TX) at 20 dBm (RFPower)
214 mA (peak 320 mA) during a frame transmit (TX) at 27 dBm (RFPower)
66 mA (peak 83 mA) during a frame transmit (TX) at 0 dBm (RFPower) 73



Flight Segment

Ground Segment

Global Architecture

SOWA 6U Cubesat

CRIUT

FileSystem

OBC Thingsat

payload
e

1MB
EEPROM

SatRev CCC

=l
SNTREV

MS Sharepoint
(TBC)

Thingsat CCC

FileSystem

Norad

Celestrak

MQTT/HTTP
Telegram

UCA | i

Unnrer:mé

Grenoble Alpes UCA

LoRaWAN spec uses

AES 128, MIC for
authentication

2 Monotonic Counters to
prevent replay attacks.
ECC algorithms

PQC algorithms

Public LNwk (eu868)

Private
ThingSat
LNwk
(eu868)

e

LNwk: LoRaWAN Network

CCC: Command Control Center

EECEDHS

U7,
e
L
AWS Ground Station

Fully managed ground
station a5 a sarvico

I Datavenue
s Live Objects

. Actility

REQUEN

Open Solutions

@ helium

G TINY
-

S



ThingSat Firmware

Requirements

Thingsat firmware development (inherited from Thingsat @ Stork-1)

MCU STM32

Open Source (Active community & INRIA leadership)
Small footprint

Multithreading

Network drivers architecture (incl LoRaWAN)
Firmware Update Over The Space

SX1303 driver upgrading

SX1262 driver upgrading (for LR-FHSS)

semtech-loramac upgrading (for LR-FHSS)

Basic Modem porting

Protobuf over RS485 UP4 API

SUIT over Protobuf over RS485 UP4 API

Scenario engine

TLE library (Orbital calc.) for blacklisting “sensible” earth areas
MEMS drivers

TFLite integration

EEEEEEEE

0T
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New Research Topics

e Firmware Update Over The Space

o Femto containers

(Tiny) Machine Learning @ Space

o Cubesat attitude monitoring

Delay tolerant routing over LEO cubesat constellation
Secure communications over LoRaWAN

o Asim crypto for DigSig (Elliptic Curves)

Post Quantum Cryptography (PQC)

Positioning into extra-planetary cubesat swarms
o Tiny Atomic Clock on board (20 cm3)

80
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Next step : Ranging into a
satellite/HAPS swarm
with LoRa



Grenoble Alpes  UGA

Conflict GPS jamming impacting LEO satellites

https://www.gps.gov/cgsic/meetings/2024/humphreys.pdf

| | | | | | | |

60°N — -

30°N

00

Latitude

30°S

60°S —
2000 km |
2000mi |
. | | | J | | | o, HEFE
180°W 135°W 90°W 45°W 0° 45°E 90°E 135°E 180°E

Longitude



https://www.gps.gov/cgsic/meetings/2024/humphreys.pdf
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Resilient positioning
Broadcasted Two Way Ranging

02:(X2,y2,22)§ ____________________________________ o2
-\A\:'\'\\ t2 ________________________________________________________ % 03(X3,y3;23)

tO
c0:(x0,y0,z0)

{21 *

t1

c1:(x1,y1,z1)

v=299700 km/s
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Resilient positioning
Broadcasted Two Way Ranging

| )
02.(x2,y2,22)§ ______________ t22
v 2

c3:(x3,y3,z3)
fixed on
Earth, Moon,
Mars ...

t0

t21 . c0:(x0,y0,z0)

c1:(x1,y1,z1)

v=299700 km/s



Resilient positioning
Broadcasted Two Way Ranging

c2:(2y2z2) (™ t22
. s

tO
c0:(x0,y0,z0)

21

t1

c1:(x1,y1,z1)

v=299700 km/s

EEEEEEEE

c3:(x3,y3,z3)
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Broadcasted Two Way Ranging
with LoRa and Strato Balloons
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https://gricad-gitlab.univ-grenoble-alpes.fr/thingsat/public/-/tree/master/balloons/2024-05-24
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4 GRENOBLE
UCA INP
Université &

Grenoble Alpes  UGA

CubAClock EM then FM
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https://gricad-gitlab.univ-grenoble-alpes.fr/thingsat

Thingsat Partners

Université

=t
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Reouen .PERSYVAL

Open Solutions

B UCA NP gomo s

CGrenoble Alpes UGA Grenoble Alpes

Qe g isiiic UPF )l O &
A Lo (BB Golonly | SSENCE

GORGY TIME
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