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Several machine learning (ML) algorithms dedicated to the detection of healthy and
diseased cell types from single-cell RNA-sequencing data (scRNA-seq) have been
proposed for biomedical purposes. Before establishing clinical routines and diagnostic
decision support tools based on these methods,

surveyed. Among the possible threats are

introduction of carefully crafted input data into ML models, taking advantage of the
vulnerabilities in the models' decision-making processes to cause misclassifications or
faulty outputs. With transcriptomic data, we propose to explore this by modulating
gene expression values to simulate a wide range of causes, whether technical biases,
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Adversarial attacks on medical data

Within the field of medical research, numerous
examples of successful adversarial attacks on
dedicated ML classifiers are found In the
scientific literature: data from electrocardiogram
(ECG), X-ray, pathology slides. These attacks N

: (a) Original Image
are based on the following sequence: Prediction: COVID-19-negative.
1) Start from raw data (images or signals) l
2) Add small / imperceptible perturbations
3) Produce a change of classification

concerns about their security must be
adversarial attacks, the deliberate

(b) Perturbation
e =0.009.

biological and experimental design variations, or malicious events.

ECG [1]

AdverSCarial an original R package available in Bioconductor that can be used
by researchers, developers, and end-users interested in surveying ML tools that
cluster and annotate cells from scRNA-seq data. The package provides a :
toolkit for the assessment of these algorithms’ robustness/vulnerabilities and
for evaluating the important variables/features used by the models to reach a
final decision and produce an output. AdverSCarial is resource-optimized and
potentially works on all kinds of single-cell classifiers.

Original tracing
Prediction: Normal
99% confidence

(c) Adversarial image, with human-imperceptible perturbation.
Prediction: COVID-19-positive by VGG16.

Pathology slides [3]
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With the continuous expansion of single-cell transcriptomics in many domains, including clinical use and precision medicine,
we believe adverSCarial can be of help for the development of more reliable scRNA-seq models, with improved interpretability.
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