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Reachability analysis of concurrent self-modifying
code™

Walid Messahel
LIPN, CNRS and University Sorbonne Paris Nord

Abstract—

We introduce a new effective way to analyze multi-threaded
programs that contain self modifying code, i.e., code that modifies
itself during its execution. This kind of code is widely used
in malware to hide the malicious portions of their code. We
introduce a new model called Self Modifying Dynamic Pushdown
Network (SM-DPN) to model such programs. A SM-DPN is a
network of Self-Modifying Pushdown Systems, i.e., Pushdown
Systems that can modify their instructions on the fly during
execution. We use finite automata to model regular infinite sets
of configurations of SM-DPNs, and propose an algorithm to
compute a finite automaton corresponding to the pre* reachable
configurations of SM-DPNs. This allows to perform the backward
reachability analysis of self modifying multi-threaded programs.
We implemented our techniques in a tool and obtained encour-
aging results. In particular, our tool was able to detect a self-
modifying multithreaded malware.

I. INTRODUCTION

Self-modifying code is code that changes its own instruc-
tions during execution time, without any external intervention.
This technique is used for different purposes: some software
engineers use it to protect their products from being reverse
engineered (code obfuscation), while malware writers use it
to evade detection by anti-malware systems.

On the other hand, concurrent programming allows pro-
grams to perform multiple tasks simultaneously to be more
efficient. Handling this class of programs is known to be
delicate and bug-prone, making the process of automatically
analysing such category of programs challenging.

In this work, we tackle the analysis problem of self-
modifying and concurrent programs. Indeed, this kind of
programs is nowadays widely used e.g. by malware writers
to make their malware more efficient when executed (this is
the role of concurrency) and hard to analyse and to detect
by antiviruses (this is the role of self-modifying code). This
makes the issue more complicated and more challenging, since
it invloves two sources of difficulties: concurrency and self-
modifying code.

There are several ways to implement a self modifying
code. In this work we consider direct memory modification,
which consists in modifying the code directly in the execution
memory zone, using low-level assembly instructions such as
mov instructions. Indeed, malware with self modifying code
tend to use assembly mov instructions that have the ability to
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access and modify memory enabling the code to alter itself
automatically by changing the instruction’s binary code stored
in memory. Let us consider the example shown in Listing 1.

| Address Bytecode Assembly

3 0x13 b807 Mov eax, 0x7
40x15 89c0 Mov eax,eax
50x17 c602 Mov [0x14],0x2
60x19 c618cd Mov [0x15],0xcd
70x1lc c61980 Mov [0x16],0x80
8 0x1f ££2513 Jmp 0x13

Listing 1: Binary code with self modifying instructions and
thread creation

1 0x13 b807 Mov eax,0x7 -executing —--> Mov eax, 0x2
2 Mov [0x14],0x2
1 0x15 89c0 Mov eax,eax -—executing —--> int 0x80
5 Mov [0x15],0xcd
6 and
Mov [0x16],0x80
8
9
10 0x17 c602 Mov [0x14],0x2
11 0x19 c618cd Mov [0x15],Oxcd
12 0x1lc c61980 Mov [0x16],0x80
13 0x1f ££2513 Jmp 0x13

Listing 2: The code after applying the self-modifying
instructions

The first column gives the addresses of the instructions.
The binary code is given in the second column, while its
corresponding assembly code is given in the right-most col-
umn. For example, the binary code b8 07 stored at address
0x13 corresponds to the instruction mov eax,0x7. This piece
of code contains self-modifying code and concurrency (thread
creation). The code obtained after executing the self-modifying
instructions is shown in Listing 2. Let us explain how this code
is both self-modifying and multi-threaded. The instruction
mov [0x14],0x2 will replace the content in the address 0x14
with 0x2 resulting in the new instruction starting from the
address 0x13: mov eax,0x2. Thus, mov [0x14],0x2 is self-
modifying. It changes the instruction mov eax,0x7 at address
0x13 into mov eax,0x2. The instruction mov [0x15],0xcd
will replace the content in the address 0x15 with Oxcd,
and instruction mov [0x16],0x80 will replace the content in
the address 0x16 with 0x80 resulting in the new instruction
starting from the address 0x15: Int 0x80 (the binary code cd
80 corresponds to the assembly instruction int 0x80). Thus,
these instructions mov [0x15],0xcd and mov [0x16],0x80 are
both self-modifying. They change the instruction Mov eax,eax



at address 0x15 into int 0x80. This kernel function call int
0x80 uses the content of the eax register as a parameter to
identify which function to call. In this case, since int 0x80 is
called while eax contains 0x2, the function Fork that creates
a new process will be called. Thus, int 0x80 will create a new
thread. Therefore, this piece of code contains self-modifying
code and concurrency (thread creation).

In this work, we consider the reachability analysis of
this class of programs (self-modifying programs with thread
creation). For this purpose, we need an adequate formalism to
model such programs. PushDown Systems (PDS) are known
to be a natural model for sequential programs [1], since they
allow to mimic the program’s stack, and thus to model pro-
cedure calls faithfully. Dynamic Pushdown Netwroks (DPNs)
[2] were then introduced to model concurrent programs with
dynamic thread creation in a precise way. A DPN can be
seen as a netwok of pushdown systems, where each process
(PDS) can create new processes (PDSs) during its execution.
However, DPNs cannot model self-modifying code. On the
other hand, Self-Modifying PushDown Systems (SM-PDS)
were introduced in [3]-[5] to model sequential programs with
self-modifying code. A SM-PDS can be seen as a PDS that can
modify its own set of transitions during execution. Following
these approaches, in this work we go one step further and
propose a new model, called Self-Modifying Dynamic Push-
down Network (SM-DPN), to formally represent concurrent
programs that involve self-modifying code as well as dynamic
thread creation. Roughly speaking, a SM-DPN is a DPN where
each process of the network is a SM-PDS, i.e., a pushdown
system with self-modifying instructions.

We show how SM-DPNs can be used to naturally represent
self-modifying programs with dynamic thread creation. It turns
out that SM-DPNs are equivalent to standard DPNs. We
show how to translate a SM-DPN to a standard DPN. This
translation is exponential, making the reachability analysis
on the equivalent DPN not efficient. Therefore, we propose
a direct algorithm to compute the backward (Pre*) reacha-
bility sets for SM-DPNs. This allows to efficiently perform
reachability analysis for self-modifying concurrent programs.
Our algorithm is based on (1) representing regular (potentially
infinite) sets of configurations of SM-DPNs using finite state
automata, and (2) applying a saturation procedure on the
finite state automata in order to take into account the effect
of applying the rules of the SM-DPN. We implemented our
algorithms in a tool that takes as input either a SM-DPN
or a self-modifying binary program with thread creation.
Our experiments show that our direct techniques are much
more efficient than translating the SM-DPN to an equivalent
DPN and then applying the standard reachability algorithm
for DPNs [2]. To show the efficiency of our approach, we
successfuly applied our tool for malware detection.

Outline. The rest of the paper is structured as follows: The
related work is decribed in Section 2. Section 3 introduces
our new model and shows how to translate a SM-DPN to an
equivalent DPN. In Section 4, we give the translation from a

self-modifying binary code with thread creation to a SM-DPN.
In Section 5, we define finite automata to represent regular (po-
tentially infinite) sets of configurations of SM-DPNs. Section
6 gives our algorithm to compute the backward reachability
set of SM-DPNs. Section 7 describes our experiments. The
proofs are given in the appendix.

II. RELATED WORK

Analyzing binary code has always been an interesting
field of study by a variety of computer scientists especially
for security purposes either to disclose vulnerabilities or to
detect hidden malware. Model checking and static analysis
approaches have been extensively used to analyze binary
programs in [6]-[10]. However, these works do not consider
self-modifying code.

Analyzing self-modifying code is challenging due to the
changing nature of the code. Tha majority of the works that
deal with self-modifying code use dynamic analysis like [11]-
[13]. However, dynamic analysis cannot cover all possible
execution traces of the program. There are several works that
perform static analysis of self-modifying code. [14] use sep-
aration logic to describe self-modifying code. However, [14]
requires programs to be manually annotated with invariants.
[15] propose a formal semantics for self-modifying codes.
This work deals only with packing and unpacking behaviours.
Bonfante et al. [16] provide an operational semantics for self-
modifying programs and show that they can be constructively
rewritten to a non-modifying program. However, all these
specifications [14]-[16] are too abstract to be used in practice.
[17] propose a new representation of self-modifying code
named State Enhanced-Control Flow Graph (SE-CFG). SE-
CFG extends standard control flow graphs with a new data
structure that keeps track of the possible states that programs
can reach, and with edges that can be conditional on the state
of the target memory location. This SE-CFG representation
does not allow to take into account the stack of the program.
[18] propose abstract interpretation techniques to compute
an over-approximation of the set of reachable states of a
self-modifying program, where for each control point of the
program, an over-approximation of the memory state at this
control point is provided. [19] combine static and dynamic
analysis techniques to analyse self-modifying programs. These
techniques [18], [19] cannot handle the program’s stack.

Self Modifying PushDown Systems (SM-PDSs) were intro-
duced in [3] and were successufully applied for the analysis of
sequential self-modifying code [3]-[5]. Our work can be seen
as an extension of this approach to concurrent self-modifying
code.

On the other hand, Dynamic Pushdown Networks (DPNs)
[2], [20], [21] and its extensions [22]-[26] were broadly used
to analyse concurrent programs with thread creation. All these
works cannot deal with self-modifying code. Other models
based on networks of pushdown systems [27]-[31] were
extensively used to deal with concurrent programs. However,
these works cannot handle thread creation, nor self-modifying
code.



III. SELF MODIFYING DYNAMIC PUSHDOWN NETWORK
A. Definition

We introduce in this section our new model: Self Modifying
Dynamic Pushdown Network. A Self Modifying Pushdown
System (SM-PDS) [3] is a pushdown system that has the
ability to modify its own set of rules during the execution.
A Self Modifying Dynamic Pushdown Network (SM-DPN)
consists of a network of SM-PDSs that is capable of modeling
a collection of pushdown processes running in parallel, where
each of these pushdown processes can dynamically change
its current set of rules and create new processes during its
execution. Intuitively, a SM-DPN is a DPN [2] (a network of
pushdown processes) where each process of the network has
the ability to modify its own set of transitions. Formally:

Definition 1. A Self Modifying Dynamic Pushdown Network
(SM-DPN) is a tuple }® = (P,I', A, A.), where P is a finite
set of control points, T is a finite set of stack symbols, A C
(PxT)x (PxI*)U(PxT)x (PxT*)x ((Px28Y2<)xI"*) is a
finite set of transitions, and A, C P x (AUA:) X (AUA,) x
P is a finite set of modifying transitions rules. A Dynamic
Pushdown Network (DPN) is a SM-DPN with A, = (.

Every process in the network has its current set of transition
rules 6 called the phase, such that 8§ C A U A.. Rules in A,
can alter a process phase. We can distinguish three different
types of transition rules used by the SM-DPN:

e ((p,7), (po,wp)) € A where p,pg € P, y €T, wy € T"*.

This rule can also be written as py < powg € A.

This rule means that if a process of the network is in
control point p with ~ as its top element of the stack
then it can move to control point pgy, pop v and push wy.

o ((7,7); (p1,w1), ((po, 0),wo)) € A where p,po,p1 €

P, v e T wy,wy € T*, 8§ C AUA,.. This rule can
also be written as py < p1wi > (po, 8)wo € A.

This rule means that if a process of the network is in
control point p with  as its topmost stack element, then it
can move to control point p1, pop 7, push w; and create a
new process in the network having pg as its initial control
point, wq as its initial stack content and @ as its initial
current set of rules (phase).

° (p,Tl,T’Q,po) € Ac where D;Po € Pa r1,T2 € AU Ac-

(r1,m2)

This rule can also be written as p —— pg € A..
This rule means that if a process of the network is in
control point p and r; is in its current set of rules, then
it can move to control point py and update its current set
of transition rules by replacing the rule r; with the rule
T2.

A local configuration of a process of the network can be
represented by (p, §)w, where p € P is the control point of
the process, § C A U A, is its current set of rules (phase),
w € I'* is its stack content. For simplicity, from now on, we
will sometimes write p? instead of (p, 6).

A global SM-DPN configuration is a word of the
form  plowopltwy ...plrw, where po,p1,....pn €
P, wy,wy,...,w, € I'* and 6p,01,...,0, C AU A..

This word means that there are n running processes in the
network and for every ¢ such as 0 < ¢ < n, the process ¢ is
in control point p;, with w; as its stack content and have 6,
as its current set of rules.

Let C'on fx be the set of all global configurations of the SM-
DPN . We define the transition relation =g to be the smallest
relation between two configurations in Confy x Confy as
follows :

e Let ¢ = upwo, ¢ = up'” wo with u,v € Confy, w e

. (r1,r2)

I ifr =p pe A.nNB,ry € and 0 =
(0\{r1})U{ra} then c is a predecessor of ¢’ (also written
as ¢ =g ). The rule » moves the process from the
control point p to the control point p’ and changes the
current phase (current set of transition rules) by removing
r1 and replacing it with ro without altering the content
of the stack.

o Let ¢ = up®ywv,d = upw'wv with v € T, w,w' €
I'*, u,v € Confg, and r = py — p'w’ € A N4, then
¢ = ¢. The rule 7 moves the SM-DPN process from the
control point p to the control point p’, pops v from the
stack and pushes w’ into the stack. This rule maintains
the current phase (f) untouched.

o Let ¢ = up®ywv, ¢ = upwp?w'wo with y € T, w €
', u,v € Confg, if r =py — p’w’bp?lwl e AN,
then ¢ =g /. Here the rule r will move the SM-DPN
process from the control point p to the control point p’,
pop v from the stack, push w’ into the stack and create
a new process on the control point p;, with w; as stack
content, ¢ as the initial phase and maintains the current
phase () untouched.

We define =3, as the transitive reflexive closure of =y. If
a configuration ¢’ is reachable from cg in 7 steps by applying
=g ¢ times, we write ¢g =% .

We denote the set of immediate predecessors (resp. suc-
cessors) of a configuration ¢ as Preg(c) = {c; € Confy :
c1 =w ¢} (resp. Postp(c) ={c1 € Confg : ¢ =% c1}). Let
Preg(resp. Posty,) denote the reflexive transitive closure of
Prey (resp. Posty). These notations can be generalized to
sets of configurations in the obvious ways.

B. From SM-DPN to DPN

Since the number of phases is finite, a SM-DPN can be
simulated by a DPN [2] by encoding the phases along with
the DPN control points.

Let ® = (P,T',;A,A.) be a SM-DPN, we compute the
corresponding DPN M = (P',T',A’) where P’ is the DPN
set of control points, A’ is the DPN set of transition rules
such that P’ = P x 24Y%¢ and A’ is computed as follows:

Initially A’ = (). For every # € 22Y%c and r € 4.

1) if r = py — p'w’ € ANG, then (p,0)y — (p/,0)w’ €
Al

2) if r = py = p'w' > (pa2,02)we € AN G, then (p, )y —
(', 0)w' > (p2,02)ws € A'.



(r1,m2)

Nifr=p
(p,0)y — (p/,0")y € A, where ¢/ =
We can show that:

p’ € A.N 0, then for every v € T,

O\ {r1}) U{ra}.

Proposition 1. Let u,v € Confg, u =g v iff u =3 v.
Thus, we get:

Theorem 1. Let ® = (P,I', A, A.) be a SM-DPN, we can
compute a corresponding DPN M = (P',T,A’) such that
|P'| = |P|-20UAIHIAD and |A'| = (JA] + |A] - |T) -
9O A +|Ac]).

IV. MODELING SELF MODIFYING CONCURRENT CODE
WITH SM-DPN

We show in this section how to build a SM-DPN from a
binary program with self-modifying code and dynamic thread
creation. We suppose we are given an oracle O that extracts
from the binary code a corresponding assembly program,
together with informations about the values of the registers
and the memory locations at each control point of the program.
We could use Jakstab [32], IDA Pro [33] or radare2 [34] to
get this oracle. We translate the assembly program into a SM-
DPN whose control points are the control points of the binary
program and such that the stacks of the different pushdown
processes mimic the program’s processes stacks. The non self-
modifying instructions of the program define the rules A of
the SM-DPN (which are standard DPN rules), and can be
obtained following the translation of [10] that models non self-
modifying sequential instructions of the program by a PDS.
Thread creation instructions can then be represented by rules
of the form py — pywy > (po, O)wy € A, where (pg, 8)wo
corresponds to the initial configuration of the newly created
thread.

As for the self-modifying instructions of the program, we
use the translation of [3]. These instructions define the set
of changing rules A.. As mentionned in the introduction, in
this work we tackle self-modifying instructions of the form
mov | v, where [ is a location of the program that stores
executable data. This instruction replaces the value at location
I (in the binary code) with the value v. Let ¢; be the initial
instruction involving the location [, and let io be the new
instruction involving the location [, after applying the mov [ v
instruction. As in [3], we assume that 7; and 75 have the same
number of operands (to ensure that only one instruction is
modified). Let r; (resp. r2) be the SM-DPN rule corresponding
to the instruction 41 (resp. i2). Suppose from control point
n to n', we have this mov [ v instruction, then we add

(r1,72) o .
220 to A.. This is the SM-DPN rule corresponding
to the instruction mov [ v at control point n.

V. REPRESENTING INFINITE SETS OF CONFIGURATIONS OF
SM-DPN

Following [2], to finitely represent a regular infinite set of
SM-DPN configurations, we use a special kind of automata
called R-automata.

Let ® = (P,T,A,A.) be a SM-DPN. a R-automaton is a
tuple A = (S,Q,T,s°, F) with the following conditions :
1) Q= (P x 28Y2¢)UT is the automaton alphabet.

2) S is a finite set containing the automaton states par-
titioned into two subsets S, and S, st S = S. U
S5, 8. NSy = 0 and for every s € S. and every
p? such that p € P, § C AU A,, there is a unique state
called sp6 € S;.

3) There is a relation 7" C Sy x I' x (Ss\{s,0 : s € Se, p €
P, 0 CAUA})USs x {e} x S. such that T =T" U
{(s,p% sp0):s€S, peP, 0§ CAUAL

4) sY € S, is the initial state.

5) FF C S is the set of final states .

Note that condition (3) implies the following properties:

e Foreach p € P, 6 C AUA,, s € S, s is the only

predecessor of s,

o States s in S, do not have I'-transitions.

o Only e-moves from states in S5 lead to states in S..

« States s in .Sy do not have p-successors, for p € P

For y e T U{e} and 5,8 € S, if (s,y,s") € T we write
s ‘—U>T s’. This notation can be extended in the obvious
manner to sequences of symbols as follows :

VSES s—)TsandVSS €S, VyEFU{e} Yw €
I, s ——>T s’ iff 3s” € S such that s ——>T s s’ We
will remove the subscript 7 if it is understood in the context.

Intuitively, the conditions above make sure that every path
in the ¥-automaton is the concatenation of paths of the

6.

PP pit
w €
form s° —2— &0 % o b2y gt
Wn
suc at s¥,st...s
—"s ¢, such that s9,s! noc

- Son € Ss, q0sq1---qn € Ss, Po,P1---Pn €
9 CAUAC, Wo, W1 . U}n€F*.

0 41
SC7 Sng,S 01
()
P, 69,01 ..
A configuration Po wopl wy ...pYrw, is accepted by an
o
Py

automaton A if there exists a path of the form s ——
01 On

%, —% g —— st SN sty 5 g8 ELIEN

Po Py

szgn "5 gy such that ¢y € F. We denote by L(A) the

set of configurations accepted by A. A set of global SM-DPN

configurations L is regular if there exists an R-automaton A

such that £ = L(A).

A. An example

Consider the regular set of configurations C =
(p2 4 v2p? 41)* of a SM-DPN. This set can be represented

by the automaton A = (5,9, T, s° F) presented in Figure
1. As can be seen, the structure and the different constraints
imposed to the automaton ensure that the configurations of
different processes of the network are linked by e transitions
in the automaton.

VI. SM-DPN REACHABILITY ANALYSIS

It has been shown in [2] that Post* images of regular sets
of configurations are not regular for DPNs. Since SM-DPNs



"
0
@/ﬁ," m n o 2

Configurations of processes with state pﬂ”

Configurations of processes with state p?‘

Fig. 1: Example of a SM-DPN automaton

are equivalent to DPNs, this holds for SM-DPNs as well.
Thus, we concentrate on Pre* images in this section. Let then
R = (P,I',A,A;) be a SM-DPN. Since this SM-DPN can
be converted to a DPN, we can use the Pre* algorithm for
DPNs, presented in [2], to perform the reachability analysis
of the SM-DPN. However, this approach is very expensive in
both memory consumption and time of execution as we will
show in Section VII. Thus we present here a direct algorithm
to perform Pre* images for SM-DPN.

Let A = (S,9Q,7T,s° F) be an R-automaton. We build
Apres = (S,9Q,T',5°, F) by adding new transitions to the
automaton A using the following saturation rules. Initially
T =T:

o 1 1 if r = pgy < prwy € A, where wy; € T v € T,

then for every § C AUA, such that r € 0, if there exists

7]
a path in the form s %T/ s',forse S, s’ € S, then
(5,0,7,8) €T,

o« By 1 if r = ppy — prwp > pg2w2 € A where
wy,we € I'* v € T, then for every 8 C AUA, such that

02 0
Py wapywy ’

r € 0, if there exists a path in the form s T S,

for s € S, s € 5, then (s,0,7,5") € T".
. (r1,m2)
e« O3 :if 7 = pg p1 € A, then for every
0 C AUA, such that o € 0, for every v € T, if
2]

there exists a path s P 8 for s € S., s’ € S, then
(spgo,%s’) €T with 6 = (0 \ {r2}) U{r1} .

The procedure above terminates since there is a finite
number of states and phases. Let us explain the intuition
behind these rules:

-Let ¢ = upfyv and ¢ = wupfwiv be two global
configurations and r = pgy < p1w; € A be a SM-DPN
transition rule. If » € 0, then ¢ is a predecessor of ¢'.
The intuition behind S; is that if ¢’ is accepted by the
automaton Ap,.«, then ¢ should also be accepted by
Apres, 1.6 if there exists a path that accepts ¢ such

6

that s L7 s Lo Spo S 5 S a,q5 € F,

then, 3, adds the new transition (spg,'y, s') to T'. Thus

we will get a new path in the automaton such that
6

O Lr s 2o sps =1 8 <> qp,qp € F. This path

accepts the configuration c¢ then, c is accepted by the
automaton Ap,.ex.

- Let 7 = poyo — prw1 ng“wg € A, consider now the
configurations ¢ = upfyov and ¢ = upPwopfwyv, ¢ is
a predecessor of ¢/. The intuition behind o is that if
¢’ is accepted by the automaton Ap,.-, then ¢ should
also be accepted by Ap,e-, i.e if there exists a path

1 wa

0 N
90
Dy

€
! q1 —

b0
P
that accepts ¢ such that s = s! = s
o
s 2 51279 “% ¢ 5 qf,q; € F. By the saturation rule
1
B2, we add the new transition (sig,vo,q’ ) to T". Thus
. . 0 .
we will get a new path in the automaton in such a way

o
PGS RELN 511)3 25 ¢ % qf,q5 € F. This path accepts

the conﬁguratio% c then, c is accepted by the automaton
APW'e* .
(r1,72) 0 ’

-Letr = pg — p1 € A and ¢ = upiyv, ¢ =

up?"fygv. The intuition behind the saturation rule (3 is

that if 7,72 € 6y and 6 = (6p \ {r2}) U{r1} then cis a

predecessor of ¢’. Thus, if ¢’ is accepted by the automaton

Apye+ then so should be c. Thus, if there there exists a

b0
. P
path in the automaton of the form s % s —— S % 2,
1

= qf,q5 € F. By applying 33 we add a new transition
(spg:70,¢") to T". Thus we will get a new path in the

o
. u p Y v
automaton in such a way s® — s —% 5,0 — ¢ —

qf,qy € F which means c is accepted by the automaton
APre* .

Thus, we can show that :

Theorem 2.
L(Apyer) = Pre*(L(A)).

To prove Theorem 2 we show the following two directions

Lemma 1. Pre*(L(A)) C L(Apyer)
Lemma 2. L(Ap,.-) C Pre*(L(A))

VII. EXPERIMENTS

We implemented our algorithms in a tool. Our experiments
were conducted on a machine with 11th Gen Intel® Core™
i7-11850H @ 2.50GHz x 16 CPU and 30,6 GiB of Memory.
Our experiments contain two parts: (1) First, we show the
efficiency of our approach vs. the approach that consists in
translating the SM-DPN to a DPN and then applying the
standard Pre* algorithm of [2]. (2) Then, we show how our
approach can be used for malware detection.

A. Our algorithm vs. the standard Pre* algorithm of DPNs

To practically prove the efficiency of our Pre* computation
compared to the approach that consists in translating the SM-
DPN to an equivalent DPN and then apply the standard Pre*
algorithm of [2], we have conducted a number of experiments.
To realize such experimental study we developed a script that
randomly generates a number of SM-DPNs then converts them



to equivalent DPNs as described in Section 3. The results
of the comparision using the Pre* algorithm are reported in
Table 1. Column |A|+|A,| gives the total number of rules of
the SM-DPN. Column Our SM-DPN Algo gives the execution
time and the memory consumption of our Pre* SM-DPN
algorithm. Column SM-DPN = DPN gives the conversion
time it takes to translate the SM-DPN to a corresponding
DPN. Column DPN Results gives the execution time of the
standard Pre* DPN algorithm of [2]. Column DPN Total
gives the total time it takes to convert the SM-DPN to an
equivalent DPN and then apply the Pre* DPN algorithm of
[2] (conversion + Pre* execution time). As can be seen,
our direct algorithm has shown a remarkable improvement
in the time of execution and the memory consumption. For
example, with the configuration |A|+|A.| = 3568+ 14 we can
notice the huge difference between the time taken by our SM-
DPN direct Pre* algorithm which is 4446.49s and the time
taken by the DPN standard Pre* algorithm of [2] (15540s:
more than 4.3 Hours). Also we notice a significant memory
consumption improvement like the results of the example with
the configuration |A| + |A.| = 522 + 14 where our SM-
DPN algorithm used 18.05MB, while the DPN algorithm has
required 1280.08MB of memory.

B. Application to malware detection

Malware writers extensively use (1) self-modifying code
as an obfuscation technique and (2) thread creation to make
their malware more efficient and thus harder to be discovered.
Thus, we apply our tool for malware detection. We consider a
concurrent self modifying binary file infected by the BadRab-
bit ransomware which is a notorious malware that performs
a drive-by attack to install itself through fake adobe flash
installer or updates, encrypts all data and uses EternalRomance
exploit to spread within the corporate network [35]. The
binary “BadRabbit.exe” is obtained from MalwareCollection
github repo [36]. The malicious behavior is unreachable if one
does not take into account the self-modifying nature of the
concurrent code : after executing the self-modifying code, the
control point will jump to the part containing the malicious
behavior. We use radare2 [34] to decompile the binary and
retrieve its assembly code. Then, we model the corresponding
assembly program by a SM-DPN as explained in Section
IV. Finally, we apply our Pre* algorithm to show that the
malicious part of the code is reachable from its entry point.
Thus, applying our tool, we deduce that the code is malicious.
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