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Abstract—This paper investigates the secrecy coding analysis of
encoded wiretap Full-Duplex transmission respected to various
eavesdropper positions. To limit the effect of interference and
self-jamming/jamming signals sending by the legitimate receiver
and eavesdropper, a combination of joint iterative blind/semi-
blind channel estimation, decoding algorithms and self-jamming
techniques is used. In fact, these algorithms employ a feedback
loop to estimate and reduce SI components while also estimating
the propagation channel and decoding the messages. The results
reveal that blind/semi-blind algorithms give a better solution
than conventional without feedback algorithms by significantly
reducing and giving smaller security gap. Furthermore, they are
less sensitive to the eavesdropper’s movement by maintaining
security gap in an acceptable level. The results also indicate that
the suggested algorithms have a capability to notably decrease
the self-jamming power required at the authorized receiver to
obtain the same security level. It shows a robustness in several
factors such as security, reliability and power consumption, which
is suitable for short-packet Internet of Things transmissions and
green communications.

Index Terms—Security gap, 5G QC-LDPC codes, physical
layer security, self-jamming, blind/semi-blind algorithms.

I. INTRODUCTION

In recent years, significant researches have been dedicated to
enhance new techniques and new security solutions in wireless
communication, particularly in 5G networks & beyond [1].
Indeed, they have explored the use of Physical Layer Security
(PLS), which exploits the properties of the communication
channel itself to provide security. Most of these works are
based on the classical wiretap channel with a passive eaves-
dropper, which was initially proposed by Wyner in 1975 [2]
and the wiretap channel II with the active eavesdropper, which
was created by Ozarow and Wyner [3]. In PLS area, security
gap is one of the security metric, which was first proposed in
[4] and measures by the difference of Bit Error Rate (BER) on
log scale between the receiver and eavesdropper channels. This
interval is typically used to ensure both reliably and security
characteristics throughout the transmission.

Nowadays, due to the spectrum efficiency by using the same
time and frequency resources for both transmission and recep-
tion, Full-Duplex (FD) transmissions with fully suppression of
residual Self-Interference (SI) have become a crucial scheme
in 5G & Beyond, especially in short-packet transmissions [5].
In the field of PLS, the deployment of FD self-jamming or

Artificial Noise (AN) at the receiver for security reasons has
been thoroughly investigated and developed further due to its
robustness and favorable performance. This holds true even
when the channel condition of the unauthorized receiver is
equal to or superior to that of the authorized receiver [6]–
[8]. Furthermore, for communications with finite block length
or short-packet, the secrecy capacity of the channel and the
reliability of transmission messages might be considered as
an issue [9]. As a result, the application of PLS to short-
packet transmission has emerged as a recent topic of interest
for research.

Moreover, due to excellent error correction performance
in various wireless communication scenarios, secrecy channel
coding techniques have received a lot of attention in recent
years, particularly 5G Quasi-Cyclic Low Density Parity Check
(QC-LDPC) codes [10], which are acted as standard codes
for 5G transmissions [11]. Indeed, the authors in [12], [13]
investigated various LDPC codes constructions and AN signal
with the puncturing, scrambling matrix and decoding ap-
proaches to evaluate the reliability and security over Gaussian
wiretap channel. In [14]–[16], the authors suggested a couple
of iterative algorithms that combine blind and semi-blind
techniques for estimating channels and decoding procedures
in order to evaluate the secrecy metric in short-packet FD
transmission. It shows that their approaches outperform con-
ventional methods by reducing significantly the secrecy gap,
and achieve low power consumption. However, the distances
between the transceivers, which can be seen as an important
factor in PLS, are not taken into account in these works.

Therefore, in this paper, we will consider the combination
of joint iterative blind/semi-blind algorithms and FD self-
jamming at the legitimate receiver to improve the security and
reliability metrics and also enhance the power consumption
with respect to various eavesdropper’s locations. The contri-
butions of this paper are:

• We demonstrate that the proposed system performs better
results than conventional without feedback systems in
both passive and active eavesdroppers;

• We emphasize that the proposed system is less sensitive to
eavesdropper’s motion by limiting the increase of security
gap;

• We show that the proposed system can greatly minimize
self-jamming power that emitted by legitimate receiver



regardless of eavesdropper’s locations, which is suitable
for the power consumption factor in IoT transmissions.

The rest of this paper is structured as follows. In Section
II, an overview system model is presented. The proposed
feedback schemes, the model of eavesdropper’s locations and
security gap are also indicated. In Section III, numerical results
and discussions are provided involving passive and active
eavesdropper scenarios, respectively. Lastly, Section IV will
present some key insights and conclusions.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

Considering a wiretap transmission model between three
users: Alice (A) as a transmitter, Bob (B) as a legitimate
receiver and Eve (E) as an eavesdropper, respectively. Alice
is attached with one antenna for broadcasting its intended
message xA to other users, while Bob and Eve are equipped
with two antennas for operating in FD mode, allowing them
to instantaneously receive information messages (yB ,yE) and
transmit self-jamming/jamming signals (xB ,xE), as shown in
Fig. 1.

Fig. 1: System model.

At the transmitter of all transceivers, the input message is
encoded by using (N,K) 5G QC-LDPC codes, where N and
K denote the length of code word message and information
message, respectively. The channel gain between two users is
denoted as hXY in which X ∈ {A,B,E} and Y ∈ {B,E}
and is further formulated with respect to the distances as

hXY =
√
d−ϕ
XY gXY , where dXY is the distance between

two users, gXY is the fading coefficients and ϕ is path-
loss exponent. Moreover, these channels are modeled as i.i.d.
complex Gaussian random variables with CN (0, d−ϕ

XY ) [17]. It
also denotes that hY Y is the channel gain of SI channel at user
Y as quasi-static Rayleigh distribution in digital domain, with
Y ∈ {B,E}, and it is modeled as i.i.d complex Gaussian
random variables with CN (0, 1) [18]. Furthermore, let us
denote pX as the transmitted power of each user, where
X ∈ {A,B,E} and wY as the complex background noise
at user Y with CN (0, σ2

Y ), where Y ∈ {B,E}. Consid-
ering the background noise as reference, we further denote

ρXY =
√
d−ϕ
XY pX/σ2

Y and ρY Y = pY /σ
2
Y as self-jamming

to noise ratio provided by the self-jamming channel from
user X to user Y and self-interference to noise ratio given
by the SI channel at user Y, respectively. We also denote

the SNRY = pA

√
d−ϕ
AY /σ

2
Y as the Signal to Noise Ratio

(SNR) at user Y, where dAY is the distance between Alice
and user Y and Y ∈ {B,E} corresponding to Bob and
Eve, respectively. The received signals at Bob and Eve, are
respectively given by Equation (1) and Equation (2) in case
of passive eavesdropper and Equation (3) and Equation (4) in
case of active eavesdropper.

On the receiver side, the Recursive Least Square (RLS)
algorithm [19] is used to firstly estimate and then cancel the
SI component in Digital Self-Interference Cancellation (DSIC)
process. The residual signal continuously passes through
an equalizer to get equalized signal. Then, this signal will
continue the process in two cases, named blind and semi-
blind without feedback schemes, and denoted as BWoFB
and SBWoFB schemes, respectively, as shown in Figure 2.
The difference is that the extra pilot symbols, that adding
into the message sequence at the transmitter, are eliminated
in the case of semi-blind without feedback scheme before
the signal continues to the demodulator to obtain the belief
sequence. Finally, the traditional decoding method as Sum
Product Algorithm (SPA) [20] with mmax iterations is used to
achieve the binary sequence of the input message from Alice.

B. Proposed Blind/Semi-blind Feedback Algorithm

In [14], [15], a couple of iterative algorithms that combine
blind and semi-blind techniques for estimating channels and
decoding procedures have been proposed to improve the
overall performance, reduce computational complexity as well
as decoding latency, called as blind and semi-blind feedback
schemes, and denoted as BFB and SBFB schemes, respec-
tively. The flowcharts of these schemes are shown in Fig.
3 and Fig. 4, respectively. In these two feedback schemes,
the processes at the receiver can benefit from each other
through feedback loop, hence improving overall performance.
The blind method with unknown broadcast signal from Alice,
in particular, includes four basic steps, which are as follows:

Step 1: Using xB as the reference, we can firstly estimate
ĥBB and then cancel the SI component ŷBB from the received
signal yB. Consequently, the residual signal ỹB is produced
after this process;

Step 2: Without Alice’s knowledge, an equalizer is im-
plemented to simultaneously estimate the main channel ĥAB

and obtain the equalized signal y′
B , respectively. Then the

demodulator and de-interleaver processes are apply in order
to achieve the belief sequence for decoding process.

Step 3: After that, the intended message from Alice is
decoded by using the conventional SPA algorithm. It is noticed
that only one iteration (mmax = 1) is used in this step.

Step 4: If the number of joint iterations has not been
achieved the maximum value (k < kmax), the desired feed-
back signal ŷAB will be created by a temporary feedback
loop. In particular, the temporary message obtained from Step
3 is repeatedly re-encoded, re-interleaved, re-modulated, and
filtered with ĥAB that produced in Step 2. Finally, the SI
channel estimation process in the next joint iteration can be
significantly improved by subtracting the feedback signal from
the received signal.



yB [n] = (
√
pAxA ∗

√
d−ϕ
ABgAB)[n] + (

√
pBxB ∗ hBB)[n] + wB [n]; (1)

yE [n] = (
√
pAxA ∗

√
d−ϕ
AEgAE)[n] + (

√
pBxB ∗

√
d−ϕ
BEgBE)[n] + wE [n]; (2)

yB [n] = (
√
pAxA ∗

√
d−ϕ
ABgAB)[n] + (

√
pBxB ∗ hBB)[n] + (

√
pExE ∗

√
d−ϕ
BEgBE)[n] + wB [n], (3)

yE [n] = (
√
pAxA ∗

√
d−ϕ
AEgAE)[n] + (

√
pExE ∗ hEE)[n] + (

√
pBxB ∗

√
d−ϕ
BEgBE)[n] + wE [n], (4)

Fig. 2: Flowchart of BWoFB and SBWoFB schemes.

Fig. 3: Flowchart of BFB scheme.

Fig. 4: Flowchart of SBFB scheme.

Additionally, due to its suitable performance in low SNR
regions [15], it is recommended that the semi-blind algorithm
needs to be used in active eavesdropper case, by adding
pilot symbols to the information message and implementing
feedback loops for the estimation and equalization processes,
as shown in Fig. 4. In fact, the adding pilot symbols are
used to form the estimated version of the intended signal. The
algorithm is stopped when k = kmax. Then, the pilot symbols
are eliminated from the equalized signal, and then the system
proceeds to demodulate, de-interleave, and decode the message
to get the final message. It is also worth noting that only one
iteration in SPA decoding algorithm (mmax = 1).

Fig. 5: System model respected to locations of eavesdropper.

C. The Model of Eavesdropper’s Locations

In this paper, we consider the secrecy performance under the
condition that the eavesdropper is moved to different positions
inside of a fixed rectangular room as shown in Fig. 5.

In particular, the distance between Alice and Bob dBA is
fixed at 10 m, while only Eve is allowed to freely move.
Therefore, based on Alice and Bob’s location as a reference,
we will consider two scenarios such as (i) changing the angle
α, where α ∈ [15, 30, 45, 60, 75, 90]◦ and (ii) changing the
distance dAE , where dAE ∈ [2, 4, 6, 8, 10] m. At this point,
dAE and α must be chosen in order to satisfy the condition that
Eve does not move outside the room. Furthermore, this con-
figurations also lead to change the distance between Bob and
Eve, dBE , where dBE =

√
d2AB + d2AE − 2dABdAEcos(α).

In this paper, let us assume following hypotheses:
• For passive scenario, Bob uses solely blind estimation

due to its adequate performance in the evaluated SNR
area, compared to the conventional SPA decoding at Eve,
because Eve only operates in Half-Duplex mode.

• For active scenario, when the SNR at Bob is reduced
by the jamming signal from Eve, semi-blind feedback
technique is also used beside blind method at Bob due
to its high performance in low SNR, compared to the
conventional BWoFB/SBWoFB scheme at Eve;

• Both Bob and Eve have equal computational capability.

D. Security Gap

The security gap is established and illustrated in Fig. 6 to
emphasize the reliability and secrecy conditions in relation
to BER performance and SNR parameters [4], [8], [12]. In
particular, is calculated as the smallest difference of SNRs (in
dB) between the receiver and the eavesdropper:

Sg(dB) = SNRB,min − SNRE,max (5)

where SNRB,min is the minimal SNR that corresponds to
BERB,max, and Bob must operate in order for the BER to
be less than a reliability threshold, i.e. BERB,max = 10−5

[12]. Similarly, SNRE,max is the maximal SNR correspond-
ing to BERE,min can approach a certain threshold, i.e.
BERE,min = 0.5, It is referred to as the security threshold



Fig. 6: Security gap.

since Eve is unable to precisely decode the information
message in this region [4]. A lower Sg will result in a reduced
cost as well as higher reliability and security features. As a
result, the purpose of this article is to keep the value and the
increase of Sg as small as possible regardless of Eve’s position.

III. RESULTS AND DISCUSSIONS

A. Simulation Specifications

Monte Carlo simulations on MATLAB are used to evaluate
the secrecy performance of our suggested schemes. (256,128)
5G QC-LDPC codes are used with the code rate R = 1/2 and
106 transmission frames. Modulation scheme is QPSK and
four pilot symbols are added in semi-blind scheme. Number
of iteration (kmax,mmax) of feedback schemes is (4,1) and
number of iterations mmax of without feedback schemes is 20.
Based on the Rayleigh distribution, the SI channel and self-
jamming channel are set up with three taps. The intended and
wiretap channels have four taps, and the fading coefficients are
based on the ITU-R channel model [21]. We further assume
that the measurement environment is set up inside a furnished
room and the path-loss exponent coefficient is ϕ = 3 [9].

B. In Case of Passive Eavesdropper

Fig. 7 shows the security gap Sg versus the distance between
Alice and Eve (dAE) and the angle α in case of passive
eavesdropper. The self-interference to noise ratio at Bob (ρBB)
and the self-jamming to noise ratio from Bob to Eve (ρBE) are
fixed at 35 dB. On Bob’s decoding side, both BFB and BWoFB
schemes are used, whereas Eve just uses the traditional SPA
algorithm to decode the message. First of all, the angle α
is fixed at 30◦ and the distance dAE will be changed in the
interval [2, 10], as shown in Figure 7a. The result indicates that
when Eve will move far away from Alice (dAE increases), the
security gap Sg will decrease. However, the BFB scheme at
Bob gives a better result than the BWoFB scheme. Indeed, the
security gap Sg is always below 7dB and tends to go to 0 dB
when Bob uses BFB scheme. In contrast, the security gap Sg

is always larger than about 15 dB when using BWoFB scheme
at Bob. In Figure 7b, we try to change the angle in the interval
[15; 90] and fix the distance dAE = 6 (m). It implies that the
security gap Sg increases when the angle α increases, which
means the security factor will decrease. Because Eve is close
to Alice and far away from Bob, she will have better channel
conditions than Bob. However, we can improve Bob’s security
by employing a BFB algorithm. In fact, the slope of the BFB
curve is smaller than that of the BWoFB curve, implying that
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(b) Sg versus α with dAE = 6 m.

Fig. 7: Sg versus dAE , α in case of passive eavesdropper,
ρBB = ρBE = 35 dB.

the BFB scheme in Bob is less sensitive to increasing of α, i.e,
Sg increases about 6 dB in feedback curve while it increases
about 12 dB in BWoFB curve, when α varies from 15 to 90◦.

Next, Fig. 8 shows the self-jamming to noise ratio (ρBE)
versus the distance between Alice and Eve (dAE) and the angle
α, where the security gap Sg is fixed at 0 dB, which can be
seen as a perfect security and reliability threshold. Indeed, Fig.
8a shows ρBE versus dAE when we fix α = 30◦. We can see
that using BFB scheme at Bob gives a better result than the
conventional BWoFB scheme, it uses nearly 38 dB compared
to about 54 dB when dAE = 10 (m). Furthermore, Fig. 8b
shows ρBE versus α when the distance dAE = 6 m. We
can clearly see that ρBE obviously increases as α increases,
implying that Bob must use more power for the self-jamming
signal to ensure the security and reliability of the transmission
when Eve tries to move far away from Bob. However, the slope
of the BFB curve is smaller than that of the BWoFB curve. In
particular, the maximum self-jamming power that Bob needs
to use is only about 48 dB when α = 90◦ compared to that
of nearly 75 dB. As a result, using the BFB system at Bob
can minimize the use of self-jamming power, i.e. Bob needs
to increase about 10 dB if using feedback scheme compared
to around 20 dB if using without feedback scheme when the
angle α goes from 15 to 90◦.
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Fig. 8: ρBE versus dAE , α in case of passive eavesdropper,
Sg = 0 dB.

Consequently, regardless of Eve’s location, using a BFB
mechanism at Bob in the situation of a passive eavesdropper
provides a benefit in terms of not only ensuring security and re-
liability factors but also maintaining power usage. This feature
can be used in IoT transmissions and green communications.

C. In Case of Active Eavesdropper

Fig. 9 shows the security gap Sg versus the distance
between Alice and Eve dAE and the angle α in case of active
eavesdropper. The self-jamming to noise ratios from Bob to
Eve ρBE and vice versa, ρEB are both set up at 35 dB.
While the self-interference to noise ratio at each user, ρBB

and ρEE are also set up at 35 dB. The BFB/SBFB schemes
are implemented on Bob’s receiver side, whereas Eve uses the
conventional BWoFB/SBWoFB scheme. First, Fig. 9a shows
Sg versus the distance dAE when α = 30◦. It can be seen
that Sg will decrease when dAE increases and using SBFB
scheme at Bob gives better results than BFB scheme. Indeed,
Sg is small and can go nearly to 0 or below 0 dB if SBFB
scheme is applied at Bob and BWoFB scheme is applied at
Eve. In contrast, Sg can only achieve to 8 dB or 12 dB when
using BFB scheme at Bob at dAE = 10 m. According to the
results in Figure 9b, when dAE is set up at 6 m and try to vary
α from 15 to 90◦, the security gap Sg also increases when Eve
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(b) Sg versus α with dAE = 6 m.

Fig. 9: Sg versus dAE , α in case of active eavesdropper,
ρBE = ρEB = ρBB = ρEE = 35 dB.

is moved far away to Bob (dBE increases). The SBFB at Bob
curves, on the other hand, has a smaller slope than the BFB at
Bob curves. In particular, it only increases about 5-6 dB when
using SBFB at Bob compared to nearly 12 dB when using
BFB at Bob, which means that changing the angle α has less
of an effect on the security factor if semi-blind scheme at Bob
is used, regardless of BWoFB/SBWoFB schemes at Eve.

Fig. 10 shows the self-jamming to noise ratio from Bob to
Eve ρBE versus the distance between Alice and Eve dAE and
the angle α in case of active eavesdropper. In this scenario,
the self-jamming to noise ratio from Eve to Bob ρEB is set at
35 dB, the self-interference to noise ratio at each user, ρBB

and ρEE are also fixed at 35 dB and the security gap Sg is
fixed at 0 dB. In Fig. 10a, when α is fixed at 30◦ and we try to
change dAE , it shows that increasing dAE , which means Eve
will move far away Alice, will lead to decrease ρBE and semi-
blind scheme needs smaller ρBE than blind scheme at Bob,
regardless the usage of BWoFB/SBWoFB schemes at Eve, i.e.,
around 28-34 dB compared to 50-56 dB at dAE = 10 m.
Moreover, in Figure 10b, when we try to vary α from 15 to 90◦

and fix dAE at 6 m, the obtained results highlight the benefits
of using SBFB scheme at Bob, particularly when its slope
is smaller than that of the BFB curve, whether conventional
BWoFB/SBWoFB are used at Eve. It means that when Bob
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Fig. 10: ρBE versus dAE , α in case of active eavesdropper,
Sg = 0 dB.

uses the SBFB scheme, he can save the power of the self-
jamming signal, i.e Bob needs maximum ρBE = 40 dB to
ensure Sg = 0 dB when α = 90◦ if semi-blind scheme is
applied. If blind scheme is used, it needs minimum around
ρBE = 65 dB to ensure the reliability and security factors.

Therefore, it has become more important than ever for Bob
to use SBFB scheme to ensure the security and reliability
factors as well as improve the power consumption factor,
regardless of location of eavesdropper Eve.

IV. CONCLUSION

The secrecy coding in short-packet FD wiretap transmis-
sion has been studied by evaluating the security gap Sg

performance with different localizations of both passive and
active eavesdroppers. This study shows how the reliability and
security parameters in PLS are considerably impacted by the
power of the self-jamming signal. The use of a blind and semi-
blind iterative algorithms in passive scenario and in active
scenario, respectively, illustrates the robustness in comparison
to the conventional method, in terms of the security gap Sg

and the self-jamming power from Bob (ρBE) regardless of
the positions of the eavesdropper. Consequently, it is highly
advisable to use joint iterative blind or semi-blind algorithms at

the authorized receiver to enhance security while maintaining
power consumption in the context of short-packet FD wiretap
transmission (IoT applications and green communications).
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